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§ 326.15 Fees. 
Individuals requesting copies of their 

official personnel records are entitled 
to one free copy; a charge will be as-
sessed for additional copies. There is a 
cost of $.15 per page. Fees will not be 
assessed if the cost is less than $30.00. 
Fees should be paid by check or postal 
money order payable to the Treasurer 
of the United States and forwarded to 
the Privacy Act Coordinator, NRO, at 
the time the copy of the record is deliv-
ered. In some instances, fees will be 
due in advance. 

§ 326.16 Penalties. 
Each request shall be treated as a 

certification by the requester that he 
is the individual named in the request. 
The Privacy Act provides criminal pen-
alties for any person who knowingly 
and willfully requests or obtains any 
information concerning an individual 
under false pretenses. 

§ 326.17 Exemptions. 
(a) All systems of records maintained 

by the NRO shall be exempt from the 
requirements of 5 U.S.C. 552a(d) pursu-
ant to 5 U.S.C. 552a(k)(1) to the extent 
that the system contains any informa-
tion properly classified under Execu-
tive Order 12958 and which is required 
by the Executive Order to be withheld 
in the interest of national defense of 
foreign policy. This exemption, which 
may be applicable to parts of all sys-
tems of records, is necessary because 
certain record systems not otherwise 
specifically designated for exemptions 
herein may contain items of informa-
tion that have been properly classified. 

(b) No system of records within the 
NRO shall be considered exempt under 
subsection (j) or (k) of the Privacy Act 
until the exemption and the exemption 
rule for the system of records has been 
published as a final rule in the FED-
ERAL REGISTER. 

(c) An individual is not entitled to 
have access to any information com-
piled in reasonable anticipation of a 
civil action or proceeding (5 U.S.C. 
552a(d)(5)). 

(d) Proposals to exempt a system of 
records will be forwarded to the De-
fense Privacy Office, consistent with 
the requirements of 32 CFR part 310, 
for review and action. 

(e) QNRO–23. 
(1) System name: Counterintelligence 

Issue Files. 
(2) Exemptions: (i) Investigatory ma-

terial compiled for law enforcement 
purposes may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the identity of the 
recipient, could alert the subject to the 
existence of the investigation or pros-
ecutable interest by NRO or other 
agencies. This could seriously com-
promise case preparation by pre-
maturely revealing its existence and 
nature; compromise or interfere with 
witnesses or make witnesses reluctant 
to cooperate; and lead to suppression, 
alteration, or destruction of evidence. 

(ii) From subsections (d)(1) through 
(d)(4), and (f) because providing access 
to records of a civil or administrative 
investigation and the right to contest 
the contents of those records and force 
changes to be made to the information 
contained therein would seriously 
interfere with and thwart the orderly 
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and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded 
under the Privacy Act would provide 
the subject with valuable information 
that would allow interference with or 
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to 
suppression, alteration, or destruction 
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the 
course of the investigation; and result 
in the secreting of or other disposition 
of assets that would make them dif-
ficult or impossible to reach in order to 
satisfy any Government claim growing 
out of the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for law enforcement purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 
NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal vio-
lation will not be alerted to the inves-
tigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered, 
the privacy of third parties will not be 
violated; and that the disclosure would 

not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted 
from the requested documents and the 
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from these systems 
will be made on a case-by-case basis. 

(f) QNRO–10, Inspector General Inves-
tigative Files—(1) Exemption: This sys-
tem may be exempt pursuant to 5 
U.S.C. 552a(j)(2) if the information is 
compiled and maintained by a compo-
nent of the agency which performs as 
its principle function any activity per-
taining to the enforcement of criminal 
laws. Any portion of this system which 
falls within the provisions of 5 U.S.C. 
552a(j)(2) may be exempt from the fol-
lowing subsections of 5 U.S.C. 552a 
(c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3), 
(e)(4)(G), (H), and (I), (e)(5), (e)(8), (f), 
and (g). 

(2) Authority: 5 U.S.C. 552a(j)(2). 
(3) Reasons. (i) From subsection (c)(3) 

because the release of accounting of 
disclosure would inform a subject that 
he or she is under investigation. This 
information would provide consider-
able advantage to the subject in pro-
viding him or her with knowledge con-
cerning the nature of the investigation 
and the coordinated investigative ef-
forts and techniques employed by the 
cooperating agencies. This would 
greatly impede the NRO IG’s criminal 
law enforcement. 

(ii) From subsection (c)(4) and (d), be-
cause notification would alert a subject 
to the fact that an open investigation 
on that individual is taking place, and 
might weaken the on-going investiga-
tion, reveal investigative techniques, 
and place confidential informants in 
jeopardy. 

(iii) From subsection (e)(1) because 
the nature of the criminal and/or civil 
investigative function creates unique 
problems in prescribing a specific pa-
rameter in a particular case with re-
spect to what information is relevant 
or necessary. Also, due to NRO IG’s 
close liaison and working relationships 
with other Federal, state, local and for-
eign country law enforcement agencies, 
information may be received which 
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may relate to a case under the inves-
tigative jurisdiction of another agency. 
The maintenance of this information 
may be necessary to provide leads for 
appropriate law enforcement purposes 
and to establish patterns of activity, 
which may relate to the jurisdiction of 
other cooperating agencies. 

(iv) From subsection (e)(2) because 
collecting information to the fullest 
extent possible directly from the sub-
ject individual may or may not be 
practical in a criminal and/or civil in-
vestigation. 

(v) From subsection (e)(3) because 
supplying an individual with a form 
containing a Privacy Act Statement 
would tend to inhibit cooperation by 
many individuals involved in a crimi-
nal and/or civil investigation. The ef-
fect would be somewhat adverse to es-
tablished investigative methods and 
techniques. 

(vi) From subsection (e)(4) (G) 
through (I) because this system of 
records is exempt from the access pro-
visions of subsection (d). 

(vii) From subsection (e)(5) because 
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness 
would unfairly hamper the investiga-
tive process. It is the nature of law en-
forcement for investigations to un-
cover the commission of illegal acts at 
diverse stages. It is frequently impos-
sible to determine initially what infor-
mation is accurate, relevant, timely, 
and least of all complete. With the pas-
sage of time, seemingly irrelevant or 
untimely information may acquire new 
significance as further investigation 
brings new details to light. 

(viii) From subsection (e)(8) because 
the notice requirements of this provi-
sion could present a serious impedi-
ment to law enforcement by revealing 
investigative techniques, procedures, 
and existence of confidential investiga-
tions. 

(ix) From subsection (f) because the 
agency’s rules are inapplicable to those 
portions of the system that are exempt 
and would place the burden on the 
agency of either confirming or denying 
the existence of a record pertaining to 
a requesting individual might in itself 
provide an answer to that individual 
relating to an on-going investigation. 

The conduct of a successful investiga-
tion leading to the indictment of a 
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual, 
and record amendment procedures for 
this record system. 

(x) From subsection (g) because this 
system of records should be exempt to 
the extent that the civil remedies re-
late to provisions of 5 U.S.C. 552a from 
which this rule exempts the system. 

(4) Exemptions. (i) Investigative mate-
rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection (j)(2), may be ex-
empt pursuant to 5 U.S.C. 552a(k)(2). 
However, if an individual is denied any 
right, privilege, or benefit for which he 
would otherwise be entitled by Federal 
law or for which he would otherwise be 
eligible, as a result of the maintenance 
of such information, the individual will 
be provided access to such information 
except to the extent that disclosure 
would reveal the identity of a confiden-
tial source. 

(ii) Investigative material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(5) Authority. 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(6) Reasons. (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutable interest 
by the NRO or other agencies. This 
could seriously compromise case prepa-
ration by prematurely revealing its ex-
istence and nature; compromise or 
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interfere with witnesses or make wit-
nesses reluctant to cooperate; and lead 
to suppression, alteration, or destruc-
tion of evidence. 

(ii) From subsections (d) and (f) be-
cause providing access to investigative 
records and the right to contest the 
contents of those records and force 
changes to be made to the information 
contained therein would seriously 
interfere with and thwart the orderly 
and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded 
under the Privacy Act would provide 
the subject with valuable information 
that would allow interference with or 
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to 
suppression, alteration, or destruction 
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the 
course of the investigation; and result 
in the secreting of or other disposition 
of assets that would make them dif-
ficult or impossible to reach in order to 
satisfy any Government claim growing 
out of the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for investigative purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 

NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal or 
civil violation will not be alerted to 
the investigation; the physical safety 
of witnesses, informants and law en-
forcement personnel will not be endan-
gered, the privacy of third parties will 
not be violated; and that the disclosure 
would not otherwise impede effective 
law enforcement. Whenever possible, 
information of the above nature will be 
deleted from the requested documents 
and the balance made available. The 
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated above. The deci-
sions to release information from these 
systems will be made on a case-by-case 
basis. 

(g) QNRO–15, Facility Security Files. 
(1) Exemptions. (i) Investigative mate-

rial compiled for law enforcement pur-
poses may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Investigative material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(2) Authority. 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(3) Reasons. (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
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and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutable interest 
by the NRO or other agencies. This 
could seriously compromise case prepa-
ration by prematurely revealing its ex-
istence and nature; compromise or 
interfere with witnesses or make wit-
nesses reluctant to cooperate; and lead 
to suppression, alteration, or destruc-
tion of evidence. 

(ii) From subsections (d)(1) through 
(d)(4), and (f) because providing access 
to investigative records and the right 
to contest the contents of those 
records and force changes to be made 
to the information contained therein 
would seriously interfere with and 
thwart the orderly and unbiased con-
duct of the investigation and impede 
case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for investigative purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 

NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 
NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal or 
civil violation will not be alerted to 
the investigation; the physical safety 
of witnesses, informants and law en-
forcement personnel will not be endan-
gered; the privacy of third parties will 
not be violated; and that the disclosure 
would not otherwise impede effective 
law enforcement. Whenever possible, 
information of the above nature will be 
deleted from the requested documents 
and the balance made available. The 
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated above. The deci-
sions to release information from these 
systems will be made on a case-by-case 
basis. 

(h) QNRO–19. 
(1) System name: Customer Security 

Services Personnel Security Files. 
(2) Exemptions: (i) Investigatory ma-

terial compiled for law enforcement 
purposes may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
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the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutable interest 
by the NRO or other agencies. This 
could seriously compromise case prepa-
ration by prematurely revealing its ex-
istence and nature; compromise or 
interfere with witnesses or make wit-
nesses reluctant to cooperate; and lead 
to suppression, alteration, or destruc-
tion of evidence. 

(ii) From subsections (d)(1) through 
(d)(4), and (f) because providing access 
to investigatory records and the right 
to contest the contents of those 
records and force changes to be made 
to the information contained therein 
would seriously interfere with and 
thwart the orderly and unbiased con-
duct of the investigation and impede 
case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for investigatory purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 
NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal or 
civil violation will not be alerted to 
the investigation; the physical safety 
of witnesses, informants and law en-
forcement personnel will not be endan-
gered; the privacy of third parties will 
not be violated; and that the disclosure 
would not otherwise impede effective 
law enforcement. Whenever possible, 
information of the above nature will be 
deleted from the requested documents 
and the balance made available. The 
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated in this paragraph. 
The decisions to release information 
from these systems will be made on a 
case-by-case basis. 

(i) NRO–21. 
(1) System name: Personnel Security 

Files. 
(2) Exemptions: (i) Investigatory ma-

terial compiled for law enforcement 
purposes may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
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suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutable interest 
by the NRO or other agencies. This 
could seriously compromise case prepa-
ration by prematurely revealing its ex-
istence and nature; compromise or 
interfere with witnesses or make wit-
nesses reluctant to cooperate; and lead 
to suppression, alteration, or destruc-
tion of evidence. 

(ii) From subsections (d)(1) through 
(d)(4), and (f) because providing access 
to records of a civil or administrative 
investigation and the right to contest 
the contents of those records and force 
changes to be made to the information 
contained therein would seriously 
interfere with and thwart the orderly 
and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded 
under the Privacy Act would provide 
the subject with valuable information 
that would allow interference with or 
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to 
suppression, alteration, or destruction 
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the 
course of the investigation; and result 
in the secreting of or other disposition 
of assets that would make them dif-
ficult or impossible to reach in order to 
satisfy any Government claim growing 
out of the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-

evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for law enforcement purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 
NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal vio-
lation will not be alerted to the inves-
tigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered; 
the privacy of third parties will not be 
violated; and that the disclosure would 
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted 
from the requested documents and the 
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from these systems 
will be made on a case-by-case basis. 

(j) QNRO–4. 
(1) System name: Freedom of Informa-

tion Act and Privacy Act Files. 
(2) Exemption: During the processing 

of a Freedom of Information Act/Pri-
vacy Act request, exempt materials 
from other systems of records may in 
turn become part of the case record in 
this system. To the extent that copies 
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1 Copies may be obtained: http:// 
www.whitehouse.gov/OMB/circulars. 

of exempt records from those ‘‘other’’ 
systems of records are entered into this 
system, the NRO hereby claims the 
same exemptions for the records from 
those ‘‘other’’ systems that are entered 
into this system, as claimed for the 
original primary system of which they 
are a part. 

(3) Authority: 5 U.S.C. 552a(j)(2), 
(k)(1), (k)(2), (k)(3), (k)(4), (k)(5), (k)(6), 
and (k)(7). 

(4) Records are only exempt from per-
tinent provisions of 5 U.S.C. 552a to the 
extent such provisions have been iden-
tified and an exemption claimed for the 
original record and the purposes under-
lying the exemption for the original 
record still pertain to the record which 
is now contained in this system of 
records. In general, the exemptions 
were claimed in order to protect prop-
erly classified information relating to 
national defense and foreign policy, to 
avoid interference during the conduct 
of criminal, civil, or administrative ac-
tions or investigations, to ensure pro-
tective services provided the President 
and others are not compromised, to 
protect the identity of confidential 
sources incident to Federal employ-
ment, military service, contract, and 
security clearance determinations, and 
to preserve the confidentiality and in-
tegrity of Federal evaluation mate-
rials. The exemption rule for the origi-
nal records will identify the specific 
reasons why the records are exempt 
from specific provisions of 5 U.S.C. 
552a. 

[65 FR 20372, Apr. 17, 2000, as amended at 66 
FR 41783, Aug. 9, 2001; 66 FR 54926, Oct. 31, 
2001; 67 FR 17616, Apr. 11, 2002] 
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SOURCE: 65 FR 39806, June 28, 2000, unless 
otherwise noted. 

§ 327.1 Purpose. 
This part implements the basic poli-

cies and procedures for the implemen-
tation of the Privacy Act of 1974, as 
amended (5 U.S.C. 552a); OMB Circular 
A–130; 1 and 32 CFR part 310; and to pro-
mote uniformity in the DeCA Privacy 
Act Program. 

§ 327.2 Applicability. 
This part applies to Headquarters, 

Field Operating Activities (FOA), Re-
gions, Zones, Central Distribution Cen-
ters (CDC), Commissaries of DeCA, and 
contractors during the performance of 
a contract with DeCA. All personnel 
are expected to comply with the proce-
dures established herein. 

§ 327.3 Responsibilities. 
(a) The Director, DeCA. (1) Supervises 

the execution of the Privacy Act and 
this part within the DeCA, and serves 
as the DeCA Privacy Act Appeal Au-
thority. 

(2) Appoints: 
(i) The Executive Director for Sup-

port as the DeCA Initial Denial Au-
thority for the DeCA Privacy Act Pro-
gram. 

(ii) The Records Manager, Office of 
Safety, Security, and Administration 
as the DeCA Privacy Act Officer. 

(b) The Privacy Act Officer, DeCA. (1) 
Establishes and manages the PA pro-
gram for DeCA. 

(2) Provides guidance, assistance and 
training. 

(3) Controls and monitors all requests 
received and prepares documentation 
to the office of primary responsibility 
(OPR) for response. 

(4) Prepares response to requester 
based on information provided by the 
OPR. 

(5) Signs all response requests for re-
leasable information to the requester 
after coordination through the General 
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