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(2) Provide an appropriate level of se-
curity to ensure integrity of the docu-
ments; 

(3) Provide a standard interchange 
format when necessary to permit the 
exchange of documents on electronic 
media between agency computers using 
different software/operating systems 
and the conversion or migration of doc-
uments on electronic media from one 
system to another; and 

(4) Provide for the disposition of the 
documents including, when necessary, 
the requirements for transferring per-
manent records to NARA (see § 1228.270 
of this chapter). 

(b) Before a document is created elec-
tronically on electronic recordkeeping 
systems that will maintain the official 
file copy on electronic media, each doc-
ument shall be identified sufficiently 
to enable authorized personnel to re-
trieve, protect, and carry out the dis-
position of documents in the system. 
Appropriate identifying information 
for each document maintained on the 
electronic media may include: office of 
origin, file code, key words for re-
trieval, addressee (if any), signator, au-
thor, date, authorized disposition 
(coded or otherwise), and security clas-
sification (if applicable). Agencies shall 
ensure that records maintained in such 
systems can be correlated with related 
records on paper, microform, or other 
media. 

[55 FR 19218, May 8, 1990, as amended at 60 
FR 44641, Aug. 28, 1995; 66 FR 27028, May 16, 
2001] 

§ 1234.24 Standards for managing elec-
tronic mail records. 

Agencies shall manage records cre-
ated or received on electronic mail sys-
tems in accordance with the provisions 
of this chapter pertaining to adequacy 
of documentation, recordkeeping re-
quirements, agency records manage-
ment responsibilities, and records dis-
position (36 CFR parts 1220, 1222, and 
1228). 

(a) Agency instructions on identi-
fying and preserving electronic mail 
messages will address the following 
unique aspects of electronic mail: 

(1) Some transmission data (names of 
sender and addressee(s) and date the 
message was sent) must be preserved 
for each electronic mail record in order 

for the context of the message to be 
understood. Agencies shall determine if 
any other transmission data is needed 
for purposes of context. 

(2) Agencies that use an electronic 
mail system that identifies users by 
codes or nicknames or identifies ad-
dressees only by the name of a dis-
tribution list shall instruct staff on 
how to retain names on directories or 
distributions lists to ensure identifica-
tion of the sender and addressee(s) of 
messages that are records. 

(3) Agencies that use an electronic 
mail system that allows users to re-
quest acknowledgments or receipts 
showing that a message reached the 
mailbox or inbox of each addressee, or 
that an addressee opened the message, 
shall issue instructions to e-mail users 
specifying when to request such re-
ceipts or acknowledgments for record-
keeping purposes and how to preserve 
them. 

(4) Agencies with access to external 
electronic mail systems shall ensure 
that Federal records sent or received 
on these systems are preserved in the 
appropriate recordkeeping system and 
that reasonable steps are taken to cap-
ture available transmission and receipt 
data needed by the agency for record-
keeping purposes. 

(5) Some e-mail systems provide cal-
endars and task lists for users. These 
may meet the definition of Federal 
record. Calendars that meet the defini-
tion of Federal records are to be man-
aged in accordance with the provisions 
of General Records Schedule 23, Item 5. 

(6) Draft documents that are cir-
culated on electronic mail systems 
may be records if they meet the cri-
teria specified in 36 CFR 1222.34. 

(b) Agencies shall consider the fol-
lowing criteria when developing proce-
dures for the maintenance of electronic 
mail records in appropriate record-
keeping systems, regardless of format. 

(1) Recordkeeping systems that in-
clude electronic mail messages must: 

(i) Provide for the grouping of related 
records into classifications according 
to the nature of the business purposes 
the records serve; 

(ii) Permit easy and timely retrieval 
of both individual records and files or 
other groupings of related records; 
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(iii) Retain the records in a usable 
format for their required retention pe-
riod as specified by a NARA-approved 
records schedule; 

(iv) Be accessible by individuals who 
have a business need for information in 
the system; 

(v) Preserve the transmission and re-
ceipt data specified in agency instruc-
tions; and 

(vi) Permit transfer of permanent 
records to the National Archives and 
Records Administration (see 36 CFR 
1228.270 and 36 CFR 1234.32(a)). 

(2) Agencies may elect to manage 
electronic mail records with very 
short-term NARA-approved retention 
periods (transitory records with a very 
short-term retention period of 180 days 
or less as provided by GRS 23, Item 7, 
or by a NARA-approved agency records 
schedule) on the electronic mail sys-
tem itself, without the need to copy 
the record to a paper or electronic rec-
ordkeeping system, provided that: 

(i) Users do not delete the messages 
before the expiration of the NARA-ap-
proved retention period, and 

(ii) The system’s automatic deletion 
rules ensure preservation of the records 
until the expiration of the NARA-ap-
proved retention period. 

(3) Except for those electronic mail 
records within the scope of paragraph 
(b)(2) of this section: 

(i) Agencies must not use an elec-
tronic mail system to store the record-
keeping copy of electronic mail mes-
sages identified as Federal records un-
less that system has all of the features 
specified in paragraph (b)(1) of this sec-
tion. 

(ii) If the electronic mail system is 
not designed to be a recordkeeping sys-
tem, agencies must instruct staff on 
how to copy Federal records from the 
electronic mail system to a record-
keeping system. 

(c) Agencies that maintain their elec-
tronic mail records electronically shall 
move or copy them to a separate elec-
tronic recordkeeping system unless 
their system has the features specified 
in paragraph (b)(1) of this section. Be-
cause they do not have the features 
specified in paragraph (b)(1) of this sec-
tion, backup tapes should not be used 
for recordkeeping purposes. Agencies 
may retain records from electronic 

mail systems in an off-line electronic 
storage format (such as optical disk or 
magnetic tape) that meets the require-
ments described at 36 CFR 1234.30(a). 
Agencies that retain permanent elec-
tronic mail records scheduled for trans-
fer to the National Archives shall ei-
ther store them in a format and on a 
medium that conforms to the require-
ments concerning transfer at 36 CFR 
1228.188 or shall maintain the ability to 
convert the records to the required for-
mat and medium at the time transfer 
is scheduled. 

(d) Agencies that maintain paper 
files as their recordkeeping systems 
shall print their electronic mail 
records and the related transmission 
and receipt data specified by the agen-
cy. 

[60 FR 44641, Aug. 28, 1995, as amended at 66 
FR 27028, May 16, 2001; 71 FR 8807, Feb. 21, 
2006] 

§ 1234.26 Judicial use of electronic 
records. 

Electronic records may be admitted 
in evidence to Federal courts for use in 
court proceedings (Federal Rules of 
Evidence 803(8)) if trustworthiness is 
established by thoroughly documenting 
the recordkeeping system’s operation 
and the controls imposed upon it. 
Agencies should implement the fol-
lowing procedures to enhance the legal 
admissibility of electronic records. 

(a) Document that similar kinds of 
records generated and stored electroni-
cally are created by the same processes 
each time and have a standardized re-
trieval approach. 

(b) Substantiate that security proce-
dures prevent unauthorized addition, 
modification or deletion of a record 
and ensure system protection against 
such problems as power interruptions. 

(c) Identify the electronic media on 
which records are stored throughout 
their life cycle, the maximum time 
span that records remain on each stor-
age medium, and the NARA-approved 
disposition of all records. 

(d) Coordinate all of the above with 
legal counsel and senior IRM and 
records management staff. 

[55 FR 19218, May 8, 1990. Redesignated at 60 
FR 44641, Aug. 28, 1995] 
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