AUTHENTICATED
U.S. GOVERNMENT
INFORMATION
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Office of the Secretary of Defense

4. Authority for maintenance of the system.
See paragraph (g) of §310.32.

5. Probable or potential effects on the privacy
of individuals. What effect, if any, will the
new or altered system impact the personal
privacy of the affected individuals.

6. Is the system, in whole or in part, being
maintained by a contractor. If yes, Compo-
nents shall ensure that the contract has in-
corporated the Federal Acquisition privacy
clause (see paragraph (a)(1) of §310.12).

7. Steps taken to minimize risk of unauthor-
ized access. Describe actions taken to reduce
the vulnerability of the system to potential
threats. See appendix A to this part.

8. Routine use compatibility. Provide assur-
ances that any records contained in the sys-
tem that are disclosed outside the DoD shall
be for a use that is compatible with the pur-
pose for which the record was collected. Ad-
vise whether or not the blanket routine uses
apply to this system.

9. OMB collection requirements. If informa-
tion is to be collected from members of the
public, the requirements of reference ( )
apply and OMB must be advised.

10. Supporting documentation. The following
are typical enclosures that may be required:

a. An advance copy of the system notice
for a new or altered system that is proposed
for publication.

b. An advance copy of a proposed exemp-
tion rule if the new or altered system is to be
exempted in accordance with subpart F.

c. Any other supporting documentation
that may be pertinent or helpful in under-
standing the need for the system or clari-
fying its intended use.

ATTACHMENT 2—SAMPLE NARRATIVE
STATEMENT

DEPARTMENT OF DEFENSE
OFFICE OF THE SECRETARY

NARRATIVE STATEMENT ON A NEW SYSTEM OF
RECORDS

UNDER THE PRIVACY ACT OF 1974

1. System identifier and name: NSLRB 01, en-
titled “The National Security Labor Rela-
tions Board (NSLRB).”

2. Responsible official: Mr. John Miller, Na-
tional Security Labor Relations Board
(NSLRB), 0000 Smith Boulevard, Arlington,
VA 22209, Telephone (703) 000-0000.

3. Purpose of establishing the system: The Of-
fice of the Secretary of Defense is proposing
to establish a system of records that will
document adjudication of unfair labor prac-
tice charges, negotiability disputes, excep-
tions to arbitration awards, and impasses
filed with the National Security Labor Rela-
tions Board.

4. Authority for the maintenance of the sys-
tem: The National Defense Authorization Act
for FY 2004, Pub Law 108-136, Section 1101; 5
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U.S.C. 9902(m), Labor Management Relations
in the Department of Defense; and 5 CFR
9901.907, National Security Labor Relations
Board.

5. Probable or potential effects on the privacy
of individuals: None

6. Is the system, in whole or in part, being
maintained by a contractor? No

7. Steps taken to minimize risk of unauthor-
ized access: Records are maintained in a con-
trolled facility. Physical entry is restricted
by the use of locks, guards, and is accessible
only to authorized personnel. Access to
records is limited to person(s) responsible for
servicing the record in performance of their
official duties and who are properly screened
and cleared for need-to-know. Access to com-
puterized data is restricted by passwords,
which are changed periodically.

8. Routine use compatibility: Any release of
information contained in this system of
records outside of the DoD will be compat-
ible with purposes for which the information
is collected and maintained. The DoD “Blan-
ket Routine Uses” apply to this system of
records.

9. OMB information collection requirements:
None.

10. Supporting documentation: None.

APPENDIX G TO PART 310—SAMPLE
AMENDMENTS OR DELETIONS TO SYS-
TEM NOTICES IN FEDERAL REGISTER
FORMAT

(See §310.34)

Amendment of system notice
DEPARTMENT OF DEFENSE
Department of the Army

Privacy Act of 1974; System of Records

AGENCY: Department of the Army, DoD.
ACTION: Notice to Amend a System of
Records.

SUMMARY: The Department of the Army is
proposing to amend a system of records no-
tice in its existing inventory of records sys-
tems subject to the Privacy Act of 1974, (b
U.S.C. 552a), as amended.

DATES: This proposed action will be effec-
tive without further notice on (insert date
thirty days after publication in FEDERAL
REGISTER) unless comments are received
which result in a contrary determination.
ADDRESSES: Department of the Army, Free-
dom of Information/Privacy Division, U.S.
Army Records Management and Declassifica-
tion Agency, ATTN: AHRC-PDD-FPZ, 7701
Telegraph Road, Casey Building, Suite 144,
Alexandria, VA 22325-3905.

FOR FURTHER INFORMATION CONTACT:
Ms. Mary Smith at (703) 000-0000.
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SUPPLEMENTARY INFORMATION: The De-
partment of the Army systems of records no-
tices subject to the Privacy Act of 1974, (5
U.S.C. 552a), as amended, have been pub-
lished in the FEDERAL REGISTER and are
available from the address above.

The specific changes to the records sys-
tems being amended are set forth below fol-
lowed by the notices, as amended, published
in their entirety. The proposed amendments
are not within the purview of subsection (r)
of the Privacy Act of 1974, (5 U.S.C. 55b2a), as
amended, which requires the submission of a
new or altered system report.

Dated: February 3, 2006.
John Miller,

OSD Federal Register Liaison Officer, Depart-
ment of Defense.

A0055 USEUCOM

System name: Europe Command Travel
Clearance Records (August 23, 2004, 69 FR
51817).

Changes:

* * * * *

System name: Delete system identifier and
replace with: “A0055 USEUCOM DoD”.

* * * * *

A0055 USEUCOM DoD

System name: Europe Command Travel
Clearance Records.

System  location: Headquarters, TUnited
States European Command, Computer Net-
work Operations Center, Building 2324, P.O.
Box 1000, APO AE 09131-1000.

Categories of individuals covered by the Sys-
tem: Military, DoD civilians, and non-DoD
personnel traveling under DoD sponsorship
(e.g., contractors, foreign nationals and de-
pendents) and includes temporary travelers
within the United States European Com-
mand’s (USEUCOM) area of responsibility as
defined by the DoD Foreign Clearance Guide
Program.

Categories of records in the system: Travel re-
quests, which contain the individual’s name;
rank/pay grade; Social Security Number;
military branch or department; passport
number; Visa Number; office address and
telephone number, official and personal
email address, detailed information on sites
to be visited, visitation dates and purpose of
visit.

Authority for the maintenance of the system:
10 U.S.C. 3013, Secretary of the Army; 10
U.S.C. 5013, Secretary of the Navy; 10 U.S.C.
8013, Secretary of the Air Force; DoD 4500.54—
G, Department of Defense Foreign Clearance
Guide; Public Law 99-399, Omnibus Diplo-
matic Security and Antiterrorism Act of
1986; 22 U.S.C. 4801, 4802, and 4805, Foreign

32 CFR Ch. | (7-1-11 Edition)

Relations and Intercourse; E.O. 12333, United
States Intelligence Activities; Army Regula-
tion 55-46, Travel Overseas; and E.O. 9397
(SSN).

Purpose(s): To provide the DoD with an
automated system to clear and audit travel
within the United States European Com-
mand’s area of responsibility and to ensure
compliance with the specific clearance re-
quirements outline in the DoD Foreign
Clearance Guide; to provide individual trav-
elers with intelligence and travel warnings;
and to provide the Defense Attaché and
other DoD authorized officials with informa-
tion necessary to verify official travel by
DoD personnel.

Routine uses of records maintained in the sys-
tem, including categories of users and the pur-
poses of such uses: In addition to those disclo-
sures generally permitted under 5 U.S.C.
5562a(b) of the Privacy Act, these records or
information contained therein may specifi-
cally be disclosed outside the DoD as a rou-
tine use pursuant to 5 U.S.C. 552a(b)(3) as fol-
lows:

To the Department of State Regional Secu-
rity Officer, U.S. Embassy officials, and for-
eign police for the purpose of coordinating
security support for DoD travelers.

The DoD ‘Blanket Routine Uses’ set forth
at the beginning of the Army’s compilation
of systems of records notices also apply to
this system.

Policies and practices for storing, retiring,
accessing, retaining, and disposing of
records.

Storage: Electronic storage media.

Retrievability: Retrieved by individual’s
surname, Social Security Number and/or
passport number.

Safeguards: Electronic records are located
in the United States European Command’s
Theater Requirements Automated Clearance
System (TRACS) computer database with
built in safeguards. Computerized records are
maintained in controlled areas accessible
only to authorized personnel with an official
need to know access. In addition, automated
files are password protected and in compli-
ance with the applicable laws and regula-
tions. Another built in safeguard of the sys-
tem is records are access to the data through
secure network.

Retention and disposal: Records are de-
stroyed 3 months after travel is completed.

System manager(s) and address: Special As-
sistant for Security Matters, Headquarters,
United States European Command, Unit
30400, P.O. Box 1000, APO AE 09131-1000.

Notification procedures: Individuals seeking
to determine whether information about
themselves is contained in this system of
records should address written inquiries to
the Special Assistant for Security Matters,
Headquarters, United States European Com-
mand, Unit 30400, P.O. Box 1000, APO AE
09131-1000.
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Requests should contain individual’s full
name, Social Security Number, and/or pass-
port number.

Record access procedures: Individuals seek-
ing to access information about themselves
that is contained in this system of records
should address written inquiries to the Spe-
cial Assistant for Security Matters, Head-
quarters, United States European Command,
Unit 30400, P.O. Box 1000, APO AE 09131-1000.

Requests should contain individual’s full
name, Social Security Number, and/or pass-
port number.

Contesting record procedures: The Army’s
rules for accessing records and for contesting
contents and appealing initial agency deter-
minations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained
from the system manager.

Record source categories: From individuals.

Ezxemptions claimed for the system: None.

DELETION OF SYSTEM NOTICE
DEPARTMENT OF DEFENSE
Office of the Secretary

Privacy Act of 1974; System of Records

AGENCY: Office of the Secretary, DoD.
ACTION: Notice to delete systems of records.

SUMMARY: The Office of the Secretary of
Defense is deleting a system of records no-
tice from its existing inventory of records
systems subject to the Privacy Act of 1974, (5
U.S.C. 552a), as amended.

DATES: This proposed action will be effec-
tive without further notice on (insert date
thirty days after publication in FEDERAL
REGISTER) unless comments are received
which result in a contrary determination.
ADDRESSES: OSD Privacy Act Coordinator,
Records Management Section, Washington
Headquarters Services, 11556 Defense Pen-
tagon, Washington, DC 20301-1155.

FOR FURTHER INFORMATION CONTACT:
Ms. Mary Smith at (703) 000-0000.
SUPPLEMENTARY INFORMATION: The Of-
fice of the Secretary of Defense systems of
records notices subject to the Privacy Act of
1974, (b U.S.C. 552a), as amended, have been
published in the FEDERAL REGISTER and are
available from the address above.

The specific changes to the records system
being amended are set forth below followed
by the notice, as amended, published in its
entirety. The proposed amendments are not
within the purview of subsection (r) of the
Privacy Act of 1974, (6 U.S.C. 552a), as
amended, which requires the submission of a
new or altered system report.

Dated: April 2, 2006.
John Miller,

OSD Federal Register Liaison Officer, Depart-
ment of Defense.
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System name: DoD Domestic and Elementary
School Employee File (May 9, 2003, 68 FR
24935).

Reason: The records contained in this system
of records are covered by OPM/GOVT-1 (Gen-
eral Personnel Records), a government-wide
system notice.

APPENDIX H TO PART 310—LITIGATION
STATUS SHEET

(See §310.49)

LITIGATION STATUS SHEET

Case Number?
Requester
Document Title or Description 2
Litigation
Date Complaint Filed
Court
. Case File Number?!
Defendants (DoD Component and indi-
vidual)
Remarks (brief explanation of what the
case is about)
Court Action
Court’s Finding
Disciplinary Action (as appropriate)
Appeal (as appropriate)
Date Complaint Filed
Court
Case File Number
Court’s Finding
Disciplinary Action (as appropriate)

GO T e R

o

PRrLTP TR A

PART 311—OFFICE OF THE SEC-
RETARY OF DEFENSE AND JOINT
STAFF PRIVACY PROGRAM

Sec.
311.1
311.2
311.3
311.4
311.5
311.6

Purpose.

Applicability.

Definitions.

Policy.

Responsibilities.

Procedures.

311.7 OSD/JS Privacy Office Processes.
311.8 Procedures for exemptions.

AUTHORITY: 5 U.S.C. b52a.

SOURCE: 74 FR 56114, Oct. 30, 2009, unless
otherwise noted.

1Number used by the Component for ref-

erence purposes.

2Indicate the nature of the case, such as,
“Denial of access,” “Refusal to amend,” “In-
correct records,” or other violations of the
Act (specify).
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