
849 

Office of the Secretary of Defense § 310.15 

the individual clearly understands how 
the compromise occurred. 

(iii) The individual shall be informed 
of what protective actions the Compo-
nent is taking or the individual can 
take to mitigate against potential fu-
ture harm. The Component should refer 
the individual to the Federal Trade 
Commission’s public Web site on iden-
tity theft at http://www.consumer.gov/ 
idtheft/conlsteps.htm. The site provides 
valuable information as to what steps 
individuals can take to protect them-
selves if their identities potentially 
have been or are stolen. 

(iv) A sample notification letter is at 
appendix B. 

(b) The notification shall be made 
whether or not the personal informa-
tion is contained in a system of records 
(See § 310.10(a)). 

Subpart C—Collecting Personal 
Information 

§ 310.15 General considerations. 
(a) Collect directly from the individual. 

Collect to the greatest extent prac-
ticable personal information directly 
from the individual to whom it per-
tains if the information may result in 
adverse determination about an indi-
vidual’s rights, privileges, or benefits 
under any Federal program. 

(b) Collecting social security numbers 
(SSNs). (1) It is unlawful for any Fed-
eral, State, or local governmental 
agency to deny an individual any right, 
benefit, or privilege provided by law 
because the individual refuses to pro-
vide his or her SSN. However, if a Fed-
eral statute requires the SSN be fur-
nished or if the SSN is furnished to a 
DoD Component maintaining a system 
of records in existence that was estab-
lished and in operation before January 
1, 1975, and the SSN was required under 
a statute or regulation adopted prior to 
this date for purposes of verifying the 
identity of an individual, this restric-
tion does not apply. 

(2) When an individual is requested to 
provide his or her SSN, he or she must 
be told: 

(i) What uses will be made of the 
SSN; 

(ii) The statute, regulation, or rule 
authorizing the solicitation of the 
SSN; and 

(iii) Whether providing the SSN is 
voluntary or mandatory. 

(3) Include in any systems notice for 
any system of records that contains 
SSNs a statement indicating the au-
thority for maintaining the SSN. 

(4) E.O. 9397,’’Numbering System for 
Federal Accounts Relating to Indi-
vidual Persons’’, November 30, 1943, au-
thorizes solicitation and use of SSNs as 
a numerical identifier for Federal per-
sonnel that are identified in most Fed-
eral record systems. However, it does 
not constitute authority for manda-
tory disclosure of the SSN. 

(5) Upon entrance into military serv-
ice or civilian employment with the 
Department of Defense, individuals are 
asked to provide their SSNs. The SSN 
becomes the service or employment 
number for the individual and is used 
to establish personnel, financial, med-
ical, and other official records. The no-
tification in paragraph (b)(2) of this 
section shall be provided the individual 
when originally soliciting his or her 
SSN. The notification is not required if 
an individual is requested to furnish 
his SSN for identification purposes and 
the SSN is solely used to verify the 
SSN that is contained in the records. 
However, if the SSN is solicited and re-
tained for any purposes other than 
verifying the existing SSN in the 
records, the requesting official shall 
provide the individual the notification 
required by paragraph (b)(2) of this sec-
tion. 

(6) Components shall ensure that the 
SSN is only collected when there is a 
demonstrated need for collection. If 
collection is not essential for the pur-
poses for which the record or records 
are being maintained, it should not be 
solicited. 

(7) DoD Components shall contin-
ually review their use of the SSN to de-
termine whether such use can be elimi-
nated, restricted, or concealed in Com-
ponent business processes, systems and 
paper and electronic forms. While use 
of the SSN may be essential for pro-
gram integrity and national security 
when information about an individual 
is disclosed outside the DoD, it may 
not be as critical when the information 
is being used for internal Departmental 
purposes. 
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8 See footnote 1 to § 310.1. 

(c) Collecting personal information from 
third parties. When information being 
solicited is of an objective nature and 
is not subject to being altered, the in-
formation should first be collected 
from the individual. But it may not be 
practicable to collect personal infor-
mation first from the individual in all 
cases. Some examples of this are: 

(1) Verification of information 
through third-party sources for secu-
rity or employment suitability deter-
minations; 

(2) Seeking third-party opinions such 
as supervisor comments as to job 
knowledge, duty performance, or other 
opinion-type evaluations; 

(3) When obtaining information first 
from the individual may impede rather 
than advance an investigative inquiry 
into the actions of the individual; and 

(4) Contacting a third party at the re-
quest of the individual to furnish cer-
tain information such as exact periods 
of employment, termination dates, 
copies of records, or similar informa-
tion. 

(d) Privacy Act Statements. (1) When 
an individual is requested to furnish 
personal information about himself or 
herself for inclusion in a system of 
records, a Privacy Act Statement is re-
quired regardless of the medium used 
to collect the information (forms, per-
sonal interviews, telephonic inter-
views, or other methods). The Privacy 
Act Statement consists of the elements 
set forth in paragraph (d)(2)of this sec-
tion. The statement enables the indi-
vidual to make an informed decision 
whether to provide the information re-
quested. If the personal information so-
licited is not to be incorporated into a 
system of records, the statement need 
not be given. However, personal infor-
mation obtained without a Privacy Act 
Statement shall not be incorporated 
into any system of records. When solic-
iting SSNs for any purpose, see para-
graph (b)(2) of this section. 

(2) The Privacy Act Statement shall 
include: 

(i) The Federal statute or Executive 
Order that authorizes collection of the 
requested information (See § 310.10(d)). 

(ii) The principal purpose or purposes 
for which the information is to be used; 

(iii) The routine uses that will be 
made of the information (See 
§ 310.22(d)); 

(iv) Whether providing the informa-
tion is voluntary or mandatory (See 
paragraph (e) of this section); and 

(v) The effects on the individual if he 
or she chooses not to provide the re-
quested information. 

(3) The Privacy Act Statement shall 
be concise, current, and easily under-
stood. 

(4) The Privacy Act statement may 
appear as a public notice (sign or post-
er), conspicuously displayed in the area 
where the information is collected, 
such as at check-cashing facilities or 
identification photograph facilities 
(but see § 310.16(a)). 

(5) The individual normally is not re-
quired to sign the Privacy Act State-
ment. 

(6) The individual shall be provided a 
written copy of the Privacy Act State-
ment upon request. This must be done 
regardless of the method chosen to fur-
nish the initial advisement. 

(e) Mandatory as opposed to voluntary 
disclosures. Include in the Privacy Act 
Statement specifically whether fur-
nishing the requested personal data is 
mandatory or voluntary. A require-
ment to furnish personal data is man-
datory only when the DoD Component 
is authorized to impose a penalty on 
the individual for failure to provide the 
requested information. If a penalty 
cannot be imposed, disclosing the in-
formation is always voluntary. 

§ 310.16 Forms. 

(a) DoD Forms. (1) DoD Instruction 
7750.7 8 provides guidance for preparing 
Privacy Act Statements for use with 
forms (see also paragraph (b) of this 
section). 

(2) When forms are used to collect 
personal information, the Privacy Act 
Statement shall appear as follows (list-
ed in the order of preference): 

(i) In the body of the form, preferably 
just below the title so that the reader 
will be advised of the contents of the 
statement before he or she begins to 
complete the form; 
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(ii) On the reverse side of the form 
with an appropriate annotation under 
the title giving its location; 

(iii) On a tear-off sheet attached to 
the form; or 

(iv) As a separate supplement to the 
form. 

(b) Forms issued by non-DoD activities. 
(1) Forms subject to the Privacy Act 
issued by other Federal Agencies must 
have a Privacy Act Statement. Always 
ensure the statement prepared by the 
originating Agency is adequate for the 
purpose for which the form shall be 
used by the DoD activity. If the Pri-
vacy Act Statement provided is inad-
equate, the DoD Component concerned 
shall prepare a new statement or a sup-
plement to the existing statement be-
fore using the form. 

(2) Forms issued by agencies not sub-
ject to the Privacy Act (State, munic-
ipal, and other local agencies) do not 
contain Privacy Act Statements. Be-
fore using a form prepared by such 
agencies to collect personal data sub-
ject to this part, an appropriate Pri-
vacy Act Statement must be added. 

Subpart D—Access by Individuals 
§ 310.17 Individual access to personal 

information. 
(a) Individual access. (1) The access 

provisions of this part are intended for 
use by individuals who seek access to 
records about themselves that are 
maintained in a system of records. Re-
lease of personal information to indi-
viduals under this part is not consid-
ered public release of the information. 

(2) Make available to the individual 
to whom the record pertains all of the 
personal information contained in the 
system of records except where access 
may be denied pursuant to an exemp-
tion claimed for the system (see sub-
part F to this part). However, when the 
access provisions of this subpart are 
not available to the individual due to a 
claimed exemption, the request shall 
be processed to provide information 
that is disclosable pursuant to the DoD 
Freedom of Information Act program 
(see 32 CFR, part 286). 

(b) Individual requests for access. Indi-
viduals shall address requests for ac-
cess to personal information in a sys-
tem of records to the system manager 

or to the office designated in the DoD 
Component procedural rules or the sys-
tem notice. 

(c) Verification of identity. (1) Before 
granting access to personal data, an in-
dividual may be required to provide 
reasonable proof of his or her identity. 

(2) Identity verification procedures 
shall not: 

(i) Be so complicated as to discourage 
unnecessarily individuals from seeking 
access to information about them-
selves; or 

(ii) Be required of an individual seek-
ing access to records that normally 
would be available under the DoD Free-
dom of Information Act Program (see 
32 CFR, part 286). 

(iii) When an individual seeks per-
sonal access to records pertaining to 
themselves in person, proof of identity 
is normally provided by documents 
that an individual ordinarily possesses, 
such as employee and military identi-
fication cards, driver’s license, other li-
censes, permits or passes used for rou-
tine identification purposes. 

(iv) When access is requested by mail, 
identity verification may consist of the 
individual providing certain minimum 
identifying data, such as full name, 
date and place of birth, or such other 
personal information necessary to lo-
cate the record sought and information 
that is ordinarily only known to the 
individual. If the information sought is 
of a sensitive nature, additional identi-
fying data may be required. An 
unsworn declaration under penalty of 
perjury (28 U.S.C. 1746, ‘‘Unsworn Dec-
laration under Penalty of Perjury’’) or 
notarized signatures are acceptable as 
a means of proving the identity of the 
individual. 

(A) If an unsworn declaration is exe-
cuted within the United States, its ter-
ritories, possessions, or common-
wealths, it shall read ‘‘I declare (or cer-
tify, verify, or state) under penalty of 
perjury that the foregoing is true and 
correct. Executed on (date). (Signa-
ture).’’ 

(B) If an unsworn declaration is exe-
cuted outside the United States, it 
shall read ‘‘I declare (or certify, verify, 
or state) under penalty of perjury 
under the laws of the United States of 
America that the foregoing is true and 
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