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such promises. Promises of confiden-
tiality shall be made only when they
are essential to obtain the information
sought (see 5 CFR part 736).

(c) Access to records for which specific
eremptions are claimed. Deny the indi-
vidual access only to those portions of
the records for which the claimed ex-
emption applies.

Subpart G—Publication
Requirements

§310.30 Federal Register publication.

(a) What must be published in the FED-
ERAL REGISTER. (1) Four types of docu-
ments relating to the Privacy Program
must be published in the FEDERAL REG-
ISTER:

(i) DoD Component Privacy Proce-
dural rules;

(ii) DoD Component exemption rules;
and

(iii) System notices.

(iv) Match notices (See subpart L to
this part).

(2) See DoD 5025.1-M, 9 “Directive Sys-
tems Procedures” and Administrative
Instruction (AI) No. 102,10 “Office of the
Secretary of Defense Federal Register
System” for information pertaining to
the preparation of documents for publi-
cation in the FEDERAL REGISTER.

(b) The effect of publication in the FED-
ERAL REGISTER. Publication of a docu-
ment in the FEDERAL REGISTER con-
stitutes official public notice of the ex-
istence and content of the document.

(¢) DoD Component rules. (1) Compo-
nent Privacy Program procedures and
Component exemption rules are subject
to the rulemaking procedures pre-
scribed in AI 102.

(2) System notices are not subject to
formal rulemaking and are published
in the FEDERAL REGISTER as “Notices,”
not rules.

(3) Privacy procedural and exemption
rules are incorporated automatically
into the CFR. System notices are not
published in the CFR.

(d) Submission of rules for publication.
(1) Submit to the DPO, ODA&M, all
proposed rules implementing this part
in proper format (see DoD 5025.1-M and

9See footnote 1 to §310.1.

10 See footnote 1 to §310.1.
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AT 102) for publication in the FEDERAL
REGISTER.

(2) This part has been published as a
final rule in the FEDERAL REGISTER.
Therefore, incorporate it into your
Component rules rather than by repub-
lication (see AI 102).

(3) DoD Component procedural rules
that simply implement this Regulation
need only be published as final rules in
the FEDERAL REGISTER (see DoD 5025.1-
M and AI 102). If the Component proce-
dural rule supplements this part in any
manner, they must be published as a
proposed rule before being published as
a final rule.

(4) Amendments to Component rules
are submitted like the basic rules.

(56) The DPO submits the rules and
amendments thereto to the FEDERAL
REGISTER for publication.

(e) Submission of exemption rules for
publication. (1) No system of records
within the Department of Defense shall
be considered exempt from any provi-
sion of this part until the exemption
and the exemption rule for the system
has been published as a final rule in the
FEDERAL REGISTER.

(2) Submit exemption rules in proper
format to the DPO. All exemption rules
are coordinated with the DoD Office of
General Counsel. After coordination,
the DPO shall submit the rules to the
FEDERAL REGISTER for publication.

(3) Exemption rules require publica-
tion both as proposed rules and final
rules (see AI 102).

(4) §310.31(b) discusses the content of
an exemption rule.

(5) Submit amendments to exemption
rules in the same manner used for es-
tablishing these rules.

(f) Submission of system notices for pub-
lication. (1) System notices are not sub-
ject to formal rulemaking procedures.
However, the Privacy Act (b U.S.C.
5562a) requires a system notice be pub-
lished in the FEDERAL REGISTER of the
existence and character of a new or al-
tered system of records. Until publica-
tion of the notice, DoD Components
shall not begin to operate the system
of records (i.e., collect and use the in-
formation). The notice procedures re-
quire:

(i) The system notice describes what
kinds of records are in the system, on
whom they are maintained, what uses
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are made of the records, and how an in-
dividual may access, or contest, the
records contained in the system.

(ii) The public be given 30 days to
comment on any proposed routine uses
before any disclosures are made pursu-
ant to the routine use; and

(iii) The notice contain the date on
which the system shall become effec-
tive.

(2) Submit system notices to the DPO
in the FEDERAL REGISTER format (see
AT 102 and appendix E to this part). The
DPO transmits the notices to the FED-
ERAL REGISTER for publication.

(3) §310.32 discusses the specific ele-
ments required in a system notice.

§310.31 Exemption rules.

(a) General procedures. Subpart F of
this part provides the general guidance
for establishing exemptions for sys-
tems of records.

(b) Contents of exemption rules. (1)
Each exemption rule submitted for
publication must contain the fol-
lowing:

(i) The record system identifier and
title of the system for which the ex-
emption is claimed. (See §310.32(b) and
(c));

(ii) The specific sections of the Pri-
vacy Act under which the exemption
for the system is claimed (for example,
5 U.S.C. b52a(j)(2), b U.S.C. 552a(k)(3); or
5 U.S.C. 552a(k)(7);

(iii) The specific sections of the Pri-
vacy Act from which the system is to
be exempted (for example, 5 U.S.C.
5562a(c)(3), or b U.S.C. 552a(d)(1)-(5)) (see
appendix D)); and

(iv) The specific reasons why an ex-
emption is being claimed from each
section of the Act identified.

(2) Do not claim an exemption for
classified material for individual sys-
tems of records. The blanket exemp-
tion applies. (See paragraph (c) of
§310.26.)

§310.32 System notices.

(a) Contents of the system mnotices. (1)
The following data captions are in-
cluded in each system notice:

(i) Systems identifier. (see paragraph
(b) of this section).

(ii) System name. (see paragraph (c)
of this section).

§310.32

(iii) System location. (see paragraph
(d) of this section).

(iv) Categories of individuals covered
by the system. (see paragraph (e) of
this section).

(v) Categories of records in the sys-
tem. (see paragraph (f) of this section).

(vi) Authority for maintenance of the
system. (see paragraph (g) of this sec-
tion).

(vii) Purpose(s). (see paragraph (h) of
this section).

(viii) Routine uses of records main-
tained in the system, including cat-
egories of users and the purposes of
such uses. (see paragraph (i) of this sec-
tion).

(ix) Disclosure to Consumer Report-
ing Agencies. This element is optional
but required when disclosing to con-
sumer reporting agencies (See para-
graph (1) of §310.22.)

(x) Policies and practices for storing,
retrieving, accessing, retaining, and
disposing of records in the system. (see
paragraph (j) of this section).

(xi) Systems manager(s) and address.
(see paragraph (k) of this section).

(xii) Notification procedure.
paragraph (1) of this section).

(xiii) Record access procedures. (see
paragraph (m) of this section).

(xiv) Contesting records procedures.
(see paragraph (n) of this section).

(xv) Record source categories.
paragraph (o) of this section).

(xvi) Exemptions claimed for the sys-
tem. (see paragraph (p) of this section).

(2) The captions listed in paragraph
(a)(1) of this Section have been man-
dated by the Office of Federal Register
and must be used exactly as presented.

(3) A sample system notice is shown
in appendix E of this part.

(b) System identifier. The system iden-
tifier must appear on all system no-
tices and is limited to 21 positions, un-
less an exception is granted by the
DPO, including Component code, file
number and symbols, punctuation, and
spacing.

(c) System name. (1) The name of the
system reasonably identifies the gen-
eral purpose of the system and, if pos-
sible, the general categories of individ-
uals involved.

(2) Use acronyms only parentheti-
cally following the title or any portion

(see

(see
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thereof, such as, “Joint Uniform Mili-
tary Pay System (JUMPS).” Do not use
acronyms not commonly known unless
they are preceded by an explanation.

(3) The system name may not exceed
556 character positions, unless an excep-
tion is granted by the DPO, including
punctuation and spacing.

(4) The system name should not be
the name of the database or the IT sys-
tem if the name does not meet the cri-
teria in paragraph (c)(1) of this section.

(d) System location. (1) For systems
maintained in a single location provide
the exact office name, organizational
identity, and address.

(2) For geographically or organiza-
tionally decentralized systems, specify
each level of organization or element
that maintains a segment of the sys-
tem, to include their mailing address,
or indicate the official mailing address-
es are published as an appendix to the
Component’s compilation of system of
records notices, or provide an address
where a complete listing of locations
can be obtained.

(3) Use the standard U.S. Postal Serv-
ice two-letter State abbreviation sym-
bols and 9-digit Zip Codes for all do-
mestic addresses.

(e) Categories of individuals covered by
the system. (1) Set forth the specific cat-
egories of individuals to whom records
in the system pertain in clear, easily
understood, non-technical terms.

(2) Avoid the use of broad over-gen-
eral descriptions, such as “all Army
personnel” or “all military personnel”
unless this actually reflects the cat-
egory of individuals involved.

(f) Categories of records in the system.
(1) Describe in clear, non-technical
terms the types of records maintained
in the system.

(2) Only documents actually main-
tained in the system of records shall be
described, not source documents that
are used only to collect data and then
destroyed.

(g) Authority for maintenance of Sys-
tem. (1) Cite the specific provision of
the Federal statute or E.O. that au-
thorizes the maintenance of the sys-
tem.

(2) Include with citations for statutes
the popular names, when appropriate
(for example, Section 2103 of title 51,
United States Code, “Tea-Tasters Li-

32 CFR Ch. I (7-1-11 Edition)

censing Act”), and for E.O.s, the official
title (for example, E.O. No. 9397, “Num-
bering System for Federal Accounts
Relating to Individual Persons”).

(3) If direct statutory authority or an
Executive Order does not exist, indi-
rect statutory authority may be cited
if the authority requires the operation
or administration of a program, the
execution of which will require the col-
lection and maintenance of a system of
records.

(4) If direct or indirect authority does
not exist, the Department of Defense,
as well as the Army, Navy, and Air
Force general “housekeeping” statutes
(i.e., 5 U.S.C. 301 (“Departmental Regu-
lations”), 10 U.S.C. 3013 (“Secretary of
the Army”), 5013 (“Secretary of the
Navy”), and 8013 (“Secretary of the Air
Force”) may be cited if the Secretary,
or those offices to which responsibility
has been delegated, are required to col-
lect and maintain systems of records in
order to discharge assigned responsibil-
ities. If the housekeeping statute is
cited, the regulatory authority imple-
menting the statute within the Depart-
ment or Component also shall be iden-
tified.

(5) If the social security number is
being collected and maintained, E.O.
9397 (“Numbering Systems for Federal
Accounts Relating to Indivdiual Per-
sons”) shall be cited.

(h) Purpose or Purposes. (1) List the
specific purposes for maintaining the
system of records by the Component.

(2) All internal uses of the informa-
tion within the Department or Compo-
nent shall be identified. Such uses are
the so-called “internal routine uses.”

(i) Routine uses. (1) Except as other-
wise authorized by subpart E of this
part, disclosure of information from a
system of records to any person or en-
tity outside the Department of Defense
(see §310.21(b)) may only be made pur-
suant to a routine use that has been es-
tablished for the specific system of
records. Such uses are the so-called
“external routine uses.”

(2) Bach routine use shall include to
whom the information is being dis-
closed and what use and purpose the in-
formation will be used. Routine uses
shall be written as follows:
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(i) “To* * * [person or entity outside
of DoD that will receive the informa-
tion] to* * *.[what will be done with
the information] for the purpose(s) of
* * *[what objective is sought to be
achieved].”

(ii) To the extent practicable, general
statements, such as “to other Federal
agencies as required” or “to any other
appropriate Federal agency” shall be
avoided.

(3) Blanket routine uses (appendix C
to this part) have been adopted that
apply to all Component system notices.
The blanket routine uses appear at the
beginning of each Component’s com-
pilation of its system notices.

(i) Each system notice shall contain
a statement whether or not the blan-
ket routine uses apply to the system.

(ii) Each notice may state that none
of the blanket routine uses apply or
that one or more do not apply.

(j) Policies and practices for storing, re-
tiring, accessing, retaining, and disposing
of records. This caption is subdivided
into four parts:

(1) Storage. Indicate the medium in
which the records are maintained. (For
example, a system may be “automated,
maintained on compact disks, disk-
ettes,” “manual, maintained in paper
files,” or “hybrid, maintained in a com-
bination of paper and automated
form.”) Storage does not refer to the
container or facility in which the
records are kKept.

(2) Retrievability. Specify how the
records are retrieved (for example,
name, SSN, or some other unique per-
sonal identifier assigned the indi-
vidual).

(3) Safeguards. Identify the system
safeguards (such as storage in safes,
vaults, locked cabinets or rooms, use of
guards, visitor registers, personnel
screening, or password protected IT
systems). Also identify personnel who
have access to the systems. Do not de-
scribe safeguards in such detail as to
compromise system security.

(4) Retention and disposal. Indicate
how long the record is retained. When
appropriate, also state the length of
time the records are maintained by the
Component, when they are transferred
to a FRC, time of retention at the
Records Center and when they are
transferred to the National Archivist

§310.32

or are destroyed. A reference to a Com-
ponent regulation without further de-
tailed information is insufficient. If
records are eventually destroyed as op-
posed to being retired, identify the
method of destruction (e.g., shredding,
burning, pulping, etc).

(k) System manager or managers and
address. (1) List the title and address of
the official responsible for the manage-
ment of the system.

(2) If the title of the specific official
is unknown, such as for a local system,
specify the local commander or office
head as the systems manager.

(3) For geographically separated or
organizationally decentralized activi-
ties for which individuals may deal di-
rectly with officials at each location in
exercising their rights, list the position
or duty title of each category of offi-
cials responsible for the system or a
segment thereof.

(4) Do not include business or duty
addresses if they are listed in the Com-
ponent address directory.

(1) Notification procedures. (1) Describe
how an individual may determine if
there are records pertaining to him or
her in the system. The procedural rules
may be cited, but include a brief proce-
dural description of the needed data.
Provide sufficient information in the
notice to allow an individual to exer-
cise his or her rights without referral
to the formal rules.

(2) As a minimum, the caption shall
include:

(i) The official title (normally the
system manager) and official address
to which the request is to be directed.

(ii) The specific information required
to determine if there is a record of the
individual in the system.

(iii) Identification of the offices
through which the individual may ob-
tain notification; and

(iv) A description of any proof of
identity required. (see §310.17(c)).

(3) When appropriate, the individual
may be referred to a Component offi-
cial who shall provide this information
to him or her.

(m) Record access procedures. (1) De-
scribe how an individual can gain ac-
cess to the records pertaining to him or
her in the system. The procedural rules
may be cited, but include a brief proce-
dural description of the needed data.
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Provide sufficient information in the
notice to allow an individual to exer-
cise his or her rights without referral
to the formal rules.

(2) As a minimum, the caption shall
include:

(i) The official title (normally the
system manager) and official address
to which the request is to be directed.

(ii) A description of any proof of iden-
tity required. (see §310.17(c)).

(iii) When appropriate, the individual
may be referred to a Component offi-
cial who shall provide the records to
him or her.

(n) Contesting record procedures. (1)
Describe how an individual may con-
test the content of a record pertaining
to him or her in the system.

(2) The detailed procedures for con-
testing a record need not be identified
if the Component procedural rules are
readily available to the public. (For ex-
ample, “The Office of the Secretary of
Defense” rules for contesting contents
are contained in 32 CFR 311.) All Com-
ponent procedural rules are set forth at
a Departmental public Web site (http:/
www.defenselink.mil/privacy/cfr-
rules.html).

(3) The individual may also be re-
ferred to the system manager to deter-
mine these procedures.

(0) Record source categories. (1) De-
scribe where (the individual, other
Component documentation, other Fed-
eral agencies, etc) the information con-
tained in the system was obtained.

(2) Specific individuals or institu-
tions need not be identified by name,
particularly if these sources have been
granted confidentiality. (see §310.29(b)).

(p) Exemptions claimed for the System.
(1) If no exemption has been claimed
for the system, indicate “None.”

(2) If an exemption is claimed, cite
the exemption as well as identifying
the CFR section containing the exemp-
tion rule for the system.

(q) Maintaining the Master DoD System
Notice Registry. (1) The DPO maintains
a master registry of all DoD record sys-
tems notices.

(2) The DPO also posts all DoD sys-
tem notices to a public Web site (see
hitp://www.defenselink.mil/privacy/no-
tices).

32 CFR Ch. I (7-1-11 Edition)

§310.33 New and altered record sys-
tems.

(a) Criteria for a new record system. (1)
If a Component is maintaining a sys-
tem of records as contemplated by
§310.10(a), and a system notice has not
been published for it in the FEDERAL
REGISTER, the Component shall estab-
lish a system notice consistent with
the requirements of this subpart.

(2) If a notice for a system of records
has been canceled or deleted but a de-
termination is subsequently made that
the system will be reinstated or reused,
the system may not be operated (i.e.,
information collected or used) until a
new notice is published in the FEDERAL
REGISTER.

(b) Criteria for an altered record system.
A system is considered altered when-
ever one of the following actions occurs
or is proposed:

(1) A significant increase or change
in the number or type of individuals
about whom records are maintained.

(i) Only changes that alter signifi-
cantly the character and purpose of the
record system are considered alter-
ations.

(ii) Increases in numbers of individ-
uals due to normal growth are not con-
sidered alterations unless they truly
alter the character and purpose of the
system.

(iii) Increases that change signifi-
cantly the scope of population covered
(for example, expansion of a system of
records covering a single command’s
enlisted personnel to include all of the
Component’s enlisted personnel would
be considered an alteration).

(iv) A reduction in the number of in-
dividuals covered is not an alteration,
but only an amendment. (see
§310.34(a).)

(v) All changes that add new cat-
egories of individuals to system cov-
erage require a change to the “Cat-
egories of individuals covered by the
system” caption of the mnotice (see
§310.32(e)) and may require changes to
the “Purpose(s)” caption (see
§310.32(h)).

(2) An expansion in the types or cat-
egories of information maintained.

(i) The addition of any new category
of records not described under the
“Categories of Records in the System”
caption is considered an alteration.
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(ii) Adding a new data element that
is clearly within the scope of the cat-
egories of records described in the ex-
isting notice is an amendment. (see
§310.34(a)). An amended notice may not
be required if the data element is clear-
ly covered by the record category iden-
tified in the existing system notice.

(iii) All changes under this criterion
require a change to the “Categories of
Records in the System” caption of the
notice. (see §310.32(%)).

(3) An alteration of how the records
are organized or the manner in which
the records are indexed and retrieved.

(i) The change must alter the nature
of use or scope of the records involved
(for example, combining records sys-
tems in a reorganization).

(ii) Any change under this criteria re-
quires a change in the “Retrievability”
caption of the system notice. (see
§310.32(j)(2)).

(iii) If the records are no longer re-
trieved by name or personal identifier
cancel the system notice. (see
§310.10(b)).

(4) A change in the purpose for which
the information in the system is used.

(i) The new purpose must not be com-
patible with the existing purposes for
which the system is maintained.

(ii) If the use is compatible and rea-
sonably expected, there is no change in
purpose and no alteration occurs.

(iii) Any change under this criterion
requires a change in the “Purpose(s)”
caption (see §310.32(h)) and may require
a change in the “Authority for mainte-
nance of the system” caption (see
§310.32).

() Changes that alter the computer
environment (such as changes to equip-
ment configuration, software, or proce-
dures) so as to create the potential for
greater or easier access.

(i) Increasing the number of offices
with direct access is an alteration.

(ii) Software applications, such as op-
erating systems and system utilities,
that provide for easier access are con-
sidered alterations.

(iii) The addition of an on-line capa-
bility to a previously batch-oriented
system is an alteration.

(iv) The addition of peripheral de-
vices such as tape devices, disk devices,
card readers, printers, and similar de-
vices to an existing IT system con-

§310.33

stitute an amendment if system secu-
rity is preserved. (see §310.34).

(v) Changes to existing equipment
configuration with on-line capability
need not be considered alterations to
the system if:

(A) The change does not alter the
present security posture; or

(B) The addition of terminals does
not extend the capacity of the current
operating system and existing security
is preserved.

(vi) The connecting of two or more
formerly independent automated sys-
tems or networks together creating a
potential for greater access is an alter-
ation.

(vii) Any change under this caption
requires a change to the “Storage” cap-
tion element of the systems notice.
(see §310.32(j)(1)).

(c) Reports of new and altered systems.
(1) Components shall submit a report
for all new or altered systems to the
DPO consistent with the requirements
of this subpart and in the format pre-
scribed at appendix F of this part.

(i) Components shall include the fol-
lowing when submitting an alteration
for a system notice for publication in
the FEDERAL REGISTER:

(A) The system identifier and name.
(see §310.32(b) and (c)).

(B) A description of the nature and
specific changes proposed.

(ii) The full text of the system notice
need not be submitted if the master
registry contains a current system no-
tice for the system. (see §310.32(q)).

(2) The DPO coordinates all reports
of new and altered systems with the Of-
fice of the Assistant Secretary of De-
fense (Legislative Affairs), Department
of Defense.

(3) The DPO prepares and sends a
transmittal letter that forwards the re-
port, as well as the new or altered sys-
tem notice, to OMB and Congress.

(4) The DPO shall publish in the FED-
ERAL REGISTER a system notice for new
or altered systems.

(d) Time restrictions on the operation of
a new or altered system. (1) The reports,
and the new or altered system notice,
must be provided OMB and Congress at
least 40 days prior to the operation of
the new or altered system. The 40 day
review period begins on the date the
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transmittal letters
dated.

(2) The system notice must be pub-
lished in the FEDERAL REGISTER before
a Component begins to operate the sys-
tem (i.e., collect and use the informa-
tion). If the new system has routine
uses or the altered system adds a new
routine use, no records may be dis-
closed pursuant to the routine use
until the public has had 30 days to
comment on the proposed use.

(3) The time periods run concur-
rently.

(e) Exemptions for mew systems. See
§310.30(e) for the procedures to follow
in submitting exemption rules for a
new system of records or for submit-
ting an exemption rule for an existing
system of records.

are signed and

§310.34 Amendment and deletion of
system notices.

(a) Criteria for an amended system no-
tice. (1) Certain minor changes to pub-
lished systems notices are considered
amendments and not alterations. (see
§310.33(b)).

(2) Amendments do not require a re-
port of an altered system (see
§310.33(c)), but must be published in the
FEDERAL REGISTER.

(b) System motices for amended systems.
Components shall include the following
when submitting an amendment for a
system notice for publication in the
FEDERAL REGISTER:

(1) The system identifier and name.
(see §310.32 (b) and (c)).

(2) A description of the nature and
specific changes proposed.

(3) The full text of the system notice
need not be submitted if the master
registry contains a current system no-
tice for the system. (see §310.32(q)).

(c) Deletion of system notices. (1) When-
ever a system is discontinued, com-
bined into another system, or deter-
mined no longer to be subject to this
part, a deletion notice is required.

(2) The notice of deletion shall in-
clude:

(i) The system
name.

(ii) The reason for the deletion.

(3) When the system is eliminated
through combination or merger, iden-
tify the successor system or systems in
the deletion notice.

identification and

32 CFR Ch. I (7-1-11 Edition)

(d) Submission of amendments and dele-
tions for publication. (1) Submit amend-
ments and deletions to the DPO for
transmittal to the FEDERAL REGISTER
for publication.

(2) Multiple deletions and amend-
ments may be combined into a single
submission.

Subpart H—Training Requirements

§310.35 Statutory
ments.

The Privacy Act (6 U.S.C. 552a) re-
quires each Agency to establish rules
of conduct for all persons involved in
the design, development, operation,
and maintenance of any system of
record and to train these persons with
respect to these rules.

training require-

§310.36 OMB training guidelines.

The OMB guidelines (OMB Privacy
Guidelines, 40 FR 28948 (July 9, 1975) re-
quire all agencies additionally to:

(a) Instruct their personnel in their
rules of conduct and other rules and
procedures adopted in implementing
the Act, to ensure that they are re-
minded of their specific responsibilities
for safeguarding personally identifiable
information, the rules for acquiring
and using such information, and the
penalties for non-compliance.

(b) Incorporate training on the spe-
cial requirements of the Act into both
formal and informal (on-the-job) train-
ing programs.

§310.37 DoD training programs.

(a) The training shall include infor-
mation regarding information privacy
laws, regulations, policies and proce-
dures governing the Department’s col-
lection, maintenance, use, or dissemi-
nation of personal information. The ob-
jective is to establish a culture of sen-
sitivity to, and knowledge about, pri-
vacy issues involving individuals
throughout the Department.

(b) To meet these training require-
ments, Components may establish
three general levels of training for
those persons, to include contractor
personnel, who are involved in any way
with the design, development, oper-
ation, or maintenance of privacy pro-
tected systems of records. These are:
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