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(t) Office of Secretary of Defense memo-
randum, dated July 15, 2005, subject: Noti-
fying Individuals when Personal Information
is Lost, Stolen, or Compromised located at
hitp://www.army.mil/ciog6/referencs/policy/dos/
OSDprivateinfo.pdf.

APPENDIX B TO PART 505—DENIAL AU-
THORITIES FOR RECORDS UNDER
THEIR AUTHORITY (FORMERLY AC-
CESS AND AMENDMENT REFUSAL AU-
THORITIES)

(a) The Administrative Assistant to the
Secretary of the Army is authorized to act
for the Secretary of the Army on requests
for all records maintained by the Office of
the Secretary of the Army and its serviced
activities, as well as requests requiring the
personal attention of the Secretary of the
Army. This also includes civilian Equal Em-
ployment Opportunity (EEO) actions. (See
DCS, G-1 for Military Equal Opportunity
(EO) actions.) The Administrative Assistant
to the Secretary of the Army has delegated
this authority to the Chief Attorney, OAASA
(See DCS, G1 for Military Equal Opportunity
(EO) actions).

(b) The Assistant Secretary of the Army
(Financial Management and Comptroller) is
authorized to act on requests for finance and
accounting records. Requests for CONUS fi-
nance and accounting records should be re-
ferred to the Defense Finance and Account-
ing Service (DFAS). The Chief Attorney,
OAASA, acts on requests for non-finance and
accounting records of the Assistant Sec-
retary of the Army (Financial Management
and Comptroller).

(c) The Assistant Secretary of the Army
(Acquisition, Logistics, & Technology) is au-
thorized to act on requests for procurement
records other than those under the purview
of the Chief of Engineers and the Com-
mander, U.S. Army Materiel Command. The
Chief Attorney, OAASA, acts on requests for
non-procurement records of the Assistant
Secretary of the Army (Acquisition, Logis-
tics and Technology).

(d) The Deputy Assistant Secretary of the
Army (Civilian Personnel Policy)/Director of
Civilian Personnel, Office of the Assistant
Secretary of the Army (Manpower and Re-
serve Affairs) is authorized to act on re-
quests for civilian personnel records, per-
sonnel administration and other civilian per-
sonnel matters, except for EEO (civilian)
matters which will be acted on by the Ad-
ministrative Assistant to the Secretary of
the Army. The Deputy Assistant Secretary
of the Army (Civilian Personnel Policy)/Di-
rector of Civilian Personnel has delegated
this authority to the Chief, Policy and Pro-
gram Development Division (NOTE: Requests
from former civilian employees to amend a
record in an Office of Personnel Management
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system of records, such as the Official Per-
sonnel Folder, should be sent to the Office of
Personnel Management, Assistant Director
for Workforce Information, Compliance, and
Investigations Group: 1900 E. Street, NW.,
Washington, DC 20415-0001).

(e) The Chief Information Officer G-6 is au-
thorized to act on requests for records per-
taining to Army Information Technology,
command, control communications and com-
puter systems and the Information Re-
sources Management Program (automation,
telecommunications, visual information,
records management, publications and print-
ing).

(f) The Inspector General is authorized to
act on requests for all Inspector General
Records.

(g) The Auditor General is authorized to
act on requests for records relating to audits
done by the U.S. Army Audit Agency under
AR 10-2. This includes requests for related
records developed by the Audit Agency.

(h) The Director of the Army Staff is au-
thorized to act on requests for all records of
the Chief of Staff and its Field Operating
Agencies. The Director of the Army Staff has
delegated this authority to the Chief Attor-
ney and Legal Services Directorate, U.S.
Army Resources & Programs Agency (See
The Judge Advocate General for the General
Officer Management Office actions). The
Chief Attorney and Legal Services Director,
U.S. Army Resources & Programs Agency
acts on requests for records of the Chief of
Staff and its Field Operating Agencies (See
The Judge Advocate General for the General
Officer Management Office actions).

(i) The Deputy Chief of Staff, G-3/5/7 is au-
thorized to act on requests for records relat-
ing to International Affairs policy, planning,
integration and assessments, strategy for-
mulation, force development, individual and
unit training policy, strategic and tactical
command and control systems, nuclear and
chemical matters, use of DA forces.

(j) The Deputy Chief of Staff, G-8 is au-
thorized to act on requests for records relat-
ing to programming, material integration
and externally directed reviews.

(k) The Deputy Chief of Staff, G-1 is au-
thorized to act on the following records: Per-
sonnel board records, Equal Opportunity
(military) and sexual harassment, health
promotions, physical fitness and well-being,
command and leadership policy records, HIV
and suicide policy, substance abuse programs
except for individual treatment records
which are the responsibility of the Surgeon
General, retiree benefits, services, and pro-
grams (excluding individual personnel
records of retired military personnel, which
are the responsibility of the U.S. Army
Human Resources Command-St. Louis), DA
dealings with Veterans Affairs, U.S. Soldier’s
and Airmen’s Home; all retention, pro-
motion, and separation records; all military
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education records including records related
to the removal or suspension from a military
school or class; Junior Reserve Officer Train-
ing Corps (JROTC) and Senior Reserve Offi-
cer Training Corps (SROTC) records; SROTC
instructor records; U.S. Military Academy
Cadet Records; recruiting and MOS policy
issues, personnel travel and transportation
entitlements, military strength and statis-
tics, The Army Librarian, demographics, and
Manprint.

(1) The Deputy Chief of Staff, G4 is au-
thorized to act on requests for records relat-
ing to DA logistical requirements and deter-
minations, policy concerning materiel main-
tenance and use, equipment standards, and
logistical readiness.

(m) The Chief of Engineers is authorized to
act on requests for records involving civil
works, military construction, engineer pro-
curement, and ecology; and the records of
the U.S. Army Engineer divisions, districts,
laboratories, and field operating agencies.

(n) The Surgeon General/Commander, U.S.
Army Medical Command, is authorized to
act on requests for medical research and de-
velopment records, and the medical records
of active duty military personnel, depend-
ents, and persons given physical examination
or treatment at DA medical facilities, to in-
clude alcohol and drug treatment/test
records.

(0) The Chief of Chaplains is authorized to
act on requests for records involving ecclesi-
astical relationships, rites performed by DA
chaplains, and nonprivileged communica-
tions relating to clergy and active duty
chaplains’ military personnel files.

(p) The Judge Advocate General is author-
ized to act on requests for records relating to
claims, courts-martial, legal services, ad-
ministrative

(qa) The Chief, National Guard Bureau, is
authorized to act on requests for all per-
sonnel and medical records of retired, sepa-
rated, discharged, deceased, and active Army
National Guard military personnel, includ-
ing technician personnel, unless such records
clearly fall within another Denial
Authority’s responsibility. This authority
includes, but is not limited to, National
Guard organization and training files; plans,
operations, and readiness files, policy files,
historical files, files relating to National
Guard military support, drug interdiction,
and civil disturbances; construction, civil
works, and ecology records dealing with ar-
mories, facilities within the States, ranges,
ete.; Equal Opportunity investigative
records; aviation program records and finan-
cial records dealing with personnel, oper-
ation and maintenance, and equipment budg-
ets.

(r) The Chief, Army Reserve and Com-
mander, U.S. Army Reserve Command are
authorized to act on requests for all per-
sonnel and medical records of retired, sepa-
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rated, discharged, deceased, and reserve com-
ponent military personnel, and all U.S.
Army Reserve (USAR) records, unless such
records clearly fall within another Denial
Authority’s responsibility. Records under
the responsibility of the Chief, Army Reserve
and the Commander, U.S. Army Reserve
Command include records relating to USAR
plans, policies, and operations; changes in
the organizational status of USAR units;
mobilization and demobilization policies, ac-
tive duty tours, and the Individual Mobiliza-
tion Augmentation program; and all other
Office of the Chief, Army Reserve (OCAR)
records and Headquarters, U.S. Army Re-
serve Command records.

(s) The Commander, United States Army
Materiel Command (AMC) is authorized to
act on requests for the records of AMC head-
quarters and to subordinate commands,
units, and activities that relate to procure-
ment, logistics, research and development,
and supply and maintenance operations.

(t) The Provost Marshal General is author-
ized to act on all requests for provost mar-
shal activities and law enforcement func-
tions for the Army, all matters relating to
police intelligence, physical security, crimi-
nal investigations, corrections and intern-
ment (to include confinement and correc-
tional programs for U.S. prisoners, criminal
investigations, provost marshal activities,
and military police support. The Provost
Marshal General is responsible for the Office
of Security, Force Protection, and Law En-
forcement Division and is the functional pro-
ponent for AR 190-series (Military Police)
and 195-series (Criminal Investigation), AR
630-10 Absent Without Leave, Desertion, and
Administration of Personnel Involved in Ci-
vilian Court Proceedings, and AR 633-30,
Military Sentences to Confinement.

(u) The Commander, U.S. Army Criminal
Investigation Command, is authorized to act
on requests for criminal investigative
records of USACIDC headquarters, and its
subordinate activities, and military police
reports. This includes criminal investigation
records, investigation-in-progress records,
and all military police records and reports
that result in criminal investigation reports.
This authority has been delegated to the Di-
rector, U.S. Army Crime Records Center.

(v) The Commander, U.S. Army Human Re-
sources Command, is authorized to act on re-
quests for military personnel files relating
to active duty personnel including, but not
limited to military personnel matters, mili-
tary education records including records re-
lated to the removal or suspension from a
military school or class; personnel locator,
physical disability determinations, and
other military personnel administration
records; records relating to military cas-
ualty and memorialization activities; heral-
dic activities, voting, records relating to
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identification cards, naturalization and citi-
zenship, commercial solicitation, Military
Postal Service Agency and Army postal and
unofficial mail service. The Commander,
U.S. Army Human Resources Command, is
also authorized to act on requests con-
cerning all personnel and medical records of
retired, separated, discharged, deceased, and
reserve component military personnel, un-
less such records clearly fall within another
Denial Authority’s authority.

(w) The Commander, U.S. Army Resources
Command-St. Louis has been delegated au-
thority to act on behalf of the U.S. Army
Human Resources Commander for requests
concerning all personnel and medical records
of retired, separated, discharged, deceased,
and reserve component military personnel,
unless such records clearly fall within an-
other Denial Authority’s authority. The au-
thority does not include records relating to
USAR plans, policies, and operations;
changes in the organizational status of
USAR units, mobilization and demobiliza-
tion policies; active duty tours, and the indi-
vidual mobilization augmentation program.

(x) The Assistant Chief of Staff for Instal-
lation Management is authorized to act on
requests for records relating to planning,
programming, execution and operation of
Army installations. This includes base re-
alignment and closure activities, environ-
mental activities other than litigation, fa-
cilities and housing activities, and installa-
tion management support activities.

(y) The Commander, U.S. Army Intel-
ligence and Security Command, is author-
ized to act on requests for intelligence and
security records, foreign scientific and tech-
nological records, intelligence training, in-
telligence threat assessments, and foreign li-
aison information, mapping and geodesy in-
formation, ground surveillance records, in-
telligence threat assessment, and missile in-
telligence data relating to tactical land war-
fare systems.

(z) The Commander, U.S. Army Combat
Readiness Center (formerly U.S. Army Safe-
ty Center), is authorized to act on requests
for Army safety records.

(aa) The Commander, U.S. Army Test and
Evaluation Command (ATEC), is authorized
to act on requests for the records of ATEC
headquarters, its subordinate commands,
units, and activities that relate to test and
evaluation operations.

(bb) The General Counsel, Army and Air
Force Exchange Service, is authorized to act
on requests for Army and Air Force Ex-
change Service records, under AR 60-20/AFR
147-14.

(cc) The Commandant, United States Dis-
ciplinary Barracks (USDB) is authorized to
act on records pertaining to USDB func-
tional area responsibilities relating to the
administration and confinement of indi-
vidual military prisoners at the USDB. This
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includes, but is not limited to, all records
pertaining to the treatment of military pris-
oners; investigation of prisoner misconduct;
management, operation, and administration
of the USDB confinement facility; and re-
lated programs which fall directly within the
scope of the Commandant’s functional area
of command and control.

(dd) The Commander, U.S. Army Commu-
nity and Family Support Center (USACFSC)
is authorized to act on requests for records
pertaining to morale, welfare, recreation,
and entertainment programs; community
and family action programs; child develop-
ment centers; non-appropriated funds issues,
and private organizations on Army installa-
tions.

(ee) The Commander, Military Surface De-
ployment and Distribution Command (for-
merly Military Traffic Management Com-
mand) is authorized to act on requests for
records pertaining to military and commer-
cial transportation and traffic management
records.

(ff) The Director, Installation Management
Agency (IMA) is authorized to act on re-
quests for all IMA records.

(gg) Special Denial Authority’s authority
for time-event related records may be des-
ignated on a case-by-case basis. These will be
published in the FEDERAL REGISTER. You
may contact the Department of the Army,
Freedom of Information and Privacy Office
to obtain current information on special del-
egations.

APPENDIX C TO PART 505—PRIVACY ACT
STATEMENT FORMAT

(a) Authority: The specific federal statute
or Executive Order that authorizes collec-
tion of the requested information.

(b) Principal Purpose(s): The principal pur-
pose or purposes for which the information is
to be used.

(c) Routine Uses(s): Disclosure of the infor-
mation outside DOD.

(d) Disclosure: Whether providing the infor-
mation is voluntary or mandatory and the
effects on the individual if he or she chooses
not to provide the requested information.

(1) Example of a Privacy Act Statement

(i) Authority: Emergency Supplement Act
of 2000; Public Law 106-246; 5 U.S.C. 3013, Sec-
retary of the Army; 10 U.S.C. 5013, Secretary
of the Navy; 10 U.S.C. 8013, Secretary of the
Air Force; Department of Defense Directive
8500.aa, Information Assurance (IA); and E.O.
9397 (SSN).

(ii) Principal Purpose(s): To control access
to DOD information, information based sys-
tems and facilities by authenticating the
identity of a person using a measurable
physical characteristic(s). This computer
system uses software programs to create bio-
metrics templates and summary statistics,
which are used for purposes such as assessing
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