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(12) Disclosure of Information to National Ar-
chives and Records Administration Routine Use. 
A record from a system of records main-
tained by a DOD component may be dis-
closed as a routine use to NATIONAL AR-
CHIVES AND RECORDS ADMINISTRATION 
for the purpose of records management in-
spections conducted under authority of 44 
U.S.C. sections 2904 and 2906. 

(13) Disclosure to the Merit Systems Protection 
Board Routine Use. A record from a system of 
records maintained by a DOD component 
may be disclosed as a routine use to the 
Merit Systems Protection Board, including 
the Office of the Special Counsel for the pur-
pose of litigation, including administrative 
procedures, appeals, special studies of the 
civil service and other merit systems, review 
of Office of Personnel Management or com-
ponent rules and regulations, investigation 
of alleged or possible prohibited personnel 
practices, including administrative pro-
ceedings involving any individual subject of 
a DOD investigation, and such other func-
tions, promulgated in 5 U.S.C. sections 1205 
and 1206, or as may be authorized by law. 

(14) Counterintelligence Purposes Routine 
Use. A record from a system of records main-
tained by a DOD component may be dis-
closed as a routine use outside the DOD or 
the U.S. Government for the purpose of 
counterintelligence activities authorized by 
U.S. Law or Executive Order or for the pur-
pose of enforcing laws, which protect the na-
tional security of the United States. 

APPENDIX E TO PART 505—LITIGATION 
STATUS SHEET 

(a) Case Number: The number used by a DA 
activity for reference purposes; Requester; 

(b) Document Title or Description: Indi-
cates the nature of the case, such as ‘‘Denial 
of access’’, ‘‘Refusal to amend,’’ ‘‘Incorrect 
records’’, or other violations of the Act 
(specify); 

(c) Litigation: Date complaint filed, Court, 
and Case File Number; 

(d) Defendants: DOD component and indi-
vidual; 

(e) Remarks: Brief explanation of what the 
case is about; 

(f) Court action: Court’s finding and dis-
ciplinary action (if applicable); and 

(g) Appeal (If applicable): Date complaint 
filed, court, case File Number, court’s find-
ing, disciplinary action (if applicable). 

APPENDIX F TO PART 505—EXAMPLE OF 
A SYSTEM OF RECORDS NOTICE 

(a) Additional information and guidance on 
Privacy Act system of records notices are 
found in DA PAM 25–51. The following ele-
ments comprise a Privacy Act system of 
records notice for publication in the FED-
ERAL REGISTER: 

(b) System Identifier: A0025–55 AHRC—DA 
FOIA/P Office assigns the notice number, for 
example, A0025–55, where ‘‘A’’ indicates 
‘‘Army,’’ the next number represents the 
publication series number related to the sub-
ject matter, and the final letter group shows 
the system manager’s command. In this 
case, it would be U.S. Army Human Re-
sources Command. 

(c) System Name: Use a short, specific, plain 
language title that identifies the system’s 
general purpose (limited to 55 characters). 

(d) System Location: Specify the address of 
the primary system and any decentralized 
elements, including automated data systems 
with a central computer facility and input or 
output terminals at separate locations. Use 
street address, 2-letter state abbreviations 
and 9-digit ZIP Codes. Spell out office 
names. Do not use office symbols. 

(e) Categories of Individuals: Describe the 
individuals covered by the system. Use non- 
technical, specific categories of individuals 
about whom the Department of Army keeps 
records. Do not use categories like ’’all 
Army personnel’’ unless that is truly accu-
rate. 

(f) Categories of Records in the System: De-
scribe in clear, plain language, all categories 
of records in the system. List only docu-
ments actually kept in the system. Do not 
identify source documents that are used to 
collect data and then destroyed. Do not list 
form numbers. 

(g) Authority for Maintenance of the System: 
Cite the specific law or Executive Order that 
authorizes the maintenance of the system. 
Cite the DOD directive/instruction or De-
partment of the Army Regulation(s) that au-
thorizes the Privacy Act system of records. 
Always include titles with the citations. 
Note: Executive Order 9397 authorizes using 
the SSN as a personal identifier. Include this 
authority whenever the SSN is used to re-
trieve records. 

(h) Purpose(s): List the specific purposes for 
maintaining the system of records by the ac-
tivity. 

(i) Routine Use(s): The blanket routine uses 
that appear at the beginning of each Compo-
nent compilation apply to all systems notice 
unless the individual system notice specifi-
cally states that one or more of them do not 
apply to the system. Blanket Routine Uses 
are located at the beginning of the Compo-
nent listing of systems notices and are not 
contained in individual system of records no-
tices. However, specific routine uses are list-
ed in each applicable system of records no-
tice. List the specific activity to which the 
record may be released, for example ‘‘To the 
Veterans Administration’’ or ‘‘To state and 
local health agencies’’. For each routine user 
identified, include a statement as to the pur-
pose or purposes for which the record is to 
release to that activity. Do not use general 
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statements, such as ‘‘To other federal agen-
cies as required’’ or ‘‘To any other appro-
priate federal agency’’. 

(j) Polices and Practices for Storing, Retriev-
ing, Accessing, Retaining, and Disposing of 
Records in the System: 

(k) Storage: State the medium in which DA 
maintains the records; for example, in file 
folders, card files, microfiche, computer, or a 
combination of those methods. Storage does 
not refer to the storage container. 

(l) Retrievability: State how the Army re-
trieves the records; for example, by name, 
fingerprints or voiceprints. 

(m) Safeguards: Identify the system safe-
guards; for example, storage in safes, vaults, 
locked cabinets or rooms, use of guards, vis-
itor controls, personnel screening, computer 
systems software, and so on. Describe safe-
guards fully without compromising system 
security. 

(n) Retention and Disposal. State how long 
AR 25–400–2 requires the activity to maintain 
the records. Indicate when or if the records 
may be transferred to a Federal Records Cen-
ter and how long the record stays there. 
Specify when the Records Center sends the 
record to the National Archives or destroys 
it. Indicate how the records may be de-
stroyed. 

(o) System Manager(s) and Address: List the 
position title and duty address of the system 
manager. For decentralized systems, show 
the locations, the position, or duty title of 
each category of officials responsible for any 
segment of the system. 

(p) Notification Procedures: List the title 
and duty address of the official authorized to 
tell requesters if their records are in the sys-
tem. Specify the information a requester 
must submit; for example, full name, mili-
tary status, SSN, date of birth, or proof of 
identity, and so on. 

(q) Record Access Procedures: Explain how 
individuals may arrange to access their 
records. Include the titles or categories of of-
ficials who may assist; for example, the sys-
tem manager. 

(r) Contesting Records Procedures: The 
standard language to use is ‘‘The Army’s 
rules for accessing records, and for con-
testing contents and appealing initial agency 
determinations are contained in Army Regu-
lation 25–71; 32 CFR part 505; or may be ob-
tained from the system manager.’’ 

(s) Record Source Categories: Show cat-
egories of individuals or other information 
sources for the system. Do not list confiden-
tial sources protected by 5 U.S.C. 552a(k)(2), 
(k)(5), or (k)(7). 

(t) Exemptions Claimed for the System: Spe-
cifically list any approved exemption includ-
ing the subsection in the Act. When a system 
has no approved exemption, write ‘‘none’’ 
under this heading. 

APPENDIX G TO PART 505—MANAGEMENT 
CONTROL EVALUATION CHECKLIST 

(a) Function. The function covered by this 
checklist is DA Privacy Act Program. 

(b) Purpose. The purpose of this checklist is 
to assist Denial Authorities and Activity 
Program Coordinators in evaluating the key 
management controls listed below. This 
checklist is not intended to cover all con-
trols. 

(c) Instructions. Answer should be based on 
the actual testing of key management con-
trols (e.g., document analysis, direct obser-
vation, sampling, simulation, other). An-
swers that indicate deficiencies should be ex-
plained and corrective action indicated in 
supporting documentation. These manage-
ment controls must be evaluated at least 
once every five years. Certificate of this 
evaluation has been conducted and should be 
accomplished on DA Form 11–2–R (Manage-
ment Control Evaluation Certification 
Statement). 

TEST QUESTIONS 

a. Is a Privacy Act Program established 
and implemented in your organization? 

b. Is an individual appointed to implement 
the Privacy Act requirements? 

c. Are provisions of AR 25–71 concerning 
protection of OPSEC sensitive information 
regularly brought to the attention of man-
agers responsible for responding to Privacy 
Act requests and those responsible for con-
trol of the Army’s records? 

d. When more than twenty working days 
are required to respond, is the Privacy Act 
requester informed, explaining the cir-
cumstance requiring the delay and provided 
an appropriate date for completion. 

e. Are Accounting Disclosures Logs being 
maintained? 

Comments: Assist in making this a better 
tool for evaluating management controls. 
Submit comments to the Department of 
Army, Freedom of Information and Privacy 
Division. 

APPENDIX H TO PART 505—DEFINITIONS 

FUNCTION 

(a) Access. Review or copying a record or 
parts thereof contained in a Privacy Act sys-
tem of records by an individual. 

(b) Agency. For the purposes of disclosing 
records subject to the Privacy Act, Compo-
nents of the Department of Defense are con-
sidered a single agency. For other purposes 
including access, amendment, appeals from 
denials of access or amendment, exempting 
systems of records, and recordkeeping for re-
lease to non-DOD agencies, the Department 
of the Army is considered its own agency. 

(c) Amendment. The process of adding, de-
leting, or changing information in a system 
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