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such requests. When a request for fi-
nancial records is made—

(i) A military intelligence group
commander, the chief of an investiga-
tive control office, or the Commanding
General (CG) (or Deputy CG), U.S.
Army Intelligence and Security Com-
mand, will certify to the financial in-
stitution that the requesting activity
has complied with the provisions of 12
U.S.C. 3403(b).

(ii) The requesting official will notify
the financial institution from which
records are sought that 12 TU.S.C.
3414(a)(3) prohibits disclosure to any
person by the institution, its agents, or
employees that financial records have
been sought or obtained.

(k) Certification. A certificate of com-
pliance with the Right to Financial
Privacy Act of 1978 (app. C) will be pro-
vided to the financial institution as a
prerequisite to obtaining access to fi-
nancial records under the following ac-
cess procedures:

(1) Customer consent (§504.2(b)).

(2) Search warrant (§504.2(d)).

(3) Judicial subpoena (§504.2(e)).

(4) Formal written request (§504.2(f)).

(5) Emergency access (§504.2(2)).

(6) Foreign intelligence and foreign
counterintelligence activities
(§504.2(j)).

APPENDIX A TO PART 504—REQUEST FOR
BASIC IDENTIFYING ACCOUNT DATA—
SAMPLE FORMAT

(Official Letterhead)
(Date)
Mr./Mrs.

Chief Teller (as appropriate), First National
Bank, Little Rock, AR 72203.

Dear Mr./Mrs. In connection
with a legitimate law enforcement inquiry
and pursuant to section 3414 of the Right to
Financial Privacy Act of 1978, section 3401 et
seq., Title 12, United States Code, you are re-
quested to provide the following account in-
formation: (name, address, account number,
and type of account of any customer or as-
certainable group of customers associated
with a certain financial transaction or class
of financial transactions as set forth in
§504.1(f)).

I hereby certify, pursuant to section 3403(b)
of the Right to Financial Privacy Act of 1978,
that the provisions of the Act have been
complied with as to this request for account
information.

(Official Signature Block)
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Under section 3417(c) of the Act, good faith
reliance upon this certification relieves your
institution and its employees and agents of
any possible liability to the subject in con-
nection with the disclosure of the requested
financial records.

APPENDIX B TO PART 504—CUSTOMER
CONSENT AND AUTHORIZATION FOR
ACCESS—SAMPLE FORMAT

Pursuant to section 3404(a) of the Right to
Financial Privacy Act of 1978, I, (name of
customer), having read the explanation of
my rights on the reverse side, hereby author-
ize the (name and address of financial insti-
tution) to disclose these financial records:
(list of particular financial records) to
(Army law enforcement office) for the fol-
lowing purpose(s): (specify the purpose(s)).

I understand that this authorization may
be revoked by me in writing at any time be-
fore my records, as described above, are dis-
closed, and that this authorization is valid
for no more than 3 months from the date of
my signature.

Date:

Signature:

(Typed name)

(Mailing address of customer)

Statement of Customer Rights Under the

Right to Financial Privacy Act of 1978

Federal law protects the privacy of your fi-

nancial records. Before banks, savings and

loan associations, credit unions, credit card

issuers, or other financial institutions may

give financial information about you to a

Federal agency, certain procedures must be

followed.

Consent to Financial Records

You may be asked to consent to the finan-
cial institution making your financial
records available to the Government. You
may withhold your consent, and your con-
sent is not required as a condition of doing
business with any financial institution. If
you give your consent, it can be revoked in
writing at any time before your records are
disclosed. Furthermore, any consent you
give is effective for only 3 months and your
financial institution must keep a record of
the instances in which it discloses your fi-
nancial information.

Without Your Consent

Without your consent, a Federal agency
that wants to see your financial records may
do so ordinarily only by means of a lawful
subpoena, summons, formal written request,
or search warrant for that purpose. Gen-
erally, the Federal agency must give you ad-
vance notice of its request for your records
explaining why the information is being
sought and telling you how to object in
court. The Federal agency must also send
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