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APPENDIX E TO PART 504—CUSTOMER 
NOTICE OF FORMAL WRITTEN RE-
QUEST—SAMPLE FORMAT 

(Official Letterhead) 

(Date) llllllllllllllllllll

Mr./Ms. lllllllllllllllllll

1500 N. Main Street, Washington, DC 20314. 

Dear Mr./Ms. ll: Information or records 
concerning your transactions held by the fi-
nancial institution named in the attached 
request are being sought by the (agency/de-
partment) in accordance with the Right to 
Financial Privacy Act of 1978, section 3401 et 
seq., Title 12, United States Code, and Army 
Regulation 190–6, for the following pur-
pose(s): 
llllllllllllllllllllllll

(List the purpose(s)) 

If you desire that such records or informa-
tion not be made available, you must do the 
following: 

a. Fill out the accompanying motion paper 
and sworn statement or write one of your 
own— 

(1) Stating that you are the customer 
whose records are being requested by the 
Government. 

(2) Giving the reasons you believe that the 
records are not relevant or any other legal 
basis for objecting to the release of the 
records. 

b. File the motion and statement by mail-
ing or delivering them to the clerk of any 
one of the following United States District 
Courts: 
llllllllllllllllllllllll

(List applicable courts) 

c. Mail or deliver a copy of your motion 
and statement to the requesting authority: 
(give title and address). 

d. Be prepared to come to court and 
present your position in further detail. 

You do not need to have a lawyer, although 
you may wish to employ one to represent 
you and protect your rights. 

If you do not follow the above procedures, 
upon the expiration of (10 days from the date 
of personal service) (14 days from the date of 
mailing) of this notice, the records or infor-
mation requested therein may be made 
available. 

These records may be transferred to other 
Government authorities for legitimate law 
enforcement inquiries, in which event you 
will be notified after the transfer if such 
transfer is made. 

3 Enclosures (see para ll) 
(Signature) lllllllllllllllll

PART 505—ARMY PRIVACY ACT 
PROGRAM 

Sec. 
505.1 General information. 
505.2 General provisions. 
505.3 Privacy Act systems of records. 
505.4 Collecting personal information. 
505.5 Individual access to personal informa-

tion. 
505.6 Amendment of records. 
505.7 Disclosure of personal information to 

other agencies and third parties. 
505.8 Training requirements. 
505.9 Reporting requirements. 
505.10 Use and establishment of exemptions. 
505.11 FEDERAL REGISTER publishing re-

quirements. 
505.12 Privacy Act enforcement actions. 
505.13 Computer Matching Agreement Pro-

gram. 
505.14 Recordkeeping requirements under 

the Privacy Act. 

APPENDIX A TO PART 505—REFERENCES 
APPENDIX B TO PART 505—DENIAL AUTHORI-

TIES FOR RECORDS UNDER THEIR AUTHOR-
ITY (FORMERLY ACCESS AND AMENDMENT 
REFUSAL AUTHORITIES) 

APPENDIX C TO PART 505—PRIVACY ACT 
STATEMENT FORMAT 

APPENDIX D TO PART 505—EXEMPTIONS; EX-
CEPTIONS; AND DOD BLANKET ROUTINE 
USES 

APPENDIX E TO PART 505—LITIGATION STATUS 
SHEET 

APPENDIX F TO PART 505—EXAMPLE OF A SYS-
TEM OF RECORDS NOTICE 

APPENDIX G TO PART 505—MANAGEMENT CON-
TROL EVALUATION CHECKLIST 

APPENDIX H TO PART 505—DEFINITIONS 

AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5 
U.S.C. 552a). 

SOURCE: 71 FR 46052, Aug. 10, 2006, unless 
otherwise noted. 

§ 505.1 General information. 
(a) Purpose. This part sets forth poli-

cies and procedures that govern per-
sonal information maintained by the 
Department of the Army (DA) in Pri-
vacy Act systems of records. This part 
also provides guidance on collecting 
and disseminating personal informa-
tion in general. The purpose of the 
Army Privacy Act Program is to bal-
ance the government’s need to main-
tain information about individuals 
with the right of individuals to be pro-
tected against unwarranted invasions 
of their privacy stemming from Fed-
eral agencies’ collection, maintenance, 
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use and disclosure of personal informa-
tion about them. Additionally, this 
part promotes uniformity within the 
Army’s Privacy Act Program. 

(b) References: (1) Referenced publica-
tions are listed in Appendix A of this 
part. 

(2) DOD Computer Matching Program 
and other Defense Privacy Guidelines 
may be accessed at the Defense Privacy 
Office Web site http:// 
www.defenselink.mil/privacy. 

(c) Definitions are provided at Appen-
dix H of this part. 

(d) Responsibilities. (1) The Office of 
the Administrative Assistant to the 
Secretary of the Army will— 

(i) Act as the senior Army Privacy 
Official with overall responsibility for 
the execution of the Department of the 
Army Privacy Act Program; 

(ii) Develop and issue policy guidance 
for the program in consultation with 
the Army General Counsel; and 

(iii) Ensure the DA Privacy Act Pro-
gram complies with Federal statutes, 
Executive Orders, Office of Manage-
ment and Budget guidelines, and 32 
CFR part 310. 

(2) The Chief Attorney, Office of the 
Administrative Assistant to the Sec-
retary of the Army (OAASA) will— 

(i) Provide advice and assistance on 
legal matters arising out of, or inci-
dent to, the administration of the DA 
Privacy Act Program; 

(ii) Serve as the legal advisor to the 
DA Privacy Act Review Board. This 
duty may be fulfilled by a designee in 
the Chief Attorney and Legal Services 
Directorate, OAASA; 

(iii) Provide legal advice relating to 
interpretation and application of the 
Privacy Act of 1974; and 

(iv) Serve as a member on the De-
fense Privacy Board Legal Committee. 
This duty may be fulfilled by a des-
ignee in the Chief Attorney and Legal 
Services Directorate, OAASA. 

(3) The Judge Advocate General will 
serve as the Denial Authority on re-
quests made pursuant to the Privacy 
Act of 1974 for access to or amendment 
of Army records, regardless of func-
tional category, concerning actual or 
potential litigation in which the 
United States has an interest. 

(4) The Chief, DA Freedom of Infor-
mation Act and Privacy Office (FOIA/ 

P), U.S. Army Records Management 
and Declassification Agency will— 

(i) Develop and recommend policy; 
(ii) Execute duties as the Army’s Pri-

vacy Act Officer; 
(iii) Promote Privacy Act awareness 

throughout the DA; 
(iv) Serve as a voting member on the 

Defense Data Integrity Board and the 
Defense Privacy Board; 

(v) Represent the Department of the 
Army in DOD policy meetings; and 

(vi) Appoint a Privacy Act Manager 
who will— 

(A) Administer procedures outlined 
in this part; 

(B) Review and approve proposed 
new, altered, or amended Privacy Act 
systems of records notices and subse-
quently submit them to the Defense 
Privacy Office for coordination; 

(C) Review Department of the Army 
Forms for compliance with the Privacy 
Act and this part; 

(D) Ensure that reports required by 
the Privacy Act are provided upon re-
quest from the Defense Privacy Office; 

(E) Review Computer Matching 
Agreements and recommend approval 
or denial to the Chief, DA FOIA/P Of-
fice; 

(F) Provide Privacy Act training; 
(G) Provide privacy guidance and as-

sistance to DA activities and combat-
ant commands where the Army is the 
Executive Agent; 

(H) Ensure information collections 
are developed in compliance with the 
Privacy Act provisions; 

(I) Ensure Office of Management and 
Budget reporting requirements, guid-
ance, and policy are accomplished; and 

(J) Immediately review privacy vio-
lations of personnel to locate the prob-
lem and develop a means to prevent re-
currence of the problem. 

(5) Heads of Department of the Army 
activities, field-operating agencies, di-
rect reporting units, Major Army com-
mands, subordinate commands down to 
the battalion level, and installations 
will— 

(i) Supervise and execute the privacy 
program in functional areas and activi-
ties under their responsibility; and 

(ii) Appoint a Privacy Act Official 
who will— 

(A) Serve as the staff advisor on pri-
vacy matters; 
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(B) Ensure that Privacy Act records 
collected and maintained within the 
Command or agency are properly de-
scribed in a Privacy Act system of 
records notice published in the FED-
ERAL REGISTER; 

(C) Ensure no undeclared systems of 
records are being maintained; 

(D) Ensure Privacy Act requests are 
processed promptly and responsively; 

(E) Ensure a Privacy Act Statement 
is provided to individuals when infor-
mation is collected that will be main-
tained in a Privacy Act system of 
records, regardless of the medium used 
to collect the personal information 
(i.e., forms, personal interviews, styl-
ized formats, telephonic interviews, or 
other methods); 

(F) Review, biennially, recordkeeping 
practices to ensure compliance with 
the Act, paying particular attention to 
the maintenance of automated records. 
In addition, ensure cooperation with 
records management officials on such 
matters as maintenance and disposal 
procedures, statutory requirements, 
forms, and reports; and 

(G) Review, biennially Privacy Act 
training practices. This is to ensure all 
personnel are familiar with the re-
quirements of the Act. 

(6) DA Privacy Act System Managers 
and Developers will— 

(i) Ensure that appropriate proce-
dures and safeguards are developed, im-
plemented, and maintained to protect 
an individual’s personal information; 

(ii) Ensure that all personnel are 
aware of their responsibilities for pro-
tecting personal information being col-
lected and maintained under the Pri-
vacy Act Program; 

(iii) Ensure official filing systems 
that retrieve records by name or other 
personal identifier and are maintained 
in a Privacy Act system of records 
have been published in the FEDERAL 
REGISTER as a Privacy Act system of 
records notice. Any official who will-
fully maintains a system of records 
without meeting the publication re-
quirements, as prescribed by 5 U.S.C. 
552a, as amended, OMB Circular A–130, 
32 CFR part 310 and this part, will be 
subject to possible criminal penalties 
and/or administrative sanctions; 

(iv) Prepare new, amended, or altered 
Privacy Act system of records notices 

and submit them to the DA Freedom of 
Information and Privacy Office for re-
view. After appropriate coordination, 
the system of records notices will be 
submitted to the Defense Privacy Of-
fice for their review and coordination; 

(v) Review, biennially, each Privacy 
Act system of records notice under 
their purview to ensure that it accu-
rately describes the system of records; 

(vi) Review, every four years, the 
routine use disclosures associated with 
each Privacy Act system of records no-
tice in order to determine if such rou-
tine use continues to be compatible 
with the purpose for which the activity 
collected the information; 

(vii) Review, every four years, each 
Privacy Act system of records notice 
for which the Secretary of the Army 
has promulgated exemption rules pur-
suant to Sections (j) or (k) of the Act. 
This is to ensure such exemptions are 
still appropriate; 

(viii) Review, every year, contracts 
that provide for the maintenance of a 
Privacy Act system of records to ac-
complish an activity’s mission. This re-
quirement is to ensure each contract 
contains provisions that bind the con-
tractor, and its employees, to the re-
quirements of 5 U.S.C. 552a(m)(1); and 

(ix) Review, if applicable, ongoing 
Computer Matching Agreements. The 
Defense Data Integrity Board approves 
Computer Matching Agreements for 18 
months, with an option to renew for an 
additional year. This additional review 
will ensure that the requirements of 
the Privacy Act, Office of Management 
and Budget guidance, local regulations, 
and the requirements contained in the 
Matching Agreements themselves have 
been met. 

(7) All DA personnel will— 
(i) Take appropriate actions to en-

sure personal information contained in 
a Privacy Act system of records is pro-
tected so that the security and con-
fidentiality of the information is pre-
served; 

(ii) Not disclose any personal infor-
mation contained in a Privacy Act sys-
tem of records except as authorized by 
5 U.S.C. 552a, DOD 5400.11–R, or other 
applicable laws. Personnel willfully 
making a prohibited disclosure are sub-
ject to possible criminal penalties and/ 
or administrative sanctions; and 
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(iii) Report any unauthorized disclo-
sures or unauthorized maintenance of 
new Privacy Act systems of records to 
the applicable activity’s Privacy Act 
Official. 

(8) Heads of Joint Service agencies or 
commands for which the Army is the 
Executive Agent or the Army other-
wise provides fiscal, logistical, or ad-
ministrative support, will adhere to 
the policies and procedures in this 
part. 

(9) Commander, Army and Air Force 
Exchange Service, will supervise and 
execute the Privacy Program within 
that command pursuant to this part. 

(10) Overall Government-wide respon-
sibility for implementation of the Pri-
vacy Act is the Office of Management 
and Budget. The Department of De-
fense is responsible for implementation 
of the Act within the armed services. 
The Privacy Act also assigns specific 
Government-wide responsibilities to 
the Office of Personnel Management 
and the General Services Administra-
tion. 

(11) Government-wide Privacy Act 
systems of records notices are avail-
able at http://www.defenselink.mil/pri-
vacy. 

(e) Legal Authority. (1) Title 5, United 
States Code, Section 552a, as amended, 
The Privacy Act of 1974. 

(2) Title 5, United States Code, Sec-
tion 552, The Freedom of Information 
Act (FOIA). 

(3) Office of Personnel Management, 
Federal Personnel Manual (5 CFR parts 
293, 294, 297, and 7351). 

(4) OMB Circular No. A–130, Manage-
ment of Federal Information Re-
sources, Revised, August 2003. 

(5) DOD Directive 5400.11, Depart-
ment of Defense Privacy Program, No-
vember 16, 2004. 

(6) DOD Regulation 5400.11–R, Depart-
ment of Defense Privacy Program, Au-
gust 1983. 

(7) Title 10, United States Code, Sec-
tion 3013, Secretary of the Army. 

(8) Executive Order No. 9397, Num-
bering System for Federal Accounts 
Relating to Individual Persons, Novem-
ber 30, 1943. 

(9) Public Law 100–503, the Computer 
Matching and Privacy Act of 1974. 

(10) Public Law 107–347, Section 208, 
Electronic Government (E-Gov) Act of 
2002. 

(11) DOD Regulation 6025.18–R, DOD 
Health Information Privacy Regula-
tion, January 24, 2003. 

§ 505.2 General provisions. 
(a) Individual privacy rights policy. 

Army policy concerning the privacy 
rights of individuals and the Army’s re-
sponsibilities for compliance with the 
Privacy Act are as follows— 

(1) Protect the privacy of United 
States living citizens and aliens law-
fully admitted for permanent residence 
from unwarranted intrusion. 

(2) Deceased individuals do not have 
Privacy Act rights, nor do executors or 
next-of-kin in general. However, imme-
diate family members may have lim-
ited privacy rights in the manner of 
death details and funeral arrangements 
of the deceased individual. Family 
members often use the deceased indi-
vidual’s Social Security Number (SSN) 
for federal entitlements; appropriate 
safeguards must be implemented to 
protect the deceased individual’s SSN 
from release. Also, the Health Insur-
ance Portability and Accountability 
Act extends protection to certain med-
ical information contained in a de-
ceased individual’s medical records. 

(3) Personally identifiable health in-
formation of individuals, both living 
and deceased, shall not be used or dis-
closed except for specifically permitted 
purposes. 

(4) Maintain only such information 
about an individual that is necessary 
to accomplish the Army’s mission. 

(5) Maintain only personal informa-
tion that is timely, accurate, complete, 
and relevant to the collection purpose. 

(6) Safeguard personal information to 
prevent unauthorized use, access, dis-
closure, alteration, or destruction. 

(7) Maintain records for the min-
imum time required in accordance with 
an approved National Archives and 
Records Administration record disposi-
tion. 

(8) Let individuals know what Pri-
vacy Act records the Army maintains 
by publishing Privacy Act system of 
records notices in the FEDERAL REG-
ISTER. This will enable individuals to 
review and make copies of these 
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records, subject to the exemptions au-
thorized by law and approved by the 
Secretary of the Army. Department of 
the Army Privacy Act systems of 
records notices are available at http:// 
www.defenselink.mil/privacy. 

(9) Permit individuals to correct and 
amend records about themselves which 
they can prove are factually in error, 
not timely, not complete, not accurate, 
or not relevant. 

(10) Allow individuals to request an 
administrative review of decisions that 
deny them access to or the right to 
amend their records. 

(11) Act on all requests promptly, ac-
curately, and fairly. 

(12) Keep paper and electronic records 
that are retrieved by name or personal 
identifier only in approved Privacy Act 
systems of records. 

(13) Maintain no records describing 
how an individual exercises his or her 
rights guaranteed by the First Amend-
ment (freedom of religion, freedom of 
political beliefs, freedom of speech and 
press, freedom of peaceful assemblage, 
and petition) unless expressly author-
ized by statute, pertinent to and within 
the scope of an authorized law enforce-
ment activity, or otherwise authorized 
by law or regulation. 

(14) Maintain appropriate adminis-
trative technical and physical safe-
guards to ensure records are protected 
from unauthorized alteration or disclo-
sure. 

(b) Safeguard personal information. (1) 
Privacy Act data will be afforded rea-
sonable safeguards to prevent inad-
vertent or unauthorized disclosure of 
records during processing, storage, 
transmission, and disposal. 

(2) Personal information should never 
be placed on shared drives that are 
accessed by groups of individuals un-
less each person has an ‘‘official need 
to know’’ the information in the per-
formance of official duties. 

(3) Safeguarding methods must strike 
a balance between the sensitivity of 
the data, need for accuracy and reli-
ability for operations, general security 
of the area, and cost of the safeguards. 
In some situations, a password may be 
enough protection for an automated 
system with a log-on protocol. For ad-
ditional guidance on safeguarding per-
sonal information in automated 

records see AR 380–67, The Department 
of the Army Personnel Security Pro-
gram. 

(c) Conveying privacy protected data 
electronically via e-mail and the World 
Wide Web. (1) Unencrypted electronic 
transmission of privacy protected data 
makes the Army vulnerable to infor-
mation interception which can cause 
serious harm to the individual and the 
accomplishment of the Army’s mission. 

(2) The Privacy Act requires that ap-
propriate technical safeguards be es-
tablished, based on the media (e.g., 
paper, electronic) involved, to ensure 
the security of the records and to pre-
vent compromise or misuse during 
transfer. 

(3) Privacy Web sites and hosted sys-
tems with privacy-protected data will 
employ secure sockets layers (SSL) 
and Public Key Infrastructure (PKI) 
encryption certificates or other DoD- 
approved commercially available cer-
tificates for server authentication and 
client/server authentication. Individ-
uals who transmit data containing per-
sonally identifiable information over e- 
mail will employ PKI or other DoD-ap-
proved certificates. 

(4) When sending Privacy Act pro-
tected information within the Army 
using encrypted or dedicated lines, en-
sure that— 

(i) There is an ‘‘official need to 
know’’ for each addressee (including 
‘‘cc’’ addressees); and 

(ii) The Privacy Act protected infor-
mation is marked For Official Use Only 
(FOUO) to inform the recipient of limi-
tations on further dissemination. For 
example, add FOUO to the beginning of 
an e-mail message, along with the fol-
lowing language: ‘‘This contains FOR 
OFFICIAL USE ONLY (FOUO) infor-
mation which is protected under the 
Privacy Act of 1974 and AR 340–21, The 
Army Privacy Program. Do not further 
disseminate this information without 
the permission of the sender.’’ 

(iii) Do not indiscriminately apply 
this statement. Use it only in situa-
tions when actually transmitting pro-
tected Privacy Act information. 

(iv) For additional information about 
marking documents ‘‘FOUO’’ review 
AR 25–55, Chapter IV. 

(5) Add appropriate ‘‘Privacy and Se-
curity Notices’’ at major Web site 
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entry points. Refer to AR 25–1, para 6– 
4n for requirements for posting ‘‘Pri-
vacy and Security Notices’’ on public 
Web sites. Procedures related to the es-
tablishing, operating, and maintaining 
of unclassified DA Web sites can be 
accessed at http://www.defenselink.mil/ 
webmasters/policy/DODlweblpolicy. 

(6) Ensure public Web sites comply 
with policies regarding restrictions on 
persistent and third party cookies. The 
Army prohibits both persistent and 
third part cookies. (see AR 25–1, para 6– 
4n) 

(7) A Privacy Advisory is required on 
Web sites which host information sys-
tems soliciting personally identifying 
information, even when not maintained 
in a Privacy Act system of records. The 
Privacy Advisory informs the indi-
vidual why the information is solicited 
and how it will be used. Post the Pri-
vacy Advisory to the Web site page 
where the information is being solic-
ited, or to a well marked hyperlink 
stating ‘‘Privacy Advisory—Please 
refer to the Privacy and Security No-
tice that describes why this informa-
tion is collected and how it will be 
used.’’ 

(d) Protecting records containing per-
sonal identifiers such as names and Social 
Security Numbers. (1) Only those records 
covered by a Privacy Act system of 
records notice may be arranged to per-
mit retrieval by a personal identifier 
(e.g., an individual’s name or Social 
Security Number). AR 25–400–2, para-
graph 6–2 requires all records covered 
by a Privacy Act system of records no-
tice to include the system of record 
identification number on the record 
label to serve as a reminder that the 
information contained within must be 
safeguarded. 

(2) Use a coversheet or DA Label 87 
(For Official Use Only) for individual 
records not contained in properly la-
beled file folders or cabinets. 

(3) When developing a coversheet, the 
following is an example of a statement 
that you may use: ‘‘The information 
contained within is FOR OFFICIAL 
USE ONLY (FOUO) and protected by 
the Privacy Act of 1974.’’ 

(e) Notification of Individuals when 
personal information is lost, stolen, or 
compromised. (1) Whenever an Army or-
ganization becomes aware the pro-

tected personal information pertaining 
to a Service member, civilian employee 
(appropriated or non-appropriated 
fund), military retiree, family member, 
or another individual affiliated with 
Army organization (e.g., volunteer) has 
been lost, stolen, or compromised, the 
organization shall inform the affected 
individuals as soon as possible, but not 
later than ten days after the loss or 
compromise of protected personal in-
formation is discovered. 

(2) At a minimum, the organization 
shall advise individuals of what spe-
cific data was involved; the cir-
cumstances surrounding the loss, theft, 
or compromise; and what protective ac-
tions the individual can take. 

(3) If Army organizations are unable 
to comply with policy, they will imme-
diately notify their superiors, who will 
submit a memorandum through the 
chain of command to the Administra-
tive Assistant of the Secretary of the 
Army to explain why the affected indi-
viduals or population’s personal infor-
mation has been lost, stolen, or com-
promised. 

(4) This policy is also applicable to 
Army contractors who collect, main-
tain, use, or disseminate protected per-
sonal information on behalf of the or-
ganization. 

(f) Federal government contractors’ 
compliance. (1) When a DA activity con-
tracts for the design, development, or 
operation of a Privacy Act system of 
records in order to accomplish a DA 
mission, the agency must apply the re-
quirements of the Privacy Act to the 
contractor and its employees working 
on the contract (See 48 CFR part 24 and 
other applicable supplements to the 
FAR; 32 CFR part 310). 

(2) System Managers will review an-
nually, contracts contained within the 
system(s) of records under their re-
sponsibility, to determine which ones 
contain provisions relating to the de-
sign, development, or operation of a 
Privacy Act system of records. 

(3) Contractors are considered em-
ployees of the Army for the purpose of 
the sanction provisions of the Privacy 
Act during the performance of the con-
tract requirements. 

(4) Disclosing records to a contractor 
for use in performing the requirements 
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of an authorized DA contract is consid-
ered a disclosure within the agency 
under exception (b)(1), ‘‘Official Need 
to Know’’, of the Act. 

§ 505.3 Privacy Act systems of records. 
(a) Systems of records. (1) A system of 

records is a group of records under the 
control of a DA activity that are re-
trieved by an individual’s name or by 
some identifying number, symbol, or 
other identifying particular assigned to 
an individual. 

(2) Privacy Act systems of records 
must be— 

(i) Authorized by Federal statute or 
an Executive Order; 

(ii) Needed to carry out DA’s mission; 
and 

(iii) Published in the FEDERAL REG-
ISTER in a system of records notice, 
which will provide the public an oppor-
tunity to comment before DA imple-
ments or changes the system. 

(3) The mere fact that records are re-
trievable by a name or personal identi-
fier is not enough. Records must actu-
ally be retrieved by a name or personal 
identifier. Records in a group of 
records that may be retrieved by a 
name or personal identifier but are not 
normally retrieved by this method are 
not covered by this part. However, they 
are covered by AR 25–55, the Depart-
ment of the Army Freedom of Informa-
tion Act Program. 

(4) The existence of a statute or Ex-
ecutive Order mandating the mainte-
nance of a system of records to perform 
an authorized activity does not abolish 
the responsibility to ensure the infor-
mation in the system of records is rel-
evant and necessary to perform the au-
thorized activity. 

(b) Privacy Act system of records no-
tices. (1) DA must publish notices in the 
FEDERAL REGISTER on new, amended, 
altered, or deleted systems of records 
to inform the public of the Privacy Act 
systems of records that it maintains. 
The Privacy Act requires submission of 
new or significantly changed systems 
of records to OMB and both houses of 
Congress before publication in the FED-
ERAL REGISTER (See Appendix E of this 
part). 

(2) Systems managers must send a 
proposed notice at least 120 days before 
implementing a new, amended or al-

tered system to the DA Freedom of In-
formation and Privacy Office. The pro-
posed or altered notice must include a 
narrative statement and supporting 
documentation. A narrative statement 
must contain the following items: 

(i) System identifier and name; 
(ii) Responsible Official, title, and 

phone number; 
(iii) If a new system, the purpose of 

establishing the system or if an altered 
system, nature of changes proposed; 

(iv) Authority for maintenance of the 
system; 

(v) Probable or potential effects of 
the system on the privacy of individ-
uals; 

(vi) Whether the system is being 
maintained, in whole or in part, by a 
contractor; 

(vii) Steps taken to minimize risk of 
unauthorized access; 

(viii) Routine use compatibility; 
(ix) Office of Management and Budg-

et information collection require-
ments; and 

(x) Supporting documentation as an 
attachment. Also as an attachment 
should be the proposed new or altered 
system notice for publication in the 
FEDERAL REGISTER. 

(3) An amended or altered system of 
records is one that has one or more of 
the following: 

(i) A significant increase in the num-
ber, type, or category of individuals 
about whom records are maintained; 

(ii) A change that expands the types 
of categories of information main-
tained; 

(iii) A change that alters the purpose 
for which the information is used; 

(iv) A change to equipment configu-
ration (either hardware or software) 
that creates substantially greater ac-
cess to the records in the system of 
records; 

(v) An addition of an exemption pur-
suant to Section (j) or (k) of the Act; or 

(vi) An addition of a routine use pur-
suant to 5 U.S.C. 552a(b)(3). 

(4) For additional guidance contact 
the DA FOIA/P Office. 

(5) On behalf of DA, the Defense Pri-
vacy Office maintains a list of DOD 
Components’ Privacy Act system of 
records notices at the Defense Privacy 
Office’s Web site http:// 
www.defenselink.mil/privacy. 
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(6) DA PAM 25–51 sets forth proce-
dures pertaining to Privacy Act system 
of records notices. 

(7) For new systems, system man-
agers must establish appropriate ad-
ministrative, technical, and physical 
safeguards to ensure the security and 
confidentiality of records. This applies 
to all new systems of records whether 
maintained manually or automated. 

(i) One safeguard plan is the develop-
ment and use of a Privacy Impact As-
sessment (PIA) mandated by the E-Gov 
Act of 2002, Section 208. The Office of 
Management and Budget specifically 
directs that a PIA be conducted, re-
viewed, and published for all new or 
significantly altered information in 
identifiable form collected from or 
about the members of the public. The 
PIA describes the appropriate adminis-
trative, technical, and physical safe-
guards for new automated systems. 
This will assist in the protection 
against any anticipated threats or haz-
ards to the security or integrity of 
data, which could result in substantial 
harm, embarrassment, inconvenience, 
or unfairness to any individual on 
whom information is maintained. Con-
tact your local Information Officer for 
guidance on conducting a PIA. 

(ii) The development of appropriate 
safeguards must be tailored to the re-
quirements of the system as well as 
other factors, such as the system envi-
ronment, location, and accessibility. 

§ 505.4 Collecting personal informa-
tion. 

(a) General provisions. (1) Employees 
will collect personal information to the 
greatest extent practicable directly 
from the subject of the record. This is 
especially critical, if the information 
may result in adverse determinations 
about an individual’s rights, benefits, 
and privileges under federal programs 
(See 5 U.S.C. 552a(e)(2)). 

(2) It is unlawful for any Federal, 
State, or local government agency to 
deny anyone a legal right, benefit, or 
privilege provided by law for refusing 
to give their SSN unless the law re-
quires disclosure, or a law or regula-
tion adopted before January 1, 1975, re-
quired the SSN or if DA uses the SSN 
to verify a person’s identity in a sys-
tem of records established and in use 

before that date. Executive Order 9397 
(issued prior to January 1, 1975) author-
izes the Army to solicit and use the 
SSN as a numerical identifier for indi-
viduals in most federal records sys-
tems. However, the SSN should only be 
collected as needed to perform official 
duties. Executive Order 9397 does not 
mandate the solicitation of SSNs from 
Army personnel as a means of identi-
fication. 

(3) Upon entrance into military serv-
ice or civilian employment with DA, 
individuals are asked to provide their 
SSN. The SSN becomes the service or 
employment number for the individual 
and is used to establish personnel, fi-
nancial, medical, and other official 
records. After an individual has pro-
vided his or her SSN for the purpose of 
establishing a record, the Privacy Act 
Statement is not required if the indi-
vidual is only requested to furnish or 
verify the SSN for identification pur-
poses in connection with the normal 
use of his or her records. If the SSN is 
to be used for a purpose other than 
identification, the individual must be 
informed whether disclosure of the 
SSN is mandatory or voluntary; by 
what statutory authority the SSN is 
solicited; and what uses will be made of 
the SSN. This notification is required 
even if the SSN is not to be maintained 
in a Privacy Act system of records. 

(4) When asking an individual for his 
or her SSN or other personal informa-
tion that will be maintained in a sys-
tem of records, the individual must be 
provided with a Privacy Act State-
ment. 

(b) Privacy Act Statement (PAS). (1) A 
Privacy Act Statement is required 
whenever personal information is re-
quested from an individual and will be-
come part of a Privacy Act system of 
records. The information will be re-
trieved by the individual’s name or 
other personal identifier (See 5 U.S.C. 
552a(e)(3)). 

(2) The PAS will ensure that individ-
uals know why the information is 
being collected so they can make an in-
formed decision as to providing the 
personal information. 

(3) In addition, the PAS will include 
language that is explicit, easily under-
stood, and not so lengthy as to deter an 
individual from reading it. 
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(4) A sign can be displayed in areas 
where people routinely furnish this 
kind of information, and a copy of the 
PAS will be made available upon re-
quest by the individual. 

(5) Do not ask the person to sign the 
PAS. 

(6) A Privacy Act Statement must in-
clude the following four items— 

(i) Authority: Cite the specific statute 
or Executive Order, including a brief 
title or subject that authorizes the DA 
to collect the personal information re-
quested. 

(ii) Principal Purpose (s): Cite the 
principal purposes for which the infor-
mation will be used. 

(iii) Routine Uses: A list of where and 
why the information will be disclosed 
OUTSIDE of DOD. Applicable routine 
uses are published in the applicable 
Privacy Act system of records no-
tice(s). If none, the language to be used 
is: ‘‘Routine Use(s): None. However the 
‘Blanket Routine Uses’ set forth at the 
beginning of the Army’s compilation of 
systems of records notices apply.’’ 

(iv) Disclosure: Voluntary or Manda-
tory. Include in the Privacy Act State-
ment specifically whether furnishing 
the requested personal data is manda-
tory or voluntary. A requirement to 
furnish personal data is mandatory 
ONLY when a federal statute, Execu-
tive Order, regulation, or other law 
specifically imposes a duty on the indi-
vidual to provide the information 
sought, and when the individual is sub-
ject to a penalty if he or she fails to 
provide the requested information. If 
providing the information is only a 
condition of or prerequisite to granting 
a benefit or privilege and the indi-
vidual has the option of receiving the 
benefit or privilege, providing the in-
formation is always voluntary. How-
ever, the loss or denial of the privilege, 
benefit, or entitlement sought must be 
listed as a consequence of not fur-
nishing the requested information. 

(7) Some acceptable means of admin-
istering the PAS are as follows, in the 
order of preference— 

(i) Below the title of the media used 
to collect the personal information. 
The PAS should be positioned so that 
the individual will be advised of the 
PAS before he or she provides the re-
quested information; 

(ii) Within the body with a notation 
of its location below the title; 

(iii) On the reverse side with a nota-
tion of its location below the title; 

(iv) Attached as a tear-off sheet; or 
(v) Issued as a separate supplement. 
(8) An example of a PAS is at appen-

dix B of this part. 
(9) Include a PAS on a Web site page 

if it collects information directly from 
an individual and is retrieved by his or 
her name or personal identifier (See Of-
fice of Management and Budget Pri-
vacy Act Guidelines, 40 FR 28949, 28961 
(July 9, 1975)). 

(10) Army policy prohibits the collec-
tion of personally identifying informa-
tion on public Web sites without the 
express permission of the user. Re-
quests for exceptions must be for-
warded to the Army CIO/G–6. (See AR 
25–1, para 6–4n.) 

(c) Collecting personal information from 
third parties. (1) It may not be practical 
to collect personal information di-
rectly from the individual in all cases. 
Some examples of when collection from 
third parties may be necessary are 
when— 

(i) Verifying information; 
(ii) Opinions or evaluations are need-

ed; 
(iii) The subject cannot be contacted; 

or 
(iv) At the request of the subject in-

dividual. 
(2) When asking third parties to pro-

vide information about other individ-
uals, they will be advised of— 

(i) The purpose of the request; and 
(ii) Their rights to confidentiality as 

defined by the Privacy Act of 1974 (Con-
sult with your servicing Staff Judge 
Advocate for potential limitations to 
the confidentiality that may be offered 
pursuant to the Privacy Act). 

(d) Confidentiality promises. Promises 
of confidentiality must be prominently 
annotated in the record to protect from 
disclosure any information provided in 
confidence pursuant to 5 U.S.C. 
552a(k)(2), (k)(5), or (k)(7). 

§ 505.5 Individual access to personal 
information. 

(a) Individual access. (1) The access 
provisions of this part are intended for 
use by individuals whose records are 
maintained in a Privacy Act system of 
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records. If a representative acts on 
their behalf, a written authorization 
must be provided, with the exception of 
members of Congress acting on behalf 
of a constituent. 

(2) A Department of the Army 
‘‘Blanket Routine Use’’ allows the re-
lease of Privacy Act protected informa-
tion to members of Congress when they 
are acting on behalf of the constituent 
and the information is filed and re-
trieved by the constituent’s name or 
personal identifier. The said ‘‘Blanket 
Routine Use’’ is listed below. 

‘‘Congressional Inquiries Disclosure 
Routine Use: Disclosure from a system 
of records maintained by a DOD Com-
ponent may be made to a congressional 
office from the record of an individual 
in response to an inquiry from the con-
gressional office made at the request of 
that individual.’’ 

(3) Upon a written request, an indi-
vidual will be granted access to infor-
mation pertaining to him or her that is 
maintained in a Privacy Act system of 
records, unless— 

(i) The information is subject to an 
exemption, the system manager has in-
voked the exemption, and the exemp-
tion is published in the FEDERAL REG-
ISTER; or 

(ii) The information was compiled in 
reasonable anticipation of a civil ac-
tion or proceeding. 

(4) Legal guardians or parents acting 
on behalf of a minor child have the 
minor child’s rights of access under 
this part, unless the records were cre-
ated or maintained pursuant to cir-
cumstances where the interests of the 
minor child were adverse to the inter-
ests of the legal guardian or parent. 

(5) These provisions should allow for 
the maximum release of information 
consistent with Army and DOD’s statu-
tory responsibilities. 

(b) Individual requests for access. (1) 
Individuals will address requests for ac-
cess to records in a Privacy Act system 
of records to the system manager or 
the custodian of the record designated 
in DA systems of records notices (See 
DA PAM 25–51 or the Defense Privacy 
Office’s Web site http:// 
www.defenselink.mil/privacy). 

(2) Individuals do not have to state a 
reason or justify the need to gain ac-
cess to records under the Act. 

(3) Release of personal information to 
individuals under this section is not 
considered a ‘‘public release’’ of infor-
mation. 

(c) Verification of identity for first 
party requesters. (1) Before granting ac-
cess to personal data, an individual 
will provide reasonable verification of 
identity. 

(2) When requesting records in writ-
ing, the preferred method of verifying 
identity is the submission of a nota-
rized signature. An alternative method 
of verifying identity for individuals 
who do not have access to notary serv-
ices is the submission of an un-sworn 
declaration in accordance with 28 
U.S.C. 1746 in the following format: 

(i) If executed within the United 
States, its territories, possessions, or 
commonwealths: ‘‘I declare (or certify, 
verify, or state) under penalty of per-
jury that the foregoing is true and cor-
rect. Executed on (date). (Signature)’’. 

(ii) If executed outside of the United 
States: ‘‘I declare under perjury or pen-
alty under the laws of the United 
States of America that the foregoing is 
true and correct. Executed on (date). 
(Signature).’’ 

(3) When an individual seeks access 
in person, identification can be verified 
by documents normally carried by the 
individual (such as identification card, 
driver’s license, or other license, per-
mit or pass normally used for identi-
fication purposes). However, level of 
proof of identity is commensurate with 
the sensitivity of the records sought. 
For example, more proof is required to 
access medical records than is required 
to access parking records. 

(4) Telephonic requests will not be 
honored. 

(5) An individual cannot be denied ac-
cess solely for refusal to provide his or 
her Social Security Number (SSN) un-
less the SSN was required for access by 
statute or regulation adopted prior to 
January 1, 1975. 

(6) If an individual wishes to have his 
or her records released directly to a 
third party or to be accompanied by a 
third party when seeking access to his 
or her records, reasonable proof of au-
thorization must be obtained. The indi-
vidual may be required to furnish a 
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signed access authorization with a no-
tarized signature or other proof of au-
thenticity (i.e. telephonic confirma-
tion) before granting the third party 
access. 

(d) Individual access to medical records. 
(1) An individual must be given access 
to his or her medical and psychological 
records unless a judgment is made that 
access to such records could have an 
adverse effect on the mental or phys-
ical health of the individual. This de-
termination normally should be made 
in consultation with a medical doctor. 
Additional guidance is provided in DOD 
5400.11–R, Department of Defense Pri-
vacy Program. In this instance, the in-
dividual will be asked to provide the 
name of a personal health care pro-
vider, and the records will be provided 
to that health care provider, along 
with an explanation of why access 
without medical supervision could be 
harmful to the individual. 

(2) Information that may be harmful 
to the record subject should not be re-
leased to a designated individual unless 
the designee is qualified to make psy-
chiatric or medical determinations. 

(3) DA activities may offer the serv-
ices of a military physician, other than 
the one who provided the treatment. 

(4) Do not require the named health 
care provider to request the records for 
the individual. 

(5) The agency’s decision to furnish 
the records to a medical designee and 
not directly to the individual is not 
considered a denial for reporting pur-
poses under the Act and cannot be ap-
pealed. 

(6) However, no matter what the spe-
cial procedures are, DA has a statutory 
obligation to ensure that access is pro-
vided the individual. 

(7) Regardless of age, all DA military 
personnel and all married persons are 
considered adults. The parents of these 
individuals do not have access to their 
medical records without written con-
sent of the individual. 

(8) DOD 6025.18–R, DOD Health Infor-
mation Privacy Regulation, issued pur-
suant to the Health Insurance Port-
ability and Accountability Act 
(HIPAA) of 1996, has placed additional 
procedural requirements on the uses 
and disclosure of individually identifi-
able health information beyond those 

found in the Privacy Act of 1974 and 
this part. In order to be in compliance 
with HIPAA, the additional guidelines 
and procedures will be reviewed before 
release of an individual’s identifiable 
health information. 

(e) Personal notes. (1) The Privacy Act 
does not apply to personal notes of in-
dividuals used as memory aids. These 
documents are not Privacy Act records 
and are not subject to this part. 

(2) The five conditions for documents 
to be considered personal notes are as 
follows— 

(i) Maintained and discarded solely 
at the discretion of the author; 

(ii) Created only for the author’s per-
sonal convenience and the notes are re-
stricted to that of memory aids; 

(iii) Not the result of official direc-
tion or encouragement, whether oral or 
written; 

(iv) Not shown to others for any rea-
son; and 

(v) Not filed in agency files. 
(3) Any disclosure from personal 

notes, either intentional or through 
carelessness, removes the information 
from the category of memory aids and 
the personal notes then become subject 
to provisions of the Act. 

(f) Denial or limitation of individual’s 
right to access. (1) Even if the informa-
tion is filed and retrieved by an indi-
vidual’s name or personal identifier, 
his or her right to access may be de-
nied if— 

(i) The records were compiled in rea-
sonable anticipation of a civil action or 
proceeding including any action where 
DA expects judicial or administrative 
adjudicatory proceedings. The term 
‘‘civil action or proceeding’’ includes 
quasi-judicial, pre-trial judicial, and 
administrative proceedings, as well as 
formal litigation; 

(ii) The information is about a third 
party and does not pertain to the re-
quester. A third party’s SSN and home 
address will be withheld. However, in-
formation about the relationship be-
tween the individual and the third 
party would normally be disclosed as it 
pertains to the individual; 

(iii) The records are in a system of 
records that has been properly exempt-
ed by the Secretary of the Army from 
the access provisions of this part and 
the information is exempt from release 
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under a provision of the Freedom of In-
formation Act (See appendix C of this 
part for a list of applicable Privacy Act 
exemptions, exceptions, and ‘‘Blanket’’ 
routine uses); 

(iv) The records contain properly 
classified information that has been 
exempted from the access provision of 
this part; 

(v) The records are not described well 
enough to enable them to be located 
with a reasonable amount of effort on 
the part of an employee familiar with 
the file. Requesters should reasonably 
describe the records they are request-
ing. They do not have to designate a 
Privacy Act system of records notice 
identification number, but they should 
at least identify a type of record or 
functional area. For requests that ask 
for ‘‘all records about me,’’ DA per-
sonnel should ask the requester for 
more information to narrow the scope 
of his or her request; and 

(vi) Access is sought by an individual 
who fails or refuses to comply with Pri-
vacy Act established procedural re-
quirements, included refusing to pay 
fees. 

(2) Requesters will not use govern-
ment equipment, supplies, stationery, 
postage, telephones, or official mail 
channels for making Privacy Act re-
quests. System managers will process 
such requests but inform requesters 
that using government resources to 
make Privacy Act requests is not au-
thorized. 

(3) When a request for information 
contained in a Privacy Act system of 
records is denied in whole or in part, 
the Denial Authority or designee shall 
inform the requester in writing and ex-
plain why the request for access has 
been refused. 

(4) A request for access, notification, 
or amendment of a record shall be ac-
knowledged in writing within 10 work-
ing days of receipt by the proper sys-
tem manager or record custodian. 

(g) Relationship between the Privacy 
Act and the Freedom of Information Act. 
(1) Not all requesters are knowledge-
able of the appropriate statutory au-
thority to cite when requesting infor-
mation. In some instances, they may 
cite neither the PA nor the Freedom of 
Information Act in their request. In 
some instances they may cite one Act 

but not the other. The Freedom of In-
formation Act and the PA works to-
gether to ensure that requesters re-
ceive the greatest amount of informa-
tion possible. 

(2) Do not deny the individual access 
to his or her records simply because he 
or she failed to cite the appropriate 
statute or regulation. 

(3) If the records are required to be 
released under the Freedom of Infor-
mation Act, the PA will never block 
disclosure to requester. If the PA al-
lows the DA activity to deny access to 
an individual, the Freedom of Informa-
tion Act must still be applied, and the 
information released if required by the 
Freedom of Information Act. 

(4) Unlike the Freedom of Informa-
tion Act, the Privacy Act applies only 
to U.S. citizens and aliens lawfully ad-
mitted for permanent residence. 

(5) Requesters who seek records 
about themselves contained in a Pri-
vacy Act system of records (1st party 
requesters) and who cite or imply only 
the Privacy Act, will have their re-
quest processed under the provisions of 
both the PA and the Freedom of Infor-
mation Act. If the information re-
quested is not contained in a Privacy 
Act system of records or is not about 
the requester, the individual’s request 
will be processed under the provisions 
of the Freedom of Information Act 
only, and the Freedom of Information 
Act processing requirements/time lines 
will apply. 

(6) Third party information. (i) Third 
party information contained in a Pri-
vacy Act system of records that does 
not pertain to the requester, such as 
SSN, home addresses, and other purely 
personal information that is not about 
the requester, will be processed under 
the provisions of Freedom of Informa-
tion Act only. Third party information 
that is not about the requester is not 
subject to the Privacy Act’s first party 
access provision. 

(ii) Information about the relation-
ship between the first party requester 
and a third party is normally disclosed 
as pertaining to the first party re-
quester. Consult your servicing Staff 
Judge Advocate if there is a question 
about the release of third party infor-
mation to a first party requester. 
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(7) If an individual requests informa-
tion about them contained in a Privacy 
Act system of records, the individual 
may be denied the information only if 
the information is exempt under both 
the PA and the Freedom of Informa-
tion Act. Both PA and Freedom of In-
formation Act exemptions will be cited 
in the denial letter and appeals will be 
processed in accordance with both 
Acts. 

(8) Each time a first party requester 
cites or implies the PA, perform this 
analysis: 

(i) Is the request from a United 
States living citizen or an alien law-
fully admitted for permanent resi-
dence? 

(ii) Is the individual requesting an 
agency record? 

(iii) Are the records within a PA sys-
tem of records that are filed and re-
trieved by an individual’s name or 
other personal identifier? (If the an-
swer is ‘‘yes’’ to all of these questions, 
then the records should be processed 
under the ‘‘Privacy Act’’) and 

(iv) Does the information requested 
pertain exclusively to the requester? 

(A) If yes, no further consideration of 
Freedom of Information Act exemp-
tions required. Release all information 
unless a PA exemption authorizes 
withholding. 

(B) If no, process the information 
that is not about the requester under 
the Freedom of Information Act and 
withhold only if a proper Freedom of 
Information Act exemption applies. 

(h) Functional requests. If an indi-
vidual asks for his or her records and 
does not cite or reasonably imply ei-
ther the Privacy Act or the Freedom of 
Information Act, and another pre-
scribing directive or regulation author-
izes the release, the records should be 
released under that other directive or 
regulation and not the PA or the FOIA. 
Examples of functional requests are 
military members asking to see their 
Official Military Personnel Records or 
civilian employees asking to see their 
Official Personnel Folder. 

(i) Procedures for denying or limiting 
an individual’s right to access or amend-
ment and the role of the Denial Author-
ity. (1) The only officials authorized to 
deny a request for records or a request 
to amend records in a PA system of 

records pertaining to the requesting in-
dividual, are the appropriate Denial 
Authorities, their designees, or the 
Secretary of the Army who will be act-
ing through the General Counsel. 

(2) Denial Authorities are authorized 
to deny requests, either in whole or in 
part, for notification, access and 
amendment of Privacy Act records con-
tained in their respective areas of re-
sponsibility. 

(i) The Denial Authority may dele-
gate all or part of their authority to a 
division chief under his supervision 
within the Agency in the grade of 0–5/ 
GS–14 or higher. All delegations must 
be in writing. 

(ii) The Denial Authority will send 
the names, office names, and tele-
phones numbers of their delegates to 
the DA Freedom of Information and 
Privacy Office. 

(iii) If a Denial Authority delegate 
denies access or amendment, the dele-
gate must clearly state that he or she 
is acting on behalf of the Denial Au-
thority, who must be identified by 
name and position in the written re-
sponse to the requester. Denial Author-
ity designation will not delay proc-
essing privacy requests/actions. 

(iv) The official Denial Authorities 
are for records under their authority 
(See appendix B of this part). The indi-
viduals designated as Denial Authori-
ties under this part are the same indi-
viduals designated as Initial Denial Au-
thorities under AR 25–55, the Depart-
ment of the Army Freedom of Informa-
tion Act Program. However, delegation 
of Denial Authority pursuant to this 
part does not automatically encompass 
delegation of Initial Denial Authority 
under AR 25–55. Initial Denial Author-
ity must be expressly delegated pursu-
ant to AR 25–55 for an individual to 
take action on behalf of an Initial De-
nial Authority under AR 25–55. 

(3) The custodian of the record will 
acknowledge requests for access made 
under the provisions of the Privacy Act 
within 10 working days of receipt. 

(4) Requests for information rec-
ommended for denial will be forwarded 
to the appropriate Denial Authority, 
along with a copy of the records and 
justification for withholding the 
record. At the same time, notify the re-
quester of the referral to the Denial 
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Authority for action. All documents or 
portions thereof determined to be re-
leasable to the requester will be re-
leased to the requester before for-
warding the case to the Denial Author-
ity. 

(5) Within 30 working days, the De-
nial Authority will provide the fol-
lowing notification to the requester in 
writing if the decision is to deny the 
requester access to the information. 

(6) Included in the notification will 
be: 

(i) Denying Official’s name, position 
title, and business address; 

(ii) Date of the denial; 
(iii) The specific reason for the de-

nial, citing the appropriate subsections 
of the Privacy Act, the Freedom of In-
formation Act, AR 25–55, The Depart-
ment of the Army Freedom of Informa-
tion Act Program and this part; and 

(iv) The individual’s right to admin-
istratively appeal the denial within 60 
calendar days of the mailing date of 
the notice, through the Denial Author-
ity, to the Office of the General Coun-
sel, Secretary of the Army, 104 Army 
Pentagon, Washington, DC 20310–0104. 

(7) The appeal must be in writing and 
the requester should provide a copy of 
the denial letter and a statement of 
their reasons for seeking review. 

(8) For denials made by the DA when 
the record is maintained in a Govern-
ment-wide system of records, an indi-
vidual’s request for further review 
must be addressed to each of the appro-
priate government Privacy Act offices 
listed in the Privacy Act system of 
records notices. For a current listing of 
Government-wide Privacy Act system 
of records notices see the Defense Pri-
vacy Office’s Web site http:// 
www.defenselink.mil/privacy or DA PAM 
25–51. 

(j) No records determinations. (1) Since 
a no record response may be considered 
an ‘‘adverse’’ determination, the De-
nial Authority must make the final de-
termination that no records exist. The 
originating agency shall notify the re-
quester that an initial determination 
has been made that there are no re-
sponsive records, however the final de-
termination will be made by the Denial 
Authority. A no records certificate 
must accompany a no records deter-

mination that is forwarded to the De-
nial Authority. 

(2) The Denial Authority must pro-
vide the requester with appeal rights. 

(k) Referral of requests. (1) A request 
received by a DA activity having no 
records responsive to a request shall be 
referred to another DOD Component or 
DA activity, if the other Component or 
activity confirms that they have the 
requested records, or verifies that they 
are the proper custodian for that type 
of record. The requester will be noti-
fied of the referral. In cases where the 
DA activity receiving the request has 
reason to believe that the existence or 
nonexistence of the record may in 
itself be classified, that activity will 
consult the Component or activity hav-
ing cognizance over the records in 
question before referring the request. If 
the Component or activity that is con-
sulted determines that the existence or 
nonexistence of the records is in itself 
classified, the requester shall be so no-
tified by the DA activity originally re-
ceiving the request that it can neither 
confirm nor deny the existence of the 
record, and no referral shall take place. 

(2) A DA activity shall refer a Pri-
vacy Act request for a classified record 
that it holds to another DOD Compo-
nent, DA activity, or agency outside 
the Department of Defense, if the 
record originated in the other DOD 
Component, DA activity, or outside 
agency, or if the classification is deriv-
ative. The referring DA activity will 
provide the records and a release rec-
ommendation with the referral action. 

(3) Any DA activity receiving a re-
quest that has been misaddressed will 
refer the request to the proper address 
and advise the requester. 

(4) Within DA, referrals will be made 
directly to offices having custody of 
the requested records (unless the De-
nial Authority is the custodian of the 
requested records). If the office receiv-
ing the Privacy Act request does not 
know where the requested records are 
located, the office will contact the DA 
FOIA/P Office, to determine the appro-
priate office for referral. 

(5) The requester will be informed of 
the referral whenever records or a por-
tion of records are, after prior con-
sultation, referred to another activity 
for a release determination and direct 
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response. Additionally, the DA activity 
referral letter will accomplish the fol-
lowing— 

(i) Fully describe the Privacy Act 
system of records from which the docu-
ment was retrieved; and 

(ii) Indicate whether the referring ac-
tivity claims any exemptions in the 
Privacy Act system of records notice. 

(6) Within the DA, an activity will 
refer a Privacy Act request for records 
that it holds but was originated by an-
other activity, to the originating activ-
ity for direct response. An activity will 
not, in any case, release or deny such 
records without prior consultation 
with the originating activity. The re-
quester will be notified of such refer-
ral. 

(7) A DA activity may refer a Privacy 
Act request for records that originated 
in an agency outside of DOD, or that is 
based on information obtained from an 
agency outside the DOD, to that agen-
cy for direct response to the requester, 
only if that agency is subject to the 
Privacy Act. Otherwise, the DA activ-
ity must respond to the request. 

(8) DA activities will not honor any 
Privacy Act requests for investigative, 
intelligence, or any other type of 
records that are on loan to the Depart-
ment of Defense for a specific purpose, 
if the records are restricted from fur-
ther release in writing. Such requests 
will be referred to the agency that pro-
vided the records. 

(9) A DA activity will notify request-
ers seeking National Security Council 
(NSC) or White House documents that 
they should write directly to the NSC 
or White House for such documents. 
DA documents in which the NSC or 
White House have a concurrent review-
ing interest will be forwarded to the 
Department of Defense, Office of Free-
dom of Information and Security Re-
view, which will coordinate with the 
NSC or White House, and return the 
documents to the originating DA activ-
ity after NSC or White House review. 
NSC or White House documents discov-
ered in DA activity files which are re-
sponsive to a Privacy Act request will 
be forwarded to DOD for coordination 
and return with a release determina-
tion. 

(10) To the extent referrals are con-
sistent with the policies expressed 

above; referrals between offices of the 
same DA activity are authorized. 

(l) Reproduction fees. (1) Use fees only 
to recoup direct reproduction costs as-
sociated with granting access. 

(2) DA activities may use discretion 
in their decision to charge for the first 
copy of records provided to an indi-
vidual to whom the records pertain. 
Thereafter, fees will be computed pur-
suant to the fee schedule set forth in 
AR 25–55, including the fee waiver pro-
visions. 

(3) Checks or money orders for fees 
should be made payable to the Treas-
urer of the United States and will be 
deposited in the miscellaneous receipts 
of the treasury account maintained at 
the activity’s finance office. 

(4) Reproduction costs shall only in-
clude the direct costs of reproduction 
and shall not include costs of— 

(i) Time or effort devoted to search-
ing for or reviewing the records by per-
sonnel; 

(ii) Fees not associated with the ac-
tual cost of reproduction; 

(iii) Producing a copy when it must 
be provided to the individual without 
cost under another regulation, direc-
tive, or law; 

(iv) Normal postage; 
(v) Transportation of records or per-

sonnel; or 
(vi) Producing a copy when the indi-

vidual has requested only to review the 
records and has not requested a copy, 
and the only means of allowing review 
is to make a copy (e.g., the records are 
stored in a computer and a copy must 
be printed to provide individual access, 
or the activity does not wish to sur-
render temporarily the original records 
for the individual to review). 

(m) Privacy Act case files. (1) When-
ever an individual submits a Privacy 
Act request, a case file will be estab-
lished. This Privacy Act case file is a 
specific type of file that is governed by 
a specific Privacy Act system of 
records notice. In no instance will the 
individual’s Privacy Act request and 
corresponding Army actions be in-
cluded in the individual’s military per-
sonnel file or other military filing sys-
tems, such as adverse action files or 
general legal files, and in no instance 
will the Privacy Act case file be used 
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to make an adverse determination 
about the individual. 

(2) The case file will be comprised of 
the request for access/amendment, 
grants, refusals, coordination action(s), 
and all related papers. 

§ 505.6 Amendment of records. 

(a) Amended records. (1) Individuals 
are encouraged to periodically review 
the information maintained about 
them in Privacy Act systems of records 
and to familiarize themselves with the 
amendment procedures established by 
this part. 

(2) An individual may request to 
amend records that are retrieved by his 
or her name or personal identifier from 
a system of records unless the system 
has been exempted from the amend-
ment provisions of the Act. The stand-
ard for amendment is that the records 
are inaccurate as a matter of fact rath-
er than judgment, irrelevant, un-
timely, or incomplete. The burden of 
proof is on the requester. 

(3) The system manager or custodian 
must review Privacy Act records for 
accuracy, relevance, timeliness, and 
completeness. 

(4) Amendment procedures are not in-
tended to permit individuals to chal-
lenge events in records that have actu-
ally occurred. Amendment procedures 
only allow individuals to amend those 
items that are factually inaccurate and 
not matters of official judgment (e.g., 
performance ratings, promotion poten-
tial, and job performance appraisals). 
In addition, an individual is not per-
mitted to amend records for events 
that have been the subject of judicial 
or quasi-judicial actions/proceedings. 

(b) Proper amendment requests. (1) 
Amendment requests, except for rou-
tine administrative changes, will be in 
writing. 

(2) When acting on behalf of a first 
party requester, an individual must 
provide written documentation of the 
first party requester’s consent to allow 
the individual to view his or her 
records. 

(3) Amendment is appropriate if it 
can be shown that— 

(i) Circumstances leading up to the 
recorded event were found to be inac-
curately reflected in the document; 

(ii) The record is not identical to the 
individual’s copy; or 

(iii) The document was not con-
structed in accordance with the appli-
cable recordkeeping requirements pre-
scribed in AR 25–400–2, The Army 
Records Information Management Sys-
tem (ARIMS). 

(4) Under the amendment provisions, 
an individual may not challenge the 
merits of an adverse determination. 

(5) U.S. Army Criminal Investigation 
Command (USACIDC) reports of inves-
tigations (PA system of records notice 
A0195–2a USACIDC, Source Register; 
A0195–2b USACIDC, Criminal Investiga-
tion and Crime Laboratory Files) have 
been exempted from the amendment 
provisions of the Privacy Act. Requests 
to amend these reports will be consid-
ered under AR 195–2. Actions taken by 
the Commander of U.S. Army Criminal 
Investigation Command will constitute 
final action on behalf of the Secretary 
of the Army under that regulation. 

(6) Records placed in the National Ar-
chives are exempt from the Privacy 
Act provision allowing individuals to 
request amendment of records. Most 
provisions of the Privacy Act apply 
only to those systems of records that 
are under the legal control of the origi-
nating agency; for example, an agen-
cy’s current operating files or records 
stored at a Federal Records Center. 

(7) Inspector General investigative 
files and action request/complaint files 
(records in system notice A0021–1 
SAIG, Inspector General Records) have 
been exempted from the amendment 
provisions of the Privacy Act. Requests 
to amend these reports will be consid-
ered under AR 20–1 by the Inspector 
General. Action by the Inspector Gen-
eral will constitute final action on be-
half of the Secretary of the Army 
under that regulation. 

(8) Other records that are exempt 
from the amendment provisions of the 
Privacy Act are listed in the applicable 
PA system of records notices. 

(c) Amendment procedures. (1) Re-
quests to amend records should be ad-
dressed to the custodian or system 
manager of the records. The request 
must reasonably describe the records 
to be amended and the changes sought 
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(e.g., deletion, addition, or amend-
ment). The burden of proof is on the re-
quester. The system manager or 
records custodian will provide the indi-
vidual with a written acknowledgment 
of the request within 10 working days 
and will make a final response within 
30 working days of the date the request 
was received. The acknowledgment 
must clearly identify the request and 
inform the individual that final action 
will be forthcoming within 30 working 
days. 

(2) Records for which amendment is 
sought must be reviewed by the proper 
system manager or custodian for accu-
racy, relevance, timeliness, and com-
pleteness. 

(3) If the amendment is appropriate, 
the system manager or custodian will 
physically amend the records accord-
ingly. The requester will be notified of 
such action. 

(4) If the amendment is not war-
ranted, the request and all relevant 
documents, including reasons for not 
amending, will be forwarded to the 
proper Denial Authority within 10 
working days to ensure that the 30 day 
time limit for the final response is 
met. In addition, the requester will be 
notified of the referral. 

(5) Based on the documentation pro-
vided, the Denial Authority will either 
amend the records and notify the re-
quester and the custodian of the 
records of all actions taken, or deny 
the request. If the records are amend-
ed, those who have received the records 
in the past will receive notice of the 
amendment. 

(6) If the Denial Authority deter-
mines that the amendment is not war-
ranted, he or she will provide the re-
quester and the custodian of the 
records reason(s) for not amending. In 
addition, the Denial Authority will 
send the requester an explanation re-
garding his or her right to seek further 
review by the DA Privacy Act Review 
Board, through the Denial Authority, 
and the right to file a concise ‘‘State-
ment of Disagreement’’ to append to 
the individual’s records. 

(i) On receipt of a request for further 
review by the Privacy Act Review 
Board, the Denial Authority will ap-
pend any additional records or back-
ground information that substantiates 

the refusal or renders the case com-
plete; 

(ii) Within 5 working days of receipt, 
forward the appeal to the DA Privacy 
Act Review Board; and 

(iii) Append the servicing Judge Ad-
vocate’s legal review, including a de-
termination that the Privacy Act Re-
view Board packet is complete. 

(d) DA Privacy Act Review Board. (1) 
The DA Privacy Act Review Board acts 
on behalf of the Secretary of the Army 
in deciding appeals of the appropriate 
Denial Authority’s refusal to amend 
records. 

(2) The Board will process an appeal 
within 30 working days of its receipt. 
The General Counsel may authorize an 
additional 30 days when unusual cir-
cumstances and good cause so warrant. 

(3) The Board membership consists of 
the following principal members, com-
prised of three voting and two non-vot-
ing members, or their delegates. 

(4) Three voting members include— 
(i) Administrative Assistant to the 

Secretary of the Army (AASA) who 
acts as the Chairman of the Board; 

(ii) The Judge Advocate General; and 
(iii) The Chief, DA Freedom of Infor-

mation and Privacy Division, U.S. 
Army Records Management and De-
classification Agency. 

(5) In addition, two non-voting mem-
bers include— 

(i) The Chief Attorney, OAASA (or 
designee) who serves as the legal advi-
sor and will be present at all Board ses-
sions to provide legal advice as re-
quired; and 

(ii) Recording Secretary provided by 
the Office of the Administrative Assist-
ant to the Secretary of the Army. 

(e) DA Privacy Act Review Board meet-
ings. (1) The meeting of the Board re-
quires the presence of all five members 
or their designated representatives. 
Other non-voting members with sub-
ject matter expertise may participate 
in a meeting of the Board, at the dis-
cretion of the Chairman. 

(2) Majority vote of the voting mem-
bers is required to make a final deter-
mination on a request before the 
Board. 

(3) Board members, who have denial 
authority, may not vote on a matter 
upon which they took Denial Author-
ity action. However, an individual who 
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took Denial Authority action, or his or 
her representative, may serve as a non- 
voting member when the Board con-
siders matters in the Denial 
Authority’s area of functional speciali-
zation. 

(4) The Board may seek additional in-
formation, including the requester’s of-
ficial personnel file, if relevant and 
necessary to decide the appeal. 

(5) If the Board determines that an 
amendment is warranted (the record is 
inaccurate as a matter of fact rather 
than judgment, irrelevant, untimely, 
or incomplete) it will amend the record 
and notify the requester, the Denial 
Authority, the custodian of the record, 
and any prior recipients of the record, 
of the amendment. 

(6) If the Board determines that 
amendment is unwarranted, they will— 

(i) Obtain the General Counsel’s con-
currence in writing; 

(ii) Respond to the requester with the 
reasons for denial; and 

(iii) Inform the requester of the right 
to file a ‘‘Statement of Disagreement’’ 
with the Board’s action and to seek ju-
dicial review of the Army’s refusal to 
amend. A ‘‘Statement of Disagree-
ment’’ must be received by the system 
manager within 120 days and it will be 
made an integral part of the pertinent 
record. Anyone who may have access 
to, use of, or need to disclose informa-
tion from the record will be aware that 
the record was disputed. The disclosing 
authority may include a brief summary 
of the Board’s reasons for not amend-
ing the disputed record. 

(7) It is inappropriate for the Privacy 
Act Review Board to consider any 
record which is exempt from the 
amendment provision of the Privacy 
Act. 

§ 505.7 Disclosure of personal informa-
tion to other agencies and third 
parties. 

(a) Disclosing records to third parties. 
(1) DA is prohibited from disclosing a 
record from a Privacy Act system of 
records to any person or agency with-
out the prior written consent of the 
subject of the record, except when— 

(i) Pursuant to the twelve Privacy 
Act exceptions. The twelve exceptions 
to the ‘‘no disclosure without consent’’ 
rule are those exceptions which permit 

the release of personal information 
without the individual’s/subject’s con-
sent (See appendix C of this part). 

(ii) The FOIA requires the release of 
the record. One of the twelve excep-
tions to Privacy Act is the FOIA Ex-
ception. If the FOIA requires the re-
lease of information, the information 
must be released. The Privacy Act can 
not prevent release to a third party if 
the FOIA requires release. However, in-
formation must not be discretionarily 
released under the FOIA if the informa-
tion is subject to the Privacy Act’s ‘‘no 
disclosure without consent’’ rule. 

(iii) A routine use applies. Another 
major exception to the ‘‘no disclosure 
without consent’’ rule is the routine 
use exception. The Privacy Act allows 
federal agencies to publish routine use 
exceptions to the Privacy Act. Some 
routine uses are Army specific, DOD 
specific, and Governmentwide. Routine 
uses exceptions are listed in the Pri-
vacy Act system of records notice(s) 
applicable to the Privacy Act records 
in question. The Army and other agen-
cies’ system of records notices may be 
accessed at the Defense Privacy Of-
fice’s Web site http:// 
www.defenselink.mil/privacy. 

(2) The approved twelve exceptions to 
the Privacy Act ‘‘no disclosure without 
consent’’ rule are listed at appendix C 
of this part. 

(b) Disclosing records to other DOD 
components and to federal agencies out-
side the DOD. (1) The twelve Privacy 
Act exceptions referred to in appendix 
C of this part are available to other 
DOD components and to federal agen-
cies outside the DOD as exceptions to 
the Privacy Act’s ‘‘no disclosure with-
out consent’’ rule, with the exception 
of the FOIA exception. The FOIA is not 
an appropriate mechanism for pro-
viding information to other DOD com-
ponents and to federal agencies outside 
the DOD. 

(2) A widely used exception to re-
quests for information from local and 
state government agencies and federal 
agencies not within the DOD is the 
routine use exception to the Privacy 
Act. 

(3) The most widely used exception to 
requests for information from other 
DOD components is the ‘‘intra-agency 
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need to know’’ exception to the Pri-
vacy Act. Officers and employees of the 
DOD who have an official need for the 
records in the performance of their of-
ficial duties are entitled to Privacy 
Act protected information. Rank, posi-
tion, or title alone does not authorize 
access to personal information about 
others. An official need for the infor-
mation must exist before disclosure. 

(4) For the purposes of disclosure and 
disclosure accounting, the Department 
of Defense (DOD) is considered a single 
agency. 

(c) Disclosures under AR 25–55, the 
Freedom of Information Act (FOIA) Pro-
gram. (1) Despite Privacy Act protec-
tions, all records must be disclosed if 
the Freedom of Information Act (FOIA) 
requires their release. The FOIA re-
quires release unless the information is 
exempted by one or more of the nine 
FOIA exemptions. 

(2) Required release under the FOIA. 
The following are examples of personal 
information that is generally not ex-
empt from the FOIA; therefore, it must 
be released to the public, unless cov-
ered by paragraphs (d)(2) and (d)(3) of 
this section. The following list is not 
all inclusive: 

(i) Military Personnel— 
(A) Rank, date of rank, active duty 

entry date, basic pay entry date, and 
gross pay (including base pay, special 
pay, and all allowances except Basic 
Allowance for Housing); 

(B) Present and past duty assign-
ments, future stateside assignments; 

(C) Office/unit name, duties address 
and telephone number (DOD policy 
may require withholding of this infor-
mation in certain circumstances); 

(D) Source of commission, promotion 
sequence number, military awards and 
decorations, and professional military 
education; 

(E) Duty status, at any given time; 
(F) Separation or retirement dates; 
(G) Military occupational specialty 

(MOS); 
(H) Active duty official attendance at 

technical, scientific or professional 
meetings; and 

(I) Biographies and photos of key per-
sonnel (DOD policy may require with-
holding of this information in certain 
circumstances). 

(ii) Federal civilian employees— 

(A) Present and past position titles, 
occupational series, and grade; 

(B) Present and past annual salary 
rates (including performance awards or 
bonuses, incentive awards, merit pay 
amount, Meritorious or Distinguished 
Executive Ranks, and allowances and 
differentials); 

(C) Present and past duty stations; 
(D) Office or duty telephone number 

(DOD policy may require withholding 
of this information in certain cir-
cumstances); and 

(E) Position descriptions, identifica-
tion of job elements, and performance 
standards (but not actual performance 
appraisals), the release of which would 
not interfere with law enforcement 
programs or severely inhibit agency ef-
fectiveness. Performance elements and 
standards (or work expectations) may 
also be withheld when they are so 
intertwined with performance apprais-
als, the disclosure would reveal an indi-
vidual’s performance appraisal. 

(d) Personal information that requires 
protection. (1) The following are exam-
ples of information that is generally 
NOT releasable without the written 
consent of the subject. This list is not 
all inclusive— 

(i) Marital status; 
(ii) Dependents’ names, sex and SSN 

numbers; 
(iii) Civilian educational degrees and 

major areas of study (unless the re-
quest for the information relates to the 
professional qualifications for Federal 
employment); 

(iv) School and year of graduation; 
(v) Home of record; 
(vi) Home address and phone; 
(vii) Age and date of birth; 
(viii) Overseas assignments (present 

or future); 
(ix) Overseas office or unit mailing 

address and duty phone of routinely 
deployable or sensitive units; 

(x) Race/ethnic origin; 
(xi) Educational level (unless the re-

quest for the information relates to 
professional qualifications for federal 
employment); 

(xii) Social Security Number (SSN); 
and 

(xiii) The information that would 
otherwise be protected from mandatory 
disclosure under a FOIA exemption. 
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(2) The Office of the Secretary of De-
fense issued a policy memorandum in 
2001 that provided greater protection of 
DOD personnel in the aftermath of 9/11 
by requiring information that person-
ally identifies DOD personnel be more 
carefully scrutinized and limited. In 
general, the Department of Defense has 
specifically advised that DOD compo-
nents are not to release lists of names, 
duty addresses, present or past position 
titles, grades, salaries, and perform-
ance standards of DOD military mem-
bers and civilian employees. At the of-
fice director level or above, the release 
of information will be limited to the 
name, official title, organization, and 
telephone number, provided a deter-
mination is made that disclosure does 
not raise security or privacy concerns. 
No other information, including room 
numbers, will normally be released 
about these officials. Consistent with 
current policy, information on officials 
below the office director level may con-
tinue to be released if their positions 
or duties require frequent interaction 
with the public. 

(3) Disclosure of records pertaining to 
personnel of overseas, sensitive, or rou-
tinely deployed units shall be prohib-
ited to the extent authorized by 10 
U.S.C. 130b. 

(e) Release of home addresses and home 
telephone numbers. (1) The release of 
home addresses and home telephone 
numbers normally is prohibited. This 
release is normally considered a clear-
ly ‘‘unwarranted invasion’’ of personal 
privacy and is exempt from mandatory 
release under the FOIA. However, home 
addresses and home telephone numbers 
may still be released if— 

(i) The individual has indicated pre-
viously in writing that he or she has no 
objection to the release; 

(ii) The source of the information to 
be released is a public document such 
as commercial telephone directory or 
other public listing; 

(iii) The release is required by Fed-
eral statute (for example, pursuant to 
federally funded state programs to lo-
cate parents who have defaulted on 
child support payments) (See 42 U.S.C. 
653); or 

(iv) The releasing of information is 
pursuant to the routine use exception 

or the ‘‘intra-agency need to know’’ ex-
ception to the Privacy Act. 

(2) A request for a home address or 
telephone number may be referred to 
the last known address of the indi-
vidual for a direct reply by the indi-
vidual to the requester. In such cases, 
the requester shall be notified of the 
referral. 

(3) Do not sell or rent lists of indi-
vidual names and addresses unless such 
action is specifically authorized by the 
appropriate authority. 

(f) Emergency recall rosters. (1) The re-
lease of emergency recall rosters nor-
mally is prohibited. Their release is 
normally considered a clearly ‘‘unwar-
ranted invasion’’ of personal privacy 
and is exempt from mandatory release 
under the FOIA. Emergency recall ros-
ters should only be shared with those 
who have an ‘‘official need to know’’ 
the information, and they should be 
marked ‘‘For Official Use Only’’ (See 
AR 25–55). 

(2) Do not include a person’s SSN on 
an emergency recall roster or their 
spouse’s name. 

(3) Commanders and supervisors 
should give consideration to those indi-
viduals with unlisted phone numbers. 
Commanders and supervisors should 
consider limiting access to an unlisted 
number within the unit. 

(g) Social rosters. (1) Before including 
personal information such as a spouse’s 
name, home addresses, home phone 
numbers, and similar information on 
social rosters or social directories, 
which will be shared with individuals, 
always ask for the individual’s written 
consent. Without their written con-
sent, do not include this information. 

(2) Collection of this information will 
require a Privacy Act Statement which 
clearly tells the individual what infor-
mation is being solicited, the purpose, 
to whom the disclosure of the informa-
tion is made, and whether collection of 
the information is voluntary or manda-
tory. 

(h) Disclosure of personal information 
on group orders. (1) Personal informa-
tion will not be posted on group orders 
so that everyone on the orders can 
view it. Such a disclosure of personal 
information violates the Privacy Act 
and this part. 
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(2) The following are some examples 
of personal information that should 
not be contained in group orders. The 
following list is not all-inclusive— 

(i) Complete SSN; 
(ii) Home addresses and phone num-

bers; or 
(iii) Date of birth. 
(i) Disclosures for established routine 

uses. (1) Records may be disclosed out-
side the DOD without the consent of 
the individual to whom they pertain 
for an established routine use. 

(2) A routine use shall— 
(i) Be compatible with and related to 

the purpose for which the record was 
compiled; 

(ii) Identify the persons or organiza-
tions to which the records may be re-
leased; and 

(iii) Have been published previously 
in the FEDERAL REGISTER. 

(3) Establish a routine use for each 
user of the information outside the De-
partment of Defense who needs official 
access to the records. 

(4) Routine uses may be established, 
discontinued, or amended without the 
consent of the individuals involved. 
However, new or changed routine uses 
must be published in the FEDERAL REG-
ISTER at least 30 days before actually 
disclosing any records. 

(5) In addition to the routine uses 
listed in the applicable systems of 
records notices, ‘‘Blanket Routine 
Uses’’ for all DOD maintained systems 
of records have been established. These 
‘‘Blanket Routine Uses’’ are applicable 
to every record system maintained 
within the DOD unless specifically 
stated otherwise within a particular 
record system. The ‘‘Blanket Routine 
Uses’’ are listed at appendix C of this 
part. 

(j) Disclosure accounting. (1) System 
managers must keep an accurate 
record of all disclosures made from DA 
Privacy Act system of records, includ-
ing those made with the consent of the 
individual, except when records are— 

(i) Disclosed to DOD officials who 
have a ‘‘need to know’’ the information 
to perform official government duties; 
or 

(ii) Required to be disclosed under 
the Freedom of Information Act. 

(2) The purpose for the accounting of 
disclosure is to— 

(i) Enable an individual to ascertain 
those persons or agencies that have re-
ceived information about them; 

(ii) Enable the DA to notify past re-
cipients of subsequent amendments or 
‘‘Statements of Dispute’’ concerning 
the record; and 

(iii) Provide a record of DA compli-
ance with the Privacy Act of 1974, if 
necessary. 

(3) Since the characteristics of 
records maintained within DA vary 
widely, no uniform method for keeping 
the disclosure accounting is prescribed. 

(4) Essential elements to include in 
each disclosure accounting report are— 

(i) The name, position title, and ad-
dress of the person making the disclo-
sure; 

(ii) Description of the record dis-
closed; 

(iii) The date, method, and purpose of 
the disclosure; and 

(iv) The name, position title, and ad-
dress of the person or agency to which 
the disclosure was made. 

(5) The record subject has the right of 
access to the disclosure accounting ex-
cept when— 

(i) The disclosure was made for law 
enforcement purposes under 5 U.S.C. 
552a(b)(7); or 

(ii) The disclosure was made from a 
system of records for which an exemp-
tion from 5 U.S.C. 552a(c)(3) has been 
claimed. 

(6) There are no approved filing pro-
cedures for the disclosure of account-
ing records; however, system managers 
must be able to retrieve upon request. 
With this said, keep disclosure ac-
countings for 5 years after the disclo-
sure, or for the life of the record, 
whichever is longer. 

(7) When an individual requests such 
an accounting, the system manager or 
designee will respond within 20 work-
ing days. 

§ 505.8 Training requirements. 
(a) Training. (1) The Privacy Act re-

quires all heads of Army Staff agen-
cies, field operating agencies, direct re-
porting units, Major Commands, subor-
dinate commands, and installations to 
establish rules of conduct for all per-
sonnel involved in the design, develop-
ment, operation, and maintenance of 
any Privacy Act system of records and 
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to train the appropriate personnel with 
respect to the privacy rules including 
the penalties for non-compliance (See 5 
U.S.C. 552a(e)(9)). 

(2) To meet the training require-
ments, three general levels of training 
must be established. They are— 

(i) Orientation. Training that provides 
basic understanding of this part as it 
applies to the individual’s job perform-
ance. This training will be provided to 
personnel, as appropriate, and should 
be a prerequisite to all other levels of 
training; 

(ii) Specialized training. Training that 
provides information as to the applica-
tion of specific provisions of this part 
to specialized areas of job performance. 
Personnel of particular concern in-
clude, but are not limited to, personnel 
specialists, finance officers, DOD per-
sonnel who may be expected to deal 
with the news media or the public, spe-
cial investigators, paperwork man-
agers, individuals working with med-
ical and security records, records man-
agers, computer systems development 
personnel, computer systems oper-
ations personnel, statisticians dealing 
with personal data and program eval-
uations, contractors and anyone re-
sponsible for implementing or carrying 
out functions under this part. Special-
ized training should be provided on a 
periodic basis; and 

(iii) Managerial training. Training de-
signed to identify for responsible man-
agers (such as senior system managers, 
Denial Authorities, and functional 
managers described in this section) 
issues that they should consider when 
making management decisions affected 
by the Privacy Act Program. 

(b) Training tools. Helpful resources 
include— 

(1) Privacy Act training slides for 
Major Commands and Privacy Act Offi-
cers: Contact the DA FOIA/P Office, or 
slides can be accessed at the Web site 
https://www.rmda.belvoir.army.mil/ 
rmdaxml/rmda/FPHomePage.asp. 

(2) The ‘‘DOJ Freedom of Information 
Act Guide and Privacy Act Overview’’: 
The U.S. Department of Justice, Exec-
utive Office for United States Attor-
neys, Office of Legal Education, 600 E. 
Street, NW., Room 7600, Washington, 
DC 20530, or training programs can be 

accessed at the Web site www.usdoj.gov/ 
usao/eousa/ole.html. 

§ 505.9 Reporting requirements. 

The Department of the Army will 
submit reports, consistent with the re-
quirements of DOD 5400.11–R, OMB Cir-
cular A–130, and as otherwise directed 
by the Defense Privacy Office. Contact 
the DA FOIA/P Office for further guid-
ance regarding reporting requirements. 

§ 505.10 Use and establishment of ex-
emptions. 

(a) Three types of exemptions. (1) There 
are three types of exemptions applica-
ble to an individual’s right to access 
permitted by the Privacy Act. They are 
the Special, General, and Specific ex-
emptions. 

(2) Special exemption (d)(5)—Relieves 
systems of records from the access pro-
vision of the Privacy Act only. This ex-
emption applies to information com-
piled in reasonable anticipation of a 
civil action or proceeding. 

(3) General exemption (j)(2)—Relieves 
systems of records from most require-
ments of the Act. Only Army activities 
actually engaged in the enforcement of 
criminal laws as their primary func-
tion may claim this exemption. 

(4) Specific exemptions (k)(1)–(k)(7)– 
Relieves systems of records from only a 
few provisions of the Act. 

(5) To find out if an exemption is 
available for a particular record, refer 
to the applicable system of records no-
tices. System of records notices will 
state which exemptions apply to a par-
ticular type of record. System of 
records notices that are applicable to 
the Army are contained in DA Pam 25– 
51 (available at the Army Publishing 
Directorate Web site http:// 
www.usapa.army.mil/), the Defense Pri-
vacy Office’s Web site http:// 
www.defenselink.mil/privacy/), or in this 
section). Some of the system of records 
notices apply only to the Army and the 
DOD and some notices are applicable 
government-wide. 

(6) Descriptions of current exemp-
tions are listed in detail at appendix C 
of this part. 

(b) Exemption procedures. (1) For the 
General and Specific exemptions to be 
applicable to the Army, the Secretary 
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of the Army must promulgate exemp-
tion rules to implement them. This re-
quirement is not applicable to the one 
Special exemption which is self-exe-
cuting. Once an exemption is made ap-
plicable to the Army through the ex-
emption rules, it will be listed in the 
applicable system of records notices to 
give notice of which specific types of 
records the exemption applies to. When 
a system manager seeks to have an ex-
emption applied to a certain Privacy 
Act system of records that is not cur-
rently provided for by an existing sys-
tem of records notice, the following in-
formation will be furnished to the DA 
FOIA/P Office— 

(i) Applicable system of records no-
tice; 

(ii) Exemption sought; and 
(iii) Justification. 
(2) After appropriate staffing and ap-

proval by the Secretary of the Army 
and the Defense Privacy Office, it will 
be published in the FEDERAL REGISTER 
as a proposed rule, followed by a final 
rule 60 days later. No exemption may 
be invoked until these steps have been 
completed. 

§ 505.11 Federal Register publishing 
requirements. 

(a) The Federal Register. There are 
three types of documents relating to 
the Privacy Act Program that must be 
published in the FEDERAL REGISTER. 
They are the DA Privacy Program pol-
icy and procedures (AR 340–21), the DA 
exemption rules, and Privacy Act sys-
tem of records notices. 

(b) Rulemaking procedures. (1) DA Pri-
vacy Program procedures and exemp-
tion rules are subject to the formal 
rulemaking process. 

(2) Privacy Act system of records no-
tices are not subject to formal rule-
making and are published in the FED-
ERAL REGISTER as Notices, not Rules. 

(3) The Privacy Program procedures 
and exemption rules are incorporated 
into the Code of Federal Regulations 
(CFR). Privacy Act system of records 
notices are not published in the CFR. 

§ 505.12 Privacy Act enforcement ac-
tions. 

(a) Judicial sanctions. The Act has 
both civil remedies and criminal pen-
alties for violations of its provisions. 

(1) Civil remedies. The DA is subject to 
civil remedies for violations of the Pri-
vacy Act. In addition to specific reme-
dial actions, 5 U.S.C. 552a(g) may pro-
vide for the payment of damages, court 
costs, and attorney’s fees. 

(2) Criminal penalties. A DA official or 
employee may be found guilty of a mis-
demeanor and fined not more than 
$5,000 for willfully— 

(i) Disclosing individually identifi-
able personal information to one not 
entitled to the information; 

(ii) Requesting or obtaining informa-
tion from another’s record under false 
pretenses; or 

(iii) Maintaining a system of records 
without first meeting the public notice 
requirements of the Act. 

(b) Litigation Status Sheet. (1) When a 
complaint citing the Privacy Act is 
filed in a U.S. District Court against 
the Department of the Army, an Army 
Component, a DA Official, or any Army 
employee, the responsible system man-
ager will promptly notify the Army 
Litigation Division, 901 North Stuart 
Street, Arlington, VA 22203–1837. 

(2) The Litigation Status Sheet at 
appendix E of this part provides a 
standard format for this notification. 
At a minimum, the initial notification 
will have items (a) through (f) pro-
vided. 

(3) A revised Litigation Status Sheet 
must be provided at each stage of the 
litigation. 

(4) When a court renders a formal 
opinion or judgment, copies must be 
provided to the Defense Privacy Office 
by the Army Litigation Division. 

(c) Administrative remedies—Privacy 
Act complaints. (1) The installation 
level Privacy Act Officer is responsible 
for processing Privacy Act complaints 
or allegations of Privacy Act viola-
tions. Guidance should be sought from 
the local Staff Judge Advocate and co-
ordination made with the system man-
ager to assist in the resolution of Pri-
vacy Act complaints. The local Privacy 
Act officer is responsible for— 

(i) Reviewing allegations of Privacy 
Act violations and the evidence pro-
vided by the complainants; 

(ii) Making an initial assessment as 
to the validity of the complaint, and 
taking appropriate corrective action; 
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(iii) Coordinating with the local Staff 
Judge Advocate to determine whether 
a more formal investigation such as a 
commander’s inquiry or an AR 15–6 in-
vestigation is appropriate; and 

(iv) Ensuring the decision at the 
local level from either the Privacy Act 
Officer or other individual who di-
rected a more formal investigation is 
provided to the complainant in writing. 

(2) The decision at the local level 
may be appealed to the next higher 
command level Privacy Act Officer. 

(3) A legal review from the next high-
er command level Privacy Act Officer’s 
servicing Staff Judge Advocate is re-
quired prior to action on the appeal. 

§ 505.13 Computer Matching Agree-
ment Program. 

(a) General provisions. (1) Pursuant to 
the Privacy Act and this part, DA 
records may be subject to computer 
matching, i.e., the computer compari-
son of automated systems of records. 

(2) There are two specific kinds of 
Matching Programs covered by the Pri-
vacy Act— 

(i) Matches using records from Fed-
eral personnel or payroll systems of 
records; and 

(ii) Matches involving Federal ben-
efit programs to accomplish one or 
more of the following purposes— 

(A) To determine eligibility for a 
Federal benefit; 

(B) To comply with benefit program 
requirements; and 

(C) To effect recovery of improper 
payments or delinquent debts from cur-
rent or former beneficiaries. 

(3) The comparison of records must 
be computerized. Manual comparisons 
are not covered. 

(4) Any activity that expects to par-
ticipate in a Computer Matching Pro-
gram must contact the DA FOIA/P Of-
fice immediately. 

(5) In all cases, Computer Matching 
Agreements are processed by the De-
fense Privacy Office and approved by 
the Defense Data Integrity Board. 
Agreements will be conducted in ac-
cordance with the requirements of 5 
U.S.C. 552a, and OMB Circular A–130. 

(b) Other matching. Several types of 
computer matching are exempt from 
the restrictions of the Act such as 
matches used for statistics, pilot pro-

grams, law enforcement, tax adminis-
tration, routine administration, back-
ground checks, and foreign counter-
intelligence. The DA FOIA/P Office 
should be consulted if there is a ques-
tion as to whether the Act governs a 
specific type of computer matching. 

§ 505.14 Recordkeeping requirements 
under the Privacy Act. 

(a) AR 25–400–2, The Army Records In-
formation Management System (ARIMS). 
To maintain privacy records are re-
quired by the Army Records Informa-
tion Management System (ARIMS) to 
provide adequate and proper docu-
mentation of the conduct of Army 
business so that the rights and inter-
ests of individuals and the Federal 
Government are protected. 

(b) A full description of the records 
prescribed by this part and their dis-
position/retention requirements are 
found on the ARIMS Web site at https:// 
www.arims.army.mil. 

APPENDIX A TO PART 505—REFERENCES 

(a) The Privacy Act of 1974 (5 U.S.C. 552a, 
as amended). 

(b) OMB Circular No. A–130, Management 
of Federal Information Resources. 

(c) AR 25–55, The Department of the Army 
Freedom of Information Program. 

(d) DA PAM 25–51, The Army Privacy Pro-
gram—System of Records Notices and Ex-
emption Rules. 

(e) DOD Directive 5400.11, Department of 
Defense Privacy Program. 

(f) DOD 5400.11–R, Department of Defense 
Privacy Program. 

(g) AR 25–2, Information Assurance 
(h) AR 25–400–2, The Army Records Infor-

mation Management System (ARIMS). 
(i) AR 27–10, Military Justice. 
(j) AR 40–66, Medical Record Administra-

tion and Health Care Documentation. 
(k) AR 60–20 and AFR 147–14, Army and Air 

Force Exchange Service Operating Policies. 
(l) AR 190–45, Law Enforcement Reporting. 
(m) AR 195–2, Criminal Investigation Ac-

tivities. 
(n) AR 380–5, Department of Army Informa-

tion Security Program. 
(o) DOD Directive 5400–7, DOD Freedom of 

Information Act (FOIA) Program. 
(q) DOD 5400.7–R, DOD Freedom of Infor-

mation Program. 
(r) DOD 6025.18–R, DOD Health Information 

Privacy Regulation (HIPAA). 
(s) U.S. Department of Justice, Freedom of 

Information Act Guide and Privacy Act 
Overview. 
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(t) Office of Secretary of Defense memo-
randum, dated July 15, 2005, subject: Noti-
fying Individuals when Personal Information 
is Lost, Stolen, or Compromised located at 
http://www.army.mil/ciog6/referencs/policy/dos/ 
OSDprivateinfo.pdf. 

APPENDIX B TO PART 505—DENIAL AU-
THORITIES FOR RECORDS UNDER 
THEIR AUTHORITY (FORMERLY AC-
CESS AND AMENDMENT REFUSAL AU-
THORITIES) 

(a) The Administrative Assistant to the 
Secretary of the Army is authorized to act 
for the Secretary of the Army on requests 
for all records maintained by the Office of 
the Secretary of the Army and its serviced 
activities, as well as requests requiring the 
personal attention of the Secretary of the 
Army. This also includes civilian Equal Em-
ployment Opportunity (EEO) actions. (See 
DCS, G–1 for Military Equal Opportunity 
(EO) actions.) The Administrative Assistant 
to the Secretary of the Army has delegated 
this authority to the Chief Attorney, OAASA 
(See DCS, G1 for Military Equal Opportunity 
(EO) actions). 

(b) The Assistant Secretary of the Army 
(Financial Management and Comptroller) is 
authorized to act on requests for finance and 
accounting records. Requests for CONUS fi-
nance and accounting records should be re-
ferred to the Defense Finance and Account-
ing Service (DFAS). The Chief Attorney, 
OAASA, acts on requests for non-finance and 
accounting records of the Assistant Sec-
retary of the Army (Financial Management 
and Comptroller). 

(c) The Assistant Secretary of the Army 
(Acquisition, Logistics, & Technology) is au-
thorized to act on requests for procurement 
records other than those under the purview 
of the Chief of Engineers and the Com-
mander, U.S. Army Materiel Command. The 
Chief Attorney, OAASA, acts on requests for 
non-procurement records of the Assistant 
Secretary of the Army (Acquisition, Logis-
tics and Technology). 

(d) The Deputy Assistant Secretary of the 
Army (Civilian Personnel Policy)/Director of 
Civilian Personnel, Office of the Assistant 
Secretary of the Army (Manpower and Re-
serve Affairs) is authorized to act on re-
quests for civilian personnel records, per-
sonnel administration and other civilian per-
sonnel matters, except for EEO (civilian) 
matters which will be acted on by the Ad-
ministrative Assistant to the Secretary of 
the Army. The Deputy Assistant Secretary 
of the Army (Civilian Personnel Policy)/Di-
rector of Civilian Personnel has delegated 
this authority to the Chief, Policy and Pro-
gram Development Division (NOTE: Requests 
from former civilian employees to amend a 
record in an Office of Personnel Management 

system of records, such as the Official Per-
sonnel Folder, should be sent to the Office of 
Personnel Management, Assistant Director 
for Workforce Information, Compliance, and 
Investigations Group: 1900 E. Street, NW., 
Washington, DC 20415–0001). 

(e) The Chief Information Officer G–6 is au-
thorized to act on requests for records per-
taining to Army Information Technology, 
command, control communications and com-
puter systems and the Information Re-
sources Management Program (automation, 
telecommunications, visual information, 
records management, publications and print-
ing). 

(f) The Inspector General is authorized to 
act on requests for all Inspector General 
Records. 

(g) The Auditor General is authorized to 
act on requests for records relating to audits 
done by the U.S. Army Audit Agency under 
AR 10–2. This includes requests for related 
records developed by the Audit Agency. 

(h) The Director of the Army Staff is au-
thorized to act on requests for all records of 
the Chief of Staff and its Field Operating 
Agencies. The Director of the Army Staff has 
delegated this authority to the Chief Attor-
ney and Legal Services Directorate, U.S. 
Army Resources & Programs Agency (See 
The Judge Advocate General for the General 
Officer Management Office actions). The 
Chief Attorney and Legal Services Director, 
U.S. Army Resources & Programs Agency 
acts on requests for records of the Chief of 
Staff and its Field Operating Agencies (See 
The Judge Advocate General for the General 
Officer Management Office actions). 

(i) The Deputy Chief of Staff, G–3/5/7 is au-
thorized to act on requests for records relat-
ing to International Affairs policy, planning, 
integration and assessments, strategy for-
mulation, force development, individual and 
unit training policy, strategic and tactical 
command and control systems, nuclear and 
chemical matters, use of DA forces. 

(j) The Deputy Chief of Staff, G–8 is au-
thorized to act on requests for records relat-
ing to programming, material integration 
and externally directed reviews. 

(k) The Deputy Chief of Staff, G–1 is au-
thorized to act on the following records: Per-
sonnel board records, Equal Opportunity 
(military) and sexual harassment, health 
promotions, physical fitness and well-being, 
command and leadership policy records, HIV 
and suicide policy, substance abuse programs 
except for individual treatment records 
which are the responsibility of the Surgeon 
General, retiree benefits, services, and pro-
grams (excluding individual personnel 
records of retired military personnel, which 
are the responsibility of the U.S. Army 
Human Resources Command-St. Louis), DA 
dealings with Veterans Affairs, U.S. Soldier’s 
and Airmen’s Home; all retention, pro-
motion, and separation records; all military 
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education records including records related 
to the removal or suspension from a military 
school or class; Junior Reserve Officer Train-
ing Corps (JROTC) and Senior Reserve Offi-
cer Training Corps (SROTC) records; SROTC 
instructor records; U.S. Military Academy 
Cadet Records; recruiting and MOS policy 
issues, personnel travel and transportation 
entitlements, military strength and statis-
tics, The Army Librarian, demographics, and 
Manprint. 

(l) The Deputy Chief of Staff, G–4 is au-
thorized to act on requests for records relat-
ing to DA logistical requirements and deter-
minations, policy concerning materiel main-
tenance and use, equipment standards, and 
logistical readiness. 

(m) The Chief of Engineers is authorized to 
act on requests for records involving civil 
works, military construction, engineer pro-
curement, and ecology; and the records of 
the U.S. Army Engineer divisions, districts, 
laboratories, and field operating agencies. 

(n) The Surgeon General/Commander, U.S. 
Army Medical Command, is authorized to 
act on requests for medical research and de-
velopment records, and the medical records 
of active duty military personnel, depend-
ents, and persons given physical examination 
or treatment at DA medical facilities, to in-
clude alcohol and drug treatment/test 
records. 

(o) The Chief of Chaplains is authorized to 
act on requests for records involving ecclesi-
astical relationships, rites performed by DA 
chaplains, and nonprivileged communica-
tions relating to clergy and active duty 
chaplains’ military personnel files. 

(p) The Judge Advocate General is author-
ized to act on requests for records relating to 
claims, courts-martial, legal services, ad-
ministrative 

(q) The Chief, National Guard Bureau, is 
authorized to act on requests for all per-
sonnel and medical records of retired, sepa-
rated, discharged, deceased, and active Army 
National Guard military personnel, includ-
ing technician personnel, unless such records 
clearly fall within another Denial 
Authority’s responsibility. This authority 
includes, but is not limited to, National 
Guard organization and training files; plans, 
operations, and readiness files, policy files, 
historical files, files relating to National 
Guard military support, drug interdiction, 
and civil disturbances; construction, civil 
works, and ecology records dealing with ar-
mories, facilities within the States, ranges, 
etc.; Equal Opportunity investigative 
records; aviation program records and finan-
cial records dealing with personnel, oper-
ation and maintenance, and equipment budg-
ets. 

(r) The Chief, Army Reserve and Com-
mander, U.S. Army Reserve Command are 
authorized to act on requests for all per-
sonnel and medical records of retired, sepa-

rated, discharged, deceased, and reserve com-
ponent military personnel, and all U.S. 
Army Reserve (USAR) records, unless such 
records clearly fall within another Denial 
Authority’s responsibility. Records under 
the responsibility of the Chief, Army Reserve 
and the Commander, U.S. Army Reserve 
Command include records relating to USAR 
plans, policies, and operations; changes in 
the organizational status of USAR units; 
mobilization and demobilization policies, ac-
tive duty tours, and the Individual Mobiliza-
tion Augmentation program; and all other 
Office of the Chief, Army Reserve (OCAR) 
records and Headquarters, U.S. Army Re-
serve Command records. 

(s) The Commander, United States Army 
Materiel Command (AMC) is authorized to 
act on requests for the records of AMC head-
quarters and to subordinate commands, 
units, and activities that relate to procure-
ment, logistics, research and development, 
and supply and maintenance operations. 

(t) The Provost Marshal General is author-
ized to act on all requests for provost mar-
shal activities and law enforcement func-
tions for the Army, all matters relating to 
police intelligence, physical security, crimi-
nal investigations, corrections and intern-
ment (to include confinement and correc-
tional programs for U.S. prisoners, criminal 
investigations, provost marshal activities, 
and military police support. The Provost 
Marshal General is responsible for the Office 
of Security, Force Protection, and Law En-
forcement Division and is the functional pro-
ponent for AR 190-series (Military Police) 
and 195-series (Criminal Investigation), AR 
630–10 Absent Without Leave, Desertion, and 
Administration of Personnel Involved in Ci-
vilian Court Proceedings, and AR 633–30, 
Military Sentences to Confinement. 

(u) The Commander, U.S. Army Criminal 
Investigation Command, is authorized to act 
on requests for criminal investigative 
records of USACIDC headquarters, and its 
subordinate activities, and military police 
reports. This includes criminal investigation 
records, investigation-in-progress records, 
and all military police records and reports 
that result in criminal investigation reports. 
This authority has been delegated to the Di-
rector, U.S. Army Crime Records Center. 

(v) The Commander, U.S. Army Human Re-
sources Command, is authorized to act on re-
quests for military personnel files relating 
to active duty personnel including, but not 
limited to military personnel matters, mili-
tary education records including records re-
lated to the removal or suspension from a 
military school or class; personnel locator, 
physical disability determinations, and 
other military personnel administration 
records; records relating to military cas-
ualty and memorialization activities; heral-
dic activities, voting, records relating to 
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identification cards, naturalization and citi-
zenship, commercial solicitation, Military 
Postal Service Agency and Army postal and 
unofficial mail service. The Commander, 
U.S. Army Human Resources Command, is 
also authorized to act on requests con-
cerning all personnel and medical records of 
retired, separated, discharged, deceased, and 
reserve component military personnel, un-
less such records clearly fall within another 
Denial Authority’s authority. 

(w) The Commander, U.S. Army Resources 
Command-St. Louis has been delegated au-
thority to act on behalf of the U.S. Army 
Human Resources Commander for requests 
concerning all personnel and medical records 
of retired, separated, discharged, deceased, 
and reserve component military personnel, 
unless such records clearly fall within an-
other Denial Authority’s authority. The au-
thority does not include records relating to 
USAR plans, policies, and operations; 
changes in the organizational status of 
USAR units, mobilization and demobiliza-
tion policies; active duty tours, and the indi-
vidual mobilization augmentation program. 

(x) The Assistant Chief of Staff for Instal-
lation Management is authorized to act on 
requests for records relating to planning, 
programming, execution and operation of 
Army installations. This includes base re-
alignment and closure activities, environ-
mental activities other than litigation, fa-
cilities and housing activities, and installa-
tion management support activities. 

(y) The Commander, U.S. Army Intel-
ligence and Security Command, is author-
ized to act on requests for intelligence and 
security records, foreign scientific and tech-
nological records, intelligence training, in-
telligence threat assessments, and foreign li-
aison information, mapping and geodesy in-
formation, ground surveillance records, in-
telligence threat assessment, and missile in-
telligence data relating to tactical land war-
fare systems. 

(z) The Commander, U.S. Army Combat 
Readiness Center (formerly U.S. Army Safe-
ty Center), is authorized to act on requests 
for Army safety records. 

(aa) The Commander, U.S. Army Test and 
Evaluation Command (ATEC), is authorized 
to act on requests for the records of ATEC 
headquarters, its subordinate commands, 
units, and activities that relate to test and 
evaluation operations. 

(bb) The General Counsel, Army and Air 
Force Exchange Service, is authorized to act 
on requests for Army and Air Force Ex-
change Service records, under AR 60–20/AFR 
147–14. 

(cc) The Commandant, United States Dis-
ciplinary Barracks (USDB) is authorized to 
act on records pertaining to USDB func-
tional area responsibilities relating to the 
administration and confinement of indi-
vidual military prisoners at the USDB. This 

includes, but is not limited to, all records 
pertaining to the treatment of military pris-
oners; investigation of prisoner misconduct; 
management, operation, and administration 
of the USDB confinement facility; and re-
lated programs which fall directly within the 
scope of the Commandant’s functional area 
of command and control. 

(dd) The Commander, U.S. Army Commu-
nity and Family Support Center (USACFSC) 
is authorized to act on requests for records 
pertaining to morale, welfare, recreation, 
and entertainment programs; community 
and family action programs; child develop-
ment centers; non-appropriated funds issues, 
and private organizations on Army installa-
tions. 

(ee) The Commander, Military Surface De-
ployment and Distribution Command (for-
merly Military Traffic Management Com-
mand) is authorized to act on requests for 
records pertaining to military and commer-
cial transportation and traffic management 
records. 

(ff) The Director, Installation Management 
Agency (IMA) is authorized to act on re-
quests for all IMA records. 

(gg) Special Denial Authority’s authority 
for time-event related records may be des-
ignated on a case-by-case basis. These will be 
published in the FEDERAL REGISTER. You 
may contact the Department of the Army, 
Freedom of Information and Privacy Office 
to obtain current information on special del-
egations. 

APPENDIX C TO PART 505—PRIVACY ACT 
STATEMENT FORMAT 

(a) Authority: The specific federal statute 
or Executive Order that authorizes collec-
tion of the requested information. 

(b) Principal Purpose(s): The principal pur-
pose or purposes for which the information is 
to be used. 

(c) Routine Uses(s): Disclosure of the infor-
mation outside DOD. 

(d) Disclosure: Whether providing the infor-
mation is voluntary or mandatory and the 
effects on the individual if he or she chooses 
not to provide the requested information. 

(1) Example of a Privacy Act Statement 
(i) Authority: Emergency Supplement Act 

of 2000; Public Law 106–246; 5 U.S.C. 3013, Sec-
retary of the Army; 10 U.S.C. 5013, Secretary 
of the Navy; 10 U.S.C. 8013, Secretary of the 
Air Force; Department of Defense Directive 
8500.aa, Information Assurance (IA); and E.O. 
9397 (SSN). 

(ii) Principal Purpose(s): To control access 
to DOD information, information based sys-
tems and facilities by authenticating the 
identity of a person using a measurable 
physical characteristic(s). This computer 
system uses software programs to create bio-
metrics templates and summary statistics, 
which are used for purposes such as assessing 
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system performance or identifying problem 
areas. 

(iii) Routine Use(s): None. The DoD ‘‘Blan-
ket Routine Uses’’ set forth at the beginning 
of the Army’s Compilations of System of 
Records Notices applies to this system. 

(iv) Disclosure: Voluntary; however, failure 
to provide the requested information may re-
sult in denial of access to DOD information 
based systems and/or DOD facilities. 

(2) [Reserved] 

APPENDIX D TO PART 505—EXEMPTIONS; 
EXCEPTIONS; AND DOD BLANKET 
ROUTINE USES 

(a) Special Exemption. 5 U.S.C. 552a(d)(5)— 
Denies individual access to any information 
compiled in reasonable anticipation of civil 
action or proceeding. 

(b) General and Specific Exemptions. The 
Secretary of the Army may exempt Army 
systems of records from certain require-
ments of the Privacy Act. The two kinds of 
exemptions that require Secretary of the 
Army enactment are General and Specific 
exemptions. The Army system of records no-
tices for a particular type of record will 
state whether the Secretary of the Army has 
authorized a particular General and Specific 
exemption to a certain type of record. The 
Army system of records notices are pub-
lished in DA Pam 25–51 and on the Defense 
Privacy Office’s Web site http:// 
www.defenselink.mil/privacy/. 

(c) Twelve Exceptions to the ‘‘No Disclosure 
without Consent’’ rule of the Privacy Act. 

(1) 5 U.S.C. 552a(b)(1)—To DOD officers and 
employees who have a need for the record in 
the performance of their official duties. This 
is the ‘‘official need to know concept. 

(2) 5 U.S.C. 552a(b)(2)—FOIA requires re-
lease of the information. 

(3) 5 U.S.C. 552a(b)(3)—The Routine Use Ex-
ception. The Routine Use must be published 
in the FEDERAL REGISTER and the purpose of 
the disclosure must be compatible with the 
purpose for the published Routine Use. The 
applicable Routine Uses for a particular 
record will be listed in the applicable Army 
Systems Notice. 

(4) 5 U.S.C. 552a(b)(4)—To the Bureau of the 
Census to plan or carry out a census or sur-
vey, or related activity pursuant to Title 13 
of the U.S. Code. 

(5) 5 U.S.C. 552a(b)(5)—To a recipient who 
has provided DA or DOD with advance ade-
quate written assurance that the record will 
be used solely as a statistical research or re-
porting record, and the record is to be trans-
ferred in a form that is not individually iden-
tifiable. 

(6) 5 U.S.C. 552a(b)(6)—To the National Ar-
chives and Records Administration as a 
record that has sufficient historical or other 
value to warrant its continued preservation 
by the U.S. Government, or for evaluation by 

the Archivist of the United States or the des-
ignee of the Archivist to determine whether 
the record has such value. 

NOTE: Records transferred to the Federal 
Records Centers for storage remain under 
the control of the DA and no accounting for 
disclosure is required under the Privacy Act. 

(7) 5 U.S.C. 552a(b)(7)—To another agency 
or instrumentality of any governmental ju-
risdiction within or under the control of the 
United States for a civil or criminal law en-
forcement activity, if the activity is author-
ized by law, and if the head of the agency or 
instrumentality has made a written request 
to the Army or the DOD specifying the par-
ticular portion desired and the law enforce-
ment activity for which the record is sought. 

(8) 5 U.S.C. 552a(b)(8)—To a person pursu-
ant to a showing of compelling cir-
cumstances affecting the health or safety of 
an individual if upon such disclosure, notifi-
cation is transmitted to the last known ad-
dress of such individual. 

(9) 5 U.S.C. 552a(b)(9)—To either House of 
Congress, or, to the extent the matter is 
within its jurisdiction, any committee or 
subcommittee thereof, or any joint com-
mittee of Congress or subcommittee of any 
such joint committee. Requests from a Con-
gressional member acting on behalf of a con-
stituent are not included in this exception, 
but may be covered by a routine use excep-
tion to the Privacy Act (See applicable Army 
system of records notice). 

(10) 5 U.S.C. 552a(b)(10)—To the Comp-
troller General or authorized representa-
tives, in the course of the performance of the 
duties of the Government Accountability Of-
fice. 

(11) 5 U.S.C. 552a(b)(11)—Pursuant to the 
order of a court of competent jurisdiction. 
The order must be signed by a judge. 

(12) 5 U.S.C. 552a(b)(12)—To a consumer re-
porting agency in accordance with section 
3711(e) of Title 31 of the U.S. Code. The name, 
address, SSN, and other information identi-
fying the individual; amount, status, and 
history of the claim; and the agency or pro-
gram under which the case arose may be dis-
closed. However, before doing so, agencies 
must complete a series of steps designed to 
validate the debt and to offer the individual 
an opportunity to repay it. 

(d) DOD Blanket Routine Uses. In addition 
to specific routine uses which are listed in 
the applicable Army system of record no-
tices, certain ‘‘Blanket Routine Uses’’ apply 
to all DOD maintained systems of records. 
These are listed on the Defense Privacy Of-
fice’s Web site http://www.defenselink.mil/pri-
vacy/. These ‘‘Blanket Routine Uses’’ are not 
specifically listed in each system of records 
notice as the specific routine uses are. The 
current DOD ‘‘Blanket Routine Uses’’ are as 
follows— 
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(1) Law Enforcement Routine Use. If a sys-
tem of records maintained by a DOD compo-
nent to carry out its functions indicates a 
violation or potential violation of law, 
whether civil, criminal or regulatory in na-
ture, and whether arising by general statute 
or by regulation, rule, or order issued pursu-
ant thereto, the relevant records in the sys-
tem of records may be referred, as a routine 
use, to the agency concerned, whether fed-
eral, state, local, or foreign, charged with 
the responsibility of investigating or pros-
ecuting such violation or charged with en-
forcing or implementing the statute, rule, 
regulation or order issued pursuant thereto. 

(2) Disclosure When Requesting Information 
Routine Use. A record from a system of 
records maintained by a DOD component 
may be disclosed as a routine use to a Fed-
eral, State, or local agency maintaining 
civil, criminal, or other relevant enforce-
ment information or other pertinent infor-
mation, such as current licenses, if necessary 
to obtain information relevant to a DOD 
Component decision concerning the hiring or 
retention of an employee, the issuance of a 
security clearance, the letting of a contract, 
or the issuance of a license, grant or other 
benefit. 

(3) Disclosure of Requested Information Rou-
tine Use. A record from a system of records 
maintained by a DOD component may be dis-
closed to a Federal agency, in response to its 
request, in connection with the hiring or re-
tention of an employee, the issuance of a se-
curity clearance, the reporting of an inves-
tigation of an employee, the letting of a con-
tract, or the issuance of a license, grant, or 
other benefit by the requesting agency, to 
the extent that the information is relevant 
and necessary to the requesting agency’s de-
cision on the matter. 

(4) Congressional Inquiries Disclosure Routine 
Use. Disclosure from a system of records 
maintained by a DOD component may be 
made to a congressional office from the 
record of an individual in response to an in-
quiry from the congressional office made at 
the request of that individual. 

(5) Private Relief Legislation Routine Use. 
Relevant information contained in all sys-
tems of records of DOD published on or be-
fore August 22, 1975, may be disclosed to Of-
fice of Management and Budget in connec-
tion with the review of private relief legisla-
tion, as set forth in OMB Circular A–19, at 
any stage of the legislative coordination and 
clearance process as set forth in that Cir-
cular. 

(6) Disclosures Required by International 
Agreements Routine Use. A record from a sys-
tem of records maintained by a DOD Compo-
nent may be disclosed to foreign law enforce-
ment, security, investigatory, or administra-
tive authorities in order to comply with re-
quirements imposed by, or to claim rights 
conferred in, international agreements and 

arrangements including those regulating the 
stationing and status in foreign countries of 
DOD military and civilian personnel. 

(7) Disclosure to State and Local Taxing Au-
thorities Routine Use. Any information nor-
mally contained in Internal Revenue Service 
Form W–2, which is maintained in a record 
from a system of records maintained by a 
DOD component, may be disclosed to state 
and local taxing authorities with which the 
Secretary of the Treasury has entered into 
agreements pursuant to 5 U.S.C. sections 
5516, 5517, and 5520 and only to those state 
and local taxing authorities for which an em-
ployee or military member is or was subject 
to tax regardless of whether tax is or was 
withheld. This routine use is in accordance 
with Treasury Fiscal Requirements Manual 
Bulletin 76–07. 

(8) Disclosure to the Office of Personnel Man-
agement Routine Use. A record from a system 
of records subject to the Privacy Act and 
maintained by a DA activity may be dis-
closed to the Office of Personnel Manage-
ment concerning information on pay and 
leave, benefits, retirement deductions, and 
any other information necessary for Office of 
Personnel Management to carry out its le-
gally authorized Government-wide personnel 
management functions and studies. 

(9) Disclosure to the Department of Justice for 
Litigation Routine Use. A record from a sys-
tem of records maintained by a DOD compo-
nent may be disclosed as a routine use to 
any component of the Department of Justice 
for the purpose of representing the Depart-
ment of Defense, or any officer, employee, or 
member of the Department in pending or po-
tential litigation to which the record is per-
tinent. 

(10) Disclosure to Military Banking Facilities 
Overseas Routine Use. Information as to cur-
rent military addresses and assignments 
may be provided to military banking facili-
ties who provide banking services overseas 
and who are reimbursed by the Government 
for certain checking and loan losses. For per-
sonnel separated, discharged, or retired from 
the Armed forces, information as to last 
known residential or home of record address 
may be provided to the military banking fa-
cility upon certification by a banking facil-
ity officer that the facility has a returned or 
dishonored check negotiated by the indi-
vidual or the individual has defaulted on a 
loan and that if restitution is not made by 
the individual, the U.S. Government will be 
liable for the losses the facility may incur. 

(11) Disclosure of Information to the General 
Services Administration Routine Use. A record 
from a system of records maintained by a 
DOD component may be disclosed as a rou-
tine use to the General Services Administra-
tion for the purpose of records management 
inspections conducted under authority of 44 
U.S.C. Sections 2904 and 2906. 
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(12) Disclosure of Information to National Ar-
chives and Records Administration Routine Use. 
A record from a system of records main-
tained by a DOD component may be dis-
closed as a routine use to NATIONAL AR-
CHIVES AND RECORDS ADMINISTRATION 
for the purpose of records management in-
spections conducted under authority of 44 
U.S.C. sections 2904 and 2906. 

(13) Disclosure to the Merit Systems Protection 
Board Routine Use. A record from a system of 
records maintained by a DOD component 
may be disclosed as a routine use to the 
Merit Systems Protection Board, including 
the Office of the Special Counsel for the pur-
pose of litigation, including administrative 
procedures, appeals, special studies of the 
civil service and other merit systems, review 
of Office of Personnel Management or com-
ponent rules and regulations, investigation 
of alleged or possible prohibited personnel 
practices, including administrative pro-
ceedings involving any individual subject of 
a DOD investigation, and such other func-
tions, promulgated in 5 U.S.C. sections 1205 
and 1206, or as may be authorized by law. 

(14) Counterintelligence Purposes Routine 
Use. A record from a system of records main-
tained by a DOD component may be dis-
closed as a routine use outside the DOD or 
the U.S. Government for the purpose of 
counterintelligence activities authorized by 
U.S. Law or Executive Order or for the pur-
pose of enforcing laws, which protect the na-
tional security of the United States. 

APPENDIX E TO PART 505—LITIGATION 
STATUS SHEET 

(a) Case Number: The number used by a DA 
activity for reference purposes; Requester; 

(b) Document Title or Description: Indi-
cates the nature of the case, such as ‘‘Denial 
of access’’, ‘‘Refusal to amend,’’ ‘‘Incorrect 
records’’, or other violations of the Act 
(specify); 

(c) Litigation: Date complaint filed, Court, 
and Case File Number; 

(d) Defendants: DOD component and indi-
vidual; 

(e) Remarks: Brief explanation of what the 
case is about; 

(f) Court action: Court’s finding and dis-
ciplinary action (if applicable); and 

(g) Appeal (If applicable): Date complaint 
filed, court, case File Number, court’s find-
ing, disciplinary action (if applicable). 

APPENDIX F TO PART 505—EXAMPLE OF 
A SYSTEM OF RECORDS NOTICE 

(a) Additional information and guidance on 
Privacy Act system of records notices are 
found in DA PAM 25–51. The following ele-
ments comprise a Privacy Act system of 
records notice for publication in the FED-
ERAL REGISTER: 

(b) System Identifier: A0025–55 AHRC—DA 
FOIA/P Office assigns the notice number, for 
example, A0025–55, where ‘‘A’’ indicates 
‘‘Army,’’ the next number represents the 
publication series number related to the sub-
ject matter, and the final letter group shows 
the system manager’s command. In this 
case, it would be U.S. Army Human Re-
sources Command. 

(c) System Name: Use a short, specific, plain 
language title that identifies the system’s 
general purpose (limited to 55 characters). 

(d) System Location: Specify the address of 
the primary system and any decentralized 
elements, including automated data systems 
with a central computer facility and input or 
output terminals at separate locations. Use 
street address, 2-letter state abbreviations 
and 9-digit ZIP Codes. Spell out office 
names. Do not use office symbols. 

(e) Categories of Individuals: Describe the 
individuals covered by the system. Use non- 
technical, specific categories of individuals 
about whom the Department of Army keeps 
records. Do not use categories like ’’all 
Army personnel’’ unless that is truly accu-
rate. 

(f) Categories of Records in the System: De-
scribe in clear, plain language, all categories 
of records in the system. List only docu-
ments actually kept in the system. Do not 
identify source documents that are used to 
collect data and then destroyed. Do not list 
form numbers. 

(g) Authority for Maintenance of the System: 
Cite the specific law or Executive Order that 
authorizes the maintenance of the system. 
Cite the DOD directive/instruction or De-
partment of the Army Regulation(s) that au-
thorizes the Privacy Act system of records. 
Always include titles with the citations. 
Note: Executive Order 9397 authorizes using 
the SSN as a personal identifier. Include this 
authority whenever the SSN is used to re-
trieve records. 

(h) Purpose(s): List the specific purposes for 
maintaining the system of records by the ac-
tivity. 

(i) Routine Use(s): The blanket routine uses 
that appear at the beginning of each Compo-
nent compilation apply to all systems notice 
unless the individual system notice specifi-
cally states that one or more of them do not 
apply to the system. Blanket Routine Uses 
are located at the beginning of the Compo-
nent listing of systems notices and are not 
contained in individual system of records no-
tices. However, specific routine uses are list-
ed in each applicable system of records no-
tice. List the specific activity to which the 
record may be released, for example ‘‘To the 
Veterans Administration’’ or ‘‘To state and 
local health agencies’’. For each routine user 
identified, include a statement as to the pur-
pose or purposes for which the record is to 
release to that activity. Do not use general 
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statements, such as ‘‘To other federal agen-
cies as required’’ or ‘‘To any other appro-
priate federal agency’’. 

(j) Polices and Practices for Storing, Retriev-
ing, Accessing, Retaining, and Disposing of 
Records in the System: 

(k) Storage: State the medium in which DA 
maintains the records; for example, in file 
folders, card files, microfiche, computer, or a 
combination of those methods. Storage does 
not refer to the storage container. 

(l) Retrievability: State how the Army re-
trieves the records; for example, by name, 
fingerprints or voiceprints. 

(m) Safeguards: Identify the system safe-
guards; for example, storage in safes, vaults, 
locked cabinets or rooms, use of guards, vis-
itor controls, personnel screening, computer 
systems software, and so on. Describe safe-
guards fully without compromising system 
security. 

(n) Retention and Disposal. State how long 
AR 25–400–2 requires the activity to maintain 
the records. Indicate when or if the records 
may be transferred to a Federal Records Cen-
ter and how long the record stays there. 
Specify when the Records Center sends the 
record to the National Archives or destroys 
it. Indicate how the records may be de-
stroyed. 

(o) System Manager(s) and Address: List the 
position title and duty address of the system 
manager. For decentralized systems, show 
the locations, the position, or duty title of 
each category of officials responsible for any 
segment of the system. 

(p) Notification Procedures: List the title 
and duty address of the official authorized to 
tell requesters if their records are in the sys-
tem. Specify the information a requester 
must submit; for example, full name, mili-
tary status, SSN, date of birth, or proof of 
identity, and so on. 

(q) Record Access Procedures: Explain how 
individuals may arrange to access their 
records. Include the titles or categories of of-
ficials who may assist; for example, the sys-
tem manager. 

(r) Contesting Records Procedures: The 
standard language to use is ‘‘The Army’s 
rules for accessing records, and for con-
testing contents and appealing initial agency 
determinations are contained in Army Regu-
lation 25–71; 32 CFR part 505; or may be ob-
tained from the system manager.’’ 

(s) Record Source Categories: Show cat-
egories of individuals or other information 
sources for the system. Do not list confiden-
tial sources protected by 5 U.S.C. 552a(k)(2), 
(k)(5), or (k)(7). 

(t) Exemptions Claimed for the System: Spe-
cifically list any approved exemption includ-
ing the subsection in the Act. When a system 
has no approved exemption, write ‘‘none’’ 
under this heading. 

APPENDIX G TO PART 505—MANAGEMENT 
CONTROL EVALUATION CHECKLIST 

(a) Function. The function covered by this 
checklist is DA Privacy Act Program. 

(b) Purpose. The purpose of this checklist is 
to assist Denial Authorities and Activity 
Program Coordinators in evaluating the key 
management controls listed below. This 
checklist is not intended to cover all con-
trols. 

(c) Instructions. Answer should be based on 
the actual testing of key management con-
trols (e.g., document analysis, direct obser-
vation, sampling, simulation, other). An-
swers that indicate deficiencies should be ex-
plained and corrective action indicated in 
supporting documentation. These manage-
ment controls must be evaluated at least 
once every five years. Certificate of this 
evaluation has been conducted and should be 
accomplished on DA Form 11–2–R (Manage-
ment Control Evaluation Certification 
Statement). 

TEST QUESTIONS 

a. Is a Privacy Act Program established 
and implemented in your organization? 

b. Is an individual appointed to implement 
the Privacy Act requirements? 

c. Are provisions of AR 25–71 concerning 
protection of OPSEC sensitive information 
regularly brought to the attention of man-
agers responsible for responding to Privacy 
Act requests and those responsible for con-
trol of the Army’s records? 

d. When more than twenty working days 
are required to respond, is the Privacy Act 
requester informed, explaining the cir-
cumstance requiring the delay and provided 
an appropriate date for completion. 

e. Are Accounting Disclosures Logs being 
maintained? 

Comments: Assist in making this a better 
tool for evaluating management controls. 
Submit comments to the Department of 
Army, Freedom of Information and Privacy 
Division. 

APPENDIX H TO PART 505—DEFINITIONS 

FUNCTION 

(a) Access. Review or copying a record or 
parts thereof contained in a Privacy Act sys-
tem of records by an individual. 

(b) Agency. For the purposes of disclosing 
records subject to the Privacy Act, Compo-
nents of the Department of Defense are con-
sidered a single agency. For other purposes 
including access, amendment, appeals from 
denials of access or amendment, exempting 
systems of records, and recordkeeping for re-
lease to non-DOD agencies, the Department 
of the Army is considered its own agency. 

(c) Amendment. The process of adding, de-
leting, or changing information in a system 
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of records to make the data accurate, rel-
evant, timely, or complete. 

(d) Computer Matching Agreement. An agree-
ment to conduct a computerized comparison 
of two or more automated systems of records 
to verify eligibility for payments under Fed-
eral benefit programs or to recover delin-
quent debts for these programs. 

(e) Confidential Source. A person or organi-
zation who has furnished information to the 
Federal Government under an express prom-
ise that the person’s or the organization’s 
identity would be held in confidence or under 
an implied promise of such confidentiality if 
this implied promise was made before Sep-
tember 27, 1975. 

(f) Cookie. A mechanism that allows the 
server to store its own information about a 
user on the user’s own computer. Cookies are 
embedded in the HTML information flowing 
back and forth between the user’s computer 
and the servers. They allow user-side 
customization of Web information. Nor-
mally, cookies will expire after a single ses-
sion. 

(g) Defense Data Integrity Board. The Board 
oversees and coordinates all computer 
matching programs involving personal 
records contained in systems of records 
maintained by the DOD Component; reviews 
and approves all computer matching agree-
ments between the Department of Defense 
(DOD) and other Federal, State, and local 
governmental agencies, as well as memo-
randa of understanding when the match is 
internal to the DOD. 

(h) Disclosure. The transfer of any personal 
information from a Privacy Act system of 
records by any means of communication 
(such as oral, written, electronic mechan-
ical, or actual review) to any persons, pri-
vate entity, or government agency, other 
than the subject of the record, the subject’s 
designated agent or the subject’s legal 
guardian. Within the context of the Privacy 
Act and this part, this term applies only to 
personal information that is a part of a Pri-
vacy Act system of records. 

(i) Deceased Individuals. The Privacy Act 
confers no rights on deceased persons, nor 
may their next-of-kin exercise any rights for 
them. However, family members of deceased 
individuals have their own privacy right in 
particularly sensitive, graphic, personal de-
tails about the circumstances surrounding 
an individual’s death. This information may 
be withheld when necessary to protect the 
privacy interests of surviving family mem-
bers. Even information that is not particu-
larly sensitive in and of itself may be with-
held to protect the privacy interests of sur-
viving family members if disclosure would 
rekindle grief, anguish, pain, embarrass-
ment, or cause a disruption of their peace 
minds. Because surviving family members 
use the deceased’s Social Security Number 
to obtain benefits, DA personnel should con-

tinue to protect the SSN of deceased individ-
uals. 

(j) Individual. A living person who is a cit-
izen of the United States or an alien lawfully 
admitted for permanent residence. The par-
ent or legal guardian of a minor also may act 
on behalf of an individual. Members of the 
United States Armed Forces are individuals. 
Corporations, partnerships, sole proprietor-
ships, professional groups, businesses, wheth-
er incorporated or unincorporated, and other 
commercial entities are not individuals. 

(k) Individual Access. The subject of a Pri-
vacy Act file or his or her designated agent 
or legal guardian has access to information 
about them contained in the Privacy Act 
file. The term individual generally does not 
embrace a person acting on behalf of a com-
mercial entity (for example, sole proprietor-
ship or partnership). 

(l) Denial Authority (formerly Access and 
Amendment Refusal Authority). The Army 
Staff agency head or major Army com-
mander designated authority by this part to 
deny access to, or refuse amendment of, 
records in his or her assigned area or func-
tional specialization. 

(m) Maintain. Includes keep, collect, use or 
disseminate. 

(n) Members of the Public. Individuals or 
parties acting in a private capacity. 

(o) Minor. An individual under 18 years of 
age, who is not married and who is not a 
member of the Department of the Army. 

(p) Official Use. Within the context of this 
part, this term is used when Department of 
the Army officials and employees have dem-
onstrated a need for the use of any record or 
the information contained therein in the per-
formance of their official duties. 

(q) Personal Information. Information about 
an individual that identifies, relates, or is 
unique to, or describes him or her, e.g., a so-
cial security number, age, military rank, ci-
vilian grade, marital status, race, salary, 
home/office phone numbers, etc. 

(r) Persistent cookies. Cookies that can be 
used to track users over time and across dif-
ferent Web sites to collect personal informa-
tion. 

(s) Personal Identifier. A name, number, or 
symbol that is unique to an individual, usu-
ally the person’s name or SSN. 

(t) System of Records. A group of records 
under the control of the DA from which in-
formation is filed and retrieved by individ-
uals’ names or other personal identifiers as-
signed to the individuals. System notices for 
all systems of records must be published in 
the FEDERAL REGISTER. A grouping of 
records arranged chronologically or subjec-
tively that are not retrieved by individuals’ 
names or identifiers is not a Privacy Act sys-
tem of records, even though individual infor-
mation could be retrieved by individuals’ 
names or personal identifiers, such as 
through a paper-by-paper search. 
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(u) Privacy Advisory. A statement required 
when soliciting personally identifying infor-
mation by a Department of the Army Web 
site and the information is not maintained 
in a system of records. The Privacy Advisory 
informs the individual why the information 
is being solicited and how it will be used. 

(v) Privacy Impact Assessment (PIA). An 
analysis, which considers information sensi-
tivity, vulnerability, and cost to a computer 
facility or word processing center in safe-
guarding personal information processed or 
stored in the facility. 

(w) Privacy Act (PA) Request. A request 
from an individual for information about the 
existence of, access to, or amendment of 
records pertaining to that individual located 
in a Privacy Act system of records. The re-
quest must cite or implicitly refer to the 
Privacy Act of 1974. 

(x) Protected Personal Information. Informa-
tion about an individual that identifies, re-
lates to, is unique to, or describes him or her 
(e.g., home address, date of birth, social se-
curity number, credit card, or charge card 
account, etc.). 

(y) Records. Any item, collection, or group-
ing of information, whatever the storage 
media (e.g., paper, electronic, etc), about an 
individual that is maintained by a DOD Com-
ponent, including but not limited to, his or 
her education, financial transactions, med-
ical history, criminal or employment history 
and that contains his or her name, or the 
identifying number, symbol, or other identi-
fying particular assigned to the individual, 
such as a finger or voice print or a photo-
graph. 

(z) Records Maintenance and Use. Any ac-
tion involving the storage, retrieval, and 
handling of records kept in offices by or for 
the agency. 

(aa) Review Authority. An official charged 
with the responsibility to rule on adminis-
trative appeals of initial denials of requests 
for notification, access, or amendment of 
records. Additionally, the Office of Personnel 
Management is the review authority for ci-
vilian official personnel folders or records 
contained in any other OMP record. 

(bb) Routine Use. Disclosure of a record 
outside DOD without the consent of the sub-
ject individual for a use that is compatible 
with the purpose for which the information 
was collected and maintained by DA. A rou-
tine use must be included in the notice for 
the Privacy Act system of records published 
in the FEDERAL REGISTER. 

(cc) Statistical record. A record in a system 
of records maintained for statistical re-
search or reporting purposes and not used in 
whole or in part in making determinations 
about specific individuals. 

(dd) System Manager. An official who has 
overall responsibility for policies and proce-
dures for operating and safeguarding a Pri-
vacy Act system of records. 

(ee) Third-party cookies. Cookies placed on 
a user’s hard drive by Internet advertising 
networks. The most common third-party 
cookies are placed by the various companies 
that serve the banner ads that appear across 
many Web sites. 

(ff) Working Days. Days excluding Satur-
day, Sunday, and legal holidays. 

PART 507—MANUFACTURE AND 
SALE OF DECORATIONS, MED-
ALS, BADGES, INSIGNIA, COM-
MERCIAL USE OF HERALDIC DE-
SIGNS AND HERALDIC QUALITY 
CONTROL PROGRAM 

Subpart A—Introduction 

Sec. 
507.1 Purpose. 
507.2 References. 
507.3 Explanation of abbreviations and 

terms. 
507.4 Responsibilities. 
507.5 Statutory authority. 

Subpart B—Manufacture and Sale of 
Decorations, Medals, Badges, and Insignia 

507.6 Authority to manufacture. 
507.7 Authority to sell. 
507.8 Articles authorized for manufacture 

and sale. 
507.9 Articles not authorized for manufac-

ture or sale. 

Subpart C—Commercial Use of Heraldic 
Designs 

507.10 Incorporation of designs or likenesses 
of approved designs in commercial arti-
cles. 

507.11 Reproduction of designs. 
507.12 Possession and wearing. 

Subpart D—Heraldic Quality Control 
Program 

507.13 General. 
507.14 Controlled heraldic items. 
507.15 Certification of heraldic items. 
507.16 Violations and penalties. 
507.17 Procurement and wear of heraldic 

items. 
507.18 Processing complaints of alleged 

breach of policies. 

AUTHORITY: 10 U.S.C. 3012, 18 U.S.C. 701, 18 
U.S.C. 702 

SOURCE: 63 FR 27208, May 18, 1998, unless 
otherwise noted. 
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