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SUBCHAPTER A—AID OF CIVIL AUTHORITIES AND PUBLIC 
RELATIONS 

PARTS 400–500 [RESERVED] 

PART 504—OBTAINING INFORMA-
TION FROM FINANCIAL INSTITU-
TIONS 

Sec. 
504.1 General. 
504.2 Procedures. 

APPENDIX A TO PART 504—REQUEST FOR BASIC 
IDENTIFYING ACCOUNT DATA—SAMPLE 
FORMAT. 

APPENDIX B TO PART 504—CUSTOMER CONSENT 
AND AUTHORIZATION FOR ACCESS—SAMPLE 
FORMAT. 

APPENDIX C TO PART 504—CERTIFICATE OF 
COMPLIANCE WITH THE RIGHT TO FINAN-
CIAL PRIVACY ACT OF 1978—SAMPLE FOR-
MAT. 

APPENDIX D TO PART 504—FORMAL WRITTEN 
REQUEST FOR ACCESS—SAMPLE FORMAT. 

APPENDIX E TO PART 504—CUSTOMER NOTICE 
OF FORMAL WRITTEN REQUEST—SAMPLE 
FORMAT. 

AUTHORITY: 12 U.S.C. 3401 et seq., Pub. L. 
95–630, unless otherwise noted. 

SOURCE: 70 FR 60723, Oct. 19, 2005, unless 
otherwise noted. 

§ 504.1 General. 

(a) Purpose. This part provides DA 
policies, procedures, and restrictions 
governing access to and disclosure of 
financial records maintained by finan-
cial institutions during the conduct of 
Army investigations or inquiries. 

(b) Applicability and scope. (1) This 
part applies to the Active Army, the 
Army National Guard of the United 
States (ARNGUS)/Army National 
Guard (ARNG), and the United States 
Army Reserve unless otherwise stated. 

(2) The provisions of 12 U.S.C. 3401 et 
seq. do not govern obtaining access to 
financial records maintained by finan-
cial institutions located outside of the 
territories of the United States, Puerto 
Rico, the District of Columbia, Guam, 
American Samoa, or the Virgin Is-
lands. The procedures outlined in 
§ 504.2(d)(4) will be followed in seeking 
access to financial information from 
these facilities. 

(3) This part also applies to financial 
records maintained by financial insti-
tutions as defined in § 504.1(c)(1). 

(c) Explanation of terms. (1) For pur-
poses of this part, the following terms 
apply: 

(i) Financial institution. Any office 
of a— 

(A) Bank. 
(B) Savings bank. 
(C) Card issuer as defined in section 

103 of the Consumers Credit Protection 
Act (15 U.S.C. 1602(n)). 

(D) Industrial loan company. 
(E) Trust company. 
(F) Savings association. 
(G) Building and loan association. 
(H) Homestead association (including 

cooperative banks). 
(I) Credit union. 
(J) Consumer finance institution. 
(ii) This includes only those offices 

located in any State or territory of the 
United States, or in the District of Co-
lumbia, Puerto Rico, Guam, American 
Samoa, or the Virgin Islands. 

(2) Financial record. An original 
record, its copy, or information known 
to have been derived from the original 
record held by a financial institution, 
pertaining to a customer’s relationship 
with the financial institution. 

(3) Person. An individual or partner-
ship of five or fewer individuals. (Per 
DODD 5400.12.) 

(4) Customer. Any person or author-
ized representative of that person— 

(i) Who used or is using any service of 
a financial institution. 

(ii) For which a financial institution 
is acting or has acted as a fiduciary for 
an account maintained in the name of 
that person. 

(5) Law enforcement inquiry. A lawful 
investigation or official proceeding in-
quiring into a violation of, or failure to 
comply with, a criminal or civil stat-
ute or any regulation, rule, or order 
issued pursuant thereto. 

(6) Army law enforcement office. Any 
army element, agency, or unit author-
ized to conduct investigations under 
the Uniform Code of Military Justice 
or Army regulations. This broad defini-
tion of Army law enforcement office 
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includes military police, criminal in-
vestigation, inspector general, and 
military intelligence activities con-
ducting investigations of suspected 
violations of law or regulation. 

(7) Personnel security investigation. An 
investigation required to determine a 
person’s eligibility for access to classi-
fied information, assignment or reten-
tion in sensitive duties, or other des-
ignated duties requiring such inves-
tigation. Personnel security investiga-
tion includes investigations of subver-
sive affiliations, suitability informa-
tion, or hostage situations conducted 
to make personnel security determina-
tions. It also includes investigations of 
allegations that— 

(i) Arise after adjudicative action, 
and 

(ii) Require resolution to determine a 
person’s current eligibility for access 
to classified information or assignment 
or retention in a sensitive position. 
With DA, the Defense Investigative 
Service conducts personnel security in-
vestigations. 

(d) Policy—(1) Customer consent. It is 
DA policy to seek customer consent to 
obtain a customer’s financial records 
from a financial institution unless 
doing so would compromise or harm-
fully delay a legitimate law enforce-
ment inquiry. If the person declines to 
consent to disclosure, the alternative 
means of obtaining the records author-
ized by this part will be used. (See 
§ 504.2 (c) through (g).) 

(2) Access requests. Except as provided 
in paragraph (d)(3) of this section and 
§§ 504.1(f)(1), 504.2(g) and 504.2(j), Army 
investigative elements may not have 
access to or obtain copies of the infor-
mation in the financial records of any 
customer from a financial institution 
unless the financial records are reason-
ably described and the— 

(i) Customer has authorized such dis-
closure (§ 504.2(b)); 

(ii) Financial records are disclosed in 
response to a search warrant which 
meets the requirements of § 504.2(d); 

(iii) Financial records are disclosed 
in response to a judicial subpoena 
which meets the requirements of 
§ 504.2(e); or 

(iv) Financial records are disclosed in 
response to a formal written request 

which meets the requirements of 
§ 504.2(f). 

(3) Voluntary information. Nothing in 
this part will preclude any financial in-
stitution, or any officer, employee, or 
agent of a financial institution, from 
notifying an Army investigative ele-
ment that such institution, or officer, 
employee or agent has information 
which may be relevant to a possible 
violation of any statute or regulation. 

(e) Authority. (1) Law enforcement of-
fices are authorized to obtain records 
of financial institutions per this part, 
except as provided in § 504.2(e). 

(2) The head of a law enforcement of-
fice of field grade rank or higher (or an 
equivalent grade civilian official) is au-
thorized to initiate requests for such 
records. 

(f) Exceptions and waivers. (1) A law 
enforcement office may issue a formal 
written request for basic identifying 
account information to a financial in-
stitution as part of a legitimate law 
enforcement inquiry. The request may 
be issued for any or all of the following 
identifying data: 

(i) Name. 
(ii) Address. 
(iii) Account number. 
(iv) Type of account of any customer 

or ascertainable group of customers as-
sociated with a financial transaction or 
class of financial transactions. 

(2) A request for disclosure of the 
above specified basic identifying data 
on a customer’s account may be issued 
without complying with the customer 
notice, challenge, or transfer proce-
dures described in § 504.2. However, if 
access to the financial records them-
selves is required, the procedures in 
§ 504.2 must be followed. (A sample for-
mat for requesting basic identifying 
account data is in app. A.) 

(3) This part will not apply when fi-
nancial records are sought by the 
Army under the Federal Rules for Civil 
Procedure, Criminal Procedure, Rules 
for Courts-Martial, or other com-
parable rules of other courts in connec-
tion with litigation to which the Gov-
ernment and the customer are parties. 

(4) No exceptions or waivers will be 
granted for those portions of this part 
required by law. Submit requests for 
exceptions or waivers of other aspects 
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of this part to HQDA OPMG (DAPM– 
MPD–LE), Washington, DC 20310–2800. 

§ 504.2 Procedures. 
(a) General. A law enforcement offi-

cial seeking access to a person’s finan-
cial records will, when feasible, obtain 
the customer’s consent. This section 
also sets forth other authorized proce-
dures for obtaining financial records if 
it is not feasible to obtain the cus-
tomer’s consent. Authorized procedures 
for obtaining financial records follow. 
All communications with a U.S. Attor-
ney or a U.S. District Court, as re-
quired by this part, will be coordinated 
with the supporting staff judge advo-
cate before dispatch. 

(b) Customer consent. (1) A law en-
forcement office may gain access to or 
a copy of a customer’s financial records 
by obtaining the customer’s consent 
and authorization in writing. (See app. 
B to this part for a sample format.) 
Any consent obtained under the provi-
sions of this paragraph must— 

(i) Be in writing, signed, and dated. 
(ii) Identify the particular financial 

records being disclosed. 
(iii) State that the customer may re-

voke the consent at any time before 
disclosure. 

(iv) Specify the purpose of disclosure 
and to which agency the records may 
be disclosed. 

(v) Authorize the disclosure for a pe-
riod not over 3 months. 

(vi) Contain a ‘‘’Statement of Cus-
tomer Rights Under the Right to Fi-
nancial Privacy Act of 1978’’ (12 U.S.C. 
3401 et seq.) (app. B). 

(2) Any customer’s consent not con-
taining all of the elements listed in 
paragraph (a) of this section will not be 
valid. 

(3) A copy of the customer’s consent 
will be made a part of the law enforce-
ment inquiry file. 

(4) A certification of compliance with 
12 U.S.C. 3401 et seq. (app. C), along with 
the customer’s consent, will be pro-
vided to the financial institution as a 
prerequisite to obtaining access to the 
financial records. 

(c) Administrative summons or sub-
poena. The Army has no authority to 
issue an administrative summons or 
subpoena for access to financial 
records. 

(d) Search warrant. (1) A law enforce-
ment office may obtain financial 
records by using a search warrant ob-
tained under Rule 41 of the Federal 
Rules of Criminal Procedure in appro-
priate cases. 

(2) No later than 90 days after the 
search warrant is served, unless a delay 
of notice is obtained under § 504.2(i), a 
copy of the search warrant and the fol-
lowing notice must be mailed to the 
customer’s last known address: 

Records or information concerning 
your transactions held by the financial 
institution named in the attached 
search warrant were obtained by this 
(office/agency/unit) on (date) for the 
following purpose: (state purpose). You 
may have rights under the Right to Fi-
nancial Privacy Act of 1978. 

(3) Search authorization signed by in-
stallation commanders or military 
judges will not be used to gain access 
to financial records from financial in-
stitutions in any State or territory of 
the United States. 

(4) Access to financial records main-
tained by military banking contractors 
in overseas areas or by other financial 
institutions located on DOD installa-
tions outside the United States, Puerto 
Rico, the District of Columbia, Guam, 
American Samoa, or the Virgin Islands 
is preferably obtained by customer con-
sent. 

(i) In cases where it would not be ap-
propriate to obtain this consent or 
such consent is refused and the finan-
cial institution is not otherwise willing 
to provide access to its records, the law 
enforcement activity may seek access 
by use of a search authorization. This 
authorization must be prepared and 
issued per AR 27–10, Military Justice. 

(ii) Information obtained under this 
paragraph should be properly identified 
as financial information. It should be 
transferred only where an official need- 
to-know exists. Failure to do so, how-
ever, does not render the information 
inadmissible in courts-martial or other 
proceedings. 

(iii) Law enforcement activities seek-
ing access to financial records main-
tained by all other financial institu-
tions overseas will comply with local 
foreign statutes or procedures gov-
erning such access. 
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