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apply to all system notices unless you indi-
cate otherwise. 

Polices and practices for storing, retrieving, 
accessing, retaining, and disposing of records in 
the system: 

Storage: State the medium in which the Air 
Force keeps the records; for example, in file 
folders, card files, microfiche, computer, or a 
combination of those methods. Storage does 
not refer to the storage container. 

Retrievability: State how the Air Force re-
trieves the records; for example, by name, 
Social Security Number, or personal charac-
teristics (such as fingerprints or 
voiceprints). 

Safeguards: List the kinds of officials who 
have immediate access to the system. List 
those responsible for safeguarding the 
records. Identify the system safeguards; for 
example, storage in safes, vaults, locked 
cabinets or rooms, use of guards, visitor con-
trols, personnel screening, computer systems 
software, and so on. Describe safeguards 
fully without compromising system security. 

Retention and disposal: State how long Air 
Force Manual 37–139 requires the activity to 
maintain the record. Indicate when or if the 
records may be transferred to a Federal 
Records Center and how long the record 
stays there. Specify when the Records Center 
sends the record to the National Archives or 
destroys it. Indicate how the records may be 
destroyed. 

System manager(s) and address: List the po-
sition title and duty address of the system 
manager. For decentralized systems, show 
the locations and the position or duty title 
of each category of officials responsible for 
any segment of the system. 

Notification procedure: List the title and 
duty address of the official authorized to tell 
requesters if their records are in the system. 
Specify the information a requester must 
submit; for example, full name, military sta-
tus, Social Security Number, date of birth, 
or proof of identity, and so on. 

Record access procedures: Explain how indi-
viduals may arrange to access their records. 
Include the titles or categories of officials 
who may assist; for example, the system 
manager. 

Contesting records procedures: Air Force 
Chief Information Officer/P provides this 
standard caption. 

Record source categories: Show categories of 
individuals or other information sources for 
the system. 

Exemptions claimed for the system: When a 
system has no approved exemption, write 
‘‘none’’ under this heading. Specifically list 
any approved exemption including the sub-
section in the Act. 

APPENDIX C TO PART 806b—DOD 
‘BLANKET ROUTINE USES’ 

Certain DoD ‘‘blanket routine uses’’ have 
been established that are applicable to every 
record system maintained by the Depart-
ment of the Air Force, unless specifically 
stated otherwise within the particular record 
system notice. These additional routine uses 
of the records are published only once in the 
Air Force’s Preamble to its compilation of 
records systems in the interest of simplicity, 
economy and to avoid redundancy. 

a. Law Enforcement Routine Use 

If a system of records maintained by a DoD 
Component to carry out its functions indi-
cates a violation or potential violation of 
law, whether civil, criminal, or regulatory in 
nature, and whether arising by general stat-
ute or by regulation, rule, or order issued 
pursuant thereto, the relevant records in the 
system of records may be referred, as a rou-
tine use, to the agency concerned, whether 
federal, state, local, or foreign, charged with 
the responsibility of investigating or pros-
ecuting such violation or charged with en-
forcing or implementing the statute, rule, 
regulation, or order issued pursuant thereto. 

b. Disclosure when Requesting Information 
Routine Use 

A record from a system of records main-
tained by a Component may be disclosed as 
a routine use to a federal, state, or local 
agency maintaining civil, criminal, or other 
relevant enforcement information or other 
pertinent information, such as current li-
censes, if necessary to obtain information 
relevant to a Component decision concerning 
the hiring or retention of an employee, the 
issuance of a security clearance, the letting 
of a contract, or the issuance of a license, 
grant, or other benefit. 

c. Disclosure of Requested Information Routine 
Use 

A record from a system of records main-
tained by a Component may be disclosed to 
a federal agency, in response to its request, 
in connection with the hiring or retention of 
an employee, the issuance of a security 
clearance, the reporting of an investigation 
of an employee, the letting of a contract, or 
the issuance of a license, grant, or other ben-
efit by the requesting agency, to the extent 
that the information is relevant and nec-
essary to the requesting agency’s decision on 
the matter. 

d. Congressional Inquiries Routine Use 

Disclosure from a system of records main-
tained by a Component may be made to a 
congressional office from the record of an in-
dividual in response to an inquiry from the 
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congressional office made at the request of 
that individual. 

e. Private Relief Legislation Routine Use 

Relevant information contained in all sys-
tems of records of the Department of Defense 
published on or before August 22, 1975, will be 
disclosed to the Office of Management and 
Budget in connection with the review of pri-
vate relief legislation as set forth in Office of 
Management and Budget Circular A–19 (ref-
erence (u)) at any stage of the legislative co-
ordination and clearance process as set forth 
in that Circular. 

f. Disclosures Required by International 
Agreements Routine Use 

A record from a system of records main-
tained by a Component may be disclosed to 
foreign law enforcement, security, investiga-
tory, or administrative authorities to com-
ply with requirements imposed by, or to 
claim rights conferred in, international 
agreements and arrangements including 
those regulating the stationing and status in 
foreign countries of DoD military and civil-
ian personnel. 

g. Disclosure to State and Local Taxing 
Authorities Routine Use 

Any information normally contained in In-
ternal Revenue Service (IRS) Form W-2 
which is maintained in a record from a sys-
tem of records maintained by a Component 
may be disclosed to state and local taxing 
authorities with which the Secretary of the 
Treasury has entered into agreements under 
5 U.S.C., sections 5516, 5517, and 5520 (ref-
erence (v)) and only to those state and local 
taxing authorities for which an employee or 
military member is or was subject to tax re-
gardless of whether tax is or was withheld. 
This routine use is in accordance with Treas-
ury Fiscal Requirements Manual Bulletin 
No. 76–07. 

h. Disclosure to the Office of Personnel 
Management Routine Use 

A record from a system of records subject 
to the Privacy Act and maintained by a 
Component may be disclosed to the Office of 
Personnel Management (OPM) concerning 
information on pay and leave, benefits, re-
tirement deduction, and any other informa-
tion necessary for the OPM to carry out its 
legally authorized government-wide per-
sonnel management functions and studies. 

i. Disclosure to the Department of Justice for 
Litigation Routine Use 

A record from a system of records main-
tained by this component may be disclosed 
as a routine use to any component of the De-
partment of Justice for the purpose of rep-
resenting the Department of Defense, or any 
officer, employee or member of the Depart-

ment in pending or potential litigation to 
which the record is pertinent. 

j. Disclosure to Military Banking Facilities 
Overseas Routine Use 

Information as to current military ad-
dresses and assignments may be provided to 
military banking facilities who provide 
banking services overseas and who are reim-
bursed by the Government for certain check-
ing and loan losses. For personnel separated, 
discharged, or retired from the Armed 
Forces, information as to last known resi-
dential or home of record address may be 
provided to the military banking facility 
upon certification by a banking facility offi-
cer that the facility has a returned or dis-
honored check negotiated by the individual 
or the individual has defaulted on a loan and 
that if restitution is not made by the indi-
vidual, the U.S. Government will be liable 
for the losses the facility may incur. 

k. Disclosure of Information to the General 
Services Administration (GSA) Routine Use 

A record from a system of records main-
tained by this component may be disclosed 
as a routine use to the General Services Ad-
ministration (GSA) for the purpose of 
records management inspections conducted 
under authority of 44 U.S.C. 2904 and 2906. 

l. Disclosure of Information to the National Ar-
chives and Records Administration (NARA) 
Routine Use 

A record from a system of records main-
tained by this component may be disclosed 
as a routine use to the National Archives and 
Records Administration (NARA) for the pur-
pose of records management inspections con-
ducted under authority of 44 U.S.C. 2904 and 
2906. 

m. Disclosure to the Merit Systems Protection 
Board Routine Use 

A record from a system of records main-
tained by this component may be disclosed 
as a routine use to the Merit Systems Pro-
tection Board, including the Office of the 
Special Counsel for the purpose of litigation, 
including administrative proceedings, ap-
peals, special studies of the civil service and 
other merit systems, review of OPM or com-
ponent rules and regulations, investigation 
of alleged or possible prohibited personnel 
practices; including administrative pro-
ceedings involving any individual subject of 
a DoD investigation, and such other func-
tions, promulgated in 5 U.S.C. 1205 and 1206, 
or as may be authorized by law. 

n. Counterintelligence Purpose Routine Use 

A record from a system of records main-
tained by this component may be disclosed 
as a routine use outside the DoD or the U.S. 
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Government for the purpose of counterintel-
ligence activities authorized by U.S. Law or 
Executive Order or for the purpose of enforc-
ing laws, which protect the national security 
of the United States. 

APPENDIX D TO PART 806b—GENERAL 
AND SPECIFIC EXEMPTIONS 

(a) All systems of records maintained by 
the Department of the Air Force shall be ex-
empt from the requirements of 5 U.S.C. 
552a(d) pursuant to 5 U.S.C. 552a(k)(1) to the 
extent that the system contains any infor-
mation properly classified under Executive 
Order 12958 and that is required by Executive 
Order to be kept classified in the interest of 
national defense or foreign policy. This ex-
emption is applicable to parts of all systems 
of records including those not otherwise spe-
cifically designated for exemptions herein, 
which contain isolated items of properly 
classified information. 

(b) An individual is not entitled to have ac-
cess to any information compiled in reason-
able anticipation of a civil action or pro-
ceeding (5 U.S.C. 552a(d)(5)). 

(c) No system of records within Depart-
ment of the Air Force shall be considered ex-
empt under subsection (j) or (k) of the Pri-
vacy Act until the exemption rule for the 
system of records has been published as a 
final rule in the FEDERAL REGISTER. 

(d) Consistent with the legislative purpose 
of the Privacy Act of 1974, the Department of 
the Air Force will grant access to non-ex-
empt material in the records being main-
tained. Disclosure will be governed by the 
Department of the Air Force’s Privacy In-
struction, but will be limited to the extent 
that identity of confidential sources will not 
be compromised; subjects of an investigation 
of an actual or potential violation will not 
be alerted to the investigation; the physical 
safety of witnesses, informants and law en-
forcement personnel will not be endangered, 
the privacy of third parties will not be vio-
lated; and that the disclosure would not oth-
erwise impede effective law enforcement. 
Whenever possible, information of the above 
nature will be deleted from the requested 
documents and the balance made available. 
The controlling principle behind this limited 
access is to allow disclosures except those in-
dicated above. The decisions to release infor-
mation from these systems will be made on 
a case-by-case basis. 

(e) General Exemptions. The following sys-
tems of records claim an exemption under 5 
U.S.C. 552a(j)(2), with the exception of F090 
AF IG B, Inspector General Records and F051 
AF JA F, Courts-Martial and Article 15 
Records. They claim both the (j)(2) and (k)(2) 
exemption, and are listed under this part: 

(1) System identifier and name: F071 AF 
OSI A, Counter Intelligence Operations and 
Collection Records. 

(2) System identifier and name: F071 AF 
OSI C, Criminal Records. 

(3) System identifier and name: F071 AF 
OSI D, Investigative Support Records. 

(4) System identifier and name: F031 AF 
SP E, Security Forces Management Informa-
tion System (SFMIS). 

(i) Exemption: Parts of this system may be 
exempt pursuant to 5 U.S.C. 552a(j)(2) if in-
formation is compiled and maintained by a 
component of the agency which performs as 
its principle function any activity pertaining 
to the enforcement of criminal laws. There-
fore, portions of this system of records may 
be exempt pursuant to 5 U.S.C. 552a(j)(2) 
from the following subsections of 5 U.S.C. 
552a(c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3), 
(e)(4)(G), and (I), (e)(5), (e)(8), (f), and (g). 

(ii) Authority: 5 U.S.C. 552a(j)(2). 
(iii) Reasons: (A) To protect ongoing inves-

tigations and to protect from access crimi-
nal investigation information contained in 
this record system, so as not to jeopardize 
any subsequent judicial or administrative 
process taken as a result of information con-
tained in the file. 

(B) From subsection (c)(3) because the re-
lease of the disclosure accounting, for disclo-
sures pursuant to the routine uses published 
for this system, would permit the subject 
criminal investigation or matter under in-
vestigation to obtain valuable information 
concerning the nature of that investigation 
which will present a serious impediment to 
law enforcement. 

(C) From subsection (c)(4) because an ex-
emption is being claimed for subsection this 
subsection will not be applicable. 

(D) From subsection (d) because access the 
records contained in this system would in-
form the subject of an investigation of exist-
ence of that investigation, provide subject of 
the investigation with information that 
might enable him to avoid detection, and 
would present a serious impediment to law 
enforcement. 

(E) From subsection (e)(4)(H) because sys-
tem of records is exempt from individual ac-
cess pursuant to subsection (j) of the Privacy 
Act of 1974. 

(F) From subsection (f) because this sys-
tem of records has been exempted from ac-
cess provisions of subsection (d). 

(5) System identifier and name: F031 AF 
SF A, Correction and Rehabilitation 
Records. 

(i) Exemption: Parts of this system may be 
exempt pursuant to 5 U.S.C. 552a(j)(2) if in-
formation is compiled and maintained by a 
component of the agency which performs as 
its principle function any activity pertaining 
to the enforcement of criminal laws. Por-
tions of this system of records may be ex-
empt pursuant to 5 U.S.C. 552a(j)(2) from the 
following subsections of 5 U.S.C. 552a(c)(3), 
(c)(4), (d), (e)(3), (e)(4)(G), (H) and (I), (e)(5), 
(e)(8), (f), and (g). 
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