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Government for the purpose of counterintel-
ligence activities authorized by U.S. Law or
Executive Order or for the purpose of enforc-
ing laws, which protect the national security
of the United States.

APPENDIX D TO PART 806b—GENERAL
AND SPECIFIC EXEMPTIONS

(a) All systems of records maintained by
the Department of the Air Force shall be ex-
empt from the requirements of 5 U.S.C.
552a(d) pursuant to 5 U.S.C. 552a(k)(1) to the
extent that the system contains any infor-
mation properly classified under Executive
Order 12958 and that is required by Executive
Order to be kept classified in the interest of
national defense or foreign policy. This ex-
emption is applicable to parts of all systems
of records including those not otherwise spe-
cifically designated for exemptions herein,
which contain isolated items of properly
classified information.

(b) An individual is not entitled to have ac-
cess to any information compiled in reason-
able anticipation of a civil action or pro-
ceeding (5 U.S.C. 552a(d)(5)).

(¢c) No system of records within Depart-
ment of the Air Force shall be considered ex-
empt under subsection (j) or (k) of the Pri-
vacy Act until the exemption rule for the
system of records has been published as a
final rule in the FEDERAL REGISTER.

(d) Consistent with the legislative purpose
of the Privacy Act of 1974, the Department of
the Air Force will grant access to non-ex-
empt material in the records being main-
tained. Disclosure will be governed by the
Department of the Air Force’s Privacy In-
struction, but will be limited to the extent
that identity of confidential sources will not
be compromised; subjects of an investigation
of an actual or potential violation will not
be alerted to the investigation; the physical
safety of witnesses, informants and law en-
forcement personnel will not be endangered,
the privacy of third parties will not be vio-
lated; and that the disclosure would not oth-
erwise impede effective law enforcement.
Whenever possible, information of the above
nature will be deleted from the requested
documents and the balance made available.
The controlling principle behind this limited
access is to allow disclosures except those in-
dicated above. The decisions to release infor-
mation from these systems will be made on
a case-by-case basis.

(e) General Exemptions. The following sys-
tems of records claim an exemption under 5
U.S.C. 552a(j)(2), with the exception of F090
AF IG B, Inspector General Records and F051
AF JA F, Courts-Martial and Article 15
Records. They claim both the (j)(2) and (k)(2)
exemption, and are listed under this part:

(1) System identifier and name: F071 AF
OSI A, Counter Intelligence Operations and
Collection Records.
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(2) System identifier and name: F071 AF
OSI C, Criminal Records.

(3) System identifier and name: F071 AF
OSI D, Investigative Support Records.

(4) System identifier and name: F031 AF
SP E, Security Forces Management Informa-
tion System (SFMIS).

(i) Exemption: Parts of this system may be
exempt pursuant to 5 U.S.C. 552a(j)(2) if in-
formation is compiled and maintained by a
component of the agency which performs as
its principle function any activity pertaining
to the enforcement of criminal laws. There-
fore, portions of this system of records may
be exempt pursuant to 5 U.S.C. 552a(j)(2)
from the following subsections of 5 U.S.C.
5562a(c)(3), ()@, (d), (e)1), (e)2), (e)3d),
(e)(9)(G), and (D), (e)(5), (e)(8), (f), and (g).

(ii) Authority: 5 U.S.C. 552a(j)(2).

(iii) Reasons: (A) To protect ongoing inves-
tigations and to protect from access crimi-
nal investigation information contained in
this record system, so as not to jeopardize
any subsequent judicial or administrative
process taken as a result of information con-
tained in the file.

(B) From subsection (c)(3) because the re-
lease of the disclosure accounting, for disclo-
sures pursuant to the routine uses published
for this system, would permit the subject
criminal investigation or matter under in-
vestigation to obtain valuable information
concerning the nature of that investigation
which will present a serious impediment to
law enforcement.

(C) From subsection (c)(4) because an ex-
emption is being claimed for subsection this
subsection will not be applicable.

(D) From subsection (d) because access the
records contained in this system would in-
form the subject of an investigation of exist-
ence of that investigation, provide subject of
the investigation with information that
might enable him to avoid detection, and
would present a serious impediment to law
enforcement.

(E) From subsection (e)(4)(H) because sys-
tem of records is exempt from individual ac-
cess pursuant to subsection (j) of the Privacy
Act of 1974.

(F) From subsection (f) because this sys-
tem of records has been exempted from ac-
cess provisions of subsection (d).

(5) System identifier and name: F031 AF
SF A, Correction and Rehabilitation
Records.

(i) Exemption: Parts of this system may be
exempt pursuant to 5 U.S.C. 552a(j)(2) if in-
formation is compiled and maintained by a
component of the agency which performs as
its principle function any activity pertaining
to the enforcement of criminal laws. Por-
tions of this system of records may be ex-
empt pursuant to 5 U.S.C. 552a(j)(2) from the
following subsections of 5 U.S.C. 552a(c)(3),
©@), (), (e)3), (e)(G), (H) and (D), (e)(d),
(e)(8), (), and (g).
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(ii) Authority: 5 U.S.C. 552a(j)(2).

(iii) Reasons: (A) From subsection (c)(3) be-
cause the release of the disclosure account-
ing, for disclosures pursuant to the routine
uses published for this system, would permit
the subject of a criminal investigation or
matter under investigation to obtain valu-
able information concerning the nature of
that investigation which will present a seri-
ous impediment to law enforcement.

(B) From subsection (c)(4) because an ex-
emption is being claimed for subsection (d),
this subsection will not be applicable.

(C) From subsection (d) because access to
the records contained in this system would
inform the subject of a criminal investiga-
tion of the existence of that investigation,
provide the subject of the investigation with
information that might enable him to avoid
detection or apprehension, and would present
a serious impediment to law enforcement.

(D) From subsection (e)(3) would constitute
a serious impediment to law enforcement in
that it could compromise the existence of a
confidential investigation, reveal the iden-
tity of confidential sources of information
and endanger the life and physical safety of
confidential informants.

(E) From subsections (e)(4)(G) and (H) be-
cause this system of records is exempt from
individual access pursuant to subsections
(3)(2) of the Privacy Act of 1974.

(F) From subsection (e)(4)(I) because the
identity of specific sources must be withheld
in order to protect the confidentiality of the
sources of criminal and other law enforce-
ment information. This exemption is further
necessary to protect the privacy and phys-
ical safety of witnesses and informants.

(G) From subsection (e)(5) because in the
collection of information for law enforce-
ment purposes it is impossible to determine
in advance what information is accurate, rel-
evant, timely, and complete. With the pas-
sage of time, seemingly irrelevant or un-
timely information may acquire new signifi-
cance as further investigation brings new de-
tails to light and the accuracy of such infor-
mation can only be determined in a court of
law. The restrictions of subsection (e)(5)
would restrict the ability of trained inves-
tigators and intelligence analysts to exercise
their judgment reporting on investigations
and impede the development of intelligence
necessary for effective law enforcement.

(H) From subsection (e)(8) because the in-
dividual notice requirements of subsection
(e)(8) could present a serious impediment to
law enforcement as this could interfere with
the ability to issue search authorizations
and could reveal investigative techniques
and procedures.

(I) From subsection (f) because this system
of records has been exempted from the access
provisions of subsection (d).

(J) From subsection (g) because this sys-
tem of records compiled for law enforcement
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purposes and has been exempted from the ac-
cess provisions of subsections (d) and (f).

(6) System identifier and name: F090 AF 1IG
B, Inspector General Records.

(i) Exemption: (A) Parts of this system of
records may be exempt pursuant to 5 U.S.C.
5562a(j)(2) if the information is compiled and
maintained by a component of the agency
which performs as its principle function any
activity pertaining to the enforcement of
criminal laws. Therefore, portions of this
system of records may be exempt pursuant
to 5 U.S.C. 552a(j)(2) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (c)(4), (d),
(@)D, (©)2), ()3, e, (H), and (D),
(e)(3), (e)(8), (D), and (g).

(B) Investigative material compiled for law
enforcement purposes, other than material
within the scope of subsection 5 U.S.C.
562a(j)(2), may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an individual is
denied any right, privilege, or benefit for
which he would otherwise be entitled by Fed-
eral law or for which he would otherwise be
eligible, as a result of the maintenance of
the information, the individual will be pro-
vided access to the information exempt to
the extent that disclosure would reveal the
identity of a confidential source. Note: When
claimed, this exemption allows limited pro-
tection of investigative reports maintained
in a system of records used in personnel or
administrative actions. Therefore, portions
of this system of records may be exempt pur-
suant to 5 U.S.C. 552a(k)(2) from the fol-
lowing subsections of 5 U.S.C. 552a(c)(3), (d),
(e)), (e)(4)(G), (H) and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(j)(2) and (k)(2).

(iii) Reasons: (A) From subsection (¢)(3) be-
cause the release of accounting of disclosure
would inform a subject that he or she is
under investigation. This information would
provide considerable advantage to the sub-
ject in providing him or her with knowledge
concerning the nature of the investigation
and the coordinated investigative efforts and
techniques employed by the cooperating
agencies. This would greatly impede the Air
Force IG’s criminal law enforcement.

(B) From subsection (¢)(4) and (d), because
notification would alert a subject to the fact
that an open investigation on that individual
is taking place, and might weaken the ongo-
ing investigation, reveal investigative tech-
niques, and place confidential informants in
jeopardy.

(C) From subsection (e)(1) because the na-
ture of the criminal and/or civil investiga-
tive function creates unique problems in pre-
scribing a specific parameter in a particular
case with respect to what information is rel-
evant or necessary. Also, information may
be received which may relate to a case under
the investigative jurisdiction of another
agency. The maintenance of this information
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may be necessary to provide leads for appro-
priate law enforcement purposes and to es-
tablish patterns of activity that may relate
to the jurisdiction of other cooperating agen-
cies.

(D) From subsection (e)(2) because col-
lecting information to the fullest extent pos-
sible directly from the subject individual
may or may not be practical in a criminal
and/or civil investigation.

(E) From subsection (e)(3) because sup-
plying an individual with a form containing
a Privacy Act Statement would tend to in-
hibit cooperation by many individuals in-
volved in a criminal and/or civil investiga-
tion. The effect would be somewhat adverse
to established investigative methods and
techniques.

(F) From subsections (e)(4)(G), (H), and (I)
because this system of records is exempt
from the access provisions of subsection (d)
and (f).

(G) From subsection (e)(5) because the re-
quirement that records be maintained with
attention to accuracy, relevance, timeliness,
and completeness would unfairly hamper the
investigative process. It is the nature of law
enforcement for investigations to uncover
the commission of illegal acts at diverse
stages. It is frequently impossible to deter-
mine initially what information is accurate,
relevant, timely, and least of all complete.
With the passage of time, seemingly irrele-
vant or untimely information may acquire
new significance as further investigation
brings new details to light.

(H) From subsection (e)(8) because the no-
tice requirements of this provision could
present a serious impediment to law enforce-
ment by revealing investigative techniques,
procedures, and existence of confidential in-
vestigations.

(I) From subsection (f) because the agen-
cy’s rules are inapplicable to those portions
of the system that are exempt and would
place the burden on the agency of either con-
firming or denying the existence of a record
pertaining to a requesting individual might
in itself provide an answer to that individual
relating to an ongoing investigation. The
conduct of a successful investigation leading
to the indictment of a criminal offender pre-
cludes the applicability of established agen-
cy rules relating to verification of record,
disclosure of the record to that individual,
and record amendment procedures for this
record system.

(J) From subsection (g) because this sys-
tem of records should be exempt to the ex-
tent that the civil remedies relate to provi-
sions of 5 U.S.C. 552a from which this rule ex-
empts the system.

(7) System identifier and name: F051 AF
JA F, Courts-Martial and Article 15 Records.

(i) Exemptions: (A) Parts of this system
may be exempt pursuant to 5 U.S.C. 552a(j)(2)
if the information is compiled and main-
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tained by a component of the agency which
performs as its principle function any activ-
ity pertaining to the enforcement of crimi-
nal laws. Therefore, portions of this system
of records may be exempt pursuant to 5
U.S.C. 552a(j)(2) from the following sub-
section of 5 U.S.C. 552a(c)(3), (¢)(4), (d), (e)(1),
(e)(2), (e)(3), (e)(4)(G), (H) and (I), (e)(5), (e)(8),
(0, and (g).

(B) Investigatory material compiled for
law enforcement purposes, other than mate-
rial within the scope of subsection 5 U.S.C.
552a(j)(2), may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an individual is
denied any right, privilege, or benefit for
which he would otherwise be entitled by Fed-
eral law or for which he would otherwise be
eligible, as a result of the maintenance of
the information, the individual will be pro-
vided access to the information exempt to
the extent that disclosure would reveal the
identity of a confidential source. NOTE:
When claimed, this exemption allows limited
protection of investigative reports main-
tained in a system of records used in per-
sonnel or administrative actions. Therefore,
portions of this system of records may be ex-
empt pursuant to 5 U.S.C. 552a(k)(2) from the
following subsections of 5 U.S.C. 552a(c)(3),
(@), (e)(D), (e)(4)(G), (H) and (1), and ().

(ii) Authority: 5 U.S.C. 552a(j)(2) and (k)(2).

(iii) Reason: (A) From subsection (c)(3) be-
cause the release of the disclosure account-
ing, for disclosures pursuant to the routine
uses published for this system, would permit
the subject of a criminal investigation or
matter under investigation to obtain valu-
able information concerning the nature of
that investigation which will present a seri-
ous impediment to law enforcement.

(B) From subsection (c)(4) because an ex-
emption is being claimed for subsection (d),
his subsection will not be applicable.

(C) From subsection (d) because access to
the records contained in this system would
inform the subject of a criminal investiga-
tion of the existence of that investigation,
provide the subject of the investigation with
information that might enable him to avoid
detection or apprehension, and would present
a serious impediment to law enforcement.

(D) From subsection (e)(1) because in the
course of criminal investigations informa-
tion is often obtained concerning the viola-
tion of laws or civil obligations of others not
relating to an active case or matter. In the
interests of effective law enforcement, it is
necessary that this information be retained
since it can aid in establishing patterns of
activity and provide valuable leads for other
agencies and future cases that may be
brought.

(E) From subsection (e)(2) because in a
criminal investigation the requirement that
information be collected to the greatest ex-
tent possible from the subject individual
would present a serious impediment to law
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enforcement in that the subject of the inves-
tigation would be placed on notice of the ex-
istence of the investigation and would there-
fore be able to avoid detection.

(F) From subsection (e)(3) because the re-
quirement that individuals supplying infor-
mation be provided with a form stating the
requirements of subsection (e)(3) would con-
stitute a serious impediment to law enforce-
ment in that it could compromise the exist-
ence of a confidential investigation, reveal
the identity of confidential sources of infor-
mation and endanger the life and physical
safety of confidential informants.

(G) From subsections (e)(4)(G) and (H) be-
cause this system of records is exempt from
individual access pursuant to subsections (j)
and (k) of the Privacy Act of 1974.

(H) From subsection (e)(4)(I) because the
identity of specific sources must be withheld
in order to protect the confidentiality of the
sources of criminal and other law enforce-
ment information. This exemption is further
necessary to protect the privacy and phys-
ical safety of witnesses and informants.

(I) From subsection (e)(6) because in the
collection of information for law enforce-
ment purposes it is impossible to determine
in advance what information is accurate, rel-
evant, timely, and complete. With the pas-
sage of time, seemingly irrelevant or un-
timely information may acquire new signifi-
cance as further investigation brings new de-
tails to light and the accuracy of such infor-
mation can only be determined in a court of
law. The restrictions of subsection (e)(5)
would restrict the ability of trained inves-
tigators and intelligence analysts to exercise
their judgment in reporting on investiga-
tions and impede the development of intel-
ligence necessary for effective law enforce-
ment.

(J) From subsection (e)(8) because the indi-
vidual notice requirements of subsection
(e)(8) could present a serious impediment to
law enforcement as this could interfere with
the ability to issue search authorizations
and could reveal investigative techniques
and procedures.

(K) From subsection (f) because this sys-
tem of records has been exempted from the
access provisions of subsection (d).

(L) From subsection (g) because this sys-
tem of records is compiled for law enforce-
ment purposes and has been exempted from
the access provisions of subsections (d) and
®).

(8) System identifier and name: F071 JTF
A, Computer Network Crime Case System.

(i) Exemption: (A) Parts of this system
may be exempt pursuant to 5 U.S.C. 552a(j)(2)
if the information is compiled and main-
tained by a component of the agency, which
performs as its principle function any activ-
ity pertaining to the enforcement of crimi-
nal laws. Any portion of this system of
records which falls within the provisions of 5
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U.S.C. 552a(j)(2) may be exempt from the fol-
lowing subsections of 5 U.S.C. 552a(c)(3),
(©)@), (@), (e)xd), (e)2), (e)3), (e) (&), (H),
and (I), (e)(5), (e)(8), (f), and (g).

(B) Investigatory material compiled for
law enforcement purposes, other than mate-
rial within the scope of subsection 5 U.S.C.
5562a(j)(2), may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an individual is
denied any right, privilege, or benefit for
which he would otherwise be entitled by Fed-
eral law or for which he would otherwise be
eligible, as a result of the maintenance of
the information, the individual will be pro-
vided access to the information exempt to
the extent that disclosure would reveal the
identify of a confidential source.

NoTE: When claimed, this exemption al-
lows limited protection of investigative re-
ports maintained in a system of records used
in personnel or administrative actions. Any
portion of this system of records which falls
within the provisions of 5 U.S.C. 552a(k)(2)
may be exempt from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), (e)d),
(©)4)(G), (H) and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(j)(2) and (k)(2).

(iii) Reasons: (A) From subsection (c)(3) be-
cause the release of accounting of disclosure
would inform a subject that he or she is
under investigation. This information would
provide considerable advantage to the sub-
ject in providing him or her with knowledge
concerning the nature of the investigation
and the coordinated investigative efforts and
techniques employed by the cooperating
agencies. This would greatly impede crimi-
nal law enforcement.

(B) From subsection (¢)(4) and (d), because
notification would alert a subject to the fact
that an open investigation on that individual
is taking place, and might weaken the on-
going investigation, reveal investigative
techniques, and place confidential inform-
ants in jeopardy.

(C) From subsection (e)(1) because the na-
ture of the criminal and/or civil investiga-
tive function creates unique problems in pre-
scribing a specific parameter in a particular
case with respect to what information is rel-
evant or necessary. Also, information may
be received which may relate to a case under
the investigative jurisdiction of another
agency. The maintenance of this information
may be necessary to provide leads for appro-
priate law enforcement purposes and to es-
tablish patterns of activity that may relate
to the jurisdiction of other cooperating agen-
cies.

(D) From subsection (e)(2) because col-
lecting information to the fullest extent pos-
sible directly from the subject individual
may or may not be practical in a criminal
and/or civil investigation.

(E) From subsection (e)(3) because sup-
plying an individual with a form containing
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a Privacy Act Statement would tend to in-
hibit cooperation by many individuals in-
volved in a criminal and/or civil investiga-
tion. The effect would be somewhat adverse
to established investigative methods and
techniques.

(F) From subsections (e)(4)(G), (H), and (I)
because this system of records is exempt
from the access provisions of subsection (d).

(G) From subsection (e)(5) because the re-
quirement that records be maintained with
attention to accuracy, relevance, timeliness,
and completeness would unfairly hamper the
investigative process. It is the nature of law
enforcement for investigations to uncover
the commission of illegal acts at diverse
stages. It is frequently impossible to deter-
mine initially what information is accurate,
relevant, timely, and least of all complete.
With the passage of time, seemingly irrele-
vant or untimely information may acquire
new significance as further investigation
brings new details to light.

(H) From subsection (e)(8) because the no-
tice requirements of this provision could
present a serious impediment to law enforce-
ment by revealing investigative techniques,
procedures, and existence of confidential in-
vestigations.

(ID) From subsection (f) because the agen-
cy’s rules are inapplicable to those portions
of the system that are exempt and would
place the burden on the agency of either con-
firming or denying the existence of a record
pertaining to a requesting individual might
in itself provide an answer to that individual
relating to an on-going investigation. The
conduct of a successful investigation leading
to the indictment of a criminal offender pre-
cludes the applicability of established agen-
cy rules relating to verification of record,
disclosure of the record to that individual,
and record amendment procedures for this
record system.

(J) From subsection (g) because this sys-
tem of records should be exempt to the ex-
tent that the civil remedies relate to provi-
sions of 5 U.S.C. 552a from which this rule ex-
empts the system.

(f) Specific Exemptions. The following sys-
tems of records are subject to the specific ex-
emptions shown:

(1) System identifier and name:
USAFA K, Admissions Records.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identify of a confidential source.
Therefore, portions of this system of records
(Liaison Officer Evaluation and Selection
Panel Candidate Evaluation) may be exempt
pursuant to 5 U.S.C. 5562a(k)(7) from the fol-
lowing subsections of 5 U.S.C. 552a(d),
(e)(4)(H), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

F036
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(iii) Reasons: To ensure the frankness of
information used to determine whether ca-
dets are qualified for graduation and com-
missioning as officers in the Air Force.

(2) System identifier and name: F036 AFPC
N, Air Force Personnel Test 851, Test Answer
Sheets.

(i) Exemption: Testing or examination ma-
terial used solely to determine individual
qualifications for appointment or promotion
in the federal or military service may be ex-
empt pursuant to 5 U.S.C. 552a(k)(6), if the
disclosure would compromise the objectivity
or fairness of the test or examination proc-
ess. Therefore, portions of this system of
records may be exempt pursuant to 5 U.S.C.
552a(k)(6) from the following subsections of 5
U.S.C. 552a(c)(3); (d); (e)(4)(G), (H), and (I);
and (f).

(ii) Authority: 5 U.S.C. 552a(k)(6).

(iii) Reasons: To protect the objectivity of
the promotion testing system by keeping the
test questions and answers in confidence.

(3) System identifier and name: F036
USAFA A, Cadet Personnel Management
System.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identify of a confidential source.
Therefore, portions of this system of records
may be exempt pursuant to 5 U.S.C.
552a(k)(7) from the following subsections of 5
U.S.C. 552a(d), (e)(9)(H), and (D).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reasons: To maintain the candor and
integrity of comments needed to evaluate an
Air Force Academy cadet for commissioning
in the Air Force.

(4) System identifier and name: F036 AETC
I, Cadet Records.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(5) (Detachment Pro-
fessional Officer Course Selection Rating
Sheets; Air Force Reserve Officer Training
Corps Form 0-24—Disenrollment Review;
Memoranda for Record and Staff Papers with
Staff Advice, Opinions, or Suggestions) may
be exempt from the following subsections of
5 U.S.C. 552a(c)(3), (d), (e)(9)(G) and (H), and
(f).
(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect the identity of a
confidential source who furnishes informa-
tion necessary to make determinations
about the qualifications, eligibility, and
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suitability of cadets for graduation and com-
missioning in the Air Force.

(5) System identifier and name: F044 AF
SG Q, Family Advocacy Program Records.

(i) Exemption: (A) Investigative material
compiled for law enforcement purposes,
other than material within the scope of sub-
section 5 U.S.C. 552a(j)(2), may be exempt
pursuant to 5 U.S.C. 552a(k)(2). However, if
an individual is denied any right, privilege,
or benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result of the
maintenance of the information, the indi-
vidual will be provided access to the infor-
mation exempt to the extent that disclosure
would reveal the identity of a confidential
source. NOTE: When claimed, this exemption
allows limited protection of investigative re-
ports maintained in a system of records used
in personnel or administrative actions.

(B) Investigative material compiled solely
for the purpose of determining suitability,
eligibility, or qualifications for federal civil-
ian employment, military service, federal
contracts, or access to classified information
may be exempt pursuant to 5 U.S.C.
562a(k)(5), but only to the extent that such
material would reveal the identity of a con-
fidential source.

(C) Therefore, portions of this system of
records may be exempt pursuant to 5 U.S.C.
552a(k)(2) and (k)(5) from the following sub-
sections of 5 U.S.C. 552a(c)(3) and (d).

(ii) Authority: 5 U.S.C. 552a(k)(2) and (k)(5).

(iii) Reasons: From subsections (c)(3) and
(d) because the exemption is needed to en-
courage those who know of exceptional med-
ical or educational conditions or family
maltreatments to come forward by pro-
tecting their identities and to protect such
sources from embarrassment or recrimina-
tions, as well as to protect their right to pri-
vacy. It is essential that the identities of all
individuals who furnish information under
an express promise of confidentiality be pro-
tected. Granting individuals access to infor-
mation relating to criminal and civil law en-
forcement, as well as the release of certain
disclosure accounting, could interfere with
ongoing investigations and the orderly ad-
ministration of justice, in that it could re-
sult in the concealment, alteration, destruc-
tion, or fabrication of information; could
hamper the identification of offenders or al-
leged offenders and the disposition of
charges; and could jeopardize the safety and
well being of parents and their children. Ex-
empted portions of this system also contain
information considered relevant and nec-
essary to make a determination as to quali-
fications, eligibility, or suitability for Fed-
eral employment and Federal contracts, and
that was obtained by providing an express or
implied promise to the source that his or her
identity would not be revealed to the subject
of the record.
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(6) System identifier and name: F036 AF
PC A, Effectiveness/Performance Reporting
System.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services (Brigadier General Se-
lectee Effectiveness Reports and Colonel and
Lieutenant Colonel Promotion Rec-
ommendations with close out dates on or be-
fore January 31, 1991) may be exempt pursu-
ant to 5 U.S.C. 552a(k)(7), but only to the ex-
tent that the disclosure of such material
would reveal the identity of a confidential
source. Therefore, portions of this system of
records may be exempt pursuant to 5 U.S.C.
5562a(k)(7) from the following subsections of 5
U.S.C. 552a(c)(3), (d), (e)(d)(H), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reasons: (A) From subsection (c)(3) be-
cause making the disclosure accounting
available to the individual may compromise
express promises of confidentiality by re-
vealing details about the report and identify
other record sources, which may result in
circumvention of the access exemption.

(B) From subsection (d) because individual
disclosure compromises express promises of
confidentiality conferred to protect the in-
tegrity of the promotion rating system.

(C) From subsection (e)(4)(H) because of
and to the extent that portions of this record
system are exempt from the individual ac-
cess provisions of subsection (d).

(D) From subsection (f) because of and to
the extent that portions of this record sys-
tem are exempt from the individual access
provisions of subsection (d).

(7) System identifier and name: F036 AFDP
A, Files on General Officers and Colonels As-
signed to General Officer Positions.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identity of a confidential source.
Therefore, portions of this system of records
may be exempt pursuant to 5 U.S.C.
552a(k)(7) from the following subsections of 5
U.S.C. 552a(c)(3), (d), (e)(d)(G), (H), and (I);
and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reasons: To protect the integrity of
information used in the Reserve Initial Brig-
adier General Screening Board, the release of
which would compromise the selection proc-
ess.

(8) System identification and name: F036
AF PC O, General Officer Personnel Data
System.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identity of a confidential source.
Therefore, portions of this system of records
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(Air Force General Officer Promotion and
Effectiveness Reports with close out dates on
or before January 31, 1991) may be exempt
pursuant to 5 U.S.C. 552a(k)(7) may be ex-
empt from following subsections of 5 U.S.C.
5562a(c)(3), (d), (e)(4)(H), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reason: (A) From subsection (c)(3) be-
cause making the disclosure accounting
available to the individual may compromise
express promises of confidentiality by re-
vealing details about the report and identify
other record sources, which may result in
circumvention of the access exemption.

(B) From subsection (d) because individual
disclosure compromises express promises of
confidentiality conferred to protect the in-
tegrity of the promotion rating system.

(C) From subsection (e)(4)(H) because of
and to the extent that portions of this record
system are exempt from the individual ac-
cess provisions of subsection (d).

(D) From subsection (f) because of and to
the extent that portions of this record sys-
tem are exempt from the individual access
provisions of subsection (d).

(9) System identifier and name: F036 AFPC
K, Historical Airman Promotion Master Test
File.

(i) Exemption: Testing or examination ma-
terial used solely to determine individual
qualifications for appointment or promotion
in the federal or military service, if the dis-
closure would compromise the objectivity or
fairness of the test or examination process
may be exempt pursuant to 5 U.S.C.
5b2a(k)(6), if the disclosure would com-
promise the objectivity or fairness of the
test or examination process. Therefore, por-
tions of this system of records may be ex-
empt pursuant to 5 U.S.C. 552a(k)(6) from the
following subsections of 5 U.S.C. 552a(c)(3),
(@), (e)(®(&), (H), and (1), and ().

(ii) Authority: 5 U.S.C. 552a(k)(6).

(iii) Reasons: To protect the integrity, ob-
jectivity, and equity of the promotion test-
ing system by keeping test questions and an-
swers in confidence. Reserved.

(10) System identifier and name: F071 AF
OSI F, Investigative Applicant Processing
Records.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. b52a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(b) from the following
subsections of 5 U.S.C. 552a(c)(3), (d),
() (DH(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect those who gave in-
formation in confidence during Air Force Of-
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fice of Special Investigations applicant in-
quiries. Fear of harassment could cause
sources not to make frank and open re-
sponses about applicant qualifications. This
could compromise the integrity of the Air
Force Office of Special Investigations per-
sonnel program that relies on selecting only
qualified people.

(11) System identifier and name: F036
USAFA B, Master Cadet Personnel Record
(Active/Historical).

(i) Exemptions: Evaluation material used
to determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identify of a confidential source.
Therefore, portions of this system of records
may be exempt pursuant to 5 TU.S.C.
552a(k)(7) from the following subsections of 5
U.S.C. 552a(d), (e)(4)(H), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reasons: To maintain the candor and
integrity of comments needed to evaluate a
cadet for commissioning in the Air Force.

(12) System identifier and name: F031 4971G
A, Sensitive Compartmented Information
Personnel Records.

(i) Exemption: (A) Investigatory material
compiled for law enforcement purposes,
other than material within the scope of sub-
section 5 U.S.C. 552a(j)(2), may be exempt
pursuant to 5 U.S.C. 5562a(k)(2). However, if
an individual is denied any right, privilege,
or benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result of the
maintenance of the information, the indi-
vidual will be provided access to the infor-
mation exempt to the extent that disclosure
would reveal the identify of a confidential
source. NOTE: When claimed, this exemption
allows limited protection of investigative re-
ports maintained in a system of records used
in personnel or administrative actions.

(B) Investigatory material compiled solely
for the purpose of determining suitability,
eligibility, or qualifications for federal civil-
ian employment, military service, federal
contracts, or access to classified information
may be exempt pursuant to 5 U.S.C.
552a(k)(5), but only to the extent that such
material would reveal the identity of a con-
fidential source.

(C) Therefore, portions of this system of
records may be exempt pursuant to 5 U.S.C.
5562a(k)(2) and (k)(5) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), (e)(4)(G),
(H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(2) and (k)(5).

(iii) Reasons: To protect the identity of
sources to which proper promises of con-
fidentiality have been made during inves-
tigations. Without these promises, sources
will often be unwilling to provide informa-
tion essential in adjudicating access in a fair
and impartial manner.
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(13) System identifier and name: F071 AF
OSI B, Security and Related Investigative
Records.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. b52a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(5) from the following
subsections of 5 TU.S.C. 552a(c)(3), (d),
(©)4)(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect the identity of
those who give information in confidence for
personnel security and related investiga-
tions. Fear of harassment could cause
sources to refuse to give this information in
the frank and open way needed to pinpoint
those areas in an investigation that should
be expanded to resolve charges of question-
able conduct.

(14) System identifier and name: F031 4971G
B, Special Security Case Files.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. b52a(k)(b), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(b) from the following
subsections of 5 TU.S.C. 552a(c)(3), (d),
(©)4)(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect the identity of
those who give information in confidence for
personnel security and related investiga-
tions. Fear of harassment could cause
sources to refuse to give this information in
the frank and open way needed to pinpoint
those areas in an investigation that should
be expanded to resolve charges of question-
able conduct.

(156) System identifier and name: F031 AF
SP N, Special Security Files.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(b) from the following
subsections of 5 TU.S.C. 552a(c)(3), (d),
(e)4)(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(5).
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(iii) Reasons: To protect the identity of
those who give information in confidence for
personnel security and related investiga-
tions. Fear of harassment could cause them
to refuse to give this information in the
frank and open way needed to pinpoint areas
in an investigation that should be expanded
to resolve charges of questionable conduct.

(16) System identifier and name: F036 AF
PC P, Applications for Appointment and Ex-
tended Active Duty Files.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(b) from the following
subsection of 5 U.S.C. 552a(d).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect the identity of
confidential sources who furnish information
necessary to make determinations about the
qualifications, eligibility, and suitability of
health care professionals who apply for Re-
serve of the Air Force appointment or inter-
service transfer to the Air Force.

(17) System identifier and name: F036 AF
DPG, Military Equal Opportunity and Treat-
ment.

(i) Exemption: Investigative material com-
piled for law enforcement purposes, other
than material within the scope of subsection
5 U.S.C. 552a(j)(2), may be exempt pursuant
to 5 U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or ben-
efit for which he would otherwise be entitled
by Federal law or for which he would other-
wise be eligible, as a result of the mainte-
nance of the information, the individual will
be provided access to the information ex-
empt to the extent that disclosure would re-
veal the identity of a confidential source.
NOTE: When claimed, this exemption allows
limited protection of investigative reports
maintained in a system of records used in
personnel or administrative actions. There-
fore, portions of this system of records may
be exempt pursuant to 5 U.S.C. 522a(k)(2)
from the following subsections of 5 U.S.C.
552a(d), (e)(4)(H), and ().

(ii) Authority: 5 U.S.C. 552a(k)(2).

(iii) Reasons: (A) From subsection (d) be-
cause access to the records contained in this
system would inform the subject of an inves-
tigation of the existence of that investiga-
tion, provide the subject of the investigation
with information that might enable him to
avoid detection, and would present a serious
impediment to law enforcement. In addition,
granting individuals access to information
collected while an Equal Opportunity and
Treatment clarification/investigation is in
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progress conflicts with the just, thorough,
and timely completion of the complaint, and
could possibly enable individuals to inter-
fere, obstruct, or mislead those clarifying/in-
vestigating the complaint.

(B) From subsection (e)(4)(H) because this
system of records is exempt from individual
access pursuant to subsection (k) of the Pri-
vacy Act of 1974.

(C) From subsection (f) because this sys-
tem of records has been exempted from the
access provisions of subsection (d).

(18) System identifier and name: F051 AF
JA I, Commander Directed Inquiries.

(i) Exemption: Investigatory material com-
piled for law enforcement purposes, other
than material within the scope of subsection
5 U.S.C. 552a(j)(2), may be exempt pursuant
to 5 U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or ben-
efit for which he would otherwise be entitled
by Federal law or for which he would other-
wise be eligible, as a result of the mainte-
nance of the information, the individual will
be provided access to the information except
to the extent that disclosure would reveal
the identity of a confidential source. NOTE:
When claimed, this exemption allows limited
protection of investigative reports main-
tained in a system of records used in per-
sonnel or administrative actions. Any por-
tion of this system of records which falls
within the provisions of 5 U.S.C. 552a(k)(2)
may be exempt from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), (e)1),
(©)4)(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(2).

(iii) Reasons: (A) From subsection (¢)(3) be-
cause to grant access to the accounting for
each disclosure as required by the Privacy
Act, including the date, nature, and purpose
of each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation. This could seri-
ously compromise case preparation by pre-
maturely revealing its existence and nature;
compromise or interfere with witnesses or
make witnesses reluctant to cooperate; and
lead to suppression, alteration, or destruc-
tion of evidence.

(B) From subsections (d) and (f) because
providing access to investigative records and
the right to contest the contents of those
records and force changes to be made to the
information contained therein would seri-
ously interfere with and thwart the orderly
and unbiased conduct of the investigation
and impede case preparation. Providing ac-
cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or
render witnesses reluctant to cooperate; lead
to suppression, alteration, or destruction of
evidence; enable individuals to conceal their
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or
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other disposition of assets that would make
them difficult or impossible to reach in order
to satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it is not
always possible to detect the relevance or
necessity of each piece of information in the
early stages of an investigation. In some
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for
investigative purposes and is exempt from
the access provisions of subsections (d) and
().

(E) From subsection (e)(4)(I) because to the
extent that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently pub-
lished in the system notice, an exemption
from this provision is necessary to protect
the confidentiality of sources of information
and to protect privacy and physical safety of
witnesses and informants.

(19) [Reserved]

(20) System identifier and name: F033 AF
A, Information Requests-Freedom of Infor-
mation Act.

(i) Exemption: During the processing of a
Freedom of Information Act request, exempt
materials from ‘other’ systems of records
may in turn become part of the case record
in this system. To the extent that copies of
exempt records from those other systems of
records are entered into this system, the De-
partment of the Air Force hereby claims the
same exemptions for the records from those
‘other’ systems that are entered into this
system, as claimed for the original primary
system of which they are a part.

(ii) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
(&)(2), (K)(3), (K)(4D), (k)(5), (k)(6), and (K)(T).

(iii) Reasons: Records are only exempt
from pertinent provisions of 5 U.S.C. 552a to
the extent such provisions have been identi-
fied and an exemption claimed for the origi-
nal record, and the purposes underlying the
exemption for the original record still per-
tain to the record which is now contained in
this system of records. In general, the ex-
emptions were claimed in order to protect
properly classified information relating to
national defense and foreign policy, to avoid
interference during the conduct of criminal,
civil, or administrative actions or investiga-
tions, to ensure protective services provided
the President and others are not com-
promised, to protect the identity of con-
fidential sources incident to Federal employ-
ment, military service, contract, and secu-
rity clearance determinations, and to pre-
serve the confidentiality and integrity of
Federal evaluation materials. The exemption
rule for the original records will identify the
specific reasons why the records are exempt
from specific provisions of 5 U.S.C. 552a.
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(21) System identifier and name: F033 AF
B, Privacy Act Request Files.

(i) Exemption: During the processing of a
Privacy Act request, exempt materials from
other systems of records may in turn become
part of the case record in this system. To the
extent that copies of exempt records from
those ‘other’ systems of records are entered
into this system, the Department of the Air
Force hereby claims the same exemptions
for the records from those ‘other’ systems
that are entered into this system, as claimed
for the original primary system of which
they are a part.

(ii) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
(&)(2), (K)(3), (k)(4), (k)(5), (K)(6), and (K)(T).

(iii) Reason: Records are only exempt from
pertinent provisions of 5 U.S.C. 552a to the
extent such provisions have been identified
and an exemption claimed for the original
record, and the purposes underlying the ex-
emption for the original record still pertain
to the record which is now contained in this
system of records. In general, the exemp-
tions were claimed in order to protect prop-
erly classified information relating to na-
tional defense and foreign policy, to avoid
interference during the conduct of criminal,
civil, or administrative actions or investiga-
tions, to ensure protective services provided
the President and others are not com-
promised, to protect the identity of con-
fidential sources incident to Federal employ-
ment, military service, contract, and secu-
rity clearance determinations, and to pre-
serve the confidentiality and integrity of
Federal evaluation materials. The exemption
rule for the original records will identify the
specific reasons why the records are exempt
from specific provisions of 5 U.S.C. 552a.

(22) System identifier and name: F051
AFJA E, Judge Advocate General’s Profes-
sional Conduct Files.

(i) Exemption: Investigatory material com-
piled for law enforcement purposes, other
than material within the scope of subsection
5 U.S.C. 552a(j)(2), may be exempt pursuant
to 5 U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or ben-
efit for which he would otherwise be entitled
by Federal law, as a result of the mainte-
nance of the information, the individual will
be provided access to the information except
to the extent that disclosure would reveal
the identity of a confidential source. Note:
When claimed, this exemption allows limited
protection of investigative reports main-
tained in a system of records used in per-
sonnel or administrative actions. Any por-
tion of this system of records which falls
within the provisions of 5 U.S.C. 552a(k)(2)
may be exempt from the following sub-
sections of 5 U.S.C. b552a(c)(3), (d), (e)d),
(©)(DH(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. b52a(k)(2).

(iii) Reasons: (A) From subsection (c)(3) be-
cause to grant access to the accounting for
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each disclosure as required by the Privacy
Act, including the date, nature, and purpose
of each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation. This could seri-
ously compromise case preparation by pre-
maturely revealing its existence and nature;
compromise or interfere with witnesses or
make witnesses reluctant to cooperate; and
lead to suppression, alteration, or destruc-
tion of evidence.

(B) From subsections (d) and (f) because
providing access to investigative records and
the right to contest the contents of those
records and force changes to be made to the
information contained therein would seri-
ously interfere with and thwart the orderly
and unbiased conduct of the investigation
and impede case preparation. Providing ac-
cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or
render witnesses reluctant to cooperate; lead
to suppression, alteration, or destruction of
evidence; enable individuals to conceal their
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or
other disposition of assets that would make
them difficult or impossible to reach in order
to satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it is not
always possible to detect the relevance or
necessity of each piece of information in the
early stages of an investigation. In some
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for
investigative purposes and is exempt from
the access provisions of subsections (d) and
().

(E) From subsection (e)(4)(I) because to the
extent that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently pub-
lished in the system notice, an exemption
from this provision is necessary to protect
the confidentiality of sources of information
and to protect privacy and physical safety of
witnesses and informants.

(23) System identifier and name F033 USSC
A, Information Technology and Control
Records.

(i) Exemption: Investigatory material com-
piled for law enforcement purposes, other
than material within the scope of subsection
5 U.S.C. 552a(j)(2), may be exempt pursuant
to 5 U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or ben-
efit for which he would otherwise be entitled
by Federal law, as a result of the mainte-
nance of the information, the individual will
be provided access to the information except
to the extent that disclosure would reveal
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the identity of a confidential source. NOTE:
When claimed, this exemption allows limited
protection of investigative reports main-
tained in a system of records used in per-
sonnel or administrative actions. Any por-
tion of this system of records which falls
within the provisions of 5 U.S.C. 552a(k)(2)
may be exempt from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), (e)d),
(e)(®)(®), (H), and (I), and (D).

(ii) Authority: 5 U.S.C. 552a(k)(2).

(iii) Reasons: (A) From subsection (c)(3) be-
cause to grant access to the accounting for
each disclosure as required by the Privacy
Act, including the date, nature, and purpose
of each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation. This could seri-
ously compromise case preparation by pre-
maturely revealing its existence and nature;
compromise or interfere with witnesses or
make witnesses reluctant to cooperate; and
lead to suppression, alteration, or destruc-
tion of evidence.

(B) From subsections (d) and (f) because
providing access to investigative records and
the right to contest the contents of those
records and force changes to be made to the
information contained therein would seri-
ously interfere with and thwart the orderly
and unbiased conduct of the investigation
and impede case preparation. Providing ac-
cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or
render witnesses reluctant to cooperate; lead
to suppression, alteration, or destruction of
evidence; enable individuals to conceal their
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or
other disposition of assets that would make
them difficult or impossible to reach in order
to satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it is not
always possible to detect the relevance or
necessity of each piece of information in the
early stages of an investigation. In some
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for
investigative purposes and is exempt from
the access provisions of subsections (d) and
(f).

(E) From subsection (e)(4)(I) because to the
extent that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently pub-
lished in the system notice, an exemption
from this provision is necessary to protect
the confidentiality of sources of information
and to protect privacy and physical safety of
witnesses and informants.
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(24) System identifier and name: F036
AETC X, College Scholarship Program.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability * * * the identity of a confiden-
tial source. Therefore, portions of this sys-
tem may be exempt pursuant to 5 U.S.C.
5b2a(k)(5) from the following subsections of 5
U.S.C. 552a(c)(3), (d), and (e)(1).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: (A) From subsection (¢)(3) and
(d) and when access to accounting disclo-
sures and access to or amendment of records
would cause the identity of a confidential
sources to be revealed. Disclosure of the
source’s identity not only will result in the
Department breaching the promise of con-
fidentiality made to the source but it will
impair the Department’s future ability to
compile investigatory material for the pur-
pose of determining suitability, eligibility,
or qualifications for Federal civilian employ-
ment, Federal contracts, or access to classi-
fied information. Unless sources can be as-
sured that a promise of confidentiality will
be honored, they will be less likely to pro-
vide information considered essential to the
Department in making the required deter-
minations.

(B) From (e)(1) because in the collection of
information for investigatory purposes, it is
not always possible to determine the rel-
evance and necessity of particular informa-
tion in the early stages of the investigation.
In some cases, it is only after the informa-
tion is evaluated in light of other informa-
tion that its relevance and necessity be-
comes clear. Such information permits more
informed decision-making by the Depart-
ment when making required suitability, eli-
gibility, and qualification determinations.

(256) System identifier and name: F032
AFCESA C, Civil Engineer System-Explosive
Ordnance Records.

(i) Exemption: Records maintained in con-
nection with providing protective services to
the President and other individuals under 18
U.S.C. 3056, may be exempt pursuant to 5
U.S.C. 552a(k)(3) may be exempt from the fol-
lowing subsections of 5 U.S.C. 552a(c)(3), (d),
(e)(D), (e)(D)(G), (H), and (I), and (D).

(ii) Authority: 5 U.S.C. 552a(k)(3).

(iii) Reasons: (A) From subsection (c)(3) be-
cause to grant access to the accounting for
each disclosure as required by the Privacy
Act, including the date, nature, and purpose
of each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation. This could seri-
ously compromise case preparation by pre-
maturely revealing its existence and nature;
compromise or interfere with witnesses or
make witnesses reluctant to cooperate; and
lead to suppression, alteration, or destruc-
tion of evidence.

(B) From subsections (d) and (f) because
providing access to investigative records and
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the right to contest the contents of those
records and force changes to be made to the
information contained therein would seri-
ously interfere with and thwart the orderly
and unbiased conduct of the investigation
and impede case preparation. Providing ac-
cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or
render witnesses reluctant to cooperate; lead
to suppression, alteration, or destruction of
evidence; enable individuals to conceal their
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or
other disposition of assets that would make
them difficult or impossible to reach in order
to satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it is not
always possible to detect the relevance or
necessity of each piece of information in the
early stages of an investigation. In some
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for
investigative purposes and is exempt from
the access provisions of subsections (d) and
®).

(E) From subsection (e)(4)(I) because to the
extent that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently pub-
lished in the system notice, an exemption
from this provision is necessary to protect
the confidentiality of sources of information
and to protect privacy and physical safety of
witnesses and informants.

(26) System identifier and name: F051 AF
JAA, Freedom of Information Appeal
Records.

(i) Exemption: During the processing of a
Privacy Act request, exempt materials from
other systems of records may in turn become
part of the case record in this system. To the
extent that copies of exempt records from
those ‘other’ systems of records are entered
into this system, the Department of the Air
Force hereby claims the same exemptions
for the records from those ‘other’ systems
that are entered into this system, as claimed
for the original primary system of which
they are a part.

(i1) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
(k)(2), (kK)(3), (k)(4), (k)(5), (K)(6), and (K)(7).

(iii) Reason: Records are only exempt from
pertinent provisions of 5 U.S.C. 552a to the
extent such provisions have been identified
and an exemption claimed for the original
record, and the purposes underlying the ex-
emption for the original record still pertain
to the record which is now contained in this
system of records. In general, the exemp-
tions were claimed in order to protect prop-
erly classified information relating to na-
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tional defense and foreign policy, to avoid
interference during the conduct of criminal,
civil, or administrative actions or investiga-
tions, to ensure protective services provided
the President and others are not com-
promised, to protect the identity of con-
fidential sources incident to Federal employ-
ment, military service, contract, and secu-
rity clearance determinations, and to pre-
serve the confidentiality and integrity of
Federal evaluation materials. The exemption
rule for the original records will identify the
specific reasons why the records are exempt
from specific provisions of 5 U.S.C. 552a.

[69 FR 954, Jan. 7, 2004, as amended at 69 FR
12540, Mar. 17, 2004; 70 FR 46405, Aug. 10, 2005;
74 FR 55785, 55786, 55787, 55788, Oct. 29, 2009; 74
FR 57415, Nov. 6, 2009]

APPENDIX E TO PART 806b—PRIVACY
IMPACT ASSESSMENT

Section A—Introduction and Overview

The Privacy Act Assessment. The Air
Force recognizes the importance of pro-
tecting the privacy of individuals, to ensure
sufficient protections for the privacy of per-
sonal information as we implement citizen-
centered e-Government. Privacy issues must
be addressed when systems are being devel-
oped, and privacy protections must be inte-
grated into the development life cycle of
these automated systems. The vehicle for ad-
dressing privacy issues in a system under de-
velopment is the Privacy Impact Assess-
ment. The Privacy Impact Assessment proc-
ess also provides a means to assure compli-
ance with applicable laws and regulations
governing individual privacy.

(a) Purpose. The purpose of this document
is to:

(1) Establish the requirements for address-
ing privacy during the systems development
process.

(2) Describe the steps required to complete
a Privacy Impact Assessment.

(3) Define the privacy issues you will ad-
dress in the Privacy Impact Assessment.

(b) Background. The Air Force is respon-
sible for ensuring the privacy, confiden-
tiality, integrity, and availability of per-
sonal information. The Air Force recognizes
that privacy protection is both a personal
and fundamental right. Among the most
basic of individuals’ rights is an expectation
that the Air Force will protect the confiden-
tiality of personal, financial, and employ-
ment information. Individuals also have the
right to expect that the Air Force will col-
lect, maintain, use, and disseminate identifi-
able personal information and data only as
authorized by law and as necessary to carry
out agency responsibilities. Personal infor-
mation is protected by the following:

(1) Title 5, U.S.C. 552a, The Privacy Act of
1974, as amended, which affords individuals
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