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Subpart A—Overview of the
Privacy Act Program

§806b.1 Summary of revisions.

This part moves responsibility for
the Air Force Privacy Program from
Air Force Communications and Infor-
mation Center to the Air Force Chief
Information Officer; prescribes Air
Force Visual Aid 33-276, Privacy Act
Label as optional; adds the E-Gov Act of
2002 requirement for a Privacy Impact
Assessment for all information systems
that are new or have major changes;
changes appeal processing from Air
Force Communications and Informa-
tion Center to Air Force Legal Services
Agency; adds Privacy Act warning lan-
guage to use on information systems
subject to the Privacy Act, includes
guidance on sending personal informa-
tion via e-mail; adds procedures on
complaints; and provides guidance on
recall rosters; social rosters; consent
statements, systems of records oper-
ated by a contractor, and placing infor-
mation on shared drives.

§806b.2 Basic guidelines.

This part implements the Privacy Act
of 19741 and applies to records on living
U.S. citizens and permanent resident
aliens that are retrieved by name or

1 attp://www.usdoj.gov/04foia/privstat. htm.
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personal identifier. This part also pro-
vides guidance on collecting and dis-
seminating personal information in
general.

(a) Records that are retrieved by
name or personal identifier are subject
to Privacy Act requirements and are
referred to as Privacy Act systems of
records. The Air Force must publish
notices in the FEDERAL REGISTER, de-
scribing the collection of information
for new, changed or deleted systems to
inform the public and give them an op-
portunity to comment before imple-
menting or changing the system. (see
appendix B to this part).

(b) An official system of records is:

(1) Authorized by law or Executive
Order.

(2) Needed to carry out an Air Force
mission or function.

(3) Published in the FEDERAL REG-
ISTER.

(c) The Air Force will not:

(1) Keep records on how a person ex-
ercises First Amendment rights. Ex-
ceptions are when: The Air Force has
the permission of that individual or is
authorized by Federal statute; or the
information pertains to, and is within
the scope of, an authorized law enforce-
ment activity. First Amendment rights
include, but are not limited to, freedom
of religion, freedom of political beliefs,
freedom of speech, freedom of the
press, the right to assemble, and the
right to petition.

(2) Penalize or harass an individual
for exercising rights guaranteed under
the Privacy Act. We must reasonably
help individuals exercise their rights
under the Privacy Act.

(d) Air Force members will:

(1) Keep paper and electronic records
that are retrieved by name or personal
identifier only in approved Privacy Act
systems published in the FEDERAL REG-
ISTER.

(2) Collect, maintain, and use infor-
mation in such systems, for purposes
described in the published notice, to
support programs authorized by law or
Executive Order.

(3) Safeguard the records in the sys-
tem and keep them the minimum time
required.

(4) Ensure records are timely, accu-
rate, complete, and relevant.
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(56) Amend and correct records on re-
quest.

(6) Allow individuals to review and
receive copies of their own records un-
less the Secretary of the Air Force ap-
proved an exemption for the system; or
the Air Force created the records in
anticipation of a civil action or pro-
ceeding (56 U.S.C. 552a(d)(b)).

(7T) Provide a review of decisions that
deny individuals access to or amend-
ment of their records through appellate
procedures.

§806b.3 Violation penalties.

An individual may file a civil law
suit against the Air Force for failing to
comply with the Privacy Act. The
courts may find an individual offender
guilty of a misdemeanor and fine that
individual offender not more than
$5,000 for:

(a) Willfully maintaining a system of
records that doesn’t meet the public
notice requirements.

(b) Disclosing information from a
system of records to someone not enti-
tled to the information.

(c) Obtaining someone else’s records
under false pretenses.

§806b.4 Privacy Act complaints.

(a) Process Privacy Act complaints
or allegations of Privacy Act violations
through the appropriate base or Major
Command Privacy Act office, to the
local systems manager. The base or
Major Command Privacy Act officer di-
rects the process and provides guidance
to the system manager. The local sys-
tems manager will investigate com-
plaints, or allegations of Privacy Act
violations; will establish and review
the facts when possible; interview indi-
viduals as needed; determine validity
of the complaint; take appropriate cor-
rective action; and ensure a response is
sent to the complainant through the
Privacy Act Officer. In cases where no
system manager can be identified, the
local Privacy Act officer will assume
these duties. Issues that cannot be re-
solved at the local level will be ele-
vated to the Major Command Privacy
Office. When appropriate, local system
managers will also: refer cases for more
formal investigation, refer cases for
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command disciplinary action, and con-
sult the servicing Staff Judge Advo-
cate. In combatant commands, process
component unique system complaints
through the respective component
chain of command.

(b) For Privacy Act complaints filed
in a U.S. District Court against the Air
Force, an Air Force activity, or any
Air Force employee, Air Force Legal
Services Agency, General Litigation
Division (JACL) will provide Air Force
Chief Information Officer/P a litigation
summary to include: The case number,
requester name, the nature of the case
(denial of access, refusal to amend, in-
correct records, or specify the par-
ticular violation of the Privacy Act),
date complaint filed, court, defendants,
and any appropriate remarks, as well
as updates during the litigation proc-
ess. When the court renders a formal
opinion or judgment, Air Force Legal
Services Agency, General Litigation
Division (JACL) sends Air Force Chief
Information Officer/P a copy of the
judgment and opinion.

§806b.5 Personal notes.

The Privacy Act does not apply to
personal notes on individuals used as
memory aids. Personal notes may be-
come Privacy Act records if they are
retrieved by name or other personal
identifier and at least one of the fol-
lowing three conditions apply: Keeping
or destroying the records is not at the
sole discretion of the author; the notes
are required by oral or written direc-
tive, regulation, or command policy; or
they are shown to other agency per-
sonnel.

§806b.6 Systems of records operated
by a contractor.

Contractors who are required to oper-
ate or maintain a Privacy Act system
of records by contract must follow this
part for collecting, safeguarding, main-
taining, using, accessing, amending
and disseminating personal informa-
tion. The record system affected is con-
sidered to be maintained by the Air
Force and is subject to this part. Sys-
tems managers for offices who have
contractors operating or maintaining
such record systems must ensure the
contract contains the proper Privacy
Act clauses, and identify the record
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system number, as required by the De-
fense Acquisition Regulation and this
part.

(a) Contracts for systems of records
operated or maintained by a contractor
will be reviewed annually by the appro-
priate Major Command Privacy Officer
to ensure compliance with this part.

(b) Disclosure of personal records to a
contractor for use in the performance
of an Air Force contract is considered
a disclosure within the agency under
exception (b)(1) of the Privacy Act (see
§806b.47(a)).

§806b.7 Responsibilities.

(a) The Air Force Chief Information
Officer is the senior Air Force Privacy
Official with overall responsibility for
the Air Force Privacy Act Program.

(b) The Office of the General Counsel
to the Secretary of the Air Force, Fis-
cal and Administrative Law Division
(GCA) makes final decisions on ap-
peals.

(¢c) The General Litigation Division,
Air Force Legal Services Agency
(JACL), receives Privacy Act appeals
and provides recommendations to the
appellate authority. Service unique ap-
peals, from combatant commands,
should go through the respective chain
of command.

(d) The Plans and Policy Directorate,
Office of the Chief Information Officer
manages the program through the Air
Force Privacy Act Officer who:

(1) Administers procedures outlined
in this part.

(2) Reviews publications and forms
for compliance with this part.

(3) Reviews and approves proposed
new, altered, and amended systems of
records; and submits system notices
and required reports to the Defense
Privacy Office.

(4) Serves as the Air Force member
on the Defense Privacy Board and the
Defense Data Integrity Board.

(5) Provides guidance and assistance
to Major Commands, field operating
agencies, direct reporting units and
combatant commands for which AF is
executive agent in their implementa-
tion and execution of the Air Force
Privacy Program. Ensures availability
of training and training tools for a va-
riety of audiences.
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(6) Provides advice and support to
those commands to ensure that infor-
mation requirements developed to col-
lect or maintain personal data conform
to Privacy Act standards; and that ap-
propriate procedures and safeguards
are developed, implemented, and main-
tained to protect the information.

(e) Major Command commanders, and
Deputy Chiefs of Staff and comparable
officials at Secretary of the Air Force
and Headquarters United States Air
Force offices implement this part.

(f) 11th Communications Squadron
will provide Privacy Act training and
submit Privacy Act reports for Head-
quarters United States Air Force and
Secretary of the Air Force offices.

(g) Major Command Commanders:
Appoint a command Privacy Act offi-
cer, and send the name, office symbol,
phone number, and e-mail address to
Air Force Chief Information Officer/P.

(h) Major Command and Head-
quarters Air Force Functional Chief In-
formation Officers:

(1) Review and provide final approval
on Privacy Impact Assessments (see ap-
pendix E of this part).

(2) Send a copy of approved Privacy
Impact Assessments to Air Force Chief
Information Officer/P.

(i) Major Command Privacy Act Offi-
cers:

(1) Train base Privacy Act officers.
May authorize appointment of unit
Privacy Act monitors to assist with
implementation of the program.

(2) Promote Privacy Act awareness
throughout the organization.

(3) Review publications and forms for
compliance with this part (do forms re-
quire a Privacy Act Statement; is Pri-
vacy Act Statement correct?).

(4) Submit reports as required.

(5) Review system notices to validate
currency.

(6) Evaluate the health of the pro-
gram at regular intervals using this
part as guidance.

(7) Review and provide recommenda-
tions on completed Privacy Impact As-
sessments for information systems.

(8) Resolve complaints or allegations
of Privacy Act violations.

(9) Review and process denial rec-
ommendations.
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(10) Provide guidance as needed to
functionals on implementing the Pri-
vacy Act.

(j) Base Privacy Act Officers:

(1) Provide guidance and training to
base personnel.

(2) Submit reports as required.

(3) Review publications and forms for
compliance with this part.

(4) Review system notices to validate

currency.
(6) Direct investigations of com-
plaints/violations.

(6) Evaluate the health of the pro-
gram at regular intervals using this
part as guidance.

(k) System Managers:

(1) Manage and safeguard the system.

(2) Train users on Privacy Act re-
quirements.

(3) Protect records from unauthorized
disclosure, alteration, or destruction.

(4) Prepare system notices and re-
ports.

(5) Answer Privacy Act requests.

(6) Records of disclosures.

(7) Validate system notices annually.

(8) Investigate Privacy Act com-
plaints.

(1) System owners and developers:

(1) Decide the need for, and content
of systems.

(2) Evaluate Privacy Act require-
ments of information systems in early
stages of development.

(3) Complete a Privacy Impact As-
sessment and submit to the Privacy
Act Officer.

Subpart B—Obtaining Law En-
forcement Records and Con-
fidentiality Promises

§806b.8 Obtaining
records.

law enforcement

The Commander, Air Force Office of
Special Investigation; the Commander,
Air Force Security Forces Center;
Major Command, Field Operating
Agency, and base chiefs of security
forces; Air Force Office of Special In-
vestigations detachment commanders;
and designees of those offices may ask
another agency for records for law en-
forcement under 5 U.S.C. 552a(b)(7). The
requesting office must indicate in writ-
ing the specific part of the record de-
sired and identify the law enforcement
activity asking for the record.
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