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(b) Standard. Any covered affiliate 
under this part who maintains or oth-
erwise possesses consumer information 
for a business purpose must properly 
dispose of such information by taking 
reasonable measures to protect against 
unauthorized access to or use of the in-
formation in connection with its dis-
posal. 

(c) Examples. The following examples 
are ‘‘reasonable’’ disposal measures for 
the purposes of this subpart— 

(1) Implementing and monitoring 
compliance with policies and proce-
dures that require the burning, pulver-
izing, or shredding of papers containing 
consumer information so that the in-
formation cannot practicably be read 
or reconstructed; 

(2) Implementing and monitoring 
compliance with policies and proce-
dures that require the destruction or 
erasure of electronic media containing 
consumer information so that the in-
formation cannot practically be read or 
reconstructed; and 

(3) After due diligence, entering into 
and monitoring compliance with a 
written contract with another party 
engaged in the business of record de-
struction to dispose of consumer infor-
mation in a manner that is consistent 
with this rule. 

(d) Relation to other laws. Nothing in 
this section shall be construed: 

(1) To require a person to maintain or 
destroy any record pertaining to a con-
sumer that is imposed under Sec. 1.31 
or any other provision of law; or 

(2) To alter or affect any requirement 
imposed under any other provision of 
law to maintain or destroy such a 
record. 

APPENDIX A TO PART 162—SAMPLE 
CLAUSES 

A. Although use of the model forms is not 
required, use of the model forms in this ap-
pendix (as applicable) complies with the re-
quirement in section 624 of the FCRA for 
clear, conspicuous, and concise notices. 

B. Certain changes may be made to the 
language or format of the model forms with-
out losing the protection from liability af-
forded by use of the model forms. These 
changes may not be so extensive as to affect 
the substance, clarity, or meaningful se-
quence of the language in the model forms. 
Persons making such extensive revisions will 
lose the safe harbor that this appendix pro-

vides. Acceptable changes include, for exam-
ple: 

1. Rearranging the order of the references 
to ‘‘your income’’, ‘‘your account history’’, 
and ‘‘your credit score’’. 

2. Substituting other types of information 
for ‘‘income’’, ‘‘account history’’, or ‘‘credit 
score’’ for accuracy, such as ‘‘payment his-
tory’’, ‘‘credit history’’, or ‘‘claims history’’. 

3. Substituting a clearer and more accu-
rate description of the affiliates providing or 
covered by the notice for phrases such as 
‘‘the [ABC] group of companies,’’ including 
without limitation a statement that the en-
tity providing the notice recently purchased 
the consumer’s account. 

4. Substituting other types of affiliates 
covered by the notice for ‘‘commodity advi-
sor’’, ‘‘futures clearing merchant’’, or ‘‘swap 
dealer’’ affiliates. 

5. Omitting items that are not accurate or 
applicable. For example, if a person does not 
limit the duration of the opt-out period, the 
notice may omit information about the re-
newal notice. 

6. Adding a statement informing con-
sumers how much time they have to opt out 
before shared eligibility information may be 
used to make solicitations to them. 

7. Adding a statement that the consumer 
may exercise the right to opt out at any 
time. 

8. Adding the following statement, if accu-
rate: ‘‘If you previously opted out, you do 
not need to do so again.’’ 

9. Providing a place on the form for the 
consumer to fill in identifying information, 
such as his or her name and address. 

• A–1 Model Form for Initial Opt-out no-
tice (Single-Affiliate Notice) 

• A–2 Model Form for Initial Opt-out no-
tice (Joint Notice) 

• A–3 Model Form for Renewal Notice (Sin-
gle-Affiliate Notice) 

• A–4 Model Form for Renewal Notice 
(Joint Notice) 

• A–5 Model Form for Voluntary ‘‘No Mar-
keting’’ Notice 

A–1 MODEL FORM FOR INITIAL OPT-OUT 
NOTICE (SINGLE-AFFILIATE NOTICE) 

[YOUR CHOICE TO LIMIT MARKETING]/ 
[MARKETING OPT OUT] 

—[Name of Affiliate] is providing this notice. 
—[Optional: Federal law gives you the right 

to limit some but not all marketing from 
our affiliates. Federal law also requires us 
to give you this notice to tell you about 
your choice to limit marketing from our 
affiliates.] 

—You may limit our affiliates in the [ABC] 
group of companies, such as our [com-
modity advisor, futures clearing merchant, 
and swap dealer] affiliates, from marketing 
their financial products or services to you 
based on your personal information that 
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we collect and share with them. This infor-
mation includes your [income], your [ac-
count history with us], and your [credit 
score]. 

—Your choice to limit marketing offers from 
our affiliates will apply [until you tell us 
to change your choice]/[for x years from 
when you tell us your choice]/[for at least 
5 years from when you tell us your choice]. 
[Include if the opt-out period expires.] 
Once that period expires, you will receive a 
renewal notice that will allow you to con-
tinue to limit marketing offers from our 
affiliates for [another x years]/[at least an-
other 5 years]. 

—[Include, if applicable, in a subsequent no-
tice, including an annual notice, for con-
sumers who may have previously opted 
out.] If you have already made a choice to 
limit marketing offers from our affiliates, 
you do not need to act again until you re-
ceive the renewal notice. 
To limit marketing offers, contact us [in-

clude all that apply]: 
—By telephone: 1–877–###–#### 
—On the Web: www.—.com 
—By mail: check the box and complete the 

form below, and send the form to: 
—[Company name] 
—[Company address] 
llDo not allow your affiliates to use my 

personal information to market to me. 

A–2 MODEL FORM FOR INITIAL OPT-OUT 
NOTICE (JOINT NOTICE) 

[YOUR CHOICE TO LIMIT MARKETING]/ 
[MARKETING OPT OUT] 

—The [ABC group of companies] is providing 
this notice. 

—[Optional: Federal law gives you the right 
to limit some but not all marketing from 
the [ABC] companies. Federal law also re-
quires us to give you this notice to tell you 
about your choice to limit marketing from 
the [ABC] companies.] 

—You may limit the [ABC companies], such 
as the [ABC commodity advisor, futures 
clearing merchant, and swap dealer] affili-
ates, from marketing their financial prod-
ucts or services to you based on your per-
sonal information that they receive from 
other [ABC] companies. This information 
includes your [income], your [account his-
tory], and your [credit score]. 

—Your choice to limit marketing offers from 
the [ABC] companies will apply [until you 
tell us to change your choice]/[for x years 
from when you tell us your choice]/[for at 
least 5 years from when you tell us your 
choice]. [Include if the opt-out period ex-
pires.] Once that period expires, you will 
receive a renewal notice that will allow 
you to continue to limit marketing offers 
from the [ABC] companies for [another x 
years]/[at least another 5 years]. 

¥[Include, if applicable, in a subsequent no-
tice, including an annual notice, for con-
sumers who may have previously opted 
out.] If you have already made a choice to 
limit marketing offers from the [ABC] 
companies, you do not need to act again 
until you receive the renewal notice. 

To limit marketing offers, contact us 
[include all that apply]: 
By telephone: 1–877-###–#### 
On the Web: www.—.com 
By mail: check the box and complete the 

form below, and send the form to: 
[Company name] 
[Company address] 
ll Do not allow any company [in the ABC 

group of companies] to use my personal in-
formation to market to me. 

A–3 MODEL FORM FOR RENEWAL NOTICE 
(SINGLE-AFFILIATE NOTICE) 

[RENEWING YOUR CHOICE TO LIMIT MAR-
KETING]/[RENEWING YOUR MARKETING OPT 
OUT] 

¥[Name of Affiliate] is providing this notice. 
¥[Optional: Federal law gives you the right 

to limit some but not all marketing from 
our affiliates. Federal law also requires us 
to give you this notice to tell you about 
your choice to limit marketing from our 
affiliates.] 

¥You previously chose to limit our affiliates 
in the [ABC] group of companies, such as 
our [commodity advisor, futures clearing 
merchant, and swap dealer] affiliates, from 
marketing their financial products or serv-
ices to you based on your personal infor-
mation that we share with them. This in-
formation includes your [income], your 
[account history with us], and your [credit 
score]. 

¥Your choice has expired or is about to ex-
pire. 

To renew your choice to limit marketing for 
[x] more years, contact us [include all that 
apply]: 

By telephone: 1–877-###–#### 
On the Web: www.—.com 
By mail: check the box and complete the 

form below, and send the form to: 
[Company name] 
[Company address] 
llRenew my choice to limit marketing for 

[x] more years. 

A–4 MODEL FORM FOR RENEWAL NOTICE (JOINT 
NOTICE) 

[RENEWING YOUR CHOICE TO LIMIT MAR-
KETING]/[RENEWING YOUR MARKETING OPT 
OUT] 

¥The [ABC group of companies] is providing 
this notice. 

¥[Optional: Federal law gives you the right 
to limit some but not all marketing from 
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the [ABC] companies. Federal law also re-
quires us to give you this notice to tell you 
about your choice to limit marketing from 
the [ABC] companies.] 

¥You previously chose to limit the [ABC 
companies], such as the [ABC commodity 
advisor, futures clearing merchant, and 
swap dealer] affiliates, from marketing 
their financial products or services to you 
based on your personal information that 
they receive from other [ABC] companies. 
This information includes your [income], 
your [account history], and your [credit 
score]. 

¥Your choice has expired or is about to ex-
pire. 

To renew your choice to limit marketing for 
[x] more years, contact us [include all that 
apply]: 

By telephone: 1–877-###–#### 
On the Web: www.—.com 
By mail: check the box and complete the 

form below, and send the form to: 
[Company name] 
[Company address] 
ll Renew my choice to limit marketing for 

[x] more years. 

A–5 MODEL FORM FOR VOLUNTARY ‘‘NO 
MARKETING’’ NOTICE 

[YOUR CHOICE TO STOP MARKETING] 

¥[Name of Affiliate] is providing this notice. 
You may choose to stop all marketing from 

us and our affiliates. 

To stop all marketing offers, contact us [in-
clude all that apply]: 

By telephone: 1–877-###–#### 
On the Web: www.—.com 
By mail: check the box and complete the 

form below, and send the form to: 
[Company name] 
[Company address] 
ll Do not market to me. 

PART 165—WHISTLEBLOWER RULES 

Sec. 
165.1 General. 
165.2 Definitions. 
165.3 Procedures for submitting original in-

formation. 
165.4 Confidentiality. 
165.5 Prerequisites to the consideration of 

an award. 
165.6 Whistleblowers ineligible for an award. 
165.7 Procedures for award applications and 

Commission award determinations. 
165.8 Amount of award. 
165.9 Criteria for determining amount of 

award. 
165.10 Contents of record for award deter-

mination. 
165.11 Awards based upon related actions. 

165.12 Payment of awards from the Fund, fi-
nancing of customer education initia-
tives, and deposits and credits to the 
Fund. 

165.13 Appeals. 
165.14 Procedures applicable to the payment 

of awards. 
165.15 Delegations of authority. 
165.16 No immunity. 
165.17 Awards to whistleblowers who engage 

in culpable conduct. 
165.18 Staff communications with whistle-

blowers from represented entities. 
165.19 Nonenforceability of certain provi-

sions waiving rights and remedies or re-
quiring arbitration of disputes. 

APPENDIX A TO PART 165—GUIDANCE WITH RE-
SPECT TO THE PROTECTION OF WHISTLE-
BLOWERS AGAINST RETALIATION 

AUTHORITY: 7 U.S.C. 2, 5, 12a(5) and 26, as 
amended by Title VII of the Dodd-Frank 
Wall Street Reform and Consumer Protec-
tion Act, Pub. L. 111–203, 124 Stat. 1376 (July 
16, 2010). 

SOURCE: 76 FR 53200, Aug. 25, 2011, unless 
otherwise noted. 

§ 165.1 General. 

Section 23 of the Commodity Ex-
change Act, entitled ‘‘Commodity 
Whistleblower Incentives and Protec-
tion,’’ requires the Commission to pay 
awards, subject to certain limitations 
and conditions, to whistleblowers who 
voluntarily provide the Commission 
with original information about viola-
tions of the Commodity Exchange Act. 
This part 165 describes the whistle-
blower program that the Commission 
intends to establish to implement the 
provisions of Section 23, and explains 
the procedures the whistleblower will 
need to follow in order to be eligible 
for an award. Whistleblowers should 
read these procedures carefully, be-
cause the failure to take certain re-
quired steps within the time frames de-
scribed in this part may result in dis-
qualification from receiving an award. 
Unless expressly provided for in this 
part, no person is authorized to make 
any offer or promise, or otherwise to 
bind the Commission with respect to 
the payment of any award or the 
amount thereof. 

§ 165.2 Definitions. 

As used in this part: 
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