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addresses of blood donors, dates of the 
requests, and any disclosures of address 
information; 

(2) Store blood donors’ addresses re-
ceived from the Blood Donor Locator 
Service and all related blood donor 
records in a secure area or place that is 
physically safe from access by persons 
other than those whose duties and re-
sponsibilities require access; 

(3) Restrict access to these records to 
authorized employees and officials who 
need them to perform their official du-
ties related to notifying blood donors 
who are or may be infected with the 
human immunodeficiency virus that 
they may need medical care and treat-
ment; 

(4) Advise all personnel who will have 
access to the records of the confiden-
tial nature of the information, the 
safeguards required to protect the in-
formation, and the civil and criminal 
sanctions for unauthorized use or dis-
closure of the information; 

(5) Destroy the address information 
received from the Blood Donor Locator 
Service, as well as any records estab-
lished in connection with the request 
which indicate directly or indirectly 
the identity of the individual, after no-
tifying or attempting to notify the 
donor at the address obtained from the 
Blood Donor Locator Service; and 

(6) Upon request, report to us the pro-
cedures established and utilized to en-
sure the confidentiality of address in-
formation and related blood donor 
records. We reserve the right to make 
onsite inspections to ensure that these 
procedures are adequate and are being 
followed and to request such informa-
tion as we may need to ensure that the 
safeguards required in this section are 
being met. 

(h) Unauthorized disclosure. Any offi-
cial or employee of the Federal Gov-
ernment, a State, or a blood donation 
facility who discloses blood donor in-
formation, except as provided for in 
this section or under a provision of 
law, will be subject to the same crimi-
nal penalty as provided in section 
7213(a) of the Internal Revenue Code of 
1986 for the unauthorized disclosure of 
tax information. 

APPENDIX A TO PART 401—EMPLOYEE 
STANDARDS OF CONDUCT 

(a) General. All SSA employees are re-
quired to be aware of their responsibilities 
under the Privacy Act of 1974, 5 U.S.C. 552a. 
Regulations implementing the Privacy Act 
are set forth in this part. Instruction on the 
requirements of the Act and regulation shall 
be provided to all new employees of SSA. In 
addition, supervisors shall be responsible for 
assuring that employees who are working 
with systems of records or who undertake 
new duties which require the use of systems 
of records are informed of their responsibil-
ities. Supervisors shall also be responsible 
for assuring that all employees who work 
with such systems of records are periodically 
reminded of the requirements of the Privacy 
Act and are advised of any new provisions or 
interpretations of the Act. 

(b) Penalties. (1) All employees must guard 
against improper disclosure of records which 
are governed by the Privacy Act. Because of 
the serious consequences of improper inva-
sions of personal privacy, employees may be 
subject to disciplinary action and criminal 
prosecution for knowing and willful viola-
tions of the Privacy Act and regulation. In 
addition, employees may also be subject to 
disciplinary action for unknowing or 
unwillful violations, where the employee had 
notice of the provisions of the Privacy Act 
and regulations and failed to inform himself 
or herself sufficiently or to conduct himself 
or herself in accordance with the require-
ments to avoid violations. 

(2) SSA may be subjected to civil liability 
for the following actions undertaken by its 
employees: 

(a) Making a determination under the Pri-
vacy Act and §§ 401.65 and 401.70 not to amend 
an individual’s record in accordance with his 
or her request, or failing to make such re-
view in conformity with those provisions; 

(b) Refusing to comply with an individual’s 
request for notification of or access to a 
record pertaining to him or her; 

(c) Failing to maintain any record per-
taining to any individual with such accu-
racy, relevance, timeliness, and complete-
ness as is necessary to assure fairness in any 
determination relating to the qualifications, 
character, rights, or opportunities of, or ben-
efits to the individual that may be made on 
the basis of such a record, and consequently 
makes a determination which is adverse to 
the individual; or 

(d) Failing to comply with any other provi-
sion of the Act or any rule promulgated 
thereunder, in such a way as to have an ad-
verse effect on an individual. 

(3) An employee may be personally subject 
to criminal liability as set forth below and in 
5 U.S.C. 552a (i): 
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(a) Willful disclosure. Any officer or em-
ployee of SSA, who by virtue of his employ-
ment or official position, has possession of, 
or access to, agency records which contain 
individually identifiable information the dis-
closure of which is prohibited by the Privacy 
Act or by rules or regulations established 
thereunder, and who, knowing that disclo-
sure of the specific material is so prohibited, 
willfully discloses the material in any man-
ner to any person or agency not entitled to 
receive it, shall be guilty of a misdemeanor 
and may be fined not more than $5,000. 

(b) Notice requirements. Any officer or em-
ployee of SSA who willfully maintains a sys-
tem of records without meeting the notice 
requirements [of the Privacy Act] shall be 
guilty of a misdemeanor and may be fined 
not more than $5,000. 

(c) Rules governing employees not working 
with systems of records. Employees whose du-
ties do not involve working with systems of 
records will not generally disclose to any 
one, without specific authorization from 
their supervisors, records pertaining to em-
ployees or other individuals which by reason 
of their official duties are available to them. 
Notwithstanding the above, the following 
records concerning Federal employees are a 
matter of public record and no further au-
thorization is necessary for disclosure: 

(1) Name and title of individual. 
(2) Grade classification or equivalent and 

annual rate of salary. 
(3) Position description. 
In addition, employees shall disclose 

records which are listed in SSA’s Freedom of 
Information Regulation as being available to 
the public. Requests for other records will be 
referred to the responsible SSA Freedom of 
Information Officer. This does not preclude 
employees from discussing matters which 
are known to them personally, and without 
resort to a record, to official investigators of 
Federal agencies for official purposes such as 
suitability checks, Equal Employment Op-
portunity investigations, adverse action pro-
ceedings, grievance proceedings, etc. 

(d) Rules governing employees whose duties 
require use or reference to systems of records. 
Employees whose official duties require that 
they refer to, maintain, service, or otherwise 
deal with systems of records (hereinafter re-
ferred to as ‘‘Systems Employees’’) are gov-
erned by the general provisions. In addition, 
extra precautions are required and systems 
employees are held to higher standards of 
conduct. 

(1) Systems Employees shall: 
(a) Be informed with respect to their re-

sponsibilities under the Privacy Act; 
(b) Be alert to possible misuses of the sys-

tem and report to their supervisors any po-
tential or actual use of the system which 
they believe is not in compliance with the 
Privacy Act and regulation; 

(c) Disclose records within SSA only to an 
employee who has a legitimate need to know 
the record in the course of his or her official 
duties; 

(d) Maintain records as accurately as prac-
ticable. 

(e) Consult with a supervisor prior to tak-
ing any action where they are in doubt 
whether such action is in conformance with 
the Act and regulation. 

(2) Systems employees shall not: 
(a) Disclose in any form records from a sys-

tem of records except (1) with the consent or 
at the request of the subject individual; or 
(2) where its disclosure is permitted under 
§ 401.110. 

(b) Permit unauthorized individuals to be 
present in controlled areas. Any unauthor-
ized individuals observed in controlled areas 
shall be reported to a supervisor or to the 
guard force. 

(c) Knowingly or willfully take action 
which might subject SSA to civil liability. 

(d) Make any arrangements for the design, 
development, or operation of any system of 
records without making reasonable effort to 
provide that the system can be maintained 
in accordance with the Act and regulation. 

(e) Contracting officers. In addition to any 
applicable provisions set forth above, those 
employees whose official duties involve en-
tering into contracts on behalf of SSA shall 
also be governed by the following provisions: 

(1) Contracts for design, or development of 
systems and equipment. The contracting offi-
cer shall not enter into any contract for the 
design or development of a system of 
records, or for equipment to store, service or 
maintain a system of records unless the con-
tracting officer has made reasonable effort 
to ensure that the product to be purchased is 
capable of being used without violation of 
the Privacy Act or the regulations in this 
part. He shall give special attention to provi-
sion of physical safeguards. 

(2) Contracts for the operation of systems of 
records. The Contracting Officer, in conjunc-
tion with other officials whom he feels ap-
propriate, shall review all proposed contracts 
providing for the operation of systems of 
records prior to execution of the contracts to 
determine whether operation of the system 
of records is for the purpose of accomplishing 
a Department function. If it is determined 
that the operation of the system is to accom-
plish an SSA function, the contracting offi-
cer shall be responsible for including in the 
contract appropriate provisions to apply the 
provisions of the Privacy Act and regulation 
to the system, including prohibitions against 
improper release by the contractor, his em-
ployees, agents, or subcontractors. 

(3) Other service contracts. Contracting offi-
cers entering into general service contracts 
shall be responsible for determining the ap-
propriateness of including provisions in the 
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contract to prevent potential misuse (inad-
vertent or otherwise) by employees, agents, 
or subcontractors of the contractor. 

(f) Rules governing SSA officials responsible 
for managing systems of records. In addition to 
the requirements for Systems Employees, 
SSA officials responsible for managing sys-
tems of records as described in § 401.40(c) 
(system managers) shall: 

(1) Respond to all requests for notification 
of or access, disclosure, or amendment of 
records in a timely fashion in accordance 
with the Privacy Act and regulation; 

(2) Make any amendment of records accu-
rately and in a timely fashion; 

(3) Inform all persons whom the accounting 
records show have received copies of the 
record prior to the amendments of the cor-
rection; and 

(4) Associate any statement of disagree-
ment with the disputed record, and 

(a) Transmit a copy of the statement to all 
persons whom the accounting records show 
have received a copy of the disputed record, 
and 

(b) Transmit that statement with any fu-
ture disclosure. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 69617, Dec. 10, 2007] 

PART 402—AVAILABILITY OF IN-
FORMATION AND RECORDS TO 
THE PUBLIC 

Sec. 
402.5 Scope and purpose. 
402.10 Policy. 
402.15 Relationship between the FOIA and 

the Privacy Act of 1974. 
402.20 Requests not handled under the 

FOIA. 
402.25 Referral of requests outside of SSA. 
402.30 Definitions. 
402.35 Publication. 
402.40 Publications for sale. 
402.45 Availability of records. 
402.50 Availability of administrative staff 

manuals. 
402.55 Materials available at district offices 

and branch offices. 
402.60 Materials in field offices of the Office 

of Hearings and Appeals. 
402.65 Health care information. 
402.70 Reasons for withholding some 

records. 
402.75 Exemption one for withholding 

records: National defense and foreign pol-
icy. 

402.80 Exemption two for withholding 
records: Internal personnel rules and 
practices. 

402.85 Exemption three for withholding 
records: Records exempted by other stat-
utes. 

402.90 Exemption four for withholding 
records: Trade secrets and confidential 
commercial or financial information. 

402.95 Exemption five for withholding 
records: Internal memoranda. 

402.100 Exemption six: Clearly unwarranted 
invasion of personal privacy. 

402.105 Exemption seven for withholding 
records: Law enforcement. 

402.110 Exemptions eight and nine for with-
holding records: Records on financial in-
stitutions; records on wells. 

402.125 Who may release a record. 
402.130 How to request a record. 
402.135 Where to send a request. 
402.140 How a request for a record is proc-

essed. 
402.145 Responding to your request. 
402.150 Release of records. 
402.155 Fees to be charged—categories of re-

quests. 
402.160 Fees to be charged—general provi-

sions. 
402.165 Fee schedule. 
402.170 Fees for providing records and re-

lated services for program purposes pur-
suant to section 1106 of the Social Secu-
rity Act. 

402.175 Fees for providing information and 
related services for non-program pur-
poses. 

402.180 Procedure on assessing and col-
lecting fees for providing records. 

402.185 Waiver or reduction of fees in the 
public interest. 

402.190 Officials who may deny a request for 
records under FOIA. 

402.195 How a request is denied. 
402.200 How to appeal a decision denying all 

or part of a request. 
402.205 U.S. District Court action. 

AUTHORITY: Secs. 205, 702(a)(5), and 1106 of 
the Social Security Act; (42 U.S.C. 405, 
902(a)(5), and 1306); 5 U.S.C. 552 and 552a; 8 
U.S.C. 1360; 18 U.S.C. 1905; 26 U.S.C. 6103; 30 
U.S.C. 923b; 31 U.S.C. 9701; E.O. 12600, 52 FR 
23781, 3 CFR, 1987 Comp., p. 235. 

SOURCE: 62 FR 4154, Jan. 29, 1997, unless 
otherwise noted. 

§ 402.5 Scope and purpose. 
The rules in this part relate to the 

availability to the public, pursuant to 
the Freedom of Information Act (FOIA) 
5 U.S.C. 552, of records of the Social Se-
curity Administration (SSA). They de-
scribe how to make a FOIA request; 
who can release records and who can 
decide not to release; how much time it 
should take to make a determination 
regarding release; what fees may be 
charged; what records are available for 
public inspection; why some records 
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