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EMERGENCY PLANNING FOR THE YEAR 2000:
PREPARATION OR PANIC?

FRIDAY, OCTOBER 2, 1998

U.S. SENATE,
SPECIAL COMMITTEE ON THE YEAR 2000
TECHNOLOGY PROBLEM,
Washington, DC.

The committee met, pursuant to notice, at 9:30 a.m., in room
192, Dirksen Senate Office Building, Hon. Robert F. Bennett
(chairman of the committee), presiding.

Present: Senators Bennett, Collins, Smith of Oregon, and Dodd.

Chairman BENNETT. The committee will come to order.

We are very pleased this morning to have John Koskinen and
Lacy Suiter with us as our first panel. I have an opening state-
ment, copies of which are available to members of the press, which
I will not read, out of deference to the fact that Mr. Koskinen has
an airplane to catch a little later in the morning and I think the
committee would be better off hearing from him than from me.
That’s usually the case with every committee chairman, but usu-
ally not observed on Capitol Hill. So I will delay making comment
about some of the issues in my opening statement until after we
have heard from Mr. Koskinen.

I will make this general introduction. Those who have followed
the committee know that we set out in the beginning a series of
priorities, listing them in the order in which we thought failure be-
cause of Y2K problems would cause the greatest impact. The first
priority was the power grid, utilities, and then we talked about
telecommunications. We have talked about transportation—we had
a full hearing on that—the financial system, and now we come to
general government.

We have divided the responsibilities in the committee among the
seven members, because we ended up with seven priorities. Sen-
ator Collins has the lead on the committee for today’s priority,
which is general government activities. We're delighted with the
line up of witnesses that we have.

We will start with the Federal Government, with Mr. Koskinen
and Mr. Suiter, and then we’ll have State governments—the lead
witness will be Governor Leavitt, the Governor of Utah, and the
potential, incoming, prospective, whatever the appropriate adjective
is, chairman of the National Governors Conference, and then we
will go to local government, county, and city. So that’s the outline
for today’s hearing.

While Mr. Koskinen has appeared before the committee before,
we wanted to give him this opportunity to describe to us where we
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are at the Federal Government level, and then interact on the
panel with Mr. Suiter, who will have much of the responsibility of
dealing with Federal Government coordination with State and local
governments in those areas where any kind of emergency may
arise. So that’s the format for today’s hearing.

Senator Collins, we appreciate your leadership on this portion of
the committee’s work, and you're willingness to accept this assign-
ment. I will recognize you for any opening comments you may
have. Senator Collins. Thank you very much, Mr. Chairman. I do
have a fairly lengthy opening statement. It’'s my understanding
that one of our witnesses is under a time constraint. If you would
like to hear from the witness first, I could then do my opening
statement afterwards.

Chairman BENNETT. Yes. I said just before you came in that I'm
going to postpone my opening statement for the same reason, so
I'm grateful to you for your willingness to do that.

Mr. Koskinen, we will go directly to you, then. We welcome you.

I must make this comment. John Koskinen’s responsibility is in
the executive branch, but he has been called as far away as Japan
to talk to the people about their Y2K problems. He’s just getting
over jet lag.

Mr. Suiter is just recovering from coming back from dealing with
immediate emergency problems relating to the current hurricane
and got in very late last night. So we're grateful to both of you for
your willingness to appear before the committee.

Mr. Koskinen.

STATEMENT OF JOHN A. KOSKINEN, CHATIRMAN, PRESIDENT’S
COUNCIL ON YEAR 2000 CONVERSION

Mr. KOSKINEN. Good morning, Mr. Chairman, and thank you for
the kind comments. I am pleased to appear again before the com-
mittee to discuss the role of the President’s Council on Year 2000
Conversion in dealing with this problem. With your permission, I
flvill submit for the record my full statement and summarize it

ere.

In the past, as you have noted, I have described our general ap-
proach to this issue, including the formation of the Council, with
representatives from 35 agencies across the Government, including
the regulatory agencies.

As you know, we have divided the world into 34 sectors that we
are concerned about. We are dealing with a review of the Federal
Government’s operations as it attempts to remediate its systems.
We'’re focused on the interfaces between the Federal Government
and State governments which administer many of our most impor-
tant programs. Most importantly, in each of the 34 sectors, we're
involved in reaching out to public and private entities in the
United States, as well as countries around the world, both to in-
crease the level of awareness, and promote activity on the Year
2000 problem.

This morning I would like to discuss the Council’s role in the de-
velopment of contingency plans and appropriate emergency re-
sponses to any difficulties that may arise as we make the transi-
tion to the Year 2000.
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Before I discuss this issue though, let me express the administra-
tion’s appreciation for the strong support this committee has pro-
vided in the development and passage of the Year 2000 Informa-
tion and Readiness Disclosure Act. In particular, the assistance
you, Mr. Chairman, Senator Dodd, and Senator Kyl have provided
has been an indispensable part of the success we have achieved. As
the President has said, this bipartisan legislation provides us with
an important opportunity to help our Nation prepare its computer
systems for the new century.

I would also note that this committee has made a major contribu-
tion in promoting awareness of, and action on, the Y2K problem
with hearings that have examined, as the chairman noted, public
and private sector progress in important economic sectors that
range from electric power to transportation to telecommunications.

But even with the best efforts of all of us, we need to understand
and expect that not every system and embedded chip will be found
and fixed. To minimize disruptions caused by these failures, busi-
nesses and government agencies must focus on contingency plan-
ning in addition to their remediation efforts.

Federal agencies are developing continuity of business plans for
their core business functions. OMB, in its quarterly reports, has
asked the agencies to report on their progress in this area, and is
looking closely at their planning activities as it develops the Presi-
dent’s fiscal Year 2000 budget.

Through the outreach efforts of our more than 30 sector working
groups, the Council is encouraging agencies and organizations out-
side the Federal Government to prepare two types of contingency
plans. First, we are stressing the need for organizations to develop
a plan that addresses internal system failures. The second type of
plan needs to address the potential for failures in external systems
upon which organizations depend for their day-to-day activities.
These systems can run the gamut from those that help to provide
basic services, such as water or power, to those that support the
activities of key vendors or suppliers.

Federal agencies have had to confront the second type of contin-
gency planning in their relationships with the States. As I said,
States help to carry out several important Federal programs, such
as Medicaid and unemployment insurance. These programs depend
upon Federal-State data exchange points, and agencies have been
working with their State counterparts to ensure that these ex-
change points are compliant. But even if the exchange points are
ready for the Year 2000, service delivery could still be jeopardized
if the State systems behind the data exchanges fail. Federal agen-
cies like the Labor Department, for the unemployment insurance
program, are now working with States to ensure that backup plans
are ready to support continued service delivery should State sys-
tems or other non-Federal systems fail.

One of the Council’s most important roles in the coming months
will be to develop assessments of what is likely to be the impact
of the Year 2000 problem in key sectors of the economy. This infor-
mation will be important to organizations as they develop and re-
fine their contingency plans. For example, everyone is concerned
about having electric power, but that doesn’t mean that they
should all immediately buy their own generators without having a
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better sense of where outages are possible and what their likely du-
ration will be.

The Council has established cooperative working relationships
with umbrella groups in electric power and other important sectors.
The focus initially has been on increasing awareness and the level
of activity by those operating in each sector. We are also, however,
developing assessment processes whereby the umbrella groups will
be surveying their members on a regular basis to determine their
state of readiness. Summary reports will then be provided to the
Council and the public. Over time, such information will allow ev-
eryone to adjust their contingency plans appropriately.

I might note that the Year 2000 Information and Readiness Dis-
closure Act will increase our ability to obtain such assessments,
since it provides protection to the information provided by individ-
ual companies to their umbrella groups, thereby increasing the
likelihood of candid responses.

As you know, the Federal Government, in coordination with
State and local governments, plays a key role in responding to dis-
asters and other emergencies, and is looked to for leadership at
those times. I will let Mr. Suiter of FEMA describe in more detail
the Federal Government’s role, but I would point out that the Year
2000 problem provides a unique emergency response challenge.

With most major emergencies, such as hurricanes or blizzards,
authorities are dealing with one localized problem in a town, coun-
ty, State or region. With the Y2K problem, however, it is possible
that emergency response systems could face multiple system fail-
ures occurring at roughly the same time and in different places.

For example, in a worst case scenario for a city or a town, au-
thorities could face the failure of the power plant, water treatment
plant, and transportation systems. While no one of them alone may
be a major problem, simultaneous failures will test the capacity of
our emergency response systems, and I am pleased that FEMA has
agreed to chair the Council’s Emergency Services Working Group.

The Federal Government has separate response systems related
to specific types of emergencies. Internationally, we have an appa-
ratus for responding to emergencies such as famine and refugee as-
sistance, as well as military threats. Domestically, we have the sys-
tems and relationships that FEMA will discuss with you. We are
presently reviewing our inventory of emergency response mecha-
nisms and authorities to ensure there is no confusion across organi-
zational lines on January 1, 2000, and that we can handle the pos-
sibility of multiple requests for the same resources.

In addition to FEMA, the Council is working with the National
Security Council, the Departments of State, Defense, and Justice,
and others who are responsible for meeting the challenges we may
face, internationally as well as domestically, as we try to coordinate
Federal emergency response efforts.

In particular, we are beginning to look at scenarios that may in-
volve disruptions in key foreign countries, as well as difficulties at
home, so that we can map out plans for appropriate Federal action.
In foreign countries, we are concerned about how Y2K-related dis-
ruptions may affect the operation of our embassies, American citi-
zens living abroad, and American businesses. At home, we antici-
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pate that multiple burdens placed upon State and local disaster au-
thorities may result in an increased demand for Federal assistance.

The American people have confidence in our ability to respond in
the wake of natural disasters. Our objective is to ensure that the
American people have the same level of confidence in the Federal
Government’s ability, and that of our State and local officials as
well, to respond to any Year 2000-related disruptions.

We all want to ensure a smooth transition to the Year 2000. For
most organizations, including Federal agencies, the primary Year
2000 focus up to this point has been on fixing or replacing non-
compliant systems and embedded chips. But as we enter 1999, that
will change.

The Council is committed to encouraging businesses and helping
Government agencies to prepare for likely problems and develop
viable contingency plans. We have to expect some problems on Jan-
uary 1, 2000. If we share information and plans, however, we can
generate public confidence in our preparedness and minimize the
impact of those problems on everyone.

Thank you, Mr. Chairman. I am delighted to respond to inquires,
either now or after Mr. Suiter presents his testimony.

[The prepared statement of Mr. Koskinen can be found in the ap-
pendix.]

Chairman BENNETT. Thank you. Let’s hear from Mr. Suiter and
then we can get the two of you going back and forth.

STATEMENT OF LACY SUITER, EXECUTIVE ASSOCIATE DIREC-
TOR FOR RESPONSE AND RECOVERY DIRECTORATE, FED-
ERAL EMERGENCY MANAGEMENT AGENCY

Mr. SuiTER. Thank you, sir. I appreciate the opportunity to be
here, and it’s good to see you again, Senators, under more pleasant
circumstances than the last time we met on the battlefields of
Maine.

I am Lacy Suiter. I represent FEMA’s Emergency Response and
Recovery Directorate. My directorate coordinates the Federal fami-
ly’s emergency response, as well as its disaster recovery, and to
specific and identifiable emergencies and disasters when requested
to do so by a State’s governor, or in those very rare instances—this
has only occurred once—when directed to do so by the President
until a governor can concur.

In any event, with or without a Presidential determination, a
Governor must both request and concur with any Federal disaster
assistance to be provided within their State. If one views govern-
mental relationships as vertical, then, indeed, FEMA’s programs
represent a bottoms up approach as opposed to a top down activi-
ties.

Y2K assessments, preparedness and emergency response begins
at home, in the community and with local governments, and with
the governor. Federal consequence management response and re-
covery essentially is by invitation only, and that invitation must be
issued through the governor. It is requested by and coordinated
through the governor and never independently by the Federal fam-
ily.

FEMA’s Y2K efforts for fire and emergency services include the
following. We are one of 34 sectors, coordinated by John Koskinen.



6

We chair the emergency services sector. We're in the process now
of assessing that sector’s awareness, its preparedness and readi-
ness to respond, were there to be catastrophic failures of systems
at the State or local government level. We’re developing an out-
reach plan for the States and for the States to use with the locals,
if they so choose, and a monitoring process. We are preparing for
disruptions as they are identified to us. In other words, FEMA’s
outreach includes awareness, assessment and preparedness.

We will provide reports in the coming weeks that, when com-
bined with the reports of the other Federal agencies, should give
us our best indication of the extent of total governmental emer-
gency preparedness.

Y2K presents a couple of sets of response needs. First, obviously,
is the technical support to operators of disrupted systems and busi-
ness continuity planning. FEMA’s systems critical to interagency
response are ready. We have 49 mission-critical systems, 34 are
compliant. There are 15 left to do. We are replacing seven of those
systems and we’re coming up with work around options on the
other eight. All of our classified programs are all operational at this
time as far as the continuity of government is concerned.

The second set of response needs is emergency assistance to
State and local governments. FEMA manages the Federal response
through the President’s Federal Response Plan with supplements
which are tailored specifically for certain types of disasters. Y2K
will be one of those plans.

The regional interagency steering committees meet periodically,
and they are about to get instructions to begin meeting more fre-
quently, with the State agencies, at the regional level. These com-
mittees support the bottoms up approach of intelligence, of warn-
ing, of assessment, of preparedness, all leading to whatever the ap-
propriate response and recovery effort might be for a particular
event. We intend to exercise and do some evaluations of those ac-
tivities later this winter or in early spring.

While it is difficult to define the truth on the nature and extent
of the Y2K threat, planning must be based on credible assessments
of specific vulnerabilities that describe the areas at highest risk
and consequences. The Council’s report will help us prioritize those
risks and describe a plausible, worst case scenario. I meet monthly
with the Federal response community to prepare our response to
the Y2K problem and other disasters that occur in the country.
However, the efforts of the emergency management community and
fire services cannot be viewed as a substitute for personal respon-
sibility and community preparedness. We will continue to keep you
informed, sir, as we meet with your committee, on our progress as
we march towards the millennium.

Thank you.

[The prepared statement of Mr. Suiter can be found in the ap-
pendix.]

Chairman BENNETT. Thank you both very much.

Mr. Koskinen, you made reference to the passage of the bill in
the House, and naturally we take credit for all of the passage here
in the Senate. But we will be happy to congratulate you for your
leadership in getting it done in the House.
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Seriously, this is a significant piece of legislation. Everyone in-
volved in working on it I think deserves congratulations. As Mr.
Koskinen and I were talking about this the day before yesterday,
when we started on this, everybody told us it couldn’t possibly hap-
pen. We didn’t have time, it was too complicated, there are too
many competing interests, everybody would stand up and say,
“Well, I can’t accept this, I can’t accept that.”

Now it has happened. It has been an incredibly interesting exer-
cise in the present atmosphere of Washington, which might be de-
scribed as somewhat polarized, where both parties, both branches
of Government, the Legislative and Executive branches, both
Houses, got together and said, “We are facing a genuine emer-
gency. We must put our parochial interests completely aside to do
the right thing.” And while there’s much that I might want that’s
not in the bill, that is not there, the fact that we have as much as
we have and that we have accomplished what we have is, I think,
a demonstration that our system still will rally to a challenge of
an emergency.

I would be derelict, Mr. Koskinen, if I did not acknowledge your
leadership in this, and your dogged determination to see to it that
it did not die. You can take great satisfaction in the fact that this
bill has now passed both houses and is on its way to the President,
and I think it will make a significant difference.

Mr. KOSKINEN. Thank you, Mr. Chairman.

Chairman BENNETT. One of the things we hear so often in this
committee—we’ve had 70 witnesses now—a common refrain from
the witnesses is that it’s very difficult to plan while so much is un-
known. We need better information. The passage of the bill, I
think, will help us get better information from people who have
been hiding behind the threat of their lawyers, that they might get
sued if theyre forthcoming with information. But I would hope
today, and if not today, at some time soon, we can begin to get
some specific information out of your Council, Mr. Koskinen.

Can you give us some idea of when we will see sector assess-
ments from the President’s Council, and if anything can be done to
accelerate the release of these assessments?

Mr. KOSKINEN. As I noted in my written testimony, we already
have two significant assessments that have been provided to us
and are available to the public. One is from our electric power
working group, is working with the North American Electric Reli-
ability Council, and the other is from our oil and gas working
group, which is working with a broad number of industry umbrella
and trade associations.

Approximately 2 weeks ago, they provided their first assessment
of the status of both of those industries. We expect these industry
umbrella and trade associations will continue to provide us that in-
formation, which we will continue to make available to the public.
We have been most aggressive with these areas at the outset, be-
cause, as I noted in my testimony, everybody is very concerned
about the availability of power and fuel.

We hope to have a similar process, especially now that the bill
passed, for the telecommunications industry and other areas. In
health care, for example, the American Hospital Association has
been surveying its members about the status of hospitals so we
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know that other industry organizations have begun these assess-
ments. Now with the bill’s special provisions protecting information
provided for special data requests, I think that we should be able
to accelerate the process.

Our plan all along has been to have at least initial assessments
from the sectors by the end of this year. We chose that time be-
cause most industries have plans where by they are now complet-
ing their remediation and are beginning the testing phase. The in-
formation that all of us are most concerned about is where they are
once they have completed their testing.

During the summer, the major issue was: Were people paying at-
tention to the problem? Were they working on it? But ultimately,
for emergency and contingency planning purposes, we must have
the clearest possible idea as to how many people are actually going
to complete the process in a timely manner. So our goal is to have,
by the end of this year, as many working groups as possible
produce their first preliminary assessments. But we expect to con-
tinue to receive their initial assessments as we move into early
1999.

Chairman BENNETT. For those who are watching television or
who are listening and don’t want to wade through your prepared
testimony, will you summarize where you think we are with re-
spect to the power grid and the availability of fuel?

Mr. KOSKINEN. Anybody who has access to the web can find them
on our web site, which is www.y2k.gov. The assessments are pro-
vided in our groupings for industry sectors. And we will continue
to make assessments available to the public as we receive them.

As a general matter, the NERC report for electric power was a
balanced document. NERC was pleased to note that there appeared
to be less of a challenge than originally thought with regard to em-
bedded chips in electric power, both in generation and distribution
processes.

On the other hand, NERC said that significant portions of the in-
dustry needed to accelerate their rate of progress to meet their
goals of finishing work by the spring of next year, and they issued
guidelines to help facilitate greater progress.

The oil and gas assessment report shows that half the industry
is well into remediation and compliance, and the other half is still
working through planning and assessment. the industry groups
that produced that report also noted that there is an urgent need
for the members of those industries to increase their rate of
progress.

What we have asked these working groups to do, and we will ask
this of all the working groups, is to prepare an analysis that di-
vides those responses by the size of companies reporting, because
both reports indicate that the concern we’ve all had about smaller
organizations still holds true. In these industries and others, the
large organizations, almost by definition, have built-in capacity to
deal with this problem. So whether you’re looking at financial serv-
ices or telecommunications or power, you find that large companies
tend to be working on the problem aggressively, and are deploying
substantial financial and personnel resources toward solving it.

The concern we all have—and these reports mirror that con-
cern—is with the status of small and medium-sized enterprises. In
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telecommunications, we have 1,400 small telephone companies that
deliver services to small towns and rural areas. In fact, as a gen-
eral matter, the Rural Utility Service advises me that 20 percent
of all utility services are actually provided in rural areas of this
country, generally by small and medium-sized organizations. So we
are focused, and have been for some time, on trying to increase the
level awareness and activity in smaller organizations. I think the
advantage of these assessments is that we will be able to quantify
the magnitude of the challenge and hopefully increase the level of
activity in smaller organizations.

I should put a plug in here for National Year 2000 Action Week.
The SBA had started a program that designated the week of Octo-
ber 19 as Year 2000 Action Week, with SBA field offices holding
educational events across the country. We have expanded upon
that, focusing on both small and medium-sized businesses, by invit-
ing local offices from other agencies to hold Y2K events during the
week as well.

The Department of Commerce will be participating. The Depart-
ment of Transportation’s regional offices will be participating. The
Social Security Administration’s offices will be participating. The
goal is to make a full court press in local communities across the
country, to get small and medium-sized organizations to under-
stand that it’s critical for them to solve this problem.

Chairman BENNETT. That assessment will be very valuable.

The Small Business Committee on which I sit, in the next Con-
gress, is going to have to address the question of whether or not
a new category of SBA loan needs to be created for the purpose of
helping smaller enterprises deal with the financial challenge here.

One of the reasons that the bigger enterprises, as you indicate,
are in better shape is that they have the financial muscle to tackle
this. I say to people, you know you're dealing with the CEO who
understands the problem, when he or she tells you that it’s costing
far more than was originally anticipated. Many small businesses
that are on the edge of profitability all the time simply don’t think
they have the resources to deal with this. They're going to have to
borrow somewhere, and many, many banks will say we won’t ac-
cept Y2K as collateral for an SBA loan. It may be an emergency,
but how are you going to pay it back.

So the quicker we can get this kind of information from you, the
better off we, the Congress, will be in fashioning some kind of
emergency loan program through SBA or elsewhere, to help small
businesses that simply cannot solve their problem for financial rea-
sons with some financial emergency money

I know FEMA doesn’t normally deal in ‘that kind of issue. You
come along, or the Federal Government comes along, with loans
after the fact, when there’s an earthquake and something has to
be rebuilt. But here’s one where we know the earthquake is com-
ing, we know exactly when it will hit, and maybe we had better
deal with the financial services before the fact, to try to shore up
the structure so they don’t collapse with the earthquake.

I had better get away from that analogy in a hurry.

Senator Collins, I would appreciate your questions.

Senator COLLINS. Thank you, Mr. Chairman. Again, I want to
commend you, Mr. Chairman, for your leadership on this very im-
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portant issue. Good morning, gentlemen. I want to take this oppor-
tunity to thank Mr. Suiter for all of the assistance that FEMA gave
to the State of Maine during our ice storm in January, which was
the biggest natural disaster in Maine’s history.

In many ways, State, Federal and local disaster authorities
worked very well together to cope with the ice storm’s aftermath
in Maine. But the ice storm also pointed out vulnerabilities in our
emergency response system.

One of those vulnerabilities, to me, is very similar to the kinds
of problems that a Y2K failure could create. For example, because
the electric grid in Maine was essentially knocked out for many
days for much of the State, the State’s emergency broadcasting sys-
tem was also inoperative for at least a week. That system is main-
tained by Maine Public Radio, which lost its transmission facilities
completely for several days. Some Republicans thought that was a
good thing, that Maine Public Radio was off the air. [Laughter.]

I am not one of those who did. But on a serious note, it really
was a problem, that the State lost completely its capacity to have
an emergency broadcasting system during that time.

Has FEMA taken the experience in Maine and other areas of the
Northeast, where there was a widespread failure of the electrical
system, and drawn any lessons from that experience as far as
emergency response systems and the need for a coordinated re-
sponse at all levels of government?

Mr. SUITER. Of course. Most of the missions that we deal with
following earthquakes, major floods, or hurricanes, which I've just
been down on the Gulf Coast reviewing, deals with what happens
when major systems fail. They usually fail because of some natural
cause. Y2K happens to be something else. So, yes, we always evalu-
ate what we did, how we it, and what do we have to do to improve
in the next disaster, and then try to apply those lessons to our
long-term planning.

In this particular instance on the Gulf Coast, we discovered that
we didn’t have the right size generators, and the prime power as-
sets that we needed to get them hooked up as quickly as we pos-
sibly could.

Obviously, we’re leaning forward in the foxhole for Y2K so to
speak, in terms of our readiness to inform the public about what’s
going on, which systems have failed, and certainly using the media
to get the word to the people, is one of our most important efforts.
Senator Collins. I'm going to talk later in my opening statement
about the 911 system, and the potential vulnerabilities that have
been identified in the 911 system.

Has FEMA done any work in this area yet, to assess the 911 sys-
tems that are so important in our States and local communities?

Mr. SUITER. We haven’t finished it yet, but we’re in the process.
There are three or four different agencies who are working on that.
The United States Fire Administration, a part of FEMA, is working
directly with the fire service organizations, the fire chiefs and so
forth, as well as the suppliers of these particular groups. Second
is the Department of Justice, which is working with the law en-
forcement side of the 911 system, and third is the Department of
Transportation, which has responsibility for the emergency medical
services.
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FEMA is reviewing all of this and coming out with a report,
which is not complete, and we will be advising back to those dis-
tricts in the country about the 911 system and what we need to do
to fix it, or be ready if it fails.

Senator COLLINS. When do you expect your assessment to be
completed?

Mr. SUITER. We're working with the Federal agencies right now,
on a monthly basis. We were supposed to have met this past
Wednesday, but unfortunately I was on the Gulf Coast dealing
with the hurricane so we had to postpone that a couple of weeks.

We expect to finish our initial assessment, of the Federal Govern-
ment’s capability to respond, in the next few weeks.

We plan to have our evaluations ready for John’s Council by De-
cember: Federal response planning should be based on what we
know at that point in time.

The Director of our agency, James Lee Witt, plans to make a re-
port specifically to the governors at the NGA meeting here in
Washington in February of 1999. FEMA will be conducting, in co-
operation with John Koskinen, some exercises and evaluations in
April 1999, followed then with specific corrective actions—such as
pre-deployment, if that’s what it takes, a warning system to mon-
itor Y2K as it works around the world so that we see what’s hap-
pening and could get as much advance warning to our local govern-
ments, through our State governments, as we can.

So yes, I think we’re doing quite a bit. We're going as rapidly as
we can. Given all the rest of the disasters going on—there are 31
open disasters as we speak right now in the United States that
we're dealing with—we’re stretched kind of thin. But we think
we’re making good progress and I don’t think Mr. Koskinen is too
unhappy with me yet.

Senator COLLINS. Thank you, Mr. Suiter.

Mr. Koskinen, in the Federal response plan, Executive branch
agencies play an important role in the emergency support systems,
such as transportation, health and medical services, public works,
et cetera. Yet it’s my understanding that the agencies that are re-
sponsible for some of these emergency support systems—the De-
partment of Transportation, for example, Health and Human Serv-
ices, Defense—are listed as Tier 1 agencies. It is my further under-
standing that Tier 1 agencies are those that face the greatest chal-
lenges in becoming Y2K compliant.

That troubles me because, if we’re relying on those departments
in an emergency situation to provide emergency support services,
and if they are having the greatest difficulty, what does that sug-
gest for our ability to respond to an emergency?

Mr. KOSKINEN. It’s an important question and I am happy to an-
swer it.

While the OMB Tier 1 agencies face challenges, it’s because of
particular aspects of their operations. In no case is the ranking re-
flective of their emergency response capabilities. In fact, as Mr.
Suiter noted, one of the first things our emergency services work-
ing group did was pull the Federal response agencies and others
together to review the status of their own systems as they relate
to the Government’s ability to provide emergency response.
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Lacy knows the details better than I—but as a general matter,
agencies, particularly Transportation and HHS, are in good shape
with their emergency response capabilities. They're either up to
speed or will be by the end of this year, so there will be no problem
with emergency response capacity.

But you're right. Agencies like HHS, with the Health Care Fi-
nancing Administration, and the Department of Transportation,
with the FAA, face significant challenges and are focused on over-
coming them.

Senator COLLINS. Thank you, Mr. Chairman.

[The prepared statement of Senator Collins can be found in the
appendix.]

Chairman BENNETT. Thank you very much.

Vice Chairman Dodd.

Vice Chairman DobDD. Thank you very much, Mr. Chairman. I
thank our witnesses.

It may have already been said, Mr. Suiter, but I'm sure all of us
express our tremendous appreciation on how well FEMA has been
responding over the years.

Lower New England has not been faced with the problems of my
colleague from Maine, but I know an awful lot of people in my
State went up to Maine during the ice storms and I think there’s
a general sense that your agency is doing a tremendous job across
our country in responding to these natural disasters that have oc-
curred.

I'm really very grateful. I hear it all the time. We don’t hear a
lot about Federal agencies, but we do hear it about FEMA today.
I want to commend you and the people who work for you for the
tremendous job you're doing.

Mr. SUITER. Thank you, sir. We have a great Director in James
Lee Witt in providing that leadership.

Vice Chairman DobpD. I know you do. He’s very vocal and out-
spoken, and I have referred to that on numerous occasions.

I guess I find myself again in that sense of—maybe I'm the frus-
trated member up here, I guess. We have 15 months, five quarters,
455 days to December 31st. I'm very uneasy about the fact we don’t
have assessments. Generally, we’ve had 70 witnesses before this
committee. The chairman has done a terrific job in trying to expe-
dite a lot of hearings. Generally what we hear from witness on this,
their response is that it’s very difficult to plan while so much is un-
known. We need better information.

We hear from Federal agencies and are frequently told that
they’re waiting for guidance from the President’s Council. We hear
this all the time from people that come up, that we’re going to wait
for the President’s Council to get back and so forth on these assess-
ments. I'm just very uneasy that time is moving along here and
we're not getting these assessments laid out so that we have a
much clearer plan as to how to respond to potential problems.

You said you were hoping by the end of the year to have these,
but could we get a better feeling? You know, that’s going to shorten
up that calendar even more, about whether or not we can get these
assessments, so that these agencies can start making very specific
plans to minimize the potential impact of this. It might seem like
I'm hounding on this, but you understand my frustration here. It



13

seems vague, and I watch this calendar go by day after day. I'm
just uneasy about it, to put it mildly.

Mr. KoskKINEN. On behalf of those of us who have clocks on their
desks that count down the days, I'm uneasy as well.

Vice Chairman DoDD. I know that.

Mr. KOSKINEN. And it’s a critical issue.

As T mentioned earlier, we already have two significant assess-
ments that are provided to the Council and are now in the public
domain, one for electric power and the other for oil and gas. These
are two critical parts of our infrastructure and we’re pleased to
have assessments on progress in these areas.

We continue to encourage umbrella groups to provide us assess-
ments for other areas as well. As you know, we have no authority
to require those assessments by industry, but the legislation is a
critical lynch pin in making them possible, because it provides spe-
cific protection to companies and umbrella groups who collect this
information for us. We think it will improve the ability of those
groups to gather candid information from individual companies,
and to ultimately provide us accurate assessment information.

Part of the difficulty—and we’re all frustrated by this—is that
everyone, both in the Federal Government and in the private sec-
tor, is now moving through the remediation phase and into the
testing phase. Virtually no industry will have compiled significant
testing results until the end of this calendar year.

Right now, our assessments give us a picture of the level of activ-
ity. But what we really are looking for, and we hope to begin re-
ceiving this in hard terms, are assessments of actual readiness.
Who has completed their tests? What is the level of compliance?
Our ultimate goal across all of the working groups, through vol-
untary working relationships with umbrella groups and industry
associations, is to get detailed assessments that will tell us the
state of preparedness.

Even without detailed assessments we do now know of several
areas of concern, and we are focused on them accordingly. One is
international, in terms of the lack of preparedness in many coun-
tries. Domestically, as I said, we are very concerned about small
and medium-sized organizations, both in the public sector as well
as in the private sector. So we are mounting a full court press, to
increase the level of activity in those areas, to the extent we can.
At the same time, we are also continually trying to refine our as-
sessment of the severity of the problem in these areas.

I think, when we get to the end of next year, our difficulties are
going to come not from the major companies but from small and
medium-sized organizations, which have the capacity to create sub-
stantial disruptions on the local level. While they may not bring
down the entire country, if you're living in an area that suddenly
finds that its local power company or telecommunications company
or water treatment plant doesn’t work, you have the equivalent of
a major disaster on your hands. That’s what we’re trying to isolate
as best we can.

Vice Chairman DobDD. I appreciate that, and I understand you
don’t have legislative authority. Maybe it’s something we should
have thought about. But aside from that——
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Chairman BENNETT. If we get past S. 2000, we would have. We
tried, but we ended up with what we could get.

Vice Chairman DoDD. Yes.

You know, there is the power and authority that we sort of ex-
tended, if not de jure, de facto, to you, as sort of our “T'sar” of this.
I don’t know if other members of the committee feel this way, but
you certainly would not hear any complaints from me if you were
to set dates. There’s nothing like having a mark out there, saying
to people, “Look, I expect by December 15, or January 10—” and
I realize there might be different dates for different agencies, de-
pending upon the complexity. It’s not a one size fits all.

You know, I’'m expecting that back. When it’s a little vague out
there as to when it comes—I suspect it’s not a whole lot different
when you're dealing in these agencies than it is with sort of the
reaction we get from colleagues and others when we bring up this
matter. We get a bemused look on faces of people.

I don’t know if that’s something you feel comfortable in doing,
and if anyone complained about it, I would be more prepared to go
to your defense and suggested that we do need time tables here,
and to let agencies know we're expecting them to get back so that
those assessments can be made by certain dates.

For instance, I don’t know—Mr. Suiter, can you plan effectively
without an assessment?

Mr. SUITER. Well, we have to respond to the unknown at all
times. We need the assessment. It would focus what we’re doing,
but ig the things we do, we deal with the unknown, the unex-
pected.

I'm sitting here right now, but very well, by this afternoon at
6:00 o’clock, I could be in San Francisco dealing with a catastrophic
earthquake. We know the parameters of what a major earthquake
would do in San Francisco, so we plan backwards from there. Yes,
we need the assessment.

Vice Chairman DoDD. I understand that. My point is that here
you need to assessments in order to——

Mzr. SUITER. Yes, we do.

Vice Chairman DobpD. That’s what were talking about here.
Thafl’s what we have got to get if we're going to move effectively
on this.

It may have been asked by the Chairman or someone else al-
ready, but do you have any plans to preposition core reserves of
personnel, equipment, in anticipation, for instance, on December
31, where you may have power outages and shortages, not because
of an act of God but because of this very predictable problem? You
don’t have to worry tomorrow on whether or not January 1, 2000
is coming. I promise you, it’s going to come. We know there’s a po-
tential here for some serious problems. We all hope it doesn’t hap-
pen, but we know—we’re sitting here today, with 455 days to go,
and we know that there’s a real potential for serious disruption in
this country and elsewhere. You don’t have your assessments so
you really can’t plan that effectively, but there are some things
that can be done.

Are such things such as the prepositioning of personnel and
equipment to deal with this potential problem in place?

Mr. SUITER. Yes, sir.
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Vice Chairman Dodd. Thank you, sir.

We have a vote coming up, so I would yield to my colleagues. I
do have more questions.

Chairman BENNETT. Senator Smith.

[The prepared statement of Senator Smith can be found in the
appendix.]

Senator SMITH. Thank you, Mr. Chairman. Gentlemen, thank
you for being here.

Last evening on ABC national news there was a story that
caught my attention about Lubbock, TX, who prepared to simulate
as many Y2K tests as possible. When the city moved the calendar
ahead to December 31, 1999, the story indicated that the fire de-
partments, radio communications, and gas to homes just shut
down. The story also indicated that 80 percent of American commu-
nities are not even doing anything about Y2K at this point, or at
least working on solving the problem.

Is Lubbock unique in that they actually tried to simulate a test
and demonstrate what would happen?

Mr. KOSKINEN. They are unique in the sense that they’re the
most visible community that has done it, and we applaud them for
it. As I noted earlier, the Federal Government doesn’t even have
direct lines of communication with many local communities, but we
are working with national organizations representing city execu-
tives, county executives, the National Governors Association, to
urge them to, in effect, replicate what Lubbock is doing. We need
to have people at the local level, at the grassroots level, ask the
questions that Lubbock is asking itself.

What does happen if these failures occur? What are we doing to
avoid them and, if we can’t, how are we going to respond? One of
my great concerns is—and whether it’s 80 percent or not, I don’t
know—that a lot of small and medium-sized cities and counties at
this stage have not yet understood that this problem could have an
immediate and important impact on their citizens as we move into
the Year 2000.

Senator SMITH. If Lubbock is any indication, then we’ll have a se-
rious problem. You know, I've been saying in Oregon that we
should be prepared, we shouldn’t panic, but if Lubbock’s experience
is any indication of what can happen, maybe it’s time to panic.

Are there any States, any regions of the country, where you are
particularly alarmed, that would suggest this 80 percent may be
accurate?

Mr. KOsSkINEN. I think the 80 percent is probably on the high
side, based on the anecdotal information and surveys I've seen. If
you look at surveys done on small businesses, they generally show
that about 40 percent of those surveyed aren’t planning on doing
much, which I have said is rolling the dice on whether or not
they’re going to stay in business. My expectation is we're at a simi-
lar level with small and medium-sized cities and counties.

But clearly, our dealings with States, counties, and cities have
demonstrated that they too are concerned about the difference in
preparations among larger entities compared to their smaller coun-
terparts.

Large, industrialized cities and States understand the problem
and are dealing with it. They haven’t solved it necessarily, but
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they’re dealing with it. But when you start to get to smaller organi-
zations, the initial problem has been the perception of applicability.
People think, if they’re not running a major mainframe operation,
processing millions of transactions, that somehow it’s not their
problem. But they haven’t understood the impact of integrated cir-
cuits, microprocessors that affect virtually everything that runs in
this country. So we are trying to encourage more communities and
community action groups to focus on the issue at that level.

As I have said—and the chairman and I have talked about this—
the Federal government faces substantial challenges, and we need
to focus on them. But this story is more than just a Washington
story. We have to expand it. It has to be a question of what’s going
on in cities and counties across the country, and those issues have
to be raised by public citizens as well as political officials in those
areas.

Senator SMITH. Thank you.

Can Y2K be declared a special event, those words of art, and if
so, what will that allow us to do? Is there a category under FEMA
called a special event.

Mr. SuiTER. We don’t have a category called special event, per
se. The President could make that determination. That would allow
us to respond, if requested to do so by the Governor.

If T might comment on Lubbock, TX, if I could for a moment,
Lubbock, TX for years has been a leader in any number of emer-
gency management and fire service responses and have set the
mark for other cities and communities across the country to follow.
They had a catastrophic tornado there many years ago, and they
learned those lessons at that time and they haven’t repeated those
lessons. It’s a model for the rest of the country to follow.

I don’t know how many other cities are doing that to that extent
now, but that will be a part of our report for you.

Senator SMITH. Thank you, Mr. Chairman.

Vice Chairman DopD. Coming up on the next panel, by the way,
we have the city manager of Lubbock, so you may want to——

Mr. KOSKINEN. It’s called a well-organized hearing.

Vice Chairman DoDD. I'm sure his ears were perking up over
there.

Chairman BENNETT. Mr. Suiter, when did FEMA begin the Y2K
annex to the Federal response plan, and how are you ensuring
agencies such as DOD, which will play critical roles in the plan,
will be ready?

Mr. SUITER. We've been planning our part of this, as far as the
supplement to the Federal response plan, about 4 months. The last
report would have been September 30. But as I said, I had to post-
pone that for a couple of weeks here.

What we have asked all the Federal agencies to do, including the
Department of Defense, is to report back to us in convincing terms
that they will have the ability to communicate up, down and side-
ways with their resources when asked to provide some specific re-
sponse to our governors’ request and to the President. That’s pre-
cisely where we're working.

All of this begins at the local government level, and how we com-
municate up and down and sideways with each other are the inter-
dependencies, the critical part of it. So that’s a part of the response
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that we plan to have ready by the 1st of December here. We will
have a better evaluation by that time.

The initial reports, sir, are not that bad, and they’re in the very
narrow focus of interoperability and how they move their resources
to get our part of the mission done. I don’t know about the rest of
their agencies.

Chairman BENNETT. The more I hear about DOD, the more sym-
pathetic I become, and at the same time, the more worried I be-
come. DOD has so many internal problems of their own, and then
here you come along and say we’re going to draw on DOD resources
to deal with emergencies.

We have had some testimony with respect to their readiness im-
pact as well as the impact of Y2K on national security with respect
to military readiness, and now we’re aware that they play a role
in other places. Being sympathetic with their problems doesn’t
mean that we can allow them to slide by, however. We're going to
have to keep pressure on them.

Mr. SUITER. I think you would be very proud of the response of
the Department of Defense in helping people of the Commonwealth
of Puerto Rico right now. We have planes landing and taking off
many times a day, and they’re bringing in critical supplies such as
water, ice, baby food and other products that we could not get in
there without the resources of the Department of Defense. There
are C-5A’s, 141’s, constantly responding around the clock. We
know that part of it is going to work OK for us. I don’t know about
the other parts.

Vice Chairman DoDD. As an aside to that, the northeast utilities
in my State, one of the companies has volunteered to send person-
nel and equipment down. I called last night and they were told the
trucks they want to send down has to be sent by barge, which
takes about five days to get down there. Since you’re here I'll make
a pitch and appeal. I wonder if there’s any way you could fly some
of those vehicles in down there.

Mr. SUITER. I'll look into it for you, sir. I can’t report off the top
of my head.

Chairman BENNETT. Senator Collins, anything further?

Senator COLLINS. No, Mr. Chairman.

Chairman BENNETT. All right. We promised Mr. Koskinen we
would get him out of here by 10:30, and we’re 2 minutes in ad-
vance. I think we have a vote scheduled at 10:30, do we not?

Vice Chairman DopD. We do. We haven’t scheduled——

Chairman BENNETT. I'm told it is 10:45.

Vice Chairman DoDD. May we submit some additional questions?
I know John has to be moving along, but some of this gets pretty
technical in terms of follow up and so forth. Like the 17 hour
rule—is it 17 days or 17 hours?

Chairman BENNETT. 17 hours. I didn’t get into that; I thought I
would now as we’re waiting for the vote.

Mr. KOsSkKINEN. That sounds like a good question for Mr. Suiter
to answer. [Laughter.]

Let me express my appreciation to the Chairman and the panel
for accommodating my schedule which allowed me to appear with
you this morning. I think it’s another in a series of very critical
issues that you’re dealing with, and we look forward to continuing



18

this dialog and working together as we move through, as Senator
Dodd noted, the remaining 455 days.
Than you all.

OPENING STATEMENT OF HON. ROBERT F. BENNETT, A U.S.
SENATOR FROM UTAH, CHAIRMAN, SPECIAL COMMITTEE ON
THE YEAR 2000 TECHNOLOGY PROBLEM

Chairman BENNETT. I had made reference to the First Alert sys-
tem in my opening statement, which I deferred until now. Let me
go through that so that everyone can understand what we’re talk-
ing about.

We have noted a potentially serious oversight and at the same
time unique opportunity with respect to the millennium change.
We tune into the National Weather Service and say what’s going
to happen with the hurricane and hope that they can give us an
advance alert. But with respect to Y2K, because of the way the
world is organized, we will have an advance alert in the form of
one hour at a time moving through the world’s clocks.

With the vice-chairman, Senator Dodd, and Senator Collins, I am
announcing the committee’s pledge to establish a Y2K First Alert
system that will enable citizens of the United States to have up to
17 hours of advance warning of the nature of the Year 2000 disrup-
tions. Just think about the time zones around the world. Citizens
living west of the Eastern Standard Time zone will have progres-
sively more advanced notice. In Utah, we’ll have 19 hours of ad-
vanced notice, and citizens in Hawaii and those in the farthest
reaches of Alaska would have almost a full day advance warning.

Vice Chairman DopD. How much do Susan and I get?

Chairman BENNETT. You're stuck with 17 hours.

The new day begins at a spot in the middle of the Pacific Ocean,
17 time zones earlier than Eastern Standard Time. If the Y2K bug
is potent enough to cause immediate problems in information sys-
tems and embedded chips, you will have a 17-hour description of
Whaﬂ::1 those problems are and it will move progressively around the
world.

The stroke of midnight in Wellington, New Zealand won’t occur
in the United States until 17 hours later, and then in California
3 hours after that and so on.

We think it’s foolish not to use this advance notice and we'’re
going to do what we can to make sure that the implementation of
a 17-hour advance watch system is created. Frankly, Mr. Suiter,
we’ll be working closely with FEMA to have you work with us with-
in the context of your existing authority to achieve this goal.

Now, we've been talking about preparedness. I have had a chart
prepared, over here to my right. I will just walk you through it so
th(:ilt everybody can understand why we are focusing on that here
today.

Let’s take a fire, as depicted in this picture, that occurs in a
high-rise building. I will walk through the various places where we
could have problems.

Vice Chairman DoDD. Just let me say that I thoroughly endorse
the Chairman’s idea here on this. He has announced it for all of
us, but I think it’s really the kind of far-sightedness that I think
is going to be tremendously helpful. So before you move your
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charts, I just wanted the record to reflect that I think this is a very
sound and wise suggestion. Hopefully we’ll discover early on that
there’s not much to worry about, but if there is, it will be of some
help to us. I commend you for it.

Chairman BENNETT. Thank you.

On this burning building, the alarm on the premises would have
to operate correctly to warn that a fire had broken out. Has the
alarm system been certified as Y2K compliant? Then it would auto-
matically alert the fire department through a 911 call. Does the
telecommunications system that handles the 911 call have Y2K
problems, and has the 911 system that receives the call been reme-
diated to be Y2K compliant?

Now, the computer aided dispatch. The call comes in from the
building, everything is compliant, and now we dispatc