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CURRENT CHALLENGES TO STATE
DEPARTMENT SECURITY—PART I

THURSDAY, MAY 11, 2000

HOUSE OF REPRESENTATIVES,
COMMITTEE ON INTERNATIONAL RELATIONS,
Washington, DC.

The Committee met, pursuant to notice, at 10 a.m. In Room
2172, Rayburn House Office Building, Hon. Benjamin A. Gilman
(Chairman of the Committee) presiding.

Chairman GILMAN. The meeting will come to order. Good morn-
ing.

I regret that we are about to embark on a series of votes on the
floor. It may take as much as an hour, and it will delay our hear-
ing, and they are 5-minute votes based on amendments that were
adopted last night. I will open the hearing, and then we will have
to recess until the votes are concluded. I regret the delay for our
witnesses.

Today our Committee examines current challenges to State De-
partment security. The nature of these challenges is not a mystery.
Over the last 2 years, there have been numerous well-known seri-
ous security failures at the State Department.

In 1998, a person in a brown tweed coat grabbed highly classified
documents from an office in the Secretary of State’s suite. That
man and the documents have not been found.

Last year, a Russian spy was discovered outside the Main State
building listening to a bugging device planted in a seventh floor
conference room. Of course, last month saw the revelation of a
missing laptop computer that contained highly classified informa-
tion. That laptop has not been found.

Again, in 1999, we were told that a computer software program
written by citizens of the former Soviet Union was purchased by
the State Department on a sole-source contract and installed in
posts throughout the world without the proper security and vetting
procedures. That program had to be removed from each and every
post. To this day, we have not received an explanation of just why
and how that happened.

The news media has extensively uncovered each of these events.
What is less known, however, is that the officials in the State de-
partment have known for years that security at the State Depart-
ment was vulnerable to just these kinds of incidents.

In a March 1998, State “town hall meeting,” Under Secretary for
Political Affairs Thomas Pickering, called a department-wide wake-
up call about security issues. Another top official noted that pro-
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moting individual responsibility is going to require more security
training and rigorous followup; and, of course, that is very true.

Later that year, a report by the Inspector General highlighted
problems in the State Department’s Bureau of Intelligence and Re-
search [INR] and made recommendations to fix them. Today, INR
has not yet responded to that report.

Another report by the Inspector General in 1999 recommended
broader changes to the State’s security policy, including the trans-
fer of authority over “codeword” level material from INR to the
Diplomatic Security Bureau; and although this report was issued
in September 1999, its recommendations were at first rejected by
the Department. They were not adopted until April 2000, well after
the celebrated laptop had been found to be missing.

On November 17, 1998, a new State policy requiring escorts for
all visitors was announced. It requires “all visitors with the excep-
tion of active U.S. Government agency personnel who display prop-
er photo identification shall be escorted at all times.” Six days
later, that policy was rescinded. Nine months later, it was reimple-
mented.

Just last week the Secretary of State held another Department-
wide Town Hall Meeting on security matters; and while her tone
and words were appropriately tough, we cannot help but wonder if
they will have any more impact than those of Mr. Pickering and
other top officials at the 1998 Town Hall Meeting.

A few days before the most recent town meeting, the Secretary
issued a document that revealed, on close analysis, that it had de-
cided not to measure its security performance on the basis of the
number of security compromises detected. In addition, the Depart-
ment failed to make progress on reducing a scandalous backlog of
security investigations. It is now moving toward, in effect, a 15-
year cycle for security updates, rather than 5-year government
standard.

The Department did, however, manage to significantly exceed the
target it set for itself of reducing its inventory of overseas vehicles
over 5 years old. So we are left to ask: Are the Department’s prior-
ities appropriate? Should we be surprised that a casual attitude to-
ward security is part of the Department’s culture if its budget pri-
orities practically shout that information security is not the De-
partment’s major concern?

We have learned that despite recent changes in security policy,
reporters from foreign news media have access to many parts of the
State building without any supervision. Indeed, we are informed
that press personnel with identification cards have a 24-hour ac-
cess to the building, including weekends and holidays.

In other words, the new escort policy has a big hole, a big gap.
You can lead an elephant through it. It is no secret that foreign
intelligence agencies do use reporters as agents. During the Cold
War, the KGB agents routinely used reporters’ credentials as cover
for many of their activities. The recent book entitled The Sword
and the Shield by Christopher Andrew and Vasili Mitrokhin details
numerous incidents of Soviet spies who have posed as reporters. It
is a safe bet that the KGB’s successor agencies in Russia today use
the very same techniques.
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No security policy at State will be adequate until foreign journal-
ists are appropriately escorted, just like other visitors beyond the
normal press areas in the State Department.

A secure State Department, however, is not just a matter of
changing a few policies. It is the daily culture of our diplomats that
are going to have to change. Every person in the State Department
from maintenance personnel to Ambassadors to the Secretary of
State must reprioritize and make security their top concern.

This does not mean that policymakers in top jobs are off the
hook. Far from it. Leadership must come from the top, and the re-
sponsibility for the current, disastrous conditions of State Depart-
mgnt security lies with the Secretary’s office and with her top
aides.

I want to quote from an anonymous letter received by this Com-
mittee just this week from a Foreign Service employee: “For the
poor security environment at the U.S. Department of State to im-
prove only one thing is required, that being for State to seriously
and publicly punish several senior officials, including at least two
current Ambassadors, for security violations. The punishments
would have to be real and hurt, to include firings and criminal
prosecutions.”

I trust that Department of State—and we have several of its top
officials here today—will give us advice and will consider these
thoughts that we just expressed. Our Nation must not tolerate any
further security violations at the State Department or at any agen-
cies. Department officers need to realize that both the lives of inno-
cent people and national security put at risk when they are hap-
hazard in following elementary procedures.

The consequences for compromising national security secrets,
whether intentional or inadvertent, are great. They result in costly
investigations, damage relations with other Nations and, most
gravely, possible mortal danger for Americans serving our Nation
abroad.

In closing, I would like to quote a former Ambassador to the
United States from France, Jules Cambon, who said, “The day se-
crecy is abolished, negotiation of any kind will be impossible.”

It is no exaggeration to say that the very mission of this State
Department, to carry out our Nation’s foreign policy, has been
placed in a perilous atmosphere at the present time.

Is there any other Member—Mr. Smith.

Mr. SMiTH. Thank you very much, Mr. Chairman. I want to
thank you for convening this very important hearing of the full
Committee on this very, very troubling issue.

Let me just say I want to welcome our very distinguished panel.
I see Ambassador Stapleton Roy, who many of us visited when he
was in China, then in Indonesia, a very accomplished diplomat. We
are very happy to have you here.

Secretary Carpenter—I would just note for the record, Mr. Chair-
man, Secretary Carpenter appeared before our Subcommittee, the
International Operations and Human Rights Subcommittee, back
on March 12 of last year and gave compelling testimony, along with
Admiral Crowe, with regard to the growing threat to our embassies
and assets abroad. He pointed out at the time—and I would like
to quote him—because I think it is very timely and is a problem
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that still exists and has actually worsened—the terrorist threat is
global, lethal, multidimensional and growing.

Our analysts estimate that during the last 12 months, there were
2,400 threats against U.S. interests overseas. As you pointed out,
Mr. Secretary, that was a 100 percent increase. And for the record,
I think it is important to give credit where credit is due.

I used your compelling testimony of that day, over the course of
the next several weeks and months, in support of H.R. 3427, the
State Department Reauthorization Bill. This bill had a significant
plus-up for overseas embassy security, as a matter of fact, we pro-
vide in Section 1 and Section 6 $5.945 billion over 5 years. I have
to tell you, and I want to say this in gratitude, your testimony was
very effective and woke up a large number of people who perhaps
had not realized just how bad things had gotten and how much in
need we were of providing that important money. So I want to
thank you for that.

As you know, the President signed that legislation in November,
and it is law. It does authorize the money and I think in a bipar-
tisan way we will continue to make that money available to do this.

And of course, Mr. Chairman, the issue at hand is the laptop
computer, the Inspector General’s report, and you have covered
most of the bases as was pointed out in the findings. The INR has
not effectively discharged its responsibilities for the protection of
sensitive compartmented information and is not well structured or
staffed to oversee the management of the ESI security.

I was particularly concerned, and you made note of it as well,
that on the issue of escorts inside the State’s building, that the
Under Secretary of State for Management, Tom Pickering, re-
scinded on November 23 a policy that was published about a week
before, on November 17 of 1998. That is very, very troubling, and
hopefully we can get to the bottom of that. It seems to me, if we
have people unescorted walking around the building that raises
very severe questions about who might have access to very sen-
sitive information.

I think, Mr. Chairman, you have outlined the issue. During ques-
tions and testimony we will certainly delve into it further. But I
did want to publicly thank Secretary Carpenter for that testimony
and the good work that he and the others do. It did lead, as a con-
sequence, to that legislation, so I want to thank him.

I yield back the balance of my time.

Chairman GILMAN. Thank you, Congressman Smith.

Mr. Lantos.

Mr. LANTOS. Thank you, Mr. Chairman.

I want to commend you for holding this hearing, and I want to
bring to my colleague’s attention a development that unfolded just
a few hours ago which makes security at the State Department and
throughout our government of extreme importance.

A few hours ago, in Moscow, agents of the KGB have raided the
headquarters of the one free media outlet in Russia. This should
not be surprising in view of the fact that the new Russian Presi-
dent Putin spent 15 years in the KGB and has surrounded himself
with KGB operatives and is singularly incapable of accepting criti-
cism of either Russian policies in Chechnya or anywhere else.
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I look forward to the testimony of our distinguished witnesses
and, having had a long-standing professional relationship with the
Secretary, I can only say that I know from my own personal knowl-
edge that no Secretary of State has been more intent on maintain-
ing maximum security with respect to all sensitive materials than
our current Secretary Madeline Albright.

It is always the head of the operation who is responsible for any-
thing that goes wrong, and Secretary Albright has accepted that re-
sponsibility. But as we begin this hearing I think it is important
for us to realize that, given her background and her attitudes and
her experience, her own personal commitment to maintaining the
highest professional standards of security within the Department is
unquestioned; and I know that this hearing will unfold in the con-
text of that knowledge.

I thank you, Mr. Chairman.

Chairman GILMAN. Thank you, Mr. Lantos.

Since we have a series of votes, the Committee will now stand
in recess until the votes are concluded. Thank you very much for
your patience and indulgence.

[Recess.]

Chairman GILMAN. Committee will come to order.

I want to apologize for the number of votes that were on the
floor, which necessitated the recess that we have just gone through.

We are pleased to have with us today a distinguished panel and
allow me to introduce them.

Before I introduce the panelists, our Ranking Minority Member,
the gentleman from Connecticut, Mr. Gejdenson, has an opening
statement. Mr. Gejdenson.

Mr. GEJDENSON. Thank you, Mr. Chairman. Thank you for call-
ing this hearing.

Obviously, it is always a difficult challenge in a democratic soci-
ety to balance our needs for security and also have a society open
enough that we can operate in a democratic manner. But all of us
are alarmed by the disturbing lapses in security in the last several
years at the State Department, potentially compromising national
security—listening devices, individuals in unauthorized areas, a
laptop disappearance, workers given maybe too free access to areas
important to national security.

We need not simply to figure out there but elsewhere in the gov-
ernment, in the post-Soviet era, to recognize there is still an impor-
tant need for security, and we have to make sure that we have the
resources and the structure in place to make sure that our national
secrets are protected and at the same time that we move forward
and make our systems of government accessible to the citizens, to
the press and to those who are authorized to have access.

I certainly hope that everybody took the Secretary of State’s
statement and her several comments in the town meeting with the
State Department officials to heart, that we all have to participate
in this process. She said that, unlike academia, a 99 percent suc-
cess rate just isn’t acceptable here. It is a difficult challenge, but
I think we all recognize that we have to be successful 100 percent
of the time.

I thank the Chairman for calling the hearing and look forward
to hearing the witnesses.
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Chairman GILMAN. Thank you, Mr. Gejdenson.

Now we will proceed with our panelists.

I am pleased that we have with us the Honorable Jacquelyn
Bridgers, Inspector General in the Department of State. Ms.
Bridgers was sworn in as the Inspector General in 1995. She has
been before this Committee many times, and we appreciate the val-
uable work of your good offices.

We will also hear from Assistant Secretary for the Bureau of In-
telligence and Research, Stapleton Roy. Ambassador Roy has a dis-
tinguished 44-year history in the Foreign Service, having served as
Ambassador to Singapore, to China and to Indonesia before taking
over as Assistant Secretary for the Intelligence and Research Bu-
reau.

We also welcome Assistant Secretary for Diplomatic Security
David Carpenter. Mr. Carpenter assumed his position as Assistant
Secretary in August 1998 following a 26-year career in the U.S. Se-
cret Service. He is the first person to hold that position and has
a professional background in the protection and security fields.

Finally, we welcome as our fourth witness Timothy Bereznay, a
Section Chief in the National Security Division of the Federal Bu-
reau of Investigation. Mr. Bereznay has been with the Bureau for
24 years. In his current assignment he has management oversight
responsibilities for investigations related to counterintelligence and
espionage allegations that pertain to our Department of State.

We appreciate the willingness of our panelists to appear before
our Committee on this very important topic.

I will ask Ms. Williams-Bridgers to proceed with a summary of
your statement, and following the statements we will proceed to
questions. Any of the panelists who want to summarize, we will
make your full statement a part of the record. Ms. Bridgers.

STATEMENT OF THE HONORABLE JACQUELYN L. WILLIAMS-
BRIDGERS, INSPECTOR GENERAL, U.S. DEPARTMENT OF
STATE

Ms. WILLIAMS-BRIDGERS. It is indeed a pleasure to be before the
Committee again. Mr. Gejdenson, Mr. Chairman, thank you very
much for the opportunity to testify before the Committee on the
Department of State’s security programs as they relate to the pro-
tection of sensitive intelligence in national security information.

The Department has implemented a diligent effort to enhance
the physical security of our overseas missions. Today U.S. missions
are significantly more secure than they were 20 months ago. Based
on our overseas inspections we have found that our embassies gen-
erally do a good job of protecting classified information.

Recent lapses at Main State clearly demonstrate that attention
must now be given to address vulnerabilities in protecting sensitive
}ntelligence and national security information on the domestic
ront.

The Secretary’s recent decision to transfer authority for protec-
tion of intelligence-related material from the Bureau of Intelligence
and Research to the Bureau of Diplomatic Security implements an
important corrective action that we recommended to ensure proper
safeguards for our most sensitive intelligence-related information.
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Mr. Chairman, in your invitation to this hearing you asked me
to discuss my office’s assessment of the security environment with-
in INR and the Department overall, the division of security respon-
sibilities between INR and DS, the Department’s security incident
disciplinary process, the effectiveness of the disciplinary process in
deterring poor security practices, and the Department’s responsive-
ness to OIG’s recommendations.

In brief, OIG has found significant deficiencies in the handling
of classified information that have perpetuated a lax security envi-
ronment in the Main State headquarters building. Specifically, we
found that ineffective access controls in the Main State head-
quarters building left offices vulnerable to the loss or theft of sen-
sitive intelligence information and equipment by unescorted,
uncleared visitors and contractors. A lack of adequate physical and
procedural security measures in offices resulted in classified docu-
ments not being properly controlled and accounted for. INR was
not fulfilling its security function and unit security officers in other
bureaus were not enforcing security requirements, leading us to
recommend a delegation of responsibility to DS for protecting high-
ly classified information. Last, OIG found that disciplinary actions
for security violations did not serve as a deterrent for lapses in se-
curity practices.

Let me focus first on the key security deficiencies we identified.
Our review of the handling of classified information found that
uncleared maintenance and repair and cleaning contractors are not
always escorted when in offices where classified information is han-
dled, processed and stored. This occurred even though there has
long been a Department policy that escorts are mandatory in con-
trolled access areas. Very few contractor personnel have clearances.
We found that the vast majority of offices did not perform the es-
cort function. In cases where escorting was performed, the degree
of vigilance was inconsistent.

We also found that INR had not complied with required routine
inspections of 140 Department offices where sensitive compart-
mented information was maintained or discussed. Also, none of the
offices had received technical surveillance countermeasure inspec-
tions to determine whether listening devices had been implanted.

Our review also found that while SCI documents were distrib-
uted to 46 offices each morning, controls or procedures were not in
place to ensure that all material was returned to an SCI facility
and properly secured at the close of business. In addition, INR was
not obtaining signed receipts to establish accountability for the doc-
umen;cis and did not verify that all the documents were actually re-
turned.

INR had also not complied with the Director of Central Intel-
ligence directive regarding personnel security standards. Specifi-
cally, we found that INR had not complied with the requirements
that only individuals with a need to know had access to SCI mate-
rials and that the results of background investigations be consid-
ered in making that determination.

We found that unit security officer [USO] responsibilities were
not being performed because many USOs were not fully informed
of their security responsibilities, and they did not believe that they
had the authority to enforce security procedures. In 21 of 23 offices
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inspected, there was no assurance that after-hours checks were
performed or that classified documents were properly stored. Of 23
USOs we interviewed, 17 did not perform office security reviews.
Only 5 of 23 offices escorted their uncleared cleaning staff. Only 11
of 23 regularly briefed their employees on security.

INR has not effectively discharged its responsibility for the pro-
tection of SCI. In our view, INR is not well structured or staffed
to oversee the management of SCI’s security.

The primary function of DS, however, is to ensure that people
and information are properly protected. DS is already responsible
for overseeing Department procedures for protecting classified in-
formation up to the Top Secret level. Further, DS has a cadre of
trained security professionals. Therefore, the OIG recommended
that the duty of safeguarding SCI should be delegated to DS.

Mr. Chairman, my office will be conducting a followup review
later this year to determine the adequacy of the Department’s re-
sponse to all of our recommendations.

The Department’s security incident program also has not been ef-
fective because security awareness and disciplinary actions have
not been sufficient. Repeat offenders receive letters of warning and,
depending on the gravity of the situation, they can continue to re-
tain their security clearances allowing access to the most sensitive
information in the Department.

We recommended that the Department strengthen security train-
ing and the disciplinary actions associated with security incidents.

In summary, I am encouraged by the actions taken by the De-
partment recently to correct the physical and procedural security
deficiencies at Main State that we have noted in our work. It is un-
fortunate, however, that lapses in security that were identified by
OIG last year were not addressed in a more timely fashion. This
delay no doubt may have contributed to an environment in which
the most recent highly publicized breeches occurred. At this junc-
ture, however, it is essential that the Department exercise vigi-
lance and commitment to maintain and enforce the highest level of
security awareness and compliance.

This concludes my short statement, and I would be glad to an-
swer questions at the appropriate time.

[The prepared statement of Ms. Williams-Bridgers appears in the
appendix.]

Chairman GILMAN. Thank you, Inspector General Bridgers.

Assistant Secretary Roy, Bureau of Intelligence and Research,
please proceed.

STATEMENT OF AMBASSADOR J. STAPLETON ROY, ASSISTANT
SECRETARY OF STATE FOR INTELLIGENCE AND RESEARCH,
U.S. DEPARTMENT OF STATE

Mr. Roy. I am glad to have the opportunity to appear before you
today with my colleague, Assistant Secretary Carpenter. We will be
happy to discuss with you the Department’s response to the dis-
appearance of an INR laptop computer and other important secu-
rity matters.

Let me begin by briefly reviewing the basic facts regarding the
disappearance of the laptop computer. On January 31 of this year,
a laptop computer containing highly classified information was dis-
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covered to be missing from a secure area controlled by the Bureau
of Intelligence and Research at the Department of State, or INR,
which I head. This matter is under active criminal investigation by
the FBI and the Department’s Bureau of Diplomatic Security, or
DS. I have asked all personnel of INR to cooperate fully with the
investigation. That is our sole role. We not privy to the investiga-
tion’s focus, its time line, or its findings, so I cannot speak to those
issues.

In my testimony today, I will focus on four subjects which the
Committee asked me to address in its invitation letter: First, the
disappearance of the laptop. The laptop had been purchased in
1996 for the exclusive use of officers from other bureaus engaged
in counterproliferation work who did not have access to classified
workstations within INR. It was used and stored in an INR secure
area because it contained highly classified information bearing on
the proliferation of weapons and technologies of mass destruction
and their associated delivery systems. Because of the sensitive in-
formation on it, the computer was not permitted to leave the INR
secure area where open storage was authorized under applicable
regulations.

On January 31, INR staff could not locate the laptop in response
to a request by a would-be user from outside the Bureau. When a
careful search of the office suite failed to locate the laptop, the of-
fice in question took immediate steps to interview all personnel in
the office as well as officers from outside the Bureau who had been
authorized to use the laptop.

Some of those approximately 40 officers were out of country on
official business. They were queried by phone or cable. When these
efforts failed to locate the laptop, INR’s security branch chief
launched a formal investigation and requested the office director to
respond to a detailed list of questions. He also interviewed key in-
dividuals and developed a summary of relevant circumstances.
When this internal investigative phase failed to locate the laptop,
the INR security branch chief reported the circumstances to me,
along with his recommendation that because of the potential com-
promise of classified information the matter be turned over to DS.
I immediately approved this recommendation, and on February 10
INR requested DS to commence an investigation and notified the
CIA Center for Security that a computer presumed to contain sen-
sitive classified material could not be located.

All matters pertaining to the investigation are under the purview
of DS and the FBI, and I am not privy to the details. We do not
yet know how the laptop disappeared, whether it was removed by
an employee authorized to work in the office, whether it was stolen
for its material value or whether it was taken for the information
on its hard drive.

Regardless of the circumstances, the loss of the laptop is inexcus-
able. It should not have happened. As the Assistant Secretary for
Intelligence and Research, I am also the senior officer of the Intel-
ligence Community in INR and in the Department of State. All per-
sonnel in INR from top to bottom have been indoctrinated and
trained to be aware of their responsibility to safeguard the Nation’s
most sensitive secrets. Whatever the results of the investigation, it
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is clear that we failed to exercise our responsibility to safeguard
the computer and the classified information on it.

I particularly regret that Members of Congress first learned of
the incident from the pages of the Washington Post. This was
never our intention. That it happened is most unfortunate and is
being looked into as part of our effort to draw lessons from this un-
fortunate experience.

Second, the Secretary’s decisions in response to the loss. As a re-
sult of the circumstances I have just outlined, the Secretary took
a number of steps affecting the Bureau that I head:

First, after consulting the Director of Central Intelligence,
George Tenet, the Secretary decided that DS should take over from
INR the responsibility for protection of sensitive compartmented in-
formation. I support this decision and am confident that DS will do
the job well. We are working hand in glove with DS and the CIA
to effect this transfer. In addition to improving security, I believe
this will strengthen INR’s ability to concentrate on what we do
best, which is analysis and intelligence policy coordination.

In my view, this transfer of the SCI security function can be han-
dled in a manner that will not conflict in any way with INR’s re-
sponsibilities as a statutory member of the Intelligence Commu-
nity. Indeed, since before the discovery that the laptop was miss-
ing, we had been working closely with DS to identify and formalize
areas for enhanced cooperation.

Aside from the transfer of the SCI security function to DS, the
Secretary also asked that in the investigation of the disappearance
of the laptop, questions of accountability be examined carefully and
appropriate recommendations be made for decision. Meanwhile, to
enhance confidence in the review process, two INR office directors
have been temporarily transferred to other duties. This is not a
finding of fault. It is to ensure that as the investigation is con-
ducted and remedial steps are taken there is full confidence in the
process.

In addition, the Secretary directed that a number of other steps
be taken to tighten security in the Department, which we can ad-
dress at other points in our testimony here.

The security environment within INR. The Secretary held a town
meeting at the Department on May 4 to stress once again that all
Department employees must attach the highest priority to their se-
curity responsibilities. I had already reinforced this message in a
meeting with the entire INR staff on April 26, and I am confident
that everyone in the Bureau is conscious of the need to maintain
a high level of security awareness at all times and that security is
an inextricable and indispensable part of their jobs.

Mr. Chairman, you inquired in your invitation letter to me about
the day-to-day procedures of monitoring classified information
within INR. In accordance with the relevant directives, SCI secu-
rity or control officers responsible for Sensitive Compartmented In-
formation Facilities maintain records, manual or electronic, of ex-
ternal receipt and dispatch sufficient to investigate loss or com-
promise of SCI documents during transmittal.

Given the volume of classified and SCI material received daily in
INR, we and DS have recognized the need to strengthen procedures
for assuring document accountability. Earlier this year, we sought
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and gained approval to hire additional document control specialists.
Upon their entry on duty, they will work to ensure that both the
theory and practice of document accountability within INR are
fully in accord with Intelligence Community standards and require-
ments.

Following recess of the OIG report last September, the DCI’s
Community Management Staff offered to make available to INR a
professional document control specialist to evaluate our existing
staffing and document control procedures and to make appropriate
recommendations. I understand the individual selected to assist us,
expected to arrive in INR very soon, will come from the Defense In-
telligence Agency, whose operational milieu is in important re-
spects similar to that at State.

In regard to the management of and security procedures for con-
struction or renovation projects at Main State, in INR this relates
primarily to Sensitive Compartmented Information Facilities, or
SCIFs. Here DCID 1/21 on Physical Security Standards for Sen-
sitive Compartmented Information Facilities is the governing direc-
tive. The DCID requires that whenever a project is contemplated,
a construction plan balancing threats and vulnerabilities must be
reviewed and approved by the cognizant security authority. In my
view, these requirements are time tested and appropriate provided
they are, as they should be, rigorously observed.

The fourth subject you asked me to address was the INR Assist-
ant Secretary’s role as senior official of the Intelligence Commu-
nity.

First, let me affirm that I see no statutory, regulatory or proce-
dural barriers that need interfere with the ability of the Bureau of
Diplomatic Security to carry out security responsibilities within
INR. There are some fine points now being addressed, but they
have not been implemented in any way within INR to the Bureau
of Diplomatic Security. Nor should this impede INR’s ability to per-
form its function as a member of the Intelligence Community.

As Members of this Committee may be aware, the Department
of State is not a member of the Intelligence Community. Rather,
it is INR within the Department that is a statutory member. As
Assistant Secretary of INR, I am the senior adviser to the Sec-
retary of State on all intelligence matters and responsive to her di-
rection. At the same time, I have certain responsibilities to the Di-
rector of Central Intelligence that derive from my status as the
Senior Official of the Intelligence Community within INR.

The authorities and responsibilities vested in SOICs, or Senior
Officials of the Intelligence Community, are detailed in DCID 1/
19—Security Policy for Sensitive Compartmented Information and
Security Policy Manual. This directive states that intelligence orga-
nizations, as defined in Executive Order 12333, have the authority
and are responsible for all aspects of security program manage-
ment with respect to the protection of intelligence sources and
methods and for implementation of the DCIDs for activities under
their purview.

Hence, INR had previously maintained its own security program
for intelligence sources and methods, while DS had developed and
implemented security procedures on a broad range of security re-
sponsibilities that fall within its purview. Pursuant to the Sec-
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retary’s decision to transfer SCI security protection to DS, we are
working with DS and CIA to develop the necessary procedures
within the framework of the DCID.

In conclusion, let me stress once again that the Department of
State is undertaking a top-to-bottom review of security procedures.
INR is a part of that process and, working closely with DS, we are
moving simultaneously on many fronts to ensure better security
throughout the Bureau. As the Secretary said, a 99 percent grade
on security is not a passing grade. Thank you.

[The prepared statement of Mr. Roy appears in the appendix.]

Chairman GILMAN. Thank you, Secretary Roy.

We are now pleased to hear testimony by the Honorable David
Carpenter, Assistant Secretary for the Bureau of Diplomatic Secu-
rity at the Department of State.

You may summarize your statement, put the full statement in
the record, whatever you deem appropriate. Please proceed.

STATEMENT OF THE HONORABLE DAVID G. CARPENTER, AS-
SISTANT SECRETARY OF STATE FOR DIPLOMATIC SECURITY
AND SENIOR ADVISOR TO THE SECRETARY OF STATE ON SE-
CURITY ISSUES, U.S. DEPARTMENT OF STATE

Mr. CARPENTER. Mr. Chairman and Members of the Committee,
I am appearing before you today to answer questions about the re-
cent laptop incident. I am also prepared to discuss other domestic
security issues affecting the Department of State.

I accepted the position of Assistant Secretary at the State De-
partment with the full realization that the job would be chal-
lenging, but I could never have envisioned the enormity of that
challenge. I doubt that there are many outside the agency who ap-
preciate the magnitude of the task thrust upon DS, the complexity
of the issues faced in managing a global security program respon-
sible for the protection of so many lives, and the challenges in fac-
ing off against sophisticated espionage services as well as
transnational organizations focused on the destruction of American
interests around the world.

On a positive note, I was extraordinarily gratified by the capa-
bilities and professionalism of the people working in the Bureau of
Diplomatic Security. They are clearly first rate. But I was shocked
to learn just how much the State Department’s budget had been
cut and, to my regret, how hard those budget and personnel cuts
had hit DS. I found that DS had people in all areas of its respon-
sibilities who, in my experience, were second to none in other simi-
lar agencies, but it became painfully obvious that DS, although
challenged and dedicated, had far too few people to meet the chal-
lenges it was about to encounter.

Following the fall of the Soviet Union, DS was authorized to hire
only a handful of agents, engineers and civil service security per-
sonnel. Twenty percent of DS positions worldwide were reduced.
The worldwide guard program was decreased by 5 percent. Rules
and regulations concerning security were loosened to the point that
holding employees accountable for serious security issues became
more difficult.

It is my assessment that the budget and personnel cuts had sig-
nificantly eroded the Bureau’s ability to fulfill even its most basic
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services. They had reached the point that when there were major
conferences in the United States requiring significant manpower to
staff protective details, numerous operational offices had to be shut
down to support this effort. In some respects, this type of scenario
continues to this day.

Let me give you a few examples of how DS’ programs were
streamlined during that period. Among the activities affected was
our office of counter intelligence. The number of positions was re-
duced from 41 to 26 and funding for the program was cut from
$225,000 to $65,000. Staffing for programs in the Department that
handle procedural and informational security issues was reduced
by more than 50 percent. Our technical countermeasures programs
suffered a similar fate as limited funding forced the Bureau to fund
only priority life safety programs rather than to invest in upgrad-
ing its antiquated countermeasures program. The Department’s re-
action to imposed fiscal constraints and a popular opinion that the
Cold War had ended and now the world was a better place had
devastating consequences for DS programs.

In 1997, the Bureau’s hiring picked up considerably and while it
appeared that they were making strides in restaffing to the point
of making it ready to meet its existing challenges, the bombings in
East Africa occurred. Let me say that those bombings have dra-
matically changed the magnitude and intensity of our overseas se-
curity programs and the support of this Committee in regard to our
specific needs has been much appreciated. As you are aware, nearly
all of our new positions acquired since the bombings have been di-
rected at overseas staffing or in support of our overseas operations,
chiefly with antiterrorism in mind.

The Department is currently reviewing staffing levels in other
areas that may have been neglected including counterintelligence,
dignitary protection, and domestic facility security which continue
to be significantly understaffed and underfunded.

Let me describe to you the universe of our efforts. We are in the
protection business. We protect people, facilities, and classified in-
formation. We do this at our posts throughout the world.

Let me give you some idea of the magnitude of our global life
safety responsibilities. We protect approximately 10,000 State De-
partment employees in the United States. Overseas, we are ac-
countable for the protection of an estimated 75,000 U.S. citizen em-
ployees and their families. Add to that number more than 37,000
Foreign Service employees working for our embassies and con-
sulates. Each year we also protect approximately 130 distinguished
high profile foreign visitors to the United States and that is an en-
capsulated view of just our mission to protect people.

Mr. Chairman, in my view the breadth of this global mandate is
unique in the Federal Government.

Our missions for protecting facilities and information equally de-
manding. DS has designed programs to counter a global array of
security challenges presented by elements ranging from common
criminals to terrorists and spies. Our programs include safe-
guarding classified and national security information, personnel in-
vestigations, computer and information security awareness pro-
grams, and the conduct and coordination of espionage and counter-
intelligence investigations.
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In the past year, much has been made of security incidents at
Main State. Providing security for that building is a problem, not
impossible but still very challenging.

The Department of State building is the second largest govern-
ment building in the Nation’s Capital. It is occupied by 8500 em-
ployees and receives over 200,000 official visitors and tourists each
year. The Main State building covers two square blocks and has
eight stories and a basement. There are 2.6 million square feet of
space. It has 5 pedestrian entrances, 3 basement entrances to a 900
plus vehicle garage, 2 loading docks, 43 elevators, 5,400 windows,
9 acres of roof, and 13 emergency generators. The building has vir-
tually no setback from the street thus affording little opportunity
to screen either visitors or vehicles at appropriate distances.

The building serves as the hub for American diplomacy. It hosts
numerous international conferences and major events involving
world leaders each year. The building is the platform for the Na-
tion’s daily press briefing on events around the world. It houses the
Nation’s State dining rooms and unrivalled collection of colonial
aniil1 early Federal decorative priceless art objects insured for $100
million.

The Department has in place procedures and safeguards to pro-
tect our facilities during construction and renovation. As this Com-
mittee is aware, Main State is currently undergoing a major 10-
year renovation project. Security measures such as the develop-
ment of construction security plans, construction surveillance, vet-
ting of workers, screening of materials, and other precautions are
integrated into this project. Other construction projects performed
within the building are routinely scrutinized by DS officers to de-
termine the level of sensitivity and ensure that proper security
countermeasures are utilized.

In other words, the State Department building is a very large
and busy institution. Protecting it is an immense challenge.

Three incidents in the Main State building have brought home
to all of us the need to strengthen domestic information security.
In February 1998, an unknown male in a tweed coat carried away
classified documents from the Secretary’s suite of offices. That case,
which was investigated by the FBI, is in an inactive status at this
time.

The second incident came to light on December 8, 1999 when
Russian intelligence officer, Stanislav Gusev, was arrested on the
street outside the State Department as he listened in on a meeting
in the State Department’s Oceans and International Environmental
Scientific Affairs’ conference room via a bug planted in the chair
railing. Gusev, who had diplomatic immunity preventing his pros-
ecution in the United States, was asked to leave the country. The
investigation by the FBI continues into, among other things how
the bug was planted. Spinning off the bugging case was an inquiry
into how a computer software contract was managed and whether
the systems on which the software was placed had been com-
promised. That inquiry is still ongoing.

The third incident is, of course, the laptop incident which is cur-
rently under investigation by the FBI and DS. Ambassador Roy has
already described for you how the laptop was used, the cir-
cumstances surrounding its disappearance, INR’s referral of this
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glatter to DS and the Secretary’s five point response to the inci-
ent.

Mr. Chairman, we have learned some very valuable lessons from
these incidents. The fundamental problem which has brought the
Department to the point at which it now finds itself is not an ab-
sence of proper policies and procedures, as those are and have been
in place. The problem is simply carelessness. That is, noncompli-
ance and/or disregard for established regulations. These incidents
have prompted us to take measures which complement existing
regulations and procedures and are designed to change the lax atti-
tude toward security at the State Department.

I believe that substantial progress has been made over the past
2 years. We have tightened security in the Secretary’s suite of of-
fices. We have adopted a rigorous, comprehensive escort policy,
worked to strengthen computer safeguards, and assigned uni-
formed officers to floor specific patrols inside the building. At Main
State we have reinstated an after-hours inspection program of De-
partment offices, and we continue a program of bringing Marine se-
curity guards in training into the Department 10 times a year to
conduct security sweeps. We have closed D Street outside the build-
ing to traffic and installed cement barriers around the entire build-
ing, thus lessening our physical vulnerability. We have provided se-
curity awareness briefings to over 4,000 Department personnel.
But these are only the first steps. Much more needs to be done.

In March, I convened an interagency review panel comprised of
senior security representatives from the FBI, the Department of
Defense, the U.S. Secret Service, the CIA, and the Diplomatic Secu-
rity Service. The panel was asked to review the countermeasures
currently in place to protect against unauthorized access to the
Main State building and classified information. I also requested
that they make recommendations to improve security at the Main
State building.

On Monday of this week, I received the panel’s report. I plan to
present the report to the Secretary when she returns to Wash-
ington and intend to use it to correct systemic vulnerabilities at the
Department of State. Once the Administration has had an oppor-
tunity to review the report, I will be delighted to share it with you,
Mr. Chairman, as well as the Members of your Committee.

This panel confirmed our assessment of known weaknesses in
our programs and recommended both short and long term solutions
that it believes will enhance security at Main State. Their findings
center on Main State’s access controls, its physical security, infor-
mation security, security awareness, our uniformed protective offi-
cer program, and the need to create a chemical/biological program.
I am convinced that the development of a strategic plan to fund
and implement these findings will result in significant improve-
ments in our programs.

The Secretary’s leadership in raising security awareness has
been invaluable. She has personally emphasized security at every
opportunity for the purpose of strengthening the culture of security
at State. As you know, on May 3 she held a Department-wide town
meeting on security because of the laptop incident. In the course
of the meeting, she stressed that each of our employees must be
our neighbor’s keeper when it comes to security. The position that
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she has taken with respect to individual responsibility among our
diplomats, that regardless of how skilled you may be as a diplomat,
if you are not professional about security—you are a failure—has
resonated throughout the Department. Further, when she told the
Department employees that the press reports were accurate; and
she was indeed furious about our security lapses, any misgiven be-
lief anyone might have that the Secretary wanted simply to let this
blow over and be forgotten was forcefully corrected.

I believe that what we have done and are doing, combined with
the stark ugly reality of what security failures produce, have gone
a long way in raising awareness at the Department. I think that
we have reached the point that where the decided majority of State
Department employees has recognized that a threat exists; that
poor practices are unacceptable; that security is a high priority
with the Secretary, this Administration, and this Congress; and
that employees will be held accountable for lapses. I can assure you
that the Secretary and I will continue to drive home those points
as forcefully as possible.

As T said earlier, I believe that the lax attitude in the Depart-
ment toward security is no longer tolerable. I fully expect that we
will see that the Department’s efforts aimed principally at better
education, at existing requirements, and designation of individual
responsibilities will bear fruit and there will be substantial and
voluntary adherence to security rules and procedures, but if I am
wrong, we are fully prepared to use enhanced disciplinary proce-
dures to further underscore the seriousness with which we view
this issue.

Thank you, Mr. Chairman. I would be glad to answer questions
at this time.

4 [The prepared statement of Mr. Carpenter appears in the appen-
ix.]

Chairman GILMAN. Thank you, Mr. Carpenter.

Mr. Bereznay, section chief, National Security Division, Federal
Bureau of Investigation. You may summarize your statement, or
your full statement will be made a part of the record, as you deem
appropriate. Please proceed.

STATEMENT OF TIMOTHY D. BEREZNAY, SECTION CHIEF, NA-
TIONAL SECURITY DIVISION, FEDERAL BUREAU OF INVES-
TIGATION

Mr. BEREZNAY. Thank you, Mr. Chairman. Members of the Com-
mittee, I am pleased to appear before you today to discuss State
Department security issues that are of concern to this Committee.
I will be as forthcoming as possible given the sensitive and classi-
fied nature related to the information requested by the Committee.

Concerning the missing State Department laptop computer, I
want to ensure the Committee that the FBI’s investigation of the
missing computer is being afforded the highest FBI priority. As you
are aware, I am prohibited from discussing the matter further as
it is the subject of a pending criminal investigation.

The Committee has asked that I comment on the sufficiency of
State Department security procedures in connection with the bug-
ging of the 7th floor conference room by the Russian Foreign Intel-
ligence Service. The FBI was asked by State Department in late
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August 1999 to conduct an environmental technical survey, in
other words a review of neighboring properties, to determine
whether a hostile intelligence service might have acquired such
property. This survey was specifically requested in connection with
pending renovations at the Department. In 1998, we were also
pleased to have our Washington field office work with the Office of
Diplomatic Security to survey access to State Department by Rus-
sian intelligence officers. Beyond these narrow surveys conducted
with or at the request of State Department, the FBI was not called
upon at that time to review physical security procedures at the De-
partment. Those matters were, however, addressed by the Office of
the Inspector General as reported in its September 1999 report.

The FBI believes that the State Department acted swiftly during
August 1999 to limit the number of unescorted foreign nationals
visiting State Department following the discovery of the listening
device in the 7th floor State Department conference room. On Au-
gust 23, 1999, the State Department implemented policy that re-
quires all foreign nationals to be escorted within the building at all
times.

As noted by the Committee, there is an exception for foreign
media correspondents issued unique but permanent badges that
allow unescorted entry without passing through metal detectors.

There is an understanding that the media is not to go above the
second floor where the press office is located. This exception affords
unescorted access to the State Department by a number of known
foreign service intelligence officers. The FBI does not customarily
provide other agencies, to include State Department, with lists of
intelligence officers’ identities to protect both sensitive sources and
cases unless there is a specific reason or if asked. If asked, the FBI
would be willing to identify to the State Department permanent
media badge holders identified as hostile intelligence officers so
that their access could be restricted or their visits monitored.

Historically, hostile intelligence services have utilized media
cover for intelligence activities in the United States. However, be-
cause intelligence officers under media cover do not have diplo-
matic immunity, they normally perform in-depth but overt intel-
ligence collection. Clandestine handling of agents or other covert
activity is usually assigned to intelligence officers under diplomatic
cover. In addition to the overt intelligence collection, intelligence of-
ficers under correspondent cover have been engaged in active meas-
ures campaigns designed to support their national interests and to
influence United States policymakers.

Active measures campaigns take the form of oral persuasions or
the dissemination of written information favorable to their national
policy, both of which are facilitated by intelligence officers under
media cover. Hostile intelligence services use active measures as an
inexpensive and relatively low-risk way to advance their inter-
national positions.

Over the last 15 years, no foreign intelligence service officer
under media cover has been declared persona non grata for engag-
ing in espionage activities. This is attributed, as I previously noted,
to the fact that these officers are not accredited diplomatic immu-
nity and thus normally do not engage in clandestine agent-han-
dling activities subject to interdiction.
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With respect to your inquiry regarding the use of laptop com-
puters within the FBI, the FBI uses only specified laptop com-
puters that carry appropriate safeguards for classified data, to in-
c