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LESSONS LEARNED FROM THE GOVERNMENT
INFORMATION SECURITY REFORM ACT OF
2000

WEDNESDAY, MARCH 6, 2002

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT EFFICIENCY, FINANCIAL
MANAGEMENT AND INTERGOVERNMENTAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 10 a.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the subcommittee) presiding.

Present: Representatives Horn, Schakowsky, and Maloney.

Staff Present: J. Russell George, staff director and chief counsel,;
Bonnie Heald, deputy staff director; Claire Buckles, professional
staff member; Justin Paulhamus, clerk; Michael Sazonoff, intern;
David McMillen, minority professional staff member; and Jean
Gosa, minority assistant clerk.

Mr. HORN. A quorum being present, the Subcommittee on Gov-
ernment Efficiency, Financial Management and Intergovernmental
Relations will come to order.

The Federal Government relies on computer systems to provide
essential services to the Nation and its people. These large, com-
plex systems help regulate the economy, collect taxes, pay benefits,
and defend the Nation. The speed and accessibility of the tech-
nology have greatly enhanced government operations and have pro-
vided citizens with nearly instant access to their government.

Yet, those operations are at risk. Computers at the White House,
the Department of Defense, the Department of the Treasury, and
the Department of the Interior have all been successfully attacked.
The security vulnerabilities at the Department of the Interior are
so severe that a U.S. District Court judge in Washington has or-
dered the Department to disconnect its Trust Asset and Accounting
Management System from the Internet. This system handles about
$500 million a year in royalty and lease payments to Native Ameri-
cans.

These are not the only troubled agencies, however. In November
2001, the subcommittee issued its second annual report card grad-
ing computer security efforts at 24 major executive branch agen-
cies. Overall, the executive branch earned an abysmal grade of “F.”
That grade was the same during the Clinton administration and
now the Bush administration.
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We have known for more than a decade that the government’s
information systems are vulnerable, yet little has changed. In a re-
port issued last month, the Office of Management and Budget con-
cluded that a significant part of the problem falls to senior man-
agers who have failed to focus sufficient attention on computer se-
curity. I agree. The various bureaucracies need to be pushed by the
political appointees, so we can have a better record.

Since 1987, Congress has passed legislation to address Federal
computer security weaknesses. The most recent law, the Govern-
ment Information Security Reform Act, was enacted in the year
2000. This law requires Federal agencies to assess the nature and
sensitivity of the information stored in their computers and then
develop appropriate security plans to protect that information. In
addition, it requires that, for the first time, agencies conduct an-
nual computer security evaluations and report the results to the
Office of Management and Budget.

Agencies filed their first reports in September 2001. Clearly, the
full benefits of the law have not been realized. Agencies have not
yet developed security plans that balance protection and risk. How-
ever, they are beginning to focus on the problem. The act is sched-
uled to sunset next year.

Today’s hearing will explore how Federal agencies have imple-
mented the act and what additional steps might be taken to ensure
that effective safeguards are in place. We must identify the weak-
nesses in order to correct them. We must use the “lessons learned”
from the Government Information Security Reform Act to take ef-
fective, urgently needed action to ensure that it is reauthorized and
improved.

I welcome today’s witnesses, and I look forward to working with
each of you to ensure the security of the government’s information
technology resources.

I will enter into the record at this point as an exhibit after my
opening remarks the Computer Security Report Card of November
9, 2001.

[The prepared statement of Hon. Stephen Horn follows:]
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Opening Statement
Representative Steve Horn, R-CA
Chairman, Government Efficiency, Financial
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A quorum being present, the Subcommittee on Government Efficiency, Financial Management
and Intergovernmental Relations will come to order.

The federal government refies on computer systems to provide essential services to the nation and
its people. These large, complex systems help regulate the economy, collect taxes, pay benefits and
defend the nation. The speed and accessibility of the technology have greatly enhanced government
operations and have provided citizens with nearly instant access to their government.

Yet, those operations are at risk. Computers at the White House, the Department of Defense, the
Department of the Treasury and the Department of the Interior have all been successfully attacked. The
security vuluerabilities at the Department of the Interior are so severe that a U.S. District Court judge in
‘Washington has ordered the department to disconnect its Trust Asset and Accounting Management
System from the Internet. This syster handles about $500 million a year in royalty and lease payments to
Native Americans.

These are not the only troubled agencies, however. In November 2001, the subcommittee issued its
second annual report card, grading computer security efforts at 24 major executive branch agencies.
Overall, the executive branch earned an abysmal grade of “F.”

‘We have known for more than a decade that the government’s information systems are vulnerable,
yet little has changed. In a report, issued last month, the Office of Management and Budget concluded that
a significant part of the problem falls to senior managers who have failed to focus sufficient attention on
computer security.

Since 1987, Congress has passed legislation to address federal computer securify weaknesses. The
most recent law, the Government Information Security Reform Act, was enacted in 2000. This law
requires federal agencies to assess the natore and sensitivity of the information stored in their computers
and then develop appropriate security plans to protect that information. In addition, it requires that -- for
the first time -- agencies conduct annual computer security evaluations and report the results to the Office
of Management and Budget.

MENRY A, WAXMAN, CAUIFORNIA,

THOMAS H, ALLEN, MAINE
HAROLD E. FORD, In, TENNESSEE
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Agencies filed their first reports in September 2001. Clearly, the full benefits of the law have not
been realized. Agencies have not yet developed security plans that balance protection and risk. However,
they are beginning to focus on the problem. The Act is scheduled to sunset next year.

Today’s hearing will explore how federal agencies have implemented the Act and what additional
steps must be taken to ensure that effective safeguards are in place. We must identify the weaknesses in
order to correct them: We must use the “lessons learned” from the Government Information Security
Reform Act to take effective, urgently needed action to ensure that it is reauthorized and improved.

I welcome today’s witnesses. And I look forward to working with each of you to ensure the
security of the Government’s information technology rescurces.
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Mr. HORN. The ranking member is coming, and I see that my col-
league, Mr. Davis, has been here now as panel one, and we’re de-
lighted to have you here. You have been a major force in the work
of e-government and the work of technology generally. So the gen-
tleman from Virginia, Mr. Davis.

STATEMENT OF HON. THOMAS M. DAVIS, A REPRESENTATIVE
IN CONGRESS FROM THE COMMONWEALTH OF VIRGINIA

Mr. DAvis. Let me first commend you and your staff for the tre-
mendous work you have done on Federal information security dur-
ing your tenure as chairman of this subcommittee and your pre-
vious chairmanship of the Government Management, Information,
and Technology Subcommittee. It’s a privilege working with you on
this critical topic.

I want to thank you for giving me the opportunity to speak on
this issue in the context of today’s hearing, examining the lessons
learned from the implementation of the Government Information
Security Reform Act of 2000 [GISRA].

Unquestionably, the events of September 11th and the ensuing
war on terrorism have produced a variety of responses throughout
the world. Nowhere has the response been so fervent as here in our
Nation’s Capital. From the creation of the new Office of Homeland
Security to security-related legislation, there is an unprecedented
awareness of the vulnerabilities we face.

This new awareness has naturally focused more attention on se-
curity matters, particularly with respect to information security.
Yet, this issue and the fact that Federal information systems con-
tinue to be woefully unprotected from both malevolent acts and be-
nign interruptions have presented a grave concern to me for a
number of years. I know that you and the members of this sub-
committee share that concern as well.

From our work in the Government Reform Committee, it is clear
that the state of Federal information security suffers from a lack
of coordinated, uniform management. Resolving this problem be-
comes even more imperative when you consider the many objec-
tives we hope to achieve through the efficient and cost-effective use
of information technology and the advancement of electronic gov-
ernment. These objectives include electronic procurement, tele-
commuting, a comprehensive information-sharing network, and im-
proved provision of services to citizens and businesses. The com-
mon element of these goals is the interconnectivity that they each
require to facilitate communications between different public and
private entities.

Poor information security management has persisted in both the
public and private sectors long before IT became the ubiquitous en-
gine driving governmental, business, and even home activities.
After all, the information security implicates both the physical and
the cyber-environment.

A decade ago, technology stood as one of many factors important
to the mission and performance objectives of the Federal Govern-
ment. But no longer is technology “one of many.” Instead, the Infor-
mation Revolution and the ever-evolving technologies that support
its collection, assimilation, and communications have become inte-
gral to the functioning of our government.
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As our reliance on technology and our desire for interconnectivity
have grown over the past decade, intensifying with the advent of
the Internet, our vulnerability to attacks has grown exponentially.
The high degree of interdependence between information systems,
both internally and externally, exposes the Federal Government’s
computer networks to benign and destructive disruptions. This fact
is tremendously important in understanding how we devise a com-
prehensive and yet flexible strategy for coordinating, implementing,
and maintaining Federal information security practices throughout
the Federal Government as the threat of electronic terrorism in-
creases.

Yet, Federal information security management continues to fal-
ter. Despite consistent evaluations since 1997 showing that Federal
information security is a government-wide, high-risk issue, GAO
continues to find “pervasive and continuing weaknesses.” And, of
course, as this subcommittee found last November, 16 of the 24
Federal agencies evaluated in 2001 each received a disappointing
gra(c}le of “F,” with only one agency receiving a grade higher than
a (13 +"’

Of course, while these grades are disappointing, they reflect the
difficulty of implementing effective security management without
sufficient commitment and guidance from an accountable entity
within each agency, and for the Federal Government as a whole.

In July 2000, I introduced legislation that would have created,
among other things, a new Federal Chief Information Officer in the
Executive Office of the President. One of the primary components
of that bill expanded upon the then yet-to-be-enacted Government
Information Security Reform Act [GISRA], introduced by Senators
Fred Thompson and Joe Lieberman.

My legislation, entitled, “the Federal Information Policy Act”
[FIPA], reflected my firm belief that there needs to be an executive
branch office that holds both the prestige and the accountability for
strategically modernizing our stovepipe IT structure. At the same
time, that office must have the authority to prioritize cross-jurisdic-
tional e-government initiatives and networked information and
telecommunications networks, in order to achieve efficiencies and
secure Federal information systems.

With the establishment of a new office of Associate Director of
IT and Electronic Government within the OMB, I have opted to
withhold the reintroduction of Federal CIO legislation until I have
had an opportunity to evaluate the progress that OMB has been
able to achieve in carrying out the administration’s Enterprise In-
formation Management and Integration initiative.

That said, my concerns regarding the pervasive and persistent
weaknesses in Federal information security management, infra-
structure, and accountability remain strong. These are concerns I
know you also share, Mr. Chairman, and I applaud your sub-
committee’s steady work in bringing to the forefront the critical
need for immediate and focused attention on this issue.

Yet, I would add that, to the extent that increased security con-
cerns rely on the ability of the public and private sectors to share
information securely, it is even more critical that the Federal Gov-
ernment put its own house in order with respect to the security of
its own Federal information and telecommunications systems. It is
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for this reason that I have just introduced legislation similar to the
information security provisions in FIPA, and I am very pleased
that you have agreed to co-sponsor this measure with me, Mr.
Chairman.

The overall purpose of these efforts is to strengthen the informa-
tion security management infrastructure of the Federal Govern-
ment. The bill, entitled, “the Federal Information Security Manage-
ment Act” [FISMA], undertakes this objective by building on the
foundations laid out by GISRA. As you know, GISRA requires
every Federal agency to develop and implement security policies
that include risk assessment, risk-based policies, security aware-
ness training, and periodic reviews.

With GISRA set to expire on November 29th of this year, the
Federal Information Security Management Act permanently reau-
thorizes this legislation and implements additional measures de-
signed to enable the Federal Government to become a reliable pub-
lic partner for protecting America’s information highways. In gen-
eral, FISMA streamlines GISRA’s provisions and requires that
agencies utilize information security best practices that will ensure
the integrity, confidentiality, and availability of Federal informa-
tion systems.

Moreover, the bill seeks to strengthen the role played by the Na-
tional Institute of Standards and Technology in developing and
maintaining standards and guidelines for minimum information se-
curity controls. Agencies would be required to identify the risk lev-
els associated with their systems and implement the appropriate
level of protections accordingly. This latter objective is especially
important in light of the interconnectivity of information systems.
We need to implement a framework that ensures that when sys-
tems interconnect with each other, there is a uniform management
infrastructure and universal benchmark for measuring the risks
and vulnerabilities of Federal information systems.

We cannot afford to delay enactment of this legislation. At a time
when uncertainty threatens confidence in our Nation’s prepared-
ness, the Federal Government must make information security a
priority. I am heartened by the President’s bold commitment to
tying the budget process to individual agency performance, and to
using information security as one measurement of that perform-
ance. However, the information security cannot go the way of any
other “issue du jour.” It is a constant management requirement
that requires eternal vigilance, and the ranking of its importance
to Federal operations cannot fluctuate from one administration to
the next.

It is my hope that we take this opportunity, in the context of ex-
tending GISRA, to signal Congress’ deep concerns that information
security is not being taken seriously by every agency and depart-
ment. We must demand that in our networked era, where tech-
nology is the driver, every Federal information system must be
managed in a way that minimizes both the risk that a breach or
disruption will occur and the harm that would result should such
a disruption take place.

We will learn a lot today as we determine the impact that GISRA
has had on the information security practices throughout the Fed-
eral Government. I very much look forward to working with you,
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Mr. Chairman, the members of this subcommittee, and other con-
cerned Members of the House and Senate as we move forward on
strengthening GISRA and improving our government’s overall in-
formation security management. Thank you.

[The prepared statement of Hon. Thomas M. Davis follows:]
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STATEMENT OF REPRESENTATIVE TOM DAVIS

BEFORE THE SUBCOMMITTEE ON GOVERNMENT EFFICIENCY,
FINANCIAL MANAGEMENT, AND INTERGOVERNMENTAL RELATIONS
OF THE HOUSE COMMITTEE ON GOVERNMENT REFORM

“Lessons Learned from the Government Information Security Reform Act of 2000"

Wednesday, March 6, 2002
10 am.

Mr. Chairman, allow me to first commend you and your staff for the tremendous
work you have done on Federal information security during your tenure as Chairman of
this Subcommittee and your previous chairmanship on the Government Management,
Information and Technology Subcommittee. It is a privilege working with you on this
critical topic. I want to thank you for giving me the opportunity to speak on this issue in
the context of today’s hearing examining the lessons learned from the implementation of
the Government Information Security Reform Act of 2000.

Ungquestionably, the events of September 11* and the ensuing war on terrorism
have produced a variety of responses throughout the world. Nowhere has the response
been so fervent as here in our nation’s Capital. From the creation of the new Office of
Homeland Security to security-related legislation, there is an unprecedented awareness of
the vulnerabilities we face.

This new awareness has naturally focused more attention on security matters,
particularly with respect to information security. Yet this issue and the fact that Federal
information systems continue to be woefully unprotected from both malevolent attacks
and benign interruptions, have presented a grave concern to me for a number of years. I

know that you and the other Members of the Subcommittee share that concern as well.
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Testimony of Representative Tom Davis Page 2
March 6, 2002

From our work in the Government Reform Committee, it is clear that the state of
Federal information security suffers from a lack of coordinated, uniform management.
Resolving this problem becomes even more imperative when you consider the many
objectives we hope to achieve through the efficient and cost-effective use of information
technology and the advancement of electronic government. These objectives include
electronic procurement, telecommuting, a comprehensive information-sharing network,
and improved provision of services to citizens and businesses.

The common element of these goals is the interconnectivity that they each
require to facilitate communications between different public and private entities.

Poor information security management has persisted in both the public and private
sectors long before IT became the ubiquitous engine driving governmental, business, and
even home activities. After all, information security implicates both the physical and
cyber environment.

A decade ago, technology stood as one of many factors important to the mission
and performance objectives of the Federal Government. But no longer is technology “one
of many”; instead, the Information Revolution and the ever-evolving technologies that
support its collection, assimilation, and communication, have become integral to the
functioning of our government.

As our reliance on technology and our desire for interconnectivity have grown
over the past decade--intensifying with the advent of the Internet, our vulnerability to
attacks has grown exponentially. The high degree of interdependence between

information systems, both internally and externally, exposes the Federal government’s
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Testimony of Representative Tom Davis Page 3
March 6, 2002

computer networks to benign and destructive disruptions. This fact is tremendously
important to understanding how we devise a comprehensive and yet flexible strategy for
coordinating, implementing and maintaining Federal information security practices
throughout the Federal Government as the threat of electronic terrorism increases.

Yet Federal information security management continues to falter. Despite
consistent evaluations since 1997 showing that Federal information security is a
government-wide high-risk issue, GAO continues to find “pervasive and continuing
weaknesses.” And of course, as this Subcommittee found last November, 16 of the 24
federal agencies evaluated in 2001 each received a disappointing grade of “F”, with only
one ageney receiving a grade higher than a C+.

Of course, while these grades are disappointing, they reflect the difficulty of
implementing effective security management without sufficient commitment and
guidance from an accountable entity within each agency, and for the Federal government
as a whole.

In July 2000, I introduced legislation that would have created, among other things, a new
Federal Chief Information Officer (CIO) in the Executive Office of the President. One of
the primary components of that bill expanded upon the then yet-to-be-enacted
Government Information Security Reform Act (GISRA), introduced by Senators Fred
Thompson and Joe Lieberman. .

My legislation, entitled the Federal Information Policy Act or “FIPA,” reflected
my firm belief that there needs to be an Executive Branch office that holds both the

prestige and the accountability for strategically modernizing our stovepipe IT structure.



13

Testimony of Representative Tom Davis Page 4
March 6, 2002

At the same time, that office must have the authority to prioritize cross-jurisdictional e-
government initiatives, and networked information and telecommunications networks, in
order to achieve efficiencies and secure Federal information systems.

With the establishment of a new office of Associate Director of IT and Electronic
Government within the Office of Management and Budget (OMB), I have opted to
withhold the reintroduction of Federal CIO legislation until I have had an opportunity to
evaluate the progress that OMB has been able to achieve in carrying out the
Administration’s Enterprise Information Management and Integration initiative.

That said, cone rding the pe; i d persistent weaknesses in
Federal information security management, infrastructure, and accountability remain
strong. These are concerns that I know you also share, Mr. Chairman. And I applaud
your Subcommittee’s steady work in bringing to the forefront, the critical need for
immediate and focused attention on this issue.

Yet I would add that to the extent that increased security concerns rely on the
ability of the public and pri\)ate sectors to share information securely, it is even more
critical that the Federal government put its own house in order with respect to the security
of its own Federal information and telecommunications systems. It is for this reason that
1 have just introduced legislation similar to the information security provisions in FIPA,
and I am very pleased that you have agreed to co-sponsor this measure with me, Mr.
Chairman.

The overall purpose of these efforts is to strengthen the information security

management infrastructure of the Federal government. The bill, entitled the Federal
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Information Security Management Act or “FISMA,” undertakes this objective by building
on the foundation laid out by GISRA (pronounced “giz-ruh”). As you know, GISRA
requires every Federal agency to develop and implement security policies that include risk
assessment, risk-based policies, security awareness training, and periodic reviews.

‘With GISRA set to expire on November 29, 2002, the Federal Information
Security Management Act permanently reauthorizes this legislation and implements
additional measures designed to enable the Federal government to become a reliable
public partner for protecting America’s information highways. In general, FISMA
streamlines GISRA’s provisions and requires that agencies utilize information security
best practices that will ensure the integrity, confidentiality, and availability of Federal
information systems.

Moreover, this bill seeks to strengthen the role played by the National Institute of
Standards and Technology (NIST) in developing and maintaining standards and
guidelines for minimum information security controls. Agencies would be required to
identify the risk levels associated with their systems and implement the appropriate level
of protections accordingly. This latter objective is especially important in light of the .
interconnectivity of information systems. We need to implement a framework that
ensures that when systems interconnect with each other, there is a uniform management
infrastructure and universal benchmark for measuring the risks and vulnerabilities of
Federal information systems.

We cannot afford to delay enactment of this legislation. At a time when

uncertainty threatens confidence in our nation’s preparedness, the Federal government
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must make information security a priority. I am heartened by the President’s bold
commitment to tying the budget process to individual agency performance, and to using
information security as one measurement of that performance. However, information
security cannot go the way of any other “issue du jour.” It is a constant management
requirement that requires eternal vigilance, and the ranking of its importance to Federal
operations cannot fluctuate from one Administration to the next.

It is my hope that we take this opportunity, in the context of extending GISRA, to
signal Congress’ deep concerns that information security is not being taken seriously by
every agency and department. We must demand that in our networked era, where
technology is the driver, every Federal information system must be managed in a way that
minimizes both the risk that a breach or disruption will occur and the harm that would
result should such a disruption take place.

We will learn a lot today as we determine the impact that GISRA has had on the
information security practices throughout the Federal government. I very much look
forward to working with you, Mr. Chairman, the Members of this Subcommittee, and
other concerned Members of the House and Senate as we move forward on strengthening

GISRA and improving our government’s overall information security management.



16

Mr. HoORrN. I thank you for all the work you have done. Could you
translate those two things, like “FISMA”, was it, or something?

Mr. Davis. Right, it’s the Federal Information Security Manage-
ment Act. Of course, GISRA was the previous act.

Mr. HORN. Now is it true that Mr. Richard Clark is really fulfill-
ing the office that you and some of our friends in the Senate want-
ed to do?

Mr. Davis. Part of it. I think that is as close as we can come to
it, yes, sir.

Mr. HORN. Yes. Well, my understanding is that he is a pretty
tough-minded person.

Mr. Davis. He is a tough-minded guy.

Mr. HORN. So that is what we want.

Mr. Davis. Exactly.

Mr. HOrN. OK. So, in a sense, part of that which everybody has
wanted is now underway. So we just have to wait to see what OMB
and he do to get the thing done.

Mr. DAvis. Mr. Chairman, the question always is you have a
tough-minded person, but how much authority do they actually
have, when push comes to shove? When they get on the phone, who
are they calling from, how seriously are they taken at the other
end of the line? That is what really remains to be seen.

Mr. HORN. Yes, well, you are certainly right on that. If the Presi-
dent backs him up, the Cabinet Secretaries I am sure will listen,
and if it becomes part of a Cabinet agenda, that will help on this.

Mr. Davis. Mr. Chairman, as you know, we went through this
with the Y2K issues——

Mr. HORN. Right.

Mr. DAvIS. [continuing]. Where they went through two or three
czars.

Mr. HORN. Right.

Mr. Davis. Most of them having two or three other jobs and not
having the clout until the administration finally brought in the ap-
propriate person who had the clout and put it together at the end.

Mr. HORN. And had the ear of the President.

Mr. DAvVIS. Yes, had the ear of the President.

Mr. HORN. Knew him before he was here.

Mr. Davis. Exactly, and, more importantly, when they called, the
people on the other end of the phone knew that he was speaking
for the President.

Mr. HORN. Yes.

Mr. DAvis. And John Koskinen turned that around.

Mr. HoOgN. Right. Well, thank you very much——

Mr. Davis. Thank you.

Mr. HORN [continuing]. For your presentation. If you would like
to stay with us, we are delighted to have you, if you wish.

Mr. Davis. I will stay for a few minutes. Thank you, Mr. Chair-
man.

Mr. HOrN. OK. We will now swear in panel two, and that is Rob-
ert F. Dacey, Director, Information Security, U.S. General Account-
ing Office; Mark A. Forman, Associate Director, Office of Informa-
tion Technology and E-Government, Office of Management and
Budget; the Honorable Arden L. Bement, Jr., Ph.D., Director, Na-
tional Institute of Standards and Technology; the Honorable Ro-
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berta L. Gross, Former Inspector General, National Aeronautics
and Space Administration; Robert G. Gorrie, Deputy Staff Director,
Defense-wide Information Assurance Program Office, Assistant
Secretary of Defense for Command, Control, Communications and
Intelligence, and our last presenter on this panel will be Karen S.
Evans, Chief Information Officer, Department of Energy.

As you know, since this is an investigating subcommittee, you
raise your right hands to accept the oath.

[Witnesses sworn.]

Mr. HORN. The clerk will note that all six witnesses affirmed.

Please be seated. We will start with Mr. Dacey, the Director of
Information Security, U.S. General Accounting Office, which is
Congress’ right arm in terms of getting things done. GAO is pre-
sided over by the Comptroller General of the United States. We
have a first-rate person in that role right now in General Walker.
So we are always glad to hear what the General Accounting Office
has to say on these areas.

STATEMENTS OF ROBERT F. DACEY, DIRECTOR, INFORMA-
TION SECURITY, U.S. GENERAL ACCOUNTING OFFICE; MARK
A. FORMAN, ASSOCIATE DIRECTOR, OFFICE OF INFORMA-
TION TECHNOLOGY AND E-GOVERNMENT, OFFICE OF MAN-
AGEMENT AND BUDGET; ARDEN L. BEMENT, JR., DIRECTOR,
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY;
ROBERTA L. GROSS, FORMER INSPECTOR GENERAL, NA-
TIONAL AERONAUTICS AND SPACE ADMINISTRATION; ROB-
ERT G. GORRIE, DEPUTY STAFF DIRECTOR, DEFENSE-WIDE
INFORMATION ASSURANCE PROGRAM OFFICE, OFFICE OF
THE ASSISTANT SECRETARY OF DEFENSE FOR COMMAND,
CONTROL, COMMUNICATIONS AND INTELLIGENCE; AND
KAREN S. EVANS, CHIEF INFORMATION OFFICER, DEPART-
MENT OF ENERGY

Mr. DACEY. Mr. Chairman and members of the subcommittee, I
am pleased to be here today to discuss the Federal Government’s
first-year implementation of government information security re-
form provisions. As you requested, I will briefly summarize our
written statement.

Federal agencies rely extensively on computerized systems and
electronic data to support their missions and critical operations.
Concerned with reports that continuing pervasive computer secu-
rity weaknesses place Federal operations at significant risk of dis-
ruption, tampering, fraud, and inappropriate disclosures of sen-
sitive information, the Congress enacted the reform provisions to
reduce these risks and provide for more effective oversight of Fed-
eral information security.

Mr. Chairman, as you know, we have been conducting a review
of the implementation of the reform provisions for you and the
Ranking Member. Today I will provide a preliminary result of our
review.

The initial implementation of reform provisions is a significant
step in improving Federal agencies’ information security programs
and addressing their information security weaknesses. The legisla-
tion consolidates information security requirements into an overall
management framework covering all agency systems. It adds new
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statutory evaluation and reporting requirements and OMB and
congressional oversight.

Agencies have noted a number of benefits of this first-year imple-
mentation, including increased management attention to, and ac-
countability for, information security. In addition, the legislation
has resulted in other important actions by the administration, such
as plans to integrate information security into the President’s man-
agement agenda scorecard. Also, agencies have taken steps to rede-
sign and strengthen their information security.

OMB oversight, which included formal guidance, review and
analysis of agency-reported material, agency discussion and feed-
back, and monitoring of corrective actions, has helped agency im-
plementation and reporting efforts. Although agencies generally
considered OMB guidance beneficial, the initial implementation of
reform provisions highlighted the need for further guidance in sev-
eral areas.

Last month OMB released its first required annual report to the
Congress on the results of agency implementation efforts. As a re-
sult, in this report OMB commended agency improvement efforts,
but noted that many agencies have significant deficiencies in every
important area of security. OMB also identified a number of com-
mon agency security weaknesses, including lack of senior manage-
ment attention, inadequate accountability for job and program per-
formance, and a limited capability to detect vulnerabilities or intru-
sions.

We agree that OMB’s report to the Congress and the agency re-
ports are a valuable baseline and believe that OMB’s report pro-
vides a useful overview of OMB and agency efforts to comply with
the reform provisions. I would like to personally commend the
OMB staff for their efforts in this endeavor.

Nonetheless, certain additional information, including the ade-
quacy of agency corrective action plans and the results of audits of
evaluations for national security systems, is needed by Congress to
fully assess and oversee these efforts and deliberate over agency
budgets.

OMB has not authorized agencies to release some agency mate-
rial, such as agency corrective action plans, to the Congress or
GAO. We plan to continue working with OMB in an effort to find
workable solutions to obtain this information.

Agency reports to OMB show that agencies have not established
information security programs consistent with the provisions of the
legislation and that significant weaknesses exist. Although agency
actions are now underway to strengthen information security and
implement these requirements, significant improvements will re-
quire sustained management attention, as well as OMB and con-
gressional oversight.

The IG’s independent evaluations of agency implementation ef-
forts also played a key role in the implementation process. The IG’s
first-year efforts were largely based on existing or ongoing audit
work that had been planned to evaluate agency information secu-
rity, which in a number of instances consisted primarily of audits
of financial systems.

While their future efforts should expand to include more systems,
the IG’s first-year evaluations helped to identify significant weak-
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nesses in all 24 agencies, weaknesses that were not always identi-
fied by agencies in their reports.

Given the recent events and reports that critical operations and
assets are highly vulnerable to cyber-attack, it is essential that
Congress have adequate information to oversee and fund the Fed-
eral information security efforts, and that these efforts be guided
by a comprehensive strategy for improvement. In addition, there
are a number of important steps that the administration and the
agencies should take, including delineating the roles and respon-
sibilities of the numerous entities involved in Federal information
security and the related aspects of critical infrastructure protection,
providing more specific guidance to agencies on the security con-
trols they need to implement, and allocating sufficient agency re-
sources for information security.

Mr. Chairman, this concludes my statement. I would be pleased
to answer any questions that you or other members of the sub-
committee may have.

[The prepared statement of Mr. Dacey follows:]
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Mr. Chairman and Members of the Subcommittee:

1 am pleased to be here today to discuss efforts by the federal government to
implement provisions for Government Information Security Reform (the reform
provisions) that were enacted as part of the National Defense Authorization Act
for Fiscal Year 2001.! Federal agencies rely extensively on computerized systems
and electronic data to support their missions and critical operations. Concerned
with reports that continuing, pervasive security weaknesses place federal
operations at significant risk of disruption, tampering, fraud, and inappropriate
disclosures of sensitive information, the Congress enacted the reform provisions
1o reduce these risks and provide more effective oversight of federal information
security.

In my testimony today, I will first describe some of the improvement efforts and
benefits that have resulted from this first year implementation of the reform
provisions. Next, I will describe the results of our evaluation of actions by the
Office of Management and Budget {OMB), 24 of the Jargest federal agencies,
and these agencies’ inspectors general (IGs) to implement the reform provisions.
As part of this di jon, I will also ize the overall results of these
actions and, in particular, note any challenges to effective implementation or
oversight of the reform provisions.

M. Chairman, as you know we have been conducting a review of the
implementation of the reform provisions for you and the ranking member. N
Today, I will provide the preliminary results of our review. In conducting this
review, we interviewed officials and staff in the offices of the chief information
officer (CIO) and the IGs for 24 of the largest federal agencies. We reviewed
OMB guidance and instructions related to the reform provisions and, for the 24

s, analyzed ies of their reviews of their information
security programs. Further, we analyzed the IGs™ summaries and reports on their
independent evaluations of the agencies’ information security programs. We also
analyzed OMB’s fiscal year 2001 report to the Congress on the results of these
reviews and evaluations?

‘We performed this review from May 2001 to March 2002 in accordance with
generally accepted government anditing standards.

Mitle X, Subtitle G—Government Information Security Reform, Floyd D. Spence National
Defense Aathorization Act for Fiscal Year 2001, P.L. 106-398, October 30, 2000.

20ffice of Management and Budget, £Y 2001 Report to Cangress on Federal Government
Information Security Reform. February 2002

Pagel GAO-B2470T
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Background

Dramatic increases in computer interconnectivity, especially in the use of the
Internet, continue to revolutionize the way our government, our nation, and much
of the world communicate and conduct business, However, this widespread
interconnectivity also poses significant risks to our computer systems and, more
important, to the critical operations and infrastructures they support, such as
telecommunications, power distribution, public health, national defense
(including the military’s warfighting capability}, law enforcement, government,
and emergency services. Likewise, the speed and accessibility that create the
enormous benefits of the computer age, if not properly controlled, allow
individuals and organizations to inexpensively eavesdrop on or interfere with
these operations from remote locations for mischievous or malicious purposes,
including fraud or sabotage.

As greater amounts of money are transferred through computer systems, as more
sensitive economic and commercial information is exchanged electronically, and
as the nation’s defense and intelligence communities increasingly rely on
commercially available information technology, the likelihood increases that
information attacks will threaten vital national interests. Further, the events of
September 11, 2001, underscored the need to protect America’s cyberspace
against potentially disastrous cyber attacks—attacks that could also be
coordinated to comcide with physical terrorist attacks to maximize the impact of
both.

Since September 1996, we have reported that poor information security is a
widespread federal problem with potentially devastating consequences.’
Although agencies have taken steps to redesign and strengthen their information
systern security programs, our analyses of information security at major federal
agencies have shown that federal systems were not being adequately protected
from computer-based threats, even though thess systems process, store, and
transmit enormous amounts of sensitive data and are indispensable to many
federal agency operations. It addition, in both 1998 and 2000, we analyzed audit
results for 24 of the largest federal agencies and found that all 24 had significant
information security weaknesses.” As a result of these analyses, we have

5U.S. General A ing Office, ion Security: Opportunities for Improved OMB
Oversight of Agency Practices. GAC/AIMI-96-110. Washington, D.C.: September 24, 1996,

1.8, General Accounting Office, Information Security: Serious Weaknesses Place Critical Federal
Operations and Assets at Risk. GAO/AIMD-98-92. Washington, D.C.: September 23, 1998;
Information Security: Serious and Widespread Weaknesses Persist ai Federal Agencies.
GAO/AIMD-00-295. Washington, D.C.: September 6, 2000,

Page2 GAQ-02-41T
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identified information security as a governmentwide high-risk issue in reports to
the Congress since 1997—most recently in January 2001.

To fully understand the significance of the weaknesses we identified, it is
necessary to link them to the risks they present to federal operations and assets.
Virtually all federal operations are supported by automated systems and
electronic data, and agencies would find it difficult, if not impossible, to carry out
their missions and account for their resources without these information assets.
Hence, the degree of risk caused by security weaknesses is extremely high.

The weaknesses identified place a broad array of federal operations and assets at
tisk. For example,

resources, such as federal payments and collections, could be lost or stolen;
computer resources could be used for unauthorized purposes or to launch attacks
on others;

sensitive information, such as taxpayer data, social security records, medical
records, and proprietary business information, could be inappropriately disclosed
or browsed or copied for purposes of espionage or other types of crime;

critical operations, such as those supporting national defense and emergency
services, could be disrupted;

data could be modified or destroyed for purposes of fraud or disruption; and

agency missions could be undermined by embarrassing incidents that result in
diminished confidence in their ability to conduct operations and fulfill their
fiduciary responsibilities.

Concerned with accounts of attacks on commercial systems via the Internet and
reports of significant weaknesses in federal computer systems that make them
vulnerable to attack, on October 30, 2000, Congress enacted Government
Information Security Reform provisions as part of the Floyd D. Spence National
Defense Authorization Act for Fiscal Year 2001. These provisions became
effective November 29, 2000, and are in effect for 2 years after this date. The
reform provisions supplement information security requirements established in
the Computer Security Act of 1987, the Paperwork Reduction Act of 1995, and
the Clinger-Cohen Act of 1996 and are consistent with existing information

5U.S. General Accounting Office, High-Risk Series: Inf ion M and Technology.
GAQ/HR-97-9. Washington, D.C.: February 1, 1997; High-Risk Series: An Update. GAO/HR-99-
1. Washington, D.C.: January 1999; High Risk Series: An Update. GAO-01-263. Washington,
D.C.: January 2001.

Page3 GAO0-02470T
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security guidance issued by OMB® and the National Institute of Standards and
Technology (NIST),7 as well as audit and best practice guidance issued by GAO®
Most importantly, however, the provisions consolidate these separate

requirements and guidance into an overall framework for managing information
security and establish new annual review, independent evaluation, and reporting
requirements to help ensure agency implementation and both OMB and
congressional oversight.

The legislation assigned specific responsibilities to OMB, agency heads and
CIOs, and the IGs. OMB is responsible for establishing and ing policies,
standards and guidelines for information security. This includes the authority to
approve agency information security programs, but delegates OMB’s
responsibilities with regard to national security systems to national security
agencies. OMB is also required to submit an annual report to the Congress
summarizing results of agencies’ evaluations of their information security
programs. The reform provisions do not specify a date for this report.

Each agency, including national security agencies, is to establish an agencywide
risk-based information security program to be overseen by the agency CIO and
ensure that information security is practiced throughout the life cycle of each
agency system. Specifically, this program is to include

periodic risk assessments that consider internal and external threats to the
integrity, confidentiality, and availability of systems, and to data supporting
critical operations and assets;

the development and implementation of risk-based, cost-effective policies and
procedures to provide security protections for information collected or
maintained by or for the agency;

fraining on security responsibilities for information security personnel and on
security a for agency p 1;

primarily OMB Circular A-130, Appendix III, “Security of Federal Automated Information
Resources,” February 1996,

7Numerous publications made available at http://wwiw.itl.nist.gov/ including National Institute of
Standards and Technology, Generally Sccepted Principles and Practices for Securing Information
Technology Systems, NIST Special Publication 800-14, September 1996.

#(}.S. General Accounting Office, Federal Information System Controls Manugl, Volwome i—
Financial Statement Audits. GAQIAIMD-12.19.6. Washington, D.C.: January 1999; Information
Security Management: Learring from Leading Organizations. GAO/AIMD-98-68. Washington,
D.C.: May 1998.

Paged GAQ-02-474T
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periodic management testing and evaluation of the effectiveness of policies,
procedures, controls, and technigues;

a process for identifying and remediating any significant deficiencies;
procedures for detecting, reporting and responding to security incidents; and
an annual program review by agency program officials,

In addition to the responsibilities listed above, the reform provisions require each
agency to have an annual independent evaluation of its information security
program and practices, including control testing and compliance assessment. The
evaluations of non-national-secusity systems are to be performed by the agency
IG or an independent evaluator, and the results of these evaluations are to be
reported to OMB,. For the evaluation of national security systems, special
provisions include designation of evaluators by national security agencies,
restricted reporting of evaluation results, and an audit of the independent
evaluation performed by the IG or an independent evaluator. For national
security systems, only the results of each audit of an evaluation are to be reported
to OMB.

Finally, the reform provisions also assign additional responsibilities for
information security policies, standards, guidance, training, and other functions
to other agencies. These agencies are NIST, the Department of Defense, the
Tntelligence Community, the Attomey General, the General Services
Administration (GSA), and the Office of Personnel Management.

With oversight jurisdiction for information security, this subcommittee has
continued to hold hearings on the status of information security in the federal
government. Most recently, on November 9, 2001, the subcommittee issued
information security “grades™ based primarily on the agencies’ reform provision
review summaties and IG evaluations that were submitted to OMB. The overall
grade for the federal government was an “F.”

Results in ]§;ief

‘The initial implementation of the reform provisions is a significant step in
improving federal agencies’ information security programs and addressing their
serious, pervasive information security weaknesses. The legislation consolidates
information security requirements into an overall management framework
covering all agency systems, adds new statutory evaluation and reporting
tequirernents that facilitate impl ion of these requi and

tr is OMB and congressional oversight. Agencies have noted benefits of
this first-year implementation, including increased management attention to and
accountability for information security. In addition, the legislation has resulted in
other important actions by the adninistration to address information secwity,

Page§ GAO-02-470T



26

such as plans to integraie information security into the President’s Management
Agenda Scorecard,

OMB is using a combination of formal guid review and analysis of agency-
reported material, agency discussion and feedback, and monitoring of corrective
actions to oversee and coordinate agency compliance with the requirements of
the reform provisions. This oversight contributed to agency implementation and
reporting efforts. However, further guidance is needed to ensure that agencies
effectively implement these requirements and can show their progress in these
efforis. For example, OMB’s reporting guidance required agencies to identify
performance measures and actual performance for implementing key security
requirements like assessing risk and testing and evaluating security controls, but
did not provide guidance on establishing such measures. Thus, agencies were left
to independently develop their own

In February 2002, OMB released its required annual report to the Congress on
the resuits of agency evaluations. In this report, OMB commended agencies’
improvement efforts, but noted that many agencies have significant deficiencies
in every important area of security. OMB also identified a number of common
agency security weaknesses, including a lack of senior management attention,
inadeguate accountability for job and program performance, and a limited
capability to detect vulnerabilities or intrusions. Although OMB’s report provides
an overview of agencies’ progress and status, the report does not specifically
address several requirements of the reform provisions, including the adequacy of
agencies’ corrective action plans and the results of evaluations for national
security systems. Further, OMB considers some agency material, such as
agencies’ corrective action plans, to contain predecisional budget information
and will not authorize agencies o release this material o the Congress or GAQ.
The lack of such important information limits congressional oversight of
agencies’ implementation, compliance, and corrective action efforts, as well as
for budget deliberations. We plan to continue working with OMB in an effort to
find workable solutions to obtain the information needed for congressional
oversight.

In response to the reform provisions, agencies reviewed their information
security programs, reported the results of these reviews to OMB, and developed
‘plans to correct identified weaknesses. However, their reviews showed that
agencies have not established information security programs consistent with the
legislative requirements and that significant weaknesses exist. Although agency
actions are now underway to strengthen information security and implement
these requirements, significant improvement will require sustained management
attention and OMB and congressional oversight.

Page GAO-02-470T
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‘The IGs also played a critical role in this process by independently evaluating the
agencies’” implementation efforts and verifying the effectiveness of security
controls. However, the IGs’ first-year efforts to evaluate agency information
security were largely based on existing or ongeing audit work to evaluate agency
information security, which in a number of instances, consisted primarily of
audits of financial systems. While their future gvaluations should expand to
include more systems supporting nonfinancial operations, the IGs” first-year
evaluations helped identify significant weaknesses in all 24 of the largest federal
agencies—weaknesses that were not atways identified by the agencies in their
reports.

Given recent events and reports that critical operations and assets are highly
vulnerable o cyber aftack, it is essential that the Congress have adequate
information fo oversee and fund federal information security efforts and that
these efforts be guided by a comprehensive strategy for improvement. OMB
should, therefore, consider providing the Congress with additional information
that the agencies submitted under the reform provisions, such as appropriate
information from the agencies’ corrective action plans. In addition, there are a
number of impertant steps that the administration and the ies should take to
ensure that information security receives appropriate attention and resources and
that known deficiencies are addressed, including delineating the roles and
responsibilities of the numerous entities involved in federal information security
and related aspeots of eritical infrastructure protection, providing more specific
guidance to agencies on the security controls that they need to implement, and
allocating sufficient agency resources for information security.

Reform Provisions
Increase Management
Attention to
Information Security

The initial implementation of the reform provisions is a significant step in
addressing the serious, pervasive weaknesses in the federal government’s
information security. The legistation consolidates existing security requirements
and adds new statutory requirements designed to improve information security,
such as independent evaluations and annual reporting. In addition,
implementation of the provisions has improved agency focus on information
security and resulted in fmportant actions by the administration.

Although security requirements existed in law and policy before this law, the
reform provisions put into Jaw several important additional requirements, First,
the provisions require a risk-based security management program covering all
operations and assets of the agency and those provided or managed for the
agency by others to be implemented by agency program managers and CIOs.
Instituting such an approach is important since many agencies had not effectively
evaluated their information security risks and implemented appropriate controls.
Our studies of public and private best practices have shown that effective security

Page 7 GAQO2-470T
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program management requires implementing a process that provides for a cycle
of rigk management activities as now included in the reform provisions.?
Moreover, other efforts to improve agency information security will not be fully
effective and lasting unless they are supported by a strong agencywide security
management prograrm.

Second, the reform provisions require an annual independent evaluation of each
agency’s information security program. Individually, as well as collectively,
these evaluations can provide much needed information for improved oversight
by OMB and the Congress. Our years of auditing agency security programs have
shown that independent tests and evaluations are essential to verifying the
effectiveness of computer-based controls. Audits can also evaluate agency

imp ion of initiatives, thus promoting management
accountability. Annual independent evaluations of agency information security
programs will help drive reform because they will spotlight both the obstacles
and progress towatd improving information security and provide a means of
measuring progress, much like the financial staterent audits required by the
Government Management Reform Act of 1994. Further, independent reviews
proved to be an important mechanism for monitoring progress and uncovering
problems that needed attention in the federal government’s efforts to meet the
Year 2000 computing challenge.

Third, the reform provisions take a governmentwide approach to information
security by accommodating a wide range of information security needs and
applying requirements to all agencies, including those engaged in national
security. This is important because the information security needs of civilian
agency operations and those of national security operations have converged in
recent years. In the past, when sensitive information was more likely to be
maintained on paper or in stand-alone computers, the main concern was data
confidentiality, especially as it pertained to classified national security data.
Now, virtually all agencies rely on interconnected computers to maintain
information and carry out operations that are essential to their missions. While
the confidentiality needs of these data vary, all agencies must be concemed about
the integrity and the availability of their systems and data. It is irdportant for all
agencies to understand these various types of risks and take appropriate steps to
manage them.

9U.S. General Accounting Office, Information Security Management: Learning from Leading
Organizations. GAO/AIMD-98-68. Washington, D.C.: May 1998; Information Security Risk
Management: Practices of Leading Organizations. GAO/AIMD-00-33. Washington, D.C.:
November 1999
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Fourth, the annual reporting requirements provide a means for both OMB and the
Congress to oversee the effectiveness of agency and government-wide
information security, measure progress in improving information security, and
consider information security in budget deliberations. In addition to management
reviews, annual IG reporting of the independent evaluation results to OMB and
OMB’s reporting of these results to the Congress provide the Congress with an
objective assessment of agencies” information security programs on which to
base its oversight and budgeting activities, This reporting also facilitates a
process to help ensure consistent identification of information security
weaknesses by both the IG and agency management.

In addition to new statutory provisions, first-year implementation of the reform
provisions has yielded significant benefits in terms of agency focus on
information security. A number of agencies stated that as a result of
implementing the reform provisions, they are taking significant sieps to improve
their information security programs. For example, one agency stated that the
legislation provided it with the opportunity to identify some systemic program-
level weaknesses for which it plans to undertake separate initiatives targeted
specifically to improve the weaknesses. Other benefits agencies observed
included (1) higher visibility of information security within the agencies, (2)
increased awareness of information security requirements among department
personnel, (3) recognition that program managers are to be held accountable for
the security of their operations, (4) greater agency consideration of security
throughout the system life cycle, and (5) justification for additional resources and
funding needed to improve security. Agency IGs also viewed the reform
provisions as a positive step towards improving information security particularly
by increasing agency management’s focus on this issue.

Implementation of the reform provisions has also resulted in important actions by
the administration, which if properly implemented, should continue to improve
information security in the federal government. For example, OMB has issued
guidance that information technology investments will not be funded unless
security is incorporated into and funded as part of each investment, and NIST has
established a Computer Security Expert Assist Team to review agencies’
computer security management. The administration also has plans te

direct all large agencies to undertake a review to identify and prioritize critical
assets within the agencies and their interrelationships with other agencies and the
private secior, as well as a cross-government review to ensure that all critical
government processes and assets have been identified;

integrate security into the President’s Management Agenda Scorecard;
develop workable measures of performance;
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develop e-training on mandatory topics, including security; and

explore methods to disseminate vulnerability patches o agencies more
effectively.

‘OMB has Guided and
Overseen Agency
Implementation

On January 16, 2001, OMB issued guidance to the agencies on implementing the
reform provisions that summarized OMB, agency, and IG responsibilities, and
provided answers to other specific implementation questions.” OMB followed
up the implementation guidance with agency reporting instructions first issued in
draft form in April and then in final form on June 22.! These final reporting
nstructions directed agencies to transmit copies of the annual agency program
reviews, IG independent evaluations, and for national security systems, audits of
the independent evaluations to OMB 3 months later, on September 10, 2001~-the
same time they were to submit their fiscal year 2003 budget materials. In addition
to the program reviews and evaluations, agency heads were also to provide a
brief executive summary developed by the agency CIO, agency program
officials, and the IG based on the results of their work.

The OMB reporting instructions also listed specific topics that the agencies were
to address, many of which were referenced back to corresponding requirements
of the reform provisions. These topics, which became the basic structure of the
executive ies submitted by the ies and most IGs, basically asked
that agencies identify, describe, or report:

Total security funding as found in the agency’s fiscal year 2001 budget request,
fiscal year 2001 budget enacted, and the fiscal year 2002 budget request.

‘The total number of programs included in the program reviews or independent
evaluations.
The methods used to conduct the program reviews and independent evaluations.

Any material weakness in policies, procedures, or practices as identified and
required to be reported under existing law.

1%“Guidance on Impl the G ion Security Reform Act,” Memoraudum
for the Heads of Executive Departments and Agencies, Jack Lew, Director, M-01-08, January 16,
2001,

HER i jons for the G Information Security Reform Act,” Memorandum for
the Hcads of Executive Depatiments and Agencies, Mitchell E. Daniels, Jr., Director, M-01-24,
June 22, 2001.
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~

11.

12.

The specific measures and actual performanee for performance measures that
agencies used to ensure that for operations and assets under their control, agency
program officials have assessed the risk, determined the appropriate level of
security, maintained an up-to-date security plan (that is practiced throughout the
iife eycle) for each supporting system, and tested and evaluated security controls
and techniques.

The specific measures and actual performance for performance measures that
agencies used to ensure that the agency CIO (2) adequately maintains an
agencywide security program, (b) ensures the effective implementation of the
program and evalnates the performance of major agency components, and {¢)
ensures that agency employees with significant security responsibilities are
trained.

How the agency ensures that employees are sufficiently trained in their security
responsibilities to include identifying the total number of agency employees, the
types of security training available during the reporting period, the number of
agency employees that received each type of training, and the total costs of
providing such training.

The agency’s documented procedures for reporting security incidents and sharing
information regarding common vulnerabilities.

How the agency integrates security into its capital planning and investment
control process.

The specific methodology and how it has been implemented by the agency to
identify, prioritize, and protect critical assets within its enterprise architecture,
including tinks with key external systems.

The specific measures and actual performance for performance measures that the
head of the agency used to ensure that the agency’s information security plan is
practiced throughout the life cycle of each agency system.

How the agency has integrated its information and information technology
security program with its critical infrastructure protection responsibilities and
other security programs.

The specific methods used by the agency to ensure that contractor-provided
services or services provided by another agency are adequately secure and meet
the requirements of the reform provisions and other governmentwide and agency
policy and guidance.

The reporting instructions also included an additional requirement for each
agency head to work with the CIO and program officials to provide a strategy to
cotrect security weaknesses identified through the annual program reviews,
independent evaluations, other reviews or andits performed throughout the
reporting period, as well as any uncompleted actions identified before the
reporting period. Due to OMB by October 31, 2001, this information was to
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include a “plan of action and milestones™ {comective action plan) that listed the
weaknesses; showed required resources, milestones, and completion dates; and
described how the agency planmed to address these weaknesses, In response to
agency requests, on Qctober 17, OMB provided more detailed guidance for
preparing and submitting these corrective action plans, which also provided a
sample spreadsheet-type format.’? The guidance also established a requirement
for agencies to submit quarterly status updates to OMB with the first update due
on January 31, 2002,

OMB’s guidance addressed many key information security requirements in the
reform provisions, and agencies generally considered the guidance beneficial in
summarizing their efforts to implement these requirements, However, with their
reports due to OMB on September 10, several agencies questioned the timeliness
of the final reporting guidance being issued less than 3 months before this
deadline.

Several agencies also noted the need for additional clarification or guidance in
some areas. For example, our analysis of agency executive summaries showed
that many agencies did not have or were still in the process of developing and
implementing security performance measures. Some thought additional guidance
on appropriate measures would be helpful and more cost-effective than baving
each agency develop its own. Other agencies had questions regarding what
should be identified and reported as security costs in their budgets.

In addition to providing guidance, OMB also reviewed the results of agencies’
program reviews and independent evaluations and consulted with officials in the
agencies to clarify information and provide feedback. OMB also sent letters to
the agency heads that provided the results of its assessment of the ageneies’
submissions for the reform provisions and either conditionally approved or
disapproved their information security programs, Further, OMB states in ifs
report to the Congress that it will discuss security corrective action plans with
each agency and monitor their progress through the quarterly updates that
agencies are to submit. These actions should contribute to OMB’s effective
oversight and help foous agencies’ improvement efforts. However, OMB’s
sustained commitment to both implementing the reform provisions and
overseeing agencies will be critical to ensuring that agencies substantially
improve their information security programs.

12*Guidance for Preparing and Submitting Security Plans of Action and Milestones,” Memorandum
for the Heads of Executive Departments and Agencies, Mitchell E. Daniels, Jr., Director, M-02-01,
October 17, 2001,
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Key Information
Needed for

. Congressional
Oversight

On February 13, 2002, OMB released its required report to the Congress to
summarize the agency independent evaluations. Based on reports from over 50
departments and agencies and focusing on management issues as opposed o
technical or operational issues, this report (1) provides an overview of OMB and
agencies’ implementation efforts; (2) summarizes the overall results of OMB’s
analyses; (3) includes individual agency summaries for the 24 of the largest
federal departments and agencies; and (4) includes brief summary remarks for
small and independent agencics. OMB notes that although examples of good
security exist in many agencies, and others are working very hard to improve
their performance, many agencies have significant deficiencies in every
important area of security. In particular, the report highlights six common
security weaknesses:

a lack of senior management attention fo information security;

inadequate accountability for job and program performance related to
information technology security;

limited security training for general users, information technology professionals,
and security professionals;

inadequate integration of security into the capital planning and investment
control process;

poor security for contractor-provided services; and

limited capability to detect, report, and share information on vulnerabilities or to
detect intrusions, suspected intrusions, or virus infections,

Overall, OMB views its report to the Congress and the agency reports to be a
valuable baseline to record agency security performance—a baseline captured
with more detailed information than previously available that will be useful for
oversight by agencies, IGs, OMB, GAO, and the Congress.

While we agree and believe that OMB’s report provides 2 useful overview of
OMB and agency efforts to comply with the reform provisions, certain additional
information not included in the report is necessary to fully assess and oversee
these efforts. The lack of such important information limits congressional
oversight for agencies” implementation, compliance, and corrective action
efforts, as well as for budget deliberations. Specifically, OMB’s report does not
address the following:

The report does not provide any specific analysis or opinion on the adequacy of
agency corrective action plans that were submitted to OMB in late October of
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last year and included the planned timeframes for correcting security weaknesses.
Agency corrective actions are underway, and while OMB indicated that
performance in implementing these plans would be reflected in next year’s
report, information about the adequacy and reasonableness of such plans and the
related costs to implement them, as well as an independent review, are important
elements in congressional oversight and budget deliberations. In August 2001,
OMB sent a memorandum to agency heads stating that it considered all reform
provision materiai prepared by the CIOs for OMB to be predecisional and not
releasable the public, the Congress, or GAO. In September, this subcommittee
interceded to request that OMB provide the agency executive summaries to you,
and OMB complied with this request. Recently, OMB agreed that it would also
authorize the agencies to release the more detailed material to us after the
agencies redact any sensitive information. However, OMB has continued to
restrict access to agency corrective action plans. We plan to continue working
with OMB in an effort to find workable solutions to obtain the information
needed for congressional oversight. With the president requesting $4.2 billion for
information security funding for fiscal year 2003, congressional oversight of
future spending on information security will be important to ensuring that
agencies are not using the funds they receive to continue ad hoc, piecemeal
security fixes that are not supported by a strong agency risk management process.
Accordingly, OMB should consider authorizing agencies to release appropriate
information from the corrective action plans to the Congress. Also, future IG
evaluations need to provide an independent assessment of agency corrective
action plans.

The report discusses review results for national security systems in several
individual agency summaries, but does not summarize the overall results of the
audits of the evaluations for these systems, which the reform provisions
specifically require agencies to provide OMB and OMB to report subsequently to
the Congress. This lack of an overall summary was compounded by limited
access to information regarding national security systems by the director of
Central Intelligence (DCI). The reform provisions assign the DCI and the
secretary of defense specific responsibilities for national security systems,
including developing and ensuring that information security policies, standards,
and guidetines are implemented and designating the entity to perform the
independent evaluation of the information security program and practices for
these systems. As part of our review, DCI staff declined to meet with us to
discuss the guidance and assistance they provided agencies to implement the
reform provisions for national security systems. The DCI stated that our inquiry
related to matters of intelligence oversight, which are under the purview of the
congressional entities charged with overseeing the intelligence community.
‘While evaluations and audits of evaluations for systems under the control of the
DCI are available only to the appropriate oversight committees of Congress,
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OMB is required to report to the Congress on the results of audits of evaluations
that the agencies submit to OMB for other national security systems. We
acknowledge the sensitivity of this information. Nevertheless, because the
review, evaluation, and reporting requirements of the reform provisions apply to
national security systems, as well as non-national-security systems, this lack of
high-level summary information on implementation of the provisions and the
security for national security systems limits the ability of the Congress to provide
governmentwide oversight for information security. Consequently, we believe
that OMB should consider providing appropriate information on national security
systems to the Congress.

OMB's report identifies lack of top management attention as a common
weakness. It also notes that agencies have not implemented all the requirements
of the legislation, and that it either disapproved or only conditionally approved
the information security programs of each of the 24 agencies. However, the
report does not address the status or effectiveness of the agencies” efforts to
implement specific requirements of an agencywide information security program
such as conducting risk assessments and testing and evaluating controls. OMB
addresses these requirements in its individual agency summaries, but does not
provide any overall results. Our analyses showed that most agencies have not
fully implemented requirements to assess risk and test and evaluate controls and
that this represents systemic weaknesses in the federal government’s information
security. Such requirements are critical elements of an overall information
security program, and the Congress should be fully informed on the status of
agency efforts to implement and comply with them. To address this, in its future
annual reports to the Congress, OMB should consider explicitly identifying the
overall status of agency efforts to implement each of the requirements for agency
information security programs.
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Reform Provisions Spur
Agency Actions and
Highlight Continued
‘Weaknesses

To implement the reform provisions, agencies conducted management
assessments of their information security programs and systems and followed
OMB guidance to report their results. The methodologies that the agencies used
varied, but most indicated that they used NIST s Security Self-Assessment Guide
to assist program officials in reviewing their programs.' Provided to help
agencies perform self-assessments of their information security programs and to
accompany the NIST-developed Federal IT Security Assessment Framework, "
this guide uses an extensive questionnaire containing specific control objectives
and techniques against which an unclassified system or group of interconnected
systems can be tested and measured. Most agencies considered this questionnaire
to be a useful tool and several modified or tailored it for their use. In addition,
several agencies used independent contractors to evaluate their systems, and in at
least one case, an agency had its program assessed by the NIST Computer
Security Expert Assist Team.!®

In addition to these assessments of their information security programs, agencies
also considered the results of audit work performed by their IGs, GAO, and
others to help them identify information security weaknesses for reporting to
OMB and identifying corrective actions. In particular, a number of agencies
worked closely with the IGs to help ensure that they consistently identified
weaknesses.

Most agencies structured their executive summaries according to the 13 topics
that OMB’s reporting instructions indicated they should address. However, these
summaries did not always provide all requested data or provide context for
determining the significance of their efforts. For example, they did not indicate
the extent to which agency programs and systems, contractor-supported
operations, or national security system programs were covered by their review.

13Nationa! Institute of dards and Technology Security Self-A. Guide for Information
Technology Systems, NIST Special Publication 800-26, November 2001.

14National Institute of dards and Technol: Federal Inf ion Technology Security
Assessment Framework, prepared for the Federal CIO Council by the NIST Computer Security
Division Systems and Network Security Group, November 28, 2000.

ISNIST created the Computer Security Expert Assist Team (CSEAT) to improve federal critical
infrastructure ion planning and impl ion efforts by assisting govemmental entities in
improving the security of their information and cyber assets. The CSEAT review of an agency’s
computer security program is based on a combination of proven techniques and best practices and
results in an action plan that provides a federal agency with a business-case-based roadmap to cost-
effectively enhance the protection of their information system assets.
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In general, our analyses of these summaries showed that although agencies are
making progress in addressing information security, much remains to be done.
None of the agencies had fully implemented the requirements of the reform
provisions and all continue to have significant information security weaknesses.
In particular, we identified the following key information security requirements
of the reform provisions that were problematic for the 24 agencies reviewed.

Extent that Agencies Assess
Risk is Unknown

The reform provisions require agencies to perform periodic threat-based risk
assessments for systems and data. However, the agency and IG reports indicated
that most agencies could not demonstrate that periodic risk assessments are being
conducted. However, none of the 24 agencies had conducted risk assessments for
all their systems, and 11, or 46 percent, had not established effective performance
measures to show how well program officials met these requirements.

Risk assessments are an essential element of risk management and overall
security program management and, as our best practice work has shown,'¢ are an
integral part of the management processes of leading organizations. Risk
assessments help ensure that the greatest risks have been identified and
addressed, increase the understanding of risk, and provide support for needed
controls. Our reviews of federal agencies, however, frequently show deficiencies
related to assessing risk, such as security plans for major systems that are not
developed based on risks. As a result, the agencies had accepted an unknown
level of risk by default rather than consciously deciding what level of risk was
tolerable.

OMB reporting guidance addressed this requirement by asking agencies to
describe performance measures used to ensure that agency program officials have
assessed the risk to operations and assets under their control. In its report to the
Congress, OMB identified measuring performance as a common weakness and
covered risk assessments in its individual agency summaries. OMB did not,
however, identify the pervasive lack of risk assessments as an overall weakness
in federal information security.

Policies and Procedures Not
Adequate

The reform provisions require agencies to establish information security policies
and procedures that are commensurate with risk and that comprehensively
address the other reform provisions. OMB’s report refers to selected policies and

16GAO/AIMD-98-68, May 1998.
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procedures, but does not address them comprehensively. Because risks are not
adequately assessed, policies and procedures may be inadéquate or excessive.
Also, our audits have identified instances where agency policies and procedures
did not comprehensively address all areas of security, were not sufficiently
detailed, were outdated, or were inconsistent across the agency.

Security Training and
* Awareness Efforts
Incomplete

The reform provisions require agencies to provide training on security

ponsibilities for nft ion security personnel and on security awareness for
agency personnel. Agency summaries showed that some agencies provided little
or 1o training, and many could not show to what extent security training was
provided. For example, 4 of the 24 agencies (17 percent) reported that they were
still developing or implementing their security awareness and training program.
Further, 10 of the 24 agencies (42 percent) did not report data to indicate the
number of agency employees receiving security training, and 8 (33 percent) did
not report the total costs of providing such training.

Our studies of best practices at leading or ns have shown that these
organizations took steps to ensure that personnel involved in various aspects of
their information security programs had fhe skills and knowledge they needed.””
They also recognized that staff expertise had to be frequently updated to keep
abreast of i in threats, vul hilities, software, security
techniques, and security monitoring fools. In addition, our past information
security reviews at individual agencies have shown that they have not provided
adequate computer seeurity training to their employees including contrastor staff.

In its report to the Congress, OMB identified security education and awareness as
a common weakness and noted that OMB and federal agencies are now working
through the new Critical Infrastructure Protection Board’s education committee
and the CIO Council’s Workforce Committee to address this issue. Also, the CIO
Council’s Best Practices Committee is working with NIST through NIST*s
Federal Agency Security Practices Website to identify and disseminate best
practices involving security training. Finally, OMB notes that one of the
administration’s electronic government initiatives is to establish and deliver
electronic training.

UGAC/ARMD-98-68. May 1998,
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Security Controls Not
Adequately Tested and
Evaluated

Remedial Actions May Not
be Adequate

Under the refort provisions, one of the responsibilities of the agency head s to
ensure that appropriate ageney officials are reiponsihle for periodically festing
and evaluating the effectiveness of policies, p irols, and techniq
Many of the 24 agencies we contacted said that ﬂmvgnman?y relied on
management self-agsessments to review their programs or systems this first yesr
and did not perform any control testing as part of these assessments. Several
agencies indicated that control testing was part of their certification and
accreditation processes, but also reported that many systetns were not certified
and accredited.”®

Periodically evaluating the effectiveness of seourity policies and controls and
acting to address any identified weaknesses are fundamental activities that allow
an organization to manage its nformation seonrity risks cost effectively, rather
than reacting to individual problems ad hoe only after a violation has been
detected or an audit finding has been reported. Further, management control
testing and evaluation as part of the program reviews can supplement control
testing and evaluation in IG and GAQ audits to help provide a more complete
picture of the agencies® security postures,

OMB’s report to the Congress also did not speeifically identify lack of contro}
testing as 8 comumon weakness, but did address it as part of the individual agency
summaries.

The reform provisions require that agencies develop a process for ensuring that
remedial action is taken to address significant deficiencies. While we werg
unable to review the adequacy of comrective avtion plans submitted to OMB, our
audits have identified instances in which items on other agency corrective action

plans were not independently verified or idered with respect to other gystems
that might contain the same or similar weakness. We have also noted instances
where agencies had no process to late identified deficiencies aoross the

agency, Given these prior findings, it is important that corrective action plans be
carefully reviewed.

BCertification is 4 fornal review and test of a syster’s seeurity szfeguﬂrds to determing whether or

not they meet security needs and is the formal auth
for system operation and is usually i ion of the system’s security
including its i a:;dtechmaa{ coptrols,
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Incident-Handling and
Information-Sharing
Procedures Not Implemented

+ &

The reform provisions require ies to impl or for detecting,
reporting, and responding to security incidents. Of the 24 agencies we reviewed,
18 (75 percent) reported that they had documented incident handling procedures,
but had not implemented these procedures agencywide. In addition, 5 agencies
(22 percent) reported that their procedures did not cover reporting incidents to the
Federal Computer Incident Response Center (FedCIRC)' or law enforcement,

Even strong controls may not block all intrusions and misuse, but organizations
can reduce the risks associated with such events if they promptly take steps to
detect intrusions and misuse before significant damage can be done. In addition,
accounting for and analyzing security problems and incidents are effective ways
for an organization to gain a better understanding of threats to its information and
of the cost of its security-related problems. Such analyses can also pinpoitit
vulnerabilities that need to be addressed to help ensure that they will not be
exploited again. In this regard, problem and incident reporis can provide valuable
input for risk assessments, help in prioritizing security improvement efforts, and
be used to illustrate risks and related trends in reports to senior management.

Our information security reviews also confirm that federal agencies have not
adequately (1) prevented intrusions before they occur, (2} detected intrusions as
they occur, (3) responded to successful intrusions, or (4) reported intrusions to
staff and management. Such weaknesses provide little assurance that
unauthorized attempts to access sensitive information will be identified and
appropriate actions taken in time to prevent or minimize damage.

In its report to the Congress, OMB identified “detecting, reporting, and sharing
information on vulnerabilities” as a common agency weakness. It also noted that
ongoing activity to address this issue includes FedCIRC’s quarterly reporting to
OMB on the federal government’s status on security incidents and GSA’s, under
OMB and Critical Infrastructure Protection Board guidance, exploring of
methods to disseminate vulnerability patches to all agencies more effectively.

Critical Assets Identified, But
Not Ranked or Updated

The reform provisions require that each agencywide information security
program ensure the integrity, confidentiality, and availability of systems and data
supporting the agency’s critical operations and assets. Of the 24 agencies covered

#GSA’s FedCIRC provides a central focal point for incident reporting, handling, prevention and
recognition for the federal government, Its purpose is to ensure that the government has critical
services available in order to withstand or quickly recover from attacks against its information
TESOUTCes.
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by our review, 15 had not implemented an effective methodology such as Project
Matrix reviews™ to identify their critical assets, and 7 had not determined the
priority for restoring these assets should a disruption in critical operations occur.

1,

At many of the ies we have reviewed, we found plans and
procedures to ensure that critical operations can ¢ontinue when unexpected
events occur, such as a temporary power failure, accidental loss of files, or a
major disaster, These plans and procedures are incomplete because operations
and supporting resources had not been fully analyzed to determine which were
most critical and wonld need to be restored first. Further, existing plans were not
fully tested to identify their weaknesses. As a result, many agencies have
inadequate assurance that they can recover operational capability in a timely,
orderly manner after a disruptive attack. '

OMBPB’s report to the Congress does nof specifically address the overall extent to
which agencies identified and prioritized their critical assets, but does cover this
topie in the individual agency summaries. Also, OMB indicates that it will direct
all large agencies fo undertake a Project Matrix review, and once these raviews
are completed, it will identify eross-government activities and lines of business
for Matrix reviews.

Agency Efforts to Ensure
Security of Coptractor-
Provided Services are
Lirmited

Under the reform provisions, agencies are required to develop and implement

“risk-based, cost-effective policies and procedures to provide security protections

for information collected or maintained either by the agency or for it by anwother
agency or contractor, Laws and policies have included security requirements for
years, but agency reports indicate that although most included security
requireraents in their service contracts, most not did they have a process o ensure
the security of services provided by a contractor or another agency.

OMB reported this as a common weakness in its report to the Congress noting
that activities to address this issue include (1) working under the guidance of an
OMB-led securi i blisked under Executive Order 13231 1o
develop recommendations addressing security in contracts themselves,” and (2)

The D of C Ciitical I A Office ished Project
Matrix 1o provide a standard methodology for identifying all assets, nodes, networks, and

i i d ies and ies required for the federal goverament
to fulfill its national security, econoic stability, and critical public heaith and safety
responsibilities to the American people.

HCritical fon in the I on Age,” Executive Order 13121, Octaber 16,
20061,
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working with the CIO Council and the Procurement Executives Council to
establish a training program that ensures appropriate security training for
contractors.

_ Agencies May Not Identify
All Significant Security
‘Weaknesses

The reform provisions require agencies to examine the adequacy and
effectiveness of information security policies, procedures, and practices, and to
report any significant deficiency found as a material weakness under the
applicable criteria for other laws, including the Clinger-Cohen Act of 1996, the
Chief Financial Officers Act of 1990, and the Federal Managers Financial
Integrity Act. Although most agencies reported security weaknesses, several did
not identify all weaknesses highlighted in the IGs’ independent evaluations. For
example, two IGs identified security weaknesses, but the CIOs did not identify
ary weaknesses in their executive summaries because they were not considered
material weaknesses.

As I'will iltustrate next in my discussion of the results of the IGs” independent
evaluations, our latest analyses of audit results for the 24 agencies confirmed that
all agencies had significant information security weaknesses. Such weaknesses
should be identified and reported in the CIOs” reports consistent with the 1Gs’
independent evaluations to ensure that they are appropriately considered in
implementing correstive actions.

IG Role Critical to
Agency Implementation
and Reporting

The reform provisions assign the agency IGs a critical role in the overall
implementation and reporting process. Each agency is to have the IG or other
independent evaluator annually evaluate its information security program and
practices. This evaluation is to include testing of the effectiveness of information
security conirol techniques for an appropriate subset of the agency’s information
systems and an assessment of the agency’s compliance with the legistation; it
may also use existing audits, evaluations, or reports relating to the programs or
practices of the agency. For national security systems, the secretary of defense or
DCI designates who is to perform the independent evaluation, but the IG is to
perform an audit of the evaluation. The results of each evaluation of non-
national-security systems and of the audit of the evaluation for national security
systems are to be reported to OMB.

Individually, as well as collectively, the annual independent evaluations provide

much needed information for improved oversight by OMB and the Congress. Qur
years of auditing agency security programs have shown that independent tests
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and evaluations are essential to verifying the effectiveness of computer-based
controls. The independent evaluations can also eval agency impl ton
of management initiatives, thus promoting management accountability.
Moreover, an annual independent evaluation of agency information security
programs will help drive reform because it will spotlight both the obstacles and
progress toward improving information security.

For this first-year evaluation and reporting for the reform provisions, IGs
primarily performed the independent evaluations and largely relied on.existing or .
ongoing work to evaluate agency security, most of which was related to their
financial statement audits. With the reform provisions applicable to essentially all
major systems including national security systems, as well as other types of risk
beyond financial statements, future IG independent evaluation efforts will have
to expend their coverage to include such additional risks and more nonfinancial
systems, particnlarly for agencies with significant nonfinancial operations such as
the departments of Defense and Justice. An important step toward ensuring
information security is to fully understand the weaknesses that exist, and as the
body of audit evidence expands, it is probable that additional significant
deficiencies will be identified. However, this expanded coverage will also place a
significant new burden on existing audit capabilities, which will require ensuring
that agency IGs have sufficient resources to either perform or contract for the
needed work.

‘While no format was prescribed for their evaluation reports, most IGs prepared
an executive summary and report which, at OMB’s request, addressed the
specific-topics identified in OMB’s reporting guidance. This made comparison of
agency and IG results easier, and better highlighted discrepancies. For the most
part and particularly where the CIO and IG offices coordinated their responses,
the IG evaluations were consistent with what the agencies reported. However, -
there were areas where the CIO reviews and the IG evaluations did not agree in
their assessments of the agencies’ progress in impl ing the requi of
the reform provisions. Reasons cited include different interpretations of the law
or guidance and the time lag between the audit reports the IG vsed for its
evaluation and the possibly more current status reflected in the CIO’s review,

However, perhaps the most important area of the IGs’ independent evaluations is
their identification of the agency’s significant information security weaknesses
for which they identified essentially known weaknesses including, but not limited
to, those considered material weaknesses under reporting requirements for other
legislation. To surnmarize these identified weaknesses, we also analyzed the
resulis of IG and GAO audit reports published from July 2000 through
September 2001, including the results of the IGs’ independent evaluations, These
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analyses showed significant information security weaknesses in all major areas of
the agencies’ general controls—the policies, procedures, and technical controls
that apply to all or a large segment of an entity’s information systems and help
ensure their proper operation. Figure | illustrates the distribution of weaknesses
across the 24 agencies for the following six generai contro} areas: (1) security
program management, which provides the framework for ensuring that risks are
understood and that effective controls are selected and properly implemented; (2)
aceess controls, which ensure that only authorized individuals can read, alter, or
delete data; (3) software development and change controls, which ensure that
only authorized software programs are implemented; (4) segregation of duties,
which reduces the risk that one individual can independently perform
inappropriate actions without detection; (5) operating systems controls, which
protect sensitive programs that support muitiple applications from tampering and
misuse; and (6) service continuity, which ensures that computer-dependent
operations experience no significant disruptions.

T
Figure 1: Inf ion Security K at 24 Major Agencies
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Saurce: Audit reports issusd July 2000 through September 2001,

Our analysis shows that weaknesses were most often identified for security
program management, access controls, and service continuity controls. For
security program management, we found weaknesses for all 24 agencies in 2001
as compared to 21 agencies {88 percent) in a similar analysis in 2000.2 For
access controls, we also found weal for all 24 agencies in 2001—the same
condition we found in 2000. For service continuity controls, we found
weaknesses at 19 of the 24 agencies (79 percent) as compared to 20 agencies or
83 percent in 2000.

21,8, General Accounting Office, Computer Security; Critical Federal Operations and Asseis
Remain at Risk. GAO/T-AIMD-00-3 14. Washington, D.C.: September 11, 2000.
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Reform Provisions
Create Agency and IG
Challenges

Agencies jdentified challenges during their first-year implementation of the
reform provisions, some of which, according to the agencies, limited the extent
of their efforts. Perhaps most significantly, several agencies acknowledged that
they had not been reviewing their systems according to existing requirements in
OMB Circular A~130. As a result, they did not have system reviews they could
use to help respond to review requirements of the reform provisions. In addition,
several agencies sought contractor assistance, but said that delays in obtaining
this help limited what they could do in time to meet the September 10 deadline
for reporting to OMB. For example, one agency was still trying to obtain
contractor services as late as July 2001 with the reporting deadline only 2 months
away. Also, several agencies noted that late final guidance from OMB on .
reporting also limited what they could do to gather and report information. Many
agencies also had not maintained data that OMB requested be reported, such as
training statistics and actual performance measure results that would help them
demonstrate the extent to which they had met security requirements.

One final challenge emphasized by many ies was the need for adequate
funding to implement security requirements. Several agencies noted that funding
fimitations had directly affected their ability to implement existing security
requirements and, thus, affected their compliance with the reform provisions.
Although, in most instances, this issue invelved a lack of funding, in at least one
agency, CIO staff pointed to specific security funding the agency received as key
to the improvement efforts it has undertaken in recent years.

While eiting funding as an imp} ion chall ies app Ty had
difficulty identifying how much they spend related to information security. The
security costs that OMB requested agencies to report were not provided in some
cases. In addition, for costs that were provided, there was no detail as to what
these costs consisted of or how they are actually reflected in agency budget
submissions. Further, while most of the 24 agencies we reviewed reported that
they had infegrated security into their capital planning and investment control
process, 19 (79 percent) reported that they had not included security requirements
and costs on every fiscal year 2002 capital asset plan submitted to OMB.

In addition to incomplete security cost data, costs that were reported to OMB
varied widely. On the basis of the final costs shown in OMB’s report to the
Congress, we present, in figure 2, the 24 agencies’ fiscal year 2002 security
funding as a percentage of their total information technology spending. These
percentages range from a high of 17.0 percent for the Department of Labor to a
low of 1.0 percent for the Department of Agriculture.
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—
Figure 2: Percentage of Agency Fiscal Year information Technology {IT) Budget
Allecated 1o 1T
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OMB reports that it assessed the agencies’ performance against the amount they
spent and did not find that increased security spending equals increased security
performance. As a result, it concludes that there is no evidence that poor security
is a result of lack of mongy, and that improvements in security performance will
come from agencies giving significant attention to the security weaknesses it
describes in its report,

While security funding might not always correlate with security performance,
information security does involve costs, and OMB acknowledges the importance
of this funding by requiring agensies to identify security funding in their budget
submissions. We also agree with OMB that much can be done to cost-effectively
address common weaknesses, such as security training, across government rather
than piecémeal by agency, At the same time, however, agencies have specific
weaknesses that they must correct. OMB has required agencies to identify these
weaknesses and to indicate the level of resources required to correct them in their
corrective action plans.

From the I3s’ porspective, several have indicated that the requi foran
annual evalnation will rey a challk because of their difficulty in
obtaining adequate resources in today’s competitive market for information
security professionals, Further, by conducting an evaluation every year, the IGs
believe they will lose the ability to deploy current limited resources in other
important areas and may have to limit the scope of their work.

Page 26 GAG-024T0T
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Improvements Efforts

are Underway, But

Challenges to Federal

Information Security
" Remain

As 1 discussed previously, a number of improvement efforts have been
undertaken in the past fow years both at an agency and governmentwide level.
Among these efforts and partially in response to the events of September 11,
2001, the president created the Office of Homeland Security, with duties that
include coordinating efforts to protect critical public and private information
systems within the United States from terrorist attack. The president also (1}
appointed a special advisor for cyberspace security to coordinate interagency
efforts to secure information systems and (2) created the President’s Critical
Infrastructure Protection Board to recommend policies and coordinate programs
for protecting information for critical infrastructure. The board is to include a
standing committee for executive branch information systems security, chaired
by an OMB designee.

These actions are laudable. However, given recent events and reports that critical
operations and assets continue to be highly vulnerable to computer-based attacks,
the government still faces a challenge in ensuring that risks from cyber threats
are appropriately addressed in the context of the broader array of risks to the
nation’s welfare. Accordingly, it is important that federal information security
efforts be guided by a comprehensive strategy for improvement. In 1998, shortly
after the initial issuance of Presidential Decision Directive (PDD) 63 on
protecting the nation’s critical infrastructure, we recommended that OMB, which,
by law, is responsible for overseeing federal information security, and the
assistant to the president for national security affairs work together to ensure that
the roles of new and existing federal efforts were coordinated under a
comprehensive strategy.” Our more recent reviews of the National Infrastructure
Protection Center and of broader federal efforts to counter computer-based
attacks showed that there was a continuing need to clarify responsibilities and
critical infrastructure protection objectives.? As the administration refines the
strategy that it has begun to lay out in recent months, it is imperative that it takes
steps to ensure that information security receives appropriate attention and
resources and that known deficiencies are addressed.

First, it is important that the federal strategy delineate the roles and
responsibilities of the numerous entities involved in federal information security

231).8. General Accounting Qffice, Information Securify: Serious Weaknesses Place Critical
Federal Operations and Assets at Risk. GAO/AIMD-98-92. Washington, D.C.: September 23,
1998.

()8, General Accounting Office, Critical Ifrastructure Protection: Signif Ch in
D ing National Capabilities. GAO-01-323. i D.C.: April 25, 2001; Combating
» Terrorism: Selected Chall and Related ions. GAO-01-822. Washington, D.C:

Septemiber 20, 2001,
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and related aspects of eritical infrastructure protection. Under current law, OMB
is responsible for overseeing and coordinating federal agency security, and NIST,
with assistance from the National Security Agency, is responsible for
establishing related standards. In addition, interagency bodies—such as the CIO
Council and the entities created under PDD 63 on critical infrastructure
protection—are attempting to coordinate agency initiatives. Although these
organizations have developed fundamentally sound policies and guidance and
have undertaken potentially useful initiatives, effective improvements are not yet
taking place. Further, it is unclear how the activities of these many organizations
interrelate, who should be held accountable for their success or failure, and
whether they will effectively and efficiently support national goals.

Second, more specific guidance to agencies on the controls that they need to
implement could help ensure sdequate protection. Currently, agencies have wide
discretion in deciding what computer security controls to implement and the level
of rigor with which to enforce these controls. In theory, this discretion is
appropriate since, as OMB and NIST guidance states, the level of protection that
agencies provide should be commensurate with the risk to agency operations and
assets. In essence, one set of specific controls will not be appropriate for all types
of systems and data. Nevertheless, our studies of best practices at leading
organizations have shown that more specific guidance is important.® In
particular, specific mandatory standards for varying risk levels can clarify
expectations for information protection, including audit criteria; provide 2
standard framework for assessing information security risk; help ensure that
shared data are apprapriately protected; and reduce demands for limited
resources to independently develop security controls. Implementing such
standards for federal agencies would require developing a single set of
information classification categories for use by all agencies to define the
criticality and sensitivity of the various types of information they maintain. It
would also necessitate establishing minimum mandatory requirements for
protecting information in each classification category.

Third, ensuring effective implementation of agency information security and
critical infrastructure protection plans will require active monitoring by the
agencies to determine if milestones are being met and testing to determine if
policies and controls are operating as intended. Routine periodic audits, such as
those required by the reform provisions, would allow for more meaningful
performance measurement. In addition, the annual evaluation, reporting, and
meonitoring process established through these provisions, is an important

2GACIATMD-98-68, May 1998.
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mechanism, previously missing, to hold agencies accountable for mplementing
effective security and to manage the problem from a governmentwide
erspective.

Fourth, the Congress and the executive branch can use audit results to monitor
agency performance and take whatever action is deemed advisable to remedy
identified problems. Such oversight is essential for holding agencies accountable
for their performance, as was demonstrated by the OMB and congressional
efforts to oversee the Year 2000 computer challenge,

Fifth, agencies must have the technical expertise they need to select, implement,
and maintain controls that protect their information systems. Similarly, the
federal government must maximize the value of its technioal staff by sharing
expertise and information. Highlighted during the Year 2000 challenge, the
availability of adequate technical and audit expertise is & continuing conceri to
agencies.

Sixth, agencies can allocate resources sufficient to support their information
security and infrastructure protection activities, Funding for secunty is alrcady
embedded to some extent in agenocy budgets for comp system devel
efforts and routine network and system t and mai H "y
some additional amaunts are likely to be needed to address specific weaknesses
and new tasks. OMB and congressional oversight of future spending on
-information securify will be important to ensuring that agencies are not using the
funds they receive to continue ad hoc, piecemeal security fixes that are not
supported by a strong agency risk management process.

Seventh, expanded research is needed in the area of information systems
protection. While a number of research efforts are underway, experts have noted
that more is needed to achieve significant advances, As the director of the
CERT® Coordination (‘enter testified before thxs subcommitiee last September,
“It is ial to seek 1 technologi futions and to seek proactive,
preventive approaches, not just reactive, curative approaches.” In addition, in its
December 2001 third annuzl report, the Advisory Panel to Assess Domestic
Response Capabilities for Terrorism Involving Weapons of Mass Destruction
(also known as the Gilmore Commission) recommended that the Office of
Homeland Security develop and implement a comprehensive plan for research
development, test, and evaluation to enhance cyber security.?®

25Third Annwal Repl)rt iothe Pwsxdent and Congress of “the ddvisory Panel to Assess Domestic
p Cap : for Terroris Weapons of Mass Destruction. December 15, 2001,
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Contact

In summary, first-year implementation of the reform provisions has resulted in a
number of positive initiatives and benefits, and OMB, the agencies, and the IGs
all undertook efforts to implement these provisions. However, faced with limited
past efforts to implement security and other obstacles, agencies in their reviews
did not provide the scope or depth of coverage intended, particularly in testing
and evaluating controls. The IGs also had to rely primarily on their existing work
for this first-year effort. Consequently, much work remains to be done to achieve
the objectives of the reform legislation. In addition, OMB did not report to the
Congress on key elements of the provisions, such as the adequacy of agencies’
corrective action plans and overall evaluation results for national security
systems, or to provide supporting information. We plan to continue to work with
OMB in an effort to find workable solutions to obtain the information needed for
congressional oversight. These factors limit congressional insight into the status
of information security for the federal government, as well as its ability to
perform its responsibilities for oversight and budget deliberations. In addition,
with the increasing threat to critical federal operations and assets and poor federal
information security as indicated by reform provision reviews and evaluations, it
is imperative that the administration and the agencies implement a
comprehensive strategy for improvement that emphasizes information security
and addresses known weaknesses.

Mr. Chairman, this concludes my statement. I would be pleased to answer any
questions that you or other members of the Subcommitiee may have at this. time,

If you should have any questions about the testimony, please contact me-at {202)
512-3317. I can be reached by e-mail at daceyr@gao.gov.

G130

Page30 GAO02-4707



51

Mr. HOrN. Thank you very much for that succinct opening.

Mark A. Forman is the Associate Director, Office of Information
Technology and e-Government, Office of Management and Budget.
Welcome.

Mr. FORMAN. Thank you, Mr. Chairman, and thank you, Con-
gressman Davis, both for your leadership and your vision as it re-
lates to e-government and computer security. Having your focus
and the oversight on this issue is critically important to the success
of the initiatives that we are trying to accomplish for government-
wide security. We understand not only the need for this, but we ap-
preciate your having the hearing and the focus on this.

I would like to say good morning and thank you for inviting me
here to discuss the lessons learned from the implementation of the
Government Information Security Reform Act. I, too, have submit-
ted the prepared testimony, and I will take a synopsis of that in
my oral presentation.

As you know, the President has given a high-priority to security
of government assets, and this includes government information
systems and protection of the Nation’s critical information assets
from cyber threats and physical attack. We believe that protecting
the information and the information systems on which the Federal
Government depends requires agencies, first, to identify and re-
solve the current weaknesses and risks, as well as to then protect
against the future vulnerabilities and threats.

Last October the President issued Executive Order 13231, the
Critical Infrastructure Protection in the Information Age. That es-
tablished the Critical Infrastructure Protection Board and created
the chair as a special advisor to the President for Cyberspace Secu-
rity.

Now the President has made OMB a critical member of this
board. Our presence reflects our statutory role regarding security
of Federal information systems. In addition, there are several com-
mittees under the board, and we chair the Standing Committee on
Executive Branch Information Systems Security.

The administration has been proactive in implementation of the
Government Information Security Reform Act, and I will refer to
this from now on as the Security Act. This includes expanding the
reporting requirements to include the Chief Information Officer
and senior agencies’ officials’ input with the Inspectors General.

We have moved beyond simply reporting security weaknesses
and are focusing on agency work to remediate the security weak-
nesses. The basic push behind our continuing work is a strong
focus on management implementation of security.

We have recently taken the following two steps to help ensure a
strong focus on maintaining senior management attention to secu-
rity: First, in January, OMB Director Mitch Daniels sent letters to
the heads of agencies and departments communicating our con-
cerns regarding their fiscal year 2001 security performance. In gen-
eral, agency heads responded back in writing with a commitment
to resolve their past flaws. OMB will soon meet with all of the 24
large agencies and departments to discuss the work in implement-
ing their corrective action plans.

Second, the President has charged Director Daniels with over-
seeing implementation of the management agenda through the use



52

of an executive branch management scorecard. This scorecard
tracks agency improvement in five governmentwide areas and as-
signs a red, yellow, or green score.

One of these areas is expanding electronic government, and we
are incorporating IT as a core criterion within that. This means
that if an agency does not meet IT security criteria, it will not
achieve a green score, regardless of the agency’s performance under
the other e-government criteria.

I would now like to talk a little bit about our report to Congress,
the findings, some of the next steps. As you know, one of OMB’s
responsibilities under the Security Act is to submit each year a re-
port to Congress that summarizes the results of security evalua-
tions conducted by agencies and reported to OMB. On February
13th of this year, Director Daniels transmitted this report to the
Congress.

At this time I would like to recognize the tremendous amount of
work of agency program officials, CIOs, 1Gs, my staff, and all of
their staffs in conducting the reviews and evaluations upon which
the report is based. This was a large effort for all involved, and the
report illustrates this work, as well as the ongoing efforts of agen-
cies to remediate their weaknesses.

Additionally, the National Institutes of Standards of Technology
continue to play their critical role in promoting IT security require-
ments among agencies. OMB policy requires that each agency’s
program implement policy standards and procedures consistent
with NIST guidance. NIST has developed a security questionnaire,
and most agencies use this document as the basis for conducting
their annual reviews under the Security Act.

The OMB report represents a first year of implementation. It is
a valuable baseline that has recorded the security agency perform-
ance. Even though the Security Act only required us to summarize
the results, we expanded the report. We included the results of CIO
and program official reviews in the recent activities we have under-
taken in preparing the fiscal year 2003 budget decisions, OMB
findings, and next steps, as well as additional efforts that we have
undertaken and the agencies have taken to improve Federal infor-
mation technology security.

From our assessment of agency performance, we have both vali-
dated the earlier positions on what the problems were and identi-
fied at a high-level important lessons learned. I would like to brief-
ly sum those up.

First, security is primarily a management problem, not a tech-
nical or funding problem. Are you willing to support us if we push
to get someone fired because they will not implement a security
plan? Second, increased spending does not necessarily translate
into increased security performance. Third, high-quality IG audits
are necessary. The IGs provide an important, independent valida-
tion function. Fourth, agency employees with specific security re-
sponsibilities must have the authority to fulfill their responsibil-
ities and at the same time have to be held accountable for their
performance.

There are a number of additional actions I have described. A key
part of the written testimony I would ask you to look at are the
actions under the OMB Security Committee of the Critical Infra-
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structure Protection Board. Therein we have laid out a process to
focus more rapidly on actions needing to be addressed, because this
is an ever-changing issue both in terms of vulnerability and
threats.

I would also ask you to take a look at the decisions that we have
made in the budget, and would ask your support in the appropria-
tions decisions that ultimately will have to make these into reality.

Finally, I would like to focus on the governmentwide initiatives
that we have underway leveraging the project matrix work and the
enterprise architecture work. The development of the government-
wide enterprise architecture assessment is critical and a central
part of not only our e-government efforts, but our cyber-security ef-
forts. Basically, to more clearly identify and prioritize the security
needs for government assets, OMB is going to direct all large agen-
cies to undertake a project matrix review, and that was a key ele-
ment of the 2003 budget.

Again, I would like to thank you for the opportunity to testify.
We have a summary in the testimony of the six government prob-
lems that we identified in the report, and I would be willing to an-
swer any questions in that regard at the appropriate time.

[The prepared statement of Mr. Forman follows:]
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March &, 2002

Good moxning, Mr. Chairman and Members of the
Committee. Thank you for inviting me here to discuss the
lessong learned from implementation of the Government
Information Security Reform Act (Security Act).
Additionally, I weculd like to talk with you about the
recent OMB report to Congress on Federal government
information security reform, our findings in the report,
and the next steps we are taking with agencies to improve
IT security.

Before I get to the substance of my testimony, I need
to make sure the Subcommittee understands that I do not
serve in a confirmed position within the Office of
Management and Budget (OMB). As a general policy, OMB does
not usually send officials in non-confirmed political
positions to testify before Congress. However, because of
the importance of the issue and the fact that OMB does not
yet have a Deputy Director for Management, the OMB Directox
decided it was in the best interest of the Administration
to have me appear on his behalf as a witness for this
hearing.

As you know, the President has given a high priority
to the security of government assets including government
information systems and the protection of our nation’s
critical information assets from cyber threats and physical
attacks. We believe that protecting the information and
information systems on which the Federal government
depends, requires agencies to identify and resolve current
security weaknesses and risks, as well as protect against
future vulnerabilities and threats.

Last October, the President issued Executive Order
13231, “Critical Infrastructure Protection in the
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Information Age.” This Executive Order establishes the
Critical Infrastructure Protection Board and creates a Chair
who serves as the Special Advisor to the President for
Cyberspace Security. This Board will promote greater
coordination and consistency among the Federal agencies.
The Board will oversee work to ensure that: Federal
policies and processes are appropriate so that critical
commercial and government IT assets are adequately secure;
emergency preparedness communications are operating
adequately; and government and industry work closely
together to address increasing interconnections and shared
risk, Richard Clarke serves as Chair of the Board and
Special Advisor to the President for Cyberspace Security,
and reports both to Governor Ridge on issues that affect
homeland security and to National Security Advisor
Condolezza Rice on issues that affect national security.

The President has made OMB a member of the Critical
Infrastructure Protection Board. OMB’s presence reflects
our statutory role regarding the security of Federal
information systems. Additionally, OMB chairs the Board's
standing committee on Executive Branch Information Systems
Security.

Government Information Security Reform

The Administration has been proactive in
implementation of the Government Information Security
Reform Act (Security Act). This includes expansion of its
reporting requirements to include CIO and senior agency
officials’ input with IGs, and moving beyond simply
reporting security weaknesses and instead focusing on
agency work to remediate their security weaknesses. The
basic push behind our continuing work is a strong focus on
management  implementation of security.

Senior Management Attention to Security

In January, OMB Director Mitch Daniels sent letters to
the heads of agencies communicating our concerns regarding
their FY01 security programg. The primary purpose of these
letters was to capture senior management attention. In
general, agency heads responded in writing with a
commitment to resolve their past flaws. As follow-on from
these letters, the OMB summary report, and agency
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corrective action plans, OMB will soon meet with all 24
large agencies. -

Ags you know, the President has charged Director
Daniels with overseeing the implementation of his
Management Agenda through the use of an Executive Branch
Management Scorecard. This Scorecard tracks agency
improvement in five government-wide problem areas and
assigng a red, yellow, or green score. Under one of these
areas, expanding electronic government, we are
incorporating IT security as a core criteria. This means
that if an agency does not meet the IT security criteria it
will not achieve a green score regardless of their
performance under the other e-gov criteria. Additionally,
IT security is a key component of the other Management
Agenda items.

OMB Guidance on Remediating Security Weaknesses

Last fall, OMB issued guidance to agencies on the
development and submisgion of security plans to correct
weaknesses. These plans require agencies to identify,
assess, prioritize, allocate resocurces, and monitor the
progress of corrective efforts for their security
weaknesses. They are important because they bring a
discipline to the process, are a valuable management and
oversight tool, and make tracking progress much easier for
all involved.

Additionally, Federal agencies are required to provide
quarterly updates to OMB. The information provided to OMB
in the initial plans of action and milestones (POA&Ms) were
used during the FY03 budget process to prioritize agency
funding for security and define remediation activities.

Successful implementation of corrective action plans
that appropriately address all weaknesses will bring
agencies a long way toward positive overall security
performance, progress that we expect to document in next
year’s report to the Congress.

I would also like to point out that while we all tend
to focus largely on the 24 Chief Financial Officers Act
agencies, these action plans are also being developed by
over 30 small and independent agencies, such as FDIC, SEC,
and NEH. We plan on meeting with the small and independent
agencies as well.
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OMB Report to Congress - Findings and Next Steps

As you know, one of OMB's responsibilities under the
Security Act is to submit annually a summary report to
Congress summarizing the results of security evaluations
conducted by agencies and reported tc OMB. On February
13*, Director Daniels transmitted this report to Congress.

At this time I would like to recognize the tremendous
amount: of work of agency program officials, CIOs, IGs, and
all of their staffs in conducting the reviews and
evaluations. This was a large effort for all involved and
the report illustrates this work as well as the ongoing
efforts of agencies to remediate their weaknesses.

Additionally, the National Institute of Standards and
Technology (NIST) continues to play a critical role in
promoting IT security requirements among agencies. Among
their activities they have recently issued security
guidance on telework, security webservers, and
cryptography. OMB policy requires that each agency’s
program shall implement policy standards and procedures,
which are consistent with NIST guidance. Also, NIST has
developed a security questionnaire, based on the Federal
CIO Council and NIST Security Framework. Thisg security
questionnaire assists agencies in performing self-
assessments of their IT systems. It is based primarily on
NIST technical guidance and GAC’s Federal Information
System Controls Audit Manual and allows agencies to assess
the management, operational, and technical controls of
their systems. Indeed, most agencies used this document as
the basis for conducting their annual reviews under the
Security Act. We are currently working with NIST on the
automation of this tool for agency use.

This report represents the first year of
implementation of the Security Act. It is a valuable
baseline that has recorded agency security performance.
The findings in the report are based solely on work
performed by agencies during the FY01l reporting period.
Our report briefly describes recent Administration
activities involving IT security -- namely the President’s
Executive Orders on Homeland Security and Cyber Security.
The report discusses the steps taken by OMB and Federal
agencies to implement the Security Act as well as



58

additional efforts OMB and the agencies have taken to
improve Federal information technology security.

From our assessment of agency performance under the
Security Act, we have both validated our earlier positions
on the problems with IT security and identified important
lessons learned:

1. Security is primarily a management problem, not a
technical or funding problem;

2. Increased security spending does not necessarily
tranglate into increased security performance;

3. High quality IG audits are necessary. Prior to the
Security Act IG involvement in IT security was largely
through their work in financial management. IGs provide
an important independent validation function; and

4. Agency employees with specific security responsibilities
must have the authority to fulfill their responsibilities
and be held accountable for their performance.

Our report also identifies six common gdgovernment -wide
security weaknesses we found in ocur review of agency
submissions, along with activities underway by OMB and the
agencies to resolve them. Where agencies are performing
well, we identified their actions as examples of effective
practices.

For the most part these weaknessges are not new or
surprising. We, along with GAO, and agency IGs, have found
them to be problems for at least six years. This time, the
evaluation and reporting requirements of the Security Act
have given OMB and Federal agencies an opportunity to
develop a comprehensive cross government baseline of agency
IT security performance that has not previocusly been
available. As I mentioned earliexr, OMB has taken steps to
maximize this opportunity through additional guidance
requiring agencies to develop and submit initial corrective
action plans. )

I will briefly discuss these weaknesses and the next
steps the Administration is taking to assist agencies in
resolving them.
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1. Senior management attention. Senior leaders must
consistently establish and maintain control over the
security of the operations and assets for which they are
responsible. As the Security Act recognizes, security is
a management function which must be embraced by each
Federal agency and agency head.

Next Steps: OMB is working through the President's
Management Council to promote sustained attention to
security as part of OMB's work on the President's
Management Agenda and the integration of security into
the Scorecard that I spoke of earlier.

2. Measuring performance. Agencies must be able to
evaluate the performance of officials charged with
implementing specific requirements of the Security Act.
To evaluate agency actions, OMB requested data in the
FY01l Security Act reports that agencies measure job and
program performance, i.e., how senior leaders evaluate
whether responsible officials at all levels are doing
their job. They must be able to evaluate the performance
of officials charged with securing agency operations and
assets. Virtually every agency response regarding
performance implies that there is inadequate
accountability for job and program performance related to
IT security.

Next Steps: OMB has drafted guantifiable management
level performance measures for agencies to identify the
performance gaps in their IT security work. Our guidance
for last year’s report required agencies to respond to 13
topic areas, which represented the requirements of the
Security Act and OMB budget guidance. They range from
questions on agency security training and incident
response capabilities to the integration of security into
their capital planning processes. Our FY02 guidance will
still contain these questions, but will move beyond the
baseline and focus on progress. We will require agencies
to report the results of their security evaluations and
their progress implementing their corrective action plans
according to these performance measures. - To ensure that
accountability follows authority, the measures are
organized according to the Federal employee responsible.
These measures are mandatory and represent the minimum
metrics against which agencies must track against to
ensure performance and measure progress. We encourage
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agencies to develop additicnal measures that address
their needs.

Additionally, NIST is developing technical security
metrics that will assist agencies in measuring the
security performance of their programs and systems and
help them implement appropriate security controls to
protect their programs and systems.

. Security education and awareness. Agencies must improve
security education and awareness. General users, IT
professionals, and security professionals need to have
the knowledge to do their jobs effectively prior to be
held accountable.

Next Steps: OMB and Federal agencies are now working
through the new Critical Infrastructure Protection
.Board's education committee and the CIO Council’'s
Workforce Committee to address this issue. Additionally,
the CIO Council’s Best Practices Committee is working
with NIST through NIST’s Federal Agency Security
Practices website to identify and disseminate best
practices involving security training. Finally, one of
the Administration’s electronic government initiatives is
to establish and deliver electronic-training. This
initiative will provide e-training on a number of
mandatory topics, including security, for use by all
Federal agencies, along with State and local governments.

. Funding and integrating security into capital planning
and investment control. Security must be built into and
funded within each system and program through effective
capital planning and investment contreol. As OMB has done
for the past two years in budget guidance, Federal
agencies were instructed to report on security funding to
underscore this fundamental point. Systems that do not
integrate security into their IT capital asset plans will
not be funded.

Next Steps: OMB continues to aggressively apply this
approach through the budget process, to ensure that
adequate security is incorporated directly into and
funded over the life cycle of all systems and programs
before funding is approved. The IT investment
justification and documentation process is key to sound
program and financial management. Security must not be
viewed differently. This procesgs demonstrates explicitly
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how much agencies are spending on security and associates
that spending with a given level of performance.
Thereafter, Federal agencies will be far better equipped
to determine what funding is necessary to achieve
improved performance. This is the security component of
the business case.

. Ensuring that contractor services are adequately secure.

Agencies must ensure that contractor services are
adequately secure as most Federal IT projects are
developed and many operated by contractors. Therefore,
IT contracts need to include adequate security
requirements. Many agencies reported no security
controls in contracts or no verification that contractors
fulfill any reguirements that may be in place.

Next Steps: Under the guidance of the OMB-led security
committee established by E.O. 13231, an issue group will
develop recommendations, to include addressing how
security is handled in contracts themselves. We are
working with the Federal Acquisition Regulatory Council
to develop for government-wide use a clause to ensure
security is addressed as appropriate in contracts.

Detecting, reporting, and sharing information on
vulnerabilities. Far too many agencies have virtually no
meaningful system to test or monitor system activity and
therefore are unable to detect intrusions, suspected
intrusions, or virus infectionsg. This places individual
agency systems and operations at great risk since
response depends on detection. Perhaps most significant,
not detecting and reporting IT security problems could
cause cascading harm. Our vastly inter-networked
environment alsc means an environment of shared risk with
the best security being only as strong as the weakest
security.

Early warning for the entire Federal community starts
first with detection by individual agencies, not incident
response centers at the FBI, GSA, DOD, or elsewhere. The
latter can only know what is reported to them, reporting
can only come from detection, and guidance for corrective
action depends upon both. This need is thus not a
technical one, but a management one. Additionally, it is
critical that agencies and their components report all
incidents in a tiwely manner to GSA’s Federal Computer
Incident Response Center and appropriate law enforcement
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authorities such as the FBI’'s National Infrastructure
Protection Center as required by the Security Act.

Next Steps: GSA’s Federal Computer Incident Response
Center reports on a quarterly basis to OMB on the Federal
government’s status on IT security incidents.
Additionally, under OMB and Critical Infrastructure
Protection Board guidance, GSA is exploring methods to
disseminate patches to all agencies more effectively.
Additionally, I plan on issuing updated guidance to
agencies on reporting to FedCIRC, stressing the necessity
for accurate and timely reporting.

While not addressed in our report, we also found that
agencies have not implemented a disciplined process for
systems security planning, accreditation, and review. The
first such review is comprehengive and complex, but
subsequent ones are simply maintenance; NIST is completing
its automation of their tool for agency use to conduct
these reviews.

While OMB can and will continue to assist agencies with
their efforts in addressing their security weaknesses, both
the responsibility and ability to f£ix these weaknesses and
others, ultimately lie with agencies. IGs, OMB, and GAO
cannot do it for them.

Additional OMB Actions

Finally, I would like to provide you with more detail
on three other items that we continue to work on.

1. OMB Security Committee. 1In our report we mentioned the
formation of a security committee on Executive Branch
Information Systems Security. OMB will chair this
standing committee under the President’s Critical
Infrastructure Protection Board. The CIP Board was
created by the President in Executive Order
13231, “Critical Infrastructure Protection in the
Information Age.” This Executive Order establishes the
Critical Infrastructure Protection Board and creates a
Chair who serves as the Special Advisor to the
president for Cyberspace Security. The goal of the
Board is to promote greater coordination and
consistency among the Federal agencies. Members of the
committee will be representatives from all the key
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communities in the Federal government that have a role
in IT security. This includes CIOs, CFOs, PEs, IGs,
agency program officials, agency security managers, and
HR folks. Most of the Committee’s work will be
performed by individual issue groups. These issue
groups will form to address a discrete issue such as
security and acquisition ag designated by the Committee
(including issues referred by other organizations,
committees, and individual agencies). Upon completion
of an igsue, the issue group will dissolve. The work
of the Committee will occur under existing policy and
guidance setting authorities. Neither the Committee
nor the issue groups have any policy or guidance
setting authority and thus shall not issue guidance or
other documents.

IT Security and the Budget. OMB will continue to
engage the agencies in a variety of ways to address the
problems that have been identified, continuing to
emphasize both the responsibilities and performance of
agency employees in addition to accountability for
exercising those responsibilities and consequences for
poor performance. We will continue to rely on
traditional budget and management processes to ensure
that IT security needs are being addressed. OMB has
made it a policy to stop funding projects that do not
adequately address security requirements and neglect to
document how security planning and funding is
integrated into the project’s life cycle.

To ensure that security ig addressed throughout the
budget process OMB established the following four
criteria:

-- Agencies must report security costs for each
major and significant IT investment. In the long
run, it will greatly help agencies demonstrate
explicitly how much they are spending on security
and associates that spending with a given level
of performance. Thereafter, Federal agencies
will be far better equipped to determine what
funding is necessary to achieve improved
performance. This is the security component of
the business case. We do this to ensure that
security is included and funded for each IT
investment throughout the life of the investment.
We do not use security funding as an indicator of
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good security. It is an indicator of gocd
security management -- that the agency has
integrated security and views security as a
critical couponent of the entire investment and
not as an add-on.

- Agencies must document in their business cases
that adequate security controls have been
incorporated into the life cycle planning and
funding of each IT investment.

-~ Agency security reports and corrective action
plans are presumed to reflect the agency’s
security priorities and thus will be a central
tool for OMB in prioritizing funding for systems.

-= Agencies must tie their corrective action plans
for a system directly to the business case for
that IT investment,

Additionally, we developed through the budget process,
a process for tracking projects that are at risk due
to poor business cases. We are currently tracking
nearly 400 major IT projects which amount to
approximately 510B of both the Federal government’s
$48B FY02 IT spending and $52B FY03 IT spending. Of
the 400 projects roughly half are at risk in part to
poor demonstration of security planning, procedures,
and controls. Poor security in projects amount to
just over $6B (full IT investment costs) of the $10B
at risk. We are working with agencies to address
these concerns and many of them are currently revising
their plans to address the problems.

Enterprise Architecture and Project Matrix. The
development of a government-wide enterprise
architecture is a central part of the Administration’s
electronic government efforts. Establishment of an
architecture for the Federal government will greatly
facilitate information sharing based on the lines of
business of each agency. Additionally, this
architecture will identify redundant capabilities and
provide ample opportunities to increase efficiencies
while reducing costs, and duplicative programs.
Accordingly, OMB will also be able to better prioritize
and fund the Federal government’s security needs.

11
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To more clearly identify and prioritize the security
needs for government assets, OMB will direct all large
agencies to undertake a Project Matrix review. Project
Matrix was developed by the Critical Infrastructure
Agsurance Office of the Department of Commerce. A
Matrix review identifies the critical assets within an
agency, prioritizes them, and then identifies
interrelationships with other agencies or the private
sector. This is largely a vertical view of agency
functions. To ensure that all critical government
processes and assets have been identified, once reviews
have been completed at each large agency, OMB will
identify cross-government activities and lines of
business for Matrix reviews. In this way OMB will have
identified both vertically and horizontally the
critical operations and assets of the Federal
government’s critical enterprise architecture and its
relationship beyond government.

Conclusion

In discharging OMB responsibilities under the Security
Act, OMB has communicated with the appropriate agency heads
to impress upon them that true improvements in security
performance comes not due to external oversight from OMB,
IGs, the General Accounting Office (GARO), or Congressional
committees, but from within - holding agency employees,
including CIOs.and program officials, accountable for
fulfilling their responsibilities. I cannot stress this
point enough - Security is the responsibility of every
employee in the agency. There must be consequences for
inadequate performance. OMB has also underscored the
essential companion to accountability -- the need for clear
and unambiguous authority to exercise responsibilities.

The first year of the Security Act has brought us all
a better and more detailed understanding of the Federal
government’s IT security status than ever before. The
reporting requirements of the Security Act have afforded
agencies, IGs, GAO, OMB, and Congress the ability to
capture a performance baseline. This baseline clearly
illustrates significant and pervasive security weaknesses
across every department and agency. We have considerable
problems in IT security that regquires serious attention.
Now that we are better informed of our security weaknesses,
and agencies have developed plans on how to remediate those

12
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weaknesses, the next step is continuing the implementation
of those plans and determine our success through measuring
performance.

13
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Mr. HoOrN. Well, thank you very much. I want to emphasize what
you just did now, the President’s Executive order, which was Criti-
cal Infrastructure Protection in the Information Age, and he estab-
lished a board, as you suggested. The chair, who serves as a special
advisor to the President for Cyberspace Security, and that, of
course, is Richard Clark, who serves as the Board and he is the
Special Advisor to the President for Cyberspace Security. He re-
ports both to Governor Ridge on issues that affect homeland secu-
rity and to the National Security Advisor, Condoleezza Rice, on the
issues that affect national security.

The President has made OMB a member of the Critical Infra-
structure Protection Board. Are you on that board as part of it?

Mr. FORMAN. Yes, I am.

Mr. HorN. I think it shows the President has taken some real
action with people that did have his ear.

I am going to have to recess now. When I come back, the ranking
member, Ms. Schakowsky, will have her statement in, and we will
then go down the line. We have a Journal vote before us.

Ms. SCHAKOWSKY. Is there an opportunity for me to do that now?

Mr. HORN. Sure, sure. She will put it in now, and once she fin-
ishes, we are in recess.

Ms. SCHAKOWSKY. Thank you, Mr. Chairman. I appreciate that.

I want to thank the chairman for holding this hearing and for
his leadership on computer security issues in the House. I look for-
ward to working with him to improve government information se-
curity reform language that was passed in the Congress.

It was passed in the last Congress as a part of the Defense Au-
thorization Act, and as such, really didn’t get, in my view, adequate
review in the House. No hearings were held, and we had very little
opportunity to affect the content.

Consequently, under Representative Waxman’s leadership, we
sought and received a 2-year sunset on this legislation. Our experi-
ence 1(’)lver the past year has substantiated the wisdom of that ap-
proach.

There are a number of problems in this legislation that have al-
ready come to our attention. I am hopeful that today’s hearing will
help us put together a more complete picture of the actions to make
this legislation more effective.

One problem has already come to our attention. One of the prob-
lems is the reports prepared by the agencies. We asked the GAO
to use agency information security reports to develop the score-
cards for our hearing last fall. It came as a surprise when the ad-
ministration refused to allow access to those reports, claiming that
they were predecisional and part of the budget process. After much
negotiation, we were finally given access to executive summaries,
hardly a satisfactory outcome.

A more serious shortcoming of this legislation is the absence of
any system to assure that all agency systems are checked and pro-
tected. Today few, if any, agencies have a complete inventory of its
computer systems, even though just such an inventory was re-
quired for Y2K compliance just 2 years ago. Without a complete in-
ventory, it is impossible to know if all systems have had the risks
assessed and the protections tested. We must make sure that every
agency maintains a current inventory of systems and has in place
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a systematic process to assess risk for those systems and to test the
protections in place.

I am sorry that I was late. I do look forward to hearing today’s
witnesses, if not reading the testimony, and hope that each of you
will understand that we share the common goal of assuring the
public that our systems have adequate protection. So I thank you
all for coming today.

We will be back.

[The prepared statement of Hon. Janice D. Schakowsky follows:]
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Thank you Mr. Chairman for holding this hearing, and for your leadership
on computer security issues in the House. Ilook forward to working with you to

improve the government information security reform language passed in the last
congress.

The government information security language was passed in the last
Congress as a part of the Defense Authorization Act. Consequently, it did not get
adequate review in the House. No hearings were held, and we had little
opportunity to affect the content. Consequently, under Representative Waxman’s
leadership, we sought and recieved a two year sunset on this legislation. Our
experience over the past year has substantiated the wisdom of that approach.

There are a number of problems in this legislation that have already come to
our attention. I hope that today’s hearing will help us put together a more complete
picture of the actions needed to make this legislation more effective.

One problem that has already come to our attention is the reports prepared
by the agencies. We asked GAO to use agency information security reports to
develop the score cards for our hearing last fall. It came as a surprise when the
Administration refused to allow access to those reports claiming that they were
predecisional and a part of the budget process. After much negotiation, we were
finally given access to the executive summaries. Hardly a satisfactory outcome.

A more serious shortcoming of this legislation is the absence of any system
to assure that all agency systems are checked and protected. Today, few if any
agencies have a complete inventory of its computer systems, even though just such
an inventory was required for Y2K compliance just two years ago. Without a
complete inventory, it is impossible to know if all systems have had the risks
assessed and the protections tested. We must make sure that every agency
maintains a current inventory of systems, and has in place a systematic process to
assess risk for those systems and to test the protections in place.
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1 look forward to today’s witnesses, and I hope that each of you will
understand that we share the common goal of assuring the public that our systems
have adequate protection
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[Recess.]

Mr. HORN. Recess has ended, and we will begin next with Mr.
Bement, who is the Director of the National Institute of Standards
and Technology [NIST]—not in the mist, but NIST. [Laughter.]

Dr. BEMENT. Right. Thank you, Mr. Chairman.

Mr. HORN. As a little kid, I remembered well the standards and
your beautiful campus out there.

Dr. BEMENT. You are more than welcome anytime, Mr. Chair-
man.

Thank you very much for giving me the opportunity to speak to
you about NIST’s role in cyber-security. NIST’s Computer Security
Program supports the vision of strong cyber-security and its critical
role both in homeland security and e-government. Our agency has
specific statutory responsibilities under both GISRA and the Com-
puter Security Act of 1987 for developing standards and guidances
that help Federal agencies to protect sensitive, unclassified infor-
mation.

Specifically, NIST has published a guidance for firewalls, intru-
sion detection, cryptography, public Web servers, and risk manage-
ment. We also conduct computer security research in close coopera-
tion with industry and academia. We work to find ways to apply
new technologies in a secure manner.

The solutions that we develop are made available to both public
and private users. This research helps us to find more cost-effective
ways to implement and address security requirements.

I would now like to highlight a few of our more important recent
contributions to improve cyber-security in Federal agencies. In De-
cember the Secretary of Commerce approved the Advanced
Encryption Standard [AES], as a Federal security standard. Within
days, commercial firms were announcing products that incor-
porated the AES. It is clear that AES soon will be used extensively
internationally and be available in a wide array of commercial
products to protect sensitive Federal information. We expect AES
will be used daily to secure trillions of dollars in electronic trans-
actions and to protect sensitive personal business and government
information.

The Chief Information Officers’ Council and NIST developed a se-
curity assessment framework to assist agencies with a very high-
level review of their security status. The framework established the
groundwork for standardizing on five levels of security and defined
the criteria agencies could use to determine if the levels were ade-
quately implemented. By using the framework levels, an agency
can prioritize agency efforts as well as to evaluate progress.

Building from the framework, NIST issued a more detailed secu-
rity questionnaire that most agencies use to conduct their pro-
grammed system reviews. This document provided guidance on ap-
plying the framework. In addition, the guide provides control objec-
tives and techniques that can be measured for each area. Many
agencies use this to prepare their GISRA responses to OMB.

NIST also recently formed a team that specializes in helping
Federal agencies navigate through the dangers of cyberspace. The
Computer Security Expert Assist Team [CSEAT], helps agencies
understand how to protect their computer systems, how to identify
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and fix existing vulnerabilities, and how to anticipate and prepare
for future security threats.

The CSEAT reviews are also valuable to NIST. They give us a
firsthand look at how NIST guidance is implemented, helping us to
improve our products and processes.

Our new information-sharing Web site for Federal agency secu-
rity practices covers a host of topics ranging from contingency plan-
ning to network security. Computer security professionals from var-
ious Federal agencies have contributed much of the material on the
site. The site also contains the best practices for critical infrastruc-
ture protection and computer security identified by the Federal
Chief Information Officers’ Council. The site is one of the latest ad-
ditions to NIST’s Computer Security Resource Center and is one of
the busiest and most popular spots on the entire NIST Web site.

Another aspect of our work involves security testing which com-
plements security standards by giving users confidence that the se-
curity standards and specifications are implemented correctly in
the products they buy. NIST and our Canadian counterpart have
set up a joint program to help ensure correct and secure implemen-
tation of unclassified cryptographic algorithms and products. Sta-
tistics show that 48 percent of the modules tested voluntarily
under this program have security flaws that were corrected during
testing. So, without our program, the Federal Government would
have only a 50/50 chance of buying products that correctly imple-
mented cryptography.

I would like to point out that in carrying out our responsibilities
under GISRA and the Computer Security Act, we consult frequency
with other agencies. In particular, we work very closely with the
Office of Management and Budget. We consult with OMB rep-
resentatives on the Federal Chief Information Officers’ Council, the
Federal Computer Security Program Managers’ Forum, and the
Committee on National Security Systems. We soon will serve on
the newly formed Committee on Executive Branch Information Sys-
tems Security. I would like to take this opportunity to commend my
OMB colleagues for their steadfast support in promoting our secu-
rity standards and guidelines with Federal agencies.

Let me close by emphasizing that our national commitment to
improved cyber-security must be increased in Federal agencies and
elsewhere. NIST has a proven track record of success and stands
ready to play key roles in this and other facets of homeland secu-
rity.

Thank you very much, Mr. Chairman. I will be pleased to answer
any of your questions.

[The prepared statement of Dr. Bement follows:]



73

Statement of
Dr. Arden L. Bement, Jr.
Director
National Institute of Standards and Technology
U.S. Department of Commerce
Before the
Committee on Government Reform
Subcommittee on Government Efficiency, Financial

Management and Intergovernmental Relations

House of Representatives
United States Congress

“Lessons Learned from the Government Information Security
Reform Act of 2000”

March 6, 2002



74

Good moming Chairman Horn and Members of the Subcommittee. On behalf of
the National Institute of Standards and Technology (NIST), thank you for the invitation
to speak to you today about cybersecurity issues. Iam Arden Bement, Director of the
National Institute of Standards and Technology (NIST), which is part of the Department
of Commerce’s Technology Administration.

Let me commend the Subcommittee for focusing on the critical issue of
cybersecurity in Federal departments and agencies. As evidenced by the recent OMB
report to the Congress on Federal Government Information Security Reform,
cybersecurity is a continuing challenge that demands the attention of the Congress, the
Executive Branch, industry, academia, and the public. It is also vital fo our homeland
defense efforts. The NIST security program supports the vision of strong cybersecurity
and its crucial role both in homeland defense as well as in E-Government by enabling
improvements in service to our citizens through secure electronic programs.

In the area of cybersecurity, NIST has specific statutory responsibilities for
developing standards and guidelines to assist Federal agencies in the protection of
sensitive unclassified systems. This is in addition to our broad mission of strengthening
the U.S. economy — including improving the competitiveness of America’s information
technology (IT) industry. In support of this mission, we conduct standards and
technology work to help industry produce more secure, yet cost-effective, products,
which we believe will be more competitive in the marketplace. Having more secure
products available in the marketplace will, of course, also benefit Federal agencies, since
they will be using commercial products to secure their systems.

NIST’s Computer Security Division in our Information Technology Laboratory
(ITL) is the focal point of our security program. Our program focuses on a few key
areas: cyrptographic standards and guidelines; public key infrastructure; security
research; agency assistance and the National Information Assurance Partnership (NIAP),
which is jointly managed by NIST and the National Security Agency (NSA) to focus on
increasing the number and quality of IT security products. NSA, as you may know, has
IT security responsibilities for many of the classified government systems.

To put our program in perspective, please keep in mind that approximately $10
million of direct Congressional appropriations, funding a NIST staff of about 45, supports
both our Federal and industry computer security responsibilities. This is a very small
program when compared with NSA’s recently released Information Assurance budget of
$755M for FY 2002. However, NIST’s small program does provide a significant retum
on investment. A new independent economic impact study conducted by the Research
Triangle Institute (RTI) conservatively estimates that NIST’s security research into “role
based access control (RBAC)” has saved U.S. industry $295 million and accelerated
industry's adoption of this advanced access control method by a year. ITL's research cost
taxpayers only $2.3 million. RTI estimated that RBAC technology has saved U.S.
industry a total of $671 million, and that our work was responsible for 44 percent of the
savings.
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NIST’s Statutory Responsibilities

Before expanding on some of NIST contributions to cybersecurity, I would like to
bneﬂy review the IT responsibilities that Congress assigned to NIST under two key
statues -- the Government Information Security Reform Act (GISRA) and the Computer
Security Act.

NIST was specifically tasked under GISRA to:

» Develop, issue, review and update standards and guidance for security of Federal
information systems;

* Develop, issue, review and update guidelines for training in computer security
awareness and accepted computer security practices;

* Provide agencies with gnidance for security planning to assist in development of
applications and system security plans;

¢ Provide guidance and assistance to agencies on cost-effective controls for
interconnecting systems; and

¢ Evaluate information technologies to assess security vulnerabilities in Federal
systems.

The GISR A-assigned responsibilities build upon the long-standing responsibilities of
NIST under the Computer Security Act and other statutes. The Computer Security Act
was established to improve security and privacy of sensitive information in federal
computer systems. It gave statutory authority to NIST to:

» Develop uniform security standards and guidelines for the protection of sensitive
information in non-classified federal computer systems;
¢ Develop technical, management, physical and administrative standards and
guidelines for cost-effective security and privacy of sensitive information in non-
classified federal computer systems;
¢ Develop guidelines for use by operators of federal computer systems containing
sensitive information in training their employees in security awareness and good
security practices;
s Develop validation procedures to evaluate the effectiveness of the security
standards and guidelines developed;
e Agsist the private sector, upon request, in using and applying NIST standards and
guidelines;
« Provide technical assistance to operators of federal computer systems in
. implementing these standards and guidelines; and
e Coordinate closely with other agencies such as the Departments of Energy and
Defense, the Office of Management and Budget, and others as appropriate, to
assure to the maximum extent feasible that standards and guidelines developed
are consistent and compatible across the entire federal sector (classified and non-
classified).
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We work very closely with the Office of Management and Budget (OMB) in
carrying out our security responsibilities under GISRA and the Computer Security Act.
‘We work with OMB representatives on the Federal Chief Information Officers Council,
the Federal Computer Security Program Managers’ Forum, and the Committee on
National Security Systems.” We will soon also serve on the newly formed Committee on
Executive Branch Information Systems Security. We have had security personnel on
detail to OMB. All of our Federal Information Processing Standards are formally
coordinated with OMB prior to promulgation by the Secretary of Commerce. We also
solicit comments on draft guidance and standards from Federal agencies and departments
via the CIO Council, the Federal Computer Security Program Managers’ Forum, and our
Computer System Security and Privacy Advisory Board (on which Federal agencies are
represented). We also distribute our final guidelines and standards to these groups, and
others, and make them widely available via our popular Computer Security Resource
Center (http://csre.nist.gov/) web site. While on the subject of our Federal agencies, let
me take this opportunity to commend my OMB colleague for OMB’s steadfast support in
promoting our security standards and guidelines with Federal departments and agencies.

Let me highlight some of the recent NIST contributions in meeting these
important responsibilities.

Security Guidelines and Standards
Tn 2001-2002, NIST published the following guidance:

s Firewalls and Firewall Policy,

Recommendation for Block Cipher Modes of Operation - Methods and

Techniques,

Underlying Technical Models for Information Technology Security, -

Introduction to Public Key Technology and the Federal Public Key Infrastructure,

Intrusion Detection Systems,

Risk Management Guide for Information Technelogy Systems,

A Comparison of the Security Requirements for Cryptographic Modules in

Federal Information Processing Standards 140-1 and FIPS 140-2,

Guidelines on Active Content and Mobile Code,

« Engineering Principles for Information Technology Security (A Baseline for
Achieving Security), and

¢ Security Self-Assessment Guide for Information Technology Systems.

e & ¢ o @ .

We also published draft guidelines currently under review by Federal departments and
agencies as well as other interested organizations and individuals concerning:

Guideline on Network Security Testing,

System Administration Guidance for Windows 2000 Professional,

Use of the Common Vulnerabilities and Exposure (CVE) Naming Scheme,
Contingency Planning Guide,

Security for Telecommuting and Broadband Communications, and
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¢ Security Guide for Interconnecting Information Technology Systems.

In addition, during the same timeframe, we completed the following Federal Information
Processing Standards (FIPS): .

e Advanced Encryption Standard (FIPS 197);
» Security Requirements for Cryptographic Modules (FIPS 140-2)

Late last year, the Secretary of Commerce approved the Advanced Encryption
Standard, (or AES) as a federal security standard. Within days of the AES
announcement, commercial firms were announcing products that incorporated the AES,
making it clear that the AES will soon be used extensively internationally -- and be
available in a wide array of commercial products to protect sensitive Federal information.
As AES is deployed, we expect that it will be used daily to secure trillions of dollars in
electronic transactions and protect sensitive personal, business, and government
information. :

We also have prepared updates to the Secure Hash Standard (FIPS 180) and are
producing the final standard in response to public comments we have received. In
addition we have issued numerous ITL Bulletins during the last year to provide guidance
to agencies and others on a broad list of topics.

Reducing Vulnerabilities Through Research and Security Testing

Both research and security testing can help reduce vulnerabilities in the
commercial IT products used to support the nation’s critical infrastructures.

Research on information technology vulnerabilities and the development of
techniques for cost-effective security are urgently needed. When we identify new
technologies that could potentially influence our customers” security practices, we
research the technologies and their potential vulnerabilities. We also work to find ways
to apply new technologies in a secure manner. The solutions that we develop are made
available to both public and private users. Some examples are methods for authorization
management and policy management, ways to detect intrusions to systems, and
demonstrations of mobile agents. Research helps us find more cost-cffective ways to
implement and address security requirements.

Security testing complements security standards by providing consumers with
confidence that security standards and specifications are correctly implemented in the
products they buy. Tmplementing cryptography correctly and securely can be
complicated. However, unless it is correctly implemented, it may provide no protection.
Therefore, in conjunction with the Government of Canada’s Communication Security
Establishment we operate the Cryptographic Module Validation Program, which helps
ensure correct and secure implementation of the particular cryptography. The
Cryptographic Module Validation Program has now validated over 200 modules with
another 75 or more expected this year. This successful program utilizes private sector



78

accredited laboratories to conduct security conformance testing of cryptographic modules
against the cryptographic Federal standards NIST develops and maintains. The testing by
the laboratories and our work with Canada involves access to unclassified public
algorithms and fest suites, and not to any Federal government operational cryptographic
keys or classified information.

Statistics from the testing laboratories show that 48% of the modules brought in
for voluntary testing had security flaws that were corrected during testing. In other
words, without our program, the Federal government would have had only a 50/50
chance of buying correctly implemented cryptography!

In addition, in recent years we have worked to develop the “Common Criteria”
(ISO/IEC 15408), which can be used to specify security requirements. These
requirements are then used by private-sector laboratories, accredited by NIST, for the
voluntary evaluation of commercial products needed for the protection of government
systems and networks. This work is undertaken in cooperation with the Defense
Department’s National Security Agency in our National Information Assurance
Partnership.

We have developed a web-based tool known as ICAT that allows users to identify
known vulnerabilities for their specific software. NIST’s ICAT then provides links to
vendor sites at which the users can obtain patches to address these vulnerabilities. This is
important because many computer break-ins exploit known vulnerabilities.

Training and Awareness

Timely, relevant, and easily accessible information to raise awareness about the
risks, vulnerabilities and requirements for protection of information systems is urgently
needed. This is particularly true for new and rapidly emerging technologies, which are
being delivered with such alacrity by our industry. ‘

We also host and sponsor information sharing among security educators, the
Federal Computer Security Program Managers’ Forum, and industry. We sponsor the
web-based Computer Security Resource Center to provide a wide-range of security
materials and information to the community and link to the Federal Computer Incident
Response Center at GSA and other emergency response centers. We actively support
information sharing through our conferences, workshops, web pages, publications, and
bulletins. Finally, we also have a guideline available to assist agencies with their training
activities and are an active supporter of the Federal Information Systems Security
Educators’ Association.

Security Assessment Framework and Self-Assessment Guideline
The Chief Information Officers Council and NIST developed a security

assessment Framework to assist agencies with a very high level review of their security
status. The Framework established the groundwork for standardizing on five levels of
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security and defined criteria agencies could use to determine if the levels were adequately
implemented. By using the Framework levels, an agency can prioritize agency efforts as
well as to evaluate progress.

Building from this Framework, NIST issued a more detailed security
questionnaire that most agencies used to conduct their program and system reviews. This
document (NIST Special Publication 800-26) provides guidance on applying the
Framework by identifying 17 control areas, such as those pertaining to identification and
anthentication and contingency planning. In addition, the guide provides control
objectives and techniques that can be measured for each area. Many agencies used this to
prepare their GISRA responses to OMB.

Federal Agency Security Practices Web Site

NIST recently inaugurated the Federal Agency Security Practices (FASP) website
(http://csrc.nist.gov/fasp/), building upon past successful work of the Federal CIO
Council’s Best Security Practices pilot effort to identify, evaluate, and disseminate best
practices for CIP and security. NIST was asked to undertake the transition of this pilot
effort to an operational program. As a result, NIST developed the FASP site, which
contains agency policies, procedures and practices; the CIO pilot best practices; and, a
Frequently-Asked-Questions section. Agencies are encouraged to share their IT security
information and IT security practices and submit them for posting on the FASP site.
Over 60 practices are now available via the site. Some practices have been modified so
as not to identify the specific submitting agencies.

Establishment of the NIST Computer Security Expert Assist Team

To assist agencies in securing their IT through improved management, Congress
appropriated $3M in new funding in FY 2001 for NIST to establish the Computer
Security Expert Assist Team (CSEAT). This team performs a review of an agency's
computer security program from a management, not a technical, perspective. The team’s
efforts help improve federal cybersecurity planning and implementation efforts by
assisting governmental entities in improving the security of their information and cyber
assets. The CSEAT accomplishes this by performing a review of an agency's computer
security program. The review is based on a combination of proven techniques and best
practices and results in an action plan that provides a Federal agency with a business
case-based roadmap to cost-effectively enhance the protection of their information
system assets.

The CSEAT has three primary purposes:
1. to assist agencies in improving the security of Federal IT systems,
2. to help reduce disruption of critical Federal systems/services, and
3. to improve Federal agency CIP planning and implementation efforts.

The CSEAT also helps Federal agencies understand how to protect information
systems, identify and fix existing vulnerabilities, and prepare for future security threats.
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The CSEAT also facilitates exchange of best security practices among government
agencies and between the government and private sector.

These reviews are important not only to the specific agencies, but also to NIST.
One of the key objectives in implementing the CSEAT initiative was to assist NIST in
identifying systemic security issues and challenges specific to distinct agency
environments in order to support development of needed computer security guidance.
The CSEAT visits and subsequent reviews of agency’s processes help NIST obtain a
“first hand” understanding of how NIST guidance is implemented at the working level in
diverse federal organizations. This is invaluable to NIST in meeting its statutory
requirements for deployment of effective security standards and guidelines. The CSEAT
reviews provide critical information for NIST strategic planning in support of technical
assistance for Federal agencies.

No funding was provided for this team in FY 2002. The Executive Order on
Critical Infrastructure Protection states that the heads of Executive Branch departments
and agencies are responsible and accountable for providing and maintaining adequate
levels of security for information systems. The President’s FY 2003 budget proposes
funding CSEAT as a cost-reimbursable program where Federal agencies pay for CSEAT
reviews. The requested funding of $1 million will cover administrative costs to maintain
a small staff to oversee and administer CSEAT activities, review methodology, and
ensure currency of information and approach.

Conclusion

Let me close by emphasizing that our national comumitrent to improve
cybersecurity must be increased -- in Federal agencies and elsewhere. There is still much
more to be done to address the continuing challenges of IT security. NIST has a proven
track record of success and stands ready to play a key role in this and other facets of
homeland defense. While we have a small effort in terms of funding NIST has a very
critical role in Federal IT security. We will continue to work to meet our statutory
responsibilities in protecting sensitive systems of Federal departments and agencies,
leading our security research, standards development, and testing programs, running the
Computer Security Resource Center, and raising awareness and demand for security
products and services. Thank you, Mr. Chairman. I will be pleased to answer any
questions.
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Mr. HogrN. Thank you, and we are delighted to have your paper
in particular.

We now turn to the Honorable Roberta L. Gross, former Inspec-
tor General, National Aeronautics and Space Administration. I lost
track of you. You have been a witness here before. When did you
leave the Inspector General’s position?

Ms. GRoOSS. Saturday.

Mr. HORN. Saturday? OK.

Ms. GROSs. But your staffer had asked me prior to the time, and
I had told her that I would be leaving, but we talked about I would
still come. So here I am.

Mr. HORN. Great. Well, welcome. So if we could summarize your
testimony?

Ms. Gross. Absolutely. I thank you for inviting me to testify
today on GISRA, and my testimony is obviously based on my recent
experience as NASA’s Inspector General. I served in that post from
August 1995 through March 2, 2002. I am also basing it on my ex-
perience as being the former Chair of the IGs’ IT Roundtable,
where we discuss cross-cutting issues across the government.

Last year I, along with a representative of the GAO, testified be-
fore the Senate Committee on Governmental Affairs on a precursor
of GISRA, Senate bill 1993. The then-chair of the committee, the
Honorable Senator Thompson, began his opening statement by re-
counting how time after time the GAO kept writing reports, Inspec-
tors General kept writing reports, about serious lapses in IT secu-
rity, deficiencies in IT capital, in human resources planning. He ob-
served that over the years law after law was passed, regulation
after regulation, and the issues seemed to reoccur and nothing
seemed to get better, and it was no wonder, with so many laws and
regulations, that this Senator rhetorically asked, “Why are we en-
acting GISRA?” The answer is that GISRA was needed, GISRA has
had success, and it can be improved.

My remarks are going to be divided into three sections: bad
news—I couldn’t be an Inspector General, or former Inspector Gen-
eral, without that, right? Good news, next steps, and lessons
learned.

During our GISRA reviews and audits at NASA, we found prob-
lems in each of the six areas highlighted by OMB. I am only going
to address three of them, using NASA as an illustration, and I in-
corporate by reference my written testimony.

The three that I would like to use as illustration are, one, lack
of senior management attention; two, limited programs for security
awareness and education, and, three, failure to exercise oversight
of contractor security services.

While some of the agency’s IT practices are more mature than
those at many agencies, and I notice that NASA got a “C-,” and
they are above one of the yellow lines, NASA management has his-
torically been unwilling to recognize and/or fully acknowledge the
significance of the IT weaknesses and deal with them in a timely
manner. There are various interrelated reasons for that.

They were engaged, since I have been there, in downsizing, fund-
ing problems, but also, seriously, an unwillingness of middle man-
agement or IT security officials to tell senior management the ex-
tent of the problem, as well as lack of reception by senior manage-
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ment to hear about the extent of the problem. So that is a good
segueway into the first problem: senior management attention.

Leaderships of all the agencies occupy bully pulpits by virtue of
their positions. They can regularly remind staff of their IT respon-
sibilities and obligations. No cost; talk is cheap. What should they
be doing?

They should be addressing their employees in as many forums as
possible and reinforce that IT security is everybody’s responsibility.
For example, we saw that the former Administrator used his of-
fice—this is at NASA again—used his office as a bully pulpit for
safety. Safety was NASA’s No. 1 core value. At senior staff meet-
ings, leadership reiterated this value, discussed lessons learned,
and tracked programs related to safety.

However, no similar attention to ITS, other than during the Y2
crisis. Y2 came and went, and senior management attention came
and went. I hope the new Administrator will use his office as a
bully pulpit on IT issues.

Let’s talk about the CIO. The CIO also did not utilize the bully
pulpit to communicate IG findings, and we had the same findings
over and over again, and NASA agreed to implement our rec-
ommendations over and over again. They didn’t monitor these rec-
ommendations that they agreed to implement.

Instead of using the bully pulpit and communicating to the staff
and saying, “Don’t wait for the IG. Why don’t you look to see if
your systems have similar problems? And here are some sugges-
tions that the agency IG recommended. Maybe these will be fixes
for you.” This really didn’t happen.

But I do want to point out the good news. Since the GISRA re-
port, the CIO has shown improvement in communicating and shar-
ing his communications with the OIG about IT vulnerabilities we
identified in the IT reviews. I used lack of communication as one
of the reasons why we found material weakness for purposes of the
GISRA report; the CIO failed to use a very low-cost/no-cost forum.

No. 2, another problem highlighted by OMB, as well as the IGs,
is insufficient security awareness and training. Civil servants and
contractors, they all need to have the training before being given
access to systems. If personnel have more responsibilities and high-
er-level sensitivities to systems, they need to have different kind of
training.

But NASA did not establish 100 percent training participation
for the targeted groups for all its measures, despite the age-old
adage: “You're only as good as your weakest link.” The point is not
that you are going to make 100 percent of your goal, but shouldn’t
that be your goal? How could you have less than 100 percent for
people to be trained as your goal? Otherwise, you're going to allow
and accept weak links.

Our biggest complaint on this training issue was that NASA did
not have all of its civil servant system administrators trained, but
even more significant is that they excluded, as their performance
measure, contractor personnel. Guess what? Seventy-nine percent
of NASA’s systems administrators are contractors. Their training is
not even measured; they are not even tracked in terms of whether
they have the appropriate training. This is an obvious risk for
which NASA did not implement compensating controls.
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Oversight of contractor responsibility. Over and beyond incor-
porating IT clauses into contracts, which OMB addressed and we
address, you still have to make sure that you know who these con-
tractors are with who you are working with. They have wide-range
responsibilities. Think about it. They are your systems administra-
tors. They purchase and provide desktops. They are the ones that
safeguard sensitive information. They maintain your systems. They
put the patches in your system.

Who are these people? What are they doing? And are you over-
sighting them? Contractor oversight is an area where the govern-
ment needs to be attentive, and certainly NASA does.

OK, good news. OMB focuses greater cooperation between OIGs
and CIOs. I do want to say and give credit to two individuals who
are here. Never say IGs don’t say good things about people. Glen
Schlarman and Kamela White are both here. There’s Glen, and
Kamela, she’s hiding over there.

Mr. HORN. Why don’t you speak that back into the mike? They
didn’t quite catch it.

Ms. Gross. OK. Both Kamela and Glen are here. In forwarding
their summary report to Congress, they did not try to paint a rosy
picture, but tried to present an accurate picture, and this wasn’t
always easy because sometimes it looked like the IGs and the agen-
cies were reporting on two different worlds.

I also want to commend them for their steadfast insistence that
management work with IGs in developing corrective action plans.
This has been a welcomed increase in cooperation between IGs and
CIOs. IG after IG report this.

Equally important, GISRA brought accountability to the heads of
the agencies. They had to forward the report. They had to forward
an IG report as well as the agency report and put their name on
it. It was their report. No more plausible deniability. They couldn’t
claim they didn’t know what the IT issues were at their agencies.
That was real good.

OK, next steps, and I'm going quickly—GISRA I think should be
extended in some form for 2 to 5 years, so that agencies will imple-
ment agreed-upon changes. In subsequent legislation, Congress
should consider to allow the IGs to have more flexibility in their
reporting responsibilities. This year it will still be the same, but if
you still have to do this kind of level of intensity without having
additional funding from the agency and OMB, you are not going to
be able to move into other high-risk areas. Unlike when Congress
passed the CFO audit and most IGs got more resources, that didn’t
happen for GISRA.

Another suggestion is that there should be a sunset provision
maybe in the 3 to 5 years, so you can evaluate is what you want
to do. Are the means overtaking the end? So I think a sunset provi-
sion is good.

Another way to ensure greater uniformity is to eliminate the
act’s bifurcation of responsibilities for national security programs.
Under the act, the agency head asks an outside evaluator to come
in, look at national security systems, which the IG later reviews.
NASA’s IG’s office never got that security report in time to review
it for the GISRA Act.
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The IGs use at the least, a uniform evaluation methodology.
They will either use government standards, PCIE-wide standards
for reviews, or GAGAS, government auditing standards for their
audits. This is not always the case. Agency heads bring in different
people. Who knows what standards they are using? So this should
b}? eliminated, and it should be having the IGs do 100 percent of
that.

These next steps require a focus on agencies’ infrastructure for
reporting intrusions, and also the agencies’ first-responders. Are
they training first-responders? When you have a program manager
they want to fix the problem. Often their fixes may increase the
problem. Maybe the intruder is still in the network trojanizing the
systems. Program managers don’t always know what they are
doing when they fix problems, partly because they are not coordi-
nating with law enforcement. IGs must look at, and I think this
should be an area of Congress could look at to see if they are actu-
ally, the agencies, are implementing law enforecement coordina-
tion. The Congress passed the USA Patriot’s Act of 2001 to help
law enforcement with the cyber war. One section allows victims of
computer attacks to authorize persons acting in color of law to
monitor trespassers on their computer systems. This provides law
enforcement with the same authority in the cyber world that a po-
lice officer has in the normal world if there is a burglary in
progress. This had to be amended so the monitoring wouldn’t be
considered wiretapping. This is important. I want to commend
Howard Schmidt, vice chair, President’s Critical Infrastructure
Board. He is working with Richard Clark. He has initiated contacts
with NASA’s Inspector General’s office to help frame a OIG-wide
response for the victim agencies. NASA, under my term, estab-
lished the first Inspector General’s Computer Crimes Unit, and
Howard was turning to our unit in part because we were recog-
nized both nationally and internationally for our expertise. It is
crucial that OIGs help their victim agencies and those agencies
look to this monitoring provision. Let’s not wait for the cyber-at-
tack, the law has already passed.

Nobody has procedures. I know, because I put a request for mon-
itoring into the agency, and it is under review. We need to have
more sense of urgency for something like this. The law was passed
because there was an urgent situation. That urgency cannot wait
for the next attack, and if that is a cyber attack——

Mr. HORN. Let me ask you a minute about this particular aspect
on the follow up and getting that. Did they use the Carnegie-Mel-
lon operation in part or did they use the FBI one?

Ms. Gross. Carnegie-Mellon is not a law enforcement entity.
They get information from both the private sector, and government
agencies. Part of the way Carnegie-Mellon works, is sharing of in-
formation. Although it is not a law enforcement entity, they do
have a member of the FBI on the Cert. They do share information
with law enforcement. It goes back and forth, but it is not a law
enforcement entity.

The FBI also wanted this Computer Security Act passed. They,
like any other law enforcement entity needed that in order to do
the monitoring; consensual monitoring by the owners of systems
when you know there is a burglary, a cyber burglary in process,
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they can monitor. They needed that provision. There’s no nation-
wide or agencywide practices on how to use that authority though.

But, again, remember with the FBI, the FBI has to look at the
private sector, universities and international entities. The group
that really looks for their victim agencies is the OIGs. Many of
them know the agency people; they know the systems; they know
the programs. You might have a shot at figuring out the intent and
motive of intruders if IGs are involved.

They have fully qualified law enforcement special agents. This is
a way of ensuring those much needed protections.

Right now, you have a focus of the FBI looking at physical terror-
ism. The role of the IGs becomes even more paramount because of
that. They need to step-up to the plate. I would be glad to speak
more on that. I can wax eloquent on that issue.

Mr. HORN. We will get to that again, but we will move on to Mr.
Gorrie.

Ms. GRoss. Yes.

[The prepared statement of Ms. Gross follows:]
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Statement of Roberta L. Gross
Before the
House of Representatives Committee on Government Reform
March 6, 20002

I thank you for the opportunity to be here today to discuss “Lessons Learned From the
Government Information Security Reform Act (GISRA) of 2000”. My testimony is
based primarily on my recent experience as NASA’s Inspector General' and Chair of the
Information Technology (IT) Roundtable, a commitiee of the President’s and Executive
Councils on Integrity and Efficiency (PCIE/ECIE).”

My remarks are divided into three sections: 1) The Bad News, 2) The Good News, and
3) Next Steps.

THE BAD NEWS

Along with Jack Brock, formerly the Director of Governmentwide Defense Information
Systems with the United States General Accounting Office (GAQO), I testified before the
Senate Committee on Governmental Affairs on March 2, 2000, on S. 1993, the
Government Information Security Act of 1999, a precursor proposal to the current
GISRA Act. When the then Chair of the Committee, the Honorable Senator Thompson,
began his opening remarks, he turned to Mr. Brock and me and stated thetorically, “We -
get report after report . . . If I were you guys, I would wonder why you are even n
business and whether or not we pay any attention. . . . This last [GAO] report still points
out serious deficiencies. . . and it makes you wonder what in the world it takes to get
anybody’s attention.” Senator Thompson went on to recount how time after time the
GAO and Inspectors General (1Gs) reported serious lapses in IT security and deficiencies
in IT capital and human resources planning. He observed that over the years, law after
law were passed to address these issues and nothing seemed to get better.

We knew to what he was referring:

For instance, we knew that the IGs have identified IT related issues as among the top
management concerns in the Federal Government. The PCIE/ECIE reviews found that
“OIGs across government report a remarkably consistent series of top management
challenges confronting their agencies: information technology resources. data, integrity

' served as NASA s Inspector General from August 1995 to March 2, 2002.

*Executive Order No. 12805, Integrity and Efficiency in Federal Programs, May 11, 1992, established the
PCIE and ECIE. These Councils are chaired by the Deputy Director for Management of the Office of
Management and Budget (OMB) and are comprised of Federal agency Inspectors General (IGs). IGs meet
regularly to identify and discuss governmentwide areas of weaknesses and vulnerabilities of crime, fraud,
waste and abuse in Federsl programs. The IT Roundtable, one of the PCIE/ECIE committees, focuses on
governmentwide issues associated with IT. For example, the IT Roundtable is sponsoring a session in
April 2002 with Mark Forman, Associate Director for Information Technology and E-Government, OMB,
as part of a PCIE/ECIE review of the President’s e-government initiative. IGs will focus, among other
issues, on whether agencies are implementing appropriate internal controls to ensure the integrity,
availability, and security of government records generated by these initiatives.
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and security, financial management, GPRA accountability, procurement and grants
management, and human capital staffing” [emphasis supplied].?

We also knew that GAO identified continuing IT challenges as part of its High Risk
reports. These challenges include: strengthening Agency information security;
improving the collection, use, and dissemination of government information; pursuing
opportunities for electronic government; constructing sound enterprise architectures;
fostering mature systems acquisition, development and operational practices; ensuring
effective Agency IT investment practices; and developing IT human capital strategies.*

‘We knew about the laws and regulations to which Senator Thompson was referring,
which agencies are required to follow, and which, if implemented, would result in good
IT practices. For example, key guidance is provided by OMB Circular A-130
“Management of Federal Information Resources.” That circular directs that users of
Federal information resources have the skills, knowledge, and training to manage
information resources. One of the circular’s premises is that the application of up-to-date
IT presents opportunities to promote fundamental changes in agency structures, work
processes, and ways of interacting with the public that improve the effectiveness and
efficiency of Federal agencies.

Other legal authorities governing IT referred to by Senator Thompson include the
Paperwork Reduction Act (PRA) of 1980, as amended by the Paperwork Reduction Act
of 1995 (44 U.S.C. Chapter 35); the Clinger-Cohen Act (also known as “Information
Technology Management Reform Act of 1996”) (Pub. L. 104-106, Division E); the
Privacy Act, as amended (5 U.S.C. 552a); the Chief Financial Officers Act (CFO Act)
(31 U.S.C. 3512 et seq.); the Federal Property and Administrative Services Act, as
amended (40 U.S.C. 487); and the Computer Security Act of 1987 (Pub. L. 100-235).

It is no wonder with so many laws and regulations that the Senator rhetorically asked,
“Why enact GISRA?” To answer that question, I will briefly summarize the GISRA
results and refer to the OIG findings at NASA, for purposes of illustrating general points.
However, first I will summarize my overall perception of GISRA — it has had success. It
can be improved.

*The top management challenges are set forth in “A Progress Report to the President: President’s Council
on Integrity and Efficiency (PCIE) and Executive Council on Integrity and Efficiency (ECIE)-Fiscal Year
2000." Excerpts from Office of Inspector General (OIG) reports show a range of IT problems: “DOE OIG
Finds That Contractor Did Not Clear Sensitive Information From Surplus Computers™; “NASA OIG
Assessment of International Space Station Communications Systems Identifies Needed Improvements™;
“HUD OIG Documents Continuing Problems with Information Technology”; SSA OIG Questions
Reliability of Codes in $SA Databases™; “Treasury OIG Documents Deficiencies in Customs” Automated
Systems”; “TIGTA Identifies Security Weaknesses in Key IRS Programs”; “USPS OIG Aids in
Investigation of Computer Hacker”,

*See GAO publication, Major Challenges and Program Risks: A Governmentwide Perspective, page 18
(GAQ 01-241, January 2001). )

°OMB Circular A-130 is directed to the Federal government, which is the largest single producer, collector,
consumer, and disseminator of information in the United States.
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GISRA Results

OMB recently submitted to Congress the summary GISRA report entitled, “FY 2001
Report to Congress on Federal Government Information Security Reform.” The report
highlighted six common governmentwide security weaknesses:

1) lack of senior management attention;

2} little or no performance measures for officials with IT security respcnsxbxhtles

3) limited programs for security awareness and education;

4) inadequate integration of security into capital planning and investment control
process;

5) failure to exercise oversight of contractor security services; and

6) inadequate attention fo detecting, reporting, and sharing information on
vulnerabilities.

Results of NASA GISRA Review

During our GISRA audits and reviews at NASA, the OIG found problems in each of the
areas highlighted by OMB. While some of the agency’s IT practices are more mature
than those at many other agencies, NASA management has historically been unwilling to
recognize and/or fully acknowledge the significance of the weaknesses and deal with
them in a timely manner.

* Senior Management Attention

The leadership of the Agency - the Administrator, the CIO, and the Center Directors -
occupy “bully pulpits” by virtue of their positions. They can regularly remind staff of
their ITS obligations at virtually no cost. What should they do? They should address
their employees in as many forums as possible and reinforce that ITS is everyone’s
responsibilify. They should provide adequate funding for and, thereafter, mandate
training and awareness programs and ensure such programs are actually implemented.
Does that happen?

Consider the situation at NASA. The OIG has identified ITS as a material weakness for
purpose of the Federal Managers Financial Integrity Act (FMF 1A),% in part, because of
the lack of communication by the CIO of the vulnerabilities and weaknesses the OIG
identifies in audits and reviews. Throughout Fiscal Years 2000 and 2001, we identified
time and time again the same weaknesses. Spemﬁcally, we identified weaknesses in
NASA’s ability to apply adequate host- based “security, including password management;
control over privileged system capabilities; critical system directory and file protection;

“Based on the recommendation of the NASA Internal Control Council, the Administrator reported ITS as a
significant area of concern for purposes of FMFIA. NASA OIG contracts with Pricewaterhouse Coopers
{PWC) for the annual financial audit. PWC found ITS a reportable condition as related to financial
systems.

"Host-based security controls protect the availability, integrity, and confidentiality of systems and are
designed to prevent unauthorized access from within the organization and from outside intruders who can
circumvent network or perimeter controls.
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configuration of security capabilities provided by the operating system; and security
monitoring and reporting activities. Also, we found and still find problems in how
NASA implements firewall capabilities to protect NASA networks from unauthorized
access or compromise from external networks, such as the Internet.

We have seen the former Administrator use his office as a “bully pulpit”. During his last
several years, he reiterated at every meeting that safety was NASA’s number one core
value. At senior staff meetings he and his leadership reiterated this value, discussed
lessons Jearned and tracked programs related to safety. However, he did not devote
similar attention to ITS (other than during the Y2K crises).® Thope the new
Administrator will use his office as a “bully pulpit” on IT issues.

The CIO did not utilize the “bully pulpit” to commuunicate the findings of the IG ITS
reviews and audits, We found no documented evidence that the CIO used IG reports to
motivate the ITS community to minimize security vulnerabilities by examining their
systems for similar problems. The CIO also did not effectively track agreed-upon
recommendations stemming from IG audits and reviews to ensure managers took
appropriate action. Because of this lack of communication (a cost/low cost tool to
address ITS problems), the CIO did not utilize an opportunity to better understand
resource requirements, funding shortfalls, and priorities. Moreover, agreed-upon
corrective actions have been slow and incomplete. Since the GISRA report, however,
the CIO has shown improvement in communicating (and sharing with the OIG his
communications) about IT vulnerabilities we have identified in our reviews.

e Performance Measures for Officials With IT Responsibilities:

To its credit, NASA uses commercial software to scan its IT systems for vulnerabilities.
While this is a good first step, the OIG has been concerned that NASA did not inform
decision makers about the limitations of the scanning pmglram9 and, as a result, may have
understated NASA’s IT vulnerabilities and provided undue assurance about the integrity,
availability and confidentiality of NASA’s information. NASA did agree to refine their
vulnerability testing. OMB acknowledged NASA efforts in this area noting that it “does
find it healthy, however, that the Agency has developed measures that are worthy of
-substantive discussion. Many agencies have not progressed this far.”

¥The Year 2000 (Y2K) date conversion problem involved computer systems and applications that used a
two-digit format (mm/dd/yy) to generate a date. These systems needed to be updated so that they would
continue to fumction properly once the year 2000 began.

*NASA initially identified a fixed-set of 57 vulnerabilities. However, the vendor classified 389
vulnerabilities as high risk. Moreover, the scanning software vendor issues monthly updates with
additional scanning capabilities. Admittedly, NASA would not want to scan even for all the high-risk
vulnerabilities because of problems with “false positive” results. Nevertheless, NASA’s metrics were too
focused on reporting progress against fixed vulnerabilities, rather than adequately reflecting the changing
risk environment,
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o Security Awareness and Training:

A key component of NASA’s IT program is that all users, both civil servant and
contractor, must complete training before given access to any of NASA’s systems.
However, only 5 of the 10 IT training awareness performance measures established in FY
2001 required all individuals in the targeted group to complete the required training.
Similarly, only 5 (42%) of the 12 FY 2002 IT training and awareness performance
measures were set at 100% participation for the targeted group despite the well-known
ITS adage that an entity is only as safe as its weakest link. The OIG was particularly
concerned that NASA did not set 100 % training participation for its civil servant system
administrators. (System administrators have the primary responsibility for implementing
the security policies on the IT systems they manage). It is even more significant that the
system administrator fraining measure completely excluded contractor personnel, who
comprised about 79% of NASA’s system administrators. This is an obvious risk for
which NASA did not implement compensating controls.

e Integration of ITS into capital planning and investment:

The OIG reported that the Agency did not include security requirements and costs in its
capiial asset plans, and did not plan to submit all plans for FY 2002 as requested by
OMB. The reviews further found that the Agency had not calculated IT security costs on
a system-by-system basis as required by OMB budget guidance. OMB noted that NASA
did report security costs on their FY 2003 budget materials.

e Oversight of contractor responsibility

NASA’s Federal Acquisition Regulation Supplement 1852.204-76 — the ITS clause —
requires contractor compliance with the GISRA, OMB, and other security requirements.
NASA established December 31, 2000, as the deadline for incorporating the IT clause in
its applicable contracts. However, as of May 2001, one of three Centers the OIG
reviewed had not identified all contracts subject to the clause. Further, NASA did not
include the applicable ITS requirements in its purchase orders (contracts), grants, and
cooperative agreements. Consequently, the Agency lacked reasonable assurance of
complying with GISRA requirements, and NASA’s systems and information may be
subject to additional security risks. -

Over and beyond incorporating IT clauses into contracts, NASA must vigorously
oversight its contractors. These contractors have wide ranging responsibilities, including
providing system administrators; purchasing and providing desktops to and maintaining
them for civil servants; and safeguarding sensitive information. Contractor oversight is
an area where NASA needs to devote considerably more attention.

® Detecting, Reporting, and Sharing Information on Vulnerabilities

To its credit, NASA has implemented a generally effective automated incident response
center. However, NASA’s incident reporting process is not standardized. Specifically,
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the OIG found significant differences in the quarterly ITS incident data used for
managing the ITS program and the data used for reporting ITS incidents to outside
agencies, such as the Federal Computer Incident Response Center (FedCIRC). Further,
NASA’s Automated Systems Incident Response Center (NASIRC)" and the OIG did not
receive consistent, standardized information from the Centers on IT incidents.

The OIG also found that NASA had not adequately addressed recommendations from
1999 regarding standardized incident response capabilities and strong management
controls to ensure appropriate Center reporting. Although NASA issued guidance based
on our recommendations, the reporting discrepancies the OIG found indicate that NASA
needed to take more stringent action to ensure its incident response capability provided
the intended benefits. These benefits are meant for NASA, the Federal government, and
the public at large since NASA reports to national centers that share information with the
private and government sectors. I will discuss the importance of detecting and
information on intrusions, reporting in the section, “Next Steps.”

THE GOOD NEWS

This “Good News” section would not be nearly as long without the work performed by
two individuals from OMB’s Information and Technology Branch, Glenn Schlarman and
Kamela White. They deserve special commendation for their considerable time and
energy on the GISRA effort. They worked hard to make the GISRA process work. In
forwarding their summary report to Congress, they did not try to paint a rosy picture, but
attempted to present as accurate a summary as is possible. (This was not always an easy
process when some agencies and the IGs seemed to be reporting two different worlds.) 1
also want to commend them for their steadfast insistence that management work with the
IGs in developing corrective action plans. One of the major by-products of the GISRA
review and correction action planning process has been a welcomed increase in the
cooperation between most CIOs and IGs.

So the first part of the good news is that OMB has become very focused on the IT efforts
of the Federal agencies. Equally important, GISRA brought accountability to heads of
agencies. GISRA required these agency heads to forward to OMB the summary reports
from management and the IGs. The agency heads, thus, had no plausible deniability —
they could not claim that they did not know the IT issues at their agency.

" For many IGs and their agencies, GISRA brought needed additional scrutiny to IT issues,
expanding the more limited reviews by IG (or external) auditors during the course of the
financial statement audits. In contrast, to the more narrow financial audit scrutiny,
GISRA draws all agency information systems into the evaluation process. Moreover, the
agencies could not ignore IG, GAO or other review recommendations since OMB
specifically required agencies to submit how they planned to correct reported
deficiencies.

*NASIRC provides NASA with ITS incident response capabilities including centralized incident tracking,
technical assistance, inter-Center coordination, trend analysis, and proactive and responsive correction
action.
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Another benefit from GISRA is that it focuses responsibility for IT security to the
managers who “own” the systems versus placing sole responsibility on the security
organization. As one IG stated, “In other words, it makes security a part of the
management’s day-to-day job and mindset instead of compartmentalizing it with the
security people.”

NEXT STEPS

GISRA should be extended in some form for 2-5 years in order for agencies to implement
agreed upon changes. In any subsequent legislation, Congress should consider allowing
1Gs more flexibility in their reporting responsibilities. The annual requirement creates
resource problems, particularly for smaller IG offices regardliess whether they use inside
staff or utilize the services of a contractor. Many IGs also have been concerned that
limited budgets and personnel may inhibit them from performing substantial and
adequate audit procedures, particularly if continued extensive annual reporting is
required.'! Along the same line, IGs also are concered that if they cannot use a risk
based approach, they will drain resources from other high-risk program areas. Some IGs
suggested that any extension of the GISRA Act include a “sunset provision™ so that
Congress can re-evaluate whether it wants to extend the Act and, if so, whether it wants
to make some changes.

All these suggestions appear sound. Agencies need time to implement their plans. 1Gs
need to be able to review agency implementation efforts. However, a sunset provision
ensures that Congress will evaluate this legislation which requires resource-intensive
reports, to ensure that the law is having its intended impact.

As part of next steps, OMB can provide greater clarity in the review process from OMB
directed both to the agencies and the IGs. This process will provide a more accurate
yardstick of how agencies are doing. However, if OMB intends to issue additional
guidance for the reports, then this has to occur early in the review process.'?

Another way to ensure greater uniformity is to eliminate the Act’s bifurcation of
responsibilities for national security systems. The Act provides that the head of the
agency appoint the evaluators of agency’s national security systems. The IG’s role is to
audit the evaluation. This provision is not efficient. Evaluators selected by the head of
the agency do not use a common approach or methodology, whereas 1Gs use PCIE
standards for reviews and generally accepted government auditing standards for audits.
Also, the timing of the agency’s review may cause problems for the IG evaluation. In
NASA'’s case, the OIG did not receive the reports from the outside evaluators in time to
perform the IGs required review. Moreover, this bifurcation ignores the fact that most

"When Congress passed the law requiring the resource intensive annual CFO financial audits by 1Gs (or an
external auditor selected by the IG), most IG offices received additional resources to meet this obligation.
Generally, this did not happen when GISRA became law.

2Some IGs observed that the OMB reporting instructions, issued June 22, 2001, required the OIGs to
perform additional procedures in addition to those that had previously been communicated by OMB.
Because the OIGs had to submit their independent evaluations in early September 2001, the June reporting
instructions did not allow OIGs time to perform extensive audit procedures for the additional OMB areas.
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1Gs are already performing some reviews of their agencies’ national security systems.
Any GISRA follow-on legislation should provide that the 1Gs conduct, or at their
discretion, the IGs select another source to conduct, the national security system reviews.

Some IGs wanted greater clarity from OMB as to the consequences for an agency which
makes the review process a paper shuffling exercise without addressing the specific
security risks identified by the GISRA reports. In this regard, OMB should emphasize
that agency management overall, not just CIO’s, will be held accountable for continuing
IT security deficiencies and give some definition to what OMB envisions to enforce
accountability.

In the coming year, OMB, the agencies, and IGs need to focus on the governmentwide
deficiency in detecting and reporting incidents. In this interconnected world, ITS
vulnerabilities in the Federal government impact the private sector and vice versa.”® The
GISRA reports made clear that many agencies do not have the infrastructure for detecting
and, thereafter, reporting intrusions. They have not established an agency clearing house
which can report and analyze data for the agency and forward to and receive information
from FedCIRC. Many do not have staff trained as first responders who can analyze the
patterns of intrusions and take appropriate steps to meet the crucial need of law enforce-
ment to have eatly access to evidence that is properly obtained and retained. The first
responders must have training or they will only respond to the requests of the program
managers to “fix” the “immediate problem”. Program managers mistakenly believe their
only concern is to have continued access to their networks. However, these “fixes” are
sometimes harmful: they prevent law enforcement analysis of the intent and motive of
the intruder; they may destroy the evidentiary trail to discern whether the intruder has left
behind hacker tools and/or trojanized the systems for future attacks.

The Congress has enacted the USA Patriot’s Act of 2001 in part to help law enforcement
in this cyber war. Section 217 of that Act allows victims of computer attacks to authorize
persons “acting under color of law” to monitor trespassers on their computer system.”* In
short, the purpose of this law is to allow law enforcement to assist victims in the cyber
world in the same way police with consent enter into homes to intercept burglars in the
act of committing crimes.

** The previous Administration recognized the need to focus on the protection of the interconnected critical
infrastructure through the issuance of Presidential Decision Directive 63 (PDD 63), on May 22, 1998, PDD
63 defines critical infrastructures as “those physical and cyber-based systems essential to the mininmum
operations of the economy and the government.” The current Administration has issued an Executive
Order to further define the Federal government’s response to the interdependencies of the nation’s critical
infrastructures.

YBefore monitoring can occur, four requirements must be met: First, the owner or operator of the
“protected” computer must authorize the interception of the trespasser’s communications. Second, the
person who intercepts con ications must be d in an ing investigation. Authority to intercept
ceases at the conclusion of the investigation. Third, the person acting under color of law nist have
reasonable grounds to believe the contents of the intercepted conmunication will be relevant te an ongoing
investigation. Fourth, investigators must only intercept communications to and from the trespasscr, and not
intercept non-consenting users authorized to use the computer.
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IGs during the current round of the GISR reviews should examine whether their agencies
are implementing appropriate procedures to utilize this important tool which allows law
enforcement to properly play its role in protecting their victim agencies. The time for
establishing procedures is not in the midst of a critical cyber infrastructure attack.'®

Summary

GISRA worked. It brought needed high fevel attention to IT issues.. GISRA should be
extended but modified in some respects along the lines suggested in today’s testimony.
Regardless of the fate of the Act, I hope that the attention to IT resulting from GISRA
reviews does not follow the course ot the Y2K crisis reviews. During that crisis, the
Federal government, at the highest levels, focused on IT issues. OMB was very involved,
requiring reports from agencies and monitoring their progress in corrective actions. The
1Gs committed considerable andit and inspection resources to this effort, reviewing
agencies’ efforts to ensure integrity in the process. The President used his office as a
“bully pulpit” through the widely respected Special Assistant to the President, John
Koskinen. Y2K came and went, and the intense scrutiny and focus of the agencies and
OMB on IT came and went. IT issues require the continued and vigilant attention of the
Federal government and the private sector. .

' Another next step for IGs in protecting their victim agencies against cyber attacks will be to work with
Howard Schmidt, Vice Chair, President’s Critical Infrastructure Protection Board. He bas initiated contact
with the NASA OIG to help develop a framework for OIGs in their law enforcement capacity to protect
agency cyber critical infrastructure. He turned to the NASA OIG because both the computer crimes and
technical division staff in that organization are well recognized in national and international law
enforcement communities for their expertise.

NASA is fortunate to have this dedicated and talent cadre. The Agency needs to provide it sufficient
support or the Agency will be less protected. Before I left as NASA IG, Ispecifically asked NASA’s
Administrator to personally reach out to assure this group of his support. This is certainly a no cost-low
cost use of his “bully pulpit.” -
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Mr. HORN. Robert G. Gorrie is the Deputy Staff Director, De-
fense-wide Information Assurance Program Office, and Assistant
Secretary of Defense for Command, Control, Communications and
Intelligence.

When did you fill that Assistant Secretaryship?

Mr. GORRIE. No, sir, I am Office of the Assistant Secretary. They
have that a little backward there.

Mr. HORN. I see, OK.

Mr. GORRIE. I conspire to that, though, but

Mr. HorN. Well, remind me, who is the Assistant Secretary in
that area?

Mr. GORRIE. Mr. Stenbit is, sir.

Mr. HORN. Mr. Who?

Mr. GORRIE. John Stenbit.

Mr. HORN. How do you spell the last name?

Mr. GORRIE. S-T-E-N-B-I-T.

Mr. HOrN. OK, yes, because I haven’t really followed it, but in
the days of Y2K, until the General occupying the effort left, I know
there’s been sort of up and down under the previous administra-
tion. I assume Mr. Stenbit, then, is the Bush administration?

Mr. GORRIE. Yes, sir, he followed Mr. Art Money, who was the
previous ASDC3I.

Mr. HORN. Well, go ahead.

Mr. GORRIE. Yes, sir, thank you, Mr. Chairman and members of
the subcommittee. I am honored to be here and pleased to have the
opportunity to speak with your committee about lessons learned by
DOD from assessments we conducted in response to the Govern-
ment Information Security Reform legislation.

Secretary Rumsfeld, in his testimony last month before the
House Appropriations Defense Subcommittee, identified six key
transformational goals for the Department. Leveraging information
technology to create seamless, interoperable network-centric envi-
ronments is one of those foundation transformational goals.

However, as our dependence on information networks increases,
it creates new vulnerabilities, as adversaries develop new ways of
attacking and disrupting U.S. forces. In recognition of this dichot-
omy, the Secretary established the protection of U.S. information
networks from attack as another foundation transformational goal.

Emphasizing that transformation is not an event, Secretary
Rumsfeld described it as an ongoing process or a journey that be-
gins with a transformed leading-edge force. Mr. Stenbit, the DOD
CIO, is committed to support our transformation by providing the
power to that information leading edge. To do that, he established
three goals for his supporting efforts of Mr. Rumsfeld, and one of
those is making the exchange of information available on a net-
work that people depend and trust.

Now all of these goals in large measure are influenced by our
ability to provide information assurance to the edge and through-
out the entire information enterprise. Our senior leadership’s stat-
ed commitment to these goals is testament to the importance
placed on information assurance within DOD.

The Department initiated work on its 2001 assessment in Janu-
ary 2001. The former DOD CIO, Mr. Art Money, established an TA
Integrated Process Team to lead the assessments. In addition, the
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DOD IG ensured that independent audits were performed to assess
and test DOD programs and policies for effectiveness and compli-
ance with the law and other policies, procedures, standards, and
guidelines.

The analysis of the system-specific data and the responses to the
OMB questions indicate that DOD has good IA policies, practices,
and procedures in place, but needs verification of compliance. With-
out a capability to enforce and properly audit IA policy compliance,
it is difficult to ensure that all systems operate based on up-to-date
procedures and proper configurations.

Based on the data analysis, however, it is evident that even for
those systems lacking accreditation, most have robust IA measures
in place and programs with high IA awareness. DOD has a strong
foundation in IA that will be expanded and more fully developed
as that program matures.

Without question, though, the biggest single lesson learned dur-
ing the conduct of GISRA 2001 was the problems associated with
our Security Certification and Accreditation Program. Compliance
is a major issue. However, stricter audit and enforcement of
DITSCAP, which is our Defense Information Technology Security,
Certification, and Accreditation Program, stricter audit and en-
forcement of that will not necessarily rectify the problem. Non-com-
pliance is more a symptom of the complexity of that process and
the clarity of its implementing policy. These problems were pre-
viously identified, but definitively confirmed in the GISRA 2001 as-
sessment.

That certification and accreditation policy is undergoing dramatic
modification in policy as well as in implementation. The DOD pol-
icy governing DITSCAP will streamline the certification and ac-
creditation process and provide better clarity on definitions and re-
sponsibilities. DOD is also pursuing the use of automated tools to
ease the documentation burden on security and systems adminis-
trators. The combination of these two efforts should significantly
improve our ability to conduct certification and accreditation and,
as a result, improve compliance.

DOD, through the Defense Information System Agency, has also
aggressively implemented comprehensive connection approval pro-
grams for both our Non-Secure and Secret Internet Protocol Router
Networks, the SIPRNET and the NIPRNET. These programs have
initial and subsequent periodic validation of network certification
and accreditation as a precondition for connection to the network,
and this will serve as a valuable compliance control mechanism to
make sure that those programs are fully carried out.

The DOD IG identified oversight and review of IA policy imple-
mentation and programming of funds and resources to support IA
as areas requiring attention in the last GISRA assessment. Con-
duct of worthwhile oversight and review of IA policy implementa-
tion requires not only an established process, but also relevant and
current IA policy. As mentioned in the IG report, DOD Directive
5200.28 was, or still is, our current security policy, but that hap-
pened to be written in 1992 and was woefully out-of-date.

In its place, DOD is issuing a series of new IA directives and in-
structions to accommodate a more complex IA environment. The
capstone directive is in formal coordination now within the Depart-
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ment and will be released soon. Other supporting directives have
recently been released or will be released later this year. The re-
sponsibilities established in these directives are clear and concise,
as are the management controls associated with the policies.

Oversight of budgets and programming to support IA is one of
the functions of my office, the Defense-wide Information Assurance
Program Office. We are now reviewing, with all the DOD compo-
nents, the services, and the agencies, IA budgets and programs
during their development to coordinate efforts across the Depart-
ment and to check for policy implementation. Subsequent to that,
we conduct reviews to match the resource allocations and expendi-
tures with the original plans to make sure that they match.

Now, those were the things we noticed during regular GISRA.
However, there were some procedural lessons learned that we also
developed. One, as was mentioned previously, was to work closely
with the DOD IG in the conduct of GISRA. Unfortunately, during
last year’s GISRA, we weren’t able to do that because of time con-
straints and previous scheduling problems with the DOD IG. They
looked at one small population of DOD systems, and we looked at
another population. Optimally, we would have looked, both we
would have done an assessment of DOD systems and then the IG
would have come behind us and audited the same systems to verify
the veracity of the information that we were getting.

Because of that, DOD’s Fiscal Year 2002 GISRA assessment ef-
forts will focus on three particular areas. One is review of selected
systems from 2001, and then we will go in and take a look at the
major DOD networks, and also the third part of that is the depart-
mental response to OMB IA management process questions.

Approximately 168 systems from the 2001 assessment will be re-
viewed. The second area of this year’s effort will focus on a random
sample of major local, wide, and metropolitan DOD area networks.

Then the final area in 2001 will be the response to the OMB IA
management questions. OMB has indicated that the questions will
be similar to those in the 2001 assessment, and will encompass all
aspects of IA throughout the Department, from training and aware-
ness to response capability. As DOD components conduct their as-
sessments, the DOD IG will audit the subset of the 168 systems
from last year, again, as I said before, to verify compliance and the
veracity of the information that we collected.

We in DOD find the GISRA assessments as a valuable tool. Com-
bined with other assessment tools we have—for instance, the Joint
Chiefs of Staff Joint Monthly Readiness Reviews, the Commanders-
in-Chief’s Integrated Priority Lists, Mission Need Statements, and
other requirements documents—we are better able to discern what
actions and direction are needed to be taken to sustain our IA pos-
ture and to transition to a more robust posture. Having identified
these necessary actions and directions, we were able to better co-
ordinate more effectively our oversight and coordination of the De-
partment’s IA budgets and the entire enterprise-wide program.

That’s it, sir.

[The prepared statement of Mr. Gorrie follows:]
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Thank you Mr. Chairman and members of the Subcommittee. I am honored to be here
and pleased to have the opportunity to speak with your committee about lessons the Department
of Defense (DoD) has learned from assessments we conducted in response to the Government
Information Security Reform (GISR) requirement of the Floyd D. Spence National Defense
Authorization Act for FY2001. I believe we have and confinue fo make significant progress in
our quest to secure and defend our computer networks. Today’s testimony will highlight some
of the efforts we’ve initiated over the past year and the challenges ahead in achieving

Information Assurance (IA) within the Department.

Secretary Rumsfeld, in his testimony last month before the House Appropriations
Defense Subcommittee, identified six key transformational goals for the Department around
which we will focus our defense strategy and develop our force. Leveraging information
technology to create a seamless, interoperable, network-centric environment is one of those
foundation transformational goals. The opportunities to give U.S. forces unparalleled battlefield
awareness are impressive- if they can “see” the entire battlefield and the enemy cannot, their
ability to win wars grows exponentially. However, as our dependence on information networks
increases, it creates new vulnerabilities, as adversaries develop new ways of attacking and
disrupting U.S. forces. In recognition of this dichotomy, the Secretary established the protection

of U.S. information networks from attack as another foundation transformational goal.

Emphasizing that transformation is not an event, Secretary Rumsfeld described it as an
ongoing proccss, a journey that begins with a transformed “leading edge” force, which, in turn,
leads the U.S. Armed Forces into the future. Mr. Stenbit, DoD CIO, is committed to suppors our
transformation by providing the power of information to that leading edge. To bring power to
the edge, he established three goals for his supporting effort: make the exchange of information
available on a network that people depend and trust; populate that network with dynamic sources
of information to defeat the enemy; and deny the enemy those same advantages by exploiting his
weaknesses. These goals, in large measure, are influenced by our ability to provide information

assurance to the edge and throughout our entire information enterprise. Our senior leadership’s
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stated commitment to these goals is testament to the importance placed on Information

Assurance within DoD.

The Department initiated work on GISR 01 in January 2001. The former DoD CIO, Mr.
Art Money, cstablished an IA Integrated Process Team (IA IPT) to evaluate and consolidate
component assessments of the adequacy and effectiveness of Department IA policies,
procedures, and practices, including testing the implementation for a subset of DoD systems. In
addition, the DoD Inspector General (IG) ensured that independent audits were performed to
assess and test DoD programs and policies for effectiveness and compliance with the law and

other policies, procedures, standards, and guidelines.

Optimally, the IA IPT and the DoD IG would have evaluated and audited systems chosen
from a common pool, Time available for planning and scheduling, and the nascent nature of the
effort, however, resulted in the IG providing assessments based on their own evaluation criteria

. rather than an audit of the TA JPT GISR efforts. The IG’s review differed from the IPT’s in its
approach to what was actually evaluated. The IPT selected a sample of 560 systems from the
almost 4,000 systems listed in the DoD> Information Technology (IT) Registry while the IG
started with a universe of 4,939 applications, supported by the Defense Information Systems
Agency (DISA) at certain Centers and Detachments. Of these, the IG assessed 90. The IG
evaluated these 90 applications for Certification and Accreditation (C&A) and Interim
Authorities to Operate (IATO). The IPT evaluated for C&A and IATO but additionally assessed
its sample of systems from the IT Registry for other security measures in part based on the
National Institute of Standards and Technology (NIST) Security Self-Assessment Guide for
Information Technology Systems.

The analysis of the system-specific data and the responses to the OMB questions indicate
that DoD has good IA policies, practices, and procedures in place but needs verification of
compliance. Without a capability to enforce and properly audit IA policy compliance, it is
difficult to ensure that all systems operate based upon up-to-date procedures and proper
configurations. Based on the data analysis, however, it is evident that even for those systems

lacking accreditation, most have robust IA measures in place and program managers with high
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1A awareness. DoD has a strong foundation in [A that will be expanded and more fully
developed as this capability is matured.

The IPT categorized information systems into two groups: Mission Critical if loss of the
system would cause the steppage of or affect the direct mission support of warfighter operations;
and Mission Essential when the acquiring Component head designates it as basic and necessary
for the accomplishment of the organizational mission. Sixty-nine percent of the evaluated DoD
systems had an Accreditation or an IATQ. Almost 90% of the acereditations and TATO were
current (based on the DoD standard of 3 years for acereditations and 1 year for IATO), Another
6% listed accreditation as “in progress.” Eighty-one percent of Mission Critical systems had
accreditation or JATO compared to 63% of Mission Essential systems.

Accreditation statistics alone are not completely representative of measures taken to
secure DoD Information Systems. Also included in the evaluation were questions about specific
security rclated measures that have been taken without regard to accredifation status. Generally,
it was apparent that a great majority of reported systemns have significant protection measures in
place.

Components reported the following affirmative results regarding protection of systems:

* Positive Security Measures:

» access controls - 97%

s physical security — 97%

o administrative controls — 96%

* personnel security measures — 94%

* security incident response capability — 87%
o boundary protection — 83%

* intrusion detection system - 65%

e data integrity — 94%

» 1A Relevant Plans:
o hardware/software maintenance plan —~ 92%

e existence of contingency plan ~ 81%
G Reform Sub ittee on
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» exercise of contingency plan—31%
e risk management plan — 79%
e system security plan — 78%

* system life cycle plan — 74%

e JA Compliance and Testing Mechanisms
e connection approval - 77%
o Information Assurance Vulnerability Alert (IAVA) compliance — 66%
¢ Red/Blue team —25%

In addition to the assessment of specific systems, components were required to answer
fourteen questions based on the GISR legislation and OMB Circular A-11. These questions
addressed the existence and implementation of DoD IA policy and procedures. Responses to
two particular questions indicated areas requiring attention. Responses to the questions obtained
by both the IPT and the DoD IG indicate problems with the DoD Information Technology
Security Certification and Accreditation Program (DITSCAP), specifically in the areas of
program compliance, complexity, and clarity. In addition the DoD IG identified oversight and
review of IA policy implementation and programming of funds and resources to support IA as

areas requiring attention.

Without question, the biggest single lesson learned during the conduct of GISR 01 was
the problems associated with our Security Certification and Accreditation Program. Compliance
is a major issue. However, stricter audit and enforcement of DITSCAP compliance will not
rectify the problem. Non-compliance is more a symptom of the complexity of the DITSCAP
process and clarity of its implementing policy. These problems were previously identified but

definitively confirmed in the GISR 01 assessment.

The DITSCAP is currently undergoing dramatic modification in policy as well as
implementation, The DoD policy governing DITSCAP will streamline the certification and
accreditation (C&A) process and provide better clarity on definitions and responsibilities. DoD

is also pursuing the use of automated tools to ease the documentation burden on security and

Government Reform Subcommittee on
Government Efficiency, Financial Management
and Intergovernmental Relations
Sof7 03/05/02 9:40 AM



103

systems administrators. The combination of these two efforts should significantly improve our
ability to conduct C&A and as a result improve compliance. DoD through DISA has also
aggressively implemented comprehensive connection approval programs for both the Non-secure
and Secret Internet Protocol Router Networks (NIPRNET/SIPRNET.) Those programs have
initial and subsequent periodic validation of network C&A as a precondition for connection

approval. This will serve as a valuable compliance control mechanism.

The DoD IG’s identification of oversight and review of IA policy implementation and
programming of funds and resources to support IA as areas requiring attention is another lesson
learned. Conduct of worthwhile oversight and review of JA policy implementation requires not
only an established process but also relevant and current JA policy. DoD Directive 5200.28
identified by the IG in its report is out of date. In its place, DoD is issuing a series of new IA
directives and instructions to accommodate a more complex IA environment. The capstone
directive is in formal coordination within the Department and will be released soon. Other
supporting directives have recently been or will be released later this year. The responsibilities

established in these directives are clear and concise, as are the management controls.

Oversight of budgets and programming to support IA is one of the functions of the
Defense-wide IA Program (DIAP) office. We are now reviewing, with all DoD components, IA
budgets and programs during their development, to coordinate effort across the Department and
check for policy implementation. We conduct subsequent reviews to match resource allocation

and expenditures with the original budget plans.

In addition to the lessons learned about the IA posture of our information enterprise, we
have also learned valuable procedural lessons concerning the conduct of GISR assessments. As
mentioned previously, the IA IPT and the DoD IG examined systems from different populations.
We were also late in our strategy development and planming, waiting for definitive guidance to
help shape our effort. Building on our experience from GISR 01, we initiated strategy
development and planning for GISR 02 immediately after the completion of the GISR 01 report
in October 2001. The IA IPT and the DoD IG worked in concert to produce a strategy and plan

that integrates the efforts of the IPT and the IG.
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DoD’s FY02 GISR assessment effort will focus on three major areas: review of select
systems assessed in FY01, assessment of a sample of major DoD networks, and Departmental
response to OMB’s IA management process questions. Approximately 168 systems from the
FYO0!1 assessment will be reviewed. The second area of this year’s effort will focus on
assessment of a random sample of major (Local, Wide, and Metropolitan Area) DoD networks.
The final area of the FY02 GISR assessment is the response to Office of Management and
Budget (OMB) JA management questions. OMB has indicated that the questions will be similar
to those in the FY01 assessment and will encompass all aspects of IA throughout the Department
from training and awareness to response capability. As DoD components conduct their
assessments, the DoD IG will audit a subset of the 168 systems brought forward from last year’s

assessment.

GISR assessments are a valuable tool. Combined with other assessment tools (Joint
Chiefs of Staff Joint Monthly Readiness Reviews (JMRR), Commanders-in-Chief (CINC)
Integrated Priority Lists, Mission Need Statements, requirements documents, etc.) we are better
able to discern what actions and direction are needed to sustain the IA posture of our information
infrastructure and position ourselves to transition to a more robust posture. Having identified
necessary actions and direction we are better able to conduct more effective oversight and

coordination of the Department’s TA budgets and enterprise wide program.

Government Reform Subcommittee on
Government Efficiency, Financial Management
and Intergovernmental Relations
7 of 7 03/05/02 9:40 AM
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Mr. HORN. Thank you very much. I want to ask you about the
role of Mr. Stenbit. Now he is Assistant Secretary for the three
C’s—Command, Communications, and what else is it?
| Mr. GORRIE. Command, Communications, and Control and Intel-
igence.

Mr. HORN. Control and Intelligence?

Mr. GORRIE. Yes, sir, and he is also the DOD CIO.

Mr. HORN. Yes. Now is that too much for one person to handle?

Mr. GORRIE. No, sir. Actually, it is probably a pretty good com-
bination because not only does he see or oversee the policy and the
budgetary parts of IT within the Department, but then, again, as
the CIO of DOD, that gives him a more pervasive view not only of
the programming and budgeting aspect and bringing new systems
on board, but getting into the daily operational things that go on
within the Department.

Is it too big of a job to handle? No. I mean, he obviously has staff
to deal with his CIO functions and also with his Assistant Sec-
retary functions, but to have that all brought together in one per-
son is valuable, because you get to see not only the policy develop-
ment and also the procurement side of it, but also the operational
side of it.

Now there are people who would disagree with that and say that
we should split this function and have a separate DOD CIO and
a separate Assistant Secretary for Command, Control, Communica-
tions and Intelligence. The jury is still out on that. I don’t person-
ally subscribe to splitting those responsibilities, but until I become
the Secretary, I won’t be able to make that decision, sir. [Laugh-
ter.]

Mr. HORN. Well, I would like a little table with little boxes as
to how many people we have for those various functions. I have
gone through this with another agency 5 or 6 years ago. They piled
everything onto what Congress had said about Chief Financial Offi-
cers, Chief Information Officers, and the thrust of that was to get
somebody of high-rank that we could get in the private sector or
in the executive branch out of the Senior Service. We just looked
1a‘c i&c, Czllnd not much was happening because the poor soul was over-
oaded.

So I would like a chart at this point in the record. Without objec-
tion, it will be put there. So if you and everybody else can give us
one, just so we can see the picture of who’s helping and how many
are helping and addressed to this?

Mr. GORRIE. Yes, sir.

And if T might add one other reason why I don’t think you nec-
essarily want to separate those functions is because the level—if
you split those functions, I don’t know that necessarily the level of
importance of the person holding that job would carry enough sway
within the Department to have influence. At the Assistant Sec-
retary level—and, actually, I think it should be at the Under Sec-
retary level, but, again, I am not in a position to make that call—
there is enough leverage there, and they have enough influence
and the ear of the Secretary of Defense to make things happen. If
you split it and diluted it, that might not necessarily be the case.

Mr. HorN. I have great admiration for the Secretary of Defense.
I remember, going back about seven administrations, one person
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had about 12 of the functions we now have Assistant Secretaries
hold. As you know, he did a very fine job. But when we have trou-
bles in this area, where we haven’t had it yet up where they can
get a C, B, or A in looking at the computing operation, it just
means we have got to focus on that and not be waylaid by all the
other things that are very important.

Mr. GORRIE. Yes, sir.

Mr. HORN. OK, so we now have our last presenter, Chief Infor-
mation Officer Karen S. Evans of the U.S. Department of Energy.

Gﬁad to have you here. When were you appointed? I see January
28th.

Ms. EVANS. Yes, sir, just 6 weeks ago.

Good morning, and thank you for this opportunity to appear
today to address the very important issue of improving the security
of our Federal information systems. I was named the Department
of Energy’s Chief Information Officer 6 weeks ago, on January 28,
2002. As the CIO, I believe that effective cyber security is a bal-
ance of managed policies, procedures, technology, training, and peo-
ple. It is also a major enabler of our Department’s information
technology initiatives, especially our e-government initiatives.

My remarks today focus on the implementation of the Govern-
ment Information Security Reform Act, improvements in the De-
partment’s cyber security infrastructure, and our plans for further
strengthening our cyber security posture.

GISRA provides a comprehensive framework for establishing and
ensuring effectiveness of security controls over information re-
sources that support Federal operations and assets. Secretary
Abraham submitted the Department’s first annual security review
last September. This committee established grading criteria, and
the Department received an “F.”

The scoring acknowledged that we were either complete or in the
process of implementing 9 of 10 areas. Our raw score was 71. The
score was weighed against weaknesses identified by our previous
Department Inspector General and the Office of Independent Over-
sight and Performance assurance audits and assessments. Our
final scoring was lowered to 51.

Since the passage of GISRA, the Department has taken an active
leadership role to further strengthen its cyber security posture.
First, we developed and incorporated an enterprise-wide perimeter
defense strategy to reduce the number and the severity of success-
ful attacks. Analysis reveals that while the overall threat from
virus and malicious code increased, the number of successful intru-
sions diminished. Virus and malicious code incidents dropped from
60 in fiscal year 2000 to 39 in fiscal year 2001, a 35 percent reduc-
tion. In addition, while probes and scans escalated over 2,000 per-
cent from fiscal year 1999 to 2001, unauthorized access and Web
defacements diminished by over 50 percent.

In addition, we have trained 6,200 managers and cyber security
staff in the last year alone, and are continuing an aggressive train-
ing and awareness program, so that every Department member is
aware that cyber security is an integral part of his or her job.

Like many other government agencies, we still have a long way
to go, but we have an excellent foundation on which to build. We
recognize the importance of cyber security as a management issue.
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Our goal is to give line management the authority to determine
how to implement policy, because it is in the best position to assess
the appropriate levels of protection.

Our Performance Improvement Plan and Performance Report
Card provide a clean remediation road map for those program of-
fices with GISRA-identified deficiencies, and our sites have made
significant progress toward their elimination.

Today I am pleased to announce additional cyber security initia-
tives. First, I will focus initially on developing and implementing
a Department-wide certification and accreditation process to ensure
that our unclassified information systems comply with depart-
mental cyber security policies. Our Certification and Accreditation
Program will establish a Department-wide process to certify that
an information system or a site complies with documented security
requirements, and that the program will continue to maintain an
accredited security posture throughout the system life cycle.

Processes such as certification and accreditation are insufficient
without adequate risk-management and configuration management
directives. The Department has identified some shortcomings in its
approach in both areas, and I am committed to developing direc-
tives in these areas.

The Department is also committed to protecting our national crit-
ical and mission-critical assets. As one of the first five agencies to
complete the Critical Infrastructure Assurance Office Project Ma-
trix Step One, we now have a comprehensive list of our most criti-
cal assets, which we used to focus our enhanced protection efforts.

In addition, I am committed to implementing a robust, independ-
ent validation and verification process to provide an additional ob-
jective level of assurance regarding the continuity of operations for
all of Department of Energy’s mission-critical cyber assets.

The Department has also initiated a renewed IT capital planning
process to manage the cost of acquiring and maintaining IT assets.
We are improving that process to ensure the seamless integration
of security into each system’s lifecycle costs. Although each of these
efforts is only a part of our cyber security program, together they
are effective tools to protect the Department’s critical information
assets. They will also serve as enablers for our electronic govern-
ment efforts.

I am intent on making the Department a national center of excel-
lence for safeguarding classified and unclassified information on
electronic systems. This will be accomplished through three objec-
tives: strengthening the Department’s cyber security community,
ensuring a Department-wide risk-based approach to cyber security
implementation, and enhancing protection of our internal cyber as-
sets, especially our nationally critical and mission-critical assets.

As CIO, I have been given programmatic authority to provide
management oversight of the Department’s cyber security program
through the use of information technology capital planning and in-
vestment process. Our Performance Improvement Plan and Per-
formance Report Card clearly communicate the status of identified
issues of concern. This plan builds upon the foundation provided by
GISRA and fosters solution-sharing within the enterprise.

Our performance metric program provides us feedback on key
elements for a healthy cyber security program. I am moving for-
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ward to strengthen our approach to risk and configuration manage-
ment; implement a comprehensive certification and accreditation
process, and an independent validation and verification process.
With these initiatives, I am confident that the Department will
continue to strengthen its cyber security posture.

Success in this area takes continued and focused efforts due to
the increasing complexity of threats and the rapid evolution of
technology. We at the Department are committed to meeting this
challenge.

Mr. Chairman, this concludes my statement, and I would be
happy to answer any questions.

[The prepared statement of Ms. Evans follows:]
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Mr. Chairman and Members of the Subcommittee:

I want to thank you for this opportunity to appear today to address the very important

issue of improving the security of our federal information systems.

I was named the Department of Energy’s (DOE) Chief Information Officer on January
28, 2002. As CIO, I believe that effective cyber security is a balance of managed policies,
procedures, technology, training, and people. 1 also believe that cyber security is a major
enabler of our Department’s information technology (IT) initiatives, especially our e-
government initiatives. Although I have been at DOE for a very short period of time, I
cannot emphasize strongly enough how important cyber security is for protecting the

Nation’s and Department’s critical information assets.

My remarks today will focus on the implementation of the Government Information
Security Reform Act (GISRA), improvements in the cybersecurity infrastructure at the

Department, and our plans for further strengthening our cyber security posture.

GISRA Implementation

The purpose of GISRA is to provide a comprehensive framework for establishing and
ensuring effectiveness of security controls over information resources that support
Federal operations and assets. Secretary Abraham submitted the Department’s first
annual security review on September 7, 2001 in response to GISRA requirements and
Office of Management and Budget guidance. The Committee cstablished grading criteria

and based on the application of these criteria, the Department received an “F”. The
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scoring by the Committee showed that we received a full score in the areas of budgeting,
control of contractor’s services, and training. The scoring also gave us credit for partial
implementation of our performance metrics program, incident reporting and response
program, critical asset identification, and capital planning program. The Committee
found it difficult to determine whether the Department had integrated information and
information technology with our critical infrastructure protection program. Our raw score
was 71. This was weighed against the analysis of issues identified by our Inspector
General and the Office of Independent Oversight and Performance Assurance through a

review of past audit and assessments and our final score was lowered by 20 points.

‘While we have made good progress over the past two years, we still have a long way to
go. It is on that basis that T will present what we have done and what we are doing to

further improve our information asset security.

Marked Stages of Improvement
Since the passage of GISRA, the Department has taken an active leadership role and

made significant progress in strengthening the department’s cybersecurity posture.

First, we have developed and incorporated an enterprise-wide perimeter defense strategy
to reduce the number and severity of successful attacks. Our incident response program
clearly shows that our investment in this strategy has had a significant and positive
impact. Analysis of DOE data reveals that while the overall threat from virus and

malicious code has increased, the number of successful intrusions has diminished. For
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example, virus and malicious code incidents have dropped from 60 in fiscal year (FY)
2000 to 39 in FY2001, a 35% reduction. In addition, while probes and scans have
escalated by over 2,000 percent from FY1999 to FY2001 (2,317 to 45,444), unauthorized
access and web defacements have diminished by over 50% (130 to 64). The number and
severity of malicious code infestations has lessened significantly as the department has
implemented this strategy to include training our users. Since no program can be
successful unless people have been properly trained and are aware of new threats and
vulnerabilities, we have trained 6,200 managers and cyber security staff in the last yvear
alone. We are continuing an aggressive training and awareness program so that every
member of the DOE infrastructure is aware that cyber security is an integral part of his or

her job.

Second, the Department has strengthened the implementation of cybersecurity controls of
unclassified, sensitive unclassified and classified systems at our weapons laboratories. A
congressionally mandated “Red Team”, has tested the bottom-line effectiveness of the
Department’s cyber security program at these facilities and conducted penetration tests in
an attempt to find and exploit security “holes.” This team, composed of some of the most
preeminent government security experts, was unable to penetrate any sensitive

unclassified or classified systems.

On the technology front, the department has instituted several internal software
development efforts to boost the level of cyber system protection. DOE’s Safepatch, an

automated security patching program for information systems, provides enhanced
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network monitoring and sophisticated data mining tools to correlate activity to detect
potential intrusion attacks. This tool is being used within the Department of Justice,
Health and Human Services, and other government departments and agencies to ensure
that critical systems are kept up to speed. Another Department developed software tool,
the Network Software Detection (NID), protects the network security perimeters at the
Department and is utilized at the FBI, Department of Transportation and 15 other federal

departments and agencies.

Like many other Government agencies, we still have long way to go, but we have an
excellent basis on which to build. We have recognized the importance of cyber security
as a management issue. Among our objectives are a clear definition of the roles and
responsibilities for line management. Our goal is to give line management the authority
to determine how to implement policy. We believe that line management has the greatest
insight as to the level of protection that is required for the assets for which they are
responsible. Our Performance Improvement Plan and Performance Report Card, our most
recent management innovations, provide a clear remediation roadmap for those DOE
Program Offices with GISRA-identified deficiencies and our sites have made significant

progress toward their elimination.

Our Goals
Today, I am pleased to announce additional cyber security initiatives. I will focus initially
on developing and implementing a DOE-wide certification and accreditation process to

ensure that our unclassified information systems comply with departmental cyber security
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policies. We already have an effective certification and accreditation process to protect

DOE’s classified cyber security assets.

Our certification and accreditation program establishes a department-wide process to
certify that an information system or site complies with documented security
requirements and that the ;/)rogram will continue to maintain an accredited security
posture throughout the system life-cycle. Certification and authentication is founded
upon sound risk management processes, which aides in determining the protection

requirements for the information stored or processed on the DOE information system.

My commitment to you and the public is to make executive management accountable for
all information systems, both classified and unclassified. Processes such as certification
and accreditation are insufficient without adequate risk management and configuration
management directives. DOE has identified some shortcomings in its approach in both

areas. Iam committed to developing directives in these areas.

The Department is also committed to protecting our national-critical and mission-critical
assets. As one of the first five agencies to complete the Critical Infrastructure Assurance
Office Project Matrix Step 1, we now have a comprehensive list of our most critical
assets. We are committed to enhancing the protection of these assets and will use the

Project Matrix results to focus our enhanced protection efforts.
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In addition, I am committed to implementing a robust independent validation and
verification process. This process provides an additional, objective level of assurance

that ensures continuity of operations for all of DOE’s mission-critical cyber assets.

The Department has initiated a renewed IT capital planning process to manage the cost of
acquiring and maintaining IT assets, We are improving that process to ensure the
seamless integration of security into each system’s lifecycle costs. Although each of
these efforts is only a part of our cyber security program, together they are effective tools
to protect the Department’s critical information assets. They will also serve as enablers of

our electronic government efforts, another primary interest of mine.

I am intent on making the Department a national center of excellence for safeguarding
classified and unclassified information on electronic systems. This will be accomplished
through three objectives: strengthening DOE’s Cyber Security Community, ensuring a
DOE-wide risk-based approach to cyber security implementation, and enhancing
protection of our internal cyber assets, especially our nationally-critical and mission-

critical assets.

Conclusion

As CIO, Thave been given programmatic authority to provide management oversight of
DOE’s cyber security program, through the use of the information technology capital
planning and investment process. Our Performance Improvement Plan and Performance

Report Card clearly communicate the status of identified issues of concern. This Plan
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builds upon the foundation provided by GISRA and fosters solution sharing within the
DOE enterprise. Our performance metric program pfovides us feedback on the key
elements for a “healthy” cyber security program. Iam moving forward to strengthen our
approach to risk and configuration management; implement a comprehensive
certification and authentication process, and an independent validation and verification
process. With these initiatives, I am confident that the Department will continue to

strengthen its cyber security posture.

In conclusion, we know there is no simple solution for cyber security. Success in this
area takes continued and focused efforts due to the increasing complexity of the threats
and the rapid evolution of technology. We at the department are committed to meeting

this challenge.
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Mr. HOrN. Thank you very much. We appreciate your presen-
tation.

We are now going to go down the line for a few questions. I
would like all of you to give us some information on them.

The question basically is, are there adequate standards and
known best practices to implement an effective information tech-
nology security program, especially for the CIOs, as to where that
source is. Is it OMB? Is it GAO, so forth?

Mr. Dacey.

Mr. DACEY. Let me answer that question at two levels. I think
we have some guidance at GAO with respect to overall security
management programs. I have included that as best practices from
leading organizations for security management programs and for
risk-assessment.

With respect to more details controls, I think there isn’t consist-
ent information out there. There is a lot of good information in in-
dustry, and there is a lot more being developed. I would say that
NIST, a combination of NIST and the NSA, through the NIIAP, an-
other organization, and some others, are starting to develop more
detailed policies. These have been received fairly well for those who
are trying to implement security in their systems. So it is, again,
at two levels: one at the management level and one at the detailed
standards level.

Mr. HOrRN. Mr. Forman.

Mr. FOrRMAN. I think the focus is wrong there. I think there are
a plethora of standards, best practices tools. I think you have got
to go beyond the United States and look at what the U.K. has done
and other countries.

The reality that we are working in, the environment that I am
trying to bring about here, has to operate as fast as the Internet.
Traditional bureaucratic processes simply will not give us the secu-
rity we are looking for. We have—and I will lay out some of the
elements of the puzzle—threat data aggregation, NIPC at the FBI,
FedCirc for the Federal Government, Cert at Carnegie-Mellon, the
Sands Institute, the National Security Agency, organizations with-
in the Defense Department.

So if there is a threat on the Internet and it moves at Internet
speed, by the time any one of these organizations finds out about
it and puts out an alert, you or I may hear about it on WTOP com-
ing into the office in the morning. That is a day.

We are talking about, on the other hand, an annual process with
GISRA. We are moving to a quarterly process to oversee the man-
agement by the President’s Management Council for Security Man-
agement. At once I feel, yea, finally, after for me 12 years of trying
to get management attention, we've got the management attention;
we've got a terrific set at both the policy levels and the technology
levels of standards from NIST, from NSA, from DOD, and others.
Those standards are adequate to do what we need to do for the
management policy, but they are inadequate to address some of the
major issues within the Internet in regards to vulnerabilities.

We need to look at how we put in place a process, not standards.
If, in the end, we want fast identification of threats, fast remedi-
ation of vulnerabilities, we need to make sure that we are provid-
ing for that infrastructure. I fear the path we are going on right
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now is identifying people who are accountable, identifying visible
sets of metrics and are they following them? If so, the potential ex-
ists to ignore the fact this stuff is moving in hours or days, not
months, quarters or years.

In essence, this is what we are trying to bring about with the
Critical Infrastructure Protection Board. The process needs threat
data aggregation. It needs vulnerability assessment. We have to
make some decisions as a country about the remediation and de-
ployment of remediation. In other words, is that going to be indus-
try-driven or government-driven? I fear that the type of structures
we put in place for Y2K, from a bureaucratic standpoint, won’t
work now.

So, clearly, all of that is evolving, and we are working through
that. But, by the same time, there is this issue of enterprise secu-
rity issue, and that has been the focus of GISRA. That has been
the focus of many people at this table as well as many of our staff
in the back for well over a decade. There we have made the
progress.

I would rather see the focus being on, “What do we need to be
successful at Internet time” than, “How do we continue down this
path of enterprise security management in a bureaucratic process?”

Mr. HORN. You mentioned that there were certain nations that
would seem to be ahead of us in some of these areas. Could you
give us a feeling for that?

Mr. FOrRMAN. I wouldn’t say necessarily ahead of us in the sense
that they have done a better job, but had some perhaps more com-
plete or some accepted standards. I think the U.K was one of those.
I know when I was at IBM, we used the U.K. standard for our se-
curity audits that we did in a number of industries. Since then, of
course, NIST has, I believe, widely recognized, has put together a
much broader set of standards from the technology level to the
management level, which now many of the CIOs adopted. We
didn’t have that 2 years ago.

Mr. HorN. Dr. Bement, how do you feel about what’s happening
abroad that we might use in our own administration?

Dr. BEMENT. Well, in this area I think our current standards and
accepted best practices are current and will put us in good stand-
ing, but it’s very dynamic. The technology is changing rapidly. So
we have to continually review these standards. Also, our risk mod-
els need to be changed as we get new threat information. So we
have to keep on top of that.

But we have cross-cutting alliances with Canada, with the UK.,
and many other countries in the work that we do.

Mr. HORN. How about Australia?

Dr. BEMENT. Pardon me?

Mr. HORN. How about Australia? Or New Zealand? I mean,
they’ve got a particularly different government.

Dr. BEMENT. I think all the members of the Coordinating Com-
mittee are very closely coupled with the work that we do, and Aus-
tralia, New Zealand, Canada, the U.K. would be included in that.

I feel that, apart from the standards and the best practices, and
again we're going to come right back again to training, awareness,
high-level oversight and compliance, there has to be enforcement of
compliance. There has to be critical monitoring, and, of course, peo-
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ple really have to continually keep on top of the changes, as Mr.
Forman mentioned. I think those are the critical issues.

Mr. HORN. Moving to another country before we finish that part
of the question, India produces a tremendous number of very tal-
ented people that relate to computing.

Dr. BEMENT. Yes, that is correct.

Mr. HorN. What do we know about India’s Government. Many
or most of the people probably come to the United States. I don’t
know if they are within the Government of India, but do you have
any thoughts on that?

Dr. BEMENT. I don’t know that NIST has strong interactions with
India and I don’t know that we have a number of citizens from
India working at NIST. We may have some. But I am certainly
aware of the fact that industry looks to the talent and the capabili-
ties in India and draws on that very actively. Of course, we also
interact very much with industry. So indirectly we probably do
have some connections.

Mr. HORN. Ms. Gross——

Dr. BEMENT. Oh, Mr. Chairman, may I ask a privilege?

Mr. HORN. Sure.

Dr. BEMENT. I have another hearing in 15 minutes, and if I may,
I would like to be excused.

Mr. HorN. Fine, and if we have a couple of questions, we will
send them to you, and we will put them in the record at this point.

Dr. BEMENT. I would be pleased to respond to those. Thank you.

Mr. HORN. Fine. Thank you.

[The information referred to follows:]
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Questions for Dr. Arden Bement,
National Institute of Standards and Technology

1. Question: What were the results of Federal agencies using the NIST Computer
Security Expert Assist Team?

*  Were there any “success stories” you would like to share with the
subcommittee?

Answer: Yes, our initial efforts have been successful and will help improve the security
programs at Federal agencies. Let me offer one example. The CIO at FEMA, the first
agency reviewed by the NIST CSEAT team, was most appreciative of our efforts:

“T just wanted to let you know that the NIST CSEAT Team has just
finished their review of our Information Security program and given us
the draft report. They have done a great job for us. The report is a first-
rate product and gives us a very practical guide on how best to apply our
limited resources to fix our shortfalls, Of all the reviews and audits we
have had done on us or against us, this is the most useful...Good show!
Clay Hollister, CIO FEMA

The success of our efforts, and the needs of civil agencies for helpful assistance, is one
reason that the Administration has called for funding of the CSEAT program next year.

2. Question: What systemic security issues and challenges did the NIST Computer
Security Expert Assist Team discover during its work with the agencies?

Answer: Among the many security challenges agencies face are how to effectively:

implement a comprehensive strategy to build an effective security program;
integrate security into the system development lifecycle;

use risk assessment methodology;

train personnel/contractors on security procedures and responsibilities;
understand the security risks and benefits of new and rapidly evolving
technologies;

address security in the capital planning processes; and

identify where best to invest limited security resources to get the highest
degree of improvement in their existing security programs.

*® & 5 5 @

Twould also recommend to you the recently completed OMB report “FY 2001 Report to
Congress on Federal Government Information Security Reform™, which identified many
agency security issues as a result of the GISRA reporting process.
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3. Question: What do you see as the most significant barriers to securing Federal
information technology resources?

¢ What can be done to overcome these barriers?

Answer: Among the most significant barriers to improving security are: Poorly trained
staff (security personnel, system managers, system users and IT support staff) and lack of
management support. Both seriously undermine agency security. It is important that
security be fully integrated into all major agency processes and that agency heads, leading
by exaruple, foster a security-conscious culture to reinforce its importance.

To overcome these barriers, certainly more emphasis is needed on training and
establishment of formal agency-wide training plans for employees to address training needs
by position and role in the organization. Agency management officials who administer
security programs (CIOs and agency heads) need to fully understand security requirements
and put mechanisms in place to ensure enforcement.

Agencies must also better understand the benefits of using information technology products
that have undergone third-part security validation or evaluation. The long-standing research
challenges to improve the technical capability to conduct such security analysis on the wide-
range of heterogonous information technology products on a timely basis should not be
underestimated.

Improvements can also be achieved by more widely applying the process of certification
(i.e., technical review) and accreditation (i.e., management’s formal acceptance of risk and
approval of system operation) throughout the government. More must be done to educate
agencies on what is available to help them in this process. Agencies also need a way to
determine if the technical consultants who are assisting in this process have the needed
competence. NIST is now in the process of revising its guidance to agencies on certification
and accreditation, which we intend to follow with an accreditation program for system
certifiers.

Lastly, a strategy for hiring and retaining highly skilled technical staff in government must
be implemented since addressing security as technology rapidly evolves grows ever more
complex.
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Mr. HORN. Ms. Gross, how do you feel about, are there adequate
standards and known best practices to implement an effective in-
formation technology security program?

Ms. Gross. I think there are a number of standards that are de-
veloping and, if implemented, would make our systems safer. I
think you have to talk about human capital. You can have all the
policies and all the procedures, but, ultimately, security is a matter
of layers. It is policies; it is procedures; it is having the right peo-
ple. If you don’t have the right person as the CIO, you don’t have
the right people in law enforcement. It doesn’t matter that you
have an NIPC if the people there are not technical agents or they
don’t have technicians that know what they are doing.

You can’t have this vision of reacting to Internet speed unless
you make sure that, in fact, you have the human capital in place.
We need to start reacting with Internet speed; about making sure
we have the right people in the right places. I think you can get
your layers of policies and procedures, but I am not sure we have
been good about sharing best practices. You have organizations like
SANS to give out some and so does OMB.

I think this focus needs to be done. What are those best prac-
tices? You can’t have that many “F’s” and say that we have people
that know what best practices are or know what the right proce-
dures are, or don’t have the right people in place.

Mr. HORN. How about your thoughts, Mr. Gorrie?

Mr. GORRIE. Standards and best practices, yes, sir, there are
standards and best practices out there, and we use them, but they
have to be tailored to specific environments. You just can’t run out
willy-nilly and pull them out of the blue. The NIST guidance for
evaluating systems, NASA, NIST, security configuration, guidance
for operating systems, they’re all good, but you have to bring them
in and build them into your own system and then evolve your own
system along the way.

To just elaborate a little bit on what we heard about human cap-
ital, the training of people and the problems we have associated
with that, people turning over and leaving the service and things
like that, that is really more symptomatic of a deeper problem.
That is again what was alluded to before, which is the velocity of
the technology.

In order for us to be able to track that velocity or track that tech-
nology as it moves forward, you are constantly having to retrain
people, constantly having to modify operational techniques and pro-
cedures to keep up with that. However, as we look at that tech-
nology as it progresses along, we find that, in the terms of my boss,
it isn’t born secure, that security isn’t built in from the beginning.
That is what needs to be done, not only the technological security,
the crypto-algorithms, the built-in entries and detection and things
of that nature, but also a systemic view where you have to have
security management built into it, too. It can be a very, very secure
box, but if you can’t put it in the system and be able to manage
all these disparate security devices, then you’re sort of barking up
the wrong tree.

I think Mike Vatis, when he testified before your committee last
September, sort of alluded to that problem, that it is not nec-
essarily the training of the people; it is not necessarily the oper-
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ational techniques that you employ, is looking ahead to where tech-
nology is going and to try to track it. Now that is only part of the
problem. You can track technology and try to build in security
later, but the better part would be to engineer in security at the
front, and not only the security technology, but to enable it to be
managed effectively.

Because today we have applications that are point-click, and be-
fore you used to have to sit down forever and a day to program
these things out. What we need is security and security manage-
ment that is also point and click, which would remediate some of
our training problems, would remediate some of our operational
problems, and go a long way to making this big bear of information
security a little bit easier to tame.

Mr. HORN. Two weeks ago I was talking about various things
with members of the NATO Assembly. Of course, you have a lot of
problems in terms of the various countries in the Eastern part of
Europe. I wonder, is the CIO role of Mr. Stenbit, do they relate to
NATO and different things, where we do a lot of computing?

Mr. GORRIE. Yes, sir. As a matter of fact, one of the reasons I
am here today, and not my boss, is that he is in first—not China,
somewhere in the Far East, and then going down to Australia and
New Zealand. But there is a very large international play in the
ASDC3I and in the CIO, too.

One, interface with the five I's, which are the five English-speak-
ing nations, the United States, the U.K., Canada, New Zealand,
and Australia. But then even further than that, in through all the
NATO subcommittees that we sit on, and then the Partnership for
Peace People, and all the other people that it is expanding to, and
then actually to even third-party countries to make sure that, when
we need to go somewhere, that we have not only infrastructure
support, but infrastructure support that has high availability, secu-
rity, and some confidence that there isn’t anybody prowling around
in that infrastructure.

Mr. HOrRN. On Y2K, and now on this, where computing is a
major factor, it comes up under Department of Defense, and they
didn’t do too well overall. When they have a lot of other things
there besides the services. My instinct was that the Air Force was
way ahead of the father, namely, the DOD, and we would have
been giving them an “A” and still giving a “D” to the other groups,
like Logistics and Procurement.

I just wonder, is there a way to get the pressure so that the serv-
ices that are doing well with CIOs—and maybe my instinct is
wrong; you're on top of it, but I just think sometimes we ought to
put the “A’s” there if they are doing “A” work.

Mr. GORRIE. I don’t know if I can address that, sir. I mean, I
work with not necessarily the CIOs, but their IA underlings. I don’t
know if I am qualified to answer that question.

Mr. HORN. Well, if you could get me an answer, I would like to
know that——

Mr. GORRIE. Yes, sir, I will.

Mr. HORN [continuing]. Because we ought to see the breakdown
by the services and make sure that they are moving along on a
path, and they aren’t just off in a corner.
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Mr. GORRIE. From that particular perspective, sir, at least as far
as IA goes, and that is my area of responsibility, so the only thing
that I can talk to, you have each of the services—at least about 3
years ago, when I was on the Joint Staff, there were certain serv-
ices that excelled in particular areas. For instance, the Air Force
was far ahead of the Navy and the Army in terms of its ability to
do intrusion detection, consolidated intrusion detection, across the
enterprise. Such is not the case now. They have pretty much be-
come even-keeled, because of the sharing of best practices and
being able to go in and audit the capabilities for the individual
services to do those things and then to apply resources for those
services and actually prod them along to come about a little bit bet-
ter.

Things like information assurance vulnerability alerts, where we
find out that there is a particular vulnerability in a piece of equip-
ment or piece of software, those things are starting to become en-
terprise-wide endeavors, and not strictly limited to the services.
The services have realized that in order to be successful in this
world, that they have to exercise enterprise-wide solutions and not
just limit them strictly to services, because they are all vulnerable.
They all ride the basic backbone network. They all, both security
and non-secure, know that if they are going to succeed, that they
have to cooperate, and by and large they are cooperating.

So from that perspective, the IA perspective, I do not see a great
disparity in the capability of either the Air Force, the Army, or the
Navy, or, as a matter of fact, across any of the agencies. We have
endeavored, like I said before, to try to enforce enterprise-wide so-
lutions rather than stovepipe solutions within the services.

Mr. HorN. If you would, just for the record, on IA, could you
spell it out?

Mr. GORRIE. Information Assurance. I'm sorry, sir.

Mr. HOrN. OK, and that’s your office basically?

Mr. GORRIE. The Defense-wide Information Assurance Program
Office, yes, sir.

Mr. HORN. Yes. Is that the way most of the agencies have——

Mr. GORRIE. Federal agencies or?

Mr. HORN. Yes, Federal.

Mr. GORRIE. I don’t know that. The DIAP, or Defense-wide Infor-
mation Assurance Program Office, was mandated in legislation,
and I can’t think off-the-top-of-my-head what that was, but it was
in 1998, where the Secretary was told, “You will have a defense-
wide information assurance program,” and a year after that’s when
the office that I belong to was formed. Now whether or not that is
as pervasive across all of the other Federal agencies, I can’t speak
to that, sir.

Mr. HorN. OK, thank you. That was Secretary Cohen that put
that mandate in.

Mr. GORRIE. Yes, sir.

Mr. HORN. Yes, well, he was very knowledgeable in that area, as
a Member of the Senate.

Ms. Evans, any thoughts on best practices? Because you have put
a lot of emphasis on it.

Ms. Evans. Yes, I did. It is my opinion that we do have adequate
standards and that there are best practices available today for a



125

good security program. In many cases a lot of the best practices are
obtained currently from our National Laboratories, and they are
being used by other Federal departments and agencies.

The Department itself does use the NIST standards best prac-
tices for our own classified systems, and we use the Committee on
the National Security Systems for best practices for our classified
systems. But I believe to have an effective security program, it is
a discipline that needs to be practiced every day, and it has to be
incorporated into the daily operations.

So a lot of the comments that have been made by my esteemed
colleagues here I support all the way down the line, in that as a
CIO I need to incorporate that for the Department as a whole, so
that it is practiced on a daily basis, so that we can effect remedi-
ation in Internet time, when a vulnerability is identified.

Mr. HOrN. Well, thank you. That is very helpful.

Let me ask just a few more questions, and then we will call it
a day.

Ms. Gross

Ms. GrossS. Yes?

Mr. HORN [continuing]. You’ve got a very active record, through
the President’s Council on Integrity and Efficiency, in helping both
the agencies and Inspectors General implement the—excuse us.
[Bells are ringing.] How many minutes? Ten? It is 9 minutes to go.

You can see you are about to be released by the votes. This
would be a great place if it wasn’t for all the votes, you know.
[Laughter.]

You have given us some very good testimony. So, Ms. Gross,
helping both the agencies and the Inspectors General implement
the government information security reform provisions, I was just
interested; you have been active in this. You have helped in that.
What challenges do you see for Inspectors General expanding their
annual evaluations to encompass all agency systems?

Ms. Gross. I think the challenges for the Inspectors General are
to make sure that there is implementation with agreed-upon rec-
ommendations, but I think a wider perspective than just the nar-
row, let’s do the next GISRA report, which is very time-consuming
and very resource-intensive, is to make sure that they are focusing
on issues governmentwide. I think that it is very important that
the individual Inspectors General go back into the PCIE, which is
the IGs’ group, and look to see both best practices and also look to
see about how can they help. Since the President is going to have
an initiative with e-government, IG’s need to make sure that infor-
mation will be available, that it will be secure, and that it will have
integrity. Unless the IGs move out governmentwide and look past
their own agencies, I think we are going to have a problem. So that
would have been my thrust.

Mr. HORrN. Well, thank you.

Mr. Forman, has your office considered imposing mandatory se-
curity standards and requirements on Federal agencies?

Mr. FORMAN. Requirements we have; we will continue to do that,
and we will tighten that up. Standards we rely on NIST, under the
Computer Security Act for Federal information processing stand-
ards.
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There is another area where some people would call them stand-
ards, but they are architecture elements that are agreed upon.
They are not technology standards at the NIST or FIPS level. For
that, we have orchestrated—and I have actually done some
changes in my role as directing the CIO Council. We have the Ar-
chitecture Committee, which focuses on this. Lee Holcomb, the CIO
at NASA, chairs it. John Gilligan, who had been chairing or co-
chair of the Security Committee is now co-chair of the Architecture
Committee. It is through that I believe we can be most successful.

There is a final element, which is, how do we get patches out
rapidly when major threats are identified? That is an area where
we need to rapidly get in touch with at least 40,000 people. So I
am making increasing use of FedCirc for that.

Mr. HoOrN. Well, I want to thank the following people that pre-
pared this hearing: J. Russell George, staff director and chief coun-
sel, standing-up back there; and Bonnie Heald, deputy staff direc-
tor; Claire Buckles, on my left, a very fine professional staff mem-
ber on loan to us. And thank you.

Earl Pierce, professional staff, isn’t here today, and then Justin
Paulhamus, majority clerk, is with us doing a great job. He just
came in with us. And Michael Sazonov, subcommittee intern, and
our court reporter, Joan Trumps. Thank you very much, and
thanks to all of you.

If we might, I think we will send you a few questions, and put
them at this point in the record.

So, unfortunately, I have got to get over there and vote. We are
adjourned.

[Whereupon, at 12:01 p.m., the subcommittee was adjourned, to
reconvene at the call of the Chair.]

[Additional information submitted for the hearing record follows:]
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United States General Accounting Office
Washington, DC 20548

April 16, 2002

The Honorable Stephen Horn

Chairman, Subcommittee on Government Efficiency,
Financial Management and Intergovernmental Relations

Committee on Government Reform

House of Representatives

Subject: Information Security: Subcommittee Post-Hearing Questions Concerning the
Additional Actions Needed to Imple Reform Legislation

This letter responds to your March 26, 2002, request that we provide answers to questions
relating to our testimony of March 6, 2002." In that hearing, we discussed efforts by the Office
of Management and Budget (OMB), 24 of the largest federal agencies, and these agencies’
inspectors general to implement requirements and report evaluation results according to
provisions for Government Information Security Reform (the reform provisions) that were
enacted as part of the National Defense Authorization Act for Fiscal Year 2001.° Your
questions, along with our responses, follow.

1. Do you agree with OMB’s assessment of the top six security weaknesses within the Federal
agencies? Why or why not?

We agree that the six security weaknesses OMB identified in its report to the Congress
represent significant deficiencies in federal departments’ and agencies’ information security
programs. Specifically, these are (1) a lack of senior management attention to information
security; (2) inadequate accountability for job and program performance related to
information technology security; (3) limited security training for general users, information
technology professionals, and security professionals; (4) inadequate integration of security
into the capital planning and investment control process; (5) poor security for contractor-
provided services; and (6) limited capability to detect, report, and share information on
vulnerabilities or to detect intrusions, suspected intrusions, or virus infections.

However, as OMB indicates, for the most part, its report focuses on management issues, not
those of technical or operational implementation. As pointed out in my written statement,
our analyses of the reports submitted to OMB by 24 of the largest federal agencies and their
inspectors general showed that there are other key security requirements of the reform
provisions that agencies have not fully implemented, such as those that require periodic risk
assessments for all agency systems and periodic testing and evaluation of controls to ensure

U.S. General Accounting Office, Information Security: Additional Actions Needed to Fully Implement Reform
Provisions, GAO-02-470T (Washington, D.C.: Mar. 6, 2002).

“Title X, Subtitle G—Government Information Security Reform, Floyd D. Spence National Defense Authorization
Act for Fiscal Year 2001, P.L.106-398 (Oct. 30, 2000).
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that they are implemented and operating as intended. In addition, our analyses of GAO and
inspector general audit reports issued from July 2000 through September 2001 confirm that
most agencies have significant weaknesses in their information security general controls, that
is, the policies, procedures, and technical controls that apply to all or a large segment of an
entity’s information systems and help ensure their proper operation. In particular, we found
that for the 24 large federal departments and agencies we reviewed, all had significant
weaknesses in security program management, which provides the framework for ensuring
that risks are understood and that effective controls are selected and properly implemented,
and in access controls, which ensure that only authorized individuals can read, alter, or
delete data.

In your statement, you indicated that “an important step toward ensuring information
security is to fully understand the weaknesses that exist, and as the body of audit evidence
expands, it is probable that additional significant deficiencies will be identified.”

o Why are security weaknesses in Federal information systems still not fully understood?

In past years, most reviews of information security controls were performed as part of
agency financial statement audits and, thus, focused on financial systems. However, since
the reform provisions are applicable to essentially all systems including national security
systems and other types of risk beyond financial statements, audit coverage, as well as
the required annual management reviews of agency information security prograrms,
should include such additional risks and more nonfinancial systems. This is particularly
true for agencies with significant nonfinancial operations, such as the departments of
Defense and Justice. It is the extent of the weaknesses for these nonfinancial systems
that are still not fully identified.

o Is there any way to characterize the impact of those undiscovered weaknesses?

While we do not know the extent of the weaknesses in many nonfinancial systems, any
weaknesses would likely be similar to those found in financial systems. Such weaknesses
are categorized within six general control categories, which are described in GAO's
Federal Information System Controls Audit Manual® These general control categories are
(1) security program management, which provides the framework for ensuring that risks
are understood and that effective controls are selected and properly implemented; (2)
access controls, which ensure that only authorized individuals can read, alter, or delete
data; (3) software development and change controls, which ensure that only authorized
software programs are implemented; (4) segregation of duties, which reduces the risk
that one individual can independently perform inappropriate actions without detection;
(5) operating systems controls, which protect sensitive programs that support multiple
applications from tampering and misuse; and (6) service continuity, which ensures that
computer-dependent operations experience no significant disruptions.

My written statement characterizes the impact of such control weaknesses as placing a
broad array of federal operations and assets at risk. For example,

e resources, such as federal payments and collections, could be lost or stolen;

°1.S. General Accounting Office, Federal Information System Controls Audit Manual, Volume 1—Financial
Statement Audits, GAO/AIMD-12.19.6 (Washington, D.C.: Jan. 1999).
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+ computer resources could be used for unauthorized purposes or to launch attacks on
others;

sensitive information—such as taxpayer data, social security records, medical records,
and proprietary business information—could be inappropriately disclosed or browsed
or copied for purposes of espionage or other types of crime;

¢ critical operations, such as those supporting national defense and emergency services,
could be disrupted;

data could be modified or destroyed for purposes of fraud orx disruption; and

* agency missions could be undermined by embarrassing incidents that result in
diminished confidence in their ability to conduct operations and fulfill their fiduciary
responsibilities.

Until these undiscovered weaknesses are fully identified, corrective actions will not be
fully effective.

*  Are current evaluation and audit methodologies adequate to uncover these weaknesses?

While adequate methodologies currently exist to identify and detect information security
weaknesses, such methodologies must be appropriately applied to provide necessary
audit and management review coverage. Further, periodically evaluating the effectiveness
of security policies and controls is essential to ensuring that controls are implemented
and functioning as intended. For example, GAO’s Federal Information System Controls
Audit Manual provides a methodology for evaluating information system controls.
However, andit coverage should be expanded to cover both financial and nonfinancial
systems, This will place a significant new burden on the existing audit capabilities of
agency inspectors general and will require that they have appropriate resources to either
perform or contract for the needed work. As another example, the reform provisions
require program officials to perform annual program reviews, which are to include
periodic testing and evaluation of the effectiveness of information security policies,
procedures, controls, and techniques. To help perform these reviews, the National
Institute of Standards and Technology developed its Federal IT Security Assessment
Framework which uses an extensive questionnaire containing specific control objectives
and techniques against which an unclassified system or group of interconnected systems
can be tested and measured. While many of the 24 agencies we contacted said that they
used this questionnaire in performing their reviews, many also said that their results were
based on t self- ts, which did not include control testing to ensure
that information security controls were implemented and operating as intended.

& What do you see as the most significant barviers to securing Federal information technology
resources? What can be done to overcome these barriers?

Through our audit work and analyses, we have noted several significant barriers to securing
federal information technology resources. Three such barriers—~poor information security
program management, obtaining appropriate funding, and acquiring needed technical and
audit expertise—are discussed below.

“National Institute of Standards and Technology, Federa/ jon Technology Security A
Framework, prepared for the Federal CIO Council by the NIST Computer Security Division Systerns and Network
Security Group (Nov. 28, 2000).
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Poor Information Security Program Management

GAO and inspector general audit work reviewed for 24 of the largest federal agencies
indicates that a significant barrier to securing federal information technology resources is
agencies not fully implementing a set of management procedures and an organizational
framework for identifying and assessing risks, deciding what policies and controls are
needed, periodically evaluating the effectiveness of these policies and controls, and acting to
address any identified weaknesses. These are the fundamental activities that allow an
organization to manage its information security risks in a cost-effective manner rather than
reacting to individual problems in an ad-hoc manner only after a problem has been detected
or an audit finding reported.

Despite the iraportance of this aspect of an information security program, virtually all the
agencies for which this aspect of security was reviewed had deficiencies. Specifically, many
had not (1) developed security plans for major systems based on risk, (2) documented
security policies, and (3) implemented a program for testing and evaluating the effectiveness
of the controls they relied on. As a result, these agencies

* were not fully aware of the information security risks to their operations,

e had accepted an unknown level of risk by default rather than consciously deciding
what level of risk was tolerable,

* had a false sense of security because they were relying on ineffective controls, and

¢ could not make informed judgments as {o whether they were spending too little or too
much of their resources on security.

Obtaining Appropriate Funding

Another barrier frequently mentioned by agencies is obtaining appropriate information
security funding. However, while OMB requires agencies fo identify amounts for information
security in their budget submissions, agencies do not always provide this information. For
example, the fiscal year 2001 and 2002 security costs that OMB requested agencies to identify
as part of their reform provision reporting were not provided in some cases, and in other
cases, there was no detail as to what these costs consisted of or how they are actually
reflected in agency budget submissions. Further, OMB reports that it assessed the agencies’
performance against the amount agencies spent and did not find that increased security
spending equals increased security performance. As a resuit, OMB concludes that there is no
evidence that poor security is a result of lack of money.

To help overcome this funding barrier, agencies nust identify their information security costs
to demonstrate their understanding of such costs and justify continued or additional funding.
Further, as OMB indicates in its report to the Congress, much can also be done to cost-
effectively address common weaknesses, such as security training, across government rather
than piecemeal by agency. New funding initiatives by the administration may also help
provide additional information security resources to federal agencies. For fiscal year 2003,
the president is requesting $4.2 billion for information security funding from a total
information technology investment request of approximately $52 billion as compared to
about $2.7 billion reported for fiscal year 2002 from a total reported information technology
investment of about $48 billion. This fiscal year 2003 amount does not include new
governmentwide initiatives of the Office of Homeland Security, which include $298 million
for cyberspace security.

Page 4 GAO-02-649R Post-Hearing Questi on Reform L
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Acquiring Technical and Audit Expertise

As highlighted during the Year 2000 challenge, the availability of technical and audit expertise
is a continuing concern to agencies. Agencies must have the technical expertise they need to
select, implement, and maintain controls that protect their information systems. Programs
are now underway to increase these resources by encouraging the creation of and
participation in information security curriculums in educational institutions. In addition, the
federal government must also maximize the value of its technical staff by sharing expertise
and information.

We are sending copies of this letter to OMB and other interested parties. Should you or your
offices have any questions on matters discussed in this letter, please contact me at (202) 512-
3317.1 can also be reached by e-mail at daceyr@gao.gov.

Sincerely yours,

Robert F. Dacey
Director, Information Security Issues

(310154)
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Questions for Mark Forman from Representative Horn

1. In your report to Congress, you indicated that you conditionally approved some
agencies’ security programs.

Can you describe the process you used to review the plans?

OMB guidance directed agencies to report the results of the reviews and
evaluations required by the Security Act. This includes annual reviews conducted
by the Chief Information Officer (CIO) and program officials and the independent
evaluations by Inspectors General’s (IG). This information was due to OMB last
September with agency’s budget submissions.

OMB’s process for reviewing agency security programs was based on: 1) review
of information (described above) that was transmitted by the agency head to
OMB; 2) information gathered from the annual capital planning meetings with
agencies; and 3) assessment of every agency’s integration of security into their
capital planning process.

‘What specific criteria must an agency meet to receive a conditional approval,
and what criteria is required to receive an approved security program?

OMB used the security requirements listed in the Government Information
Security Reform Act and OMB policies to determine whether an agency’s
security program would be conditionally approved. OMB did not use any new
security criteria in making these determinations but rather relied upon long-
standing security policy and requirements.

Specifically, OMB assessed the extent to which agencies have:

e developed a program to monitor the effectiveness of the entire agency’s

security status;

integrated security into their capital planning and investment control process;

incorporated and funded security throughout the life ¢ycle of systems and

programs;

established performance measures for the CIO and program officials;

identified and prioritized the protection needs of critical assets;

trained their employees;

implemented an incident response capability and share and consult with

FedCIRC;

o integrated their IT security program with critical infrastructure protection
efforts and other security programs; and

» applied methods to ensure that contractor provided services are adequately
secure.

]

¢ & & e

Additiorally, OMB’s assessment is conditional based upon the successful
development, implementation, and maintenance of agency’s corrective action
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plans. The plans must identify all security weaknesses ~ performance gaps —
found by the agency, IG, GAQ, or OMB. Provided they appropriately address all
weaknesses and are implemented properly, these plans will provide the agency
with a solid foundation for remediating security weaknesses and closing
performance gaps. They are essential management tools for the agency, IG, and
OMB.

Which agencies received a conditional security program approval?

Especially in light of the events of September 11, the Director requested that such
decisions remain private between OMB and the agencies.

How did having a conditional security program approval affect an agency’s
budget?

Approval was based on the findings presented by the IGs, CIOs, OMB, and other
work we had done over the year and did not have a direct effect on budget
decisions. Rather, budget decisions were made based on the agency’s plans to
close their IT security gaps that they and we had identified. Many of these gaps
are management issues not requiring financial resources to remediate.

2, In your written statement, you describe the format of a security committee on
Executive Branch Information Systems Security as a standing committee under
the Critical Infrastructure Protection Board, chaired by Mr. Clarke.

‘What are the standing committee’s security roles and responsibilities in
relation to the Federal CIO Council, agency heads, and your office for the
development and oversight of security policies and programs?

Neither the Critical Infrastructure Protection Board under Executive Order 13231,
the OMB-chaired Committee under the Board or the Federal Chief Information
Officers Council under Executive Order 13011, has any policy or guidance setting
authorities. These entities are coordinating groups that provide advice and
recommendations to appropriate authorities.

The Director of OMB has the responsibility to develop and oversee the
implementation of government-wide policies, principles, standards, and
guidelines for the security of information systems that support the executive
branch departments and agencies, other than national security information
systems that are the responsibility of the Secretary of Defense or the Director of
Central Intelligence. These authorities are based in statute beginning with the
Computer Security Act of 1987, and further supported by: 1) the Paperwork
Reduction Act of 1995 (PRA); 2) the Clinger-Cohen Act of 1996 which linked
OMB and agency security responsibilities to the information resources
management, capital planning, and budget process; and 3) the Government
Information Security Reform Act of 2000 (Security Act) which codified OMB’s
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security policies and continues the same framework. Additionally, OMB has
under the Security Act, limited authorities over the management and evaluation of
national security systems.

Within this statutory framework, OMB issues security policies and the National
Institute of Standards and Technology (NIST) of the Department of Commerce
issues technical gnidance. NIST is responsible for developing technical security
standards and guidelines for sensitive but unclassified Federal information and
systems under the Computer Security Act. Again, the PRA, Clinger-Cohen Act
and the Security Act all reinforce NIST’s role. OMB policy requires that agency
security programs and practices be consistent with NIST guidance.

The OMB-chaired Committee on Executive Branch Information Systems Security
will assist agencies in improving and maintaining their security programs for non-
national security information and information technology. It will advise and
assist OMB, NIST, and Executive branch agencies in fulfilling their statutory
responsibilities. The OMB Committee will view security from a government-
wide perspective, particularly including its impact on agency mission
accomplishment and program operations. In line with this mission, the
membership of the OMB Committee is not limited to IT and security officials but
rather includes representatives from a number of key Federal stakeholders that
have security responsibilitics such as IGs, Chief Financial Officers, Procurement
Executives, Human Resource officials, program officials, in addition to security
program managers and CIOs.

To ensure communication between the CIO Council and the OMB Committee, the
CIO Council’s security coordinator and other CIOs are Committee members. In
addition, the Chief Financial Officers Council, President’s Council on Integrity
and Efficiency, Procurement Executives Council, Human Resources Management
Council, Budget Officers Advisory Council, and Small Agency Council are all
represented on the OMB Committee.

The OMB Committee’s work on government-wide IT security issues will assist
agencies and agency heads in improving the agency’s security by closing
performance gaps identificd by the annual reviews under the Security Act and
other audit work. The bulk of the OMB Committee’s work will be accomplished
through issue groups formed to review specific IT security issues. At the
completion of their work, each issue group will make recommendations to the
OMB Committee. Where appropriate, recommendations will be made to OMB
for further action, such as official guidance.

What do you see as the most significant barriers to securing Federal information
technology resources? What can be done to overcome these barriers?

Through the course of OMB’s review of agency Security Act reports, corrective
action plans, and IT budget materials, OMB has identified seven common
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government-wide IT security weaknesses. To effectively remediate the seven
weaknesses agencies must:

o QGreatly increase the degree of senior management attention. Senior leaders must
consistently establish and maintain control over the security of the operations and
assets for which they are responsible.

o Establish measures of performance to ensure senior agency management can
evaluate the performance of officials charged with securing agency operations and
assets.

¢ Improve security education and awareness. Ensure that general users, IT
professionals, and security professionals have the knowledge to do their jobs
effectively.

+ Fully integrate security into capital planning and investment control. Security
must be built into and funded within each system and program through effective
capital planning and investment control.

¢ Ensure confractor services are adequately secure as most Federal IT projects are
developed and ultimately operated through outsourcing.

o Improve their ability to detect, report, and share information on vulnerabilities.

» Ensure timely installation of patches and adequate use of automated tools to scan
systems for vulnerabilities and proper configuration.

These security performance gaps reveal that while agency officials with security
responsibilities need the authority within their agency to fulfill their responsibilities,
they must also be held accountable for their performance. OMB has required that
agencies develop corrective action plans for all programs and systems where a
security weakness was found. These plans assist the agency and OMB in ensuring
that the agency officials responsible for the security of a program or system are held
accountable.

Additionally, OMB’s FY (02 reporting guidance to agencies provides high-level
management performance measures for agency CIOs and program officials to assist
the agency and IG in assessing the performance of these individuals. Further,
integration of IT security into the President’s Management Agenda Scorecard will
hold the agency head accountable for the agency’s overall performance.
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QUESTIONS ADDRESSED TO MS. ROBERTA L. GROSS:

GISRA-LESSONS LEARNED

Question: You recommend in your written testimony that the Office of Management and
Budget emphasize overall management accountability within the Agency (rather than
emphasizing the CIO’s accountability) to avoid making the reporting process a “paper
shuffling process”. What actions would you recommend that OMB take to accomplish

that goal?

Response: Accountability starts at the top. During the budget process, OMB should
require each Agency head to certify that s/he has personally met and discussed with the
CIO the past year’s progress and the coming year’s steps to implement training,
personnel recruiting and retention, evaluation of internal controls including security, and
capital planning. This certification should also include the Agency head’s actions

(e.g., memoranda, all hands, etc.) to use his/her office as a bully pulpit to convey that IT
is a priority and personal steps taken to ensure headquarter and regional managers are
implementing IT policies. To ensure integrity in this process, OMB - the budget
cxaminers - should request from the IG an evaluation whether the head of the agency

has taken steps to make IT a priority that is reflected at all levels of agency management.

Question: You identify the need for “first responder” training staff to analyze patterns of

computer intrusions and take appropriate steps to help law enforcement to quickly assess
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evidence of the intrusions. Are there training programs within the Government, and are

agencies using them?

Response: Some agencies have established variations of a first responders program, most
notably the Department of Energy and the Defense Department. At NASA, the Office of
Inspector General Computer’s Crime Division offered to the CIO to develop a program
for and train Agency personnel as first responders at each NASA center. The training
would consist of a protocol that would balance the need for NASA to operate its sensitive
programs but also maintain evidence related to felonious intrusions of NASA’s systems.
However, because intruders do not confine themselves to one agency or one company,
the NASA OIG has been considering a protocol that could be implanted government-
wide. A more broad based approach is necessary both to ensure the protection of victim
agencies and to enable prosecution of the hackers. Currently, the NASA OIG Computer
Crimes Division is in contact with the IT security experts at the White House to discuss a

broad based approach to computer intrusions,

I suggest that you contact NASA OIG through Paul Shawcross for additional briefing on

this topic, including best practices and impediments to implementation.

Question: What do you sec as the most significant barriers to securing Federal

information. technology resources? What can be done to overcome these barriers?
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Response: A primary barrier to securing Federal information technology resources is the
lack of accountability in the private sector for releasing products which have
vulnerabilities. Companies rush to the market with their latest version of software,
hardware and supporting equipment without sufficient testing and/or “fixes” for

discovered vulnerabilities.

The federal government as a whole has to better exercise its buying power to require
better security from the vendors. While some steps are being taken in this direction, the
federal government needs to secure assurances from vendors and enforce these
assurances. This will require creative contracting by the government and its lawyers to
fashion appropriate agreements. Alternatively, the fedcral government should consider
submitting appropriate legislation creating causes of action for negligent or grossly

negligent release of IT products.

Further compounding this vendor problem is the conduct of purchasers, including the
government, who are not sufficiently aware about the need (or are not motivated) to take
affirmative, low cost/no cost steps to minimize their IT vulnerabilities. Both IGs and the
GAO have reported this problem. Another barrier to securing IT resources is the lack of
sufficient government oversight of the contractors who run most agencies' IT resources.
During the downsizing in the 90’s, many agencies outsourced their IT capabilities. They
did not maintain sufficient numbers of trained, competent staff to ensure the best interests
of the government. Trained and experienced personnel are needed to ensure the

structuring of contracts to ensure sufficient and appropriate security clanses and for
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evaluating the security practices of the contractors who have been empowered with a
broad range of responsibilities (e.g., procuring, installing, maintaining and securing IT

programs).

At the present time, because of market conditions, the federal government is in a position
to recruit, train and deploy a skilled work force. It remains to be seen whether sufficient
FTE’s will be allotted to the IT function. OMB should be careful about requiring all
agencies to find these slots from current (and often stretched) FTE ceilings. While some
agencies and some departments within agencies have excess or underutilized personnel,

the OPM rules make it difficult to quickly and efficiently utilize these potential slots.

Question: Security has been identified as a key enabler for e-government initiatives.
Considering the outcomes of the National Aeronautics and Space Administration’s)
security evaluation and the OMB report, do you think the agency’s security plans ands
procedures are sufficient to support an aggressive move towards e-government? Do you
see the priorities of e-government in competition with the priority of securing Federal IT

systems?

Response: The problem in implementing an aggressive e-government initiative is not
solely related to policies and procedures. Good policies and procedures have been
around for some time. For example, OMB Circular A-130 sets forth good policies and
procedures which NASA has adopted in its own internal guidelines. However, most

agencies, including NASA, do not effectively implement their guidelines, do not monitor
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to ensure that employees and contractors are abiding by them and have no sanctions or
consequences (e.g., loss off access to certain uses of the network) for failure to follow

required policies.

There are also potential legal issues which, in the past, the Justice Department’s
Computer Crimes and Intellectual Property Division raised for discussion. Their
concerns centered on the legal consequences of a paperless government envisioned by the
e-government initiatives. These concerns are evidentiary (the need to be able to prove
that an individual or a corporation is bound by an electronic transaction). There are well
accepted conventions in the paper world for interpreting binding agreements. There is
also a large body of law to guide Courts in their resolution of contract disputes. This is
not true in the electronic world where a party can deny ever entering into the deal or deny
the authenticity of the terms of the deal. Some of these concerns will be taken care of -
once interoperable, secure encryption and authentication systems become widely adopted
and recognized as safe and secure both by the government and private sector. Currently,
the federal government, while working on this problem, is very far from solving these

issues.

1t is important to note that e-government initiatives can and do exist where security is not
a paramount issue. For example, accessible web sites are already available to the public at
most agencies. However, as most agencies have learned from widespread intrusions or
virus infections, sensitive information and systems must be protected by more

sophisticated security to ensure only authorized users have access.
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OMB has tasked the CIO Council to take steps (e.g., common architecture, public keys,
etc.) to be able to implement e-government. However, to fund these efforts, OMB
“taxes” each agency to provide money to support OMB and the CIO Council. Ifthe
President truly views IT and e-government as a priority, then he should request a budget

for OMB instead of asking each Agency to take it out of regular programs funds.

Moreover, if OMB is serious about e-government and IT security, then it must takes steps
to approve Agency initiatives only where adequate security is in place, OMB should
scrutinize plans carefully. In the past, when an Administration places a priority on an
initiative (e.g., downsizing, outsourcing), some agencies implement these initiatives
without good plans and the appropriate resources. Also, Congress should carefully probe
claims by agencies and OMB when they announce e-government initiatives to discern
what steps were taken to implement security. As Congress knows, agencies often
overstate their progress. The NASA OIG has reported in audits and inspections that the

Agency has often overstated its safeguards and progress in implementing IT security.

Question: What are some of the key differences between how unclassified and classified
systems are managed at the National Aeronautics and Space Administration? How does
the Agency develop its policies, requirements and guidelines for classified systems? How
does the Agency oversee implementation of these policies, requirements and guidelines?

Does the Agency have an Agency-wide security plan covering all classified systems?



142

Response: NASA places the jurisdiction of classified and unclassified systems under two
different organizations. The CIO sets policies and procedures for unclassified systems;
the Security Office has jurisdiction over classified systems. This fragmentation often
results in the failure by personnel in these directorates to communicate and share risks
and technology. This is a serious problem since NASA conducts many programs which
are not classified but are sensitive. While there has been discussion about the need to
coordinate, at the time I was still with the Agency there still was not effective
communication. In part, this is caused by the lack of sufficiently trained personnel who
can evaluate risks. It is also caused by the security personnel limiting security clearances
by being overly narrow in defining who has 2 need to know. We have had instances
where we were not able to brief members of the CIO community (and other senior NASA
managers) about certain risks because they lacked the requisite clearances. Ilustrative of
the aftitude of the NASA security personnel is the fact that it took the OIG several years,
many memos and many meetings to obtain clearances for staff to conduct audits and
evaluations of NASA's classified programs. NASA’s security argued that the OIG did not
“have a need to know” despite the broad access provisions of the IG Act. The Security
personnel should have welcomed the OIG’s reviews for assurance that NASA was being

sufficiently protected. That definitely was not the attitude.

In establishing its policies and procedures for classified systems, NASA looks to the
standards required by law, executive orders and the policies and regulations of the
intelligence community. We have issued some reviews criticizing NASA’s policies or its

implementation for certain classified programs.
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NASA asked the NSA to conduct the GISRA review of its classified systems. That
review was not done in sufficient time for the OIG to fully evaluate it. However, I note
that the NSA criticized NASA generally for failure to have any consistent oversight or

follow-up for its IT policies other than the OIG.

For more details on this topic, I suggest that you contact the OIG for a briefing.
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QUESTIONS FOR THE RECORD
HOUSE COMMITTEE ON GOVERNMENT REFORM
‘ SUBCOMMITTEE ON
GOVERNMENT EFFICIENCY, FINANCIAL MANAGEMENT AND
INTERGOVERNMENTAL EFFICIENCY

LESSONS LEARNED FROM
THE GOVERNMENT INFORMATION SECURITY REFORM ACT
OF 2000

MARCH 6, 2002

Question #1

‘What do you see as the most significant barriers to securing Federal information
technology resources?
¢ What can be done to overcome these barriers?

Amnswer:

Conventional wisdom often identifies training, the human element, as the most

" significant challenge to securing Federal information technology resources. While it is
an immediate challenge and integral to the I'T security equation, the training challenge is
more a symptom of the increasingly complex IT enterprise. We now address increased IT
complexity with both more training and flexible operatienal processes. However, in the
long term IT complexity must also be addressed technologically. As IT functionality
becomes more point and click; so too must configuration and security management. IT
products and systems must made technically secure, “borne secure” in their development.
They and the networks that support them must be configured with security management
as one of the primary design goals. A secure enterprise with simplified and adaptive
configuration and security management systems will ease the training challenge.
Together they will enable us to operate more secure IT enterprises.
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Question #2

The Office of Management and Budget Report suggests that a cultural or leadership
change is needed that will focus attention and resources on securing information
technology systems.
o What actions have you taken -- or do you plan to take — to transform
your agency’s security priorities?

Answer:

As I stated in both my oral and written testimony, the importance placed on
Information Assurance (IA) within DoD begins with Secretary Rumsfeld and permeates
throughout the department. We are far beyond introducing the concept of ‘security as
essential to mission success’ to all levels of leadership. Leveraging information
technology to create a seamless, interoperable, network-centric environment and the
protection of U.S. information networks from attack are two of six key transformational
goals for the Department around which we focus our defense strategy and develop our
force.

Joint, Service, and Agency CIOs and A principals routinely engage in collective
forums to discuss enterprise [A issues and develop unified actions. Senior leaders as well
as CIOs in the Unified Commands are personally involved in the IA posture of their
commands. U.S. Space Command is specifically tasked with the mission to conduct
Computer Network Defense. OMB reported that, “DoD operates the most
comprehensive security training program of any Federal agency.” The percentage of our
Information Technology budget dedicated to IA is among the highest in the Federal
Government and it is managed aggressively. Acquisition programs are scrutinized to
ensure [A is given proper treatment throughout their life cycles. IA is an integral part of
DoD, recognized and given high priority by its leadership both in word and practice.

Question #3

Security has been identified as a Key enabler for e-government initiatives.
o Considering the outcomes of your own agency’s security evaluation and
the OMB report, do you think your security plans and procedures are
sufficient to support an aggressive move toward e-government?

¢ Do you see the priorities of e-government in competition with the priority
of securing Federal IT systems?

Answer:
The 1A robustness of DoD is sufficient to support an aggressive move toward e-

government and DoD is making that move. Maturing Public Key and Security
Management Infrastructures (PKI/SMI) support several e-government programs.
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The relationship between priorities of e-government and Federal IT systems
security can be competitive and disruptive. Managed properly the relationship is more
akin to dynamic tension. Access to government systems and information, especially from
the public domain, creates unique security exposures and risks. However, prudent
business practices require such access. The solution is design of functionality with
security as a design factor. Appliqué security is the cause of competition between e-
government functionality and system security. Program Managers who neglect to include
IA requirements early during program development are often dismayed when the cost of
appliqué security solutions generates cost overruns, program slips and sometimes
curtailing of functionality. In that case, there is a competition between priorities. When
[A requirements are included early during program development, the Program Manager
can pragmatically balance all requirements. That balance produces a dynamic tension
between functionality and security that is accommodated through risk management
decisions rather than competition between priorities resolved through crisis management.

Question #4

What are some of the key differences between how unclassified and classified
systems are managed at your agency?
e How does your agency develop its polieies, requirements and guidelines for
classified systems?

* How does your agency oversee implementation of these policies,
requirements and guidelines?

» Does your agency have an agency-wide security plan covering all classified
systems? .

Answer:

DoD maintains separate classified and unclassified networks. The basic policy
governing both is the same. Implementation and requirements differ in terms of
cryptologic, physical, and personal security requirements. The key element is boundary
management between domains and DoD has specific policy to manage the movement of
data and information between security domains.

At the DoD level, 1A policy for all systems assigns responsibility and gives
generalized guidance for implementation. Guidance is based on law, national policy, and
applicable best practices. Components promulgate supporting policy crafted for their
specific environment. At the sub-component level, detailed security plans are developed
for backbone, enterprise-wide, and enclave systems and networks. Oversight of policy
implementation is similarly conducted with successive levels of management overseeing
implementation at the next lower level.
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Question #6

Your written testimony describes specific protection measures afforded individual
systems. However, only 78 percent of you systems had a system security plan.
* Without a comprehensive security plan, how can you determine if the
system is adequately protected? -

e What actions is the department taking to ensure that all critical systems
have an approved security plan?

Answer:

Without a comprehensive security plan, short of a system audit, you cannot
objectively assess the adequacy of a system’s IA posture. Within DoD we recognize this
shortfall and are pursuing multiple efforts to streamline the DoD Information Technology
Security Certification and Accreditation Program (DITSCAP) that requires the
development and maintenance of system security plans, and institute management
controls for implementation verification. As I mentioned in both my oral and written
testimony, responses obtained by both the GISR IPT and the DoD IG during the conduct
of the GISR 2001 assessment indicate problems with DITSCAP, specifically in the areas
of program compliance, complexity, and clarity. Absence of system security plans isa
symptom of the complexity of the DITSCAP process and clarity of its implementing
policy. The DITSCAP is currently undergoing dramatic modification in policy as well as
implementation. The DoD policy governing DITSCAP will streamline the certification
and accreditation (C&A) process and provide better clarity on definitions and
responsibilities. DoD is also pursuing the use of automated tools to ease the
documentation burden on security and systems administrators. The combination of these
two efforts should significantly improve our ability to conduct C&A and develop
attendant system security plans, and as a result improve compliance. DoD through DISA
has also aggressively implemented comprehensive connection approval programs for
both the Non-secure and Secret Internet Protocol Router Networks
(NIPRNET/SIPRNET.) Those programs have initial and subsequent periodic validation
of C&A as a precondition for connection approval. This will serve as a valuable
compliance control mechanism.
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Question #7

The OMB report stated that the department lacks a department-wide methodology
to identify and prioritize critical assets. )
e  What actions is the department taking to develop a methodology to
identify and prioritize critical assets, and their dependencies on key
external systems, in order to protect them?

Answer:

The DoD Critical Infrastructure Protection (CIP) Directorate has reviewed the
Critical Infrastructure Assurance Office’s Project Matrix methodology that is being used
throughout the Federal government to identify critical assets and assess their
dependencies within the public and private sectors. The CIP Directorate has designated
the Joint Program Office for Special Technology Countermeasures to serve as the Office
of the Secretary of Defense’s technical agent for identifying and assessing DoD)’s critical
assets. The CIP Directorate is encouraging the use of the JPO methodology, which is
somewhat analogous to Project Matrix, throughout the Department. The Pacific
Command (USPACOM) is serving as the testbed for the JPO methodology. The CIP
Directorate also is preparing a DoD Directive and Instruction to address this activity.
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Your automated security patching program, “Safepatch” is especially interesting since one
of the recurring problems in the Federal computing environment is keeping up with security
patches for vulnerable commercial software. Can you give us some details on how the
program works?

We developed SafePatch from a proof-of-concept in April 1996 into a fully functional and
extremely powerful tool that has been successfully deployed within the Department of
Energy and the U.S. Air Force. SafePatch is freely available to Federal agencies and has

been offered to (GSA as a government wide solution.

SafePatch provides automated analysis, notification, distribution, and installation of related
security patches to network-based computer systems. In addition, Safepatch grants system
administrators the ability to "back-out" of installed patches, restore a system's previous state,
and collect site-wide software statistics or metrics on patch status. Our current version
patches UNIX systems, and a Windows version will be rolled out this fall. SafePatch allows
network administrators to query, maintain, and upgrade the software integrity of hundreds of
individual systems from a central point through an automated means.

What do you see as the most significant barriers to securing Federal information technology
resources? What can be done to overcome these barriers?

Cyber security has classically been considered a technical issue. We believe it is primarily a
management issue. Executive management needs to recognize this responsibility and be
accountable for the security of all information systems, both classified and unclassified.

Organizations need to focus their management’s priority on cyber security and seamlessly

-integrate it into all IT investments.

The Office of Management and Budget report suggests that a culture of leadership change is
needed that will focus attention and resources on securing information technology systems.
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What actions have you taken ~ or do you plan to take — to transform your agency’s security
priority?
The Department is shifting to a culture that integrates cyber security into all levels of work.
As an example, two policies were issued last year that hold management accountable for
protecting all information systems assets. As a key member of the executive leadership of
DOE, I am committed to ensuring that the vision for IT asset security is disseminated
throughout the Department. We are finding that the Government Information Security
Reform Act is an effective tool to ensure that all department levels are cognizant of cyber
security’s importance in the IT capital investment process.
Security has been identified as a key enabler for e-government initiatives. Considering the
outcomes of your own agency's security evaluation and OMB report, do you think your
security plans and procedures are sufficient to support an aggressive move toward e-
government? Do you see the priorities of e-government in competition with the priority of
securing Federal IT systems?
We have completed the development of many key elements that constitute an effective cyber
security program and are in the process of enhancing and fully implementing those that are
still outstanding. As part of our e-government program we will mandate that all new IT

investments have security appropriately addressed using the A-11 process or they will not be

funded.

We find no competition between e-government priorities and the securing of Federal IT
systems. They are in fact the same priority. We see e-government as our entire IT
investment portfolio. Therefore, in order to achieve effective e-government goals, I am

committed to ensuring that management interrializes the importance of cyber security and is



Qs.

AS.

151

held accountable for its implementation with e-government initiatives. Security must be
integrated into our business processes and policies.

‘What are some of the key differences between how unclassified and classified systems are
managed at your agency? How does your agency develop policies, requirements, and
guidelines for classified systems? How does your agency oversee the implementation of
those policies, requirements and guidelines? Does your agency have an agency-wide
security plan covering all classified systems?

The key difference between how unclassified and classified systems are managed is that
classified systems are governed by a very rigorous set of policies and procedures that are
defined by the national security community, while unclassified systems are governed by a
risk-based and cost-effective approach. Classified policies operate under the premise that
significant harm will result if classified information is compromised. Unclassified systems

span much greater sensitivity levels and as such, must be viewed with the "appropriate

levels of safeguard.”

The Department develops policies, requirements, and guidelines for classified systems
utilizing government-wide policies and standards. We actively participate with the National
Institute of Standards and Technology in developing best practices for unclassified
information. We participate “;ith the Committee on National Security Systems (CNSS), in

developing national policy and best practices for classified information.

The Department oversees the implementation of these classified system policies through a
defense-in-depth approach. My office actively monitors the performance and
implementation of key elements of our cyber security program through performance metrics

and the review of independent oversight audits. In addition, the Department takes advantage
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of the capabilities of the Offices of Independent Oversight and Performance Improvement

and the Inspector General to provide insight into program implementation.

The Department has developed policy documents that prescribe the process for ensuring the
security of all classified systems. Although there is a not a single security plan that covers

all systems, all systems are required to be covered by a security plan.
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