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(1)

HOW EFFECTIVELY IS THE FEDERAL GOV-
ERNMENT ASSISTING STATE AND LOCAL
GOVERNMENTS IN PREPARING FOR A BIO-
LOGICAL, CHEMICAL OR NUCLEAR ATTACK

MONDAY, JULY 1, 2002

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT EFFICIENCY, FINANCIAL

MANAGEMENT AND INTERGOVERNMENTAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,

Milwaukee, WI.
The subcommittee met, pursuant to notice, at 10:10 a.m., in the

Milwaukee Common Council Chambers, Milwaukee City Hall, Mil-
waukee, WI, Hon. Steve Horn (chairman of the subcommittee) pre-
siding.

Present: Representatives Horn, Kleczka and Petri.
Staff present: J. Russell George, staff director and chief counsel;

Bonnie Heald, deputy staff director; Justin Paulhamus, clerk; Chris
Barkley, staff assistant; Michael Sazonov, Sterling Bentley, Joe
DiSilvio and Yigal Kerszenbaum, interns.

Mr. HORN. It is a great pleasure to be in the State of Wisconsin.
I am just going to give you some background before the Mayor

will give the major presentation.
This is the Subcommittee on Government Efficiency, Financial

Management and Intergovernmental Relations and we are in order
and we are delighted to have two fine Members of Congress in Wis-
consin.

On September 11, 2001, the world witnessed the most devastat-
ing attacks ever committed on U.S. soil. Despite the damage and
enormous loss of life, the attacks failed to cripple this Nation. To
the contrary, Americans have never been more united in their fun-
damental belief in freedom and in their willingness to protect that
freedom. The diabolical nature of those attacks and then the deadly
release of anthrax sent a loud and clear message to all Americans.
We must be prepared for the unexpected. We must have the mech-
anisms in place to protect this Nation and its people from further
attempts to cause massive destruction.

The aftermath of September 11th clearly demonstrated the need
for adequate communications systems and rapid deployment of
well-trained emergency personnel. Yet despite billions of dollars in
spending on Federal emergency programs, there remain serious
doubts as to whether the Nation is equipped to handle a massive
chemical, biological or nuclear attack.

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00005 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



2

Today, the subcommittee will examine how effectively Federal,
State and local agencies are working together to prepare for such
emergencies. We want those who live in the great State of Wiscon-
sin and the good people of Milwaukee to know that they can rely
on these systems, should the need arise.

We are fortunate to have witnesses today whose valuable experi-
ence and insight will help the subcommittee better understand the
needs of those on the front lines. We want to hear about their capa-
bilities and their challenges and we want to know what the Federal
Government can do to help. We welcome all of our witnesses and
we look forward to their testimony.

Since we are an investigative committee from the full Committee
on Government Reform, we do swear in all our witnesses, so if all
the witnesses that are going to be here and any assistance of yours,
the Clerk will put them in the hearing record. So if you will stand
and raise your right hand.

[Witnesses sworn.]
Mr. HORN. The clerk will note that all the witnesses affirmed the

oath, and we will begin with the Mayor of Milwaukee, The Honor-
able John Norquist. We are honored that with all the things going
on in Milwaukee, that he would spend some time with this sub-
committee. Thank you, Mayor.

STATEMENT OF JOHN O. NORQUIST, MAYOR, CITY OF MILWAU-
KEE, WI; AND LARRY GARDNER, CHIEF, MILWAUKEE FIRE
DEPARTMENT

Mayor NORQUIST. Thank you, Mr. Chairman. My mic seems to
work pretty well. [Laughter.]

I want to welcome you to Milwaukee, along with Congressman
Petri, who comes here quite often—it is on his way home—and of
course our own Congressman, who we are very proud of, Jerry
Kleczka.

In the short time that I have, I wanted to affirm the importance
of local responders. We all saw dramatically on the horrible day on
September 11th, how New York City firefighters, police officials,
health officials and other municipal officials were the key element
in responding to the immediate crisis.

A smaller, but nevertheless important, effort was made by com-
munities around the country—Milwaukee was no exception—where
we had firefighters, police officers, sheriff’s department personnel
and health officials responding to fears of anthrax contamination.
We had 320 calls and 74 that we had to do tests for, it cost hun-
dreds of thousands of dollars for various law enforcement agencies
to deal with this. For the most part, the community and the work-
ers involved did their work cheerfully—I think in every case—did
it with a sense of determination. We trained people, our health de-
partment trained people. At the post office when the scare hap-
pened, it was terrifying, when anthrax was found in the post office
in Indianapolis and Kansas City, we thought it was very likely it
would come into our post office and our health department person-
nel quickly, along with our fire department, met with and trained
employees of the Federal post office.

We were fortunate in that in the case of our water supply, which
water supplies were an immediate concern across the country when
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you are dealing with terrorism. We had already done a lot of prepa-
ration for preparing our water utility because of an issue here that
had to do with fishermen who wanted public access in and around
our water plant, and so because of that, we had already put a lot
of security protocol in place and were well along on that. And that
is an example to other water utilities in the country because we
have moved so far with it.

Our city health department pioneered something called ServeNet
which tracks and reports communicable diseases at area hospitals,
clinics and health departments. This is a communication issue and
our health department has done this with tremendous cooperation
from other parts of the health care network.

These are things that do not have to cost a lot of money. These
are procedures that can be put in place that just make common
sense and are useful for other aspects of life other than just dealing
with a terrorism crisis. And I would encourage you and your com-
mittee and Federal agencies to look at this ServeNet network that
has been set up by our health department as an example for the
rest of the country.

Cooperation is important. I think that local Federal officials have
been very cooperative, have tried to cooperate effectively with our
fire department, health department, police department, sheriff’s of-
fice and other agencies. But this is something that can always im-
prove. FBI offices have a tendency to change their leadership per-
sonnel maybe more often than they should. That can lead to com-
munication problems when that happens.

Finally, I wanted to mention funding concerns. The last Presi-
dent was a Governor, the current President is a Governor. It is nat-
ural for them to place great value in State government and State
government does have great value. But in dealing with these crises,
the immediate responders are local and the Federal Government
needs to make sure that there is not a tendency just to spread
money thinly across political jurisdictions instead of focusing it on
places that can really matter. There are only two top level labs in
the State of Wisconsin. One the State runs in Madison and the
other is run by our health department. Trying to replicate lab re-
sources in small communities that can be served by those in larger
communities is something that you really need to be careful about.
It should not be just about making everybody feel like they have
been treated fairly. It is more important to make sure that the
emergency response is effective.

And finally, on one issue that has to do with—not with us locally
in terms of a program, but it has to do with your own agency. The
Centers for Disease Control has a very effective relationship with
health departments across the country, certainly our health depart-
ment and also, for that matter, the State of Wisconsin’s health fa-
cilities. The CDC tends to be eager to get information and to share
it. They tend to be less arrogant than other agencies, maybe that
is because they are so focused on disease. They have been humbled
by the fact that disease can spread very quickly if there is not a
good communication network.

I would encourage you to consider very carefully whether it is a
good idea to put the CDC in the new Department of Homeland Se-
curity, and if you ultimately think it is a good idea to put it in
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there, I would be very careful to make sure that its ability to com-
municate and share information with local health agencies is re-
tained. My own view is that it would probably be better to leave
it in the Health and Human Services Department and set up some
kind of protocol of communication with Homeland Security, because
the relationships that have been built up over the years with
health departments are so valuable you do not want to wreck them.

With that, I am going to now introduce our fire chief, who was
not formally on the program, but played a key role in the response
to September 11th and is one of the key actors in all this. When
we have an emergency in Milwaukee, it is the fire department usu-
ally that is in there first and leaves at the very end.

So with that, here is Chief Larry Gardner.
Mr. GARDNER. Thank you.
I am honored to testify before the Committee on Government Re-

form, Subcommittee on Government Efficiency, Financial Manage-
ment and Intergovernmental Relations today. My name is Larry
Gardner and I am Chief of the Milwaukee Fire Department.

My department provides services; emergency services that in-
clude fire education, suppression, emergency medical service, a
local heavy urban rescue team and a regional hazardous materials
team.

First, I would like to thank the committee for its continued inter-
est and support in the fight against terrorism. I would also like to
thank you for making the resources available to better prepare us
for the challenges of today’s domestic and international terrorist
events.

The tragedies of the attack on the World Trade Center in New
York and the events of Oklahoma City opened the avenues of op-
portunity for improved level of preparedness. Quoting a 1997 letter
to Mayor Norquist from the Federal Emergency Management Agen-
cy, ‘‘In light of recent events and the increased access to the pro-
liferation of nuclear, biological and chemical materials, there is a
growing concern about the potential for terrorist incidents involv-
ing weapons of mass destruction. Recent Federal legislation author-
ize the Federal Government to offer State and local jurisdictions
training to help the emergency personnel to respond to potential
terrorist incidents involving such agencies. Initial Federal efforts
will target 27 of the Nation’s largest cities and will involve a self-
assessment by each city of the current terrorist response capabili-
ties and training requirements and a cooperative Federal, State
and local approach to meeting identified needs.’’

Although this letter was written in 1997, the problem of terror-
ism is still here and even more punctuated today. Let me tell you
that the city of Milwaukee has taken advantage of the training and
equipment that was made available through the Nunn-Lugar-
Domenici Act. Milwaukee has taken full advantage of implement-
ing the MMST or MMRS system, as it is today. And as every day
passes, we see how the rules of the game for preparedness change.
This is why we must continue to pursue all the resource opportuni-
ties for continued training of our emergency response personnel in
the event of future terrorist attacks. I personally believe the city
of Milwaukee is far better prepared than it would have been if
these funds had not been made available.
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We must continue to receive these funds at the local level to pro-
gressively provide for training, exercising and equipping cities with
the latest in medical supplies and technological advances. It is im-
portant that these funds get to metropolitan communities such as
Milwaukee.

Here are some of the examples of the cooperative efforts Milwau-
kee Fire Department has been involved with since September 11,
2001: We have responded to the anthrax response and provided
public training. We have provided countywide risk assessment and
training with law enforcement, media and public health. We have
been involved at the State level with our regional hazardous mate-
rials team in training regional fire departments in awareness pro-
cedures for terrorist activities. We have trained and worked with
county employees regarding terrorism awareness training. We have
worked with—and one of the handouts I have for you is dated May
2002—we have worked with the city employees involving terrorism
awareness training. We have also worked with training our heavy
urban rescue team for structural collapse because of the incidents
that we have become so aware of from the city of New York. The
fire, health, police and public works, employee relations and sher-
iff’s departments have worked in cooperation to increase the level
of awareness through the outreach training to better prepare the
different tiers of government.

What do we need? We need to make our local efforts as success-
ful as it possibly can be. Incident command training, unified train-
ing, we need to continue to work on that. Planning to optimize com-
munications to improve wireless accessibility. Additional training
at all levels of government. Seamless grant applications and grants
that go directly to the metropolitan communities. Enhanced decon-
tamination capabilities. In our collective efforts to combat terror-
ism, we have expanded many local resources as well as the Federal
financial help. We need to continue to refine our efforts and get the
money to the local levels.

With that, I thank you and I am available for any questions.
Mr. HORN. Thank you. We are going to go through a few in this

area of law enforcement issues and then our colleagues here can
ask questions on that.

So we will now have David Clarke, the Sheriff of Milwaukee
County. Thank you for coming.

STATEMENT OF DAVID CLARKE, SHERIFF, MILWAUKEE
COUNTY, WI

Mr. CLARKE. Thank you, sir. Good morning, everybody.
I am the newly appointed Sheriff, having been appointed in

March of this year, but I do have somewhat of an advantage in
that in my previous position as commanding officer of the Intel-
ligence Division of the Milwaukee Police Department, my unit was
responsible for the very thing that we’re talking about today. So
while I have limited training and limited knowledge in that area,
I do have some.

The thing that is most critical to me and to us at the law enforce-
ment level is the information sharing. I have heard Tom Rich, Gov-
ernor Tom Rich, Homeland Security Director, and U.S. Attorney
General John Ashcroft say many times that homeland security is
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a local issue, and it really is. The information sharing for us is crit-
ical at all levels.

We still need to work at tearing down some of these jurisdic-
tional boundaries, just in terms of—you know, not our responsibil-
ities, but in terms of information sharing. One of the areas that I
would like to see improved on is the security clearance process,
which is a very cumbersome process to go through, to be able to
get that clearance to receive a higher level of confidential informa-
tion. I understand the importance of the confidentiality of this in-
formation; however, I think for the heads of agencies, like myself
and chiefs of police, there could be a more streamlined process so
that we have—so that our counterparts at the various levels; for
instance, Jeff Burke and Dave Mitchell with the FBI, Dan Jones
with the local ATF office, John Bergland of the Secret Service, peo-
ple that I interact with frequently, so that they can actually share
that information with me, with the understanding that it is sen-
sitive and not everybody needs to know it, but I think the head of
the agency does, especially with my countywide jurisdiction. So I
would like to see some improvements there.

The other area of concern for me is we do not really seem to have
an infrastructure in place with which to share information and we
are relying on faxes, we are relying on phone calls. The best exam-
ple I can give that we have here in the county in terms of informa-
tion sharing is with the HIDTA organization, the high intensity
drug trafficking area, where we do have an infrastructure utilizing
the computer, that many agencies, different jurisdictions, different
levels of jurisdiction have access to. Of course it is not open to ev-
erybody, you need certain clearance and passwords to get into cer-
tain information. However, that infrastructure that was set up for
the information—and that is why it was set up the way it was, for
information sharing at different levels because you have Federal
involvement, you have State involvement and you have local in-
volvement and so there is a central point that people can go to, to
obtain information as well as disseminate information.

So, like I said, having jurisdiction for the entire county, I think
the Milwaukee County Sheriff’s Office would be the most reason-
able place to start in terms of being the central focal point for re-
ceiving the information from the various levels. And it would be my
responsibility to disseminate that amongst the municipal agencies
within the County of Milwaukee.

That is really all I have to add at this point. Thank you.
Mr. HORN. Well, thank you. That is very helpful for us and you

have made some good points there. And other sheriffs such as you
and other responders certainly agree with what you are saying. We
will get to that in a few minutes.

Right now, I would like to have another from the State of Wis-
consin here. Why do we not have the Commander Mark R. Devries,
the Marine Safety Office in Milwaukee. So if we could get that view
on emergency response, it would be helpful. Mr. Devries.

Mr. DEVRIES. Thank you, Mr. Chairman. If I understand, would
you like us, the Coast Guard, to present our oral statement at this
point? If so, my counterpart, Captain Hartley, will be delivering
that.
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Mr. HORN. Go ahead. I just want to see the locals and then go
right to the Federal.

Captain HARTLEY. Mr. Chairman, my name is Scott Hartley and
I am here to represent the National Strike Force, which is also an
entity in the Coast Guard, but I was going to provide a national
perspective on that.

Mr. HORN. Sure. I just wanted the local points here, because
some of our colleagues might have to go to other things, so we
would like to get the view locally and then get some questions and
then get to various Federal.

STATEMENT OF MARK DEVRIES, COMMANDER, MARINE
SAFETY OFFICE, MILWAUKEE, WI

Mr. DEVRIES. Thank you, Mr. Chairman, I will go ahead and try
to share a local perspective.

As the Commanding Officer of the Marine Safety Office here in
Milwaukee, I have the responsibility for eastern Wisconsin, stretch-
ing up through Green Bay and above Washington Island and back
south to the Illinois border. In my capacity as the commanding offi-
cer, I am also the Federal on-scene coordinator under the National
Contingency Plan for the response to oil and hazardous material
incidents.

We feel that the approach to weapons of mass destruction events
nearly always will include an incident which will be either a chemi-
cal or hazardous material type response. And under the National
Contingency Plan, I will be responsible for working with my part-
ners in the State and local government as well as the other Federal
agencies as a coordinator in forming a response to an incident such
as that.

Under the National Contingency Plan, we operate in the incident
command system with a unified command. Wisconsin brings an
extra added dimension, which I am quite pleased to say I think
works really well, and that is the fact that Wisconsin is a home
rule State. The result of that is that I believe in the different areas
that I have been stationed throughout the Nation, I find here in
Wisconsin that there is responsibility and authority placed at the
local level for government services that results in an outstanding
participation, wonderful relationships and great interest in plan-
ning and actually preparing and executing responses. As such, we
have wonderful participation in our area committee, which is re-
sponsible for the area plan which is the framework which we re-
spond to these incidents under. The relationships that we have
built since we brought the added security dimension to our re-
sponse network has only grown further with our relationship with
the FBI, the Sheriff’s Office in the form of the emergency manage-
ment side of the Sheriff’s Office.

The primary fact that what we have here is a coordination type
role in the State locally, we work the contingency plans, we exer-
cise them; in 2000, we held a weapons of mass destruction exercise
which involved the participation for planning and actually execut-
ing the exercise with the county emergency management. We par-
ticipated in that exercise, we had the FBI and the whole response
network that became part of that.
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We just recently had a triennial exercise under the National Con-
tingency Plan which requires us to exercise our ability to respond
under the area plan. And interestingly enough, including the Y2K
events, all of our events have been operated and set up out of the
emergency operations center of the county. That in itself represents
I think a strong relationship between the response—the local re-
sponse community.

I will stop at that point and be glad to take any questions.
Mr. HORN. Thank you. We will now have one more local and in

this group—and this is the first time we have tried these sorts of
things, to try to get groups and then move to the next one. And
let me ask about the Administrator for Wisconsin Emergency Man-
agement, get that on the table, Edward Gleason.

STATEMENT OF EDWARD GLEASON, ADMINISTRATOR, WIS-
CONSIN EMERGENCY MANAGEMENT AND HOMELAND SECU-
RITY ADVISOR TO GOVERNOR

Mr. GLEASON. Thank you. Good morning, Mr. Chairman and
members of this committee. I appreciate the opportunity to testify
this morning. My name is Ed Gleason, I serve as the Administrator
of Wisconsin Emergency Management, as Homeland Security Advi-
sor to Governor Scott McCallum and also as Co-Chair of the Gov-
ernor’s Task Force on Terrorism Preparedness.

Here in Wisconsin, we did not wake up on September 12 and de-
cide that we needed to do something. We have been working to
raise our preparedness levels for the past 5 years. We have two cit-
ies in Wisconsin, Milwaukee and Madison, among the 120 cities na-
tionwide that have received Federal assistance to prepare for ter-
rorism as a result of the passage of the Nunn-Lugar Act.

This assistance has helped these two metropolitan areas consid-
erably; however, it left the rest of the State less than prepared.
Something else was needed to reach our cities and counties that lie
outside the major urban areas. In 2000, the U.S. Department of
Justice and the Federal Emergency Management Agency broad-
ened the program and released equipment and planning grants to
include these areas.

Counties that applied for the funding were required to conduct
threat and vulnerability assessments of their jurisdictions, deter-
mine what their local capabilities are to meet these threats and to
identify future equipment needs.

Using these assessments, last October, Wisconsin became the
tenth State in the Nation to complete the Statewide strategic plan
for domestic preparedness. This freed up $3.8 million of fiscal year
1999, 2000 and 2001 funding.

Our Statewide assessment detailed a need for over $16 million
though, for essential equipment, so you can see that there clearly
is not enough money at this time. The fact that these funds have
come as 100 percent funding and no match is required has helped
our communities considerably. We do believe at a time when we
are struggling to build capacity, it is extremely helpful not to be
challenged by identifying a requisite match.

A significant problem with these funds, however, was the lack of
flexibility in spending the allocated dollars. The Office of Justice
Programs has an Authorized Equipment List that is somewhat lim-
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ited. And when you want to deviate from this list, it requires a de-
tailed justification that consumes considerable time.

It has been a demanding grant to administer, as evidenced by
how long it has taken to get the dollars down to the streets. In
Wisconsin, we have expended about 50 percent of those funds, 95
percent of those are allocated to local communities. However, our
spending rate, I would dare venture is probably ahead of the rest
of the Nation. Flexibility should be the key in designing future
grant programs.

We have just on Friday, submitted our 2002 grant. The Justice
Department has expanded the eligible areas under this grant pro-
gram. We will receive nearly $6 million for program and exercise
needs. This will help considerably in our preparedness efforts, but
still our needs are greater than the funds available. We believe
that the 2003 First Responder Initiative dollars proposed by Presi-
dent Bush will further help our preparedness efforts.

The First Responder Initiative should help immeasurably in rais-
ing our preparedness levels. However, probably more appropriately
the name for this initiative should be emergency responder initia-
tive vice first responder, to broaden the eligibility for those who
could receive these funds. By most definitions, first responders are
law enforcement, fire service and EMS, emergency medical serv-
ices, personnel who are often the first to respond and enter harm’s
way. They do need and deserve, rightly deserve, our highest effort
to get them this protection. Yet, there are a cadre of disciplines
who may also be thrust in harm’s way and we need to be able to
provide them with the appropriate equipment and the flexibility to
do so. These response disciplines could be public health profes-
sionals, public works personnel and emergency management per-
sonnel. All may need consideration for this funding and I suggest
you leave it to the Governors to designate who should be eligible
for these funds.

Two weeks ago, I was present to hear Governor Ridge’s remarks
to the U.S. Conference of Mayors in Madison. The mayors asked if
he would provide block grants directly to the cities to help them in
their preparedness efforts. I strongly support his response, that the
grants should not be block grants to municipalities, rather they
should be provided to the States through the Governors. I believe
that we need to do this if we hope to build a Statewide system that
can complement our national system. I believe block grants tend to
create islands of response capabilities, that may not add to the sys-
tem as a whole.

It will also be tough in these difficult financial times for the
State and local governments to provide a hard match to these 2003
funds. We would like to see no match at all or a recognition for the
efforts as the appropriate match for these funds.

Last October, FEMA led a team of Federal agencies to Wisconsin
to jointly assess with us our terrorism preparedness response capa-
bility in 18 critical areas. We arrived at more than 40 action items
that when implemented will improve Wisconsin’s preparedness in
response capabilities.

A few examples of these action items include the following: Pro-
moting incident command systems to manage disaster response;
strengthening intrastate mutual aid; improving the interoperability
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of communications; further strengthening lab capabilities; and
seeking the designation of a full time civil support team comprised
of 22 National Guard soldiers trained and equipped to face chemi-
cal, biological and radiological threats. There are 32 States in the
Nation with these teams and we strongly feel that this capability
should reside also in Wisconsin.

I would like to conclude with a brief comment on the proposed
Department of Homeland Security. Governor McCallum and I sup-
port the President’s proposal. We believe it is a sound concept to
tackle the challenges our Nation faces. I offer this perspective as
a State director of emergency management and as a retired Coast
Guard officer.

I appreciate the opportunity provided today. As a Nation, we
have much work to do and the States appreciate the leadership of
the President and Congress in providing funding to help us get
there.

I ask that you continue to be flexible in the administration of
these funds as we collectively work to make our Nation better pre-
pared.

Thank you.
Mr. HORN. Thank you. We appreciate those ideas.
And now we will move to the Federal portion of the law enforce-

ment issues as we have had at the local and State level. We will
have Jeffrey J. Berkin, the Assistant Special Agent in Charge, Mil-
waukee Division, Federal Bureau of Investigation.

[The prepared statement of Mr. Gleason follows:]
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STATEMENT OF JEFFREY J. BERKIN, ASSISTANT SPECIAL
AGENT IN CHARGE, MILWAUKEE DIVISION, FEDERAL BU-
REAU OF INVESTIGATION
Mr. BERKIN. Good morning, Chairman Horn, thank you. Good

morning, distinguished members of the Wisconsin delegation. I ap-
preciate the opportunity to appear before you today to speak to the
FBI in Wisconsin’s efforts in the area of weapons of mass destruc-
tion preparedness and response.

Basically the focus of FBI efforts to address WMD threats is on
prevention. We view prevention as having a number of components
or elements, if you like. That is because we view prevention as a
defense in depth where we try to have a series of barriers to any-
one who would do us harm.

The first layer perhaps is intelligence acquisition. That is the col-
lection of intelligence information from our own human and tech-
nical sources, from liaison with our Federal, State and local part-
ners and from our foreign liaison partners.

Once that intelligence is acquired, we engage in intelligence
analysis. That, together with the collection, gives us the nature of
the threat.

From there, we go to information sharing and I will speak a little
bit more about that in a moment.

We also assist with physical security at target sites, particularly
for specific events, to try to help harden those potential targets. We
assist in addressing information assurance; that is, the security of
information systems, computer systems, from the cyber threat.

We also assist in addressing personnel security issues, not re-
placing the private sector or local security efforts, but where some-
one comes to a heightened level of attention because they provide
some indicia of suspicion, we can address that as well.

And last, of course, we engage in an aggressive and thorough in-
vestigation of identified threats to deter, to disrupt and to defeat
terrorist operations and efforts against us.

For a moment, I would like to speak about information sharing,
because that is a very important topic and one which has received
a lot of notice of late. Here in Wisconsin, we engage in information
sharing through a variety of mechanisms and I would like to share
those with you briefly.

First and foremost is our Joint Terrorism Task Force. Twelve dif-
ferent agencies, State, Federal and local are represented on that
task force, which is housed and led by the FBI. It is located not
only here in Milwaukee but also in Madison to provide adequate
Statewide coverage. These law enforcement agencies that work side
by side with us, of course, have access to the information that we
have, so that they in turn can take it back to their parent agencies
and assist in the dissemination of intelligence information.

We distribute information via computer systems through a num-
ber of ways: NLETS, the National Law Enforcement Telecommuni-
cations System, sends teletype warning messages to every police
department and sheriff’s office that is equipped to receive them.
LEO, Law Enforcement Online, an FBI sponsored information sys-
tem, similarly sends out threat information and intelligence infor-
mation. Those accounts are available to local law enforcement offi-
cers who care to have them. WILENET, a Wisconsin-specific Law
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Enforcement Network. We obtained authorization to input threat
information into WILENET, again for those departments which
perhaps have access to it but not to the other systems. We have
a program known as InfraGard, which is a private/public partner-
ship with private industry, designed primarily to protect private
corporations against cyber threats. We have another program
called ANSIR primarily focused on counter-espionage and counter-
terrorism. And perhaps one of the more important ones is manage-
ment representation at public forums, for particularly law enforce-
ment forums, where management distributes information at venues
such as the monthly meetings of the Wisconsin chiefs of police, the
Milwaukee County chiefs of police, Waukesha County chiefs of po-
lice and the like. We go to these meetings and we always bring up
information when it is relevant.

Of course, beyond prevention, we address the response to a ter-
rorist event, and we do that through training, through liaison,
through national FBI resources and assets such as the National
Hazardous Materials Response Unit, Hostage Rescue Team, the
National Infrastructure Protection Center and other national re-
sources which we can bring to bear here in Wisconsin if we become
overwhelmed in terms of resources. We also, of course, develop re-
sponse plans, so that we have a blueprint to follow in the event
that something does occur. And again, last, but not least, investiga-
tion and prosecution, which is our core competency, our traditional
function. We of course perform that function here in Wisconsin as
well.

But the point I would like to make is that really our primary em-
phasis is on prevention and I have given you some of the ways in
which we attempt to successfully address that.

That concludes my oral presentation this morning. Thank you.
Mr. HORN. Well, thank you, I appreciate it.
We will now get a view of the Federal Emergency Management

Agency through the region and to tell us all about that, Edward G.
Buikema, the Regional Director. And we thank you for coming over
here to give us some of your take on this.

[The prepared statement of Mr. Berkin follows:]
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STATEMENT OF EDWARD G. BUIKEMA, REGIONAL DIRECTOR,
FEDERAL EMERGENCY MANAGEMENT AGENCY

Mr. BUIKEMA. Thank you and good morning, Mr. Chairman and
members of the Wisconsin delegation. I am Ed Buikema, Director
of Region V of the Federal Emergency Management Agency.

FEMA Region V includes the States of Illinois, Indiana, Michi-
gan, Minnesota, Ohio and Wisconsin representing a population of
approximately 51 million people with the majority residing in
urban areas. We have significant disaster activity within the re-
gion, having administered 48 Presidential Disaster Declarations
within the last 5 years, with many events impacting multiple
States. Presently, four of Region V’s six States have active major
Presidential Disaster Declarations. Illinois’ declaration is for high
winds, tornadoes and flooding. Indiana, Michigan and Minnesota
have declarations for flooding.

To maintain the readiness for large scale disasters including acts
of terrorism, regional Federal agencies and the States turn to the
Federal Response Plan. Under the Federal Response Plan, FEMA
coordinates a disaster response system that involves up to 26 Fed-
eral agencies and 12 emergency support functions. Each emergency
support function has a lead Federal agency. Regionally, these emer-
gency support functions have been called into action during such
disasters as the midwest flood of 1993 and the Red River flood of
1997.

Other regional Federal agencies and our State partners meet at
least quarterly to share planning efforts, exercise preparedness and
response plans and devote attention to emergency response coordi-
nation during specific types of natural and manmade disasters.

The region takes an active role in preparing for a response to a
terrorism event. FEMA’s responsibility is to coordinate Federal, re-
gional and State terrorism-related planning, training and exercise
activities. This includes supporting the Nunn-Lugar-Domenici pro-
gram in which 36 Region V communities participate. We are also
working with States to build response capability and keep them in-
formed of Federal initiatives as well as participate in the State-
sponsored conferences, training exercises, task forces and work-
shops.

Just last month, the region hosted a senior leaders homeland se-
curity summit which brought together selected officials and rep-
resentatives of the first responder community throughout our
States. The summit provided a forum for discussions of issues re-
lating to the fire service and law enforcement, funding for plan-
ning, training, equipment and exercises, border issues, mutual aid
agreements and other issues pertinent to homeland security.

All of the States in Region V have implemented proactive and ag-
gressive actions in response to the terrorism threats that have
emerged since September 11th.

Many States have committed substantial amounts of staff and
their own financial resources toward preparing for weapons of mass
destruction events. All States have designated homeland security
directors.

Groundwork has been laid or accelerated to develop interstate
and intrastate mutual aid agreements. Specialized response teams
are being formed. Legislation is being enacted. Training is being
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conducted and equipment is being purchased. State government
has spent millions of dollars directly responding to homeland secu-
rity needs and the anthrax crisis.

While much has been done, we have only begun to scratch the
surface of what needs to be done. We have identified many short-
falls in our Nation’s ability to respond to weapons of mass destruc-
tion events. These shortfalls must be addressed. Homeland security
initiatives must be sustainable and will require an ongoing commit-
ment of Federal, State and local resources.

FEMA has recently realigned to establish the Office of National
Preparedness at the headquarters and regional level. The creation
of this office is intended to address a long-recognized problem, the
critical need that exists in this country for a central coordination
point for the wide range of Federal programs dealing with terror-
ism preparedness.

I would like to briefly discuss the first responder initiative. To
support first responders, the President has requested $3.5 billion
in the 2003 budget. These funds would help plan, train, acquire
needed equipment and conduct exercises in preparation for terror-
ist attacks and other emergencies.

Right now, FEMA is developing a streamlined and accountable
procedure that would speed the flow of funds to the first responder
community. Specifically, the funds would be used to support the de-
velopment of comprehensive response plans for terrorist incidents,
to purchase equipment needed to respond effectively, including a
better interoperable communications system, the provide training
for responding to terrorist incidents and for coordinated regular ex-
ercise programs.

The President is requesting funds in the 2002 spring supple-
mental to support the first responder initiative, including $175 mil-
lion to be provided to State and local governments to upgrade and
in some cases to develop comprehensive emergency operations
plans. These comprehensive plans would form the foundation for
the work to be done in 2003 to prepare first responders for terrorist
attacks.

FEMA has held listening sessions throughout the country with
first responders and emergency managers at every level to solicit
their ideas on the design of the grant program process. In addition,
we are working to resolve other issues critical to the success of this
initiative: National standards for compatible, interoperable equip-
ment. A national mutual aid system. Personal protective equip-
ment for first responders. And national standards for training and
exercises.

In addition to the right equipment, planning capabilities and
training, first responders have been telling us that they need a sin-
gle point of contact in Federal Government. In our view, it is abso-
lutely essential that the responsibility for pulling together and co-
ordinating the myriad of Federal programs designed to help local
and State responders an emergency managers to respond to terror-
ism be situated in a single agency. That is why we are so excited
about the President’s calling for the creation of the Department of
Homeland Security.

The functions that FEMA performs will be a key part of the mis-
sion of the new Department of Homeland Security. The new de-
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partment will strengthen our ability to carry out important activi-
ties such as building the capacity of State and local emergency re-
sponse personnel to respond to emergencies and disasters of all
kinds. The new department will administer Federal grants under
the first responder initiative as well as grant programs managed
by the Department of Justice, the Department of Health and
Human Services and FEMA. A core part of the Department’s emer-
gency preparedness and response function will be built directly on
the foundation established by FEMA. It will continue FEMA’s ef-
forts to reduce the loss of life and property and protect our Nation’s
institutions from all types of hazards through a comprehensive
risk-based all hazards emergency management program of pre-
paredness, mitigation, response and recovery.

By bringing other Federal emergency response assets such as the
Nuclear Emergency Search Team, Radiological Emergency Re-
sponse Team, Radiological Assistance Program, National Pharma-
ceutical Stockpile, the National Disaster Medical System and the
Metropolitan Medical Response System together with FEMA’s re-
sponse capabilities, the new department will allow for better co-
ordination than the current situation in which response assets are
separated in several departments.

Also the Citizens Corps program is part of the President’s new
Freedom Corps initiative. The initiative brings together local gov-
ernment, law enforcement, educational institutions, the private sec-
tor, faith-based groups and volunteers into a cohesive community
resource. Citizen Corps is coordinated nationally by FEMA, which
also provides training standards, general information and mate-
rials. We also will identify additional volunteer programs and ini-
tiatives that support the goals of the Citizens Corps.

Thank you for the opportunity to testify here today on the efforts
of the emergency management community. I will be happy to an-
swer any questions you may have.

Mr. HORN. Thank you. And the last speaker on the emergency
response issues and the law enforcement issues is Captain Scott E.
Hartley, Commanding Officer, National Strike Force Coordinating
Center, U.S. Coast Guard.

[The prepared statement of Mr. Buikema follows:]
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STATEMENT OF CAPTAIN SCOTT HARTLEY, COMMANDING OF-
FICER, NATIONAL STRIKE FORCE COORDINATING CENTER,
U.S. COAST GUARD

Captain HARTLEY. Thank you, Mr. Chairman. Good morning, dis-
tinguished panel members and the guests that we have here today.
It is a pleasure to appear before you today.

I am the Commander of the National Strike Force and I have
brought along the local Coast Guard rep and he stole some of my
thunder, but he did well.

I would like to begin by telling you about the National Contin-
gency Plan and National Response System.

The National Contingency Plan is a result of the Clean Water
Act of 1972 and the National Response System is a network of Fed-
eral, State and local agencies with extensive capabilities respon-
sible for planning for and responding to oil and hazardous material
releases under the National Contingency Plan.

This National Response System activates when notification is
made to the National Response Center, which is also a Coast
Guard entity, or any of the involved agencies. And a key person in
the National Response System is the Federal on-scene coordinator
or FOSC and that is what Commander Devries is here in the East-
ern Region of Wisconsin.

Under the National Contingency Plan, it is Commander Devries’
job as the FOSC to lead local preparedness efforts in coordination
with State and local agencies and private industry, and provide the
Federal lead in an actual response.

During an actual incident, Commander Devries, as the FOSC,
would set up an organization utilizing the incident command sys-
tem, incorporating Federal, State, local and private resources into
a focused and efficient response structure.

As part of the unified command in this response organization,
the Coast Guard FOSC works closely with officials such as the fire
chief, State officials such as director of response in the Department
of Natural Resources and the responsible party, to protect life,
property and the environment.

When needed, the FOSC can access the Oil Spill Liability Trust
Fund for oil spills or the Superfund for hazardous material releases
to fund a response anywhere in the country. In addition to local re-
sponse assets, the FOSC also has access to Federal resources such
as the National Strike Force, and that is where we come in.

The National Strike Force is one of five special teams designated
in the National Contingency Plan. We have three strike teams in
New Jersey, Alabama and California that are trained and equipped
to conduct hazard assessment, source control, contamination reduc-
tion, release counter-measures, mitigation, decontamination and re-
sponse management activities, all to support the FOSC during an
incident.

Each strike team has 37 active, 50 reserve and one civilian and
are supported by the National Strike Force Coordination Center in
North Carolina, which is also home to the National Preparedness
for Response Exercise Program, the Public Information Assist
Team and the National Inventory Loss Response Resources. All
three teams work, train and respond together and are completely
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interoperable and we are on call 24 hours a day, 7 days a week and
we can get there by land, sea or air.

Because of our role in supporting the FOSC during a major inci-
dent, we are often a participant in many of the local preparedness
efforts and provide training in incident response throughout the
country.

The FOSC is also supported for planning, coordination and inter-
operability by representatives of 16 Federal agencies and inclusive
of States at the regional level by regional response teams, which
in turn have a mirror organization for national coordination, plan-
ning, policies and interagency coordination known as the National
Response Team.

The Environmental Protection Agency is the chair and the Coast
Guard is the vice chair of the National Response Team. All of these
relationships, roles, capabilities and responsibilities are outlined in
the National Contingency Plan.

The National Response System is a valuable time-tested response
mechanism. All the authorities necessary to respond to an incident
are pre-designated and pre-authorized and this is in keeping with
the Presidential Decision Directives 39 and 62, which direct the
Federal Government to use existing systems for weapons of mass
destruction rather than creating new systems.

The National Response System should be a key component of the
new Department of Homeland Security and should reside in the
Preparedness and Response Directorate.

Thank you for the opportunity to testify here today and Com-
mander Devries and I would be happy to answer any questions you
might have.

[The prepared statement of Captain Hartley follows:]
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Mr. HORN. Thank you. And now I am going to ask my colleagues
to pose some questions and we will have in the next group, the
health-related, and we will have as the wrap-up, which we often
do, the General Accounting Office, because they look at it with 50
different studies they have done on this. And like them, if we add
any little pieces through the door, we want to make sure that we
pull it all together. So Director Hecker will be after the health. So
right now, we are going to have the law enforcement, the emer-
gency response questions from our colleagues.

And we have the representative here from Milwaukee. You have
a good part of Milwaukee, I think.

Mr. KLECZKA. Mr. Chairman, I have the entire city of Milwau-
kee.

Mr. HORN. Well, it is great. So go ahead.
Mr. KLECZKA. First of all, Mr. Chairman, let me thank you for

including Milwaukee in your field hearings. I think as we have
heard already from our law enforcement officials, we are working
toward providing a very coordinated effort for the homeland secu-
rity of not only the Milwaukee area but the State of Wisconsin.

I want to thank our Mayor for his testimony today and want to
acknowledge the President of the Common Council, Alderman
Pratt, who is here and sitting behind him is the newest council
member for the city of Milwaukee, Alderman Dudzik. So gentle-
men, welcome also.

Mr. Chairman, I think we all know what Congress has to do to
provide for homeland security. I think your hearings around the
country will enable us to know what the local concerns are. You
know, when Commander Devries was talking and mentioned Y2K,
I almost had all but forgotten the big problems we anticipated with
Y2K. But as I sat here and thought about it for awhile, that put
into place a lot of the coordination which we can use and build
upon today. It was a very serious threat, one which did not develop
into anything serious, and thank God for that.

However, the President has provided a budget request for imme-
diate response in the amount of $3.5 billion and as I look over that
response, I happen to agree with some of the people who testified,
like Mr. Gleason, who indicated that the first responders are not
only the police and the fire departments around the country, but
there are other health departments, health personnel and others
who should be included.

But as I look at that, Mr. Chairman, and I would like the Mayor
to respond, of the $3.5 billion requested, which I assume Congress
will go along with, 25 percent of those funds can be left with the
State to be used at their discretion. As I see the State role here,
it is one of more coordination. They are not the people who are
going to buy the communications systems, they are not the people
who are going to buy the equipment that might be necessary, and
so my question to you is—and I know the Council of Mayors has
also made a statement on this—I do not know if it is wise for us
to give the State the authority to retain 25 percent of these funds.

As you know, there was a large tobacco settlement for the State
of Wisconsin and it was to be used for smoking cessation and other
health concerns. But because of the budget fix we are in, those dol-
lars are now going to be used for the budget deficit. And my fear
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is with the authority for the State to use 25 percent of these funds
on a discretionary basis, that they might not be coming back to the
sheriff’s department, the fire department and things that would
probably be more attuned to emergency responder.

Mayor NORQUIST. Well, there always is that danger. You can look
at TANF, the welfare funds, some of which have ended up being
used by States to solve their budget problems instead of getting
people out of poverty and off welfare. That is always a danger.

I would approach it this way, rather than say cities ought to get
the money instead of the States, I think that the Federal Govern-
ment should decide what it is going to do to fulfill its responsibility
to protect the people of America. And that funds should follow the
function and where things can be most effective.

To make sure that funds are expended efficiently, I am not sure
that any level of government should be getting 100 percent funding
from the Federal Government in this area. That might sound
strange coming from me. I do not completely agree with the U.S.
Conference of Mayors, which wants to have an unrestricted block
grant in this area, and I would not agree that States ought to just
be able to have money to throw around.

We are talking about people’s lives here and setting up a system
that will actually protect people. And so where you have capability,
for example, the State’s lab, which you will hear more about from
Mr. Chapin later on, or our lab. You know, working out who does
the testing if there is a chemical threat is something that the city
of Milwaukee and the State can try to work out who does what for
what part of the State of Wisconsin. But if it becomes just a block
grant that people dip into and one level of government is given the
money to use for whatever purposes they decide to use it for, I am
not sure that you will fulfill your Federal agenda.

Your CDC is very valuable, it is a great Federal agency with tre-
mendous partnerships. You need to decide what you want to ac-
complish and not just try to figure out how to make various groups
happy.

So, you know, my plea to you would be to have the money follow
where it is going to be the most effective. That takes a thoughtful
approach by the Federal Government, not just making State gov-
ernments happy or local governments happy, but figuring out how
things will work effectively in Wisconsin or California. And you can
do this, but I would be careful about how you do it and set it up
in a way where there are incentives for people to focus on what
really works and what works efficiently rather—the danger, just to
close on this—remember when you had the concern about riots and
civil disturbances back in the Vietnam era and the civil rights dem-
onstrations? There were some Federal programs set up that led to
riot gear, water cannons, all those sort of things. Maybe it made
sense in places where it was likely to happen, but it did not make
sense in Minot, North Dakota or Decora, Iowa. And yet money was
expended through law enforcement grants all across the country on
things that really did not make sense.

So I think you really have to craft this carefully so that it actu-
ally provides protection to the people of Sheboygan. Maybe it
makes sense to find ways to have Sheboygan have an incentive to
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use our lab instead of building their own lab. And knowing the
Mayor of Sheboygan, I think they would be very open to that.

Mr. KLECZKA. Thank you, Mayor.
Mr. HORN. We will be alternating the questions on a bipartisan

basis. And we are now going to have 5 minutes for Mr. Petri, the
other Congressman for the rest of—as far as I am concerned—the
rest of Wisconsin.

Mr. PETRI. Well, first of all, Mr. Chairman, thank you very much
for coming to Wisconsin and having this hearing. I think people in
Wisconsin as well as all across the country are concerned about the
various aspects of the terrorism threat. We have obviously been
doing the best that we can to react to what happened on September
11th and the anthrax attack and we want to be part of the solution
to that. And it is a national problem, including here in Wisconsin.

With that said, it is also, it seems to me—I am not on your com-
mittee; normally, I work in the transportation and education area
and in the transportation area in particular, that is a Federal,
State and local responsibility and we have found it tends to work
best if there is cost-sharing so that people who are actually at the
local level carrying out the programs have some incentive to not
gold plate and to kick the tires and to make sure they are getting
dollars for dollars spent, because it is some of their money.

And I am just curious if any of the witnesses, the Mayor in par-
ticular, but a number of the others, can help me to understand if
they feel there is a difference in how far the dollars go if it is 100
percent dollars from—and not just how far they go, toward achiev-
ing the objective of the program, if there is cost sharing or if it is
100 percent Federal money. I would expect if it is 100 percent Fed-
eral money, I would have a big incentive at the local level to spend
a lot of local money on grant writing, which does not really get the
job done, it just brings the dollars home, rather than on actually
achieving the objective of the overall program. And if there is local
share and we do not go for it, it might be because we are all work-
ing for the same citizens at the end of the day, whether you are
a citizen of Milwaukee, you are still a citizen of Wisconsin and of
the country. If the local perception that the threat is not that great
in that area and they do not really want to spend local dollars on
it, maybe the Federal Government should not force them to do it
and should spend the money where people perceive the threat to
be greater, because they are willing to spend their own hard-
earned dollars on that threat.

Mayor NORQUIST. Well, I think that having some local share or
State share would help invest in existing infrastructure and caus-
ing that to be shared with everyone who might feel threatened by
terrorism, particularly if in-kind matching was allowed.

We already have a lab, the State already has a lab. Creating new
labs may not be the answer and investing in existing infrastructure
so that it can serve more people would be something that a match
would tend to create as opposed to 100 percent grant where you
can go out and create things that may not make sense.

Also, the other reason—I answered part of this to Congressman
Kleczka, but another reason why I would fear a 100 percent grant
program is that it is utterly insustainable—there is no question.
Every time the Federal Government creates a 100 percent grant
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program, it is the gift that always stops giving. Other concerns sud-
denly pop up in future years and then the money is shaved back.
There is no point in starting up something that would look grand
and fantastic to the local and State administrators but disappear
very quickly in the future. I think it is more realistic to set it up
right in the first place so it is predictable and you can have a com-
mitment by the Federal Government to deal with this over the next
10 years or so and not just start it up at 100 percent and then walk
away a few years later.

Mr. PETRI. Mr. Gleason, I should give you a chance to expand on
this from the State point of view.

Mr. GLEASON. Thank you, Congressman.
A lot of the points you made and the Mayor made, I do not dis-

agree with philosophically, but we are at a point that, you know,
our Nation is at war and we are trying to build capacity in a hurry
at the same time where our economies, not just at the State gov-
ernment, but at the local governments are stretched. And this is
a chance right now and it has been our chance over the last 4 years
of these fiscal dollars, to get us in the game. And eventually, I
think there should be ownership passed back to the local govern-
ment and State government to sustain that effort and make the
matches.

But if we are going to make that difference in the short term,
at a time when we are facing a $1 billion deficit, the no-match re-
quirement certainly takes some of that burden.

To just address Congressman Kleczka’s concern, I had mentioned
in my testimony, 95 percent of our first year of Federal fiscal dol-
lars went to the local communities. I have every intent to make it
continue at that pace. The idea that you need a 25/75, the only
thing it does is there are certain Statewide capabilities that benefit
local units of government that really only can be done under the
umbrella of the State, maybe an integrated justice communication
system. You would not want that in every municipality developed.
So that is why the 25 percent portion, some of that could fund
those type of capabilities. But our belief is and the Governor’s be-
lief is that we are going to push that money down to the local units
of government.

Mr. HORN. The gentleman from Milwaukee.
Mr. KLECZKA. Thanks again, Mr. Chairman.
Mr. Gleason, I should also point out that—and I do agree with

you that the resources of the State and local units of government
are stretched; however, so are the resources of the Federal Govern-
ment. In fact, we are anticipating a return to yearly Federal defi-
cits, the first one being about $320 billion. So the money is not
flush in Washington, DC, either.

But let me turn to the whole issue of the Department of Home-
land Security. Mr. Buikema from FEMA, you indicated you are ex-
cited over it and you think that this Homeland Security is probably
going to be the agency that will be best equipped to handle any fu-
ture emergencies. I guess my question of you is—I have some con-
cerns about, first of all, the size of the agency. If we are streamlin-
ing an agency to be an immediate response for emergencies, com-
bining 22 current agencies to a department of some 170,000 people
does not smack of being streamlined, on its face.
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But what I am concerned about is two of the agencies that are
charged with the most responsibility for intelligence as far as any
future terrorist activity would be the CIA and the FBI. Do you not
think that they should be made part of this new agency or have
a more direct linkage to the new Department of Homeland Secu-
rity?

Mr. BUIKEMA. Well, Congressman, thank you for the question. I
know that one of the benefits that we perceive of this new Depart-
ment of Homeland Security is in fact the opportunity to better com-
municate, cooperate and collaborate with representatives of the
some 22 agencies that you mentioned. And as has often been said
before, there is at least 40 different Federal agencies that have
some responsibility in one way, shape or form.

The proposal, as I understand it, Congressman, is in fact that in-
telligence would be gathered from a number of organizations in-
cluding the FBI and the CIA, as well as other organizations and
analyzed in the Department of Homeland Security, with the hope
and the expectation, of course, that will promote closer cooperation
and coordination among all intelligence gathering organizations.

So I am confident at this point that in fact the CIA and the FBI
will be able to provide great coordination and communication with
the new Department of Homeland Security.

Mr. KLECZKA. And Sheriff Clarke, you mentioned in your testi-
mony a concern about the security clearance authority. Could you
indicate to the committee what is the current level of security that
your office, the fire department gets and what needs to be looked
at when we talk about the security info that you are getting.

Mr. CLARKE. The application itself is very cumbersome. It is
probably 10 pages long and the kind of information that they need,
they want you to go back and list for the last 7 or 10 years, the
times you have been out of the country. And I know my wife and
I go on vacation every year out of the country, so we have to go
back and get those dates. I mean I do not remember exact dates
that I was out of the country.

Mr. KLECZKA. So you are talking about the complex application,
is the first problem?

Mr. CLARKE. The application, yes, and then the length of time
that it takes for a thumbs up or thumbs down, to get that clear-
ance.

Mr. KLECZKA. Chief, do you have the same—did you have the
same problem?

Mr. GARDNER. We get a lot of our information directly from the
FBI and with the sheriff and local police, and they work very well
with the needs that we have. So if there are imminent threats or
dangers, they give us an update on that. So I do not have the same
concern. That is a little bit more law enforcement.

Mr. KLECZKA. An added concern would be the holiday coming up,
the Fourth of July holiday. Did the department receive something
specific as to what the level of that threat might be?

Mr. CLARKE. We received information, I believe it was several
weeks ago. The exchange of information is adequate.

Mr. KLECZKA. OK.
Mr. CLARKE. But there are some things that cannot be released

to us because we do not have—or I do not have the security clear-
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ance at this point. I am going to through the process now, I just
received the application 2 weeks ago. So I am not criticizing the
sort of information, but not having a security clearance, I am lim-
ited as to the sort of information I have. And I also have a respon-
sibility to keep the chief executive of the county informed of certain
situations as well as Mayor Norquist having the largest municipal-
ity inside the county. And so it makes it difficult for me to keep
them informed, you know, if I am not informed.

Mr. KLECZKA. OK, but the question, using the example of the
Fourth of July, did you receive enough information to know what
level that possible threat would be, so you would know how to de-
ploy your troops over the holiday period?

Mr. CLARKE. Oh, yes, the answer to that question is yes. We
have received adequate information.

Mr. KLECZKA. That is good to know, thank you very much. Thank
you, Mr. Chairman.

Mr. HORN. Thank you. I will now yield 5 minutes to the other
gentleman from Wisconsin, Mr. Petri.

Mr. PETRI. Mr. Chairman, I know you have another panel and
I will not take the full time, but I just wanted to move to another
area.

Mr. Mayor, in your testimony, you spoke a bit about efforts that
Milwaukee had engaged in to increase the security of the water
supply for the city, probably in response to citizens’ requests for ac-
cess to some of the facilities for fishing and recreational use.

This is a major concern on the part of a lot of Federal, State and
local officials, because we all have water systems, most of them are
operated by local government and there is a tremendous potential
vulnerability there.

I wonder if you could discuss at all what the Federal Government
is doing to kind of coordinate, or are there seminars, are they work-
ing with water system managers, how great is the real risk. I have
heard some people say well, we do put chlorine in, purify the
water, and therefore if it were biological things, it would tend to
kill most germs, but there is a danger that you could have a chemi-
cal illness added that was a threat to life or health of people. Could
you discuss that whole area?

Mayor NORQUIST. Sure. We have people that are—Mariano
Schifalacqua and his staff, he is the head of the Public Works De-
partment, and he will be presenting this in more detail, but just
I think it might be helpful to understand that, you know, it is com-
mon sense to think that water could be a target. So it occurs to
people, you know, what are you going to do about it.

When the September 11th crisis hit, we had people in the media
and citizens saying well, maybe we should have a patrol boat
guarding the water intake and our water professionals said well,
that would not be a very good idea, the intake is below the surface
of the water and all that would do would be to mark where it was.
So that would not be the answer.

But there are things that can be done. Where the water can be
accessed, where there are major pipes that carry the water and
there are areas where maintenance people enter, having those
places secure and under lock and key, so that only the maintenance
workers get in, that makes sense.
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The electrical generation of the plant needs to be secure. The
chemicals that are used to treat the water, if they were all dumped
into the water at one time could create a problem. They need to
be secure. All of the basic ingredients that have to do with produc-
tion of water, and the threat is not just contamination. The shut-
down of a water supply could create an enormous problem of sani-
tation and health. So these are all things where common sense ac-
tually, kind of general knowledge that Members of Congress have
actually should lead you to ask the right questions about it as it
goes along.

Our experience has been pretty good in dealing with the Federal
Government, the EPA in terms of water security. And the consult-
ant that we use is the same one that provided the security plan for
Los Alamos, and we were already engaged with them, because, as
I said, we were trying to find more access for fishermen near our
plant. They will present that more later on.

But I think it is one where congressional oversight actually is
very relevant because the general questions that would occur to
you are the same questions that would occur to the public and need
to be answered.

Mr. KLECZKA. Will my colleague yield?
Mr. PETRI. Yes.
Mr. KLECZKA. You bring up a very, very important point, and I

should indicate that in the last budget bill for the Department of
Defense, moneys were appropriated to the setup here in Milwaukee
in conjunction with the University of Wisconsin-Milwaukee, a
water security institute. Those dollars were appropriated, the insti-
tute is being developed and it will be monitoring the water supply
in the State, especially in the Lake Michigan area. I also should
point out that in this upcoming budget, which—in the budget
which we just passed in the House last week—an additional $1
million was appropriated for furtherance of the duties of Wisconsin
Water Institute. So it is a concern that Congress also is aware of
and addressing.

Mr. HORN. Mr. Buikema, in your testimony, you state that the
three counties that are in the emergency planning zone around nu-
clear plants are not interested in stockpiling potassium iodide,
which can protect the public during a nuclear emergency. Could
you explain their concern?

Mr. BUIKEMA. I do not believe that was in my testimony.
Mr. GLEASON. Congressman, I believe that was in my testimony.
Mr. HORN. Sorry. OK, Mr. Gleason.
Mr. GLEASON. Back in December, the Nuclear Regulatory Com-

mission had gone to the Governors and asked if they would be in-
terested in stockpiling potassium iodide and we did look into that,
we went and appeared before our task force and our health depart-
ment reviewed it, and we came out with the recommendation that
we thought it was a reasonable measure to take consistent with the
Nuclear Regulatory Commission. But it is a change of our position,
because for years with nuclear plants, we had taken a position not
to stockpile. We did not want to do anything that interfered with
the evacuation. And that is primarily the concern of the local citi-
zens of those counties, is the evacuation. If they felt they had this
potassium iodide, it would discourage evacuation.

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00063 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



60

The second phase of that is testing your ability to distribute that.
And that is a particular challenge that has not been worked out
very well throughout the Nation yet.

So I think those are the two concerns that our counties had.
Mr. HORN. Thank you.
Captain Hartley, in your testimony, you discussed the Coast

Guard’s participation in training exercises involving weapons of
mass destruction and chemical releases. What was your assess-
ment of the exercises? Did you discover any gaps in your response
plans? Did all participants fully understand their roles and their
responsibilities?

Captain HARTLEY. I think one of the benefits of any exercise that
we attend is that you walk away with a better sense of what is in-
volved and what you need to do and improve on. From our perspec-
tive, things are looking much better.

Mr. HORN. Well, that is heartening.
Mayor Norquist, with the upcoming Fourth of July celebrations,

what message would you like to send to the people of Milwaukee?
Mayor NORQUIST. Love America. I really have not received any

information about the threat other than what I have read in the
paper, and my own view is that vague threats that—intimations of
vague threats by Federal agencies without any specifics probably
do more harm than good and, you know, if there is information
that needs to be communicated to law enforcement agencies and
there is some specific reason for them, that is vital, they should do
it, they should remain very active and alert.

But saying well, the Fourth of July, something bad might hap-
pen, I do not know what purpose that serves other than maybe if
something bad did happen, the Federal agency could claim they
warned everybody—I told you so—they could say that. But I do not
think it serves a real useful purpose.

I hope people enjoy the Fourth of July and that they think seri-
ously about the importance of our democracy sometime during that
day.

Mr. HORN. Mr. Berkin, when we were just finishing up various
things in the legislative situation in Washington, one of them was
the very point that people are talking about, how we handle the
sharing of intelligence with our other colleagues in the State, in
local and the region and so forth. The Judiciary Committee did act
on that. We had sent them a bill proposed about 2 months ago and
another bill was coming through which included the CIA. I do not
know if you have had any direction yet from the agency in Wash-
ington, but the theory here is to get and to check on intelligence
and to make sure that the various things can be put with respon-
sible people within the sheriff’s office, the police department and all
the rest. And I just wondered if anything has come out from your
headquarters since they just did it a week or two ago.

Mr. BERKIN. I have not yet seen anything as specific as you refer
to, Mr. Chairman, but what I can tell you is that for a very long
time, well in advance of the events of last year, the sharing of in-
formation between law enforcement agencies, between the FBI and
its colleagues, whether they be Federal, State or local, has been an
important issue that every FBI field office, including this one, ad-
dresses.
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Subsequent to the events of September 11th, an increasing pre-
mium has been placed upon the value of sharing such information
and there is more demand for it from our partners perhaps than
there has been in the past and we are attempting to satisfy that
demand. That is direction we received from Director Mueller di-
rectly, indicating that he desires us to ensure that the sharing of
information with our law enforcement colleagues is timely and
thorough.

To that end, we have undertaken all the various steps that I al-
luded to in my oral testimony, and I believe that those steps have
in fact been effective. Take the example you brought up, the sher-
iff’s department, a deputy is housed in our space now, is a full time
integrated partner with us as an investigator. There’s two purposes
for that. One is to serve as a very specific conduit for information
back to his own agency, but really more so the responsibility of the
members of the JTTF is to be alert to the equities of their individ-
ual constituent home agencies. I am not a deputy sheriff, I do not
necessarily know what Sheriff Clarke, in this instance, might per-
sonally find to be of special significance to him, although I can use
my common sense and judgment in that regard. But by having peo-
ple from individual agencies with us, they can be alert to their own
special equities and they can raise those issues with us and say in
a given case, this is something that my particular agency would
like to know more about, it is particularly important to us, some-
thing that might be lost on us through inadvertence. We can avoid
that by having colleagues from other agencies housed where we
are. I myself have been a detailee to the Central Intelligence Agen-
cy and I know that works very well, because in protecting FBI eq-
uities there and promoting agency equities back to the FBI, I have
seen how both agencies can benefit from that. I think that same
model is working on a very specific scale in the Joint Terrorism
Task Forces.

Mr. HORN. Well, that is good news. And if other FBI offices are
doing that around the country, I would give them a parade. We
have had nothing but cooperation from the FBI on all the hearings
we have had, and as well in Washington or in the field. So we are
delighted that you are moving ahead on that type of situation.

Let me now call on—it will not be all we will ask of her, but we
will start with Jayetta Hecker, the Director of the Physical Infra-
structure issues, she represents the Comptroller General of the
United States. He has a 15-year term, so neither President nor
Congress could get mad at him because he can still be there. And
he has done a marvelous job, Comptroller General of the United
States Walker. One of his top people is Jayetta Hecker.

So we would like to know from your Federal, across-the-whole-
nation view on some of these. Give us your thinking on this.

STATEMENT OF JAYETTA HECKER, DIRECTOR, PHYSICAL
INFRASTRUCTURE, GENERAL ACCOUNTING OFFICE

Ms. HECKER. Thank you very much, Mr. Chairman and Mr.
Petri, we are very pleased to be here today, and focus, if you will,
on the key aspects of this proposal for a Department of Homeland
Security on intergovernmental relations and effective partnerships
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with State and local governments. That is the presentation that I
have had for you today.

I have four areas that I would like to cover. Some are broad
areas and comments about the proposed department and then
three that flow from that—key aspects of effective partnerships be-
tween levels of government in terms of the roles, the performance
goals and finally, the appropriate government tools that are used.

As you mentioned earlier, our comments are based on the fact
that GAO has been looking at key programs targeted to control and
prepare for terrorism for well over 5 years. I have got about 30 re-
ports that are attached to my—references to reports attached to my
statement, and most significantly recently, the Comptroller Gen-
eral spoke just last week on the new department and we developed
a comprehensive statement and I have a few points to summarize
from that today.

My position—everyone else’s is kind of self-evident, where they
come from and why they know anything about this—my respon-
sibility is that in support of congressional oversight. I oversee all
the work looking at key surface programs, in which case I work
very frequently with Chairman Petri in the Surface Committee.
Also emergency management programs and also all the maritime
programs, so I have experience and we have worked looking at
major Coast Guard challenges in this new environment, maritime
and port security. I have worked looking at the transformation of
FEMA and the full range of responsibilities and then of course sur-
face programs as well.

The main point about the department is that it really holds
promise, but it is anything but a quick fix. We are concerned that
in fact, it will take substantial time and additional resources to re-
alize that promise. And I think one of the interesting things is a
lot of the comments that you have heard today about the chal-
lenges, intelligence sharing and clearances and relationships with
different units—they are not fixed by formation of the department.
So the underlying challenges really remain and the bringing to-
gether of some of these related agencies does not solve the problem
itself.

Our main concern really though is that the challenge of effec-
tively clarifying and partnering the different roles of government is
not lost in the significant challenges of putting this department to-
gether. They will face enormous challenges in information tech-
nology, which I know you know a lot about, and the component
agencies have their problems, so putting them together is a
compounding of problems. They will face enormous challenges in
blending their work forces, in financial management, in acquisition
tools. And none of that gets to the point about really building effec-
tive partnerships with State and local governments.

So our concern is as the department is formed that there be ade-
quate and continuous focus really on the building of effective part-
nerships with State and local governments. Basically, my state-
ment talks about three areas where we think there is required
focus in not only the department—but the strategy that still is not
prepared—that needs to guide the department, and that is the ef-
fective roles of the different levels of government, moving toward
effective goals and measures of what preparedness is. Right now,
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we do not have those measures. We do not have an idea of how
well prepared different levels of government are. There are efforts
to define standards and there have been reviews, but there is no
agreement of what preparedness is or what homeland security is.
And finally, tools.

So these are really the critical areas in the formation of the de-
partment and the essential nature of building effective partner-
ships, we are concerned not be lost in the process of pulling to-
gether the department.

Mr. HORN. Thank you. Do the gentlemen from Wisconsin have
any questions?

[No response.]
Mr. HORN. Then we will move into the health-related issues and

we will start with the Commissioner of Health, city of Milwaukee,
Dr. Seth Foldy. Thank you.

[The prepared statement of Ms. Hecker follows:]

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00067 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



64

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00068 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



65

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00069 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



66

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00070 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



67

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00071 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



68

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00072 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



69

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00073 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



70

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00074 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



71

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00075 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



72

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00076 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



73

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00077 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



74

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00078 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



75

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00079 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



76

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00080 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



77

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00081 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



78

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00082 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



79

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00083 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



80

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00084 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



81

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00085 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



82

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00086 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



83

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00087 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



84

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00088 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



85

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00089 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



86

STATEMENT OF SETH FOLDY, M.D., COMMISSIONER OF
HEALTH, CITY OF MILWAUKEE, WI

Dr. FOLDY. Thank you, Mr. Chairman and members of the Wis-
consin delegation, Mayor and members of Common Council.

I have submitted written testimony which begins with laying out
a scenario in which some 400,000 people across the city of Milwau-
kee mysteriously start developing a medical condition that in fact
reflected a real condition we faced here in Milwaukee in 1993, a
situation in which it took several days before health authorities
could even be sure that an outbreak was underway, when it took
more days to detect exactly what the cause of the outbreak was
and additional time to be able to understand what the source of the
problem was.

The point that I was trying to make, of course, is that bioterror-
ism and natural disease outbreaks, accidental disasters and other
problems such as heat waves are events that occur on a regular
basis and that from a public health perspective are not always that
different. In each of these situations, there are four major points
that need to be understood from the public health perspective, par-
ticularly at the local level.

The first is that prevention is an option if, but only if, enough
information regarding the threat is understood and acted on.

The second is whether it is a natural event or a terrorist event,
these are always complex emergencies that require coordinated ac-
tion of up to scores of agencies.

Third, that health care providers, first responders and the public
are really depending on public health authorities for rapid, authori-
tative health information; again, whether this is a terrorist or non-
terrorist event.

And finally, and particularly in the case of communicable dis-
ease, the source of an outbreak is typically obscure and sophisti-
cated epidemiologic, environmental and laboratory tools are re-
quired to identify and eliminate the source.

Now why do I come to a hearing on terrorism preparedness and
talk about non-terrorist events? It certainly is not because I intend
to argue that the public health work force and infrastructure is
well prepared to deal with terrorism. In fact, the thin white line
that protects the American population from both natural and man-
made agents has actually eroded over the last half of the 20th cen-
tury, although we in Milwaukee are proud that we have wrung
enormous lessons out of each of the emergencies that we have faced
over the last decade. Nevertheless, until recently, we would con-
sider many of our solutions jerry-rigged and perhaps not adequate
for the next challenge.

What I do want to reinforce is the understanding that Congress
endorsed in the Public Health Threats and Emergencies Act of
2001, and that is precisely that the need to respond to the needs
of terrorist activity must also simultaneously strengthen total pub-
lic health infrastructure of the Nation, and not simply create new
programs for terrorism.

The same infrastructure that is needed for bioterrorism must
also support our defenses against natural outbreaks and accidental
disasters. Otherwise, we have ended up weakening and not
strengthening homeland security.
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I would like to point out the testimony presented last week by
the General Accounting Office, their concern that merging general
purpose public health functions of the Centers for Disease Control
and Prevention into the Department of Homeland Security could
weaken the fabric of our all-purpose public health response capac-
ity.

I would like to point out, for example, how perhaps somebody
who is concerned exclusively with terrorism might view the na-
tional pharmaceutical stockpile as an important homeland security
issue. I view the national pharmaceutical stockpile as creating an
essential infrastructure should there be a natural outbreak of en-
demic influenza in the country that would require the rapid pro-
duction and dissemination of a specialized vaccine across the coun-
try. So it is critical for us to examine how these programs can con-
tinue to integrate, whether or not we create a new department.

I would like to note that in Milwaukee, we have actually aggres-
sively integrated our efforts with those of law enforcement and
public safety. We are actually becoming members of the Joint Ter-
rorism Task Force that was previously mentioned, and by doing so,
we are grafting a full service public health response onto local law
enforcement and public safety, rather than creating a pale shadow
public health entity that would duplicate our efforts.

I would like to point out to the committee that in the 2001 and
2002 appropriations for public health and bioterrorism prepared-
ness, Congress did take a tack that might be useful in other situa-
tions as well. And that is to award funds to States with the under-
standing that 80 percent of those funds go to support the infra-
structure of local public health agencies.

I would like to point out that information collection, management
and sharing is one of the critical issues that is faced by public
health related to bioterrorism as well as other public health emer-
gencies and that funding for this type of information sharing and
management is actually one of the critical tasks. Furthermore, that
the responsibility for such information sharing does need to be lo-
cated at DHHS because it does reflect the sharing of confidential
health information, the sharing of information that may be gen-
erated by medical billing systems. There are certainly ethical and
medical/legal concerns that are related to this information process
and, therefore, we think in the end, HHS will need to play a criti-
cal role in the development, similar to the development of its na-
tional electronic disease surveillance system and health alert net-
work.

Just in closing, I would like to notice a couple of real positives
in Federal policy. We were quite satisfied with the sophisticated
laboratory response that Wisconsin was able to muster over the
last several months regarding anthrax powder concerns that ex-
isted primarily because CDC’s laboratory response network had
better prepared both State and local public health laboratories to
respond to that emergency.

And I would like to point out to the subcommittee that HHS,
CDC and the Health Resources and Services Administration acted
extremely expeditiously in the distribution of terrorism and emer-
gency public health preparedness funds from the 2001 December
appropriation. Within months, clear guidance had been issued,
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funding has been initiated and I would suggest that the sub-
committee examine the carefully defined emergency preparedness
capabilities that formed the framework of CDC’s grant program, to
better understand the true inter-relatedness of public health pro-
grams and their capabilities and how they may interact effectively
with the Nation’s larger preparedness agenda.

[The prepared statement of Dr. Foldy follows:]

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00092 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



89

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00093 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



90

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00094 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



91

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00095 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



92

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00096 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



93

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00097 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



94

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00098 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



95

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00099 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



96

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00100 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



97

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00101 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



98

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00102 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



99

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00103 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



100

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00104 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



101

Mr. HORN. Thank you. Before we call on the Administrator for
the State of Wisconsin Department of Public Health, I want to put
on the record that I have an excellent paper here by the Commis-
sioner of the Department of Public Works of Milwaukee, Mariano
Schifalacqua. It is the best I have seen in a number of hearings
around America and it has to do with water quality. That is a very
important thing and has a major part in the health situation.

When I was in Europe a few months ago, four terrorists were
caught attempting to taint Rome’s supply of water. Thankfully,
they got them in time. Otherwise, the whole population of Rome
would have been poisoned.

So I would like to have Mariano lay it out for us. It is a mar-
velous paper, as far as I am concerned.

STATEMENT OF MARIANO SCHIFALACQUA, COMMISSIONER OF
PUBLIC WORKS, DEPARTMENT OF PUBLIC WORKS, CITY OF
MILWAUKEE, WI

Mr. SCHIFALACQUA. Thank you, Mr. Chairman.
I will not go into all the details that are in that statement, but

there are a couple of areas that I think are important to highlight.
First of all, I want to thank the members for the opportunity to

address you on this critically important topic. While all aspects of
public works may be required to respond in an emergency, I wish
to focus on one basic but essential public service, which is the Mil-
waukee Water Works.

The Water Works is a wholly owned and operated water utility
within the primary government of the city of Milwaukee. As such,
each year, the Water Works treats and distributes approximately
41 billion gallons of pure, clean Lake Michigan water to 845,000
people including the city of Milwaukee residents and 14 surround-
ing suburban communities.

Water service in Milwaukee is accomplished by two major water
treatment plants which draw water from Lake Michigan, effectively
treating that water and then distributing it through numerous
major pumping stations, booster stations, elevated and ground stor-
age facility as well as over 1950 miles of water mains. Water sys-
tems in general have been identified as a vulnerable asset simply
because of their large expanse and ability to reach into almost
every household and street corner.

A common carrier of drinking water, under the right cir-
cumstances, can potentially become a common carrier of biological,
chemical or nuclear agents. Improving security effectiveness or re-
ducing the consequences of an attack can be effective means of re-
ducing the risk to water infrastructure and ultimately impact the
public health.

The city of Milwaukee has proactively been involved in this ef-
fort. In 1999, we conducted a security review of our water plant fa-
cilities primarily focused on physical deterrents. Based on those re-
sults, we identified areas requiring remedial solutions and funded
those with local funds in 2000, 2001 and 2002. This assessment
helped focus our efforts in defining the appropriate level of threat
to large water utilities and the response required to minimize that
threat.
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Much of the activity has been focused on short-term physical im-
provements such as 24-hour around-the-clock security presence, in-
creased use of surveillance and lighting techniques, increased ac-
cess control and monitoring, strengthening barriers such as doors,
alarms, locks and instituting more rigorous protocols and proce-
dures.

Other efforts focused on increased education and training, re-
source identification and sharing, contingency and emergency re-
sponse planning with health, fire, police, State and Federal agen-
cies. Many of these same activities have been ongoing concurrently
in other public and private sectors; however, those sectors do not
share in the same level of accessibility that a water supply and dis-
tribution system have.

We applaud Congress for the supplemental appropriation this
year of $90 million to the EPA for the purpose of issuing direct
grants to large water utilities to conduct vulnerability assessments
and related response planning activities. Milwaukee is scheduled to
receive a share of that appropriation at a time when this need is
the greatest.

Continued direct support at the local level is required in order
for all water utilities to move from the initial short-term response
and assessment into the development, research, implementation
and construction of the recommendations derived from those as-
sessments.

There are many avenues available to accomplish this. While
some work has already commenced, the issues are complex and
cover many different groups, agencies, jurisdictions and levels. The
Federal Government needs to continue to work to ensure that effec-
tive and efficient response, resources and support is directly avail-
able to agencies on the local, municipal and county levels as first
responders to those potential threats and events.

Thank you and I would be more than happy to answer any ques-
tions you may have.

Mr. HORN. I thank you and we will now have the Administrator
for the Department of Public Health, State of Wisconsin, John D.
Chapin. We are glad to have you here.

[The prepared statement of Mr. Schifalacqua follows:]

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00106 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



103

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00107 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



104

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00108 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



105

VerDate 11-MAY-2000 10:20 May 22, 2003 Jkt 000000 PO 00000 Frm 00109 Fmt 6633 Sfmt 6633 D:\DOCS\87017.TXT HGOVREF1 PsN: HGOVREF1



106

STATEMENT OF JOHN D. CHAPIN, ADMINISTRATOR,
WISCONSIN DEPARTMENT OF PUBLIC HEALTH

Mr. CHAPIN. Thank you. The hour is late and you have heard
much wisdom here, so I am not going to give you more wisdom. I
just want to reinforce four words of wisdom you have heard.

You heard Mayor Norquist talk about function, which is if this
stuff does not work, then it is a waste of time and it put lives at
risk. You have heard Commissioner Foldy define functionality as it
not only has to work in terms of the threat of bioterrorism, but the
dual functionality of public health means it has to work for the ev-
eryday business of public health. Otherwise, we are just going to
have tyvek suits and civil defense barrels sitting in the basement.

You have heard a word of wisdom from Ed Gleason in terms of
flexibility. You have heard people talk about, such as our rep-
resentative from FEMA, the fear of fragmentation.

And let me put those four words together. Our problem is how
to functionally fund all the partners, but to do so in a manner that
avoids fragmentation, yet retains flexibility. And that is why I am
glad I am here and you are in Congress, because that is the para-
dox you face.

And let me just give four quick examples and be done. And
again, using the words of other wise people around this room.
When my department was writing the proposal for the CDC and
HRSA, we took much to heart the words of Mayor Norquist, al-
though he hadn’t spoke them yet, which was the job of us as gov-
ernment officials was not to please everyone, but to have a func-
tional proposal.

And let me talk about the dilemma. In Wisconsin, we have 72
counties, 100 health departments, 11 tribes, 450 EMS services and
if we wanted to give everyone a piece of the action, it would raise
a fundamental question of have we done anything to increase
functionality. And so our approach was one of let us not fund any
health department, any EMS, any city, any hospital, of which there
is 130 directly, but let us require them to form multi-county consor-
tiums, let us require hospitals and EMS to form trauma regions
and then let us fund them cooperatively and collectively, because
what do we know about jurisdictions in Wisconsin? First of all,
they are all formed in the 19th century. Second, biological entities
do not care if they cross the county line or the village boundaries.
Third, there is not enough money to fund every jurisdiction up to
the point of self-sufficiency. And last, any mass biological event will
overwhelm any one individual jurisdiction; and therefore, our ap-
proach is to move the money out of the State to the localities, but
to do it in terms of regional structures that offer mutual response.

The second thing—and I will reinforce what Chief Clarke said
about the cacophony of information jurisdictions and confusion as
to all these different information systems. We said in Wisconsin
that the two fundamental pieces of CDC’s information system, the
Health Alert Network and the National Electronic Disease Surveil-
lance System should be welded together. The information going out
and the information coming in should all be consistent within one
pipeline. And in addition, in Wisconsin, we put together an infor-
mation steering committee to make sure that every jurisdiction
does not go out and buy their own software to please their own
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needs so that none of it links together. And that is one of the fun-
damental requirements we have, which is whatever you buy with
this money, it has all got to fit in the HON and NEDS pipeline and
we are going to do it together, so it is not like 19th century militia
and everybody shows up with their different musket with a dif-
ferent caliber. That led to Bull Run, by the way.

The other thing we wanted to do was to ensure that all partners
of public health were funded. And by that, I mean both private and
public dimensions. You have heard a great deal about laboratory
capacity. The plan in Wisconsin is to have four centers of labora-
tory capacity—the State Lab of Hygiene, the incredible Milwaukee
Public Health Department Laboratory, the VA Laboratory and the
Marshview Clinic in northern Wisconsin, yet that is a private en-
tity. We were having a bit of a discussion with CDC, who seems
to think that public health is only the public sector. And what we
are saying to them is no, we want to fund a private lab because
we think citizens north of Highway 29 need to have laboratory ca-
pacity and whether it is private or public does not matter if it is
part of the public health system.

The other thing we are trying to do is in terms of accountability.
We think that for training, we have to use all the educational re-
sources of Wisconsin and not create new structures, which is put
a coalition together of the medical schools, the five schools of nurs-
ing, the VA system and give them the charge of helping educate
all professionals, business, labor, community members because edu-
cation for public health disaster has to be for the whole public.

And last, issues of accountability. These dollars are scarce, no-
body has enough money. And therefore, we are putting out con-
tracts for every single dollar with performance requirements
whereby whether we the State, local or private entities are not suc-
cessful, we want some of that money back so we can redeploy it to
people who have been successful.

And I would like to end by urging you to go back to these four
words, as you think about your job, which is what we do has to be
functional, it has got to fund all partners of public health, yet
please give us the flexibility at the State level so that we can do
what is creative. Because the four innovations I just told you are
not asked for in either the CDC or the HRSA grants. We did it be-
cause we thought we needed to do it. And the last is, do not let
this scarce money be fragmented into 1000 pieces without appro-
priate coordination.

And I want to thank the Congress for supporting public health
and urge our Federal partners good luck in their tremendous task
ahead and to tell you that the good people of Wisconsin at the local,
State government will work together and will be successful.

Thank you very much.
Mr. HORN. Well, thank you because I was particularly interested

on the funding of the private lab and the worry of CDC on that.
Let me talk about another laboratory in a State as great and dif-
ferent types of topography and all the rest, and let us say we had
a germ warfare scenerio going on. Would any of the community col-
leges’ laboratories besides the two great universities and perhaps
the various colleges that are in Wisconsin play a role?
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Mr. CHAPIN. Let me raise the ante from your example one more.
Wisconsin also has a wonderful biotechnical industry. Our State
Lab of Hygiene is making relations and agreements with our
biotech industry across Wisconsin such that if there is a huge de-
mand for capacity, we can bring the scientists from the private sec-
tor into our public sector labs to help us with these most difficult—
and I just want to reinforce the concept. States should have the
ability to form partnerships, both public and private, to protect. Be-
cause our public labs, such as the Milwaukee Lab, the VA Hospital
and our State Lab of Hygiene are just the first line, but we need
to do exactly what you have said, which is have the ability to ex-
pand that network so we can pull all the resources of Wisconsin to
deal with those issues.

Mr. HORN. Thank you. Do the gentlemen from Wisconsin want
a few questions here?

Mr. PETRI. Yes, I was hoping Mr. Chapin can stay around for a
few minutes and might be able to give some advice on what we do
about the wasting disease and the Federal Government’s inability
to have adequate capacity to monitor that. Maybe we can help
them somehow with some ideas.

But I wonder if you would comment a little bit about the Federal
effort to deal with this problem by creating a new Department of
Homeland Security, which is a departure from what you have done
at the State level in terms of trying to improve coordination and
focusing resources, but not creating an additional bureaucracy. I
suppose there is no agency, when you stop and think about it, that
does not have some security and health aspect to it in a sense. So
where you go and when you stop and how it all fits in and whether
it will be a diversion of whether it will be an addition, I just won-
der if you could comment on that.

Mr. CHAPIN. I think speculating at Federal level is beyond my
canon authority, but let me use an analogy from what Mr. Gleason,
who is the chair, co-chair of our bioterrorism task force, and my
boss, who is the co-chair, and let me take the word of wisdom you
gave to me which is we believe every agency in Wisconsin has a
role to play and the approach we have taken is to say the true
issue is incident command and control and resource coordination.
And so let us have a Governor’s Task Force on Bioterrorism that
brings all the partners together and then in a collaborative role of
coordination, we can figure out how to coordinate this. For exam-
ple, right now, we have multiple Federal agencies all giving mul-
tiple State agencies separate money with which we all fund local
entities. Now that could be a recipe for fragmentation. The ap-
proach Wisconsin has taken is to say let us get all the agencies in
one room with our local partners such as fire, police, county gov-
ernment, and let us figure it out here. Because putting everything
in one box is a good step if you are in chaos but it does not solve
all the coordination command and control. So rather than com-
menting on the Federal Government, I would like to point out what
I think is the wisdom that Mr. Gleason and others have brought
to this State in terms of saying it is the State’s responsibility not
to spend the money on themselves, but to coordinate that so that
all the dollars are not fragmented and they are functionally spent.
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So I think you might want to look to the model that Mr. Gleason
has put together for some insights.

Mr. PETRI. Thank you.
Mr. HORN. Anybody that has listened to all this, and you are

good soldiers here because I know you have many other things to
do, but if you had an idea that one provoked for another, we would
be delighted to have it on the record. So if there is—we will just
go around the line down there. Mr. Gleason, any thoughts that you
learned from this that we have not got on the record?

Mr. GLEASON. The only point I would make and I think it was
made by many people is this is clearly an example that has got to
be—and I think Governor Ridge has said this many times—it is a
national effort and a national effort does not mean it is a Federal
effort or a State effort or local, it is all these units of government
need to come together, we need to be as seamless as we possibly
can be, and get to that next step and that makes our Nation a bet-
ter prepared Nation.

Thank you.
Mr. HORN. Any thoughts over here?
Mr. GARDNER. Right. I would just like to echo what everybody

else is saying, you know, as far as our risk assessment and our pre-
paredness, I think when we do have an operational incident like
they have had historically across the country just recently, we
pulled together and we have managed them, but we have to con-
tinue to work toward being prepared and doing as was mentioned
as far as getting those resources to the appropriate level.

And I would just like to make a comment that you had asked
earlier of Mayor Norquist as far as this Fourth of July. I would just
like to say that everybody should be alert and aware. You know,
we have raised our level of awareness to where we should be able
to assist law enforcement and get the information to them as
quickly as possible, which then would help reduce the operational
side of our efforts tremendously.

I also appreciate the opportunity to speak before you here today.
Thank you.

Mr. HORN. Any thoughts here? You all testified very well.
Mr. BUIKEMA. Mr. Chairman, I would just like to echo the com-

ments of Mr. Chapin, especially in regard to the need for coopera-
tive planning regionally as well as the unified command system,
mutual aid. Those are themes that are recurring over and over
again. I think the lessons of September 11th have taught us the
need for interoperability of communications equipment as well as
response equipment and the need to make sure we have strong re-
lationships with our partners at all levels of government.

Mr. HORN. Yes.
Dr. FOLDY. Mr. Chairman, I think you have heard how in Mil-

waukee, considerable work has been done to work across jurisdic-
tions and to work across different programs. And I think you will
find as you travel around the country that there are areas where
those two rather thorny problems are being addressed in a creative
way, and those are going to be the communities that develop new
tools and new models for emergency preparedness and I would like
to suggest that some attention be paid to fostering innovation at
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the local level in those communities that establish models for the
rest of the Nation to learn from.

Mr. HORN. That is a good idea.
Captain HARTLEY. Mr. Chairman, if I could elaborate on Mr.

Chapin’s comment. Actually, I would like to see an all risk, all haz-
ard incident command structure. From what we have seen in pre-
vious responses, you are really building a $1 million organization
overnight and that is tough to do in the best of situations. Getting
the players together beforehand in a non-threatening situation, dis-
cuss issues, sort them out, without all the pressures of a response,
works wonders, from our perspective.

Mr. HORN. Well, thank you. I think we should say the obvious,
that I do not know one person in Congress that is not a fan of the
Coast Guard. So you have got a good—right here is one of the key
people, Mr. Petri, and I just go along and say what a great bunch.
So thank you.

Ms. Hecker, closing for the General Accounting Office?
Ms. HECKER. There were indeed so many words of wisdom and

insights and I really credit you for creating these kind of forums
that really create the dynamics that lead to this excellent dialog.

Mr. Petri’s point I thought about incentives and the Mayor’s
point about sustainability, I think are pervasive issues that what-
ever the strategies are, we need to structure Federal programs and
assistance in ways that really build sustainable capacity. I think
there was a lot of discussion about the scarcity of resources, even
though there is new money and there is a lot of new money from
the Federal level being targeted at these problems, it still needs to
be targeted effectively—the flexibility needs to be there and the
performance focus, and I think we heard a lot about that.

Finally, I think the issue of the dual use, the reality that in fact,
as I think many have recognized, so many aspects of every level
of government are related to securing the homeland and I think we
need to be careful. I think as Mr. Chapin said, GAO has already
testified that the proposal for the Department of Homeland Secu-
rity increases fragmentation of bioterrorism approaches and we
need to be very careful about the attempt to bring everything that
is related to homeland security together and then perhaps end up
making things worse rather than better.

But again, I commend you and this forum for so many excellent
issues.

Mr. HORN. Well, thank you very much.
Let me thank those who worked on this particular Milwaukee,

Wisconsin hearing. J. Russell George is our staff director and chief
counsel, at the table over there. And Bonnie Heald is to my left,
your the, she is the deputy staff director and spent as lot of her
energy with this particular hearing. And then Chris Barkley is
here somewhere—there we are, right at the table, he is our major-
ity clerk. And do we have any of the interns here? Well, they did
a lot of work at home then—Michael Sazonov, Sterling Bentley, Joe
DiSilvio. And then we have Mr. Petri’s office, which has been just
marvelous in helping us through a lot of these things. One is the
chief of staff, Debbie Gebhardt is the chief of staff in Washington
for Mr. Petri, and in the District in Wisconsin is Sue Kirkman. And
the one that is often the hardest working person and that is our
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court reporter and that is Bill Warren. Bill, we thank you for com-
ing. He goes with us almost around the Nation, we have a very
good court reporter.

With that, we thank everybody in Wisconsin and Milwaukee and
we appreciate that and we will put that into a report to the Con-
gress. Thank you.

[Whereupon, at 12:12 p.m., the subcommittee was adjourned.]

Æ
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