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RECOVERY AND RENEWAL: PROTECTING
THE CAPITAL MARKETS AGAINST
TERRORISM POST-9/11

Wednesday, February 12, 2003

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CAPITAL MARKETS, INSURANCE
AND GOVERNMENT SPONSORED ENTERPRISES,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The subcommittee met, pursuant to call, at 3 p.m., in Room 2128,
Rayburn House Office Building, Hon. Richard H. Baker [chairman
of the subcommittee] presiding.

Present: Representatives Baker, Ose, Manzullo, Hart, Brown-
Waite, Harris, Renzi, Kanjorski, Sherman, Inslee, Moore, Israel,
Capuano, Lucas of Kentucky, Clay, McCarthy, Matheson, Miller of
North Carolina, Emanuel, Scott, and Maloney.

Chairman BAKER. I would like to call this meeting of the Capital
Markets Subcommittee to order. It is my understanding that Mr.
Kanjorski is on his way and will join us momentarily. I would first
like to say—as I speak, here comes Mr. Kanjorski.

This is our first meeting of the new session, and we will have a
very busy agenda over the coming weeks and months. March and
April are particularly going to be time-consuming for Members. But
I think we have a lot of important work to do. Today is certainly
exemplary of the types of issues with which the committee will be
engaged.

We will be in receipt today of a report from the General Account-
ing Office relative to their assessments of market participants’ ca-
pabilities to help preclude or, in the adverse consequence, respond
to another economic terrorist assault on American soil. And from
the initial reading of the report and comments of those who will
participate today, although all answers have not been found, it
does appear that successful improvements have been in the mak-
ing. And we look forward to having the committee’s assistance in
helping the regulators and market participants achieve the level of
security needed to ensure that no one can bring our economic sys-
tem to its knees, an extraordinarily important matter, and I am
certain that the committee will return to it on many occasions as
circumstances require.

But I extend my welcome to the Members and certainly to the
Ranking Member Mr. Kanjorski, I look forward to working with
you again this session. And the gentleman is recognized for any
opening statement he might make.

o))
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Mr. KaNJORSKI. Thank you, Mr. Chairman. I think I will move
that my full remarks be made part of the record.

Mr. Chairman, first of all, I prize the relationship for the last 8
years that you and I have had as chairman and Ranking Member
of this subcommittee, and really take great pleasure in the fact
that we were able to rise to the occasion in providing terrorism re-
insurance and restoring investor confidence in corporate America to
some degree in the last Congress.

Today we are here to examine the physical problems that may
exist in a future terrorist attack on the United States and what ac-
tions and efforts we should take and what legislation will be nec-
essary to accomplish that end. Also, as I suggested in my amend-
ment to our policy consideration of the committee, we not only
should take into consideration the physical effects of a terrorist at-
tack on our economy and our markets, but also what economic dis-
asters could befall the United States, and to start looking at some
of the necessary actions to prevent that or to provide the legal au-
thority for appropriate action. And some of the witnesses that are
here today representing the various and sundry areas would be in-
strumental in examining that, because, in my estimation, I believe
that terrorism can cause unreasonable and untold loss of life in
America, it can cause tremendous physical damage in America, but
cannot threaten the national security of America. On the other
hand, economic destruction or events could bring down the Amer-
ican economy and, in fact, America in its entirety.

So I think that not only do we have the opportunity to look at
the physical effects on the markets and what we can do to shore
them up, but also anticipating what economic occurrences may
occur over the next several years that could really threaten the
economy of the United States. And I look forward to working very
closely with you in that end, and I move that my remarks be made
part of the record.

[The prepared statement of Hon. Paul E. Kanjorski can be found
on page 36 in the appendix.]

Chairman BAKER. Without objection, in their entirety.

Does any other Member wish to make any opening statement at
this time? If not, then I would proceed to our first panel of wit-
nesses, and welcome Ms. Davi D’Agostino, who is the Director of
the Financial Markets and Community investment Division of the
U.S. General Accounting Office.

I think all Members have been provided a copy of your report.
Please feel free to summarize and give us any perspectives you
think would be helpful to the committee. Welcome.

STATEMENT OF DAVI M. D’AGOSTINO, DIRECTOR, FINANCIAL
MARKETS AND COMMUNITY INVESTMENT, U.S. GENERAL AC-
COUNTING OFFICE

Ms. D’AcosTIiNO. Thank you very much, Mr. Chairman. With
your permission, I would like to submit my full written statement
for the record, and I would summarize my remarks orally.

Chairman BAKER. Without objection. And all witnesses’ testi-
mony will be made part of the official record. Thank you.

Ms. D’AGOSTINO. Thank you very much.
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Mr. Chairman, members of the subcommittee, I am pleased to be
here today before you to discuss GAO’s work on the readiness of
the U.S. Financial markets to respond to potential terrorist at-
tacks. The markets are vitally important to our Nation’s financial
system and to our economy. The devastating attacks on the World
Trade Center on September 11th revealed that our markets could
be vulnerable to such events.

Today I will talk about, one, how the markets recovered from
these attacks; two, the limitations that existed in participants’
readiness to recover; and, three, steps that regulators have taken
to assure that U.S. markets are better prepared for such attacks
and what more needs to be done.

First, because the attacks occurred in the heart of Wall Street,
over 70 percent of the nearly 2,800 people who lost their lives
worked at financial firms such as broker/dealers and banks. The at-
tacks damaged or destroyed over 400 buildings, and electricity and
telephone services were also severely disrupted. Facing enormous
obstacles, the utilities, exchanges, and firms worked around the
clock and used creative solutions to reopen the markets within
days of the attacks. Our report has numerous examples of the
amazing efforts behind the market restoration. Still, by that Fri-
day, September 14th, broker/dealers that normally provide 40 per-
cent of market liquidity were not fully ready to trade, and the in-
dustry and regulators chose to test the newly established tele-
communications over the weekend. On September 17th, the mar-
kets reopened, trading record volumes. In retrospect, the markets
probably would not have been able to open so quickly if certain or-
ganizations had been directly hit.

Second, the attacks also revealed limitations in the disaster plan-
ning of many market participants. In some cases firms did not
have backup facilities, and others had located their backups too
close to their primary sites. Some firms also found that the backup
telephone lines they bought from different providers were routed
down the same pipes or through the same switches as their pri-
mary lines. Our reviews of 15 important exchanges, clearing orga-
nizations, ECNs, and payment system processors from February
through June 2002 showed that they had taken many steps to pre-
vent disruptions to their operations from physical or electronic at-
tacks. Most had also invested in backup facilities or other measures
to be able to recover from such attacks, but many of these 15 orga-
nizations still faced increased risk to their operations.

For example, most organizations did not have complete plans to
continue operations if the staff at their primary sites were inca-
pacitated. Some of these organizations also faced increased risk of
disruption from widescale disasters because their backup facilities
were nearby.

Third, the financial regulators have taken some important steps
to improve the resiliency of the financial markets to recover from
future disasters, but these efforts are not complete. Banking and
securities regulators issued a white paper that proposed recovery
practices for crucial clearing and settling functions, but they have
not made a similar proposal for trading activities. To better assure
that trading can also recover in a smooth and timely manner fol-
lowing a disaster, we recommended that SEC take a leadership
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role and work with the industry to develop goals and strategies to
resume trading. Such strategies could be based on likely disaster
scenarios and should identify the organizations that are able to
trade in the event that others cannot. SEC also needs to work with
the industry to identify sound recovery practices for organizations
to adopt—to better assure they can trade after another disaster.

There will be a need to balance the business decisions and risk
management trade-offs that individual market participants make
with the need for a sound, viable plan for assuring the U.S. mar-
kets can resume important trading activities when appropriate.
The 9/11 attacks showed that the market’s ability to reopen de-
pends on the readiness of key broker/dealers. The plans SEC devel-
ops will have to assure that sufficient firms are available to trade,
and that customers’ accounts at firms unable to operate can be
transferred to others who can.

We also recommended that SEC improve its program to oversee
operations risks at exchanges, clearing organizations, and ECNs.
These improvements included making its voluntary program rule-
based, and using a portion of any future budget increases to ex-
pand and retain its experienced staff and technical resources.

Mr. Chairman, this concludes my prepared remarks, and I would
be happy to answer questions at any time.

Chairman BAKER. Thank you very much.

[The prepared statement of Davi M. D’Agostino can be found on
page 56 in the appendix.]

Chairman BAKER. Our next witness is Mr. Robert Colby, Deputy
Director, Division of Market Regulation, from the Securities and
Exchange Commission. Welcome, Mr. Colby.

STATEMENT OF ROBERT L.D. COLBY, DEPUTY DIRECTOR, DI-
VISION OF MARKET REGULATION, SECURITIES AND EX-
CHANGE COMMISSION

Mr. CoLBY. Thank you. Chairman Baker, Ranking Member Kan-
jorski, and members of the subcommittee, I appreciate the oppor-
tunity to testify before you today regarding the efforts since the
September 11th terrorist attacks to better protect U.S. financial
markets and institutions, and to address issues raised in the report
released today by the General Accounting Office.

As the GAO recognizes in its reports, participants in the United
States financial markets made heroic efforts to recover from the
devastation of the September 11th attacks, with the result that all
markets reopened successfully within a week after those tragic
events. Nevertheless, the Commission and other regulators in the
industry have engaged in wide-ranging and intensive efforts to con-
sider the lessons learned from the events of September 11th and
strengthen the resiliency of the financial sector so that we are bet-
ter prepared going forward.

Immediately after the September 11th attacks, the securities in-
dustry recognized the need to develop more rigorous business con-
tinuity plans that addressed problems of wider geographic scope
and longer duration. Market participants have taken a number of
significant steps to improve their resiliency, including establishing
more robust and geographically disbursed backup facilities for op-
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erations in data recovery, improving crisis management proce-
dures, and seeking telecommunications diversity.

The Commission and other financial regulators have also been
devoting substantial resources to projects designed to strengthen
the resilience of the financial sector. For example, the Commission,
working with the Federal Reserve Board and the Office of the
Comptroller of the Currency, are in an effort to identify sound
practices for business continuity planning for key market partici-
pants.

This past August we published for comment a draft white paper
that focused on a small but critical group of participants in the
U.S. clearance and settlement system. The goal of this project is to
minimize the immediate systemic effects of a widescale disruption
by assuring that the key payment settlement systems can resume
operation promptly following a widescale disaster, and major par-
ticipants in those systems can recover sufficiently to complete
pending transactions. The agencies expect to issue the final white
paper next month after an additional amount of consultation with
the industry, and then incorporate the sound practices into their
respective forms of supervisory guidance.

In addition, Commission staff has been reviewing on an ongoing
basis the efforts of the organized markets to strengthen their resil-
iency in the post-September 11th environment. These markets have
taken a variety of steps to improve their physical security, informa-
tion system protections and business continuity capabilities, and
Commission staff continue to work with them to further increase
the robustness of their individual plans. In addition, we have been
exploring with the markets the possibility of mutual backup ar-
rangements.

As to the resilience of securities firms, the New York Stock Ex-
change and the NASD have proposed rules that would require all
broker/dealers to have business continuity plans that address a
number of important areas. We have also been working with the
relevant industry associations, the SIA and the Bond Market Asso-
ciation, on their members’ business continuity disaster recovery ef-
forts.

To date, the Commission’s intensive efforts have focused on
measuring and ensuring the resilience of the U.S. clearance and
settlement system because, in our view, that infrastructure is the
single most important element of the securities markets. As a prac-
tical matter, securities transactions cannot be completed in the ab-
sence of a functioning clearance and settlement system. Accord-
ingly, the Commission has given priority to initiatives that assure
the prompt implementation of vigorous business continuity plans
by critical participants in the clearance and settlement system.

The GAO report recommends that the Commission do more to as-
sure the resumption of trading by securities markets and broker/
dealers following a major disaster. We share the GAO’s views re-
garding the importance of emergency preparedness of the financial
markets, and generally agree with the report’s principle: that the
financial market should be prepared to resume trading in a timely,
fair, and orderly fashion following a catastrophe. But we believe
that different, in some cases more complex, policy considerations
apply to the resumption of trading than to the resumption of clear-
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ance and settlement activities. Because trading activities is rel-
atively fungible across markets and market participants, we are of
the view that individual markets and securities firms are less crit-
ical to the securities markets than the key clearance and settle-
ment utilities. Were any single securities market to become inca-
pacitated, for example, we believe that trading could be shifted to
one or more of the remaining markets. We recognize that sufficient
advanced preparation is required for such an arrangement to work
smoothly and promptly, and, as I indicated earlier, Commission
staff is in the midst of just such an effort.

As to the resumption of trading by securities firms, in our view,
strong business incentives exist for broker/dealers to develop robust
business continuity plans for their trading operations. Trading op-
erations, of course, are in—at least in good markets, are a source
of significant revenue for securities firms, and few would risk a sit-
uation where their competitors are in a position to trade and they
are not.

I also note that as a provision of liquidity to the market by secu-
rities firm is voluntary; they cannot be compelled to resume trading
activities.

Finally, there are critical policy considerations relating to the re-
opening of trading markets following a major disaster that could
suggest not compelling the speediest reopening. Difficult judgments
may be required to strike the appropriate balance between the de-
sire to resume trading as soon as possible and the practical neces-
sity of waiting long enough to minimize the risks that, when trad-
ing resumes, it will be of inferior quality or interrupted by further
problems.

For example, in the aftermath of the September 11th events,
many praised the decision to wait until Monday, September 17th,
to reopen the equity markets as it allowed market participants the
preceding weekend to test connectivity in systems and thereby bet-
ter assure the smooth resumption of trading.

Despite these policy concerns, we nevertheless agree with the
GAO that more needs to be done to prepare the securities markets
for the resumption of trading in the event of a crisis. Specifically,
the Commission intends to consider whether it should identify a
time frame against which markets should plan to resume trading
following a widescale regional disaster. We also will continue to
work with the New York Stock Exchange, NASDAQ, and other or-
ganized securities markets to develop and test mutual backup ar-
rangements for various scenarios, and we will pursue efforts to in-
crease the resilience of important shared information systems such
as the consolidated market data stream generated for equity and
options markets. Any timing goal established for the resumption of
trading markets could serve as a useful resumption benchmark for
securities firms as well.

In addition, the Commission will consider developing standards
in conjunction with the self-regulatory organizations to help assure
that broker/dealers are able to provide customers prompt access to
their funds and securities even in the face of widescale regional
disturbance.

The GAO report also recommends that the Commission improve
its oversight of operations risk by issuing a rule to require ex-
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changes and clearing organizations to engage in practices con-
sistent with the Commission’s automation review policy, or ARP
program, and by expanding the resources dedicated to that pro-
gram. The Commission recognizes the critical role that technology
plays in the securities industry and specifically the importance of
having in place adequate safeguards and controls over information
resources to ensure reliable and timely trading services to inves-
tors.

The events of September 11th underscored the financial markets’
critical and increasing dependence on the integrity of their systems’
infrastructure. In light of the GAO’s recommendations, we will con-
sider alternative mechanisms to improve the effectiveness of the
Commission’s automation oversight, including the appropriateness
of rulemaking. We will also assess the additional resources that
may be necessary to accomplish the objectives of the ARP program
and the GAO report.

Thank you for the opportunity to testify, and I would be happy
to answer any questions.

Chairman BAKER. Thank you, Mr. Colby.

[The prepared statement of Robert L.D. Colby can be found on
page 48 in the appendix.]

Chairman BAKER. Ms. D’Agostino, it appears from the basic rec-
ommendations, there were principally two things I found of inter-
est. One was the resource limitation on ARP staffing and their abil-
ity to only review perhaps 7 of 32 particular agencies on an annual
basis, which means 4-1/2 years before you would make the full
cycle. So resource allocation for the technical folks we need to make
that system work is essential.

But number two, and I think Mr. Colby’s closing comments spoke
to it briefly, is the advisability of having rulemaking as opposed to
voluntary participation as a result of the ARP program findings.

It would appear to me that most of what I have read from the
industry perspective is that we should be careful not to mandate
something, a particular standard or a particular time line or par-
ticular steps to be taken, because each shop is different, each con-
ducts its business in a slightly different manner. But would it not
be consistent with the report that we at least by rule adopt goals;
that first, after whatever event may occur—and that obviously is
the difficult thing to predict—that efforts should be made for an
immediate operability, but subject to some period of time to test?
I think the lessons of September 11 was the Monday, September
17th success. Had it opened and stumbled, I think the repercus-
sions would have been significant. Can’t we get to a—could we not
construct a goal, an operational plan that would not so constrain
individual companies or participant, but yet set a standard in place
that would be mandatory?

Ms. D’AGOSTINO. Actually the ARP program and the ARP policy
is sort of like a goal. It does not have very specific technical stand-
ards to which an organization must live up, and it is not with a
huge amount of specificity that programs are reviewed. It is more
of a performance-based-type policy and program that they operate
with now, and that would be consistent with what we are recom-
mending.
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We acknowledge, I think, in our conclusions in our report the
need for flexibility and for technology to continue to evolve and to
have the opportunity to avoid—well, to ensure avoidance of a one-
size-fits-all or a cookie cutter approach where everybody has to do
the same thing, because of course there are many technology paths
just as there are for physical security solutions and other issues.

Chairman BAKER. But you do believe that the ARP findings or
recommendations should be in the form of a mandatory require-
ment as opposed to voluntary participation?

Ms. D’AGOSTINO. Actually they are mandatory on the ECNs now.
SEC did pass a rule that makes compliance with the ARP by the
ECNs required. So if we made that an across-the-board require-
ment for all organizations subject to ARP, it would simply even it
out.

Chairman BAKER. Right.

Mr. Colby, listening to our exchange, do you have a concern or
caution about mandatory ARP compliance or not?

Mr. CoLBY. Let me drop back and explain why the ARP program
is the way it is. It was developed a number of years ago, and it
is a little different for the Commission, because it was a program
of looking at the computer resources and the process of examining,
assessing, evaluating computer resources is something that has
been developing as automation has grown. So we did it on a vol-
untary basis in part because we didn’t want to freeze into place
something that was still in an evolving state, and it stayed vol-
untary because on the whole, given our influence over the self-reg-
ulatory organizations that it applies to, it has worked quite effec-
tively.

Now, within the ARP process, it assesses, processes, and controls
the system development mechanisms. There is room for differing of
opinions. So our people might come in and say, we think that there
is this weakness in your process, and the SROs may come back and
say, well, we disagree.

I think the sort of rule that the GAO is talking about is one that
mandates the process, in compliance with the process, as opposed
to any particular result that would come out of that evaluation.

Chairman BAKER. But the compliance for the ECNs which is
mandatory was principally centered, as I understand it, on the re-
ality that they were not open outcry systems, they were a commu-
nications-based marketplace. And as I view the markets today, we
are clearly moving rapidly to emulate that structure. And it would
seemed to me that verification by someone that the communication
skills and abilities, whatever the platforms may be, can have
functionality even after the aftermath of one of these events would
be advisable.

Mr. CoLBY. We absolutely agree. The ARP rules that applied to
ECNs were applied in part because of their structure, but in part
because they are not in the same regulatory state as the self-regu-
latory organizations which we examine, review their rules, and
have a lot of interaction. But the ECNs are typically private orga-
nizations, for-profit organizations, and so in that sense it seems it
needed to be mandatory.
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It also is a process-based approach, and so I think what they are
recommending could be transferred over to the self-regulatory orga-
nizations.

Chairman BAKER. I have exhausted my time, but just one more
quick question about the funding levels for the ARP program.

Mr. CoLBY. Funding levels.

Chairman BAKER. Yes. Where are we? What has the Congress
done in relation to that issue? And where is the agency with regard
to requests for this year?

Mr. CoLBY. As you know very well, we have had a funding prob-
lem over the years, and the ARP program is one of the things that
has been constrained by those funds. Another practical problem
that constrains that process is—and this committee by moving to
address it—that hiring the sort of people that go into the ARP
process is quite difficult, partly because the government process for
hiring is sort of skilled automation experts that we need is pro-
tracted, and partly because with the dot.com boom, these people
were just not available.

Chairman BAKER. Well, your ringing endorsement of the Oxley-
Baker bill has been duly noted. Thank you.

Mr. CoLBY. And that is what I intended.

Chairman BAKER. Thank you very much.

Mr. Kanjorski.

Mr. KANJORSKI. Thank you very much, Mr. Chairman.

Most of your concentration has been on physical damage and a
physical terrorist attack and what the implications of that are in
the marketplace; is that correct?

Mr. CoLBY. Our program both looks at physical and at informa-
tion vulnerabilities.

Mr. KANJORSKI. But as a result of physical damage.

Mr. CoLBY. Not necessarily. It also looks at the security meas-
ures that are taken with respect to cyberthreats and the like.
Cyberthreats are quite difficult, of course, to predict and respond
to, but it does intend to look at that, and it has been a focus of
the ARP process.

Mr. KaNJORSKI. If the attack on September 11th had, in fact, not
taken place against the World Trade Center buildings in New York
but in the Sears building in Chicago, has anyone done a study as
to what the disruption of the market, if any, and the economic ef-
fect of the terrorist attack on the market, if any, would have been
relative to what did happen?

Mr. CoLBY. There is a very high concentration of critical finan-
cial markets in the Chicago area, and it is something that we have
been focused on. Our agency, of course, is only the securities mar-
kets.

Mr. KANJORSKI. I guess I'm not directing myself, because that
again goes to the question of physical damage. I am trying to say,
has anybody said what the physical damage in the delay of opening
the markets and functioning in a physical way in the market as
compared to the economic impact of a terrorist attack was on the
economy of the United States? In other words, I would like to know
in that September period after—September through October after
the attack when we had the tremendous downturn in the market,
was that a result of the economy, or was that just a result of fear
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in the marketplace and the failure and the time required to open
the markets and get back to an orderly operation?

Mr. CoLBY. I think it is indisputable that the immediate drop—
there was a 3 percent drop on the day after the markets opened,
was clearly a result of concern about what the terrorist attack
meant. I don’t think that the rest of the fall in the markets can
be attributed to that directly. We have participated, but not been
chiefly responsible, in economic studies done by what is now the
Homeland Security Department about the economic consequences
of a terrorist attack in trying to assess how the September 11th
and how a possible future attack might affect the economy.

Mr. KANJORSKI. And have you participated in those, or should
you participate?

Mr. CoLBY. We have participated to provide our expertise, to try
to give them a sense of what the impact on the markets would be.
And then—

Mr. KANJORSKI. If you can answer: The CIA Director today testi-
fied that the untested potential exists for an ICBM to—with an
atomic warhead to hit the cities on the west coast of the United
States. Making the assumption that two 20-kiloton bombs were to
hit either San Diego, Los Angeles, San Francisco, Portland, or Se-
attle, what would be the ramifications to the economy of the United
States? And are we looking at that in terms of—are we just being
functional and physical here in looking at how to handle the mar-
ketplace as opposed to what we have to think about the disruption
of the economy?

Mr. CoLBY. This level of response is the functional and physical.
There are elements of the government that are looking at the
broader consequences. It is being conducted in the context of the
Homeland Security Department, and there is an entire community
of which we are one small member whose title is The Economic
Consequences of An Attack, and they are trying to both scope out
what those sort of consequences would be and also what sort of
steps might be necessary to respond to them.

Mr. KANJORSKI. So this committee should start thinking in terms
of not only the physical consequences of terrorism, but the eco-
nomic consequences of terrorism and other economic circumstances
unrelated to terrorism as to what kind of structures and processes
should be put in place in an anticipatory way in order to keep the
economy sufficiently existing so that we don’t really lose the war.

Mr. CoLBY. The physical and functional is just the beginning of
the process of trying to address what the consequence of a terrorist
attack would be.

Chairman BAKER. Thank you, Mr. Kanjorski.

I want to recognize the gentleman from California and welcome
him to his new capacity as vice chair of the capital market sub-
committee. Mr. Ose.

Mr. Ost. Thank you, Mr. Chairman. Your wish is my command.

Mr. Colby, my questions really relate to the alternative means by
which liquidity and transparency can be provided to the market-
place in the event of a catastrophe. If I understand the testimony
of yourself and Ms. D’Agostino and the others who are going to fol-
low, there is a certain level of redundancy between, say, New York,
the Pacific, and the American and the NASDAQ and some of the
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other ECNs to the extent that New York Stock Exchange is pre-
pared to trade the top 250 volumewise companies traded on
NASDAQ. And I imagine there are similar relationships elsewhere.
It is my—I am aware that the NASDAQ folks have come forward
seeking to have—I am trying to remember the language that they
used, but to have the SEC designate NASDAQ as an approved
marketplace for any number of reasons, one of which might be to
facilitate liquidity and transparency in the event of a catastrophe.

Now, I have been working on this for 2 or 3 years. I am still in-
terested in it. I am going to keep sending letters. I would like to
know what the status is on the application that was filed in No-
vember of 2001 by the advocates for NASDAQ in terms of their ap-
plication.

Mr. CoLBY. NASDAQ’s exchange application is still being proc-
essed. There were both practical, legal, and policy concerns. The
most fundamental policy concern emanated from a concern of what
an exchange should be. One of the first things we expect to do with
our new chairman when he is confirmed is to move this application
forward.

May I drop back and address the first part of your question,
which is that we believe—and I hope that NASDAQ will confirm—
that from an operational standpoint, that they are just as prepared
to address the sort of concerns about redundancy in their current
status as they would be as an exchange. And so while there are
very good reasons to be forwarding the exchange application, I am
hopeful, and I think Rick Ketchum could confirm it, that the ques-
tion of backing up the New York Stock Exchange and other mar-
kets is not one of the things that turns on an exchange application
registration.

Mr. OSE. So what are the conditions that have yet to be resolved
on this? I mean, 2 or 3 years is a long time.

Mr. CoLBY. Two or three years is a long time. This is a monu-
mental enterprise. The rules and rule changes that they submitted
would fill half of this table.

Mr. OsE. Do all the rule changes still need to be vetted, or have
you narrowed it down to a few?

Mr. CoLBY. We have narrowed it down to a few major and a larg-
er number of minor changes, but the minor are more minor. The
sort of things that are still at issue besides the question of how
much, what the nature of the market has to be, is a question of
what is the scope of the registered exchange? What sort of rep-
resentation must members be provided in the governance of the ex-
change? Because there is a statutory requirement for fair represen-
tation of members, and that has to be reconciled to a corporate, for-
profit, ownership structure. Those are the primary issues.

The minor issues involve such things as what sort of short sale
rules should apply, whether the exchange requirements about sepa-
ration of member trading should apply to this sort of an exchange
when it applies to all other sorts of exchanges. And there is a list
of smaller issues, but those are the key ones.

Mr. OsE. It is my understanding that the governance issue had
been resolved. And if I read, I think it was Mr. Ketchum’s next tes-
timony, they are, if I read this correctly, prepared to abide by the
short sale rules that exist in NYSE today.
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So, my time has expired, Mr. Chairman, but I would be following
up in writing because I intend to get this thing resolved. No is an
answer. But if it is no, let us get to it. All right?

Mr. CoLBY. We agree. We hope to be moving it forward.

Mr. OSE. Thank you, Mr. Chairman.

Chairman BAKER. Thank you, Mr. Ose.

Chairman BAKER. Mrs. McCarthy?

Mrs. McCARTHY. Thank you. This is my first day on this com-
mittee, so I don’t know whether my questions are going to be that
intelligent. But just listening to—well, you both have been talking
about, and then obviously with the heightened security on Friday,
are we better off today than we were on September 11th? And how
are we going to handle it? And just listening to the debate, and I
know government runs very slowly, but just God forbid something
did happen, and we are still waiting almost a year and three-quar-
ters on waiting for some rules to come through so we can be ready
to go the following day, hopefully, if we had an attack. Where are
we today if something happened by the end of this weekend?

Mr. CoLBY. We are much better off today than we were on Sep-
tember 11th, and I can give you some specific examples of things
that have changed. There is still work to be done, and I think what
you see is the GAQO’s pointing out that there is work to be done,
but let us not minimize the work that has been done.

All the major markets have dropped back and looked at their re-
siliency and what they can be doing to continue trading in the case
of a problem with their main trading site. The New York Stock Ex-
change will detail for you their plans for a backup trading site.
NASDAQ has long had two separate locations. There are efforts
well under way in the clearance and settlement system in order to
create more diversity. The main processing sites have been relo-
cated. And there—each of the major securities firms, and I believe
it is true for banks, though that is not our responsibility, have been
spending the time since September 11th completely revising their
business continuity plans to take into account the new realities,
and many of them have already put in place more resilient oper-
ation centers. There are vastly improved coordination mechanisms
between—within the firm. Don Kittell will talk about the SIA’s ef-
forts with respect to command centers and business continuity
planning.

And so I think—I don’t know if you would agree, Davi—that we
have come a very long way, but there is room to go farther.

Mrs. MCCARTHY. Because my only concern is, and this will be my
final question, that when we had a heightened security on Friday,
then the market, I believe, dropped quite a few points on Monday
and Tuesday, if I am correct. My concern is obviously the security
firms, they can only do as well as the confidence of the people that
are buying their stocks. So obviously they are going to do every-
thing possible to make sure that people feel confident. And I
haven’t seen anything, you know, out there to the general public
on talking about how well we have done and how well we came
back.

I was down on Wall Street a few days after September 11th, and
to me it was amazing how everybody worked together. To me it
was amazing how everybody just came together to get this up, be-
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cause we certainly—as horrible experience it was, and I lost an
awful lot of people from Camp Fitzgerald in my district, but the
bottom line is, we can’t let the terrorist win, because whether they
are going to attack us or not, the majority of people do believe it
is going to be New York or D.C. Whether it is true or not, that is
what people believe in. And we have to do—I personally think we
have to do a better job on just getting it out to the normal con-
sumer that we are ready, and it is not going to affect us the way
it did on September 11th.

Thank you for your testimony.

Chairman BAKER. Thank you, Mrs. McCarthy.

I didn’t announce earlier, but it is a general understanding that
the recognition of Members for questions will proceed based on se-
niority by time of arrival. So the short message is if you are here
on time when the meeting starts, you have got a good chance of
getting recognized early.

Mrs. MALONEY. Point of personal privilege?

Chairman BAKER. Certainly.

Mrs. MALONEY. I am not a member of the committee, but may
I ask unanimous consent to place into the record a statement? I
have a conflict with another meeting, and I wanted to thank my
constituents, Rick Ketchum from NASDAQ and Robert Britz from
New York Stock Exchange, for appearing today and for all of their
Woré{ in combating terrorism and getting our financial markets
ready.

Chairman BAKER. Without objection, and certainly appreciate
their efforts.

Mrs. MALONEY. Thank you, Mr. Chairman, and thank you for
having this hearing.

Chairman BAKER. Certainly.

Ms. Hart.

Ms. HART. Thank you, Mr. Chairman. I missed, unfortunately, a
big piece of the GAO testimony, so I am going to ask Ms.
D’Agostino a question that she may have answered already, so bear
with me.

I understand the concern, I was on the committee when we went
through September 11th and all the aftermath, the concern that
everybody had about everybody being able to get back to work and
everything going again. As far as recommendations that the GAO
has made, do you rank the actual physical proximity of the alter-
native place where they would work if they can’t be where they are
supposed to be of any high importance at all, the physical prox-
imity of sort of the alternative? You mentioned something in the
testimony about the—sort of always having an alternative place to
be. Is that relevant, or is that something that is important?

Ms. D’AGgosTINO. I think we would say that it is very important
to have backup facilities, particularly if you are a critical organiza-
tion and no alternatives exist for your services and functions. And
again, we do not—GAOQO hasn’t developed a position on the right
number of miles between a primary and backup facility. I mean,
we haven’t even considered that. But clearly from our lessons
learned from the 9/11 experience, having a backup facility to han-
dle your operations or to take you far enough away from a
widescale incident is a good idea. So I think that is about where
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we stand on it. But we think it is important to have backup facili-
ties.

Ms. HART. Okay. You are not going to micromanage where and
how and all those sorts of things, or you have no suggestions that
are really specific in that way?

Ms. D’AGosTINO. Not about mileage, but about functionality, yes,
it is a good idea to have a backup facility that can perform your
critical operations in full.

Ms. HART. There was an—I was just reading the testimonies—
a mention of 60 percent wasn’t enough; 60 percent of your oper-
ations wasn’t enough.

Ms. D’AGOSTINO. I believe 60 percent of the market liquidity was
ready to trade represented by broker/dealers.

Ms. HART. Okay.

Ms. D’AGoSTINO. Forty percent was not ready to trade on Friday,
the 14th of September. That 40 percent was not fully ready.

Ms. HART. So would you expect them all to be fully ready?
Shguld they all be able to be fully ready with an alternative facil-
ity?

Ms. D’AGOSTINO. I think that is a question for the SEC and the
industry to work out in its strategy and plan for restoring market
operations or trading operations after a disaster.

Ms. HART. Since the SEC is here, what do you think about that?

Mr. CoLBY. Well, I don’t think you can plan or try to compel ev-
eryone to be able to come back, because you don’t know what the
consequences could be. And, frankly, we don’t need to because we
have multiple competing providers of services. There are two posi-
tive consequences from that. The first is that many clients can just
move. If one broker is not operational, they use another broker.
And because of that, the brokers have very strong incentive not to
have their customers leave them, so they have strong business in-
centives that align with the government objectives in order to be
able to continue operating. And it is most true with respect to the
securities firms. It is also true with respect to securities markets,
because there are very few products, publicly-traded products, in
this country that are traded only in one location, which gives a
built-in resilience to the system.

Ms. HART. Are you hopeful then that as this issue is being—con-
tinues to be examined, that most organizations involved will cer-
tainly, as a matter of their own survival, make the best plan they
possibly can and expend whatever resources they have at their fin-
gertips to be able to do that? It is going to be a huge cost to them.

Mr. CoLBY. It will be a huge cost, and I think we have to keep
those costs in mind particularly in an environment where there is
not just one central utility that is providing the service, but a num-
ber of competing entities.

It is said that the shelf life of a securities firm must be measured
in weeks. If they are not operational and their competitors are,
their business is gone very quickly, and it may never return. And
so securities firms have an incentive to operate—which is not to
say we don’t need to set guidelines and objectives and standards,
but I think the incentives are aligned.

Ms. HART. Thank you, Mr. Chairman.

Chairman BAKER. Thank you, Ms. Hart.
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Mr. Emanuel?

Mr. EMANUEL. Thank you, Mr. Chairman.

As somebody representing Chicago, and as a former board mem-
ber of the Chicago Mercantile Exchange, as I listen to your testi-
mony and read the report, more and more what you seem to have
talked about was the physical location. And given that more and
more trading is going electronic, away from the open outcry—talk-
ing about my area—we have the options exchange and the clearing-
house most specifically that has been a concentration. I kind of rec-
ognize the problem of dealing with cyberterrorism. But given where
the markets are going every day increasingly—I do think you have
to worry about physical location, backup facilities, dealing with the
clearinghouse—my bigger concern is the electronic piece of this
market, where the market really is going tomorrow, and less about
the physical locations.

I am not—given that we have the Board of Trade, the options,
and the Merc and the stock exchange in Chicago, I do care about
the physical locations, but if you just look at the trading future of
where they are going, where handhelds are now on the floor, I am
more and more interested about the electronic piece of this busi-
ness and not the physical location of it.

I may have to go into a witness protection plan now that Chicago
hears I could care less about the physical. I don’t care less about
it, but what I care about is what is going on electronically and
what you are doing to protect that. And as you said, it is the most
difficult part of what we have to do, and yet if you look at where
trading is today and how it is moving tomorrow, it is almost purely
electronic, and you could do that by each of the exchanges and go
through them and talk about what their futures are like. And hav-
ing sat on the Merc board, that was the preoccupation of the board
for a long time, and that is where the exchange is going now.

Mr. CoLBY. You are right in pointing out that the physical
threats are less significant if you have an electronic market, be-
cause as long as you have dispersion between your operating cen-
ters, the market can continue. In fact, some of the markets that
have physical floors, have as their backup plans an electronic mar-
ket. So they recognize that, though that is not where they want to
go to, but if they have to maintain their operations, they can do
it electronically, which then puts a premium on cybersecurity. And
this is something that it is very much a focus. It is a focus for the
government, from the President’s Committee on Infrastructure Pro-
tection right on through down to our level. And there have been a
lot of measures taken by the various markets and clearance and
settlement systems to try to assess and protect their information
security.

Mr. EMANUEL. Well, I want to drive this point home, because as
I look at this report, obviously you have the shadow of September
11th that hangs on it, but the truth is I don’t want to protect for
September 11th alone. They are not going to just do a repetition
of September 11th. We have to actually prepare for the next attack
that is going to be, in my view, a lot different than September 11th.
And we have to deal with where our exchanges are going, where
our trades are going.
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And my one last comment as well as question is given that a lot
of these functions today—the clearinghouse in Chicago is really a
consolidation for the different exchanges. That consolidation actu-
ally makes it at one level economically efficient and another level
a far greater target for—and easier to disrupt for a terrorist organi-
zation. And I don’t even know if that—that is more of a statement
than a question. So, given the trends of what is going on in the in-
dustry, I want us to be thinking about the future not so much
about laying in place the protections about what happened in the
past and only the past. Thank you.

Chairman BAKER. Thank you, Mr. Emanuel.

Ms. Brown-Waite.

Ms. BROWN-WAITE. Thank you, Mr. Chairman. I apologize for not
being here sooner; I had some constituents from my district.

This question may have already been answered, but have the
agencies actually reviewed the inter-agency white paper that set a
goal that may be so costly and unreasonable that it would be
unachievable? Have you done an economic analysis of what this
recommendation would mean to the industry? And I think I would
ask this to Mr. Colby.

Mr. CoLBY. We have tried to do an economic analysis. We re-
ceived comments on the one that was initially put out. We are in
the process of revising it. We plan a process of consulting with the
firms to try to assess what the impact of the revised statement
would be in order to try to take into account the cost impacts.

Ms. BROWN-WAITE. But do you actually have an estimate of what
the cost impacts are?

Mr. CoLBY. We have a sense from the people, the firms that
would be affected, of what the costs were. These are, of course, pro-
prietary expenses. We have not made them public, but we have
been pursuing with them what the costs would be.

Frankly, a lot of the cost depends on the implementation sched-
ule, because if it is something that can be worked into their com-
puter planning and automation development, it is much less expen-
sive than if it has to be done immediately.

Ms. BROWN-WAITE. Thank you, Mr. Chairman. I yield the rest of
my time.

Chairman BAKER. Thank you very much.

Mr. Scott?

Mr. ScorT. Yes. Thank you, Mr. Chairman.

In the wake of 9/11, of course, we have put together the Depart-
ment of Homeland Security. I would be interested in knowing both
of your opinions.

What do you see the role that the new Homeland Security De-
partment will play in ensuring that we have continuity in the
event of another terrorist attack and in preparation, particularly as
it relates to business continuity and investor confidence?

Mr. CoLBY. The topic of business continuity and investor con-
fidence is one that is important to the homeland security. To date,
they have been interacting with the group that was set up before
the Homeland Security Department called the Financial and Bank-
ing Information Infrastructure Committee, chaired by the Treasury
Department, of which we, the bank regulators and a number of
other agencies, are part.
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They have been working through this group in order to try to co-
ordinate policies and improve the development. But from our inter-
action with them, it is very clear that this is a matter that is of
concern to that Department.

Mr. ScorT. Are you satisfied with what the Department of
Homeland Security is doing or projected to be doing to ensure that
our markets will continue to operate? Is there anything else you
would recommend?

Mr. CoLBY. My sense is that they are taking this very seriously,
and it is going to be one of the important items on their agenda.

Mr. Scort. Okay. Thank you Mr. Chairman.

Chairman BAKER. Thank you, Mr. Scott.

Ms. Harris.

Ms. HARRIS. Thank you, Mr. Chairman.

With a follow-up to Ms. Brown-Waite’s question concerning tech-
nology, is there an overall assessment concerning cyberterrorism
and how this would affect the financial markets?

And then secondly, how would you characterize the state of pre-
paredness with regard to future terrorist attacks and how they will
affect our financial markets?

Mr. CoLBY. I did not hear the last question, I'm sorry.

Ms. HARRIS. How would you characterize the state of prepared-
ness of our financial markets with respect to future terrorist at-
tacks?

Mr. CoLBY. Cybersecurity is, obviously, more amorphous than
physical threats because with physical threats you can assess a
particular location or building and say, what happens if that was
damaged?

Threats can come in a variety of different shapes and forms, but
there are very active efforts on the part of the financial institutions
and the self-reporting organizations that are dependent on informa-
tion—and the securities markets are, at base, an information busi-
ness—to protect themselves from the threats that could disable
their operations or create polluted information flows within the sys-
tem.

So our sense is—and we are not alone in looking at this, but a
number of consultants and advisers have looked at it—it is some-
thing that you need to stay focused all the time, but the efforts
that have been dedicated to it have been very extensive and effec-
tive.

The overall state of preparedness has come a long way. We are
in much better shape than we were on September 11, but there is
more to be done. I think that both the agencies that are in charge
of it, the self-regulatory organizations that operate trading markets
and oversee members, and the financial firms themselves, are all
very focused on preparedness at the very highest levels of their in-
stitutions. It went from being one more cost item to being a critical
matter for each of these institutions.

Chairman BAKER. Thank you, Ms. Harris.

Mr. Inslee?

Mr. INSLEE. Thank you.

I wanted to ask about your findings on the automated review
group, the ARP. You seemed to suggest that—and I missed your
oral testimony, I am just reading here, I am sorry—but you seem
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to suggest that there were inadequate resources to really complete
some fundamental reviews. I think you noted that there were only
7 out of 32, if I read your testimony right, that have been com-
pleted, which to me was a pretty glaring failure given the risk to
these markets.

Is that—from your review, is that simply a result of lack of re-
sources and appropriations to the SEC? Is there some other inhibi-
tion? What is the reason for that failure?

Ms. D’AGOSTINO. The resources—the automation program could
use more resources and more experience levels. The problem is—
and this is true pretty much throughout the government, it is not
unique to the SEC; even GAO has some challenges in this area of
human capital—getting good technical people and being able to pay
them enough to retain them.

In saying that, I don’t mean to belittle our recommendation. It
is not just an SEC problem, but it is an important program, we
think, from the standpoint of the markets. It is the only oversight
program going that does what it does. It has been particularly chal-
lenged in terms of being able to handle high turnover rates, low
staffing levels, sometimes as low as three to four people. They are
now up to 10, I believe, to handle 32 market organizations.

As I think our report mentioned, Federal standards recommend
reviewing high-risk organizations once every year or two. This puts
the SEC program in a kind of straits.

Mr. INSLEE. This is one of the reasons we were concerned when
the administration tried to cut the SEC budget, at least below what
it was promised. We hope at the end of this budget cycle that san-
ity is restored and we get resources for getting this done. Thank
you for letting us know about that.

Ms. D’AGosTINO. Thank you.

Chairman BAKER. Mr. Renzi?

Mr. RENZI. Thank you, Mr. Chairman.

Thank you, Ms. D’Agostino and Mr. Colby. I appreciate your time
and the detail and the professionalism of your report.

I come from the wildlands of Flagstaff, Arizona, and recently I
had an opportunity to sit in on a contingency where a regional at-
tack was simulated at the Northern Arizona University dome. We
had the firemen and we had the police out there, and we had heli-
copter crews come in. It was a regional attack.

I learned that the rail runs through Flagstaff and the major
highways run through Flagstaff, and a big gas oil line runs through
Flagstaff. I also learned that a communications hub is in that area,
one that goes all the way to communicate to the east coast.

I said to myself, if we had a regional attack and it knocked out
the ability of L.A. to trade in New York, and we set up this
bicoastal confrontation between the L.A. investors not being able to
invest if the market stayed open—or would it close? What would
happen if all of a sudden we had this East-West conflict based
upon regional attacks, particularly in the West, if you don’t mind?

Ms. D’AGOSTINO. From a telecommunications standpoint?

Mr. RENZI. Telecommunications, and a communications hub.

Ms. D’AGOSTINO. The telecommunications infrastructure network
involves more than single paths for communications to go through,
and many different options for switching. So it is not clear that—
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Mr. RENZI. That one would be knocked out—

Ms. D’AGOSTINO. You would have to really know where every-
thing is.

Mr. RENZI. When you look at the manufacturing industry and
you look at upstream suppliers—I am sure you look at upstream
suppliers or vendors who provide you with integral portions of
what it takes for you to do business—have you looked from a con-
tingency standpoint at all those integral nodes; not only commu-
nications, then, since we are able to go on a different path, but all
the upstream providers that are integral to your operation from a
contingency standpoint, like a manufacturer operation would look
upstream?

dMs. D’AGoSsTINO. GAO has not done such a review, to my knowl-
edge.

Mr. CoLBY. You as the securities markets are supported by a lot
of suppliers that provide various services. Some of them are regu-
lated, some are not.

We have been looking at the regulated ones within the limita-
tions of our resources, and we have been talking to the securities
firms about themselves checking about the resilience of their pro-
viders, their service providers, because they rely on vendors of var-
ious types. So since September 11 there has been an extensive
amount of back-checking about resilience.

Mr. RENZI. Right. Any great organization has an Achilles’ heel.
That is what I am going for here. I am just a small businessman
from Arizona is all, but my instincts tell me that if we look at the
stock market and we look at other avenues to attack the stock mar-
kets, which is in the direct crosshairs of the terrorists, that next
time they are going to be smart enough to attack somewhere that
directly affects the stock market without attacking New York. So
in your course of discussions and development on this, I would urge
you to maybe take a look upstream. Thank you.

Chairman BAKER. Thank you, sir.

Mr. Israel?

Mr. ISRAEL. Thank you, Mr. Chairman. I apologize for being late.
The Committee on Armed Services has a hearing in conflict with
this, so I have been shuffling back and forth.

Several weeks ago I visited with a local company in my district
called Applied Visions. They are working with the Defense Ad-
vanced Research Projects Agency to develop software that would
protect financial institutions and others against a cyberattack, and
helps people assess the likelihood of a cyberattack.

One of the things that I learned at that meeting was that some
financial institutions in the New York area, I believe the New York
Stock Exchange and others, have created a kind of voluntary asso-
ciation, a kind of collective self-defense pact against cyberterrorism.
They work together to monitor potential attacks, and then they
alert each other if they believe an attack is imminent against any
of those that are included in that group.

The problem is that if they are aware of a potential attack
against a financial institution outside of that group, there is not
much that they can do about it. They do not necessarily share that
data. So here you have a group that has the potential of protecting
a large number of financial institutions against a cyberattack, but
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does not have the wherewithal or the ability or willingness to alert
the broader community.

I was wondering whether in your research you were aware of
that group, and whether you can make specific suggestions on how
it can be broadened to provide the greatest extent of protection to
}he largest number of financial institutions, rather than a select
ew.

Mr. CoLBY. That is not the only group operating, fortunately.
There are other channels to get the information out. There are a
variety of information dissemination groups, ISACs they are called.
There is one in the securities world operated by SIAC.

Also, on the government level there is a process developed
through this FBIIC channel so when a regulator learns of some-
thing that affects a regulated entity, they communicate it up so
that at a much higher level you can look and see, if there is a pat-
tern here. Once the pattern is identified, the threat can be commu-
nicated back down to all people that might be potentially threat-
ened.

Mr. ISRAEL. Are they required to communicate that threat?

Mr. CoLBY. There is not a specific rule that requires it, but in
practice it is expected and it does happen, because there is a inter-
connection between the securities firms and their self-regulators;
maybe not quite daily, but a very close interaction beyond that; so
this sort of communication is expected to be communicated into the
channels and made—and it has happened. It has happened where
the firm will say, look, we have just had a problem. The regulators
then say a firm has just had a problem. We think it is internal,
but we then canvass and check and see if anyone else is having the
problems in order to identify whether it is a generalized problem
or infectious, or an internal glitch.

Mr. ISRAEL. One final question. Do either of you believe that the
current systems that are available to assess threat are effective, or
do we need to improve the software or improve other systems so
that we are better equipped to assess a potential cyberattack
against financial institutions?

Ms. D’AGOSTINO. I know there are a number of software options
out there. I know some very large multinational corporations have
even developed their own threat and risk assessment and risk
management software.

The important thing is the inputs into the decision-making mod-
els that the software represents. That would involve some good in-
telligence information about the threats and who is targeting you
and what kinds of possible scenarios. It is development of reason-
able and, I guess, viable scenarios for you to play out, then,
through the software.

So just as important as software solutions are getting that good
data and those viable scenarios to input through those models and
get you some reasonable outputs to assess then, and to make deci-
sions on your security solutions.

Mr. ISRAEL. Very good. Thank you. I yield back, Mr. Chairman.

Chairman BAKER. Thank you, Mr. Israel.

I want to express to each of you and the agencies you represent
my appreciation for your appearance and your work.

Mr. MANZULLO. Mr. Chairman.
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Chairman BAKER. Sorry. You are recognized. I apologize.

Mr. MANzZULLO. Thank you.

Thank you for coming. I am sorry I was not here for the testi-
mony.

Ms. D’Agostino, as I read the testimony, on page 4 it is abso-
lutely startling that companies that are professionals in back-ups
and redundancy systems for the purpose of security and storage of
equipment in many cases never took the time to track the path or
switches, so that a company’s main path or switch would also be
the same path or switch of the company hired for the redundant
system.

That is pretty dumb. I don’t understand how a security company
could hold itself out as being an expert—and I see some guys back
there nodding their heads, "Yes, maybe we got ripped off." ask for
your money back.

But even under a situation where there had been, for example,
a fire in the building and not an act of terrorism, this statement
is absolutely startling. I am not one big into licensing for profes-
sionals, but in your investigation, the people that install these re-
dundant systems for backup of material, et cetera, are they held to
a particular licensing standard or a degree of education? Is there
some kind of a professional path, or do they just have a nice white
business card with a nice emblem and their name is printed in
gold?

Ms. D’AGoSTINO. We don’t really have any information. We didn’t
do any work on that. I think in some cases, as was relayed to us,
the backup or alternate providers of telecommunications actually
did have at one time separate lines and paths; but then later after
the contract, sometime later and without notifying the client,
moved the paths into the same lines as Verizon.

Mr. MaNzZUuLLO. That would be a breach of contract, as far as I
am concerned.

Ms. D’AGOSTINO. We—

Mr. MANZULLO. That is none of your—but that is extremely seri-
ous, because the companies hired to do this are—boy, I woke you
government employees up there, didn’t I? Everybody is nodding
and saying yes.

I don’t have a very technical background and don’t understand
a lot of these terms that are used in communications, but I just—
what I see here is a good-faith effort on the part of these houses
to back up their system. You don’t anticipate an emergency such
as September 11, but they do anticipate somebody getting into
their system and screwing up their lines. They do anticipate, you
know, a flood or water getting into the basement, or a lightning
strike, or a surge, or a fire on their premises.

Here in good faith they hire these firms, and initially, as you
said, there are separate lines. Then the lines get merged by the se-
curity firms. I consider that to be a very serious breach, and there
has to be a tremendous amount of responsibility that is placed
upon those companies before setting up a system like that.

You don’t have to respond to that. This is more of a comment.

Mr. CoLBY. I would just say this is something that came as a
surprise to many, including the firms that believed that they had
built redundancy. Apparently, as Davi said, they contracted for dif-
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ferent systems. They were told by the contract providers what the
routes were. The routes were different when they contracted for
them, but apparently there was a freedom under the contracts to
subcontract, and sometimes in the course of the subcontracting,
they got routed through paths that were not diverse—but now
steps have been taken to help address this. One includes develop-
ment by the Securities Information Automation Corporation of its
own network. Bob Britz, who is testifying later, is a co-president
of t}}llat organization and may be able to give you more information
on that.

But realizing in hindsight this was a problem, there have been
proactive steps taken to create diverse alternatives to the existing
telecommunications—

Mr. MANZULLO. But it would be hindsight by the houses. They
are not charged with that type of knowledge, and certainly how
could it be hindsight by the people putting in the security systems
when it does not take but a second grade education to figure out
that you have a separate path? I am a pilot, I am not current in
my license, but in large aircraft you always have a redundancy sys-
tem so if something breaks down, you can go onto something else
without depending upon those lines.

Maybe I am being hard on these companies, but perhaps I am
not. If you contract for security, and you get two lines, and then
somebody brings those two lines into one to save some money, I
just think that is a very serious breach of ethics. Thank you.

Chairman BAKER. Thank you, Mr. Manzullo.

I do appreciate your appearance here today, the work you have
done, but also wish to make it clear that from the committee per-
spective we understand this is an ongoing and continual responsi-
bility.

In the scope of your services if you identify things that the Con-
gress should respond to, whether it be legislative authority, and
certainly matters relating to necessary funds to conduct these ac-
tivities, the committee would like to continually be informed of
those needs so we may be appropriately responsive. We certainly
don’t want to do anything that contributes to exacerbating a very
difficult circumstance when this eventually may reoccur. Thank
you very much for both being here.

At this time, I would ask that panelists from the second panel
come up to the table. Good afternoon and welcome. I certainly ap-
preciate each of your appearances here this afternoon.

In order to move us along, I would begin by introducing our first
witness, Mr. Richard Ketchum, President of the NASDAQ. We cer-
tainly welcome your participation here this afternoon.

STATEMENT OF RICHARD G. KETCHUM, PRESIDENT, NASDAQ
STOCK MARKET

Mr. KErcHUM. Thank you, Mr. Chairman. Thank you, members
of the subcommittee. I want to congratulate you on having this
hearing. It is clearly timely, and I think the oversight this com-
mittee provides on this critical issue is very, very important. I ap-
preciate this opportunity to describe the steps that NASDAQ has
taken to ensure our business continuity in the event of another cat-
astrophic event.
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Any analysis of industry preparedness must first review the mar-
ket’s response to the 9/11 attacks. Because our main and backup
technology centers are located outside Manhattan, it is important
to note at the outset that at no time following the disaster that oc-
curred on September 11 were NASDAQ’s systems inoperative. At
the time of the 9/11 attacks, trading was suspended, but NASDAQ
systems and network continued to operate, and indeed provided an
opportunity for testing for the firms that operate in our market-
place. Therefore, our primary concern regarding reopening the mar-
kets after 9/11 related to our ability to connect with the firms that
are active in NASDAQ and bring liquidity and ordered flow to our
marketplace.

Following the 9/11 attack, we worked closely with the SEC,
Treasury, Federal Reserve, the NASD and the New York Stock Ex-
change, as well as key member firms, to resume trading as soon
as possible. That cooperation was an important factor in reopening
the markets and restoring investor confidence. I am very proud of
the efforts of so many talented people at NASDAQ who worked
tirelessly with so many others in the financial services community
to bring our markets back on that Monday, 9/17, safely and with-
out incident.

While the events of September 11 did not fundamentally change
NASDAQ’s understanding of the potential range of threats to the
financial services sector, they amplified awareness of the potential
reach that could be exerted by such threats. NASDAQ has imple-
mented a fully developed business continuity disaster recovery plan
that will allow the continued trading of NASDAQ securities in the
event that one of the NASDAQ data facilities is rendered inoper-
ative.

In short, we believe that disasters are managed not only by hard-
ening potential points of failure, but also by building redundancies
wherever possible into the entire trading network, and by regular
testing of those backup capabilities.

Geographic diversification of redundant facilities is a core compo-
nent of NASDAQ’s business continuity strategy. Our redundant
data facilities are located hundreds of miles from one another in
differing geologic and climatic zones, so that the same natural
event has a low likelihood of impacting both sides. NASDAQ also
decreases its vulnerability by operating from separate utilities and
local telecommunications services.

While we are confident that our system’s designs and contin-
gency plans contain appropriate levels of redundancy, NASDAQ ap-
propriately works with member firms to support them in enhancing
their backup capabilities as well. In that connection, NASDAQ,
working with the NASD, has submitted a ruling filing, as has the
New York Stock Exchange, that would require broker/dealers trad-
ing in NASDAQ securities to engage in appropriate business con-
tinuity planning. As a result of each of these ongoing efforts, I am
sure that our equities markets are more resilient than they were
on September 11, 2001.

We have also worked closely with the GAO as it evaluated
NASDAQ’s preparedness and developed its findings and rec-
ommendations. We generally share their view on the need to de-
velop goals, strategies, and sound practices to improve the resil-
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iency of trading functions and enhance the SEC’s funding for tech-
nology and staff.

We are also working with the SEC and the New York Stock Ex-
change to develop a plan under which NASDAQ and the New York
Stock Exchange can trade each other’s securities in the event of a
disaster that rendered either market inoperable.

It is important to emphasize that these plans are only a final
layer of protection for the U.S. Securities markets. The first line of
defense for stock markets will always be their own backup systems,
and the continued operation of each market has to be the first pri-
ority.

In conclusion, following September 11, the U.S. Financial indus-
try demonstrated its resilience and resolve to maintain the most
liquid and stable markets in the face of terrible challenges. Truly,
NASDAQ’s trading network has demonstrated its unique value as
part of that infrastructure. However, our work is not done.
NASDAQ, the government, and the financial services industry will
need to continue to work in concert to ensure that trading can re-
sume following a catastrophic event.

Thank you again for providing me this opportunity to describe
the steps NASDAQ has taken, and I would, of course, be happy to
answer any questions from the committee.

Chairman BAKER. Thank you, Mr. Ketchum.

[The prepared statement of Richard G. Ketchum can be found on
page 278 in the appendix.]

Chairman BAKER. Our next witness is Mr. Robert Britz, presi-
dent and chief operating officer, New York Stock Exchange.

STATEMENT OF ROBERT G. BRITZ, PRESIDENT AND CO-CHIEF
OPERATING OFFICER, NEW YORK STOCK EXCHANGE

Mr. BriTz. Thank you, Mr. Chairman. I appreciate the oppor-
tunity to be here before you and before the distinguished members
of this committee.

As the president of the Exchange, I lead the Exchange’s Equities
Group, which is responsible for the day-to-day operation of our
trading floor, our data processing sites, our technical infrastruc-
ture, software development, and our information business. I also
head the Exchange’s International Group, which is responsible for
maintaining relationships with international non-U.S. Companies,
as well as securing new non-U.S. Listings.

In addition to that, I am chairman and CEO of the Securities In-
formation Automation Corporation, or SIAC, which has been re-
ferred to once or twice already today.

On behalf of the NYSE and our chairman, Dick Grasso, I thank
the subcommittee for providing this forum to discuss business con-
tinuity and contingency planning in conjunction with the release
this afternoon of the report of the GAO on that issue.

The report released by the GAO today is the result of more than
17 months of work that included reviewing business continuity
plans and the physical and information security measures of the
NYSE and STIAC. GAO conducted a dozen visits and follow-up tele-
phone calls with us. We would like to thank the GAO staff for their
professionalism throughout this important review.
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The NYSE has developed forward-looking business continuity
strategies that harden our physical and information technology in-
frastructure and improve our ability to withstand or recover from
a disaster.

Our approach consists of three components: to prevent an attack
or natural catastrophe, to withstand them, and to recover from
them. In close cooperation with Federal, State, and local law en-
forcement, the Exchange has expanded its physical security perim-
eter. We have also taken measures to increase the screening of all
people, package delivery, and mail that enters the NYSE or our
data centers, and we have instituted a more restrictive policy on
visitors and deliveries.

The NYSE employs a rigorous information technology structure
to ensure the reliability of all information we receive, process, and
disseminate to the world every day. We employ external perim-
eters, firewalls, intrusion detection, and international access con-
trols, and we conduct penetration testing using so-called friendly
hackers.

SIAC chairs the Financial Services Information-Sharing Analysis
Center, which was referred to earlier, and that works with govern-
ment agencies to identify and assess potential threats. All of our
facilities have emergency generator backup and store water on site
to enable continued operations after the loss of power or water. If
we lose natural gas service, we can operate on fuel oil.

Our primary trading floor is actually five distinct trading floors
located in four different buildings. Trading can be moved from one
location to another as may be necessary, a so-called compaction ex-
ercise.

Our plans include redundant, active data centers served by dif-
ferent power grids and multiple telecom central offices, with each
site sharing the daily processing load generated by trading about
1.4 billion shares a day. All of our facilities have backup power
generators and UPS. We have a backup trading floor that was in-
stituted post-9/11, developed at a cost of approximately $25 million.
This alternative venue would support the trading of all NYSE-list-
ed securities in a very conventional market structure model on a
next-day basis after an event that disabled the primary trading
floor.

The NYSE and SIAC have launched Secure Financial Trans-
action Infrastructure, SFTI. That has been referenced once or twice
already today. It is a primary extranet servicing the financial in-
dustry. It provides diverse, fully redundant routing to the SIAC
data centers for member firms, national market participants that
are connected to the NYSE, to the American Stock Exchange, the
National Market System, and DTCC’s IT infrastructure as well.

Following September 11, 2001, U.S. equity trading was inter-
rupted because many broker/dealers lost their connectivity to the
markets due to the damage suffered by a major central tele-
communications switching facility at Ground Zero. SFTI addresses
this by enabling member firms to connect to the NYSE’s data cen-
ters via private fiberoptic connections to multiple access centers,
so-called carrier hotels, throughout the New York metropolitan
area, as well as in Boston and Chicago.
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SFTI possesses no single point of failure. All of SFTI’s equip-
ment, connections, power supplies, network links, and access cen-
ters are redundant, and its architecture features independent, self-
healing fiberoptic rings. If a SFTI fiber pathway is compromised,
financial data traffic is simply rerouted.

The NYSE is ready to trade the top NASDAQ stocks, approxi-
mately 250, which account for, we believe, 80 percent of the aver-
age daily volume in the unlisted market. All NYSE systems have
been modified and can support the four character symbols used by
such unlisted stocks so that there is no need for modification of the
broker/dealer systems. Because the NYSE’s capacity is today about
five times our average daily volume, the incremental volume asso-
ciated with trading these NASDAQ stocks can well be absorbed.

The NYSE is committed to ensuring that the U.S. capital mar-
kets remain the envy of the world, and to insulate them from inter-
ruption by attack or natural catastrophe by protecting them from
threats, by creating an infrastructure that can withstand attack or
catastrophe, and by developing contingency plans that enable quick
recovery.

In the event a terrorist attack or catastrophe achieves penetra-
tion and takes out our real-time infrastructure, the NYSE is able
to resume trading in a timely, fair, and orderly fashion that will
ensure that every single one of America’s 85 million investors has
access to our member firms and to us.

Mr. Chairman, I want to thank you for the opportunity to
present this testimony, and I would be happy to answer any ques-
tions you or the committee members may have.

Chairman BAKER. Thank you, Mr. Britz.

[The prepared statement of Robert G. Britz can be found on page
40 in the appendix.]

Chairman BAKER. Our next participant is Mr. Donald Kittell, ex-
ecutive vice president, Securities Industry Association.

STATEMENT OF DONALD D. KITTELL, EXECUTIVE VICE
PRESIDENT, SECURITIES INDUSTRY ASSOCIATION

Mr. KitTeELL. Thank you, sir. Thank you, Mr. Chairman and
Ranking Member Kanjorski, and members of the committee. I ap-
preciate the opportunity to describe for you the significant progress
that securities firms have made in response to 9/11.

The most significant outcome of 9/11, in my mind, was the real-
ization that we are under attack. 9/11 did not occur in our own
backyard, it occurred in our own front yard. What has been the im-
pact of that realization? We now know that the danger is real. We
assume that additional attacks will happen. We are sensitive to the
expanded range of potential scenarios impacting both physical and
cybersecurity that exist. We agree with the comments of the earlier
discussion about cybersecurity.

We have established industry command centers which are linked
with other centers in municipal, State, and Federal Government,
homeland security, as well as other industry sectors. We are en-
gaged in a long-term strategy to disperse industry infrastructure.
We are making significant investments in effective backup facilities
which are currently being tested. We have recognized that disaster
recovery is the responsibility of the entire enterprise of a firm and
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not just its information technology or operations groups. We recog-
nize that we are dependent on external critical service providers,
such as telecom, transportation, power, and municipal services
such as police and fire.

We cannot say that we can defend against any and all attacks;
we can say that we understand the threat and have taken signifi-
cant steps towards prevention and recovery.

I would like to highlight three aspects of the industry’s efforts.
First, the financial services sector is sharing resources through the
Financial Services Sector Coordinating Council. This group rep-
resents over 20 trade associations and industry organizations,
many of whom did not speak to each other prior to 9/11, but are
now sharing continuity planning resources.

An example of the effectiveness of this group is the coordination
of efforts across the sector with financial services regulators, so we
have 15 financial services regulators with a single point of contact
to 20 or more industry associations.

A third example is the coordination of the Financial Services In-
formation Sharing and Analysis Center, which Bob Britz just
talked about, which addresses cybersecurity attacks, which gives us
the ability to communicate with each other in a rapid fashion.

The second important aspect I would highlight 1s the positive re-
lationship between the private sector and the financial services sec-
tor. This relationship was remarkably effective in the immediate
response to 9/11, and it continues to be so in the industry’s efforts
to strengthen resiliency over the last year and a half.

An example of that is the dialogue on the Financial and Banking
Information Infrastructure Committee, or FBIIC, that Bob Colby
referred to earlier; the financial services regulators, chaired by the
U.S. Treasury and the FSSC that I referred to earlier representing
the private sector.

The second example is the white paper dialogue between the reg-
ulators and the industry on clearance and settlement infrastruc-
ture, which was discussed earlier. There were actually two papers
on clearance and settlement, both which raised significant ques-
tions and industry participants referred to with thoughtful com-
ments. There is continuing dialogue on this. I think Mr. Colby said
the next version of the second white paper would be out within a
month, and we look forward to continuing that dialogue with the
regulators.

The third important aspect that I would highlight is the positive
contribution of the GAO. We worked with the GAO, notably on
Y2K 2 years ago. We found their input to be extremely construc-
tive. We have had the opportunity to review a draft of the report
released today, and although I have not had the opportunity to re-
view this with our member firms, I do want to make the following
comments.

First, we agree with the GAO findings that business continuity
plans need to be improved over the pre-9/11 status. I also note that
the period of the GAO study was, I believe, February to June of
2002, and a great deal has happened since that time.

We also agree with the specific areas for improvement high-
lighted in the GAO report, such things as improved backup facili-
ties, greater geographic dispersion, and so on.
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Secondly, SIA agrees that the clearance and settlement facilities
are critical to an effective resiliency plan. We forwarded our com-
ments on the white paper, and we are very pleased with the results
so far of the organizations involved in clearance and settlement.

We also agree with GAO that the trading facilities are also crit-
ical to an effective resiliency plan. There is no better example than
the effort to open the market following 9/11.

We also agree with the SEC’s comments that the regulatory envi-
ronment around the trading function is different than the regu-
latory environment around clearance and settlement. However, we
are very confident that those issues can be resolved, and that the
firms certainly do not believe that there should be any less empha-
sis on trading facilities than on clearance and settlement.

Finally, SIA supports additional funding for the SEC as a gen-
eral matter, but particularly including its oversight of business con-
tinuity.

The securities industry has built on its commitment to oper-
ational recovery, its experience on Y2K, and other industrywide
projects to effectively address the threats posed by terrorist at-
tacks. The efforts of individual organizations, the coordination of
activities across all the sectors in the financial services sector, the
positive relationship with the regulators, with the oversight of the
Congress and the GAO, is a strong combination for an effective re-
sponse to terrorism.

We have accomplished a great deal in the last year and a half.
We understand there is more to be done. We are committed to the
task ahead.

Thank you.

Chairman BAKER. Thank you very much, sir.

[The prepared statement of Donald D. Kittell can be found on
page 290 in the appendix.]

Chairman BAKER. Our next witness is Mr. Micah Green, presi-
dent of the Bond Market Association. Welcome, Mr. Green.

STATEMENT OF MICAH S. GREEN, PRESIDENT, THE BOND
MARKET ASSOCIATION

Mr. GREEN. Thank you, Mr. Chairman and Mr. Kanjorski.

Mr. Chairman, I want to thank you for the opportunity for us to
give our testimony, and really congratulate you for the leadership
you have shown on this issue, and for the work of the SEC and
other regulators in working with the industry to try to move on
this important issue.

I will touch briefly on the business continuity issue, but want to
spend most of my oral remarks telling you about the bond markets
and how they responded at the time of 9/11, beyond, and then look-
ing to proposals that could affect the future.

Briefly on business continuity plans, I would frankly associate
myself with the remarks of Mr. Kittell. We have worked very close-
ly with the SIA to provide the bond market perspective on the
issue of business continuity, and we have been participating in the
coordinating councils.

We, too, have set up a management council within our organiza-
tions working with our members to create redundancy, and frankly
working within the association to create the ability to communicate



29

with our membership, because what we learned at that time is that
communicating within the breadth of the industry was almost as
important as the industry itself communicating with its customer
base. So I would really stand by what our colleagues at SIA said
about business continuity planning.

But let me relate it to the bond markets, because the bond mar-
kets are very different in the way they operate versus the equity
market.

Unlike the centralized, exchange-traded New York Stock Ex-
change and other equity markets, the bond markets are inherently
a decentralized, over-the-counter market, which means it is a deal-
er-to-dealer marketplace. People buy and sell bonds when they
want to buy them, where they want to buy them. There are hours
of trading, but frankly, it is a 24-hour marketplace.

The New York marketplace right now is starting to wind down.
The Japan and other Asian marketplaces are starting to crank up.
About 11 hours from now, the London and other European markets
will crank up. It is a never-ending cycle.

In fact, an interesting thing to remember in 9/11, much of the
trading that occurs in the bond markets, particularly in the repur-
chase agreement market, which is the funding mechanism for
many of the trades, actually occurs before 9 o’clock in the morning.
So when that first plane hit the World Trade tower at 8:46 a.m.
And hit the largest inter-dealer/broker of all, Cantor Fitzgerald,
there were hundreds of billions of dollars of transactions that had
already occurred that day.

In fact, daily volume in the bond markets is over $600 billion a
day. There are almost $20 trillion of bonds outstanding, and it is
a very actively traded market. So when those planes hit, it was not
just about getting the markets back open; it was also about fig-
uring out what took place that went down with those towers, so the
effect on the clearance and settlement process. And figuring out
how to get the bond markets back open was as much about trying
to reconcile what had occurred so those trades could be completed
and those trades could be closed.

Interestingly, while the stock markets were able to open up
through these heroic events on Monday, September 17, the bond
markets, because of their decentralized character, were able to get
back up and running on an orderly basis at 8 a.m. on Thursday
morning, September 13. Interestingly, though, bonds never stopped
trading. There were trades done in the afternoon of 9/11. The Fed,
the Federal Reserve, in its exercising of monetary policy, came to
the marketplace to provide liquidity to the marketplace in the gov-
ernment securities market on 9-12.

So, as you see, the bond markets can operate differently. Because
of their role in the financial system, keeping markets open is cru-
cially important.

It is a good segue into a proposal that is now pending coming out
of the Municipal Securities Rulemaking Board in their post-9/11 ef-
forts. They have recommended to grant them the authority—the
Municipal Securities Rulemaking Board, a self-regulatory organiza-
tion governing just the municipal securities market—to grant them
the authority in the case of an emergency to, by regulation, halt
trading in those markets.
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The reaction of our association has been one of strong opposition
to that, because we believe, frankly, in the time of an emergency
is when you want markets open. You want capital to flow as
smoothly and as easily as possible, so we oppose it philosophically.

We do understand, though, that policymakers such as yourselves
or the SEC or other regulators may want some degree of authority
if the worst, the unthinkable, God forbid, ever happens again,
much worse than 9/11. So the Bond Market Association, while we
have a philosophical opposition to a self-regulatory organization, or
frankly, any authority, saying decentralized debt markets should
be halted by law, we realize you may have an interest in having
some Federal authority.

We could live with a governmental authority, not a self-regu-
latory authority but a governmental authority, at the highest pos-
sible level to deal with emergencies—we can’t tell you what author-
ity that is because of the unique nature of the regulatory scheme
covering the bond markets generally, frankly—working with the
President’s Working Group, which includes the SEC, the Treasury,
the Fed, including the Chicago markets, so that there is a coordi-
nated response, and that authority should be narrowly defined so
that it is absolutely under a severe catastrophe. It is not about a
breakdown of any computer system or a breakdown of any trading
system, but it really has to be a catastrophe, because in times of
stress, we need markets open. In times of stress, we need capital
to flow. Because of the unique, decentralized nature of the bond
markets, they are able to more naturally operate in those cir-
cumstances. We believe they should be open as much as possible.

That would really conclude my oral remarks. I would be happy
to answer any questions you would have.

Chairman BAKER. Thank you, Mr. Green.

[The prepared statement of Micah S. Green can be found on page
185 in the appendix.]

Chairman BAKER. I would ask the counsel and members, my side
has pretty much decided. I have just a few questions that I would
pose for the record for a written response. Mr. Kanjorski may have
a comment or two.

In order to use our time efficiently, I would conclude our hearing,
because we have a series of three votes which would keep us for
a bit.

Does anyone have any objection?

Mr. Kanjorski?

Mr. KANJORSKI. No, Mr. Chairman.

Chairman BAKER. If I may, let me just pose a few questions.

Also, the record will remain open for Members to, in writing,
submit further inquiries at their leisure. That certainly would be
preserved.

Chairman BAKER. Mr. Scott, do you have any comment?

Mr. ScoTT. Just one question, sir.

Chairman BAKER. One second, and we will try to get to you.

I noted in the GAO report, Mr. Britz, that there is a comment
that the SEC has asked the New York Stock Exchange and
NASDAQ to take steps to ensure their information systems can
conduct transactions and securities that the other organizations
trade. However, under this strategy the NYSE does not plan to
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trade all NASDAQ securities, and neither exchange has fully tested
its own or its members’ abilities to trade the other exchange’s
deals.

Given our time constraints, I don’t expect a discussion on it at
the moment, but if you can address that section of that report and
tell us what is planned; or perhaps since the date of the report has
that been addressed.

Secondly, I would like each of your opinions concerning the
GAOQO’s observation that the SEC did not make mandatory the ARP
program rules, but expected the changes that they recommended
and the clearing organizations to comply with the various informa-
tion technology and operations practices voluntarily.

I would like to get back from you a statement if there is a prob-
lem with mandatory compliance, the reasons therefore; or if there
isn’t, is there some general review by your respective bodies as to
when or if the SEC should adopt such mandatory compliance?

And then thirdly, the presentation of the white paper expected
in a month, I don’t know if we will have another hearing on the
matter, but certainly we would like to have industry communica-
tion to us about the outcomes of modifications made and agree-
ments reached as a result of the next white paper.

Chairman BAKER. Mr. Kanjorski.

Mr. KANJORSKI. Mr. Chairman, I want to congratulate the panel
for a great report to us.

The only thing, Mr. Britz, I recently visited the chairman’s office
in October. I am worried about the electronic controls on the ther-
mostat.

Chairman BAKER. Mr. Scott.

Mr. ScoTT. One of the things—one of the conclusions that was
reached in a report released today was the length of time that our
markets could stay down, that we could absorb certain lengths of
times. I want to say with that how proud I think all America was
that we were able to get back up and running so quickly after that
devastating hit. But it did go on to say that there is a certain
amount of time before the economy will be affected.

Do we have any idea of how long that delay would be before the
economy is really affected in terms of days, that it would be nega-
tively affected?

Mr. BRriTZ. I am not an economist, Congressman, so I would be
very loath to say it is 2 days, 4 days, or 6 days. I will say, coming
out of 9/11, we were down from the 11th until the 17th. If we were
to have the same kind of circumstance occur again, I am very con-
fident that our markets would be up in a day or two; or let me put
it this way, technically they would be able to be up in a day or two.
’Ic‘lhere may be policy considerations as to why that is not a good
idea.

From an infrastructure point of view, I think we have put in
place the kind of backup and contingency planning and infrastruc-
ture that would not give rise to the 4- or 5-day kind of outage that
we had on September 11, 2001.

Mr. GREEN. I would just add that if the system of payments is
affected, Congressman—and, for example, if the Federal Reserve
cannot come to market to add liquidity because the marketplace is
closed, that has an immediate effect on the macroeconomy. But in
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the microeconomy, an investor who wants to sell security because
they need cash to pay a kid’s tuition bill, that affects them imme-
diately when they need that money, so you need to open markets
as quickly as possible.

Chairman BAKER. Thank you each for your participation. There
will be further follow-up questions in the offing, but we do request
your continued information flow to the committee to help us under-
stand our circumstance. Thank you.

[Whereupon, at 4:53 p.m., the subcommittee was adjourned.]
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Statement of the Honorable William Lacy Clay before the Sub-committee on Capital Markets,
Insurance, and Government Sponsored Enterprises, Committee on Financial Services

“Protecting the Capital Markets Against Terrorism”

THANK YOU, MR. CHAIRMAN. I WELCOME THE OPPORTUNITY TO MEET WITH THE
COMMITTEE TODAY. I THANK THE WITNESSES FOR BEING HERE TO SHARE THEIR
KNOWLEDGE AND EXPERTISE. THE PURPOSE OF THE HEARING IS AMONG THE HIGHEST
PRIORITIES THAT WE MAY HAVE AS A COUNTRY. WE HAVE TO EXAMINE THE FACTORS THAT
SHOULD BE CONSIDERED IN ASSESSING THE RISKS OF TERRORISM AND THE IMPACT ON QUR
CAPITAL MARKETS.

JUST A SHORT TIME AGO, THIS SUBJECT WOULD HAVE BEEN AS SERIOUS, BUT WOULD NOT
HAVE THE URGENCY AND THE KNOWLEDGE THAT THIS HAS TO BE ADDRESSED AND ACTED
UPON POST HASTE. SEPTEMBER 11, 2001 CHANGED ANY PERCEPTION THAT TERRORISM ON
AMERICAN SOIL WAS ONLY A POSSIBILITY. IT IS NOW A PROBABILITY AND A REALITY. THE
THREAT IS REAL. IT WILL REMAIN REAL FOR THE FORSEEABLE FUTURE. THER MANAGERS OF
OUR FINANCIAL MARKETS NEED BOTH PROCEDURES FOR ACTIONS AND THE KNOWLEDGE OF
HOW TO IMPLEMENT THOSE PROCEDURES THAT ARE ESTABLISHED. THE AMERICAN PEOPLE
NEED TO HAVE THE CONFIDENCE THAT THEIR SECURITIES ARE SAFE.

I APPLAUD THE EFFORTS OUR SECURITIES FIRMS HAVE TAKEN TO MAKE SURE THAT OUR
MARKETS ARE PREPARED TO RECOVER FROM FUTURE DISASTERS.

I WILL END MY STATEMENT AT THIS POINT AS I AM EAGER TO HEAR FROM OUR WITNESSES
WHAT SAFEGUARDS WE HAVE IN PLACE AND WHAT ADDITIONAL ASSISTANCE, IF ANY, IS
NEEDED TO ACCERTAIN THAT OUR MARKETS ARE SECURE.

MR. CHAIRMAN, I ASK UNANIMOUS CONSENT TO PLACE MY STATEMENT INTO THE RECORD.
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STEVE ISRAEL

Second District, New York

Mr. Chairman, thank you for holding this very important hearing.

Let me begin by saying that many of the people who helped get the markets back in order after
the September 11™ attacks are my constituents. They worked tirelessly and creatively to
implement business recovery plans and to get our economy moving again. Record volumes
occurred when the markets re-opened and there was not a blip that the ordinary investor couid
see. I think we should begin by commending the people at the exchanges; regulatory agencies
and banks, brokerage houses and other firms that made it all work.

These same people, I fear, are going to be called upon again to implement their contingency
plans. But the question is: are we planning for the contingencies of this new era?

I have been concerned for some time not only about conventional threats to our nation, but the
unconventional threats. We know that we can respond to a natural disaster. We know that we
can respond to the horrors of September 11. But what if there was a massive cyber attack on the
settlement systems in our financial systems? A trading day would have occurred, but when it
came time to settling the books, all of the data was lost. People who bought and people who sold
might never know if their transactions went through. Billions of dollars could be lost. More
importantly, the long-term damage to our system would be devastating. This is but one example
of cyber-terrorism that we must anticipate.

I am sure I am not alone in fearing worst-case cyber-scenarios. But are we planning for them?
Are we testing for them? Axe our CEO’s and CFO’s focusing on this? Ibelieve that this is a
problem on a par with the Y2K problem we faced several years ago. Then, the public and
private sectors came together in incredible cooperation and beat the bug. Do we have the same
commitment today? I would submit that we better get that level of commitment.

Mr. Chairman, I am told that we may have more hearings in the future about such issues. Ilook
forward to those and I look forward to hearing from our witnesses about their work.
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OPENING STATEMENT OF
RANKING MEMBER PAUL E. KANJORSKI
SUBCOMMITTEE ON CAPITAL MARKETS, INSURANCE,
AND GOVERNMENT SPONSORED ENTERPRISES

HEARING ON RECOVERY AND RENEWAL:
PROTECTING THE CAPITAL MARKETS
AGAINST TERRORISM AFTER SEPTEMBER 11

WEDNESDAY, FEBRUARY 12, 2003

Mr. Chairman, before we begin, I must note that this hearing is the first meeting in the
108™ Congress of our subcommittee. Over the last eight years, we have forged a close and
productive relationship as the Chair and Ranking Member of the Capital Markets Subcommittee.

Moreover, our subcommittee during the last two years sat at the center of the eye of the
storm on two significant pieces of legislation: creating a federal backstop for terrorism
reinsurance and restoring investor confidence in corporate America. We performed our jobs
admirably on each of these matters, and I look forward to working with you once again in this
Congress on these and other important issues.

Today, we will hear from a variety of witnesses about the response of our regulators and
key market participants to the September 11 attacks. These attacks resulted in the unfortunate
loss of nearly 2,800 lives at the World Trade Center. They also resulted in excess of $40 billion
in insured damages, according to at least one estimate.

In my view, our country cannot -- and must not -- allow terrorists to alter the effective
functioning of the U.S. financial markets, the strongest in the world. Fortunately, the
participants in our capital markets demonstrated the resiliency of our system. The fixed income
markets successfully resumed trading just two days after the attack, and our equities and options
exchanges reopened six days after the attack.

At today’s hearing, we will hear from a number of distinguished witnesses, including
representatives from the General Accounting Office, the Securities and Exchange Commission,
the New York Stock Exchange, and the Nasdaq Stock Market. We will also hear from the
Securities Industry Association and the Bond Market Association. These witnesses will provide
us with a valuable perspective in understanding the health of the financial services industry and
the need for any changes in public policy in the wake of the September 11 disaster.

In particular, I am interested in hearing the testimony of the GAO. The GAO recently
completed a comprehensive examination of the preparations that our financial market
participants have taken since September 2001 to protect themselves from physical and electronic
attacks. In general, the GAO found that while our capital markets have implemented a number
of reforms to improve business contingency planning, additional action is needed to better
prepare critical financial market participants.

As we consider today the issue of contingency planning in response to future terrorism
events, our panel should also consider other potential threats to our capital markets. In 1998, for
example, financial regulators responded in an improvised manner to the collapse of Long Term
Capital Management. In order to promote domestic economic security in times of turmoil, we
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need for financial and economic regulators, as well as market participants, to better coordinate
their efforts to respond to economic crises in advance of such events. I was therefore pleased
that the Committee adopted my amendment regarding this issue to the oversight plan. Iintend to
continue to examine this issue in the months ahead.

Finally, Mr. Chairman, it is important that this Congress act promptly on one piece of
legislative business related to these matters -- the Emergency Securities Response Act. To
facilitate the reopening of our capital markets, the SEC for the first time used its emergency
power authorities to ease temporarily certain regulatory requirements. Nonetheless, the SEC
recommended some statutory improvements to these authorities. Although the House approved
legislation adopting these reforms, it did not become law in the last Congress. It is nonetheless
my hope that this bill will become law in the near future.

Mr. Chairman, thank you again for the opportunity to comment on these matters. 1 look
forward to continuing our cooperative relationship in the 108™ Congress, and yield back the
balance of my time.
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Statement of Rep. Carolyn B. Maloney
February, 12 2003
"Recovery and Renewal: Protecting the Capital Markets Against Terrorism Post-9/11"

Thank you, Chairman Oxley and Chairman Baker, for holding this hearing on protecting the
capital markets and the economy from another terrorist strike.

It is highly appropriate that we review the findings of the GAO as to the level of preparedness of
the markets. Iagree, prudence demands that backup systems be in place in the event of another
attack. However, I want hope we take care to ensure that Congress and the federal regulators not
unnecessarily force financial services firms fo move jobs out of New York City as we review
preparedness. ’

Recently, the financial services regulators issued a “Draft Interagency White Paper on Sound
Practices to Strengthen the Resilience of the U.S. Financial System.” I continue to be concerned
that the implementation of this white paper could result in the relocation of thousands of workers
and significant physical resources of major financial institutions out of New York and to
locations across the country.

Experience dictates that existing financial services firms’ contingeney planning is fairly well in
place. The 9/11 attacks cansed unprecedented damage in the center of New York City’s financial
district. Despite this extraordinary damage, markets reopened within a nurmiber of days. Many of
the existing contingency plans were put in place for Y2K. Given this existing investment in
backup systems

1 think there are questions about the need for formal guidance that firms should move additional
operations to out-of-region facilities hundreds of miles away from New York or other financial
centers.

Ag a bottom line T share the goal of maintaining the continuity our ¢conomy in the event of an

attack. I only request that policymakers tread very carefully and not cause additional damage to
the future of the New York City economy. 1yield back the balance of my time.

PRINTED ON RECYCLED PAPER
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Opening Statement
Congressman Ed Royce (CA-40)
12 February 2003
"Recovery and Renewal: Protecting the Capital Markets
Against Terrorism Post-9/11"

Thank you, Chairman Oxley and Chairman Baker, for providing the Members of this Committee
with the opportunity to address our domestic financial markets' ability to respond to every
American's worst nightmare -- another catastrophic terrorist attack on the United States.

Yesterday, the Wall Street Journal outlined the results of a war game, dubbed "Dark Winter" and
run by the Johns Hopkins Center for Civilian Biodefense Strategies, which poses a realistic
scenario in which a bioterror attack on the United States leads to an outbreak of smallpox,
causing serious domestic disruption and eventually spreading this contagion across 10 other
countries.

The results of this war game serve to underscore the fact that while the United States is making a
great deal of progress in the War on Terror, we are still unacceptably vulnerable to an
asymmetrical attack on "soft" targets like our civilian population, our food supply, and our
financial markets. 1 commend the Chairman for his foresight in requesting that the GAO
undertake a comprehensive examination of the preparations that financial market participants
have taken since September 11 to protect themselves from physical and electronic attacks.

While I strongly believe that the creation of our new Department of Homeland Security will
mitigate or ameliorate many of the threats that the United States currently faces, it is incumbent
upon all of us to do our part to ensure that the United States and our financial infrastructure can
cope with another terrorist attack so that the American way of life and commerce will be
interrupted as minimally and briefly as possible. I appreciate the efforts that have already gone
into making Americans safer, and I look forward to finding new ways to protect Americans from
the threats of this new age.

I would like to thank our witnesses from both the GAO and from the non-governmental sector
for their work in briefing this Committee on their current and future efforts to defend our
financial markets from acts of terror. I also look forward to working with the Chairman on
developing ways to make our financial markets more secure and less vulnerable to attack, and I
yield back the balance of my time.
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Recovery and Renewal: Protecting the Capital Markets Against Terrorism Post 9/11

Committee on Financial Services
Subcommittee on Capital Markets, Insurance and Government Sponsored Enterprises
United States House of Representatives
Washington, DC

Wednesday, February 12, 2003

L Introduction

Chairman Baker, Congressman Kanjorski and distinguished Members of the
Subcommittee, I am Robert G. Britz, Executive Vice Chairman, President & Co-Chief Operating
Officer of the New York Stock Exchange, Inc. (“NYSE” or “Exchange™). Ilead the Exchange’s

Equities Group, which is responsible for the day-to-day operation of our Trading Floor and our
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data processing sites, for our technical infrastructure and software development and for our
information business. I also head the Exchange’s International Group, which is responsible for
developing new NYSE listings of non-U.S. companies. In addition, I serve as the Chairman and
CEO of the Securities Industry Automation Corporation (“SIAC”), the NYSE’s technology
subsidiary.

On behalf of the NYSE and our Chairman, Richard A. Grasso, I thank the Subcommittee
for providing this forum to discuss business continuity and contingency planning in conjunction
with the release this afternoon of the General Accounting Office’s (“GAQO”) report.

The report released by the GAO today is the result of more than seventeen months of
work that included reviewing the business continuity plans, physical and information security
measures of the NYSE and SIAC. The GAO conducted a dozen visits and follow-up telephone
calls with us. We would like to thank the GAO staff for their professionalism throughout this
important review.
1L Business Components

There are seven critical business components required for NYSE trading:

1. The NYSE’s Trading Systems - located in two, separate, active data centers that
are designed to recover and resume trading intra-day after the loss of one data
center;

2. The NYSE’s Trading Floor - one primary Trading Floor and one backup Trading
Floor located in two New York City boroughs. Trading can resume in less than

24 hours after the loss of the primary Trading Floor;
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3. NYSE Member Firm connectivity to the NYSE’s information technology
infrastructure - required for receiving orders, transmitting quotes and reports and
receiving post trade data;

4. Specialist and Member Firm Trading Floor personnel;

5. Market Data Dissemination to the Public - includes SIAC’s ability to transmit
this data to market data vendors and the vendors’ ability to provide it to the
public;

6. Liquidity Providers - Upstairs member firm and specialist personnel; and the

7. Clearance and Settlement Processes - these systems are hosted and operated by
both SIAC and the Depository Trust Clearing Corporation (DTCC).

HI.  Critical Infrastructure

The NYSE has a long history of developing forward-looking business continuity
strategies that harden our physical and information technology (IT) infrastructure and improve
our ability to withstand or recover from a disaster.

All of our facilities have emergency generator backup and store water onsite to enable
continued operations after the loss of power or water. If we lose our natural gas service we can
operate on fuel oil. We comnect our IT infrastructure with a private extranet that utilizes
geographically redundant fiber routes. The NYSE and its subsidiaries employ large security
forces and invest in automated security systems to protect the infrastructure. Significant
investments have been made in information security personnel and infrastructure to protect our
systems from intrusions and attacks while enabling our business partners to connect to the NYSE

IT infrastructure in a secure manner. Qur primary Trading Floor is actually five different
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Trading Floors located in four different buildings. Trading can be moved from one location to
another as may be necessary.
Iv. Cdntingency Planning

Contingency planning has played a key role at the NYSE for many years. Our plans
include redundant, active data centers served by different power grids and multiple
telecommunications central offices, with each site sharing daily the processing load generated by
the trading of about 1.4 billion shares. All of our facilities have back-up power generators and
uninterruptable power source (UPS) systems. All of our facilities are interconnected through a
diversely routed private fiber optic network that does not pass through any phone company
central office.

We have a back-up Trading Floor, developed at a cost of approximately $25 million
dollars and 30 person years. This alternative venue would support the trading of all NYSE-listed
equity securities, without modifications to the NYSE’s market structure model, on a next-day
basis should an event disable the primary Trading Floor. Support is provided for both specialist
and brokers and a full suite of trading applications.

The NYSE has strengthened its physical security in and around the primary Trading
Floor at the Exchange’s headquarters and our data centers. We are committed to protecting the
safety of all personnel at the NYSE. In close cooperation with Federal, state and local law
enforcement, the Exchange has expanded its physical security perimeter. We have also taken
measures to increase the screening of all people, package deliveries and mail that enters the
NYSE or our data centers, and we have instituted a more restrictive policy on visitors and

deliveries.
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The NYSE employs a rigorous mformation security infrastructure to ensure the reliability
of all information that we receive, process, and disseminate to the world every day. We employ
external perimeters, intrusion detection, internal access controls, and we conduct penetration
testing by using “friendly” hackers. SIAC chairs the Financial Services Information Sharing
Analysis Center (ISAC) that works with government agencies to identify and assess potential
threats and to respond to actual threats.

As a self-regulatory organization (“SRO”), the NYSE has filed with the SEC proposed
NYSE Rule 446, which would mandate that NYSE member firms specifically define and .
continuously update business continuity plans. Once approved by the Commission, the NYSE’s
Member Firm Regulation Division will review member firm business continuity plans as part of
the NYSE’s ongoing and rigorous examination practices.

We have initiated a program to improve coordinated communication with Federal
agencies as well as NYSE members and staff. We have created an Emergency Notification
System that will forward to our member firms alert messages received from the Department of
Homeland Security or the SEC. The Exchange has established new 800 numbers and websites
for disseminating emergency information to its members and staff and is developing a secure
contingency website for members and staff to report their status after an emergency.

V. Communications Redundancy

The NYSE and SIAC have launched Secure Financial Transaction Infrastructure
(“SFTL” pronounced "safety"), a private extranet to serve the financial industry. SFTI provides
diverse, fully redundant routing to the SIAC data centers for the member firms and national
market participants that are connected to the NYSE, American Stock Exchange (“AMEX”),

National Market System (“NMS”) and DTCC IT infrastructure. Following September 11, 2001,
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U.S. equities trading was interrupted because many broker-dealers lost their connectivity to the
markets due to damage suffered by a major central telecommunications switching facility at
Ground Zero. SFTI addresses this by enabling member firms to connect to the NYSE's data
centers via fiber-optic connections to multiple access centers throughout the New York tri-state
region, as well as in other financial centers in Boston and Chicago.

Instead of running circuits directly to STAC, users will connect to multiple Access
Centers via their carrier(s) of choice, eliminating the need to rely on a single telecommunications
route. Once the communication reaches the Access Center, SFTI will carry the signal to SIAC
via geographically and physically diverse fiber route pathways.

SFTI possesses no single point of failure. All of SFTI’s equipment, connections, power
supplies, network links and Access Centers are redundant and its architecture features
independent, self-healing fiber-optic rings. If a SFT1 fiber pathway is compromised, financial
data traffic will continue to move uninterrupted along another route.

V. Unlisted equities

The NYSE is ready to trade the top 250 Nasdaq stocks, which comprise almost 80
percent of Nasdaq’s average daily volume. All NYSE systems have been modified and can
support the four character symbols used by such unlisted stocks. Testing with the NYSE’s
member firms is underway and will conclude in the second quarter. The NYSE will schedule
semi-annual production tests with all affected systems to enhance continued readiness to trade
Nasdaq stocks. We believe that our current capacity model and our continuing enhancements to
our capacity would be adequate. 1t should be noted that the NYSE’s capacity is approximately
five times our current average daily volume, which is approximately 1.4 billion shares. With the

recent addition of capacity-on-demand from our technology vendors, our capacity is more than
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adequate to handle our message traffic as well as the additional message traffic for the top 250

Nasdagq securities.

EES 3 T

The NYSE is committed to ensuring that the U.S. capital markets remain the envy of the world.
In the event of another terrorist attack or catastrophe, the NYSE plans to resume trading in a
timely, fair and orderly fashion that will provide every single one of America’s 85 million
investors with access to the finest system of enterprise that the world has ever known. We will
continue to work with the SEC, the NYSE’s member firms, and the entire securities industry to
address threats and to implement strategies and solutions. I hope the foregoing is helpful to the
Subcommittee. We look forward to working with you and the Financial Services Committee on
issues affecting the capital markets. Mr. Chairman, I want to thank you for the opportunity to

present this testimony. I would be happy to answer any questions.
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Recovery and Renewal: Protecting the Capital Markets Against Terrorism Post 9/11

Testimony
of
Robert L.D. Colby
Deputy Director, Division of Market Regulation
U.S. Securities and Exchange Commission

Before the House Subcommittee on Capital Markets, Insurance, and Government
Sponsored Enterprises, Committee on Financial Services
February 12, 2003

Chairman Baker, Ranking Member Kanjorski and Members of the Subcommittee:

I appreciate the opportunity to testify before you today, on behalf of the Securities
and Exchange Commission, regarding the efforts since the September 11 terrorist attacks
to better protect U.S. financial markets and institutions. My testimony will focus
primarily on the steps taken by the Commission and the securities industry to strengthen
the resilience of the securities markets over the past 17 months. I also will briefly discuss
the Commission’s longstanding program to review key automated systems that support
the U.S. financial markets. In so doing, I will address, in general terms, issues raised in
the Report released today by the U.S. General Accounting Office (GAO) regarding
certain additional actions to better prepare critical financial market participants for
potential terrorist attacks."

L Resilience of Securities Markets

As the GAO recognizes in its Report, participants in the U.S. financial markets
made heroic efforts to recover from the devastation of the September 11 attacks, with the
result that all markets reopened successfully within a week after those tragic events.
Nevertheless, the Commission, other regulators and the industry have engaged in wide-
ranging and intensive efforts to consider the “lessons learned” from the events of
September 11, and strengthen the resiliency of the financial sector, so that we are even
better prepared going forward.

A. Industry Efforts

Immediately after the September 11 attacks, the securities industry recognized the
need to develop more rigorous business continuity plans that address problems of wider
geographic scope and longer duration. Market participants have taken a number of
significant steps to improve their resiliency, including establishing more robust and

! Report to Congressional Requesters of the United States General Accounting Office entitled
Potential Terrorist Attacks: Additional Actions Would Better Prepare Critical Financial Market
Participants (February 12, 2003).
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geographically dispersed backup facilities for operations and data recovery, improving
crisis management procedures, and seeking telecommunications diversity. Given the
highly-interconnected nature of the financial sector, the business continuity efforts of
market participants must be coordinated to be effective, and various industry associations
have been instrumental in this regard. Last summer, for example, the Securities Industry
Association developed a number of “best practices,” relating to business continuity
programs, recovery strategies, and recovery resources, that it recommends be observed by
all securities firms. In addition, the securities industry has taken concrete steps to reduce
its vulnerability to telecommunication failures. The Securities Industry Automation
Corporation (SIAC), for example, has developed a private, highly-resilient
communications network — known as the “Secure Financial Transaction Infrastructure” or
“SFTI” — to offer market participants local connectivity to key trading, clearance and
settlement, and market data services.

B. Regulatory Efforts

The Commission and other financial regulators also have been devoting
substantial resources to projects designed to strengthen the resilience of the financial
sector. For example, the Commission has been working with the Federal Reserve Board
and the Office of the Comptroller of the Currency in an effort to identify “sound
practices” for business continuity planning for key market participants. This past August,
we published for comment a draft White Paper that focused on a small — but critical —
group of participants in the U.S. clearance and settlement system. The goal of this
project is to minimize the immediate systemic effects of a wide-scale disruption by
assuring that the key payment and settlement systems can resume operation promptly
following a wide-scale disaster, and major participants in those systems can recover
sufficiently to complete pending transactions. In this way, market participants unaffected
by the disaster could continue to operate with minimal disruption and, when those
impacted by the event are in a position to resume operations, the critical infrastructure
would be available for them to do so. The sound practices include intraday resumption or
recovery goals, maintenance of sufficient geographically dispersed resources to meet
those goals, and routine testing of business continuity arrangements. The agencies expect
to issue the final White Paper next month, after an additional round of consultations with
the industry, and then incorporate the sound practices into their respective forms of
supervisory guidance.

In addition, Commission staff has been reviewing, on an ongoing basis, the efforts
of the organized securities markets — the exchanges, Nasdag, and electronic
communications networks (ECNs) — to strengthen their resilience in the post-September
11 environment. As noted in the GAO Report, these markets have taken a variety of
steps to improve their physical security, information system protections, and business
continuity capabilities. For example, the New York Stock Exchange has taken
substantial measures to physically secure its Wall Street trading floor, and has established
an off-site alternative trading floor that could be activated on a next-day basis if the
exchange’s Wall Street trading floor was rendered inaccessible. Commission staff
continues to work with these markets to further increase the robustness their individual
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plans. In addition, we have been exploring with the markets the possibility of mutual
back-up arrangements. For example, at our urging, the New York Stock Exchange and
Nasdaq have agreed to serve as back-up trading platforms for each other’s securities if a
catastrophic event forced an extended closure of one market. We continue to work with
the New York Stock Exchange and Nasdaq as they assess, with key market participants,
the optimal framework for these back-up arrangements.

As to the resilience of securities firms, the New York Stock Exchange and NASD
have proposed rules that would require all broker-dealers to have business continuity
plans that address a number of important areas. Specifically, under the proposed rules,
member firms would need to develop, maintain, review, and update business continuity
plans which establish procedures to be followed in the event of an emergency or
significant business disruption. Among other things, these procedures would have to
address data back-up and recovery, mission critical systems, ongoing financial and
operational assessments, and alternate communications links. The Commission expects
to complete its review of these proposed rules shortly. We also have been working with
relevant industry associations — such as the Securities Industry Association and The Bond
Market Association — on their members’ business continuity and disaster recovery efforts.

Further, the Commission and a number of other financial regulatory agencies
(including the Department of the Treasury, Federal Reserve Board, Commodity Futures
Trading Commission, Office of Comptroller of the Currency, and Office of Thrift
Supervision) participate in the Financial and Banking Information Infrastructure
Committee (FBIIC). As you know, FBIIC is designed to coordinate the oversight
programs of individual regulators with the President’s Critical Infrastructure Protection
Board (for potential cyber threats) and the Office of Homeland Security (for potential
physical threats). FBIIC initiatives include evaluations of the vulnerability of critical
assets for markets and payment systems, improvements in interagency secure
communications systems, and the development of protocols for disseminating potential
threat alerts from the Office of Homeland Security to regulated entities. In addition, the
Commission has joined other FBIIC agencies to ensure that key market participants are
able to take advantage of government-sponsored programs designed to facilitate critical
telecommunications during emergencies, and to speed the restoration of essential
telecommunications lines following a catastrophic outage.

Finally, I should note that the Commission has been working with Federal
Emergency Management Agency and New York City and State authorities to improve
coordination in the event of future disasters. In particular, we have been focusing on
efforts to facilitate the rapid restoration of critical infrastructure services — such as
telecommunications, power, water, and transportation — in New York City to key
participants in the securities markets following any future catastrophic event in that area.
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C. Policy Considerations: Resumption of Clearance and Settlement vs. Resumption
of Trading

To date, as the GAO Report correctly indicates, the Commission’s intensive
efforts have focused on assuring the resilience of the U.S. clearance and settlement
system. In our view, the clearance and settlement infrastructure is the single most critical
element of the securities markets. As a practical matter, securities transactions cannot be
completed in the absence of a functioning clearance and settlement system and, were this
system to become incapacitated, the accumulation of failed transactions could create
financial exposures in the clearance system and significant systemic risk. This also could
make the eventual reopening of the markets all the more difficult. For these reasons, the
Commission has given priority to initiatives that assure the prompt implementation of
rigorous business continuity plans by these critical entities.

The GAO Report recommends that the Commission do more to assure the
resumption of trading by the securities markets and broker-dealers following a major
disaster. As noted in the staff’s formal comment letter, we share the GAO’s views
regarding the importance of emergency preparedness of the financial markets, and
generally agree with the Report’s principle that the financial markets should be prepared
to resume trading in a timely, fair and orderly fashion following a catastrophe. By the
same token, we also are of the view that individual markets and securities firms are less
critical to the securities markets than the key clearance and settlement utilities. For one,
trading activity is relatively fungible across markets. In today’s diverse U.S. national
market system, we find that very few securities are traded only in one market. As a
result, we believe that, were any single securities market to become incapacitated, trading
could be shifted to one or more of the remaining markets. Of course, sufficient advance
preparation is required for any such arrangement to work smoothly and promptly and, as
1 indicated earlier, Commission staff is in the midst of just such an effort.

As to the resumption of trading by securities firms, in our view, strong business
incentives exist for broker-dealers to develop robust business continuity plans for their
trading operations. Trading operations, of course, are a source of significant revenue for
broker-dealers, and few would risk a situation where their competitors are in a position to
trade and they are not. Besides the short-term loss of revenue that would result from this
circumstance, there would exist a real possibility of business shifting permanently to
more resilient. competitors. In addition, customers and counterparties increasingly are
seeking assurances that firms have taken appropriate steps to assure their ability to
function in the face of even the largest catastrophes.

We also would be concemed with any broad notion that broker-dealers be
compelled to resume trading activities. As the staff points out in its comment letter, a
broker-dealer’s provision of liquidity to the market is voluntary. Because risking capital
and providing brokerage services are in essence business decisions, a broker-dealer’s
choice whether to continue to trade on an ongoing basis or in a crisis is not primarily a
matter of government regulation; rather it is governed by the costs involved, relationships
with customers, and profitability. Nevertheless, we believe that broker-dealers should
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provide customers with access to funds and securities in their accounts as soon as is
physically possible, and that business continuity planning expectations must reflect this
consideration.

Finally, we note that there are critical policy considerations related to the
reopening of the trading markets following a major disaster that could suggest not
pursuing the speediest possible recovery. In the event of a disruption of the securities
markets, the Commission has a fundamental regulatory interest in assuring the prompt —
yet smooth ~ resumption of trading. Deciding when to reopen the markets will involve
an assessment of the operational capabilities of the markets and major market participants,
as well as the clearance and settlement system. Difficult judgments may be required to
strike the appropriate balance between the desire to resume trading as soon as possible,
and the practical necessity of waiting long enough to minimize the risk that, when trading
resumes, it will be of inferior quality or interrupted by further problems. For example, in
the aftermath of the September 11 events, many praised the decision to wait until Monday,
September 17, to reopen the equities markets, as it allowed market participants the
preceding weekend to test connectivity and systems, and thereby better assure the smooth
resumption of trading.

D.  Further Commission Action

Despite these policy considerations, we nevertheless agree with the GAO that
more needs to be done to prepare the securities markets for the resumption of trading in
the event of a crisis. Specifically, the Commission intends to consider whether it should
identify a time frame against which markets should plan to resume trading following a
wide-scale regional disaster. By establishing a specific resumption goal, we would
provide the securities markets with a consistent benchmark to use in developing more
resilient business continuity plans. Such a benchmark could be incorporated into the
Commission’s existing guidance to markets in this area. That said, we reiterate that, even
if the markets are able to resume trading from a technical standpoint, it may not be wise
to do so in a given situation if there is significant risk of additional disruptions, or if
trading is likely to be of inferior quality. The Commission also intends to continue to
work with the New York Stock Exchange, Nasdaq, and the other organized securities
markets to develop and test mutual back-up arrangements for various scenarios. Finally,
the Commission will work with the markets to increase the resilience of important shared
information systems, such as the consolidated market data stream generated for the equity
and options markets.

Any timing goal established for the resumption of the trading markets could serve
as a useful resumption benchmark for securities firms as well. As previously noted,
securities firms have strong business incentives to be prepared to participate in the
markets whenever their competitors are in a position to do so. Accordingly, a resumption
benchmark for the securities markets may very well act as a de facto benchmark for
broker-dealers. In addition, the Commission will consider developing standards, in
conjunction with the self-regulatory organizations, to help assure that broker-dealers are
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able to provide customers prompt access to their funds and securities, even in the face of
a wide scale regional disruption.

1L Automation Review Policy (ARP) Program

The GAO Report also recommends that the Commission improve its oversight of
operations risk by issuing a rule to require exchanges and clearing organizations to
engage in practices consistent with its Automation Review Policy (ARP) program, and by
expanding the resources dedicated to the ARP program.

Let me begin by giving you a brief overview of the Commission’s ARP program.
As aresult of our experience during the October 1987 market break and the October 1989
market decline, the Commission issued two Automation Review Policy (ARP) statements
regarding the use of technology in the securities markets.?> The Commission’s Division
of Market Regulation established the ARP program to implement the ARP statements.
The goal of the ARP statements is to reduce the likelihood that market movements are the
result of confusion or panic resulting from operational failure or delays in automated
trading and trade dissemination systems. The ARP program implements the ARP
statements by assessing the development and management of the automated systems at
the exchanges, Nasdag, clearing organizations, and large electronic communications
networks (ECNs). These automated systems are reviewed with respect to capacity,
security, systems development methodology, telecommunications, and contingency
planning. Commission staff monitor significant interruptions to service in these trading
and clearing systems and obtain a periodic update from each organization on present and
future developments in their automation systems.

The Commission is dedicated to achieving the goals of the ARP statements. We
recognize the critical role that technology plays in the securities industry and,
specifically, the importance of having in place adequate safeguards and controls over
information resources to ensure reliable and timely trading services to investors.

The events of September 11 underscored the financial markets’ critical and
increasing dependence on the integrity of their systems infrastructure. The impact of the
disaster on market operations confirmed the value of having in place controls over the
automated systems that support the U.S. financial markets, including -effective
contingency plans to facilitate continued trading. In this regard, we share the GAO’s
views regarding the importance of emergency preparedness of the financial markets.

New technologies that support the financial markets are constantly emerging. The
September 11 attacks revealed new market vulnerabilities attributable to catastrophic
events that had not been previously contemplated. Similarly, the Commission’s approach
to reducing the risk of a systems-related market disruption is an evolving one, which
must adjust to these developments. In light the GAO’s recommendations, we will
consider alternative mechanisms to improve the effectiveness of the Commission’s

2 Securities Exchange Act Release Nos. 27445 (November 16, 1989) {54 Fed. Reg. 48703] (ARP I)
and 29185 (May 9, 1991) [56 Fed. Reg. 22490] (ARP 1II).
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automation oversight, including the appropriateness of rulemaking. We also will assess
the additional resources that may be necessary to accomplish the objectives reflected in
the ARP statements and the GAO Report.

Thank you for the opportunity to testify before you today. I would be happy to
answer any questions you may have.
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telecommunications and power, and restrictions on access to the affected
area. However, financial market participants were able to recover relatively
quickly from the terrorist attacks because of market participants’ and
infrastructure providers’ heroic efforts and because the securities exchanges
and clearing organizations largely escaped direct damage.

The attacks revealed limitations in the business continuity capabilities of
some key financial market participants that would need to be addressed to
improve the ability of U.S. markets to withstand such events in the future.
GAO's review of 15 stock exchanges, clearing organizations, electronic
communication networks, and payments system providers between
February and June 2002 showed that all were taking steps to implement
physical and electronic security measures and had developed business
continuity plans. However, some organizations still had limitations in one or
more of these areas that increased the risk that their operations could be
disrupted by future disasters.

Although the financial regulators have begun efforts to improve the
resiliency of clearance and settlement functions within the financial
markets, they have not fully developed goals, strategies, or sound practices
to improve the resiliency of trading activities. In addition, the Securities and
Exchange Commissjon’s (SEC) technology and operations risk oversight,
which is increasingly important, has been hampered by program, staff, and
resource issues. GAOQ's report made recommendations designed to better
prepare the markets to deal with future disasters and to enhance SEC’s
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Mr. Chairman and Members of the Subcommittee:

1 appreciate the opportunity to appear before you today to discuss GAQ’s
work on how key financial market participants and the financial regulators
are working to improve the resiliency of their operations and the financial
markets in the event of future terrorist attacks.

Today, I will present the findings from our report Potential Terrorist
Attacks: Additional Actions Needed to Better Prepare Critical Financial
Market Participants, GAO-03-414 (Washington, D.C.: Feb. 12, 2003).
Specifically, I will discuss (1) how the September 11, 2001, terrorist
attacks affected the financial markets and the actions market participants
and infrastructure providers took to restore trading; (2) the steps taken by
15 stock exchanges, electronic communication networks (ECN), clearing
organizations, and payment systems providers to address physical and
electronic security and business continuity planning since the attacks; and
(3) the steps financial regulators have taken to ensure that the markets are
better prepared for future disasters.

In summary:

The September 11, 2001, terrorist attacks severely disrupted the U.S.
financial markets because'of the loss of life, damage to buildings, loss of
telecommunications and power, and restrictions that were placed on
access to the affected area. However, financial market participants were
able to recover relatively quickly from the terrorist attacks, as a result of
market participants’ and infrastructure providers’ heroic efforts and
because the securities exchanges and clearing organizations largely
escaped direct damage. If certain organizations had sustained serious
damage, the markets would probably not have been able to reopen by
September 17, 2001. Market participants and regulators have
acknowledged that the attacks revealed limitations in their business
continuity capabilities and that these limitations would need to be
addressed to improve their ability to recover if such events occurred in the
future. Our review of 15 stock exchanges, ECNs, clearing organizations,
and payments system providers between February and June 2002 showed
that all were taking steps to implement physical and electronic security
measures and had developed business continuity plans. However,
organizations still had limitations in one or more areas that increased the
risk of disruptions to their operations if such disasters occurred in the
future, Although the financial regulators have begun efforts to improve the
resiliency of clearance and settlement functions within the financial
markets, they have not fully developed goals, strategies, or sound
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practices to similarly improve the resiliency of trading functions. In
addition, the effectiveness of the Securities and Exchange Commission’s
(SEC) technology and operations risk oversight efforts—which clearly
have increased in importance—have been limited by program, staff, and
resource limitations. Some of these issues were also highlighted in a
January 2008 report issued by the SEC Inspector General. Our report made
recommendations designed to better prepare the markets to deal with
future disasters and to enhance SEC’s technology and operations risk
oversight capabilities. SEC agreed with the thrust of our
recommendations.

. Market Participants
and Infrastructure
Providers Employed
Innovative Solutions
to Restore Trading

The September 11, 2001, terrorist attacks had a devastatixig effect on the
U.S. financial markets with significant loss of life, extensive physical
damage, and considerable disruption to the financial district in New York.
Damage from the collapse of the World Trade Center buildings caused
dust and debris to blanket a wide area of lower Manhattan, led to severe
access restrictions to portions of lower Manhattan for days, and destroyed
substantial portions of the telecommunications and power infrastructure
that served the area. Telecommunications service in lower Manhattan was
lost for many customers when debris from the collapse of one the World
Trade Center buildings struck a major Verizon central switching office that
served approximately 34,000 business and residences. The human impact
was especially devastating because about 70 percent of the civilians killed
in the attacks worked in the financial services industry, and physical
access to the area was severely curtailed through September 13, 2001,
Although most stock exchanges and clearing organizations escaped direct
damage, the facilities and personnel of several key broker-dealers and
other market participants were destroyed or displaced. Market
participants and regulators acknowledged that the reopening of the stock
and options markets could have been further delayed if any of the
exchanges or clearing organizations had sustained serious damage.

The stock and options exchanges remained closed as firms, that were
displaced by the attacks attempted to reconstruct their operations and
reestablish telecommunications with their key customers and other
market participants. In the face of enormous obstacles, market
participants, infrastructure providers, and the regulators made heroic
efforts to restore operations in the markets. Broker-dealers that had their
operations disrupted or displaced either relocated their operations to
backup facilities or other alternative facilities. These facilities had to be
outfitted to accommodate normat trading operations and to have sufficient
telecommunications to connect with key customers, clearing and
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settlement organizations, and the exchanges and market centers. Some
firms did not have existing backup facilities for their trading operations
and had to create these facilities in the days following the crisis. For
example, one broker-dealer leased a Manhattan hotel to reconstruct its
operations. Firms were not only challenged with reconstructing
connections to their key counterparties but, in some cases, they also had
the additional challenge of connecting with the backup sites of
counterparties that were also displaced by the attacks. The infrastructure
providers also engaged in extraordinary efforts to restore operations. For
example, telecommunications providers ran cables above ground rather
than underground to speed up the restoration of service.

By Friday September 14, 2001, exchange officials had concluded that only
60 percent of normal market trading liquidity had been restored and that it
would not be prudent to trade in such an environment. In addition,
because so many telecommunications circuits had been reestablished,
market participants believed that it would be beneficial to test these
telecommunications circuits prior to reopening the markets. Officials were
concerned that without such testing, the markets could have experienced
operational problems and possibly have to close again, which would have
further shaken investor confidence. The stock and options markets
reopened successfully on Monday, September 17,'2001 and achieved
record trading volumes. Although the government securities markets
reopened within 2 days, activity within those markets was severely
curtailed, as there were serious clearance and settlement difficulties
resulting from disruptions at some of the key participants and at one of the
two banks that clear and settle government securities. Some banks had
important operations in the vicinity of the attacks, but the impact of the
attacks on the banking and payment systems was much less severe.

Regulators also played a key role in restoring market operations. For
example, the Federal Reserve provided over $323 billion in funding to
banks between September 11 and September 14, 2001, to prevent
organizations from defaulting on their obligations and creating a
widespread solvency crisis. SEC also granted regulatory relief to market
participants by extending reporting deadlines and relaxed the rules that
restrict corporations from repurchasing their shares. The Department of
the Treasury also helped to address settlement difficulties in the
government securities markets by conducting a special issuance of 10-year
Treasury notes.
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Attacks Revealed
Limitations in Market
Participants’
Preparedness for
Wide-scale Disasters,
and Some Limitations
Remain

Although financial market participants, regulators, and infrastructure
providers made heroic efforts to restore the functioning of the markets as
quickly as they did, the attacks and our review of 15 key financial market
organizations—including 7 critical ones—revealed that financial market
participants needed to improve their business continuity plahning
capabilities and take other actions to better prepare themselves for
potential disasters. At the time of the attacks, some market participants
lacked backup facilities for key aspects of their operations such as trading,
while others had backup facilities that were too close to their primary
facilities and were thus either inaccessible or also affected by the
infrastructure problems in the lower Manhattan area. Some organizations
had backup sites that were too small or lacked critical equipment and
software. In the midst of the crisis, some organizations also discovered
that the arrangements they had made for backup telecommunications
service were inadequate. In some cases, firms found that
telecommunication lines that they had acquired from different providers
had been routed through the same paths or switches and were similarly
disabled by the attacks.

The 15 stock exchanges, ECNs, clearing organizations, and payment
systems we reviewed had implemented various physical and information
security measures and business continuity capabilities both before and
since the attacks. At the time of our work—February to June 2002—these
organizations had taken such steps as installing physical barriers around
their facilities to mitigate effects of physical attacks from vehicle-borne
explosives and using passwords and firewalls to restrict access to their
networks and prevent disruptions from electronic attacks. In addition, all
15 of the organizations had developed business continuity plans that had
procedures for restoring operations following a disaster; and some
organizations had established backup facilities that were located hundreds
of miles from their primary operations.

'
Although these organizations have taken steps to reduce the likelihood
that their operations would be disrupted by physical or electronic attacks
and had also developed plans to recover from such events, we found that
some organizations continued to have some limitations that would
increase the risk of their operations being impaired by future disasters.
This issue is particularly challenging for both market participants and
regulators, because addressing security concerns and business continuity
capabilities require organizations to assess their overall risk profile and
make business decisions based on the trade-offs they are willing to make
in conducting their operations. For example, one organization may prefer
to invest in excellent physical security, while another may choose to
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investment less in physical security and more in developing resilient
business continuity plans and capabilities.

Our review indicated that most of the 15 organizations faced greater risk
of operational disruptions because their business continuity plans did not
adequately address how they would recover if large portions of their
critical staff were incapacitated. Most of the 15 organizations were also at
a greater risk of operations disruption from wide-scale disasters, either
because they lacked backup facilities or because these facilities were
located within a few miles of their primary sites. Few of the organizations
had tested their physical security measures, and only about half were
testing their information security measures and business continuity plans.

Regulators Have
Addressed Operations
Risks but Have Not
Developed Complete
Strategies and
Practices to Better
Assure Recovery of
Trading

Securities and banking regulators have made efforts to examine
operations risk measures in place at the financial market participants they
oversee. SEC has conducted reviews of exchanges, clearing organizations,
and ECNs that have generally addressed aspects of these organizations’
physical and information security and business continuity capabilities.
However, reviews by SEC and the exchanges at broker-dealers generally
did not address these areas, although SEC staff said that such risks would
be the subject of future reviews.' Banking regulators also reported that
they review such issues in'the examinations they conduct at banks.

Regulators also have begun efforts to improve the resiliency of clearing
and settlement functions for the financial markets. In August 2002, the
Federal Reserve, Office of the Comptroller of the Gurrency, and SEC
Jjointly issued a paper entitled the Draft Interagency White Paper on Sound
Practices to Strengthen the Resilience of the U.S. Financial System. ? This
paper sought industry comment on sound business practices to better
ensure that clearance and settlement organizations would be able to

'In addition to SEC’s oversight, stock and options exchanges act as self-regulatory
organizations that oversee their members’ activities.

*Board of Governors of the Federal Reserve, Office of the Comptroller of the Currency,
Treasury, SEC Draft Intera,gency White Paper on Sound Practices to Strengthen the

the U.S. Fi ial System (Washi D.C.: Aug. 30, 2002). The New York
State Ba.nkmg Department issued the same paper separately.

Page 5 GAO-03-468T Potential Terrorist Attacks



63

" resume operations promptly after a wide-scale regional disaster. The
regulators indicated that the sound practices would apply to a limited
number of organizations that perform important clearing functions, as well
as to between 15 and 20 banks and broker-dealers that also perform
clearing functions with sizeable market volumes. !

The regulatofs that developed the white paper appropriately focused on
clearing functions to help ensure that settlement failures do notlead to a
broader financial crisis. However, the paper did not similarly address
restoring critical trading activities in the various financial markets. The
regulators that developed the paper believed that clearing functions were
mostly concentrated in single entities for most markets or in a very few
entities for others and thus posed a greater potential for disruption. In
theory, multiple stock exchanges and other organizations that conduct
trading activities could substitutefor each other in the event of a crisis.

Nevertheless, trading on the markets for corporate securities, government
securities, and money market instruments is also vitally important to the
economy; and the United States deserves similar assurance that trading
activities also would be able to resume when appropriate—smoothly and
without excessive delay. The U.S. economy has demonstrated that it can
withstand short periods during which markets are not trading. After some
events occur, having markets closed for some limited time could be
appropriate to allow emergency and medical relief activities, permit
operations to recover, and reduce market overreaction. However, long
delays in reopening the markets could be harmful to the economy. Without ,
trading, investors lack the ability to accurately value their securities and
cannot adjust their holdings.

The September 11, attacks demonstrated that the ability of markets to
recover could depend on the extent to which market participants have
made sound investments in business continuity capabilities. Without
clearly identifying strategies for recovery, determining the sound practices
needed to implement these strategies, and identifying the organizations
that could conduct trading under these strategies, the risk that markets
may ot be able to resume trading in a fair and orderly fashion and
without excessive delays is increased. Goals and strategies for resuming

A wide-scale disruption is defined as one that causes severe disruptions of transportation,
telecommunications, power, or other critical infrastructure components in a metropolitan
or other hic area and in adj; it ically i with the
area
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trading activities could be based on likely disaster scenarios and could
identify the organizations that are able to conduct trading in the event that
other organizations could not recover within a reasonable time. Goals and
strategies, along with guidance on business continuity planning practices,
and more effective oversight would (1) provide market participants with
the information they need to make better decisions about improving their
operations, (2) help regulators develop sound criteria for oversight, and
(3) assure investors that tradiné% on U.S. markets could resume smoothly
and in a timely manner. .

SEC has begun developing a strategy for resuming stock trading for some
exchanges, but the plan is not yet complete. For example, SEC has asked
the New York Stock Exchange (NYSE) and NASDAQ to take steps to
ensure that their information systems can conduct transactions in the
securities that the other organizations normally trade. However, under this
strategy NYSE does not plan to trade all NASDAQ securities, and neither
exchange has fully tested its own or its members’ abilities to trade the
other exchanges’ securities.

SEC’s Automation
Review Policy
Program Could Be
Strengthened

Given the increased threats demonstrated by the September 11 attacks and
the need to assure that key financial market organizations are following
sound practices, securities and banking regulators’ oversight programs are
important mechanisius to assure that U.S. financial markets are resilient.
SEC oversees the key clearing organizations and exchanges through its
Automation Review Policy (ARP) program. The ARP program--which also
may be used to oversee adherence to the white paper’s sound practices—
currently faces several limitations. SEC did not implement this ARP
program by rule but instead expected exchanges and clearing
organizations to comply with various information technology and
operations practices voluntarily. However, under a voluntary program,
SEC lacks leverage to assure that market participants implement
important recommended improvements. While the program has prompted
numerous improvements in market participants’ operations, we have
previously reported that some organizations did not establish backup
facilities or improve their systems’ capacity when the SEC ARP staff had
identified these weaknesses. Moreover, ARP staff continue to find
significant operational weaknesses at the organizations they oversee.

An ARP program that draws its authority from an issued rule could
provide SEC additional assurance that exchanges and clearing
organizations adhere to important ARP recommendations and any new
guidance developed jointly with other regulators. To preserve the
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" flexibility that SEC staff considers a strength of the current ARP program,
the rule would not have to mandate specific actions but could instead -
require that the exchanges and clearing organizations engage in activities
consistent, with the ARP policy statements. This would provide SEC staff
with the ability to adjust their expectations for the organizations subject to
ARP, as technology and industry best practices evolve, and provide clear
regulatory authority to require actions as necessary. SEC already requires
ECNs to comply with ARP guidance; and extending the rule to the
exchanges and clearing organizations would place them on similar legal
footing. In an SEC report issued in January 2003, the Inspector General
noted our concern over the voluntary nature of the program.*

Limited resources and challenges in retaining experienceél ARP staff also
have affected SEC’s ability to more effectively oversee an increasing
number of organizations and more technically complex market operations.
ARP staff must oversee various industrywide initiatives, such as Year 2000
or decimals pricing, and has also expanded to cover 32 organizations with
more complex technology and communications networks. However, SEC
has problems retaining qualified staff, and market participants have raised
concerns about the experience and expertise of ARP staff. The SEC
Inspector General also found that ARP staff could benefit from increased
training on the operations and systems of the entities overseen by the ARP
program, At current staff levels, SEC staff report being able to conduct
examinations of only about 7 of the 32 organizations subject to the ARP
program each year.’ In addition, the intervals between examinations were
sometimes long. For example, the intervals between the most recent
examinations for seven critical organizations averaged 39 months.®

Having additional staff, including those with technology backgrounds,
could better ensure the effectiveness of the ARP program’s oversight. SEC

SEC Office of Inspector General, Market Contingency Preparedness, Report No. 359,
(Washington, D.C. Jan. 27, 2003).

*In addition to examinations, the SEC ARP staff also monitor the organizations subject to
ARP by conducting a risk analysis of each organization each year, reviewing internal and
external audits performed of these organizations’ systems, and receiving notices of systems
changes and systems outages from these organizations.

© dards for federal izations’ information systems require security reviews to be
performed at least once every 3 years and recommend that reviews of high-risk systems or
those undergoing signi systemns modi i be done more frequently. See Office of
Management and Budget, Appendix IIT to OMB Circular A-130: Security of Federal

A d Information .
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could conduct more frequent examinations, as envisioned by federal
information technology standards, and more effectively review complex,
large-scale technologies at the exchanges, ECNs, and clearing
organizations. If the ARP program must also begin reviewing the extent to
which broker-dealers important to clearing and trading in U.S. securities
markets are adhering to sound business continuity practices, additional
experienced staff and resources would likely be necessary to prevent
further erosion in the ability of SEC to oversee all the important
organizations under its authority. The increased appropriations authorized
in the Sarbanes-Oxley Act, if received, would present SEC a clear
opportunity to enhance its technology oversight, including the ARP
program, without affecting other important initiatives.

Conclusions

(250127)

Our work at the 15 organizations we reviewed showed that all of these
organizations were taking steps to address physical and electronic security
at their facilities and information systems and had business continuity
plans to address potential disrupticns in their operations, although the
extent to which these organizations addressed these issues varied. We
recognize that, in addressing these issues, organizations may have to make
trade-offs based on their overall risk profile and other business factors.

However, we recommend in our report that SEC take a leadership role and
work with market participants to develop goals and strategies to ensure
that U.S. markets will be able to resume trading activities after future
disasters smoothly and in a timely manner as appropriate.” Comprehensive
and viable resumption strategies would also require SEC and market
participants to identify sound business practices for the organizations that
might be called upon to conduct trading after a disaster if others were
unavailable. Our report also recommends that these strategies be tested. In
addition, SEC has an important oversight role in ensuring that market
participants implement sound practices and the improvements to the ARP
program that our report recommends should also help ensure that SEC's
oversight is as effective as possible.

Mr. Chairman, this completes my prepared statement. I would be happy to
respond to any questions you or other merabers of the Subcommittee may
have at this time.

"Potential Tervorist Attacks: Additional Actions Needed to Better Prepare Critical
Pinancial Market Perticipanis, GAO-03414, (Washington, D.C., Feb. 12, 2003).
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POTENTIAL TERRORIST ATTACKS

Additional Actions Needed to
Better Prepare Critical Financial
Market Participants

What GAO Found

The September 11 attacks severely disrupted U.S. financial markets,
resulting in the longest closure of the stock markets since the 1930s and
severe settlement difficulties in the government securities market. While
exchange and clearing organization facilities were largely undamaged,
critical broker—dealers and bank participants had facilities and
telecommunications connections damaged or destroyed. These firms and
infrastructure providers made heroic and sometimes ad hoc and innovative
efforts to restore operations. However, the attacks revealed that many of
these organizations’ business continuity plans (BCP) had not been designed
to address wide-scale events.

GAQ reviewed 15 organizations that perform trading or clearing and found
that since the attacks, these organizations had improved their physical and
information security measures and BCPs to reduce the risk of disruption
from future attacks. However, many of the organizations still had limitations
in their preparedness that increased their risk of being disrupted. For
example, § organizations had not developed BCP procedures to ensure that
staff capable of conducting their critical operations would be available if an
attack incapacitated personnel at their primary sites. Ten were also at
greater risk for being disrupted by wide-scale events because 4 organizations
had no backup facilities and 6 had facilities located between 2 to 10 miles
from their primary sites.

The financial regulators have begun to jointly develop recovery goals and
business continuity practices for organizations important for clearing;
however, regulators have not developed strategies and practices for
excharges, key broker-dealers, and banks to ensure that trading can resume
prompily in future disasters. Individually, SEC has reviewed exchange and
clearing organization risk reduction efforts, but had not generally reviewed
broker-dealers’ efforts. The bank regulators that oversee the major banks
had guidance on information security and business continuity and reported
examining banks’ risk reduction measures annually.
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Accountability « Integrity « Reliabitity

United States General Accounting Office
Washington, D.C. 20548

February 12, 2003

The Honorable Michael Oxley, Chairman

The Honorable Barney Frank, Ranking Minority Member
The Honorable Paul E. Kanjorski

Committee on Financial Services

House of Representatives

This report presents the results of the review you requested on the preparations that financial
markets have made since the Septeraber 11, 2001, terrorist attacks to protect themselves from
physical and electronic attacks and to develop business continuity plans for recovering rapidly and
resuming operations if damage occurs. The massive destruction caused by the attacks on the World
Trade Center and the resulting loss of life, facilities, telecommunications, and power significantly
affected U.S. financial markets. The markets reopened within days despite enormous obstacles, but
the attacks also exposed the vulnerability of the financial markets to disruption by such events. In
conducting this work, we assessed:

the effects of the attacks on the facilities and telecommunications services of participants in the stock
and option markets, the markets for government securities and money market instruments, and the
banking and payments systems and how prepared market participants were for the attacks at that
time;

1. the physical and information security and business continuity measures 15 exchanges, clearing
organizations, electronic communication networks, and payment system processors had in place
after the attacks to reduce the risk of operations disruptions in the future; and

2. the financial regulators’ oversight of market participants’ efforts to reduce their operations risks
and regulatory efforts under way to better prepare the markets for future attacks.

3. This report contains recommendations to the Chairman, Securities and Exchange Commission
(SEC) designed to better ensure that U.S. securities markets are better prepared to recover from
future disasters. The report also contains recommendations to improve SEC’s oversight of
information technology issues.

As we agreed with your office, unless you publicly announce the contents of this report earlier, we
plan no further distribution until 30 days from the date of this letter. We will then send copiés to the
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secretary, Treasury; the Chairman, SEC; the Chairman, Federal Reserve;
and the Comptroller of the Currency; and others who request them.

Davi M. D’Agostino
Director, Financial Markets
and Community Investment

T 2%3;

Robert F. Dacey
Director, Information Security

Fymita A~ Koty

Linda Koontz
Director, Information Management

Keith Rhodes

Chief Technologist

Director, Center for Technology
and Engineering
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Executive Summary

Purpose

The massive destruction caused by the September 11, 2001, terrorist
attacks on the World Trade Center and the resnlting loss of life, facilities,
telecommunications, and power significantly affected U.S. financial
rnarkets, which were concentrated in lower Manhattan. Despite enormous
obstacles, the markets for stocks, options, government securities, and
money market instruments all had reopened by the following week, but the
attacks also exposed the vulnerability of the financial markets to disruption
by such events.! Because the markets are vital to the nation’s economy,
congressional requesters asked GAO to review preparations that financial
markets have made since the attacks to protect themselves from physical
and electronic attacks and the business continuity plans (BCP) that
describe the resources and procecdures they would use to recover and
reswue operations if damage occurs. GAO assessed (1) the effects of the
attacks on the facilities and telecommunications services of participants in
the stock and option markets, the markets for government securities and
money market instruments, and the banking and payment systems and how
prepared market participants were for the attacks at that time; (2) the
physical and information security and business continuity measures 15
market organizations had in place after the attacks to reduce the risk of
operations disruptions in the future; and (3) joint regulatory efforts to
better prepare the markets for future attacks and individual financial
regulators’ oversight of market participants’ efforts to reduce their
operations risks.

In performing its work, GAO reviewed regulatory and industry documents
and studies and interviewed staff from broker-dealer and bank participants,
regulators, infrastructure providers, industry associations, and others to
determine the impact of the attacks and the preparedness of market
participants at the time. To determine security and business continuity
measures that 15 financial market organizations had in place to prevent and
recover from disruptions in the future, GAO reviewed physical and
electronic security measures, and BCP capabilities between February and
June 2002 at 15 financial market organizations that perform trading and
clearing functions, including 7 exchanges, 3 clearing and trade processing
organizations, 3 electronic communications networks (ECN), and 2
payment system processors. ? Stock and stock options exchanges match

IMoney markets instrurents include federal funds, Treasury bills, commercial paper, and
repurchase agreements.

®For simmplicity, this report will refer to NASDAQ as an exchange.
g
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orders from buyers and sellers to execute trades. Broker-dealers send these
orders to the exchanges on behalf of individual investors or large
institutional clients. Clearing organizations process trading information to
ensure that buyers receive their securities and sellers receive their
payments. ECNs provide alternative venues for trading securities. Payment
system processors that transmit large dollar payments among banks are
crucial to the basic functioning of the U.S. economy and financial markets.
Banks also maintain accounts to pay for or receive payments from
securities transactions for broker-dealers or their customers and, as
custodians, maintain accounts for securities owned by their customers. For
purposes of its analysis, GAO categorized 7 of the 15 organizations
reviewed as more important than others on the basis of whether viable
immediate substitutes existed for their products or services or whether the
functions they performed were critical to the overall markets' ability to
function.®> GAO relied on documentation and descriptions provided by
market participants and regulators and reviews conducted by other
organizations. When feasible, GAQ also directly observed controls in place
for physical security and business continuity at the organizations assessed.
GAO did not test these controls by attempting to gain unauthoxized entry or
access to market participants’ facilities or information systems. In
assessing the oxganizations’ physical and electronic security and BCPs,
GAO used criteria that were generally accepted by government or industry,
including that used to review federal organizations’ information systems.’
GAQ performed its work in various U.S. cities from November 2001
through October 2002.

Results in Brief

The financial markets were able to recover within days despite significant
damage to the World Trade Center area, but the September 11, 2001,
terrorist attacks also revealed that financial market participants would
have to improve their business continuity capabilities. The attacks resulted

blish

*For example, some transmit i ion on all d trades or
prices used by other exch Also, clearing ions or payment system processors
are essential 1o overall market functioning because they often may be the only organizations
that perform these functions.

“This guidance included the Federal Information System Controls Audit Menual, Vobwme
I: Financiol Statement Audits GAO/AIMD-12.19.6 (Washington, D.C.: Jan. 1999); the
Federal Financial Institutions Examination Councils FFIEC Information Systems
Handbook: Volume 1, ( i D.C.: 1996); and the Business Continuity Institute’s
Busir Guide to Continuity M (Worcestey, United Kingdor: Jax. 19, 2001).
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in significant loss of life and extensive physical damage, including to the
telecommunications and power infrastructure, and physical access to the
financial district was severely restricted for several days. Although the
exchanges and clearing organizations largely escaped direct damage,
trading did not resume on the stock and options markets because of
damage to telecommunications, the lack of physical access to the affected
area, and the loss of facilities and personnel by many broker-dealers,
including firms representing 40 percent of normal market trading volume,
and other financial institutions such as mutual funds and insurance
companies that participated in these markets. Displaced firms and
infrastructure providers made heroic efforts sometimes involving ad hoc
and innovative solutions to recreate operations at new locations and
restore needed telecommrnunications connections. Rather than trade
without these significant firms and risk operational difficulties in the
unstable conditions, regulators and market participants chose to conduct
telecommunications testing over the weekend and the securities exchanges
reopened on Monday, September 17, 2001, at record volumes. However, if
any of the key exchanges or clearing organizations had been physically
damaged, the markets would not have been able to open as quickly.

The markets for government securities and money market instruments
were also significantly disrupted by the loss of key broker-dealer facilities
and connectivity and processing difficulties that the Bank of New York, one
of the two clearing banks for these markets, and its customers
experienced. To prevent organizations from defaulting on their obligations
and creating a widespread solvency crisis, the Federal Reserve provided
over $323 billion in funding to banks over the period from September 11 to
September 14, 2001. Government securities trading resumed within 2 days
but at much lower levels than normal and problems in settling some trades
persisted for weeks. The impact of the attacks on the banking and payment
systems was less severe because most banks’ and payment processors’
operations were located outside of the affected area.

Regulators and market participants have acknowledged that the attacks
revealed the need to improve business continuity capabilities to address
future disasters. At the time of the attacks, some market participants
lacked backup facilities to which they could relocate their operations;
others had backup facilities but they were located too close to their
primary sites and were also inaccessible. Some organizations’ backup sites
were not large enough or did not have the equipment or software needed
for critical operations. Many organizations also found that the
arrangements they had made for backup telecommunications service were
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inadequate. Financial institutions’ plans had also called for their staff to
assemble at designated locations or to proceed to their backup sites; but
some organizations could not locate their staff, and some organizations’
personnel had difficulty reaching alternative operating locations.

Although the 15 exchanges, clearing organizations; ECNs, and payment
system processors that GAO reviewed had implemented various physical
and information security measures and business continuity capabilities
since the attacks, some organizations continued to have limitations in their
preparations that increased the risk of their operations being disrupted by
future disasters. Because hostile entities have openly threatened to directly
attack participants in the U.S. financial markets in the future, the need for
these organizations to be prepared has increased. However, reducing the
risk of an operations disruption can require organizations to make trade-
offs between implementing additional measures to protect their facilities
and systems or using their resources to expand their business continuity
capabilities. For example, an organization whose primary site is located in
a highly trafficked, public area may have limited ability to reduce all of its
physical security risks but could mitigate these risks by having a separately
staffed backup facility or cross-training staff.

The 15 organizations GAO reviewed, including the 7 organizations whose
ability to operate could be critical to the markets, have taken steps such as
installing physical barriers around their facilities to prevent physical
damage and using passwords or firewall software to limit access to
information systems to prevent disruptions from electronic attacks. All 15
organizations had developed BCPs, including some that had established
backup facilities hundreds of miles from their primary sites, that addressed
procedures for restoring operations after a disaster. However, 9 of the 15
organizations, including 2 GAO considered critical to the functioning of the
financial markets, had limitations in their protection and recovery
measures, which increased the risk of their operations being disrupted.
Although federal information systems standards and other guidance
recommend having backup personnel, these 9 organizations had not
developed business continuity procedures for ensuring that staff capable of
conducting their critical operations would be available if an attack
incapacitated personnel at their primary sites. At least 8 of the 9
organizations had physical vulnerabilities such as inability to control
vehicular traffic around their facilities. Although most organizations had
backup facilities as standards recommend, 10 of the 15 organizations,
including 4 of the critical ones, faced increased risk of being unable to
operate after a wide-scale disruption because they either lacked backup
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facilities or had facilities within 2 to 10 miles of their primary site. Finally,
although many of the 15 organizations had attempted to reduce their risks
by testing their risk reduction measures, GAO found that few organizations
had tested their physical security raeasures, and about half had tested their
business continuity capabilities and key information systems protections.

Although banking and securities regulators have begun to take steps to
prevent future disasters from causing widespread settlement and payment
defaults, they have not taken important actions that would better ensure
that trading in critical U.S. financial markets could resume in a fair and
orderly way after a major disaster.® The three regulators for major market
participants, the Federal Reserve, the Office of the Comptroller of the
Currency (OCC), and the Securities and Exchange Commission (SEC) are
working jointly with market participants to develop recovery goals and
sound business continuity practices that will apply to a limited number of
financial market organizations to ensure that these entities can clear and
settle transactions and meet their financial obligations after future
disasters. Although heroic efforts allowed the markets to recover after the
September 11 attacks, future attacks could directly target critical financial
market organizations and close the markets for an extended period.
However, the regulators’ recovery goals and sound practices would only
apply to clearing activities and do not extend to organizations’ trading
activities or to the stock exchanges. Regulators told GAO that their efforts
focus on clearing activities because clearing problems would pose the
greatest risk to the markets and because one trading organization could
replace another that was unable to operate in future disasters. However,
without identifying specific recovery goals and sound business continuity
practices for trading organizations, the appropriate exchanges, broker-
dealers, and banks needed for trading to occur may not take all necessary
steps to be operational. The regulators also had not developed complete
strategies that identify where trading could be resumed or which
organizations would have to be ready to conduct trading if a major
exchange or multiple broker-dealers were unlikely to be operational for an
extended period. SEC has proposed one strategy for resuming trading, but
it does not include all securities, and it has not been fully tested.

SFor additional discussion of how the financial markets are being addressed as part of U.S.
efforts to protect critical infrastructure, see U.S. General Accounting Office, Critical
Infrastruciure Protection: Efforts of Financial Services Sector to Address Cyber Threats,
GAO-03-173 (Washington D.C.: Jan. 30, 2003).
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Individually, SEC, the Federal Reserve, and OCC have overseen operations
risks in the past, but these efforts had not comprehensively addressed risks
for all of the entities they regulate. Despite the importance of ensuring that
the exchanges and clearing organizations are operational, SEC uses a
voluntary program—the Automation Review Policy (ARP) program—to
oversee how these organizations reduce risks to their operations. Under
ARP, SEC staff have reviewed important risks at these institutions and
spurred operations improvements. However, although SEC issued a rule
requiring ECNs with sufficient trading volume to comply with the full range
of ARP practices, they have not issued a similar rule to require the other 22
exchanges and clearing organizations subject to ARP to comply. However,
GAQO has found that some organizations, including critical organizations,
have resisted developing recommended backup facilities or making other
important improvements to address weaknesses SEC staff identified.
Having a rule similar to that issued for the ECNs could provide SEC with
flexible but specific regulatory authority to require all the organizations
subject to ARP to take prudent actions when deemed necessary. The ARP
program has had difficulties in maintaining experienced, qualified staff and
lacks the resources to conduct examinations frequently. In addition,
although the disruptions at key broker-dealers severely affected the
markets’ ability to resume trading after the attacks, the securities laws do
not generally contain specific requirements applicable to such firms, and
SEC’s reviews therefore did not generally examine the extent to which
broker-dealers had reduced their operations risks with regard to physical
and information system security and BCP measures.

The Federal Reserve and OCC are tasked with overseeing the safety and
soundness of banks’ operations and had issued and were updating
guidance that covered information system security and business continuity
planning. Staff from these regulators told GAO that they conduct armual
examinations of the largest entities they oversee and that they reviewed
information security in all examinations and business continuity during
most examinations, but the reviews did not generally assess banks’
protections against terrorist attacks. GAO did not review bank
examinations fo independently determine the frequency and extensiveness
of these regulators’ reviews.

This report includes recommendations to SEC intended to ensure that the
financjal markets are better able to recover and resume operations in the
event of a future disaster and to improve their individual oversight of
operations risks. In cormmenting on a draft of this report, SEC agreed with
the goals of our recommendations.
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Principal Findings

September 2001 Attacks
Significantly Affected U.S.
Financial Markets and
Demonstrated the Need for
Improvements in BCPs

The September 2001 terrorist attacks and the subsequent collapse of the
twin World Trade Center towers damaged more than 400 structures across
a 16-acre area, and claimed almost 2,800 lives. Financial services industry
employees accounted for about 74 percent of the victims. Dust and debris
blanketed the area, creating difficult and hazardous conditions that
complicated recovery efforts. Many financial organizations lost
telecommunications service when the 7 World Trade Center building also
collapsed and debris struck a major Verizon central switching office that
served approximately 34,000 businesses and residences.® Over 13,000
customers also lost power. To accommodate the rescue and recovery
efforts and maintain order, pedestrian and vehicle access to the area
encompassing the financial district was restricted through September 13,
2001.

As aresult of the extensive damage to the area surrounding the World
Trade Center and the need to ensure the health and safety of people
affected by the attacks, U.S. financial markets closed on September 11 and
took several days to resume operations. If the exchanges and clearing
organizations had sustained direct damage, the reopening of the markets
would have likely taken longer because some lacked backup operating
facilities at the time. However, several key broker-dealers did sustain
considerable damage and had to recreate their trading operations at other
locations. These firms employed ad hoc and innovative solutions, such as
renting out an entire hotel or moving their traders to the trading facilities of
arecently purchased subsidiary. However, because these and other firms
were unable to operate fully in the days following the attacks, securities
regulators, market officials, and other key participants were concerned
that insufficient liquidity would exist to conduct fair and orderly trading in
the markets. By Friday, September 14, 2001, sufficient telecommunications
capabilities to conduct trading had been restored to firms representing only
about 60 percent of the normal order volume. After communications lines
to the remaining firms were restored and tested, U.S. stock and options
exchanges reopened on September 17, 2001, trading record volumes
without noticeable difficulties. Full trading of U.S. government securities in

SVerizon is the major provider of local telecommunications service in lower Manhattan.
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the United States was resumed within 2 days following the attacks but at
lower-than-normal volumes, and funds transmittal problems at some
institutions persisted for several days. The difficulties experienced by
broker-dealers that trade government securities and the Bank of New York
and its customers also disrupted the markets for short-term debt
instruments that fund the operations of broker-dealers and other firms. To
ensure that firms could meet their settlement obligations, the Federal
Reserve had to provide over $323 billion in liquidity to market participants
by offering discount window loans, purchasing securities from participants
needing funds, and taking other actions. Although some banks in
Manhattan lost telecommunications service or experienced other
disruptions, the U.S. banking system as a whole was not severely affected
because most banks’ facilities were located outside of the World Trade
Center area. Similarly, the primary processors for most of the large-value
payments between banks in the United States—Fedwire and the Clearing
House Inter-bank Payments System—were also able to continue operating
because their primary processing sites were located outside the affected
area.

According to information GAO obtained from broker-dealers, banks,
regulators, industry associations and others, the attacks revealed that
improvements were needed in financial institutions’ business continuity
capabilities to address future disasters. Many financial institutions’ BCPs
addressed limited-scope events such as damage to just one of their
buildings. As a result, many either had not established backup facilities or
had backup facilities located near their primary facilities that were also
destroyed or unusable. Others found that their backup facilities were too
small and not properly equipped to accommodate all of their critical
operations. In addition, some firms learned that the actions they had taken
to ensure continuity of telecommunications service were not adequate. For
example, after relocating their operations, some firms found that their
backup facilities only had connections to the primary sites of organizations
critical to their operations and not to the existing backup locations of other
participants. Others whose facilities were not damaged also had to have
telecommunications restored even though they thought that they had
obtained redundant telecommunications capabilities by contracting with
multiple telecommunications providers or by having their lines routed over
different physical paths. In some cases, disruptions occurred because the
alternative providers routed financial firms’ lines through the same Verizon
switching facility that was damaged by the attacks. Others whose services
had originally used physically diverse paths found that their service
providers had rerouted these lines over time onto identical pathways
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without their knowledge. Recovery efforts at financial institutions were
also hampered by shortcomings in the human capital component of BCPs.
These firms had trouble locating critical personnel in the confusion after
the attacks; and, in some cases, their staff had difficulty reaching backup
locations as a result of the transportation shutdowns.

Financial Market
Organizations Have Taken
Actions to Protect Facilities
and Information Systems
and Resume Operations
after Disruptions, but
Limitations Remain

All 15 organizations that GAO reviewed, including the 7 critical
organizations, had taken steps since the attacks to reduce the risk of
operations distuptions by implementing measures to prevent physical
damage to their facilities and unauthorized access to their information
systems and developing business continuity capabilities to recover from
disruptions.” For example, many organizations had instalied physical
barriers to minimize damage or prevent unauthorized access by vehicles to
their facilities. In addition, the 15 exchanges, clearing organizations, ECNs,
and payment system processors used private networks and proprietary
message formats that reduced the risk that they would be disrupted by
electronic attacks. These organizations had also implemented various
information security protections recommended for federal organizations,
including hardware or software controls that allow only authorized users to
gain system access and monitoring systems to detect attacks or intrusions.
A1l 15 organizations also had developed BCPs addressing how they would
continue operations after a disruption. For example, 11 of the 15 had
established separate backup facilities, including 3 whose backup facilities
were hundreds of miles away.

However, 9 of the 15 exchanges, clearing organizations, ECNs, and
payment system processors, including 2 organizations critical to the
functioning of the markets, had limitations in their risk reduction efforts.
These 9 organizations were at greater risk of experiencing an operations
disruption if a physical attack on their primary facility left a large
percentage of their staff incapacitated because they did not maintain staff
outside of their primary facility that could conduct all their critical
operations. Eight of these 9 organizations also had physical security
vulnerabilities at their primary sites that they either had not or could not
mitigate, such as the inability to restrict vehicle movement around their
facilities. In addition, 10 of the 15 organizations, including 4 critical
organizations, had limitations in their BCPs that increased the risk of their

"This analysis presents the measures these organizations had in place at the time GAC
conducted reviews at these entities’ physical locations from February to June 2002.
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operations being disrupted by a wide-scale disaster. These 10 organizations
faced this risk because 4 lacked any backup facilities, and the backup
facilities of the other 6 organizations were 2-10 miles from their primary
sites—including 4 whose sites were separated by 5 miles or less. Another
way that organizations can minimize their operations risk is by testing their
physical and information security measures and BCPs, but GAO found that
few of these organizations had fully tested all elements. Only 3
organizations had tested their physical security measures. Although all 7 of
the critical organizations recently had assessed the vulnerabilities of their
key trading and clearing systems, only 1 of the other 8 organizations had
done so. Five of the critical organizations and 2 of the other 8 had tested
their business continuity capabilities.

Securities and Banking
Regulators Have Not
Developed Recovery Goals
for Resuming Trading
Activities and Their
Oversight of Operations
Risk Could Be Strengthened

Securities and banking regulators have begun to jointly develop recovery
goals and sound business continuity practices that will apply to market
participants that perform clearing functions, but they have not identified
recovery goals and practices for resuming trading activities. In August
2002, the Federal Reserve, OCC, SEC and the New York State Banking
Department jointly issued a white paper seeking industry comment on
sound practices to ensure that organizations that perform critical clearing
activities be able to promptly recover these functions after a wide-scale,
regional disruption.® These sound practices could require organizations
performing these functions to identify the clearing activities they perform
to support critical markets, develop plans to recover clearing functions on
the same business day, and maintain out-of-region recovery facilities that
do not depend on the same labor pool or transportation,
telecommunications, water, and power infrastructure. The practices would
be applied to clearing organizations, clearing banks, and to the clearing
functions of about 15 to 20 active broker-dealers and banks whose
transaction volumes, if not promptly cleared and settled, could create
liquidity or solvency problems for organizations awaiting payments from
them. The regulators are still analyzing the comments that they have
received but hoped to issue a final version of the practices in 2003. GAO
agrees that taking actions to ensure that clearing functions can be
recovered after a disaster is important to the U.S. financial markets and the

®Board of Governors of the Federal Resewe, QOCC, 8EC, Draft Interagency White Paper on
Sound Practices to St i of the U.S. Fi; ial System, (Washi

D.C.: Aug. 30, 2002). The New York State Banking Department issued the same paper
separately.
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economy overall, and that sound business continuity practices, if adopted,
would likely reduce the potential for future disasters to cause broader
financial crises.

However, trading on U.S. financial markets is also a critical economic
function for investing savings, funding daily business operations, and
raising capital for new ventures; but the securities regulators have not
similarly begun efforts to develop recovery goals and business continuity
practices applicable to trading activities in stock, options, and other
financial markets. Regulatory staff told GAO that the white paper’s
practices apply only to clearing activities because such functions are
usually concentrated in single entities for some markets or in very few
organizations for others, and thus pose a greater potential for disraption.
They said the paper does not cover trading activities and organizations that
conduct only trading, such as the securities exchanges, because other
organizations could perform the same functions. Although trading could
likely be moved to other venues if a major exchange was not able to
operate after a disaster, such transfers have not been frequently done and
could be subject to operational problems such as insufficient processing
capacity if not clearly established and tested in advance. Securities
regulators have not developed complete strategies for ensuring that trading
could resume when appropriate. For example, SEC has asked two major
exchanges—New York Stock Exchange and the NASDAQ, which each
trade thousands of securities—to be able to trade each other’s securities as
one strategy for ensuring that trading could resume if either organization
was unable to operate. However, as of December 2002, SEC had not,
identified the specific capabilities that these organizations should
implement. For example, NASDAQ staff said that various alternatives are
being proposed for conducting this trading and each would involve varying
amounts of system changes or processing capacity considerations. New
York Stock Exchange staff said they have proposed trading only the top 250
of NASDAQ's securities, and the others would have to be traded elsewhere.
NASDAQ staff plan to trade all New York Stock Exchange securities. These
strategies have also not been fully tested to ensure that processing can
occur accurately and that each exchange has sufficient capacity.

Although the attacks demonstrated sufficient numbers of broker-dealers
have to be able to recover their trading operations and provide access to
their customers’ cash and securities for markets to resume operating
smoothly and in a timely manner, the regulators have not similarly
developed recovery goals and sound business continuity practices
applicable to these firms’ trading or brokerage activities. With hostile
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Regulators’ Oversight of
Operations Risks Had
Limitations

entities openly targeting U.S. financial markets, setting recovery goals and
ensuring that the appropriate organjzations have adopted sound business
continuity practices would reduce the risk that trading may not be able to
resume smoothly or in a timely manner if key market participants are
severely damaged.

Although SEC has reviewed operations risk at exchanges and clearing
organizations, its oversight has limitations. In response to operational
problems experienced by the markets during the 1980s, SEC created a
program in 1989 for addressing operations risk issues, including physical
and information security and business continuity planning at securities
exchanges and clearing organizations. SEC did not create rules for these
organizations to follow but instead issued two ARP statements that
provided practices in various information technology and operational areas
with which the exchanges and clearing organizations would be expected to
comply voluntarily. By analyzing all 10 of the SEC ARP examination reports
completed between January 2001 and July 2002, GAO found that SEC ARP
staff had reviewed information security in 9 of these examinations and
business continuity in 7. SEC ARP staff reviewed physical security and
controls at data centers, but they discussed organizations’ overall physical
security in only one report. Although none of the 10 reports GAO reviewed
discussed how these organizations’ BCPs covered telecommunications
resiliency, ARP staff said that all of these operations risk issues would be
addressed as part of future reviews.

Given the increased threats demonstrated by the September 11 attacks and
the need for assurance that key financial market organizations are
foliowing sound practices, the importance of SEC’s ARP program oversight
has increased. However, currently the program faces several limitations.
Although the efforts of SEC’s ARP staff have improved market participant
operations, only ECNs are required by rule to comply with ARP policies
and exchanges and clearing organizations are expected to comply
voluntarily. Although SEC staff said they have been satisfied with the level
of these organizations’ compliance, GAO reported in 2001 that some
organizations, including critical organizations, had not taken actions to
address important weaknesses ARP staff identified. For example, SEC had
long-standing concerns that three exchanges lacked backup facilities and
that another major exchange had insufficient processing capacity for
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Operations Risks Not Generally
Reviewed at Broker-Dealers

several years.® GAO analysis of recent ARP reviews indicated that SEC staff
continue to identify significant weaknesses at some organizations. Having a
rule that requires these organizations to engage in practices consistent with
the ARP policies would provide SEC staff with the flexibility to adjust ARP
expectations as technology and industry best practices evolve while
providing specific regulatory authority to require prudent actions when
deemed necessary. The ARP program has also faced resource limitations.
During work conducted as part of a prior GAO review of overall SEC
operations, market participants raised concerns over the inexperience and
insufficient technical expertise of ARP staff that reviewed their
organizations.' In addition, SEC staff said that the staffing level limits their
ability to conduct more frequent reviews of the organizations subject to
ARP. GAO’s analysis of the frequency of ARP examinations found that an
average of 39 months had passed between the most recent and prior
examinations for the organizations critical to the markets that are subject
to ARP. In contrast, guidance for audits of federal information systems calls
for high-risk systems to be reviewed more frequently.

Lacking specific requirements in the securities laws or SRO rules, SEC and
exchange reviews of broker-dealers have also not generally addressed
operational issues such as physical and information security and BCPs.
Whereas SEC ARP staff review exchanges and clearing organizations, staff
from SEC’s Office of Compliance Inspections and Examinations (OCIE)
conduct examinations of broker-dealers, mutual funds, and other securities
market participants.”* Prior to the September 11 attacks, OCIE staff only
reviewed operational issues at a few broker-dealers that offered on-line
trading. The exchanges, which act as self-regulatory organizations and
conduct their own reviews of their members, and SEC OCIE staff also have
recently begun conducting reviews relating to information security issues
as the result of Gramm-Leach-Bliley Act, which requires financial
institutions to safeguard customer information. The SROs also plan to
review their broker-dealer members’ compliance with rules recently

9GAO reported on these issues in 2001. See U.S. General Accounting Office, Information
Systems: Opporiunities Fxist to Strengthen SEC's Oversight of Capacity and Security,
GAQO-01-863 (Washington, D.C.: Jul. 25, 2001).

See U.S. General Accounting Office, SEC Operations: Increased Workioad Creates
Challenges, GAO-02-302 (Washington, D.C.: Mar. 5, 2002).

0ther market participants that SEC oversees include investment advisers and transfer
agents.
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Bank Regulators Report
Overseeing Operations Risks but
Not Banks’ Measures Against
Physical Attacks

submitted for SEC approval, which will require these firms to develop
BCPs.

Because the banking regulators are required to assess the safety and
soundness of bank operations, in 1996, the banking regulators jointly
developed guidance for their staff and the institutions they oversee relating
1o information security and business continuity issues. They intend to issue
more expanded guidance on information security and business continuity
in early 2003. The banking regulators also conduct examinations that
address operational issues as part of their regular cycle of annual reviews.
Staff from the Federal Reserve and OCC, which oversee the majority of the
largest institutions, indicated that they examine information security at all
banks and business continuity during most. examinations. They also said
that their examiners or bank internal auditors review banks’ physical
security, but these reviews were not generally focused on the extent to
which instituiions have protecied themselves from terrorist or other
pliysical attacks. GAO did not review bank examinations to independently
determine the frequency and extensiveness of these regulators reviews.

Recommendations

This report includes recommendations to the Chairman, SEC, to work with
industry to develop goals and strategies to resume irading in securities
markets; determine sound business continuily practices that organizations
would need to follow to meet these goals; identify the organizations,
including broker-dealers, that would likely need to operate for the markets
to resurne trading and ensure that these organizations implement sound
business continuity practices that, at 2 minimum, allow investors to readily
access their cash and securilies; and test trading resurnption strategies to
better ensure their success. The report also recormmends that SEC improve
its oversight of operations risk by issuing a rule to require exchanges and
clearing organizations to engage in practices consistent with its ARP
program and expand the resources dedicated to the ARP program.

Agency Comments and
GAO Evaluation

GAO requested comments on a draft of this report from the heads, or their
designees, of the Federal Reserve, OCC, Treasury, and SEC. The Federal
Reserve and SEC provided written comuments, which appear in appendixes
111 and 1V, respectively. The Federal Reserve, OCC, and SEC also provided
technical comments, which were incorporated as appropriate. SEC
generally agreed with the report and the goals of its recommendations. The
SEC staff’s letter agreed that the financial markets should be prepared to
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resume trading in a timely, fair, and orderly fashion following a
catastrophe, which is the goal of GAO’s recommendations that SEC work
with the industry to develop business continuity goals, strategies, and
practices. SEC’s letter expressed a concern that this recommendation
expects SEC to ensure that broker-dealers implement business continuity
practices that would allow trading activities to resume after a disaster. The
SEC staff noted that, although broker-dealers are required to be able to
ensure that any completed trades are cleared and settled and that
customers have access to the funds and securities in their accounts as soon
as is physically possible, these firms are not required to conduct trading or
provide liquidity to markets. Instead, this is a business decision on the part
of these firms’ management. As a result, SEC’s letter stated that the BCP
expectations for these firms must reflect these considerations.

GAO agreed that the business continuity practices that SEC develops in
conjunction with market participants should reflect these considerations.
As SEC works with the exchanges and other market participants to develop
goals and strategies for recovering from various disaster scenarios, GAO’s
recommendations envision that these strategies will have to take into
account the business continuity capabilities implemented by broker-
dealers that normally provide significant order flow and liquidity to the
markets. To the extent that many of these major broker-dealers may be
unable to conduct their normal volume trading in the event of some
potential disasters without extended delays, SEC would need to develop
strategies that would allow U.S. securities markets to resume trading when
appropriate through other broker-dealers that are less affected by the
disaster, such as regional firms. To ensure that such trading is orderly and
fair to all investors, broker-dealers’ business continuity practices should at
least be adequate to allow prompt transfers of customer funds and
securities to other firms so that the customers of firms unable to resume
trading are not disadvantaged. Inresponse to GAO’s recommendations
relating to ARP, the SEC staff’s letter states that they will continue to assess
whether rulemaking is appropriate and will consider recommending to the
Chairman that ARP staffing and resources be expanded if the agency’s
funding is increased.
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Thousands of market participants are involved in trading stocks, options,
government bonds, and other financial products in the United States. These
participants include exchanges at which orders to buy and sell are
executed, broker-dealers who present those orders on behalf of their
customers, clearing organizations that ensure that ownership is
transferred, and banks that process payments for securities transactions.
Although many organizations are active in the financial markets, some
organizations, such as the major exchanges, clearing firms, and large
broker-dealers are more important for the overall market’s ability to
function because they offer unique products or perforru vital services. The
participants in these markets are overseen by various federal securities and
banking regulators whose regulatory missions vary. Financial markets also
rely heavily on information technology systers and extensive and
sophisticated communications networks. As a result, physical and
electronic security measures and business continuity planning are critical
to maintaining and restoring operations in the event of a disaster or attack.

Various Organizations
Participate in Stock
and Options Markets

Customer orders for stocks and options, including those from individual
investors and from institutions such as mutral funds, are usually executed
at one of the many exchanges located around the United States.! Currently,
stocks are traded on at least eight exchanges, including the New York
Stock Exchange (NYSE), the American Stock Exchange, and the NASDAQ.?
Securities options are traded at five exchanges, including the Chicago
Board Options Exchange and the Pacific Stock Exchange. Trading on the
stock exchanges usually begins when customers’ orders are routed to the
exchange floor either by telephone or through electronic systems to
specialist brokers. These brokers facilitate trading in specific stocks by
matching orders to buy and sell. For stocks traded on NASDAQ, custorners’
orders are routed for execution to the various brokers who act as market
malkers by posting price quotes at which they arc willing to buy or sell
particular securities on that market’s electronic quotation system. Some
stocks traded on NASDAQ can be quoted by just a single broker making a
market for that security, but others have hundreds of brokers acting as

!Securities options are contracts that provide the right for the purchaser to buy or sell a
specified quantity of a security at a specified price at a future date

2Although currently operating as a market operated by an association of dealers, NASDAQ is

seeking to become registered with SEC as a national securities exchange, and for simplicity,
we will refer to it as an exchange in this report.
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market makers in a particular security by buying and selling shares from
their own inventories. Orxders for options are often executed on the floors
of an exchange in an open-outcry pit in which the representatives of
sometimes hundreds of brokers buy and sell options contracts on behalf of
their customers.

The orders executed on the various markets usually come from broker-
dealers. Individual and institutional investors open accounts with these
firms and, for a pertransaction commission or an annual fee, the broker-
dealer buys and sells stocks, bonds, options, and other securities on the
customers’ behalf. Employees of these firms may provide specific
investment advice or develop investment plans for investors. Although
some firms only offer brekerage services and route customer orders to
other firms or exchanges for execution, some also act as dealers and fill
customer orders to buy or sell shares from their own inventory.

In addition to the exchanges, customers’ orders can also be executed on
electronic communications networks (ECN), which match their customers’
buy and sell orders to those submitted by their other customers. The
various ECNs specialize in providing different services to their customers
such as rapid executions or anonymous trading for large orders.

After a securities trade is executed, the ownership of the security must be
transferred and payment must be exchanged between the buyer and the
seller. This process is known as clearance and settlement. Figure 1
illustrates the clearance and settlement process and the various
participants, including broker-dealers, the clearing organization for stocks
(the National Securities Clearing Corporation or NSCC), and the
Depository Trust Company (which maintains records of ownership for the
bulk of the securities traded in the United States).

Page 19 GAO-03-414 Potential Terrorist Attacks



92

Chapter 1
Introduction

Figure 1: Clearance and Seitlement Process for Stocks
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Source: GAQ analysis of NSCC data.

The Options Clearing Corporation plays a similar role in clearing and
settling securities options transactions. After options trades are executed,
the broker-dealers on either side of the trade compare trade details with
each other, and the clearing organization and payments are exchanged on

T+1.

Banks also participate in U.S. securities markets in various ways. Some
banks act as clearing banks by maintaining accounts for broker-dealers and
accepting and making payments for these firms. Some banks also act as
custodians of securities by maintaining custody of securities owned by
other financial institutions or individuals.

Government Securities

and Money Market
Instruments Are
Traded Differently
from Stocks

The market for the U.S. government securities issued by the Department of

the Treasury (Treasury) is one of the largest markets in the world. These
securities include Treasury bills, notes, and bonds of varying maturities.
Trading in government securities does not take place on organized
exchanges. Instead, these securities are traded in an “overthe-counter”
market and are carried out by telephone calls between buying and selling
dealers. To facilitate this trading, a small number of specialized firms,
known as inter-dealer brokers (IDB) act as intermediaries and arrange
trades in Treasury securities between other broker-dealers. The use of the
IDBs allows other broker-dealers to maintain anonymity in their trading
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activity, which reduces the likelihood that they will obtain disadvantageous
prices when buying or selling large amounts of securities.

Trades between the IDBs and other broker-dealers are submitted for
clearance and settled at the Government Securities Clearing Corporation
(GSCC). After trade details are compared on the night of the trade date,
GSCC provides settlement instructions to the broker-dealers and their
clearing banks. Settlement with these banks and the clearing organization’s
bank typically occurs one business day after the trade (T+1) with
ownership of securities bought and sold transferred either on the books of
clearing banks or the books of the Federal Reserve through its Fedwire
Securities Transfer System. Two banks, JPMorgan Chase and the Bank of
New York, provide clearing and settlement services for many major broker-
dealers in the government securities market.

Many of the same participants in the government securities markets are
also active in the markets for money market instruments. These are short-
term instruments that include federal funds,” foreign exchange
transactions, and commercial paper. Commercial paper issuances are debt
obligations issued by banks, corporations, and other borrowers to obtain
financing for 1 to 270 days. Another type of money market instrument
widely used for short-term financing is the repurchase agreement or repo,
in which a party seeking financing sells securities, typically government
securities, to another party while simultaneously agreeing to buy them
back at a future date, such as overnight or some other set term. The seller
obtains the use of the funds exchanged for the securities, and the buyer
earns a return on their funds when the securities are repurchased at a
higher price than originally sold. Active participants in the repo market
include the Federal Reserve, which uses repos in the conduct of monetary
policy, and large holders of government securities, such as foreign central
banks or pension funds, which use repos to obtain additional investment
income. Broker-dealers are active users of repos for financing their daily
operations. To facilitate this market, the IDBs often match buyers and
sellers of repos; and the funds involved are exchanged between the
government securities clearing organization and the clearing banks of
market participants. According to data reported by the Federal Reserve,
repo transactions valued at over $1 trillion occur daily in the United States.

SFederal funds are balances deposited by commercial banks at Federal Reserve Banks to
meet reserve requirements. These amounts can be lent among banks.
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Payment Systems
Processors Transfer
Funds for Financial
Markets and Other
Transactions

Payments for corporate and government securities transactions, as well as
for business and consumery transactions, are transferred by payment
system processors. One of these processors is the Federal Reserve, which
owns and operates the Fedwire Funds Transfer System. Fedwire connects
9,500 depository institutions and electronically transfers large dollar value
payments associated with financial market and other comrnercial activities
in the United States. Fedwire is generally the system used 1o transfer
payments for securities between the banks used by the clearing
organization and market participants. Another large dollar transfer system
is the Clearing House Inter-bank Payments System (CHIPS). CHIPS is a
system for payment transfers, particularly for those U.S. dollar payments
relating to foreign exchange and other transactions between banks in the
United States and in other countries.

Certain Market
Participants Are
Critical to Overall
Functioning of the
Securities Markets

Although thousands of entities are active in the U.S. securities markets,
certain key participants are critical to the ability of the markets to function.
Although multiple markets exist for trading stocks or stock options, some
are more important than others as a result of the products they offer or the
functions they perform. For example, an exchange that attracts the greatest
trading volume may act as a price setter for the securities it offers, and the
prices for trades that occur on that exchange are then used as the basis for
trades in other markets that offer those same securities. On June 8, 2001,
when a software malfunction halted trading on NYSE, the regional
exchanges also suspended trading although their systems were not
affected. Other market participants are critical to overall market
functioning because they consolidate and distribute price quotations or
information on executed trades. Markets also cannot function without the
activities performed by the clearing organizations; and in some cases, only
one clearing organization exists for particular products.

In contrast, disruptions at other participants may have less severe impacts
on the ability of the markets to function. For example, many of the options
traded on the Chicago Board Options Exchange are also traded on other
U.S. options markets. Thus if this exchange was not operational, investors
would still be able to trade these options on the other markets, although
certain proprietary products, such as options on selected indexes, might be
unavailable temporarily.

Other participants may be critical to the overall functioning of the markets
only in the aggregate. Investors can choose to use any one of thousands of
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broker-dealers registered in the United States. If one of these firms is
unable to operate, its customers may be inconvenienced or unable to trade,
but the impact on the markets as a whole may just be a Iower leve} of
liguidity or reduced price competitiveness. But a small number of large
broker-dealers account for sizeable portions of the daily trading volume on
many exchanges and if several of these large firms are unable to operate,
the markels ight not have sufficient trading volume to function in an
orderly or fair way.

Various Regulators
Oversee Securities
Market Participants,
but Approaches and
Regulatory Goals Vary

Several federal organizations oversee the various securities market
participants. The Securities and Exchange Commission (SEC) regulates the
stock and options exchanges and the clearing organizations for those
products. In addition, SEC regulates the broker-dealers that trade on these
markets and other participants, such as mutual funds, which are active
investors. The exchanges also have responsibilities as self-regulatory
organizations (SRO) for ensuring that their participants comply with the
securities laws and the exchanges’ own rules.

SEC or one of the depository institution regulators oversees participants in
the government securities market, but Treasury also plays a role. Treasury
issues rules pertaining to that market, but SEC or the bank regulators are
responsible for conducting examinations to ensure that these rules are
followed.

Several federal organizations have regulatory responsibilities over banks
and other depository institutions, including those active in the securities
markets. The Federal Reserve oversees bank holding companies and state-
chartered banks that are members of the Federal Reserve System. The
Office of the Comptroller of the Currency (OCC) examines nationally
chartered banks.*

Securities and banking regulators have different regulatory missions and
focus on different aspects of the operations of the entities they oversee.
Because banks accept customer deposits and use those funds to lend to
borrowers, banking regulators focus on the financial soundness of these
institutions to reduce the likelihood that customers will lose their deposits.

“Other organizations that oversee deposi institutions include the Federal Deposit
Insurance Corporation, the Office of Thrift Supervision, and the National Credit Union
Administration.
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Poor economic conditions or bank mismanagement have periodically led to
extensive bank failures and customer losses in the United States. As a
result, banking and the other depository institution regulators issue
guidance and conduct examinations over a wide range of financial and
operational issues pertaining to these institutions, such as what
information security steps these institutions have taken to minimize
unauthorized access to their systems and what business continuity
capabilities they have.

In contrast, securities regulators have a different mission and focus on
other aspects of the operations of the entities they oversee. Securities
regulation in the United States arose with the goal of protecting investors
from abusive practices and ensuring that they were treated fairly. To
achieve this, SEC and the exchanges, which act as self regulatory
organizations (SRO) to oversee their broker-dealer membexrs, focus
primarily on monitoring securities market participants to ensure that the
securities laws are not being violated; for example, restricting insider
trading or requiring companies issuing securities to completely and
accurately disclose their financial condition. As a result, few securities
regulations specifically address exchange and broker-dealer operational
issues, and securities regulators have largely considered the conduct of
such operations to be left to the business decisions of these organizations.

Telecommunications
and Information
Technology Are Vital to
Securities Markets

Information technology and telecommunications are vital to the securities
markets and the banking system. Exchanges and markets rely on
information systems to match orders to buy and sell securities for millions
of trades. They also use such systems to instantaneously report trade
details to market participants in the United States and around the world.
Information systems also compile and compare trading activity and
determine all participants’ setilement obligalions. The information
exchanged by these information systems is transmitted over various types
of telecommunications technology, including fiber optic cable.

Broker-dealers also make extensive use of information technology and
communications systems. These firms connect not only to the networks of
the exchanges and clearing organizations but may also be connected to the
thousands of information systems or communications networks operated
by their customers, other broker-dealers, banks, and market data vendors.
Despite widespread use of information technology to transmit data,
securities market participants are also heavily dependent on voice
communications. Broker-dealers still use telephones to receive, place, and
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confirm orders. Voice or data lines transmit the information for the system
that provides instructions for personnel on exchange floors. Fedwire and
CHIPS also rely heavily on information technology and communications
networks to process payments. Fedwire's larger bank customers have
permanent network connections to computers at each of Fedwire's data
centers, but smaller banks connect. via dial-up modem. CHIPS uses fiber-
oplic networks and mainfraine cornputers to transfer funds among its 54
member banks.

Financial
Organizations Manage
Operations Risks by
Protecting Physical
and Information
Security and Business
Continuity Planning

Because financial market participants’ operations could be disrupted by
damage to their facilities, systerus, or networks, they often invest in
physical and information security protection and develop business
continuity capabilities to ensure they can recover from such damage. To
reduce the risk that facilities and personnel would be harmed by
individuals or groups attempting unauthorized entry, sabotage, or other
eriminal acts, market participants invest in physical security measures
such as guards or video monitoring systems. Market participants also
invest in information security measures such as firewalls, which reduce the
risk of damage from threats such as hackers or computer viruses. Finally,
participants invest in business continuity capabilities, such as backup
locations, that can further reduce the risk that damage to primary facilities
will disrupt an organization’s ability to continue operating.

Objectives, Scope, and
Methodology

To describe the impact of the September 11, 2001, attacks on the financial
markets and the extent to which organizations had been prepared for such
events, we reviewed studies of the attacks’ impact by regulators and
private organizations. We also obtained documents and interviewed staff
from over 30 exchanges, clearing organizations, hroker-dealers, banks, and
pagment system processors, including organizations located in the vicinity
of the attacks and elsewhere. We toured damaged facilities and discussed
the attacks’ impact on telecommunications and power infrastructure with
three telecommunications providers (Verizon, AT&T, and WorldCom) and
Con Edison, a power provider. Finally, we discussed the actions taken to
stabilize the markets and facilitate their reopening with financial market
regulators.

To determine how financial market organizations were attempting to

reduce the risk that their operations could be disrupted, we selected 15
major financial market organizations that included many of the most active
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participants, including 7 stock and options exchanges, 3 clearing and
securities processing organizations, 3 ECNs, and 2 payment system
processors. For purposes of our analysis, we also categorized these
organizations into two groups: seven whose ability to operate is critical to
the overall functioning of the financial markets and eight for whorm
disruptions in their operations would have a less severe impact on the
overall markets. We made these categorizations by determining whether
viable immediate substitutes existed for the products or services the
organizations offer or whether the functions they perform were critical to
the overall markets' ability to function. To maintain the organizations’
security and the confidentiality of proprietary information, we agreed with
these organizations that we would not discuss how they were affected by
the attacks or how they were addressing their risks through physical aud
information security and business continuity efforts in a way that could
identify them. However, to the extent that information about these
organizations is already publicly known, we sometimes name them in the
report.

To determine what steps these 15 organizations were taking to reduce the
risks to their operations from physical attacks, we conducted on-site
“walkthroughs” of these organizations’ primary facilities, reviewed their
security policies and procedures, and met with key officials responsible for
physical security to discuss these policies and procedures. We compared
these policies and procedures to 52 standards developed by the
Department of Justice for federal buildings.® Based on these standards, we
evaluated these organizations’ physical security efforts across several key
operational elements, including measures taken to secure perimeters,
entryways, and interior areas and whether organizations had conducted
various security planning activities.

To determine what steps these 15 organizations were taking to reduce the
risks to their operations from electronic attacks, we reviewed the security
policies of the organizations we visited and reviewed documentation of
their system and network architectures and configurations. We also

*See Departraent of Justice, Vulnerability A of Federal Facilities, (Washi

D.C.: June 28, 1005), which presents security standards that were developed following the
bombing of the Murrah Building in Oklahoma City in 1895 and are intended to be used to
assess security af all federal facilities. Under the standards, each facility is to be placed in
five categories, with Level 1 facilities having the least need for physical security and Level 5
facilities having the highest need. Based on its risk leve), a facility would be expected to
impl increasingly stringent in 52 security areas.
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compared their information security measures to those recommended for
federal organizations in the Federal Information System Controls Audit
Manual (FISCAM).® Using these standards, we attempted to determine
through discussions and docurnent reviews how these organizations had
addressed various key operational elements for information security,
including how they controlled access to their systems and detected
intrusions, what responses they made when such intrusions occurred, and
what assessments of their systems’ vulnerabilities they had performed.

To determine what steps these 15 organizations had taken to ensure they
could resume operations after an attack or other disaster, we discussed
their business continuity plans (BCP) with staff and toured their primary
facilities and the backup facilities they maintained.” In addition, we
reviewed their BCPs and assessed them against practices recommended
for federal and private-sector organizations, including FISCAM, bank
regulatory guidance, and the practices recommended by the Business
Continuity Institute.® Comparing these standards with the weaknesses
revealed in some financial market participants’ recovery efforts after the
September 2001 attacks, we determined how these organizations’ BCPs
addressed several key operational elements. Among the operational
elements we considered were the existence and capabilities of backup
facilities, whether the organizations had procedures to ensure the
availability of critical personnel and telecommunications, and whether they
completely tested their plans. In evaluating these organizations’ backup
facilities, we atterpted to determine whether these organizations had
backup facilities that would allow them to recover from damage to their
primary sites or from damage or inaccessibility resulting from a wide-scale
disaster. We also met with staff of several major banks and securities firms
to discuss their efforts to improve BCPs. We also reviewed results of a
survey by the NASD—which oversees broker-dealer members of

°U.S. General Accounting Office, Federal Information Systems Conirols Audit Monual,
Volwme I: Financial Statement Audits, GAO/AIMD-12.19.6 (Washington, D.C.: Jan. 1999).

"We conduct our reviews of these 15 ¢ izati physical and ek ic secwrity
measures and BCP capabilities between February and June 2002, When feasible, we also
directly observed controls in place for physical security and business continuity at the
organjzations assessed. We did not test these controls by attempting to gain unauthorized
enlry or access Lo markel participants' facilities or information systerns.

5This guidance included FISCAM; the Federal Financial Institutions Examination Council’s
Information Systems Handbook: Volume I (Washi D.C.: 1996); and the Business
Continuity Institute’s i Guide to Continwity M (Worcester, United
Kingdom: Jan. 18, 2001). -
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NASDAQ—that reported on the business continuity capabilities of 120 of
its largest members and a random selection of 150 of approximately 4,000
remaining members.

To assess how the financial regulators were addressing physical security,
electronic security, and business continuity planning at the financial
institutions they oversee, we met with staff from SEC, the Federal Reserve,
OCC, and representatives of the Federal Financial Institutions Examination
Council. In addition, we met with NYSE and NASD staff responsible for
overseeing their members’ compliance with the securities laws. At SEC, we
also collected data on the examinations SEC had conducted of exchanges,
clearing organizations, and ECNs since 1995 and reviewed the examiners’
work program and examination reports for the 10 examinations completed
between July 2000 and August 2002. In addition, we reviewed selected SEC
and NYSE examinations of broker-dealers.

Ta-determine how the financial markets were being addressed as part of
the United States’ critical infrastructure protection efforts, we reviewed
previously completed GAO work, met with staff from Treasury and
representatives of the Financial and Banking Information Infrastructure
Committee (FBIC), which is undertaking efforts to ensure that critical
assets in the financial sector are protected. We also discussed initiatives to
improve responses to future crises and improve the resiliency of the
financial sector and its critical telecommunications services with
representatives of industry trade groups, including the Bond Market
Association and the Securities Industry Association, as well as regulators,
federal telecommunications officials, telecommunications providers, and
financial market participants. The results of this work are presented in
appendix II.

We conducted our work in various U.S. cities from Noveraber 2001 to

October 2002 in accordance with generally accepted government auditing
standards.
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September 11 Attacks Severely Disrupted U.S.
Financial Markets

The terrorist attacks on September 11, 2001, resulted in significant loss of
life and extensive property and other physical damage, including damage to
the telecommunications and power infrastructure serving lower
Manhattan. Because many financial market participants were concentrated
in the area surrounding the World Trade Center, U.S. financial markets
were severely disrupted. Several key broker-dealers experienced extensive
damage, and the stock and options markets were closed for the longest
period since the 1930s. The markets for government securities and money
market instruments were also severely disrupted as several key
participants in these markets were directly affected by the attacks.
Howevet, financial market participants, infrastructure providers, and
regulators made tremendous efforts to successfully reopen these markets
within days. Regulators also took various actions to facilitate the reopening
of the markets, including granting temporary relief from regulatory
reporting and other requirements and providing funds and issuing
securities to ensure that financial institutions could fund their operations.
The irapact on the banking and payments systers was less severe, as the
primary operations of most banks and payment systems processors were
located outside of the area affected by the attacks, or because they had
fully operational backup facilities in other locations. Although many
factors affected the ability of the markeis to resume operations, the attacks
also revealed lirnitations in many participants’ BCPs for addressing such a
widespread disaster. These factors included not having backup facilities
that were sufficiently geographically dispersed or comprehensive enough
to conduct all critical operations, unanticipated loss of
telecommunications service, and difficulties in locating staff and
transporting them to new facilities.

Attacks Caused
Extensive Damage and
Loss of Life and
Created Difficult
Conditions That
Impeded Recovery
Efforts

On September 11, 2001, two commercial jet airplanes were hijacked by
terrorists and flown into the twin towers of the World Trade Center. Within
hours, the two towers completely collapsed, resulting in the loss of four
other buildings that were part of the World Trade Center complex. As
shown in figure 2, the attacks damaged numerous structures in lower
Manhattan.
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The attacks cansed extensive property damage. According to estimates by
the Securities Industry Association, the total cost of the property damages
ranges from $24 to $28 billion. According Lo one estimate, the damage to

structures beyond the innnediale World Trade Center area extended across
16 acres. The six World Trade Center buildings that were lost accountes for
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over 13 million square feet of office space, valued at $5.2 to $6.7 billion.*
One of these buildings was 7 World Trade Center, which was a 46-story
office building directly to the west of the two towers. [t sustained damage
as a result of the attacks, burned for several hours, and collapsed around
5:00 p.m. on September 11, 2001. An additional nine buildings containing
about 15 million square feet of office space were substantially damaged and
were expected to require extensive and lengthy repair before they could be
reoccupied. Sixteen buildings with about 10 million square feet of office
space sustained relatively minor darnage and will likely be completely
reoccupied. Finally, another 400 buildings sustained damage primarily to
facades and windows. A study by an insurance industry group estimated
that the total claims for property, life, and other insurance would exceed
$40 billion.” In comparison, Hurricane Andrew of 1992 caused an estimated
$15.5 billion in similar insurance claims.

The loss of life following the attacks on the World Trade Center was also
devastating with the official death toll for the Septeraber 11 attacks
reaching 2,795, as of November 2002. Because of the concentration of
financial market participants in the vicinity of the World Trade Center, a
large percentage of those killed were financial firm employees. Excluding
the 366 members of the police and fire departments and the persons on the
airplanes, the financial industry’s loss represented over 74 percent of the
total civilian casualties in the World Trade Center attacks. Four firms
accounted for about a third of the civilian casualties, and 658 were
employees of one firm—Cantor Fitzgerald, a key participant in the
government securities markets. The loss of life also exacted a heavy
psychological toll on staff that worked in the area, who both witnessed the
tragedy and lost friends or family. Representatives of several organizations
we met with told us that one of the difficulties in the aftermath of the
attacks was addressing the psychological impact of the event on staff. As a
result, individuals atternpting to restore operations often had to do so
under emotionally traumatic conditions.

"The seventh building was 2 hotel.

2According to another study by the Insurance Information Institute, Ore Hundred Minutes
of Tervor That Changed the Global Insurance Industry Forever, the total value of insurance
claims for this event will be about $40 billion. This study estimated that about $2.7 billion, or
6.7 percent of this amount, would be for life insurance claims, and the remaining $37 billion
to be for nonlife insurance claims, which include property damages, business interruption,

and nonaviation lability claims.
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The dust and debris from the attacks and the subsequent collapse of the
various World Trade Center structures covered an extensive area of lower
Manhatian, up to a mile beyond the center of the attacks, as shown in figure
3.

Figure 3: Geographic Extent of Damage and Debrls from Altacks in Lower Manhaltan
Damage Potential Zones
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Figures 4 and 5 include various photographs that illustrate the damage to
buildings from the towers’ collapse and from the dust and debris that
blanketed the surrounding area.

0 —
Figure 4; Damage to Buildings from Attacks and Resulting Debris
. P ~ -

i

jated Press.

Left: An aerial view, September 17, 2001, of where the World Trade Center collapsed following the Sepiernber 11 terrorist attack. Surrounding buildings
were heavily damaged by the debris and massive force of the fafling twin fowers. Right: The debris-clogged Winter Garden between the huildings of

the World Financial Center near the World Trade Center. These surrounding buildings. which contained important facilities of various financial market
participants, were heavily damaged by the falling twin towers,
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Sousre: Assooiated Press.

Left: Police officers and civilians run away frormn New York's World Trade Center after an additional explosion rocked the buildings Tuesday morning,
September 11, 2001.This cloud of dust and debris was estimated to be as much as 30 stories high and blanketed the surrounding area, including
financial market organizations' facilifies. Top right: Ash covers a street in downtown New York City after the collapse of the World Trade Center.
Bottom right: Rubble and ash filt lower Manhattan sireets.

This dust and debris created serious environmental hazards that resulted in
additional damage to other facilities and hampered firms’ ability to restore
operations in the area. For example, firms with major data processing
centers could not operate computer equipment until the dust levels had
been substantially reduced because of the sensitivity of this equipment to
dust contamination. In addition, dust and other hazardous materials made
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working conditions in the area difficult and hazardous. According to staff
of one of the infrastructure providers with whom we met, the entire area
near the World Trade Center was covered with a toxic dust that contained
asbestos and other hazardous materials.

Restrictions on physical access to lower Manhattan, put into place after the
attacks, also complicated efforts to restore operations. To facilitate rescue
and recovery efforts and maintain order, the mayor ordered an evacuation
of lower Manhattan, and the New York City Office of Emergency
Management restricted all pedestrian and vehicle access to most of this
area from September 11 through September 13, 2001. During this time,
access to the area was only granted to persons with the appropriate
credentials. Federal and local law enforcement agencies also restricted
access because of the potential for additional attacks and to facilitate
investigations at the World Trade Center site. Figure 6 shows the areas with
access restrictions in the days following the attacks.
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Figure 6: Lower Manhattan Area Subject to Access Restrictions Following September 11, 2001, Attacks
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Some access restrictions were lifted beginning September 14, 2001;
however, substantial access restrictions were in place through September
18. From September 19, most of the remaining restrictions were to cordon
off the area being excavated and provide access for heavy machinery and
emergency vehicles.

Damage from Attacks
Significantly Disrupted
Telecommunications
and Power

The September 11 terrorist attacks extensively damaged the
telecommunications infrastructure serving lower Manhattan, disrupting
voice and data communications services throughout the area. (We discuss
the impact of the attacks on telecommunications infrastructure and
telecommunications providers’ recovery efforts in more detail in appendix
I of this report.) Most of this damage occurred when 7 World Trade Center,
itself heavily damaged by the collapse of the twin towers, collapsed into a
major telecommunications center at 140 West Street operated by Verizon,
the major telecommunications provider for Manhattan. The collateral
damage inflicted on that Verizon central office significantly disrupted local
telecommunications services to approximately 34,000 businesses and
residences in the surrounding area, including the financial district.?
Damage to the facility was compounded when water from broken mains
and fire hoses flooded cable vaults located in the basement of the building
and shorted out remaining cables that had not been directly cut by damage
and debris. As shown in figure 7, the damage to this key facility was
extensive.

A central office is a telephone company facility containing the switching equipment linking
custorners with public voice and data networks within and cutside of the local service area.
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Source: Verizon Gommunications, ac.

The remains of 7 Warld Trade Center huilding rest against the east wat of Verizon's 140 West Streat facility. Telecommunications equipment in Verizon's
facifity also was damaged as a result of efforis 1o fight the fires burning in 7 World Trade Center. Firefighters used the building to assist in sxtinguishing
fjacant fires. The rubble prevented Vesizon technicians rom getting imo &t least 15 menholes to assess and repair cables hat run beneath ground zero.
Inset top: View of damager cabie vault from street lavel, Because the cable vault at Wes! Street was crushed, those physical connections between West
Straet switching facilities and customer pramises ware lost, resulting in a foss of dial tone for anyone at the World Trade Center and other Jocal
custamers in the West Street serving area. Inset bottom: View of damaged digital switching system near breached seventh floor of east wall of 140 West
Strest. These switches were restored to service as » temporary measure thit were to be replaced du to contamination.

Because of the damage to Verizon facilities and equipment, significant
numbers of customers lost telecommunications services for extended
periods. When Verizon’s 140 West Street central office was damaged, about
182,000 voice circuits, more than 1.6 million data circuits, almost 112,000
private branch exchange (PBX) trunks, and more than 11,000 lines serving
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Internet service providers were lost.* As shown in figure 8, this central
office served a large part of lower Manhattan.

A PBX is an automatic telephone switching system that is owned, operated, and located
within a private enterprise. This system switches calls between enterprise users on local
lines while allowing all users to share a certain number of external telephone lines. A PBX
trunk line connects the PBX to the serving telecomrunications carrier’s local central office
switch.
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Area Served by Verizon 140 West Street Central Office

Source: Verizon Gommunicaiions, Inc.
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The attacks also damaged other Verizon facilities and affected customers in
areas beyond that served directly from the Verizon West Street central
office. Three other Verizon switches in the World Trade Center towers and
in 7 World Trade Center were also destroyed in the attacks. Additional
services were disrupted because 140 West Street also served as a transfer
station on the Verizon network for about 2.7 million circuits carrying data
traffic that did not originate or terminate in that serving area, but that
nevertheless passed through that particular physical location. For example,
communications services provided out of the Verizon Broad Street central
office that passed through West Street were also disrupted until new
cabling could be put in place to physically carry those circuits around the
damaged facility. As a result, a total of about 4.4 million Verizon data
circuits had to be restored.

Other telecommunications carriers that serviced customers in the affected
area also experienced damage and service disruptions. For example, in 140
West Street, 30 telecommunications providers had equipment that linked
their networks to Verizon. Other firms lost even more equipment than
Verizon. For example, AT&T lost a key transmission facility that serviced
its customers in lower Manhattan and had been located in one of the World
Trade Center towers.

The attacks also caused major power outages in lower Manhattan. Con
Edison, the local power provider, lost three power substations and more
than 33 miles of cabling; total damage to the power infrastructure was
estimated at $410 million. As a result, more than 13,000 Con Edison
business custormers lost power, which required them to either relocate
operations or use alternative power sources such as portable generators.

To restore telecommunications and power, service providers had to
overcome considerable challenges. Access restrictions made this work
more difficult—staff from WorldCom told us that obtaining complete
clearance through the various local, state, and federal officials, including
the National Guard, took about 2 days. In some cases, environmental and
other factors also prevented restoration efforts from beginning. According
to Verizon staff, efforts to assess the damage and begin repairs on 140 West
Street initially were delayed by concerns over the structural integrity of the
damaged facility and other nearby buildings; several times staff had to halt
assessment and repair efforts because government officials ordered
evacuations of the building.
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In some cases, infrastructure providers employed innovative solutions to
restore telecommunications and power quickly. For example, these
providers placed both telecommunications and power cables that are
normally underground directly onto the streets and covered them with
temporary plastic barriers. Con Edison repair staff also had tanks of liquid
nitrogen placed on street corners so that their employees could freeze
cables, which makes them easier to cut when making repairs. To work
around the debris that blocked access to 140 West, Verizon staff ran cables
over the ground and around damaged cabling to quickly restore services.
Because of damage to the reinforced vault that previously housed the
cables at Verizon's facility, a new cable vault was reconstructed on the first
floor, and cables were run up the side of the building to the fifth and eighth
floors, as shown in figure 9.
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Source: Verizon Communications, Inc.

Verizon restored service by using temporary cabling above and below ground in the days foliowing the attack.
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Attacks Severely
Affected Financial
Markets but Heroic
Efforts Were Made to
Restore Operations

Although the facilities of the stock and options exchanges and clearing
organizations in lower Manhattan were largely undamaged by the attacks,
many market participants were affected by the loss of telecommunications
and lack of access to lower Manhattan. As a result, many firms, including
some of the broker-dealers responsible for significant portions of the
overall securities market trading activity, were forced to relocate
operations to backup facilities and alternative locations. To resume
operations, these new facilities had to be prepared for trading and provided
with sufficient telecommunications capacity. Some firms had to have
telecommunications restored although they thought they had redundant
communications services. Regulators and market participants delayed the
opening of the stock and options market until September 17, until the key
broker-dealers responsible for large amounts of markef liquidity were able
to operate and telecommunications had been tested.

Most Securities Exchanges
and Market Support
Organizations Were Not
Dirvectly Damaged

Although several securities exchanges and market support organizations
were located in the vicinity of the attacks, most did not experience direct
daxaage. The NYSE, Depository Trust and Clearing Corporation,” Securities
Industry Automation Corporation (SIAC), International Securities
Exchange, and the Island ECN all had important facilities located in close
proximity to the World Trade Center, but none of these organizations’
facilities were damaged. The American Stock Exchange (Amex) was the
only securities exchange that experienced incapacitating damage ® Amex
was several hundred feet from the World Trade Center towers, but
sustained mostly broken windows and damage to some offices. However,
its drainage and ventilation systems were clogged by dust and debris and
the building lost power, telephones, and access to water and steam, The
loss of steam and water coupled with the inadequate drainage and
ventilation meant that Amex computer systems could not run due to a lack
of air conditioning. As aresult, the Amex building was not cleared for
reoceupation unill October 1, 2001, after inspectors had certified the
building as structurally sound and power and water had been fully
restored. Although the remaining exchanges were not damaged, U.S. stock

“The Depository Trust and Clearing Corpommon is the holding company for varions
organizations that conduct ¢k and services, including the Depository
Trust Corapany and the National Semmmes Clearing Corporation.

“Several futures exchanges experienced damage, including one whose operations were
located in one of the World Trade Center towers.
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and options exchanges nationwide closed the day of the attacks and did not
reopen until September 17, 2001, However, regulators and market
participants acknowledged that if the major exchanges or clearing
crganizations had sustained damage, trading in the markets would have
likely taken longer to resume.

Damage to Financial
Institutions’ Facilities and
Telecommunications Forced
Relocations and Made
Recovery Efforts
Challenging

Although most exchanges and market support organizations were not
damaged by the attacks, several key firms with substantial operations in
the area sustained significant facilities damage. As a result of this damage
and the inahility to access the area in the days following the attacks, many
financial institution participants had to relocate their operations, in some
cases using locations not envisioned by their BCPs, They then faced the
challenge of recreating their key operations and obtaining sufficient
telecommunications services at these new locations. For exaraple, one
large broker-dealer with headquarters that had been located across from
the World Trade Center moved operations to midtown Manhattan, taking
over an entire hotel. To resume operations, firms had to obtain computers
and establish telecommunications lines in the rooms that were converted
to work spaces, Another large broker-dealer whose facilities were damaged
by the attacks attempted to reestablish hundreds of direct lines to its major
customers after relocating operations to the facilities of a recently
purchased broker-dealer subsidiary in New Jersey. The simultaneous
relocation of so many firms meant that they also had to establish
connections to the new operating locations of other organizations.
Although Verizon managers were unable to estimate how much of its
restoration work in the days following the attacks specifically addressed
such needs, they told us that considerable ¢apacity was added to the New
Jersey area to accommodate many of the firms that relocated operations
there, including financial firms.

Restoring operations often required innovative approaches. According to
representatives of the exchanges and other financial institutions we spoke
with, throughout the crisis financial firms that are normally highly
competitive instead exhibited a high level of cooperation. In some cases,
firms offered corupetitors facilities and office space. For example, traders
who normally traded stocks on the Amex floor obtained space on the
trading floor of NYSE, and Amex options traders were provided space at
the Philadelphia Stock Exchange. In some cases, innovative approaches
were used by the exchanges and utilities to restore lost connectivity to
their customers. For example, technicians at the [sland ECN created virtual
private network connections for those users whose services were
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disrapted.” Island also made some of its trading applications available to its
customers through the Internet. In another example, SIAC, which
processes trades for NYSE and the American Stock Exchange, worked
closely with its customers to reestablish their connectivity, reconfiguring
customers’ working circuits that had been used for testing or clearing and
settlement activities fo instead transmit data to SIAC's {rading systems.

The Bond Market Association, the industry association representing
participants in the government and other debt markets, and the Securities
Industry Association (SIA), which represents participants in the stock
markets, played critical roles in reopening markets. Both associations
helped arrange daily conference calls with market participants and
regulators to address the steps necessary to reopen the markets. At tires,
hundreds of financial industry officials were participating in these calls.
These organizations also made recommendations to regulators to provide
some relief to their members so that they could focus on restoring their
operations. For example, the Bond Market Association recommended to its
members that they extend the settlement date for government securities
trades from the day following trade date (T+1) to five days after to help
alleviate some of the difficulties that were occurring in the government
securities markets. Through a series of conference calls with major banks
and market support organizations, SIA was instrurnental in helping to
develop an industrywide consensus on how to resolve operational issues
arising from the damage and destruction to lower Manhattan and how to
mitigate operational risk resulting from the destruction of physical (that is,
paper) securities, which some firms had maintained for customers.

SEC also took actions to facilitate the successful reopening of the markets.
To allow market participants to focus primarily on resuming operations,
SEC issued rules to provide market participants temporary relief frora
certain regulatory requirements. For example, SEC extended deadlines for
disclosure and reporting requirements, postponed the implementation date
for new reporting requirerents, and teraporarily waived some capital
regulation requirements. SEC implemented other relief measures targeted
toward stabilizing the reopened markets. For example, SEC relaxed rules
that restrict corporations from repurchasing their own shares of publicly

“A virtual private network is a private data network that uses public telecommunication
infrastructure such as the Internet to provide remote users with secure access to an
Qrganization's network.
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traded stock, and simplified registration requirements for airline and
Insurance industries so that they could more easily raise capital.

Stock and Options Markets
Opening Was Delayed until
Sufficient Connectivity and
Liquidity Existed

Partially because of the difficulties experienced by many firmas in restoring
operations and obtaining adequate telecommunications service, the
reopening of the markets was delayed. Although thousands of broker-
dealers may participate in the securities markets, staff at NYSE and
NASDAQ told us that a small number of firms account for the majority of
the trading volume on their markets. Many of those firms had critical
operations in the area affected by the attacks. For example, 7 of the top 10
broker-dealers ranked by capital had substantial operations in the World
Trade Center or the World Financial Center, across from the World Trade
Center. In the imraediate aftermath of the attack, these and other firms
were either attempting to restore operations at their existing locations or at
new locations. In addition, financial market participant staff and the
financial regulators told us that their staffs did not want to return {o the
affected area too soon to avoid interfering with the rescue and recovery
efforts. For example, the SEC Chairman told us that he did not want to
send 10,000 to 15,000 workers into lower Manhattan while the recovery
efforts were ongoing and living victims were still being uncovered.

Because of the considerable efforts required for broker-deslers to restore
operations, insufficient Bquidity existed to open the markets during the
week of the attacks. According to regulators and exchange staff, firms able
to trade by Friday, September 14, accounted for only about 60 percent of
the market’s normal order flow. As a result, securities regulators, market
officials, and other key participants decided that, until more firms were
able to operate normally, insufficient liguidity existed in the markets,
Opening the markets with some firms but not others was also viewed as
unfair fo many of the customers of the affected firms. Although
institutional clients often have relationships with multiple broker-dealers,
smaller customers and individual investors usually do not; thus, they may
not have been able to participate in the markets under these
circumstances.

In addition, connectivity between market participants and exchanges had
not been tested. For this reason, it was unclear how well the markets would
operate when trading resumed because so many critical
telecommunication connections were damaged in the attacks and had been
either repaired or replaced. Staff from the exchanges and market
participants fold us thas the ability to conduct connectivity testing prior to
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the markets reopening was important. Many firms experienced technical
difficulties in getting the new connections they had obtained to work
consjstently as telecommunication providers attempted to restore
telecommunications service. According to officials at one exchange,
restoring connections to its members was difficult because existing or
newly restored lines that were nitially operational would erratically lose
their connectivity throughout the week following Septerber 1.
Representatives of the exchanges and financial regulators with whom we
met told us that opening the markets but then having to shut them down
again because of technical difficulties would have greatly reduced investor
confidence.

Because of the need to ensure sufficient liquidity and a stable operating
environment, market participants and regulators decided to delay the
resumption of stock and options trading until Monday, Septeraber 17. This
delay allowed firms to complete their restoration efforts and use the
weekend to test connectivity with the markets and the clearing
organizations. As a vesult of these efforts, the stock and options markets
reopened on September 17 and traded record volumes without significant
operational difficulties.

Disruptions in
Government Securities
and Money Markets
Severely Affected
Clearance and
Settlement, Liquidity,
and Trade Volumes

The attacks also severely disrupted the markets for government securities
and money market instruments primarily because of the impact on the
broker-dealers that {rade in the market and on one of the key banks that
perform clearing functions for these products. According o regulatory
officials, at the time of the attacks, eight of the nine IDBs, which provide
brokerage services to other dealers in government securities, had
operations that were severely disrupted following the attacks. The most
notable was Cantor Fitzgerald Securities, whose U.S. operations had been
located on several of the highest floors of one of the World Trade Center
towers. Because much of the frading in the government securities market
occurs early in the day, the attacks and subsequent destruction of the
towers created massive difficulties for this market. When these IDBs'
facilities were destroyed, the results of trading, including information on
which firms had purchased securities and which had sold, also were largely
lost. These trades had fo be reconstructed fromi the records of the dealers
who had conducted trades with the IDBs that day. In addition, with the loss
of their facilities, most of the primary IDBs were not able to communicate
with the Government Securities Clearing Corporation (GSCC), which also
complicated the clearing and settlement of these trades. Staff from
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financial market participants told us that reconciling some of these
transactions took weeks, and in sonie cases, months,

Two banks—the Bank of New York {BONY) and JP Morgan Chase—were
the primary clearing banks for government securities. Clearing banks are
essentially responsible for transferring funds and securities for their dealer
and other customers that purchase or sell government securities, For
trades cleared through GSCC, the clearing organization for these
instrurnents, instructs its dealer meimbers and the clearing banks as to the
securities and associated payments to be transferred to settle its members’
net trade obligations.

As a result of the attacks, BONY and its customers experienced
telecommunicatioits and other problems that contributed to the disruption
in the government securities market because it was the clearing bank for
many major market participants and because it maintained some of GSCC’s
settlement accounts. BONY had fo evacuate four facilities including its
prireary teleco ications data center and over 8,300 staff, because they
were located near the World Trade Center.

At several of these facilities, BONY conducted processing activities as part
of clearing and settling government securities transactions on behalf of its
customers and GSCC. The communication lines between BONY and the
Fedwire systerns for payment and securities transfers, as well as those
between BONY and its clients, were critical to BONY’s government
securities operations. Over these lines, BONY transmitted data with
instructions to fransfer funds and securities from its Federal Reserve
accounts to those of other banks for transactions in government securities
and other instrumients. BONY normally accessed its Federal Reserve
aceounts from one of the lower Manhattan facilities that had to be
abandoned. In the days following the attacks, BONY had difficulties in
reestablishing its Fedwire connections and processing transactions. In
addition, many BONY customers also had to relocate and had their own
difficulties in establishing connections to the BONY backup site. As a result
of these internal processing problems and inability to communicate with its
customers, BONY had problems determining what amounts should be
transferred on behalf of the clients for whom it performed clearing
services. For example, by September 12, 2001, over $31 billion had been
transferred to BONY's Federal Reserve account for GSCC, but because
BONY could not access this account, it could not transfer funds to which
its clients were entitled. BONY was not able to establish connectivity with
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GSCC and begin receiving and transmitiing instructions for payment
transfers until September 14, 2001

The problems at the IDBs and BONY affected the ability of many
government securities and money markets participants to settle their
trades. Before a trade can be cleared and settled, the counterparties to the
trade and the clearing banks must compare trade details by exchanging
messages to ensure that each is in agreement on the price and amount of
securities traded. To complete settlement, messages then must be
exchanged between the parties to ensure that the funds and ownership of
securities are correctly transferred. If trade information is not correct and
funds and securities are not properly transferred, the trade will be
considered a “fail.” As shown in figure 10, failed transactions increased
dramatically, rising from around $500 million per day to over $450 billion
on September 12, 2001. The level of fails also stayed high for many days
following the attacks, averaging about $100 billion daily through September
28.

Figure 10: Failed Transactions in the Government Securities Markets During
Saeptember 2001
500 Dollars in billions

September

Source: GSCL.
The problems in the government securities markets also created liquidity

problems for firms participating in and relying on these markets to fund
their operations. Many firms, including many large broker-dealers, fund
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their operations using repurchase agreements, or repos, in which one party
sells government securities to another party and agrees to repurchase
those securities on a future date at a fixed price. Because repos are used
to finance firms’ daily operations, many of these transactions are executed
before 9:00 a.m. As a result, by the time the attacks occurred on September
11, over $500 billion in repos had been transacted. With so many IDB
records destroyed, many of the transactions could not be cleared and
settled, causing many of these transactions to fail. As a result, some firms
that relied on this market as a funding source experienced major funding
shortfalls.

Although trading government securities was officially resumed within 2
days of the attacks, overall trading activity was low for several days. For
example, as shown in figure 11, trading volumes went from around $500
billion on September 10 to as low as $9 billion on September 12, 2001.
Similarly, repo activity fell from almost $900 billion on September 10 to
$145 billion on September 13.

Figure 11: Cash Purchases of Government Securities and Repo Market Activity
During September 2001

1,000  Dollars in billions

September

— Repos
= = = Purchases of Government Securities

Source: GSCC.
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The attacks also disrupted the markets for commercial paper, which are
short-term securities issued by financial and other firms to raise funds.
According to clearing organization officials, the majority of commercial
paper redemptions—when the investors that originally purchased the
commercial paper have their principal returned— that were scheduled to be
redeemed on September 11 and September 12 were not paid until
September 12. Firmns that relied on these securities to fund their operations
had to obtain other sources of funding during this period.

The Federal Reserve took several actions to mitigate potential damage to
the financial systern resulting from liquidity disruptions in these markets.
Banking regulatory staff told us that the attacks largely resultedina
funding lquidity problem rather than a solvency crisis for banks. Thus, the
challenge they faced was ensuring that banks had adequate funds to meet
their financial obligations. The settlement problems also prevented broker
dealers and others from using the repo markets to fund their daily
operations. Soon after the attacks, the Federal Reserve announced that it
‘would remain open to help banks meet their liquidity needs. Over the nex¢
4 days, the Federal Reserve provided about $323 billion to banks through
various means to overcome the problems resulting from unsettled
government securities trades and financial market dislocations. For
example, from September 11 through September 14, the Federal Reserve
loaned about $91 billion to banks through its discount window, in contrast
to normal lending levels of about $100 million.® It also conducted securities
purchase transactions and other open market operations of about $188
billion to provide needed funds to illiquid institutions. Had these actions
not been taken, some firms unable {o receive payments may not have had
sufficient liquidity to meet their other financial obligations, which could
have produced other defaults and magnified the effects of September 11
into a systemic solvency crisis.

Regulators also took action to address the failed trades resuliing from the
attacks. From September 11 through September 13, the Federal Reserve
loaned $22 billion of securities from its portfolio to broker-dealers that
needed securities to complete settlements of failed trades. According to
Federal Reserve staff, the Federal Reserve subsequently reduced
restrictions on its securities lending that Ied to a sharp increase in

*The discount window is the lending mechanism used by the Federal Reserve Banks to lend
funds to depository institutions on a short-texmn basis to cover temporary liquidity needs or
reserve deficiencies.
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borrowings at the end of September 2001. Treasury also played a role in
easing the failed trades and preventing a potential financial crisis by
conducting an unplanned, special issuance of 10-year notes to help address
a shortage of notes of this duration in the government securities markets.
Market participants typically use these securities as collateral for financing
or to meet settlement obligations.

To provide dollars needed by foreign institutions, the Federal Reserve also
conducted currency swaps with the Bank of Canada, the European Central
Bank, and the Bank of England. The swaps involved exchanging dollars for
the foreign currencies of these jurisdictions, with agreements to re-
exchange amounts later. These temporary arrangements provided funds to
settle dollar-denominated obligations of foreign banks whose U.S.
operations were affected by the attacks.

The Federal Reserve, Federal Deposit Insurance Corporation, OCC, and the
Office of Thrift Supervision issued a joint statement after the attacks to
advise the institutions they oversee that any temporary declines in capital
would be evaluated in light of the institution’s overall financial condition.
The Federal Reserve also provided substantial amounts of currency so that
banks would be able to meet customer needs.

Impact of Attacks on
the Banking and
Payments Systems Was
Less Severe

With a few exceptions, cornmercial banks were not as adversely affected as
broker- dealers by the attacks. Although some banks had some facilities
and operations in lower Manhattan, they were not nearly as geographically
concentrated as securities market participants. As discussed previously,
BONY was one bank with significant operations in the World Trade Center
area, but only a limited number of other large banks had any operations
that were affected. According to regulatory officials that oversee national
banks, seven of their institutions had operations in the areas affected by
the attacks.

Most payment system operations continued with minimal disruption. The
Federal Reserve Bank of New York (FRBNY) manages the Federal
Reserve’s Fedwire securities and payments transfer systems. Although the
FRBNY sustained damage to some telecommunications lines, Fedwire
continued processing transactions without interruption because the actual
facilities that process the transactions are not located in lower Manhattan.
However, Federal Reserve officials noted that some barnks experienced
problems connecting to Fedwire because of the widespread damage to
telecommunications systems. Over 30 banks lost connectivity to Fedwire
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because their data first went to the FRBNY facility in lower Manhattan
before being transmitted to Fedwire's system’s processing facility outside
the area. However, most were able to reestablish connections through dial-
up backup systems and somnie began reporting transfer amounts manually
using voice lines. Federal Reserve officials noted that normal volumes for
manually reported transactions-were about $200-$400 million daily, but
from Septernber 11 through September 13, 2001, banks conducted about
$151 billion in manually reported transactions. A major private-sector
payments system, CHIPS, also continiieéd to function without operational
disruptions, although 19 of its members temporarily lost connectivity with
CHIPs in the aftermath of the attacks and had to reconnect from backup
facilities.

Retail payments systems, including check clearing and automated clearing
house transactions, generally continued to operate. However, the
grounding of air transportation did complicate and delay some check
clearing, since both the Federal Reserve and private providers rely on
overnight air delivery to transport checks between banks in which they are
deposited and banks from which they are drawn.? Federal Reserve officials
said they were able to arrange truck transportation between some check
clearing offices until they were able to gain approval for their chartered air
transportation to resume several days later. According to Federal Reserve
staff, transporting checks by ground slowed processing and could not
connect all offices across the country. The staff said that the Federal
Reserve continued to credit the value of deposits to banks even when it
could not present checks and debit the accounts of paying banks. This
additional liquidity —normally less than $1 billion—peaked at over $47
billion on September 13, 2001.

“The Expedited Funds Availability Act of 1987, which is implemented through Federal
Reserve Board Regulation CC, requires that banks make funds available for withdrawal
within 2 days when the bank of first deposit and the paying bank are located within the
same Federal Reserve check processing territory and within 5 days when the banks are not
in the same territory. Meeting those deadlines frequently requires air transport of checks.
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Attacks Revealed
Limitations in
Financial Market
Participants’ Business
Continuity Capabilities

The terrorist attacks revealed that limits that existed in market
participants’ business continuity capabilities at the time of the attacks.
Based on our discussions with market participants, regulators, industry
associations and others, the BCPs of many organizations had been too
limited in scope to address the type of disaster that occurred. Instead,
BCPs had procedures to address disruptions affecting a single facility such
as power outages or fires at one building. For example, a 1999 SEC
examination report of a large broker-dealer that we reviewed noted that in
the event of an emergency this firm’s BCP called for staff to move just one-
tenth of a mile to another facility. By not planning for wide-scale events,
many organizations had not invested in backup facilities that could
accommodate key aspects of their operations, including several of the large
broker-dealers with primary operations located near the World Trade
Center that had to recreate their trading operations at new locations.
Similarly, NYSE and several of the other exchanges did not have backup
facilities at the time of the attacks from which they could conduct trading.

The attacks also illustrated that some market participants’ backup facilities
were too close to their primary operations. For example, although BONY
had several backup facilities for critical functions located several miles
from the attacks, the bank also backed up some critical processes at
facilities that were only blocks away. According to clearing organization
and regulatory staff, one of the IDBs with facilities located in one of the
destroyed towers of the World Trade Center had depended on backup
facilities in the other tower.

Additionally, firms’ BCPs did not adequately take into account all necessary
equipment and other resources needed to resume operations as completely
and rapidly as possible. For example, firms that occupied backup facilities
or other temporary space found that they lacked sufficient space for all
critical staff or did not have all the equipment needed to conduct their
operations. Others found that their backup sites did not have the most
current versions of the software and systems that they use, which caused
some restoration problems. Some firms had contracted with third-party
vendors for facilities and equipment to conduct operations during
emergencies, but because so many firms were disrupted by the attacks,
some of these facilities were overbooked, and firms had to find other
locations in which to resume operations.

Organizations also learned that their BCPs would have to better address
human capital issues. For example, some firms had difficulties in locating
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key staff in the confusion after the atfacks. Others found that staff were not
able to reach their backup locations as quickiy as their plans had
envisioned due to the closure of public transit systems, bridges, and roads.
Other firms had not planned for the effects of the trauma and grief on their
staff and had to provide access to counseling for those that were
overwhelmed by the events.

The attacks also revealed the need to improve some market participants’
business continuity capabilities for telecommunications. According to
broker-dealers and regulator staff with whom we spoke, some firms found
that after relocating their operations, they learned that their backup
locations connected to the primary sites of the organizations critical to
their operations but not to these organizations’ backup sites. Some
financial firms that did not have damaged physical facilities nonetheless
learned that their supporting telecommunications services were not as
diverse and redundant as they expected. Diversity involves establishing
different physical routes in and out of a building, and using different
equipment along those routes if a disaster or other form of interference
adversely affects one route. Redundancy involves having extra capacity
available, generally from more than one source, and also incorporates
aspects of diversity. Therefore, users that rely on telecommunications
services to support important applications try to ensure that those services
uge facilities that are diverse and redundant so that no single point in the
communications path can cause all services to fail. Ensuring that carriers
actually maintain physically redundant and diverse telecommunications
services has been a longstanding concern within the financial industry. For
example, the President's National Security Telecommunications Advisory
Committee in December 1997 reported, “despite assurances about diverse
networks from the carriers, a consistent concern among the financial
services industry was the trustworthiness of their telecommunications
diversity arrangements.”®

This concern was validated following the September 11 attacks when firms
that thought they had achieved redundancy in their communications
systerns learned that their network services were still disrupted. According
to regulators and financial market participants with whom we spoke, some
firms that made arrangements with multiple service providers to obtain
redundant service discovered that the lines used by their providers were

¥The President’s National Security Tel ications Advisory C i Fi
Sarvices Risk A Report (Washington, D.C.: Dy ber 1997),
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not diverse because they routed through the same Verizon switching
facility. Other firms that had mapped out their communications lines to
ensure that their lines flowed through physically diverse paths at the time
those services were first acquired found that their service providers had
rerouted some of those lines over time without their knowledge,
eliminating that assurance of diversity in the process.

Observations

The attacks demonstrated that the ability of U.S. financial markets to
remain operational after disasters depends to a great extent on the
preparedness of not only the exchanges and clearing organizations but also
the major broker-dealers and banks that participate in these markets. The
various financial markets were severely affected and the stock and options
exchanges were closed in the days following the attacks for various
reasons, including the need to conduct rescue operations. However, the
markets also remained closed because of the time required for several
major broker-dealers that normally provide the bulk of the liquidity for
trading in the stock, options, and government securities markets to become
operational. Although the attacks were of a nature and magnitude beyond
that previously imagined, they revealed the need to address limitations in
the business continuity capabilities of many organizations and to mitigate
the concentration of critical operations in a limited geographic area. Many
organizations will have to further assess how vulnerable their operations
are to disruptions and determine what capabilities they will need to
increase the likelihood of being able to resume operations after such
events.

Page 57 GAQ-03-414 Potential Terrorist Attacks



Chapter 3

130

Financial Market Participants Have Taken
Actions to Reduce Risks of Disruption, but
Some Limitations Remain

Since the attacks, exchanges, clearing organizations, ECNs, and payment
system processors implemented various physical and information security
measures and business continuity capabilities to reduce the risk that their
operations would be disrupted by attacks, but some organizations
continued to have limitations in their preparedness that increases their risk
of disruption. With threats to the financial raarkets potentially increasing,
organizations must choose how best to use their resources to reduce risks
by investing in protection against physical and electrenic attacks for
facilities, personnel, and information systems and developing capabilities
for continuing operations. To reduce the risk of operations disruptions, the
15 financial market organizations—including the 7 critical ones—we
reviewed in 2002 had taken many steps since the attacks to profect their
physical facilities or information systems from attacks and had developed
plans for recovering from such disruptions. However, af, the time we
conducted our review, 9 of the 15 organizations, including 2 we considered
critical to the functioning of the financial markets, had not taken steps to
ensure that they would have the staff necessary to conduct their eritical
operations if the staff at their primary site were incapacitated—including 8
organizations that also had physical vainerabilities at their primary sites.
Ten of the 15 organizations, including 4 of the critical organizations, also
faced increased risk of being unable to operate after a wide-scale
disruption because they either lacked backup facilities or had backup
facilities near their primary sites. Finally, although many of the 15
organizations had attempted to reduce their risks by testing some of their
risk reduction measures, only 3 were testing their physical security
measures, only 8 had recently assessed the vulnerabilities of their key
information systems, and only 7 had fully tested their BCPs.

In Climate of
Increasing Risk,
Organizations Often
Have to Choose How to
Best Use Resources

Faced with varying and potentially increasing threats that could disrupt
their operations, organizations must make choices about how fo best use
their resources 10 both protect their facilities and systems and develop
business continuity capabilities. September 11, 2001, {llustrated that such
attacks can have a large-scale impact on market participants. Law
enforcement and other government officials are concerned that public and
private sectors important to the U.8. economy, including the financial
markets, may be increasingly targeted by hostile entities that may have
increasing abilities to conduct such attacks. For example, the leader of the
al Qaeda organization was quoted as urging that attacks be carried out
against the “piltars of the economy” of the United States. Press accounts of
captured al Qaeda documents indicated that members of this organization
may be increasing their awareness and knowledge of electronic security
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techniques and how to compromise and damage information networks and
systems, although the extent to which they could successfully conduct
sophisticated attacks has been subject to debate. A recent report on U.S.
foreign relations also notes that some foreign countries are accelerating
their efforts to be able to attack U.S. civilian communications systems and
networks used by institutions important to the U.S. economy, including
those operated by stock exchanges.

The physical threats that individual organizations could reasonably be
expected to face vary by type and likelihood of occurrence. For example,
events around the world demonstrate that individuals carrying explosive
devices near or inside facilities can be a common threat. More powerful
explosive attacks by vehicle are less common but still have been used to
devastating effect in recent years. Other less likely, but potentially
devastating, physical threats include attacks involving biological or
chemical agents such as the anthrax letter mailings that occurred in the
United States in 2001 and the release of a nerve agent in the Tokyo subway
in 1995.

Faced with the potential for such attacks, organizations can choose to
invest in a range of physical security protection measures to help manage
their risks. The Department of Justice has developed standards that
identify measures for protecting federal buildings from physical threats.”
To reduce the likelihood of incurring damage from individuals or
explosives, organizations can physically secure p