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FBI OVERSIGHT: TERRORISM AND OTHER
TOPICS

THURSDAY, MAY 20, 2004

UNITED STATES SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 10:40 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Orrin G. Hatch,
Chairman of the Committee, presiding.

Present: Senators Hatch, Grassley, Specter, Kyl, DeWine, Ses-
sions, Craig, Cornyn, Leahy, Kohl, Feinstein, Feingold, Schumer
and Durbin.

Chairman HATCH. We have got eight here. All we need is two
more and we can finish this markup in a very short period of time.
If and when the Director arrives, we will start with him until we
get ten and I will interrupt to finish whatever we can on the mark-
up and then go back to the Director. That way, we will get at least
the minimum amount of work done that we have to get done today.

So if the Director is available, let’s get him in here.

Welcome, Mr. Director. We have got nine here. As soon as we get
ten, we will interrupt whatever we are doing and do the minimum
that we can on the markup today. For instance, I would like to get
Jonathan W. Dudas out, and we have got a couple of other bills
that I think we can report, some of these S. Res. bills.

I will be very brief because, as Senators Leahy and Schumer
have been requesting, we want the Committee to be able to hear
from Director Mueller this morning. After Senator Leahy makes
his opening statement or whatever he cares to make, I want to con-
sider the nomination of Jon Dudas as soon as we get ten here to
serve as Under Secretary of Commerce for Intellectual Property
and Director of the United States Patent and Trademark Office. As
I understand it, there is no objection to him, but if there is, we will
meet it at that time.

I also understand that we can move three commemoratives, two
relating to World War II veterans and a third recognizing the
Brown v. Board of Education decision, which we ought to all recog-
nize. I also move that we can move S. 1933, the ENFORCE Act.
We have come a long way on that.

So with that, I will turn to Senator Leahy for any comments he
cares to make at this point.
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STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR
FROM THE STATE OF VERMONT

Senator LEAHY. Mr. Chairman, thank you. I would note that the
agenda does not have the Innocence Protection Act, even though
you and I and Chairman Sensenbrenner and others made a com-
mitment to the country, to the victims, to others, that we would
move that bill.

I know that Chairman Sensenbrenner moved the bill, and he
moved it in a conservative, Republican-controlled House with an
overwhelming vote. We should try doing the same here. We have
all had to make compromises on it. We have made commitments.
He has fulfilled his promise and it is time for us to fulfill ours.

I am glad we are starting with the Director. Last time, we left
him cooling his heels for an hour or two. I think that wasted his
time and ours because, our oversight should be the most important
thing we do up here. When it comes to the Justice Department, we
don’t do a great deal.

The cicadas come by every 17 years and that seems to be about
the amount of time that passes between visits to us by the Attor-
ney General. However, Director, I am glad you are here. I don’t
want the rhythm of this Committee to be connected to the 17-year
rhythm of the cicadas.

I have been supportive of your efforts to more effectively con-
centrate the FBI’s resources on the threats and challenges we face
today. At the time of your nomination, I was the Chairman of the
Committee and I worked hard to clear the path before you. I have
done what I can since then to help you reform and refocus the Bu-
reau.

When I have concerns, as you know, I pick up the phone and I
share them with you privately; you don’t read about them first in
the paper. I very much wanted you to succeed when you began as
Director, and I want you to succeed now. That is why I am going
to raise several very serious questions.

We have all seen the photos from Abu Ghraib. Torture is a crime.
It is a crime under the Convention Against Torture, to which we
are a party. It is a crime under our laws. It undermines our Na-
tional security. For months, the administration received warnings
that this had been going on. I was one of the ones who wrote to
them and warned them about it. Very little was done until the
press came forward with the photographs. We were assured that
things were fine. We were given self-serving reassuring statements
that turned out to be false.

We read in one article about an Iraqi prisoner who said that
after 18 days of being hooded and handcuffed, naked, dowsed with
water, threatened with rape and forced to sit in his own urine, he
was ready to confess to anything. When his interrogators asked
him about Osama bin Laden, he replied “I am Osama bin Laden,
I am in disguise.” He would have admitted to being anybody else
we asked him about.

The press accounts from last week suggested that the FBI shied
away from participating in or observing certain interrogations of
terrorism suspects. At the same time, it is clear from the Berg case
that the FBI is operating in Iraq. So we need more information
about what the FBI is doing here.
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We have been assured in the thousand days since September 11
that big changes are taking place at the FBI. In our oversight role,
this Committee examines actions. We learned from the hearings on
September 11 that there were very serious problems at the FBI.
And we should note for the record what should be self-evident: you
came in only a few days before September 11. These problems were
there long before you arrived.

The 9/11 Commission dealt the FBI some of the worst criticism
yet, saying that much of the FBI does not work. A lot of the debate
will examine whether the FBI is the right agency for the job of
handling domestic intelligence and counter-terrorism.

None of us question the professionalism of your agents. Many of
them put their lives on the line everyday. But we worry that you
have not solved some of your most basic problems. Your informa-
tion technology systems are hopelessly out of date. The FBI is not
much better off today than it was before 9/11, when the FBI was
unable to do a computer search of its own investigative files to
make critical links and connections.

By all accounts, the Trilogy solution has been a disaster. I know
I had a concern when I went down there and saw the state of the
computer systems at the FBI after we spent hundreds of millions
of dollars. I suspect most small county sheriffs’ departments have
better computer systems. We have put $500 or $600 million into
improvements and the FBI system has to perform better than it
does.

I could spend the whole session talking about the foreign trans-
lation program at the FBI. 41,000 hours in backlogged materials
needed to be translated. How do you monitor the unprecedented
1,727 new FISA wiretaps calling on your resources? I asked in
March of this year for the Chairman to have a full hearing on this,
but we have yet to hear about that.

We want to hear from the Attorney General. You know, I find it
amazing that on some of the things that the FBI and Justice De-
partment are supposed to be doing, we hear from General Sanchez
and General Abizaid earlier than we hear from the AG.

So these are my concerns. Regarding the FBI’s computer system,
I will mention one more thing: after 9/11, we saw people listening
on a phone, writing down notes, handing them to somebody to re-
write and then handing them on again to somebody else to stick
in the file; we saw an inability for agents to even e-mail the photo-
graphs of the people for which we are looking. My 12-year-old
neighbor is in better shape.

But that is what you inherited; that is what you inherited the
day you arrived. You were there only a few days before 9/11. Yet
after hundreds and hundreds of millions of dollars later, I still
wonder whether the computer systems are in the 21st century.

I have a lot more questions, Mr. Chairman, but I don’t want to
hold you up.

[The prepared statement of Senator Leahy appears as a submis-
sion for the record.]

Chairman HATCH. We will provide time for that.

We have ten here, so I would like to at least get the minimal
things done that we can.
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[Whereupon, at 10:49 a.m., the Committee adjourned, to convene
immediately in executive session. The Committee then reconvened
at 10:51 a.m.]

OPENING STATEMENT OF HON. ORRIN G. HATCH, A U.S.
SENATOR FROM THE STATE OF UTAH

Chairman HATCH. Now, if I can, I am going to make my opening
remarks here this morning on the FBI Director.

Today, we are conducting an oversight hearing on the FBI’s ef-
forts to combat terrorism, as well as any other issues that my col-
leagues care to bring up.

We are going to have to have order.

I would like to welcome FBI Director Robert Mueller, who will
testify before us today. I enjoyed our meeting earlier this month
and I thought it was very productive. As many of you know, Direc-
tor Mueller started his job one week prior to 9/11. And at that
time, although the FBI was the subject of intense criticism and
media coverage, Director Mueller was undaunted and took the job
head-on. Over the last 3 years, I think he has accepted the chal-
lenge of transforming the FBI and has made every effort to help
usher the FBI into the 21st century.

The challenges that he has undertaken are ambitious and, of
course, cannot be completed overnight. In an agency that has 56
field offices, over 400 satellite offices, 52 overseas offices, and em-
ploys over 28,000 people, it is impossible to know what is going on
in every place at every moment. Yet, Director Mueller had made
it his business to find out where the trouble spots are and to take
every measure to resolve problems, investigate any misconduct,
and to seek outside expertise, when necessary, to address these
issues.

The FBI’s number one priority since 9/11 has been to protect the
American people from another terrorist attack. In the subsequent
2 years and 8 months, the FBI has succeeded in that goal. Since
September 11, 2001, more than 3,000 Al Qaeda leaders and foot
soldiers have been taken into custody around the globe. Nearly 200
suspected terrorist associates have been charged with crimes in the
United States, and as many as 100 terrorist attacks or plots have
been broken up worldwide.

As we all know, before September 2001 we had communications
challenges between the law enforcement community and the intel-
ligence community. Sections 203 and 218 of the USA PATRIOT
Act, which are due to expire on December 31, 2005, have been in-
strumental in breaking down the artificial wall of non-communica-
tion between the intelligence community and the law enforcement
community.

By facilitating and encouraging increased communication among
Federal agencies, the USA PATRIOT Act has paved the way for
many of the coordination initiatives that Director Mueller has un-
dertaken. Perhaps the greatest consequence of the tearing down of
the wall is that it has set the stage for a new culture of cooperation
within the Government.

Before 9/11, Federal, State and local agencies tended to operate
individually. It takes time to change long-held cultural mores and
to ensure that everyone is sharing information as they should. But
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Director Mueller has taken several key steps in the right direction.
Today, the FBI and the CIA are integrated at virtually every level
of operations. Under Director Mueller’s leadership, the FBI created
the National Joint Terrorism Task Force, which works with the
FBI’s newly created Office of Intelligence to coordinate interagency
intelligence-gathering activities and to act as a liaison between FBI
headquarters and local JTTFs.

The FBI is also involved in the Terrorist Threat Integration Cen-
ter, which was established last May at the direction of President
Bush. It coordinates strategic analysis of threats based upon intel-
ligence from the various agencies. In addition to all this, the FBI
sends out weekly intelligence bulletins to over 1,700 law enforce-
ment agencies and 60 Federal agencies. So I am looking forward
to hearing more about these areas during this hearing.

These impressive accomplishments notwithstanding, the FBI still
faces some very serious challenges. Let me start by commending
Director Mueller for taking on the herculean task of modernizing
the information technology systems at the FBI, a project which we
all know as Trilogy. It is not an easy task to update both local and
wide-area networks, and to install 30,000 new desktop computers.
But you have accomplished that and I want to congratulate you for
having done so.

On another note, I know that the FBI, like most Federal agen-
cies, is facing the challenge of finding qualified linguists. While the
demand for linguists in various dialects—Arabic, Farsi, Pashto,
Urdu and other Asian and Middle Eastern languages—continues to
be in high demand, I am heartened to hear that the FBI has added
nearly 700 translators since September 2001.

I am reassured that the FBI has exacting standards, that 65 per-
cent of its linguist applicants are screened out by a series of quali-
fication tests, and that the FBI has quality control measures in
place to ensure that the translations are accurate and complete.

Although I recognize that the FBI needs to hire more translators
to meet their growing demand, I appreciate that you, Director
Mueller, have adopted an aggressive recruitment strategy, adver-
tising in both foreign-language and mainstream media, and tar-
geting foreign language departments at American universities,
military outplacement posts and local ethnic communities. I also
appreciate that you have prioritized tasks so that the most signifi-
cant counter-intelligence assignments are done first, often within
12 hours. I look forward to hearing more on this issue.

In the interest of brevity, I will submit the rest of my remarks
for the record.

[The prepared statement of Chairman Hatch appears as a sub-
mission for the record.]

Chairman HATCH. Director Mueller, we will turn to Senator
Leahy for a point and then we will turn to you for any comments
you care to make.

Senator LEAHY. You know, there is so much good that has hap-
pened at the FBI under Director Mueller’s tenure, but there is so
much left to be done. There are two phases of Trilogy, as you men-
tioned, that were completed, I think, in April. So FBI agents can
actually send e-mails to each other. This is not a thrilling accom-
plishment in this age. I have got a 6-year-old grandson who sends
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me e-mails. This is not something that we should really say is a
great accomplishment that FBI agents can e-mail each other, $500
to $600 million later.

The automated case system, the same system that was part of
the equation of intelligence and law enforcement failure in 2001, is
still the primary IT tool for agents. We are told that a virtual case
file would mean the end of agency reliance on paper files which
seem to get lost, and so on. We should take a look at the May 2004
report of the National Academy of Sciences which says that this
virtual case file is not designed to, and it will not meet the FBI’s
counter-terrorism and counter-intelligence needs. This is a big
agency, and I realize that there are areas of security that are need-
ed, but this is too slow.

Thank you, Mr. Chairman.

Chairman HATCH. Thank you.

Let’s hear what Director Mueller has to say.

STATEMENT OF ROBERT S. MUELLER, III, DIRECTOR, FED-
ERAL BUREAU OF INVESTIGATION, DEPARTMENT OF JUS-
TICE, WASHINGTON, D.C.

Mr. MUELLER. Good morning. Thank you, Mr. Chairman, and
also thank you, Senator Leahy, and thank you, members of the
Committee for having me here today and giving me an opportunity
to update you on what I believe is substantial progress we have
made in the counter-terrorism and the intelligence arenas, as well
as to advise the Committee on the effectiveness of the USA PA-
TRIOT Act in the war on terror.

Before I do begin, however, I would like to acknowledge that
none of our successes over the past two-and-a-half years would
have been possible without the extraordinary efforts of our part-
ners in State, local and municipal law enforcement, as well as our
counterparts from around the world.

In addition, the Muslim—American, the Iragi—~American and the
Arab—American communities have contributed substantially to any
success that we will have had in the war on terror in the United
States. And on behalf of the FBI, I would like to thank these com-
munities for their assistance, as well as their ongoing commitment
to preventing acts of terrorism. The country owes them a debt of
gratitude.

Mr. Chairman, I would first like to acknowledge that the
progress that the FBI has made in reforming our counter-terrorism
and intelligence programs is due in no small part to the enactment
of the USA PATRIOT Act. For over two-and-a-half years, the PA-
TRIOT Act has proved extraordinarily beneficial in the war on ter-
ror and it has changed the way we in the FBI, as well as we in
the intelligence community do our work.

Many of our counter-terrorism successes are the direct result of
a number of PATRIOT Act provisions, some of which are scheduled
to sunset at the end of next year. I do believe it is vital to our Na-
tional security to keep each of these provisions intact. Without
them, the FBI could be forced back into pre—September 11 prac-
tices, attempting to fight the war on terror with one hand tied be-
hind our back.
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Let me give you several examples that illustrate the importance
of the PATRIOT Act to our counter-terrorism and our counter-intel-
ligence efforts. First and foremost, the PATRIOT Act, along with
the revision of the Attorney General’s investigative guidelines and
the 2002 decision of the foreign intelligence surveillance court, tore
down the wall that stood between the intelligence officers of the
United States and the criminal investigators who would be re-
sponding to the same terrorist threats.

Prior to September 11, if a court-ordered criminal wiretap turned
up intelligence information, FBI agents working on the criminal
case could not share that information with agents working on the
intelligence case. And as important, if not more important, the op-
posite was also true that the information could not be shared from
an intelligence investigation to a criminal investigation.

This increased ability to share information has disrupted ter-
rorist operations in their early stages, such as the Portland 7 cell,
and has led to numerous arrests, prosecutions and convictions in
terrorist cases. Because the FBI can now share information freely
with the CIA, with the NSA and with a host of other Federal,
State, local and international partners, our resources are used
more effectively, our investigations are conducted more efficiently,
and American 1s immeasurably safer as a result. We just cannot af-
ford to go back to the days when agents and prosecutors were
afraid to share information.

The PATRIOT Act also updated the law to match current tech-
nology. So we no longer have to fight a 21st century battle with an-
tiquated weapons. Terrorists exploit modern technology such as the
Internet and cell phones to conduct and to conceal their activities.
The PATRIOT Act leveled the playing field, allowing investigators
to adapt to these modern technologies.

Today, court-approved roving wiretaps allow investigators to con-
duct electronic surveillance on a particular suspect, not a particular
telephone. This technique has long been used to investigate crimes
such as drug-trafficking and racketeering. In any world in which
it is standard operating procedure for terrorists to rapidly change
locations and to switch cell phones to evade surveillance, terrorism
investigators must have access to the same tools.

Today, Federal judges have the authority to issue search war-
rants that are valid outside the issuing judge’s district in terrorism
investigators. In the past, a court could only issue a search warrant
for premises within the same judicial district, and yet our inves-
tigations of terrorist networks often span multiple districts. The
PATRIOT Act also permits similar search warrants for electronic
evidence such as e-mail.

In a final example, Mr. Chairman, the PATRIOT Act expanded
our ability to pursue those who provide material support or re-
sources to terrorist organizations. Terrorist networks rely on indi-
viduals for fundraising, procurement of weapons and explosives,
training, logistics and recruiting. By criminalizing the actions of
those who would provide, channel or direct resources to terrorists,
the material support statutes provide an effective tool to intervene
at the earliest possible stage of terrorist planning. This allows the
FBI to arrest terrorists and their supporters before their deadly
plans can be carried out.
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As an example, the FBI's San Diego office recently conducted an
investigation in which the subjects of the investigation negotiated
with undercover law enforcement officials for the sale of heroin and
hashish in exchange for Stinger anti-aircraft missiles. According to
the subjects, the missiles were then to be sold to Al Qaeda.

Following a meeting with undercover agents in Hong Kong to fi-
nalize the purchase, the subjects were arrested by the Hong Kong
police, working in conjunction with our legal attache overseas, and
subsequently they were extradited to San Diego. Not only does this
case highlight the importance of our overseas partnerships, but
also the value of the material support provisions which allow pros-
ecutors to charge subjects and to secure guilty pleas and convic-
tions.

Mr. Chairman and members of the Committee, the importance of
the PATRIOT Act as a valuable tool in the war against terrorism
cannot be overstated. It is critical to our present and our future
success. By responsibly using the statutes provided by Congress,
we are better able to investigate and prevent terrorism and protect
innocent lives, while at the same time protecting civil liberties.

Let me turn just for a minute to the progress the Bureau has
made in strengthening and reforming our counter-terrorism and in-
telligence programs, doing so to support its number one priority,
that of preventing another terrorist attack. Today, the FBI is tak-
ing full advantage of our dual role as both a law enforcement, as
well as an intelligence agency. Let me give you a few examples of
the progress we have made.

We have more than doubled the number of counter-terrorism
agents, intelligence analysts and linguists. We expanded our Ter-
rorism Financing Operations Program, which is dedicated to identi-
fying, tracking and cutting off terrorist funds.

We created the Counterterrorism Watch at FBI Headquarters to
receive threat information around the clock, to assess the credi-
bility and urgency of the information, and to task appropriate FBI
divisions to take action.

We expanded the number of Joint Terrorism Task Forces from 34
to 84 nationwide and established, as, Mr. Chairman, you pointed
out, a National Joint Terrorism Task Force at FBI Headquarters.
The task force is to serve as a conduit for threat information to the
local Joint Terrorism Task Forces and to the 38 participating agen-
cies, including, I might add, the Capitol Police.

We have created and refined new information-sharing systems
such as the National Alert System that electronically links us with
our State and local law enforcement partners. Lastly, we have sent
approximately 275 FBI executives to the Kellogg School of Manage-
ment at Northwestern University to receive training on executive
leadership and strategic change within a large organization.

Recognizing that a strong, enterprise-wide intelligence program
is critical to our success across all investigations, we have worked
to develop a strong intelligence capability and to integrate intel-
ligence into every investigation and operation across the FBI.

We established the Office of Intelligence, under the direction of
Maureen Baginski, our Executive Assistant Director for Intel-
ligence. Maureen, as most of you know, comes from a long career
at the National Security Agency. The Office of Intelligence sets uni-
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fied standards, policies and training for analysts, those analysts
who examine intelligence and ensure that it is shared with our law
enforcement and our intelligence partners. The Office of Intel-
ligence has already provided over 2,600 intelligence reports and
other documents for the President, the members of the community,
and also for Congress.

We established a formal analyst training program and we are ac-
celerating the hiring and training of analytical personnel and de-
veloping career paths for analysts that are commensurate with
their importance to the mission of the FBI.

We developed and are in the process of executing concepts of op-
erations governing all aspects of the intelligence process, from the
identification of intelligence requirements to the methodology for
intelligence assessment, to the drafting and formatting of intel-
ligence products.

We established a requirements process to identify gaps in what
we know, and to develop collection strategies to fill those gaps. We
established Reports Officers positions and Field Intelligence
Groups in every one of our field offices, whose members review in-
vestigative information not only for use in investigations in that
field office, but also to disseminate that information throughout the
FBI and among our law enforcement and intelligence community
partners.

With these changes in place, the Intelligence Program is estab-
lished and growing. We are now turning to the last structural step
in our effort to build an intelligence capacity. In March we author-
ized new procedures governing the recruitment, the training, ca-
reer paths and evaluation of our special agents, all of which are fo-
cused on developing intelligence expertise among our agent popu-
lation.

The most far-reaching of these changes will be the new agent ca-
reer path, which will guarantee that agents get experience in intel-
ligence investigation and with intelligence processes. Under this
plan new agents will spend an initial period of time familiarizing
themselves with all aspects of the Bureau including intelligence
collection and analysis, and then go on to specialize in
counterterrorism, intelligence or another operational program.

The central part of this initiative will be an intelligence officer
certification program that will be available to both analysts and
agents, and that program will be modeled after and have the same
training and experience requirements as the existing programs in
the intelligence community.

All the progress that the FBI has made on its investigative fronts
rests upon a strong foundation of information technology. Over the
past two-and-a-half years the FBI has made a substantial effort to
overhaul our information technology, and we, I believe, Mr. Chair-
man, and Senator Leahy, have made substantial progress.

Mr. Chairman, my prepared statement provides greater detail on
the progress we have made in upgrading our information tech-
nology, and I will not go into the details here. I will say, however,
that we have encountered problems, setbacks regarding the deploy-
ment of our infrastructure known as Full Site Capability that was
due to come on line last October. The contractor indicated that the
contractor would not be able to provide it by then. We went back
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and renegotiated, and that Full Site capacity was completed on
April 30th of this year.

We are on track to deliver elements of Virtual Case File capabili-
ties by the end of this year. We are in negotiations with our con-
tractor on finishing out that last part of the Trilogy Project.

And as, Senator Leahy, you have pointed out, the National Re-
search Council of the National Academy of Sciences released a re-
port reviewing our program, released it I believe last week or the
week before. We commissioned this review as part of our ongoing
efforts to improve our capabilities to assemble, analyze and dis-
seminate investigative and operational data, both internally and
externally, with other intelligence and law enforcement agencies.
Many of the report’s recommendations have already been imple-
mented or are a work in progress, and my understanding is that
the Council is looking at those portions of the recommendations
that have been carried out and will be issuing a supplementary re-
port.

I will again make the point that the FBI has repeatedly sought
outside evaluation and advice throughout its IT modernization ef-
forts, and we will continue to do so.

Let me conclude, if I might, Mr. Chairman, by saying that with
the tools provided by the PATRIOT Act and with our
counterterrorism, intelligence and information technology initia-
tives firmly in place, the FBI is moving steadily forward, always
looking for ways to evolve and improve so that we remain several
steps ahead of our enemies. We are looking at ways to assess and
adjust our resource needs based on threats in order to ensure that
we have the personnel and resources to fulfill our mission.

Mr. Chairman, let me finish by saying that I appreciate this
Committee’s continued support, and I appreciate the opportunity to
be here this morning, and I am happy to answer any questions you
might have.

[The prepared statement of Director Mueller appears as a sub-
mission for the record.]

Chairman HATCH. Thank you, Mr. Director. I am going to re-
serve my 10 minutes and turn to the Democratic Leader on the
Committee first for questions. We are going to have one 10-minute
round with every Senator given 10 minutes if he or she determines
that is essential.

Senator Leahy.

Senator LEAHY. Thank you, Mr. Chairman. Again, I am glad that
we are finally having this hearing. I read the press reports that
make it very clear that the FBI is operating in Iraq. I think a lot
of us on the Committee on both sides would like to know more
about what the FBI is doing in Iraq. I will send you some written
questions which will be basically this: How many agents do we
have in Iraq? How long have they been there? What is their mis-
sion?

The reason I do this, because the Assistant Attorney General for
the Criminal Division was here two weeks ago. He suggested the
Department was not currently investigating the alleged abuses at
Abu Ghraib. I will submit questions to you about that too. But let
me ask you this: Are you now investigating the abuses at Abu
Ghraib Prison?
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Mr. MUELLER. We are not investigating those abuses. My under-
standing is that the military is investigating those abuses.

Senator LEAHY. You have not received any referral from the De-
partment of Defense involving the nonmilitary contractors?

Mr. MUELLER. We have not received a referral.

Senator LEAHY. How many FBI agents are in Iraq?

Mr. MUELLER. I prefer to provide that information, if I could,
Senator, off the record.

Senator LEAHY. All right. On May 13th the New York Times re-
ported the interrogation methods employed by the CIA are so se-
vere that senior officials of the Federal Bureau of Investigation
have directed its agents to stay out of many of the interviews of
the high-level detainees. The article also states that, “FBI officials
have advised the Bureau’s Director, Robert Mueller, that the inter-
rogation techniques which would be prohibited in criminal cases
could compromise their agents in future criminal cases.”

Did the FBI direct its agents to stay out of the CIA interviews
of high-level detainees because of the brutality of the interrogation
methods being used?

Mr. MUELLER. Senator, it is the FBI’s policy to prohibit interro-
gation by force, threats of force or coercion. Where we have con-
ducted interviews, we have adhered to that policy.

Senator LEAHY. More specifically though, my question was: did
the FBI direct its agents to stay out of CIA interviews specifically
because of the brutality of the interrogation methods being used?
Yes or no.

Mr. MUELLER. Our agents—

Senator LEAHY. That is what the press reported.

Mr. MUELLER. Our agents are under direction to adhere to the
training and the directions that they have had in terms of how to
handle interviews. In the case where we have been handling inter-
views, particularly over in Iraq, it has been done according to our
standards and there has been no waiver of that.

Senator LEAHY. I will ask the question for the third time. Did the
FBI direct its agents to stay out of the CIA interviews of high-level
detainees because of the brutality of the interrogation methods
being used? Yes or no?

Mr. MUELLER. The FBI has—

Senator LEAHY. It has been reported—

Mr. MUELLER. If I might, sir, the FBI has directed its agents to
conform to its policies with regard to the handling of interviews,
whether it be here in the United States or overseas, and to the ex-
tent that an agent believes that interviews were not being con-
ducted according to the standards of the FBI, that agent was not
to participate in those interviews.

Senator LEAHY. Let me ask you just for the fourth time, for the
fourth time. Did the FBI direct its agents to stay out of the CIA
interviews of high-level detainees because of the brutality of the in-
terrogation methods being used?

Mr. MUELLER. No.

Senator LEAHY. Thank you.

Mr. MUELLER. But I will say that—again, I will go back—and the
way the question is phrased, no, but I want to be absolutely clear
that agents of the FBI were to participate where they believe that
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the interrogations would be done according to the standards that
we have set in the FBI.

Senator LEAHY. Were they told to anticipate that those standards
would not be followed in CIA—

Mr. MUELLER. No. My understanding is that there are standards
that have been established by others legally that may well be dif-
ferent from the FBI standards, and if that were the case and there
were a departure from the FBI standards, we were not to partici-
pate.

Senator LEAHY. What others?

Mr. MUELLER. What others?

Senator LEAHY. You said that there are some interrogations that
do not follow your standards. What others? By whom?

Mr. MUELLER. DOD and CIA.

Senator LEAHY. That is basically my question. So it is true the
FBI agents are—

Mr. MUELLER. But my saying that, let me add, Senator, that that
does not necessarily mean that those standards were not—that
those standards were unlawful. What I am saying is that they may
not conform to what we—the standard that we use in conducting
investigations in the FBI.

Senator LEAHY. Your standards are set out, and agents are in-
structed not to take steps that would compromise them in a crimi-
nal case; is that a fair statement?

Mr. MUELLER. I think that is part of it, yes. But also, I mean,
for a variety of reasons, our standards relating to interviews and
interrogations are based on our belief on what is effective, our be-
lief on what is appropriate, our belief on—and part of the footing
of that is, quite obviously, the fact that we would have to testify
in court on standards of voluntariness and the like. So our stand-
ards may well be different than the standards applied by another
entity in the United States.

Senator LEAHY. And have any of your agents encountered objec-
tionable practices involving the treatment of prisoners in Iraq, Af-
ghanistan or Guantanamo?

Mr. MUELLER. We have conducted investigation to determine
whether or not any of our agents in Iraq were aware or was aware
of the practices that we have seen in the media, practices between
I believe October 1st and December 31st of 2003, and we have
interviewed each of the agents that conducted, may have conducted
interviews in the Abu Ghraib Prison, and none of those witnessed
abuses such as we have seen.

Senator LEAHY. Let me ask you this. Is the FBI conducting any
investigations involving handling of prisoners in Guantanamo?

Mr. MUELLER. No.

Senator LEAHY. None?

Mr. MUELLER. We are not conducting any investigations into the
handling—

Senator LEAHY. Have you conducted any?

Mr. MUELLER. No.

Senator LEAHY. And you are not doing any in Iraq?

Mr. MUELLER. We are not.

Senator LEAHY. How about Afghanistan?
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Mr. MUELLER. No, not to my knowledge. We are not conducting
investigations into the handling of prisoners in either of those
three countries. My understanding is that there is a referral, there
has been a referral to Justice by the CIA, which I think has been
made public, of certain issues, but the investigation has been con-
ducted by the CIA Inspector General.

Senator LEAHY. So if they refer a case to Justice, you do not get
involved in an investigation? I mean does it sort of sit there in Jus-
tice or what?

Mr. MUELLER. No. I think if there are referrals and Justice be-
lieves that we are the appropriate investigating body, they would
ask us to conduct an investigation.

Senator LEAHY. So even though they have had cases referred to
them by the CIA, they have not set them on to you?

Mr. MUELLER. My understanding is the investigations had been
conducted to date by the Inspector General’s Office.

Senator LEAHY. The same New York Times article says the CIA’s
coercive interrogation techniques were authorized by a set of secret
rules adopted by the administration after the 9/11 attacks for the
interrogation of high-level al Qaeda prisoners. The article states
that these rules were endorsed by both the Justice Department and
th? C?IA. Were you or anyone else at the FBI consulted about these
rules?

Mr. MUELLER. I do not believe so.

1Sel‘l?ai:or LEAHY. Did you or anyone else at the FBI endorse these
rules?

Mr. MUELLER. No.

Senator LEAHY. You have no FBI investigations of military con-
tractors regarding the handling of prisoners in any of the three
countries I have talked about?

Mr. MUELLER. Not at this time.

Senator LEAHY. Have you had?

Mr. MUELLER. No.

Senator LEAHY. Do you have FBI at Guantanamo?

Mr. MUELLER. Yes.

Senator LEAHY. Afghanistan?

Mr. MUELLER. Yes.

Senator LEAHY. And Iraq?

Mr. MUELLER. Yes.

Senator LEAHY. Can you submit the information on that for the
record?

Mr. MUELLER. In terms of numbers?

Senator LEAHY. Yes.

Mr. MUELLER. Yes. I would like to—not in open record, but I will
absolutely submit it to the Committee, but we prefer to keep it not
as part of the open record.

Senator LEAHY. Would you want to do it for the classified record?

Mr. MUELLER. Yes.

Senator LEAHY. I understand. We talked about the Trilogy Pro-
gram, and we said that it has been updated, consolidated and so
on. But we have spent in the 3 years since 9/11, $581 million,
which is over budget, and long delayed. The Attorney General told
Congress the virtual case files are on schedule to be implemented
by December of 2003. You said the same thing in July 2003 when
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you testified before us. In December the FBI told my staff it was
delayed until summer. On March 23 of this year you told the Ap-
propriations Subcommittee the FBI is still negotiating. Today you
indicated the elements would be completed later this year. What
elements and what do you mean by elements?

Mr. MUELLER. Let me go back, Senator. The contracts were en-
tered into in the summer of 2001. We have had to undertake the
modernization, given contracts were issued and entered into in
2001 prior to September 11th. There is an assertion that we have
spent far more funds than were earlier anticipated, and that is
true. The reason we have spent far more funds is because we have
changed and adopted the program we need to put our information
technology where it needs to be. We have completed, as Senator
Hatch pointed out, a substantial portion of the Trilogy Project. We
have put in more than 28,000 new computers. We have put in the
local area networks, the wide area networks, the backdrop, the
backbone of our system.

One of the things we have done that was not contemplated when
we entered into the Trilogy Project is, early on, migrating our data-
bases from the old ATA base, which is the foundation of ACS to
which you refer, migrating that data over to modernized databases
so it can be searched by search engines. That had not been con-
templated prior to September 11th, and we have accomplished
that.

The upgrade of our operating systems, which was to be com-
pleted by October, was not completed by October. We had what I
believe to be problems with the contractor in that regard, and we
went back and we negotiated a difficult finalization of that con-
tract, and that was concluded on April 20th. We are in negotiations
with the last contractor on the last piece of this program, the Vir-
tual Case File, and my hope and expectation is that that will be
completed by the end of this year.

But I do not believe, to the extent that you did say that we are
not much better off today than we were before, that that is accu-
rate. I do not believe that is accurate. I think we are much better
off now than we were before.

The last point I would make is that when we entered into the
contracts for the Trilogy Project, it was on a 3-year timeframe. I
had originally, after September 11th, asked to move it up so that
we could move faster. We are at the end of that 3-year timeframe,
so compared to what we anticipated, we are pretty much online. It
was my effort, my hope, my expectation that I could move up that
timeframe some. As it has turned out, I was unable to do so, but
I do believe that when we are concluded this year, we will have the
foundation for the cutting-edge technology for an organization our
size.

Senator LEAHY. Thank you, Mr. Chairman. I appreciate your
courtesy.

Chairman HATcH. Thank you, Senator Leahy.

We will turn to Senator Grassley.

Senator GRASSLEY. Director Mueller, I really appreciate your
work that you and your field agents are doing in the fight against
terrorism. I also would like to commend you for the changes that
you are making at the Office of Professional Responsibility. My
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staff has been briefed on that. I may have a few little things to fol-
low up in writing, but I wanted to acknowledge those changes.

The first question deals with the progress that the FBI is making
in general in terrorism financing, and specifically with the Saudi
Arabian financial activity. I chaired a Finance hearing yesterday
on this issue. My staff has been investigating the Riggs Bank situa-
tion, and the money trail I think is very alarming. It looks like
there are groups and individuals that have pretty solid links to ter-
rorism who got money from the Saudi Embassy accounts at Riggs.
I am sure that the FBI agents on this case are working as hard
as they can, but I worry about political pressure may be impeding.
Three points I would like to address, and I would like to give all
three before you answer.

First, have you or senior FBI officials received any pressure or
guidance from other agencies, including CIA, State Department or
the White House to go easy on the case, and if you ever did, would
you report that to Congress?

Second, please tell us in a general sense, because I know when
you are dealing with a specific case you cannot talk about that
case, but what kind of activity or involvement in terrorism financ-
ing is the FBI seeing from Saudi nationals and Saudi officials?

Third, what kind of coordination and effort is there from the FBI
to dismantle al Qaeda financing as a whole as opposed to specific
cases, especially in conjunction with the Treasury Department?

Go ahead.

Mr. MUELLER. As to the first question on political pressure, at no
point in time have we received pressure from any other entity in
the Government not to pursue every lead where it takes us. We
would reject any pressure. It would not happen. It would not deter
us from seeking out any fact that we need to further our investiga-
tion.

We have seen over a period of time Saudis, Saudi NGOs, NGOs
that are headed by Saudis, contributing to terrorism. I think that
is fairly well known over a period of time. We early on established
a Terrorism Financing Operations Section that has been, I believe,
very successful in integrating with, formerly, Customs, as well as
with the Treasury Department, and undertaking a wide range of
investigations into terrorist financing, and I might also say this is
one of the areas in which we work exceptionally closely with the
Agency and others, and we have been successful.

Lastly, with regard to the Saudis, before I turn to al Qaeda, we
have had very good cooperation from the Saudi Government over
the last year. We have a fusion cell in Riyadh looking at terrorism
financing, and that has augmented our capabilities to address this
particular problem. Looking at the financing of al Qaeda overall, I
do believe that our efforts to go into Afghanistan and remove Af-
ghanistan as a sanctuary for al Qaeda has had tremendous benefits
in terms of disrupting their capabilities to recruit, to train, but also
disrupting their capabilities to organize the financing along the
lines that they were able to organize it prior to September 11th.
Al Qaeda is fragmented. That does not mean that there are not in-
dividuals in this world who are not still providing financing to al
Qaeda, but it is more difficult for them. And the efforts of not just
the FBI but the other agencies in the United States, as well as our
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counterparts overseas, has had a substantial direct impact on the
funding of al Qaeda.

Senator GRASSLEY. In regard to your last point, because I ask in
conjunction with the Treasury Department, has the Treasury De-
partment been involved in those investigations?

Mr. MUELLER. Yes.

Senator GRASSLEY. As a conclusion on this point, today Senator
Hatch and I, and Senator Leahy, and Senator Max Baucus, are
sending you a letter asking to see Inspection Division reports on
the FBI’s legal attache in Saudi Arabia, and I look forward to see-
ing those reports. You do not have to comment on that now, but
we are sending you that letter.

I would also like to, on a second point, figure out why the FBI
is going back in time and classifying some pretty basic information
that is already in the public sector in regard to classification of in-
formation that we have received in Congress from a whistleblower,
Sibel Edmonds. We have, for instance, a e-mail sent out by the
Chairman Office last week saying that the FBI is classifying 2-
year-old information the Committee got in two previous briefings.
Ms. Edmonds worked for the FBI as a translator, and was fired
after she reported problems as part of the Committee’s legitimate
oversight. We looked into that. So I am very alarmed.

The e-mail I have is right here. I am very alarmed with the
after-the-fact classification. On the one hand I think it is ludicrous
because I understand that almost all of this information is in the
public domain and has been very widely available. On the other
hand, this classification is very serious because it seems like the
FBI would be attempting to put a gag order on Congress. Frankly,
it looks like an attempt to impede legitimate oversight of a serious
problem at the FBI, and that makes it harder for the FBI’s prob-
lems to get fixed. The so-called mosaic theory of classification can
probably be applied to just about any information.

I do not think this is really about national security. If it were,
the FBI would have done this a very long time ago, and in fact,
you would be trying to get information back that has already been
given to us about Ms. Edmonds.

The result of this retroactive classification will be a roadblock in
front of Congressional oversight and the victims of 9/11 because I
think that lawyers want to interview Ms. Edmonds. I think a bet-
ter solution is for the FBI to face up to its problems with trans-
lation. I understand that there are tens of thousands of hours of
untranslated material from this year alone, and that is just for Ter-
rorism and Intelligence Committee. So I have two questions.

First, who is the primary decision maker for classification?
Would it be Justice Department lawyers or operational people at
the FBI? The second part of this is, how is this classification sup-
posed to have any credibility when it is 2 years after the fact and
all the information, it seems to me, is in the public domain?

Mr. MUELLER. Senator, I understand your concern about this
particular issue. My understanding is that the information was
provided to Congress sometime ago openly, 2 years ago, almost 2
years ago, and that there are other areas of information that have
come out, that put together with that information, may bear on the
national security, which is why that decision was taken. My under-
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standing is it is a joint decision between the Bureau and the De-
partment of Justice. I can assure you it is not in any way an effort
to impede legitimate oversight inasmuch as the information has
been provided to Congress some time back.

I might also add in that context that as I have in each case of
a whistleblower in the past, I have referred the matter over to the
Inspector General, and the Inspector General is conducting an in-
vestigation into all of these allegations. It certainly is not an effort
to in any way interfere with either Congress’s or the Inspector
General’s investigation, and as I have in the past, if there are rec-
ommendations that come out of that investigation, I will look at
them and for the most part, as I have in the past, I will adopt
them.

Senator GRASSLEY. My last question deals with the Chinese spy
case in Los Angeles. I am not asking you about criminal case
though because I know you are restricted on that. Former Agent
J.J. Smith recently pled guilty to what seems like a light charge.
It does not look like he is going to get much jail time. There have
been some comments in the media about how this looks like a dou-
ble standard and that has concerned me because we have discussed
that in previous open hearings of this Committee. But I would like
to focus on something else separate from the criminal case, and I
would ask two questions.

First, can you tell me if any internal FBI misconduct allegations
have been filed against current or former senior officials in Los An-
geles or in headquarters relating to the Leung, how Leung was
handled in other intelligence matters? And second, are these alle-
gations being investigated by either the FBI or the Justice Depart-
ment? I am asking this because I have received information that
the FBI really did not property judge who was responsible for the
problems of the double agent and who was to blame.

Mr. MUELLER. Two things. Immediately after this came to my at-
tention, I asked for a quick review of individuals who are still in
the chain of command in Los Angeles to determine whether or not
I should take some action immediately. And there were, I believe,
at least one if not more actions taken as a result of that review.

At the same time though, I asked the Inspector General to con-
duct an investigation and the Inspector General has been con-
ducting an investigation for probably a year now into the events of
what happened out in Los Angeles, and I would await the conclu-
sion of the Inspector General’s report to determine what further
steps should be taken.

Chairman HATCH. Senator, your time is up.

Senator Kohl.

Senator KOHL. Director Mueller, we understand that the State
Department and the FBI are active in providing security at the
Summer Olympics, intended to be in Athens. We have heard many
athletes expressing concerns about their safety, and it seems that
there may be good reasons for them to be concerned. As you know,
Greece is close to many interests hostile to the United States and
the area, and Greece’s borders, particularly those on the Mediterra-
nean Sea are porous. These fears are only exacerbated by the nu-
merous bombing attacks that have occurred in Athens over the
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past year, some of which took place while you were there in No-
vember.

Given the situation and your knowledge of what is being done
there in terms of security, what can you say to the American ath-
letes who are concerned about their safety?

Mr. MUELLER. We are working with the Greek authorities. It is
the responsibility of the Greek authorities to protect the Olympics.
They are confident they have put into place the mechanisms to do
so. We have been and will continue to work with the Greek au-
thorities. We continue to monitor the progress with regard to the
security of the Olympics. At this point in time, as I say, we con-
tinue to monitor it and see what progress is being made to assure
that these Olympics are free from attack. I think it is too early for
any dispositive judgment as to the substantial gaps in that secu-
rity. To the extent that we have identified them over the last sev-
eral months, 6 months or so, the Greek authorities are moving to
fill those gaps, but as I say, we are continuing to monitor the situa-
tion there.

Senator KOHL. Is your concern a high-level concern?

Mr. MUELLER. Yes.

Senator KOHL. Do you think that there is substantial risk there?

Mr. MUELLER. No. When I say it is a high-level concern, I think
all of us want to make these Olympics the safest possible Olympics,
and I know the Greek authorities want to make these the safest
possible Olympics. They are looking forward to having the Olym-
pics go off without a hitch and not only ourselves, but a number
of other countries are working with not only our ambassador, but
ambassadors of other countries in Greece, to ensure that these can
be the safest possible Olympics.

And when I say “high-level concern,” it is a concern because all
of us want to make these a safe Olympics and are willing to do
what is necessary to make that happen.

Senator KOHL. Is it safe to say that the level of security at these
Olympics will be perhaps higher than have ever been seen in an
Olympics before?

Mr. MUELLER. I think that is probably fair to say.

Senator KOHL. Director Mueller, the last time we saw each other,
we discussed a Terrorist Screening Center. I would like to say
again how important it is to have one central watch list for terror-
ists to effectively protect against terrorist attacks and keep our law
enforcement alert to known terrorists. Such a list should be avail-
able to border security personnel, State and local law enforcement
and others who are charged with protecting our Nation.

You said, in March, that you expected a terrorist watch list to
be fully integrated by this summer. Can you give us an update on
where that is.

Mr. MUELLER. It was fully integrated as of March 12th. There
was one integrated list as of March 12th. The next step in the
growth of the Terrorism Screening Center is to make that list ac-
cessible directly on-line from each of the agencies.

Right now, every one of the agencies participating in the Ter-
rorist Screening Center has communication to their particular
fields, and the names come in, and then it is run against the list.
By the end of this year, what we want to be able to do with appro-
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priate security, quite obviously, is to have the centralized list,
which we do have, accessible directly from the field, so that the
field does not have to come in to their counterpart in the Terrorism
Screening Center, but can go electronically right to the list and get
the information that way, and that is the next step of the evolution
of the Terrorist Screening Center.

Senator KOHL. Can you assure us that the FBI does not use any
of the abusive interrogation methods that we have been reading
about in Iraq here in the United States?

Mr. MUELLER. Yes.

Senator KOHL. Does the FBI have procedural rules governing the
interrogation of prisoners captured here in the United States?

Mr. MUELLER. Yes.

Senator KOHL. Since September 11th, we have been collecting
more intelligence and terrorist-related investigations. Terrorist or-
ganizations operate in the shadows of our society and are difficult
to detect even when our counterterrorism people have all of the in-
formation in front of them. Their job is virtually impossible when
the information we do have is not translated in a timely manner.
What are you doing at the FBI to develop a long-term solution
whereby the FBI can attract adequate numbers of qualified trans-
lators without compromising security?

Mr. MUELLER. We have put into place Tiger Teams, as we call
them, over the last year, year and a half, to bring on board, first,
recruiting and then bring on board numbers of translators in the
languages where we have been weak in the past. We are going to
continue to do that and augment our capability by seeking to at-
tract and then hire a number of the translators in these particu-
larly Middle Eastern languages. We have more than tripled our
numbers of analysts in some of the more important categories, such
as Arabic. Where we had, on September 11th, 70 Arabic contract
linguists and language specialists, we now are well over 200. Farsi,
we had 24, and the last count I had was 55. Pashtu, we had one.
We now have at least 10, if not more. Urdu, we had 6, and we are
up to 21.

And so we have enhanced our capability and the numbers of lin-
guists, but we are still not where we need to go. We have put into
place a network whereby cuts of intercepted conversations, for in-
stance, can be pushed around the country to a language specialist
that has a particular skill and that, in and of itself, will substan-
tially enhance our ability to have our conversations, our intercepts
translated.

The one point I would make is we have had, as in all things, we
have had to do a triage. We have had to prioritize, and so the pri-
ority, quite obviously, is terrorism. To the extent that we have
FISA intercepts or a Title III intercept in any way relating to ter-
rorism, that is the first priority, and those conversations, particu-
larly if they relate to ongoing, perhaps, operations, are done within
I would say 12 hours.

There are other investigations where, because we do not have as
many linguists as we would like, that it is not within 12 hours, but
we have investigations, for instance, going into financing of ter-
rorist activity and a variety of terrorist groups, and it does not
have the same immediacy to have that translated—maybe listened
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to, but not translated—with the same immediacy that we have
with regard to an ongoing terrorism investigation, and so we have
had to prioritize, and I expect we will have to continue to prioritize
in the future. But we, along with the community, are working in
a number of different ways to augment our capabilities.

Senator KOHL. Director Mueller, the FBI has been heavily criti-
cized since 9/11 for not connecting the dots and preventing those
attacks. You have done much to reorganize the Bureau and to hope
that those changes will better enable the Bureau to detect and dis-
rupt plots. You almost completely remove the FBI from drug en-
forcement, and we are told that many smaller criminal investiga-
tions, such as bank robberies, are being left to State and local offi-
cials. So where do you see the FBI going from here? Do you plan
to scale back on the Bureau’s involvement in any other areas of
criminal enforcement?

Mr. MUELLER. Let me, if I could, just point out one thing. We
have not completely left the drug enforcement arena. We still
have—and I can get you the figures—a number of agents who still
are focused on enterprise drug investigations. We participate in
OCDETF, Organized Crime Drug Enforcement Task Forces, around
the country. We participate in HIDTA projects around the country.
So we are still operating in the drug program and will continue to
do so.

What we have done is tried to eliminate the overlap between our-
selves and DEA in addressing cartel cases, and by cartel cases I
mean Mexican or Colombian cartel cases where there had been
overlap in the past, and we are doing fewer stand-alone drug cases,
and by fewer I mean cases relating to methamphetamine, Ecstasy,
that do not perhaps relate to enterprises, but I would expect that
we would still stay in the drug program for a long time to come.

We have had to focus our resources in the bank robbery area and
the small white-collar crime area, and we have done so. I have
given latitude to Special Agents in Charge of the various divisions
to identify particular priorities and to best maximize that Special-
Agent-in-Charge’s resources to address that priority. It may be in
one city that bank robberies are a substantial problem. It may be
a problem in Los Angeles and not Boston or Portland, Maine, or
Oregon and not Miami. And certainly working with State and local
on the priorities, we would work on a Bank Robbery Task Force for
a period of time.

And so what we have tried to do is be far more flexible in ad-
dressing the concerns of the local communities than perhaps we
have done in the past, not driven by statistics, but driven by the
threats in particular communities.

As we go forward as a Bureau, I believe we should look for areas
in which we are uniquely situated to address the threats of the fu-
ture, and I look to 2010, threats of the future, international
threats, terrorism, trafficking in persons, yes, trafficking in nar-
cotics, transnational-international white-collar frauds. And with
our 52 field offices, with our coverage in the United States, we are
uniquely able to work with our counterparts to address that kind
of more likely threats in the future, and so I expect us to continue
to maintain a strong presence at the local level, but be that inter-



21

section between the local level and the international threats that
we are going to increasingly face as we go down this path.

Chairman HATCH. Senator, your time is up.

Senator Specter.

Senator SPECTER. Thank you, Mr. Chairman.

Director Mueller, in the brief 10-minute time frame, I would like
to ask you about two subjects—one, the Director of National Intel-
ligence and, secondly, about the PATRIOT Act, starting with the
issue of coordination of intelligence information. There are many of
us, myself included, who still believe that there ought to be an
overall Director of National Intelligence. I compliment you and oth-
ers who have moved to have more coordination now than before,
and I tried to get this as part of the legislation for the Secretary
of Homeland Defense.

If there is a judgment made to go to a Director of National Intel-
ligence, do you think it would be better lodged in the CIA with the
Secretary of Homeland Defense and the FBI or should there be a
new office created, designated Director of National Intelligence, or
is there some other way that you would recommend that it be done,
if we get to the point of deciding that that has to be done?

Mr. MUELLER. I wrestled with this, and it is not the first time
I have been asked about it. I think you start with some of the areas
where I think we have made substantial strides. The Terrorist
Threat Integration Center accomplishes for analysis, as opposed to
collection, the integration and the all-source access to information
relating to terrorism.

Senator SPECTER. Director Mueller, I have only got 10 minutes.
If you are going to tell me why we do not need one, that is not my
question. My question is, if we decide we do need one, what is the
option you would recommend?

Mr. MUELLER. I am not certain I would recommend any of those
options. I think, as I testified before the 9/11 Commission, I think
there are pluses and minuses in each of those options. I will tell
you, if there is a decision to make—one of the reasons I do not have
an opinion on a DNI is because I am not thoroughly familiar with
all aspects of military intelligence versus CIA intelligence. I just
have not been exposed to that.

Senator SPECTER. Well, would you do this for the Subcommittee
or for the Committee, at least for me. Would you think about it and
give us your opinion? Because of all of those who have to make a
judgment, none of us has as much knowledge as we would like to
have, and I would say you are a high-level expert, and your opinion
would be very, very weighty.

Let me move on now to the PATRIOT Act and start by agreeing
with you about the importance of tearing down the wall so that
when information was obtained under the Foreign Intelligence Sur-
veillance Act and could have been used for a criminal prosecution,
the prohibition was not sound at all, and we did make that impor-
tant change. And I know that has liberated you a great deal.

I believe that legislation in this field is necessary. I was con-
cerned that the act was adopted without hearings in this Com-
mittee and rather hurriedly on the floor of the United States Sen-
ate one Thursday night which I expressed at that time. And in
order to give the leverage to law enforcement to be able to use the
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PATRIOT Act, there has to be confidence that civil liberties are
being protected at the same time.

And because I only have 10 minutes, I want to give you a more
lengthy preamble than I would like to do. I ordinarily like to ask
one question at a time, but I cannot do that in 10 minutes.

The provisions with respect to an order for books, records, pa-
pers, documents, et cetera, has been referred to as an administra-
tive subpoena, and I am told that that does not require probable
cause, and there has been understandably concern expressed about
going after library books, although there has been some report that
no effort has been made to do that, but just the potential is
problemsome. But if the library books related to how to make a
bomb by an individual who had other indicia of the appearances or
evidence or probable cause for being a terrorist, I could understand
that.

Let me shift now to the delayed notice provisions, where the lan-
guage is that if the Court has reason to believe, which is a different
standard than probable cause, I would be interested in your views
as to what the difference is. And on the delayed notice provision,
there are five reasons for the delayed notice. Four of them appear
to be specific and sound. The fifth is a catch-all “otherwise seri-
ously jeopardizing an investigation or unduly delaying a trial.”
Where I come to the question part, it is whether you can get along
without that catch-all provision, which causes some serious con-
cern.

And coming back for just a moment to the order requiring the
books, et cetera, the PATRIOT Act just says that there shall be a
specification that the records concerned are sought to protect
against international terrorism or clandestine intelligence activi-
ties. It does not have, within the PATRIOT Act itself, the language
which is in the Foreign Intelligence Surveillance Act, where there
is requirement of facts submitted by the applicant showing that
thgre is probable cause to believe, and then it says, “for the stand-
ards.”

And the questions I have for you are, where you have an admin-
istrative subpoena, if, in fact, that is what it is for books, et cetera,
where there is a law enforcement official looking for that informa-
tion, could that individual not specify why the information is
sought, which really comes to the level of probable cause. When we
have had probable cause imposed upon the States in Mapp v. Ohio,
a very different change for law enforcement, the necessity arose to
educate police officers as to specifying why they wanted to go after
a certain record or document or search.

So the questions are, number one, if the FBI is looking for an
order on books, records, is it too much to ask the agent to spell out
why that is being sought, perhaps not to rise to the level of prob-
able cause, but at least some reason to give it? And is there a dif-
ferent standard, under delayed notice, on reason to believe? And
could you do without the catch-all on Item 5?

Mr. MUELLER. Let me go back. One comment you made is that
the PATRIOT Act was rushed. I know this Committee had a hear-
ing previously in which it was brought up that Patrick Fitzgerald,
the U.S. attorney in New York, was quoted as saying people say
the PATRIOT Act was rushed from his perspective, and he was the
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one that was handling the al Qaeda cases in New York, and he
said the PATRIOT Act was not rushed. It was 10 years too late.
And I just wanted to get that on the record that there is a belief
that what the PATRIOT Act has done in breaking down the walls
has been tremendously helpful to us.

Senator SPECTER. Mr. Director, I believe with you that there is
plenty of time to legislate, but there was plenty of time to have
hearings before the PATRIOT Act went to the floor. We do not
overdo the work week here in the United States Senate. So there
is plenty of time to do it if we do it.

Mr. MUELLER. Going to the issue of the delayed notice first. I do
believe that it is a lesser standard than probable cause because it
is delayed if the Court finds reasonable cause, which is less than
probable cause, I believe, and it is a lesser standard, but I think
it is appropriate, when you are going before a judge and saying
that, for this set of circumstances, we want to delay a notice for
30 days or 60 days or 90 days.

Senator SPECTER. Why should there be a lesser standard?

Mr. MUELLER. You have it before a judge, and probable cause in
that circumstance, it is not a search. It is a delay of a notice. And
I do not believe that you need to go to the higher level where you
are asking a judge just to delay notice for a 30- or a 60- or a 90-
day period, and I do believe—

Senator SPECTER. How about going after the books?

Mr. MUELLER. In terms of going after books, I believe a standard
of relevance is appropriate, so that the Court can look at the ra-
tionale, but not necessarily probable cause. We do not require, as
you know probably far better than I do, that in a criminal context,
a grand jury subpoena for the same materials requires a much less-
er standard than probable cause. It is relevance to an investigation.
I think that same standard should be applied when we are address-
ing terrorism.

A Senator SPECTER. But even that standard is not in the PATRIOT
ct.

Mr. MUELLER. No, it is not. It is in the criminal code.

Chairman HATCH. Senator, your time is up.

Senator Feinstein?

Senator FEINSTEIN. Thank you very much, Mr. Chairman, and
thank you for being here, Director Mueller. As I have said before,
you have always been a straight-shooter and answered the ques-
tions directly, and I, for one, really appreciate that.

I do want to, along the line of Senator Specter’s questions, bring
to your attention that on March 23rd, I wrote a letter to Attorney
General Ashcroft and Director Tenet, and in that letter I indicated
that I was increasingly concerned about the confrontational tone of
discussions about the PATRIOT Act and the 16 provisions among
the 156 which are set to expire in 2005. And I said it was my hope
that we can carefully consider and thoroughly evaluate these in a
timely fashion. And I wrote to him asking for his assistance that
he ensures a critical and comprehensive review of the implementa-
tion, value and importance of each of the 16 provisions. I received
no response.

I wrote a second letter the next month on April 28th with a copy
of my prior letter. I received no response to that. Now, I am a sup-
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porter of the PATRIOT Act, but if I cannot get from the Depart-
ment of Justice what I ask for with respect to a careful and com-
prehensive evaluation of each of those provisions, I will be hard
pressed not to support the reauthorization, and I just want to let
you know that.

And I will give you, before you leave today, copies of those let-
ters. Perhaps you can use your influence and see that I get a re-
sponse.

Let me put on my Intelligence Committee hat for a moment. In
2002, we passed, in the intelligence authorization bill, a section
known as 321, and that essentially required the DCI, in its capac-
ity as the head of the intelligence community, to develop standards
and qualifications for those engaged in intelligence activities at the
15 departments.

And the report that we published went on to say, “The Com-
mittee,” the Intelligence Committee, “has become concerned that,
particularly in the area of analysis, elements of the intelligence
community are denominating individuals as analysts or intelligence
analysts without adherence to a meaningful and common definition
of the word. Since September 11th, the Committee has been struck
by the ever-growing number of individuals who are intelligence an-
alysts, particularly in the area of terrorism. It is the Committee’s
intention to require the Director,” that is the DCI, “to ensure that
individuals performing analytic or other intelligence functions meet
clear and rational minimum standards for performing those jobs.”

My first question is has the DCI provided you with the com-
munitywide standards and practices required by law?

Mr. MUELLER. I know we are putting—I am not certain of exactly
the way the import of that law has been transmitted to each of the
agencies that fall within the DCI.

Senator FEINSTEIN. I am talking about you, Director Mueller.

Mr. MUELLER. Yes.

Senator FEINSTEIN. It seems to me these standards should go Di-
rector-to—Director not through lower echelons. My question, and
the intelligence authorization bill is very specific, have you been
provided with communitywide standards for the hiring of intel-
ligence analysts?

Mr. MUELLER. I do not believe so. We have established our own,
in conjunction with the rest of the intelligence community.

Senator FEINSTEIN. So you would not know how many FBI ana-
lysts meet those standards.

Mr. MUELLER. We have been doing an assessment. I would have
to get back to you on that.

Senator FEINSTEIN. I would appreciate that, if I may.

Mr. MUELLER. Yes.

Senator FEINSTEIN. I want to just follow up on a couple of things.
What responsibility does an FBI agent serving in Iraq, Afghanistan
or, for that matter, any other place have to report conduct such as
we have seen at the prisons, and it is not the only one prison, but
in other prisons, to report conduct that may violate United States
laws?

Mr. MUELLER. It is to report it and to report it up the chain.

Senator FEINSTEIN. Have you received any reports?

Mr. MUELLER. From Abu Ghraib, no.
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Senator FEINSTEIN. From any other prison or detention or inter-
rogation facility?

Mr. MUELLER. We have, upon occasion, seen an area where we
may disagree with the handling of a particular interview, and
where we have, my understanding is—and we are still inves-
tigating—where we have seen that, we have brought it to the at-
tention of the authorities who are responsible for that particular in-
dividual.

Senator FEINSTEIN. You mentioned in response to Senator Leahy
that you had questions about the effectiveness of coercive interro-
gation. Can you explain that a little bit further?

Mr. MUELLER. I think there may be various bodies of opinion as
to what is the most effective way to obtain information. There are
certainly differing points of views. One of the points of views in the
FBI is that developing a rapport may be as effective or more effec-
tive than other ways. That does not necessarily mean that our par-
ticular view, in a particular circumstance, is right. But as I ex-
pressed to Senator Leahy, in the course of FBI interviews, there
are standards that FBI agents are to apply.

Senator FEINSTEIN. In April of this year—

Mr. MUELLER. May I add one other thing, also? And that is one
of the things I do think it is important to understand is that our
standards are developed with the understanding that, for the most
part over the years, we have—and will continue—to conduct inter-
views within the United States—within the United States—under
the Constitution, understanding that our mission is somewhat dif-
ferent than the mission of the Department of Defense and the CIA
overseas. And so our standards we adhere to within the United
States because that is our principal mission.

Now, in the case where we also are overseas, we ask our agents
to adhere to exactly the same standards, and there have been no
waivers of those standards.

Senator FEINSTEIN. Well, let me just say this: I admire you for
taking the position that your agents are not going to participate
where those standards are not present. So I thank you for that.

In April of this year, the FBI issued an intelligence report enti-
tled “Threat Assessment, Los Angeles.” I have reviewed the report
carefully, and while the details are classified and I will not go into
them, I wrote to you earlier this month to express my concern, say-
ing in a letter dated May 3rd that, although titled “Threat Assess-
ment,” the report contains little intelligence analysis; rather, it is
a combination of older intelligence data and random comments on
ongoing investigations.

In essence—and this is a problem, I think, with your agency—
rather than analyze the implications of the data you have, the re-
port counts the number of open investigations. In my view, count-
ing investigations is a valuable law enforcement tool, but it is not
a substitute for analysis.

How is the FBI going to address this problem and acquire the
skills that are necessary to do real intelligence analysis? Wouldn’t
an assessment of the threat to Los Angeles be primarily based on
foreign intelligence collected overseas with the information from
your investigations being added data?
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Mr. MUELLER. I think that is a valid criticism, and too often in
the past I think what we have done is look at the number of cases,
and that does not substitute for the analysis that you describe. And
I would think a thorough analysis would include not only informa-
tion from overseas and not only the number of cases we have, but
also input from our sources in that area, whatever sources con-
tribute to that, and give an overall assessment.

I think you will be seeing one relatively shortly, and throughout
the Bureau, we are gaining that capability not only by hiring ana-
lysts who have that capability, but through the College of Analyt-
ical Studies and from our intersection with both TTIC, as well as
the CIA, as well as also the NSA.

We have put out a number of, I think, very good assessments.
The assessment we did on the national threat domestically over the
last year I think has been a top-quality product. And as we con-
tinue to grow our capabilities there, I think you will see the quality
of the product will be much improved as we gain the capacity.

I will tell you that we have put in each of our offices a field intel-
ligence group with reports officers, with persons in those intel-
ligence groups who understand how to put together an assessment.
That is not a capability that we have had in the past, and we are
building it. We are not where we want to be, but we are building
it and we are building it as fast as we can.

Chairman HATCH. Senator, your time is up.

Senator FEINSTEIN. Thank you. Thank you very much.

Chairman HATCH. Senator DeWine?

Senator DEWINE. Thank you, Mr. Chairman.

Mr. Director, thank you for joining us. I know that you have ex-
panded the Trilogy information technology program as a result of
the Webster report on Hanssen, September 11th, and other issues.
As a result, the FBI was allowed to reprogram certain funds to ad-
dress this expanded focus. Let me ask you a couple specific ques-
tions.

After redirecting these funds, do you currently have enough
money to complete Trilogy? What will be the total cost of Trilogy?
How much money do you have left to spend on the program? And
when will Trilogy be completed?

Mr. MUELLER. I am not certain I have answers today on each one
of those questions. I believe we do have sufficient money. Let me
check one thing.

[Pause.]

Mr. MUELLER. I believe the total cost, as I pointed out before—
but we have had some enhancements that we have included in
that—will be close to $560 million, and the last piece of Trilogy,
that is, the Virtual Case File, my expectation is that it will be in
by the end of the year.

Senator DEWINE. End of this year?

Mr. MUELLER. This year.

Senator DEWINE. I understand that the FBI commissioned the
National Academy of Science to evaluate the Trilogy plan. They
were fairly critical. However, I also understand that many of these
criticisms are for issues the FBI may have already addressed. The
NAS does not dispute that possibility, but indicates they have been
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unable to determine the FBI’s progress because the FBI has not
been forthcoming on these issues. That is what they say.

Can you address these concerns?

Mr. MUELLER. Well, I do think we have been forthcoming on the
issues. One of the things about the report is that it was done 6
months ago, and there have been substantial changes in terms of
the development of an enterprise architecture, the appointment of
a new chief information officer, different mechanisms to assure
higher-level input into the project, all of which were recommenda-
tions that were in the report as it was drafted 6 months ago.

The panel is coming back together to evaluate the progress that
has been made since they last drafted the report, and my expecta-
tion is that there will be acknowledgment of that in the next sev-
eral weeks, in a supplemental or an addendum to the report.

Senator DEWINE. So we should wait for that?

Mr. MUELLER. Yes, sir. On the other hand, we would be happy
to brief, as we have others, where we are on our information tech-
nology, the good and the bad. And there have been some tremen-
dous bright spots; there have been a number of—a relatively few
bumps in the road, but there have been bumps in the road.

Senator DEWINE. You and I have discussed that before. I appre-
ciate that.

Let me switch gears here a minute. Once September 11th hap-
pened, the FBI, as you have testified in front of this Committee on
several occasions in the past, fundamentally shifted gears, and you
moved from a reactive agency to a proactive agency, and you moved
from an agency that dealt with many, many different things to an
agency that has focused to a great extent today on terrorism.

Every time you are here, Mr. Director, I ask you this question,
and I am going to keep asking you this question because I think
it is important for the American people to understand the answer.
And I suspect the answer will continue to change a little bit.

What is it that the FBI is not doing today that you were doing
in the past? What is not getting done now because of this change
in direction? You are doing more. You are doing more in the area
of terrorism, fundamentally more. You do have some more re-
sources that we have given you.

Mr. MUELLER. Yes.

Senator DEWINE. But that means some things still are not get-
tilng done or are not getting done as well. Candidly, tell us about
that.

Mr. MUELLER. We are not doing—

Senator DEWINE. The American people need to know that.

Mr. MUELLER. Yes. We are not doing as many drug cases. I think
that is—to the extent that there is some impact, I think it is prob-
ably more in middle America because of the predominance of meth-
amphetamine as a drug of abuse. And we have better coverage in
most of middle America than the Drug Enforcement Administra-
tion does, and so that has fallen to State and local law enforce-
ment. So we are not doing as many drug cases. We are not doing
as many cartel cases. But I do believe that the slack on the cartel
cases has been picked up principally by DEA.

We are not doing as many bank robberies. We are not doing the
smaller white-collar criminal cases, the bank embezzlements under
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a couple hundred thousand. I hate to say it here, but we are not
doing as many smaller white-collar crime cases as we were doing
before. We are relying more—and when I say “we,” I would say law
enforcement is relying more on the Inspectors General to inves-
tigate fraud and abuse against the Government.

Those are some of the areas in which we are doing far less of
than we had done in the past. But as we continue to stress that
our principal priority is addressing terrorism, Congress and the ad-
ministration have given us additional resources in terms of agents
and analysts in counterterrorism that have then freed up agents
who had been redirected from those other programs to go back to
some of these criminal programs.

But in the future, my belief is our three principal priorities—
counterterrorism, counterintelligence, and cyber—will continue to
draw additional resources from some of the other traditional areas
that we have handled.

Senator DEWINE. And the reality is that what the FBI always
brought to the table was the ability to handle the complex case, the
long-term investigations. And when you hand those off, by neces-
sity now, to local law enforcement, that means somebody has got
to pick up long-term investigations. And sometimes that is difficult,
frankly, for local law enforcement to do, and that is just a fact.

Mr. MUELLER. It is, and—

Senator DEWINE. That is a fact. That is where we are.

Mr. MUELLER. It is. One of the things I stress to each of the Spe-
cial Agents in Charge is that when you sit down with your local
police chief, there may be a gang problem, there may be a par-
ticular drug problem, and there is no reason why we can’t bring the
capabilities we have to bear on that problem for a period of time
until it is addressed. But we should not stay in task forces beyond
the time that we can contribute. And we ought to be more flexible
in addressing those particular needs of State and local law enforce-
ment with some particularity as opposed to trying to do it with a
broad brush.

Senator DEWINE. Let me move to one final question, and that
has to do with the whole FISA process and changes that have
taken place there. How are we doing there? Do we need to make
any change in the FISA law, in your opinion? How are we doing?
And do we need to make any changes?

Mr. MUELLER. Well, there is the Senator Kyl—I think it is the
Kyl-Schumer statute that is still pending that I think would be of
substantial benefit were we to have that passed. I would have to
get back to you on that. I know that lone terrorist is one of the
issues—

Chairman HATcH. That is the lone wolf—

Mr. MUELLER. That is the lone-wolf piece of legislation.

Senator DEWINE. Right, and we hope to give that to you.

Mr. MUELLER. And I have to get back to you, again, and look at
that. It is not right on my mind at this point.

Senator DEWINE. Could you take that then as something that
you will get back to us in writing on?

Mr. MUELLER. Absolutely.

Senator DEWINE. We would appreciate that.

Mr. MUELLER. If you can excuse me just a second.
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[Pause.]

Mr. MUELLER. Specifically with the FISA statute, that is right.
I have to get back to you on that.

Senator DEWINE. What is your analysis, Mr. Director, of how
FISA is working mechanically now?

Mr. MUELLER. It is working—

Senator DEWINE. The flow, because I do not want to in an open
hearing get into too many details. But—

Mr. MUELLER. Let me just say there are two components to it,
and that—

Senator DEWINE. I have some concerns.

Mr. MUELLER. We still have concerns, and we are addressing it
with the Department of Justice. And I can tell you one thing: the
quality of work is as it has been in the past. We have had to
prioritize in ways that we have not in the past. And we have had
to add additional persons, and part of the challenge is both from
information technology as well as the training and augmentation of
the FISA staff, whether it would be in the FBI or in DOJ. We have
recently embarked on a task force concept that I think will do
much to ameliorate the problem. But there is still frustration out
there in the field in certain areas where, because we have had to
prioritize, we cannot get to certain requests for FISAs as fast as
perhaps we would have in the past.

Senator DEWINE. My time is almost over. Let me just say that
that is something that, Mr. Chairman, I think this Committee
should spend a little more time looking at. When the Director of
the FBI comes into this hearing—and we are in a open hearing and
cannot go into any great detail. But it is clear there is a frustration
level here with the Director, and it is clear there is a frustration
level with people in the field. And when he is talking about making
priorities, that tells me once again that things are not getting done
out there. And we are going to be looking up, Mr. Chairman, in a
year or two from now, and we are going to be looking back at
things that did not get done because of some mechanical problems
out there that should have been fixed. And something is wrong out
there.

Chairman HATCH. I agree.

Senator DEWINE. There is just a problem here.

Chairman HATCH. Senator, I think that is a good point.

Senator Feingold?

STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S. SENATOR
FROM THE STATE OF WISCONSIN

Senator FEINGOLD. Thank you, Mr. Chairman.

Director Mueller, I appreciate working with you, I enjoy working
with you, and I admire the challenges you have and the way you
are meeting them. So it does pain me to hear you using the same
approach that almost everyone else in the administration uses to
defend USA PATRIOT Act. I have heard the President do it; I
heard the Attorney General do it.

You say the bill has to be reenacted in exactly the same form.
Then you cite a bunch of provisions, Mr. Mueller, that nobody ob-
jects to. It is a bait-and-switch. Nobody is against taking down the
wall. Nobody wants to put the wall back up. Nobody does. I never
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did. When I voted against the bill, I never suggested—in fact, that
was one of the provisions I was enthusiastic about.

Then you cite the idea on the roving wiretaps. Everybody in this
Congress wants us to be able to get at the other telephones. No one
suggests that you should only be able to get at one telephone in an
era of cell phones. It is simply not anything that anyone has pro-
posed that I know of. Nobody opposed the idea of nationwide search
warrants, the sort of thing you mention.

And here is the problem. The problem is that you suggest to the
American people that somehow these provisions are in dispute,
that you, I am sure, properly have indicated have been helpful. But
the provisions that we are concerned about—and Senator Specter
actually mentioned some of them—do have problems with the
drafting.

Now, you may be right that some of these provisions took 10
years to get them to us, but I assure you that our part in the proc-
ess, which I think is still important, was extremely rushed, and the
language was not carefully reviewed.

For example, you take the sneak-and-peek searches. Senator
Specter mentioned this. The PATRIOT Act could allow delayed no-
tice of a search for potentially an indefinite period of time. In other
words, instead of a judicial review and monitoring on a 7-day basis
to make sure that it is still needed, it is indefinite. Now, that is
not something that you have shown any evidence to suggest is nec-
essary in order to protect us from terrorism.

It also has the catch-all provision that Senator Specter men-
tioned that allows delayed notice of a search if it would “seriously
jeopardize an investigation or unduly delay a trial.” Well, that is
just too broad without a specific connection to terrorism.

So the point here that I want to make—and the same goes for
Section 215. You started talking about a relevance standard re-
garding the library records. There is no relevance standard for Sec-
tion 215. It simply says if you, the FBI, say you seek the informa-
tion in connection with the investigation, the judge is required to
give you the order. And I have heard the President and the Attor-
ney General all suggest that somehow there is genuine judicial re-
view there.

So the point here is that I don’t think you even really want the
USA PATRIOT Act passed exactly intact again. There is a nec-
essary process that many members of this Committee are engaged
in on both sides of the aisle—Senator Craig, Senator Specter, Sen-
ator Durbin, myself, and others—where we want to fix the USA
PATRIOT Act. And the problem is the approach you are taking en-
hances the view of many people in this country that you are not
trying to fix it, that you are just defending it at all costs. And I
think that is a mistake. I think that is a mistake for the Constitu-
tion. I think that is a mistake for what you are trying to do.

Let’s give the American people an opportunity to believe that you
and this administration have a concern about some problems with
the powers, and let’s fix them so there can be confidence as we all
go forward to fight terrorism.

In that spirit, I thought until today—and I certainly hope after
your answer I feel again—that you believe there is a need for dia-
logue about these issues. I was pleased when you agreed to speak
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apparently at an ACLU conference about the PATRIOT Act. Ear-
lier this week, William Safire wrote a column about his concerns
with data mining and made a point about balancing security with
liberty that I believe also applies to the debate in the PATRIOT
Act. He warned that, “In obtaining actionable anti-terror intel-
ligence, there is a connection between, one, today’s concern for pro-
tecting a prisoner’s right to humane treatment and, two, tomor-
row’s concern about protecting a free people’s right to keep the gov-
ernment from poking into the most intimate details of their lives.
Must we wait until intrusive general searches mushroom into scan-
dal, weakening our ability to collect information that saves lives?”

So, Mr. Director, do the American people have to wait until a
scandal occurs? Or wouldn’t you agree that the administration
should be taking concrete steps now to address the legitimate con-
cerns that have been raised on both sides of the aisle about the
language of the PATRIOT Act? And are you willing to sit down
with a group of us who are cosponsors of the SAFE Act to talk
about it?

Mr. MUELLER. Well, Senator, you started off by saying that the
roving part of the statute is not at issue, but part of the SAFE Act
would modify that part.

Senator FEINGOLD. I didn’t say that, Mr. Director. I said that the
issue that you brought up of being able to get at multiple tele-
phones is not at issue.

Mr. MUELLER. Okay.

Senator FEINGOLD. So this is what this is all about. You cannot
just say that making one criticism of one part of the provision
means that we think the whole thing should be thrown out. That
is not our position. That is not what we are trying to do. We want
to fix it, Mr. Director.

Mr. MUELLER. And I would acknowledge that a debate is appro-
priate. I would be happy to sit down with you or any Senator here
to discuss what changes are appropriate. But what my concern is
about is the heart of the PATRIOT Act. The heart of the PATRIOT
Act. And I look at some of the modifications in the SAFE Act, and
I would disagree with you and I disagree adamantly in terms of
taking out the last provision, (e), where the judge—you call it
sneak-and-peek, but delayed notification, where a judge can delay
notification because, as it is in the PATRIOT Act, it would seri-
ously jeopardize an investigation. And for most times in which this
has been approved previously by judges, it has been under that
standard because that is what most concerns us.

I am happy for the debate. I am glad to sit down with you or any
of the other Senators to debate the provisions. But in my mind,
what has not been acknowledged—and I wish it were acknowl-
edged—is that the PATRIOT Act has made us safer as a whole.

Senator FEINGOLD. I want to say to you that I have never said
that certain provisions of the PATRIOT Act don’t make us safer,
and that is not the debate. I only raised in my opposition to it a
handful of provisions that I think are terribly important. But let’s
just agree that there are many provisions, all the way from being
able to get voice mails because you could get the regular conversa-
tions of people, the border guards for Canada. That is not helpful
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to the debate in our country to suggest that those things are not
important.

What I think you just did is helpful. Let’s get down to the actual
language. Is there a way in which we could both agree on that lan-
guage, maybe make it tighter and make it less of a catch-all that
would still address the concerns you have? And I do appreciate the
fact that you are willing to meet with us and talk about those.

Let me switch to the questions that the Ranking Member asked
a bit about Iraq. Could you please tell us where the agents and
translators and other employees were assigned before they were
sent to Iraq? Were they working here on stateside issues relating
to terrorism, or were they pulled off of active investigations or di-
verted from assisting in other matters?

Mr. MUELLER. They will have come from offices around the coun-
try.

Senator FEINGOLD. They were from here?

Mr. MUELLER. From the United States.

Senator FEINGOLD. Were they already working on terrorism-re-
lated issues?

Mr. MUELLER. Some of them were. Some of them may not have
been.

Senator FEINGOLD. Well, the President said, correctly, that the
fight against terrorism is not a war against Islam or the Arab
world, and I appreciate your references to this today. I feel very
strongly that the message should be sent repeatedly to the world
as well as to Americans here at home. I am concerned that there
are still some in this country who have misinterpreted this fight
against terrorism and this conflict in Iraq as a war against Mus-
lims or Arabs.

Last week, the American—Arab Anti—-Discrimination Committee
sent you a letter asking you to issue a public statement to quell
the public fears about hate crimes against Arab and Muslim Amer-
icans in light of the recent events in Iraq. Mr. Director, as you
know, protecting civil rights is one of the FBI’s top priorities. What
can you say today to the public to remind them that we are not
engaged in a war against Islam or the Arab people? And what you
say to reassure Arab and Muslim Americans that the FBI is, of
course, committed to protecting their civil rights?

Mr. MUELLER. Well, as I said at the outset, the war on terror in
the United States has to be undertaken by all of us, and for the
most part, it requires us to be alert, vigilant to persons in our com-
munities that might want to either support or undertake terrorist
acts. And all of us together have to understand the responsibility,
and the Muslim American and the Arab American communities
have understood that and work closely with us.

Each one of our SACs, Special Agents in Charge, has gone out
since September 11th and developed, I think, good, close working
relationships with members of these communities, and we will con-
tinue to do so. It is tremendously important.

On the other side of the line is the assaults that have occurred
on members of the Arab American and Muslim American commu-
nity that are especially heinous in the light of what happened on
September 11th, and since September 11th, we have initiated 532
hate crime investigations where the victims were either Arab, Mus-
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lim, or Sikh. And out of those investigations, Federal charges have
been brought against 18 subjects and local charges against 178 in-
dividuals.

So, on the one hand, we appreciate and we thank and hope to
continue to work with the members of the Muslim American and
Arab American communities who, as I have always said, are as pa-
triotic if not more patriotic than most perhaps in this room.

And, on the other hand, to the extent that there are those who
don’t see that, don’t understand it, and undertake hate crimes, we
will be there, we will be investigating, and charges will be brought,
and you will be doing time in jail.

Chairman HATCH. Senator, your time is up.

Senator FEINGOLD. Thank you, Mr. Chairman.

Chairman HATCH. But just to clarify before I turn to Senator
Cornyn, 16 provisions of the PATRIOT Act are due to expire on De-
cember 31, 2005. Among the provisions that are subject to expira-
tion are Sections 201 and 202, which add terrorist offenses and
computer fraud or abuse as predicates to obtaining wiretaps; Sec-
tion 203 and 218, which enable law enforcement to share counter-
intelligence information with the intelligence community; Section
206, which permits roving wiretaps; Section 209, which permits
law enforcement officials to obtain voice mail through a search
warrant rather than a wiretap; Section 220, which authorizes na-
tionwide issuances of search warrants for wire or electronic com-
munications and electronic storage and others.

If these provisions expire—and I am not saying the distinguished
Senator from Wisconsin has been against all of these provisions—

Senator FEINGOLD. Mr. Chairman, that is simply untrue.

Chairman HATCH. I said I am not saying that you have said that
you are against these provisions, all of these provisions.

Senator FEINGOLD. I just really—

Chairman HATcH. What did I say—

Senator FEINGOLD. Mr. Chairman, I want to be clear that I have
not taken the position that all of these provisions should be—

Chairman HATCH. That is what I just got through saying, that
you are not against all of these provisions, and that is what I
thought I made clear. But you have been against some of them.
And the critics have been against—I am just pointing out 16 very
important provisions are going to expire, and that is all I wanted
to point out. I find no fault with you wanting to have a dialogue
and criticize. In fact, I do think we are going to have to have a
hearing on the SAFE Act so that you can get that out in the open,
which you would like to do, and, of course, have our law enforce-
ment people tell us whether it is doable the way the SAFE Act
wants it done or not doable the way the SAFE Act wants it done.

But one other thing. Anybody who thinks that the PATRIOT Act
was done in haste didn’t sit through the 18-hour days for 2 weeks,
and years before, because it was the Hatch—Dole Antiterrorism and
Effective Death Penalty Act where we debated some of those provi-
sions before and could not get them in. I mean, this has been going
on for years on this Committee, not just the approximately 18 days
that it took day and night—you know, 18-hour days to do the PA-
TRIOT Act. Those provisions we have debated for years, ever since
I have been on this Committee. So it is not something that was not
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well thought out or was not thought through. And the one thing
that I think has to be said is that in the five hearings that we have
held on this Committee so far, there has not been one—not one—
effective criticism. The Senator from California made that point.

And, you know, we hear a lot of screaming in the media and a
lot of criticism, but not one that has shown one misuse of the PA-
TRIOT Act or one abuse of the PATRIOT Act. And I think that
needs to be said.

Did you want to say something?

Senator LEAHY. Mr. Chairman, I would simply make this note
taken from a somewhat different view. I was there when the PA-
TRIOT Act—

Chairman HATCH. So was 1.

Senator LEAHY. —was written, and I recall the first draft that
came up from the Attorney General. You and others suggested we
pass it that day. Some of us suggested we read it.

Chairman HATCH. I don’t think I suggested that we pass it that
day. That is not true.

Senator LEAHY. We will let the record—

Chairman HATCcH. We worked the full time with your staff, and
you know it.

Senator LEAHY. But be that as it may, after we read it, a number
of changes were made to it by both Republicans and Democrats.

The point is that one of the major things put in it was the provi-
sion that has been referred to here, the sunset provision for Decem-
ber 31, 2005. This provision was authored by then-Republican Ma-
jority Leader Dick Armey of the House and myself. Now, we are
not normally seen as ideological soul mates, but we authored it be-
cause these provisions were extensive and new, and we assumed
that there would be real oversight on them. Part of the frustration
with the Department of Justice is that a number of Senators on
this Committee, both Republicans and Democrats, have written a
number of letters about how some of those provisions were used—
written to the Attorney General—and yet it does not respond or re-
sponds inadequately. I have stated before I think there is some
huge room down at the Department of Justice where all these let-
ters go.

But the reason they are there is to have real oversight. It is not
a question of finding criticism. If you can’t even answer the ques-
tions that were asked, nobody knows whether there is anything
there to criticize or not, whether it is on FISA or anything else.
Congressman Armey and I have written a letter jointly on the
same question. He and I may or may not agree on every part of
it. Senator Craig and I have written on this. We may not agree on
every part of it whether it should go forward or not. We do not
want to see ourselves in a Ruby Ridge-type situation. We do not
want to see ourselves in any kind of a situation where we do not
know the answers.

That is why the provisions are in there. That is why they will
not be renewed, unless and until there is real oversight, which
means, among other things, having the AG actually answer the
questions.

Chairman HATCH. Before I turn to Senator Cornyn, let me just
make the record clear, because in the FBI’s report to the 9/11 Com-
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mission, it indicates that a number of outside entities and individ-
uals have studied the FBI's operations since September 11, 2001,
and they have found no indication that the FBI has conducted op-
erations with less than full regard for civil liberties. None.

For example, the DOJ Inspector General has issued three con-
secutive reports indicating that his office had received no com-
plaints for each 6-month period alleging a misconduct by DOJ em-
ployees related to the use of any substantive provision of the USA
PATRIOT Act.

Now, all I am saying is we are having an effective debate on this
Committee. We are holding hearings. We are giving people from
the left to the right an opportunity to criticize. To date, I have not
heard one substantive criticism other than some would like to
change one or more aspects of the PATRIOT Act.

I would suggest to everybody, listen to the Director of the FBI
who has to live with those provisions and who has to protect us,
along with his organization of 28,000 people. And I think if you do,
we will have very few changes in the PATRIOT Act. But that does
not mean we cannot make it better. If we can, I am going to do
everything I can to do it.

Senator Cornyn?

STATEMENT OF HON. JOHN CORNYN, A U.S. SENATOR FROM
THE STATE OF TEXAS

Senator CORNYN. Thank you, Mr. Chairman.

Director Mueller, thank you, and I admire you and the great
work you are doing at the FBI. Of course, the debate we are having
here now is one that we have had since the beginning of this coun-
try, the proper balance between security and liberty. And I think
it is good that we have the debate. This is the right place to have
it. But you shouldn’t not have a debate in the FBI about executing
the laws that are passed by Congress, and I appreciate the dili-
ge?ce with which the FBI is executing those laws and making us
safer.

But I do take a different view than Senator Feingold expressed.
I admire his sincerity and his conviction and his consistency, but
I simply disagree. I think I for one will support an effort to strike
the sunset provision in the PATRIOT Act because I think it ought
to be made permanent, because I agree with you that it has made
America safer.

But what I worry about is not people in Congress or elsewhere
making good decisions about that balance between security and lib-
erty based on good information or the facts. I worry about the facts
being misrepresented or people being scared into making emotional
decisions about what the PATRIOT Act does or does not do. And
what I am referring to specifically is a campaign that has resulted
in, I believe it is 287 different cities, city councils, municipal gov-
ernments who have passed resolutions opposing—maybe “con-
demning” is too strong a word, but opposing the PATRIOT Act, in-
cluding three in my State.

Then I happened to receive a solicitation for funds from the
American Civil Liberties Union. I am not sure exactly how they got
my address, but I did, and the primary thrust of that solicitation
was that I needed to send the ACLU money to protect the country,
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protect myself against the Government’s use of the PATRIOT Act
to somehow strip me of my civil liberties.

Of course, scare tactics are common. It is a way to motivate peo-
ple to act. But it is not honest; it is not appropriate. And I think
that the PATRIOT Act has made America safer.

I am amazed that we are having this debate, but, again, the de-
bate is good. But after the 9/11 Commission hearings where you
and the Attorney General and others talked about the importance
of the PATRIOT Act’s elimination or at least bringing down the
wall that separated the law enforcement and intelligence-gathering
agencies from information sharing and how important that has
been. And it is amazing how you can see the public rhetoric and
the public opinion kind of turn on a dime. It was as a result of that
hearing which I think educated the American people about the
good things the PATRIOT Act has done to make us safer. Indeed,
I guess the best evidence of that is we have not, thank God, had
another terrorist attack on our own soil since 9/11.

But let me ask you specifically about two things. One has to do
with the material support provision of the PATRIOT Act. As you
know, the Ninth Circuit has upheld a facial challenge to that provi-
sion of the PATRIOT Act, and other courts, of course, have rejected
such constitutional challenges. And, of course, this material sup-
port provision of the PATRIOT Act actually precedes the PATRIOT
Act. It had been applied and criticized since the Clinton adminis-
tration.

But could you tell us the importance of retaining that provision
or something very close to it in terms of the FBI’s efforts to combat
terrorism?

Mr. MUELLER. The material support statute is—I wouldn’t say
instrumental, but exceptionally necessary in order to prevent ter-
rorist attacks. And the reason is because you cannot always hope
to catch the terrorist with the dynamite in their hands going to the
place where they want to undertake the attack. And you cannot
wait until the person has the device together and wants to use it.
You have to address terrorism by looking at the financing. You
have to address terrorism by looking at the recruiting. You have
to address terrorism by looking at the organization. You have to
address terrorism by looking at the travel. And if you find persons
who are supporting in one way acts of terrorism, then you need a
mechanism to address that and to arrest them and charge them,
give them their full rights under the Constitution, but address it.

One of the great problems in addressing terrorism is, you would
say, it is somewhat of an inchoate crime. It is some place between
somebody thinking up a terrorist act and actually accomplishing it.
And it is between the thinking up of a terrorist act and having
somebody accomplish it where we have to gather the intelligence
to identify that person or persons and we have to make certain
that they do not accomplish that terrorist act.

The other point about material support is that if one person com-
mits a crime—it is like the conspiracy statute. One person commits
a crime. The crime does not have the full force and effect as if you
have a number of persons conspiring together to commit that
crime. In order to be effective in 9/11, the persons who undertook
that had to be financed; they had to have travel documents; they
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had to have persons helping them in order to commit that final act
on September 11th. And the material support statutes enable us to
address that type of participant substantially before that terrorist
act is on its way to complete. So it is very important.

Senator CORNYN. Not just the person that detonates the bomb,
but the people who made that possible.

Mr. MUELLER. Who financed it, may have provided false identi-
ties, any number of ways that one can support a terrorist act.

Senator CORNYN. I have just one other question or area that I
am just curious about. I know Senator Specter and others have
talked—there have been proposals for a Director of National Intel-
ligence. But I must say that in our effort to promote information
sharing, particularly not just at the Federal level but at the State
and local levels—and I do appreciate your emphasis on that in your
opening statement because I do think that is critical. I worry that
our intelligence community is sort of like the layers of an onion, it
seems like. And I really don’t understand—and maybe there are
people smarter than I am who can explain it to me—why we would
just want to add another layer to that onion when it comes to the
intelligence community, how that would actually promote informa-
tion sharing in a way that would make us safer.

Would you just comment on your views on that generally?

Mr. MUELLER. Well, again, I am Director of the FBI, not Director
of CIA, but there is a belief—and George Tenet would articulate
it—that in order to be effective, you have to be close to those who
are doing the analysis, those who are doing the collection of the in-
telligence. And to the extent that you have someone that is di-
vorced from that, you lose that effectiveness.

We have put into place mechanisms to enhance our analytical ca-
pability across all of our organization when it comes to terrorism.
We have another mechanism—well, we have two mechanisms. One
is the National Security Council and the Homeland Security Coun-
cil. So to the extent that one needs operational coordination in any
area, either the National Security Council or the Homeland Secu-
rity Council does that coordination.

What I am less familiar with, do not understand fully, is the
budget process in the intelligence community and how better co-
ordination of that budget process might enhance the coordination
of our intelligence across the Government. And there I just do not
feel that I have sufficient information to provide much input.

Senator CORNYN. Let me just in quick follow-up, we, of course,
have become familiar with the concept of jointness when it comes
to fighting wars, joint training, joint operations. We have seen it
in Afghanistan and Iraq between the various military branches.

Is it too simplistic to think that perhaps in intelligence gathering
and analysis and dissemination we could conceive of the intel-
ligence community’s job is to act jointly? Is that the goal?

Mr. MUELLER. We have got to, regardless of whether there is a
DNI. It will only be effective if we are working in a coordinated
way between the Federal agencies, whether it be FBI, Department
of Homeland Security, CIA, NSA, DOD, DIA. In order to be effec-
tive, we have to have an intersection of intelligence with State and
local law enforcement. In order to be effective, we have to work
with our counterparts overseas, whether they be law enforcement
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or intelligence counterparts. And there has to be a sharing of infor-
mation amongst all of these various players in ways that we have
not in the past.

Senator CORNYN. Thank you, Director Mueller.

Thank you, Mr. Chairman.

Chairman HATCH. Senator Schumer?

STATEMENT OF HON. CHARLES E. SCHUMER, A U.S. SENATOR
FROM THE STATE OF NEW YORK

Senator SCHUMER. Thank you, Mr. Chairman.

First, Mr. Chairman, let me thank you for holding this hearing
in the morning, as I had requested. I appreciate that very much,
and I want to thank the Director not only for being here but for
the time he spent with me last week going over the progress FBI
has made on computers. And I will have more to say about that
at another time.

Today I want to talk a little bit about something that bothers me
a great deal, and it will lead to a question to you, Mr. Director.
Today, for the second time in as many weeks, there is evidence
that a civilian contractor serving a senior position in the Iraqi pris-
on system has a troubling history and a checkered record when it
comes to prisoner abuse.

Last week, we learned that Lane McCotter, who was ousted from
the Utah corrections system when a schizophrenic inmate died
after being strapped naked to a chair for 16 hours, that is a prac-
tice that McCotter defended and affirmatively endorsed. McCotter
then went on to serve as an executive in a private prison company
that was under investigation for denying prisoners access to med-
ical treatment and violating other civil rights. And at that point,
after that checkered past, to be kind, Attorney General Ashcroft
appointed him to help rebuild Iraq’s prison system.

McCotter ended up being posted at Abu Ghraib where among his
duties was the training of guards. This is a picture of McCotter
along with Wolfowitz and Gary DeLand, and in the back is General
Karpinski at Abu Ghraib.

So his appointment raised serious questions, including whether
he had anything to do with the Abu Ghraib crimes. And I ask At-
torney General Ashcroft what was being done to investigate the
role of civilian contractors in the Iraqi prison scandal. I am still
awaiting a response.

Now, today we learned—or I just learned this week that there is
another leader of the prisons in Iraq with a similarly troubling
past. So it makes the questions we have asked the Attorney Gen-
eral even more urgent. While running Connecticut’s prison system,
John Armstrong, here pictured in Iraq, made a practice of shipping
even low-level offenders to a supermax facility in Virginia. It was
notorious, this facility, for its use of excessive force. It ranges from
the unjustified use of stun guns shooting 50,000 volts through pris-
oners—these are low-level—to locking inmates in five-point re-
straints for such lengthy periods that they were routinely forced to
defecate on themselves.

Even after advocates objected and asked Armstrong to recon-
sider, he persisted in sending Connecticut prisoners to this jail
where they were subject to treatment many have described as tor-
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ture. Armstrong resigned as a result of the chorus of criticism over
this decision.

But that was not all. When Armstrong resigned, he was under
a cloud of credible allegations that he tolerated and personally en-
gaged in sexual harassment of female employees under his com-
mand. One of the women who sued and claimed Armstrong had
harassed her personally received a settlement of a quarter of a mil-
lion dollars. And despite this record, Armstrong was tapped to
serve as the deputy director of operations for the prison system in
Iraq.

One official with a history of prisoner abuses raises an eyebrow,
but two means we are really beginning to have a problem. Why
would we send officials with such disturbing records to handle such
a sensitive mission? That is beyond me. It cries out for explanation.
Obviously, we have an obligation to ensure that all of those respon-
sible are brought to justice, and we have a duty to guarantee that
a handful of privates do not take the fall if they were directed by
others. They should be disciplined appropriately, but when you
read, for instance, what Sivits did today, that is, he was required
or asked to escort prisoners to a certain place, he did not partici-
pate in what was going on—he saw it and did not report it to high-
er-ups—obviously, that is not sufficient.

This is unfair, and what bugs me the most, as somebody who
really cares about our troops—I have traveled from one end of the
State to the other and watched our troops go off to Iraq. I see them
saying goodbye to their families, and they do it with a sense of
duty, honor. And now wherever an American soldier walks over-
seas, these pictures come to other people’s mind. It is unfair to
them.

So we have got to get to the bottom of this, and if we are sending
abusers, habitual abuses of what is normally conceded as rights,
and putting them in charge of the prisons where we learned the
abuses are now occurring, we need to know why it is happening
and what is being done about it. We need to know if these men or
others committed crimes in Iraq and whether they will be brought
to justice.

As you know, if the FBI does not investigate and DOJ does not
prosecute the civilians who committed these crimes, no one will.
From what I understand, DOD may be saying it will investigate
the crimes by civilian contractors and pass them along to the De-
partment of Justice. That seems to me to be an unacceptable solu-
tion, Mr. Director. The DOD investigators know how to go after
military crimes. That is their expertise. Civilian crimes, to be pros-
ecuted in civilian courts, are a whole different story. We need pro-
fessional prosecutors and criminal investigators on the job. We
need them now. I would like to see us find out who did this, punish
them appropriately, and move on. I say that as somebody who has
been a supporter of the President’s policies in Iraq, or at least sup-
ported the war and the money to go to the troops.

So the first question I have for you: Does it make any sense to
have the DOD investigate civilians who cannot be prosecuted in
military courts? Why shouldn’t the FBI be doing this type of inves-
tigation?
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Mr. MUELLER. Well, with all due respect, Senator, that was a
lengthy statement before the question, and I do think it is a little
bit unfair because you know that I cannot respond to the assertions
you make, either about these individuals—

Senator SCHUMER. I am not asking that.

Mr. MUELLER. I know, but I do think it is unfair knowing that
I cannot respond and defend either the individuals—

Senator SCHUMER. I am not asking you to do that. I am asking—

Mr. MUELLER. —or the Attorney General. And I would be happy
to answer the question, but I do want to say that you and I know
that I was not at all aware of this, what you are portraying today,
that—

Senator SCHUMER. Well, the first one has been public for a week,
McCotter.

Mr. MUELLER. In any event, I know that the Department of Jus-
tice is having discussions with DOD as to the jurisdiction. I do not
know what the result of those discussions will be.

Senator SCHUMER. Here is what I want to bring out, and if I had
gotten answers from the Attorney General, I would not be asking
you these questions. But I am not asking you to comment on any
individual case, obviously. The first one has been public for a week.
It has been in lots of different newspapers and stuff. The second
one we just came across today.

But if there are civilian contractors who may have broken the
law, whoever they may be, does it make any sense to have DOD
do the investigation? That is what I cannot figure out. They don’t
have jurisdiction.

Mr. MUELLER. Well, my understanding is they may have jurisdic-
tion. That is being worked out. I do not know the basis on which
they would have jurisdiction, and as in any investigation, it would
be dependent on who you have to investigate. The general who in-
vestigated the abuses at Abu Ghraib did a superior job, and I think
most persons in the Senate have said so.

Senator SCHUMER. Right.

Mr. MUELLER. And so, again, it is where the jurisdiction lies and
who is doing the investigation, and I do believe that, as happened
in the investigation of Abu Ghraib, a general or a person in the
DOD can undertake a full, comprehensive investigation. But it
reallyddepends on where the jurisdiction lies, and that is being dis-
cussed.

Senator SCHUMER. Let’s just take a hypothetical. A civilian ap-
pointee is involved in the prisons, gave the order to do things that
violate the law to Iraqi prisoners. Why wouldn’t we have the FBI
do the investigation? Is there any doubt that DOD cannot dis-
cipline people who are not under military command?

Mr. MUELLER. Again, I would have to refer you to the Depart-
ment on the jurisdictional issues, which they are working on now.
My understanding is that there may be a basis upon which these
individuals could be tried by the military, but I am not familiar
with the arguments. And, again, I think it is still up in the air.

Senator SCHUMER. So you—okay. I will ask, Mr. Chairman, that
I get an answer in writing from the Director if I am not going to
get one from the Attorney General about whether DOD has juris-
diction. And if not—
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Mr. MUELLER. I think there will be—I do believe there will be
an answer. I am not certain that the answer has been fully clari-
fied as yet. And I am not certain of the rationale or the reasons
why we do not have—why there is no answer currently.

I can tell you, if requested, I believe we would be available to
quite obviously investigate, but, again, it gets down to jurisdiction.

Senator SCHUMER. And all things being equal, if the DOD did not
have jurisdiction to actually prosecute these folks, then wouldn’t it
make sense for the FBI to do the investigation rather than DOD
and then turn over the information to—

Mr. MUELLER. Yes.

Senator SCHUMER. Thank you.

Chairman HATCH. Your time is up.

Senator Sessions, will be—unless Senator Durbin comes back—
our last one.

STATEMENT OF HON. JEFF SESSIONS, A U.S. SENATOR FROM
THE STATE OF ALABAMA

Senator SESSIONS. Thank you, Mr. Chairman.

On the question of the issue that Senator Schumer raised, Sen-
ator Schumer, I think all on this Committee supported the legisla-
tion that I offered in 2000 that became law to make contractors of
DOD subject to criminal prosecution by the Department of Justice.
I think the Act probably contemplated investigations being done by
DOD in the field, but it also, I think, would probably allow FBI to
investigate in the field. The ultimate prosecution would be by the
Department of Justice. And I certainly have no concern or doubt
that DOD can investigate it. I am familiar with the military legal
system, the JAG officers and their abilities, and they are first-rate.
I don’t see any conflict of interest. The military is very upset about
what happened in Abu Ghraib prison, and they want something
done about it. So I think we will see that everybody that is guilty
prosecuted.

I am glad that we had that statute passed. Without it, we would
not have been able to prosecute. I do not believe these contractors
could be prosecuted except perhaps in Iraq without this statute
that we just passed a few years ago.

I think the contractors are not appointed by the Attorney Gen-
eral; however, I think they are appointed by the Department of De-
fense and those agencies. So I really do not think that Attorney
General Ashcroft needs to take the blame for that. But I may be
wrong.

OSenator SCHUMER. dJust if I could, McCotter was appointed by
DOJ.

Senator SESSIONS. By DOD?

Senator SCHUMER. DOJ.

Senator SESSIONS. I have been asked a number of times, well,
what about contractors? And I think the right approach is this: We
need contractors. We need people who may be retired FBI agents
who are willing to go to Iraq and help do the interviews and inves-
tigations. We need people who know how to run prisons that can
help us in wartime run a prison. A young 19-year-old MP does not
know the ins and outs of bringing up a prison and bringing it to
operation. But we do need to monitor. And I think backgrounds are
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important. Senator Schumer, I think you raise an important there.
And, in addition to that, they need to be monitored in the field, and
somebody needs to be in charge of them. That is one of the conclu-
sions I reached about this prison system. We have yet to see—I
think we will see who they are responsible to and who actually had
control over them. But they have got to be disciplined just like any
other official.

With regard to the PATRIOT Act, we have had a chorus of peo-
ple going around saying all our liberties are threatened by the PA-
TRIOT Act, as Senator Cornyn noted. So, first of all, we need to
defend the Act. It is critical and valuable to us. The core parts of
it are just absolutely essential. And I was pleased to see that Sen-
ator Feingold, who is a fine civil libertarian, agrees with the roving
wiretaps and some of the other key provisions in there.

With regard to those issues that are somewhat in dispute, that
are complained of, I think they are very small. But the sneak-and-
peek is not a small issue. Do you agree?

Mr. MUELLER. Absolutely. It is a very important issue.

Senator SESSIONS. Now, you—

Mr. MUELLER. And they call it sneak-and-peek, and that is the
wrong—it is delayed notification. Delayed notification. Delayed no-
tification. They get these names, if you will pardon me just for a
second, that are pejorative, that undercut the understanding of the
public and exactly what is happening. And it is not that anybody
goes in and sneaks and peeks. In fact, you get a court order to do
a search. You do the search. And what you want it to do is delay
the notification as you continue the investigation.

Senator SESSIONS. Exactly correct. So you have to have a search
warrant submitted to a Federal judge with probable cause evidence
that there is evidence of a crime inside the house or residence you
want to search, and you can get those, and we have been doing
those in America for hundreds of years, I suppose. Is that right?

Mr. MUELLER. That is correct.

Senator SESSIONS. They are done every day all over America. We
see on television people raid a drug house or these law-and-order
shows, they are always getting search warrants and judges approve
them, and they go in and do their search.

Now, the difference here is simply that when you are dealing
with a terrorist organization, the issue may be a life-and-death
question. Is that right?

Mr. MUELLER. Correct.

Senator SESSIONS. And you want to maybe find out if there are
pieces of a bomb being assembled in that house. And it may be im-
portant to protecting thousands of American citizens that we do not
tell the bad guys, the terrorists, that very moment that we know
and we are on to them; and that you would have the legal power
to do the search, and you simply would not announce to the people
s%arc}éed that day that the search occurred. Isn’t that what it is all
about?

Mr. MUELLER. That is it. Simply, that is what it is.

Senator SESSIONS. I just think that is a critically valuable tool
in terrorism investigations, and one of the things that happens is,
as a former prosector myself, if you do the search too quickly, you
tell everybody in the organization you are on to them. They know
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you are on to the bad guys. And you do not want to do that some-
times. Sometimes that is critical that you not, and these kinds of
delayed notifications were in place in the law even before the PA-
TRIOT Act, were they not?

Mr. MUELLER. They were, and they were used in a number of dif-
ferent investigations, for instance, narcotics investigations where
you do an investigation, an informant says there is in a locker
some place an amount of cocaine. You do not want that cocaine to
hit the street, but you have not completed the investigation. You
get a search warrant, you go in, and you replace it with a white
substance so it does not hit the street and you continue the inves-
tigation. And it has happened any number of time.

Senator SESSIONS. But even then, you have to ask a judge to
allow you not to notify immediately. Isn’t that right?

Mr. MUELLER. Yes, sir.

Senator SESSIONS. A judge would have to approve your decision
not to notify.

Mr. MUELLER. Yes.

Senator SESSIONS. I do not understand the library. I mean, you
can subpoena my bank records, my medical records, my telephone
records. It is done every day in America by the thousands, every
day. To say you cannot subpoena whether you checked out a book
on bomb making from the library to me is breathtaking in its lack
of understanding of the way the criminal justice system works. I
do not see that librarians deserve a special protection here like
priest and penitent.

Senator SESSIONS. Is there anything in the library of standards
that you are aware of that represents an expansion or some sort
of threat to liberty?

Mr. MUELLER. No. As I think you are aware, being a former pros-
ecutor, in criminal investigations, a grand jury subpoena is allow-
able certainly to any number of institutions, including libraries,
and the standard is basically a relevance standard. And so it is not
new.

The one example is Kaczynski, who was the Unabomber, wrote
manifestos. In those manifestos he had excerpts from books that
were difficult to get. We were able, with the help of the library, to
identify he was the person who had utilized those books and put
together the fact that he had taken pieces from these books to put
in his manifestos as he drafted, edited and submitted those mani-
festos while he was committing a series of bomb attacks through-
out the United States.

Chairman HATCH. If the Senator will yield, it is new, with regard
to the PATRIOT Act, in bringing the laws against domestic ter-
rorism up to speed with other laws.

Mr. MUELLER. Right.

Senator SESSIONS. You are right, Mr. Chairman. That is the fun-
damental point of it.

Mr. MUELLER. Thank you very much.

Senator SESSIONS. Director Mueller, you are a professional. We
are so glad you are here at this time in history. I have followed
your career when we were United States attorneys, and I have
seen you in the Department of Justice. I think there are few people
in America that have tried as many cases, who has been involved
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in as many investigations, long before you reached the august posi-
tion you are in today, as a grassroots prosecutor, working with FBI
agents, DEA agents, intelligence agents, and you are a profes-
sional. You were always known to be a professional. You were ap-
pointed United States attorney under the Clinton administration
and under the Bush or Reagan administrations. You have a bipar-
tisan reputation, and we are glad you are there.

Now, one thing I am concerned about, as we go forward with the
entry-exit visas into America, the biometrics that are being dis-
cussed to bring some ability to make this system work. It seems
to me that the United States, and most other nations of the
world—

Chairman HATCH. Senator, your time is up, but if you would like
to finish that one sentence, that would be fine, and then we will
go to—

Senator SESSIONS. It seems to me that we need a system that
stays consistent with our investment, which is fingerprinting. That
has proven to work. We have got a system designed based on that.
Should we not, as we expand our ability, make sure that the finger-
print utilization and computer system works for us with regard to
entries and exits from America?

Mr. MUELLER. Yes, it has got to be. There has got to be inter-
operability and expansion of the system ourselves, working to-
gether with the Department of Homeland Security, to be on the
cutting edge of the use of fingerprints and all of its various mani-
festations.

Senator SESSIONS. Thank you. It is utilized in every police de-
partment in America today, and it works extraordinarily well.

Chairman HATCH. Senator Durbin?

STATEMENT OF HON. RICHARD J. DURBIN, A U.S. SENATOR
FROM THE STATE OF ILLINOIS

Senator DURBIN. Thank you very much, Mr. Chairman. Director
Mueller, thanks for being here, and thanks for being so accessible
and so candid in your answers, both before the Committee and in
person.

Mr. Chairman, I might also note that this is a sad anniversary.
It is almost 14 months now since the Attorney General has ap-
peared before this Committee. I know he is a busy man and has
extraordinary responsibilities, but so do Secretary Rumsfeld and
Secretary Powell, and they have made themselves available before
the appropriate authorizing committees time and time and time
again.

I am troubled that, at this moment of national security being a
major issue and concerns about constitutional liberties, that this
Committee cannot possibly perform its constitutional responsibility
if the Attorney General continues to refuse to come before us. I
would hope that you would appeal to him, personally.

Chairman HATCH. Senator, he is going to come in June.

Senator DURBIN. Come in June, so it will only be 15, 16 months
since last we saw him. I hope that when he comes, it is not another
hurried appearance, where those of us at the end of the table are
told he has to be off to a noon meeting. That has happened before,
and I hope it does not happen again.
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I would like to ask if—

Chairman HATCH. Just so the record is clear, he was going to
come at the end of March or in March, but then he got very sick—

Senator DURBIN. I am perfectly aware of the medical problems
he faced.

Chairman HaTcH. We will get him in here.

Senator DURBIN. It will be great to see him. It has been a long
time.

Let me ask you this, Director Mueller. Can you clarify something
about Nicholas Berg? I am troubled by the press reports that have
been out about him, and what a tragedy that this would happen
to any person and be publicized in a fashion so that the world and
his family would know these barbaric circumstances that led to his
death. It should be condemned by everyone.

But tell me about this man. Was he detained in Iraq when he
tried to leave because he was under investigation or there was
some suspicion he had done something wrong?

Mr. MUELLER. My understanding is that he had been detained
by Iraqi police officers. The circumstances under which they de-
tained him, I am not sure are totally clear. He was detained. He
came to our attention. We did an indices check and determined
that he had had some tangential association with Moussaoui,
whom I believe you know was arrested shortly before September
11th, which warranted us doing follow-up interviews. And we did
follow-up interviews with Mr. Berg, found that he had, as far as
we were concerned, no association with terrorism. He was then re-
leased.

At the time of his release, he was spoken to by, I believe, individ-
uals of the CPA, and I believe our agents as well, who urged him
to leave. And my understanding is that CPA also indicated that if
he did not have the wherewithal to leave, they would supply it to
him. He turned them down, went to a hotel. I also believe that
there was a request made by CPA authorities that they be able to
alert his family, and my understanding, and I would have to check
on this, is that he declined that that be done, and then he became
missing from his hotel. It is indeed a tragedy, but those are the cir-
cumstances, to the best of my knowledge.

Senator DURBIN. Well, and of course it has been publicized that
his family went to Federal Court in Philadelphia, if I am not mis-
taken, trying to force his release from detention so that he could
leave the country. So it appears that there is some conflict as to
his intentions and what actually occurred.

But I think you have made it clear for the record, and I hope it
is unequivocal, that there has never been any suspicion of any
wrongdoing or illegal activity on his part.

Mr. MUELLER. No. As I said before, he was a person we inter-
viewed in the wake of September 11th, and the interview indicated
that he was not associated in any way with terrorists, and that was
again confirmed when we interviewed him in Iraq.

Senator DURBIN. Was he at any time working with a U.S. agency
for intelligence or any agency that you are aware of to try to gather
intelligence?
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Mr. MUELLER. Not to my knowledge. My understanding was he
was in Iraq to try to develop his own private business that was re-
lated to cell phone towers, I believe.

Senator DURBIN. Those are the press reports. And I also would
like to switch, if I could, to an issue that has been discussed over
and over here, and that is the PATRIOT Act, which I voted for and
most members did, but I am also co-sponsoring with Senator Craig
the SAFE Act not in an attempt to eliminate the PATRIOT Act,
but rather, in specific instances, to require what we consider to be
necessary safeguards within that Act.

I will concede that a lot of work went into it, but I think most
Senators will agree that an act of this historic moment moved
through in record time. It was in light of our concern about the
threat of terrorism. We tried to be responsive. We put in a safe-
guard to say that we would revisit some of these issues. We put
sunsets on the provisions to make sure that they were wise in their
conception and being used in a fair and judicious fashion.

I am concerned, though, as I look at the provisions in the act,
that we have just made some statements here at the hearing that
I do not think accurately reflect the changes in the law that are
included in this PATRIOT Act. This Section 213, the delayed notifi-
cation, sneak-and-peek, depending on your personal feelings on
this, clearly puts a standard of reasonable period into the law as
to how long you can proceed without notification.

The court cases, as you are well aware, said 7 days, and after
7 days, at that point, the Government has a burden to come for-
ward and explain why they are delaying the notification. But this
provision, and this is in existing law—the 7-day notification—but
in the PATRIOT Act what we are dealing with here is virtually in-
definite in terms of notification.

What we have tried to do—what Senator Craig and I have tried
to do—is to provide specific exceptions for circumstances that have
been described here. We have said that we would continue to delay
notification of a warrant if there was any possibility that notifica-
tion would endanger a life or physical safety, result in flight from
prosecution or a destruction of or tampering with evidence. Now,
I think that creates a reasonable model, a reasonable standard,
which says that if you cannot establish one of those elements, then
at some point notification must be given.

What exception do you think we have missed here in this pro-
viding for notification that you think would somehow jeopardize
your work?

Mr. MUELLER. Well, every investigation is different. There are
some investigations where delay of, yes, 24 hours would be suffi-
cient. There are some investigations where delays of 30 or 60 days
might be entirely appropriate if it is a large investigation. What
the PATRIOT Act, I think, appropriately does is leave the duration
up to the judge to decide on the facts that are presented when the
judge issues the order, and I have not found judges reluctant to act
and set parameters based on what the prosecutors and the agents
show them.

In terms of the changes to the PATRIOT Act that is proposed by
the SAFE Act, the elimination of “seriously jeopardizing an inves-
tigation”, I think, would adversely affect our ability to set a set of
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circumstances before a judge which shows that the delay is neces-
sitated by the unique circumstances of investigation.

What I believe the SAFE Act does is leave in some more nar-
rowly defined bases for obtaining the delayed notification, but there
are a number of circumstances that come up in an investigation
which I don’t think you can necessarily cubby-hole, but that a
judge looking at it can say, okay, this is going to seriously jeop-
ardize an investigation, and therefore I ought to delay the notifica-
tion for 60 or 90 days.

Senator DURBIN. Director, I think that, though I may not agree
with the specific language, I think that is a good-faith suggestion.

Mr. Chairman, you have suggested a hearing on the SAFE Act,
and when we get into it, I think, if we are going to try to establish
standards that meet your goals and ours, we are I think going to
tighten it without eliminating the expansion of Government au-
thority to go after terrorism. I would like to work with the Chair-
man and the Director to come up with that language. I think that
is important, and maybe we can reach that goal. I hope that we
can in the course of what we are setting out to do.

I would also just like to make one comment before I close, and
you have been very patient, Mr. Director, as has the Chairman,
waiting for those of us in lowly status to have our moment, but let
me just say that many have said here we just have not heard any
complaints about this PATRIOT Act. Well, I do not think that that
is an appropriate standard when it comes to protecting our free-
doms in this country. Much of the work being done under the PA-
TRIOT Act will be done without the knowledge of the person who
may be having their rights violated, and so they may not even have
knowledge that this is going on when they are the subject of inves-
tigations or wiretaps or searches under the PATRIOT Act.

So I would hope that we can still establish, as a standard, that
there are very, very efficient ways for this Government to collect
information which clearly violate the Constitution, and we have to
find a way to draw a line to preserve security in this society while
still maintaining our mutual oath to uphold the Constitution.

Chairman HATCH. Thank you, Senator. Your time is up.

I have not used my time, nor do I intend to, but let me just say
that I think the PATRIOT Act is one of the most misunderstood
acts of legislation I have ever seen. The media, and the public, and
many of the pundits have focused on hypothetical abuses. But as
my dear friend from California, Senator Feinstein, has mentioned
at a prior hearing, not even the ACLU has been able to cite a sin-
gle instance of actual abuse, and they watch things very carefully,
and I commend them for doing so because they serve this country
well when they do that.

I held a Senate hearing in Utah in April, and we invited a pleth-
ora of critics of the PATRIOT Act, yet not one single one of them
could cite even one example of actual abuse, not the ACLU, not the
League of Women Voters, not the Conservative Caucus, not the
Eagle Forum, not the Libertarian Party. They were all there. They
were all hypothetical: Oh, what if—what if this happened or that
happened.

But my big “what if” is what if we do not have the tools to pre-
vent terrorism in this country in the future? That is why the PA-
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TRIOT Act is so important. Now, we will have further hearings on
this, and I do intend to have a hearing on the SAFE Act. I think
my colleagues feel that that is something that should be done, and
Senator Leahy and I will hold that hearing.

But I just want to thank you. I know you have got to go, and
I know we have kept you beyond the 1 o’clock time that I said I
would try to keep it in, and I have appreciated your patience and
your kindness in spending this amount of time with us, and it has
been very beneficial and fruitful for the Committee and I think for
the public at large who may see this on C-SPAN.

With that, then, Senator?

Senator LEAHY. I also want to join with you, Mr. Chairman, in
doing that and thanking the Director. He has been here. He has
answered a whole lot of questions. This has been a good hearing.
Normally, in the role of Ranking Member, I could ask my questions
and leave. I have stayed here for it because I found the answers
and the questions, on both sides of the aisle, to be very informative,
very worthwhile. I appreciate the information.

I might just add a personal point of view. I know you quite well,
I believe. You are former law enforcement, former Marine. I can
imagine you felt like a former Marine who is near and dear to me,
how he felt when he saw the pictures of the prisoners. And I think,
as I am sure you do, the 138,000 American men and women over
there in the uniform who are carrying out their duties every day,
doing exactly what they should do and put in increased danger, to
say nothing about your own agents, and contractors.

So I thank you for being here. And, Mr. Chairman, I thank you,
and I applaud you for this hearing.

Chairman HATCH. Well, thank you. And I just want to thank the
FBI. The American people need to know the tremendous job that
you folks are doing for our country. I mean, you are just under
pressure all of the time. Most of the agents are underpaid for the
risks they take and the pain that they go through for all of us.

I know that a person like you could go out into the private sector
and make a fortune, but you have chosen to serve in public service,
and sometimes you have to take abuse for doing that, that you
really should not have had to take. And to be honest with you, I
have really appreciated you being here today, and I appreciate the
service that you are giving.

Now, I will keep the record open for any written questions that
any member of the Committee would care to send, and I hope that
you and your staff will answer those as soon as possible.

Mr. MUELLER. Thank you, Mr. Chairman.

Chairman HATCH. Just do not let anybody believe for a second
that our FBI is not doing the very best it can, and I do not know
where we would be without folks like you and the good public serv-
ants who serve us through the FBI.

Thank you for the time. Sorry to keep you so long.

Mr. MUELLER. Thank you.

Chairman HATCH. With that, we will recess until further notice.

[Whereupon, at 1:28 p.m., the Committee was adjourned.]

[Questions and answers and submissions for the record follow.]
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QUESTIONS AND ANSWERS

U. S. Department of Justice

Office of Legislative Affairs

Otfice of the Assistant Attomey General Washingron, 2.(. 20530

April 1, 2005

The Honorable Arlen Specter
Chairman

Committee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman:

Enclosed please find responses to questions posed to FBI Director Robert S.
Mueller 111, following Director Mueller’s appearance before the Committee on May 20,

2004. The subject of the Committee’s hearing was “FBI Oversight: Terrorism and Other
Topics.”

We hope that this information is helpful to you. If we may be of additional
assistance in connection with this or any other matter, we trust that you will not hesitate to
call upon us.

Sincerely,

otk E Wl

William E. Moschella
Assistant Attorney General

Enclosure

cc:  The Honorable Patrick J. Leahy
Ranking Minority Member
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Responses of the Federal Bureau of Investigation
Based Upon the May 20, 2004 Hearing Before the
Senate Committee on the Judiciary
Regarding "FBI Oversight: Terrorism and Other Topics"

Questions Posed by Senator Hatch

1. In order to more fully understand this issue, please provide a chronology of events
leading up to the misidentification of Mr. Mayfield. Include in this chronology an
explanation of the events leading up to the initial identification of Brandon Mayfield as well
as the circumstances that led to acknowledgement that Mayfield had been misidentified.
Specifically, what efforts were made to secure the original or best fingerprint evidence?
How many requests were made? Was there any attempt to utilize the actual prints held by
the authorities in Spain? How many visits to Spain were made regarding the fingerprints
in question? When was Mr. Mayfield officially identified? At what point did the FBI
become aware of the doubts of the Spaniards as to Mr. Mayfield being the owner of the
prints in question? When did the FBI discover the misidentification? What actions were
taken immediately following the misidentification?

Response:

The FBI provided two briefings to Committee staff concerning this issue; first on
5/25/04 and again on 6/9/04. Since that time, both the Department of Justice
(DOI) Office of the Inspector General (OIG) and the DOJ Office of Professional
Responsibility (OPR) have initiated separate reviews of the Mayfield matter. The
FBI will cooperate fully with these reviews and looks forward to the forthcoming
reports from OIG and OPR. In addition, Brandon Mayfield has filed a lawsuit
against the FBI, DOJ, and certain individuals arising out of this matter. In light of
the pendency of the OIG and OPR reviews and the Mayfield lawsuit, it would be
inappropriate to provide additional comment at this time.

2. a. Please describe the standard protocols and methodologies that FBI
fingerprint examiners use to determine whether a particular latent fingerprint is of value
for identification purposes and whether such protocols and methodologies were utilized in
the case of Brandon Mayfield.

b. What is standard precedure regarding the use of direct evidence versus
secondary evidence?

c. In addition, what changes, in pelicy and procedure, do you anticipate
making in order to assure the American public that such misidentification and wrongful
incarceration does not happen again?

Response to a through c:

As indicated above, the FBI will defer response during the pendency of the OIG
and OPR reviews and the Mayfield lawsuit.
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uestions Posed by Senator Grassley

3. The Department of Justice recently released a report regarding the FBI’s analysis of
alternative financing mechanisms in money laundering and terrorist financing cases. The
report, which is a 3 page document, states that TFOS has established a Program
Management and Coordination Unit to analyze data on alternative financing mechanisms.

a. Thus far, what trends have been found regarding alternative financing
mechanisms?

Response:

The response to this question is provided For Official Use Only (FOUO), and is
included with the classified response.

b. How is the information being utilized to initiate other terrorist financing
investigations?

Response:
The data from the field survey discussed above will be used to develop and
enhance an analytic framework based upon identifiable patterns and trends. The
analytic framework will enable Joint Terrorism Task Forces (JTTFs) to identify
potential terrorism connections in investigations and facilitate the identification of
previously unknown or "sleeper" terrorist suspects. In the interim, all pertinent
information and data will be disseminated to the JTTFs and other agencies and
entities as appropriate.
¢. When will this information be made available to Congress and in what

form?

Response:

The FBI has pursued more than 400 investigations concerning terrorism financing
since 9/11/01. Unfortunately, because the vast majority of these investigations
are ongoing, the FBI is unable to provide this information to the Committee at this
time. (The very small number of cases that have been closed typically are
offshoots of more significant ongoing investigations or involve very narrow facts,
and do not reflect the nature, complexity, or value of the ongoing investigations.)
The FBI would be pleased to provide this information to the Committee through
classified briefings or other appropriate vehicles once the investigations have
been closed.
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d. How will this information be shared with other agencies that have

jurisdiction over other aspects of money laundering to ensure coordination and
collaboration of our efforts?

Response:

Information sharing is critical to the efforts of the United States Government
(USG) against terrorism and criminal activities. The United States Intelligence
Community (IC), including the FBI, produces and obtains tremendous amounts of
classified intelligence information. While much of the information can be of
significant value in terrorist finance investigations, this value may not be realized
or maximized without the ability to filter, analyze, and disseminate the
information to those who can make the best use of it.

The data analysis will be available to appropriate investigative, regulatory, and
intelligence agencies through the JTTFs. TFOS also participates in joint
endeavors with the Treasury Department, others in DOJ, and the Department of
Homeland Security (DHS) with respect to potential terrorist-related financial
transactions and money laundering.

In addition, the National Security Council (NSC) established the Policy
Coordinating Committee (PCC) on Terrorist Financing at the end of 2001, The
NSC chairs the PCC, which generally meets at least monthly to coordinate the
USG's campaign against terrorist financing. The FBI presents all pertinent
information at the PCC meetings, which focus on ensuring that all relevant
components of the federal government are acting in a coordinated and effective
manner to combat terrorist financing.

4. Recently, the National Research Council, at the FBI’s request, reviewed the Trilogy
program and found the system inadequate for counter-terrorism analysis and significantly
over budget. The Council recommended that the FBI scrap the whole thing and start over.

a. Are you following the Council’s recommendations regarding testing and

implementation?

Response:

Yes. A 5/10/04 report by the National Research Council identified five areas of
focus, and a 6/7/04 letter by the National Academies Chair of the Committee on
the FBI's Trilogy modernization program advises that the FBI is addressing all
five areas consistent with the Council's recommendations by: 1) converting from
the Automated Case Support (ACS) system to a more powerful, user-friendly
system, 2) creating an Enterprise Architecture (EA), 3) developing linked
enterprise subarchitectures, 4) restructuring the Trilogy management plan, and 5)
increasing internal FBI expertise in information technology (IT) and contract
management,
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b. How will the additional funding you requested address the basic concerns

that the system does not work?

Response:

The FBI has completed two of the three components that comprise the Trilogy
program. The Transportation Network Component and the Information
Presentation Component were completed, providing the FBI with the Trilogy
infrastructure, including the installation of the LAN, WAN, workstations,
printers, and scanners in all Field Offices, resident agencies, offsites, and FBI
Headquarters. Trilogy has also provided the FBI with Full Site Capability, which
included the installation of new servers, upgrading of the FBI’s office automation
and learning management systems, and the provision of Microsoft Outlook email
for all FBI users. The User Application Component is the only piece of Trilogy
that has not yet been completed.

Although the FBI received funding in FY 2004 for Trilogy Operations and
Maintenance and technical refreshment, it has not received any additional funding
for Trilogy development since the Trilogy reprogramming in FY 2003, As
indicated in response to Question 4a, above, the FBI's IT modernization program
is ongoing. Included in the modernization program is the completion of a
software application that will improve the FBI's efficiency, workflow, and records
management functions.

¢. What solution do you recommend for ensuring that the FBI has an

adequate computer system to support its intelligence and analytical needs?

Response:

An Office of Intelligence (OI) Executive Working Group, chaired by OI and
facilitated by the Office of the Chief Information Officer (OCIO), was created to
identify the enterprise IT requirements needed to support OI operations.
Participants in the working group include representatives from operational and
support Divisions at FBI Headquarters (FBIHQ) as well as FBI Field Offices.
The initial focus of the working group is the identification of immediate and near-
term IT requirements; "requirements” are defined as the high-level, end-goal
business and mission operational needs to support FBI intelligence activities.

Initial analysis of the immediate and near-term OI IT needs, which are those that
can be addressed within 6 to 12 months, resulted in the identification of 53
"requirements.” The 53 requirements have been validated and provided to the
OCIO for systems/solution development.

Collection of the mid-term IT requirements, which are those that can be
completed within 1-3 years, has been initiated.
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5. Drug trafficking is one of the main industrial and financial bases for the funding {of]
terrorism and terrorist organizations. In Afghanistan, for example, the explosion of opium
proeduction poses a significant threat to our ability to halt terrorist financing in that region.
‘What action is the FBI currently taking to address the direct connection between terrorism
and drug trafficking in that country, as well as other countries such as Colombia that have
a significant drug/terror nexus?

Response:

Through the JTTFs, TFOS has partnered with investigative, regulatory, and
intelligence agencies to determine the genesis of funding to terrorist groups. The
FBI continues to gather intelligence and actively investigate all leads with respect
to drug trafficking as a source of such terrorism funding.

Historically, Afghanistan has been a major source of heroin throughout the world.
While conventional wisdom and some press accounts support the premise of the
question, exhaustive investigation has not revealed direct evidence that drug
trafficking proceeds support extremist groups. This does not mean there is no
basis for inferring a likely link. For example, a joint FBI/DEA investigation in
2003 resuited in the arrests of 16 Afghan and Pakistani subjects for involvement
in an extensive drug ring. The investigation revealed that heroin, grown and
processed in Afghanistan and Pakistan, was being shipped to the United States.
Profits from the sale of the heroin were laundered through Afghan and Pakistani-
owned businesses and then sent back to suspected associates of terrorist
organizations. A direct link between the drug trafficking profits and terrorist
organizations was, however, not proven.

With respect to Colombia, the FBI is aware that the region continues to produce
and distribute cocaine and is a significant supplier of heroin to the United States.
In addition to supporting independent drug traffickers and cartels, the drug trade
serves as a major source of funding for the Revolutionary Armed Forces of
Colombia (FARC) and the United Self Defense Forces of Colombia (AUC). The
AUC and FARC each control areas within Colombia that support coca and poppy
cultivation. FBI investigations have led to the prosecution of both members and
leaders of these organizations.

6. It is my understanding that the FBI is implementing the National Security
Support Capability (NSSC) program. The NSSC will be an important tool in the FBI's
arsenal in the war on terrorism, because it brings a highly valuable new mix of methods
and approach to this highest priority problem. There is considerable support for this
unique effort on both sides of the Capitol and both sides of the aisle. I am pleased that you
have included it in your FY06 budget and your program plans. But 2006 is too far off.

a. Could you tell me what efforts you are taking to implement the program
now?
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The FBI's CTD has recently held a series of meetings with DHS and the
Department of Energy (DOE) concerning the National Security Support
Capability (NSSC). Based on these meetings, CTD developed a plan to
incorporate the NSSC into its training mission and to work with private industry
beginning in 2005. In August 2004, CTD and DOE worked out an arrangement
to detail a DOE employee to the FBI for one year to assist in initiating this
program. Later that same month, the DOE detailee unexpectedly withdrew from
the detail assignment and is no longer supporting the NSSC initiative.

CTD and DHS have discussed alternative solutions that will deliver results that
are the same as or similar to those expected from the NSSC, These discussions
are ongoing but are too formative to permit comment on specific programs or
dates of delivery.

b. Using this program first on threats and vulnerabilities te the U.S, food

supply is a great beginning and will bring an enthusiastic response from those of us who
know how important it is to protect this critical resource. What ether priorities will the
program be extended to?

Response:

Discussions regarding the NSSC's scope have indicated that it can be applied not
only to the food and agriculture industries, but to a range of industries, including
telecommunications and the oil and gas industry. Current discussions with DHS
include focus on the possible uses of this or similar methodologies to produce
valuable security-related information.
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uestions Posed by Senator Leahy

Prisoner Abuse

7. T asked you at the hearing how many FBI agents were currently stationed in Iraq,
Afghanistan, and Guantanamo Bay. You offered to submit that informatien for the
classified record. Please do so now. In addition, please state how long these agents have
been stationed in these countries, and describe their mission(s).

Response:

The response to this question is classified and is, therefore, provided separately.

8. At the hearing on May 20, you stated that the Department of Defense had not, to date,
referred any prisoner abuse cases involving military contractors to DOJ. The next day,
DOJ announced that it had received such a referral the day before and that it had “opened
an investigation into the matter.”

a. At what time on May 20 did DOJ receive the referral from DOD?

Response:
The referral described was initially directed to an attorney in the Department’s
Criminal Division who had been previously identified to the Department of
Defense as a point-of-contact for matters of this sort. The attorney learned of the
referral in the middie of the day on May 20. At the time of the hearing, the FBI
had not yet been informed of the referral.
b. When did you first learn about that referral?

Response:
The FBI learned about the referral close in time to when the information was
publicly released, approximately May 21.
¢. Is the FBI conducting this investigation and, if not, what investigating

body is?

Response:

1t is the FBI's understanding that the investigations into prisoner abuse by
civilians were referred to the U.S. Attorney for the Eastern District of Virginia.
Investigative materials have been provided to the FBI and the FBI is currently
evaluating them.
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9. At the hearing, you noted that the CIA had referred a prisoner abuse case to DOJ, but
that the investigation was being conducted by the CIA Inspector General and not the FBI.
Has the FBI become involved in that investigation since the hearing? If not, what
investigating body or bedies are involved?

Response:

One case involving prisoner abuse was referred to the FBI by the CIA Inspector
General and the FBI has opened an investigation into that allegation.

10. At the hearing, I asked you whether any of your agents have encountered any
objectionable practices involving the treatment of prisoners in Iraq, Afghanistan or
Guantanamo Bay. You limited your answer to Abu Ghraib, stating that none of your
agents had witnessed abuses in that facility. Subsequently, in response to a similar
question by Senater Feinstein, you stated, “We have, upon occasion, seen an area where we
may disagree with the handling of a particular interview. And where we have ... seen that,
we have brought it to the attention of the authorities who were responsible for that
particular individual.”

a. Upon how many occasions since September 11, 2001, have FBI agents
“disagreed with” the handling of a prisoner interview in Iraq, Afghanistan, or
Guantanamo Bay?

b. In how many of these cases was such disagreement “brought to the
attention of” the responsible authorities?

¢. What authorities were notified of the FBI’s “disagreement” with
particular interviews, and what, if anything, did they do in response? Did the FBI ever
follow up with these authorities to determine if its concerns had been addressed?

d. What was the FBI’s role in these interviews? Were agents actively
involved and asking questions, or were they merely observing?

e. What sorts of practices did FBI agents “disagree with”? Please provide
specific examples.

f. What guidance have field agents received from HQ about how to proceed
in the event of a “disagreement” with another agency’s handling of prisoner interviews?

g. Please provide copies of any written reports generated since September
11, 2001, that note an FBI agent’s “disagreement” with, or objection to, the handling of a
prisoner by the CIA, DOD, or any other American entity, in Iraq, Afghanistan, or
Guantanamo Bay.

Response to a through g:



58

From the time they enter the FBI Academy, FBI Agents are taught that
statements, including confessions, whether obtained in the United States or
abroad, must be voluntary and must be obtained consistent with the Fifth and
Sixth Amendments to the Constitution. While these basic principles have been
taught for years because they are the foundation for insuring that the results of an
interview can be admitted into evidence in a criminal trial, in most respects they
are just as important when the sole goal of the interview is to gain intelligence,
rather than evidence for use at trial.

There are, however, other schools of thought regarding the best means of
obtaining information from recalcitrant individuals. These varying schools of
thought were at the heart of the disagreement over which interrogation methods
should be used against individuals captured and suspected of involvement in
terrorism against the United States.

In 2002, as a matter of policy, the Director of the FBI determined that, regardless
of the legality of more aggressive interrogation techniques, FBI personnel would
not participate in interrogation techniques that would not be appropriate for use
within the United States. Rather, they would at all times conduct interrogation in
accordance with FBI policies. A 5/19/04 electronic communication reiterating
this policy, and directing FBI employees to report known or suspected abuse or
mistreatment of detainees, follows this response.

Prior to the Committee's 5/20/04 hearing, the FBI surveyed its employees who
were at Abu Ghraib prison during the time period of abuse as identified in
General Taguba’s report. That survey revealed no knowledge by FBI employees
of the sort of abuses that were publicized around the time of the hearing. FBI
employees were aware, however, of detainees being subjected to sleep
deprivation and environmentally harsh conditions. The results of that survey
were provided to the Department of Defense (DOD) for such follow-up as it
deemed appropriate.

During 2002, there were disagreements in Guantanamo between the FBI and
DOD concerning the interrogation plan that would be used for a particular
detainee, and more general disagreements regarding the efficacy of rapport
building techniques as opposed to more aggressive interrogation techniques. A
classified electronic communication dated 5/30/03 documents these discussions
and is provided under separate cover.

Subsequent to the Director’s testimony before the Judiciary Committee, the FBI
surveyed its personnel who had been in Guantanamo to determine whether any
witnessed mistreatment of detainees. Prior to that survey, three incidents in
which FBI personnel witnessed questionable treatment of detainees had been
orally discussed with members of the DOD Office of General Counsel, in carly
2003. Follow-up correspondence to Major General Donald J, Ryder, Department
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of Army Criminal Investigation Command, dated 7/14/04, is provided separately.

The Guantanamo survey revealed other instances of treatment of detainees by
non-FBI employees that would not have been in accord with FBI policy. All
responses to the survey that included any knowledge of such treatment of
detainees have been communicated to DOD for such follow-up as it deemed
appropriate.

The FBI has not surveyed all Agents who have served in Afghanistan as to their
knowledge of aggressive techniques. Some Agents have expressed concerns as to
techniques being utilized in Afghanistan by non-FBI personnel. That information
is being provided to DOD officials. In addition, the DOJ OIG has initiated an
investigation into alleged abuse of detainees at Abu Ghraib, Guantanamo,
Afghanistan, and any other venue controlled by the U.S. military. We are
cooperating and providing relevant information in conjunction with the OIG
inquiry as well.
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{Rev. 01-31.2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 05/15/2004

To: All Divisions
Attn: ADIC
AD
DAD
SAC
ChC

From: General Counsel
Contact: Donald Klein (202) 324-0605

Approved By: Pistole John S
Caproni Valerie E

Drafted By: Klein Donald J
Matsumoto Lisa K

Case ID #: (U) 66F-HQ-A1258990
Title: (U) Treatment of Prisoners and Detainees

Synopsis: {(U) In light of the widely publicized abuses at the Abu
Ghraib prison, Irag, this EC reiterates and memorializes existing FBI
policy with regard to the interrogation of prisoners, detainees, or
persons under United States control (collectively “"detainees").

These guidelines serve as a reminder of existing FBI policy that has
consistently provided that FBI personnel may not obtain statements
during interrogations by the use of force, threats, physical abuse,
threats of such abuse or severe physical conditions. 1In additiom,
this EC sets forth reporting requirements for known or suspected
abuse or mistreatment of detainees.

Details: (U} FBI personnel posted abroad come into contact with
detainees in a variety of situations. Persgons being detained or
otherwise held in the custody of the United States are entitled to
varying levels of procedural rights depending upon their situation or
category of detention (e.g., unlawful combatant, prisoner of war).
Although procedural rights, such as Miranda rights, do not apply in
all situations overseas, certain minimum standards of treatment apply
in all cases.

Applicability: (U) FBI personnel and personnel under FBI supervision
deployed in Iraqg, Guantanamo Bay, Cuba, Afghanistan or any other
foreign location where similar detention and interrogation issues
arise are to follow FBI policies and guidelines for the treatment of
detainees.

11
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To: All Field Offices From: General Counsel
Re: (U) 66F-HQ-A1258990, 05/19/2004

FBI Policy: (U) "It is the policy of the FBI that no attempt be made
to obtain a statement by force, threats, or promises." FBI Legal
Handbook for Special Agents, 7-2.1 (1997). A person's gtatus
determines the type and extent of due process rights accorded by the
FBI, such as right to counsel or advisement of rights. Regardless of
status, all persons interrogated or interviewed by FBI personnel must
be treated in accordance with FBI policy at all times. It is the
policy of the FBI that no interrogation of detainees, regardless of
status, shall be conducted using methods which could be interpreted
as inherently coercive, such as physical abuse or the threat of such
abuse to the person being interrogated or to any third party, or
imposing severe physical conditions. See, FBI Legal Handbook Section
T7-2.2.

Joint Custody or Interrogation: (U) FBI personnel who participate in
interrogations with non-FBI personnel or who participate in
interrogations of persons detained jointly by FBI and non-FBI
agencies or entities shall at all times comply with FBI policy for
the treatment of persons detained. FBI personnel ghall mnot

participate in any treatment or use any interrogation technigue that
is in violation of these guidelines regardless of whether the co-
interrogator is in compliance with his or her own guidelines . If a

co-interrogator is complying with the rules of his or her agency, but
is not in compliance with FBI rules, FBI personnel may not
participate in the interrogation and must remove themselves from the
situation.

Reporting of Violations: (U) If an FBI employee knows or suspects
non-FBI personnel has abused or is abusing or mistreating a detainee,
the FBI employee must report the incident to the FBI on-scene
commander, who shall report the situation to the appropriate FBI
headquarters chain of command. FBI Headquarters is responsible for
further follow up with the other party.

12
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To: All Field Offices From: General Counsel
Re: (U) 66F-HQ-A1258990, 05/19/2004

LEADS:
Set Lead 1 (INFO)

ALL RECEIVING OFFICES

(U} Distribute to all personnel.
Set Lead 2 (INFO)

COUNTERTERRORISM

AT WASHINGTON, DC

{U) To be distributed to all FBI personnel who are now, or
in the future are, detailed to Irag, Guantanamo Bay, Cuba, or
Afghanistan or other foreign locations in which similar detention and
interrogation issues may arise.

*"
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11. Do you think it is appropriate for the U.S. to use interrogation methods that are
prohibited under U.S. law, as well as by the Geneva Conventions, to gain information in
terrorism investigations? Has the FBI used any information produced by such methods in
any terrorism case it is investigating or prosecuting?

Response:

I do not believe it is appropriate for the United States to use interrogation methods
that are unlawful under applicable law. It is FBI policy that all interrogations,
regardless of the status of the person being interrogated, shall be conducted using
methods that would be lawful if used within the United States (except that
Miranda warnings are not required prior to extraterritorial questioning conducted
for intelligence purposes). Among the techniques that FBI employees may not
use, therefore, regardless of whether the interviewee is a U.S. citizen or an
unlawful combatant taken into custody on the battlefield of Afghanistan, are
physical abuse, the threat of such abuse to the person being interrogated or to any
third party, or the imposition of severe physical or environmental conditions.

Nicholas Berg

12. There is continuing confusion as to who held Nicholas Berg in custody and for how
long. The Iraqi police deny ever holding Mr. Berg, and Mr. Berg’s father has asserted that
he was held illegally by the U.S. for two weeks. You testified, in response to a question
from Senator Durbin, that Mr. Berg was detained by Iraqi police officers under
circumstances that “I am not sure are totally clear”; Mr. Berg then “came to our [the
FBI’s] attention”; the FBI did some follow-up interviews with Mr. Berg and found that he
had no association with terrorism, whereupon Mr. Berg was released and urged to leave
Iraq.

a. Did the U.S. Government ever hold Mr. Berg in U.S. custody for any
period of time?

Response:

The FBI did not have Mr. Berg in custody. Mr. Berg was interviewed by FBI
personnel at the One West Iraqi Police Station in Mosul, Iraqg, on 3/25/04,
3/26/04, and 4/3/04.

b. Did the U.S. Government ever ask or encourage the Iraqi police to arrest
or detain Mr, Berg?

14
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Response:

Mr. Berg was detained by the Iraqi Police on 3/25/04 without the knowledge of
the FBI. The FBI was notified of Mr. Berg's detention later that day.

Following his detention by Iragi police, FBI personnel were asked to evaluate Mr.
Berg for security purposes. After interviewing Mr. Berg and conducting
preliminary background checks, FBI personnel expressed an investigative interest
in Mr. Berg. It was understood that Mr. Berg would not be released until a more
thorough investigation was completed and any security issues involving him were
resolved.

¢. Did the U.S. Government ever make any efforts on behalf of this citizen, to
secure his release from custody?

Response:

Yes. The FBI interviewed Mr. Berg several times, conducted background checks,
and followed up on leads in the U.S. relating to Mr. Berg. Once these steps were
completed, the FBI advised the U.S. military and the Coalition Provisional
Authority (CPA) that the FBI had no investigative interest in Mr. Berg.

d. Has the U.S. Government ever inquired into the circumstances under
which Mr. Berg was arrested and detained? If so, please describe these circumstances with
specificity. If not, why not?

Response:

The FBI was informed by the CPA that Mr, Berg had been detained by Iraqi
Police while riding in a taxi in Mosul, Iraq. Because of the high level of violence
in that area, the Iraqi Police were on the lookout for suspicious activity and for
any individuals who did not appear to be from the area. In an interview, Mr. Berg
disclosed that he had been arrested previously by Iragi Police in January 2004 in
Diwaniya, Iraq, because he looked suspicious.

Brandon Mayvfield

13. On Monday, May 24, a federal court dismissed the material witness proceeding against
Oregon lawyer and former army officer Brandon Mayfield, and the FBI expressed regret
for the erroneous fingerprint match that led to his arrest. The FBI has said that it made
the initial match by running a latent fingerprint from the Madrid train bombing
investigation through the Integrated Automated Fingerprint Identification System (IAFIS).

15
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a. Did the FBI run the latent print against the entire IAFIS database, or
against some sub-database of IAFIS that has been created for terrorism investigations? If
the latter, please explain how Mr. Mayfield’s print came te be included in the terrorism
database.

b. The FBI has said that IAFIS produced 20 possible “hits” with the latent
print from the bombing, the fourth of which belonged to Mayfield. To whom did the other
19 prints belong? As to each of these 19 individuals, how did his or her fingerprints come
to be included in IAFIS?

c. What, if any, additional information was provided to the investigators
and/or the lab technicians by IAFIS and/or the Criminal Justice Information Services
(CJIS) Division at the time the 20 fingerprint cards (the “hits”) were sent to the laboratery
for a side by side comparison?

d. The FBI has maintained that its lab technicians had no idea who Mayfield
was when they matched his fingerprint to the latent print from the bombing investigation.
It does seem imprebable that the match happened to be with a Muslim lawyer whe once
represented the chief defendant in the “Portland Seven” terror case. What steps have been
taken by the OIG or the FBI to review the actions of those responsible for this mismatch?

e. 1 understand that the FBI was able, ultimately, to review the best evidence
of the questioned latent print in order to eliminate Mr. Mayfield as the suspect, but did net
review that evidence to determine whether the “points of identification” that had been
made were, in fact, erroneous as well. Does the FBI intend to conduct such a review to
determine what, if any, errors were made in that portion of the original analysis? If not,
why not?

f. What statements were made to the court by any government
representative, at any time, orally or in writing, about the fingerprint “match”?

g. Please provide a copy of the original fingerprint report prepared by the
examiner.

h. Following the erroneous fingerprint match, was Mayfield the subject or
target of any secret surveillance under FISA or any other national security authority?
Please explain your answer.

i. Was the fingerprint that was originally identified as Mayfield’s the very
same fingerprint that was ultimately identified by the Spanish authorities as belonging to a
suspect from Algeria? If it was a different fingerprint, were the two fingerprints (the one
misidentified as Mayfield’s; the others belonging to the Algerian man) on the same, or a
different, piece of evidence? Please describe the pieces of evidence on which the
fingerprints were identified. How many fingerprints have the Spanish authorities
identified as belonging to the Algerian and on what pieces of evidence?

16
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Response to a through i:

As indicated above, the FBI will defer response during the pendency of the OIG
and OPR reviews and the Mayfield lawsuit.

Fingerprint System

14. Earlier this year, Inspector General Fine issued a report on the slow pace of the
integration of IDENT and IAFIS, the fingerprint identification databases of the former
INS and the FBI. The report examined the case of Victor Manual Batres, a Mexican
national with a criminal history who was twice simply returned to Mexico by Border Patrol
agents whose database did not identify him as a wanted man. Batres eventually entered the
country illegally, and then raped twe nuns in Oregon, killing one. The Inspector General
reported that the integration that would give Border Patrol agents access to the FBI
database was two years behind schedule, and was not expected to be completed until 2008.
This report is the third OIG report in the last four years to highlight various aspects of this

problem.

Response:

a. Why has progress on this issue been so slow?

During 1990 and 1991, the FBI and the Immigration and Naturalization Service
(INS) met to discuss possible coordination of their planned automated fingerprint
identification systems. Memoranda summarizing some of these meetings indicate
that the INS and FBI were attempting to determine if an integrated fingerprint
system could satisfy INS's needs. The memoranda also include preliminary
diagrams and narratives as to how the FBI's Integrated Automated Fingerprint
Identification System (JAFIS) and the INS's proposed system (which evolved to
become the Automated Biometric Identification System (IDENT) system) could
be linked in an overall automated fingerprint identification system network.
There was also discussion of how to ensure common high-quality fingerprint
image and electronic transmission standards for fingerprints and identification
data so that they could be transmitted among different fingerprint identification
systems.

The INS and FBI recognized that integration of their separate automated
fingerprint identification systems would benefit both agencies. An integrated
system would reduce the likelihood that INS would release an alien who had a
serious criminal record and prior deportations. It also would enable federal, state,
and local law enforcement authorities to search fingerprints from a crime scene
against an immigration database of those who have crossed borders illegally.
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The two identification systems are, however, not yet interoperable. This is in part
because each system was designed to meet different mission requirements: IAFIS
was designed to match ten-print submissions against a ten-print database because
this is the best means by which law enforcement can identify criminal subjects
(since crime scenes may offer latent prints from any of a subject's ten fingers),
and IDENT was developed with a two-print standard in order to meet the need to
quickly and accurately verify an individual's identity.

DOJ and DHS have undertaken an effort to integrate the FBI's IAFIS with DHS's
IDENT. This multi-year effort is designed to give DHS the ability to determine
quickly whether an individual, such as a person encountered at a border crossing,
has a record in the criminal master file of the FBI's IAFIS. Full integration would
also enable other law enforcement agencies to obtain an individual's DHS
apprehension history through the IAFIS infrastructure and communications
network. DOJ and DHS continue to research possible solutions. The FBI will
continue to provide support to DOJ by providing relevant information concerning
operational impacts on the FBL

b. When can we expect that the databases will be integrated?

An initial phase of integration has occurred with the deployment of integrated
IDENT/IAFIS workstations at ports of entry across the United States.
Completion of the integration process depends on the development of appropriate
interoperability standards. DHS and DOT are working together to resolve these
issues as expeditiously as possible in the pursuit of full integration.

15. The Trilogy project is now more than $200 million over budget and still incomplete.

a. Is the FBI cooperating fully with the OIG’s audit of the cost and

contractual issues involved?

Response:

The FBI cooperated fully with DOJ's OIG, providing that office with extensive
documentation relative to the Trilogy audit.

b. Can you assure me that the FBI will cooperate fully with a subsequent

review that Senators Hatch, Grassley, Durbin and I asked the GAO to complete regarding
fraud, waste and abuse?
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The FBI has cooperated, and will continue to cooperate, fully with GAO reviews
requested by Congress.

¢. Has the FBI dene any investigation of its own into whether there has been

any fraud, waste or abuse involved in this government contract?

Response:

A financial review of the Trilogy funding was conducted by the FBI Inspection
Division's Audit Unit during January and February 2004. The objectives of the
review were to determine: 1) the overall funding used in support of Trilogy; 2)
what funds remain available to support the Trilogy roll out; 3) whether
transactions where recorded accurately within the financial management system;
and 4) whether the program had adequate financial management oversight.

The financial review identified some compliance deficiencies and internal control
weaknesses, the most prominent of which was the inability to obtain a global
financial profile. The FBI has taken action to resolve the deficiencies and internal
control weakness identified through this review.

16. Please provide me a detailed chronology of the key contractual events for all parts of

Trilogy.

Response:

The enclosed memorandum dated 1/26/05 contains an historical account of the
FBI Trilogy effort.

The Trilogy contract with Dyncorp/CSC for the hardware and software
components was completed in April 2004.

17. You testified that “the reason we have spent far more funds” on Trilogy is that the
contracts for the program were entered into in the summer of 2001, and the program had
to be “changed and adapted” in the wake of the 9/11 attacks. Please specify what
changes/adaptations were made to Trilogy as a result of the 9/11 attacks that account for
the more than $200 million difference between the original budget for the program and the
currently estimated cost.

Response:

The modifications to Trilogy required as a consequence of the 9/11/01 attacks are
articulated in response to Question 16, above.
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18. You testified that the FBI had already implemented or begun to implement many of
the recommendations contained in the May 2004 report of the National Academies on the
Trilogy program. Please identify|:]

Response:

a. The specific recommendations that you have implemented;

Enterprise Architecture

Recommendation: The FBI's top leadership, including the Director, must make
the creation and communication of a complete enterprise architecture a top
priority. Status: The FBI Director briefed Congress regarding his commitment
on 3/23/04.

Recommendation: The FBI should seek independent and regular review of its
EA, as it deve