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DEPARTMENTS OF COMMERCE, JUSTICE, AND
STATE, THE JUDICIARY, AND RELATED
AGENCIES APPROPRIATIONS FOR FISCAL
YEAR 2004

THURSDAY, MARCH 6, 2003

U.S. SENATE,
SUBCOMMITTEE OF THE COMMITTEE ON APPROPRIATIONS,
Washington, DC.
The subcommittee met at 9:58 a.m., in room SD-192, Dirksen
Senate Office Building, Hon. Judd Gregg (chairman) presiding.
Present: Senators Gregg, Stevens, Hollings, Leahy, and Kohl.

DEPARTMENT OF STATE
OFFICE OF THE SECRETARY
STATEMENT OF HON. COLIN L. POWELL, SECRETARY OF STATE
OPENING STATEMENT OF SENATOR JUDD GREGG

Senator GREGG. Let me begin by thanking Secretary Powell for
taking the time to appear before the Subcommittee on Commerce,
State, Justice of the Appropriations Committee, which has the ju-
risdiction over the State Department appropriations. I offered the
Secretary the opportunity of taking a pass on this hearing, given
the situation in which we find ourselves right now relative to diplo-
matic activity. But he was still generous enough to be willing to
take some time to come up here, which I do greatly appreciate. And
I know Senator Hollings also appreciates his commitment to the
process, the appropriations process.

We have said to the Secretary that we will get him out of here
on a prompt time frame, certainly no later than 11:30, hopefully
even earlier. So we are going to forego opening statements on our
part, turn to the Secretary and have his opening statement. And
we do have a vote at 10:30. So we may stagger the questioning
here. But then we will go to questions.

Mr. Secretary.

OPENING STATEMENT OF SECRETARY POWELL

Secretary POWELL. Well, thank you very much, Mr. Chairman. It
is a great pleasure to be back before the committee. I do thank you,
also, for giving me a hall pass, if I had needed one today. It is a
busy time for us in the diplomatic community. I will be heading up
to New York this afternoon to work with my colleagues at the
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United Nations. But I really did want to be here because it is also
an important part of my job to make sure that I present to the
Congress our budget request and then appear to testify for that
budget request, because the quality of our diplomacy depends on
whether or not we get the support we need for the wonderful men
and women of the State Department and for the facilities and other
items that we need to make sure we can do our job in the most
effective way.

I do have a prepared statement for the record, which I would
offer, Mr. Chairman. And I would summarize that very briefly.

Senator GREGG. That will be put in the record.

Secretary POWELL. I am pleased to appear before you to testify
in support of the President’s International Affairs Budget for fiscal
year 2004. The funding request for 2004 for the Department of
State, USAID, and other foreign affairs agencies is, overall, $28.5
billion. I have given you a great deal of detail on this request in
my written statement. And I hope you will find it useful, as you
go through your deliberations.

The President’s budget will allow the United States to target se-
curity and economic assistance to sustain key countries supporting
us in the war on terrorism and helping us to stem the proliferation
of weapons of mass destruction. The budget will help us launch the
Millennium Challenge Account, a new partnership generating sup-
port that will go to countries that rule justly, invest in their people,
and encourage economic freedom.

It will also strengthen the United States and global commitment
to fighting HIV/AIDS and alleviating human hardships. It will
allow us to combat illegal drugs in the Andean Region of South
America, as well as bolster democracy in one of that region’s most
important countries, Colombia.

Finally, it will reinforce America’s world-class diplomatic force,
focusing on the people, places, and tools needed to promote our for-
eign policies around the world.

I am particularly proud of that last goal, Mr. Chairman, because,
as you know, for the past 2 years I have concentrated on each as-
pect of my responsibilities, as foreign policy advisor to the Presi-
dent and Chairman and CEO of the Department of State. What
you need in a large organization is to have the very best people
come in and, once they are in, to take care of them.

So we are asking for your full support of our Diplomatic Readi-
ness Initiative. For 2 years, we have been hiring for the first time
in years. We will hire, with this budget request, 399 more profes-
sionals to help the President carry out the Nation’s foreign policy.
This hiring will bring us to the 1,100-plus new Foreign and Civil
Service officers we set out to hire when I first came into the job
2-plus years ago.

I thank this committee and I thank the Congress for the support
that it has provided, not only for our Diplomatic Readiness Initia-
tive, but also for our overall operating accounts over the last sev-
eral years.

Second, I promised to bring state-of-the-art communications ca-
pability to the Department, because people who cannot commu-
nicate rapidly and effectively in today’s globalizing world cannot
carry out our foreign policy. We are doing very well in that regard
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in both unclassified and classified communications capability, in-
cluding desktop access to the Internet for every man and woman
in the Department. We are moving rapidly. We are almost there.
The $157 million budget request before you will put us there.

Finally, with respect to my CEO role, I wanted to sweep the slate
clean and completely revamp the way we construct our Embassies
and other overseas buildings, as well as improve on the manner in
which we secure our men and women who occupy those facilities.
That last task is a long-term, almost never-ending one, particularly
in this time of heightened terrorist activities. But we are well on
the way to implementing both the construction and security tasks
in a better way, in a less expensive way, and in a way that subse-
quent CEOs of the Department can continue and improve upon.

I am very happy at the work we have done in Embassy construc-
tion and security over the past few years under the leadership of
General Williams, who you all have come to know. I need your con-
tinued support for the $1.5 billion for Embassy security and con-
struction and the $646 million in D&CP funding for worldwide se-
curity upgrades.

Mr. Chairman, as the principal foreign policy advisor to the
President, I have budget priorities on that side of my portfolio, as
well. So let me highlight a few of our key foreign policy priorities
before I stop and take your questions.

I might note that one of the successes of our foreign policy was
the Moscow Treaty, which reduced significantly the number of stra-
tegic offensive weapons held by the United States and the Russian
Federation. That treaty is now on the Senate floor. I hope that it
will be acted on promptly. I encourage your support for this treaty.
With a little bit of luck and with my fingers crossed, it might even
be voted on today, when remaining amendments, proposed amend-
ments, have been dealt with.

The fiscal year 2004 budget proposes several initiatives to ad-
vance U.S. national security interests and preserve American lead-
ership. The fiscal year 2004 Foreign Operations budget that funds
programs for the Department of State, USAID, and other foreign
agencies is $18.8 billion. Today, our number one priority is to fight
and win the global war on terrorism. The budget furthers this goal
by providing economic, military, and democracy assistance to key
foreign partners and allies, including $4.7 billion to those countries
that have joined us in the war on terrorism.

Of this amount, the President’s budget provides $657 million for
Afghanistan, $460 million for Jordan, $395 million for Pakistan,
$255 million for Turkey, $136 million for Indonesia, and $87 mil-
lion for the Philippines. In Afghanistan, the funding will be used
to fulfill our commitment to rebuild Afghanistan’s road network. In
addition, it will help establish security in the country through the
creation of a national military, as well as a national police force.
Our assistance will establish broad-based and accountable govern-
ance throughout democratic institutions in Afghanistan by fos-
tering an active civil society.

I am very pleased at what we have been able to do in Afghani-
stan over the last 172 years. Some ask whether the glass is half
empty or half full. Well, there is still a long way to go in Afghani-
stan. But, we should be very proud of what we have been able to
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accomplish. President Karzai was here earlier this week, and we
had good discussions with him.

When you consider we came from nothing, from zero, from noth-
ing, from a ruined country to a country that now has a representa-
tive form of government—they have spoken out for the leader that
they want to have as their president. They are getting ready for an
election next year. A constitution is well underway. Roads are
under construction. Two million refugees have returned. Two mil-
lion people that have been living in other lands, in Iran, in Paki-
stan, have voted with their feet for this new country and for the
leadership that it is under. They are also counting on our full sup-
port to rebuild that country. I think we should be very proud of
what we have done.

I also want to emphasize our efforts to decrease threats posed by
terrorist groups, rogue states, and other nonstate actors with re-
gards to weapons of mass destruction and related technology. To
achieve this goal, we must strengthen partnerships with countries
that share our views in dealing with the threat of terrorism and
in resolving regional conflicts. The fiscal year 2004 budget requests
support for the Nonproliferation and Disarmament Fund. The
budget also increases funding for overseas Export Controls and
Border Security and supports additional funding for Science Cen-
ters and Bio-Chem Redirection Programs.

Funding increases requested for these programs will help us pre-
vent weapons of mass destruction from falling into the hands of
terrorist groups or states by preventing their movement across bor-
ders and destroying or safeguarding known quantities of weapons
or source material.

The fiscal year 2004 budget also promotes international peace
and prosperity by launching the most innovative approach to for-
eign assistance in more than 40 years. The new Millennium Chal-
lenge Account, an independent Government corporation funded at
$1.3 billion, will redefine development aid. As President Bush told
African leaders meeting in Mauritius earlier this year, this aid will
go to those nations that encourage economic freedom, root out cor-
ruption, put in place the rule of law, respect the rights of their peo-
ple, and have made a firm commitment to democracy.

Moreover, the President’s budget request offers hope and a help-
ing hand to countries facing health catastrophes, poverty and de-
spair, and humanitarian disasters. The budget includes more than
$1 billion to meet the needs of refugees and internally displaced
peoples.

The fiscal year 2004 budget also provides more than $1.3 billion
to combat the global HIV/AIDS epidemic, the worst crisis facing
this world. The President’s total budget for HIV/AIDS is over $2
billion, which includes the first year’s funding for the new emer-
gency plan for HIV/AIDS relief announced by the President in his
State of the Union address. This funding will target 14 of the hard-
est hit countries, especially in Africa and the Caribbean.

The budget also includes almost $500 million for Colombia. This
funding will support Colombian President Uribe’s unified campaign
against terrorists and the drug trade that fuels their activities. The
aim is to secure democracy, extend security, and restore economic
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prosperity to Colombia, and prevent the narco-terrorists from
spreading instability to the broader Andean Region.

Accomplishing these goals requires more than simply funding for
Colombia. Therefore, our total Andean Counterdrug Initiative is
$731 million. Critical components of this effort include resumption
of the Airbridge Denial Program to stop internal and cross-border
aerial trafficking in illicit drugs, stepped up eradication and alter-
native development efforts, and technical assistance to strengthen
Colombia’s police and judicial institutions.

Mr. Chairman, members of the committee, to advance America’s
interests around the world, we need the dollars in the President’s
budget for fiscal year 2004. We need the dollars under both of my
hats, as principal foreign policy advisor to the President, as well as
CEO of the Department of State.

PREPARED STATEMENT

With that, Mr. Chairman, I will stop and be as responsive as I
can to your questions.
[The statement follows:]

PREPARED STATEMENT OF COLIN L. POWELL

Mr. Chairman, members of the subcommittee, I am pleased to appear before you
to testify in support of the President’s International Affairs Budget for fiscal year
2004. Funding requested for fiscal year 2004 for the Department of State, USAID,
and other foreign affairs agencies is $28.5 billion.

The President’s Budget will allow the United States to:

—Target security and economic assistance to sustain key countries supporting us
in the war on terrorism and helping us to stem the proliferation of weapons of
mass destruction;

—Launch the Millennium Challenge Account—a new partnership generating sup-
tQortdto countries that rule justly, invest in their people, and encourage economic
reedom,;

—Strengthen the U.S. and global commitment to fighting HIV/AIDS and alle-
viating humanitarian hardships;

—Combat illegal drugs in the Andean Region of South America, as well as bolster
democracy in one of that region’s most important countries, Colombia; and

—Reinforce America’s world-class diplomatic force, focusing on the people, places,
and tools needed to promote our foreign policies around the world.

I am particularly proud of the last bullet, Mr. Chairman, because for the past two
years I have concentrated on each of my jobs—primary foreign policy advisor to the
President and Chief Executive Officer of the State Department.

Under my CEO hat, we have been reinforcing our diplomatic force for two years
and we will continue in fiscal year 2004. We will hire 399 more professionals to help
the President carry out the nation’s foreign policy. This hiring will bring us to the
1,100-plus new foreign and civil service officers we set out to hire over the first
three years to bring the Department’s personnel back in line with its diplomatic
workload. Moreover, completion of these hires will allow us the flexibility to train
and educate all of our officers as they should be trained and educated. So I am
proud of that accomplishment and want to thank you for helping me bring it about.

In addition, I promised to bring state-of-the-art communications capability to the
Department—because people who can’t communicate rapidly and effectively in to-
day’s globalizing world can’t carry out our foreign policy. We are approaching our
goal in that regard as well.

In both unclassified and classified communications capability, including desk-top
access to the Internet for every man and woman at State, we are there by the end
of 2003. The budget before you will sustain these gains and continue our informa-
tion technology modernization effort. Finally, with respect to my CEO role, I wanted
to sweep the slate clean and completely revamp the way we construct our embassies
and other overseas buildings, as well as improve the way we secure our men and
women who occupy them. As you well know, that last task is a long-term, almost
never-ending one, particularly in this time of heightened terrorist activities. But we
are well on the way to implementing both the construction and the security tasks
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in a better way, in a less expensive way, and in a way that subsequent CEOs can
continue and improve on.

Mr. Chairman, since this subcommittee’s oversight responsibilities are primarily
concerned with my CEO hat, let me give you key details with respect to these three
main priorities, as well as tell you about other initiatives under my CEO hat:

THE CEO RESPONSIBILITIES: STATE DEPARTMENT AND RELATED AGENCIES

The President’s fiscal year 2004 discretionary request for the Department of State
and Related Agencies is $8.497 billion. The requested funding will allow us to:

—Continue 1nitiatives to recruit, hire, train, and deploy the right work force. The
budget request includes $97 million to complete the Diplomatic Readiness Ini-
tiative by hiring 399 additional foreign affairs professionals. Foreign policy is
carried out through our people, and rebuilding America’s diplomatic readiness
in staffing will ensure that the Department can respond to crises and emerging
foreign policy priorities. This is the third year of funding for this initiative,
which will provide a total of 1,158 new staff for the Department of State.

—Continue to put information technology in the service of diplomacy. The budget
request includes $157 million to sustain the investments made over the last two
years to provide classified connectivity to every post that requires it and to ex-
pand desktop access to the Internet for State Department employees. Combined
with $114 million in estimated Expedited Passport Fees, a total of $271 million
will be available for information technology investments, including beginning a
major initiative—SMART—that will overhaul the outdated systems for cables,
messaging, information sharing, and document archiving.

—Continue to upgrade and enhance our security worldwide. The budget request
includes $646.7 million for programs to enhance the security of our diplomatic
facilities and personnel serving abroad and for hiring 85 additional security and
support professionals to sustain the Department’s Worldwide Security Upgrades
program.

—Continue to upgrade the security of our overseas facilities. The budget request
includes $1.514 billion to fund major security-related construction projects and
address the major physical security and rehabilitation needs of embassies and
consulates around the world. The request includes $761.4 million for construc-
tion of secure embassy compounds in seven countries and $128.3 million for con-
struction of a new embassy building in Berlin.

—The budget also supports management improvements to the overseas buildings
program and the Overseas Building Operations (OBO) long-range plan. The
budget proposes a Capital Security Cost Sharing Program that allocates the
capital costs of new overseas facilities to all U.S. Government agencies on the
basis of the number of their authorized overseas positions. This program will
serve two vital purposes: (1) to accelerate construction of new embassy com-
pounds and (2) to encourage Federal agencies to evaluate their overseas posi-
tions more carefully. In doing so, it will further the President’s Management
Agenda initiative to rightsize the official American presence abroad. The modest
surcharge to the cost of stationing an American employee overseas will not un-
dermine vital overseas work, but it will encourage more efficient management
of personnel and taxpayer funds.

—Continue to enhance the Border Security Program. The budget request includes
$736 million in Machine Readable Visa (MRV) fee revenues for continuous im-
provements in consular systems, processes, and programs in order to protect
U.S. borders against the illegal entry of individuals who would do us harm.

—DMeet our obligations to international organizations. Fulfilling U.S. commitments
is vital to building coalitions and gaining support for U.S. interests and policies
in the war against terrorism and the spread of weapons of mass destruction.
The budget request includes $1 billion to fund U.S. assessments to 44 inter-
national organizations, including $71.4 million to support renewed U.S. mem-
bership in the United Nations Educational, Scientific, and Cultural Organiza-
tion (UNESCO).

—Support obligations to international peacekeeping activities. The budget request
includes $550.2 million to pay projected U.N. peacekeeping assessments. These
peacekeeping activities ensure continued American leadership in shaping the
international community’s response to developments that threaten international
peace and stability.

Continue to eliminate support for terrorists and thus deny them safe haven
through our ongoing public diplomacy activities, our educational and cultural ex-
change programs, and international broadcasting. The budget request includes
$296.9 million for public diplomacy, including information and cultural programs
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carried out by overseas missions and supported by public diplomacy personnel in
our regional and functional bureaus. These resources are used to engage, inform,
and influence foreign publics and broaden dialogue between American citizens and
institutions and their counterparts abroad.

The budget request also includes $345.3 million for educational and cultural ex-
change programs that build mutual understanding and develop friendly relations
between America and the peoples of the world. These activities establish the trust,
confidence, and international cooperation with other countries that sustain and ad-
vance the full range of American national interests.

The budget request includes $100 million for education and cultural exchanges for
States of the Former Soviet Union and Central and Eastern Europe, which were
previously funded under the FREEDOM Support Act and Support for East Euro-
pean Democracy (SEED) accounts.

As a member of the Broadcasting Board of Governors, I want to take this oppor-
tunity to highlight to you the BBG’s pending budget request for $563.5 million.
Funding will advance international broadcasting efforts to support the war on ter-
rorism, including initiation of the Middle East Television Network.

Mr. Chairman, I know that your committee staff will go over this statement with
g ﬁ}rlle-tooth comb and I know too that they prefer an account-by-account laydown.

o here it is:

Diplomatic and Consular Programs (D&CP)

The fiscal year 2004 request for D&CP, the State Department’s chief operating
account, totals $4.164 billion.

D&CP supports the diplomatic activities and programs that constitute the first
line of offense against threats to the security and prosperity of the American people.
Together with Machine Readable Visa and other fees, the account funds the oper-
ating expenses and infrastructure necessary for carrying out U.S. foreign policy in
more than 260 locations around the world.

The fiscal year 2004 D&CP request provides $3.517 billion for ongoing oper-
ations—a net increase of $269 million over the fiscal year 2003 level. Increased
funding will enable the State Department to advance national interests effectively
through improved diplomatic readiness, particularly in human resources.

The request completes the Department’s three-year Diplomatic Readiness Initia-
tive to put the right people with the right skills in the right place at the right time.
New D&CP funding in fiscal year 2004 of $97 million will allow the addition of 399
professionals, providing a total of 1,158 new staff from fiscal year 2002 through fis-
cal year 2004.

The fiscal year 2004 D&CP request also provides $646.7 million for Worldwide Se-
curity Upgrades—an increase of $97.3 million over last year. This total includes
$504.6 million to continue worldwide security programs for guard protection, phys-
ical security equipment and technical support, information and system security, and
security personnel and training. It also includes $43.4 million to expand the perim-
eter security enhancement program for 232 posts and $98.7 million for improve-
ments in domestic and overseas protection programs, including 85 additional agents
and other security professionals.

Capital Investment Fund (CIF)

The fiscal year 2004 request provides $157 million for the CIF to assure that the
investments made in fiscal year 2002 and fiscal year 2003 keep pace with increased
demand from users for functionality and speed.

Requested funding includes $15 million for the State Messaging and Archive Re-
trieval Toolset (SMART). The SMART initiative will replace outdated systems for
cables and messages with a unified system that adds information sharing and docu-
ment archiving.

Embassy Security, Construction, and Maintenance (ESCM)

The fiscal year 2004 request for ESCM is $1.514 billion. This total—an increase
of $259.1 million over the fiscal year 2003 level—reflects the Administration’s con-
tinuing commitment to protect U.S. Government personnel serving abroad, improve
the security posture of facilities overseas, and address serious deficiencies in the
State Department’s overseas infrastructure.

For the ongoing ESCM budget, the Administration is requesting $524.7 million.
This budget includes maintenance and repairs at overseas posts, facility rehabilita-
tion projects, construction security, renovation of the Harry S Truman Building, all
activities associated with leasing overseas properties, and management of the over-
seas buildings program.

For Worldwide Security Construction, the Administration is requesting $761.4
million for the next tranche of security-driven construction projects to replace high-
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risk facilities. Funding will support the construction of secure embassies in seven
countries—Algeria, Burma, Ghana, Indonesia, Panama, Serbia, and Togo. In addi-
tion, the requested funding will provide new on-compound buildings for USAID in
Ghana, Jamaica, and Nigeria.

The ESCM request includes $100 million to strengthen compound security at vul-
nerable posts.

The request also includes $128.3 million to construct the new U.S. embassy build-
ing in Berlin.

Educational and Cultural Exchange Programs (ECE)

The fiscal year 2004 request of $345.3 million for ECE maintains funding for ex-
changes at the fiscal year 2003 level of $244 million and adds $100 million for
projects for Eastern Europe and the States of the Former Soviet Union previously
funded from Foreign Operations appropriations.

Authorized by the Mutual Educational and Cultural Exchange Act of 1961 (Ful-
bright-Hays Act), as amended, exchanges are strategic activities that build mutual
understanding and develop friendly relations between the United States and other
countries. They establish the trust, confidence, and international cooperation nec-
essary to sustain and advance the full range of U.S. national interests.

The request provides $141 million for Academic Programs. These include the J.
William Fulbright Educational Exchange Program for exchange of students, schol-
ars, and teachers and the Hubert H. Humphrey Fellowship Program for academic
study and internships in the United States for mid-career professionals from devel-
oping countries.

The request also provides $73 million for Professional and Cultural Exchanges.
These include the International Visitor Program, which supports travel to the
United States by current and emerging leaders to obtain firsthand knowledge of
American politics and values, and the Citizen Exchange Program, which partners
with U.S. non-profit organizations to support professional, cultural, and grassroots
community exchanges.

This request provides $100 million for exchanges funded in the past from the
FREEDOM Support Act (FSA) and Support for East European Democracy (SEED)
accounts.

This request also provides $31 million for exchanges support. This is a straight-
line projection of the fiscal year 2003 level.

Contributions to International Organizations (CIO)

The fiscal year 2004 request for CIO of $1.010 billion provides funding for U.S.
assessed contributions, consistent with U.S. statutory restrictions, to 44 inter-
national organizations to further U.S. economic, political, social, and cultural inter-
ests.

The request recognizes U.S. international obligations and reflects the President’s
commitment to maintain the financial stability of the United Nations and other
international organizations that include the World Health Organization, the North
Atlantic Treaty Organization, the International Atomic Energy Agency, and the Or-
ganization for Economic Cooperation and Development.

The budget request provides $71.4 million to support renewed U.S. membership
in the United Nations Educational, Scientific, and Cultural Organization
(UNESCO). UNESCO contributes to peace and security in the world by promoting
collaboration among nations through education, science, culture and communication
and by furthering intercultural understanding and universal respect for justice, rule
of law, human rights, and fundamental freedoms, notably a free press.

Membership in international organizations benefits the United States by building
coalitions and pursuing multilateral programs that advance U.S. interests. These in-
clude promoting economic growth through market economies; settling disputes
peacefully; encouraging non-proliferation, nuclear safeguards, arms control, and dis-
armament; adopting international standards to facilitate international trade, tele-
communications, transportation, environmental protection, and scientific exchange;
and strengthening international cooperation in agriculture and health.

Contributions for International Peacekeeping Activities (CIPA)

The administration is requesting $550.2 million for CIPA in fiscal year 2004. This
funding level will allow the United States to pay its share of assessed U.N. peace-
keeping budgets, fulfilling U.S. commitments and avoiding increased U.N. arrears.

The U.N. peacekeeping appropriation serves U.S. interests in Europe, Africa and
the Middle East, where U.N. peacekeeping missions assist in ending conflicts, re-
storing peace and strengthening regional stability.
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U.N. peacekeeping missions leverage U.S. political, military and financial assets
through the authority of the U.N. Security Council and the participation of other
states that provide funds and peacekeepers for conflicts around the world.

Broadcasting Board of Governors (BBG)

The fiscal year 2004 budget request for the BBG totals $563.5 million.

The overall request provides $525.2 million for U.S. Government non-military
international broadcasting operations through the International Broadcasting Oper-
ations (IBO) account. This account funds operations of the Voice of America (VOA),
Radio Free Europe/Radio Liberty (RFE/RL), Radio Free Asia (RFA), and all related
program delivery and support activities.

The IBO request includes funding to advance broadcasting efforts related to the
war on terrorism. The request includes $30 million to initiate the Middle East Tele-
vision Network—a new Arabic-language satellite TV network that, once operational,
will have the potential to reach vast audiences in the Middle East. The request also
includes funding to double VOA Indonesian radio programming, significantly in-
c1f:f(?ase television programming in Indonesia, and expand BBG audience development
efforts.

The IBO request reflects the shifting of priorities away from the predominantly
Cold War focus on Central and Eastern Europe to broadcasting in the Middle East
and Central Asia. Funds are being redirected to programs in these regions through
the elimination of broadcasting to countries in the former Eastern Bloc that have
demonstrated significant advances in democracy and press freedoms and are new
or soon-to-be NATO and European Union Members.

The IBO request also reflects anticipated efficiencies that achieve a five-percent
reduction in funding for administration and management in fiscal year 2004.

The fiscal year 2004 request also provides $26.9 million through Broadcasting to
Cuba (OCB) for continuing Radio Marti and TV Marti operations, including salary
and inflation increases, to support current schedules.

The fiscal year 2004 request further provides $11.4 million for Broadcasting Cap-
ital Improvements to maintain the BBG’s worldwide transmission network. The re-
quest includes $2.9 million to maintain and improve security of U.S. broadcasting
transmission facilities overseas.

That finishes the State and Related Agencies part of the President’s Budget. But
before I stop and take your questions, let me give you an overview of the rest of
our budget for fiscal year 2004, the Foreign Affairs part. You are all members of
the larger Appropriations Committee and, in that capacity, I hope that you will
strongly support this part of our budget also.

FOREIGN POLICY ADVISOR RESPONSIBILITIES: FUNDING AMERICA’S DIPLOMACY AROUND
THE WORLD

The fiscal year 2004 budget proposes several initiatives to advance U.S. national
security interests and preserve American leadership. The fiscal year 2004 Foreign
Operations budget that funds programs for the Department of State, USAID and
other foreign affairs agencies is $18.8 billion. Today, our number one priority is to
fight and win the global war on terrorism. The budget furthers this goal by pro-
viding economic, military, and democracy assistance to key foreign partners and al-
lies, including $4.7 billion to countries that have joined us in the war on terrorism.

The budget also promotes international peace and prosperity by launching the
most innovative approach to U.S. foreign assistance in more than forty years. The
new Millennium Challenge Account (MCA), an independent government corporation
funded at $1.3 billion will redefine “aid”. As President Bush told African leaders
meeting in Mauritius recently, this aid will go to “nations that encourage economic
freedom, root out corruption, and respect the rights of their people.”

Moreover, this budget offers hope and a helping hand to countries facing health
catastrophes, poverty and despair, and humanitarian disasters. It provides $1.345
billion to combat the global HIV/AIDS epidemic, more than $1 billion to meet the
needs of refugees and internally displaced peoples, $200 million in emergency food
assistance to support dire famine needs, and $100 million for an emerging crises
fund to allow swift responses to complex foreign crises. Mr. Chairman, let me give
you some details.

The United States is successfully prosecuting the global war on terrorism on a
number of fronts. We are providing extensive assistance to states on the front lines
of the anti-terror struggle. Working with our international partners bilaterally and
through multilateral organizations, we have frozen more than $110 million in ter-
rorist assets, launched new initiatives to secure global networks of commerce and
communication, and significantly increased the cooperation of our law enforcement
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and intelligence communities. Afghanistan is no longer a haven for al-Qaeda. We
are now working with the Afghan Authority, other governments, international orga-
nizations, and NGOs to rebuild Afghanistan. Around the world we are combating
the unholy alliance of drug traffickers and terrorists who threaten the internal sta-
bility of countries. We are leading the international effort to prevent weapons of
mass destruction from falling into the hands of those who would do harm to us and
others. At the same time, we are rejuvenating and expanding our public diplomacy
efforts worldwide.

Assistance to Frontline States

The fiscal year 2004 International Affairs budget provides approximately $4.7 bil-
lion in assistance to the Frontline States, which have joined with us in the war on
terrorism. This funding will provide crucial assistance to enable these countries to
striengthen their economies, internal counter-terrorism capabilities and border con-
trols.

Of this amount, the President’s Budget provides $657 million for Afghanistan,
$460 million for Jordan, $395 million for Pakistan, $255 million for Turkey, $136
million for Indonesia, and $87 million for the Philippines. In Afghanistan, the fund-
ing will be used to fulfill our commitment to rebuild Afghanistan’s road network;
establish security through a national military and national police force, including
counter-terrorism and counter-narcotics components; establish broad-based and ac-
countable governance through democratic institutions and an active civil society; en-
sure a peace dividend for the Afghan people through economic reconstruction; and
provide humanitarian assistance to sustain returning refugees and displaced per-
sons. United States assistance will continue to be coordinated with the Afghan gov-
ernment, the United Nations, and other international donors.

The State Department’s Anti-Terrorism Assistance (ATA) program will continue
to provide frontline states a full complement of training courses, such as a course
on how to conduct a post-terrorist attack investigation or how to respond to a WMD
event. The budget will also fund additional equipment grants to sustain the skills
and capabilities acquired in the ATA courses. It will support as well in-country
training programs in Afghanistan, Pakistan, and Indonesia.

Central Asia and Freedom Support Act Nations

In fiscal year 2004, over $157 million in Freedom Support Act (FSA) funding will
go to assistance programs in the Central Asian states. The fiscal year 2004 budget
continues to focus FSA funds to programs in Uzbekistan, Kyrgyzstan and
Tajikistan, recognizing that Central Asia is of strategic importance to U.S. foreign
policy objectives. The fiscal year 2004 assistance level for Uzbekistan, Kyrgyzstan
and Tajikistan is 30 percent above 2003. Assistance to these countries has almost
doubled from pre-September 11th levels. These funds will support civil society devel-
opment, small business promotion, conflict reduction, and economic reform in the re-
gion. These efforts are designed to promote economic development and strengthen
the rule of law in order to reduce the appeal of extremist movements and stem the
flow of illegal drugs that finance terrorist activities.

Funding levels and country distributions for the FSA nations reflect shifting prior-
ities in the region. For example, after more than 10 years of high levels of assist-
ance, it is time to begin the process of graduating countries in this region from eco-
nomic assistance, as we have done with countries in Eastern Europe that have
made sufficient progress in the transition to market-based democracies. U.S. eco-
nomic assistance to Russia and Ukraine will begin phasing down in fiscal year 2004,
a decrease of 32 percent from 2003, moving these countries towards graduation.

Combating Illegal Drugs and Stemming Narco-terrorism

The President’s request for $731 million for the Andean Counterdrug Initiative in-
cludes $463 million for Colombia. An additional $110 million in military assistance
to Colombia will support Colombian President Uribe’s unified campaign against ter-
rorists and the drug trade that fuels their activities. The aim is to secure democ-
racy, extend security, and restore economic prosperity to Colombia and prevent the
narco-terrorists from spreading instability to the broader Andean region. Critical
components of this effort include resumption of the Airbridge Denial program to
stop internal and cross-border aerial trafficking in illicit drugs, stepped up eradi-
cation and alternative development efforts, and technical assistance to strengthen
Colombia’s police and judicial institutions.

Halting Access of Rogue States and Terrorists to Weapons of Mass Destruction

Decreasing the threats posed by terrorist groups, rogue states, and other non-
state actors requires halting the spread of weapons of mass destruction (WMD) and
related technology. To achieve this goal, we must strengthen partnerships with
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countries that share our views in dealing with the threat of terrorism and resolving
regional conflicts.

The fiscal year 2004 budget requests $35 million for the Nonproliferation and Dis-
armament Fund (NDF), more than double the fiscal year 2003 request, increases
funding for overseas Export Controls and Border Security (EXBS) to $40 million,
and supports additional funding for Science Centers and Bio-Chem Redirection Pro-
grams.

Funding increases requested for the NDF and EXBS programs seek to prevent
weapons of mass destruction from falling into the hands of terrorist groups or states
by preventing their movement across borders and destroying or safeguarding known
quantities of weapons or source material. The Science Centers and Bio-Chem Redi-
rection programs support the same goals by engaging former Soviet weapons sci-
entists and engineers in peaceful scientific activities, providing them an alternative
to marketing their skills to states or groups of concern.

Millennium Challenge Account

The fiscal year 2004 Budget request of $1.3 billion for the new Millennium Chal-
lenge Account (MCA) as a government corporation fulfills the President’s March
2002 pledge to create a new bilateral assistance program, markedly different from
existing models. This budget is a huge step towards the President’s commitment of
$5 billion in annual funding for the MCA by 2006, a 50 percent increase in core
development assistance.

The MCA supplement U.S. commitments to humanitarian assistance and existing
development aid programs funded and implemented by USAID. It will assist devel-
oping countries that make sound policy decisions and demonstrate solid performance
on economic growth and reducing poverty.

—MCA funds will go only to selected developing countries that demonstrate a

commitment to sound policies—based on clear, concrete and objective criteria.
To become eligible for MCA resources, countries must demonstrate their com-
mitment to economic opportunity, investing in people, and good governance.

—Resources will be available through agreements with recipient countries that

specify a limited number of clear measurable goals, activities, and benchmarks,
and financial accountability standards.

The MCA will be administered by a new government corporation designed to sup-
port innovative strategies and to ensure accountability for measurable results. The
corporation will be supervised by a Board of Directors composed of Cabinet level of-
ficials and chaired by the Secretary of State. Personnel will be drawn from a variety
of government agencies and non-government institutions and serve limited-term ap-
pointments.

In fiscal year 2004, countries eligible to borrow from the International Develop-
ment Association (IDA), and which have per capita incomes below $1,435, (the his-
torical IDA cutoff) will be considered. In 2005, all countries with incomes below
$1,435 will be considered. In 2006, all countries with incomes up to $2,975 (the cur-
rent World Bank cutoff for lower middle income countries) will be eligible.

The selection process will use 16 indicators to assess national performance—these
indicators being relative to governing justly, investing in people, and encouraging
economic freedom. These indicators were chosen because of the quality and objec-
tivity of their data, country coverage, public availability, and correlation with
growth and poverty reduction. The results of a review of the indicators will be used
by the MCA Board of Directors to make a final recommendation to the President
on a list of MCA countries.

The U.S.-Middle East Partnership Initiative

The President’s Budget includes $145 million for the Middle East Partnership Ini-
tiative (MEPI). This initiative gives us a framework and funding for working with
the Arab world to expand educational and economic opportunities, empower women,
and strengthen civil society and the rule of law. The peoples and governments of
the Middle East face daunting human challenges. Their economies are stagnant and
unable to provide jobs for millions of young people entering the workplace each year.
Too many of their governments appear closed and unresponsive to the needs of their
citizens. And their schools are not equipping students to succeed in today’s
globalizing world. With the programs of the MEPI, we will work with Arab govern-
ments, groups, and individuals to bridge the jobs gap with economic reform, busi-
ness investment, and private sector development; close the freedom gap with
projects to strengthen civil society, expand political participation, and lift the voices
of women; and bridge the knowledge gap with better schools and more opportunities
for higher education. The U.S.-Middle East Partnership Initiative is an investment
in a more stable, peaceful, prosperous, and democratic Arab world.
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Fighting the Global AIDS Pandemic

The fiscal year 2004 budget continues the Administration’s commitment to combat
HIV/AIDS and to help bring care and treatment to infected people overseas. The
HIV/AIDS pandemic has killed 23 million of the 63 million people it has infected
to date, and left 14 million orphans worldwide. President Bush has made fighting
this pandemic a priority of U.S. foreign policy.

The President believes the global community can—and must—do more to halt the
advance of the pandemic, and that the United States should lead by example. Thus,
the President’s fiscal year 2004 budget request signals a further, massive increase
in resources to combat the HIV/AIDs pandemic. As described in the State of the
Union, the President is committing to provide a total of $15 billion over the next
five years to turn the tide in the war on HIV/AIDs, beginning with $2.0 billion in
the fiscal year 2004 budget request and rising thereafter. These funds will be tar-
geted on the hardest hit countries, especially Africa and the Caribbean with the ob-
jective of achieving dramatic on-the-ground results. This new dramatic commitment
is reflected in the Administration’s $2.0 billion fiscal year 2004 budget request,
which includes:

—State Department—$450 million;

—USAID—$895 million, including $100 million for the Global Fund and $150 mil-

lion for the International Mother & Child HIV Prevention; and

—HHS/CDC/NIH—$690 million, including $100 million for the Global Fund and

$150 million for the International Mother & Child HIV Prevention.

In order to ensure accountability for results, the President has asked me to estab-
lish at State a new Special Coordinator for International HIV/AIDS Assistance. The
Special Coordinator will work for me and be responsible for coordinating all inter-
national HIV/AIDS programs and efforts of the agencies that implement them.

Hunger, Famine, and Other Emergencies

Food Aid.—Historically the United States has been the largest donor of assistance
for victims of protracted and emergency food crises. In 2003, discretionary funding
for food aid increased from $864 million to $1.19 billion. That level will be enhanced
significantly in 2004 with two new initiatives: a Famine Fund and an emerging cri-
ses fund to address complex emergencies.

—Famine Fund.—The fiscal year 2004 budget includes a new $200 million fund
with flexible authorities to provide emergency food, grants or support to meet
dire needs on a case-by-case basis. This commitment reflects more than a 15
percent increase in U.S. food assistance.

—FEmerging Crises Fund.—The budget also requests $100 million for a new ac-
count that will allow the Administration to respond swiftly and effectively to
prevent or resolve unforeseen complex foreign crises. This account will provide
a mechanism for the President to support actions to advance American inter-
ests, including to prevent or respond to foreign territorial disputes, armed eth-
nic and civil conflicts that pose threats to regional and international peace and
acts of ethnic cleansing, mass killing and genocide.

SUMMARY

Mr. Chairman, members of the committee, to advance America’s interests around
the world we need the dollars in the President’s Budget for fiscal year 2004. We
need the dollars under both of my hats—CEO and principal foreign policy advisor.
The times we live in are troubled to be sure, but I believe there is every bit as much
opportunity in the days ahead as there is danger. American leadership is essential
to dealing with both the danger and the opportunity. With regard to the Depart-
ment of State, the President’s fiscal year 2004 budget is crucial to the exercise of
that leadership.

Thank you and I will be pleased to answer your questions.

REMARKS OF SENATOR GREGG

Senator GREGG. Thank you, Mr. Secretary, for that statement.

Let me begin by saying that we have enjoyed working with you
and your Department. I know that Senator Hollings, who I suc-
ceeded as chair here, has aggressively pursued many of the initia-
tives which you have outlined in his original remarks. And I intend
to continue Senator Hollings’ processes there, initiatives in the
area, for example, of gearing up the Diplomatic Corps. We will cer-
tainly be funding that.
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One of my other concerns is the Consular Affairs area. We have
to not only gear up and give the Consular Affairs folks status, but
we also have to give them decent working places, so that when peo-
ple come into our Embassies, they feel comfortable and not as
though they are being treated as second class individuals. They
should have a nice atmosphere. And I think that this will help the
visa process, also.

And I also am concerned about protecting our people overseas,
not only the Foreign Service Officers and Consular Affairs folks,
but their families, especially at places where they naturally con-
gregate, such as American schools. As you know, we put $15 mil-
lion into the budget to address that. And we are looking for other
ideas that the Department may have in that area specifically.

I want to congratulate General Williams for his efforts. I believe
that after a number of years of out-of-control costs, driven in large
part by a need to respond to very serious security issues at our Em-
bassies, the issue is being aggressively and effectively addressed by
General Williams.

I would say this, however: I am concerned that we are building
fortresses that have no architectural identity with the communities
that they are in. And I hope that in obtaining security that we will
not leave behind the importance of having American presence that
does not look like a fortress, that our buildings start to take on
some architectural identity with the countries that they are in. I
think I would like to get into that issue, but not at this time.

What I would like to address now is a couple more larger issues
which are current to the period. Let me read you a couple quotes
from Osama bin Laden. In a Time magazine article on the issue
of weapons of mass destruction, Osama bin Laden stated, “Acquir-
ing weapons for the defense of Muslims is a religious duty. If I
have indeed acquired these weapons, then I thank God for enabling
me to do so. And if I seek to acquire these weapons, I am carrying
out a duty. It would be a sin for Muslims not to try to possess
fveapons that would prevent infidels from inflicting harm on Mus-
ims.”

He went on to say in another quote, “We, with Allah’s help, call
on every Muslim who believes in Allah and wishes to be rewarded
to comply with Allah’s orders to kill the Americans and to plunder
their money wherever and whenever they find it. The ruling to kill
the Americans and their allies, civilians and military, is an indi-
vidual duty of every Muslim who can do it in any country which
it is possible to do it in.”

What, today, is to stop Saddam Hussein from delivering to this
criminal individual, who has already participated in the murder of
thousands of Americans, those weapons of mass destruction?

SADDAM HUSSEIN AND WEAPONS

Secretary POWELL. Nothing is prepared to stop him today, if he
chooses to do so. We want to take away his option of doing so by
disarming the Iraqi regime and Saddam Hussein. The chilling
words you just read, Mr. Chairman, are from somebody who is
committed to strike us again and again and again; let there be no
doubt about it, he will use airplanes filled with fuel. He will use
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car bombs. As he said in those quotations, if he had weapons of
mass destruction, he would use them.

Should there be a doubt in anyone’s mind that if Osama bin
Laden or other terrorists like Osama bin Laden had access to
chemical or biological or nuclear weapons, they would use them? If
there was a doubt in anyone’s mind, that doubt should have been
erased on 9/11. That is why after 9/11 we realized the nature of the
conflict we were now in. We had to deal with the Taliban in Af-
ghanistan. We had to break up al-Qaeda. You saw the recent arrest
over the weekend of the gentleman who was the brains of the orga-
nization that struck us on 9/11. We have to go after not only these
individuals, but also the potential sources of their weaponry.

That is why we redoubled our effort in making it clear to the
United Nations that we could no longer allow its resolutions to be
ignored with respect to Iraq, a known developer of weapons of mass
destruction. That is why the moment we find ourselves in now is
a critical moment, where we are being tested and where the Secu-
rity Council, the United Nations, and the international community
are being tested. Are we going to allow an individual, such as Sad-
dam Hussein, to continue to develop these weapons of mass de-
struction or deceive us into believing that he is not, when we know
he is, because it is too hard to face the consequences of dealing
with the truth, and face a situation some years from now when
Osama bin Laden has accomplished the goal he laid out in those
statements, and he has such a weapon, and he got it from Iraq?

We must go after these countries, these rogue nations, that pro-
liferate and are led by leaders who would strike us and who have
shown in the past they will strike their own neighbors, strike their
own people, do anything to stay in power and pursue their own
agenda. That is the argument I will be taking to the United Na-
tions this afternoon. This is the time to deal with this kind of
threat, not after we have seen thousands of people die as a result
of the use of one of these horrible weapons. We cannot allow our-
selves to be deterred by false claims that “It is all okay. He is com-
plying,” when he is not complying but merely deceiving the inter-
national community and trying to keep us from doing what we said
we would be prepared to do last October—excuse me—November,
when we passed Resolution 1441.

Senator GREGG. Thank you. And I want to congratulate you and
the President for pursuing that policy, because I think it should be
obvious to all people, whether we wish to admit it or not, that we
are dealing with a fundamentally evil individual, not only in Sad-
dam Hussein, but in Osama bin Laden, obviously, and that the coa-
lescence or the convergence of those two forces represents a clear,
present, and immediate threat to the United States.

My time is up, and I yield to the ranking member.

VICTORY IN IRAQ

Senator HOLLINGS. Mr. Secretary, I support you, support your
budget. I have some questions about Colombia and General Wil-
liams, the Embassy there at Berlin.

This cost sharing proposal and the funding request for USAID
buildings—the Foreign Operations Subcommittee ranking member
Senator Leahy will be back momentarily—but I cannot get any
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money back from him. So we have opposed our State Department
budget funding buildings under another subcommittees’ jurisdic-
tion.

Having said that, I am reading here, I am listening to our Presi-
dent before the American Enterprise Institute, of a regime change.
I am hearing you yesterday afternoon. And then I am reading yes-
terday morning, and I quote, “General Meyers also said disarming
Iraq would define victory, not capturing or killing President Sad-
dam Hussein.” Is General Meyers correct?

Secretary POWELL. All of the statements that you made reference
to and the positions you made reference to are correct.

Senator HOLLINGS. Well, that means then you believe we have to
remove Saddam Hussein, is that not right?

Secretary POWELL. Well, in 1998, the previous administration
and the Congress believed that the only way——

Senator HOLLINGS. I am not questioning that.

Secretary POWELL. No, no. I just need

Senator HOLLINGS. I have read

Secretary POWELL. Yes, I am going to come to our position. But
the Congress and the administration at that time, in the face of the
intransigence of Saddam Hussein, his unwillingness to disarm as
a result of previous U.N. resolutions, made a judgment that we
could not solve this problem with that regime in place. So regime
change in 1998 became the policy of President Clinton’s adminis-
tration. It was to some extent, I think to a large extent, endorsed
by the Congress in laws that were passed at that time.

When we came into office, we worked to see if there was some
other way of disarming Saddam Hussein. We modified and
strengthened the sanctions policies, so that it was not hurting the
Iraqi people. We worked with our friends and allies to see if there
was some way to disarm him. We finally got to the point where
Resolution 1441 was passed. Resolution 1441 passed unanimously.
It has as its goal the disarmament of Iraq.

However, what we have seen since 1441 was passed is that Sad-
dam Hussein has still not made that strategic choice to disarm and
allow the inspectors to verify that he is disarming. So we are reach-
ing the point that was reached by others in 1998, such that it ap-
pears the only way perhaps to get him to disarm is to remove the
regime and disarm that nation of its weapons of mass destruction.

But even at this late date, it is possible to find a peaceful solu-
tion, if Saddam Hussein and the Iraqi regime would do what it has
been asked to do by the international community for all these
many years. But we do not take off the table, of course, the option
of forcible removal of the regime. We have a large number of Amer-
ican troops that are assembled there to do that.

But it is the disarmament that is the principal objective. I think
that is the point that General Meyers was trying to make, when
he said the regime will be removed. But whatever happens to Sad-
dam Hussein, whether he goes into exile or into irrelevance, we
will have a better situation in Iraq when those weapons of mass
destruction are gone.
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REMOVING SADDAM HUSSEIN

Senator HOLLINGS. Well, you and I would agree in a second that
if you removed all the weapons of mass destruction in the next
hour, you would still have to remove Saddam. You could not just
pick up and then leave with General Meyers and say, “The job is
done.” I mean, that fellow would start building bombs all over
again. So I guess you and I agree that removing Saddam Hussein
is the mission.

You used the expression “better way, less expensive way,” in
order to remove him. I was never worried for the last 10, 12 years
about any imminent threat from Saddam. We have what you and
I know as the AMLR, the best force, Israel, right there. They do
not have the luxury of calling up and getting a meeting with the
United Nations or asking for monitors. They have to act in self-de-
fense. And so if there is any imminent threat really, they would
knock it out by 10:30 or 11:00 o’clock this morning, I can tell you
that.

Knowing that, and you used the expression in your major testi-
mony there about “a better way, a less expensive way.” Rather
than starting a war and all of these other things to remove him,
Mossad would know where he is. Why not get a hit team and get
rid of him? Why start a war in order to do it?

Secretary POWELL. Because I am not sure anybody really knows
where he is. It is easy to say. It is much more difficult to do. I can-
not tell you what Mossad or any other intelligence agency knows
or does not know. This is a man who has spent the last 30 years
putting in place a security system that has as its sole purpose to
keep him in place. The suggestion that if there was imminent dan-
ger, everybody would know where it is and could hit it by 10:30
this morning, I think, is not quite the case.

His capabilities are well dispersed. They are hidden. They are
not easy to find. He has had decades of experience in hiding his
activities and diverting the attention of those who are looking for
his prohibited activities.

Senator HOLLINGS. Well, the 3,000 missiles in this same story
that are precision guided, are they guided against Saddam?

Secretary POWELL. I do not know of any way to guide against a
particular individual.

Senator HOLLINGS. Are those military targets alone? Is that your
answer, just the 3,000 missiles?

Secretary POWELL. No. My answer is that I do not discuss tar-
geting that might be conducted by our military authorities. In the
old days, I used to.

Senator HOLLINGS. You were the chairman.

Secretary POWELL. But now I do not. I think it is unwise to do.

Senator HOLLINGS. But you know where they are guided. You
can discuss them. I mean, we have to get the guy. You have to hit
the palaces, as well as the command and control. You know what
I mean. Hit a few Scud sites. In fact, if you have any good precision
gué?ded ones, why not tell the inspectors and let them take them
up?
Secretary POWELL. The inspectors do not view as their role to be
part of the U.S. targeting system. If we keep saying all we have
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to do is hit the palaces, I can assure you that the place Saddam
Hussein will not be in is one of his palaces.

Senator HOLLINGS. And you do not think——

Secretary POWELL. I do not think he is as targetable as it is often
suggested. He is a survivor. He is aware of our capability. I am
sure he is doing everything he can to assure his personal survival.

Senator HOLLINGS. Being a survivor, there would be nothing
wrong, if we knew to hit him. In other words, when we hit that
automobile full of terrorists down in Yemen, we announced pub-
licly—I would not have announced it, but they did, and said terror-
ists. In a terrorism war, terrorist open season, they are combat-
ants. And we can hit them anywhere we can find them.

So I take it there would be nothing wrong with trying to hit Sad-
dam with one of those missiles; would there be?

Secretary POWELL. If we were in armed conflict, which we may
well find ourselves in, then——

Senator HOLLINGS. As I understand it, excuse me, but we are in
armed conflict. The President announced, said, “We are in a ter-
rorism war.” And in a terrorism war, terrorists are combatants.
And therefore, you can kill them. That is how he justified killing
those people down there in Yemen.

So we have described Saddam in every way possible, including
as a terrorist. So you could go ahead and hit him, could you not?

Secretary POWELL. I, frankly, do not want to talk about tar-
geting, who might be targeted, or who might not be targeted at an
open hearing like this, Senator.

Senator HOLLINGS. Well, you can see what I am getting at. You
do not want to level Baghdad to get him. I mean, how do we get
to victory, according to General Meyers

Secretary POWELL. We have no intention of—we are not going to
level Baghdad.

DEFINING VICTORY IN IRAQ

Senator HOLLINGS. I agree; we are not going to level Baghdad.
So what is going to define victory, other than getting him?

Secretary POWELL. Defining victory will be a disarmed Iraq. If it
is done peacefully, with no invasion and no military action re-
quired, it would be an Iraqi regime that has foresworn these weap-
ons of mass destruction and done so in a way that there is reason
to believe them. It is hard to imagine believing them right now. If
there is a military conflict, it will require a change in that regime,
because they have demonstrated they will not change otherwise,
and the disarming of the country’s weapons of mass destruction,
putting in place a better government for the people of Iraq.

This has been a terrible government for 30 years. It has squan-
dered the wealth of the nation on weapons of mass destruction. It
is all about the survival of one individual and his cohorts in this
one regime. The people of Iraq will be a lot better off when their
weapons of mass destruction are no longer cause for the rest of the
world to be concerned about. If it takes the removal of the regime
to do it, because we cannot find a peaceful way, then that is what
we are prepared to do.
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Senator HOLLINGS. Senator Kohl, I recognize you. And I am
goiélg to leave to vote, too. And the chairman is coming back,
and——

Senator LEAHY. I believe that I was really here first.

Senator HOLLINGS. You were here first? Excuse me then. Very
good. Excuse me, Senator Leahy. But the distinguished Secretary
has to leave no later than 11:30.

Senator LEAHY. Thank you, Senator Hollings. I understand we
were doing the early bird rule.

CURRENT SITUATION IN IRAQ

And I am sorry that I had to step out earlier, Mr. Secretary. We
have one of these judicial confirmation matters that come up peri-
odically on the floor of the Senate. And I was involved in that. So
I had to drop by.

I understand you are going to the United Nations. I am glad you
could take the time to come here. I appreciate that all the years
I have known you, both in the military and now in this, you have
always been responsive to consulting with the Congress. I think it
has helped your cause, but it has certainly helped our under-
standing. And I do appreciate that.

I also appreciate the money that you have helped get in the bill
for food aid to starving people in Sub-Saharan Africa. For that,
some of us have been fighting for this for years.

Now having said that, let me ask you this: A question I get in
hundreds of letters, sometimes thousands of e-mails from my little
State of Vermont, is “How has it come to this?” They are speaking
of Iraq, of course.

When my wife and I go home on weekends, I go in the grocery
store. I get asked this question from everybody from the people
stocking the shelves to customers. I get to my house in Vermont.
People are calling, asking me the same question.

In the immediate aftermath of September 11, we had hundreds
of thousands of Germans in Berlin marching in support of the
United States. We had Le Monde in France declaring “We'’re all
Americans.” We had unprecedented international cooperation in
our war against al-Qaeda, including the use of force in Afghani-
stan. Now we have deep divisions within the Security Council.
Some of our closest allies raise serious questions about our effort
to launch a war immediately.

Saddam Hussein is one of the world’s worst tyrants. He is a war
criminal. He is a despicable, dangerous despot. There is no ques-
tion that in a war crimes tribunal he could be convicted of heinous
crimes. The United States is a country that stands for freedom, de-
niocracy, and human rights. We stand for making the world a safer
place.

But if that case is so clear, why are Russia, China, Germany,
France, and a dozen other nations saying we are making a grave
mistake by not giving the U.N. inspectors more time? Turkey,
which is swimming in debt, turns down our offer of billions of dol-
lars. We are threatening to go to war without a Security Council
resolution. We are causing deep divisions among ourselves and
within NATO. I have visited with NATO leaders, and the United
Nations. How did it come to this?
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Secretary POWELL. One of the reasons we are here is because
Senator LEAHY. What do I say to Vermonters? What do I say to
Vermonters who ask me that question?

HISTORY REGARDING REGIME CHANGE IN IRAQ

Secretary POWELL. We are here because the international com-
munity has refused to deal with this tyrant, who has all the traits
and attributes that you mentioned earlier. He is a dictator. He has
more than oppressed his own people; he has allowed rape and mur-
der and all kinds of terrible crimes to occur within his country.

He is not the only one in the world like that. What makes him
different is he also has been developing weapons of mass destruc-
tion; there is no question about it. He has had the intent to do so,
and he has developed them. He has used them in a way that no
other modern leader has used such weapons, against his neighbors
and against his people.

The international community made a judgment, beginning back
in 1991, that this was unacceptable and that he had to be dis-
armed. He had to give up these weapons. For 11 years, the inter-
national community kept passing resolutions and did nothing about
it.

This administration came into office determined to do something
about it, to see whether that behavior could be changed. We came
into office with a strong position from the previous administration
that this regime had to be changed, if it would not change itself.
We worked with the United Nations to get them to realize the sim-
ple reality that this was a dangerous regime and that something
had to be done.

What really brought it into focus was 9/11, when it became clear,
as you heard from Senator Gregg earlier, that we have people out
there who would do anything to get their hands on the kinds of
weapons that Saddam Hussein is developing. Now some argue
back, “Yes, but you cannot prove that kind of a nexus between al-
Qaeda and Saddam Hussein. Yes, you have some evidence, but it
is not good enough proof.”

Well, we do not want to wait around until the proof is ready for
a court of law, to say, “But we have already seen chemical or bio-
logical weapons made in Iraq show up somewhere in New York or
in Vermont.” So we believe this was the time to deal with this. We
got the United Nations to agree with a 15-0 vote in the Security
Council in early November. All members agreed that Saddam Hus-
sein was guilty. He was in material breach, stayed in material
breach. This is the time for the Iraqi regime to change, imme-
diately, unconditionally, right now. Inspectors will help verify the
disarmament. If Saddam Hussein did not disarm this time, there
would be serious consequences. Everybody who voted for that knew
what that meant. It meant that if the Iraqi regime did not comply,
there would be a war.

There were some at that time who were already beginning to
say, “Well, good. We have bought some time and then we will buy
some more time and some more time. Then this whole thing will
go away.”
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STATUS OF ALLY SUPPORT

Senator LEAHY. Is that what our allies are doing? Is that what
Germany is doing? Is that what France is doing? Is that what
China is doing? Is that what——

Secretary POWELL. Yes. It is what some of our allies are doing.
But some of our allies, like the United Kingdom, Spain, Italy, Por-
tugal, the newly emerging nations of Eastern Europe, and Aus-
tralia, are standing up with us and standing up strongly.

We have most of these European nations standing up strongly,
even in the face of public opinion that is in the other direction. The
new Turkish government, not fully installed yet, went to their par-
liament and asked and lost just by a couple of votes. As you heard
yesterday, Mr. Erdogan and Turkish general staff leaders said, “We
have to go back to our parliament, because it is the right thing to
do to support America.”

Senator LEAHY. I do not want to make any problem there, but,
as the administration tells us, they have not yet come to the appro-
priators. We are going to have to come up with that $10 billion to
back up your bet.

Secretary POWELL. Which $10 billion is that, sir?

AID TO TURKEY

Senator LEAHY. Well, you are not offering $10 billion or $5 billion
or some number of billions of dollars in aid extra aid to Turkey?

Secretary POWELL. The Turkish aid package was $6 billion in
grant aid, which could be leveraged up through loans to a higher
amount. But it was $6 billion. And——

Senator LEAHY. No direct

Secretary POWELL [continuing]. We were quite aware

Senator LEAHY. No direct amounts?

Secretary POWELL. Yes.

Senator LEAHY. There will be no direct amounts?

Secretary POWELL. No. I am not sure. It is a $6 billion amount,
some of which is direct, but some of it could be used to leverage
loans in order to have more impact on the economy.

Senator LEAHY. I do not want to make your negotiations more
difficult, but I would suggest that the administration come up here
and talk to both Republicans and Democrats on the Appropriations
Committee and make sure that the votes are there to support the
package that is being promised, and that you are not taking this
money from other prior, equally critical needs that both you and I
support in the foreign aid bill; because so far, we have not been
told where that money is going to come from or how it is going to
be used.

There is North Korea, which we all agree poses a major threat.
I have heard statements made, I happen to agree with them, that
the last thing in the world we want them doing is exporting their
rockets or their missiles.

We spent a fortune to track the shipment of missiles from North
Korea to Yemen. We show our ability to stop the ship carrying it
on the open seas. And then we say, “Oops. Sorry about that. Go
ahead and take the missiles anyway.”
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And I am wondering if, when people see that, when they see offi-
cials of the administration referring to our allies as “old Europe,”
as though they have not faced war and as though they do not have
a lot of people who are still alive who have lived through war on
their soil. Those same officials suggest the United Nations could be
irrelevant, at the same time the President’s fiscal year budget says
the United Nations serves U.S. interests by helping end conflicts,
restoring peace, and strengthen regional stability.

I mean, which is it? If the United Nations does not go along with
everything we ask, do they become irrelevant? Are we helped by
calling countries in Europe “old Europe” in a dismissive fashion?

RELEVANCE OF THE UNITED NATIONS

Secretary POWELL. Well, first of all, with respect to the United
Nations, if we thought it was irrelevant, the President would not
have gone there on the 12th of September. But at the same time,
the United Nations is in danger of becoming irrelevant if it passes
resolution after resolution that are totally ignored by a country in
a situation where that country continues to develop weapons of
mass destruction.

If the United Nations Security Council fails to deal with this
issue, certainly there is a degree of irrelevance then in the Coun-
cil’s actions on this particular issue. The United Nations is a body
that we support. We have done a lot of work in the last several
years, in the previous administration and this administration, to
clear up our arrears, to rejoin UNESCO, and take a number of
other actions that show we understand the purpose of international
organizations. We want to be multilateral with respect to our ef-
forts.

Europe is not of a single mind on the issue of Iraq. I can list
more countries that are supportive of our position than those that
are against our position. The fact of the matter is that European
public opinion is not supportive of our position. But I think the
anxiety that exists within the international community would be
gone in a heartbeat if Saddam Hussein would do what he is sup-
posed to do; or, in the aftermath of a successful military operation,
people will see that we are doing the correct thing in removing this
dangerous threat from the region and from the world.

With respect to Yemen and North Korea, we are deeply con-
cerned about North Korean proliferation and have been for a long
time. In the case of those particular Scuds, when we determined
that they were not heading to a terrorist organization or a rogue
state, but a nation that we have close relations with, and the Scuds
were part of a contract that had previously been entered into, and
we had assurances from the Government of Yemen that the con-
tract was now concluded with this last shipment and we would not
have to be worried about any further sales from North Korea, it
seemed the prudent thing to do. I think it was the prudent thing
to do, to let the shipment continue to its owner, a friend of ours,
with assurances that that was the end of it and that they were dis-
charging any further contractual arrangements they might have
had or entered into with North Korea.
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Senator LEAHY. Other Senators are back now. And I will go and
vote. But two things: One, I hope their new assurances are more
accurate than their old assurances.

Secretary POWELL. We did not have old assurances that they
would not purchase. We have new ones.

Senator LEAHY. And secondly, if we are going to continue to be
offering money and aid to other countries, come on up here and
make sure that the Congress will actually back up that money.

Thank you.

Senator GREGG. Senator Kohl.

STATUS OF OTHER ARAB NATIONS

Senator KoHL. I thank you, Mr. Chairman.

Mr. Secretary, President Bush has said that “a new regime in
Iraq would serve as a dramatic and inspiring example of freedom
for other nations in the region.” My question to you is: How are
other Arab states reacting to our aspirations for Iraq to be a model
democracy, given that our Arab partners in the region are cur-
rently not ruled by democratic regimes? What sort of message are
we sending to the current governments, particularly at a time
when we are relying on some of them for support in our war effort?
Are we not implicitly saying, “You are next, and, if necessary, by
force™?

Secretary POWELL. No. Our friends and I stay in very close touch
with them and spoke to several of them this morning, they know
that we have no intention of forcing the overthrow of their regime
or leadership, either overtly or covertly. But they also know, be-
cause the President has said this on a number of occasions, and I
have said it on a number of occasions, that we think that democ-
racy is not something that is just exclusively for Western nations.
Democracy should be able to thrive in Arab nations, as well.

I think what we will be seeing in the years ahead is that, as each
Arab nation moves further into the 21st Century, they will see the
benefits of opening their society up to great opportunity for women,
educating their children for the kinds of jobs that will be needed
to be performed in those societies in the 21st Century, removing
state controls on the economy, diversifying their economy, and hav-
ing more representative forms of government.

We do not shy away from making this case to our friends in the
region. Now, they press back. They have their own culture, their
own history, and their own traditions. They have been nations far
longer than the United States of America. So we enter into a spirit
of dialogue with them. We think each of them will have to find
their own way into the future, of course. We hope that we can be
of assistance to them. We are.

The Middle East Partnership Initiative that I launched not too
long ago will try to help them with their education of young people
for the 21st Century by helping to build up a civil society. We have
fascinating debates and discussions with our Arab friends. We be-
lieve that we should say to them what we believe with respect to
the power of a democracy to help transform and better their soci-
eties.
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POST-SADDAM IRAQ

Senator KOHL. Would it not follow that we then go in and disarm
Iraq so that they are no longer a threat to us and let them set up
their own society and do it in a way that most fits their own needs
and aspirations, much as it is true in Saudi Arabia and so on?

Secretary POWELL. I think we would have an opportunity here,
however, to shape this in a way that we can convince them that
the best way to set up their new society is on the basis of openness,
on the basis of representative government, and on the basis of pull-
ing the diverse elements of the Iraqi population into a form of gov-
ernment that respects each of those diverse elements and yet keeps
it1 together as a nation. So I think we have an important role to
play.

We will not ignore their history, traditions, and culture. We could
not, even if we wanted to. It’s 24 million people. But at the same
time, we have some experience over the last 50 to 60 years of going
into countries that have not experienced that kind of representative
government before and getting them to see the benefit of it and
leaving them far better off than when we went in.

Senator KOHL. So this might be something akin, not exactly like,
but akin to what we did in Japan after the war?

Secretary POWELL. I do not think it is going to be akin to any
of the models of the past. I do not think it is like Japan or—we
are not going to have a MacArthur there for 7 years or 8 years or
a four power arrangement, as we had in Germany. I think each one
of these is unique.

Afghanistan was unique, where we were able to put in place an
Afghan government rather quickly. There were people standing
there, leaders ready to lead and lead in the right direction. We
were able to support them.

There are other models—East Timor, Cambodia, Bosnia, and
Kosovo. We are studying all of these models to see what would fit
best in Iraq. But our overall principle is: If a military operation is
required, obviously then a military commander has to be in charge
and would be in charge in the immediate aftermath of the conflict
for some period of time. We want that period of time to be as short
as possible.

As we transition to a civilian administration, we will bring in
international organizations to help with the rebuilding and to help
with the funding of the whole exercise, bring in responsible Iraqi
leaders to create their own government, work with both people who
have been outside and inside of Iraq, and work with the traditional
leaders within Iraq to put in place a government that does not com-
mit itself to weapons of mass destruction and threaten its neigh-
bors, as the current government has for the last 30 years.

SAUDI ARABIA AND 9/11 TERRORISTS

Senator KOHL. Last question: Fifteen out of the nineteen terror-
ists on 9/11 were Saudi Arabian in their origins. If we are going
after countries and obviously not willing to abide terrorists or those
who sponsor them, where does Saudi Arabia fit it?

Secretary POWELL. Saudi Arabia has been a friend of the United
States for many years and still remains one. We are troubled that
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so many came from Saudi Arabia, and they are troubled that so
many came from their country. We are working with them to put
in place a better visa system so we know exactly who is coming
into the United States. We are also working with them on search-
ing out sources of financing for terrorist organizations. They have
been very cooperative in that regard. They realize they have a
problem within Saudi Arabia if they are serving as a place of gesta-
tion for these kinds of individuals.

It is not only a threat to the United States. I think we are per-
suading them that it is a threat to Saudi Arabia as well.

MADRASAS

Senator KOHL. But do they not have schools that educate the
young that——

Secretary POWELL. They have schools that I do not think have
been organized and are being run in a way that is consistent with
what their educational needs are for the 21st Century. Too often,
these schools have been educating youngsters in a way that would
lead some of these youngsters into this kind of activity. That is also
a subject of discussion with the Saudis.

They have also been funding those kinds of schools in other parts
of the world. We are now seeing some of the consequences of that
and taking it up with the Saudis. In fact, as part of our effort with
Pakistan, Pakistan is trying to redo its educational system, so that
the schools exist not as a hotbed of extremism, but as a place
where youngsters get an education so that they can contribute to
Pakistan and not become a problem for Pakistan or for the world.

Senator KOHL. Thank you, Mr. Secretary.

ISLAMIC CENTER IN TURKEY

Senator GREGG. Mr. Secretary, I just wanted to follow up on Sen-
ator Kohl’s comments a little bit. First, I would note that this com-
mittee, under the leadership of Senator Hollings, set up the Center
for Muslim Western Dialogue in Turkey, the basic purpose of which
is to try to educate folks in the Muslim world about advantages of
democracy. And we are continuing to fund that aggressively.

And if the Department has other ideas in this area, we would be
interested in them. These are the types of initiatives we would like
to pursue. I think Senator Hollings has set out a good course here
for us to follow in this committee. We would like to increase the
effort in that area. So I guess we are asking for ideas.

ROLE FOR FRANCE AND GERMANY

Secondly, is the issue of post-Saddam Iraq. France has had a
very significant commercial relationship with Iraq, which they have
continued during the period of Saddam Hussein’s leadership and
have taken advantage of that criminal regime through commercial
activity. I am just wondering: What is the proper role for France,
and even Germany, in a post-Saddam Iraq?

Secretary POWELL. Well, I think it remains to be seen. I think
that once a new government is in place, it will be up to that gov-
ernment to determine how they will use their economic resources,
their oil, their principal source of revenue, and who they will enter
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into various economic arrangements with. It is not for the United
States to dictate the future of Iraq. It is for us, if we have to have
a military operation, to hold in trust for the people of Iraq their
wealth in the form of their oil. It will all be used for the benefit
of the people of Iraq.

But it would seem to me that the people of Iraq, now having
been liberated, might glance around and see who helped and par-
ticipated in that liberation, and who did not.

FRENCH ROLE IN THE CONGO

Senator GREGG. On a tangential issue, we have spent approxi-
mately $800 million of American taxpayer money in the Democratic
Republic of the Congo relative to the U.N. peacekeeping mission
there, which is primarily being pursued under the auspices of
France as the lead country and as the designer of the policy to
some degree. And one has to wonder: With the lack of cooperation
France is giving us on what we consider to be a major national
strategic issue, our national defense and our right to protect our-
selves from weapons of mass destruction, to what extent is it ap-
propriate for taxpayers to continue to support the French position
in the Congo?

Secretary POWELL. I think we have to be very careful if we are
having a particular problem with one of our friends in one area,
not to see if we can “get even” in another area, where it does not
serve our interest to get even. In the case of the Congo, I think the
money that we are using and the efforts of the French have started
to have a result and pay off.

For example, Germany, even though we have a major dispute
with them over the issue of Iraq, Germany has troops in Afghani-
stan standing alongside of ours. They have troops in the Balkans.
We are cooperating with the Germans in a number of areas. They
are working with us in the global war on terrorism.

So we can have strong and serious disagreements. I can assure
you that these disagreements are fought out with emotion and heat
in the various conference rooms that I spend a lot of my time in,
but that does not mean that they are suddenly no longer our
friends or that the place is a hotbed of anti-Americanism. We are
having a dispute over policy. That dispute over policy should not
necessarily result in the end of friendships that have served us well
for long, long periods of time.

Now there may be areas where we have to question whether or
not we ought to be cooperating with them, because if they took this
attitude here and that same attitude translates somewhere else,
then they could affect our equity there. So I do not say that we
should not look at all we are doing. But, I think any suggestion of
“Let us get even with them somewhere else” in a way that hurts
us is not necessarily the right policy.

RENOVATION OF U.N. BUILDING IN NEW YORK

Senator GREGG. On one item which is coming at us, which is a
big issue financially, is the request by the United Nations to build
a new building in New York. I mentioned this to you earlier, $1.6
billion for a new building. Now, the reconstruction of the World
Trade Center, which envisions the largest building in the world on
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that site, along with a variety of other memorials, is estimated to
be less than $400 million. The building of the Beijing Embassy,
which is going to be the most expensive undertaking we have ever
pursued as a foreign construction project, is projected to cost less
than $500 million.

The United Nations is asking for something that exceeds the cost
of the World Trade Center reconstruction by over $1 billion. This,
on the face of it, seems to be excessive. Now maybe it is not. But
we would like to get some ideas about this, since the taxpayers of
America are likely to bear the biggest burden of this cost.

Secretary POWELL. Yes. The number I have been hearing is $1
billion. But it is nevertheless a significant number. There are other
buildings besides just the U.N. building itself that are involved.
There are various partnerships that have been entered into with
the City of New York. This is a very complex project, made more
complex by the fact that the intent is to rebuild and renovate, not
just start from a piece of ground. I think that very prospect adds
a lot to the cost of this project.

It is a historic place. It is a landmark in New York. The rebuild-
ing of that landmark is expensive, but I cannot sit here and justify
the cost. I am not saying the costs are wrong. It is just that I am
not in a position to tell you I know enough about the costing of that
project to defend it.

Senator GREGG. Well, before we get assessed with an arrearage
from the United Nations for not participating fully in that, I think
we are going to have to have some real

Secretary POWELL. I think the request is for

Senator GREGG. Maybe we should ask General Williams to be in
charge of that.

Secretary POWELL. Well, General Williams and I have spoken
about it. He is looking at the project, just as a matter of interest
for me, because sooner or later we will be asked to come up with
an interest-free loan to help pay for the building.

Senator GREGG. Senator Hollings.

COMPENSATION FOR IRANIAN HOSTAGES

Senator HOLLINGS. I appreciate your answer, Mr. Secretary,
about the French, because I fought with them in World War II.
They are outstanding fighters. We have the French and the Ger-
mans and the Turks with us in Afghanistan. And I hope this after-
noon you can convince them to rejoin us.

I have always been concerned about Iranian hostages. On May
22, 2002 you said a plan for compensation would soon be sub-
mitted. Can we count on getting that plan from you?

Secretary POWELL. I will have to research with my staff, sir, and
give you an answer for the record.

Senator HOLLINGS. Yes. Because we have your letter, and you
stated that on May 22, 2002 that a comprehensive plan for com-
pensation would be forthcoming.

Secretary POWELL. Yes. I will try to find out. Obviously, it has
not been forthcoming. So I will try to find out the status of it and
get an answer for you.

Senator HOLLINGS. Very good.

Secretary POWELL. I may have it now. I do not know.
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Senator GREGG. Maybe it just arrived.

Senator HOLLINGS. It just arrived.

Secretary POWELL. Yes. It is out of my office.

I know where it is. I will go ask the Director of this Office of
Management and Budget why it is still there.

Senator HOLLINGS. Yes. Well, you have quite a task. And we ap-
preciate it very much.

Thank you, Mr. Chairman.

And thank you, Mr. Secretary.

Secretary POWELL. Thank you, Senator.

Ser‘;ator GREGG. Senator Kohl, do you have any additional ques-
tions?

SITUATION IN NORTH KOREA

Senator KOHL. Just one.

Mr. Secretary, I and others have been very concerned about re-
ports that the United States is prepared to live with a nuclear
North Korea and that we intend to shift our focus on preventing
the North Koreans from exporting nuclear weapons to other coun-
tries. I agree that we need to do all we can to prevent North Korea
from exporting weapons of mass destruction; but I believe that we
should not back down from our efforts to forestall North Korea
from developing nuclear weapons in the first place.

So in that area, why have we decided, or have we decided, not
to talk to them directly? Is this not the best way to get to the bot-
tom of it while at the same time encouraging other countries to be
a part of the effort?

Secretary POWELL. Well, first of all, I read that report. I do not
know of any basis for the report, that we have decided to live with
a nuclearized North Korea.

The position of the United States is: We do not want to see nu-
clear weapons in the Korean Peninsula. It is also the position of
China. It is also the position of Japan and South Korea. In fact,
South Korea entered into an agreement with North Korea a little
over 10 years ago that guaranteed a non-nuclear Korean Peninsula,
yet another agreement that North Korea has violated.

We are working with all of our friends in the region to see that
North Korea does not become nuclearized or even more nuclearized
than it may be, because our intelligence suggests they may have
one or two nuclear weapons. Some say they do have one or two nu-
clear weapons. We will not know until we actually find a way to
confirm that.

So we are working hard to see that they do not move any fur-
ther. Our concern right now would be if they started up the reproc-
essing facility. They have been acting in provocative ways. They
have been trying to get our attention. We are not unmindful of
these efforts on their part to get our attention.

But we are making it clear to the North Koreans that we do
want to talk, but we want to talk in a multilateral forum. Why do
we want to do that? Because it is not just a problem between the
United States and the DPRK. That is the way they want to see it.
It is a problem with the DPRK and the international community
and with the DPRK and the International Atomic Energy Agency,
which has condemned them for breaking the seals and moving in
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the direction to restart the reactor. It is a problem between the
DPRK and South Korea for violating their agreement with South
Korea. It is a problem between the DPRK and Japan, China, Rus-
sia, and many other nations.

Therefore, we are looking for a multilateral way to deal with this
problem. Now, every time I pick up the paper in the morning, it
says a quick solution is, “Why do you not just call them up and go
talk to them?” Well, that is what happened some years ago when
we came up with the Agreed Framework. The Agreed Framework
served a useful purpose in capping the Yongbyon facility so that it
was not producing any more fissionable material. I give credit to
the Agreed Framework for having done that for eight years.

But at the same time, the potential for developing fissionable
material was left in place at Yongbyon by the Agreed Framework.
As the ink was drying on the Agreed Framework and a number of
other assurances that the North Koreans gave us, they had started
work on another form of enrichment, enriched uranium, to produce
the material needed for nuclear weapons.

While we thought we had them, you know, in one jug with a cork
in the jug, even though the jug was left there to be uncorked, they
were working on another jug. We found out about it last year. We
did the right thing; we called them to account.

We said, “We know you are doing this. This is in violation of all
the commitments you have made over the years to the South Kore-
ans and to the international community. It is in violation of the
Agreed Framework, the basic intent of the Agreed Framework.”

Their response was, “Yes, we did it. Now come talk to us, and
we will see what kind of framework we can come up with this
time.”

Well, what we are saying is: This time it has to be solved for
good. It will only be solved for good if it involves all of the nations
who are in the region. North Korea has tried to, through its provoc-
ative steps over the last several months, get the attention of the
world on this issue and get the attention directed toward us. The
attention should be directed toward the North Koreans. They are
the ones who have people who are starving. Not one person will be
saved by enriched uranium or by more plutonium coming out. They
have blown the opportunity they had to get enormous assistance
from Japan by their actions.

We have a number of diplomatic initiatives underway, some of
them very, very quietly underway, to see if we cannot get a multi-
lateral dialogue started. We are looking for a peaceful solution to
this problem. We are committed to a non-nuclear Korean Penin-
sula.

Senator KOHL. Thank you, Mr. Chairman.

Senator GREGG. Thank you, Mr. Secretary. I appreciate you tak-
ing the time.

Well, we have been joined by the chairman of the full committee.
So obviously we defer to the chairman of the full committee for any
questions he may have.
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SENATOR STEVENS’ REMARKS

Senator STEVENS. No questions for my good friend. I am happy
to have a chance to be here and to tell the world what a great job
I think you are doing, Mr. Secretary.

Secretary POWELL. Thank you, Mr. Chairman.

Senator STEVENS. I look forward to working with you in any way
possible.

Secretary POWELL. Thank you, sir. I was up at Elmendorf the
other day. It looked great up there.

Senator STEVENS. Well, the next time we will arrange a site trip
around the State, maybe do a little marine research.

Secretary POWELL. Yes, sir. I know the kind you have in mind.
I look forward to it.

ADDITIONAL COMMITTEE QUESTIONS

Senator GREGG. Mr. Secretary, we will let you get up to the
United Nations. And thank you again for what you are doing for
the country.

Secretary POWELL. Thank you for your courtesy, Mr. Chairman.

[The following questions were not asked at the hearing, but were
submitted to the Department for response subsequent to the hear-
ing:]

QUESTIONS SUBMITTED BY SENATOR JUDD GREGG
DIPLOMATIC READINESS INITIATIVE

Question. Could you walk us through the methodology State used to arrive at the
numbers for the Diplomatic Readiness Initiative? What internal review process took
place to determine where additional personnel were needed? Why, during this inter-
nal review process, wasn’t the Department also able to identify posts that were
overstaffed for right-sizing? If such a review took place, why has the Department
been unable to tell the Committee where exactly the new FSOs will be placed?

Answer. The Diplomatic Readiness Initiative (DRI) addresses many of our core
needs, some of which are determined by our Overseas Staffing Model (OSM) and
training requirements. The Overseas Staffing Model is the primary tool for deter-
mining baseline overseas staffing needs. It provides an objective, flexible tool to
measure what resources are needed to meet the President’s and the Secretary’s for-
eign policy priorities and objectives. The OSM quantifies what we need to achieve
the International Affairs Strategic Goals, to meet legislative mandates, and to fulfill
our responsibilities to support the full USG presence overseas. This model, made up
of seven components (“core program,” consular, public diplomacy, etc.), identifies the
staffing requirements at overseas posts based on specific categories and criteria and
provides a comparative assessment of posts. It evaluates each post using workload
indicators and host country factors. The OSM serves as a baseline and specific staff-
ing decisions are made through the budget and planning process. The OSM showed
in 2001 that we had needs expressed as 386 positions overseas that were not being
met. The DRI request for 1,158 positions covered this shortfall.

In addition, we determined we needed to be able to meet other needs without
straining our workforce. In order to have people in training and to avoid staffing
gaps when transfers and crises occur we need enough people in the system. The re-
maining DRI positions are to cover establishment of long-term training positions
(such as for languages) or detailee positions—to which employees are assigned—as
well as to increase our base level of employees. While we need more people to meet
crisis response and emerging priority needs, we do not have people in positions des-
ignated as “waiting” for that crisis to occur; rather, we planned to use new DRI posi-
tions to meet those policy, program, or infrastructure support needs identified by
the Department during our budget and financial plan cycle. The increases to overall
staffing would reduce the strain when employees were sent to short term training
(such as under our new mandatory leadership and management training initiative)
or when they needed to be reassigned to higher priorities. The DRI therefore is
about flexibility and preparedness rather than specific position-by-position detailed
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needs. This is also partly due to the nature of the Foreign Service system of “people
in motion” rotating between positions as well as the inherent unpredictability of for-
eign affairs.

The Department’s senior leadership makes final decisions on the Department’s
staffing requirements, hiring plans, and position allocation based on emerging prior-
ities, funding potential, Overseas Staffing Model projections as well as the Senior
reviews led by the Deputy Secretary. This ensures that staffing decisions are made
in support of mission requirements. The strong linkage between strategic priorities
and resource decisions—with senior management involvement—ensures the Depart-
ment’s ability to meet our mission. The exact allocation of the new positions created
in fiscal year 2004 will depend on the results of those decisions.

While the OSM identified that overseas staffing was below what is required, this
does not mean that we have not identified places where staff can be reallocated.
“Rightsizing” is an ongoing process. The Department continually reviews changing
priorities and emerging issues and reallocates positions among regions or between
functions so that higher priority needs are met. During the 1990’s, as the Depart-
ment downsized its employment, the necessity to reallocate scarce resources in line
with priorities became paramount. Oftentimes, people were pulled to address new
issues while old ones still existed. In our strategic planning and budgeting process
we require missions to assess how they could meet their new needs within existing
resources.

Now, thanks to increased hiring, posts and regional bureaus have been able to
move resources to meet the priority counterterrorism mission while still continuing
to staff other critical requirements. As we have added positions overseas in the last
few years, we have increased infrastructure across the board so that posts are not
as thin as they had been, but more positions have gone to posts in the Middle East
and South Asia.

PERSONNEL PLACEMENT DECISIONS

Question. Have the events of September 11, 2001 impacted personnel placement
decisions? In other words, has the list of posts slated to receive personnel increases
changed in light of September 11?7

Answer. Post September 11 the Department immediately reprioritized and moved
people and resources to meet the emerging counter terrorism mission. New positions
were established based on the new needs being identified, particularly in the con-
sular area. These needs are likely to become permanent needs that will have to be
regularized and will need to be treated as a baseline requirement.

We have had to use some of the Diplomatic Readiness Initiative (DRI) positions
to cover new consular needs in the wake of 9/11 when the workload went up even
as MRV fee revenues—which have funded many consular position increases—went
down. We have also had increased visa processing requirements that have increased
workload while we have also worked to ensure that we have fully trained commis-
sioned Foreign Service Officers in all positions. In the short run we have had to
meet these new requirements within our current workforce. These requirements will
need to be met continuously, but the original DRI did not envision these changes.

Baghdad is being staffed now by TDY employees from other embassies and the
Department. The staffing gaps left behind may be acceptable in the short run, but
for the longer term they must be filled. In addition, we must account for the Wash-
ington backup of these new programs, such as the new office supporting the recon-
struction of Afghanistan.

Even though we had to use some DRI positions for these unexpected contin-
gencies, we still need the personnel complement foreseen by DRI to make training
and future crisis response possible.

CONSULAR OFFICERS

Question. Mr. Secretary, your budget request includes an increase of $28 million
to hire an additional 68 Consular Officers. Why was this not included as part of the
Diplomatic Hiring Initiative request?

Answer. The Diplomatic Readiness Initiative (DRI) request was introduced as a
three-year plan by Secretary of State Powell in 2001 to fill gaps created by under-
hiring in relation to workload in the 1990’s. The DRI addresses many of our core
needs, some of which are determined by our Overseas Staffing Model and training
requirements. However, some personnel requirements are assessed and resources
requested separately such as security, IT, and consular, which tend to have specific
needs due to outside events. The DRI request did not take into account the addi-
tional requirements that would follow from the events of September 11th. Currently,
the Department is assessing future personnel needs taking into account the long-
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term needs of the Department, to include the implications following the events of
September 11th.

The 68 CA positions that are referenced in the question represent new positions
not originally contemplated in the DRI. These positions will be used to replace tem-
porary consular associates with full-time consular officers. This is a critical element
in the Department’s’ efforts to support homeland security initiatives.

Additionally, Consular positions have traditionally been funded through the MRV
fees collected by the Department. Post September 11, travel has decreased and
therefore so has MRV income. This means that we need to request appropriated
funds for these additional personnel requirements.

RIGHT-SIZING

Question. What progress has the Department made towards right-sizing? Can you
tell me where, for example, the Department has actually decreased the number of
U.S. personnel stationed at a post? Could you have your staff transmit a list of the
Department’s right-sizing “success stories?”

How do you reconcile the DRI with the concept of rightsizing? How does the De-
partment justify bringing on 1,158 new FSOs when it has yet to maximize its exist-
ing human capital by carrying out its commitment to right-size overseas posts?

Answer. The Department of State and the Office of Management and Budget
(OMB) agree with the General Accounting Office’s definition of rightsizing:

“Rightsizing [is] aligning the number and location of staff assigned overseas with
foreign policy priorities and security and other constraints. Rightsizing may result
in the addition or reduction of staff, or a change in the mix of staff at a given em-
bassy or consulate.”

The Department uses a variety of tools to rightsize its overseas presence, as de-
scribed below. Our rightsizing is one component of the broader President’s Manage-
ment Agenda (PMA) rightsizing initiative, led by OMB, which looks at all agencies
with overseas staffing. We are working closely with OMB to ensure the success of
the overall PMA initiative.

Diplomatic Readiness Initiative—The DRI is an integral part of State’s
rightsizing, i.e., it addresses fundamental staffing needs to reverse the trend of the
early 1990s when we hired under attrition. We need these positions to fill unmet
needs overseas and to provide for enough personnel to respond to crises and go to
training without leaving staffing gaps.

Overseas Staffing Model.—The OSM is our workforce planning tool that assists
management in allocation of resources, including those needed to support the USG
diplomatic platform. The OSM provides an objective, flexible tool to measure what
resources are needed to meet the President’s and the Secretary’s foreign policy pri-
orities and objectives.

Strategic Planning and Human Resource Allocation Processes.—The Mission Per-
formance Planning (MPP) process integrates strategic human capital planning ele-
ments into the planning process with the categorization of staffing and funding re-
sources by strategic goals, as required by the Government Performance and Results
Act (GPRA). This enables each mission’s senior management to assess the commit-
ment of human resources across the strategic goals, and also assists State regional
bureaus to better distribute State Operations and Foreign Operations funding
across the strategic goals.

Regionalization.—The Department of State has long made extensive use of re-
gional offices to help us meet the needs of difficult or dangerous posts. Regional cen-
ters exist in the United States (e.g., Charleston, South Carolina; Fort Lauderdale,
Florida; Portsmouth, New Hampshire), at major overseas hubs (e.g., Frankfurt,
Bangkok), and at smaller sub-hubs on an ad hoc basis (e.g., Dakar, Hong Kong).
Regional support provided from these centers allows the Department to accomplish
a variety of complementary goals, including improving the overall efficiency of our
global operations, supporting specific posts which could not otherwise operate effec-
tively, and reducing the burden of workload, and thus staffing, at many of our most
dangerous or difficult overseas posts. The Department is constantly reassessing the
specific needs of particular posts and adjusting regional support accordingly.

In addition, the Department has underway a number of initiatives designed to
apply the benefits of continuing technological improvements to rightsizing. One
prominent example: By the end of this fiscal year, the Department will complete the
transfer of significant financial management support operations from Paris, France
to Charleston, South Carolina, as a result reducing 109 positions in Paris.

This action was made possible by improvements in our financial management sys-
tems software. We now have one overseas accounting system that replaces the two
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former legacy systems that complies with Federal Managers’ Financial Integrity Act
(FMFIA) requirements and facilitates the compilation and reporting of data for the
Department’s financial statements. With further enhancements, posts in Europe, Af-
rica, the Near East and South Asia will be able to communicate and conduct certain
financial operations electronically, with “real time” access to financial systems.
These management actions reduced the need to maintain overseas staff at the Fi-
nancial Service Center in Paris to support these posts and reinforced the decision
to consolidate many financial operations in Charleston.

Post Openings and Closings.—Rightsizing affects not merely the size of U.S. posts
but also their distribution. Perhaps the best illustration of the Department’s ongoing
rightsizing efforts is the near-constant activity to open, close and relocate overseas
diplomatic posts. Since 1990, we have opened 52 new posts (29 embassies, 23 con-
sulates, consulates general, branch offices, etc.) and closed 43 (11 embassies, 32 con-
sulates, etc.).

EMBASSY CONSTRUCTION

Question. Mr. Secretary, what impact has 9/11 had on the way the Office of Over-
seas Buildings Operations approaches designing and building embassies abroad? Do
you think the lessons of 9/11 were that we need to build more heavily fortified em-
bassies? Or, do you believe that 9/11 demonstrated that we simply cannot build
buildings that are 100 percent secure and must therefore look to mitigate the threat
in other ways (such as better deterrence and prevention)?

Answer. The watershed event that reshaped the mission of the Bureau of Over-
seas Buildings Operations was the August 1998 bombings of our embassies in Dar
Es Salaam, Tanzania, and Nairobi, Kenya. The events of 9/11 served to reinforce
the continuing threat and therefore the urgent need to accelerate the construction
of new facilities that can satisfy the Department’s stringent security requirements
and protect our diplomatic personnel by providing secure, safe, and functional office
and residential environments. We appreciate the support the Congress and this
Committee have given to our efforts.

SOFT TARGETS

Question. Mr. Secretary, does the possibility of further and perhaps more ambi-
tious attacks against post housing, churches frequented by Americans, and Amer-
ican Schools concern you as much as it does me?

I would not suggest that we should shift resources away from the security of our
official buildings in favor of enhancing security at non-official locations. However,
we must do more to assure the safety of overseas personnel outside the embassy
walls. Above all, we must assure the safety of our children in their schools overseas.

What do you believe is the State Department’s proper role in this area? What
level of responsibility should State bear for the security of non-official locales? Based
on the risk and threat assessments that have, presumably, been conducted on these
non-official locales, do you believe they/we are prepared? When can we expect the
$15 million provided in the fiscal year 2003 Conference Report to start being distrib-
uted? Do you believe additional funds are necessary to protect U.S. personnel and
their families in “soft target” environments?

Answer. The possibility of attacks against soft targets overseas most certainly
concerns me. However, there exist many more soft targets overseas where Ameri-
cans gather than the U.S. government could ever possibly protect. I believe we must
pursue a dual strategy. First, identify those soft targets that are readily identified
with, and in some way connected to, U.S. Diplomatic facilities abroad. Housing for
our employees overseas and schools supported by our missions certainly fit in this
category, and it is appropriate that Congress has provided funding to mitigate secu-
rity vulnerabilities in those areas. We should recognize, though, that in the latter
case, a great many other children attend as well, American and non-American. Nor-
mal security costs should be borne by all that attend and be reflected in tuition
costs. Our role for the schools should be to provide security advice and counsel, and
to provide grants for high priority security upgrades such as window films, emer-
gency public address systems, and communications with Embassies and local police
and security.

To ensure that the $15 million provided in the fiscal year 2003 Conference Report,
as well as the additional $10 million in the Supplemental, is distributed wisely, the
Department has a working group with officers from the bureaus of Overseas Build-
ings Operations, Diplomatic Security, and the Office of Overseas Schools. We expect
that funding may be provided to some schools prior to the end of the fiscal year,
and continue over a 3-year period.
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For the many, many other possible soft targets, I believe our continuing responsi-
bility, and a role that we fulfill very well, is to provide timely and accurate advice
that fits the local situation. We fulfill this responsibility every day with Consular
information bulletins, Overseas Security Advisory Counsel (OSAC) local country
counsels, Regional Security Officer briefings, and other outreach programs.

Question. How has the Consular Affairs mission changed in the aftermath of 9/
11?7 Would you agree that the mission your consular officers perform is vital to our
national security? What are the pros and cons of the Department’s tradition of re-
quiring new Foreign Service Officers to serve their first tour in Consular Affairs?
Do you think this policy has contributed to creating a culture at State where CA
officers are second class citizens? Do you agree that Consular Affairs is a sufficiently
important component of the Department’s mission that it should be staffed by career
FSOs, rather than by novices?

In my visits to U.S. embassies abroad, I have noted that it is often the Consular
Affairs sections where conditions are the worst (most crowded, etc.). In my view,
there is a direct link between the quality of CA workspace and the productivity and
efficiency of our consular officers. Would you agree with this? What are you doing
to change this situation?

Answer. The work of Consular Affairs is a vital element of our country’s overall
plan to protect our national security. As part of our border security program, we
have made significant changes in the wake of 9/11. We have expanded our auto-
mated lookout system to include more information shared with us by other govern-
ment agencies and increased the number and type of special clearances required for
applicants of particular concern. Our automated system now requires that we collect
additional information on all visa applicants. And we are limiting the circumstances
in which a personal appearance can be waived for visa applicants. All of these
changes require additional personnel, and we have created additional positions to
help meet this workload.

The Department’s traditional policy of requiring all junior officers to serve a tour
in a consular assignment abroad has benefits for both the officer and the Depart-
ment. The officer has an early opportunity to develop management skills, dem-
onstrate leadership, and hone interpersonal and foreign language skills. For the De-
partment, the Junior Officer’s consular tour can be a chance to see how the officer
performs in a difficult situation, dealing with both American and Foreign Service
National (FSN) colleagues as well as with often demanding host country nationals.
The officer’s performance in the consular tour is a vital factor in determining wheth-
er the officer should be tenured in the Foreign Service.

Junior Foreign Service Officers (FSOs) have gone through a rigorous examination
process to arrive at this point. In addition to the consular training at the Foreign
Service Institute, which has recently been expanded, they bring a wealth of aca-
demic and real world experience to their jobs. They are dedicated and motivated
professionals who take their role in protecting homeland security seriously. Our jun-
ior officers are closely supervised by more senior career consular officers. At posts
staffed by only a single consular officer, the Deputy Chief of Mission takes on the
supervisory role and an experienced regional consular officer visits the posts regu-
larly to provide management oversight and advice for the consular function.

The consular cone is one of five career tracks for Foreign Service generalists. All
Foreign Service generalists have the opportunity to serve in positions out of cone
JID\?I broaden their experience and to compete for positions such as Deputy Chief of

ission.

It has often been difficult for the physical facilities in our consular sections abroad
to keep pace with the increasing numbers of personnel, both Foreign Service Offi-
cers and Foreign Service Nationals, required by the visa process, which has become
even more complex in the post 9/11 world. The employees engaged in this vital work
deserve working conditions that are secure, safe, and adequate for the job.

Our Bureau of Overseas Buildings Operations (OBO) has embarked upon an am-
bitious building program to complete new embassies on time and within budget. The
Bureau of Consular Affairs works closely with the designers and planners at OBO
to ensure that consular sections in new embassy buildings are adequate to permit
an efficient and effective consular operation. CA and OBO continue to work together
to refine the standards for consular sections now being designed. OBO and CA also
work collaboratively in the rehab of facilities to permit consular sections to be
rehabbed along with other parts of the buildings. In order to react more quickly to
fluctuations in consular workload, OBO is also looking at acquiring commercial
space for consular sections. In the fiscal year 2003 appropriation, Congress directed
OBO to undertake a 3-year Consular Workspace Improvement Initiative, ear-
marking up to $8 million of OBO funds for this purpose. CA has worked closely with
OBO to prioritize these projects.
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Question. Mr. Secretary, protecting information at our posts overseas is costly. If
we had the technological capability to store information in the United States, rather
than at post, wouldn’t this be worth looking into? Would you agree such a tech-
nology could reduce the number of overseas personnel required to assure the secu-
rity of information, and thus result in cost-savings?

Answer. For the past two years, the Department of State has been exploring the
technological capability to store information in the United States rather than at our
overseas posts.

We are also studying the implementation of the High Assurance Virtual Wide
Area Network (HA VWAN) which will provide classified connectivity to critical
threat posts and to posts that have environments with weak physical, administra-
tive or technical security controls. This program would reduce classified holdings.
A pilot on this technology will commence in Summer 2003.

But at the core of my Information Technology priorities is to replace the current
60-year-old “cable” technology used by the Department and other Foreign Affairs
Agencies with a new system. This new technology called SMART (State Messaging
and Archive Retrieval Tool Set) will provide centralized storage in the United States
of al% document types (currently cables, memorandum, informal messages and no-
tices).

It will give our diplomats access to more information and minimize the holdings
at a post because posts will access data from a server in the United States. We ex-
pect to deploy SMART in fiscal year 2005.

While SMART will provide some reduction in classified holdings, we will need to
continue to ensure the protection of the information and equipment that remains
at post.

However, we cannot guarantee, at this time, that there will be a reduction in the
number of overseas personnel required to maintain, operate and ensure the integ-
rity of our information stored overseas. Existing Marine Security Guard require-
ments would not be affected.

Our Information Specialists safeguard and are responsible for the classified net-
work infrastructure including encryption, COMSEC, and other classified network
components that must be maintained and protected.

The mandated duties of our Information Systems Security Officers (ISSOs) will
not decrease significantly. While compliance and reporting requirements have in-
creased in recent years, posts are not yet staffed properly to meet those new re-
quirements. A restructuring of the duties of Information Specialists at overseas
posts would enable the Department to better meet these reporting responsibilities.

Question. I understand that the estimated cost of renovating the U.N. head-
quarters complex in New York City is $1.6 billion. Mr. Secretary, the design for the
World Trade Center site (encompassing a museum, and opera house, a mall, and
five office buildings, one of which will be the tallest building in the world) is ex-
pected to cost only $350 million. How is it possible, then, that the cost of renovating
the U.N. headquarters is $1.6 billion?

A reasonable person would expect that security of the new World Trade Center
site would be as robust as any building complex in New York City. The cost of the
new U.S. embassy compound in Beijing, China is expected to be $438 million. Surely
the cost of security at the U.N. complex in New York City will not exceed our secu-
rity costs in China by $1.2 billion. Can you explain this?

Answer. As the design phase of the U.N. Capital Master Plan progresses, the De-
partment remains in regular contact with U.N. secretariat officials to monitor close-
ly the cost estimates and assumptions of the project to ensure that they are realistic
and reasonable. Also, the General Accounting Office has just completed an updated
study on the project—including the issue of cost estimates—and we urge you to ex-
amine the conclusions of that report when it is released shortly.

The cost components of the U.N. Capital Master Plan, as currently estimated, are
as follows:

—Baseline cost: $1.05 billion, including rental of swing space; and

—“Scope options,” related to additional security, energy efficiency, and system
contingencies: $150 million, assuming all were to be included in the final de-
sign.

—In addition, as part of the overall plan, the U.N. Development Corporation—a
public benefit corporation of the State and City of New York—has proposed to
construct a new office building just south of the existing U.N. compound which
would be used as swing space during the renovation of the existing U.N. facili-
ties (permitting all staff to relocate and allowing the renovation work to proceed
all at once, thus reducing costs) and ultimately to consolidate U.N. staff cur-
rently housed in several rental buildings off the U.N. compound, with no added
costs to the United Nations.
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Security is a vital component of both the Beijing Embassy compound as well as
the U.N. headquarters facilities. However, security elements do not represent the
majority of the cost factors for either project. It is very difficult to compare these
two projects, as they serve considerably different purposes. For the Beijing com-
pound, our Office of Overseas Building Operations is working with a budget of $434
million and is designing facilities to accommodate 846 staff as well as consular oper-
ations. The U.N. headquarters complex will continue to accommodate the needs of
191 U.N. member states and approximately 4,700 U.N. staff. The existing U.N. fa-
cilities do not conform to current safety, fire, and building codes and do not meet
U.N. technical or security requirements.

The Department is not involved in the redevelopment of the World Trade Center
(WTC) site and would refer you to the New York City Economic Development Cor-
poration for the actual figures relating to that redevelopment project. We under-
stand, however, that the total costs for the redevelopment will be significantly high-
er than the $350 million figure, which we understand may only represent an esti-
mate for the cost of the World Trade Center Memorial (as distinct from the facilities
cited in your question).

Question. The fiscal year 2007 State Department Appropriations Bill required the
Secretary of State to notify Congress 15 days before the United States votes in the
U.N. Security Council to establish or expand a peacekeeping mission. Mr. Secretary,
since we have to fund these missions, do you believe Congress should have a more
formal role in the decisions leading up to the Security Council votes? Wouldn’t this
lessen the need for Members of Congress to place “holds” in order to effect change
in these missions?

Answer. Pursuant to legislation, the Administration provides monthly briefings to
Appropriations and Authorization Committee staffs on current and prospective
peacekeeping missions and information related to expenditures from the Contribu-
tions to International Peacekeeping Activities (CIPA) appropriation. The Adminis-
tration also provides formal Congressional notifications for proposed votes in the
U.N. Security Council for new or expanded missions. We believe information pro-
vided provides sufficient information to permit the Appropriations Committees to
exercise its Constitutionally-required responsibilities.

Question. At the hearing, I raised the point that the American taxpayers have
contributed more than $800 million to the U.N. peacekeeping mission to the Demo-
cratic Republic of the Congo. This mission is very important to France, and the
United States has cooperated with the mission in every way. The Iraq resolution
was important to the United States, and yet French negotiators took every oppor-
tunity to undermine U.S. efforts towards that end.

Mr. Secretary, you indicated in your testimony that we should not break ties with
our allies in one area merely because we are in disagreement with them in another
area. Do you not support the concept of issue-linkage? Would you agree that issue-
linkage is one of our most important diplomatic tools?

If, in the case of the Congo peacekeeping mission, you believed that continued
U.S. participation was vital to U.S. national interests, could you give me other ex-
amples of where the United States employed issue-linkage to try to elicit greater
cooperation from the French (and Germans) in the U.N. Security Council negotia-
tions over an Iraq resolution?

Answer. The United States supported establishment and continuation of the U.N.
peacekeeping mission in the Democratic Republic of the Congo, and requested fund-
ing to pay for our portion of U.N. peacekeeping assessments, because we believed,
and continue to believe, that MONUC can contribute to restoration of stability in
this critical African nation, which can help remove this destabilizing factor in Cen-
tral Africa. You are correct that support to MONUC was an issue of high impor-
tance to France, but it is also an issue of high importance to the United States.

As I have said publicly, France’s intransigence in the United Nations Security
Council on a resolution to follow UNSCR 1441 has consequences for our future rela-
tionship. There will be issues of special importance to France where we will seek
to get their attention, but we should not fail to act on issues of manifest interest
to the United States.

QUESTIONS SUBMITTED BY SENATOR PETE V. DOMENICI

Question. Late last congress, I joined with Senators Biden and Lugar in spon-
soring the “Nuclear and Radiological Threat Reduction Act.” This legislation would
authorize the Secretary of State to take specific steps to prevent the use of dirty
bombs as a terrorist weapon. It is my understanding that this bill is likely to be
introduced again this Congress.
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Also in the 107th Congress, the Senate passed my legislation authorizing the Na-
tional Nuclear Security Administration to take the lead in the Department of Ener-
gy’s strategy for combating radiological terrorism. Enhanced technology, mitigation
systems and international cooperative efforts are a few of the mechanisms pre-
scribed by my bill to better safeguard nuclear materials that are being sought by
terrorists.

In addition, my bill, which is now law, calls for greater coordination between all
Federal departments and agencies with responsibilities for nonproliferation.

Given the significant roles of both the State and Energy Departments in address-
ing issues of nonproliferation, I believe there is opportunity for tremendous synergy
between them in addressing the problem of nuclear terrorism.

Would you offer your thoughts about how the Department of State and the De-
partment of Energy can more effectively coordinate efforts so as to maximize our
progress on this issue?

Answer. In combating radiological terrorism, coordination between the Depart-
ment of State, NNSA and other agencies has improved regarding the detection of
illicit nuclear and radioactive materials. Working with NNSA, the Department of
State has taken the lead with NNSA/Second Line of Defense (SLD) in organizing
an inter-agency effort by the Department of Homeland Security, State, Energy and
the Department of Defense to develop a strategy for assisting key countries overseas
in their detection of illicit nuclear materials. NNSA/Second Line of Defense assisted
greatly in the drafting of an USG interagency strategic plan for provision of radi-
ation detection equipment, which provides an action plan and performance meas-
ures to guide our efforts on this key anti-terrorism/nonproliferation initiative.

State and NNSA are also executing a joint plan for maintaining, repairing and
replacing radiation detection equipment the USG has provided to foreign countries
in recent years. In 2002-2003, this program, using SLD assets, was very successful
in performing required maintenance and re-training in several countries where
equipment has been in active use for some time.

Yet much remains to be accomplished in terms of denying terrorists access to
high-risk radioactive sources. With your help, NNSA has made a good start on se-
curing these sources. As you have stated, there is indeed an opportunity for tremen-
dous synergy between the Department of State and NNSA.

We believe that a diplomatic solution is the key to a meaningful long-term solu-
tion. The security of radioactive sources depends on convincing states to change the
fundamental ways that they manage and secure sources. Governments must agree,
and be committed, to secure high-risk radioactive sources and keep them secure
throughout their life cycle. The Department of State has a history of engaging for-
eign governments at the highest levels to secure these types of commitments.

More broadly, we are using the Nonproliferation and Disarmament Fund (NDF)
to tackle tough, urgent and often unanticipated problems on a worldwide basis. We
expect that NDF in the future could be used to help countries develop infrastruc-
tures to secure radioactive sources and track dangerous materials, including
through the NDF’s existing “Tracker” automated software system that helps govern-
ments strengthen control over sensitive exports. We hope that requested fiscal year
2004 increases in NDF funding will support the Department’s Dangerous Materials
Initiative (DMI) to secure radioactive materials, pathogens and sensitive precursors.
DMI aims for synergies among U.S. Government agencies and programs and also
with international partners.

We believe that an ongoing dialogue between NNSA and the Department of State,
along with other relevant agencies, is necessary so that technical and diplomatic ef-
forts can be combined to ensure that high-risk radioactive sources are secured over
the long term.

RUSSIA AND IRAN’S NUCLEAR PROGRAM

Question. I remain concerned about Iran’s drive to obtain a nuclear capability. De-
spite its claims to the contrary, Iran’s construction of new nuclear facilities along
with announced plans to mine uranium point to its growing ambition to advance
a nuclear weapons program.

Russia’s technical assistance to Iran’s nuclear program has been a source of frus-
tration for the United States. It has hastened Iran’s efforts while slowing develop-
ment of the new strategic partnership between Russia and the United States.

It is my understanding that State Department officials were recently in Moscow
to discuss arms control issues in general and the Iranian nuclear matter specifically.

Can you report on the substance of those discussions? Do the Russians share our
concerns about the prospects of a nuclear-armed Iran? Have they indicated a will-
ingness to consider terminating their support of the Iranian program?
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Answer. We raise the subject of ending Russian nuclear cooperation with Iran at
every opportunity with senior Russian officials.

In these meetings, the Russians have professed to share our concern about the
prospects of a nuclear-armed Iran. And recent revelations about the extent of the
Iranian program to develop nuclear weapons have been very useful in making clear
to Moscow that Tehran is indeed pursuing this objective.

We appear to be making some progress in our discussions in curbing Russia’s nu-
clear cooperation with Iran. The Russians have agreed to some measures that miti-
gate the nonproliferation risks of their cooperation—such as providing fuel for the
lifetime of the Bushehr reactor as well as taking back all the spent fuel to obviate
any rationale for Iran to develop fuel cycle facilities.

Much remains to be done, however. We continue to press the Russians to agree
to end all their nuclear cooperation with Iran and more effectively prevent Russian
entities from cooperating in other sensitive areas such as missile technology.

ANTITERRORISM TRAINING

Question. Mr. Secretary, I have just joined with Congressman Steve Pearce and
Senator Bingaman in a letter to you to urge that the Department reinstate two anti-
terrorism training programs at the New Mexico Institute of Mining and Technology
in Socorro, New Mexico. At the end of last year, the State Department notified New
Mexico Tech the Hostage Negotiation course was being relocated to Louisiana State
University, which is a partner with New Mexico Tech in the ATA programs. Then
this past January, New Mexico Tech was notified by the State Department that the
Rural Border Patrol Operations program was being terminated and moved else-
where. This is a mistake. The community of Socorro and the university have oper-
ated very successful ATA programs for the State Department. Both have invested
significantly in facilities to accommodate these programs, and they have been very
well received by the foreign dignitaries and officials receiving this training. The de-
cision to relocate these programs will significantly impact the local economy. These
programs follow successful New Mexico Tech training for the nation’s first respond-
ers as one of four training partners in the Office of Domestic Preparedness and the
National Consortium on Domestic Preparedness for the Department of Justice. I see
no valid reason why these programs should be relocated, nor were explanations give
to New Mexico Tech for this change.

(A) Mr. Secretary, I understand that the State Department official that recently
ordered the relocation of the Rural Border Patrol Operations course did not have
the authority to do so. I am now told that this decision has been put on hold, but
that the intention is still to move forward with this proposal through regular chan-
nels. Will you please take a look at the attached letter and investigate this matter
for me? I would urge you to keep the Rural Border Patrol Operations Course right
where it has been successfully run for the past several years—at New Mexico Tech
in Socorro, New Mexico.

(B) Will you please also investigate the decision that was made to relocate the
Hostage Negotiation course to Louisiana State University? While the universities
work very closely on these programs, they each have unique capabilities which they
bring to the anti-terrorism assistance programs.

CONGRESS OF THE UNITED STATES,
Washington, DC, March 3, 2003.

The Honorable COLIN L. POWELL,
Department of State, 2201 C Street, N.-W., Washington, DC 20520.

DEAR SECRETARY POWELL: We write regarding the Antiterrorism Assistance (ATA)
training program involving Louisiana State University (LSU) and New Mexico Tech
(NMT). We are deeply concerned about the Department of State’s (DoS) decision to
terminate the Rural Border Patrol Operations training program at NMT. Our con-
cerns are further heightened by the fact that the Hostage Negotiations program at
NMT was terminated last year.

Until the end of 2002, NMT successfully conducted both courses under a coopera-
tive agreement between ATA and LSU and a subcontract between LSU and NMT.
Before year end, LSU (at the direction of ATA) notified NMT that Hostage Negotia-
tions training would relocate to LSU effective January 2003. At the time, NMT was
led to believe that the loss of the Hostage Negotiations training program would be
offset by increased activity in the Rural Border Patrol Operations course, thereby
resulting in a program neutral change. However, NMT funding for both training
programs has dwindled from approximately $1.7 million in fiscal year 2001 to an
estimated $900,000 for fiscal year 2003. Obviously, the decision recently announced
to relocate the Rural Border Patrol Operations course will eliminate any chance for
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a program neutral change and will instead have a significant negative financial im-
pact on NMT.

We are aware of the limited resources available to carry out this and other ATA
activities during these critical times. Thus, it is imperative that our best resources
are marshaled to provide important training to our allies in foreign countries. We
believe the ATA training made available to these countries is important to their se-
curity and critical to our country as the front line of defense to antiterrorism activi-
ties. It is therefore incomprehensible to us that decisions have been made to termi-
nate this important program at NMT, especially after NMT’s success and contribu-
tions to the ATA program were formally recognized in the letter from ATA directing
the training to be relocated.

The principal reason given by the DoS for its relocation of the Rural Border Patrol
Operations course was economic. ATA believes they can achieve a measure of cost
savings by consolidating training at another location. It is important to note, how-
ever, that more dramatic savings can more likely be realized by consolidating addi-
tional training at NMT. We believe that the decision to terminate training at NMT
will not represent the greatest cost savings and ignores other factors that impact
on the economy and the overall quality of life of our citizens.

It is also important for us to point out the considerable investment in the ATA
training program that has been made by both the community of Socorro and NMT.
These investments were made as a commitment to a long-term, productive relation-
ship with the ATA program. First, NMT funded construction of a “state-of-the-art”
small arms range to provide first class support for the program. Second, local busi-
nesses contributed to the success of the program by investing in expansion of their
facilities to accommodate students, faculty and ATA representatives. Third, NMT
provides an exclusive training area, which consists of 3,137 acres, for the Rural Bor-
der Patrol Operations training program at no cost to the ATA program.

In light of the above, we affirm our desire to continue the successful ATA pro-
grams already established by NMT in Socorro, NM, and for the DoS to fully use the
existing infrastructure and prior investments made to support these important pro-
grams. To re-establish this program at DOE training facilities in Albuquerque may
require substantial investment of scarce funds and may require entry to a military
installation where, due to heightened security restrictions, guaranteed access by for-
eign nationals could be limited, as was ATA student access to facilities on some
military installations immediately following September 11th.

The Department of State should take immediate action to accomplish the fol-
lowing actions:

—Reverse the decision to relocate the Rural Border Patrol Operations training

away from NMT.

—Reestablish Hostage Negotiation (or a comparable training course) at NMT.

—Use the unique facilities of NMT to support a Large Scale Terrorist Bombing

course or similar training program.

—Relocate the office of the ATA New Mexico representative from Albuquerque to

Socorro, NM.

These actions would help realize actual cost savings in the ATA program and per-
mit full utilization of existing (and proven) high quality training facilities at NMT,
thus eliminating costs associated with duplicating such facilities at new training lo-
cations.

We greatly appreciate your attention to this time sensitive request and look for-
ward to your swift response. Should you have any questions, please feel free to con-
tact Ricardo Bernal of Rep. Steve Pearce’s staff at (202) 225-2365.

Sincerely,
STEVAN PEARCE,
Member of Congress.

PETE DOMENICI,
United States Senator.

JEFF BINGAMAN,
United States Senator.

Answer. The Department has not made a final decision to relocate the Rural Bor-
der Patrol Operations course from New Mexico Tech. The Hostage Negotiations
course was moved to Louisiana State University so that it could be co-located with
the Advanced Crisis Response Team (SWAT) course that is taught there, where spe-
cialized facilities are available. Both courses end in a capstone joint exercise involv-
ing hostage negotiation and hostage rescue.

New Mexico Tech has a sub-grant of a cooperative agreement between Louisiana
State University and the Bureau of Diplomatic Security that is renewable each year.
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Diplomatic Security regularly reviews these agreements and compares costs for pro-
viding courses among various service providers. Recently, as a matter of fact, a
Eoull"se that was once taught in Washington state was relocated to a New Mexico
acility.

We would be happy to provide you or your staff with a detailed briefing on the
consideration of this matter prior to any final decision.

Question. Would you please tell the Subcommittee the Department’s plans to fund
the International Law Enforcement Academies in fiscal year 2003 under the omni-
bus appropriations bill?

Are there sufficient funds to adequately support the operation of the ILEAs for
the remainder of the fiscal year? If not, what adjustments does the Department plan
to make in ILEA operating plans?

Answer. The Department plans to continue to support the work of the established
ILEAs in Bangkok, Budapest, Gaborone and Roswell. The level of funding will be
approximately $3.5 million each for Bangkok, Budapest and Gaborone and $5 mil-
lion for Roswell. In addition, $2 million will provide initial funding for the develop-
ment of the newest ILEA for Latin America. Existing funds can adequately support
the current level of operations at all the ILEAs. No adjustments are necessary.

Question. The conferees endorsed Senate and House report language regarding
ILEA, and stated the expectation that the Administration provide sufficient funding
to complete the Roswell Center where there is a building currently under construc-
tion. Can you please tell me what the status of that project is, and when it is ex-
pected to be completed?

Answer. The Department has $3.5 million available for the construction of a new
building at the Roswell facility. The New Mexico Institute of Mining and Technology
has been instructed to present a proposal including detailed information and speci-
fications, as required by statute for any building project, for review and approval.
This type of building project typically takes 12 to 18 months to complete.

Question. Under the President’s fiscal year 2004 budget requests for International
Law Enforcement and Narcotics Control, what are the Department’s plans to fund
each of the ILEA programs? Would you please provide the Subcommittee with the
details on the proposed ILEA training for the upcoming fiscal year?

Answer. The level of funding will be approximately $2.9 million each for Bangkok,
$3.2 million for Budapest, $2.7 million for Gaborone, $5 million for Roswell and $3.3
million for San Jose. This funding will allow for continuing operations—at a reduced
training tempo in the regional academies—based on fiscal year 2003 spending lev-
els. No new initiatives are possible without additional funding.

QUESTIONS SUBMITTED BY SENATOR BEN NIGHTHORSE CAMPBELL

Question. Last October, I wrote to the Department, along with several colleagues
from the Helsinki Commission, concerning Ukrainian President Kuchma’s approval
of the transfer to Iraq of the Kolchuga [COL-chew-ga] radar system.

Have efforts been made to investigate possible financial benefit on the part of
President Kuchma or his associates in connection with the Kolchuga affair?

Has the Ukrainian government given indications of cooperating in resolving the
problem of transfers of military equipment to rogue states such as Iraq?

Answer. Although we remain convinced that President Kuchma authorized the
transfer of Kolchuga to Iraq, we do not know if the transfer actually occurred. We
are not aware of any violations of U.S. law in connection with payments President
Kuchma or any other Ukrainian official might have received in connection with any
transfer of the Kolchuga system to Iraq.

The Kolchuga incident exposed serious weaknesses in Ukraine’s arms export con-
trol system. The United States is working jointly with several other governments
in a cooperative effort to strengthen Ukraine’s export control system, enforcement,
and oversight of defense industries and transshippers. We continue to engage the
Government of Ukraine on these issues and are intensifying our diplomacy. As a
result of our diplomatic efforts and pressure, the Ukrainian government has under-
taken a number of preliminary structural reforms in the arms export industry that
enhance nonproliferation. The Ukrainian parliament (Rada) also recently passed a
new export control law that could contribute to stronger safeguards. We will be
working with the Government of Ukraine to support effective implementation of its
extport control law and regulations in addition to pushing for continued structural
reform.

Question. We have seen disturbing reports that Belarus, Bulgaria, Bosnian Serbs
and Serbia have also been actively involved with arms trade to Iraq. I am particu-
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larly disturbed over Belarus under Lukashenka—the last dictator in Europe and
will soon introduce the Belarus Democracy Act in the Senate.

How serious do you regard the problem of arms transfers to Iraq from other
OSCE countries of the Former Soviet Union and Eastern Europe?

While I understand some progress has been made in shutting off a notorious Ser-
bian connection, are we making satisfactory progress with these other suppliers?

Is ghe United States pursuing the issue of arms transfers within the OSCE frame-
work?

Answer. U.S. strategy to halt military assistance and gray arms transfers from
Eastern and Central Europe and Eurasia to Saddam Hussein’s Iraq and other state
sponsors of terrorism has been a quiet, but significant, success for U.S. national se-
curity. Since July 2001, the United States has invested substantial diplomatic and
intelligence resources in implementing nonproliferation strategies for states in this
region, including for each of the NATO invitees. Relying on the tools of coordinated
diplomacy, information sharing, interdiction, and coordinated assistance, our efforts
to strengthen border security and encourage responsible export control policies in
Eastern and Central Europe and Eurasia have worked remarkably well.

Our cooperation with Serbia and Montenegro and Bulgaria in particular mirrors
the very successful nonproliferation strategies pursued in Eastern Europe and the
Balkans. The fruitful partnerships that developed as a result of this strategy proved
invaluable to our efforts in Operation Iraqi Freedom and continue to play a signifi-
cant role in the global war on terrorism.

We are beginning to implement a synthesized approach to border security and
nonproliferation cooperation in the Balkans, with support from many in Congress.
The Department also continues to execute an effective small arms and light weap-
ons destruction program. This program has destroyed 230,000 surplus weapons and
several tons of ammunition in Albania, Bulgaria, and Serbia and Montenegro, and
will destroy similar amounts in Bulgaria and Romania this year. Our diplomatic ef-
forts have also resulted in virtually all Eastern and Central European governments
vetting proposed arms sales and transfers with the USG. The United States has
sought to use the OSCE to reinforce our work on conventional arms transfers in
order fora, and to cement principles and good practices associated with arms trans-
fers among the members of OSCE states. This effort dates back to agreement in
1993 on Principles Governing Conventional Arms Transfers, but became more fo-
cused at the 1999 Istanbul OSCE Summit with the OSCE Document on Small Arms
and Light Weapons. The specific measures contained in the Document on Small
Arms and Light Weapons go beyond the earlier statement of general principles—
firmly based on U.S. principles and practices—and provide a concrete basis for U.S.
efforts to encourage institute good practices among our OSCE partners in this re-
gard.

We are at an important point in implementing this strategy. We have begun to
steer Eastern Europe away from the arms markets and military cooperation of the
past toward productive areas for the future. These positive changes will contribute
not only to our efforts to cut off supply lines to terrorists, but also to our goal of
supporting further integration into western security and defense institutions. We
will continue to work within the effective framework of bilateral and multilateral
relationships, including the Wassenaar Arrangement, NATO, and the G-8, to en-
sure the sustained improvement in arms transfer policies in all OSCE countries.

Question. Mr. Secretary, despite our frustration and disappointment with Presi-
dent Kuchma and his associates in Ukraine, it is important that we continue to as-
sist those elements of Ukrainian society striving for democracy, rule of law and
Euro-Atlantic integration.

Cuts in Voice of America and Radio Liberty programming to Ukraine have been
proposed. Isn’t this a premature move, given the poor environment for independent
media there especially in the run-up to next year’s presidential elections?

Answer. We share your views on the critical importance of developing a strong
civil society in Ukraine, and on the important contributions made by Voice of Amer-
ica and especially Radio Free Europe/Radio Liberty (RFE/RL). In the interest of see-
ing a free and fair 2004 presidential election in Ukraine, in which all major can-
didates have access to the media, the role of the Ukrainian service of RFE/RL is
especially vital. This is a central goal of U.S. policy towards Ukraine.

In March, Under Secretary Beers sent a letter to the Chairman of the Board of
Broadcast Governors (BBG) expressing our concerns about rumored reductions in
staffing and operational funding for RFE/RL’s Ukrainian language service. We also
briefed the BBG on the results of our Ukraine policy review, which called for greater
support for independent media in Ukraine. The Chairman, Mr. Tomlinson, assured
us that no reductions for RFE/RL were contemplated.
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Question. As Co-Chairman of the Helsinki Commission, I recently introduced a bi-
partisan resolution (S. Con. Res. 7) concerning anti-Semitism and related violence
in the OSCE region.

What actions 1s the Department taking to ensure that our friends are doing every-
iching?possible to confront such attacks, prosecute and publicly denounce such vio-
ence’

The Porto OSCE ministerial called for a meeting focused specifically on anti-Semi-
tism, a subject high on the Helsinki Commission agenda. Is that meeting on track
to take place?

Answer. The Department of State is concerned about the increase in anti-Semitic
violence in the OSCE region. We have made combating anti-Semitism a priority for
our diplomacy throughout the region and especially at the OSCE.

The OSCE Parliamentary Assembly led the way on this issue by issuing a state-
ment at the Berlin summer session last July highlighting the need for vigilance and
governmental attention to the problem of anti-Semitic activities.

Our success at the Ministerial meeting in Porto in scheduling an OSCE meeting
on anti-Semitism is in large part a result of the work done on this issue by the Par-
liamentary Assembly.

Through the OSCE Permanent Council and on a bilateral basis we raise incidents
of anti-Semitic violence or policies with the governments concerned.

The OSCE meeting on anti-Semitism scheduled for June 2003, will be a forum
to discuss best practices in the fight against anti-Semitic violence and tendencies
in societies. The U.S. delegation, to include prominent governmental officials and
private individuals, will be robust and will reflect the importance we place on this
conference.

Question. Mr. Secretary there have been reports in the media suggesting that the
United States is allowing, if not encouraging, other countries to torture individuals
suspected of involvement in terrorism. In his State of the Union Address, the Presi-
dent described the horrific forms of torture employed by the Hussein regime and
concluded, “if this is not evil, then evil has no meaning.” Can you clarify what the
U.S. policy is with respect to torture in the war against terrorism?

Answer. The United States condemns and prohibits torture. The President re-
cently reaffirmed this to the United Nations High Commissioner for Human Rights.
The Department of Defense General Counsel has further advised in a letter on the
subject addressed to Human Rights Watch that:

—(1) When questioning enemy combatants, U.S. personnel are required to follow

this policy and applicable U.S. laws prohibiting torture.

—(2) With respect to the transfer of detained enemy combatants to other coun-
tries for continued detention, U.S. Government instructions are to seek and ob-
tain appropriate assurances that such enemy combatants are not tortured.

—(3) U.S. Government personnel are instructed to report allegations of mistreat-
ment of or injuries to detained enemy combatants, and to investigate any such
reports.

—(4) U.S. Government officials investigate any known reports of mistreatment or
injuries to detainees.

The United States does not condone torture and is committed to protecting human
rights as well as protecting the people of the United States and other countries
against terrorism of global reach.

Question. A year ago I asked you what action might be taken against OSCE coun-
tries like Turkmenistan who flagrantly violate their human rights commitments. I
understand that the situation has only deteriorated further over the past year.
What is the Department doing to address these developments?

Answer. The human rights situation has continued to deteriorate in
Turkmenistan, particularly since the November 2002 attack against President
Niyazov’s motorcade. The United States is deeply concerned about the human rights
situation in Turkmenistan, and we have embarked on a number of bilateral and
multilateral initiatives to address the problems there.

We have raised our human rights concerns directly with President Niyazov and
other senior officials in Turkmenistan on a number of occasions, as well as the
Turkmen Ambassador in Washington. In those conversations, we especially dis-
cussed the conduct of the Turkmenistan Government during its investigation of the
November incident. We have also encouraged other countries to raise the matter
with the Government of Turkmenistan.

We have also vigorously pursued multilateral efforts to improve Turkmenistan’s
human rights record. In December 2002, the United States joined other OSCE mem-
ber states to invoke the rarely used “Moscow Mechanism,” requiring the Govern-
ment of Turkmenistan to reply in writing to a request for information on the where-
abouts and conditions of those arrested. Ashgabat failed to respond adequately,
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thereby bringing into motion the second stage of the Moscow Mechanism—the send-
ing of a fact-finding team to Ashgabat to report on the situation. Under its OSCE
commitments, the Government of Turkmenistan is obliged to accept a visit by the
team and must appoint one member to the team. Despite this obligation, the Gov-
ernment of Turkmenistan did not cooperate, and the OSCE team had to investigate
the matter without assistance.

On March 13, 2003, the OSCE Moscow Mechanism Rapporteur submitted his re-
port on abuses in Turkmenistan following the November attack on President
Niyazov. The report condemned the attack itself, catalogued a range of grave human
rights abuses following the attack, and publicly called on Turkmenistan to make re-
forms and work with the OSCE to address the problems. Turkmenistan has rejected
the findings of the report.

The United States also co-sponsored an April 2003 United Nations Human Rights
Commission resolution condemning Turkmenistan for a range of human rights
abuses including torture and political and religious repression. In particular, the
resolution cited abuses in the crackdown following the November incident. We hope
this resolution will encourage reforms in Turkmenistan and enhance U.N. engage-
ment on this issue.

The United States is committed to sustained diplomatic engagement with
Turkmenistan to press for fundamental political, economic, and societal reforms,
and to push Turkmenistan to develop a healthy respect for human rights in accord
with its U.N. and OSCE obligations. The development of such reforms is inex-
tricably tied to security, stability, and prosperity in Turkmenistan. Understanding
that significant political change will take time, we have increased our assistance
programs that promote democratic freedoms, including human rights, civil society
and rule of law.

QUESTIONS SUBMITTED BY SENATOR ERNEST F. HOLLINGS
COST SHARING INITIATIVE

Question. Is the program voluntary or mandatory?

Answer. The Administration’s Security Capital Cost Sharing Program will be
mandatory for all agencies under Chief of Mission authority. As envisioned, agen-
cies, including the Department of State and ICASS, will be required to pay on a
per capita basis for each authorized overseas position. It is an Administration initia-
tive that is part of the President’s Management agenda. It aligns costs with the
overseas assignment process and is a significant right-sizing initiative. It is also
consistent with the OPAP recommendations. This approach is reflected in the For-
eign Affairs Authorization Bills now being considered by both the Senate and House.

Question. How are you going to guarantee that other agencies will reimburse the
Department through the Cost Sharing Program?

Answer. The legislation now being considered (S. 925 and H.R. 1950) would au-
thorize State to collect the amounts due automatically through the Intra-Govern-
mental Payment and Collection System, which is the same way GSA collects rent
for domestic buildings. Payment and collection would not be contingent on a par-
ticular cost sharing appropriation to an agency.

Question. What specifically is the $120 million for?

Answer. All cost sharing funds will be used solely for the construction of secure,
safe, and functional New Embassy Compounds (NEC), in accordance with the Long-
Range Overseas Buildings Plan. The fiscal year 2004 funds will help fund the NEC’s
identified in the President’s fiscal year 2004 Budget. The $120 million includes
State’s cost share of $64 million and $56 million for other agencies’ cost share. The
actual transfer of funds from agencies will begin in fiscal year 2005 and will be fully
phased in by fiscal year 2009.

Question. You propose to phase the program in over 5 years. Does this mean that
DOS shoulders the expense for the next 5 years?

Answer. Under this program, State will not have to shoulder all the expense for
the next 5 years. State has traditionally provided 100 percent of the capital cost of
New Embassy Compounds (NEC), and even when the Cost Sharing Program is fully
phased in, the Department will be responsible for about two-thirds of the total budg-
et based on its overseas positions. The 5-year phase-in period will allow other agen-
cies time to rationalize their overseas presence, deciding either to increase their
budgets for overseas activities or reduce the numbers of their least essential per-
sonnel overseas. The Department of State would also be making the same judg-
ments about its own staffing in light of the larger financial consequences of main-
taining positions overseas. The Administration believes that the 5-year phase-in is
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a practical accommodation to account for a significant change in the Government’s
approach to funding the construction of approximately 150 New Embassy Com-
pounds over the next 12 to 14 years.

Question. Would you provide the Committee with a breakout of DOS costs and
costs of participating agencies for each of the next 5 years?

Answer. The breakout of Department of State costs and costs of participating
agencies currently available are based on data collected almost two years ago. The
Department has recently collected fresh data and is now computing new cost fig-
ures. As soon as they are available, we will make them available to the committee.
We anticipate they will be ready in late June.

USAID FACILITIES

Question. Why did State decide to request additional funding for USAID facilities
through CJS, when Congress has consistently not supported this approach?

Answer. The Department of State and the Administration are strongly committed
to ensuring that USAID is also provided with secure, safe, and functional facilities.
The Secure Embassy Construction and Counterterrorism Act of 1999 requires all
agencies, and therefore USAID as well, to be located on the embassy compound.
This also allows for economies of scale resulting from concurrent construction. We
are eager to work with the Congress to achieve this legislated mandate.

Previous budget submissions have requested full funding from the Commerce,
Justice, State, and Judiciary Subcommittees and from the Foreign Operations Sub-
committees in different years, and neither subcommittee has been willing to fund
USAID buildings. The fiscal year 2004 budget request places the “catch up” projects
that should have accompanied the already funded New Embassy Compounds
(NECs) in the Foreign Operations budget request. USAID facilities that will accom-
pany the proposed NECs are included in the CJS budget request.

The Administration’s proposed Security Capital Cost Sharing Program should
render the USAID facilities funding issue moot since USAID, like other agencies,
will pay into the program for the space they need.

BERLIN/FRANKFURT FACILITIES

Question. What steps are you taking to ensure that the facility will remain safe
in light of the fact that you will not know who owns property inches away from the
embassy wall?

Answer. The new embassy in Berlin will be built to withstand catastrophic and
progressive collapse from blast, and is being designed with buffer spaces between
the building and the contiguous buildings. Additionally, our design features non-of-
fice space such as elevator shafts and mechanical rooms located along the space con-
tiguous with adjacent buildings, to the maximum extent feasible.

Question. Will you know who purchases the condominiums next door?

Answer. Our security and intelligence units keep in close contact with German
security and intelligence services, as well as building owners and landlords. It is in
all of our interests to provide safety and security for not only our facility, but for
the Germans and German facilities close to ours. The German authorities and the
owners of the adjacent buildings appreciate our concerns and we foresee a very high
level of cooperation to address this issue.

Question. If you are capable of building a structure within inches of private prop-
erty without any knowledge of who owns that property, then do we truly need the
100-foot setback requirement?

Answer. The location of our new Embassy in Berlin is a unique opportunity to
build a chancery on a historic and prestigious site. It is not without security chal-
lenges, but both the Department and German authorities are working to provide an
adequate level of security. While the site does have contiguous buildings, we are
working to mitigate the threat from the buildings using both physical and proce-
dural methods. It should also be noted that we are working with the Germans to
ensure that uninspected vehicles on the roads around the chancery are kept at a
distance of no less than 82 feet. The chancery will be built stronger, to the same
level of protection as if it had 100 feet of setback.

While certain waivers will be signed for this particular chancery building, the nor-
mal requirement for 100 feet of setback has allowed the Department to construct
safe and secure facilities in many countries in the world that may not provide the
same level of cooperation or have the same capabilities as the German government.
Congress wisely included a waiver process in the Secure Embassy Construction and
Counterterrorism Act, and that process will be used only when appropriate. The
100-foot requirement is still valid.
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Question. What steps are you taking to secure the property where the subway
runs?

Answer. The subway does not run under the building. It does run under the
Pariser Platz in front of the chancery. There is an emergency escape tunnel from
the subway with an exit in the street approximately 60 feet in front of the embassy,
which would open into an area where the public has free pedestrian circulation. We
do not consider the subway a vulnerability.

Question. Given the current climate and anti-American sentiment in Germany be-
cause of the potential war with Iraq, do you still feel as certain about maintaining
the security of the facility today as you did one year ago?

Answer. While there were differences in our positions over Iraq, the Germans pro-
vided excellent security for our existing facilities throughout this period of height-
ened threat. I have no doubt that they will continue to honor their security respon-
sibilities and provide us with excellent services and support. The decision to build
on Pariser Platz was taken only after careful consideration, with the condition that
security issues be adequately addressed. We continue to move toward that goal.

Question. When will you actually sign the waiver for the security requirements?

Answer. The waiver will be signed when the Department is assured that security
issues have been adequately addressed.

EVALUATING THE HIRING INITIATIVE

Question. Since the whole notion of the 1,158-position Hiring Initiative was to
meet DOS’s high priority needs, why are the 68 additional positions needed for Con-
sular Activities not absorbed in the Hiring Initiative?

Answer. The Diplomatic Readiness Initiative (DRI) request was introduced as a
three-year plan by Secretary of State Powell in 2001 to fill gaps created by under-
hiring in relation to workload in the 1990’s. The DRI addresses many of our core
needs, some of which are determined by our Overseas Staffing Model and training
requirements. However, some personnel requirements are assessed and resources
requested separately such as security, IT, and consular which tend to have specific
needs due to outside events.

It did not take into account the additional requirements that would follow from
the events of September 11th. Currently, the Department is assessing future per-
sonnel needs taking into account the long-term needs of the Department, to include
the implications following the events of September 11th.

The 68 CA positions that are referenced in the question represent new positions
not originally contemplated in the DRI. These positions will be used to replace tem-
porary consular associates with full-time consular officers. This is a critical element
in the Department’s’ efforts to support homeland security initiatives.

Additionally, Consular positions have traditionally been funded through the MRV
fees collected by the Department. Post September 11, travel has decreased and
therefore so has MRV income. This means that we need to request appropriated
funds for these additional personnel requirements.

Question. Does the Department support, as you stated in the letter of May 22,
2002, a comprehensive plan for compensation?

Answer. Yes. We have stated on many occasions that we favor a comprehensive
approach to compensation for U.S. victims of international terrorism. We sym-
pathize greatly with suffering endured by U.S. victims of terrorism and their fami-
lies, including the 1979 Tehran hostages. We support a comprehensive program that
allows them to receive quick payments in their time of need.

The current ad hoc, piecemeal legislative approach, however, which depends on
the vagaries of litigation, does not work. It is not fair and equitable, as it has pro-
vided some victims or categories of victims with compensation and has left others
with nothing.

Deputy Secretary Armitage’s letter to Congress, dated June 12, 2002, laid out the
Administration’s principles for a comprehensive plan. The letter stated that such a
plan should provide compensation on par with that for death or injury to public
safety officers killed in the line of duty in a quick, streamlined and simple claims
process, without regard to income. It stated further that such a comprehensive plan
should preserve the President’s ability to conduct foreign policy by not using blocked
assets to fund victims compensation.

Question. Since you have drafted something, perhaps you would like to share with
the cgmmittee exactly what you propose to do to compensate the original 52 hos-
tages?

Answer. First, some background on this issue is helpful. This is not the first time
that Congress or the President has considered the question of compensation for the
1979 hostages. In 1980, Congress passed the Hostage Relief Act, which provided
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compensation with respect to the hostages’ tax liabilities and other benefits in 1980.
After the Algiers Accords were entered into in 1981, which waived the hostages’
claims in order to secure their release from captivity, and after extensive hearings
were held in both houses of Congress on the Accords as a whole and on this waiver
in particular, the President established a special commission to make recommenda-
tions to the Congress as to how the hostages should be compensated for their ordeal.

The President’s Commission issued its Final Report and Recommendations on
Hostage Compensation in 1981. It recommended that the hostages receive a certain
amount of compensation and other benefits. In 1986, the Victims of Terrorism Com-
pensation Act was passed and enacted into law. Section 802 and 803 of that act pro-
vided for additional compensation and benefits to the hostages. I understand that
all of the hostages received compensation according to the directives of that act.

Deputy Secretary Armitage’s letter to Congress of June 12, 2002, outlined the Ad-
ministration’s principles for a comprehensive compensation plan. Because the plan
is designed to address compensation for all U.S. victims of international terrorism,
it does not single out any particular group or category, such as the 1979 hostages.

Question. When can we expect to see such a proposal?

When was the proposal submitted to OMB? What steps are you taking to the pro-
posal released from OMB?

Answer. The submission of a proposal and its timing depend on OMB. We have
been working with OMB for some time to develop such a proposal. In November
2001, we sent a draft proposal to OMB that could be circulated for inter-agency re-
view. Our discussions with OMB ultimately resulted in the letter that Deputy Sec-
retary Armitage sent to Congress last June. Following my oral testimony in March,
I sent a letter to then-OMB Director, Mitch Daniels, urging that OMB complete its
review of our draft proposal as soon as possible. We have been in further discussions
about this with OMB and the White House. We have made progress, and I am hope-
ful that these discussions will result in a proposal that is worked out between the
Administration and Congress soon.

Question. To date, how much funding has the Department of State expended on
defending Iran—a known terrorist state—in court against American citizens?

Answer. None. We have made appearances in proceedings in U.S. court to protect
the interests of the United States. Unfortunately, plaintiffs’ lawyers have sometimes
mischaracterized our actions. In the Roeder v. Iran case in the U.S. District Court
for the District of Columbia, Judge Sullivan noted in his decision,

“Plaintiffs consistently mischaracterize the nature of the interest asserted by the
United States. The United States is not seeking to vindicate Iran’s interests, but
rather its own commitment under a binding international agreement, and its ever-
present interest in the enforcement of its laws.”

Judge Sullivan recognized that we had appeared in the litigation to protect U.S.
interests in light of our obligations in the Algiers Accords.

I would also like to address certain statements made by Senator Harkin con-
cerning the Algiers Accords in recent congressional hearings. He suggested that the
Algiers Accords should not have any binding effect, asserting that they were never
a treaty ratified by the Senate and because they resulted from blackmail.

After the Algiers Accords were signed, and after the hostages were released, Con-
gress had extensive hearings on the Accords in both houses. Former Deputy Sec-
retary Warren Christopher, who was the lead negotiator for the United States, re-
counted in his testimony how he had reported to the then-Senate Foreign Relations
Committee “on nearly a daily basis” concerning the ongoing negotiations. As re-
flected in the hearings, the Accords and the negotiators received overwhelming bi-
partisan support and praise. For example, the Chairman of the House Foreign Af-
fairs Committee, Rep. Zablocki, stated, “The agreements preserved the honor of the
United States and secured the safe release of the hostages.” The Chairman of the
Senate Foreign Relations Committee, Senator Percy, also stated, “President Reagan
has determined that Presidential authority did exist and does exist to implement
these agreements and it is in the best interests of the United States of America that
we honor them. I applaud this decision by President Reagan and Secretary Haig.”
And the Supreme Court noted Congress’ approval of the Algiers Accords in its deci-
sion in Dames & Moore.

Upholding U.S. obligations in the Algiers Accords is in the interests of the United
States, and it is those interests that the United States has sought to protect by ap-
pearing in court in these cases.

Question. What other terrorist states or organizations has the Department of
State defended in court?

How much has been expended on those cases?

Answer. None.
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DOLPHIN-SAFE TUNA

Question. With all due respect, doesn’t NMFS have greater scientific expertise
than the Department of State to make this decision as to whether the science sup-
ports changing the standard?

Answer. Yes. The Department of Commerce in general, and the National Marine
Fisheries Service in particular, has both the capacity and the statutory responsi-
bility to evaluate the scientific evidence bearing on the issue of dolphin-safe tuna
fishing. We understand that the decision was made on this basis.

Question. Despite the clear science-based standard in the statute, isn’t it true that
the Department of State believes that keeping Mexico and other countries at the
table in the international treaty on the tuna fishery in the Eastern Tropical Pacific
is an important factor in deciding whether to change the U.S. law? Wasn’t this view
expressed to the Department of Commerce?

Answer. At the end of 2002, the Secretary of Commerce had the responsibility
under the law in question to determine whether the purse seine tuna fishery in the
Eastern Pacific Ocean is having a significant adverse impact on any of the depleted
dolphin stocks in that region. As you know, he found that the fishery is not having
such an impact.

In advance of that finding, I wrote to Secretary Evans to describe what the De-
partment of State saw as a wide range of views of various scientific organizations
that were examining this issue and urged him to weigh all the competing evidence
carefully, as he certainly did.

The United States has a strong interest in maintaining the International Dolphin
Conservation Program, which has reduced dolphin mortality in this fishery by 98
percent. However, the statutory criteria on which the Secretary of Commerce made
his finding relate solely to the issue of whether the fishery is having a significant
adverse impact on dolphin stocks. The Department of State has not argued other-
wise.

Question. There have been serious concerns raised with respect to the failure of
certain member countries to comply with the international agreement to reduce dol-
phin mortalities in the Eastern Tropical Pacific. As a result of these concerns, the
fiscal year 2003 Omnibus Appropriations bill includes language calling for a report
to Congress on compliance with the international agreement, and also provides
$750,000 of the budget for the Bureau of Oceans and International Environmental
and Scientific Affairs only for negotiating measures to strengthen the IDCP. I hope
you are taking our message seriously.

Answer. The Department of State is aware of the concerns that some have raised
with respect to the implementation of the international dolphin conservation pro-
gram. Since the initial implementation of the program, we have stressed to all par-
ticipants the need for the highest standards of compliance with the provisions of the
agreement and have worked to achieve this result in a number of ways. However,
more can and should be done. We will continue to work with the Department of
Commerce, Congress and affected U.S. constituent groups to pursue effective imple-
mentation of this program.

QUESTIONS SUBMITTED BY SENATOR BARBARA A. MIKULSKI

Question. Mr. Secretary, thank you for pursuing the Diplomatic Readiness Initia-
tive to fill staffing gaps in the Foreign Service and Civil Service. Fiscal year 2004
will be the third and final year of the Diplomatic Readiness Initiative.

The State Department authorization act (Public Law 107-228, at Sec. 301) re-
quires that you submit to the Congress a comprehensive workforce plan for the De-
partment for fiscal years 2003 through 2007. We look forward to receiving this
workforce plan, which is due 180 days after enactment of the Act. The world has
changed considerably since the Diplomatic Readiness Initiative targets were set two
years ago, and we expect changes in the State Department to be reflected in the
workforce plan.

Are Diplomatic Readiness Initiative targets still adequate to fill the current and
anticipated open positions at our diplomatic missions and consular posts?

Will there be a sufficient number of Foreign Service personnel so they can receive
needed training without leaving positions unfilled?

Do you anticipate personnel shortfalls or unmet skills needs, which would be iden-
tified in the workforce plan? Do you anticipate the need to shift personnel, or prob-
lems in recruitment and retention, that the subcommittee should be prepared to
consider?

Answer. As mentioned, the Diplomatic Readiness Initiative (DRI) program was in-
tended to “right-size” the State Department staff following a long period of under
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hiring in the mid-1990’s. Events since the initial DRI (developed in 2001) could sup-
port increases. We anticipate that the next iteration of the Overseas Staffing Model
will take some of these events into consideration and we will also be reviewing re-
sults of our analysis of the Domestic Staffing Model results.

DRI was designed to help make it possible to plan for crises and to have enough
people to be able to reprioritize quickly within existing resources; without enough
people in the system, those who leave to cover a crisis would leave major staffing
gaps.

But for some of these new issues, they cease being crisis requirements and become
baseline requirements—such as an embassy in Kabul and the increased consular
workload.

We have had to use some of the DRI positions to cover new consular needs in the
wake of 9/11 when the workload went up even as MRV fees—which have funded
many consular position increases—went down. We have also had increased visa
processing requirements that have increased workload while we have also striven
to ensure that we have fully trained commissioned Foreign Service Officers in all
positions. In the short run we have had to meet these new requirements within our
current workforce. These requirements will need to be met continuously, but the
original DRI did not envision these changes.

Even though we had to use some DRI positions for these unexpected contin-
gencies, we still need the personnel complement foreseen by DRI to make training
and future crisis response possible.

Question. A June 2002 General Accounting Office report on Diplomatic Readiness
at Hardship Posts, stated, “According to State officials and Foreign Service employ-
ees, the incentive provided by differential (hardship) pay for overseas service has
been diminished by rules governing locality pay . . .. State has not analyzed the
effect that this difference has had since 1994 on the number of Foreign Service em-
ployees who bid on overseas assignments, including hardship posts. However, State
Department officials, the American Foreign Service Association, and many officers
with whom we met said that this gap penalizes overseas employees and that if it
continues to grow, it will inevitably keep employees from choosing an overseas ca-
reer in the Foreign Service . . .. We estimate that by 2006 and 2010, the differen-
tial pay incentives from the 15 percent and 20 percent differential posts, respec-
tively, will be less than the locality pay for Washington, D.C., assuming that the
locality pay rate continues to increase at about 1 percent per year.”

Do you believe the gap identified as a problem by GAO will result in difficulty
filling positions at hardship posts? If so, how can this problem be addressed?

Answer. While our employees always step up to do what is needed, we do believe
that the overseas pay gap (now nearly 13 percent as Washington, DC locality pay
rose in 2003) has created serious morale problems, causing employees to question
our commitment to them as we ask them to do ever more difficult and dangerous
work overseas.

The hardship incentive—post “differential”—is intended to both compensate em-
ployees for difficult conditions as well as to provide an incentive for service. It is
not intended to make up for lost salary. Hardship incentives to do not count as sal-
ary for the purposes of annuity calculations or retirement fund contributions.

We believe that this inequity between overseas and domestic salaries will make
it harder for us to staff overseas posts—especially hardship posts, but all posts. At
nearly a quarter of our posts, even including allowances such as hardship pay, sal-
ary is less than Washington salaries.

Unlike the CIA, we do not currently have the legal authority to pay employees
overseas at the Washington, DC pay level. In addition, the cost of doing so cannot
be managed without additional appropriations. We are working with the Adminis-
tration on a solution to this inequity and workforce management problem.

Question. At the time of the bombings of our embassies in east Africa, about 88
percent of our embassies did not meet the Department’s basic safety standards (ac-
cording to the Overseas Presence Advisory Panel report).

After five years of a ten or eleven year plan to protect our posts and missions
abroad, what percentage now meets the Department’s basis safety standards?

Also, because of the changing nature of international terrorism, do you believe ad-
ditional funds are necessary to protect U.S. personnel and their families in “soft tar-
get” environments such as international schools attended by our children, churches
and places of entertainment frequented by American families, and even our housing
complexes?

Answer. In the immediate period after the embassy bombings, Congressional
funding and Department effort was focused on providing immediate improvements
to our existing facilities using the Emergency Security Appropriation. These efforts
provided necessary and timely upgrades to our facilities, and were instrumental in
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protecting our people in such places as Karachi from a car bomb attack. However,
this effort could not provide substantial improvements such as blast resistant build-
ings and improvements in setback for most of our buildings.

Since early 2001, the Department has embarked on a truly ambitious new build-
ing program. Since then, new embassy facilities have been constructed in Kampala,
Doha, Dar Es Salaam, Tunis, and Abu Dhabi. Three new embassies will be finished
in 2003, including Zagreb, Nairobi, and Istanbul. The 88 percent figure relates to
142 of the 163 “Inman” era embassies that were not up to standard, leaving 21 (12
percent) that were up to standard. Adding these 8 new embassies, the percentage
rises to nearly 18 percent. With 2004 plans for another 8 embassies, this figure will
continue to improve.

As to the question of soft targets, I believe funding can and is being provided to
improve the security at overseas schools and for our housing. However, the school
program is just commencing, and it is unclear how much funding will be appro-
priate. The Department will also continue to provide timely and appropriate secu-
rity advice and guidance to businesses and religious groups overseas to enhance
their ability to protect themselves.

SUBCOMMITTEE RECESS

Senator GREGG. The subcommittee will stand in recess.
[Whereupon, at 11:04 a.m., Thursday, March 6, the subcom-
mittee was recessed, to reconvene subject to the call of the Chair.]
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Senator GREGG. Let me formally welcome you, Mr. Secretary. We
appreciate your coming by to tell us what is happening at the Com-
merce Department. The floor is yours.

Did you have a statement or anything?

Senator HOLLINGS. No, thank you.

Secretary EVANS. Thank you, Mr. Chairman. If you do not mind,
Mr. Chairman, for the record let me go ahead and read a brief edi-
tion l?f what I would like to submit to the record in my written re-
marks.

Mr. Chairman, Mr. Hollings, members of the committee, I am
pleased to be here again to present the President’s fiscal year 2004
budget request for the Department of Commerce. With your per-
mission, I would like to briefly highlight some of the key compo-
nentsd of our budget and submit my written testimony for the
record.

A vibrant private sector is essential to American jobs and secu-
rity. One hundred years ago, Congress created the Department of
Commerce to promote American industry and business and eco-
nomic opportunity for our citizens. This is the nexus of our diverse
programs in trade, technology, entrepreneurship, and environ-
mental stewardship.

In developing the budget request, I have carefully followed the
President’s directive to focus on four priorities. As you know, mak-
ing a budget entails difficult decisions and resources are limited.
Choices have to be made. Clearly, these troubled times of war and
attacks on our way of life demand responsible, targeted spending.
The President’s total budget request for the Department of Com-
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merce is $5.4 billion. This budget provides for the continued fund-
ing of key Commerce programs, while focusing resources on four
critical priorities: fostering economic growth, contributing to home-
lalnd security, advancing science and technology, and upgrading fa-
cilities.

To generate jobs and economic growth, government and business
decisionmakers need the best possible economic information. An
additional $5.4 million is requested for the Bureau of Economic
Analysis. These funds are required to improve the quality and
timeliness of GDP and economic accounts data. As you know, two-
thirds of the revisions in the last three GDP annual releases were
due to lack of information.

For the Census Bureau, which monitors the Nation’s social and
economic development, we are asking $9.3 million in increased
spending. The money is for improved data collection and methods
for measurement of the important services sector and continued
planning for the 2010 census.

The President and I are very concerned about the economic secu-
rity of America’s workers. A proposed increase of $13.8 million for
economic development administration will assist communities se-
verely impacted by plant closures and layoffs.

To meet homeland security needs, the President is requesting an
additional $2.3 million for the Bureau of Industry and Security.
The funds will be used to strengthen export controls on the dual
use of goods and technologies that would strengthen the military
capabilities of our adversaries.

The NOAA budget request includes $5.5 million to expand NOAA
weather radio to a truly national all-hazards warning network. The
funding will allow first responders and emergency managers direct
access to the network to transmit all hazard messages, and to fur-
ther strengthen homeland security, we are requesting $10.3 million
for NIST. As you know, NIST is investigating the collapse of the
World Trade Center buildings. Using lessons learned, we want to
help develop new standards for cost-effective safety and security of
buildings. Additionally, the funds will be used to test performance
standards for biometric systems used to identify visitors to our
country and to test radiation standards.

To support technology innovation and provide for intellectual
property protection, the Department is working to eliminate the
practice of using USPTO revenues for unrelated Federal programs.
Making more fees available sooner will enable the agency to in-
crease the quality of patents and trademarks issued. Because
America’s leadership in science and technology has a direct impact
on our economic and homeland security, we also are requesting
$9.2 million for NIST research in such emerging areas as
nanotechnology, quantum computing, and health care quality as-
surance.

We also include a $16.9 million increase for NOAA to study areas
of scientific uncertainty in climate change, and an additional $29.8
million increase to modernize fishery management to better protect
this $50 billion industry.

Mr. Chairman, the scientists, engineers, and support staff in our
Commerce laboratories are world-class. Unfortunately, in some
cases, the facilities they occupy are not. For example, the NIST fa-
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cilities in Boulder, Colorado were built in the 1950s under the Ei-
senhower administration. I have seen them. They lack adequate
temperature controls. They suffer power outages and spikes. All of
this adversely affects our vital research. The fiscal year 2004 budg-
et request includes funding to renovate the NIST Boulder facilities
and to bolster safety and security in NOAA’s facilities and through-
out the Department.

One last comment. As I said earlier, these are troubled, threat-
ening times for our Nation, and we have had to make some tough
choices affecting some very good programs. To enable us to focus
on new economic and homeland security needs, this budget phases
out funding for the Advanced Technology Program and the Tech-
nology Opportunities Program. It includes funding only for those
manufacturing extension partnership centers in operation for less
than 7 years, as the original law specifies, and it suspends funding
for the public telecommunications facilities planning and construc-
tion.

I know that there will not be universal agreement about these
choices. There are members of this committee and other Members
of Congress who will have different views on priorities and on fund-
ing. Let me say here, I sincerely respect those views and those
judgments, and I look forward to working with you and working
through the budget process with you on the many issues affecting
this Department.

Mr. Chairman, we appreciate the support of the committee and
the support of the committee members that provided for the Com-
merce programs and initiatives in the past. This budget is focused
on helping our Nation meet the challenges it faces in these difficult
times.

PREPARED STATEMENT

I welcome your comments, and will be pleased to answer any
questions you may have. Thank you, Mr. Chairman.
[The statement follows:]

PREPARED STATEMENT OF DONALD L. EVANS

Thank you for the opportunity to appear before you to present the Department
of Commerce’s fiscal year 2004 budget request. Our focus is on funding the core mis-
sion of the Department and its bureaus. As you know, the Administration faces
great challenges in its commitment to fight and win the war on terrorism, while at
the same time harnessing the resources of the Federal government to protect the
lives and safety of all Americans. I hope to fully utilize the resources of the Depart-
ment of Commerce not only to provide for the physical security of the Nation, but
also to work with other agencies and the private sector to promote economic secu-
rity.

The Commerce Department’s budget request of $5.4 billion supports the Presi-
dent’s budget plan to focus resources to strengthen our core Commerce activities.
In particular, our request supports the Administration’s economic revitalization and
homeland security priorities and continues our commitment to fund important work
of the Department to provide infrastructure for technological innovation and to ob-
serve and manage the Nation’s oceanic and atmospheric environment. To com-
plement the digital convergence in the private sector, we will be proposing legisla-
tion to modernize the technology and telecommunication entities of the Department.

The Commerce Department undertakes a wide range of activities designed to
stimulate growth of the nation’s economy. Commerce gathers and develops economic
and demographic data for business and government decision-making; helps Amer-
ican firms and consumers benefit from open and fair international trade; issues pat-
ents and trademarks that support innovation; helps set industrial standards and



52

performs cutting-edge scientific research; forecasts the weather to improve public
safety; and promotes sustainable stewardship of the oceans, including ocean fish-
eries.

This diversity of activities is reflected in Commerce’s five strategic goals:

—Foster the Nation’s economic growth.

—Secure our homeland and enhance public safety.

—Upgrade the Department’s facilities, infrastructure, and safety.

—Improve and streamline the Nation’s fishery management system to better meet
commercial, recreational, and conservation objectives.

—Implement the Administration’s Climate Change Research Initiative to reduce
present uncertainties in climate science, and support policy and management
decisions to benefit public safety and quality of life.

To enhance these activities, resources will be shifted from various lower priority

programs.

ECONOMIC GROWTH

Economic growth is a central theme for the President and for the Department of
Commerce’s bureaus for fiscal year 2004. The Economics Statistics Administration’s
Bureau of Economic Analysis (BEA) supplies the nation’s key economic statistics, in-
cluding gross domestic product (GDP), which are crucial ingredients for business
and government decision making. BEA seeks to strengthen the understanding of the
United States economy and its competitive position by providing accurate economic
accounts data in a timely and cost-effective manner. BEA’s request includes a $5.4
million increase to accelerate the release of major economic estimates, to incorporate
new international economic data classifications, and to acquire real-time data to im-
prove the quality and timeliness of economic statistics.

In conjunction with BEA’s request, the Census Bureau’s budget request includes
an increase of $39.1 million in current economic and demographic statistics to fill
gaps in data collection, to improve methodologies for collecting that information, and
to improve the measurement of the Nation’s service sector. The Census Bureau’s
budget for fiscal year 2004 also includes funding to process and to review data from
the Economic Census, and to continue planning and designing the 2010 Decennial
Census.

The International Trade Administration (ITA) is responsible for assisting the
growth of export businesses, enforcing U.S. trade laws and agreements, and improv-
ing access to overseas markets by identifying and pressing for the removal of trade
barriers. ITA’s budget for fiscal year 2004 focuses on promoting U.S. exports and
enhancing the competitiveness of U.S. businesses in the global economy, by fighting
unfair foreign trade barriers and by negotiating and implementing multilateral and
bilateral trade agreements.

The Economic Development Administration (EDA) helps communities across the
nation create economic opportunity by promoting a favorable business environment
to attract private capital investments and higher-skill, higher-wage jobs. EDA ac-
complishes this principally through infrastructure investments and capacity build-
ing. A program increase of $13.8 million is requested for EDA to assist communities
that demonstrate a high level of economic distress.

The Minority Business Development Agency (MBDA) will continue to focus on ac-
celerating the competitiveness and growth of minority-owned businesses by closing
the gap in economic opportunities and capital access. MBDA is transitioning from
an administrative agency to an entrepreneurial organization, and is driven by entre-
preneurship and innovation. MBDA will continue to provide minority business de-
velopment services, through its Minority Business Information Portal and local
Business Development Centers.

For more than one hundred years, the Nation has relied upon the Technology Ad-
ministration’s National Institute for Standards and Technology (NIST) for scientific
and technical expertise to promote economic growth, commerce and trade, and na-
tional security. The quality of NIST work is exemplified by the awards in 1997 and
2001 of the Nobel Prize, the world’s ultimate recognition in science, to two NIST
scientists—Bill Phillips in Gaithersburg, Maryland, and Eric Cornell in Boulder,
Colorado. The work they are leading in super-cold matter and the strange nature
of quantum mechanics is driving whole new areas of science and technology, from
atomic clocks that do not gain or lose more than a billionth of a second in thirty
years, to the potential for unimaginably powerful computers based on individual
atoms, to new forms of telecommunications that provide the ultimate in information
security.

The President’s request includes a total of $340.8 million for the NIST Labora-
tories to strengthen the national measurements and standards infrastructure that
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enables innovation and economic growth. The request will enable NIST to expand
its work in the areas of nanotechnology, advanced information technology, and
health care diagnostics—all areas with broad economic impact.

NIST will expand its program in nanotechnology, the so-called “tiny revolution”
in technology, (total request of $62 million). Nearly all industrial sectors plan to ex-
ploit this emerging technology, and most of these plans call for appropriately scaled
measurements and standards, which is NIST’s specialty. NIST closely coordinates
its nanotechnology work with other Federal agencies through the President’s Na-
tional Nanotechnology Initiative, or NNI. NIST appropriately has the lead in pro-
viding the measurements and standards infrastructure for the NNI.

The request also includes $7.3 million to build on NIST’s world-class expertise in
quantum computing and communications. This effort, with teams led by NIST’s two
Nobel laureates, is developing revolutionary means of making calculations much
more quickly than traditional electronic computers will ever be able to do. NIST sci-
entists already have made the working elements of quantum computers based on
individual atoms.

The fiscal year 2004 Budget also requests funding to allow NIST to strengthen
its programs supporting health care diagnostics, which not only improve the quality
of health care, but also ensure that U.S. manufacturers can compete fairly in the
$20 billion global market for these products. The request includes a total of $17.1
million to strengthen this effort. Consistent with the President’s emphasis on shift-
ing resources to reflect changing national needs, the President’s fiscal year 2004
Budget proposes terminating the Advanced Technology Program (ATP) and requests
a total of $27 million for administrative and close-out costs. The fiscal year 2004
President’s Budget also proposes maintaining the fiscal year 2003 policy of signifi-
cantly reducing Federal funding for the Manufacturing Extension Partnership
(MEP), for which the budget requests $12.6 million. These programs have been well-
run, but the scarce resources are needed for higher priority programs. The budget
request focuses on NIST’s core mission of measurements, standards, and laboratory
research, rather than its extramural programs, by providing the 21st century facili-
ties the NIST Laboratories need for success. Investment of limited NIST resources
in the Laboratory programs and facilities will have the greatest impact on fostering
innovation that leads to economic growth.

The U.S. Patent and Trademark Office (PTO) request will support the second year
of the agency’s strategic plan to enhance the quality of products and services and
to keep pace with workload growth by promoting e-government activities and reduc-
ing pendency. We understand that intellectual property protection is paramount to
the Nation’s ability to innovate and move products into the marketplace. Concur-
rently, Commerce has recently proposed legislation to restructure PTO fees to better
align the fee system with the work undertaken by PTO. The Department is also
working to eliminate the practice of using USPTO revenues for unrelated Federal
programs so that a greater share of the applicants’ fees are available to the agency
in the year they are collected.

HOMELAND SECURITY

The Bureau of Industry and Security (BIS) seeks to advance U.S. national secu-
rity and foreign policy interests by regulating exports of critical goods and tech-
nologies that could be used to damage those interests, while furthering the growth
of legitimate U.S. exporters to maintain our economic leadership. The fiscal year
2004 budget includes a $5.6 million increase for BIS to address vulnerabilities in
regulating exports of critical goods and technologies. This budget increase will en-
able BIS to strengthen export enforcement with additional agents and capabilities
and to enhance the bureau’s analysis of U.S. export control regulations to ensure
they reflect the dynamics of 21st century market and technological changes.

We request an increase of $13.3 million (for a total of $38.7 million) for NIST to
address key national needs for homeland security measurements, standards, and
technologies. This request will strengthen NIST’s portfolio of more than 100 projects
that address homeland security technology needs.

Included in this request is an increase of $7 million (for a total of $10.9 million)
as part of a program to use lessons learned from the NIST-led investigation of the
World Trade Center (WTC) collapse to make buildings, occupants, and emergency
responders safer from terrorist attacks on buildings and other building disasters.
NIST has the unique combination of technical expertise in a broad range of building
and fire sciences and lengthy experience working with the building and emergency
responder communities to provide the Nation with the maximum benefit from the
WTC investigation and associated research.
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The NIST homeland security request also includes an increase of $5.3 million (for
a total of $26.8 million) to develop the measurement infrastructure needed to detect
nuclear and radiological (“dirty bomb”) threats, to improve the use of radiation such
as x-rays and other imaging techniques to detect concealed terrorist threats, and to
use radiation safely and effectively to destroy biowarfare agents such as anthrax.

Our homeland security request also includes a total of $1 million to develop stand-
ards and test methods for biometric identification systems, used to positively iden-
tify the approximately 20 million non-citizens who enter the United States each
year or apply for visas. This will enable NIST to carry out the mandate of the USA
PATRIOT Act, which requires NIST to develop technology standards for biometric
identification, recognizing NIST’s long history of expertise in this area.

Ensuring public safety remains a priority of NOAA and its National Weather
Service (NWS). The budget request for NOAA includes an increase of $7.7 million
(for a total of $65.1 million) to enhance homeland security. This increase includes
new funding in the amount of $5.5 million to support a scaled upgrade of the cur-
rent NOAA Weather Radio (NWR) operation to an All Hazards Warning Network.
This upgrade includes systems to standardize and automate receipt and dissemina-
tion of non-weather emergency messages. The Administration is also requesting $2.2
million in new funding for emergency preparedness and safety to improve physical
security at 149 NWS facilities to prevent unauthorized individuals from entering
and/or tampering with NWS property.

The fiscal year 2004 budget request also includes an increase of $3.7 million to
secure core aspects of ITA’s worldwide communications network, to defend against
unauthorized access, and to create recovery mechanisms should damaging events
occur.

FACILITIES, INFRASTRUCTURE AND SAFETY

The fiscal year 2004 budget strengthens key Commerce programs that provide the
infrastructure that enables U.S. businesses to maintain their technological edge in
world markets. Important priorities for fiscal year 2004 are to upgrade NIST’s and
NOAA’s facilities and laboratories and begin consolidating PTO facilities. The NIST
budget request includes $36.2 million to address inefficiencies and safety problems
at its facilities in Boulder, Colorado and Gaithersburg, Maryland. Valuable research
continues to be lost or interrupted by power outages, spikes, and fluctuations. This
budget increase will enable NIST to protect critical research data from degradation,
and to maintain employee safety and security. The budget also requests $8.2 million
to equip, maintain, and operate NIST’s Advanced Measurement Laboratory, and to
fund time scale and time dissemination backup elements.

The budget includes a $47.7 million program increase for NOAA to address safety
and security concerns associated with its buildings, aircraft, and ships, to upgrade
weather forecast offices in the continental United States, Alaska and the Pacific Is-
lands, to modernize the primary NWS telecommunications gateway, to continue con-
struction of the NOAA Satellite Operations Facility in Suitland, Maryland, and to
plan the replacement of the World Weather Building to be co-located with a major
research institution. During fiscal year 2004, NOAA will also continue the tri-agen-
cy acquisition (with DOD and NASA) of the next-generation polar-orbiting satellites,
and systems design and development for the next-generation geostationary satellite
series (GOES R).

In fiscal year 2004, the PTO will begin relocating its facilities from 18 buildings
in Arlington, VA into a consolidated 5-building campus in Alexandria, VA with an
initial move into two of the buildings this December. The new consolidated facility
is designed to meet the PTO’s operational needs, provide flexibility to future pro-
gram or process changes, and fully comply with current fire, life-safety and accessi-
bility guidelines. The budget includes a $44.6 million program increase for construc-
tion inflation costs that occurred during the project delay generated by litigation
and maintaining dual rent and simultaneous operations during the eighteen-month
move period.

To strengthen the spectrum management capabilities of the National Tele-
communications and Information Administration (NTIA), to meet the increasing de-
mand for Federal wireless communication systems and services, the Department of
Commerce requests an increase of $1 million for NTIA to establish a paperless sys-
tem for spectrum issue resolution, certification, satellite coordination and frequency
authorization, and to intensify research aimed at expanding spectrum utilization
through greater understanding of radio frequency interference. The fiscal year 2004
budget also proposes to suspend the Public Telecommunications Facilities Planning
and Construction (PTFPC) grants, a program reduction of $41.1 million for NTIA
during fiscal year 2004. Up to $80 million in funding for digital conversion grants
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for public television stations can be made available from within the Corporation for
Public Broadcasting (CPB) $380 million appropriation, which has already been en-
acted. The fiscal year 2004 President’s Budget also proposes to terminate the Tech-
nology Opportunities Program (TOP) as funding within the Department of Com-
merce has been redirected to higher priority programs.

GSA, in coordination with DOC, is planning a major renovation of the 70-year old
Herbert C. Hoover Building. This initiative will restore the great building to its
original condition, bring it up to current code requirements, address the realities of
post 9/11 security needs and extend the useful life of this historic building. It is es-
sential to the optimal stewardship of the taxpayers money that we establish a Ren-
ovations Office in fiscal year 2004. In addition, the Department will focus on safety
issues by instituting a new Occupational Safety and Health Program targeted to-
ward preventing accidents and injuries through incident tracking and proactive pre-
vention.

FISHERIES

NOAA’s budget request for fiscal year 2004 contains a $29.8 million program in-
crease to modernize and improve the nation’s fishery management system. Specifi-
cally, the requested funding addresses the need to improve socioeconomic data col-
lection, to reduce bycatch in targeted fisheries, to increase fishery observer coverage,
to streamline the current fisheries regulatory process, and to implement the Colum-
bia River Biological Opinion effectively. New funds will also increase the under-
standing of the effects of climate change on marine and coastal ecosystems, and
build a national observer program for the collection of high-quality fisheries and en-
vironmental data. The fiscal year 2004 budget includes a reduction of $40 million
for the Pacific Salmon Treaty for which all U.S. obligations have been met.

CLIMATE CHANGE

Finally, one of the highlights of the Department’s fiscal year 2004 Budget is the
request of $295.9 million for NOAA’s climate change research, observations and
services. This amount includes an increase of $16.9 million as part of a total request
of $41.6 million for NOAA’s contribution to the President’s interagency Climate
Change Research Initiative (CCRI). The NOAA fiscal year 2004 CCRI request sup-
ports NOAA’s efforts to: enhance ocean observations for climate; augment carbon-
monitoring capabilities in North America as well as in key under-sampled oceanic
and continental regions around the globe; advance the understanding of all major
types of aerosols; establish a climate modeling center within NOAA’s Geophysical
Fluid Dynamics Laboratory, which will focus on research, analysis, and policy appli-
cations for the development of model product generation; and coordinate and man-
age the Nation’s interagency climate and global change programs through the Cli-
mate Change Science Program Office.

The President’s CCRI led to the creation of a new interagency framework in order
to enhance coordination of Federal agency resources and research activities. Under
this framework, thirteen Federal agencies are working together under the leader-
ship of a Cabinet-level committee on climate change to improve the value of U.S.
climate change research.

The President’s fiscal year 2004 Budget request for climate change activities re-
flects the President’s priorities by focusing Federal research on the elements of the
U.S. Global Change Research Program (USGCRP) that can best support improved
public discussion and decision-making. Under the CCRI, various agencies will ad-
here to specific performance goals, including providing products to decision-makers
within four years. The priorities of the CCRI are: reducing key scientific uncertain-
ties; designing and implementing a comprehensive global climate and ecosystem
monitoring and data management system; and providing resources to support public
evaluation of a wide range of climate change scenarios and response options. Even
in this time of difficult budget decisions, the President is committed to fully funding
climate research so that we can continue to reduce the uncertainties associated with
climate change.

As I previously stated, this budget request for the Department of Commerce has
been carefully crafted to focus on those core functions that the American people rely
on from this agency. We will focus on promoting innovation, entrepreneurship, ex-
ports, and safety, while spreading opportunity to all Americans and ensuring re-
sponsible stewardship of our natural resources.
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CIAO MOVED TO HOMELAND SECURITY

Senator GREGG. Thank you, Mr. Secretary. CIAO has been
moved over to Homeland Security, at least in theory. I am won-
dering to what extent that has actually occurred, how it is phys-
ically being done, and whether the transfers are affecting the oper-
ations past the infrastructure protection efforts.

Secretary EVANS. It has been done. As far as I know the transfer
was made smoothly. We continue within NIST to work with areas
of CIAO in terms of protecting cybersecurity in this country, but
the CIAO group has been moved over.

Senator GREGG. Have they physically left?

Secretary EvVANS. Yes, gone. At least, I am not seeing them
around there any more. On March 1, 2003, pursuant to Public Law
107-296 Homeland Security Act of 2002, the CIAO was transferred
from the Department of Commerce to the Department of Homeland
Security. There are plans for the CIAO/DHS to move out of the
Herbert C. Hoover Building, but the move has not yet taken place.

ENTRY/EXIT SYSTEM BASED ON BIOMETRICS

Senator GREGG. NIST is doing biometric identification work. To
what extent is that being coordinated with the INS efforts to
produce an exit/entry system which is based on biometrics, do you
know?

Secretary EvaNSs. I am certain that there is close coordination,
because that is the purpose of it, is to be used in identifying people
coming into this country with biometric techniques, and so I know
there is close coordination. I am not sure of the specific meetings.

Senator GREGG. I would be interested in getting, or having your
staff get for us an explanation of to what extent you are working
with INS and to what extent NIST has evaluated the INS efforts
in exit/entry, and whether or not they are on the right track.

Secretary EVANS. Sure.

Senator GREGG. This committee has had very serious reserva-
tions about INS’ capacity to do exit/entry system based on bio-
metrics. NIST is an extremely talented agency, filled with talented
people, a very strong agency. I would be very interested in their
evaluation of the INS efforts in this area.

Secretary EVANS. You bet.

[The information follows:]

NIST’s WOrRK WITH INS ON THE ENTRY/EXIT SYSTEM

Under the USA PATRIOT Act of 2001 and the Enhanced Border Security and
Visa Entry Reform Act of 2002, NIST (with the Attorney General and Secretary of
State) is required to “develop and certify a technology standard, including appro-
priate biometric identifier standards, that can be used to verify the identity of per-
sons applying for a United States visa or such persons seeking to enter the United
States pursuant to a visa for the purposes of conducting background checks, con-
firming identity, and ensuring that a person has not received a visa under a dif-
ferent name . . .” NIST has an on-going mandate to provide technical guidance on
appropriate biometric identifiers based on technology evaluations and to write re-
ports with the Departments of Justice, State, Defense, and Homeland Security/INS
on recommendations for entry-exit systems. The first report, entitled “Use of Tech-
nology Standards and Interoperable Databases With Machine-Readable, Tamper-Re-
sistant Travel Documents,” was submitted to Congress on February 4, 2003. The
NIST appendix to that report is available at http://222.itl.nist.gov/iad/894.03/
NISTAPP_ Nov02.pdf. The second report on biometric standards has been com-
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pleted and is currently circulating for comments within the agencies. NIST is evalu-
ating face recognition and fingerprint matching systems for the INS and is planning
an evaluation of the INS’ Automated Biometric INDENTification System (IDENT)
later in fiscal year 2003.

NIST PROGRESS INVESTIGATING WTC ATTACKS

Senator GREGG. NIST is also investigating the WTC attack and
the destruction of the buildings. Do you have any conclusions yet
that we can share?

Secretary EvaNs. No—well, I think there are some, Mr. Chair-
man. I know that we have been sharing with some of the designers
in New York some of the preliminary findings. I think there is a
preliminary report, I believe that will be out this summer, but the
full study is scheduled to take 2 years, which means we will not
be finished for I think another year or so, but I know that those
who are doing the designs under the new construction in New York
have been talking to NIST, and they have been communicating, but
still the findings, of course, are preliminary.

Senator GREGG. Do they have the funding they need? There has
been some indication maybe too much stuff has been sent to the
scrap heap and NIST could not get their hands on the necessary
material.

Secretary EVANS. Right, Mr. Chairman. That was an issue that
was brought up about 1 year ago. I went back and inquired and
yes, there was concern about that initially. But after inquiring, my
understanding now is, they feel like they have the necessary mate-
rials to provide the public with a full, and complete, and thorough
report of what occurred, and what kind of standards we ought to
think about implementing for providing more safety and security of
these kinds of structures.

BACKLOG OF PATENT APPLICATIONS

Senator GREGG. The Patent Office has a 400,000 backlog of pat-
ent applications, and that is staggering. What is the game plan for
getting that to some sort of reasonable conclusion?

Secretary EVANS. Well, as I mentioned, part of the game plan is
more funding, and recruiting more examiners. Part of the game
plan is modernization of the systems going from a paper-loaded
system to a paperless system, which will take some time. In gen-
eral, pendency rates have not moved a lot. They have come down
a little bit, but I think the thrust, I would say, Mr. Chairman, is
to move from a paper system to a technology computer information
kind of system where we make more use of the modern information
systems we have today, as well as continuing to recruit more exam-
iners.

But I must say to you that a substantial amount of the funding
also is going to go into a new program that we are implementing
which is just the requalification of the examiners themselves. Right
now, the way PTO works is, examiners, once they are a full-time
examiner, you would think of it as tenure. They are always a full-
time examiner, and we felt like it was important to have a system
in place where periodically they go through a requalification proc-
ess.
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One other area, Mr. Chairman, I think—I mean, we are putting
a lot of energy and a lot of effort into this, because it is so critical
not only to protecting patents here in the United States—not pro-
tecting them, but approving them in a timely kind of way, but also
making sure that those patents are recognized and honored around
the world, and we are moving very aggressively toward a global
patent system.

We are working aggressively with USPTO, Europe and with
Japan—85 percent of the patents in the world are in those three
areas, and so we are working toward a system that would eventu-
ally result in the mutual exploitation of search results in terms of
integrating the information we have and sharing it with the Euro-
pean Patent Office (EPO) and with Japan, and other intellectual
property offices and also them sharing their information with us.
We feel like that would not only make the patent system more effi-
cient but reduce a lot of duplication that is out there in the world
today.

So just rest assured that I think we have got a very good team
working on this. It is certainly a big focus of ours. We understand,
just industry after industry in our country, how important intellec-
tual property is, and protecting intellectual property.

Senator GREGG. Well, I do not know about other Members of the
Senate, but I have heard from a number of folks in New Hamp-
shire that their frustration with the Patent Office is fairly signifi-
cant right now. Some of them have just given up on going that
route, so I would be interested if there is a plan, a formalized plan
for how you are going to reduce the backlog and how you are going
to make it more electronically controlled, and how you are going to
develop this international system. I would like to see such a plan,
if it is a formal plan.

Secretary Evans. We will be glad to provide that to you, you bet.

[The information follows:]

The U.S. Patent and Trademark Office (USPTO), in response to stakeholder
input, updated its June 2002 21st Century Strategic Plan on February 3, 2003, and
submitted it to the Congress in support of the fiscal year 2004 President’s budget.

The USPTO prepared its 21st Century Strategic Plan in response to Congressional
direction. For example, the Senate CJS Subcommittee report language dated July
19, 2001 directed the Secretary of Commerce to develop a five-year plan with three
core objectives: Prepare the agency to handle the workload associated with the 21st
century economy; improve patent quality; and reduce patent and trademark pend-
ency.

The Committee further said that the plan should include: Recommendations to
improve retention and productivity of examiner workforce; targeted hiring increases
to deal with high-growth areas; improved training; E-Government and other capital
improvements designed to improve productivity; and benchmarks for measuring
progress in achieving each of these objectives.

The Committee also directed that the “electronic file wrapper” be fully imple-
mented by the end of fiscal year 2004.

The attached plan identifies the specific actions the USPTO is taking to

—Deliver an operational system to process patent applications electronically by
October 1, 2004.

—Reduce duplication of effort and decrease workload by relying on search results
obtained via partnerships with other intellectual property offices (see Work
Sharing 1).

—Achieve an interim patent pendency goal of 27 months by fiscal year 2008. The
USPTO will continue to work toward reducing pendency and pursue the long-
term optimum goal of 18 months pendency beyond the five-year horizon of the
strategic plan.



59

—Reduce total patent examiner hires through fiscal year 2008 compared to the
fiscal year 2003 budget and business plan projection.
Each of these actions is supported by a detailed analysis of the issue and an im-
plementation plan. These are posted on the USPTO web site and can be made avail-
able to the Senator’s staff.

THE 21ST CENTURY STRATEGIC PLAN
EXECUTIVE OVERVIEW

Today, the United States Patent and Trademark Office (USPTO) is under siege.
Patent application filings have increased dramatically throughout the world. There
are an estimated seven million pending applications in the world’s examination
pipeline, and the annual workload growth rate in the previous decade was in the
range of 20-30 percent. Technology has become increasingly complex, and demands
from customers for higher quality products and services have escalated. Our appli-
cants are concerned that the USPTO does not have access to all of the fees they
pay to have their patent and trademark applications examined, thereby jeopardizing
the benefits intellectual property rights bring to our national economy. In the
United States, these demands have created a workload crisis. The Congress, the
owners of intellectual property, the patent bar, and the public-at-large have all told
us that we must address these challenges aggressively and promptly.

We agree. We believe that the USPTO must transform itself into a quality-fo-
cused, highly productive, responsive organization supporting a market-driven intel-
lectual property system. And we also believe that we have the tools, the skills, the
will and the plan to do so.

—The tools.—The technology exists to create a high-quality, cost-effective, respon-
sive, paperless patent examination process, building on our current success in
automating trademarks.

—The skills.—We have a cadre of talented staff with the technical expertise and
the vision to help guide and support the technical and, even more important,
the cultural transformation of the USPTO.

—The will.—Organizational transformations require sustained commitment and
constancy of purpose “from the top.” The USPTO leadership is dedicated to this
task.

—The plan.—This strategic plan lays out our approach to creating, over the next
five years, an agile, capable and productive organization fully worthy of the
unique leadership role the American intellectual property system plays in both
the American and the global economies.

This new 21st Century Strategic Plan is aggressive and far-reaching. However,
anything less would fall short of the expectations of the U.S. Congress, the appli-
cants for, and owners of, patents and trademarks, the patent and trademark bar,
and the public-at-large. Additionally, the failure to adopt this strategic plan would
have negative consequences. We would be unable to implement our quality and e-
Government initiatives, pendency would rise to uncontrollable levels, and our costs
would continue to grow.

After the implementation of this strategic plan:

—DMarket forces will drive our business model.

—Geography and time will be irrelevant when doing business with the USPTO.

—We will strengthen our ability to be ranked as one of the highest quality, most-
efficient intellectual property organizations in the world.

—Our products and services will be tailored to meet the needs of customers.

—Examination will be our core expertise.

—Our employees will be recognized as expert decision makers.

—Independent inventors, U.S. industry and the public will benefit from stronger,
more enforceable intellectual property rights worldwide.

—Our workplace will become a state-of-the-art facility designed for the 21st Cen-
tury.

—PFollowing implementation of this plan and its underlying assumptions, includ-
ing the enactment of legislation to restructure fees, statutory fees will remain
steady for the foreseeable future.

ABOUT THE 21ST CENTURY STRATEGIC PLAN

This five-year strategic plan reflects both a thorough internal process review and
a systematic attempt to incorporate the best thinking of our applicants, our counter-
parts in Europe, Japan and other countries, and our stakeholders, including our
Public Advisory Committees. Key stakeholders also include our dedicated employ-
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ees, without whose commitment the strategic plan could not have been developed
and its success could not be assured.

The strategic plan takes a global perspective by envisioning the patent and trade-
mark systems of the future that American innovators would need to remain com-
petitive around the world. It is built on the premise that American innovators want
to obtain enforceable intellectual property rights here and abroad as seamlessly and
cost-effectively as possible. It emphasizes the opportunity for the USPTO to collabo-
rate with intellectual property organizations in automation, global patent classifica-
tion, and exploitation of search results. Finally, the plan is predicated on changes
to the way all players in the intellectual property system do business with the
USPTO and the way USPTO employees respond.

The strategic plan is supported with detailed documentation analyzing all of the
related issues, a five-year implementation plan with identified critical tasks, pro-
posed revisions to the fiscal year 2003 budget request to enable timely implementa-
tion of the strategic plan, and corresponding proposed legislation and regulations
necessary for a successful multi-year implementation.

This strategic plan cannot succeed without enactment of the legislation changing
the USPTO’s current fee schedule and access to revenue generated in fiscal year
2003, to the extent provided in the President’s fiscal year 2003 Budget, revisions
to current rules, and legislation for streamlining the patent and trademark systems
to facilitate these changes. There are a number of variables, such as potential
changes in restriction practice and the use of commercial search services that could
affect our projected costs and revenues. Once they have been clarified, any ensuing
revisions to our program costs and fee schedule will be resolved in the context of
the USPTQ’s annual budget submission to the Congress.

Proof of Concept

To ensure the USPTO proposes appropriate changes to patent and trademark
laws, makes changes to internal processes that provide benefits and increased effi-
ciency, and makes sound investment decisions, the initiatives proposed in this plan
will be subjected to thorough evaluation. Pilot projects will be initiated and tested
wherever necessary. Evaluation plans will incorporate, where appropriate, measur-
able objectives, critical measures of success, baseline data, and conditions for full
implementation.

Performance Measures

This plan contains measurable objectives and milestones for each of the general
goals. The annual budget submission to the Congress will provide additional criteria
by establishing key measurements and yearly milestones that will be used to deter-
mine the USPTQO’s success in achieving these goals. The annual integrated budget/
performance plan is the most efficient and effective way of establishing account-
ability by making sure that performance measures and milestones are consistent
with the views of the Administration and the Congress in the enacted annual budg-
et.

STRATEGIC AGENDA
Vision
The USPTO will lead the way in creating a quality-focused, highly productive, re-
sponsive organization supporting a market-driven intellectual property system for
the 21st Century.
We believe that quality must permeate every action taken by every employee of
the USPTO. The new initiatives in our strategic plan are targeted toward creating

3 cultural transformation whereby quality is the principal focus of everything we
0.
Mission

The USPTO mission is to ensure that the intellectual property system contributes
to a strong global economy, encourages investment in innovation, and fosters entre-
preneurial spirit.

In order to accomplish our mission, we have prepared this strategic plan. Provided
we receive the funding and statutory changes necessary to implement this new
strategy, we will:

—Enhance the quality of patent and trademark examining operations through

consolidation of quality assurance activities in fiscal year 2003.

—Achieve 27 months overall patent pendency goal! in fiscal year 2008.

1Pendency is a measurement of USPTO’s traditional examination processing time; i.e., from
filing (under 35 U.S.C. 111(a)) to ultimate disposal.
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—Reduce total patent examiner hires through fiscal year 2008 by 2,400 compared
to the 2003 Business Plan.2

—Accelerate processing time by implementing e-Government in Trademarks by
November 2, 2003, and in Patents by October 1, 2004.

—Competitively source classification and search functions, and concentrate Office
expertise as much as possible on the core government functions.

—Expand our bilateral and multilateral discussions to strengthen intellectual
property rights globally and to reduce duplication of effort among offices.

Strategic Themes

To achieve our vision and accomplish our mission, we must transform our organi-
zation and become a more agile, more capable and more productive USPTO. The
Congress has directed us to (1) improve patent and trademark quality, (2) aggres-
sively implement e-Government to handle the workload associated with the 21st
Century economy, and (3) reduce patent and trademark pendency. We have identi-
fied three strategic themes that correspond directly to these Congressional require-
ments:

—1. Agility: Address the 21st Century Economy by Becoming a More Agile Organi-
zation.—We will create a flexible organization and work processes that can han-
dle the increasing expectations of our markets, the growing complexity and vol-
ume of our work, and the globalization that characterize the 21st Century econ-
omy. We will work, both bilaterally and multilaterally, with our partners to cre-
ate a stronger, better-coordinated and more streamlined framework for pro-
tecting intellectual property around the world. We will transform the USPTO
workplace by radically reducing labor-intensive paper processing.

—2. Capability: Enhance Quality through Workforce and Process Improvements.—
We will make patent and trademark quality our highest priority by empha-
sizing quality in every component of this strategic plan. Through the timely
issuance of high-quality patents and trademarks, we will respond to market
forces by promoting advances in technology, expanding business opportunities
and creating jobs.

—3. Productivity: Accelerate Processing Times Through Focused Examination.—
We will control patent and trademark pendency, reduce time to first Office ac-
tion, and recover our investments in people, processes and technology.

We will transform the USPTO by adhering to these themes in each of the im-
provement initiatives upon which this strategic plan is based, as well as in all of
our other programs. These initiatives are discussed in more detail under each of the
major theme sections.

Agility: Address the 21st Century Economy by Becoming a More Agile Organization

An agile organization responds quickly and efficiently to changes in the economy,
the marketplace, and the nature and size of workloads. In pursuit of an agile orga-
nization, the USPTO will focus both internally and externally.

As a first priority, we have made electronic end-to-end processing of both patents
and trademarks the centerpiece of our business model.

We will create a nimble, flexible enterprise that responds rapidly to changing
market conditions. We will make the USPTO a premier place to work; we will rely
on a smaller cadre of highly trained and skilled employees; and we will place great-
er reliance on the private sector, including drawing on the strengths of the informa-
tion industry. We will enhance the quality of work life for our employees by explor-
ing expansion of work-at-home opportunities and moving to the new Carlyle campus
facility in Alexandria, Virginia.

Further, we will enhance existing and establish new alliances with our friends in
other national and international intellectual property organizations to strengthen
American intellectual property rights around the world.

Specific actions, with parenthetical cross-references to the analyses and imple-
mentation plans in the Appendices, include:

Implement automation for patent and trademark applications

Develop a trademark electronic file management system and begin e-Government
operations on November 2, 2003, in tandem with implementation of the Madrid Pro-
tocol. [E-Government 1]

Deliver an operational system to process patent applications electronically by Oc-
tober 1, 2004, including electronic image capture of all incoming and outgoing paper
documents. [E-Government 2]

2The 2003 Business Plan was submitted to the Congress in February 2002 as part of the
USPTO’s fiscal year 2003 Budget.
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Develop an automated information system to support a post-grant patent review
process. [E-Government 3]

Establish an information technology security program for fully certifying and ac-
crediting the security of automated information systems. [E-Government 4]

Provide back-up systems to ensure maximum availability of computer systems to
examiners, attorneys, the public and other patent and trademark offices by estab-
lishing appropriate back-up systems. [E-Government 5]

Expand work-at-home opportunities

Increase the efficiency and return on investment of our work-at-home program
and thereby encourage more employees to participate. [Work-at-Home 1]

Increase flexibility through greater reliance on the private sector or other intel-
lectual property offices

Increase reliance on the private sector or other intellectual property offices for:

Classifying patent documents. [Flexibility 1]

Supporting national application and Patent Cooperation Treaty search activities.
[Flexibility 2]

Transitioning to a new global patent classification system. [Flexibility 3]

Classifying trademark goods/services and searching design codes. [Flexibility 4]

Global Development: Streamline intellectual property systems and strengthen
intellectual property rights around the world

Promote harmonization in the framework of the World Intellectual Property Orga-
nization and its Standing Committee on the Law of Patents; resolve major issues
in a broader context and pursue substantive harmonization goals that will strength-
en the rights of American intellectual property holders by making it easier to obtain
international protection for their inventions and creations. [Global Development 1]

Negotiate bilateral and multilateral agreements to facilitate global convergence of
patent standards. [Global Development 2]

Accelerate Patent Cooperation Treaty reform efforts, focusing on the USPTO’s
proposal for simplified processing. [Global Development 3]

Develop a “universal” trademark electronic application by leveraging the United
States’ ]experience with electronic filing of trademark applications. [Global Develop-
ment 4

Share search results with other intellectual property offices

Reduce duplication of effort and decrease workload by relying on search results
obtained via partnerships with other intellectual property offices. [Work Sharing 1]

Planned Agility Accomplishments

Accelerate processing time by implementing e-Government in Trademarks by No-
vember 2, 2003, and in Patents by October 1, 2004.

Competitively source classification and search functions, and concentrate USPTO
expertise as much as possible on core government functions.

Expand our bilateral and multilateral discussions to strengthen intellectual prop-
erty rights globally and to reduce duplication of effort among intellectual property
offices.

Capability: Enhance Quality Through Workforce and Process Improvements

A capable organization has a highly skilled, appropriately sized workforce; it has
systems and procedures that enhance the capability of every employee; and it has
in place effective quality management processes to ensure high quality work and
continuous performance improvement. In other words, a capable organization is
committed to doing the right job right—the first time and every time. We will be
such an organization.

Quality will be assured throughout the process by hiring the people who make the
best patent and trademark examiners, certifying their knowledge and competencies
throughout their careers at the USPTO, and focusing on quality throughout the ex-
amination of patent and trademark applications. By bolstering confidence in the
quality of U.S. patents and trademarks, the USPTO will enhance the reliability in
the quality of products and services needed to increasingly spur our economy and
reduce litigation costs.

Specific actions, with parenthetical cross-references to the analyses and imple-
mentation plans in the Appendices, include:

Enhance workforce capabilities by certifying competencies

Create an enterprise-wide training strategy that meets the needs of the new busi-
ness model and the e-Government generation. [Transformation 1]
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Restructure the USPTO by redirecting resources to core examination activities,
implement revised performance plans to incorporate changes required to implement
an e-Government workplace, meet agency-wide standards for senior executives, and
implement selected award packages. [Transformation 2 and 3]

Transform the workforce by exploring alternative organizational concepts and
structures. [Transformation 4]

Ensure that professionals, support staff and supervisors responsible for the patent
process possess the requisite skills needed to carry out their responsibilities. [Trans-
formation 5]

Certification of knowledge, skills and ability in the Trademark Process. [Trans-
formation 6]

Implement pre-employment testing for patent examiners. [Transformation 7 and
8]

Recertify the knowledge, skills and abilities of primary examiners to ensure cur-
rency in patent law, practice and procedures. [Transformation 9]

Certify the legal competency and negotiation abilities of patent examiners before
promotion to grade 13. [Transformation 10]

Improve the selection and training of supervisory patent examiners to focus on
their primary responsibilities of training patent examiners and reviewing and ap-
proving their work. [Transformation 11]

Make improvements in patent and trademark quality assurance techniques

Enhance the current quality assurance programs by integrating reviews to cover
all stages of examination. [Quality 1]

Expand reviews of primary examiner work. [Quality 2]

Engineer quality into our processing including the selective expansion of the “sec-
ond pair of eyes” review 3 of work products in such advanced fields of technology as
semiconductors, telecommunications, and biotechnology. [Quality 3 and 4]

Incorporate an evaluation of search quality into the patent work product review
process, and survey practitioners on specific applications. [Quality 5 and 6]

Enhance the reviewable record of prosecution in patent applications. [Quality 7]

Certify and monitor the quality of searching authorities to ensure that patent
searches provided by the private sector contractors or other patent offices are com-
plete and of the highest quality. [Quality 8]

Make process improvements that contribute to enhanced quality through legis-
lation /rule changes

Propose legislation and/or rule changes that have been identified as critical for the
accomplishment of this strategic plan. Continue the process of seeking comments
from stakeholders on proposed changes.

Planned Capability Accomplishments

Enhance the quality of patent and trademark examining operations through con-
solidation of quality assurance activities in fiscal year 2003.

Productivity: Accelerate Processing Times Through Focused Examination

We are committed to promoting advances in technology, expansion of business op-
portunities and creation of jobs through the timely issuance of high quality patents
and trademarks. A productive organization maximizes its output of work performed.
Improved productivity is key to reducing pendency and inventory.

This strategic plan has aggressive timeliness goals: to make available, on average,
a first Office action for first-filed U.S. non-provisional patent applications, at the
time of 18-month publication, and a patent search report for other patent applica-
tions in the same time frame—by far the fastest in the world. This will be accom-
plished through a redesign of the entire patent search and examination systems
based upon multiple-examination tracks, greater reliance on qualified patent search
services, and variable, incentive-driven fees. In Trademarks, achieve an average 12-
month total pendency. This will be accomplished by a three-track examination sys-
tem. Likewise, both Patents and Trademarks will restructure the way they do busi-
ness to be compatible with an e-Government environment.

Specific actions, with parenthetical cross-references to the analyses and imple-
mentation plans in the Appendices, include:

Transition to market-driven examination options

Adopt procedures that give greater choice and flexibility to trademark applicants
for filing and examination of applications for the registration of trademarks, with

3 A secondary review of applications for proper claim interpretation and to ensure that the
closest prior art has been discovered and correctly applied.
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a focus on using technology to improve the process and provide a lower cost filing
option. [Pendency 1]

Move from a “one-size-fits-all” patent examination process to a multi-track exam-
ination process that leverages search results of other organizations and permits ap-
plicants to have freedom of choice in the processing of their applications. This new
process will eliminate duplication of effort, encourage greater participation by the
applicant community and public, and improve the quality of our patents and de-
crease processing time. [Pendency 2]

Address the number of claims presented for examination in an application and the
size of applications through fee-setting legislation to reflect the cost of processing
complex applications. [Shared Responsibility 1]

Achieve greater examiner productivity by reducing their prior art search respon-
sibilities. [Pendency 3]

Implement an accelerated examination path option
Offer patent applicants the market-driven new “rocket docket” option of choosing
an accelerated examination procedure with priority processing and a pendency time
of no longer than 12 months. [Accelerated Examination 1]

Share responsibility for timely and high quality patents and trademarks be-
tween applicant and the USPTO
Seek enactment of legislation to restructure the USPTO fee schedule by mid-fiscal
year 2003, and thereby create incentives that contribute to achievement of USPTO
goals. For example, the filing fee will be kept as low as possible to incentivize appli-
cants to file, and the refund provision expanded to allow the USPTO to refund a
portion of the search fee if the application is expressly abandoned before search or
examination. [Shared Responsibility 1]
Make patents more reliable by proposing amendments to patent laws to improve
a post-grant review of patents. [Shared Responsibility 2]

Planned Productivity Accomplishments

Achieve first Office action patent pendency of 14.7 months in fiscal year 2008.

Achieve an interim patent pendency goal of 27 months by fiscal year 2008. Note:
The USPTO will continue to work toward reducing pendency and pursue the long-
term optimum goal of 18 months pendency beyond the five-year horizon of this stra-
tegic plan. Our best estimate is that it will take at least a decade to achieve the
18-month goal.

Reduce total patent examiner hires through fiscal year 2008 by 2,400 compared
to the 2003 Business Plan projection. [See Figure 1]
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FIGURE 1. Patent Examiner Hiring Comparison

Critical Needs
The performance commitments outlined in this strategic plan demand extraor-
dinary effort from every USPTO employee, and the full support of our key stake-
holders. Our strategic plan is built around the following critical needs.
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Multilateral and Bilateral Agreements

We need to consult with, and receive support of, other patent offices in structuring
new bilateral and multilateral initiatives.

Legislation /| Rules

We will need enactment of legislation by the Congress to adjust certain patent
and trademark fees and access to revenue generated by mid-fiscal year 2003 to the
extent provided in the President’s fiscal year 2003 Budget. We also will need to pro-
mulgate final rules to effect fee changes.

We will need to continue working to develop the proposed legislation and rule
changes that have been identified, and continue the process of seeking comments
from interested parties on ways to improve our operation.

Labor Relations
We will need to notify the three bargaining units representing USPTO employees
of proposed changes and negotiate, where necessary, any changes in working condi-
tions.

Budget

We will need enactment of an appropriation for fiscal year 2003 that is consistent
with the level of the President’s 2003 Budget.

Move to Carlyle in Alexandria, Virginia

We will need to carefully plan the logistics for relocating the USPTO to a consoli-
dated campus in Alexandria, Virginia, while minimizing any adverse effects on em-
ployees, applicants and the public. The USPTO is quickly moving into the imple-
mentation phase of the relocation of its facilities from 18 buildings spread through-
out Crystal City to a single lease in a consolidated campus. This consolidation is
expected to save us $72 million over the 20-year term of the lease, but it is a highly
complex and difficult endeavor.

President’s Management Agenda

Secretary Donald Evans has committed the Department of Commerce to speedy
implementation of the President’s Management Agenda. President Bush has stated
that true government reform must be based on a reexamination of the role of the
Federal Government. In this regard, he has called for “active, but limited” govern-
ment: a government that empowers states, cities, and citizens to make decisions; en-
sures results through accountability; and promotes innovation through competition.
The reforms that he has identified to help the Federal Government adapt to a rap-
idly changing world include a government that is: Citizen-centered—not bureauc-
racy-centered; results-oriented—not process-oriented; and market-based—actively
promoting, not stifling, innovation, and competition.

This strategic plan supports the President’s Management Agenda:

Human Capital—We will provide the tools and the resources to ensure that we
have a highly qualified, certified, knowledge-based, accountable workforce. Specifi-
cally, we will strengthen pre-employment testing; develop a competency certification
program; create a new labor-management paradigm to meet changing business
needs; streamline our workforce to maximize quality and efficiency; and focus our
training, performance evaluation and assessment environment on our core exper-
tise—examination.

Competitive Sourcing.—We are committed to achieving performance enhance-
ments and cost-savings, through the process of competitive sourcing. This process
compares the capabilities and costs of commercial service providers with current
government program providers. Greater competition drives down costs and yields
more innovative solutions. We will seek improved effectiveness in the following
areas: patent searching, patent documentation classification, and information tech-
nology and logistical support operations.

Improved Financial Management.—The USPTO has a strong, fully integrated fi-
nancial management system in place and we will continue to strengthen our inter-
nal controls, improve the timeliness and usefulness of our management information
and continue to achieve an unqualified financial audit opinion.

E-Government.—We are accelerating deployment of critical automated information
systems, particularly electronic end-to-end processing of patent and trademark ap-
plications. In addition, we are currently working on ways to improve delivery sched-
ules, reliability, performance, security and the cost of all our automated information
systems.

Budget | Performance Integration.—We will allocate budget resources to the pro-
grams based on the concept of linking them to the achievement of both enterprise-
wide goals and individual unit performance. The USPTO will expand the involve-
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ment of applicants and the public in assessing the accomplishment of our goals and
performance targets.

As a reflection of our commitment to fund our strategic priorities, we conducted
a comprehensive review of current operations and redirected substantial fiscal year
2003 resources toward improving examination quality and implementing e-Govern-
ment processing.

Long-term Agenda

This strategic plan is only the first step toward creating a quality-focused, highly
productive, responsive USPTO that supports a market-based intellectual property
system for the 21st Century. Once the initial phases of this plan have been sup-
ported, adopted and implemented, the USPTO will explore further options to en-
hance its ability to more fully operate like a business.

Within the framework of the legislative and regulatory packages there are a num-
ber of items that will be implemented in the out-years of the strategic plan.

Restriction practice.—We will conduct a study of the changes needed to implement
a Patent Cooperation Treaty (PCT) style unity of invention standard in the United
States. The study will be completed and appropriate legislation will be introduced
before the end of the 108th Congress.

Patent term adjustment.—Before seeking legislation to simplify patent term ad-
justment, we will explore a number of options to address this issue with the small
business community and other key stakeholders.

Mutual exploitation of examination results.—In anticipation of achieving our long-
term goal of substantive patent harmonization, we will take a cautious approach to
mutual exploitation of examination results by first evaluating International Prelimi-
nary Examination Reports during national stage examination. We will subsequently
analyze the potential of whether the acceptance of examination results (granted pat-
ents) from foreign offices is a proper basis for use in counterpart applications in the
United States. However, the USPTO will never recommend any changes that would
compromise our sovereign right to determine patentability issues or to preclude our
right to make further examinations when necessary.

Copyright issues.—As part of the implementation of the electronic file wrapper,
we will ascertain the best means for assuring that these documents in an applica-
tion file that may be subject to copyright protection can be included in the USPTO’s
databases. The intent of this option would be to ensure full public access to all the
information contained in a pending application file.

Third party request for reexamination.—As part of the initiative to seek post-grant
review legislation, we will explore the need for retention of third-party requested re-
examination.

District court actions.—We will evaluate the desirability of a revision to the provi-
sions for judicial review of USPTO decisions to make an appeal to the U.S. Court
of Appeals for the Federal Circuit the sole avenue for judicial review of a Board of
Patent Appeals and Interferences or a Trademark Trial and Appeal Board decision.

Patent Cooperation Treaty Activities.—We will actively pursue revisions to Patent
Cooperation Treaty search and examination guidelines to achieve an enhanced level
of reliance on PCT International Search Reports and International Preliminary Ex-
amination Reports.

Business-like practices.—We also will explore whether we have a good justification
for operating in a more business-like manner.

USPTO Campus.—Once we have settled into the Carlyle campus and have fully
implemented automated patent and trademark processing, we will be able to assess
the feasibility of expanding our work-at-home program by using such virtual office
concepts as telecommuting and flexible workplace to the maximum potential.

Examiner Training.—We will evaluate the feasibility of reinstating the Examiner
Education Program through corporate sponsorship to enable patent examiners to
gain better insights into technological developments in the fields in which they ex-
amine.

Some Final Thoughts

This 21st Century Strategic Plan sets forth an ambitious agenda to resolve the
crisis all intellectual property organizations are facing. We believe economic and
technological progress in the United States and the global market can be signifi-
cantly enhanced through the implementation of the initiatives proposed in this plan.

We intend to refine and update our strategic plan periodically to adjust to chang-
ing conditions and to incorporate the best thinking of the entire intellectual property
community. We are eager to work with those who believe, as we do, that American
innovators and businesses must have the very best intellectual property system in
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the world. This 21st Century Strategic Plan represents an important first step in
the pursuit of this goal.

FREE TRADE CONCERNS

Senator GREGG. Senator Hollings.

Senator HOLLINGS. Thank you, Mr. Chairman.

Mr. Secretary, we have got a hot war ongoing, and there is no
question in this Senator’s mind or anybody in this room that we
will win that one, but we have got a cold war economically that we
are losing, and you are the Chairman of the Joint Chiefs of Staff
in that cold war.

As Secretary of Commerce, you are the most important member,
and with the President, the most influential member, and we are
looking at the results. The war did not start when you folks came
to town. This war has been going on since World War II, and we
had the Marshall Plan. It worked. We sent over the expertise, we
sent over the technology and everything else into Europe and to
the Pacific Rim and they revived them.

But now you look and you find out you have got over $420-some
billion in the deficit in the balance of trade last year, and now it
is inching up to over $500 billion this year, and I am looking at
different items—well, I've already lost, don’t worry about my ques-
tions being about textiles. They are Republican and they have gone
anyway, so it is a sort of twofer for me.

Senator GREGG. They left New Hampshire a long time ago to go
to South Carolina.

Senator HOLLINGS. Over two-thirds of the clothing I am looking
at is imported, over 86 percent of the shoes on the floor are im-
ported, but then I look at the list that you made of critical items
to our national security, and you list about some 500, and we have
a $5 billion deficit in the balance of trade in those critical items.

We have got a deficit in the balance of trade in semiconductors.
I know I have got a deficit in the balance of trade in cotton. I am
riding through the cotton fields politicking down home, but I am
importing Chinese cotton because we do not produce enough in this
country, and then I looked and found that we made finally a deficit
in the balance of trade in farm products for the second time in the
history of the country.

Free trade is fine in the textbooks, and fine for England when
she was in control of the world’s empire. In other words, when old
Alexander Hamilton got the note that what we ought to do, having
won our little freedom as a colony, we ought to trade back what
we produced best, and they in Britain would trade back what they
produced best, the doctrine of comparative advantage, David Ri-
cardo, old Hamilton said bug off—we are not going to remain your
colony, just shipping our timber and our coal and our iron ore and
farm products. We are going to build up our own manufacturing.

So he introduced, and by gosh, old Madison supported him in the
second bill. The first bill was for the U.S. Seal as a Nation. The
second bill that passed the Congress was the 50-percent tariff bill,
protectionism, on about 60 articles, and we started rebuilding, and
in fact we financed the country with protectionism until 1913,
when we finally got the income tax.
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Other countries are doing the same thing, after World War II,
the Japanese, the Koreans and everybody coming right on down
the road, and they do not practice free trade, they practice protec-
tionism.

One of the big reasons behind my Advanced Technology Program
was to try to compete with the subsidization, the financing of the
industry, the banking, and not only that, but also protecting in
every respect the retail markets, and the pricing by our foreign
competitors. My Lexus cost me $30,000. In downtown Tokyo, that
same car, I priced it, is $45,000.

So my point is, I am trying to bring around our administration
to where even Ronald Reagan was. He was long on common sense.
We were losing out on semiconductors and still are, but he put in
a voluntary restraint agreement on semiconductors and they insti-
tuted at the congressional level, Senator Danforth and myself,
Sematech. We had VRAs in steel and automobiles and machine
tools, and it worked, and it saved those industries.

Now, we have got to start competing here. I am looking at the
Ambassador from Singapore, Frank Levin. He recently concluded
this United States-Singapore free trade agreement, and Levin said
in the long run, and I quote him, the most significant economic as-
pect of this FTA, free trade agreement, could be provisions allowing
products assembled in the two Indonesian outer islands to be
counted as Singaporean in origin for the purpose of the FTA. This
would allow U.S. electronics manufacturers to take advantage of
low wage rates on those islands to assemble components from
Singapore and then the electronic products can enter the United
States duty free. Do you agree with that?

Secretary Evans. Well, I have not seen the statement. You read
the statement. I have not seen it before. I mean, I must say that
I think that when you have a free trade agreement with Singapore,
you have a free trade agreement with Singapore. You do not have
a free trade agreement with some other country, or some other is-
land. That is who the free trade agreement is with.

And so I think there is a basic principle, and it is products and
services that come from that country, not from some other sov-
ereign nation or country to that country and into the United
States, but I must admit, I do not know the exact relationship of
those islands with Singapore. Are they separate countries or sepa-
rate sovereign nations, or are they a part of Singapore? I do not
think they are.

Senator HOLLINGS. Well, it is not the technicality of the thing,
it is the actual tenor and thrust of low wage rates. That is what
happened—58,000 textile jobs have gone from my little State of
South Carolina down to Mexico. If your competition leaves, you
have got to leave, so that swishing sound that old Ross talked
about, I am telling you right now, we can hear it loud and clear
in the Piedmont section of South Carolina, I can tell you.

That is the whole point. What we have got to do is start com-
peting, and we have done everything for that export administra-
tion. Your Commerce Department has commercial attachés around
the world, and we have done everything to help our businesses
compete.
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One other thing that we do is just that, the Advanced Technology
Program. The distinguished Secretary talks growth, growth,
growth. That is the buzzword around here. You get everybody on
the message, so the growth thing is the Advanced Technology Pro-
gram. That gives the growth. There is not any question.

We have got I do not know how many studies. I think there were
14 studies, the Department of Commerce Inspector General, the
National Academy of Sciences, the National Research Council, and
go right on down the list, and they found that, quote, ATP could
use more funding effectively and efficiently, and we cut and elimi-
nated that and the Manufacturers Extension Partnership Program,
but we give money to the Bureau of Economic Analysis to get more
analysis. That is not going to hire any more people, except pointy-
headed intellectuals, as George Wallace would say.

We give money to the Patent and Trademark Office

Senator GREGG. We don’t quote from George Wallace.

Senator HOLLINGS. That’s right. Well, I thought I'd get you. I like
to stick the Chairman every now and again.

We give money to the International Trade Administration for
promoting U.S. exports and all those things, they are not going to
get growth. The one thing that is going to get the growth, and it
has proved out, and they are not pork, they have got to be vetted
by the National Academy of Engineering, like you said, and NIST.

I got together—we had a fellow over there, Craig Fields in
DARPA, and he found out the Navy program for research was
rapid manufactured parts. We got it going through the Department
of Commerce, because a boat would break down in the gulf and the
destroyer is 30 years old, or whatever it is, and the part, they have
to languish there in the gulf for 2 months and then go back. We
have got a system now where they do not languish over 24 hours.

So we have got DARPA, we have got NIST, we have got the Ad-
vanced Technology Program, and why do we eliminate it?

Secretary EVANS. Well, again, like I said, those are good pro-
grams, no question about it.

Senator HOLLINGS. That is all. You do not have to explain any
more. I am going to quote you.

Secretary EVANS. You can.

Senator HOLLINGS. Thank you. I would yield to the distinguished
Senator from Wisconsin.

Secretary EVANS. Good.

MANUFACTURING EXTENSION PARTNERSHIP PROGRAM

Senator KOHL. Thank you, Mr. Chairman, and Secretary Evans,
I would like to talk a little bit about the Manufacturing Extension
Partnership Program.

I know this administration supports research and development to
maintain American leadership and technology development and
commercialization. To quote from the Commerce Department’s Web
site, “Americans will never win the game to see who can pay their
workers less. We do not want to, and continued innovation means
that we will not have to. Innovation excellence starts with research
and development, and since taking office, the President has pro-
posed record levels of Federal R&D.”
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So Mr. Secretary, I am concerned and puzzled by your proposed
budget, which includes only $12.6 million for the Manufacturing
Extension Partnership Program, called MEP. This program has al-
ways had bipartisan congressional support. By way of comparison
for fiscal year 2003, we funded the program at well over $100 mil-
lion. Given the current situation, I therefore cannot understand
why you would virtually eliminate a program like this, which truly
makes a difference.

The United States is losing hundreds of thousands of manufac-
turing jobs and production know-how to low-wage countries like
China. We have our largest imbalance with China, an imbalance
growing by 30 percent a year. In my State of Wisconsin, the jobs
we are losing to overseas production are high-paying jobs.

To help counter this trend, my State MEP centers work directly
with small manufacturers to help these companies compete by
being more productive and more effective, and so my question is,
why are you virtually gutting Federal support for this program?
Virtually half of the program’s costs and expenses come from the
Federal Government. Small manufacturers in my State have said
this program is important to them, and so I do not know what I
should be telling them with respect to what I know is your commit-
ment to the development of small manufacturing innovation, effi-
ciency, technology, and your apparent opinion that the MEP pro-
gram is not all that important. I just give you this map for you to
peruse.

Secretary EVANS. Sure, thanks Senator.

Senator KOHL. Those MEP centers, as you can see, are all over
the country. There are hundreds and hundreds of MEP centers,
and without Federal support they may well evaporate.

Senator GREGG. Aren’t they called Hollings centers?

Senator KOHL. Pardon me?

Senator GREGG. No, I think they’re called Hollings centers, aren’t
they?

Senator KOHL. Hollings centers?

Secretary EvaNS. You know, I will say what I said earlier, 1
think, that there are certainly some very good stories from ATP
that one can look to and can say were successes. I think the same
thing applies to MEP, the Manufacturing Extension Partnership
Program. I travel all across the country on university campuses,
from time to time, talk to universities and how they are partici-
pating in these MEPs with the Federal Government, with other cit-
ies, with counties and so I am very much aware of the programs.

First of all, I would just say it is a matter of priorities, and un-
derstanding at some point you have to draw the line, and we are
not all going to draw the line at exactly the same place, and I know
that and you know that, and so I am more than happy to work
through the budget process with the committee and talk about our
differences with respect to these programs, but when you look at
the MEP program, what confuses me is why this program would
not be a success in the private sector, and the reason I say that
is because the studies people show me and want to give to me in
the way of results are the sizeable returns that people enjoy by
participating in the MEP.
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Well, having been somebody that was out there in the private
sector for some 26 years of my life, that looks like to me a pretty
good opportunity to start a business, because if I can give those
kinds of returns to some of the small businesses in the area, then
it seems like they would be willing to pay me for that service I am
providing to them.

You know, I had the same kind of issue, the same related issue
with ATP, and that I really felt like if we were going to provide
funding for seed capital, or venture capital for research, and if it
is successful, then maybe some of that ought to come back to the
American taxpayer that funded it to begin with.

So I think it is good programs that—what I see opportunity for,
I see some opportunity for the private sector to step in and provide
the same kind of service. And I also see an opportunity, if it is suc-
cessful, if it works, then maybe there is an opportunity to return
some of the benefits, not all of them, but some of those benefits
back to the American taxpayer to help pay for the program, if the
program were to continue.

Senator KOHL. I do not totally disagree with what you are say-
ing, but my response is that this is not entirely a Federal program.
This is a 50-50 partnership between the Federal Government and
private industry, and so the question is not really why does the
Federal Government have to fund this program entirely. It is that,
what is wrong with the partnership concept?

I mean, if this were 100 to nothing, or 100 to zero in terms of
percent of funding, I would understand what you are saying, but
it is 50-50. It seems to me that is reasonable—reasonable, and I
guess my question is, why would you all take the position that on
your list of priorities, in terms of funding, that almost comes down
to zero?

Secretary EVANS. Well, again I guess I would say, Senator, it is
priorities. I mean, like you, we think about the Federal debt and
the deficit, and there are lots of worthwhile programs that we
would like to see funded, but the resources are not there to fund
all of the programs that we would all like to see funded, and so you
have to draw the line some place. You have to make tough choices,
and I understand that, we will have differences of opinion as to
where the line should be drawn, and this is one of those areas
where we have a difference of opinion.

I am not here saying that these programs have not provided a
service. I am not here saying that there is not some good results
to point to historically, but I am saying that one, particularly at
this moment in our history, we have some priorities of homeland
security and national security that we are all certainly very focused
on, and these are just some tough choices that have to be made,
but certainly, as I mentioned, I look forward to working through
the process, working with the committee and working through our
differences of opinion.

Senator KOHL. Well, thank you. I will keep on badgering if I can,
and see if we cannot get something.

Secretary EVANS. Sure, sure.

Senator GREGG. The Senator from Wisconsin is a very good badg-
er.
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Secretary EVANS. Very good, very good. Not bad. Very good,
Chairman.

Senator GREGG. Mr. Secretary, following up on the Senator’s
point, your comment that maybe there should be a greater return
to the taxpayer when these MEPs produce a commercial event that
has profitability, do you have language that you would insert to
change the programs to create that atmosphere?

Secretary EVANS. No, Mr. Chairman, I have not. It is something
that we would be glad to look at and would be glad to think about.
It just seems that if you have a company that enjoys some 25 per-
cent return or 35 percent return from the services they have been
provided, then maybe they would want to return some funding
back to the center to help some other small manufacturer who
comes along.

Senator GREGG. I'm attracted to the idea, so if we end up refund-
ing these as a result of the Senator from Wisconsin’s energies, I
would be interested if you had language that could accomplish that
as a part of the exercise.

Secretary EVANS. I know if I was out there running a small busi-
ness and I had this available to my company, and it was successful,
and we had great results from it, I would feel some kind of respon-
sibility to support that program in a pretty direct kind of way, and
so that the program could benefit other small, or other manufac-
turing companies that come along behind.

Senator KOHL. They do. I say, the program is supported 50 per-
cent by these companies, so it is not as though they are only tak-
ing. They are also giving to the program.

Senator GREGG. On ATP, we really do not have any place in the
Government right now where people who are coming up with cre-
ative ideas on the issue of counterterrorism, technology ideas, can
go and get a grant quickly that would allow them to expand their
efforts, and I do not know about other offices. Maybe once a month
somebody comes in with some fairly unique idea as to how they are
going to screen somebody, or what they can do, or how they are
going to develop something.

RESEARCH AND DEVELOPMENT FOR COUNTERTERRORISM

Would it make sense if we reauthorized or refunded ATP to redi-
rect it into an exercise of being more focused on counterterrorism,
producing technology for counterterrorism, experimental or com-
mercial?

Secretary EVANS. I guess what has been called to my attention
is, Homeland Security is requesting some $900 million in this area
of R&D for counterterrorism.

Senator GREGG. How are they going to oversee that? Well, we
will have Secretary Ridge. We will ask him.

We have been joined by the chairman of the full committee.

Senator STEVENS. Good morning, Mr. Secretary.

Senator GREGG. Do you have anything more?

Senator HOLLINGS. Yes, I will, but for example, from 1992 to
2004, the ATP funded $270 million in projects with primary rel-
evance to the detection of and protection from and response to po-
tential terrorist activity. They have been coming to my office, too,



73

and I have been sending them over there and it is working. You
are helping Secretary Ridge.

Senator GREGG. I think it makes a lot of sense.

Senator Stevens, do you have any questions?

Senator STEVENS. No, I had no questions this year. I just stopped
by to see our friend and say hello.

Senator HOLLINGS. Well, I have a few more questions, and I am
like Senator Stevens and I am going to work with the chairman.
Your budget is in good shape, and I will work with Chairman
Gregg for what he thinks we ought to do.

But frankly, I am worried about this war, and I have moved from
the military to the trouble we have in the world community. If the
President asked me to come over in the next 10 minutes and asked
me what to do, I would say, I would get that best friend of yours,
Secretary Evans, up to Canada. You cannot just get everybody—I
see on my TV this morning the President is on the phone trying
to still get support. Isn’t that a hell of a note? But he is on the
phone this morning trying to get support.

Now, we all support it, we are committed, but in my war, World
War II, the first in was Canada. So we have got to get you back
involved. You come with the calling card of President Bush—and
you know how to talk to people. You can help us with Vicente Fox.
You know him down there in Mexico.

When you start an engagement of this kind, and can’t even get
Mexico and Canada, we have got to start working back upstream
now to get some help from the United Nations and everything else
like that, and do not worry about budgets and ATP and MEP and
all that other stuff. Right now, let us get going on this war. Yes,
sir.

Senator GREGG. Senator Stevens.

Senator STEVENS. Mr. Secretary, we lost a big one yesterday as
far as my State is concerned, but I know we have had talks about
the Alaska gas pipeline. We have a new hybrid proposal we want
to discuss with the administration, and I hope we can get some
time on your schedule to discuss that sometime soon.

Secretary EVANS. We can.

Senator STEVENS. We will be coming in this week and next week
to talk about it. It’s not an immediate project—it won’t run gas to
our system before 2011, but it is an 8-year project at a minimum.
If we can get it off the ground this year it will be very meaningful.
I hope you are both familiar with that project.

All of the gas that is produced with 17 billion barrels of oil we
produce and send down the Alaska pipeline was separated out and
put right back in the ground right there at Prudhoe. We do not
have to explore for it. All we have to have is a mechanism to trans-
port it, and it is a substantial amount of gas.

Secretary EVANS. I would be glad to come by at your calling. Just
give me a call and I will be there.

Senator STEVENS. Maybe we can arrange for you to come back
up to our State again this summer and take a look at it.

Secretary EVANS. Good. Thank you, Senator.

Senator GREGG. While we are here, I do want to acknowledge
and thank the chairman of the committee for returning a hearing
room to its rightful spot.



74

Senator HOLLINGS. I thank you, Mr. Chairman.

Senator GREGG. We very much appreciate it.

Senator HOLLINGS. I was chairman of legislative appropriations.
I walked in here and it was just a pile of wood and paint cans and
everything else, and the Architect of the Capitol was using this just
as a storeroom to do repair work all over, and we cleaned it up.

Senator GREGG. I believe this was the room that the Dartmouth
College case was argued in by Daniel Webster.

ADDITIONAL COMMITTEE QUESTIONS

Senator HOLLINGS. And Marbury v. Madison.

[The following questions were not asked at the hearing, but were
submitted to the Department for response subsequent to the hear-
ing:]

QUESTIONS SUBMITTED BY SENATOR JUDD GREGG
HOMELAND SECURITY

Question. Mr. Secretary, BIS’ work towards controlling the proliferation of sen-
sitive dual-use technologies is critical to our national security. We are now faced
with a restless nuclear power on the Korean Peninsula that has already acquired
the necessary technologies to create weapons of mass destruction. There are many
more regimes in the world that are hostile to the United States and are aggressively
pursuing these technologies. How is BIS adapting to this rapidly changing global
security environment? How has its mission changed since 9/11? Have BIS’ require-
ments changed?

Answer. The Bureau of Industry and Security (BIS) administers U.S. export con-
trols for dual-use items, including items that may be used for the development of
weapons of mass destruction, delivery vehicles for these weapons, and advanced con-
ventional arms. Its mission remains, as before, to advance U.S. national security,
foreign policy, and economic interests. Since September 11, 2001, BIS has been ac-
tively working with its counterparts in the Departments of State, Energy, and De-
fense to ensure that export controls address current global security challenges and,
in particular, are adequate to prevent the acquisition of such items and use by hos-
tile nations or terrorist groups. To that end, we have advocated proposals to
strengthen export controls and procedures in all four multilateral export control re-
gimes (the Nuclear Suppliers Group (NSG), the Australia Group (AG), the Missile
Technology Control Regime (MTCR), and the Wassenaar Arrangement).

For example, in the NSG, the United States has proposed a “watch list” of non-
controlled commodities that could be of use to North Korea’s nuclear program. This
list would be shared with non-regime partners to make them more aware of the
commodities that could aid North Korea’s nuclear program. The AG has accepted
U.S. proposals to tighten the controls on small fermenters that terrorists could use
to produce biological warfare agents. The AG also has agreed to a U.S. proposal to
tighten controls on technology transferred through intangible means such as the
Internet. In the MTCR, the United States has advocated expanding the controls to
include small unmanned aerial vehicles that could have applicability in spreading
chemical and biological weapons agents. In the Wassenaar Arrangement, the United
States advocated amending the “Initial Principles” to include, as a core regime ob-
jective, the prevention of terrorism.

These regime changes support BIS efforts to address security concerns originating
not only from hostile nations but also from terrorist groups and individuals.

Question. Your fiscal year 2004 request for the Bureau is only $3.5 million above
the fiscal year 2003 enacted level. Is this amount adequate to meet all of the new
requirements you will surely face in the upcoming months and years?

Answer. BIS is comfortable with the funding request contained in the President’s
budget. In order to address new requirements, BIS believes that the budget request
should be funded in full.

Question. Is BIS’ technology infrastructure adequate? From high-powered data
warehousing at headquarters to satellite phone capability in the field, does BIS have
the tools it needs to do its job?

Answer. BIS currently has an adequate technology infrastructure to perform its
mission-critical functions. BIS is in the process of modernizing its Export Control
Automated Support System (ECASS), which was developed in the mid-1980s, from
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a mainframe-based system to a modern server-based system with a relational data-
base. BIS also has upgraded all personal computers, desktop software, and tele-
communications links to provide its users with up-to-date technology and to improve
productivity. BIS continues to seek ways to modernize its technology infrastructure
to empower its employees to deliver critical services to its customers.

To that end we note that in the President’s fiscal year 2004 budget proposal, addi-
tional resources are requested to support BIS’s Seized Computer Evidence Recovery
System (SCERS) program. This program, which uses evidence seized from computer
disk drives, has a significant backlog of evidence awaiting analysis. This delay has
hindered the processing of cases and the completion of time-sensitive investigations.
In the President’s fiscal year 2004 budget, BIS seeks additional personnel (one
agent and two technical analysts) to staff a modern SCERS lab, thus alleviating the
burden placed on SCERS agents in the field currently performing this work.

Question. To what extent will BIS be working with the Department of Homeland
Security? In your opinion, what is the appropriate relationship between BIS and
Homeland Security? To what degree will the new Department influence BIS’ mis-
sion, policies, and agenda?

Answer. BIS has an excellent working relationship with various agencies now lo-
cated in the Department of Homeland Security, and we anticipate that we will con-
tinue to work well with those agencies. BIS has long had an excellent working rela-
tionship with the U.S. Customs Service in the administration and enforcement of
dual-use export controls. BIS also maintains a good working relationship with the
Information Analysis and Infrastructure Protection Directorate of DHS, to which
BIS’s Critical Infrastructure Assurance Office was transferred earlier this year. The
creation of the Department of Homeland Security has not altered BIS’s mission,
policies, or agenda.

Question. To what extent is the Bureau of Industry and Security working with
the Department of State, which has responsibility for regulating weapons exports?
Could you describe how this relationship has evolved since September 11? Are State
and BIS sharing information and lessons-learned? Are State and BIS collaborating
their efforts overseas, for example, sharing information about end-use checks, moni-
toring, enforcement, and the like?

Answer. BIS continues to have a close working relationship with the Department
of State on the implementation of U.S. export controls. BIS has been involved with
the Departments of State, Defense, and Energy, and the National Security Council
in a comprehensive review of goods and technologies on the U.S. Munitions List
(USML). The State Department implements export controls under the USML. In ad-
dition, by Executive Order, State reviews export license applications submitted to
BIS and BIS-promulgated regulations concerning exports of U.S. dual-use goods and
technologies. BIS also works closely with State on changes to the multilateral export
control regime lists. Through these various processes, State and BIS share informa-
tion about countries and end-users of concern. Moreover, since the mid-1990s, BIS
has worked closely with State to share information relevant to each other’s watch
lists and end-use checks. Finally, BIS works closely with the State Department in
rendering technical assistance to other countries to assist the development of strong
indigenous export control systems and improve cooperation in export controls, under
the State Department administered Export Control and Border Security program.

CRITICAL INFRASTRUCTURE PROTECTION

Question. Mr. Secretary, CIAO was created within the Department of Commerce
in fiscal year 1999. A conscious decision was made to put CIAO at Commerce be-
cause of Commerce’s strong ties to the private sector, which controls the lion’s share
of our national critical infrastructure (the Internet and utilities, to name just two
eSxamples). This month, CIAO began its transition to the Department of Homeland

ecurity.

How do you think CIAQ’s mission will change once it is incorporated into the new
Department? Will CIAO continue to have primary responsibility for liaising with the
private sector on matters relating to critical infrastructure protection and for ensur-
ing that the private sector does not inadvertently create weaknesses in our national
critical infrastructure, or will this responsibility remain at Commerce?

Answer. CIAO’s mission consisted of three main functions related to critical infra-
structure protection when it transferred into the Department of Homeland Security
(DHS): national outreach and awareness, planning and policy coordination, and crit-
ical asset and interdependency identification for federal government agencies
(Project Matrix). Consistent with the requirements of the Homeland Security Act of
2002, these functions were fully integrated into the Information Analysis and Infra-
structure Protection Directorate. Since private industry owns and operates 85-90
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percent of the nation’s critical infrastructures, we anticipate that DHS will need to
continue to work closely with U.S. industry, and has primary responsibility for
doing so. The Planning and Partnerships Office of the new Directorate retains
CIAO’s core public-private partnering competencies and previously-built contacts
with the private sector. Commerce stands ready to assist where appropriate.

Question. Do you think Homeland Security is well-suited to handle the task of
liaising with the private sector, as CIAO did while it was at Commerce? How do
you think companies will react to having DHS—which is essentially a law enforce-
ment agency—involved in their internal efforts to strengthen their systems against
attack?

Answer. Our experience suggests that U.S. industry generally cooperates well
with government agencies on issues of national security and homeland defense. As
we all have seen since September 11, 2001, national and economic security depends
on homeland security. Private industry in general recognizes this new reality. We
are optimistic that industry and the Department of Homeland Security will have a
productive and mutually beneficial relationship with respect to critical infrastruc-
ture protection. The Commerce Department stands ready to assist in this effort as
appropriate.

Question. With the transfer of CIAO, will the Bureau of Industry and Security
have any role in critical infrastructure protection?

Answer. The Department of Commerce generally, and the Bureau of Industry and
Security specifically, will continue to carry out programs and activities relating to
the economic security component of critical infrastructure protection—as they did
before CIAO was created in the Department of Commerce. For example, the Na-
tional Telecommunications and Information Administration has responsibility for
spectrum management and chairs the interagency Internet Protocol version 6 (IPv6)
task force. The Technology Administration’s National Institute for Standards and
Technology will continue its leading role in developing standards relating to the
physical and cyber security of products, services, and processes, which are shared
internationally as well as domestically.

The Bureau of Industry and Security (BIS) continues to have significant defense
industrial base responsibilities. The defense industrial base was recognized as one
of the fourteen critical sectors in the National Homeland Security Strategy. BIS ad-
ministers the priorities and allocations authority under Title I of the Defense Pro-
duction Act to ensure the timely delivery of industrial products, equipment, mate-
rials, and services for approved national defense and homeland security programs.
Under that authority, BIS has assisted the Transportation Security Administration
and the FBI in acquiring products and equipment needed for the war on terrorism.
BIS also conducts assessments of the viability of various critical industry sectors.
Finally, consistent with its mission of furthering U.S. national security and eco-
nomic security, BIS continues to advocate the importance of protecting the country’s
critical infrastructures and assets.

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST/HOMELAND SECURITY

Question. It is clear that NIST and the Department of Homeland Security (DHS)
must develop a close working relationship. Have you had any preliminary talks with
Secretary Ridge on this subject? Do you believe the Director of NIST has a clear
understanding of what will be expected of NIST under the new homeland security
framework? Does he have the resources he needs to meet these requirements?

Answer. There have been extensive discussions between the Department of Com-
merce (DoC) and the Department of Homeland Security (DHS) on the need to de-
velop a close and effective collaboration. Such discussions led to the signing of a
Memorandum of Understanding (MOU) on May 22, 2003, between the Technology
Administration (TA) of DoC and the Science and Technology (S&T) Directorate of
DHS. The MOU allows the S&T Directorate to leverage TA’s, and specifically
NIST’s, expertise in measurement science and standards to accelerate the develop-
ment, testing, evaluation, and deployment of homeland security technologies. S&T
and TA seek to collaborate on research and planning activities, and share where ap-
propriate facilities, personnel, and scientific information. This MOU builds on the
long history of collaboration between NIST and the various agencies incorporated
into DHS, such as the Federal Emergency Management Agency (FEMA), and the
Office for Domestic Preparedness (ODP). To further improve ties between NIST and
DHS in the areas of measurements and standards, NIST has detailed on a full-time
basis the Division Chief from its Ionizing Radiation Division and a staff member
(part time) from its Computer Security Division to the Office of Standards in the
DHS S&T Directorate.
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The Director of NIST has a clear understanding of NIST’s role in homeland secu-
rity. This role is defined by NIST’s unique mission to develop and promote measure-
ment, standards, and technology to enhance productivity, facilitate trade, and im-
prove the quality of life. Because of the overwhelming importance of homeland secu-
rity to the quality of our life, NIST will work with the new DHS to ensure that the
appropriate measurements and standards are in place to support the efforts of DHS
in chemical, biological, radiological, nuclear, and explosive detection and defense,
cybersecurity, critical infrastructure protection, first responders, etc. NIST’s part-
nership with DHS will build upon years of experience working with a number of
the agencies making up the new Department.

NIST is also building upon its experience in consensus standards and its partner-
ships with standards development organizations (SDO’s) to address the needs for
homeland security standards. The Chief of NIST’s Standards Services Division is
the government co-chair of the ANSI Homeland Security Standards Panel that is
coordinating the efforts of standards development organizations (SDOs) in devel-
oping standards required for homeland security technologies.

Because of the importance of homeland security to our citizens, NIST has redi-
rected resources to develop the critical measurements and standards in this area.
When appropriate, NIST homeland security efforts are supplemented by funds from
other government agencies. When sufficient funding is not available through these
approaches, the Administration has proposed budget initiatives for NIST in the area
of measurements and standards for homeland security. For fiscal year 2004 the fol-
lowing homeland security budget initiatives have been proposed: Homeland Secu-
rity: Standards, Technology, and Practices for Buildings and First Responders ($4.0
million, 7 permanent positions, and 5 FTE); Measurement Infrastructure for Home-
land Security ($5.3 million, 12 permanent positions, and 9 FTE); and Standards for
Biometric Identification Systems ($1.0 million, 4 permanent positions, and 3 FTE).

NIST/LAW ENFORCEMENT TECHNOLOGIES STANDARDS

Question. Mr. Secretary, a great deal of funding has been earmarked during the
last two years to help first responders purchase the equipment they need to effec-
tively combat terrorism. Justice has been doing some work in the area, but stand-
ards-development is really NIST’s bailiwick.

The President’s budget does not request any direct funding for the Office of Law
Enforcement Standards at NIST. Are you planning to request funds for OLES in
the fiscal year 2005 budget request? Wouldn’t you agree that there is a significant
need in this area and that NIST is uniquely qualified to fill it?

Answer. In response to your statement, developing performance standards for
communication and personal protection equipment for first responders is very im-
portant and the National Institute of Standards and Technology (NIST) has an im-
portant role to play here. For several years, NIST’s Office of Law Enforcement
Standards (OLES) has been working with the Department of Justice’s National In-
stitute of Justice (NIJ) and other government agencies developing performance
standards for first responders.

The ability of law enforcement and public safety agencies to communicate and ex-
change data in critical situations is fragmented by equipment incompatibilities and
the lack of standards to provide a common, nationwide approach to telecommuni-
cations and information sharing. In its efforts to resolve this issue, NIST’s OLES
has been working hard on a Public Safety Communications Standards program
geared toward solving public safety interoperability and information sharing prob-
lems by developing and adopting NIJ standards for voice, data, image, and video
information transfers for first responders. In addition, OLES has been holding dis-
cussions with end users about their requirements and evaluating commercial de-
vices instrumental to ensure that the equipment and technologies currently being
used by the U.S. first responders community are interoperable, safe, dependable,
and effective.

In addition, OLES has been managing a program since 1999, to develop CBRNE
(chemical, biological, radiological, nuclear, and explosive) protective equipment
standards for emergency first responders. This program, initially funded by NIJ,
will continue with funding provided by the Office for Domestic Preparedness (ODP).
An Interagency Agreement has been signed between the ODP, formerly of the Office
of Justice Programs, now part of the Borders and Transportation Security Direc-
torate, Department of Homeland Security, to continue the program managed by
OLES for the development of a national suite of CBRNE protective equipment
standards for emergency first responders. This program led to a National Institute
of Occupational Safety and Health (NIOSH) standard for Self-Contained Breathing
Apparatus (SCBA) and Air Purifying Respirators (gas masks) and produced an im-
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portant set of guides and databases to help emergency first responders in the eval-
uation and purchase of chemical and biological detection, personal protective, and
communications equipment. The continuation of this program under ODP will be
significantly expanded beyond development of personal protective equipment stand-
ards to address radiological threats, decontamination standards, and explosive de-
tection standards.

Yes, the National Institute of Standards and Technology (NIST) believes there is
a significant need in the criminal justice and public safety area and NIST is unique-
ly qualified to fill it. NIST has successfully filled these needs over the past 32 years
through a number of reimbursable agreements with other agencies, such as the De-
partment of Justice’s National Institute of Justice, the Department of Transpor-
tation, and most recently with the Department of Homeland Security’s Office of Do-
mestic Preparedness.

The $3 million funding for NIST’s Office of Law Enforcement Standards (OLES)
provided in the fiscal year 2003 Omnibus Appropriations Act will go a long way in
helping NIST to ensure that NIST has the critical personnel with the expertise to
implement law enforcement standards initiatives proposed by their partner federal
agencies as specifically stated in the Act itself. This funding supports NIST with an
appropriation in fiscal year 2003 for the staff and administrative costs related to
the Office of Law Enforcement Standards, giving NIST the means to independently
hire, maintain and manage the appropriate technical expertise to perform its re-
sponsibilities to the law enforcement community. In addition, it allows NIST to de-
vote the entirety of its funding from reimbursable sponsors to the technical needs
of those sponsors, without diverting any funding from sponsors to cover staff and
administrative costs at NIST.

At the time the fiscal year 2004 President’s budget request was submitted, the
fiscal year 2003 Omnibus Appropriations Act had not been enacted. Therefore, the
fiscal year 2004 President’s budget request builds from the fiscal year 2003 Presi-
dent’s budget request, which did not include any direct appropriated funding for
NIST’s OLES. Decisions on the funding priorities to be included in the President’s
fiscal year 2005 budget have not been finalized, and we will bear your concerns in
mind as we evaluate the many competing requests for funding.

NIST/WORLD TRADE CENTER INVESTIGATION

Question. Before NIST took over the World Trade Center investigation, there was
a huge controversy over whether too much of the structural steel from the Twin
Towers had been sold to scrap yards, creating an impossible situation for NIST’s sci-
entist and engineers. Now that NIST is seven months into the investigation, has
it been able to gather enough evidence including structural steel to conduct the in-
vestigation? Could you report on NIST’s progress or any preliminary findings from
the investigation?

Answer. Yes, the National Institute of Standards and Technology (NIST) is basing
its review, analysis, modeling, and testing work for the World Trade Center (WTC)
investigation on a solid foundation of technical evidence.

NIST has in its possession nearly 250 pieces of WTC steel. The vast majority of
the pieces are of significant size and include perimeter prefabricated column-span-
drel elements, rectangular box beams, wide flange sections, truss sections, channels
and several smaller pieces, such as bolts. As of March 28, 2003, NIST has
catalogued 235 pieces of WTC steel which includes a database with photographic
records and member markings. In addition, NIST has examined additional steel
stored by the Port Authority at JFK airport and has transported 12 specimens to
NIST. NIST believes that this collection of steel from the WTC towers is adequate
for purposes of the investigation.

NIST has also received considerable cooperation and large volumes of information
from a variety of organizations and agencies representing the building designers,
owners, leaseholders, suppliers, contractors, and insurers.

Local authorities providing information include the Port Authority of New York
and New Jersey (PANYNJ or Port Authority) and its consultants and contractors;
the Fire Department of New York (FDNY); the New York Police Department
(NYPD); the New York City Department of Design and Construction (DDC); the
New York City Department of Buildings (DOB); and the New York City Office of
Emergency Management (OEM). In addition, the Occupational Safety and Health
Administration (OSHA) provided correspondence sent to it regarding the evacuation
experience of WTC occupants on September 11, 2001.

NIST also has received information from Silverstein Properties (Silverstein) and
its consultants and contractors; the group of companies that insured the WTC tow-
ers and its technical experts; Nippon Steel; Laclede Steel; Isolatek International,
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formerly known as U.S. Mineral Products; Marsh & McLennan (a tenant of WTC
1), and Roger Morse Associates. The information from Silverstein and the insurance
companies includes the large body of technical work completed by both parties as
part of the insurance litigation involving the WTC towers, such as reports on the
structural collapse, fire spread and severity, and wind tunnel test results for the
WTC towers. In addition, technical experts for both parties independently provided
extensive briefings to the WTC investigation team and discussed the tenability envi-
ronment and the evacuation procedures in the buildings.

Solid progress has been made by the investigation team at the one-third mark of
the ongoing 24-month effort. On May 7, 2003, NIST released a progress report
(http://wtc.nist.gov/) on the WTC investigation, its second since the effort began in
August 2002. This interim report does not include any conclusions or make any rec-
ommendations, since the investigation is still in its early stages.

Key points in the progress report included:

—a status update on efforts to collect critical data about the WTC disaster of Sep-
tember 11, 2001, such as building documents, video and photographic records,
emergency response records and oral histories (a complete listing of materials
collected to date and those items still needed are included in the report);

—an interim report that documents the procedures and practices used to provide
the passive fire protection (fireproofing) for the floor system of the WT'C towers
(nothing in the interim report based on a review of factual data in documents
obtained by NIST should be taken to imply that the floor trusses played a crit-
ical role in the collapse of the WTC towers);

—a detailed description of the key factors that NIST is considering in its analysis
of the various collapse scenarios hypothesized for the WTC buildings, including
fire endurance testing of a typical WTC floor system and individual steel mem-
bers;

—a look at the integrated approach for identifying the most probable of the tech-
nically possible collapse sequences for WI'C 1 and 2 (the Twin Towers) and
WTC 7; and

—a review of NIST plans originally presented in April 2003 for studying the WTC
evacuation and emergency response by collecting first-person data from sur-
vivors (both WTC occupants and first responders), families of victims, and indi-
viduals with operational and command authority during the WTC disaster.

NIST/WARWICK, RHODE ISLAND FIRE INVESTIGATION

Question. Mr. Secretary, in January, we in New England suffered a horrible trag-
edy when 96 people were killed in a nightclub fire in West Warwick, Rhode Island.
Was the National Construction Safety Team Act successful in helping avoid confu-
sion over responsibility for the investigation into this tragedy? How is the Adminis-
tration proposing to fund this and future investigations? If NIST is going to be re-
sponsible for investigating these events when they occur, should funds be set aside
within NIST for this purpose to avoid the delay in starting the investigation?

Answer. The tragic fire in West Warwick, Rhode Island, is the type of event that
the National Institute of Standards and Technology (NIST) would have investigated
under its existing authority prior to the passage of the National Construction Safety
Team (NCST) Act. What the Act has done, however, is to allow us to respond imme-
diately and to raise the awareness and appreciation of our activities in the eyes of
local officials and the other Federal agencies that are conducting investigations. The
Act provides for the criminal investigation to have priority over NCST activities. We
have briefed local and state authorities on the role and objectives of the NCST in-
vestigation, and established liaisons with the Rhode Island State Fire Marshal’s of-
fice, the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) and the U.S.
Fire Administration. The NCST is gathering evidence, to the extent possible, inde-
pendent of any criminal investigations.

The Rhode Island investigation plan was issued based upon the redirection of
base funds. The plan targets completion of the investigation by the end of calendar
year 2003.

NIST has not been appropriated any additional funding for activities associated
with the NCST Act. Where appropriate, NIST will continue to undertake investiga-
tions of major building disasters as authorized by law.

PATENT AND TRADEMARK OFFICE, INCREASE IN USER FEES

Question. PTO’s fiscal year 2004 budget request includes a 15 percent increase in
user fees. This fee increase will mean an additional $300 million in fee revenue for
the PTO that it would otherwise not collect. How is a 15 percent increase in user
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fees justified when, under the current plan, PTO does not expect to significantly de-
crease patent pendency?

Answer. The fee legislation currently pending in Congress will generate additional
revenues and ensure the implementation of the USPTO’s 21st Century Strategic
Plan. If the fee legislation is not implemented for fiscal year 2004, the USPTO’s pro-
jection of fee collections is $1,302.7 million and if the fee legislation is implemented
before fiscal year 2004, the USPTO’s projection of fee collections is $1,503.8 million
in fiscal year 2004. This equates to an additional $201.1 million, or a 15 percent
increase. The proposed Fee Modernization Act of 2003 is a critical component to the
successful implementation of the strategic plan. The strategic plan aims to mod-
ernize the agency for the 21st century by addressing patent pendency as well as
quality, workload, and e-Government. As Under Secretary James E. Rogan has tes-
tified before Congress, without the additional fees secured by passage of a fee bill
this year, average patent pendency will climb to more than 40 months by 2008.

The USPTO has been responsive to concerns that it continually attempts to ad-
dress workload demands by hiring increasingly more patent examiners. The 21st
Century Strategic Plan addresses this concern through a number of initiatives that
will enable patent examiners to focus on the core mission of the organization—the
examination of patent applications. These initiatives include the multi-track patent
examination process, the mutual exploitation of search results, competitive sourcing
of search, and the proposed fee restructuring. These initiatives, plus Under Sec-
retary Rogan’s top-to-bottom review resulted in a plan that reduces patent examiner
hires through fiscal year 2008 by 2,400 compared to the fiscal year 2003 Business
Plan.! As noted in the strategic plan, average patent pendency time will increase
over the short-term and be at 27 months in 2008. The USPTO will continue to work
toward reducing pendency and pursue the long-term optimum goal of 18 months
pendency beyond the five-year horizon of the strategic plan.

[ATTACHMENT]
CONSEQUENCES OF FAILING TO ENACT FEE LEGISLATION IN 2003

Inability to Hire Needed Examiners.—In fact, patent pendency will increase dra-
matically because of our inability to hire 2,900 new patent examiners. An inability
to hire patent examiners beginning in fiscal year 2003 and the out years will in-
crease processing delays and severely impact USPTO’s ability to bring down pend-
ency. Over 140,000 patents will not issue over the next five years if the USPTO is
held to current fees and funding levels.

Unexamined Patent Applications Skyrocket.—If recommended funding levels are
not appropriated in future years, the inventory of unexamined patent applications
would skyrocket to over 1,000,000 applications by 2008 (more than double the cur-
rent amount).

Average Patent Pendency Skyrockets.—As measured from the time of filing, pend-
ency would jump to over 40 months in 2008, the highest pendency rate in more than
four decades.

Delaying Full e-Government.—Inability to meet the stated goals of a fully elec-
tronic, e-Government environment for patent and trademark applications.

PTO/FIVE YEAR STRATEGIC PLAN

Question. Mr. Secretary, I understand the PTO is now placing a higher priority
on goals like quality assurance and e-government initiatives (the latter goal being
driven primarily by OMB). While I agree that these are valid goals, I remain con-
cerned about the issue of patent pendency. I understand that there is currently a
400,000 patent backlog. How will the Five Year Strategic Plan help decrease patent
pendency? Will the PTO remain committed to the goal of 18 months for patent pend-
ency? When can we realistically expect PTO to meet this goal?

Answer. As you know, there is general agreement among the nation’s CEOs, the
inventor community, throughout lawyers in the bar, and people in the capital equity
markets that issuing U.S. patents faster (vis-a-vis reducing pendency) without ade-
quate quality assurance behind them would lead to uncertainty for the tech commu-
nity and be a terrible mistake overall. Further, if we do not complete our e-govern-
ment initiatives to electronically process patent applications, we would remain less
able to respond quickly to changes in workloads.

As Under Secretary Rogan has also testified before Congress, without the passage
of the Fee Bill, the USPTQ’s patent application backlog is predicted to rise to

1The 2003 Business Plan was submitted to the Congress in February 2002 as part of the
USPTO’s fiscal year 2003 Budget.



81

1,000,000 by 2008 and more than 140,000 patents will not issue in that time frame.
We continue to work on all of these agency goals—pendency, backlog, quality assur-
ance—through the 21st Century Strategic Plan and its initiatives. [See following
graphs.]
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While the USPTO is making quality and e-Government initiatives an immediate
priority, it continues to implement initiatives to support the USPTO’s long-term
pendency goals. The 21st Century Strategic Plan has aggressive timeliness goals: to
make available, on average, a first Office action for first-filed U.S. non-provisional
patent applications, at the time of 18 month publication, and a patent search report
for other patent applications in the same time frame—by far the fastest in the
world. This will be accomplished by redesigning the entire patent search and exam-
ination system based upon multiple-examination tracks, greater reliance on quali-
fied patent search services, and variable, incentive-driven fees.

Upon enactment of the Fee Modernization Act of 2003, the USPTO will move from
a “one-size-fits-all” patent examination process to a multi-track examination process
that leverages search results of other organizations and permits applicants to have
freedom of choice in the processing of their applications. The new process will elimi-
nate duplication of effort, encourage greater participation by the applicant commu-
nity and the public, and improve the quality of patents and decrease processing
time. For example, the proposed fee legislation contains significant authorities need-
ed to implement the strategic plan, such as providing refundable search and exam-
ination fees rather than the composite fee currently charged. This change will pro-
vide patent applicants with the opportunity to terminate the application process be-
cause an invention does not have sufficient commercial viability and obtain a re-
fund. This would abandon the application and obviate the need for the USPTO to
proceed with the examination of the application. The USPTO will continue to work
toward reducing pendency and pursue the long-term optimum goal of 18 months
pendency beyond the five-year horizon of the strategic plan. Their best estimate is
that it will take at least a decade to achieve the 18-month goal.

Under a new paradigm, the USPTO will concentrate Office expertise as much as
possible on the core government function of examination, and over the five-year ho-
rizon of the strategic plan, expects to hire 2,400 fewer patent examiners than origi-
nally envisioned. However, they will make available, on average, a first Office action
for first-filed U.S. non-provisional applications at the time of 18 month publication,
and a patent search report for other patent applications in the same time frame
which industry acknowledges is a highly beneficial interim pendency solution.
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PAPERLESS PATENT APPLICATION PROCESS

Question. Could you describe PTO’s progress towards instituting a paperless pat-
ent application process? How high a priority is this for the PTO? How is this related
to PTO’s implementation of the various e-government initiatives?

Answer. The USPTO’s priorities in the 21st Century Strategic Plan are to (1) im-
prove patent and trademark quality, (2) aggressively implement e-Government to
handle workload associated with the 21st Century economy, and (3) reduce patent
and trademark pendency. One of the USPTO’s highest priority e-Government initia-
tives is delivering an operating pipeline to process patent applications electronically
by October 1, 2004, including electronic capture of all post-filing paper correspond-
ence. At the center of the e-Government strategy is the collaboration with the Euro-
pean Patent Office (EPO) to use their ePHOENIX system, and collaboration with
the Trilateral Offices (EPO and the Japan Patent Office) to achieve common goals
and share systems already in use or development. The USPTQ’s Tools for Electronic
Application Management (TEAM) project will also continue to support the e-Govern-
ment strategy.

The USPTO is on schedule to meet its October 1, 2004 planned electronic patent
application processing date as follows:

In May 2003, a prototype Image File Wrapper (IFW) system was installed in five
Patent Examining Pilot Art Units, and more than 100 patent examiners and sup-
port staff were trained on the use of the system.

In June 2003, the USPTO will begin scanning all newly filed patent applications
into the IFW system, and the digital copy replaces paper as the official patent file.

In July 2003, the USPTO will begin full production roll-out of the IFW system.
Seven Art Units, comprised of about 100 employees, will be added to the system
each week. Upwards of 7,000 applications will be scanned per week resulting in
adding over 8 million pages to the database each month.

In December 2003, all working patent application files of the three Technology
Centers moving to the USPTO’s new Carlyle facility in Alexandria, Virginia, will be
operating on the IFW system. At this time, there will be over 2,000 total users of
the system.

In January 2004, the USPTO will begin the final phase of full deployment of the
IFW system throughout the Patent Examining Corps.

In October 2004, all patent application processing will occur in a totally electronic
environment that will be used by over 4,000 patent examiners and 2,500 support
staff.

Beginning in fiscal year 2004, the USPTO will collaborate with the European Pat-
ent Office to initiate an effort to process captured patent application images into
text and associated images. This effort will use an eXtensible Markup Language
(XML)-based data representation enabling text-based patent application processing
(e.g., document navigation, document searching) by fiscal year 2006.

SOFTWOOD LUMBER

Question. Mr. Secretary, are you aware of the softwood lumber issue, and can you
give us a status report on the countervailing and antidumping investigations? Are
you aware of the particular problem that some loggers and landowners in New Eng-
land have had, which is that a dumping tax was, in effect, imposed on U.S. lumber
that is shipped to Canada for processing? Is there going to be any opportunity for
these companies to present their case and thus rectify this situation?

Answer. After complex and thorough investigations, antidumping and counter-
vailing duty orders on softwood lumber from Canada were issued in May 2002.

I am aware of the issue involving duties being imposed on U.S. lumber shipped
to Canada for processing and re-imported into the United States. In fact, in Feb-
ruary 2003, based on comments we received, the Department issued a scope ruling
to address this very issue. In essence, we clarified that U.S.-origin softwood lumber
that is further processed in Canada may re-enter the United States free of anti-
dumping and countervailing duties so long as, at the time of importation, the Bu-
reau of Customs and Border Protection (BCBP) can be satisfied that the lumber was
first produced in the United States. We believe that this matter has now been re-
solved. Since the Department issued its scope clarification, we have heard of no in-
stances of BCBP collecting duty deposits on U.S. lumber processed in Canada and
returned to the United States.

In addition, during May 2003, we received numerous requests for administrative
reviews of both the antidumping and countervailing duty orders. We will be initi-
ating the administrative reviews by the end of June 2003.
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WORKING CAPITAL FUND

Question. Mr. Secretary, what would be the advantages and disadvantages of di-
rectly appropriating funds for central administrative services, rather than depend-
ing upon the Working Capital Fund?

Answer. The Department’s Working Capital Fund (WCF) was established on June
28, 1944, pursuant to 5 U.S.C. 607 (15 U.S.C. 1521). The Working Capital Fund is
a no-year revolving fund established to support departmental services delivered
more efficiently, economically, or advantageously on a centralized basis. Although
activities and services have changed over the years of operation, the WCF continues
to display full costing of services in bureau budgets. We see no advantages to di-
rectly appropriating funds for central administrative services.

The disadvantages of directly appropriating funds for central administration serv-
ices include the loss of:

—Responsiveness | Flexibility for Bureaus.—The WCF provides a mechanism where
Bureaus can request additional services based on their needs and funding avail-
ability, which varies year to year. For example, additional guard service and se-
curity investigations are requested as needed by Bureaus. If directly appro-
priated, bureaus would lose this flexibility.

—Flexible Cost Sharing Mechanism.—As a result of the 9/11/01 tragedy, applica-
tions for government jobs through the Postal Service were significantly delayed
throughout the federal government. Hiring came to a halt in most federal agen-
cies. However, DOC job applications continued to be processed through Com-
merce Opportunities On-Line (COOL), an automated job application system. In-
dividual DOC Bureaus may not have been able to fund this initiative alone, but
collectively through the WCF this on-line job application system was developed
and is being used successfully by all participating Bureaus.

—Economies of Scale.—The WCF provides a better vehicle to manage inventory
accounts and purchase large equipment or quantities of items in which the Bu-
reaus share in expenses and cost savings. For example, we consolidate buying
power and management of services through large orders for administrative
services such as janitorial and printing. The WCF serves as a better vehicle to
realize volume cost savings.

—PFull Cost in Bureau Budgets.—Costs charged through the WCF ensure that the
Bureau’s full cost of doing business is reflected in Bureau budgets, not in a gen-
eral administration budget.

QUESTION SUBMITTED BY SENATOR PETE V. DOMENICI
PUBLIC TELECOMMUNICATIONS FACILITIES, PLANNING AND CONSTRUCTION

Question. Secretary Evans, public television stations all across the country are
facing a federal mandate to convert to digital broadcasting. Approximately 192 sta-
tions out of 355 have filed with the Federal Communications Commission for a
waiver because they are not going to meet the May 2003 deadline due to lack of
funding. These stations are counting on the Public Telecommunications Facilities
Program (PTFP), which provides grants to public radio and TV stations for equip-
ment, to help them cross the digital TV finish line with a federal matching grant.

The President’s fiscal year 2004 budget submission doesn’t request funding for
this important matching grant program. Can you please explain the thinking behind
this decision?

Answer. The President’s fiscal year 2004 Budget proposes to suspend funding for
the PTFP grant program in fiscal year 2004. The President’s fiscal year 2004 Budget
also proposes that Federal support of public television’s digital television conversion
be funded through monies previously appropriated to the Corporation for Public
Broadcasting (CPB). As you probably are aware, CPB is funded through a two-year
advance funding procedure. CPB’s fiscal year 2004 appropriation of $380 million
was enacted into law on January 10, 2002, as part of the Labor/HHS/Education ap-
propriation, Public Law 107-116.

The Administration proposes that up to $80 million in funding for digital conver-
sion grants be made available from within CPB’s $380 million appropriation. The
President’s fiscal year 2004 budget recognizes that the FCC digital conversion re-
quirement should be addressed in the next fiscal year.

To date, public television stations have kept pace with their commercial counter-
parts in the digital conversion. PTFP’s 2003 funding will assist approximately 109
stations meet the FCC’s 2004 deadline. In addition, CPB has been appropriated $48
million for the digital transition as part of its fiscal year 2003 appropriation. NTTIA
has been in contact with CPB officials and understands that CPB will award these
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funds later in the year. Given competing national budget priorities and the avail-
ability of funds within CPB, the Administration believes that suspending PTFP
grants for a year is prudent.

QUESTIONS SUBMITTED BY SENATOR DANIEL K. INOUYE
TOURISM

Question. Our country’s engagement with Iraq has begun. The apprehension
caused by this military conflict and terrorist incidents within the United States has
led to a decline in air travel. This, coupled with weak economic conditions, has led
to a decline in tourism such as we saw after September 11, 2001, and Desert Storm.

Has the Commerce Department developed a strategy to reduce the effects on the
tourism industry from this decline in business? Does the fiscal year 2004 budget re-
quest the necessary resources to shore up this important industry?

Answer. In the fiscal year 2003 Omnibus Appropriation, Congress appropriated
$50 million to market and promote the United States as a tourism destination. We
are working with industry to implement this program and expect the tourism pro-
motion campaign to commence in fiscal year 2004.

The Department of Commerce is working in a number of ways to support the
travel and tourism industry and to assist in its recovery. Immediately after 9/11,
I reconvened the Tourism Policy Council (TPC) to coordinate throughout govern-
ment the programs and policies that impact travel and tourism. The TPC provides
the private sector with a forum for making known to the Federal government the
industry’s ideas and concerns. The TPC also ensures that the various Federal pro-
grams are coordinated to maximize support for the industry.

The Department has launched a public-private partnership between the United
States and Japan to restore travel and tourism between our two countries. Through
promotional programs and events, this “Tourism Export Expansion Initiative” also
seeks to address Japanese concerns about security and to convey that the United
States is a safe destination—key to restoring travel from this market.

The Department provides support to the travel and tourism industry through its
Market Development Cooperator Program (MDCP). The MDCP is a competitive,
matching grants program that seeks to leverage limited Federal support for expand-
ing exports of small and medium-sized businesses. The Western States Tourism Pol-
icy Council received an award to focus on a cooperative strategy to restore inter-
national tourism in gateway communities in and around the federal public lands.

The Department also provided a $788,000 grant to the State of Hawaii to help
offset some of its losses attributable to the lack of tourism resulting from 9/11. The
project was awarded to the Hawaii Visitor and Convention Bureau (Hawaii VCB)
for a marketing campaign to attract visitors. Marketing will be multi-media and fo-
cused on mainland cities. The Hawaii VCB is based in Honolulu County but the
project will benefit all counties of Hawaii.

The Department provides support to the travel and tourism industry through its
market research program. The Department is responsible for collecting and dissemi-
nating international traveler statistics, including arrival statistics and visitor ex-
penditures.

NATIONAL OCEANIC AND ATMOSPHERIC ADMINISTRATION (NOAA)

Question. Support for NOAA activities and resources in Hawaii. I am concerned
with what appears to be a lack of Administration support for NOAA’s commitment
to address critical needs in Hawaii and the American Flag Territories. I have two
items of particular concern. First, the NOAA ship VINDICATOR (to be renamed
HI'T ALAKAI) will be converted this fiscal year to support the National Ocean Serv-
ice’s activities in the Pacific including coral reef research. I understand that while
the vessel will be ready for deployment during fiscal year 2004, the Administration’s
budget proposal does not include any funding for the operations of this vessel.
Please explain in full detail why funds were not requested by the Administration
for the operation of the VINDICATOR?

Answer. At the time the fiscal year 2004 budget was being formulated, NOAA was
still defining the multi-disciplinary mission requirements that would be used to de-
velop the specification package to convert HI'I ALAKAI to meet the requirements.
The likely date for award of the shipyard conversion contract was still unknown as
was the expected amount of time that would be required for conversion and shake-
down of new or modified systems. Considering those unknowns, it seemed unlikely
the ship would be ready for operations early enough to require fiscal year 2004 oper-
ating funds.
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Second, the National Marine Fisheries Service will finally establish the new Pa-
cific Islands Region next month. I am informed that NOAA does not have the two
SES positions needed to provide the new Region with its top level managers: a Re-
gional Administrator and a Science Director. In addition to the SES positions, I
have not received any credible confirmation that there will be adequate FTE posi-
tions to staff the new Region.

Question. Please explain how you plan to address these personnel problems and
when we can expect these problems to be resolved.

Answer. With respect to the two Senior Executive Service (SES) positions, the Na-
tional Marine Fisheries Service has requested authority from the Department of
Commerce to recruit for a Pacific Islands Regional Administrator and Science Cen-
ter Director. We expect to receive approval shortly and have these positions filled
permanently by the end of the year. To fully staff the Pacific Islands Region and
Science Center, we have projected a long term requirement (2010) of 187 FTE posi-
tions in addition to approximately 70 contract employees to primarily assist in car-
rying out science related activities. Currently, there are 117 funded FTE positions
(including the two SES positions) and 70 contract employees located in Honolulu
that constitute the initial staff for the Pacific Islands Region.

Question. Streamlining Fisheries Management. According to your written state-
ment, one of your Department’s strategic goals is to “improve and streamline the
Nation’s fishery management system to better meet commercial, recreational, and
conservation objectives.” How do you plan to implement this goal on a national
scale, and how far will the Administration’s request of $29.8 million in fiscal year
2004 go toward meeting this goal?

Answer. The National Marine Fisheries Service (NOAA Fisheries) has responsi-
bility for the management of sustainable fisheries, the recovery and protection of
marine mammals and endangered and threatened species, and the conservation and
restoration of marine habitat. NOAA Fisheries works closely with regional fishery
management councils, states, and other constituents to carry out these mandates.
The regulatory process affects not just marine resources but also the associated peo-
ple, businesses, and communities.

The goal of the Regulatory Streamlining Project (RSP) is to improve the efficiency
and effectiveness of regulatory operations and decrease NMFS’s vulnerability to liti-
gation. While the RSP initiative highlights the National Environmental Policy Act
(NEPA) as a critical component of the regulatory process, there are many other re-
quirements that must be addressed to ensure compliance with all of the agency’s
mandates. Extensive analyses and documentation are required to comply with the
Magnuson-Stevens Fishery Conservation and Management Act (Magnuson-Stevens
Act) and other associated mandates such as the Endangered Species Act (ESA), Ma-
rine Mammal Protection Act (MMPA), Administrative Procedure Act (APA), Regu-
latory Flexibility Act (RFA), Paperwork Reduction Act (PRA), Coastal Zone Manage-
ment Act (CZMA), and Executive Orders 12612, 12630, and 12866. NOAA’s fiscal
year 2004 budget request for NOAA Fisheries includes $1.5 million specifically to
implement RSP during fiscal year 2004, as well as requests for additional resources
for increasing the number of stock assessments around the country and the collec-
tion of comprehensive biological, economic, and sociological data on an increasing
number of species and the environmental factors that influence their health and
abundance. Current and improved analyses are critical to front-loading the manage-
ment and regulatory process.

There are a number of other initiatives that are critical to regulatory streamlining
on a national level. These include electronic rulemaking and information systems,
improvements to the regulatory process, professional training to ensure compliance
with all relevant laws and executive orders, and quality control/quality assurance.

Fiscal year 2004 funding would support the development of an electronic web-
based system for all regulatory and information collection activities, including rule
development, the maintenance of administrative records or dockets that support
rulemaking, and rule-related communications with stakeholders. This initiative will
directly support the RSP by expanding constituent participation, facilitating infor-
mation dissemination, encouraging a more transparent decision making process, fos-
tering better collaboration with stakeholders, and contributing to problem-solving
early in the rulemaking process. NOAA Fisheries’ performance will be greatly en-
hanced as the time required to review and process rules and regulations is reduced
and long-term cost savings are generated. NOAA Fisheries is developing a training
program specific to our rulemaking needs. The program will ensure that all appro-
priate staff are fully conversant with Federal Register documentation requirements,
Agency documentation standards, compliance with all legal requirements, etc. Exist-
ing internal and external training opportunities will be utilized to the extent pos-
sible. Nevertheless, it will be necessary to develop specialized training which incor-
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porates all applicable requirements relative to the fishery management context.
These needs will be assessed and addressed in conjunction with development of re-
vised Operational Guidelines. As additional responsibility is transferred to the Re-
gions under the RSP, the Regional staff will need specialized training to able to ful-
fill their changing responsibilities. In addition, during 2004, NOAA Fisheries will
undertake a retrospective bench-marking of past performance dealing with litiga-
tion, timeliness, and the need for Federal Register corrections.

As part of RSP, NOAA Fisheries delegated signature authority for Endangered
Species Act (ESA) section 7 consultations to Regional Administrators, except for
those that are national in scope (i.e., programmatic, multi-Regional, etc.) or for per-
mits issued by the Office of Protected Resources. In NOAA Fisheries Headquarters,
the consultation program must conduct national consultations, provide guidance,
training, expertise and program review to the Regional Offices, as well as all Fed-
eral agencies, Congress, and constituents. Regional Offices require additional re-
sources to conduct a variety of consultations and to provide expert advice to fishery
management councils and constituents. One important goal of the RSP is to have
NOAA Fisheries alert fishery management councils and others early in their plan-
ning process of potential endangered species-fisheries interactions.

A centerpiece of successful ESA section 7 delegation will be NOAA Fisheries’ con-
tinued commitment to train managers and consulting biologists to ensure that they
maintain the knowledge, skills, and abilities that are necessary to implement the
agency’s section 7 program consistently, efficiently, and effectively. In particular, the
following programs would be supported by fiscal year 2004 funding: Develop and im-
plement basic and advanced section 7 training; develop and implement section 7
training for managers and Senior Executives; develop and implement annual re-
gional section 7 workshops; and develop and implement training sessions for special
topics.

Question. You have highlighted the climate change request of $295.0 million for
fiscal year 2004. However, %266 million, or 89 percent of that figure, is listed as
“other programs,” which are maintained at fiscal year 2003 level funding. Please ex-
plain how the majority of NOAA’s $16.9 million increase for the Climate Change Re-
search Initiative shows a commitment to “fully funding climate research” when no
new ﬁ})nds are being requested for long standing, well respected, NOAA climate pro-
grams?

Answer. The $16.9 million request for the Climate Change Research Initiative
(CCRI) represents a single NOAA climate request that is targeted toward the high-
est priority national needs as described in this Presidential initiative and in the Na-
tional Academy of Sciences 2001 report Climate Change Science: An Analysis of
Some Key Questions. This is on top of providing full funding for NOAA’s long-stand-
ing climate programs, including provision of inflationary costs and planned pay
raises in the President’s fiscal year 2004 budget. The request makes full use of
NOAA’s long-standing climate programs. In particular, of the $16.9 million request,
we are using existing programs and laboratories as follows:

—Global Ocean Observing System (+$6.3 million request).—This effort will be
managed by NOAA’s Office of Global Programs (OGP) and is expected to include
support for Scripps Institution of Oceanography, University of Miami, Woods
Hole Oceanographic Institution, and University of Hawaii, among others.

—Carbon Cycle Observing System ($5.0 million).—This system, focused on deter-
mining the amount of carbon dioxide taken up by North America, is to be oper-
ated by NOAA’s Climate Monitoring and Diagnostics Laboratory (CMDL) in
conjunction with the Climate and Global Change Program. CMDL has substan-
tial experience in operating large-scale atmospheric observing systems, having
operated the Baseline Observatories (including Mauna Loa) that document the
global rise in greenhouse gases. The Climate and Global Change Program will
ensure university involvement in modeling and data analysis.

—Aerosol-Climate Interactions ($1.0 million).—This increase builds on an existing
program aimed at one of the most prominent uncertainties in climate projection,
namely the impacts of fine airborne particles on climate. This will be adminis-
tered through NOAA’s Office of Global Programs and the Aeronomy Laboratory.

—Supercomputing ($3.5 million).—This will support an increase in climate com-
putational ability at NOAA’s Geophysical Fluid Dynamics Laboratory, which
originated the modeling of climate in the 1960’s.

The remaining $1.1 million in NOAA’s fiscal year 2004 requested CCRI increase
would be to fund the Climate Change Science Program Office, which would provide
coordinated national leadership for the President’s interagency climate and global
change program, including the coordination for CCRI among the Departments of
Commerce, State, Interior, Health and Human Services, Energy, Agriculture, and
Defense, and the Environmental Protection Agency, the National Science Founda-



88

tion, the National Aeronautics and Space Administration, the Smithsonian Institu-
tion, the Office of Management and Budget, and the Office of Science and Tech-
nology Policy.

In addition, fiscal year 2003 CCRI funding is also being used in existing pro-
grams. CCRI supports expansion of the Regional Integrated Science and Assess-
ments Program (RISA) of OGP, which focuses on developing pilot projects for using
climate information and enhancing collaboration among researchers, decision-mak-
ers, and the public. This year, a new RISA project will be started in Hawaii at the
East-West Center looking at the options, risks, and uncertainties in mitigating and
adapting to year-to-year climate variability and long-term climate change.

TRADE ADJUSTMENT ASSISTANCE

Question. The Commerce Department administers a small program, Trade Adjust-
ment Assistance for Firms, that is authorized to be funded at $16 million, but is
currently operating at $10.4 million. Small companies in my state have benefited
from expertise provided through this program and have improved their competitive-
ness against imports. I was pleased that the fiscal year 2004 budget request in-
cludes funding of $13 million, but am concerned by reorganization proposals. It is
my understanding that the Trade Adjustment Assistance Centers (TAACs) may be
moved into the Economic Development Administration regional offices providing an-
other level of bureaucracy to this small and successful program. I am aware that
discussions have been initiated to keep the TAACs as free-standing programs under
the International Trade Administration. It is also my understanding that the for-
mula is being recalculated in a manner that would be unfavorable to the Western
Region TAAC. Could you discuss these proposed changes and the effect they may
have on the program?

Answer. EDA’s transition to a decentralized program delivery structure was
begun during the last Administration. Current EDA leadership is simply completing
the process. EDA’s Public Works, Economic Adjustment and Local Technical Assist-
ance (including University Centers) programs are all administered by EDA’s six re-
gional offices. The Trade Adjustment Assistance (TAA) for Firms program is the
only regional program activity that is administered by EDA headquarters rather
than by the EDA regional offices.

The realignment of the TAA for Firms program to mirror the decentralized struc-
ture of EDA’s other programs will simply transfer TAA for Firms processing func-
tions, currently being performed in EDA headquarters, to the regional offices. The
requirements and basic processes for the TAA for Firms program will remain un-
changed. As with EDA’s other programs that have been successfully decentralized
to the regional level for many years, this action will bring the TAA for Firms pro-
gram closer to the firms it serves and in line with the President Management Agen-
da. This change will not affect the structure of the 12 Trade Assistance Adjustment
Centers (TAAC).

Under this structure, the TAACs will interact with new, more locally-based EDA
personnel, but the structure will not result in an additional level of bureaucracy.
In fact, the more robust program delivery capability of EDA regional offices is ex-
pected to improve EDA’s overall administration of the TAA for Firms program.

EDA funding allocations for the TAACs for fiscal year 2003 were calculated fol-
lowing the same methodology used in fiscal year 2002 and previous years. EDA is
presently working with the TAAC community to establish a formalized and quantifi-
able funding formula that can be replicated year-to-year, allocating funding based
on various factors, including TAAC performance levels. EDA has not yet proposed
a funding formula for 2004 and beyond. On March 5, 2003, EDA staff met with rep-
resentatives of the TAACs to seek input and to discuss possible funding formulas.
On May 29, 2003, the TAAC community responded with a suggested funding for-
mula, which EDA currently is considering. In addition, some TAACSs, including the
Great Lakes TAAC (Ann Arbor, MI) and the Western TAAC (Los Angeles, CA) ex-
pressed concerns about the overall TAAC community’s recommendations to EDA.
These minority opinions are also being considered by EDA. EDA intends to proceed
with the development of a formalized and quantifiable funding formula, in consulta-
tion with the TAAC community, that will not only provide each TAAC with a base
level of funding but will also reward those TAACs with the highest performance lev-
els.
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QUESTIONS SUBMITTED BY SENATOR BARBARA A. MIKULSKI
TRADE AGREEMENTS—IMPACT ON SUGAR

Question. Mr. Secretary, the Administration has sought to move the WTO and
FTAA negotiations into a more serious phase, concluded negotiations on free trade
agreements (FTA’s) with Chile and Singapore and launched four new FTA negotia-
tions—with Central America, Morocco, the South Africa Customs Union, and Aus-
tralia. And more such FTA initiatives may be on the way.

I am concerned that negotiations pursued piecemeal, with inadequate attention to
industry-specific problems, as they seem now headed, could bring disastrous results
to American sugar beet and cane producers and refiners.

Do you share my concern that inclusion of sugar trade provisions in bilateral or
regional trade agreements could leave the U.S. sugar industry vulnerable to in-
creased competition without opening European and other consumer markets?

Answer. The U.S. Department of Agriculture has jurisdiction over this issue and
therefore is the appropriate agency to respond to this question.

Question. Every other major sugar producing country excludes sugar from their
regional and bilateral trade agreements, even so-called “free trade agreements.”
Why would the United States include sensitive products like sugar in FTA’s if other
countries do not?

Answer. The U.S. Department of Agriculture has jurisdiction over this issue and
therefore is the appropriate agency to respond to this question.

Question. Should trade in sugar therefore be addressed only in the multilateral
negotiations of the World Trade Organization (WTO)?

Answer. The U.S. Department of Commerce, primarily through its International
Trade Administration unit supports bilateral and multi-lateral trade negotiations
and monitors the results of signed trade agreements. However, in relation to sugar
trade issues the U.S. Department of Agriculture has jurisdiction and therefore is the
appropriate agency to respond more fully to these questions.

Question. How do you plan to address other countries’ policies distorting trade in
sugar, which create a “dump” in the market with prices averaging barely half the
world average cost of production for the past two decades? Do you seek to impose
restrictions on sugar trade-distorting policies on developing and developed countries
alike?

Answer. In general, the Department of Commerce is examining the role of market
distortions and their effect on trade in the context of the Doha Round. We note that
in their mandate for negotiations on Rules in the Doha Round, the Trade Ministers
included disciplines on “trade-distorting practices” as an explicit area for further
clarification and improvement. Accordingly, the United States has addressed this
issue already in our submissions to the Rules Negotiating Group. For example, in
our October 22, 2002 Basic Concepts and Principles paper, we noted that:

“A government’s industrial policies or key aspects of the economic system sup-
ported by government inaction can enable injurious dumping to take place. Al-
though these policies take on many different forms, they can provide similar artifi-
cial advantages to producers. For instance, these policies may allow producers to
earn high profits in a home ‘sanctuary market,” which may in turn allow them to
sell abroad at an artificially low price. Such practices can result in injury in the im-
porting country since domestic firms may not be able to match the artificially low
prices from producers in the sanctuary market.” (TN/RL/W/27, at 4)

We believe that addressing market- and trade-distorting practices is essential to
a rules-based multilateral trading system where U.S. domestic producers and U.S.
exporters can compete on a level playing field, and we will press strongly through-
out these negotiations for strengthened disciplines in this area.

More specifically, the Department of Commerce vigorously enforces the unfair
trade laws, and has three outstanding antidumping duty orders covering sugar from
Belgium, France, and Germany. There is also a countervailing duty order covering
sugar from the European Community in effect. As you know, our antidumping and
countervailing duty laws apply to developed and developing countries alike.

TRANSPARENCY IN TRADE NEGOTIATIONS

Question. Representatives of American workers and industries report that they
have not been consulted or even briefed sufficiently on ongoing trade negotiations,
including Free Trade Agreements and the U.S.-Mexico sweetener agreement. What
measures are you taking to improve transparency of trade negotiations with key
American constituencies?
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Answer. Transparency throughout the negotiating process significantly strength-
ens the ability of U.S. negotiators to craft trade agreements that will benefit the
U.S. economy. The Department of Commerce makes every effort to consult with
American constituencies before, during, and after trade negotiations on all aspects
of trade negotiations in which the Department is involved. The U.S.-Mexico sweet-
ener agreement has been handled by the Department of Agriculture and the U.S.
Trade Representative.

At the launch of negotiations, and when major policy issues arise, the Administra-
tion issues a Federal Register notice. After carefully reviewing and cataloging the
responses, we draw on this material to inform our positions throughout the negotia-
tion. We also participate in public hearings to get additional input.

During the negotiations, Department staff regularly brief industry groups on the
status of trade negotiations. It is extremely important to share as much information
as possible, as early as possible, with interested parties. One of the ways we seek
private-sector input is through the Industry Consultations Program, which is jointly
administered by Commerce and the United States Trade Representative, and in-
cludes 21 industry sector and functional advisory committees and approximately 345
industry executives as members.

We also brief other industry groups, associations, and individual companies as re-
quested. We coordinate with broad industry associations, such as the National Asso-
ciation of Manufacturers, to seek input on trade negotiations. Industry-specific trade
specialists within the Department’s Trade Development Unit canvass their sectors
for input regarding all relevant policy decisions. Staff regularly draft material that
contributes to trade negotiation summaries which are posted on USTR’s public
website. We also hold public hearings at important junctures in negotiations so in-
terested parties can hear first-hand from the negotiators or from more senior U.S.
officials how negotiations are proceeding. The Department uses other avenues such
as World Trade Week and our export assistance centers to try to reach a broad spec-
trum of interests.

After the negotiations are concluded, we prepare user-friendly summaries and in-
dustry-by-industry reports that are posted on our web site.

STEEL TARIFFS—WTO DECISION

Question. Are the temporary tariffs on steel, imposed under section 201 of the
Trade Act, having the desired effect?

Answer. In March 2002, following a thorough U.S. International Trade Commis-
sion (ITC) investigation and after reviewing the ITC recommendations, the Presi-
dent implemented the steel safeguard remedy to provide the temporary relief the
iindustry needed to facilitate the adjustment and rationalization of the U.S. steel in-

ustry.

The U.S. steel industry has experienced an unprecedented level of consolidation
and restructuring, with additional consolidation likely in the near future. The Inter-
national Steel Group led the way by acquiring and reorganizing the integrated pro-
duction facilities of LTV and Acme Steel and last month bought Bethlehem Steel.
US Steel recently acquired National Steel. These and other companies have nego-
tiated more flexible labor agreements that are expected to generate significant cost
savings. In the mini-mill sector, Nucor is investing heavily to modernize the mills
it purchased from Trico Steel and Birmingham Steel. A number of smaller compa-
nies have closed and others have emerged from bankruptcy, downsized and under
new ownership.

Any decision regarding modification of the Section 201 remedy will follow submis-
sion of the ITC’s mid-term review to the President and Congress on September 20,
2003. Our trade law requires the ITC to prepare this report, which will document
the efforts of the domestic industry to adjust to import competition.

After the President receives the mid-term report, the statute gives him greater
authority to “reduce, modify, or terminate” the safeguard. A decision under this au-
thori‘;)y will be taken by the President, and we cannot prejudge what his decision
may be.

Question. What progress has been achieved in reducing excess steel-making capac-
ity abroad?

Answer. Since September 2001, the steel initiative at the Organization of Eco-
nomic Cooperation and Development (OECD) has engaged in a serious review of the
world steel capacity situation in light of the adverse impact on world steel markets
from excess inefficient capacity. To this end, the OECD established the Capacity
Working Group to examine approaches that could be used to monitor and encourage
the closure of inefficient excess capacity and restructuring developments in the in-
dustry through market forces. The primary tool for the Capacity Working Group is
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the periodic peer review of the reports from the participating countries on their re-
spective steel industry. These reports describe capacity and production levels, likely
closures and new capacities. Information on significant legal and policy changes that
affect the steel making capacity are also contained in these reports. The peer re-
views are conducted at OECD among the participating countries. When the govern-
ments present their reports, the participating countries ask any questions they
might have on the reports. The purpose of the peer review to highlight any signifi-
cant problems related to inefficient excess capacities in the global steel market.

As of May 2003, the participating countries have reported 107.07 million metric
tons of crude steel capacity that have been closed during 1998 to 2002. The United
States accounts for approximately 14 million metric tons of this reduction. They also
forecasted an additional 29.00-35.60 millions of closures for the period of 2003—
2005. However, some countries are also estimating some increase in new capacity
or replacement of old capacity. On an aggregate level, we expect 16.75-17.05 million
metric tons of new capacity for 2003—-2005.

Question. When can we expect to achieve a better balance between steel-making
capacity and global demand?

Answer. Global production and consumption of steel reached 902 and 812 million
metric tons respectively in 2002. While analysts generally agree that the figure for
global capacity is about 1 billion metric tons, there is no definitive number. In 2002,
production and consumption of steel products significantly increased from 2001, and
most of the increase in demand and production has been from China. In some ways,
the increase in demand for steel products in 2002 has diminished the need to reduce
capacity in many regions. For example, there is no evidence that significant elimi-
nation of capacity or decreases in production have taken place in Russia and
Ukraine, both countries which analysts cite as having significant amounts of ineffi-
cient excess capacity. Similar to the situation in China, these governments are re-
luctant to face the social cost of dismantling steel mills in towns where the steel
mills are the major employment source. Meanwhile, we believe that Russia,
Ukraine, Japan, Korea and India have all increased exports to China in 2002. Many
analysts wonder how long China’s growing economy will sustain this frantic pace
of demand. China, which became the largest steel importer in the world in 2002,
importing close to 30 million metric tons, is responsible for much of the increase in
worldwide demand. Without continued import demand from China, countries that
count on exports to sustain their production levels might become sources of excess
supply. The OECD Capacity Working Group’s peer review process will allow us to
quickly detect excess capacity. It is therefore difficult to predict when we can
achieve a better balance of capacity and demand. However, we do know that elimi-
nating subsidy and other market-distorting practices from the world steel market
is the key to permanently removing inefficient excess capacity.

Question. Is the Administration prepared to continue the temporary steel tariffs,
for as long as necessary, even if the World Trade Organization dispute settlement
panel rules against the United States?

Answer. The United States disagrees with many of the WTO panel’s preliminary
conclusions, but we are pleased that the panel rejected some of the complainants’
claims. The WTO dispute settlement process regarding the steel safeguard measures
is not yet complete, so it is premature to discuss any response to the panel report.
In the WTO dispute settlement system, a report from either a panel or the Appel-
late Body is not final unless formally adopted. The steel panel report has not yet
been publicly released in final form, and the appeal has not even begun.

In the meantime, the steel safeguards measure will remain in place. From the be-
ginning, we planned to reduce the supplemental tariffs by one-fifth each year. We
made the first such reduction in March of this year. The panel report does not affect
this process.

Under our domestic safeguards laws, the International Trade Commission issues
a report on domestic producers’ condition midway through the term of a safeguard
measure, which will occur toward the end of September 2003 in the steel case. The
President may reduce, modify, or terminate a safeguard measure after receiving this
report.

QUESTIONS SUBMITTED BY SENATOR ROBERT C. BYRD
BYRD AMENDMENT

Question. U.S. Trade Ambassador Zoellick assured me, personally, and publicly,
that the Bush Administration would defend the Byrd Amendment against the case
brought by our trade competitors before the World Trade Organization. Imagine my
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surprise, then, to learn that the Administration had recommended a repeal of the
law in its fiscal year 2004 budget request. In fact the press apparently was notified
by the Administration of its intent to recommend a repeal of the Byrd Amendment
the day before the WTO Appellate Body issued its final determination of the case.

Why would the Administration advise me and recipients of Byrd Amendment
funds across the nation that it strongly supported the Byrd Amendment, if, at the
same time, the Administration was planning to request its repeal in the fiscal year
2004 budget?

Answer. The Administration vigorously defended the Byrd Amendment at the
WTO. Unfortunately, the WTO ruled against the United States on this issue. The
Administration continues to believe that the decision on the Byrd Amendment (Con-
tinued Dumping and Subsidy Offset Act of 2000) was not inconsistent with WTO
rules.

We look forward to working with USTR, Treasury and Congress to develop a re-
sponse to the WTQ’s decision. We recognize that the ultimate response to the WTO
decision lies with Congress, and your constitutional authority to determine whether,
when, and in what way to comply. There may be a number of ways in which U.S.
law could be amended to address the issues raised by the WTO Appellate Body
without sacrificing our goal of providing effective assistance to companies and work-
ers that have been injured by unfair trade.

Question. On February 4, 2003, I sent a letter to the President signed by 70 Mem-
bers of the U.S. Senate, urging the Administration to negotiate a solution to the Ap-
pellate Body’s ruling on the Byrd Amendment, and to consult closely with the Con-
gress on the particulars of these negotiations. Obviously, there is no support in Con-
gress for a repeal of this law.

How does the Administration intend to resolve this issue in WTO negotiations?
When will the United States put this issue on the agenda of the WTO negotiations?

Answer. The Office of the United States Trade Representative is the agency pri-
marily responsible for developing the U.S. agenda for these negotiations. We would
look forward to working with Congress in crafting a strategy that would allow us
to comply while at the same time ensuring the effectiveness of our trade laws.

EMERGENCY STEEL LOAN GUARANTEE PROGRAM

Question. Last year, in its fiscal year 2003 budget request, the Bush Administra-
tion recommended rescinding $96 million from the Emergency Steel Loan Guarantee
Program. In its fiscal year 2004 budget request, the Administration again rec-
ommended rescinding whatever monies for the program remained in the budget.
Congress rightfully rejected the Administration’s recommendation for fiscal year
2003, and I fully anticipate it will reject the Administration’s recommendation with
respect to the fiscal year 2004 budget, as well.

How can the Administration continue to tell America’s steelworkers that it is
doing all it can to support the U.S. steel industry on the one hand, while, at the
same time, seeking to eliminate this program?

Answer. Due to the lower than anticipated demand for steel loan guarantees, the
Emergency Steel Loan Guarantee Program has been subject to proposed rescissions
in both fiscal year 2003 and fiscal year 2004. The Administration believes that this
program has not been an effective method of supporting the U.S. steel industry.

Question. What do you say to families like the 25,000 in the Ohio River Valley,
who, right now, are looking to the Emergency Steel Loan Guarantee Program to
save their jobs and preserve their pensions?

Answer. The Emergency Loan Guarantee Board has approved, with conditions, a
loan guarantee for a loan amount of $250 million to Wheeling-Pittsburgh Steel Cor-
poration, which is located in the Ohio River Valley.

Question. Can you provide me with the names of any steel industry consultants
that were recommended by Bush Administration officials to advise members of the
Emergency Steel Loan Guarantee Program about the validity of the application sub-
mitted by Wheeling-Pittsburgh Steel?

Answer. Bush Administration officials did not recommend steel industry consult-
ants to advise members of the Emergency Steel Loan Guarantee Board or loan pro-
gram staff concerning the application submitted by Royal Bank of Canada on behalf
of Wheeling-Pittsburgh Steel Corporation. The loan program staff chooses and re-
tains steel industry consultants to assist with review and analysis of applications
for loan guarantees. Choices are made based on factors such as specific related prior
experience, recommendations from third parties involved in the steel industry, gen-
eral reputation, satisfactory performance on prior applications, and absence of con-
flicting relationships.
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IMPORT MONITORING PROGRAM

Question. What is the Administration’s position regarding instituting a program
to monitor surges of all [steel] imports into the United States, not just those steel
imports that were originally subject to the 201 investigation of steel products? If the
Administration will not support such an import monitoring program, why not?

Answer. The Administration currently monitors steel imports through two steel
import monitoring programs administered by the Department of Commerce’s Import
Administration. These two import monitoring programs differ in scope of coverage
and source of information.

One program, which was instituted as part of the safeguard remedy, applies only
to products subject to the safeguard, and draws upon aggregate information col-
lected from proprietary information reported on steel import licenses. Information
on these imports is collected and reported by product category and country of origin.
The primary purpose of this program is to provide early identification of import
surges, particularly those from excluded developing countries, that could undermine
the relief provided to the industry by the President.

The other steel import monitoring program, which is much broader in scope, cov-
ers all imports of steel mill products. This monitoring program was established prior
to the safeguard remedy, and is based on the early release of steel import data col-
lected by the Census Bureau. It has been expanded over the past year to provide
detailed monthly statistical information on steel imports including import quantity,
value and unit values. This early release data is the most timely and reliable
monthly data available on U.S. steel imports and is issued roughly three weeks
after the close of the import month. Import volume and value data are collected and
r?ported by AISI category as well as section 201 remedy category and by country
of origin.

To increase the usefulness of the monitoring programs, detailed information on
steel imports compiled from both steel import monitoring programs is available to
interested members of the domestic steel industry, government and public through
the steel import monitoring website—www.ia.ita.doc.gov/steel/license/. The data is
reviewed continuously and is updated on a regular basis—the day of release for
monthly Census import data; each week for import license data.

Expansion of the current import monitoring programs, particularly the extension
of the licensing requirement to products beyond the scope of the section 201 rem-
edies, would require additional authorizing legislation. Depending upon the scope of
the expansion and the number of new product categories and additional Harmonized
Tariff Schedule’s (HTS) to be added to the system, the expanded monitoring system
could entail a considerable outlay of new resources, particularly if the same level
of detailed reporting is to be maintained.

Currently, more than 25,000 licenses are issued each month and the website gen-
erates approximately 7,000-8,000 tables and graphs which must be reviewed and
updated each week. Expansion to all steel mill products would more than double
the number of licenses. The number of covered tariff numbers would almost triple
and depending upon the number of steel categories added, the number of tables and
graphs would likely triple as well. This is far beyond the capabilities of the existing
database and monitoring program and would likely cause a decrease in service,
timeliness and/or accuracy. Expansion to all tariff numbers in HTS Chapters 72 and
73 would greatly increase the number of licenses, covered tariff numbers and re-
ported product categories and further tax the system.

201 MID-TERM REVIEW

Question. The ITC has begun its mid-term review of the remedies that were im-
posed last year on imported steel under section 201. What criteria will the Bush Ad-
ministration use to decide whether to lift the tariffs and other remedies that were
imposed as a result of last year’s investigation under section 201? Does the Adminis-
tration plan to base its decision this fall on information gathered by the ITC during
mid-term review, and on advice offered by the entities referenced in 19 U.S.C. sec-
tion 2254, or on additional input, including extraneous comments submitted to the
White House, or the U.S. Commerce Department, by foreign countries or foreign ex-
porters, or by U.S. importers of steel products otherwise subject to the 201?

What impact will foreign policy concerns have on the Administration’s decision in
this respect?

Answer. The President implemented the steel safeguard remedy to provide the
temporary relief needed to facilitate the adjustment and rationalization of the U.S.
steel industry. Since the implementation of the steel safeguard remedy, the U.S.
steel industry has experienced an unprecedentedly high level of consolidation and
restructuring, with additional consolidation likely in the near future.
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As required by section 201, the International Trade Commission (ITC) recently
initiated a mid-term review of the effectiveness of the steel safeguard remedy and
the restructuring efforts undertaken by the industry. The ITC will collect informa-
tion from a broad range of U.S. steel producers, foreign steel producers, and steel
importers. Based on a request from the House Ways and Means Committee, the ITC
will also review the impact of the safeguard remedies on steel consumers. The ITC
will issue its report to the President in September.

The President may reduce, modify or terminate the section 201 remedies imposed
in March 2002; he may also leave the measures unchanged. In accordance with the
statute, the President will take into account the report and advice of the ITC, as
well as the advice of the Secretaries of Commerce and Labor, in reaching a decision
under section 204. In addition, the President may consult with the House Ways and
Means Committee or the Senate Finance Committee.

However, the statute does not limit the President to consider only these sources
in his decision. As it does in every section 201 proceeding, the Administration will
consider any information that is potentially relevant to an evaluation of the statu-
tory factors, including information or advice from members of Congress, U.S. steel
producers, U.S. steel consumers, U.S. importers and other interested parties. The
Administration will also consider any information presented to it by foreign govern-
ments or foreign parties that is relevant to the inquiry under section 204.

DEDUCTING 201 DUTIES FROM AD/CVD MARGINS

Question. In a recent case, the Department considered but made no final deter-
mination regarding whether to deduct from the U.S. price of a dumped or
countervailable product the amount of 201 duties that had already been imposed on
an imported steel product. 201 duties reflect a decision by the President to increase
normal customs duties, temporarily, and such duties can be deducted from the U.S.
price in determining the margin in an antidumping or countervailing duty case.
What is the Department’s position concerning the deduction of 201 duties from U.S.
price in determining the margin in an antidumping or countervailing duty case?

Answer. To date we have not made a decision concerning this important issue.
We intend to address it in the context of upcoming antidumping case decisions after
we have received comments from interested parties.

The issue of how to treat section 201 duties in our dumping margin calculations
was raised in the final weeks of our statutory time period in our recent investigation
on steel wire rod from Trinidad and Tobago. In that case, the foreign respondent,
the domestic producers and the United Steelworkers of America submitted com-
ments on this issue, but the domestic producers and the United Steelworkers of
America requested that the Department allow more time for broader comment on
this far-reaching policy determination. Since the adjustment in the steel wire rod
from Trinidad and Tobago case would have had an insignificant effect, we did not
address the treatment of section 201 duties in that case.

We have a few cases currently pending in which this issue has been raised. We
are allowing all interested parties to comment fully on this issue, including parties
not involved in these specific proceedings. We will carefully consider all comments
before reaching a decision.

IMPORT ADMINISTRATION

Question. My office has been advised that the Office of Policy within the Depart-
ment’s Office of Import Administration has been steadily expanding over the past
several years. There is a concern that available resources within Import Administra-
tion are being diverted to the Office of Policy at the expense of the other offices
within Import Administration that actually conduct the antidumping and counter-
vailing duty investigations and administrative reviews. Could you please provide me
with detailed information how the Office of Policy within Import Administration has
expanded over the past five years? And for what purpose?

Answer. At no time has the Office of Policy been expanded at the expense of the
Operations offices. With the additional fiscal year 2001 funding, management also
increased the funding of the three Operations offices within IA that conduct AD/
CVD cases. The growth of the Office of Policy resulted directly from increases in the
annual appropriations, and represents a conscious decision of both the Executive
and Legislative branches during the past two Administrations to develop tools for
supporting and supplementing the enforcement of U.S. trade laws to address foreign
unfair trade practices. There were no reductions in the budgets of the Operations
during this period for the purpose of expanding the Office of Policy, nor was funding
diverted to support Office of Policy growth.
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IMPORT ADMINISTRATION STAFFING OFFICE OF POLICY VS. OPERATIONS OFFICES FISCAL YEAR

1999-2002
Fiscal Year Policy DAS l?f?H)DS (I,
1999 27 222
2000 27 222
2001 55 222
2002 65 1222

1Does not include miscellaneous overhires to work on steel issues.
(Source: IA Staffing Plans).

During the past five years, IA received two budget increases through the annual
appropriations process in fiscal year 1999 and fiscal year 2001. The fiscal year 1999
appropriation included a funding increase for IA to conduct new AD/CVD program
activities set forth in the Uruguay Round Agreements Act (URAA). TA management
directed the Office of Policy to assume responsibility for the new activities described
below.

—AD/CVD Sunset Reviews

—Subsidies Enforcement

The fiscal year 2001 appropriation included a funding increase to support the
Trade Compliance Initiative (T'CI) first proposed by the Clinton Administration and
subsequently supported by the Bush Administration. IA’s new TCI program activi-
ties were assigned to the Office of Policy and included the following new activities:

—Overseas Compliance Program

—China Trade Compliance and Japan Trade Compliance

—Import Surge Monitoring, Expedited Investigations & Subsidies Enforcement

—IA Senior Official Stationed in Geneva, Switzerland.

In particular, a significant portion of these funds and increased staffing were used
to support Import Administration’s increasing activity on three fronts—(1) steel
issues, (2) pre-petition support to potential users of the AD/CVD laws, and (3) WTO
negotiations on rules. Of the new policy analysts hired in the past two years, more
than half have been dedicated to these new areas.

IMPORT ADMINISTRATION: CUSTOMS INSTRUCTIONS

Question. 1 learned of possibly misallocated resources when my office was advised
that certain companies have been unable to obtain funds from the special accounts
that have been established at the Treasury Department under the Byrd Amend-
ment. It is my understanding that certain companies cannot access funds in the rel-
evant accounts because investigators in Import Administration have been too short-
staffed to send necessary instructions regarding certain cases to the U.S. Customs
Service. Consequently, some U.S. companies that have been eligible to receive funds
under the Byrd Amendment have been told by Customs that there is simply no
money in relevant accounts at the U.S. Treasury Department. Are you aware of this
problem and can you tell me whether there has been any effort by the Department
to address this issue?

Answer. As explained below, it is true that, in some instances, there has been a
delay at the Department of Commerce in issuing liquidation instructions. It should
be understood, however, that the DOC does not maintain the special accounts estab-
lished under the Byrd Amendment and cannot, therefore, speak to the reason(s)
why any particular claimant has been unable to receive distributions.

DOC conducts administrative reviews of antidumping (AD) and countervailing
duty (CVD) orders where a request for review is timely filed by an appropriate in-
terested party. If a review is initiated, the entries covered by the review remain sus-
pended until the Department completes the review (typically 12 to 18 months from
initiation). If the Department’s final results are not challenged (in either the Court
of International Trade or NAFTA), Import Administration issues liquidation instruc-
tions, whenever possible, within 15 days of the issuance of the final results of the
administrative review. However, if parties challenge our final results and obtain an
injunction against liquidation of the entries covered by the review, those entries will
be suspended until the litigation is resolved. If the Department does not receive a
request for administrative review, or if a review request covers only entries from
certain producers/exporters, the Department advises the Department of Homeland
Security’s Bureau of Customs and Border Protection (BCBP) to liquidate the entries
for which a review was not requested.
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The Department’s liquidation instructions indicate to the BCBP how much in the
way of special duties to assess on entries of merchandise subject to an AD and/or
CVD order. BCBP then assesses duties on the entries and places the proceeds in
special accounts pursuant to the Byrd Amendment. When claims are made for the
funds in the special accounts, BCBP determines whether—and to what degree—the
claims will be satisfied.

The Department takes a proactive approach to ensure that liquidation instruc-
tions are properly issued. Despite these efforts, given the sheer volume of cases and
instructions that must be issued by the Department to the BCBP, there may be in-
stances where entries have inadvertently not been liquidated. Typically, the Depart-
ment is notified of these instances by the BCBP or private parties (such as the do-
mestic producer or the U.S. importer). Import Administration makes every effort to
work with parties and the BCBP to identify the problem, and to address it as expe-
ditiously as possible. We closely monitor the accuracy and the timeliness of our
issuance of instructions to BCBP and immediately address any problem that we
identify or is brought to our attention. We are not aware of any instances in which
customs instructions were not sent due to staffing issues.

Finally, we note that, to address concerns that there had been significant delays
in the issuance of liquidation instructions in certain cases, the Department con-
ducted a review of all completed proceedings to ensure that BCBP has been issued
appropriate instructions. Import Administration officials reviewed more than 200
final decisions in the course of this project, which took several years to complete.
As a result, the Department ensured that all liquidation instructions had been
issued for all entries subject to the orders/findings involved.

VALIDITY OF OUTSIDE CONTRACTOR PATENT SEARCH

Question. Why does the PTO trust that an outside contractor with no relevant
patent experience would conduct a valid patent search in the same thorough and
learned manner as a patent examiner with years of experience?

Answer. The USPTO is confident that a certified outside contractor can conduct
a valid patent search in the same thorough manner as an experienced patent exam-
iner. The USPTO’s decision to split the search and examination functions—a key
component of the 21st Century Strategic Plan—is not an unprecedented or untested
approach. The USPTO and its sister patent offices throughout the world have con-
siderable experience in splitting the two tasks of search and examination. For exam-
ple, search and examination have been separated within the European Patent Office
(EPO) for more than twenty years without any detriment to quality. Indeed, search
quality will actually improve under a Contractor Search Service (CSS) system, as
the examiner will be acting as a second pair of eyes relative to the search contrac-
tors.

The USPTO will provide detailed search guidelines and quality measures to en-
sure the quality and uniformity of prior art searches performed by a CSS. Prior to
contract award, all offerors will be evaluated to ascertain the technical background
and skills of their employees and their abilities to provide a high quality search.

The USPTO plans to have multiple levels of Quality Control/Review and will
promptly terminate its contract with any provider whose searches and search re-
ports do not meet the standards. Furthermore, patent examiners can always request
a further search or perform a supplemental search with approval of their supervisor
if the examiner feels the search supplied is inadequate.

With these quality assurance measures, there should be no adverse effects on the
presumption of validity or the public confidence in patents. In fact, this collaborative
effort in prior art searching will improve both efficiency and substantive focus in
the preparation, examination, and prosecution of patent applications in a more cost
effective and expeditious manner. It will, with the implementation of the quality
measures outlined in the 21st Century Strategic Plan, strengthen the validity of
patents, thus providing a more substantive and valuable end product for our cus-
tomers.

COST OF OUTSIDE CONTRACTOR PATENT SEARCH

Question. Why is the PTO not concerned that outsourcing this function could in-
crease, rather than a decrease agency costs?

Answer. The USPTO believes that, overall, it will be cost effective to competitively
source patent searches. The USPTO has been criticized for “hiring its way out” of
its growing patent workload problem. For example, in 2002 the Senate Appropria-
tions Committee stated, “PTO management has not been sufficiently innovative. Al-
though patent filings have increased dramatically over the past decade, PTO man-
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agement chose to remain wedded to an archaic patent process and attempted to hire
its way out of its workload problems.”

Competitive sourcing of searches is part of the USPTO’s effort to address incom-
ing work and an inventory of pending applications by allowing patent examiners to
concentrate on patentability determinations rather than spending time on search-
ing. The removal of search functions will allow examiners to process more patent
applications, assisting the USPTO in lowering pendency and reducing backlogged
applications.

Competitive-sourcing of the search will be validated by a proof of concept before
we proceed to full implementation.

RELIABILITY OF OUTSIDE CONTRACTOR PATENT SEARCH

Question. How does the PTO plan to address the issue that searches conducted
by an outside firm could prove faulty or unreliable and, as a result, could undermine
the validity of patents issued by the PTO?

Answer. In addition to the steps outlined in response to the question above re-
garding confidence in contractor abilities to conduct prior art searches, the USPTO
has benchmarked models that other intellectual property organizations have used
for many years. For example:

—The Japan Patent Office (JPO) also has experience in splitting the two tasks
of search and examination. The Japanese government established the Industrial
Property Cooperation Center (IPCC) in 1985 for such purposes as providing
search reports on patent applications pending before the JPO, indexing patents
according to the F-term classification scheme used by the JPO, and assigning
classifications to patents according to the International Patent Classification
system. Since then, more than one million prior art searches have been con-
ducted by IPCC for JPO’s patent examiners and more than two million F-term
assignments have been made to JPO’s searchable database. The IPCC is now
staffed with about 1,100 engineers, only 40 of whom were previously employed
as patent examiners. Based on such an extensive base of empirical data, to-
gether with on-site benchmarking reviews that have been conducted with JPO
officials over the past decade, we have no doubt that searches can be done with
high quality by experienced and skilled engineers.

—Closer to home, the USPTO has allowed examiners to elect the services of
searchers to search non-patent literature and foreign patents in the Office’s
Electronic Information Centers for the last decade. Thus far this year, exam-
iners have requested 13,011 searches. These searches are conducted by contract
staff or Government employees who have extensive knowledge of the database
content, search strategy formulation, and command language of several com-
mercial online providers, such as Dialog and Lexis-Nexis. They also have knowl-
edge of internal search systems, such as the Examiner’s Automated Search Tool
(EAST) and the Web-based Examiner Search Tool (WEST), and are adept at
searching the Internet.

—The European Patent Office (EPO) serves as another benchmark. The EPO has
extensive experience that clearly demonstrates that a high quality search can
be generated by someone other than the substantive patent examiner with no
diminution in the quality of the patentability determination or the patent exam-
iner’s ability to keep current with his or her understanding of, or currency with,
the technology and/or state of the art. Since 1978, EPO searchers in The Hague
and Berlin (and more recently, Munich) produced almost 1.8 million searches
of which half were for EPO’s substantive patent examiners in Munich. In fact,
the USPTO has already received more than 75,000 patent search reports from
the EPO over the past few years pursuant to the Patent Cooperation Treaty
(PCT). While that is not a direct “contractor” model, conceptually there is vir-
tually no difference with the IPCC model described earlier.

The EPO, where the search was carried out by an examiner in The Hague or Ber-
lin and the examination was conducted by a three-man examining division in Mu-
nich, currently is moving towards combining the search and examination functions
to improve productivity, not because there are quality issues associated with the
separation of search and examination. Survey data collected from U.S. patent attor-
neys over the past five years show that the EPO’s searches and patentability deci-
sions are consistently of high quality.

As Director Rogan explained in his April 3, 2003, testimony before the House Ju-
diciary Committee’s Subcommittee on Courts, the Internet and Intellectual Prop-
erty, the USPTO and its sister patent offices throughout the world have consider-
able experience in splitting the two tasks of search and examination, as described
above. Contrary to the assertion that quality suffers under such a structure, the re-
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verse is true. During the hearing, Director Rogan entered into the record a letter
from the President of the EPO, Dr. Ingo Kober, which discusses Europe’s experience
in this area. See attachment.

While the EPO does not competitively source the search function, search and ex-
amination have been separated within the EPO for more than twenty years without
any detriment to quality.

For firms that would like to offer search services, the USPTO will follow the Fed-
eral procurement process to enter into contractual arrangements with them. The
USPTO would maintain the authority to certify that a private firm, individual, or
commercial entity was capable of providing a valid, thorough, and complete search
of the prior art for patent examination processes.

[ATTACHMENT—EUROPEAN PATENT OFFICE LETTER]

MARCH 4, 2003.

Mr. JAMES E. ROGAN,

Under Secretary of Commerce for Intellectual Property and Director of the United
States Patent and Trademark Office, 2121 Crystal Drive, Suite 906, Arlington,
VA 22202 USA.

DEAR MR. ROGAN, I understand that some organisations and individuals in the
United States have recently expressed certain misconceptions concerning a program
of the European Patent Office, namely, Bringing Examination and Search Together
or BEST. I would like to clarify some basic facts about this program to ensure it
is properly understood.

Any characterisation that the European Patent Office chose to “adopt” the Amer-
ican system of searching and examining patent applications is simply not true. Our
decision to combine the search and examination functions was based on the need
to increase examiner productivity. As you know, these changes occurred during a
time of fftransition to a more automated environment and a significant expansion of
our staff.

Indeed, the previous arrangement was initially dictated by historical and geo-
graphical reasons which no longer apply. However, this separate search and exam-
ination program, where the search was carried out by an examiner in The Hague
or Berlin and the examination was conducted by a three-man examining division in
Munich, produced high quality results and served us very well over a period of more
than 25 years. In fact, feedback we have received from our interested circles has
consistently indicated high satisfaction levels with our searches.

Finally, all major industrial property offices in the world currently confront a
workload crisis that demands creative solutions. That is why I agreed to sign a bi-
lateral record of discussion with you to explore the potential of exploiting searches
generated by our respective Offices for counterpart patent applications. I am con-
vinced that this will help improve patent quality, increase efficiency and produc-
tivity, and reduce operating costs.

It is unfortunate that recent statements made by commentators on the EPO’s cur-
rent and future plans as well as on the USPTO’s plans have characterised our proc-
esses as diverging, when in fact they are indeed converging.

Should you wish further clarification of my views on this matter, I shall be glad
to provide additional details.

Yours sincerely,
Dr. H.C. INGO KOBER,
President.

VALIDITY OF OUTSIDE CONTRACTOR PATENT SEARCH

Question. Why does the PTO trust that an outside contractor with no relevant
patent experience would conduct a valid patent search in the same thorough and
learned manner as a patent examiner with years of experience?

Answer. The USPTO is confident that a certified outside contractor can conduct
a valid patent search in the same thorough manner as an experienced patent exam-
iner. The USPTO’s decision to split the search and examination functions—a key
component of the 21st Century Strategic Plan—is not an unprecedented or untested
approach. The USPTO and its sister patent offices throughout the world have con-
siderable experience in splitting the two tasks of search and examination. For exam-
ple, search and examination have been separated within the European Patent Office
(EPO) for more than twenty years without any detriment to quality. Indeed, search
quality will actually improve under a Contractor Search Service (CSS) system, as
the examiner will be acting as a second pair of eyes relative to the search contrac-
tors.
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The USPTO will provide detailed search guidelines and quality measures to en-
sure the quality and uniformity of prior art searches performed by a CSS. Prior to
contract award, all offerors will be evaluated to ascertain the technical background
and skills of their employees and their abilities to provide a high quality search.

The USPTO plans to have multiple levels of Quality Control/Review and will
promptly terminate its contract with any provider whose searches and search re-
ports do not meet the standards. Furthermore, patent examiners can always request
a further search or perform a supplemental search with approval of their supervisor
if the examiner feels the search supplied is inadequate.

With these quality assurance measures, there should be no adverse effects on the
presumption of validity or the public confidence in patents. In fact, this collaborative
effort in prior art searching will improve both efficiency and substantive focus in
the preparation, examination, and prosecution of patent applications in a more cost
effective and expeditious manner. It will, with the implementation of the quality
measures outlined in the 21st Century Strategic Plan, strengthen the validity of
patents, thus providing a more substantive and valuable end product for our cus-
tomers.

PILOT OF OUTSIDE CONTRACTOR PATENT SEARCH

Question. If the PTO plans to test these searches in some sort of “pilot program,”
what assurances are there that such a pilot program will actually be undertaken?
How will the PTO measure success? Who will measure success? Will the Congress
be involved?

Answer. To meet the requirements of their customers and to determine the feasi-
bility of competitively sourcing search functions, the USPTO will implement a proof
of concept through a pilot program. The Office will assure quality of contractor per-
formance through continuous monitoring of the pilot and the conduct of a formal
evaluation. The planned proof of concept will be widely vetted with USPTO’s key
stakeholders and the Patent Public Advisory Committee. The results of the pilot will
also be widely shared. USPTO will conduct a formal review of the pilot prior to mak-
ing a final decision as to whether or not to proceed with full implementation. The
Congress will be kept informed throughout the process. Although the specifics of the
pilot and evaluation have not been finalized, the USPTO is considering using an
outside contractor to validate the quality of the searches.

The USPTO already has obtained public comment on its plans and posted on its
website for many months the answers to questions or suggestions they have re-
ceived from the public, patent examiners, and the professional associations with
whom it has worked extensively. The Office recently published on its website a de-
tailed action plan which describes the implementation approach. What follows are
the highlights of the administrative structure and processes USPTO is fully pre-
pared to implement, including a description of the proof of concept.

The USPTO will use the contractors to prepare complete and accurate search re-
ports for patent applications. One or more contracts would be awarded. It is antici-
pated that there will be at least one contract specializing in each discipline. The
contractor may be a private or commercial search entity with demonstrated exper-
tise and search skills. The request for a search and the resulting search report are
activities between the USPTO and the contractor.

The USPTO would administer the same preliminary processing procedures cur-
rently established for new application filings. A copy of the application would be for-
warded to the contractor approximately three months prior to the examination. The
contractor would perform a prior art search and prepare a report using Patent Co-
operation Treaty (PCT) guidelines and USPTO search guidelines for additional non-
patent literature (NPL) resources as stated above.

Upon completion of the report, the application would be forwarded to the Patent
Technology Center to await review by the examiner. The examiner would then re-
view the report and prior art cited. If the report was inadequate or if the examiner
was personally aware of other prior art, the examiner could request time to search
them, or have the report sent back to the contractor with an explanation of the defi-
ciency and a request for supplemental information.

The USPTO would maintain the authority to certify that a private firm, indi-
vidual, or commercial entity was capable of providing a valid, thorough, and com-
plete search of the prior art for patent examination processes. A certification process
would be done at the USPTO. The process could be given to firms or individuals
or a combination thereof. The certification process may be based on industry specific
criteria and be given on an individual basis based on the firm’s or individual’s quali-
fications. Similar to the Primary Examiner at the USPTO, a senior member of the
firm could sign off on an “assistant’s” search. Thus, while there are multiple options
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available, a preferred one would be to certify the “firm” which, in turn, would be
responsible for certifying their individual searchers.

The critical measures of success would be determined based on the contractors’
ability to: (1) determine if disclosed invention is subject to an international search;
(2) identify a field of search that would cover the disclosed invention; (3) select the
proper tools and art collections to perform the search; (4) determine the appropriate
search strategy for each of the selected search tools and art collections; (5) search
the art collections using the selected search tools and search strategy, and using any
additional strategy suggested by the art that is found; (6) retrieve sufficient infor-
mation from art that is identified during the search to evaluate the pertinence of
the art; (7) select the prior art that is most pertinent to the claimed subject matter;
(8) record the results of the art that is selected according to the criteria set forth
in the guidelines; and (9) determine if certain claims are found to be searchable sub-
ject matter and/or lack clarity or distinctness.

The contractor would have to prove that it has ready access to the appropriate
industry-specific search tools. Much of the work in developing industry-specific
search tools is either in the process of being done or has already been published on
the USPTO intranet in the form of Search Guidelines. These guidelines were devel-
oped by Quality Action Teams and represent a listing of appropriate search tools
and databases for each technology. The guidelines include PCT Minimum Document
requirements, appropriate text search systems, as well as the pertinent commer-
cially available databases. In addition to using the established guidelines, a classi-
fied search using the U.S. Patent Classification (USPC) system would also need to
be performed, if appropriate.

Another requirement would be the technical qualifications of the contractors’ staff.
Just as in examining, varying levels of technical expertise are required for searching
different technologies. In addition, the contractor would have to provide proof of a
thorough understanding of the patent examining procedures and patent statutes. It
is essential that any contractor have the ability to read and analyze claims, as well
as broadly apply the prior art to produce a PCT-type search report, which would
be submitted to USPTO. The contractor would need to be aware of patent law and
practice and be able to understand such concepts as “motivation” for example. This
could be ensured through testing requirements. Finally, the contractors’ ability to
provide timely reports would be essential to the program’s success. Special attention
would be paid to ensure treaty deadlines were enforced.

For proper examination and quality comparisons, a search submission would be
expected to include, at a minimum, a listing for every search including: (1) text
search systems; (2) commercial databases; (3) USPC classified search, if appropriate;
(4) the complete search statement and logic; and (5) a statement regarding the
teachings and applicability of each reference against each claim.

The USPTO also would have to maintain a “search quality review process” in
order to “sample” the quality of searches submitted by the certified search authori-
ties. A component of the in-process review activity is to evaluate the quality of the
search results for each contractor. A statistically valid sample of cases would be re-
viewed using criteria such as whether the search was based on what is claimed and
reasonably expected to be claimed. Additionally, an experienced examiner will con-
duct a separate search on the same application, to ensure the contractor used the
proper search procedures.

The Office would retain the ability to terminate any contract and “de-certify” au-
thorities that submit a number of poor searches from either the test sample or from
other sources such as examiner reports, requests for re-examination or post-grant
opposition that show clear errors.

It is possible that separate contractor support would be needed to set up, imple-
ment, and maintain the necessary certification procedures, along with a dedicated
staff of search and examination experts.

Contractors may be required to supply certified translations or English language
equivalents, with valid dates, for any non-English language prior art references
cited, which would also eliminate the need for examiners requesting certified trans-
lations, partial translations and/or on-the-spot translations of non-English docu-
ments.

Proof of Concept: The USPTO recognizes that the use of contractors to provide
prior art search and/or opinion reports for patent applications is a major change to
current patent examination processes. The USPTO also understands customer con-
cerns for excellence in a prior art search. To ensure quality art searches are main-
tained and that there is uninterrupted service to all USPTO customers, the Office
would use the results of the PCT pilot as its foundation for competitively sourcing
all other search activities within the Office. By using the pilot study, the USPTO
will be able to assess accurately the feasibility of competitively sourcing prior art



101

searches. Performance and product will be reviewed to ensure the highest quality
is maintained, using both an in-process review procedure and separate searches per-
formed by experienced examiners.

The PCT competitive sourcing pilot will be implemented in multiple arts to ensure
the contractors can provide a quality search report for any technology. Between
three and six different art areas, all with generally high backlogs, would be selected
as pilot areas. The results of the PCT pilot will provide the Office with the informa-
tion necessary to implement the best possible transition from examiner searches to
contractor searches. Prior to full-scale implementation, a final report would be de-
veloped that identifies the strengths, weaknesses, costs and benefits. This report
would be published and made available for general review prior to a decision on
whether to further implement competitive-sourcing in other areas of the Office.

There would be multiple evaluations of the search and reports prepared by the
contractors. Examiners would complete an evaluation every time a contracted
search is used in the examination of a U.S. application. There would also be inde-
pendent evaluations both during in-process reviews, and by independent third par-
ties (similar to a quality review of the examination). Failure of a contractor to main-
tain the high quality expectations could result in the “forfeit” of the contract to the
contractor.

Regarding the costs of the commercial search, the USPTO’s stakeholders’ view is
that quality has not been properly emphasized in recent years. Accordingly, the
USPTO has listened to patent applicants and the consistent message they have con-
veyed is that quality must be improved and the cost of improving quality is some-
thing for which they are prepared to pay.

STOPPING PILOT OF COMPETITIVE-SOURCING

Question. Is there any certainty that the outsourcing will stop if the pilot program
proves that the experiment is not working?

Answer. Yes. First, the planned proof of concept will be vetted in advance with
the USPTO’s key stakeholders and the Patent Public Advisory Committee.

Second, the USPTO has committed to developing a final report documenting the
strengths, weaknesses, costs and benefits. The report will be published and made
available for general review prior to a decision on whether to implement further
competitive-sourcing.

The final decision to implement further competitive-sourcing will rest with the Di-
rector, based on the recommendation of the Management Council, which is chaired
by the Deputy Director and comprised of senior managers from all USPTO divisions.
The Management Council has responsibility for monitoring implementation of the
21st Century Strategic Plan. Once the proof of concept has been completed and the
results documented, the Management Council will be responsible for making a final
recommendation to the Director.

SEARCH CONTRACTORS OWNING PATENTS

Question. Finally, what safeguards are in place to make sure that the contractors
who are chosen to conduct these patent searches do not, themselves, have a finan-
cial stake in the patent system?

Currently, by law, patent examiners may not own patents with narrow exceptions
such as?by inheritance. Will the PTO likewise bar search contractors from owning
patents?

Answer. The Federal Acquisition Regulation (“FAR”), 48 C.F.R. §9.5 et seq., pro-
vides guidance and prescribes responsibilities and procedures for identifying, evalu-
ating and resolving organizational conflicts of interest (“OCOI”). In particular, FAR
§9.504 requires the contracting officer, before issuing a solicitation, to prepare an
analysis and a recommendation for avoiding, neutralizing, or mitigating organiza-
tional conflicts of interest. Pursuant to this guidance, the USPTO is presently con-
sidering various plans and methods to avoid and neutralize actual and potential
OCOIs that may occur as a result of contracting out patent search services. At a
minimum, the USPTO will require patent search firms not only to disclose actual
or potential OCOls, such as past or present associations with major patent applica-
tion filers, but also to submit suitable OCOI mitigation plans as an integral part
of the evaluation of proposals to conduct patent search services. PTO will also seek
to ensure that any personal conflicts of interest by employees of the search firms
are minimized to the maximum extent practicable. The USPTO plans to award mul-
tiple contracts to fulfill its needs and require that all applicable OCOI requirements
flow-down to any subcontractors and employees as well.

The USPTO will include in all solicitations and contracts for patent search serv-
ices clauses that: (1) invite the offerors’ attention to FAR part 9.5; (2) state the na-
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ture of the OCOI or potential OCOI; (3) require the prompt disclosure of actual and
potential OCOIs; and (4) state the proposed remedies available to the government
upon discovery of an OCOI. As part of the procurement process, the Office also
plans to solicit comments and suggestions on how the Agency can best mitigate ac-
tual or potential OCOIs.

The USPTO also plans to include in its contracts for patent search services
clauses which reference 35 U.S.C. § 122 and prohibit the disclosure of information
contained in patent applications as well as requirements to safeguard patent appli-
cants’ proprietary and trade secret information.

Although the USPTO has not yet made a decision to impose a total ban on the
ownership of patents, if ownership of patents creates an impermissible organiza-
tional or personal conflict of interest, which cannot be neutralized or mitigated, the
USPTO may disqualify that firm from competing for the search contracts. In addi-
tion, the USPTO may structure the resulting contracts to allow for termination of
the contracts for impermissible conflicts of interest.

As described above, the USPTO fully intends to obtain early exchanges of infor-
mation from all interested parties through a variety of means, such as additional
Requests for Information or draft solicitations, to determine whether a total ban on
the ownership of patents will be required from search firms. Further, on May 22,
2003, the USPTO will be holding an “Industry Day,” a vendor conference whereby
USPTO will be showcasing existing and new agency initiatives. During Industry
Day, the Office will be soliciting comments regarding the initiatives from vendors
who conduct or will conduct business with the USPTO. The Office will include the
issue of OCOI among search firms as a topic for discussion at that time.

SUBCOMMITTEE RECESS

Senator GREGG. Thank you, Mr. Secretary.
[Whereupon, at 10:40 a.m., Thursday, March 20, the subcom-
mittee was recessed, to reconvene subject to the call of the Chair.]
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STATEMENT OF HON. JOHN ASHCROFT, ATTORNEY GENERAL OF THE
UNITED STATES

OPENING STATEMENT OF SENATOR JUDD GREGG

Senator GREGG. Welcome to this hearing. Senator Hollings is
headed in this direction. It was kind of the Attorney General to ar-
rive early, which we appreciate. And we thank him for that.

This is obviously a time of acute sensitivities on a lot of issues.
And we appreciate the Attorney General taking time out of his day
to testify before the Appropriations Committee which has jurisdic-
tion over the Justice Department. We also have jurisdiction over
the Commerce Department, State Department, Judiciary, and a va-
riety of independent agencies. But the Justice Department is the
largest account in this subcommittee’s jurisdiction and one of the
most complicated.

There is a lot going on that deals with the question of our na-
tional security and how we protect Americans and America. The
Attorney General is at the center of that.

So rather than my going on for an extended period of time about
those concerns, we would like to hear from the Attorney General.
And then we will proceed with questions.

Mr. Attorney General.

ATTORNEY GENERAL’S OPENING STATEMENT

Attorney General ASHCROFT. Thank you very much. Good morn-
ing, Chairman Gregg and members of the subcommittee.

(103)
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We are at war. And I know that as we watch the events unfold-
ing overseas, that our thoughts and prayers are with the young
men and women who are defending our freedom. We pray also for
the families who have lost loved ones or whose loved ones have
been captured or are missing in action or wounded. Their efforts
in the defense of freedom, which is a noble, if not the most noble
of causes, will never be forgotten. We will honor their sacrifice with
an ever-vigilant commitment to our war on terrorism.

Indeed, the first and overriding priority of this budget and of the
Department is to protect America from acts of terrorism and bring
terrorists to justice. I am pleased to be here to present the Presi-
dent’s fiscal year 2004 budget request for the Department of Jus-
tice. I thank you for your continued assistance in providing the De-
partment of Justice with the resources to detect, disrupt, and dis-
mantle terrorist activity.

IRAQI TASK FORCE PLAN

The Justice Department’s terrorism prevention efforts have in-
cluded planning for the possibility of intensified conflict with Iraq.
Last spring, the FBI began developing an action plan to address
any related threats that might face us in the event of this inten-
sification of the conflict. An Iraqi Task Force Plan was developed,
in addition to the integrated prevention security framework put in
place after September 11, 2001. The Iraqi Task Force Plan in-
cludes: around-the-clock operations at FBI headquarters and field
offices, since the escalation of hostilities with Iraq and outreach to
Middle Eastern and Islamic communities in the United States. The
plan includes an analysis of prior cases involving Iraq and/or sup-
porters of Iraq to identify potential intelligence targets or persons
of interest. The plan includes stepped-up monitoring of individuals
suspected of links to the Iraqi hostile forces or other terrorist orga-
nizations. The plan also includes voluntary interviews of 11,000
U.S.-based Iraqis to obtain counterterrorism information and intel-
ligence information, as well as to identify any backlash threats to
Iraqis in the United States. When I say backlash threats, I mean
that we do not want Iraqi individuals in the United States to be
the subject of discrimination, intimidation, harassment, or injus-
tice. Those individuals of Iraqi origin are entitled to the same kind
of security, freedom, and liberty as are other citizens in the United
States. The voluntary interviews include inquiries about whether
or not their well-being has been threatened.

We appreciate the valuable information we have gained from the
voluntary interviews and the cooperation of the Iraqi community in
the United States. This cooperation has assisted us in our efforts
in Iraq, as well as in our own domestic antiterrorism efforts. We
have gathered intelligence about such things as Iraqi bunkers, tun-
nel systems, telecommunications networks, manufacturing plants,
and Iraqi military officials. This information is being shared and
analyzed by our law enforcement, military and intelligence officials.

2003 SUPPLEMENTAL BUDGET REQUEST

On March 25, 2003, the President submitted a supplemental
budget request for fiscal year 2003 to address the continuing threat
to the national security of the United States posed by Iraq. For the
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Department of Justice, the request includes $500 million for the
Counterterrorism Fund to meet terrorism-related prevention and
response requirements. Among our top priorities for the use of this
funding is critical funding for the FBI that addresses response ca-
pabilities, security enhancements, language translation services,
operational field expenses, and surveillance support.

We also anticipate using a small portion of this funding to meet
increased U.S. Marshal Service security requirements for the Fed-
eral judiciary and to upgrade the capability of the Office of Intel-
ligence Policy and Review for its role in the Foreign Intelligence
Surveillance Act warrant process.

2004 BUDGET REQUEST

The President’s overall Justice Department budget request I am
discussing today will strengthen our capacity to fulfill all of the De-
partment’s top priorities. The President’s budget requests $23.3 bil-
lion for the Department of Justice, including $19 billion in discre-
tionary funding and $4.3 billion for the Department’s mandatory
and fee funded accounts.

TERRORISM PREVENTION

The September 11 attacks made it clear that America’s defense
requires a new culture, a culture of prevention, nurtured by co-
operation, built on coordination, and rooted in our constitutional
liberties. The dJustice Department is battling terrorism by inte-
grating our law enforcement effort, not separating it, and by inte-
grating, not separating, our intelligence capabilities.

Our integrated terrorism prevention strategy is having an impact
on terrorist threats. Listen to this recorded conversation between
charged terrorist cell member Jeffrey Battle and an FBI informant
on May 8, 2002, in Portland, Oregon. In this conversation, which
was unsealed by the Court, Battle explained why his threatening
enterprise was not as organized as he thought it should be. I will
quote Mr. Battle now.

“Because we don’t have support. Everybody’s scared to give up any money to help
us. You know what I'm saying? Because that law that Bush wrote about, you know,
supporting terrorism, whatever, the whole thing. Everybody’s scared. He made a law
that says, for instance, I left out of the country and I fought. Right? But I wasn’t
able to afford a ticket. But you bought my plane ticket. You gave me the money

to do it. By me going and me fighting and doing what they can by this new law,
they can come and take you and put you in jail.”

Mr. Chairman, terrorists clearly recognize the effectiveness of the
laws passed by Congress and utilized by the Department to disrupt
terrorist activity by interdicting the funding of terrorism. It is a
credit to our new investigative tools, the hard work of the law en-
forcement community, and our intelligence agencies, as well as a
vigilant public, that we have not suffered another major terrorist
attack in this country.

The FBI indicates that since September 11, 2001, over 100 ter-
rorist plots have been disrupted and some, no doubt, disrupted, de-
layed, or abandoned because funding was not available as the
intercepted conversation between two individuals involved in ter-
rorism clearly indicates.
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Nevertheless, as the President recently stated, “There is no such
thing as perfect security against a hidden network of cold-blooded
killers. Yet abroad and at home we are not going to wait until the
worst dangers are upon us.” Therefore, we will continue to seek the
assistance of Congress as we enhance a culture of prevention and
ensure the resources of our Government are dedicated to defending
Americans.

INTEGRATED PREVENTION STRATEGY

Now, I would like to give you a brief overview of the results to
date of our integrated prevention strategy to fight the war on ter-
rorism.

First, we are gathering and cultivating detailed intelligence on
terrorism in the United States. Hundreds of suspected terrorists
have been identified and tracked throughout the United States.
Our human sources of information intelligence have doubled. Our
counterterrorism investigations have doubled in the last year. In
2002, over 18,000 subpoenas and search warrants have been
issued. Over 1,000 applications were made to the Foreign Intel-
ligence Surveillance Act (FISA) court targeting terrorist spies, for-
eign powers that threaten our security, including 170 emergency
FISA applications. These are emergency requests for surveillance
activity based on our belief and information that there are threat-
ening circumstances requiring us to implement coverage imme-
diately. Those calls come to me at virtually any time of the day or
night; and it is my responsibility to approve those, when appro-
priate.

Second, we are arresting and detaining potential terrorists. Four
alleged terrorist cells were broken up in Buffalo, Portland, Detroit,
and Seattle. Two hundred twenty-eight criminal charges have been
brought to date. One hundred thirteen individuals have been con-
victed or pled guilty, including shoe bomber Richard Reid, Amer-
ican Taliban John Walker Lindh, three of the six members of the
Buffalo cell, two more of whom pled guilty just last week, joining
another defendant who was already cooperating, and there are 478
deportations linked to the September 11 investigation.

Third, we are dismantling the terrorist financial network. Thirty-
six terrorist organizations have been designated as terrorist organi-
zations, $125 million in assets have been frozen, and over 660 ac-
counts frozen around the world; 70 investigations into terrorist fi-
nancing, with 23 convictions or guilty pleas to date related to ter-
rorist financing.

Fourth, we are disrupting potential terrorist travel. Nine major
alien smuggling networks have been disrupted. Hundreds of ter-
rorist criminals have been stopped through the National Security
Entry-Exit Registration System, called NSEERS. Among those in-
dividuals stopped, 11 suspected terrorists with at least one known
member of Al-Qaeda; 649 stopped at the border who were wanted
criminals, who had committed past felonies or violated other laws;
and 77 felons identified through domestic enrollment, who were in
the country illegally. They were not stopped at the border but
asked to come in and register as part of the NSEERS program.
These included a murderer, a cocaine trafficker, child molesters,
and individuals convicted of assault with a deadly weapon.
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Fifth, we are building our long-term counterterrorism capacity. A
near threefold increase in the counterterrorism funds devoted by
the Department, over 1,000 new and redirected FBI agents dedi-
cated to counterterrorism and counterintelligence, 250 new assist-
ant U.S. attorneys, 66 joint terrorism task forces, a 337 percent in-
crease in the joint terrorism task force staffing, and fly-away expert
teams for rapid deployment to hot spots around the world.

We have made progress, but there is always additional work to
be done. And to that end, the budget request includes an increase
of $598.2 million for programs that support our mission to prevent
and combat terrorism, including $516 million to enhance or com-
plement the FBI’s counterterrorism program.

Even as the men and women of the Justice Department fight the
war on terrorism, we do so within a framework that upholds our
other crucial responsibilities. Let me briefly review these other core
missions.

CORPORATE FRAUD TASK FORCE

First, the Department of Justice has taken decisive action to
combat corporate corruption and punish corporate lawbreakers.
The relentless work of the Corporate Fraud Task Force, chaired by
Deputy Attorney General Larry Thompson, has resulted in over
200 investigations opened into suspected corporate fraud, over 200
people charged to date, and 70 convictions have been obtained. To
date $20 million in assets have been frozen, $14 million in forfeit-
ures, and we are seeking to forfeit more than $2.5 billion to restore
to the creditors and investors the resources, which were lost as a
result of the corporate fraud.

The Department is committed to ensuring a marketplace of in-
tegrity and restoring the confidence of American investors and pro-
tecting their assets. And to that end, the fiscal year 2004 budget
requests $24.5 million to support the Corporate Fraud Task Force.

DRUG ENFORCEMENT

Second, the Department of Justice has continued to fight the
scourge of illegal drugs. Thanks to the tireless efforts of the Drug
Enforcement Administration and the Organized Crime Drug En-
forcement Task Force, we have increased the seizures of drug as-
sets from major drug trafficking organizations by 20 percent. We
have dismantled 305 drug trafficking organizations in 2002 alone.
We have more than doubled the amount of heroin seizures from
2000 to 2002. We have reached a 9-year low in student drug use.

We have attacked the nexus, the connection between drug traf-
ficking and terrorism, including bringing charges in San Diego
against individuals for conspiring to trade heroin and hashish for
anti-aircraft missiles, which they allegedly intended to sell to Al-
Qaeda forces in Afghanistan. The fiscal year 2004 budget request
includes $117.9 million to augment our efforts to reduce the avail-
ability of illegal drugs, to identify and dismantle drug trafficking
organizations, and support drug treatment.
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CRIMES AGAINST CHILDREN

Third, the Department of Justice has prevented and prosecuted
crimes against children. It allocated $2.5 million to develop an ef-
fective nationwide Amber Alert Network. We have reassigned three
FBI investigative analysts to work full-time at the National Center
for Missing and Exploited Children. We are supporting Internet
Crimes Against Children Task Forces across the Nation with tech-
nology and capacity. We are dedicating a total of $15.2 million to
the FBI’s Innocent Images National Initiative, a $3.6 million in-
crease, to keep pace with the nearly 2,000 percent increase in in-
vestigations since 1996, investigations to combat the proliferation
of child pornography and child sexual exploitation via the Internet.

PROJECT SAFE NEIGHBORHOODS

Fourth, the Department of Justice has provided increasing pro-
tection to Americans from gun crime. In the first 2 years of this
administration’s Project Safe Neighborhoods Initiative to combat
gun crime, we have increased Federal gun crime prosecutions by 36
percent, which has helped lock up repeat offenders and lower crime
in cities across America.

For example, in Philadelphia, robberies at gunpoint dropped 11
percent, and the homicide rate is the lowest it has been since 1985.
In Kansas City, the murder rate dropped 23 percent to its lowest
level in three decades. This reduction translates to 27 more people
alive today who might not have been alive if the previous trend
had continued.

U.S. attorneys have charged 10,634 defendants for violating gun
statutes, and they have convicted and taken 7,747 gun criminals off
the street with those prosecutions. In 2002, the conviction rate for
those charged with Federal gun crimes—which may include other
non-gun related charges as well—was near 90 percent. More than
half of those charged were sentenced to more than 5 years in Fed-
eral prison. Our success in these areas would not be possible with-
out the diligence and hard work of State and local law enforcement
agencies who are partners in the Project Safe Neighborhoods en-
deavor.

FIRST RESPONDERS

To that end, the administration is requesting $8.5 billion for first
responders and state and local law enforcement in the budget and
in the supplemental appropriation; $2 billion in the current war
supplemental that is pending; and $6.5 billion in the fiscal year
2004 budget request for both the Justice Department and the De-
partment of Homeland Security providing funding for State and
local law enforcement and first responders.

CIVIL RIGHTS

Fifth, the Department of Justice has protected vigorously the
civil rights of all Americans. The Department has strengthened our
Civil Rights Division with an approximately 10 percent increase in
both full-time attorneys at 355 and total employees at 709, enforc-
ing the Nation’s civil rights laws since the beginning of this admin-
istration; a 12 percent increase in successful prosecutions of crimi-
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nal civil rights violations from the previous 2 years; a 100 percent
increase in settling pattern or practice police misconduct cases dur-
ing the first 2 years of the Bush administration than during the
final 2 years of the previous administration; a $500 million amount
obtained for traditional black colleges through settlement of a 25-
year-old desegregation lawsuit.

The Department has prosecuted more than 80 discriminatory
backlash hate crimes in the wake of September 11, for example, by
securing the conviction of Zachary Rolnik for violating the civil
rights of Dr. James J. Zogby, the president of the Arab American
Institute, by securing the guilty plea of Earl Leslie Krugel for con-
spiracy to manufacture and detonate bombs at a mosque and at a
field office of United States Congressman Darrell Issa of California.

The Department has prosecuted 43 non-September 11-related
hate crimes cases in the last 2 years and initiated over 600 non-
September 11 hate crimes investigations.

The Department has coordinated the Voting Rights Initiative to
ensure access, honesty, and integrity at the polls on election day
that resulted in a smooth election with far fewer complaints than
were reported in recent years.

The Department has investigated, prosecuted, and convicted
record numbers of human trafficking and sex trafficking cases, dou-
bling the number of trafficking prosecutions and the number of
convictions over the previous 2 years.

Now, obviously, our Department has other vital missions I have
not been able to address here fully, but I would be happy to ad-
dress them during the questions. For example, the Department’s
Antitrust Division successfully settled the Microsoft case, receiving
praise from Judge Colar Catelli for, and I quote her now, “The
clear, consistent, and coherent manner” in which the Division
reached this historic settlement.

On the criminal enforcement front last year, individuals con-
victed for antitrust violations and related criminal offenses received
a record average sentence of greater than 18 months.

PREPARED STATEMENT

Mr. Chairman, ranking member, and other members of the sub-
committee, as we work to achieve our Department’s objectives, I
want you to know that none of these are possible without the fund-
ing and the support and the framework of law, which is provided
through the Department into the Nation by the Congress. And I
want to express my appreciation to you for your conscientious devo-
tion to your duties of protecting America and providing the re-
sources through which the administration can join you in that ef-
fort to protect this Nation.

I would be pleased to respond to questions.

[The statement follows:]

PREPARED STATEMENT OF JOHN ASHCROFT

Mr. Chairman and Members of the Subcommittee: It is an honor to appear once
again before this Subcommittee to present the President’s budget request for the
Department of Justice. For fiscal year 2004, the Budget seeks $23,334,844,000 for
the Department of Justice, including $19,001,955,000 in discretionary funding and
$4,332,889,000 for the Department’s mandatory and fee-funded accounts. In total,
the fiscal year 2004 request is $259,513,000 over the comparable fiscal year 2003
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Budget Request. The fiscal year 2004 Budget reflects the transfer of the Immigra-
tion and Naturalization Service, the Office of Domestic Programs, and a portion of
the FBI's National Infrastructure Protection Center (NIPC) and other Departmental
resources to the new Department of Homeland Security. It also reflects the transfer
of the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) from the Depart-
ment of the Treasury to the Department of Justice.

On March 25, 2003, the President submitted a supplemental budget request for
fiscal year 2003 to address the continuing threat to the national security of the
United States posed by Iraq. For the Department of Justice, the request includes
$500,000,000 for the Counterterrorism Fund to meet immediate or emerging ter-
rorism-related prevention and response requirements. Among our top priorities for
the use of this funding are critical items for the FBI that address response capabili-
ties, security enhancements, language translation services, operational field ex-
penses, and surveillance support. We would also anticipate using a small portion of
this funding to upgrade the capability of the Office of Intelligence Policy and Review
for its role in the FISA warrant process, and to meet increased U.S. Marshals Serv-
ice security requirements for the Federal Judiciary. The use of the Counterterrorism
Fund provides the Department with the flexibility to allocate resources among com-
ponents and priorities to meet unanticipated requirements. The Department, of
course, will apprise the Committee through existing notification procedures of pro-
posed allocations.

The ongoing support of this Subcommittee for the Department’s critical mission—
the prevention and disruption of terrorist attacks—is recognized and deeply appre-
ciated. You have worked with us to stand up the Foreign Terrorist Tracking Task
Force; reorganize the Federal Bureau of Investigation and the Criminal Division;
improve security at our Nation’s borders; improve inspections at our air and sea-
ports; enhance our information technology infrastructure; increase information shar-
ing among federal agencies and with our state and local partners; and undertake
the largest criminal investigation in U.S. history. America is now more secure, more
prepared, and better equipped to defeat the continued threat of terrorism.

PREVENTING AND COMBATING TERRORISM, INCLUDING COUNTERINTELLIGENCE

The fiscal year 2004 Budget places a high priority on securing additional re-
sources needed to fight the nation’s war on terrorism, while at the same time being
sensitive to the overall economic picture that confronts our Nation. Our budget in-
creases overall counterterrorism resources, while also reprioritizing some current re-
sources to supplement requests for new program enhancements.

In the days following the September 11th attacks, we initiated a comprehensive
review and wartime reorganization in order to identify and redirect appropriate re-
sources to our primary mission: counterterrorism. With the submission of the fiscal
year 2004 Budget, the resources devoted to counterterrorism and homeland security
have increased by approximately $1.9 billion over the Department’s fiscal year 2001
Budget, representing an increase of 10 percent in the share of the Department’s re-
sources devoted to counterterrorism prior to September 11. Our budget request in-
cludes increases of $598,258,000 for programs supporting our mission requirements
for preventing and combating terrorism.

For the Federal Bureau of Investigation, the Budget requests $516,258,000 in en-
hancements above the fiscal year 2003 request that support or complement the
FBI’'s Counterterrorism Program. Of the total, $189,107,000 is focused exclusively
on the FBI’s counterterrorism investigative capabilities. These increases will permit
the FBI to continue its efforts to identify, track and prevent terrorist cells from op-
erating within the United States and overseas and, where necessary, to investigate
terrorist acts.

To prevent terrorist attacks, the FBI must recognize and understand worldwide
economic, political, social, and technological changes that have occurred over the
last decade, and it must leverage existing intelligence in support of ongoing cases
and operations. Following September 11th, with the support of this Subcommittee,
Director Mueller restructured the FBI’'s Counterterrorism Division to implement a
nationally-managed and centrally-driven Counterterrorism program (CT). The pro-
gram seeks to improve intelligence coordination and analysis, enhance technical ca-
pabilities, and build a national response capability that is more mobile, agile, and
flexible and provides a more proactive orientation toward meeting the terrorism
threat. The fiscal year 2004 Budget requests 430 support positions and $27,381,000
to improve the FBI’s capacity to manage this program, including:

—62 positions and $3,641,000 to build a national level of expertise and knowledge

that can be accessed by and deployed to all field offices;
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—115 positions and $7,081,000 to facilitate the collection, analysis, exploitation,
and dissemination of intelligence gathered through the lawful interception of e-
mail traffic of known and suspected terrorists;

—61 positions and $3,605,000 to provide a centralized and coordinated financial
investigative component to identify, disrupt, and dismantle terrorist financing
operations;

—72 positions and $4,430,000 to significantly enhance the capacity of the Ter-
rorist Reports and Requirements Section to establish policies and to develop and
disseminate Intelligence Information Reports;

—19 positions and §1,056,000 to improve the capability of the FBI’s National
Threat Center to evaluate terrorist threats for credibility and disseminate intel-
ligence reports to the appropriate intelligence and law enforcement commu-
nities;

—15 positions and $844,000 to support a robust analytical capacity that will en-
able the FBI to better predict national security vulnerabilities or targets;

—86 positions and $5,224,000 to provide additional support to FBI Headquarters
to gxpand the centralized management capacity of its counterterrorism mission;
an

—%1,500,000 to fund operational travel and to coordinate FBI investigative ef-
orts.

For Counterterrorism field analytical support, the Budget requests 214 positions
and $14,603,000 to develop a comprehensive intelligence program that can identify
emerging threats and patterns, find relationships among individuals and groups,
and provide useful information to investigators in a timely manner.

To support the FBI's prevention mission in the field, the fiscal year 2004 Budget
includes an additional 248 positions (149 agents) and $28,046,000. These additional
resources will expand the Bureau’s ability to identify terrorist operatives and their
targets, penetrate terrorist organizations, and neutralize or disrupt the threats
posed by terrorist activities.

New funding of $4,600,000 is requested for a communications application tool ca-
pable of conducting sophisticated link analysis on high volumes of telephone call
and other relational data.

On October 29, 2001, President Bush directed the establishment of the Foreign
Terrorist Tracking Task Force (FTTTF), a multi-agency endeavor, whose mission is
to prevent admission to the United States of foreign terrorists and their supporters
and to identify and locate known and suspected terrorists who have gained entry
to this country. This Subcommittee has supported the Administration’s efforts to
stand up the Task Force and to ensure a sufficient level of funding for its critical
mission. We recognize the difficulty you faced with your allocation constraints and
we deeply appreciate your support of the FTTTF in the fiscal year 2003 Omnibus
Appropriations Act. The fiscal year 2004 Budget includes a total of $72,607,000 for
on-going support of the FTTTF.

The Joint Terrorism Task Forces (JTTTF) are the cornerstone of a coordinated
Federal, State, and local law enforcement effort for conducting international and do-
mestic terrorism investigations. The JTTFs promote an atmosphere of immediate
transparency between the FBI and its other law enforcement partners that encour-
ages and ensures the sharing of intelligence information among participating agen-
cies. The fiscal year 2004 Budget requests an increase of $11,548,000 in non-per-
sonnel funding to support the JTTF Program, of which $5,000,000 will support an
Information Sharing Initiative.

The FBI’s Computer Intrusion Program targets cyber matters affecting our na-
tional security and our economic security. The FBI provides deterrence to disruptive
intrusions by foreign powers, terrorists, and criminal elements through the success-
ful identification, investigation, and prosecution of illegal computer intrusion activ-
ity. The proposed increase of 113 positions (53 agents) and $41,113,000 includes 66
positions (45 agents) and $11,128,000 to combat computer intrusions and 47 posi-
tions (8 agents) and $29,985,000 for the Special Technologies Application Section to
enhance technical analysis capabilities in support of cyber investigations.

In response to the September 11th attacks, the FBI modified its public informa-
tion system infrastructure to establish a means for the general public to report sus-
pected terrorist activity via the Internet. Located in the FBI's Strategic Information
and Operations Center (SIOC), the Internet Team has received 375,000 tips, result-
ing in 40,000 investigative leads. The fiscal year 2004 budget proposes an additional
19 positions and $1,209,000 to provide 24/7 coverage for tip review and analysis.

Complementary Terrorism Support Programs

The fiscal year 2004 Budget also requests an increase of $409,151,000 for the De-
partment’s counterintelligence, national security and criminal enterprise programs,
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all of which provide complementary counterterrorism support. Of this total,
$327,151,000 is for programs and initiatives of the FBI and $82,000,000 supports
initiatives in other DOJ components. With your support in December 2002, the FBI
reprogrammed $28,736,000 to counter the growing national security threats around
the country and strengthen the central management of its counter-intelligence pro-
gram. This was the first step in an ongoing effort to implement the FBI’s counter-
intelligence strategy. The fiscal year 2004 budget requests an additional 583 posi-
tions (94 agents) and $69,880,000 for the FBI’s counter-intelligence mission.

FBI Director Mueller has identified the need for upgraded technology as one of
the top 10 priorities of the FBI, recognizing that over the years, the FBI failed to
develop a sufficient capacity to collect, store, search, retrieve, analyze and share in-
formation. As this Committee is aware, the FBI has embarked on a comprehensive
overhaul and revitalization of its information technology infrastructure. We appre-
ciate your support of those efforts. The fiscal year 2004 Budget provides enhanced
funding for the FBI’s information technology programs of 3 positions and
$82,247,000. Included in the request is an additional $61,689,000 for operation and
maintenance costs associated with Trilogy hardware, $18,558,000 for recurring
hardware and software upgrades over the next several years to avoid a gradual re-
turn to a technological state of obsolescence, and $2,000,000 for costs associated
with operations and maintenance of the FBI’s Top Secret/Sensitive Compartmen-
talized Information Local Area Network (T'S/SCI LAN).

To enhance the FBI’s response to crisis situations worldwide, including secure, re-
mote communications networks, specialty vehicles and equipment, and helicopter
support for hostage rescue, the fiscal year 2004 Budget requests an additional 35
positions (7 agents) and $24,187,000. The request includes 27 positions (6 agents)
and $14,984,000 to enhance Crisis Response Unit capabilities; $850,000 for automa-
tion equipment in support of rapid deployment team operations; 6 positions (1
agent) and $2,226,000 for the Hostage Rescue Team (HRT) to provide aviation sup-
port during a terrorist or criminal act directed against the United States, its citi-
zens, or interests; and 2 positions and $6,127,000 to provide Weapons of Mass De-
struction (WMD) equipment and supplies, staff, and training, for HRT and the
SWAT teams to ensure an appropriate state of preparedness to respond to counter-
terrorism threats and other assigned tasks.

The investigation of the attacks on the World Trade Center and the Pentagon un-
derscores the global nature of terrorism and the ability of terrorists to plan, finance,
and conduct operations in a variety of countries around the world. Terrorist organi-
zations such as Osama Bin Laden’s Al Qaeda have a presence throughout the Mid-
dle East, Europe, and Asia. The FBI's Legal Attaché (Legat) Offices continue to be
critical to our ongoing efforts to deny Al-Qaeda the ability to mount future attacks
by building and maintaining effective international partnerships. For fiscal year
2004, the President’s Budget includes an additional 82 positions (19 agents) and
$61,755,000 to expand and support the Legal Attaché (Legat) Program and the Visa
Identification Terrorist Automated Lookout (VITAL) System. Legats and VITAL will
provide a coordinated defense against terrorists seeking entry to the United States
or threatening our interests and citizens abroad. The requested enhancements to
the Legat Program of 30 positions (17 agents), and $47,527,000 will add personnel
and upgrade the communications capacity of the FBI’s overseas offices, bringing the
technology infrastructure of Legats in line with the Trilogy Project. Five new Legat
Offices are requested in Sarajevo, Bosnia; Kuwait City, Kuwait; Tashkent,
Uzbekistan; Kabul, Afghanistan; and Belgrade, Serbia. The requested funding will
also expand five existing offices in Ottawa, Seoul, London, Berlin, and Moscow.

The FBI's VITAL project will improve the Nation’s security by providing the
United States embassies and consulates with the ability to identify individuals who
are threats to our national security before they can gain entry into the United
States via air and seaports. When fully implemented, consular and immigrant offi-
cials will be able to electronically process fingerprint-based criminal history checks
of visa applicants against the records in the Integrated Automated Fingerprint Iden-
tification System (IAFIS) and authenticate identities of travelers through biometrics

rior to the issuance of visas. The budget request of 52 positions (2 agents) and
514,228,000 lays the groundwork for this important program by providing the nec-
essary personnel and funding to develop and manage the VITAL project and to mod-
ify the IAFIS to provide the additional storage capacity needed to retain and store
embassy and consulate fingerprint submissions.

With the proliferation of information technology and the increased availability of
computers, criminal and terrorist activity has shifted from a physical dimension in
which evidence and investigations are described in tangible terms, to a cyber dimen-
sion. The role of the FBI’s Computer Analysis Response Team (CART) is to provide
assistance to FBI field offices in the search and seizure of computer evidence and
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in the conduct of forensic examinations where computers and storage media are re-
quired as evidence. It is anticipated that more than 60 percent of the FBI’s caseload
will require at least one computer forensic examination. To meet this growing de-
mand, the fiscal year 2004 Budget includes an additional 45 positions (1 agent) and
$18,040,000. Resources will be used to maintain existing and establish new Regional
Computer Forensic Laboratories and to provide funding for rapid deployment teams.
This Subcommittee has led the support for the FBI’s CART program in the past and
f\gve look forward to continuing to work with you on this important initiative in the
uture.

Since his appointment as FBI Director, Bob Mueller has made significant changes
in the organizational structure at the FBI in an effort to make the agency more
flexible, agile, and mobile in its capacity to respond to the many challenges it faces.
The Director recognizes that the FBI must better shape its workforce and develop
core competencies if it is to effectively respond to the array of national security and
criminal threats facing our nation. Additional training resources are a necessary
component of reshaping the FBI. The fiscal year 2004 Budget requests an additional
111 positions (76 agents) and $17,559,000 to improve training in the fields of intel-
ligence analysis ($2,450,000), counterterrorism ($14,027,000), and cyber crime
($1,082,000).

The National Security Law Unit provides legal advice on all matters relating to
the national security responsibilities of the FBI, including foreign counterintel-
ligence, international terrorism, domestic security/terrorism, and computer intru-
sion/infrastructure protection matters. With the FBI’s shift in focus to preventing
future terrorist attacks, the workload of the National Security Law Unit has in-
creased substantially. In fiscal year 2004, an additional 14 positions and $1,405,000
is requested to meet the expanded workload of this office.

Mr. Chairman and Members of the Subcommittee, you have been instrumental in
the elevation of the role of security within the FBI through the establishment of a
new Security Division that for the first time in FBI history is responsible for ALL
FBI security matters. As the premier domestic agency conducting criminal, counter-
intelligence, and counterterrorism investigations, the FBI is an attractive target for
individuals and organizations that seek to impede investigations, or obtain sensitive
national security information. The fiscal year 2004 budget requests 120 positions (32
agents) and $37,146,000 for continued security improvements. The request includes:

—$5,050,000 to conduct additional contract background investigations of on-board
personnel and others with access to FBI information and facilities;

—25 positions and $968,000 for an enhanced adjudication program aimed at ensur-
ing that security clearances are granted as necessary and appropriate;

—24 positions and $6,888,000 for additional technical and physical security im-
provements;

—b54 positions and $15,821,000 for Police Force and Guard Services to meet in-
creased security requirements at FBI Headquarters, the Washington Field Of-
fice, the FBI Academy, the Criminal Justice Information Services Facility in
Clarksburg, WV; and the New York Field Office;

—37 positions (32 agents) and $6,419,000 to expand the polygraph program,
which is aimed at assuring that national security information is not com-

romised by an FBI employee, contractor or other individual; and

—52,000,000 for the Defensive Programs Unit to develop technical surveillance
countermeasures.

The final fiscal year 2004 budget enhancement for the FBI relates to its critical
need for additional staff support for field investigations. An increase of 300 positions
and $14,932,000 is requested for essential personnel to focus on the administrative
tasks associated with investigations, thereby allowing field agents, field investiga-
tors, and technical support personnel to focus exclusively on terrorist and criminal
threats.

The war against terrorism cannot be won without the support and assistance of
our State and local partners. Our successes will depend on our ability to share infor-
mation and intelligence in a timely manner with state and local law enforcement
agencies. At its inception the OJP-funded Regional Information Sharing System
(RISS) supported State and local law enforcement efforts to combat drug trafficking
and organized criminal activity. However, the regional information-sharing concept
has expanded and now more law enforcement agencies routinely reach out to share
intelligence across jurisdictional boundaries. Section 701 of the USA Patriot Act au-
thorizes RISS to operate secure information sharing systems to enhance the inves-
tigative and prosecutorial abilities of participating law enforcement agencies in ad-
dressing terrorism.

A significant achievement in the last year has been the successful effort under-
taken to link the various databases used by State and local law enforcement. We
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have connected the RISS with the FBI’s Law Enforcement Online (LEO) system de-
veloping a backbone for further information sharing improvements. The fiscal year
2004 Budget seeks an additional $12,000,000 to further expand RISS accessibility
to state and local public safety agencies for the purpose of sharing terrorism alerts
and related information.

The Office of Justice Programs also provides significant assistance to State and
local law enforcement and public safety entities through the training and technical
assistance provided by its program experts. OJP’s training and technical assistance
programs provide direct assistance to state and local jurisdictions in developing and
implementing comprehensive, system-wide strategies and in demonstrating and doc-
umenting programs that work. The fiscal year 2004 Budget requests an enhance-
ment of $3,000,000 to provide training to state and local law enforcement, prosecu-
tion, and intelligence agency personnel at the command level in the areas of domes-
tic anti-terrorism and extremist criminal activity. This funding will be combined
with existing funding of $1,238,000 for the hate crimes training and technical assist-
ance program to form one Bureau of Justice Assistance-administered training pro-
gram totaling $4,238,000.

The President’s fiscal year 2004 Budget for the Department of Justice includes
$851,987,000 for the Bureau of Alcohol, Tobacco, Firearms, and Explosives, which
became a component of the Department of Justice on January 24, 2003, pursuant
to the Homeland Security Act of 2002, Public Law 107-296.

The Homeland Security Act authorized the Safe Explosives Act, establishing a
new program of explosives licenses and permits, expanding the number of individ-
uals required to have licenses and permits, requiring fingerprinting and background
checks for all applicants, and mandating the establishment of a National Explosives
Licensing Center. The provisions of this new Act will aid in the fight against ter-
rorism. The fiscal year 2004 Budget requests 88 positions and $10,000,000 for ATF
to carry out this new initiative. This budget request will build upon the efforts being
undertaken by the ATF to implement these new responsibilities during fiscal year
2003.

As we succeed in the arrest, prosecution, and conviction of terrorists, we must also

rovide for the safe incarceration of those individuals. An increase of 2 positions and
523,000,000 is requested for the Bureau of Prisons’ Salaries and Expenses Account
to provide physical security upgrades at an existing facility that will house terrorist
inmates. The upgrades include enhancements to the perimeter security of the facil-
ity and construction of maximum isolation cells to ensure minimal exposure to other
inmates.

The ability of law enforcement and public safety agencies to communicate effec-
tively is essential to our ability to respond to future terrorism incidents. The De-
partment’s Narrowband Communications Program is responsible for developing the
Integrated Wireless Network, a joint initiative with the Department of the Treas-
ury, and several agencies of the Department of Homeland Security. The fiscal year
2004 Budget requests an increase of $32,000,000 to continue the narrowband invest-
ment in radio infrastructure and radio investments principally along the Northern
and Southern land borders and in key operational areas such as New York City.

The Office of Intelligence Policy and Review (OIPR) in the Department of Justice
plays a critical role in terrorism prevention by providing operational support to the
FBI in its investigation of terrorism, primarily through the application for warrants
under the Foreign Intelligence Surveillance Act of 1978 (FISA). OIPR prepares and
files all applications for electronic surveillance and physical search under FISA, as-
sists government agencies by providing legal advice on matters of national security
law and policy, and represents the Department of Justice in a variety of inter-agen-
cy forums related to counterintelligence. The fiscal year 2004 Budget requests an
increase of 12 positions and $2,000,000 to increase the operational support provided
to the FBI through the application of FISA warrants and for information technology
improvements.

COMBATING CORPORATE FRAUD

Since the exposure of the corporate fraud scandals, the Department of Justice has
taken decisive action to combat corporate fraud and punish corporate wrongdoers.
To restore confidence in the integrity of our markets, President Bush created the
Corporate Fraud Task Force, chaired by Deputy Attorney General Larry Thompson,
to bring the maximum combined force of the Federal Government to investigate and
prosecute corporate fraud. In addition to the Deputy Attorney General, the Depart-
ment’s Corporate Fraud Task Force members include the Director of the FBI, the
Assistant Attorneys General of the Criminal and Tax Divisions of the Department,
and several United States Attorneys from around the Nation. We appreciate this
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Committee’s support for the Department’s corporate fraud efforts and the
$23,000,000 in additional funding provided in fiscal year 2003 for the FBI and the
U.S. Attorneys.

The Department of Justice is working closely in coordination with the Securities
and Exchange Commission and other agencies through the Corporate Fraud Task
Force to ensure a marketplace of integrity. The goal of our law enforcement efforts
is clear: Information cannot be corrupted; trust must not be abused; confidence must
be maintained in the markets; and the jobs, savings, investments, and pension plans
of hard working Americans must be protected.

For fiscal year 2004, our budget requests enhancements of 212 positions (56
agents and 22 attorneys) and $24,538,000 to continue these efforts. For the FBI, we
are requesting 118 positions (56 agents) and $16,000,000 for staff and resources to
target corporate fraud cases. These resources will fund the immediate development
or improvement of existing liaison with other agencies, increased corporate fraud
training for agents and financial analysts and fund the establishment of corporate
fraud “Reserve Teams” of financial experts dispatched to major fraud investigations.
The budget also seeks $8,538,000 for additional prosecutors, financial analysts and
other staff for the U.S. Attorneys, Criminal Division, and Tax Division to enhance
prosecutorial capacity in this arena.

DRUG ENFORCEMENT AND TREATMENT

Combating illegal drug trafficking and the continued wave of violent crime associ-
ated with it remains among the Department’s highest priorities. The drug threat we
face is not a new one, nor is the priority we place on ending the toll that illegal
drugs take on the lives of Americans. The growing combination of drug trafficking
and terrorism serves to call us even more urgently to action. In March 2002, I an-
nounced a strategy to reduce the availability of illegal drugs. The centerpiece of this
strategy is the reorganization, revitalization and restoration of the Organized Crime
Drug Enforcement Task Force (OCDETF) program. It is a strategy that recognizes
illegal drugs as both a destructive force in the lives of individuals and a destructive
force to the security of this nation.

OCDETF’s cadre of experienced and talented federal agents and prosecutors, with
support from state and local law enforcement, exemplifies the government’s collabo-
rative capabilities to disrupt and dismantle drug trafficking organizations and their
related enterprises. For 2004, the Administration has proposed to once again con-
solidate all OCDETF funding for participating agencies from the Departments of the
Treasury, Homeland Security, and Justice within the Department of Justice’s Inter-
agency Crime Drug Enforcement appropriation. The reconsolidation of this funding
will support the OCDETF program’s refocused mission and removes bureaucratic
barriers to improved accountability and resource management throughout the pro-

am. Moreover, the reconsolidation supports the Department’s strategy for
OCDETTF to lead the charge in disrupting and dismantling the most significant drug
trafficking and money laundering organizations.

To establish the automated capacity to analyze and disseminate OCDETF inves-
tigative information, our budget proposes an enhancement of $22,000,000. By
leveraging existing Foreign Terrorist Tracking Task Force (FTTTF) technology,
OCDETF would analyze the drug investigative information stored in existing data-
base systems and, more importantly, provide crucial capacity needed to rapidly in-
gest, conduct cross-case analysis, and disseminate drug investigative information.
Ultimately, this system would expand the capability of OCDETF to use both exist-
ing and new drug investigative information to make nationwide connections among
the sophisticated, compartmentalized components of major drug trafficking and
money laundering organizations.

In addition, our budget proposes an additional 192 positions and $26,000,000 to
enable OCDETF participants to mount comprehensive attacks, in multiple national
and international locations, on the highest-level drug traffickers and drug organiza-
tions identified on the Department’s Consolidated Priority Organization Target
(CPOT) List. By concentrating our efforts on the top 53 command and control tar-
gets, our resources will have the most profound impact on the overall drug supply.
Drug organizations are driven by the desire for profit; as these organizations de-
velop into larger enterprises, they employ illegal financial techniques to transfer or
transport drug proceeds, to obtain and conceal assets, and to reinvest profits to pro-
mote ongoing illegal activity. To combat these efforts, our budget proposes an en-
hancement of 83 positions and $10,000,000 to expand the capability of OCDETF
agencies to conduct meaningful investigations of the financial infrastructure sup-
porting major drug organizations.
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As the world’s leading drug enforcement agency and the only single-mission fed-
eral agency dedicated to drug law enforcement, the Drug Enforcement Administra-
tion (DEA) continues to target aggressively the Nation’s illegal drug threats in the
post-September 11, 2001 environment. Our budget proposes an enhancement of 329
positions (including 123 agents and 20 Diversion Investigators) and $38,880,000 for
the Priority Targeting Initiative. Through this initiative, DEA will target Priority
Drug Trafficking Organizations involved in the manufacture and distribution of ille-
gal drugs as well as those involved in the diversion of precursor chemicals used for
manufacturing illegal drugs. International partnerships are critical to our Nation’s
efforts to combat the threat of illegal drugs. To continue the DEA’s drug law en-
forcement training to our counterparts overseas, our budget proposes an enhance-
ment of 20 positions (16 agents) and $1,500,000. Our fiscal year 2004 budget also
proposes an increase of 20 positions and $2,500,000 to improve DEA’s financial and
asset management programs and $7,847,000 in prior-year unobligated balances to
design and construct a state-of-the-art laboratory in the Southeast region (Miami,
Florida). This request will provide DEA’s highly skilled and specialized chemists
with a modern, state-of-the-art facility.

The Department’s fiscal year 2004 budget requests additional funding for drug
treatment programs in the Office of Justice Programs and the Bureau of Prisons.
To expand the Drug Courts Program, our budget proposes an enhancement of
$16,614,000 for fiscal year 2004. The Drug Courts Program provides alternatives to
incarceration to encourage abstinence and alter behavior with a combination of esca-
lating sanctions, mandatory drug testing, treatment and strong aftercare. For the
Bureau of Prisons, our budget proposes an enhancement of 12 positions and
$467,000 to support drug treatment for approximately 16,500 inmates. This will
bring the BOP to its treatment threshold as required by the Violent Crime Control
and Law Enforcement Act of 1994.

PREVENTING CRIMES AGAINST CHILDREN

A critical focus of the fiscal year 2004 Budget and a primary objective of Goal II
of the Department’s Strategic Plan is to Combat Crimes Against Children and Other
Vulnerable Victims of Violence and Exploitation. Children today face dangers wholly
new to any generation. The rapid expansion of the Internet into our homes, libraries
and public institutions has brought boundless opportunity within reach, but the
same vehicle that serves young people also aids those who would harm them. The
fiscal year 2004 Budget includes enhancements totaling $19,094,000 to support ef-
forts to reduce child abductions and firearms violence.

The impact of firearms violence is particularly severe on our children and young
adults. Of the approximately 1,400 juveniles murdered in 2001, 44 percent were
killed with a firearm; and over 2,800 students were expelled in 1999-2000 for bring-
ing firearms to school. The Youth Crime Gun Interdiction Initiative of the Bureau
of Alcohol, Tobacco, Firearms, and Explosives (ATF) is a model partnership between
ATF and local law enforcement designed to reduce firearms violence by inves-
tigating illegal trafficking to youth. The fiscal year 2004 Budget proposes to expand
this initiative, begun in 17 cities in 1996, to an additional 10 cities. The enhance-
ment of 118 positions (62 agents) and $13,000,000 will bring the total number of
participating cities to 70.

Nothing hits home more than a missing child and nothing galvanizes law enforce-
ment and the communities they serve more than finding that missing child and re-
turning that child home safely. AMBER—America’s Missing: Broadcast Emergency
Response—was created in 1996 as a legacy to 9-year-old Amber Hagerman, who was
kidnapped while riding her bicycle in Arlington, Texas and then brutally murdered.
After this heinous crime, Dallas-Fort Worth broadcasters teamed with local police
to develop an early warning system to help find abducted children. I am pleased
that the fiscal year 2004 Budget includes $2,500,000 to develop an effective, coordi-
nated AMBER Alert program nationwide. The Department’s AMBER Coordinator,
Assistant Attorney General Deborah Daniels, will use these funds to train law en-
forcement and others in operating an effective AMBER Alert system and to give
radio stations the software to upgrade their emergency alert systems so they can
broadcast an AMBER Alert. A sound AMBER plan is vital to the swift recovery of
a child in imminent danger of physical harm.

The Innocent Images National Initiative, a component of the FBI’s Cyber Crime
Program, combats the proliferation of child pornography and child sexual exploi-
tation facilitated by on-line computers. The Innocent Images National Initiative fo-
cuses on individuals who indicate a willingness to travel interstate for the purposes
of engaging in sexual activity with a minor and on major producers and/or distribu-
tors of child pornography. In the last six years, the FBI has seen a 20-fold increase



117

in the number of Innocent Images cases opened. The fiscal year 2004 Budget re-
quests an additional 32 positions (19 agents) and $3,594,000 to increase investiga-
tions and keep pace with the rising trend of child pornography and sexual exploi-
tation via the Internet.

ENHANCING DNA PROGRAMS

The fiscal year 2004 Budget includes increases of $106,220,000 in expanded fund-
ing for DNA analysis. Forensic DNA analysis has rapidly developed into a vital tool
used to support an increasing number of investigative efforts. Increased demand
and limited processing capability has created a significant backlog in cases requiring
forensic DNA analysis. The FBI's Nuclear DNA Program has examined evidence
from terrorist activities such as the U.S.S. Cole bombings, assaults on the World
Trade Center and the Pentagon, the anthrax-laced mailings and numerous hoax an-
thrax letters. On the State level, DNA analysis has proved invaluable by instantly
identifying repeat offenders, as well as narrowing the field of potential suspects. The
fiscal year 2004 Budget will provide continued support to this indispensable inves-
tigative tool for both State and Federal programs.

The FBI's Combined DNA Index System (CODIS) and National DNA Database
utilize forensic sciences and computer technology as an effective tool for solving vio-
lent crimes. CODIS and the National Database enable Federal, State, and local
crime laboratories to exchange and compare DNA profiles electronically, thereby
linking crimes to each other and to convicted offenders. The FBI’s DNA effort began
as a pilot project in 1990 serving 14 State and local laboratories. Today, the FBI’s
National DNA Index System includes 42 States, two Federal laboratories and the
Commonwealth of Puerto Rico. It has produced more than 6,000 hits, assisting in
more than 6,400 criminal investigations. Ultimately, the number of crimes it helps
to solve measures its success.

In fiscal year 2004, the Budget is proposing an increase of 32 positions and
$3,283,000 to expand the FBI's capacity to collect, analyze, and store DNA forensic
evidence. The FBI plans to double the processing rate of nuclear DNA cases by
2005, by increasing the number of Forensic DNA Examiners and Biologist Techni-
cians by two-thirds and developing Rapid DNA Analysis Systems to replace manual
processing. The Budget requests 28 positions and $2,692,000 for this purpose. In ad-
dition, 4 positions and $591,000 is requested to staff, supply and equip the Federal
Convicted Offender Program to collect DNA samples and produce DNA profiles for
CODIS. These resources will enable the FBI to keep pace with the expanded ter-
rorism-related offenses authorized by the USA Patriot Act.

The fiscal year 2004 Budget also proposes a consolidated DNA effort in the Office
of Justice Programs (OJP) to assist state and local laboratories to reduce backlogs
of DNA samples and improve their capabilities through increased information and
research to make DNA tests faster and cheaper. The Budget request proposes fund-
ing this consolidated effort at a level of $177,000,000, an increase of $102,937,000
above the fiscal year 2003 Budget request level.

Many of our Nation’s crime labs lack the capacity to analyze all of the DNA evi-
dence collected by police. While all 50 States collect DNA from their convicted fel-
ons, many lack the resources to enter these samples into the national DNA data-
base. As a result, there are some 500,000 samples awaiting analysis in laboratories
across the country. Reducing this backlog by entering these samples in State and
national DNA databases will assist law enforcement in linking offenders already in
custody to unsolved crimes. As of March 2002, the FBI’'s DNA database had identi-
fied 610 offenders and produced 193 “forensic hits” in which cases not known to be
related were found to have been committed by the same offender. The proposed en-
hancements for fiscal year 2004 will be used to—

—Reduce the DNA backlog through formula-based grants to expedite the entry of

II)JNA samples from convicted felons and unsolved crimes into the national data-
ase;

—Improve the capacity of DNA crime labs through grants to state and local crime
labs for the acquisition of DNA analysis equipment that will process samples
more quickly and accurately; and

—Support continuing research on forensic DNA technology and provide assistance
for pilot projects.

PROTECTING THE JUDICIAL SYSTEM AND MANAGING FEDERAL DETENTION AND
INCARCERATION CAPACITY

The Department’s fiscal year 2004 budget request seeks significant resources to
improve courtroom security, to detain the accused in Federal custody and to protect
the American public by providing for the safe, secure and humane incarceration of
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sentenced offenders. Security associated with terrorist-related court proceedings re-
quires an unprecedented level of protection for all trial participants because of the
global interest and intense media attention. These high-security, high profile pro-
ceedings require extensive operational planning and support from specially trained
and equipped law enforcement personnel. The United States Marshal Service
(USMS) is responsible for safely transporting accused individuals to and from judi-
cial proceedings and ensuring the safety of the judicial participants, the public, and
USMS personnel. To meet better the security needs of these proceedings; our budget
seeks 275 positions (231 Deputy United States Marshals) and $26,599,000. The
budget request for USMS also seeks $2,000,000 from the Department’s Working
Capital Fund for courthouse security equipment. This additional funding is sought
to fund security systems, relocation, and telephone and data lines for four new
courthouse facilities opening during fiscal year 2004.

During 2002, the Nation’s prison population rose 4.4 percent, by over 6,800 in-
mates. The Department’s fiscal year 2004 budget request seeks additional resources
for the Bureau of Prisons to manage this growth, including activation costs for seven
new facilities. Our budget seeks a total of 2,727 positions and $251,978,000 to acti-
vate 7 new facilities including United States Penitentiary (USP)—Hazelton, West
Virginia, USP—Canaan, Pennsylvania, and USP—Terre Haute, Indiana, Federal
Correctional Institution (FCI)—Victorville, California, FCI—Forrest City, Arkansas,
FCI—Herlong/Sierra, California, and FCI—Williamsburg, South Carolina. These fa-
cilities will add 8,000 critically needed beds to reduce overcrowding.

To provide adequate space to detain individuals in the custody of USMS, our
budget seeks an increase of $34,705,000. These resources will fund additional bed
space in state, local and private facilities for Federal detainees.

MANAGING THE DEPARTMENT’S FINANCIAL AND INFORMATION RESOURCES, INCLUDING
ENHANCING INFORMATION SECURITY

The Congress has entrusted a significant level of resources to the Department of
Justice to enable it to carry out its important mission. Our budget seeks additional
funding to ensure that resources entrusted have sufficient oversight. To strengthen
the Department’s management and oversight of information technology security, in-
cluding the continued implementation of a Department-wide security architecture
and security standards, and the development and initial implementation of a Public
Key Infrastructure, the Department seeks an enhancement of 13 positions and
$9,000,000. For fiscal year 2004, the Department also seeks an enhancement of
$15,000,000 for the Department’s Unified Financial Management System that will
improve financial management and oversight with standardized core functions
across the Department.

To continue the deployment of the Department’s Justice Consolidated Office Net-
work (JCON), our fiscal year 2004 budget seeks an enhancement of $17,000,000 and
$33,000,000 from the Department’s Working Capital Fund. These resources will con-
tinue to enable the United States Marshals Service to increase the JCON-architec-
ture deployment to 92 percent.

OTHER IMPORTANT ACTIVITIES

Our budget seeks $40,730,000, including $35,030,000 in appropriated resources
and $5,655,000 from the Department’s Working Capital Fund, to enhance several
items of critical importance to the Department’s continued efforts. For the United
States Attorneys, we are seeking 145 positions and $15,862,000. Of this amount,
$10,207,000 in appropriated resources would enable the United States Attorneys
throughout the Nation to address critical areas including civil defensive litigation
needs arising from greater demands associated with the implementation of anti-ter-
rorism programs after September 11, 2001, expanding civil defensive case loads, and
increased complexity of employment discrimination and tort cases; and to provide
for much needed litigation support and enhanced timeliness of financial reporting.
In addition, $5,700,000 from the Department’s Working Capital Fund would en-
hance the United States Attorneys’ information technology infrastructure.

Our budget also seeks additional resources for the Environment and Natural Re-
sources and Civil Divisions of the Department. Requested enhancements totaling 32
positions and $4,188,000 would enable the Environment and Natural Resources Di-
vision to address its Tribal Trust Fund docket and to further implement a critically
needed initiative to seek out and prosecute violators of hazardous material transpor-
tation and handling laws. Additional resources of 30 positions and $4,500,000 for
the Civil Division would enable the Division to continue to address high-profile im-
migration cases which implicate the integrity of the September 11, 2001 investiga-
tion and the Federal Government’s response and to fund additional costs generated
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by the 2000 amendments to the Radiation Exposure Compensation Act (RECA),
which triggered a nearly five-fold increase in the number of RECA claims filed. An
additional 28 positions and $2,000,000 are also sought for the Executive Office for
Immigration Review (EOIR). These additional resources would enable EOIR to keep
pace with workload increases as a direct result of increased interior and border en-
forcement.

For fiscal year 2004, we are seeking $5,500,000 for the Office of Justice Programs
to fund additional Public Safety Officers Educational Assistance payments and to
begin converting the National Crime Victimization Survey conversion from pri-
marily a paper-and-pencil operation to a fully automated data collection process.

The United States National Central Bureau continues to facilitate international
law enforcement cooperation as the United States representative with the Inter-
national Criminal Police Organization (INTERPOL). Our fiscal year 2004 budget
seeks an additional $932,000 to fund increased dues payments on behalf of the
United States to INTERPOL. Additional funds are needed to replenish depleted re-
serve accounts, while at the same time expanding operations and personnel to focus
on combating international terrorism.

We are proposing additional resources to provide enhanced building security. In
fiscal year 2004, our budget request seeks $6,517,000 for improved perimeter secu-
rity and guard services. This request builds upon the fiscal year 2002 reprogram-
ming proposal submitted by the Department. In addition, for the United States
Trustee Program, we seek an additional $1,104,000 to enhance the information tech-
nology infrastructure of the Program.

CONCLUSION

Chairman Gregg, Senator Hollings, and Members of the Subcommittee, I have
outlined for you today the principal focus of the fiscal year 2004 budget request for
the Department of Justice. The Department continues to evaluate its programs and
operations with the goal of achieving both component-specific and departmental
economies of scale; increased efficiencies; and cost savings. Aided by ongoing reviews
of business practices, we are beginning a comprehensive, multi-year process to im-
plement a wide range of streamlining and efficiency measures that will result in
substantial savings. Many of these proposals have been incorporated into our fiscal
year 2004 budget proposal.

I look forward to working with you on this budget proposal and other issues.

Thank you. I would be pleased to answer any questions you might have.

Senator GREGG. Thank you, Mr. Attorney General, for that ex-
tensive opening statement. It does remind me a bit of a fellow I
used to represent when I was practicing law named Oscar Payne.
He was about 78 years old, and he worked on a farm up in
Acworth, New Hampshire. He went to church once, and it appeared
he was the only one at church. And the minister spoke, and did
three readings from the Bible. He sang four hymns and did a ser-
mon, a full sermon. It was a very good sermon. They even had the
offering. They passed the plate.

And at the end of the service, the minister went to the front door
and said to Oscar, as he walked out, shook his hand, “Oscar, what
did you think?” And Oscar said, “Well, when I go down in my field,
if I only find one stalk of corn, I don’t dump the whole load of ma-
nure on it.”

We certainly appreciate that extensive statement.

And as is the tradition of this committee, we always defer to the
chairman when he comes.

Senator STEVENS. I left my truck behind today, Mr. Chairman.

Nice to see you, John. And you are doing a wonderful job. We
thank you very much for what you are doing. I have to go get ready
for the supplemental today and just dropped by briefly. Thank you
very much.

Attorney General ASHCROFT. It is an honor to serve with you, sir.

Senator GREGG. I also want to say you are doing an exceptional
job. And we——
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Attorney General ASHCROFT. You could have at least——
Senator GREGG. As an old friend, I enjoy you.
Senator Hollings.

CORPORATE FRAUD

Senator HOLLINGS. Thank you, Mr. Chairman.

General, I was listening to that litany of the various prosecu-
tions, indictments, convictions, and what have you, and particu-
larly with respect to corporate fraud. At the time that you put the
Deputy Attorney General Larry Thompson in charge of corporate
fraud, at that particular time the question arose that his firm rep-
resented Enron, Kenny-boy, Ken Lay.

Now 1% years later, with all of those convictions that you talk
about, prosecutions and indictments and everything else like that,
we have not heard anything about Kenneth Lay. Specifically, we
see now in the news what we heard the first couple of months be-
fore our Commerce Committee from California, that it was a total
fraud the way Enron was taking more than their shortage of so-
called allocation. And then with the more or overage of that par-
ticular shortage, they were sending a note, shipping it back in with
the increased price, defrauding the State of California. Now that
has been verified in several news stories here in the last 2 weeks.

At that time, there was a witness from the California Public
Service Commission or Authority or whatever. And I asked him, I
said, “Wait a minute here now. That morning, Mrs. Lay appeared
on my television before I came to work, said that her husband did
not know anything about it. And the witness testified he knew ev-
erything about it. He knew all the details.”

With that in the public sector, what happens? You have every-
body but Kenneth Lay. And that is where it all started. Can you
tell the committee?

Attorney General ASHCROFT. Senator, the corporate fraud inves-
tigations are ongoing. As it relates to the Enron Corporation, I am
not informed about that. I am not a part of it, because I was
recused from those investigations as a result of a determination
that was reached that recusal would be appropriate for me in re-
gard to Enron. I do not want to be non-responsive, but it would be
inappropriate for me to comment on something in which I am not
involved, which is an ongoing investigation, and something from
which I am recused.

Senator HOLLINGS. Well, as the Attorney General, you should be
curious, just as this Senator is curious. Suppose you get a report
from Deputy Attorney General Larry Thompson for you and for me
on the status of the Kenneth Lay case.

Attorney General ASHCROFT. I would be happy to instruct the
Department to give you a complete report, to the extent it is appro-
priate, on that investigation. It is something about which I cannot
give you a report.

[The information follows:]

ENRON TASK FORCE

As of June 19, 2003, the Department’s Enron investigation has resulted in the
convictions of Arthur Andersen and 5 individuals, as well as the indictment of 15
other individuals, including both the Chief Financial Officer and Treasurer of
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Enron. The investigation into possible additional criminal activity is active and on-
going.

NATIONAL SECURITY COUNCIL

Senator HOLLINGS. Very good. Now let me ask with specificity
with respect to the National Security Council. Now that we have
changed over to domestic threats, at the time President Truman or-
ganized the National Security Council, you had the Vice President,
the Secretary of State, and the Secretary of Defense, and every-
thing else of that kind. We came within a vote of really asking that
the Attorney General and that the FBI and others also be a part
of that.

My concern is that the President gets a complete report from his
National Security Council. Do you meet with him every day and
give him a report intelligence-wise, or what is the score on that?
Because the old rule was that the FBI just handled domestic crime;
the CIA handled intelligence abroad. Now we have got to doing or
developing as you are doing, a domestic intelligence. And you have
to coordinate the two. And I have some questions about the coordi-
nation. But I am wondering if the President gets a complete report
on the domestic intelligence. What is the setup?

Attorney General ASHCROFT. Well, every morning at just about
7 o’clock, I begin my day meeting with FBI officials, as we prepare
to go and brief the President of the United States. On a daily basis,
we brief the President of the United States, and we do so in the
presence of those individuals who brief the international intel-
ligence.

One of the things that is very apparent to us is that there is no
longer a discontinuity or a break between things that might be
happening in the United States and things that might be hap-

pening overseas. It is important that a complete picture be given
and that the FBI knows what is happening internationally, and
that the CIA knows what is happening as a result of the domestic
thing, and that the President hears it all and be able to respond
to it all.

The President devotes himself to that with a discipline and an
intensity which is very, very impressive to me. He does it on a
daily basis, and I witness it personally.

TERRORISM THREAT INTEGRATION CENTER

Senator HOLLINGS. Good. What about the status of the TTIC, the
Terrorism Threat Integration Center? Is that developed?

Attorney General ASHCROFT. The Terrorism Threat Integration
Center, TTIC as some folks are calling it, is being stood up at this
time. It will go into effect on the first of May in a formal sense,
as a way of integrating intelligence that comes from virtually all
the sources that generate intelligence for the country. It will pro-
vide access to participants in the TTIC operation, meaning both the
intelligence sources from overseas and from at home, and the intel-
ligence that is gathered, say, by agencies that are not thought of
as being intelligence agencies but uncover information. For exam-
ple, the Immigration authorities who encounter information or Cus-
toms authorities, who hear about potential smuggling and the like.
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The Terrorist Threat Integration Center, which would have the
means of examining the intelligence information from all agencies
by virtue of having search engines, could harmonize this informa-
tion so it is all available. It is an attempt to have it in a format
which would provide easy processing, so that information from dif-
ferent agencies, which has previously been assembled in different
ways, would be comparable.

The TTIC will first come into existence and be stood up, as I
said, on the first of May. It is later expected to be housed at an
independent location, directed by an individual chosen by the Di-
rector of the CIA in consultation with the Attorney General and the
Director of the FBI and others. It will also be at a location which
will house the counterterrorism effort of the FBI and the CIA. But
they will be separately administered.

I believe it is important that the output of these intelligence-
gathering agencies be available broadly to both sides. They have
separate gathering operations, primarily because the CIA has a
culture of gathering outside the United States, where the rules are
far different than the culture of gathering information inside the
United States where we have to have strict adherence to the laws
and to the Constitution of the United States.

Once information has been gathered by each of these agencies
and by the other contributing agencies, it is available in this Ter-
rorist Threat Integration Center. The intelligence of these various
agencies that participate is available through a search engine func-
tion in the center that should make intelligence available to the
FBI, which was developed originally by CIA, or vice-versa, and the
other agencies, so that we should have a far more comprehensive
understanding.

We should be able to integrate our understanding, rather than
having the right hand maybe have some substantial assets the left
hand does not know about. These assets should be jointly under-
stood, although they are independently developed. The techniques
for developing information in the United States, as opposed to
abroad, follow a different set of protocols, guidelines, rules, which
follow our Constitution, as opposed to a variety of other rules
which are available and imposed in different settings overseas.

TERRORIST THREAT INTEGRATION CENTER BUDGET

Senator HOLLINGS. The budget for TTIC, do you have it? Who ap-
propriates for that?

Attorney General ASHCROFT. Well, I believe TTIC is not provided
for in our Department. I turned to make an inquiry because fund-
ing associated with the TTIC will be for the entire counterterrorism
section of the FBI, which is part of our budget. The $50 million to
stand this project up was provided originally in the Defense area.
But I am not—I would have to get back to you on the specifics.

[The information follows:]

TERRORIST THREAT INTEGRATION CENTER

The fiscal year 2003 Department of Defense appropriation included $104 million
for the Terrorist Threat Integration Center (TTIC), of which no less than $50 mil-
lion is to be used for FBI costs associated with TTIC.
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EMERGENCY WARTIME SUPPLEMENTAL APPROPRIATION

Senator HOLLINGS. Let us get a hold of it, so we can follow it.

Now the distinguished chairman, Senator Stevens, just left for
the supplemental. I note that you have some $500 million for the
Department of Justice in that particular supplemental. Can you
give the committee a breakdown on what that $500 million will be
expended for?

Attorney General ASHCROFT. Included in the $500 million are re-
sources that relate to the terrorist threats, and retaliatory actions
that might be taken against the United States. Counterterrorism
funds are requested to reimburse departmental components for ex-
traordinary costs, security enhancements, language translation
services, operational field expenses, including overtime and surveil-
lance support.

The Office of Intelligence Policy and Review has been the subject
of very serious demands recently and needs

Senator HOLLINGS. Do you have amounts for each one of those
items?

Attorney General ASHCROFT. We do not have a specific amount
for each of those items listed in the request that went to the Con-
gress.

Senator HOLLINGS. Can you furnish that for the committee?

Attorney General ASHCROFT. Pardon?

Senator HOLLINGS. Could you furnish the committee with the
itemized amounts?

Attorney General ASHCROFT. We will be happy to discuss these
needs with the committee. I do not know that I am prepared to pro-
vide a detailed list. But as monies would be spent, we would expect
to be conferring with the committee about the way in which they
are spent. I can read the list of the kinds of things, as I was begin-
ning to do, that the funds would be used for. It goes on to include
the United States Marshals Service courthouse security, which had
to be elevated as a result of a number of our law enforcement ef-
forts in terrorism.

We would be happy to be very collaborative about this particular
set of resources and understand the desire of the Congress to watch
carefully the expenditure.

Senator HOLLINGS. Let me yield to——

Senator GREGG. Okay. I have some questions.

On that point, Senator Hollings and I expect, to offer language
to the markup which would require that we reintroduce the trans-
fer language and make it applicable to this account, this extra $500
million, which does not sound to be inconsistent with what you are
suggesting you would be willing to do anyway.

Senator Campbell, do you have some questions?

Senator CAMPBELL. Thank you, Mr. Chairman. I have listened
very carefully and read the Attorney General’s statement, too. And
I found it very detailed, a lot of information in there. I was even
interested in your analogy concerning the volume of his testimony.

I do not want to know your reaction to that, Mr. A.G.

Attorney General ASHCROFT. Well, could I please——

Senator CAMPBELL. Yes. Why do you not go ahead?
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Attorney General ASHCROFT [continuing]. Just personally note
that this is April Fool’s Day. And I was hoping——

Senator CAMPBELL. Oh, okay. That explains it.

Attorney General ASHCROFT [continuing]. That he would at least
follow that remark with the words “April Fool.”

CIVIL RIGHTS

Senator CAMPBELL. Well, in any event, I just want to tell you,
I think you are in a very, very tough job. You are really in unchart-
ered waters. And I want to associate my words with the brief re-
marks that Senator Stevens said before he left. I know that you are
getting some accusations from different civil libertarians about, you
know, sort of a punitive agenda or infringing on civil rights. And
I do not see that at all.

We are facing a time in the United States that we have never
faced before. And from my perspective, I think you are doing just
about as good a job as a person can do, fully recognizing that in
America anybody gets to accuse anybody of anything. And being at
sort of the top of that ladder, you are going to be the recipient of
a lot of accusations.

But I noted with interest the number of people you have in-
creased in the Civil Rights Division, 709 employees now, I believe
you said. And the number of hate crimes that you have prosecuted,
and I did not remember the number of the 9/11-related crimes you
have also prosecuted, but I know that is going up considerably, too.

And I think, very frankly, the numbers that you use would do
all of us well, because we get questions in our town meetings and
we get questions in our different forums about what we are doing
when we hear some of these accusations. And I just wanted to com-
mend you and say that you are setting an example, I think, for all
of us to try to find that balance between preserving civil liberties
and making sure that this is a safer Nation.

I just wanted to put that in the record, Mr. Chairman. Thank
you.

TERRORIST THREAT

Senator GREGG. Thank you, Senator Campbell.

In regard to the expanded war, Hosni Mubarak made an inter-
esting comment yesterday about the expansion of the terrorist
threat that the war is creating from his perspective. Do you see an
expansion of terrorist activity within the United States?

Attorney General ASHCROFT. We have expanded our efforts dra-
matically. I think it is fair to say that there was intelligence that
indicated that an elevated and escalated military presence by the
United States and escalated activity in Iraq might occasion addi-
tional activity by terrorists. And we have acted to do that.

I think in my opening statement, it may have been somewhere
in the middle although it was less distinguishable, we have had a
very substantial presence in seeking to curtail the activities of any-
one who might be associated with terrorism, including the inter-
views that would help us learn about terrorist activities.

So, frankly, in the United States to date, we have an increased
effort by law enforcement and by the Department to make sure
that we are not placed at higher risk. And to date, I must thank
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the hard work of the FBI and other law enforcement agencies,
State and locals, who have worked very diligently with us to make
sure that we have not seen specific terrorist acts carried out in the
United States.

Senator GREGG. Is there higher activity, however, that you are
trying to interdict?

Attorney General ASHCROFT. As I indicated before, the intel-
ligence indicated that there were levels of threats that were high.
We believe that—and very frequently the level of threats that you
have is related to the level of activity. That is what we are seeking
to interdict. We hope that we can continue to do it successfully.

TERRORIST THREAT INTEGRATION CENTER

Senator GREGG. Now when you were talking with Senator Hol-
lings about TTIC, I am wondering how this coordinates with all the
other activities that we have. We have the Foreign Terrorist Track-
ing Task Force. Homeland Security has a task force. You have the
National Theater Center—the National Threat Center, and the
FBI’s analytical operations on counterterrorism. Are these all going
to be moved out to the TTIC building?

Attorney General ASHCROFT. No, I do not believe they are. The
FBI will maintain its own analysis. But it will also contribute its
information intelligence on terrorism to the combined Terrorist
Threat Integration Center. I think we anticipate that the FBI will
continue to make its own independent evaluations but do so with
the ability to gain the information that is available to TTIC and
contribute the information it has to TTIC.

DEPORTED INDIVIDUALS

Senator GREGG. When you deport 436 people, do you keep track
of them after you deport them? It is sort of like putting the sharks
back in the ocean, is it not?

Attorney General ASHCROFT. We maintain a list of those individ-
uals who have been deported and seek to make sure that they do
not come back into the United States. There are times when indi-
viduals are deported and, depending upon the nature of the situa-
tion, we alert the countries to which they are deported. Frequently
individuals in this setting are individuals that we believe the re-
ceiving country ought to be aware of and interested in. And we try
and make sure that happens.

We have not deported individuals when we have felt that we had
a valid basis for pursuing them for violations of the law in the
United States. Generally, if persons have violated the law here in
the United States in ways that are provable in the Article III
Courts—and, you know, we have standards in that respect—for
those individuals, we seek to prosecute them.

Senator GREGG. Senator Domenici.

Senator DOMENICI. Thanks very much, Mr. Chairman. I have
three or four questions.

It is good to see you

Senator GREGG. Excuse me, Senator Domenici. Senator Domen-
ici, I apologize. Senator Kohl was here before you. I apologize.

Senator KOHL. I would be pleased to yield. Go ahead, Senator.

Senator DOMENICI. Thank you.




126

It is good to see you. We are neighbors, but we still do not see
each other very much.

Attorney General ASHCROFT. We sure do not.

Senator DOMENICI. It looks like you are doing all right, though.
You look healthy.

Attorney General ASHCROFT. Thank you.

bSIeg)lator DoMENICI. Is everything going all right, as well as pos-
sible?

Attorney General ASHCROFT. We are grateful for the successes
we have. And we are going to keep working as hard as we can.

ALIEN ASSISTANCE PROGRAM

Senator DOMENICI. Well, I have a few questions, I think three or
four. My first one has to do with the Alien Assistance Program,
SCAAP, and the Border Prosecutors Initiative. The President’s
budget eliminates funding for the State Criminal Alien Assistance
Program, as it did last year, a $565 million reduction from 2002.
I am concerned about the impact that cutting this program is going
to have on struggling counties in States like mine, as they shoulder
the significant cost burden created by illegal immigration, which
obviously is a Federal responsibility.

I am also concerned that this cost burden may damage localities’
abilities to address other homeland security needs that they may
have. Border counties are growing faster than any other region in
the Nation. At the same time, they have a lower per capita income,
and a higher percentage of people below the poverty level than any
other region, making them the least able to foot the cost of services
for criminal illegal aliens.

In this time of heightened security in the border regions, I think
it is imperative to ensure the effective processing of criminal illegal
aliens, including incarceration by local law enforcement agencies.
So in the past years, I have fought to increase SCAAP resources
to relieve some of these costs for local communities for detaining
these aliens.

The State of New Mexico received a small amount, but impor-
tant, $2.3 million in 2002 for funding this program. A recent New
Mexico border county coalition study detailing the costs associated
with processing criminal illegal aliens estimates that New Mexico’s
three counties will spend an estimated $5 million annually on
criminal justice, law enforcement, and emergency medical care for
illegal aliens. This is a small amount in your very large budget, but
it is very important for these rural impoverished counties.

So in view of this tremendous burden on border criminal justice
systems, how does the Department of Justice propose to meet the
costs of the Federal responsibilities that are currently shouldered
by States, if not through this program?

Attorney General ASHCROFT. Well, first, Senator, let me be the
first to recognize that the incarceration of individuals who come
into the United States and commit crimes falls inordinately heavily
on those States that are on the border. And the States of Texas,
New Mexico, Arizona, California, Florida, Illinois as well, have re-
lied heavily on this program, which is designed to undertake some
of the costs of incarcerating individuals who commit crimes after
coming to the United States illegally, and therefore are detained.
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The administration has sought to improve our performance at
the borders, stop people from coming here illegally, and has focused
its resources on doing that, so as to diminish the need to have peo-
ple who come here illegally incarcerated because they commit
crimes. We want to stop them before they get here. I think it is
debatable as to how successful we are in all of that. We have a Bor-
der Assistance Initiative that related to the Southwest border that
we are requesting that relates to prosecution. But I understand
that if you prosecute, you need a place to put individuals, and that
does not address the detention of those individuals.

Ideally, we need to do a better job and continue to improve our
performance at preventing those individuals from coming, so that
later on we do not have to seek to remediate the problem by de-
taining them in our prison systems at great expense.

As you mentioned, in the 2003 omnibus appropriation bill, Con-
gress provided $250 million for the State Criminal Alien Assistance
Program (SCAAP). The administration is seeking to address those
issues by improving our border performance and providing the
other assistance in the Border Initiative Program.

Senator DOMENICI. Well, I bring it up because I think in the
preparation of the budget it is so easy to eliminate and forget about
these programs because of the bigger ones. But actually, when you
have a border State, and especially one which is a broad area, not
very much population in just a few communities, this is a tough
area. A couple million dollars is pretty tough for those systems to
try to accommodate. We will try to see what we can do in the proc-
ess to be helpful.

STATE JUSTICE INSTITUTE

There is an institute called the State Justice Institute. Are you
aware of that within the Department, the State Justice Institute?
It has $6 million in the past——

Senator GREGG. I believe that is independent of the Justice De-
partment.

Attorney General ASHCROFT. I am not aware of it. I think it may
be in the court system.

Senator DOMENICI. It is not in their budget?

Senator GREGG. No, it is not. It is an independent agency.

AMERICA’S LAW ENFORCEMENT AND MENTAL HEALTH PROJECT ACT

Senator DOMENICI. I am sorry.

Let me leave you a question with reference to the kind of court
system that is evolving called the mental health courts. I am very
aware of them, and had something to do with starting them. They
are beginning to mature. I personally believe that they can have
a great deal of positive impact on alleviating overcrowding and cre-
ating greater judicial economy within our court systems.

Are you aware of any steps that the DOJ is taking to distribute
the $3 million to implement America’s Law Enforcement and Men-
tal Health Project Act?

Attorney General ASHCROFT. We, in this fiscal year, have a $4
million appropriation for distribution to assist about 23 different
mental health courts around the country. As you have indicated,
this is something sort of on the cutting edge, new.
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Senator DOMENICI. Yes.

Attorney General ASHCROFT. In addition to working with them,
we are trying to develop a set of guidelines, procedures, develop the
information that would be valuable to other groups that might seek
to start such courts. The grant program is underway. The awards
are in the process of being made. There are a couple dozen that ap-
pear to be most likely to be the beneficiaries of the $4 million of
grant money.

Senator DOMENICI. Well, I thank you for being empathetic to-
ward them. Some people seem to think they are a bother. But es-
sentially, when you look around the country and find that so many
individuals occupying prison space are actually mentally ill. They
are put there either in county courts or others because of their
mental illness, and nobody knows what else to do, so they throw
them in jail for a while. It does not really work. Setting these
courts up is a very good intermediary process to do a better job in
that regard.

Attorney General ASHCROFT. Well, Senator, last year you asked
me at this hearing if I would get a briefing on these so that I could
become aware

Senator DOMENICI. That is right.

Attorney General ASHCROFT [continuing]. Of the value. And I did
get that briefing. And I have asked that the Department work care-
fully to make sure that the grant resources are properly made
available.

RADIATION EXPOSURE COMPENSATION PROGRAM

Senator DOMENICI. My last observations and a few questions,
which I will submit for the record, have to do with the Radiation
Exposure Compensation Program. Now that program has been a
difficult one. We have gone back and forth as to how it will be
funded. But eventually we made it a mandatory program and put
$172 million in law. The Department has $172 million to pay
claims in 2002 and $143 million for claims in 2003.

I would like you to submit for the record a status report on the
payment of these claims. How many claims has the Department
approved, and how much has been spent, and what is the average
amount of the claims approved? This has become over time a pro-
gram that got bounced back and forth. It became somewhat scan-
dalous when people with claims could not get the money because
}heﬁ were given IOUs, because we did not have the appropriated
unds.

Between the chairman and others, we have attempted to fund it
properly. It has been a terribly difficult program, not only for me
as one who helped start it, but for the chairman. I have about five
questions that will get this on the record so everybody will know
exactly where we are. I would appreciate it if you would answer
them as early as the chairman expects the responses to the com-
mittee.

FEDERAL JUDGES—NEW MEXICO

And my last question has to do with New Mexico judges. The lat-
est reports on the need for Federal judges would indicate that the
area of the judiciary, Federal judiciary, that is most in need are
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those courts along the borders of the United States. And my State,
while it is a small one, continues to be one that needs judges be-
cause of the enormous criminal caseload. I believe there is an indi-
gagion in the latest study that New Mexico needs three additional
judges.

Are you aware of the last report? And are you going to do some-
thing to recommend that there be compliance and an effort to fill
the need, as recommended, with reference to the Federal judges?

Attorney General ASHCROFT. Well, Senator, last year in the reau-
thorization of the Department, there were judges created, addi-
tional judges. The Department supported that. And the Depart-
ment supports the additional judges’ specific numbers in a par-
ticular report. Regional allocations are not something that I am fo-
cused on at this time. I have been made aware of the need, and
I think that it is a need that this administration understands and
is willing to address.

Senator DOMENICI. Well, I will ask you for some specific answers
as to what would help alleviate this, if you would answer those,
also. We need some indication from you about them so we can pur-
sue it with a little more vigor to get the positions filled. Thank you.

Thank you, Mr. Chairman.

Senator GREGG. Okay. Senator Kohl. I apologize, Senator Kohl,
for the mixup in the order.

Senator KOHL. Good morning.

Attorney General ASHCROFT. Good morning.

CHEMICAL WEAPONS

Senator KOHL. Mr. Attorney General, within the past month the
FBI has warned law enforcement agencies nationwide that terror-
ists could build a simple but very deadly chemical weapon out of
readily available materials. Specifically, the FBI cited hydrogen cy-
anide, or chlorine gas, as easy to make chemical weapons created
by combining liquid and solid materials. In the case of hydrogen cy-
anide, which was once used as a war gas, one need only to combine
cyanide and salt—cyanide salt and acid. Pardon me.

What is so disturbing is how easy it is to obtain cyanide. It is
readily available at chemical weapon supply houses, from mail
order catalogs, or even via the Internet. Even more disturbing is
eviience that terrorists could use cyanide in a future terrorist at-
tack.

Has the Department of Justice reviewed the potential use of
these poisons as a terror weapon? Do you think that Congress
needs to consider regulating the sale of toxic substances like cya-
nide through a permit system to ensure that it does not fall into
the wrong hands?

Attorney General ASHCROFT. Well, first let me say, Senator, that
this is a matter of real concern. I know that this is a matter that
the terrorist community is aware of, that among the kinds of evil
chemistry and other threats that they deal in, this is among those
kinds of circumstances.

And I would be very happy to work with individuals in the Sen-
ate, and in the House for that matter, if they were to choose to
seek to address this problem, just as we have been very pleased to
work with you as it related to the Bureau of Alcohol, Tobacco, Fire-
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arms and Explosives (ATF). The new explosives regulatory format,
which is being implemented—and I must commend your staff for
working with the Justice Department closely to iron out the dif-
ficulties there. The ATF has become a part of the Department of
Justice. This new regulating responsibility for explosives is some-
thing they are working together on and, I think, productively.

We would be happy to confer in regard to efforts in the Congress
that might relate to improving our safety and the security of the
country when threatened by evil chemistry from terrorists or oth-
ers.

TOBACCO SMUGGLING/TERRORIST FINANCING

Senator KOHL. Thank you. I would like to work with you on that.
Mr. Attorney General, recent ATF investigations reveal that to-
bacco smugglers are using the profits they make from their illegal
operations in the United States to fund terrorist groups, like
Hezbollah, among others. Furthermore, the GAO estimates that
State governments are losing billions of dollars in tax revenue be-
cause of cigarette smuggling and Internet sales of cigarettes. This
is a serious problem that is not getting the attention it deserves as
a funding source for terrorism.

I am considering introducing legislation to increase the penalties
associated with tobacco smuggling. Do you agree that this is a seri-
ous terrorism-related concern? And will you pledge to work with
me and my staff on this legislation?

Attorney General ASHCROFT. I certainly do agree that it is a seri-
ous terrorist concern. Last fall, in Charlotte, North Carolina, the
Joint Terrorism Task Force of the FBI, together with the ATF, dis-
mantled the terrorist financial support cell which operated there,
which was funding terrorism, according to the allegations, out of
the smuggled cigarettes which are bought in a low tax jurisdiction,
transported to a high tax jurisdiction, and sold. The money which
would have otherwise been available as tax revenue in the higher
tax jurisdiction is diverted either into criminal activity or terrorist
activity.

And in the case last fall, 26 individuals were charged with var-
ious crimes, including racketeering, money laundering, immigration
fraud, credit card fraud, marriage fraud, visa fraud, bribery, and
providing materials to support terrorist organizations. Now that is
not a litany of good things.

So we are concerned about the problem and would be happy to
work with you in regard to legislation that might help remediate
the capacity of criminals generally, and terrorists as well, to fund
their activities that threaten the security of our people through the
use of these kinds of resources in smuggling.

LOCAL LAW ENFORCEMENT FUNDING

Senator KOHL. Thank you. I would like to ask a question about
local law enforcement funding. This budget slashes funding for
State and local law enforcement. For example, the following pro-
grams are either drastically reduced or just plain eliminated. The
Burne Memorial Grant Program, the Local Law Enforcement Block
Grant Program, the Juvenile Accountability Incentive Block Grant
Program, and State Criminal Alien Assistance Program, the COPS
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Universal Hiring Program, COPS and School Program, and the
COPS Technology Program. Combined, these important programs
delivered more than $2.9 billion to police departments across the
country last year.

The fiscal year 2004 DOJ proposal rolls most of these programs
into a $559 million Justice Assistant Grant Program. And only the
COPS Technology Program has survived, although even that pro-
gram had a reduced funding level. This is a startling cutback of
law enforcement assistance of more than $2 billion.

What does not make sense about this huge reduction is that we
are asking State and local law enforcement, as you know, to devote
even more time and resources in the fight against terrorism. Many
of our law enforcement agencies’ budgets are dependent on Federal
aid, as you well know. And if we abandon them, then they will
have a very tough time doing what we are asking them to do with
even less funding. It does not seem to make too much sense. What
are your comments?

Attorney General ASHCROFT. Well, first of all, if you combine the
supplemental request and the request for this appropriation year,
it is clear that the money that goes to local law enforcement
through the Justice Department and through the Department of
Homeland Security is far more than it has ever been before; so
while the justice portion of the resources may not be what it once
was, the development of new resources through the Department of
Homeland Security provides a much greater resource. For example,
the President’s 2004 budget request, plus the supplemental trans-
mitted last week, totals $8.5 billion, which is a very, very substan-
tial sum of money.

Now as it relates to the COPS Hiring Program and a number of
the other programs, some of them are discontinued because this ad-
ministration believes that they have fulfilled their purpose. Others,
like the resources available under the Justice Assistance Program,
which is right at $600 million, are not earmarked for specific pro-
grams to provide for greater flexibility on the part of law enforce-
ment to meet the needs that they have. This administration be-
lieves flexibility is more valuable.

I understand that there is a difference between the administra-
tion and the Congress, as it relates to earmarks and that is prob-
ably going to be something that there is continuing discussion on.
But overall, when you put together the supplemental and the budg-
et request, it totals far in excess of anything we have ever done to
assist State and local first responders and law enforcement per-
sonnel. And we believe that it should help them be the kind of ex-
cellent partners they have turned out to be.

If I could just take this moment again to commend our colleagues
in State and law enforcement. They have risen to the challenge of
defending America with the kind of team work that is very, very
gratifying.

TERRORISM THREAT WARNING SYSTEM

Senator KOHL. I appreciate your comment. And I am sure you
are aware of the many complaints across the country in terms of
our asking them to do more and their contention that we are, in
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fact, providing fewer dollars while at the same time asking them
to do more.

I would like to ask a question about the orange terror threat
level alert. For the second time in the last 2 months, the country
is again at the orange terror threat level. Last month we talked
about these warnings. And I asked whether they could be reorga-
nized or regionalized or made more specific. And you gave a very
thoughtful answer at that time.

That said, the threat level was raised when the war began in
Iraq. Was the war the rationale for raising the threat level, or had
there been particular threats to certain cities or industries? My
concern is that when we put the entire Nation at a heightened
sense of alert for extended periods of time, then vigilance will fade.
And we will become perhaps even numb to the orange alert.

Is there any better way to target this alert system so that local
law enforcement agencies or particular States and localities that
really need to be on the lookout are alerted, and other places in our
country which are much less at risk are not put at the same high
level of alert?

Attorney General ASHCROFT. Senator, when we last spoke about
this, a migration was underway, which has been underway for
some months now, of moving that from the Department of Justice,
in terms of primary responsibility, to the Department of Homeland
Security. I am pleased to make a response.

I think when we talked last, we talked about understanding that,
I think as everyone can, there are many areas in the country that
are not as likely as other areas to be the subject of major attacks.
That is one of the reasons why the alert system is an advisory sys-
tem that does not mandate specific activities on the part of people,
but suggest things that might be done based on the kinds of assets,
infrastructure, or otherwise that exist there.

At that time, I did comment as well, and I thank you for reflect-
ing on my comments then. We have learned, however, that prep-
arations for terrorist attacks tend to take place in a wide variety
of settings that are not likely to be the ultimate attack locations,
or at least were not on September 11. We saw terrorist prepara-
tions all across America, in towns small and large, from Portland,
Maine, to Oklahoma City, I believe it was, to the west coast, across
the Southwest, Minneapolis, a wide variety of places.

So one of the things we want to ask Americans to do is not just
to be alert to the fact that there might be an attack there, but be
alert to the kinds of circumstances that might be preparatory for
an attack or individuals who might be involved in the developing
of the skills or assets necessary to launch an attack.

I have said all this now to say that the Department of Homeland
Security is now the final arbiter of whether we change. I would just
add this one final remark, which I believe is in direct answer to
your question. I know of no instance when the risk, when the level
was raised that it was not raised in response to an understanding
of the risk being higher. I know of no instance when the level was
lowered when it was not lowered in response to the fact that we
believed that we had digested some of the risk, and we could go
back to the lower level.
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So that threat warning system is a risk-related system. It is de-
signed to reduce risk and that is sort of strange. As you know,
weather reporting is not designed to reduce or change the weather.
But this system is designed to actually reduce the risk because if
we get on a higher alert, it is very likely that we can, by being
more active, reduce the likelihood that we will be hit. And that is
an anomaly, but it is the truth.

I hope that when we elevate our sensitivity and we take extra
steps, we displace and disrupt terrorism. So it is risk-driven. It is
information-driven, not aspiration-driven. We do not put the risk
where we want it to be. We take a look at the information, and we
make the determination. I am kind of reporting historically now,
since this is not my final call anymore, but that is the way I believe
it is run.

And when we do it properly, we report a risk, we diminish the
risk by reporting it and enlisting the American people in working
to make sure the risk never materializes.

ROCKET LAUNCHERS AND AIRLINE SECURITY

Senator KOHL. All right. Thank you. One last question on rocket
launchers and airline security: Recent news reports have high-
lighted the danger that shoulder-mounted rocket launchers pose to
commercial aircraft. In fact, there was an attempted rocket attack
on an Israeli airliner in Kenya last November. Fortunately, it was
not successful. News reports suggest that Federal authorities are
concerned about the issue with regard to airports, or particular air-
ports, around our country.

Given that these weapons are widely available, cheap, and easy
to make, should not the American flying public be justifiably con-
cerned that what happened in Kenya could happen here? Are you
doing anything to assess this risk? Do you have any activities that
you have undertaken to help prevent such an attack here in this
country?

Attorney General ASHCROFT. This is a matter of concern. I be-
lieve that the airline industry provides secure air traffic in the
United States. My family and I are in the planes on a regular
basis. My wife will be flying today.

So we believe that this is a matter that is appropriate for our at-
tention, and it is a matter that we consider and are carefully as-
sessing.

RISK OF INTERNATIONAL TERRORISM IN THE UNITED STATES

Senator KOHL. One last question, if I might ask: Was 9/11 the
watershed moment in terms of all the terrorism that we are trying
to prevent in this country? Was the risk as great before 9/11, but
we were not aware of it? I guess many of my constituents back
home are trying to understand and figure out why it is today we
are so, so concerned, justifiably, about terrorism, doing so much
and spending so much to prevent terrorism.

What happened before 9/11, or were we fortunate, you know, and
perhaps somewhat naive, and we are much more sophisticated
now? In your mind, this is just a judgment, but

Attorney General ASHCROFT. Well, frankly, Senator, I think 9/11
was a watershed event. I think if the water did anything, it washed
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our eyes so that we could see that America was not as isolated as
we had once thought and hoped. We had relied on oceans to defend
us and to make us different.

Terrorism had been significant around the world, but it had only
really reached America in one previous setting where it was an
American terrorist who had killed almost 170 people in Oklahoma
City, a very serious event. But we had not seen terrorism as inter-
national. We had seen terrorism in other settings, in other coun-
tries, but the international terrorists had never reached into Amer-
ica.

And while we were concerned about things that were happening
overseas and happening to our assets overseas, no relation, but the
U.S.S. Cole bombing was one of those things. The bombings of our
Embassies were things like that, but they were overseas.

We were introduced to the idea of international terrorism actu-
ally having very serious impacts here, and I do not want to dis-
regard the fact that there was the attempt on the World Trade
Center in the early 1990s, which was a bombing attempt, and that
should be understood. But we saw it entirely differently after 9/11,
and we should. And if I could do it over again, I would. If I could
relive the 1990s, I would spend some of these resources in the
1990s to see if we could have prevented what happened in 2001.

It is clear from what we know, having survived 9/11, and what
we have learned in the intelligence community, that there are still
very serious individuals with capacity, who would continue to hurt
the United States, at a level as great as or greater than the injury
to the United States on 9/11. We take that very seriously and are
addressing those threats as intensely as we possibly can, respecting
the framework of freedom which we have the responsibility to de-
fend, and without which we would not care about defense. The only
thing worth securing is liberty, and we are not going to trample on
liberty in order to develop security.

Senator KOHL. Thank you. Thank you, Mr. Attorney General,
Senator Gregg.

OPERATION TOP OFF

Senator GREGG. That was an interesting question, Senator Kohl.
I would just note that this committee, prior to 9/11, did a lot in the
area of terrorism and had a lot of trouble getting the attention of
the community out there on that issue. We held two operations,
called Operation Top Off, which was a chemical attack and a major
bomb attack. One was held in Denver, and one was held in Ports-
mouth, New Hampshire. They were held over the strongest objec-
tion of the community out there that was supposed to be doing the
exercises. And finally this community had to actually force those
communities to pursue that.

In addition, we held a joint hearing with this committee, the De-
fense Committee, the Intelligence Committee, where we asked all
the agencies to come up and testify before us. The Attorney Gen-
eral was kind enough to do that prior to 9/11. And what was high-
lighted there was once again our lack of readiness.

I think our culture has a lot of trouble dealing with issues until
we have an event. And that is just the nature of the American cul-
ture, I am afraid. We have had the event, and we are certainly ag-
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gressively dealing with it. And the Attorney General, I think, is
doing a superb job, as is the FBI, to try to deal with it.

Senator Hollings.

Senator HOLLINGS. Senator Gregg is too modest. Actually he,
long before any kind of hearing or finding by Hart and Rudman,
this subcommittee, under his leadership, had hearings on ter-
rorism. He instituted a training course. Several hundred were lost
at 9/11 that had been trained. And 80,000 at that time, I will never
forget it, had already been trained in terrorism work that was an
initiative by Senator Judd Gregg. So we have been working on it.

On your successes, and I speak only from experience having
served with the Hoover Commission some 50 years ago, inves-
tigating the CIA and the FBI, amongst other intelligence agencies,
I was inculcated by Alan Dulles and J. Edgar Hoover on this need
to know discipline. And yes, everybody has to be proud of the suc-
cesses. But in your game in antiterrorism and otherwise, a lot of
them should not be even announced.

Specifically, I will never forget when we got that hit in Yemen,
that car full of terrorists, the FBI participated in leads for that par-
ticular hit. The Yemenites covered for us. They said there must
have been explosives in the car. They do not know what happened.
No, no. Big mouth, “Oh, no. We have a drone. We run them down
with a drone.”

We got Mohammed in Pakistan. We followed him for 6 months.
We could not keep our mouths shut for 6 hours so the FBI could
follow the leads we got from him.

And on top of it, we bragged about, “Oh, we got the computer,
we got this, we got that.” Lies, so you got nothing. You just got the
fellow, but he just did not give you any information. But use the
leads to enforce law.

I find too much braggadocio. “You are either with us or against
us here. Now is the time. The time has run out. You are irrele-
vant.” Now, ha-ha, we are running around saying, “You are very
relevant, and we need your help.” I mean, this crowd has been
bragging too much.

STATE AND LOCAL FUNDING

Other than that, let us get back to Senator Kohl’s question be-
cause, General, you said that none of this was possible without the
funding. Yes, the Office of Domestic Preparedness was transferred
to Home Security. And I am on that subcommittee. But that did
not supplant the $500 million of the Burne Formula Grants. That
does not supplant the $397.4 million that you cut out of local law
enforcement block grants. You eliminated COPS Hiring Programs,
the COPS interoperability, the $139.9 million in the COPS Law
Enforcement Technology Program. Just when crime is on the way
up, you cut out the money and give us a Mitch Daniel put-off, that
“Oh, well, we have a lot more money in the other budget.” We are
here on all the budgets.

And you had the successes. And now you are cutting it out. Well,
in the DEA, that is under you, you changed the FBI to 567 FBI
agents that were working on drug enforcement that are now work-
ing on terrorism. So what happens to the DEA? That was like the
hearing we just had last Thursday. You had both Governor Ridge
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and Secretary Rumsfeld up here, and they are fighting over the
same people. These first responders, policemen and firemen and
the National Guard, and all my crowd had cleared out. They are
out in the Persian Gulf now and in Iraq. And we look around, and
we find out that we just do not have enough.

I told Secretary Rumsfeld rather than a money supplemental, he
needed a manpower supplemental. You have 12 of these peace-
keeping. You have a war in Iraq. You have a war in Afghanistan.
And you have a terrorism war here. And you are still trying to do
it. And everybody is fighting over the same manpower. And we can-
not afford to cut these particular grants, cops hiring programs and
different other things of that kind, the DEA. A war in Iraq is not
going to be shortchanged money. You cannot shortchange the ter-
rorism war. We need way more cops. We need way more effort and
everything else.

Last week, when they had that other alert that you folks put out,
the Governor of South Carolina had to take and put parole officers
around the Port of Charleston. He just ran out of personnel. And
that is the same with the airports and everything else.

I just want you to get a grasp of this thing, because this is a
grasp that you can, Senator Kohl, Chairman Gregg, all of us have.
I mean, the buck stops here. And we are not going to shortchange
Iraq. You do not have to worry about the money for Iraq. We would
be falling over each other. Support the troops. Support the troops.
We are running around with the flag. Of course, we are not going
to pay for it. We are going to borrow for the troops.

This is some crowd. But then to go even further and cut out the
working programs when crime is on the increase and everything
else of that kind, I just want to register that observation.

TRILOGY

Let me ask about Trilogy. Where is that? What is the final price
tag? What is the status of it, you know? So everybody in the FBI
is talking to everybody. We had the Arizona agent, that somehow
it fell between the cracks. The Minnesota young lady who had to
travel all the way, and they then would not listen to her, and ev-
erything else. So we gave Mueller, Director Mueller, millions and
millions of dollars. This committee had a program transfer Novem-
ber a year ago, a year and a half ago now. So what is the program?
Do we have it? Is it working? Do you need more money? We are
going to get it done.

Attorney General ASHCROFT. We are going to get Trilogy done.
It was a project started several years ago, before 9/11. It has been
upgraded on the basis of several things, including 9/11. The first
big deadline was to get all the computers talking to each other.
That was to take place by March 31, yesterday. I am happy to re-
port to you that we came in 3 days early on that. We met the dead-
line. By March 28 Trilogy was operational.

The Trilogy Wide Area Network connects computers throughout
the FBI, except for a couple crucial computers that were involved
in specific matters that were ongoing and could not be disrupted
in order to make the switch-over at this time.



137

The next big deadline, which is scheduled for completion, is the
upgrade of software for desktop computers by November 2003. And
by the end of this year, December——

Senator HOLLINGS. Do you have the money for that, for the No-
vember time line?

Attorney General ASHCROFT. The money is in the request. The
original request was short $137.9 million. It was short for two rea-
sons: 20 percent of that, about $27 million, close to $30 million,
was underestimated. The other 80 percent, $111 million, has gone
up as a result of the Hanssen case. We learned we did not have
the security in our computer system we needed, if you remember
the case.

Senator HOLLINGS. Oh, yes.

Attorney General ASHCROFT. We cannot forget it, and we should
not forget it.

In the McVeigh case, you will remember, that was the first exe-
cution the Federal Government had undertook in about 25 years.
We found out that we needed, according to the Inspector General,
additional capacity to track evidence and the like in the computer
system. Trilogy was upgraded as a result of 9/11.

All of these things are accommodated in the budget. And we ex-
pect to have the virtual case file capacity in place by December of
2003. The virtual case file addresses the idea that you raised in
your question about whether people in one part of the organization
can know about information that is developed in another part of
the organization. As a case oriented organization, when it was a
paper system, the paper file of a case was where the case was pros-
ecuted. The rest of the organization did not necessarily know about
the facts and circumstances in that setting.

The electronic file, of course, can be transferred and replicated
without expense, once you have an electronic system. That is
known as the Virtual Case File Program of the Trilogy effort. That
is on schedule to be implemented by December of 2003 so we will
no longer have disparities between what is known about a cir-
cumstance in one part of the country and another part of the coun-
try.

When case information is available on a broader basis, the infor-
mation which comes out of these cases and investigations is also
intelligence. It has intelligence value. And it appropriately can be
fed into TTIC, so that the Terrorist Threat Integration Center, can
be aware of that as well.

The work in this respect is very important. We just met the
March 31 deadline. We are on schedule to meet the other dead-
lines. And the resources are in the budget to achieve that, accord-
ing to my best information from the Department, which is making
major progress in this respect.

[The information follows:]

CLARIFICATION OF FISCAL YEAR 2004 TRILOGY REQUEST AND REPROGRAMMING

The fiscal year 2004 President’s Budget includes $82.2 million and 3 positions for
Information Technology (IT) Projects, including funds to continue the Trilogy initia-
tive and other critical IT projects. Funds include $18.5 million for recurring hard-
ware and software upgrades and replacement over the next several years to pre-
serve the gains made through the Trilogy program and avoid gradual erosion of the
FBI's upgraded technology. These funds also include $61.7 million for costs associ-
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ated with completing the communications circuit installation; hardware and soft-
ware acquisition and maintenance; and contractor support for the Enterprise Oper-
ations Center. Finally, $2 million of the fiscal year 2004 President’s Budget is to
upgrade the Top Secret/Sensitive Compartmented Information Local Area Network
at FBI Headquarters.

In addition, the Department of Justice transmitted a reprogramming request to
Congress on May 21, 2003, proposing to redirect $137.9 million in existing resources
to the Trilogy program. This proposal represents an increased level of funding to
complete Trilogy, from a total project cost of $457.8 million to $595.7 million. Addi-
tional funding is needed to ensure Trilogy addresses all identified requirements re-
lated to the network/infrastructure and applications components, as well as program
management support and component integration issues. The reprogramming reflects
the Department’s response to changing requirements resulting from events such as
the World Trade Center and Pentagon attacks, as well as the Hanssen and McVeigh
cases, most notably expanding the scope and adding risk mitigation to ensure suc-
cess of the Trilogy project.

ADDITIONAL COMMITTEE QUESTIONS

Senator HOLLINGS. Great.

Thank you, Mr. Chairman. I will submit some other questions.

Senator GREGG. Mr. Attorney General, we have a variety of ques-
tions, especially dealing with technical aspects of the budget and
dealing with capital costs specifically and personnel, that we will
submit to you in writing and would appreciate your staff getting
back to us with some answers, if they have the opportunity.

And we appreciate you taking the time to come and thank you
for your courtesy.

Attorney General ASHCROFT. We will make the answers to the
questions a matter of priority. And thank you very much for your

help.

[The following questions were not asked at the hearing, but were
submitted to the Department for response subsequent to the hear-
ing:]

QUESTIONS SUBMITTED BY SENATOR PETE V. DOMENICI
SCAAP AND SOUTHWEST BORDER

Question. Mr. Attorney General, as you are aware, the President’s Budget com-
pletely eliminates funding for the State Criminal Alien Assistance Program, as it
did last year, a $565 million reduction from fiscal year 2002. I am highly concerned
about the impact cutting this program would have on many struggling counties in
New Mexico, as they shoulder the significant cost burden created by illegal immigra-
tion, a federal responsibility. I am also concerned that this unbearable cost burden
may damage localities’ ability to address other homeland security needs.

Border counties are growing faster than any other region in the nation. At the
same time, they have a lower per capita income and a higher percentage of people
below the federal poverty level than any other region, making them the least able
to foot the cost of services for criminal illegal aliens. In this time of heightened secu-
rity in our border regions, it is imperative to ensure the effective processing of crimi-
nal illegal aliens, including incarceration by local law enforcement agencies.

In past years, I have fought to increase SCAAP resources to relieve the significant
costs imposed on local communities by the costs of detaining criminal aliens. The
state of New Mexico received $2.3 million in fiscal year 2002 funding through this
program. However, a recent U.S.-Mexico Border Counties Coalition study detailing
costs associated with processing criminal illegal aliens estimates that New Mexico’s
three border counties alone spend an estimated $5.0 million annually on criminal
justice, law enforcement, and emergency medical care for illegal immigrants.

In view of the tremendous burden on border criminal justice systems in the border
region, how does the Department of Justice propose to meet the costs of the federal
responsibilities currently shouldered by states and localities, if not through SCAAP?

Answer. The State Criminal Alien Assistance Program (SCAAP) is a payment pro-
gram designed to provide federal assistance to states and localities that incur costs
for incarcerating certain criminal aliens held as a result of state convictions. In fis-
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cal year 2004, the Office of Justice Programs (OJP) requests no funding for SCAAP
for the following reasons:

—SCAAP does not advance the core mission of the Department of Justice (DOJ).
Since 1995, approximately $3.45 billion has been distributed to eligible state
and local jurisdictions. By statute, SCAAP funds are unrestricted, and recipient
jurisdictions may use these funds for any lawful state or local purpose. Expendi-
tures are not limited to correctional or even criminal justice purposes. Thus, in
contrast to other programs administered by the Department, funds awarded
under SCAAP do not necessarily support efforts to develop the nation’s capacity
to prevent and control crime, administer justice, or assist crime victims. Fur-
ther, funds awarded are not linked to overall performance or evaluation data
as is now required for other DOJ programs.

—Redirecting resources from SCAAP will provide funding for Congressional and
Administration initiatives. These initiatives include increasing resources avail-
able to stem the tide of illegal immigration as well as the funding of programs
such as OJP’S Southwest Border Initiative (SWBI), a $50 million program that
provides targeted assistance to southwestern state and local jurisdictions, in-
cluding those in New Mexico, that prosecute referred Federal drug cases. The
Administration has already begun to prioritize and move resources among pro-
grams that are competing for scarce federal dollars in order to ultimately fund
those programs that provide the most cost-effective and direct support to juris-
dictions for addressing pressing national crime problems.

—Finally, since the Bureau of Justice Assistance (BJA) began administering
SCAAP in fiscal year 1995, there has been only marginal improvement in the
technical ability of the Immigration and Naturalization Service to positively
identify those offenders being held in the nation’s prisons and jails who are un-
documented aliens. Yet, the number of jurisdictions claiming they are housing
undocumented aliens has increased to more than 800 applicants as of the fiscal
year 2003 cycle. The vast majority of these applicants will receive some funds,
and many of these awards will be quite small, some falling below $1,000. With-
out better individual verification of offender identity and a clearer link between
payments and relieving the burden of detention costs, this trend toward more
jurisdictions sharing each new appropriation dilutes the impact of these pro-
gram funds and fails to address the purpose for which this program was initi-
ated. That purpose was to help relieve an unfair financial burden on a limited
number of states and localities that were seriously inundated with undocu-
mented alien offenders who should have been prevented from crossing the na-
tion’s borders.

In fiscal year 2002, funds distributed to New Mexico under the SCAAP program
totaled approximately $2.33 million of the total of $540 million awarded. Only 14
of New Mexico’s 33 counties received awards, which ranged from $402 to $250,610;
the state’s award was approximately $1.77 million. In contrast, more than $1.5 mil-
lion had been requested under SWBI by New Mexico jurisdictions through June
2003. More funding is available, and there will be another funding opportunity to
cover costs incurred in the second half of fiscal year 2003 later this year. Thus,
while the scope and coverage of these two programs are not identical and not all
cases for which payments will be provided will involve illegal aliens, both the of-
fender populations involved and the goals of the program are very similar. And,
more importantly, for the state of New Mexico specifically, SWBI will generate pro-
portionally more funding that will go to directly reimburse local jurisdictions af-
fected by illegal crime than will SCAAP.

NEED FOR ADDITIONAL PERMANENT JUDGESHIPS IN NEW MEXICO

Question. Attorney General Ashcroft, the Chief Justice of the United States Su-
preme Court, William H. Rehnquist, and the Chief Circuit Judge for the Tenth Cir-
cuit, Deanell Reece Tacha, have described the Southwest Border states as being in
crisis. This description is based upon the massive number of cases that each federal
judge currently has on his or her docket. Chief Circuit Judge Tacha expressed her
concern about the District of New Mexico in particular. The District of New Mexico
ranks fifth in the nation in weighted filings per judgeship. Two weeks ago the Judi-
cial Conference of the United States asked Congress for 57 new Judgeships, includ-
ing 3 more for the District of New Mexico (only Northern California, Eastern Cali-
fornia, Southern Florida, and Eastern New York have need for a greater number
of judgeships).

Based upon the experiences of the U.S. Attorney practicing in this district, would
you agree that the judicial system in the district of New Mexico is in a state of cri-
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sis? What would help to alleviate the problems that are making the administration
of justice so difficult?

Answer. The District of New Mexico has seen a marked increase in criminal case
filings over the last ten years. In fiscal year 1992, 602 criminal cases were filed
against 905 defendants. In contrast, during fiscal year 2002, 2,232 criminal cases
were filed against 2,570 defendants. Clearly the heavy workload in this area im-
pacts the federal judiciary. Increased staffing combined with more efficient case
processing procedures has been highly beneficial to the United States Attorneys
along the Southwest Border. Further refinements of the court’s case processing pro-
cedures might have similar benefits for the courts.

The Las Cruces United States Attorney’s Branch Office has an area of responsi-
bility that includes 15 counties comprising more than 60,000 square miles including
a 180-mile border with Mexico. The 180-mile Mexico/New Mexico border is highly
porous, remote, and unpopulated. The increase in criminal immigration cases has
been particularly striking. In fiscal year 1992, 76 cases were filed involving 92 de-
fendants. In fiscal year 2002, 1,339 cases were filed against 1,401 defendants.

Virtually 100 percent of the immigration related offenses prosecuted in Las
Cruces are generated by the U.S. Border Patrol, now a part of the Department of
Homeland Security. El Paso Sector Border Patrol encompasses West Texas and all
of New Mexico. In 1993, El Paso Sector inaugurated an operation called “Hold the
Line.” The preliminary concept of “Hold the Line” was to move undocumented immi-
grant traffic to areas that were less populated and would be more manageable. This
endeavor appears to be continuing successfully.

Undocumented immigrant apprehensions dropped dramatically (72 percent) in El
Paso at the initiation of “Hold the Line” in fiscal year 1994. Apprehensions then in-
creased for the next two fiscal years until the implementation of the Illegal Immi-
gration Reform and Immigrant Responsibilities Act (IIRIRA) on April 1, 1997.

Though the number of illegal alien apprehensions dramatically declined after en-
actment of the ITRIRA, the “Hold the Line” stations that bordered the Rio Grande
River continued to apprehend the largest number of illegal aliens. As time went on,
“Hold the Line” stations’ apprehensions declined and apprehensions in New Mexico
began to increase. In 1998, Border Patrol stations in the New Mexico sector began
to apprehend more aliens than the El Paso sector stations in Texas.

The Las Cruces Office expects this trend to continue. As the enforcement presence
remains highly visible in and around central El Paso and as the Border Patrol’s
presence continues to escalate in southern Arizona. The number of aliens appre-
hended in southern New Mexico will continue to skyrocket.

Another factor in the continued rise is prosecution cases for the State of New
Mexico is the IDENT system at all the New Mexico Stations and the Integrated
Automated Fingerprint Identification System (IAFIS) in Deming, New Mexico.
These systems identify fugitive aliens and aliens who are prior deportees and aggra-
vated felons. When the prior deportees and aggravated felons are located, we are
required by law to federally prosecute these aliens. In the near future the IAFIS
system will be deployed in all the Border Patrol Stations in New Mexico and will
again increase the prosecution load for the USAO in New Mexico.

To put this into context, the El Paso Border Patrol Sector Prosecutions Program
has seen dramatic increases in New Mexico cases prosecuted. In fiscal year 1999
the average number of cases prosecuted per month for New Mexico was 53. Cur-
rently for fiscal year 2003 the average number of cases prosecuted per month is 131.
That is a 147 percent increase in four years.

There are currently no resident district judges in Las Cruces, even though more
than 70 percent of the criminal cases in the District of New Mexico are prosecuted
here. The active district judges, augmented by senior district and circuit judges as
well as an array of visiting judges, take turns coming to Las Cruces. A given case
can easily pass to three or four district judges prior to trial. The assignment of two
or more district judges to Las Cruces would help our ability to appropriately service
our caseload.

RADIATION EXPOSURE COMPENSATION PROGRAM

Question. Attorney General Ashcroft, I want to congratulate the Department of
Justice for its hard work to ensure that claimants under the Radiation Exposure
Compensation Act are receiving claims payments instead of IOUs as was the case
a couple of years ago. I commend the Department for aggressively implementing
language I sponsored in the fiscal year 2001 Supplemental Appropriations bill that
provided “such sums as may be necessary” to pay RECA claims approved by Sep-
tember 30, 2001, to compensate those who sustained injury as a result of the United
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States open-air nuclear testing and uranium mining activities in the 1950’s through
1970’s.

Will you please give the Subcommittee a status report on this program?

Answer. The July 2000 Amendments to the Radiation Exposure Compensation Act
(RECA) markedly expanded the scope of the Program. Major changes include new
categories of beneficiaries; expansion of eligible diseases, geographic area, and time
period; and a reduction in the radiation exposure threshold for miners.

It has been nearly three years since the Amendments were enacted. Since that
time, the level of activity has increased dramatically:

—The approval rate increased from 49 percent—before enactment—to 83 percent,

since enactment.
—Nearly 9,800 claims have been received since enactment—compared with some
1,200 claims received in the three fiscal years preceding the Amendments.

—More than 6,200 claims, valued at over $380 million, have been approved since
enactment—compared with 574 approvals valued at less than $42 million in the
three fiscal years preceding the Amendments.

Our most current estimates for fiscal year 2003:

WORKLOAD SUMMARY

Fiscal year—

2000 2001 2002 2003 est.
Pending, Beginning of Year 353 728 2,936 2,679
Received 854 3,828 3,416 3,200
Approved 316 1,561 2,807 2,480
Denied 163 59 866 620
Pending, End of Year 728 2,936 2,679 2,779

To address this sharp rise in workload, we are doing all we can to ensure the pro-
gram is being administered to provide timely and accurate compensation for all eli-
gible claimants. Currently, there are 20 staff on board, including 11 claims exam-
iners. With nearly 2,800 claims pending, each examiner is responsible for an aver-
age of 252 claims. Thus, while the program is able to process a huge volume—some
3,100 projected this fiscal year, the backlog is growing: we will end the year with
a greater number of pending claims than the number pending at the year’s outset.

So that we may reduce the number of pending claims significantly, the Depart-
ment seeks Congressional approval to reprogram funds for RECA administration
this fiscal year. In addition, the President’s fiscal year 2004 budget includes an in-
crease of $1 million for RECA Administrative Expenses. This increase will provide
examiners with much needed support to review claims, assist claimants in providing
information that will complete claims, and perform many of the time-consuming ad-
ministrative tasks that detract from the primary mission—resolving claims.

As you know, the Fiscal Year 2002 National Defense Authorization Act (Public
Law 107-107) made the Trust Fund a mandatory account and provided $665 mil-
lion, setting annual spending caps for 2002—-2011. We applaud Congress’ decision to
make the RECA Trust Fund mandatory. We are monitoring spending under the
caps and can report the following with respect to the current status:

—In fiscal year 2002, the cap provided $172 million and the Department obligated

the full amount.

—The fiscal year 2003 cap is $143 million. To date, an average of $12.3 million
has been obligated per month. To stay within the cap, obligations will have to
drop to about $9.5 million per month for the remainder of this fiscal year.

—No “IOU’s” will be necessary this fiscal year. However, compensation for some
current claims will be paid from fiscal year 2004 funds.

Question. Would you please provide for the record an updated breakdown of the

number of claims paid by state and by category of beneficiary?

Answer. The table at Attachment 1 displays the number of claims approved
through June 11, 2003, by state and by type of claim. Residents of Utah, Arizona,
Colorado, and New Mexico have been awarded 79 percent of the compensation ap-
proved. However, RECA awards have been made to residents of all 50 states and
the District of Columbia.

Question. 1 also congratulate the President and the Department for proposing in
the 2002 budget to make payments for claims under RECA an entitlement. Con-
gress did enact as part of the Defense Authorization bill, my amendment to make
the RECA program a mandatory program. The Department has $172 million to pay
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claims in 2002 and $143 million to pay claims in 2003, and additional amounts in
future years.

Will you please give the Subcommittee a status report on the payment of RECA
claims? How many claims has the Department approved and how much has been
spent out of the Trust Fund to pay these claims since the inception of RECA?

Answer. Through June 11, 2003, a total of 9,588 claims have been approved, with
a value of $631,323,282.

Question. What is the average amount of the claims approved, the number of
claims denied, and the general reason for denial of these claims?

Answer. RECA award amounts are fixed by statute. Uranium workers (uranium
miners, mill workers, ore transporters) are eligible for a $100,000 award; onsite par-
ticipants are eligible for a $75,000 award; and downwinders are eligible for a
$50,000 award. Over the 11-year history of the Program, the average amount ap-
proved is $65,845. However, since enactment of the Amendments, the average has
declined from $74,000 to $61,000—due to the predominance of downwinder awards.

Through June 11, 2003, the RECA Program has denied 4,866 claims. Claims are
denied if one or more of the eligibility criteria are not satisfied. For example, ura-
nium worker claims are typically denied in cases where the documentation does not
establish that the individual contracted an illness specified under the law. Similarly,
downwinder and onsite participant claims are most frequently denied where the
records fail to establish a covered disease or the individual was either not present
in the affected “downwind” area or did not participate in atmospheric weapons test-
ing.

Question. For the record, would you please provide the Subcommittee with a
breakdown of the types of claims approved or disapproved (childhood leukemia,
other downwinder, onsite participants, or uranium miners), the number of claims
currently pending, and the amounts disbursed by type of claim paid?

Answer. The table on the following page provides the requested information as of
June 11, 2003.

RADIATION EXPOSURE COMPENSATION PROGRAM APRIL 1992-JUNE 11, 2003

VA?'!,L;?dOSf Clacié?vsecll?e» Approved Denied Pending

Childhood Leukemia $1,200,000 44 24 19 1
Downwinder 309,170,000 9,723 6,184 1,981 1,558
Onsite Participant 42,461,782 1,808 589 955 264
Uranium Miner 251,391,500 5,096 2,520 1,861 715
Uranium Miller 21,700,000 419 217 40 162
Ore Transporter 5,400,000 106 54 10 42

TOTAL 631,323,282 17,196 9,588 4,866 2,742

Question. For my use, would you please provide this same information specifically
for claims from New Mexico, including the total claims received, the total claims ap-
proved, the total claims denied, and the total claims pending?

Answer. With respect to claims for which the primary claimant resides in New
Mexico, the Department has approved 801 claims, with a total value of $76,277,799
through June 11, 2003. The following table provides the requested information.

RADIATION EXPOSURE COMPENSATION PROGRAM: NEW MEXICO APRIL 1992-JUNE 11, 2003

\/Aavbgerdgf Claciginvsege- Approved Denied Pending

Childhood Leukemia $50,000 1 1 0 0
Downwinder 3,300,000 151 66 38 47
Onsite Participant 993,299 55 14 33 8
Uranium Miner 66,334,500 1,706 664 753 289
Uranium Miller 5,300,000 109 53 10 46
Ore Transporter 300,000 16 3 4 9

TOTAL 76,271,799 2,038 801 838 399

Question. How many claims are projected to be filed and processed under current
law in the upcoming year?
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Answer. For fiscal year 2004, we estimate that 2,900 claims will be filed and 3,100
claims will be processed. Of the 3,100 that may be processed, at an estimated 2,215
claims would be approved, valued at $135 million. This assumes that the approval
rate will fall from 80 percent in fiscal year 2003 to 71 percent in fiscal year 2004,
while the average value of awards holds at $61,000. Based on these conservative
assumptions, the value of approvals would exceed the $107 million cap by more than
$28 million—exclusive of unfunded awards from the end of fiscal year 2003.

To stay within the $107 million cap set for fiscal year 2004, while paying for
awards made in the final weeks for fiscal year 2003, the approval rate would have
to fall to 48 percent.

Question. Does the Administration have any long-range estimates as to the num-
ber of claims that might still be filed under the Radiation Exposure Compensation
Act under current law and regulations?

Answer. In May 2000, the Congressional Budget Office (CBO) developed cost esti-
mates for a bill that became the Radiation Exposure Compensation Act Amend-
ments of 2000 (Public Law 106-245). CBO roughly estimated that about 15,600
claims might be filed over the 22-year lifetime of the Act. CBO projected that about
11,700 claims would be filed in the first five years—or, roughly 2,340 per year.
These estimates appear to be low. In less than three years, nearly 9,800 claims have
been filed—more than 3,200 annually. Based on a three-year track record with the
expanded program, we have developed detailed projections through fiscal year 2005.
The following chart includes these projections, along with our “guesstimates” re-
garding the fiscal year 2006-2011 period—bearing in mind that the farther we delve
into the future, the greater is the uncertainty we attach to our estimates. These pro-
jections suggest that (1) more people are responding more quickly then CBO antici-
pated and (2) the amount that may be approved in a given year may exceed existing
caps.

OUT YEAR WORKLOAD AND FUNDING ESTIMATES

[Dollars in millions]

Fiscal year—

2004 2005 2006-2011
Pending, Beginning of Year 2,779 2,579 2,179
Received 2,900 2,300 5,200
Approved 2,215 1,625 3,235
Denied 885 1,075 3,240
Pending, End of Year 2,579 2,179 904
Value of Approvals $135 $99 $197
Public Law 107-107 Cap $107 $65 $168
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MENTAL HEALTH COURTS

Question. Attorney General Ashcroft, as you are aware, the fiscal year 2003 Omni-
bus Appropriations Bill contained $3 million for Mental Health Courts. The funding
is the result of the Americas Law Enforcement and Mental Health Project Act, en-
acted into law three years ago. The Act authorized the creation of Mental Health
%ourts with separate dockets to handle cases involving individuals with a mental
illness.

The specific thrust of Mental Health Courts is simple to provide an individual
with a mental illness and charged with a misdemeanor or nonviolent offense the op-
tion of out-patient or in-patient mental health treatment as an alternative to incar-
ceration.

Finally, the Department of Justice estimates that sixteen percent of all inmates
in local and state jails suffer from a mental illness and the American Jail Associa-
tion estimates that as many as 700,000 persons suffering from a mental illness are
jailed each year.

Do you believe Mental Health Courts can alleviate prison overcrowding and create
greater judicial economy within our court systems?

Answer. Mental Health Courts can help alleviate overcrowding, to a degree, by
employing problem-solving approaches that use alternative sentencing options to re-
duce the demands on correctional institutions while offering approaches that ad-
dress the underlying issues of these mentally ill offenders. These courts use several
critical elements as part of their comprehensive case management approach, such
as complete individualized mental assessments as soon as possible after interface
with law enforcement, judicial supervision, immediate mental health services as
needed, and a plan for longer-term services. They can alleviate prison overcrowding
by segregating a population whose minor criminal misbehavior is likely to be a func-
tion of their illness and providing the treatment they need. In doing so, it is hoped
that communities with mental health courts will see reduced recidivism, and a re-
duction in the recurring costs to the system of continued criminal behavior by this
population.

This approach ensures a coordinated response between the service providers and
community supervision that reinforces accountability and access to the critical serv-
ices needed for the offenders to gain stability in their mental health and uses sanc-
tions and incentives that are meaningful to the mentally ill offenders to help keep
them crime free.

Question. What steps are being taken by DOJ to distribute the $3 million appro-
priated to implement Americas Law Enforcement and Mental Health Project Act?

Answer. The competition for the fiscal year 2003 funds has taken place. The Bu-
reau of Justice Assistance received 44 applications. The peer review process is un-
derway, and 14 awards are expected to be made by the end of this fiscal year. These
14 sites will be in addition to the 23 sites awarded during the first cycle (fiscal year
2002 funding). Site awards in both cycles were for up to $150,000 each, varying ac-
cording to the applicant’s request and budget clearances, and have grant periods of
18 months. Additional funding will be used for technical support. An evaluator is
assessing and documenting a sample of the courts in sites funded with fiscal year
2002 resources.

Question. What plans does DOJ have to provide assistance to court systems seek-
ing to develop and implement a Mental Health Court and does DOJ plan to offer
continued technical assistance after the implementation of a Mental Health Court?

Answer. Approximately $500,000 from the initial earmark in fiscal year 2002 was
used to support non-site work related to examining the mental health courts ap-
proach. The Crime and Justice Research Institute received a grant to provide an up-
date of an overview of the issues related to mental health courts and reported in
May 2002 in Emerging Judicial Strategies for the Mentally Ill in the Criminal Case-
load. The Bureau of Justice Assistance also funded the Criminal Justice/Mental
Health Consensus Project. This national scope, 2-year effort prepared specific rec-
ommendations for local, state and federal policymakers and criminal justice and
mental health professionals on how to improve the criminal justice system response
to people with mental illness. The Council of State Governments coordinated this
effort, working with the Association of State Correctional Administrators, Bazelon
Center for Mental Health Law, Center for Behavioral Health, Justice and Public
Policy, National Association of State Mental Health Program Directors, Police Exec-
utive Research Forum, and the Pretrial Services Resource Center.

This year, approximately $750,000 will be set aside for technical assistance sup-
port to the sites, primarily to bring professionals involved in the courts to the fund-
ed sites. It is anticipated that several organizations will be involved, each bringing
to the table expertise in reaching constituencies in different areas, including law en-
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forcement, prosecutor, judges, community correctional personnel, and treatment co-
ordinators. This technical assistance will be available to the courts selected and, to
the extent feasible, to other jurisdictions attempting this approach without federal
funding. Courts will be assisted at least through the initial startup phase.

QUESTIONS SUBMITTED BY SENATOR TED STEVENS
VILLAGE OF CHICKALOON AND VILLAGE FORESTRY DEPARTMENT OF ALASKA

Question. The Office of Community Oriented Policing Services (COPS) was created
to meet the needs of law enforcement in Native American Communities. According
to DOJ records, the Village of Chickaloon and the Village of Forestry Department
(of Alaska) have received $1,473,250.00 in funding from COPS from 1994-2002. In
addition, eight officers have been funded through COPS. However, the Village of
Chickaloon is not a sovereign entity and the State Troopers monitor the Village.
Please describe each grant proposal submitted by the Village of Chickaloon and ex-
plain how each grant proposal meets the requirements for funding under the COPS
program.

Answer. The Village of Chickaloon and the Chickaloon Village of Forestry Depart-
rélfgfnt have received a total of 8 grant awards, totaling $1,723,238, from the COPS

ice.

The first award to the Village of Chickaloon, in 1995, was awarded through COPS
FAST program. The FAST program provided jurisdictions serving fewer than
150,000 persons to hire new officers to engage in community policing. The Village
of Chickaloon was eligible to apply under the FAST program, along with other state,
local, and tribal law enforcement agencies serving populations less than 150,000.

The following seven awards, to the Village of Chickaloon and the Chickaloon Vil-
lage of Forestry Department, were awarded through COPS Tribal Resources Grant
Program. Under this program federally recognized tribes may apply to receive fund-
ing for training and equipment for new and existing officers as well as salary and
benefits for new community policing officers. As a federally recognized tribe,
Chickaloon was eligible to apply for federal assistance through COPS Tribal Re-
sources Grant Program.

Details of the eight grants are provided in the following answers as well as in
the supplemental documentation provided.

Question. For each grant given to the Village of Chickaloon under the COPS pro-
gram, detail the funds given for each year and describe the purpose of each grant.

Answer. The Village of Chickaloon and the Chickaloon Village of Forestry Depart-
ment have received a total of 8 grant awards, totaling $1,723,238, from the COPS
Office.

1. The Village of Chickaloon was awarded one full-time position through the
COPS FAST grant program (COPSFAST). COPSFAST provided funding to jurisdic-
tions serving populations of less than 50,000. The program provided funding for the
payment of salaries and approved fringe benefits for sworn entry-level officers, lat-
eral transfers, or rehired officers. The FAST grant provided a maximum federal con-
tribution of 75 percent of the salary and benefits for each officer position over three
years, up to $75,000 per officer. Chickaloon’s FAST grant, which began March 1,
1995, and expired August 31, 1998, totaled $75,000.

2. The Village of Chickaloon was awarded two full-time positions through the Uni-
versal Hiring Program (UHP). The UHP grant provided funding for the payment of
salaries and approved fringe benefits for newly hired entry-level officer positions
with a maximum federal contribution of 75 percent of the salary and benefits for
each officer position over three year, up to $75,000 per officer position, unless a
waiver of the matching local funds was granted. Chickaloon’s UHP grant, which
began December 1, 1995, and expired December 31, 2000, totaled $252,084—the
grantee received a full waiver of the local match.

3. The Village of Chickaloon was awarded equipment and training through the
Tribal Resources Grant Program 1999 (TRGP99), the specifics of the departments’s
award are detailed in the attached Final Funding Memo. The TRGP99 grant pro-
vided funding to federally recognized tribes for salaries and benefits for newly hired
entry-level officer positions, and training and equipment for new and existing with
a maximum federal contribution of 75 percent of the approved costs, unless a waiver
of the local matching funds is granted, up to $75,000 per officer for salary and bene-
fits, $3,000 for background investigations, $1,200 to $6,000 per type of training,
$3,000 per officer for basic equipment, $75,000 per department for technology, and/
or $20,000 per vehicle. Chickaloon’s TRGP99 grant, which began September 1, 1999,
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and expired May 31, 2001, totaled $90,810—the grantee received a full waiver of
the local match.

4. The Village of Chickaloon was awarded equipment and training through the
Tribal Resources Grant Program 2000 (TRGP00), the specifics of the department’s
award are detailed in the attached Final Funding Memo. The TRGPOO grant pro-
vided funding to federally recognized tribes for salaries and benefits for newly hired
entry-level officers positions, and training and equipment for new and existing offi-
cers. The TRGP0OO grant provided a maximum federal contribution of 75 percent of
the approved costs, unless a waiver of the local matching funds is granted, up to
$75,000 per officer for salary and benefits, $3,000 for background investigations,
$1,200 to $6,000 per type of training, $3,000 per officer for basic equipment, $75,000
per department for technology, and/or $20,000 per vehicle. Chickaloon’s TRGP0O
grant, which began August 1, 2000, and expired on July 31, 2003, totaled $14,251—
the grantee received a full waiver of the local match.

5. The Village of Chickaloon was awarded two full-time positions through the
Tribal Resources Grant Program 2000 (TRGP00). The TRGP0O program parameters
are detailed in the above paragraph (#4). Chickaloon’s TRGP0O grant, which began
August 1, 2000, and is scheduled to expire January 31, 2005, totals $281,172—the
grantee received a full waiver of the local match.

6. The Chickaloon Village Forestry Department was awarded equipment and
training through the Tribal Resources Grant Program 2000 (TRGP00), the specifics
of the department’s award are detailed in the attached Final Funding Memo. The
TRGPOO grant provided funding to federally recognized tribes for salaries and bene-
fits for newly hired entry-level officer positions, and training and equipment for new
and existing officers. The TRGP0O grant provided a maximum federal contribution
of 75 percent of the approved costs, unless a waiver of the local matching funds is
granted, up to $75,000 per officer for salary and benefits, $3,000 for background in-
vestigations, $1,200 to $6,000 per type of training, $3,000 per officer for basic equip-
ment, $75,000 per department for technology, and/or $20,000 per vehicle.
Chickaloon Village Forestry Department’s TRGP0O grant, which began August 1,
2000, and is scheduled to expire July 31, 2003, totaled $207,177—the grantee re-
ceived a full waiver of the local match.

7. The Chickaloon Village Forestry Department was awarded two full-time posi-
tions through the Tribal Resources Grant Program 2000 (TRGPO00). The TRGP0O
program parameters are detailed in the above paragraph (#6). Chickaloon Village
Forestry Department’s TRGP0OO grant, which began August 1, 2000, and is sched-
uled to expire January 31, 2005, totals $421,756—the grantee received a full waiver
of the local match.

8. The Village of Chickaloon received funding through the Tribal Hiring Renewal
Grant Program (THRGP) to renew two full-time positions. The THRGP grant pro-
vides funding to federally recognized tribes that were unable to retain the pre-
viously awarded COPS-funded positions with tribal, state, or BIA funding and have
received an exemption from the COPS Office’s retention requirement. The THRGP
grant is a two-year grant, which funds fourth and fifth year salaries and benefits
for the renewal of COPS-funded police officer positions, there is not a local match
requirement for this program. Chickaloon’s grant, which began September 1, 2002,
and is scheduled to expire August 31, 2004, totals $249,988.

Question. Has the Village of Chickaloon submitted any periodic reports to the
COPS office in Washington regarding the use of the grant funds and/or the effective-
ness of the grant funds? If so, detail the results of said studies?

Answer. All COPS grantees, including the Village of Chickaloon, are required to
submit programmatic progress reports and quarterly financial status reports. The
COPS Office has not conducted an on site visit to the Village of Chickaloon, however
COPS is aware of their program progress through the grantee’s submission of pro-
grammatic progress reports and quarterly financial status reports.

Question. Has the DOJ conducted any studies regarding the effects of the COPS
programs in Alaskan communities? If so, detail the results of said reports.

Answer. The COPS Office has not funded a study to evaluate the effect of COPS
grants specifically in Alaskan communities. However, independent evaluations of
COPS programs have been conducted by the University of Nebraska and the Urban
Institute to evaluate the effect of COPS funding.

Question. Please submit a copy of each application received from Chickaloon or
its Forestry Department.

Answer. The COPS Office has submitted a binder containing grant information
received from the Village of Chickaloon and the Chickaloon Village Forestry Depart-
ment.

Question. Have any official (or officials) of your Department visited Chickaloon?
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Answer. No, the COPS Office has not conducted a formal site visit to the Village
of Chickaloon.

Question. Did your office receive any letters of support for the applications of
Chickaloon or the Department of Forestry pertaining to any applications?

Answer. The COPS Office did not receive any letters of support for the Chickaloon
or the Department of Forestry applications.

Question. Please provide a copy of any report pertaining to Chickaloon received
by your office from any official source Federal or state pertaining to Chickaloon’s
eligibility for these grants, or the need for the grants, or the use of these grants.

Answer. The need for federal funding is demonstrated in each of the eight applica-
tions requesting federal assistance. Under COPS statutory authority and pro-
grammatic guidelines, the Village of Chickaloon and the Chickaloon Village Forestry
Department were eligible for the grant funding received from the COPS Office. The
Village of Chickaloon is a federally recognized tribe according to the Department of
the Interior Bureau of Indian Affairs.

QUESTIONS SUBMITTED BY SENATOR ROBERT C. BYRD
SAFE EXPLOSIVES ACT

Question. It is my understanding that the Safe Explosives Act, enacted last year,
requires tighter security for explosives materials and increased security measures
for purchasers and possessors of explosives and that this new law will assist the
Bureau of Alcohol, Tobacco, and Firearms (ATF) in helping to ensure that terrorists
and criminals do not have access to explosives.

In testimony before the House Appropriations Subcommittee on the Departments
of Commerce, Justice and State, the Judiciary and Related Agencies on March 20,
2003, Acting ATF Director Bradley Buckles stated that the Safe Explosives Act rep-
resents a significant additional workload for ATF.

I understand that, currently, the initial processing and issuance or denial of ex-
plosive licenses or permits is handled out of ATF’s National Licensing Center in At-
lanta, Georgia, which also handles the processing of Federal Firearms Licenses and
is, consequently, overburdened, as well as overcrowded.

In addition, Mr. Buckles stated in his testimony that the fiscal year 2004 budget
request of $10,000,000 for the continuation of the implementation of the Safe Explo-
sives Act “* * * would continue the implementation of the Act and specifically,
would be used to create the National Explosives Licensing Center (NELC) in an ex-
isting ATF facility in Martinsburg, West Virginia * * *.”

I fully support the establishment of the NELC at the ATF facility in Martinsburg,
West Virginia.

Can you provide more details regarding the creation of the National Explosives
Licensing Center (NELC) in West Virginia, including a detailed timeframe and cost
estimate, including the costs of renovations needed to accommodate the NELC at
the Martinsburg ATF facility, space and equipment needs, as well as the number
of federal and contractor personnel that would be employed at the center?

Answer. The requirements of the Safe Explosives Act (SEA) became fully effective
on May 24, 2003. In part, the SEA increased the number of entities required to ob-
tain an explosives permit from ATF. Also, the SEA enhanced the license/permit
qualification requirements to include the submission of additional documentation
(fingerprints and photographs) of individuals responsible for explosives operations
and additional identifying information for employee possessors of explosives. This
additional information is needed so that ATF can conduct, with the assistance of
the FBI, more thorough background checks of these individuals. This increase in re-
sponsibility resulted in a need for a National Explosives Licensing Center (NELC).
Since ATF currently houses the National Tracing Center in West Virginia and space
was available at this location, the proposal was made to also house the NELC at
the same location in Martinsburg, West Virginia.

Renovations needed at the West Virginia site would not start any earlier than fis-
cal year 2004 and span into fiscal year 2005 due to other renovations taking place
at the site. A minimal amount of funds (approximately $268,000) have been allo-
cated in fiscal year 2003 for this purpose of filling two full time positions. Approxi-
mately $4 million is estimated to establish the NELC in West Virginia. The fol-
lowing is a breakdown of the $4 million:

Computer system development/enhancement $545,000
15 contractors 771,680
16 full time positions 1,258,151
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2 pc moves 144,000
Space buildout/renovations/furniture 11,000,000
Annualization of 2 positions funded 2003 268,246

Grand total 3,987,077

1 Recently revised to reflect current costs.

The NELC in West Virginia would employ 18 federal employees and 15 contrac-
tors.

Question. Does the President’s fiscal year 2004 budget request provide sufficient
funding to establish a fully operational NELC? If not, what additional funds would
be needed in fiscal year 2004 for this purpose?

Answer. The President’s fiscal year 2004 budget request includes $10 million for
implementing the provisions of the Safe Explosives Act. A portion of this funding
will be used to establish the NELC in West Virginia.

QUESTIONS SUBMITTED BY SENATOR PATRICK J. LEAHY
USA PATRIOT ACT

Question. Last month, when you testified before the Judiciary Committee, you
were asked about a secret bill entitled the “Domestic Security Enhancement Act of
2003,” which was leaked to the press as a sequel to the USA PATRIOT Act. You
responded, “there has been no bill decided on, no proposal decided on.” That was
on March 4th. Three weeks later, a Department spokesperson told the Village Voice
that the bill was coming soon, and that it “will be filling in the holes” of the PA-
TRIOT Act.

When will the Department share a draft of this bill with Congress?

Answer. The primary mission of the Department of Justice is to protect the Amer-
ican people from the threat of terrorist attacks, while respecting the constitutional
rights and liberties that the birthright of every American. Department staff con-
stantly are thinking about new ways to detect and prevent terrorism. In that proc-
ess, Department staff continually ask our prosecutors and investigators in the field
what tools they need in the fight against terrorism. That process of considering
ideas is continuing. It would be inappropriate to comment on the status of the inter-
nal deliberations or to speculate about any future decisions. However, if the Admin-
istration moves forward with such a proposal, the Department will consult with
Members of Congress and their staff at an appropriate time. If and when a final
proposal is approved by the Administration, we will work closely with Members of
the Congress and their staff in their review of the proposal.

Question. What legislative “holes” can we expect this bill to address?

Answer. Please see the answer above.

PRIVACY ACT EXEMPTIONS

Question. Please provide a detailed description of each of the three databases af-
fected by the new rule, i.e., the National Crime Information Center (NCIC), Central
Records System (CRS), and National Center for the Analysis of Violent Crime
(NCAVC), including the types of records they contain and where these records origi-
nate.

Answer. These databases are described in the following notices, published by the
FBI in accordance with the Privacy Act, 5 U.S.C. 552a(e)(4)(B) and (C). Each notice
details the organization and categorization of the individuals and information in the
database.

—National Crime Information Center (NCIC), 64 Federal Register 52343 (Sept.

28, 1999);

—Central Records System (CRS), 63 Federal Register 8659 (Feb. 20, 1998) and
66 Federal Register 17200 (March 29, 2001);

—National Center for the Analysis of Violent Crime (NCAVC), 58 Federal Reg-
ister 51887 (Oct. 5, 1993);

—Blanket Routine Uses (BRU) Applicable to More Than One FBI Privacy Act Sys-
tem of Records (JUSTICE/FBI-BRU), 66 Federal Register 33558 (June 22,
2001).

Each database is summarized below. Copies of the Privacy Act notices are en-

closed.

The NCIC system of records provides a computerized database for ready access
by a criminal justice agency making an inquiry. It includes information on fugitives,
missing persons, members of violent criminal gangs, members of terrorist organiza-
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tions, and other persons of interest to law enforcement. The database also includes
records on stolen property, vehicles, and guns. The attached Privacy Act notice pro-
vides an exhaustive list of the available data. The NCIC system provides prompt
disclosure of information in the system from other criminal justice agencies about
crimes and criminals.

The CRS maintains the FBI’s investigative, personnel, applicant, and administra-
tive case files. This system consists of one numerical sequence of subject matter files
and an alphabetical index to the case files. The case file classifications used by the
FBI in its basic filing system pertain primarily to Federal violations over which the
FBI has investigative jurisdiction. The case file classifications include personnel, ap-
plicant, and administrative matters to facilitate information retrieval. As a part of
the NCAVC, the Violent Crime Apprehensive Program (VICAP) maintains investiga-
tion reports on all forms of solved and unsolved violent crimes. These violent crimes
include, but are not limited to, acts or attempted acts of murder, kidnapping, incen-
diary arson or bombing, rape, physical torture, sexual trauma, or evidence of violent
forms of death. VICAP records include, but are not limited to, crime scene descrip-
tions, victim and offender descriptive data, laboratory reports, criminal history
records, court records, news media references, crime scene photographs, and state-
ments. The data in the system consists of homicide, missing person, unidentified
dead, sexual assault, and other criminal cases. State and local law enforcement
agencies enter their case information, consisting primarily of victim information, of-
fender information, and a description of the event, into the national database. In
addition to entering data, law enforcement personnel can retrieve their own cases,
run reports using their own data, and request query against the national database.

Copies of the Privacy Act system notices listed above for the NCIC, CRS, and
NCAVC are attached.

[From the Federal Register, Vol. 64, No. 187, September 28, 1999]

DEPARTMENT OF JUSTICE

[AAG/A Order No. 170-99]
Privacy Act of 1974; Notice of Modified Systems of Records

Pursuant to the Privacy Act of 1974 (5 U.S.C. 552a) and Office of Management
and Budget (OMB) Circular No. A-130, notice is given that the Department of Jus-
tice, Federal Bureau of Investigation (FBI), is modifying the following system of
record)s which was last published in the Federal Register on April 20, 1995 (60 FR
19775):

National Crime Information Center (NCIC), JUSTICE/FBI-001.

Also being modified is the following system of records which was last published
in the Federal Register on February 20, 1996 (61 FR 6386):

Fingerprint Identification Records Systems (FIRS), JUSTICE/FBI-009.

The FBI has made revisions to these systems of records to update information
about these systems, make editorial adjustments to existing language, confirm in
clearer language the categories of agencies that participate in the exchange of
records through these systems, and add three new routine uses for both systems.
A brief description of these changes is provided below.

The two systems of records are being modified to update the location of the sys-
tems and denote the exact street address of the system manager. Both notices are
also being revised to clarify existing language through minor editorial adjustments
and to confirm in clearer language the authorized participation in these systems,
and the availability of system records, to tribal, foreign, and international agencies,
in addition to local, state, and federal agencies. Three routine uses have been added
to allow disclosure of information maintained in these systems: To criminal justice
agencies to conduct background checks under the National Instant Criminal Back-
ground Check System (NICS); to noncriminal justice government agencies, subject
to appropriate controls, performing criminal justice dispatching functions or data
processing/information services for a criminal justice dispatching functions or data
processing/information services for a criminal justice agency; and to a private entity,
subject to appropriate controls and under a specific agreement with an authorized
governmental agency to perform an administration of criminal justice function (pri-
vatization). (In addition to the above changes, the FBI is currently reviewing addi-
tional changes to better describe new capabilities and practices, to be promulgated
in a future notice.) Revisions to 28 CFR parts 0, 16, 20 and 50 which underlie these
changes are being implemented in the Rules section of today’s Federal Register.

The Privacy Act (5 U.S.C. 552a (e)(4) and (11)) requires that the public be given
30 days in which to comment on any new or intended uses of information in a sys-
tem of records. In addition, OMB, which has oversight responsibilities under the
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Act, requires that OMB and the Congress be given 40 days in which to review major
changes to the system.

Therefore, the public, OMB, and the Congress are invited to submit written com-
ments to Mary E. Cahill, Management Analyst, Management and Planning Staff,
Justice Management Division, Department of Justice, 1400 National Place, Wash-
ington, DC 20530.

In accordance with Privacy Act requirements (5 U.S.C. 552a(r)), the Department
of Justice has provided a report on the modified system to OMB and the Congress.

Dated: July 27, 1999.

STEPHEN R. COLGATE,
Assistant Attorney General for Administration.

JUSTICE /FBI 001

System name:
National Crime Information Center (NCIC).

System location:

Federal Bureau of Investigation, Criminal Justice Information Services (CJIS) Di-
vision, 1000 Custer Hollow Road, Clarksburg, WV 26306.

Categories of individuals covered by the system:

A. Wanted Persons:

1. Individuals for whom federal warrants are outstanding.

2. Individuals who have committed or have been identified with an offense which
is classified as a felony or serious misdemeanor under the existing penal statutes
of the jurisdiction originating the entry and for whom a felony or misdemeanor war-
rant has been issued with respect to the offense which was the basis of the entry.
Probation and parole violators meeting the foregoing criteria.

3. A “Temporary Felony Want” may be entered when a law enforcement agency
has need to take prompt action to establish a “want” entry for the apprehension of
a person who has committed, or the officer has reasonable grounds to believe has
committed, a felony and who may seek refuge by fleeing across jurisdictional bound-
aries and circumstances preclude the immediate procurement of a felony warrant.
A “Temporary Felony Want” shall be specifically identified as such and subject to
verification and support by a proper warrant within 48 hours following the entry
of a temporary want. The agency originating the “Temporary Felony Want” shall be
responsible for subsequent verification or re-entry of a permanent want.

4. Juveniles who have been adjudicated delinquent and who have escaped or ab-
sconded from custody, even though no arrest warrants were issued. Juveniles who
have been charged with the commission of a delinquent act that would be a crime
if committed by an adult, and who have fled from the state where the act was com-
mitted.

5. Individuals who have committed or have been identified with an offense com-
mitted in a foreign country, which would be a felony if committed in the United
States, and for whom a warrant of arrest is outstanding and for which act an extra-
dition treaty exists between the United States and that country.

6. Individuals who have committed or have been identified with an offense com-
mitted in Canada and for whom a Canada-Wide Warrant has been issued which
meets the requirements of the Canada-U.S. Extradition Treaty, 18 U.S.C. 3184.

B. Individuals who have been charged with serious and/or significant offenses:

1. Individuals who have been fingerprinted and whose criminal history record in-
formation has been obtained.

2. Violent Felons: Persons with three or more convictions for a violent felony or
serious drug offense as defined by 18 U.S.C. 924(e).

C. Missing Persons:

1. A person of any age who is missing and who is under proven physical/mental
disability or is senile, thereby subjecting that person or others to personal and im-
mediate danger.

2. A person of any age who is missing under circumstances indicating that the
disappearance was not voluntary.

3. A person of any age who 1s missing under circumstances indicating that that
person’s physical safety may be in danger.

4. A person of any age who is missing after a catastrophe.

5. A person who is missing and declared unemancipated as defined by the laws
of the person’s state of residence and does not meet any of the entry criteria set
forth in 1-4 above.
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D. Individuals designed by the U.S. Secret Service as posing a potential danger
to the President and/or other authorized protectees.

E. Members of Violent Criminal Gangs: Individuals about whom investigation has
developed sufficient information to establish membership in a particular violent
criminal gang by either:

1. Self admission at the time of arrest or incarceration, or

2. Any two of the following criteria:

a. Identified as a gang member by a reliable informant;

b. Identified as a gang member by an informant whose information has been cor-
roborated;

c. Frequents a gang’s area, associates with known members, and/or affects gang
dress, tattoos, or hand signals;

d. Has been arrested multiple times with known gang members for offenses con-
sistent with gang activity; or

e. Self admission (other than at the time of arrest or incarceration).

F. Members of Terrorist Organizations: Individuals about whom investigation has
developed sufficient information to establish membership in a particular terrorist or-
ganization using the same criteria listed above in paragraph E, items 1 and 2 a—
e, as they apply to members of terrorist organizations rather than members of vio-
lent criminal gangs.

G. Unidentified Persons:

1. Any unidentified deceased person.

2. Any person who is living, but whose identify has not been ascertained (e.g., in-
fant, amnesia victim).

3. Any unidentified catastrophe victim.

4. Body parts when a body has been dismembered.

Categories of records in the system:

A. Stolen Vehicle File:

1. Stolen vehicles.

2. Vehicles wanted in conjunction with felonies or serious misdemeanors.

3. Stolen vehicle parts including certificates of origin or title.

B. Stolen License Plate File.

C. Stolen Boat File.

D. Stolen Gun File:

1. Stolen guns.

2. Recovered guns, when ownership of which has not been established.

E. Stolen Article File.

F. Securities File:

1. Serially numbered stolen, embezzled, or counterfeited securities.

2. “Securities” for present purposes of this file are currency (e.g., bills, bank notes)
and those documents or certificates which generally are considered to be evidence
of debt (e.g., bonds, debentures, notes) or ownership of property (e.g., common stock,
preferred stock), and documents which represent subscription rights, warrants and
which are of the types traded in the securities exchanges in the United States, ex-
cept for commodities futures. Also included are warehouse receipts, travelers checks
and money orders.

G. Wanted Person File: Described in “Categories of individuals covered by the sys-
tem: A. Wanted Persons, 1-4.”

H. Foreign Fugitive File: Identification data regarding persons who are fugitives
from foreign countries, who are described in “Categories of individuals covered by
the system: A. Wanted Persons, 5 and 6.”

I. Interstate Identification Index File: A cooperative federal-state program for the
interstate exchange of criminal history record information for the purpose of facili-
tating the interstate exchange of such information among criminal justice agencies:
Described in “Categories of individuals covered by the system: B. 1.”

J. Identification records regarding persons enrolled in the United States Marshals
Service Witness Security Program who have been charged with serious and/or sig-
nificant offenses. Described in “Categories of individuals covered by the system: B.”

K. Bureau of Alcohol, Tobacco, and Firearms (BATF) Violent Felon File: Described
in “Categories of individuals covered by the system: B.2.”

L. Missing Person File: Described in “Categories of individuals covered by the sys-
tem: C. Missing Persons.”

M. U.S. Secret Service Protective File: Described in “Categories of individuals cov-
ered by the system: D.”

N. Violent Criminal Gang File: A cooperative federal-state program for the inter-
state exchange of criminal gang information. For the purpose of this file, a “gang”
is defined as a group of three or more persons with a common interest, bond, or
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activity characterized by criminal delinquent conduct. Described in “Categories of
individuals covered by the system: E. Members of Violent Criminal Gangs.”

O. Terrorist File: A cooperative federal-state program for the exchange of informa-
tion about terrorist organizations and individuals. For the purposes of this file, “ter-
rorism” is defined as activities that involve violent acts or acts dangerous to human
life that are a violation of the criminal laws of the United States or any state or
would be a criminal violation if committed within the jurisdiction of the United
States or any states, which appear to be intended to:

1. Intimidate or coerce a civilian population,

2. Influence the policy of a government by intimidation or coercion, or

3. Affect the conduct of a government by crimes or kidnaping. Described in “Cat-
egories of individuals covered by the system: F. Members of Terrorist Organiza-
tions.”

P. Unidentified Person File: Described in “Categories of individuals covered by the
system: G. Unidentified Persons.”

Authority for maintenance of the system:

The system is established and maintained in accordance with 28 U.S.C. 534; 28
CFR part 20; Department of Justice Appropriation Act, 1973, Pub. L. 92-544, 86
Stat. 1115; Securities Acts Amendment of 1975, Pub. L. 94-29, 89 Stat. 97; and 18
U.S.C. 924 (e). Exec. Order No. 10450, 3 CFR (1974).

Purpose(s):

The purpose for maintaining the NCIC system of records is to provide a computer-
ized data base for ready access by a criminal justice agency making an inquiry and
for prompt disclosure of information in the system from other criminal justice agen-
cies about crimes and criminals. This information assists authorized agencies in
criminal justice objectives, such as apprehending fugitives, locating missing persons,
locating and returning stolen property, as well as in the protection of the law en-
forcement officers encountering the individuals described in the system.

Routine uses of records maintained in the system, including categories of users
and the purposes of such uses:

Data in NCIC files is exchanged with and for the official use of authorized officials
of the federal government, the states, cities, penal and other institutions, and cer-
tain foreign governments. The data is exchanged most frequently, but not exclu-
sively, through NCIC lines to federal criminal justice agencies, criminal justice
agencies in the 50 states, the District of Columbia, Puerto Rico, U.S. Possessions,
U.S. Territories, and certain authorized foreign and international criminal justice
agencies. Criminal history data is disseminated to non-criminal justice agencies for
use in connection with licensing for local/state employment or other uses, but only
where such dissemination is authorized by federal or state statute and approved by
the Attorney General of the United States.

Data in NCIC files, other than the information described in “Categories of records
in the system: I, J, K, M, N, and O” is disseminated to:

(1) A nongovernmental agency or subunit thereof which allocates a substantial
part of its annual budget to the administration of criminal justice, whose regularly
employed peace officers have full police powers pursuant to state law and have com-
plied with the minimum employment standards of governmentally employed police
officers as specified by state statute;

(2) A noncriminal justice governmental department of motor vehicle or driver’s li-
cense registry established by a statute, which provides vehicle registration and driv-
er record information to criminal justice agencies;

(3) A governmental regional dispatch center, established by a state statute, resolu-
tion, ordinance or Executive order, which provides communications services to crimi-
nal justice agencies; and

(4) The National Insurance Crime Bureau (NICB), a nongovernmental nonprofit
agency which acts as a national clearinghouse for information on stolen vehicles and
offers free assistance to law enforcement agencies concerning automobile thefts,
identification and recovery of stolen vehicles.

Disclosures of information from this system, as described in (1) through (4) above,
are for the purpose of providing information to authorized agencies to facilitate the
apprehension of fugitives, the location of missing persons, the location and/or return
of stolen property, or similar criminal justice objectives.

Information on missing children, missing adults who were reported missing while
children, and unidentified living and deceased persons may be disclosed to the Na-
tional Center for Missing and Exploited Children (NCMEC). The NCMEC is a non-
governmental, nonprofit, federally funded corporation, serving as a national re-
source and technical assistance clearinghouse focusing on missing and exploited
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children. Information is disclosed to NCMEC to assist it in its efforts to provide
technical assistance and education to parents and local governments regarding the
problems of missing and exploited children, and to operate a nationwide missing
children hotline to permit members of the public to telephone the Center from any-
where in the United States with information about a missing child.

System records may be disclosed to criminal justice agencies for the conduct of
E)I?ﬁlé%r)ound checks under the National Instant Criminal Background Check System

System records may be disclosed to noncriminal justice governmental agencies
performing criminal justice dispatching functions or data processing/information
services for criminal justice agencies.

System records may be disclosed to private contractors pursuant to a specific
agreement with a criminal justice agency or a noncriminal justice governmental
agency performing criminal justice dispatching functions or data processing/informa-
tion services for criminal justice agencies to provide services for the administration
of criminal justice pursuant to that agreement. The agreement must incorporate a
security addendum approved by the Attorney General of the United States, which
shall specifically authorize access to criminal history record information, limit the
use of the information to the purposes for which it is provided, ensure the security
and confidentiality of the information, provide for sanctions, and contain such other
provisions as the Attorney General may require. The power and authority of the At-
Izlorr}ey Gr)eneral hereunder shall be exercised by the FBI Director (or the Director’s

esignee).

In addition, information may be released to the news media and the public pursu-
ant to 28 CFR 50.2, unless it is determined that release of the specific information
in the context of a particular case would constitute an unwarranted invasion of per-
sonal privacy;

System records may be disclosed to a Member of Congress or staff acting on the
member’s behalf when the member or staff requests the information on behalf of
and at the request of the individual who is the subject of the record; and,

System records may be disclosed to the National Archives and Records Adminis-
tration and the General Services Administration for records management inspec-
tions conducted under the authority of 44 U.S.C. 2904 and 2906.

Policies and practices for storing, retrieving, accessing, retaining, and dis-
posing of records in the system:

Storage:

Information maintained in the NCIC system is stored electronically for use in a
computer environment.

Retrievability:

On line access to data in NCIC is achieved by using the following search
descriptors:

A. Stolen Vehicle File:

1. Vehicle identification number;

2. Owner applied number;

3. License plate number;

4. NCIC number (unique number assigned by NCIC computer to each NCIC
record.)

B. Stolen License Plate File:

1. License plate number;

2. NCIC number.

C. Stolen Boat File:

1. Registration document number;

2. Hull serial number;

3. Owner applied number;

4. NCIC number.

D. Stolen Gun File:

1. Serial number of gun;

2. NCIC number.

E. Stolen Article File:

1. Serial number of article;

2. Owner applied number;

3. NCIC number.

F. Securities File:

1. Type, serial number, denomination of security, and issuer for other than U.S.
Treasury issues and currency;

2. Type of security and name of owner of security;
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3. Social Security number of owner of security (it is noted the requirements of the
Privacy Act with regard to the solicitation of Social Security numbers have been
brought to the attention of the members of the NCIC system);

4. NCIC number.

G. Wanted Person File:

1. Name and one of the following numerical identifiers:

a. Date of birth;

b. FBI number (number assigned by the Federal Bureau of Investigation to an ar-
rest fingerprint record);

c. Social Security number (it is noted the requirements of the Privacy Act with
regard to the solicitation of Social Security numbers have been brought to the atten-
tion of the members of the NCIC system);

d. Operator’s license number (driver’s number);

e. Miscellaneous identifying number (military number or number assigned by fed-
eral, state, or local authorities to an individual’s record);

f. Originating agency case number;

2. Vehicle or license plate known to be in the possession of the wanted person;

3. NCIC number.

H. Foreign Fugitive File: See G, above.

Interstate Identification Index File:
. Name, sex, race, and date of birth;
. FBI number;
. State identification number;
. Social Security number;
. Miscellaneous identifying number.
. Witness Security Program File: See G, above.

K. BATF Violent Felon File: See G, above.

L. Missing Person file: See G, above, plus the age, sex, race, height and weight,
eye and hair color of the missing person.

M. U.S. Secret Service Protective File: See G, above.

N. Violent Criminal Gang File: See G, above.

0. Terrorist File: See G, above.

P. Unidentified Person File: The age, sex, race, height and weight, eye and hair
color of the unidentified person.

U 0O DO =

Safeguards:

Data stored in the NCIC is documented criminal justice agency information and
access to that data is restricted to duly authorized users. The following security
measures are the minimum to be adopted by all authorized users having access to
the NCIC.

Interstate Identification Index (III) File. These measures are designed to prevent
unauthorized access to the system data and/or unauthorized use of data obtained
from the computerized file.

1. Computer Center.

a. The authorized user’s computer site must have adequate physical security to
protect against any unauthorized personnel gaining access to the computer equip-
ment or to any of the stored data.

b. Since personnel at these computer centers can have access to data stored in
the system, they must be screened thoroughly under the authority and supervision
of an NCIC control terminal agency. (This authority and supervision may be dele-
gated to responsible criminal justice agency personnel in the case of a satellite com-
puter center being serviced through a state control terminal agency.) This screening
will also apply to non-criminal justice maintenance or technical personnel.

c. All visitors to these computer centers must be accompanied by staff personnel
at all times.

d. Computers having access to the NCIC must have the proper computer instruc-
tions written and other built-in controls to prevent criminal history data from being
accessible to any terminals other than authorized terminals.

e. Computers having access to the NCIC must maintain a record of all trans-
actions against the criminal history file in the same manner the NCIC computer
logs all transactions. The NCIC identifies each specific agency entering or receiving
information and maintains a record of those transactions. This transaction record
must be monitored and reviewed on a regular basis to detect any possible misuse
of criminal history data.

f. Each State Control terminal shall build its data system around a central com-
puter, through which each inquiry must pass for screening and verification. The
f)onﬁguration and operation of the center shall provide for the integrity of the data

ase.



157

2. Communications:

a. Lines/channels being used to transmit criminal history information must be
dedicated solely to criminal justice, i.e., there must be no terminals belonging to
agencies outside the criminal justice system sharing these lines/channels.

b. Physical security of the lines/channels must be protected to guard against clan-
destine devices being utilized to intercept or inject system traffic.

3. Terminal Devices Having Access to NCIC:

a. All authorized users having terminal on this system must be required to phys-
ically place theses terminals in secure locations within the authorized agency.

b. The authorized users having terminals with access to criminal history must
screen terminal operators and restrict access to the terminal to a minimum number
of authorized employees.

c. Copies of criminal history data obtained from terminal devices must be afforded
security to prevent any unauthorized access to or use of the data.

d. All remote terminals on NCIS III will maintain a manual or automatedlog of
computerized criminal history inquiries with notations of individuals making re-
quests for records for a minimum of one year.

Retention and disposal:

Unless otherwise removed, records will be retained in files as follows:

A. Vehicle File:

a. Unrecovered stolen vehicle records (including snowmobile records) which do not
contain vehicle identification numbers (VIN) or Owner-applied number (OAN) there-
in, will be purged from file 90 days after date of entry. Unrecovered stolen vehicle
records (including snowmobile records) which contain VINS or OANs will remain in
file for the year of entry plus 4.

b. Unrecovered vehicles wanted in conjunction with a felony will remain in file
for 90 days after entry. In the event a longer retention period is desired, the vehicle
must be reentered.

c. Unrecovered stolen VIN plates, certificates of origin or title, and serially num-
bered stolen vehicle engines or transmissions will remain in file for the year of entry
plus 4. (Job No. NC1-65-82—4, Part E. 13 h.(12)

B. License Plate File: Unrecovered stolen license plates will remain in file for one
year after the end of the plate’s expiration year as shown in the record. (Job no.
NC1-65-82—4, Part E. 13 h. (2))

C. Boat file: Unrecovered stolen boat records, which contain a hull serial number
or an OAN, will be retained in file for the balance of the year entered plus 4. Unre-
covered stolen boat records which do not contain a hull serial number or an OAN
will be purged from file 90 days after date of entry. (Job No. NC1-65-82—4, Part
E. 13 h. (6))

D. Gun File:

a. Unrecovered weapons will be retained in file for an indefinite period until ac-
tion is taken by the originating agency to clear the record.

b. Weapons entered in file as “recovered” weapons will remain in file for the bal-
ance of the year entered plus 2. (Job No. NC1-65-82—4, Part E. 13 h. (3))

E. Article File: Unrecovered stolen articles will be retained for the balance of the
year entered plus one year. (Job No. NC1-65-82—4, Part E. 13 h. (4))

F. Securities File: Unrecovered stolen, embezzled or counterfeited securities will
be retained for the balance of the year entered plus 4, except for travelers checks
and money orders, which will be retained for the balance of the year entered plus
2. (Job No. NC1-65-82—4, Part E. 13 h. (5))

G. Wanted Person File: Person not located will remain in file indefinitely until
action is taken by the originating agency to clear the record (except “Temporary Fel-
ony Wants”, which will be automatically removed from the file after 48 hours”. (Job
No. NC1-65-87-114, Part E. 13 h. (7))

H. Foreign Fugitive File: Person not located will remain in file indefinitely until
action is taken by the originating agency to clear the record.

I. Interstate Identification Index File: When an individual reaches age of 99. (Job
No. N1-65-95-03)

J. Witness Security Program File: Will remain in file until action is taken by the
U.S. Marshals Service to clear or cancel the records.

K. BATF Violent Felon File: Will remain in file until action is taken by the BATF
to clear or cancel the records.

L. Missing Persons File: Will remain in the file until the individual is located or
action is taken by the originating agency to clear the record. (Job No. NC1-65-87—
11, Part E 13h (8))

M.U.S. Secret Service Protective File: Will be retained until names are removed
by the U.S. Secret Service.



158

N. Violent Criminal Gang File: Records will be subject to mandatory purge if inac-
tive for five years.

O. Terrorist File: Records will be subject to mandatory purge if inactive for five
years.

P. Unidentified Person File: Will be retained for the remainder of the year of
entry plus 9.

System manager(s) and address:

Director, Federal Bureau of investigation, J. Edgar Hoover Building, 935 Pennsyl-
vania Avenue, NW., Washington, DC 20535-0001.

Notification procedure:
Same as the above.

Record access procedures:

It is noted the Attorney General has exempted this system from the access and
contest procedures of the Privacy Act. However, the following alternative procedures
are available to a requester. The procedures by which an individual may obtain a
copy of his or her criminal history record from a state or local criminal justice agen-
cy are detailed in 28 CFR 20.34 appendix and are essentially as follows:

If an individual has a criminal record supported by fingerprints and that record
has been entered in the III System, it is available to that individual for review,
upon presentation of appropriate identification and in accordance with applicable
state and federal administrative and statutory regulations.

Appropriate identification includes being fingerprinted for the purpose of insuring
that the individual is who the individual purports to be. The record on file will then
be verified through comparison of fingerprints.

Procedure:

1. All requests for review must be made by the subject of the record through a
law enforcement agency which has access to the III System. That agency within
statutory or regulatory limits can require additional identification to assist in secur-
ing a positive identification.

2. If the cooperating law enforcement agency can make an identification with fin-
gerprints previously taken which are on file locally and if the FBI identification
number of the individual’s record is available to that agency, it can make an on-
line inquiry through NCIC to obtain the III System record or, if it does not have
suitable equipment to obtain an on-line response, obtain the record from Clarks-
burg, West Virginia, by mail. The individual will then be afforded the opportunity
to see that record.

3. Should the cooperating law enforcement agency not have the individual’s fin-
gerprints on file locally, it is necessary for that agency to relate the prints to an
existing record by having the identification prints compared with those already on
file in the FBI, or, possibly, in the state’s central identification agency.

The procedures by which an individual may obtain a copy of his or her criminal
history record from the FBI are set forth in 28 CFR 16.30-16.34.

Contesting record procedures:

The Attorney General has exempted this system from the contest procedures of
the Privacy Act. Under the alternative procedures described above under “Record
Access Procedures,” the subject of the requested record shall request the appropriate
arresting agency, court, or correctional agency to initiate action necessary to correct
any stated inaccuracy in subject’s record or provide the information needed to make
the record complete. The subject of a record may also direct his/her challenge as to
the accuracy or completeness of any entry on his/her record to the FBI, Criminal
Justice Information Services (CJIS) Division, ATTN: SCU, Mod. D-2, 1000 Custer
Hollow Road, Clarksburg, WV 26306. The FBI will then forward the challenge to
the agency which submitted the data requesting that agency to verify or correct the
challenged entry. Upon the receipt of an official communication directly from the
agency which contributed the original information, the FBI CJIS Division will make
any changes necessary in accordance with the information supplied by that agency.

Record source categories:
Information contained in the NCIC system is obtained from local, state, tribal,
federal, foreign, and international criminal justice agencies.
Systems exempted from certain provisions of the act:

The Attorney General has exempted this system from subsection (¢)(3) and (4); (d);
(e)(1), (2), and (3); (e)(4)(G) and (H), (e)(8) and (g) of the Privacy Act pursuant to
5 U.S.C. 552a(j)(2) and (k)(3). Rules have been promulgated in accordance with the
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requirements of 5 U.S.C. 553(b), (c) and (e) and have been published in the Federal
Register.

[From the Federal Register, Vol. 63, No. 34, February 20, 1998]

DEPARTMENT OF JUSTICE

[AAG/A Order No. 146-97]
Privacy Act of 1974; Notice of Modified Systems of Records

Pursuant to the Privacy Act of 1974 (5 U.S.C. 552a), the Department proposes to
modify the following Privacy Act systems of records:

Antitrust Information Management System (AMIS)—Matter Report, Justice/ATR—
006 (previously published on October 17, 1988 at 53 FR 40502)

Central Civil Rights Division Index File and Associated Records, Justice/CRT-001
(previously published on May 17, 1993 at 58 FR 28896)

Central Criminal Division Index File and Associated Records, Justice/CRM-001
(previously published on December 11, 1987 at 53 FR 47186)

Civil Division Case File System, Justice/CIV-001 (previously published on October
17, 1988 at 53 FR 40504)

Civil Case Files, Justice/USA-005 (previously published on January 22, 1988 at
53 FR 1864)

Criminal Case Files, Justice/USA-007 (previously published on January 22, 1988
at 53 FR 1861)

FBI Central Records System, Justice/FBI-002 (previously published on October 5,
1993 at 58 FR 51858)

Tax Division Central Classification Cards, Index Docket Cards, and Associated
Records—Criminal Tax Cases, Justice/TAX-001 (previously published on September
30, 1977 at 42 FR 53389)

Tax Division Central Classification Cards, Index Docket Cards, and Associated
Records—Civil Tax Cases, Justice/TAX-002 (previously published on September 30,
1977 at 42 FR 53390)

The Department proposes to add a new routine use disclosure to all of the above-
named systems of records. The routine use will permit disclosure of health care-re-
lated information obtained during health-care related investigations. In addition,
the Department proposes to add an additional routine use disclosure to the Central
Civil Rights Division Index File and Associated Records system to permit the disclo-
sure of information regarding the progress and results of investigations to the com-
plainants and/or victims involved. The proposed disclosures have been italicized for
the reader’s convenience. The modified systems of records are printed below.

Title 5 U.S.C. 552a(e)(4) and (11) provide that the public be given a 30-day period
in which to comment on proposed new routine use disclosures. The Office of Man-
agement and Budget (OMB), which has oversight responsibilities under the Act, re-
quires a 40-day period in which to conclude its review of the new routine uses.

Therefore, please submit any comments by March 23, 1998. The public, OMB, and
the Congress are invited to send written comments to Patricia E. Neely, Program
Analyst, Information Management and Security Staff, Justice Management Divi-
sion, Department of Justice, Washington, DC 20530 (Room 850, WCTR Building).

In accordance with 5 U.S.C. 552a(r), the Department has provided a report to
OMB and the Congress on the proposed modification.

Dated: December 31, 1997.
STEPHEN R. COLGATE,
Assistant Attorney General for Administration.

JUSTICE | FBI-002

System name:
The FBI Central Records System.

System location:
a. Federal Bureau of Investigation, J. Edgar Hoover Building, 10th and Pennsyl-
vania Avenue, NW, Washington DC 20535; b. 56 field divisions (see Appendix); c.
16 Legal Attache (see Appendix).
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Categories of individuals covered by the system:

a. Individuals who relate in any manner to official FBI investigations including,
but not limited to subjects, suspects, victims, witnesses, and close relatives and as-
sociates who are relevant to an investigation.

b. Applicants for and current and former personnel of the FBI and persons related
thereto who are considered relevant to an applicant investigation, personnel inquiry,
or other personnel matters.

c. Applicants for and appointees to sensitive positions in the United States Gov-
ernment and persons related thereto who are considered relevant to the investiga-
tion.

d. Individuals who are the subject of unsolicited information, who offer unsolicited
information, request assistance, and make inquiries concerning record material, in-
cluding general correspondence, and contacts with other agencies, businesses, insti-
tutions, clubs; the public and the news media.

e. Individuals associated with administrative operations or services including per-
tinent functions, contractors and pertinent persons related thereto. (All manner of
information concerning individuals may be acquired in connection with and relating
to the varied investigative responsibilities of the FBI which are further described
in “CATEGORIES OF RECORDS IN THE SYSTEM.” Depending on the nature and
scope of the investigation this information may include, among other things, per-
sonal habits and conduct, financial information, travel and organizational affiliation
of individuals. The information collected is made a matter of record and placed in
FBI files.)

Categories of records in the system:

The FBI Central Records Systems—The FBI utilizes a central records system of
maintaining its investigative, personnel, applicant, administrative, and general files.
This system consists of one numerical sequence of subject matter files, an alphabet-
ical index to the files, and a supporting abstract system to facilitate processing and
accountability of all important mail placed in files. This abstract system is both a
textual and an automated capability for locating mail. Files kept in FBI field offices
are also structured in the same manner, except they do not utilize an abstract sys-
tem.

The 281 classifications used by the FBI in its basic filing system pertain primarily
to Federal violations over which the FBI has investigative jurisdiction. However, in-
cluded in the 281 classifications are personnel, applicant, and administrative mat-
ters to facilitate the overall filing scheme. These classifications are as follows (the
word “obsolete” following the name of the classification indicates the FBI is no
longer initiating investigative cases in these matters, although the material is re-
tained for reference purposes):

1. Training Schools; National Academy Matters: FBI National Academy Appli-
cants. Covers general information concerning the FBI National Academy, including
background investigations of individual candidates.

2. Neutrality Matters. Title 18, United States Code, Sections 956 and 958 962;
Title 22, United States Code, Sections 1934 and 401.

3. Overthrow or Destruction of the Government. Title 18, United States Code, Sec-
tion 2385.

4. National Firearms Act, Federal Firearms Act; State Firearms Control Assist-
ance Act; Unlawful Possession or Receipt of Firearms. Title 26, United States Code,
Sections 5801-5812; Title 18, United States Code, Sections 921-928; Title 18,
United States Code, Sections 1201-1203.

5. Income Tax. Covers violations of Federal income tax laws reported to the FBI.
Complaints are forwarded to the Commissioner of the Internal Revenue Service.

6. Interstate Transportation of Strikebreakers. Title 18, United States Code, Sec-
tion 1231.

7. Kidnapping. Title 28, United States Code, Sections 1201 and 1202.

8. Migratory Bird Act. Title 18, United States Code, Section 43; Title 16, United
States Code, Section 703 through 718.

9. Extortion. Title 18, United States Code, Sections 876, 877, 875, and 873.

10. Red Cross Act. Title 18, United States Code, Sections 706 and 917.

11. Tax (Other than Income). This classification covers complaints concerning vio-
lations of Internal Revenue law as they apply to other than alcohol, social security
and income and profits taxes, which are forwarded to the Internal Revenue Service.

12. Narcotics. This classification covers complaints received by the FBI concerning
alleged violations of Federal drug laws. Complaints are forwarded to the head-
%uartfel]")sEcg the Drug Enforcement Administration (DEA), or the nearest district of-
ice o .
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13. Miscellaneous. Section 125, National Defense Act, Prostitution; Selling Whis-
key Within Five Miles of An Army Camp, 1920 only. Subjects were alleged violators
of abuse of U.S. flag, fraudulent enlistment, selling liquor and operating houses of
prostitution within restricted bounds of military reservations. Violations of Section
13 of the Selective Service Act (Conscription Act) were enforced by the Department
of Justice as a war emergency measure with the Bureau exercising jurisdiction in
the detection and prosecution of cases within the purview of that Section.

14. Sedition. Title 18, United States Code, Sections 2387, 2388, and 2391.

15. Theft from Interest Shipment. Title 18, United States Code, Section 859; Title
18, United States Code, Section 660; Title 18 United States Code, Section 2117.

16. Violations of Federal Injunction (obsolete). Consolidated into Classification 69,
“Contempt of Court”.

17. Fraud Against the Government, Department of Veterans Affairs, Department
of Veterans Affairs Matters. Title 18, United States Code, Section 287, 289, 290,
37(11, or 1001, and Title 38, United States Code, Sections 787(a), 787(b), 3405, 3501,
and 3502.

18. May Act. Title 18, United States Code, Section 1384.

19. Censorship Matter (obsolete). Pub. L. 77th Congress.

20. Federal Grain Standards Act (obsolete) 1920 only. Subjects were alleged viola-
tors of contracts for sale. Shipment of Interstate Commerce, Section 5, U.S. Grain
Standards Act.

21. Food and Drugs. This classification covers complaints received concerning al-
leged violations of the Food, Drug and Cosmetic Act; Tea Act; Import Milk Act;
Caustic Poison Act; and Filled Milk Act. These complaints are referred to the Com-
missioner of the Food and Drug Administration of the field component of that Agen-

cy.

22. National Motor Vehicle Traffic Act, 1922—27 (obsolete). Subjects were possible
violators of the National Motor Vehicle Theft Act, Automobiles seized by Prohibi-
tions Agents.

23. Prohibition. This classification covers complaints received concerning boot-
legging activities and other violations of the alcohol tax laws. Such complaints are
referred to the Bureau of Alcohol, Tobacco and Firearms, Department of the Treas-
ury, or field representatives of the Agency.

24. Profiteering 1920-42 (obsolete). Subjects are possible violators of the Lever
Act—Profiteering in food and clothing or accused company was subject of file. Bu-
reau conducted investigations to ascertain profits.

25. Selective Service Act; Selective Training and Service Act. Title 50, United
States Code, Section 462; Title 50, United States Code, Section 459.

26. Interstate Transportation of Stolen Motor Vehicle; Interstate Transportation
of Stolen Aircraft. Title 18, United States Code, Sections 2311 (in part), 2312, and
2313.

27. Patent Matter. Title 35, United States Code, Sections 104 and 105.

28. Copyright Matter. Title 17, United States Code, Sections 104 and 105.

29. Bank Fraud and Embezzlement. Title 18, United States Code, Sections 212,
213, 215, 334, 655-657, 1004-1006, 1008, 1009, 1014, and 1306; Title 12, United
States Code, Section 1725(g).

30. Interstate Quarantine Law, 1922-25 (obsolete). Subjects alleged violators of
Act of February 15, 1893, as amended, regarding interstate travel of persons af-
flicted with infectious diseases. Cases also involved unlawful transportation of ani-
mals, Act of February 2, 1903. Referrals were made to Public Health Service and
the Department of Agriculture.

31. White Slave Traffic Act. Title 18, United States Code, Section 2421-2424.

32. Identification (Fingerprint) Matters. This classification covers general informa-
tion concerning Identification (fingerprint) matters.

33. Uniform Crime Reporting. This classification covers general information con-
cerning the Uniform Crime Reports, a periodic compilation of statistics of criminal
violations throughout the United States.

34. Violation of Lacy Act. 1922-43. (obsolete) Unlawful Transportation and ship-
ment of black bass and fur seal skins.

35. Civil Service. This classification covers complaints received by the FBI con-
cerning Civil Service matters which are referred to the Office of Personnel Manage-
ment in Washington or regional offices of that Agency.

36. Mail Fraud. Title 18, United States Code, Section 1341.

37. False Claims Against the Government. 1921-22 (obsolete). Subjects submitted
claims for allotment, vocational training, compensation as veterans under the Sweet
Bill. Letters were generally referred elsewhere (Veterans Bureau). Violators appre-
hended for violation of Article No. 1, War Risk Insurance Act.
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38. Application for Pardon to Restore Civil Rights. 1921-35 (obsolete). Subjects al-
legedly obtained their naturalization papers by fraudulent means. Cases later re-
ferred to Immigration and Naturalization Service.

39. Falsely Claiming Citizenship (obsolete). Title 18, United States Code, Sections
911 and 1015(a)(b).

40. Passport and Visa Matter. Title 18, United States Code, Sections 1451-1546.

41. Explosives (obsolete). Title 50, United States Code, Sections 121 through 144.

42. Deserter; Deserter, Harboring. Title 10, United States Code, Sections 808 and
885.

43. Tllegal Wearing of Uniforms; False Advertising or Misuse of Names, Words,
Emblems or Insignia; Illegal Manufacturer, Use, Possession, or Sale of Emblems
and Insignia; Illegal Manufacture, Possession, or Wearing of Civil Defense Insignia;
Miscellaneous, Forging or Using Forged Certificate of Discharge from Military or
Naval Service; Miscellaneous, Falsely Making or Forging Naval, Military, or Official
Pass; Miscellaneous, Forging or Counterfeiting Seal of Department or Agency of the
United States, Misuse of the Great Seal of the United States or of the Seals of the
President or the Vice President of the United States; Unauthorized Use of “Johnny
Horizon” Symbol; Unauthorized Use of Smokey Bear Symbol. Title 18, United States
Code, Sections 702, 703, and 704; Title 18, United States Code, Sections 701, 705,
707, and 710; Title 36, United States Code, Section 182; Title 50, Appendix, United
States Code, Section 2284; Title 46, United States Code, Section 249; Title 18,
United States Code, Sections 498, 499, 506, 709, 711, 711a, 712, 713, and 714; Title
12, United States Code, Sections 1457 and 1723a; Title 22, United States Code, Sec-
tion 2518.

44. Civil Rights; Civil Rights, Election Laws, Voting Rights Act, 1965, Title 18,
United States Code, Sections 241, 242, and 245; Title 42, United States Code, Sec-
tion 1973; Title 18, United States Code, Section 243; Title 18, United States Code,
Section 244, Civil Rights Act—Federally Protected Activities; Civil Rights Act—
Overseas Citizens Voting Rights Act of 1975.

45. Crime on the High Seas (includes stowaways on boats and aircraft). Title 18,
United States Code, Sections 7, 13, 1243, and 2199.

46. Fraud Against the Government (includes Department of Health, Education
and Welfare; Department of Labor (CETA), and Miscellaneous Government Agen-
cies), Anti-Kickback Statute; Department Assistance Act of 1950; False Claims,
Civil; Federal-Aid Road Act; Lead and Zinc Act; Public Works and Economic Devel-
opment Act of 1965; Renegotiation Act, Criminal; Renegotiation Act, Civil; Trade
Expansion Act of 1962; Unemployment Compensation Statutes; Economic Oppor-
tunity Act, Title 50, United States Code, Section 1211 et seq.; Title 31, United
States Code, Section 231; Title 41, United States Code, Section 119; Title 40, United
States Code, Section 489.

47. Impersonation. Title 18, United States Code, Sections 912, 913, 915, and 916.

48. Postal. Violation (Except Mail Fraud). This classification covers inquiries con-
cerning the Postal Service and complaints pertaining to the theft of mail. Such com-
plaints are either forwarded to the Postmaster General or the nearest Postal Inspec-
tor.

49. Bankruptcy Fraud. Title 18, United States Code, Sections 151-155.

50. Involuntary Servitude and Slavery. U.S. Constitution, 13th Amendment; Title
18, United States Code, Sections 1581-1588, 241, and 242.

51. Jury Panel Investigations. This classification covers jury panel investigations
which are requested by the appropriate Assistant Attorney General as authorized
by 28 U.S.C. 533 and AG memorandum 781, dated November 9, 1972. These inves-
tigations can be conducted only upon such request and consist of an indices and ar-
rest check, and only in limited important trials where defendant could have influ-
ence over a juror.

52. Theft, Robbery, Embezzlement, Illegal Possession or Destruction of Govern-
ment Property. Title 18, United States Code, Sections 641, 1024, 1660, 2112, and
2114. Interference With Government Communications, Title 18, United States Code,
Section 1632.

53. Excess Profits on Wool. 1918 (obsolete). Subjects possible violators of Govern-
ment Control of Wool Clip Act of 1918.

54. Customs Laws and Smuggling. This classification covers complaints received
concerning smuggling and other matters involving importation and entry of mer-
chandise into and the exportation of merchandise from the United States. Com-
plaints are referred to the nearest district office of the U.S. Customs Service or the
Commissioner of Customs, Washington, DC.

55. Counterfeiting. This classification covers complaints received concerning al-
leged violations of counterfeiting of U.S. coins, notes, and other obligations and secu-
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rities of the Government. These complaints are referred to either the Director, U.S.
Secret Service, or the nearest office of that Agency.

56. Election Laws. Title 18, United States Code, Sections 241, 242, 245, and 591—
607; Title 42, United States Code, Section 1973; Title 26, United States Code, Sec-
tions 9012 and 9042; Title 2, United States Code, Sections 431-437, 439, and 441.

57. War Labor Dispute Act (obsolete). Pub. L. 89—77th Congress.

58. Corruption of Federal Public Officials. Title 18, United States Code, Sections
201-203, 205-211; Public Law 89—4 and 89-136.

59. World War Adjusted Compensation Act of 1924-44 (obsolete). Bureau of Inves-
tigation was charged with the duty of investigating alleged violations of all sections
of the World War Adjusted Compensation Act (Pub. L. 472, 69th Congress (H.R.
10277)) with the exception of Section 704.

60. Anti-Trust, Title 15, United States Code, Sections 1-7, 12-27, and 13.

61. Treason or Misprision of Treason. Title 18, United States Code, Sections 2381,
2382, 2389, 2390, 756, and 757.

62. Administrative Inquiries. Misconduct Investigations of Officers and Employees
of the Department of Justice and Federal Judiciary; Census Matters (Title 13,
United States Code, Sections 211-214, 221-224, 304, and 305) Domestic Police Co-
operation; Eight-Hour-Day Law (Title 40, United States Code, Sections 321, 332,
325a, 326); Fair Credit Reporting Act (Title 15, United States Code, Sections 1681q
and 1681r); Federal Cigarette Labeling and Advertising Act (Title 15, United States
Code, Section 1333); Federal Judiciary Investigations; Kickback Racket Act (Title
18, United States Code, Section 874); Lands Division Matter, other Violations and/
or Matters; Civil Suits—Miscellaneous; Soldiers’ and Sailors’ Civil Relief Act of 1940
(Title 50, Appendix, United States Code, Sections 510-590); Tariff Act of 1930 (Title
19, United States Code, Section 1304); Unreported Interstate Shipment of Ciga-
rettes (Title 15, United States Code, Sections 375 and 376); Fair Labor Standards
Act of 1938 (Wages and Hours Law) (Title 29, United States Code, Sections 201—
219); Conspiracy (Title 18, United States Code, Section 371 (formerly Section 88,
Title 18, United States Code); effective September 1, 1948).

63. Miscellaneous—Nonsubversive. This classification concerns correspondence
from the public which does not relate to matters within FBI jurisdiction.

64. Foreign Miscellaneous. This classification is a control file utilized as a reposi-
tory for intelligence information of value identified by country. More specific cat-
egories are placed in classification 108-113.

65. Espionage. Attorney General Guidelines on Foreign Counterintelligence; Inter-
nal Security Act of 1950; Executive Order 11905.

66. Administrative Matters. This classification covers such items as supplies,
automobiles, salary matters and vouchers.

67. Personnel Matters. This classification concerns background investigations of
applicants for employment with the FBI and folders for current and former employ-
ees.

68. Alaskan matters (obsolete). This classification concerns FBI investigations in
the Territory of Alaska prior to its becoming a State.

69. Contempt of Court. Title 18, United States Code, Sections 401, 402, 3285,
3691, 3692; Title 10, United States Code. Section 847; and Rule 42, Federal Rules
of Criminal Procedure.

ZiO. Crime on Government Reservation. Title 18, United States Code, Sections 7
and 13.

71. Bills of Lading Act, Title 49, United States Code, Section 121.

72. Obstruction of Criminal Investigations: Obstruction of Justice, Obstruction of
Court Orders. Title 18, United States Code. Sections 1503 through 1510.

73. Application for Pardon After Completion of Sentence and Application for Exec-
utive Clemency. This classification concerns the FBI’s background investigation in
connection with pardon applications and request for executive clemency.

74. Perjury. Title 18, United States Code, Sections 1621, 1622, and 1623.

75. Bondsmen and Sureties. Title 18, United States Code, Section 1506.

76. Escaped Federal Prisoner. Escape and Rescue; Probation Violator, Parole Vio-
lator, Mandatory, Release Violator. Title 18, United States Code, Sections 751-757,
1072; Title 18, United States Code. Sections 3651-3656; and Title 18, United States
Code. Sections 4202—-4207, 5037, and 4161-4166.

77. Applicants (Special Inquiry, Departmental and Other Government Agencies,
except those having special classifications). This classification covers the background
investigations conducted by the FBI in connection with the aforementioned posi-
tions.

78. Illegal Use of Government Transportation Requests. Title 18, United States
Code, Section 287, 495, 508, 641, 1001 and 1002.
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79. Missing Persons. This classification covers the FBI's Identification Division’s
assistance in the locating of missing persons.

80. Laboratory Research Matters. At FBI Headquarters this classification is used
for Laboratory research matters. In field office files this classification covers the
FBI'’s public affairs matters and involves contact by the FBI with the general public,
Federal and State agencies, the Armed Forces, Corporations, the news media and
other outside organizations.

81. Gold Hoarding. 1933-45. (obsolete) Gold Hoarding investigations conducted in
accordance with an Act of March 9, 1933 and Executive Order issued August 28,
1933. Bureau instructed by Department to conduct no further investigations in 1935
under the Gold Reserve Act of 1934. Thereafter, all correspondence referred to Se-
cret Service.

82. War Risk Insurance (National Life Insurance (obsolete)). This classification
covers investigations conducted by the FBI in connection with civil suits filed under
this statute.

83. Court of Claims. This classification covers requests for investigations of cases
pending in the Court of Claims from the Assistant Attorney General in charge of
the Civil Division of the Department of Justice.

84. Reconstruction Finance Corporation Act (obsolete). Title 15, United States
Code, Chapter 14.

85. Home Owner Loan Corporation (obsolete). This classification concerned com-
plaints received by the FBI about alleged violations of the Home Owners Loan Act,
which were referred to the Home Owners Loan Corporation. Title 12, United States
Code, Section 1464.

86. Fraud Against the Government—Small Business Administration. Title 15,
United States Code, Section 645; Title 18, United States Code, Sections 212, 213,
215, 216, 217, 657, 658, 1006, 1011, 1013, 1014, 1906, 1907, and 1909.

87. Interstate Transportation of Stolen Property (Heavy Equipment—Commer-
cialized Theft). Title 18, United States Code, Sections 2311, 2314, 2315 and 2318.

88. Unlawful Flight to Avoid Prosecution, Custody, or Confinement; Unlawful
Flight to Avoid Giving Testimony. Title 18, United States Code, Sections 1073 and
1074.

89. Assaulting or Killing a Federal Officer, Crimes Against Family Members, Con-
grée;zsional Assassination Statute, Title 18, United States Code, Sections 1111, 1114,

90. Irregularities in Federal Penal Institutions. Title 18, United States Code, Sec-
tions 1791 and 1792.

91. Bank Burglary, Bank Larceny; Bank Robbery. Title 18, United States Code,
Section 2113.

92. Racketeer Enterprise Investigations. Title 18, United States Code. Section
3237.

93. Ascertaining Financial Ability. This classification concerns requests by the De-
partment of Justice for the FBI to ascertain a person’s ability to pay a claim, fine
or judgment obtained against him by the United States Government.

94. Research matters. This classification concerns all general correspondence of
the FBI with private individuals which does not involve any substantive violation
of Federal law.

95. Laboratory Cases (Examination of Evidence in Other Than Bureau’s Cases).
The classification concerns non-FBI cases where a duly constituted State, county or
a municipal law enforcement agency in a criminal matter has requested an exam-
ination of evidence by the FBI Laboratory.

96. Alien Applicant (obsolete). Title 10, United States Code, Section 310.

97. Foreign Agents Registration Act. Title 18, United States Code, Section 951;
Title 22, United States Code, Sections 611-621; Title 50, United States Code, Sec-
tions 851-857.

98. Sabotage. Title 18, United States Code, Sections 2151-2156; Title 50, United
States Code, Section 797.

99. Plant Survey (obsolete). This classification covers a program wherein the FBI
inspected industrial plants for the purpose of making suggestions to the operations
of those plants to prevent espionage and sabotage.

100. Domestic Security. This classification covers investigations by the FBI in the
domestic security field, e.g., Smith Act violations.

101. Hatch Act (obsolete). Public Law 252, 76th Congress.

102. Voorhis Act, Title 18, United States Code, Section 1386.

103. Interstate Transportation of Stolen Livestock, Title 18, United States Code,
Sections 667, 2311, 2316 and 2317.

104. Servicemen’s Dependents Allowance Act of 1942 (obsolete). Public Law 625,
77th Congress, Sections 115-119.
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105. Foreign Counterintelligence Matters. Attorney General Guidelines on Foreign
Counterintelligence. Executive Order 11905.

106. Alien Enemy Control; Escaped Prisoners of War and Internees, 1944-55 (ob-
solete). Suspects were generally suspected escaped prisoners of war, members of for-
eign organizations, failed to register under the Alien Registration Act. Cases ordered
closed by Attorney General after alien enemies returned to their respective coun-
tries upon termination of hostilities.

107. Denaturalization Proceedings (obsolete). This classification covers investiga-
tion concerning allegations that an individual fraudulently swore allegiance to the
United States or in some other manner illegally obtained citizenship to the U.S.
Title 8, United States Code, Section 738.

108. Foreign Travel Control (obsolete). This classification concerns security-type
investigations wherein the subject is involved in foreign travel.

109. Foreign Political Matters. This classification is a control file utilized as a re-
pository for intelligence information concerning foreign political matters broken
down by country.

110. Foreign Economic Matters. This classification is a control file utilized as a
repository for intelligence information concerning foreign economic matters broken
down by country.

111. Foreign Social Conditions. This classification is a control file utilized as a re-
pository for intelligence information concerning foreign social conditions broken
down by county.

112. Foreign Funds. This classification is a control file utilized as a repository for
intelligence information concerning foreign funds broken down by country.

113. Foreign Military and Naval Matters. This classification is a control file uti-
lized as a repository for intelligence information concerning foreign military and
naval matters broken down by country.

114. Alien Property Custodian Matter (obsolete). Title 50, United States Code,
Sections 1 through 38. This classification covers investigations concerning ownership
and control of property subject to claims and litigation under this statute.

115. Bond Default; Bail Jumper. Title 18, United States Code, Sections 3146—
3152.

116. Department of Energy Applicant; Department of Energy, Employee. This
classification concerns background investigations conducted in connection with em-
ployment with the Department of Energy.

117. Department of Energy, Criminal. Title 42, United States Code, Sections
2011-2281; Public Law 93-438.

118. Applicant, Intelligence Agency (obsolete). This classification covers applicant
background investigations conducted of persons under consideration for employment
by the Central Intelligence Group.

119. Federal Regulation of Lobbying Act. Title 2, United States Code, ections 261—
270.

120. Federal Tort Claims Act, Title 28, United States Code, Sections 2671 to 2680.
Investigations are conducted pursuant to specific request from the Department of
Justice in connection with cases in which the Department of Justice represents
agencies sued under the Act.

121. Loyalty of Government Employees (obsolete). Executive Order 9835.

122. Labor Management Relations Act, 1947. Title 29, United States Code, Sec-
tions 161, 162, 176-178 and 186.

123. Section inquiry, State Department, Voice of America (U.S. Information Cen-
ter) (Public Law 402, 80th Congress) (obsolete). This classification covers loyalty and
security investigations on personnel employed by or under consideration for employ-
ment for Voice of America.

124. European Recovery Program Administration, formerly Foreign Operations
Administration, Economic Cooperation Administration or E.R.P., European Recovery
Programs; A.I.LD. Agency for International Development (obsolete). This classifica-
tion covers security and loyalty investigation of personnel employed by or under con-
sideration for employment with the European Recovery Program, Public Law 472,
80th Congress.

125. Railway Labor Act; Railway Labor Act—Employer’s Liability Act Title 45,
United States Code, Sections 151-163 and 181-188.

126. National Security Resources Board, Special Inquiry (obsolete). This classifica-
tion covers loyalty investigations on employees and applicants of the National Secu-
rity Resources Board.

127. Sensitive Positions in the United States Government, Public Law 266 (obso-
lete). Public Law 81st Congress.

128. International Development Program (Foreign Operations Administration)
(obsolete). This classification covers background investigations conducted on individ-
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uals who are to be assigned to duties under the International Development Pro-
gram.

129. Evacuation Claims (obsolete). Public Law 886, 80th Congress.

130. Special Inquiry. Armed Forces Security Act (obsolete). This classification cov-
ers applicant-type investigations conducted for the Armed Forces security agencies.

131. Admiralty Matter. Title 46, United States Code, Sections 741-752 and 781-
799.

132. Special Inquiry, Office of Defense Mobilization (obsolete). This classification
covers applicant-type investigations of individuals associated with the Office of De-
fense Mobilization.

133. National Science Foundation Act, Applicant (obsolete). Public Law 507, 81st
Congress.

134. Foreign Counterintelligence Assets. This classification concerns individuals
who provide information to the FBI concerning Foreign Counterintelligence matters.

135. PROSAB (Protection of Strategic Air Command Bases of the U.S. Air Force
(obsolete). This classification covered contacts with individuals with the aim to de-
velop information useful to protect bases of the Strategic Air Command.

136. American Legion Contact (obsolete). This classification covered liaison con-
tracts with American Legion offices.

137. Informants. Other than Foreign Counterintelligence Assets. This classifica-
tion concerns individuals who furnish information to the FBI concerning criminal
violations on a continuing and confidential basis.

138. Loyalty of Employees of the United Nations and Other Public International
Organizations. This classification concerns FBI investigations based on referrals
from the Office of Personnel Management wherein a question or allegation has been
received regarding the applicant’s loyalty to the U.S. Government as described in
Executive Order 10422.

139. Interception of Communications (Formerly, Unauthorized Publication or Use
of Communications). Title 47, United States Code, Section 605; Title 47, United
States Code, Section 501; Title 18, United States Code, Sections 2510-2513.

140. Security of Government Employees; Fraud Against the Government, Execu-
tive Order 10450.

141. False Entries in Records of Interstate Carriers. Title 47, United States Code,
Section 220; Title 49, United States Code, Section 20.

142. Tllegal Use of Railroad Pass. Title 49, United States Code, Section 1.

143. Interstate Transport of Gambling Devices. Title 15, United States Code, Sec-
tions 1171 through 1180.

144. Interstate Transportation of Lottery Tickets. Title 18, United States Code,
Section 1301.

145. Interstate Transportation of Obscene Materials. Title 18, United States Code,
Sections 1462, 1464, and 1465.

146. Interstate Transportation of Prison-Made Goods. Title 18, United States
Code, Sections 1761 and 1762.

147. Fraud Against the Government—Department of Housing and Urban Develop-
ment, Matters. Title 18, United States Code, Sections 657, 709, 1006, and 1010;
Title 12, United States Code, Sections 1709 and 1715.

148. Interstate Transportation of Fireworks. Title 18, United States Code, Section
836.

149. Destruction of Aircraft or Motor Vehicles. Title 18, United States Code, Sec-
tion 31-35.

150. Harboring of Federal Fugitives, Statistics (obsolete).

151. (Referral cases received from the Office of Personnel Management under Pub.
L. 298). Agency for International Development; Department of Energy; National
Aeronautics and Space Administration; National Science Foundation; Peace Corps;
Action; U.S. Arms Control and Disarmament Agency; World Health Organization;
International Labor Organization; International Communications Agency. This clas-
sification covers referrals from the Office of Personnel Management where an alle-
gation has been received regarding an applicant’s loyalty to the U.S. Government.
These referrals refer to applicants from Peace Corps; Department of Energy, Na-
tional Aeronautics and Space Administration, Nuclear Regulatory Commission,
United States Arms Control and Disarmament Agency and the International Com-
munications Agency.

152. Switchblade Knife Act. Title 15, United States Code, Sections 1241-1244.

153. Automobile Information Disclosure Act. Title 15, United States Code, Sec-
tions 1231-1233.

154. Interstate Transportation of Unsafe Refrigerators. Title 15, United States
Code, Sections 1211-1214.
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155. National Aeronautics and Space Act of 1958. Title 18, United States Code,
Section 799.

156. Employee Retirement Income Security Act. Title 29, United States Code, Sec-
tions 1021-1029, 1111, 1131, and 1141; Title 18, United States Code, Sections 644,
1027, and 1954.

157. Civil Unrest. This classification concerns FBI responsibility for reporting in-
formation on civil disturbances or demonstrations. The FBI’s investigative responsi-
bility is based on the Attorney General’s Guidelines for Reporting on Civil Disorders
and Demonstrations Involving a Federal Interest which became effective April 5,
1976.

158. Labor-Management Reporting and Disclosure Act of 1959 (Security Matter)
(obsolete). Public Law 86257, Section 504.

159. Labor-Management Reporting and Disclosure Act of 1959 (Investigative Mat-
ter). Title 29, United States Code, Sections 501, 504, 522, and 530.

160. Federal Train Wreck Statute. Title 18, United States Code, Section 1992.

161. Special Inquiries for White House, Congressional Committee and Other Gov-
ernment Agencies. This classification covers investigations requested by the White
House. Congressional committees or other Government agencies.

162. Interstate Gambling Activities. This classification covers information ac-
q%lfired concerning the nature and scope of illegal gambling activities in each field
office.

163. Foreign Police Cooperation. This classification covers requests by foreign po-
lice for the FBI to render investigative assistance to such agencies.

164. Crime Aboard Aircraft. Title 49, United States Code, Sections 1472 and 1473.

165. Interstate Transmission of Wagering Information. Title 18, United States
Code, Section 1065.

166. Interstate Transportation in Aid of Racketeering. Title 18, United States
Code, Section 1952.

167. Destruction of Interstate Property. Title 15, United States Code, Sections
1281 and 1282.

168. Interstate Transportation of Wagering Paraphernalia. Title 18, United States
Code, Section 1953.

169. Hydraulic Brake Fluid Act (obsolete); 76 Stat. 437, Public Law 87-637.

170. Extremist Informants (obsolete). This classification concerns individuals who
provided information on a continuing basis on various extremist elements.

171. Motor Vehicle Seat Belt Act (obsolete). Pub. L. 88-201, 80th Congress.

172. Sports Bribery. Title 18, United States Code, Section 244.

173. Public Accommodations. Civil Rights Act of 1964 Public Facilities; Civil
Rights Act of 1964 Public Education; Civil Rights Act of 1964 Employment; Civil
Rights Act of 1964. Title 42, United States Code, Section 2000; Title 18, United
States Code, Section 245.

174. Explosives and Incendiary Devices; Bomb Threats (Formerly Bombing Mat-
ters; Bombing Matters, Threats). Title 18, United States Code, Section 844.

175. Assaulting, Kidnapping or Killing the President (or Vice President) of the
United States. Title 18, United States Code, Section 1751.

176. Anti-riot Laws. Title 18, United States Code, Section 245.

}177. Discrimination in Housing. Title 42, United States Code, Sections 3601-3619
and 3631.

178. Interstate Obscene or Harassing Telephone Calls. Title 47, United States
Code, Section 223.

179. Extortionate Credit Transactions. Title 18, United States Code, Sections 891—
896.

180. Desecration of the Flag. Title 18, United States Code, Section 700.

181. Consumer Credit Protection Act. Title 15, United States Code, Section 1611.

182. Illegal Gambling Business: Illegal Gambling Business, Obstruction; Illegal
Gambling Business Forfeiture. Title 18, United States Code, Section 1955; Title 18,
United States Code, Section 1511.

183. Racketeer, Influence and Corrupt Organizations. Title 18, United States
Code, Sections 1961-1968.

184. Police Killings. This classification concerns investigations conducted by the
FBI upon written request from local Chief of Police or duty constituted head of the
local agency to actively participate in the investigation of the killing of a police offi-
cer. These investigations are based on a Presidential Directive dated June 3, 1971.

185. Protection of Foreign Officials and Officials Guests of the United States. Title
18, United States Code, Sections 112, 970, 1116, 1117, and 1201.

186. Real Estate Settlement Procedures Act of 1974. Title 12, United States Code,
Section 2602; Title 12, United States Code, Section 2606, and Title 12, United
States Code, Section 2607.
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187. Privacy Act of 1974, Criminal. Title 5, United States Code, Section 552a.

188. Crime Resistance. This classification covers FBI efforts to develop new or im-
proved approaches, techniques, systems, equipment and devices to improve and
strengthen law enforcement as mandated by the Omnibus Crime Control and Safe
Streets Action of 1968.

189. Equal Credit Opportunity Act. Title 15, United States Code, Section 1691.

190. Freedom of Information/Privacy Acts. This classification covers the creation
of a correspondence file to preserve and maintain accurate records concerning the
handling of requests for records submitted pursuant to the Freedom of Informa-
tion—Privacy Acts.

191. False Identity Matters. (obsolete) This classification covers the FBI’s study
and examination of criminal elements’ efforts to create false identities.

192. Hobbs Act—Financial Institutions; Commercial Institutions Armored Carrier.
Title 18, United States Code, Section 1951.

193. Hobbs Act—Commercial Institutions (obsolete). Title 18, United States Code,
Section 1951; Title 47, United States Code, Section 506.

194. Hobbs Act—Corruption of Public Officials. Title 18, United States Code, Sec-
tion 1951.

195. Hobbs Act—Labor Related. Title 18, United States Code, Section 1951.

196. Fraud by Wire. Title 18, United States Code, Section 1343.

197. Civil Actions or Claims Against the Government. This classification covers
all civil suits involving FBI matters and most administrative claims filed under the
Federal Tort Claims Act arising from FBI activities.

198. Crime on Indian Reservations. Title 18, United States Code, Sections 1151,
1152, and 1153.

199. Foreign Counterintelligence—Terrorism. Attorney General Guidelines on For-
eign Counterintelligence. Executive Order 11905.

200. Foreign Counterintelligence Matters. Attorney General Guidelines on Foreign
Counterintelligence. Executive Order 11905.

201. Foreign Counterintelligence Matters. Attorney General Guidelines on Foreign
Counterintelligence. Executive Order 11905.

202. Foreign Counterintelligence Matters. Attorney General Guidelines on Foreign
Counterintelligence. Executive Order 11905.

203. Foreign Counterintelligence Matters. Attorney General Guidelines on Foreign
Counterintelligence. Executive Order 11905.

204. Federal Revenue Sharing. This classification covers FBI investigations con-
ducted where the Attorney General has been authorized to bring civil action when-
ever he has reason to believe that a pattern or practice of discrimination in dis-
bursement of funds under the Federal Revenue Sharing status exists.

205. Foreign Corrupt Practices Act of 1977. Title 15, United States Code, Section
78.

206. Fraud Against the Government—Department of Defense, Department of Ag-
riculture, Department of Commerce, Community Services Organization, Department
of Transportation. (See classification 46 (supra) for a statutory authority for this and
the four following classifications.)

207. Fraud Against the Government—Environmental Protection Agency, National
Aeronautics and Space Administration, Department of Energy, Department of
Transportation.

208. Fraud Against the Government—General Services Administration.

209. Fraud Against the Government—Department of Health and Human Services
(Formerly Department of Health, Education, and Welfare).

210. Fraud Against the Government—Department of Labor.

211. Ethics in Government Act of 1978, Title VI (Title 28, Sections 591-596).

212. Foreign Counterintelligence—Intelligence Community Support. This is an ad-
ministrative classification for the FBI's operational and technical support to other
Intelligence Community agencies.

213. Fraud Against the Government—Department of Education.

214. Civil Rights of Institutionalized Persons Act (Title 42, United States Code,
Section 1997).

215. Foreign Counterintelligence Matters. Attorney General Guidelines on Foreign
Counterintelligence. Executive Order 11905.

216. thru 229. Foreign Counterintelligence Matters. (Same authority as 215.)

230. thru 240. FBI Training Matters.

241. DEA Applicant Investigations.

242. Automation Matters.

243. Intelligence Identities Protection Act of 1982.

244. Hostage Rescue Team.

245. Drug Investigative Task Force.
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246 thru 248. Foreign Counterintelligence Matters. (Same authority as 215.)

249. Environmental Crimes—Investigations involving toxic or hazardous waste
violations.

250. Tampering With Consumer Products (Title 18, U.S. Code, Section 1395).

251. Controlled Substance—Robbery;,—Burglary (Title 18, U.S. Code, section
2118).

252. Violent Crime Apprehension Program (VICAP). Case folders containing
records relevant to the VICAP Program, in conjunction with the National Center for
the Analysis of Violent Crime Record System at the FBI Academy; Quantico, Vir-
ginia.

253. False Identification Crime Control Act of 1982 (Title 18, U.S. Code, Section
1028—Fraud and Related Activity in Connection With Identification Documents,
and Section 1738—Mailing Private Identification Documents Without a Disclaimer).

254. Destruction of Energy Facilities (Title 18, U.S. Code, Section 1365) relates
to the destruction of property of nonnuclear energy facilities.

255. Counterfeiting of State and Corporate Securities (Title 18, U.S. Code, Section
511) covers counterfeiting and forgery of all forms of what is loosely interpreted as
securities.

256. Hostage Taking—Terrorism (Title 18, U.S. Code, Section 1203) prohibits tak-
ing of hostage(s) to compel third party to do or refrain from doing any act.

257. Trademark Counterfeiting Act (Title 18, United States Code, section 2320)
covers the international trafficking in goods which bear a counterfeited trademark.

258. Credit Card Fraud Act of 1984 (Title 18, United States Code, section 1029)
covers fraud and related activities in connection with access devices (credit and
debit cards).

259. Security Clearance Investigations Program. (Same authority as 215.)

260. Industrial Security Program. (Same authority as 215.)

261. Security Officer Matters. (Same authority as 215.)

262. Overseas Homicide (Attempted Homicide—International Terrorism). Title 18,
United States Code, Section 2331.

263. Office of Professional Responsibility Matters.

264. Computer Fraud and Abuse Act of 1986. Electronic Communications Privacy
Act of 1986. Title 18, United States Code, Section 1030; Title 18, United States
Code, Section 2701.

265. Acts of Terrorism in the United States—International Terrorist. (Followed by
predicate offense from other classification.)

266. Acts of Terrorism in the United States—Domestic Terrorist. (Followed by
predicate offense from other classification.)

267. Drug-Related Homicide. Title 21, U.S. Code, Section 848(e).

268. Engineering Technical Matters—FCI.

269. Engineering Technical Matters—Non-FCI.

270. Cooperative Witnesses.

271. Foreign Counterintelligence Matters. Attorney General Guidelines on Foreign
Counterintelligence. Executive Order 11905.

272. Money Laundering. Title 18, U.S. Code, Sections 1956 and 1957.

273. Adoptive Forfeiture Matter—Drug. Forfeiture based on seizure of property by
state, local or other Federal authority.

274. Adoptive Forfeiture Matter—Organized Crime. (Same explanation as 273.)

275. Adoptive Forfeiture Matter—White Collar Crime. (Same explanation as 273.)

276. Adoptive Forfeiture Matter—Violent Crime/Major Offenders Program. (Same
explanation as 273.)

277. Adoptive Forfeiture Matter—Counterterrorism Program. (Same explanation
as 273.)

278. Presidents Intelligence Oversight Board. Executive Order 12334.

279. Biological Weapons Anti-Terrorism Act of 1989. (Title 18, U.S. Code, Sections
175-179).

280. Equal Employment Opportunity Investigations.

281. Organized Crime Drug Investigations. Records Maintained in FBI Field Divi-
sions—FBI field divisions maintain for limited periods of time investigative, admin-
istrative and correspondence records, including files, index cards and related mate-
rial, some of which are duplicated copies of reports and similar documents for-
warded to FBI Headquarters. Most investigative activities conducted by FBI field
divisions are reported to FBI Headquarters at one or more stages of the investiga-
tion. There are, however, investigative activities wherein no reporting was made to
FBI Headquarters, e.g., pending cases not as yet reported and cases which were
closed in the field division for any of a number of reasons without reporting to FBI
Headquarters.
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Duplicate records and records which extract information reported in the main files
are also kept in the various divisions of the FBI to assist them in their day-to-day
operation. These records are lists of individuals which contain certain biographic
data, including physical description and photograph. They may also contain infor-
mation concerning activities of the individual as reported to FBIHQ by the various
field offices. The establishment of these lists is necessitated by the needs of the Divi-
sion to have immediate access to pertinent information duplicative of data found in
the central records without the delay caused by a time-consuming manual search
of central indices. The manner of segregating these individuals varies depending on
the particular needs of the FBI Division. The information pertaining to individuals
who are a part of the list is derivative of information contained in the Central
Records System. These duplicative records fall into the following categories:

(1) Listings of individuals used to assist in the location and apprehension of indi-
viduals for whom legal process is outstanding (fugitives):

(2) Listings of individuals used in the identification of particular offenders in
cases where the FBI has jurisdiction. These listings include various photograph al-
bums and background data concerning persons who have been formerly charged
with a particular crime and who may be suspect in similar criminal activities; and
photographs of individuals who are unknown but suspected of involvement in a par-
ticular criminal activity, for example, bank surveillance photographs:

(3) Listings of individuals as part of an overall criminal intelligence effort by the
FBI. This would include photograph albums, lists of individuals known to be in-
volved in criminal activity, including theft from interstate shipment, interstate
transportation of stolen property, and individuals in the upper echelon of organized
crime:

(4) Listings of individuals in connection with the FBI’s mandate to carry out Pres-
idential directives on January 8, 1943, July 24, 1950, December 15, 1953, and Feb-
ruary 18, 1976, which designated the FBI to carry out investigative work in matters
relating to espionage, sabotage, and foreign counterintelligence. These listings may
include photograph albums and other listings containing biographic data regarding
individuals. This would include lists of identified and suspected foreign intelligence
agents and informants:

(5) Special indices duplicative of the central indices used to access the Central
Records System have been created from time to time in conjunction with the admin-
istration and investigation of major cases. This duplication and segregation facili-
tates access to documents prepared in connection with major cases.

In recent years, as the emphasis on the investigation of white collar crime, orga-
nized crime, and hostile foreign intelligence operations has increased, the FBI has
been confronted with increasingly complicated cases, which require more intricate
information processing capabilities. Since these complicated investigations fre-
quently involve massive volumes of evidence and other investigative information,
the FBI uses its computers, when necessary to collate, analyze, and retrieve inves-
tigative information in the most accurate and expeditious manner possible. It should
be noted that this computerized investigative information, which is extracted from
the main files or other commercial or governmental sources, is only maintained as
necessary to support the FBI's investigative activities. Information from these inter-
nal computerized subsystems of the “Central Records System” is not accessed by any
other agency. All disclosures of computerized information are made in printed form
or other appropriate format, in accordance with the routine uses which are set forth
below and in compliance with applicable security requirements.

Records also are maintained on a temporary basis relevant to the FBI’s domestic
police cooperating program, where assistance in obtaining information is provided
to state and local police agencies. Also, personnel type information, dealing with
such matters as attendance and production and accuracy requirements is main-
tained by some divisions.

(The following chart identifies various listings or indexes maintained by the FBI
which have been or are being used by various divisions of the FBI in their day-to-
day operations. The chart identifies the list by name, description and use, and
where maintained, i.e., FBI Headquarters and/or Field Office. The number of field
offices which maintain these indices is also indicated. The list indicates those in-
dexes which are in current use (designated by the word “active”) and those which
are no longer being used, although maintained (designated by the word “inactive”).
There are 27 separate indices which are classified in accordance with existing regu-
lations and are not included in this list. The following indices are no longer being
used by the FBI and are being maintained at FBIHQ pending receipt of authority
to destroy: Black Panther Party Photo Index; Black United Front Index; Security
Index; and Wounded Knee Album.)
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1. Administrative Index (ADEX). Consists of cards with descriptive data on indi-
viduals who were subject to investigation in a national emergency because they
were believed to constitute a potential or active threat to the internal security of
the United States. When ADEX was started in 1971, it was made up of people who
were formerly on the Security Index, Reserve Index, and Agitator Index. This index
is maintained in two separate locations in FBI Headquarters. ADEX was discon-
‘fc_inued in January 1978. This list is inactive at FBI Headquarters and 29 Field Of-
ices.

2. Anonymous Letter File. Consists of photographs of anonymous communications
and extortionate credit transactions, kidnapping, extortion and threatening letters.
It is active at FBI Headquarters.

3. Associates of DEA Class I Narcotics Violators Listing. Consists of a computer
listing of individuals whom DEA has identified as associates of Class I Narcotics
Violators. It is active at FBI Headquarters and 56 Field Offices.

4. Background Investigation Index—Department of Justice. Consists of cards on
persons who have been the subject of a full field investigation in connection with
their consideration of employment in sensitive positions with Department of Justice,
such as U.S. Attorney, Federal judges, or a high level Department position. It is ac-
tive at FBI Headquarters.

5. Background Investigation Index—White House, Other Executive Agencies, and
Congress. Consists of cards on persons who have been the subject of a full field in-
vestigation in connection with their consideration for employment in sensitive posi-
tions with the White House, Executive agencies (other than the Department of Jus-
tice) and the Congress. Active at FBI Headquarters.

6. Bank Fraud and Embezzlement Index. Consists of individuals who have been
the subject of “Bank Fraud and Embezzlement” investigation. This file is used as
an investigative aid. It is active in one Field Office.

7. Bank Robbery Album. Consists of photos of bank robbers, burglars, and larceny
subjects. In some field offices it will also contain pictures obtained from local police
departments of known armed robbers and thus potential bank robbers. The index
is used to develop investigative leads in bank robbery cases and may also be used
to show to witnesses of bank robberies. It is usually filed by race, height, and age.
This index is also maintained in one resident agency (a suboffice of a field office).
Active in 47 Field Offices.

8. Bank Robbery Nickname Index. Consists of nicknames used by known bank
robbers. The index cards on each would contain the real name and method of oper-
ation and are filed in alphabetical order. Active in one Field Office.

9. Bank Robbery Note File. Consists of photographs of notes used in bank rob-
beries in which the suspect has been identified. This index is used to help solve rob-
beries in which the subject has not been identified but a note was left. The role is
compared with the index to try to match the sentence structure and handwriting
for the purpose of identifying possible suspects. Active at FBI Headquarters.

10. Bank Robbery Suspect Index. Consists of a control file or index cards with
photos, if available, of bank robbers or burglars. In some field offices these people
may be part of a bank robbery album. This index is generally maintained and used
in the same manner as the bank robbery album. Active in 33 Field Offices.

11. Car Ring Case Photo Album. Consists of photos of subjects and suspects in-
volved in a large car theft ring investigation. It is used as an investigative aid. Ac-
tive in one Field Office.

12. Car Ring Case Photo Album and Index. Consists of photos of subjects and sus-
pects involved in a large car theft ring investigation. The card index maintained in
addition to the photo album contains the names and addresses appearing on fraudu-
lent title histories for stolen vehicles. Most of these names appearing on these titles
are fictitious. But the photo album and card indexes are used as an investigative
aid. Active in one Field Office.

13. Car Ring Case Toll Call Index. Consists of cards with information on persons
who subscribe to telephone numbers to which toll calls have been placed by the
major subjects of a large car theft ring investigation. It is maintained numerically
by telephone number. It is used to facilitate the development of probable cause for
a court-approved wiretap. Active in two Field Offices.

14. Car Ring Theft Working Index. Contains cards on individuals involved in car
ring theft cases on which the FBI Laboratory is doing examination work. Active at
FBI Headquarters.

15. Cartage Album. Consists of photos with descriptive data of individuals who
have been convicted of theft from interstate shipment or interstate transportation
of stolen property where there is a reason to believe they may request the offense.
It is used in investigating the above violations. Active in three Field Offices.
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16. Channelizing Index. Consists of cards with the names and case file numbers
of people who are frequently mentioned in information reports. The index is used
to facilitate the distributing or channeling of information reports to appropriate
files. Active in nine Field Offices.

17. Check Circular File. Consists of fliers numerically in a control file on fugitives
who are notorious fraudulent check passers and who are engaged in a continuing
operation of passing checks. The fliers, which include the subject’s name, photo, a
summary of the subject’s method of operation and other identifying data, are used
to alert other FBI field offices and business establishments which may be the vic-
tims of bad checks.

18. Computerized Telephone Number File (CTNF) Intelligence. Consists of a com-
puter listing of telephone numbers (and) subscribers’ names and addresses) utilized
by subjects and/or certain individuals which come to the FBI’s attention during
major investigations. During subsequent investigations, telephone numbers, ob-
tained through subpoena, are matched with the telephone numbers on file to deter-
mine connections or associations. Active at FBI Headquarters.

19. Con Man Index. Consists of computerized names of individuals, along with
company affiliation, who travel nationally and internationally while participating in
large-dollar-value financial swindles. Active in four Field Offices.

20. Confidence Game (Flim Flam) Album. Consists of photos with descriptive in-
formation on individuals who have been arrested for confidence games and related
activities. It is used as an investigative aid. Active in one Field Office.

21. Copyright Matters Index. Consists of cards of individuals who are film collec-
tors and film titles. It is used as a reference in the investigation of copyright mat-
ters. Active in one Field Office.

22. Criminal Intelligence Index. Consists of cards with name and file number of
individuals who have become the subject of an antiracketeering investigation. The
index is used as a quick way to ascertain file numbers and the correct spelling of
names. This index is active in two Field Offices and one Resident Agency.

23. Criminal Informant Index. Consists of cards containing identity and brief
background information on all active and inactive informants furnishing information
in the criminal area. Active at FBI Headquarters.

24. DEA Class 1 Narcotics Violators Listing. Consists of a computer listing of nar-
cotic violators—persons known to manufacture, supply, or distribute large quantities
of illicit drugs—with background data. It is used by the FBI in their role of assisting
DEA in disseminating intelligence data concerning illicit drug trafficking. This index
is also maintained in two resident agencies.

25. Deserter Index. Contains cards with the names of individuals who are known
military deserters. It is used as an investigative aid. Active in four Field Offices.

26. False Identities Index. Contains cards with the names of deceased individuals
whose birth certificates have been obtained by other persons for possible false iden-
tification uses and in connection with which the FBI laboratory has been requested
to perform examinations. Inactive at FBI Headquarters.

27. False Identities List. Consists of a listing of names of deceased individuals
whose birth certificates have been obtained after the person’s death, and thus whose
names are possibly being used for false identification purposes. The listing is main-
tained as part of the FBI's program to find persons using false identities for illegal
purposes. Inactive at 31 Field Offices.

28. False Identity Photo Album. Consists of names and photos of people who have
been positively identified as using a false identification. This is used as an inves-
tigative aid in the FBI’s investigation of false identities. Inactive in two Field Of-
fices.

29. FBI/Inspector General (IG) Case Pointer System (FICPS). Consists of a com-
puterized listing of individual names of organizations which are the subject of active
and inactive fraud investigations, along with the name of the agency conducting the
investigation. Data is available to IG offices throughout the federal government to
prevent duplication of investigative activity. Active at FBI Headquarters.

30. FBI Wanted Persons Index. Consists of cards on persons being sought on the
basis of Federal warrants covering violations which fall under the jurisdiction of the
FBI. It is used as a ready reference to identify those fugitives. Active at FBI Head-
quarters.

31. Foreign Counterintelligence (FCI). Consists of cards with identity background
data on all active and inactive operational and informational assets in the foreign
counterintelligence field. It is used as a reference aid on the FCI Asset program.
Active at FBI Headquarters.

32. Fraud Against the Government Index. Consists of individuals who have been
the subject of a “fraud against the Government”investigation. It is used as an inves-
tigative aid. Active in one Field Office.
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33. Fugitive Bank Robbers File. Consists of fliers on bank robbery fugitives filed
sequentially in a control file. FBI Headquarters distributes to the field offices fliers
on bank robbers in a fugitive status for 15 or more days to facilitate their location.
Active at FBI Headquarters and in 43 Field Offices.

34. General Security Index. Contains cards on all persons that have been the sub-
ject of a security classification investigation by the FBI field office. These cards are
used for general reference purposes. Active in one Field Office.

35. Hoodlum License Plate Index. Consists of cards with the license plate num-
bers and descriptive data on known hoodlums and cars observed in the vicinity of
hoodlum homes. It is used for quick identification of such person in the course of
investigation. The one index which is not fully retrievable is maintained by a resi-
dent agency. Active in three Field Offices.

36. Identification Order Fugitive Flier File. Consists of fliers numerically in a con-
trol file. When immediate leads have been exhausted in fugitive investigations and
a crime of considerable public interest has been committed, the fliers are given wide
circulation among law enforcement agencies throughout the United States and are
posted in post offices. The fliers contain the fugitive’s photograph, fingerprints, and
description. Active at FBI Headquarters and in 49 Field Offices.

37. Informant Index. Consists of cards with the name, symbol numbers, and brief
background information on the following categories of active and inactive inform-
ants, top echelon criminal informants, security informants, criminal information,
operational and informational assets, extremist informants (discontinued), plant in-
formant—informants on and about certain military basis (discontinued), and poten-
tial criminal informants. Active in 56 Field Offices.

38. Informants in Other Field Offices, Index of. Consist of cards with names and/
or symbol numbers of informants in other FBI field offices that are in a position
to furnish information that would also be included on the index card. Active in 15
Field Offices.

39. Interstate Transportation of Stolen Aircraft Photo Album. Consists of photos
and descriptive data on individuals who are suspects known to have been involved
in interstate transportation of stolen aircraft. It is used as an investigative aid. Ac-
tive in one Field Office.

40. IRS Wanted List. Consists of one-page fliers from IRS on individuals with
background information who are wanted by IRS for tax purposes. It is used in the
identification of persons wanted by IRS. Active in 11 Field Offices.

41. Kidnapping Book. Consists of data, filed chronologically, on kidnappings that
have occurred since the early fifties. The victims’ names and the suspects, if known,
would be listed with a brief description of the circumstances surrounding the kid-
napping. The file is used as a reference aid in matching up prior methods of oper-
ation in unsolved kidnapping cases. Active at FBI Headquarters and inactive in four
Field Offices.

42. Known Check Passers Album. Consists of photos with descriptive data of per-
sons known to pass stolen, forged, or counterfeit checks. It is used as an investiga-
tive aid. Active in four Field Offices.

43. Known Gambler Index. Consists of cards with names, descriptive data, and
sometimes photos of individuals who are known bookmakers and gamblers. The
index is used in organized crime and gambling investigations. Subsequent to GAQO’s
review, and at the recommendation of the inspection team at one of the two field
offices where the index was destroyed and thus is not included in the total. Active
in five Field Offices.

44. La Cosa Nostra (LCN) Membership Index. Contains cards on individuals hav-
ing been identified as members of the LCN index. The cards contain personal data
and pictures. The index is used solely by FBI agents for assistance in investigating
organized crime matters. Active at FBI Headquarters and 55 Field Offices.

45. Leased Line Letter Request Index. Contains cards on individuals and organi-
zations who are or have been the subject of a national security electronic surveil-
lance where a leased line letter was necessary. It is used as an administrative and
statistical aid. Active at FBI Headquarters.

46. Mail Cover Index. Consists of cards containing a record of all mail covers con-
ducted on individuals and group since about January 1973. It is used for reference
in preparing mail cover requests. Active at FBIHQ.

47. Military Deserter Index. Consists of cards containing the names of all military
deserters where the various military branches have requested FBI assistance in lo-
cating. It is used as an administrative aid. Active at FBI Headquarters.

48. National Bank Robbery Album. Consists of fliers on bank robbery suspects
held sequentially in a control file. When an identifiable bank camera photograph is
available and the case has been under investigation for 30 days without identifying
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the subject, FBIHQ sends a flier to the field offices to help identify the subject. Ac-
tive at FBI Headquarters and in 42 Field Offices.

49. National Fraudulent Check File. Contains photographs of the signature on
stolen and counterfeit checks. It is filed alphabetically but there is no way of know-
ing the names are real or fictitious. The index is used to help solve stolen check
cases by matching checks obtained in such cases against the index to identify a pos-
sible suspect. Active at FBI Headquarters.

50. National Security Electronic Surveillance Card File. Contains cards recording
electronic surveillances previously authorized by the Attorney General and pre-
viously and currently authorized by the FISC; current and previous assets in the
foreign counterintelligence field; and a historical, inactive section which contains
cards believed to record nonconsented physical entries in national security cases,
previously toll billings, mail covers and leased lines. The inactive section also con-
tains cards Attorney General approvals and denials for warrantless electronic sur-
veillance in the national security cases. Inactive at FBI Headquarters.

51. Night Depository Trap Index. Contains cards with the names of persons who
have been involved in the theft of deposits made in bank night depository boxes.
Since these thefts have involved various methods, the FBI uses the index to solve
such cases by matching up similar methods to identify possible suspects. Active at
FBI Headquarters.

52. Organized Crime Photo Album. Consists of photos and background informa-
tion on individuals involved in organized crime activities. The index is used as a
ready reference in identifying organized crime figures within the field offices’ juris-
diction. Active in 13 Field Offices.

53. Photospread Identification Elimination File. Consists of photos of individuals
who have been subjects and suspects in FBI investigations. It also includes photos
received from other law enforcement agencies. These pictures can be used to show
witnesses of certain crimes. Active in 14 Field Offices.

54. Prostitute Photo Album. Consists of photos with background data on pros-
titutes who have prior local or Federal arrests for prostitution. It is used to identify
prostitutes in connection with investigations under the White Slave Traffic Act. Ac-
tive in four Field Offices.

55. Royal Canadian Mounted Policy (RCMP) Wanted Circular File. Consists of a
control file of individuals with background information of persons wanted by the
lgngP. It is used to notify the RCMP if an individual is located. Active in 17 Field

ices.

56. Security Informant Index. Consists of cards containing identity and brief back-
ground information on all active and inactive informants furnishing information in
the criminal area. Active at FBI Headquarters.

57. Security Subjects Control Index. Consists of cards containing the names and
case file numbers of individuals who have been subject to security investigations
check. It is used as a reference source. Active in one Field Office.

58. Security Telephone Number Index. Contains cards with telephone subscriber
information subpoenaed from the telephone company in any security investigation.
It is maintained numerically by the last three digits in the telephone number. It
iSffgsed for general reference purposes in security investigations. Active in one Field

ice.

59. Selective Service Violators Index. Contains cards on individuals being sought
on the basis of Federal warrants for violation of the Selective Service Act. Active
at FBI Headquarters.

60. Sources of Information Index. Consists of cards on individuals and organiza-
tions such as banks, motels, local government that are willing to furnish informa-
tion to the FBI with sufficient frequency to justify listing for the benefit of all
agents. It is maintained to facilitate the use of such sources. Active in 10 Field Of-
fices.

61. Special Services Index. Contains cards of prominent individuals who are in a
position to furnish assistance in connection with FBI investigative responsibility.
Active in 28 Field Offices.

62. Stolen Checks and Fraud by Wire Index. Consists of cards on individuals in-
volved in check and fraud by wire violations. It is used as an investigative aid. Ac-
tive in one Field Office.

63. Stop Notices Index. Consists of cards on names of subjects or property where
the field office has placed a stop at another law enforcement agency or private busi-
ness such as pawn shops in the event information comes to the attention of that
agency concerning the subject or property. This is filed numerically by investigative
classification. It is used to insure that the agency where the stop is placed is notified
when the subject is apprehended or the property is located or recovered. Active in
43 Field Offices.
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64. Surveillance Locator Index. Consists of cards with basic data on individuals
and businesses which have come under physical surveillance in the city in which
the field office is located. It is wused for general reference purposes in
antiracketeering investigations. Active in two Field Offices.

65. Telephone Number Index—Gamblers. Contains information on persons identi-
fied usually as a result of a subpoena for the names of subscribers to particular tele-
phone numbers or toll records for a particular phone number of area gamblers and
bookmakers. The index cards are filed by the last three digits of the telephone num-
ber. The index is used in gambling investigations. Active in two Field Offices.

66. Telephone Subscriber and Toll Records Check Index. Contains cards with in-
formation on persons identified as the result of a formal request or subpoena to the
phone company for the identity of subscribers to particular telephone numbers. The
index cards are filed by telephone number and would also include identity of the
subscriber, billing party’s identity, subscriber’s address, date of request from the
telephone company, and file number. Active in one Field Office.

67. Thieves, Couriers and Fences Photo Index. Consists of photos and background
information on individuals who are or are suspected of being thieves, couriers, or
fences based on their past activity in the area of interstate transportation of stolen
property. It is used as an investigative aid. Active in four Field Offices.

68. Toll Record Request Index. Contains cards on individuals and organizations
on whom toll records have been obtained in national security related cases and with
respect to which FBIHQ had to prepare a request letter. It is used primarily to fa-
cilitate the handling of repeat requests on individuals listed. Active at FBIHQ.

69. Top Burglar Album. Consists of photos and background data of known and
suspect top burglars involved in the area of interstate transportation of stolen prop-
erty. It is used as an investigative aid. Active in four Field Offices.

70. Top Echelon Criminal Informer Program (TECIP) Index. Consists of cards con-
taining identity and brief background information on individuals who are either fur-
nishing high level information in the organized crime area or are under develop-
ment to furnish such information. The index is used primarily to evaluate, corrobo-
rate, and coordinate informant information and to develop prosecutive data against
racket figures under Federal, State, and local statutes. Active at FBI Headquarters.

71. Top Ten Program File. Consists of fliers, filed numerically in a control file,
on fugitives considered by the FBI to be 1 of the 10 most wanted. Including a fugi-
tive of the top 10 usually assures a greater national news coverage as well as na-
tion-wide circulation of the flier. Active at FBI Headquarters and in 44 Field Offices.

72. Top Thief Program Index. Consists of cards of individuals who are professional
burglars, robbers, or fences dealing in items likely to be passed in interstate com-
merce or who travel interstate to commit the crime. Usually photographs and back-
ground information would also be obtained on the index card. The index is used as
an investigative aid. Active in 27 Field Offices.

73. Truck Hijack Photo Album. Contains photos and descriptive data of individ-
uals who are suspected truck hijackers. It is used as an investigative aid and for
displaying photos to witnesses and/or victims to identify unknown subjects in hijack-
ing cases. Active in four Field Offices.

74. Truck Thief Suspect Photo Album. Consists of photos and background data on
individuals previously arrested or are currently suspects regarding vehicle theft.
The index is used as an investigative aid. Active in one Field Office.

75. Traveling Criminal Photo Album. Consists of photos with identifying data of
individuals convicted of various criminal offenses and may be suspects in other of-
fenses. It is used as an investigative aid. Active in one Field Office.

76. Veterans Administrative (VA)/Federal Housing Administration (FHA) Matters
Index. Consists of cards of individuals who have been subject of an investigation rel-
?)tfifye to VA and FHA matters. It is used as an investigative aid. Active in one Field

ice.

77. Wanted Fliers File. Consists of fliers, filed numerically in a control file, on
badly wanted fugitives whose apprehension may be facilitated by a flier. The flier
contains the names, photographs, aliases, previous convictions, and a caution notice.
Active at FBI Headquarters and in 46 Field Offices.

78. Wheeldex. Contains the nicknames and the case file numbers of organized
fc_rime members. It is used in organized crime investigations. Active in one Field Of-
ice.

79. White House Special Index. Contains cards on all potential White House ap-
pointees, staff members, guests, and visitors that have been referred to the FBI by
the White House security office for a records check to identify any adverse or derog-
atory information. This index is used to expedite such check in view of the tight
timeframe usually required. Active at FBI Headquarters.
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80. Witness Protection Program Index. Contains cards on individuals who have
been furnished a new identity by the U.S. Justice Department because of their testi-
mony in organized crime trials. It is used primarily to notify the U.S. Marshals
Service when information related to the safety of a protected witness comes to the
FBI’s attention. Active at FBI Headquarters.

Authority for maintenance of the system:

Federal Records Act of 1950, Title 44, United States Code, chapter 31, section
3101; and title 36, Code of Federal Regulations, chapter XII, require Federal agen-
cies to insure that adequate and proper records are made and preserved to docu-
ment the organization, functions, policies, decisions, procedures and transactions
and to protect the legal and financial rights of the Federal Government, title 28,
United States Code, section 534, delegates authority to the Attorney General to ac-
quire, collect, classify, and preserve identification, criminal identification, crime and
other records.

Routine uses of records maintained in the system, including categories of users
and the purposes of such uses:

Records, both investigative and administrative, are maintained in this system in
order to permit the FBI to function efficiently as an authorized, responsive compo-
nent of the Department of Justice. Therefore, information in this system is disclosed
to officials and employees of the Department of Justice, and/or all components there-
of, who have need of the information in the performance of their official duties.

Personal information from this system may be disclosed as a routine use to any
Federal agency where the purpose in making the disclosure is compatible with the
law enforcement purpose for which it was collected, e.g., to assist the recipient agen-
cy in conducting a lawful criminal or intelligence investigation, to assist the recipi-
ent agency in making a determination concerning an individual’s suitability for em-
ployment and/or trustworthiness for employment and/or trustworthiness for access
clearance purposes, or to assist the recipient agency in the performance of any au-
thorized function where access to records in this system is declared by the recipient
agency to be relevant to that function.

In addition, personal information may be disclosed from this system to members
of the Judicial Branch of the Federal Government in response to a specific request,
or at the initiation of the FBI, where disclosure appears relevant to the authorized
function of the recipient judicial office or court system. An example would be where
an individual is being considered for employment by a Federal judge. Information
in this system may be disclosed as a routine use to any state or local government
agency directly engaged in the criminal justice process, e.g., police, prosecution,
penal, probation and parole, and the judiciary, where access is directly related to
a law enforcement function of the recipient agency, e.g., in connection with a lawful
criminal or intelligence investigation, or making a determination concerning an indi-
vidual’s suitability for employment as a state or local law enforcement employee or
concerning a victim’s compensation under a state statute. Disclosure to a state or
local government agency, (a) not directly engaged in the criminal justice process or
(b) for a licensing or regulatory function, is considered on an individual basis only
under exceptional circumstances, as determined by the FBI.

Information in this system pertaining to the use, abuse or traffic of controlled sub-
stances may be disclosed as a routine use to federal, state or local law enforcement
agencies and to licensing or regulatory agencies empowered to engage in the institu-
tion and prosecution of cases before courts and licensing boards in matters relating
to controlled substances, including courts and licensing boards responsible for the
licensing or certification of individuals in the fields of pharmacy and medicine.

In any health care-related civil or criminal case, investigation, or matter, informa-
tion indicating patient harm, neglect, or abuse, or poor or inadequate quality of care,
at a health care facility or by a health care provider, may be disclosed as a routine
use to any Federal, State, local, tribal, foreign, joint, international, or private entity
that is responsible for regulating, licensing, registering, or accrediting any health
care provider or health care facility, or enforcing any health care-related laws or reg-
ulations. Further, information indicating an ongoing quality of care problem by a
health care provider or at a health care facility may be disclosed to the appropriate
health plan. Additionally, unless otherwise prohibited by applicable law, information
indicating patient harm, neglect, abuse, or poor or inadequate quality of care may
be disclosed to the affected patient or his or her representative or guardian at the
discretion of and in the manner determined by the agency in possession of the infor-
mation. Information in this system may be disclosed as a routine use in a pro-
ceeding before a court of adjudicative body, e.g., the Equal Employment Opportunity
Commission and the Merit Systems Protection Board, before which the FBI is au-
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thorized to appear, when (a) the FBI or any employee thereof in his or her official
capacity, or (b) any employee in his or her individual capacity where the Depart-
ment of Justice has agreed to represent the employee, or (c) the United States,
where the FBI determines it is likely to be affected by the litigation, is a party to
litigation or has an interest in litigation and such records are determined by the
FBI to be relevant to the litigation.

Information in this system may be disclosed as a routine use to an organization
or individual in both the public or private sector if deemed necessary to elicit infor-
mation or cooperation from the recipient for use by the FBI in the performance of
an authorized activity. An example would be where the activities of an individual
are disclosed to a member of the public in order to elicit his/her assistance in our
apprehension or detection efforts.

Information in this system may be disclosed as a routine use to an organization
or individual in both the public or private sector where there is reason to believe
the recipient is or could become the target of a particular criminal activity or con-
spiracy, to the extent the information is relevant to the protection of life or property.

Information in this system may be disclosed to legitimate agency of a foreign gov-
ernment where the FBI determines that the information is relevant to that agency’s
responsibilities, and dissemination serves the best interests of the U.S. Government,
and where the purpose in making the disclosure is compatible with the purpose for
which the information was collected.

Relevant information may be disclosed from this system to the news media and
general public where there exists a legitimate public interest, e.g., to assist in the
location of Federal fugitives, to provide notification of arrests, and where necessary
for protection from imminent threat of life or property. This would include releases
of information in accordance with 28 CFR 50.2.

A record relating to an actual or potential civil or criminal violation of the copy-
right statute, Title 17, United States Code, or the trademark statutes. Titles 15 and
17, U.S. Code, may be disseminated to a person injured by such violation to assist
him/her in the institution or maintenance of a suit brought under such titles. The
FBI has received inquiries from private citizens and Congressional offices on behalf
of constituents seeking assistance in locating individuals such as missing children
and heirs to estates. Where the need is acute, and where it appears FBI files may
be the only lead in locating the individual, consideration will be given to furnishing
relevant information to the requester. Information will be provided only in those in-
stances where there are reasonable grounds to conclude from available information
the individual being sought would want the information to be furnished, e.g., an
heir to a large estate. Information with regard to missing children will not be pro-
vided where they have reached their majority.

Information contained in this system, may be made available to a Member of Con-
gress or staff acting upon the member’s behalf when the member of staff requests
the information in behalf of and at the request of the individual who is the subject
of the record.

A record from this system of records may be disclosed as a routine use to the Na-
tional Archives and Records Administration and General Services Administration in
records management inspections conducted under the authority of 44 U.S.C. 2904
and 2906, to the extent that legislation governing the records permits.

Policies and practices for storing, retrieving, accessing, retaining, and dis-
posing of records in the system:

Storage:

The active main files are maintained in hard copy form and some inactive records
are maintained on microfilm. Investigative information which is maintained in com-
puterized form may be stored in memory, on disk storage, on computer tape, or on
a computer printed listing.

Retrievability:

The FBI General Index must be searched to determine what information, if any,
the FBI may have in its files. Index records, or pointers to specific FBI files, are
created on all manner of subject matters, but the predominant type record is the
name index record. It should be noted the FBI does not index all individuals who
furnish information or all names developed during the course of an investigation.
Only that information considered pertinent, relevant, or essential for future re-
trieval, is indexed. In certain major cases, individuals interviewed may be indexed
to facilitate the administration of the investigation. The FBI has automated that
portion of its index containing the most recent information—15 years for criminal
related matters and 30 years for intelligence and other type matters.
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Automation will not change the “Central Records System”; it will only facilitate
more economic and expeditious access to the main files. Searches against the auto-
mated records are accomplished on a “batch off-line” basis for certain submitting
agencies where the name search requests conform to FBI specified formats and also
in an “on-line” mode with the use of video display terminals for other requests. The
FBI will not permit any organization, public or private, outside the FBI to have di-
rect access to the FBI indices system. All searches against the indices data base will
be performed on site within FBI space by FBI personnel with the assistance of the
automated procedures, where feasible. Automation of the various FBI field office in-
dices was completed in 1989. This automation initiative has been on a “day-one”
basis. This indices system points to specific files within a given field office. Addition-
ally, certain complicated investigative matters may be supported by specialized com-
puter systems or by individual microcomputers. Indices created in these environ-
ments are maintained as part of the particular computer system and accessible only
through the system or through printed listings of the indices. Full text retrieval is
used in a limited number of cases as an investigative technique. It is not part of
the normal search process and is not used as a substitute for the General Index or
computer indices mentioned above.

The FBI will transfer historical records to the National Archives consistent with
44 U.S.C. 2103. No record of individuals or subject matter will be retained for trans-
ferred files; however, a record of the file numbers will be retained to provide full
accountability of FBI files and thus preserve the integrity of the filing system.

Safeguards:

Records are maintained in a restricted area and are accessed only by agency per-
sonnel. All FBI employees receive a complete background investigation prior to
being hired. All employees are cautioned about divulging confidential information or
any information contained in FBI files. Failure to abide by this provision violates
Department of Justice regulations and may violate certain statutes providing max-
imum severe penalties of a ten thousand dollar fine or 10 years imprisonment or
both. Employees who resign or retire are also cautioned about divulging information
acquired in the jobs. Registered mail is used to transmit routine hard copy records
between field offices. Highly classified records are hand carried by Special Agents
or personnel of the Armed Forces Courier Service. Highly classified or sensitive pri-
vacy information, which is electronically transmitted between field offices, is trans-
mitted in encrypted form to prevent interception and interpretation. Information
transmitted in teletype form is placed in the main files of both the receiving and
transmitting field offices. Field offices involved in certain complicated investigative
matters may be provided with on-line access to the duplicative computerized infor-
mation which is maintained for them on disk storage in the FBI Computer Center
}‘n Washington, DC, and this computerized data is also transmitted in encrypted
orm.

Retention and disposal:

As the result of an extensive review of FBI records conducted by NARA, records
evaluated as historical and permanent will be transferred to the National Archives
after established retention periods and administrative needs of the FBI have
elapsed. As deemed necessary, certain records may be subject to restricted examina-
tion and usage, as provided by 44 U.S.C. section 2104.

FBI record disposition programs relevant to this System are conducted in accord-
ance with the FBI Records Retention Plan and Disposition Schedule which was ap-
proved by the Archivist of the United States and the U.S. District Court, District
of Columbia. Investigative, applicant and administrative records which meet the de-
struction criteria will be destroyed after 20 or 30 years at FBI Headquarters and
after 1, 5, 10 or 20 years in FBI Field Offices. Historical records will be transferred
to the National Archives after 30 or 50 years, contingent upon investigative and ad-
ministrative needs. The administrative indices and listings described within this
System were appraised separately and disposition authority established. (Job No.
NC1-65-82—4 and amendments)

System manager(s) and address:

Director, Federal Bureau of Investigation, Washington, DC 20535.
Notification procedure:

Same as above.
Record access procedures:

A request for access to a record from the system shall be made in writing with
the envelope and the letter clearly marked “Privacy Access Request”. Include in the
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request your full name, complete address, date of birth, place of birth, notarized sig-
nature, and other identifying data you may wish to furnish to assist in making a
proper search of our records. Also include the general subject matter of the docu-
ment of its file number. The requester will also provide a return address for trans-
mitting the information. Requests for access to information maintained at FBI
Headquarters must be addressed to the Director, Federal Bureau of Investigation,
Washington, DC 20535. Requests for information maintained at FBI field divisions
or Legal Attaches must be made separately and addressed to the specific field divi-
sion or Legal Attache listed in the appendix to this system notice.

Contesting record procedures:

Individuals desiring to contest or amend information maintained in the system
should also direct their request to the Director, Federal Bureau of Investigation,
Washington, DC 20535, stating clearly and concisely what information is being con-
tested, the reasons for contesting it, and the proposed amendment to the informa-
tion sought.

Record source categories:

The FBI, by the very nature and requirement to investigate violations of law
within its investigative jurisdiction and its responsibility for the internal security
of the United States, collects information from a wide variety of sources. Basically,
it is the result of investigative efforts and information furnished by other Govern-
ment agencies, law enforcement agencies, and the general public, informants, wit-
nesses, and public source material.

Systems exempted from certain provisions of the act:

The Attorney General has exempted this system from subsections (c)(3), (d), (e)
(1), (2) and (3), (e)(4) (G) and (H), (e)8) (f), (g), of the Privacy Act pursuant to 5
U.S.C. 552a (j) and (k). Rules have been promulgated in accordance with the re-
quirements of 5 U.S.C. 553 (b), (c) and (e).

APPENDIX OF FIELD DIVISIONS AND LEGAL ATTACHES FOR THE FEDERAL BUREAU OF
INVESTIGATION FIELD DIVISIONS; JUSTICE/FBI-999

5th Floor, 445 Broadway, Albany, NY 12201.
POB 25186, Albuquerque, NM 87125.

POB 100560, Anchorage, AK 99510.

POB 1683, Atlanta, GA 30370.

7142 Ambassador Road, Baltimore, MD 21207.
2122 Building, Birmingham, AL 35203.

One Center Plaza, Suite 600, Boston, MA 02108.
111 West Huron Street, Buffalo, NY 14202.
6010 Kenley Lane, Charlotte, NC 28217.

219 S. Dearborn St., Chicago, IL 60604.

POB 1277, Cincinnati, OH 45201.

1240 E. 9th St., Cleveland, OH 44199.

POB 137, Columbia, SC 29202.

1801 W. Lamar, Dallas, TX 75202.

POB 1229, Denver, CO 80201.

POB 2118, Detroit, MI 48231.

700 E. San Antonio Ave., El Paso, TX 79901.
POB 50164, Honolulu, HI 96850.

POB 61369, Houston, TX 77208.

POB 1186, Indianapolis, IN 45206.

100 W. Capitol St., Jackson, MS 39269.

POB 8928, Jacksonville, FL. 32239.

POB 2449, Kansas City, MO 64142.

POB 10368, Knoxville, TN 37919.

POB 16032, Las Vegas, NV 89101.

POB 21470, Little Rock, AR 72221-1470.
11000 Wilshire Blvd., Los Angeles, CA 90024.
POB 2467, Louisville, KY 40201.

167 N. Main St., Memphis, TN 38103.

POB 592418, Miami, FL 33159.

POB 2058, Milwaukee, WI 53201.

111 Washington Ave. South S—-1100, Minneapolis, MN 55401.
POB 2128, Mobile, AL 36652.

POB 1158, Newark, NJ 07101.

POB 2058, New Haven, CT 06521.
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POB 51930, New Orleans, LA 70151.

POB 1425, New York, NY 10008.

POB 3828, Norfolk, VA 23514.

POB 54511, Oklahoma City, OK 73154.

POB 548, Omaha, NE 68101.

600 Arch St., Philadelphia, PA 19106.

201 E. Indianola, Phoenix, AZ 85012.

POB 1315, Pittsburgh, PA 15230.

POB 709, Portland, OR 97207.

POB 12325, Richmond, VA 23241.

POB 13130, Sacramento, CA 95813.

POB 7251, St. Louis, MO 63177.

125 S. State St., Salt Lake City, UT 84138.

POB 1630, San Antonio, TX 78296.

880 Front St., San Diego, CA 92188.

POB 36015, San Francisco, CA 94102.

POB BT, San Juan, PR 00936.

915 2nd Ave., Seattle, WA 98174.

POB 3646, Springfield, IL 62708.

POB 172177, Tampa, FL 33602.

Washington Field Office, Washington, DC 20535.
Federal Bureau of Investigation Academy, Quantico, VA 22135.
Legal Attaches: (Send c/o the American Embassy for the Cities indicated).
Athens, Greece (PSC 108, Box 45, APO AE 09842)
Bangkok, Thailand (Box 67, APO AP 96546).

Bern, Switzerland.

Bogota, Columbia (APO, Miami 34038).

Bonn, Germany (Box 310, APO, New York 09080).
Bridgetown, Barbados (Box B, FPO, Miami 34054).
Brussels, Belgium (APO, New York 09667).

Canberra, Australia (APO, San Francisco 96404—-0001).
Caracas, Venezuela (Unit 4966, APO AA 34037).
Hong Kong, B.C.C. (FPO, San Francisco 96659—0002).
London, England (Box 2, FPO, New York 09509).
Madrid, Spain (PSC 61, Box 0001, APO AE 09642).
Manila, Philippines (APO, San Francisco 96528).
Mexico City, Mexico (POB 3087, Laredo, TX 78044-3087).
Montevideo, Uruguay (APO, Miami 34035).

Ottawa, Canada.

Panama City, Panama (Box E, APO, Miami 34002).
Paris, France (APO, New York 09777).

Rome, Italy (APO, New York 09794).

Tokyo, Japan (APO, San Francisco 96503).

Vienna, Austria (Unit 27937, Box 37, APO AE 09222).

[From the Federal Register, Vol. 66, No. 61, March 29, 2001]

DEPARTMENT OF JUSTICE

[AAG/A Order No. 223-2001]
Privacy Act of 1974; Systems of Records

Pursuant to the provisions of the Privacy Act of 1974, 5 U.S.C. 552a, notice is
given that the Department of Justice proposes to modify the following systems of
records:

ATR-006 Antitrust Information Management System (AMIS)—Matter Report ......... 2-20-98 | 63 FR 8660.
CIV-001 Civil Division Case File System 2-20-98 | 63 FR 8665.
2
1

CRM-001 Central Criminal Division Index File and Associated Records 0-98 | 63 FR 8663.
CRM-012 Organized Crime and Racketeering Section, General Index File and As- 11-26-90 | 55 FR 49147.
sociated Records.
CRT-001 Central Civil Rights Division Index File and Associated Records ............. 2-20-98 | 63 FR 8661.
FBI-002 The FBI Central Records System 2-20-98 | 63 FR 8671.
TAX-001 Tax Division Central Classification Cards, Index Docket Cards, and As- 2-20-98 | 63 FR 8684.
sociated Records—Criminal Tax Cases.
TAX-002 Tax Division Central Classification Cards, Index Docket Cards, and As- 2-20-98 | 63 FR 8685.
sociated Records—Civil Tax Cases.
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USA-005  Civil Case Files 2-20-98 | 63 FR 8666.
USA-007 ~ Criminal Case Files 12-21-99 | 64 FR 71499.

The Department has modified the above systems of records to include a new rou-
tine use that allows disclosure of information relating to health care fraud to private
health plans, associations of private health plans, health insurers, and associations
of health insurers, for the following purposes: To promote the coordination of efforts
to prevent, detect, investigate, and prosecute health care fraud; to assist victims of
such fraud to obtain restitution; to enable private health plans to participate in
health care fraud task force activities; and to assist tribunals having jurisdiction
over claims against private health plans. It should be noted that with regard to tax-
payer information, the addition of this routine use is not intended to affect the con-
fidentiality of such taxpayer information as provided for in 26 U.S.C. 6103.

In accordance with 5 U.S.C. 552a(e)(4) and (11), the public is given a 30-day pe-
riod in which to comment; and the Office of Management and Budget (OMB), which
has oversight responsibility under the Privacy Act, requires a 40-day period in
which to conclude its review of the system. Therefore, please submit any comments
by [30 days after publication in the Federal Register]. The public, OMB, and the
Congress are invited to submit any comments to Mary E. Cahill, Management and
Planning Staff, Justice Management Division, United States Department of Justice,
Washington, DC 20530-0001 (Room 1400, National Place Building).

A description of the modification to the Department’s systems of records is pro-
vided below. In accordance with 5 U.S.C. 552a(r), the Department has provided a
report to OMB and the Congress.

Dated: March 19, 2001.

STEPHEN R. COLGATE,
Assistant Attorney General for Administration.

DOdJ Privacy Act Systems of Records

ATR-006 Antitrust Information Management System (AMIS)—Matter Report.

CIV-001 Civil Division Case File System.

CRM-001 Central Criminal Division Index File and Associated Records.

CRM-012 Organized Crime and Racketeering Section, General Index File and
Associated Records.

CRT-001 Central Civil Rights Division Index File and Associated Records.

FBI-002 The FBI Central Records System.

TAX-001 Tax Division Central Classification Cards, Index Docket Cards, and
Associated Records—Criminal Tax Cases.

TAX-002 Tax Division Central Classification Cards, Index Docket Cards, and
Associated Records—Civil Tax Cases.

USA-005 Civil Case Files.

USA-007 Criminal Case Files.

3k £ * & * Ed £
Routine Uses of Records Maintained in the System, Including Categories of

Users and the Purposes of Such Uses:

Information relating to health care fraud may be disclosed to private health plans,
or associations of private health plans, and health insurers, or associations of health
insurers, for the following purposes: to promote the coordination of efforts to pre-
vent, detect, investigate, and prosecute health care fraud; to assist efforts by victims
of health care fraud to obtain restitution; to enable private health plans to partici-
pate in local, regional, and national health care fraud task force activities; and to
assist tribunals having jurisdiction over claims against private health plans.

3k £ * & * Ed £
[FR Doc. 01-7676 Filed 3-28-01; 8:45 am]
BILLING CODE 4410-14-M

[From the Federal Register, Vol. 58, No. 191, October 5, 1993]

DEPARTMENT OF JUSTICE
[AAG/A Order No. 79-93]
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JUSTICE | FBI-015

System name:
National Center for the Analysis of Violent Crime (NCAVC).

System location:

Federal Bureau of Investigation, Training Division, FBI Academy, Behavioral
Science Unit, Quantico, Virginia 22135.

Categories of individuals covered by the system:

A. Individuals who relate in any manner to official FBI investigations into violent
crimes including, but not limited to, subjects, suspects, victims, witnesses, close rel-
atives, medical personnel, and associates who are relevant to an investigation.

B. Individuals who are the subject of unsolicited information or who offer unsolic-
ited information, and law enforcement personnel who request assistance and/or
make inquiries concerning records.

C. Individuals who are the subject of violent crime research studies including, but
not limited to, criminal personality profiles, scholarly journals, and news media ref-
erences.

Categories of records in the system:

The National Center for the Analysis of Violent Crime will maintain in both man-
ual and automated formats case investigation reports on all forms of solved and un-
solved violent crimes. These violent crimes include, but are not limited to, acts or
attempted acts of murder, kidnapping, incendiary arson or bombing, rape, physical
torture, sexual trauma, or evidence of violent forms of death. Less than ten percent
of the records which are analyzed may not be directly related to violent activities.

A. Violent Criminal Apprehension Program (VICAP) case reports submitted to the
FBI by a duly constituted Federal, State, county, municipal, or foreign law enforce-
ment agency in any violent criminal matter. VICAP reports include, but are not lim-
ited to, crime scene descriptions, victim and offender descriptive data, laboratory re-
ports, criminal history records, court records, news media references, crime scene
photographs, and statements.

B. Violent crime case reports submitted by FBI headquarters or field offices, and
case reports submitted to the FBI by a duly constituted Federal, State, county, munic-
ipal, or foreign law enforcement agency in any violent criminal matter.

C. Violent crime research studies, scholarly journal articles, textbooks, training
materials, and news media references of interest to NCAVC personnel.

D. An index of all detected trends, patterns, profiles and methods of operation of
known and unknown violent criminals whose records are maintained in the system.

E. An index of the names, addresses, and contact telephone numbers of profes-
sional individuals and organizations who are in a position to furnish assistance to
the FBI’'s NCAVC operation.

F. An index of public record sources for historical, statistical and demographic
data collected by the U.S. Bureau of the Census.

G. An alphabetical name index pertaining to all individuals whose records are
maintained in the system.

Authority for maintenance of the system:
44 U.S.C. Section 3101; 41 CFR subpart 101-11.2 and 28 U.S.C. Section 534.

Routine uses of records maintained in the system, including categories of users
and the purposes of such uses:

Currently, the NCAVC is administered by the FBI through its Training Division,
located at the FBI Academy, Quantico, Virginia. Its primary mission is to consoli-
date research, training, and operational support activities for the express purposes
of providing expertise to any legitimate law enforcement agency confronted with un-
usual, bizarre, and/or particularly vicious or repetitive violent crimes.

Records described above are maintained in this system to permit the FBI to func-
tion efficiently as an authorized, responsive component of the Department of Justice.
Therefore, the information in this system is disclosed to officials and employees of
the Department of Justice, and/or all components thereof, who need the information
to perform their official duties.

Information in this system may be disclosed as a routine use to any Federal,
State, local, or foreign government agency directly engaged in the criminal justice
process where access is directly related to a law enforcement function of the recipi-
ent agency in connection with the tracking identification, and apprehension of per-
}slons believed to be engaged in repeated or exceptionally violent acts of criminal be-

avior.
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Information in this system may be disclosed as a routine use in a proceeding be-
fore a court or adjudicative body, e.g., the Equal Employment Opportunity Commis-
sion and the Merit Systems Protection Board, before which the FBI is authorized
to appear, when (a) the FBI or any employee thereof in his or her official capacity,
or (b) any employee in his or her individual capacity where the Department of Jus-
tice has agreed to represent the employee, or (¢) the United States, where the FBI
determines it is likely to be affected by the litigation, is a party to litigation or has
an interest in litigation and such records are determined by the FBI to be relevant
to the litigation.

Information in this system may be disclosed as a routine use to an organization
or individual in both the public or private sector pursuant to an appropriate legal
proceeding or, if deemed necessary, to elicit information or cooperation from the re-
cipient for use by the FBI in the performance of an authorized activity. An example
could be where the activities of an individual are disclosed to a member of the public
to elicit his/her assistance in FBI apprehension or detection efforts.

Information in this system may be disclosed as a routine use to an organization
or individual in the public or private sector where there is reason to believe the re-
cipient is or could become the target of a particular criminal activity or conspiracy
and to the extent the information is relevant to the protection of life or property.

Relevant information may be disclosed from this system to the news media and
general public where there exists a legitimate public interest. Examples would in-
clude: To obtain public or media assistance in the tracking, identifying, and appre-
hending of persons believed to be engaged in repeated acts of violent criminal be-
havior; to notify the public and/or media of arrests; to protect the public from immi-
nent threat to life or property where necessary; and to disseminate information to
the public and/or media to obtain cooperation with violent crime research, evalua-
tion, and statistical programs.

Information in this system may be disclosed as is necessary to appropriately re-
spond to congressional inquiries on behalf of constituents.

A record from a system of records may be disclosed as a routine use to the Na-
tional Archives and Records Administration (NARA) in records management inspec-
tions conducted under the authority of 44 U.S.C. 2904 and 2906 to the extent that
legislation governing the record permits.

Policies and practices for storing, retrieving, accessing, retaining, and dis-
posing of records in the system:

Storage:

Information in the system is stored manually in locked file cabinets, either in its
natural state or on microfilm, at the NCAVC in Quantico, Virginia. The active main
files are maintained in hard copy form and some inactive records are maintained
on microfilm.

In addition, some of the information is stored in computerized data storage de-
vices at the NCAVC and FBI Computer Center in Washington, DC. Investigative
information which is maintained in computerized form may be stored in memory on
disk storage on computer tape, or on computer printed listings.

Retrievability:

On-line computer access to NCAVC files is achieved by using the following search
descriptors:

A. A data base which contains the names of individuals, their birth dates, phys-
ical descriptions, and other identification numbers such as FBI numbers, if such
have been assigned.

B. Summary variables contained on VICAP reports submitted to the NCAVC as
previously described.

C. Key words citations to violent crime research studies. scholarly journal articles,
textbooks, training materials, and media references.

Safeguards:

Records are maintained in restricted areas and accessed only by FBI employees.
All FBI employees receive a complete pre-employment background investigation. All
employees are cautioned about divulging confidential information or any information
contained in FBI files. Failure to abide by this provision violates Department of Jus-
tice regulations and may violate certain statutes providing maximum severe pen-
alties of a ten thousand dollar fine or 10 years’ imprisonment or both. Employees
W}ﬁo resign or retire are also cautioned about divulging information acquired in the
job.

Registered mail is used to transmit routine hard copy records between field of-
fices. Highly classified records are hand carried by Special Agents or personnel of
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the Armed Forces Courier Service. Highly classified or sensitive privacy information,
which is electronically transmitted between field offices and to and from FBI Head-
quarters, is transmitted in encrypted form to prevent interception and interpreta-
tion.

Information transmitted in teletype form between the NCAVC in Quantico, Vir-
ginia and the FBI Computer Center in Washington, DC, is encrypted prior to trans-
mission at both places to ensure confidentiality and security of the data.

FBI field offices involved in certain complicated, investigative matters may be pro-
vided with on-line access to the computerized information which is maintained for
them on disc storage in the FBI Computer Center in Washington, DC. This comput-
erized data is also transmitted in encrypted form.

Retention and disposal:
Records are proposed for destruction after 50 years or upon termination of the

program, whichever is earlier. The disposition schedule is pending with NARA as
Job No. N1-65-88-13.

System manager(s) and address:

Director, Federal Bureau of Investigation, 10th and Pennsylvania Avenue NW.,
Washington, DC 20535.

Notification procedure:
Address inquiries to the System Manager.

Record access procedures:

Requests for access to records in this system shall be made in writing with the
envelope and the letter clearly marked “Privacy Access Request.” The request must
provide the full name, complete address, date of birth, place of birth, and notarized
signature of the individual who is the subject of the record requested. The request
should also include the general subject matter of the document or its file number—
along with any other known information which may assist in making a search of
the records. The request must also provide a return addressing for transmitting the
information. Access requests should be addressed to the Director, Federal Bureau
of Investigation, Washington, DC 20535.

Contesting record procedures:

Individuals desiring to contest or amend information maintained in the system
should also direct their request to the Director, Federal Bureau of Investigation,
Washington, DC 20535. The request should state clearly and concisely (1) the rea-
sons for contesting the information, and (2) the proposed amendment to the informa-
tion.

Record source categories:

The FBI, by the very nature of its responsibilities to investigate violations of law
within its investigative jurisdiction and ensure the internal security of the United
States, collects information from a wide variety of sources. Basically, information is
obtained, as a result of investigative efforts, from other Government agencies, law
enforcerilent agencies, the general public, informants, witnesses, and public source
material.

Systems exempted from certain provisions of the act:

The Attorney General has exempted this system from subsections (¢)(3), (d), (e)(1),
(e)(4) (G) and (H), (f) and (g) of the Privacy Act pursuant to 5 U.S.C. 552a (j)(2) and
(k)(2). Rules have been promulgated in accordance with the requirements of 5
U.S.C. 553 (b), (¢), and (e).

[From the Federal Register, Vol. 66, No. 121, June 22, 2001]

DEPARTMENT OF JUSTICE

[AAG/A Order No. 233-20011]

Privacy Act of 1974; System of Records
AGENCY: Federal Bureau of Investigation, DOJ.
ACTION: Notice.

SUMMARY: Pursuant to the Privacy Act of 1974 (5 U.S.C. 552a), and Office of
Management and Budget (OMB) Circular No. A-130, notice is hereby given that the
Department of Justice, Federal Bureau of Investigation (FBI), is establishing ten
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“blanket” routine uses to be applicable to more than one FBI system of records. Fur-
ther, the FBI is modifying the following systems of records:

Bureau Mailing Lists, Justice/FBI-003 (previously published on October 5, 1993,
at 58 FR 51846); and

Electronic Surveillance (ELSUR) Indices, Justice/FBI-006 (previously published
on March 10, 1992, at 57 FR 8473).

Opportunity for Comment: The Privacy Act (5 U.S.C. 552a(e)(r) and (11)) requires
that the public be given 30 days in which to comment on any new or amended uses
of information in a system of records. In addition, in accordance with Privacy Act
requirements (5 U.S.C. 552a(r)), the Department of Justice has provided a report
on these modifications to OMB and the Congress. OMB, which has oversight respon-
sibilities under the Act, requires that OMB and the Congress be given 40 days in
which to review major changes to Privacy Act systems. Therefore, the public, OMB,
and the Congress are invited to submit written comments on this modification.

Address Comments or Request for Further Information to: Mary E. Cahill, Man-
agement Analyst, Management and Planning Staff, Justice Management Division,
Department of Justice, 1400 National Place, Washington, DC 20530.

EFFECTIVE DATE: These proposed changes will be effective August 1, 2001, un-
less comments are received that result in a contrary determination.

SUPPLEMENTARY INFORMATION: The FBI is proposing to establish ten blan-
ket routine uses in order to: (1) Foster greater public understanding by simplifying
and consolidating FBI Privacy Act issuances; (2) minimize through use of standard-
ized wording the potential for misunderstanding or misinterpretation which might
arise from unintended variations in different versions of common routine uses; and
(3) reduce costs and duplication of effort in the publication and maintenance of FBI
Privacy Act issuances. Unless this or other published notice expressly provides oth-
erwise, these blanket routine uses will apply to existing FBI systems of records as
indicated below and to all FBI systems of records created or modified hereafter.
However, the FBI is not at this time applying blanket routine uses to the National
DNA Index System (NDIS) (Justice/FBI-017) or to the National Instant Criminal
Background Check System (NICS) (Justice/FBI-018). (Any blanket routine uses
which the FBI may in the future propose to apply to these two systems will be im-
plemented by express reference in revisions to the respective systems notices.)

In large part these blanket routine uses standardize wording of routine uses al-
ready promulgated for one or more FBI or DOJ systems. The wording of a blanket
use may differ somewhat from the existing counterpart(s). These differences gen-
erally do not reflect substantially different uses; however, some uses are clarified
or broadened as to when and to whom disclosures may be made. Furthermore, Blan-
ket Routine Use 9 is a new use not now reflected in any FBI system.

Upon taking effect, these blanket routine uses will apply to the FBI systems indi-
cated below:

National Crime Information Center (NCIC), JUSTICE/FBI-001 (last published in
the Federal Register on September 28, 1999, at 64 FR 52343);

FBI Central Records System, JUSTICE/FBI-002 (last published in the Federal
Register on February 20, 1998, at 63 FR 8671);

Bureau Mailing Lists, JUSTICE/FBI-003 (published in today’s Federal Register);

Electronic Surveillance (ELSUR) Indices, JUSTICE/FBI-006 (published in today’s
Federal Register);

FBI Automated Payroll System, JUSTICE/FBI-007 (last published in the Federal
Register on October 5, 1993, at 58 FR 51874);

Bureau Personnel Management System (BPMS), JUSTICE/FBI-008 (last pub-
lished in the Federal Register on October 5, 1993, at 58 FR 51875);

Fingerprint Identification Records System (FIRS), JUSTICE/FBI-009 (last pub-
lished in the Federal Register on September 28, 1999, at 64 FR 52347);

Employee Travel Vouchers and Individual Earning Records, JUSTICE/FBI-010
(last published in the Federal Register on December 11, 1987, at 52 FR 47248);

Employee Health Records, JUSTICE/FBI-011 (last published in the Federal Reg-
ister on October 5, 1993, at 58 FR 51875);

Time Utilization Record/Keeping (TURK) System, JUSTICE/FBI-012 (last pub-
lished in the Federal Register on October 5, 1993, at 58 FR 51876);

Security Access Control System (SACS), JUSTICE/FBI-013 (last published in the
Federal Register on October 5, 1993, at 58 FR 51877);

FBI Alcoholism Program, JUSTICE/FBI-014 (last published in the Federal Reg-
ister on December 11, 1987, at 52 FR 47251);

National Center for the Analysis of Violent Crime (NCAVC), JUSTICE/FBI-015
(last published in the Federal Register on October 5, 1993, at 58 FR 51877);
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FBI/Counterdrug Information Indices Systems (CIIS), JUSTICE/FBI-016 (last
published in the Federal Register on June 9, 1994, at 59 FR 29824);

The routine uses currently published for each system will also continue to apply
to that system. As individual FBI system notices are hereafter revised, we will
eliminate individual system routine uses which duplicate blanket routine uses and
add express reference to the applicability of the blanket routine uses.

The Department is also modifying the Bureau Mailing Lists and the ELSUR sys-
tems of records in order to clarify and more accurately describe them. The Bureau
Mailing Lists system notice is being modified to clarify the categories of individuals
covered by the system, the categories of records in the system, and the record access
procedures. The existing routine uses are modified to include a system specific rou-
tine use which permits the disclosure of system records to public and/or private enti-
ties where such disclosures may promote, assist, or otherwise serve law enforcement
interests. The notice also provides that records can be disclosed in accordance with
the blanket routine uses that are concurrently being established for FBI records sys-
tems.

The ELSUR notice is being modified to include a new category of records in the
system, “reference records.” Additionally, the ELSUR notice clarifies the record ac-
cess procedures. The routine uses for the ELSUR system were also modified to re-
flect three additional system specific routine uses which permit the disclosure of sys-
tem records to public and/or private entities where: (1) Such disclosures may pro-
mote, assist, or otherwise serve law enforcement interests; (2) the FBI deems it rea-
sonable and helpful in eliciting information or cooperation from the recipient for use
by the FBI in the performance of an authorized function; or (3) there is reason to
believe that a person or entity could become the target of a particular criminal ac-
tivity or conspiracy. In addition, the notice provides that records may be disclosed
pursuant to the proposed blanket routine uses being published simultaneously here-
in.

Both the Bureau Mailing Lists and the ELSUR systems are being republished to
reflect these and other minor changes, including the addition of a “Purpose” section
to both notices.

A description of the proposed ten blanket routine uses and the modification to the
Bureau Mailing Lists and the ELSUR systems of records is provided below.

Dated: June 11, 2001.

JANIS A. SPOSATO,
Acting Assistant Attorney General for Administration.

JUSTICE /| FBI-BRU

SUBJECT:

Blanket Routine Uses (BRU) Applicable to More Than One FBI Privacy Act Sys-
tem of Records.

APPLICABILITY:

The following routine uses describe those types of disclosures which are common
to more than one FBI Privacy Act system of records and which the FBI is estab-
lishing as “blanket” routine uses. Unless this or other published notice expressly
provides otherwise, these blanket routine uses shall apply, without need of further
implementation, to every existing FBI Privacy Act system of records and to all FBI
systems of records created or modified hereafter. These blanket routine uses supple-
ment but do not replace any routine uses that are separately published in the no-
tices of individual record systems to which the blanket routine uses apply.

ROUTINE USES OF RECORDS MAINTAINED IN FBI SYSTEMS, IN-
CLUDING CATEGORIES OF USERS AND THE PURPOSES OF SUCH
USES:

System records may be disclosed to the following persons or entities under the cir-
cumstances or for the purposes described below, to the extent such disclosures are
compatible with the purpose for which the information was collected. (These routine
uses are not meant to be mutually exclusive and may overlap in some cases.)

BRU-1. Violations of Law, Regulation, Rule, Order, or Contract. If any system
record, on its face or in conjunction with other information, indicates a violation or
potential violation of law (whether civil or criminal), regulation, rule, order, or con-
tract, the pertinent record may be disclosed to the appropriate entity (whether fed-
eral, state, local, joint, tribal, foreign, or international), that is charged with the re-
sponsibility of investigating, prosecuting, and/or enforcing such law, regulation, rule,
order, or contract.
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BRU-2. Non-FBI Employees. To contractors, grantees, experts, consultants, stu-
dents, or other performing or working on a contract, service, grant, cooperative
agreement, or other assignment for the Federal Government, when necessary to ac-
complish an agency function.

BRU-3. Appropriate Disclosures to the Public. To the news media or members of
the general public in furtherance of a legitimate law enforcement or public safety
function as determined by the FBI, e.g., to assist in locating fugitives; to provide
notifications of arrests; to provide alerts, assessments, or similar information on po-
tential threats to life, health, or property; or to keep the public appropriately in-
formed of other law enforcement or FBI matters or other matters of legitimate pub-
lic interest where disclosure could not reasonably be expected to constitute an un-
warranted invasion of personal privacy. (The availability of information in pending
criminal or civil cases will be governed by the provisions of 28 CFR 50.2.)

BRU-4. Courts or Adjudicative Bodies. To a court or adjudicative body, in matters
in which (a) the FBI or any FBI employee in his or her official capacity, (b) any
FBI employee in his or her individual capacity where the Department of Justice has
agreed to represent the employee, or (c) the United States, is or could be a party
to the litigation, is likely to be affected by the litigation, or has an official interest
in the litigation, and disclosure of system records has been determined by the FBI
to be arguably relevant to the litigation. Similar disclosures may be made in analo-
gous situations related to assistance provided to the Federal Government by non-
FBI employees (see BRU-2).

BRU-5. Parties. To an actual or potential party or his or her attorney for the pur-
pose of negotiating or discussing such matters as settlement of the case or matter,
or informal discovery proceedings, in matters in which the FBI has an official inter-
est and in which the FBI determines records in the system to be arguably relevant.

BRU-6. As Mandated by Law. To such recipients and under such circumstances
and procedures as are mandated by Federal statute or treaty.

BRU-7. Members of Congress. To a Member of Congress or a person on his or
her staff acting on the Member’s behalf when the request is made on behalf and
at the request of the individual who is the subject of the record.

BRU-8. NARA/GSA Records Management. To the National Archives and Records
Administration and the General Services Administration for records management
inspections and such other purposes conducted under the authority of 44 U.S.C.
2904 and 2906.

BRU-9. Auditors. To any agency, organization, or individual for the purposes of
performing authorized audit or oversight operations of the FBI and meeting related
reporting requirements.

BRU-10. Former Employees. The DOJ may disclose relevant and necessary infor-
mation to a former employee of the Department for purposes of: responding to an
official inquiry by a federal, state, or local government entity or professional licens-
ing authority, in accordance with applicable Department regulations; or facilitating
communications with a former employee that may be necessary for personnel-re-
lated or other official purposes where the Department requires information and/or
consultation assistance from the former employee regarding a matter within that
person’s former area of responsibility. (Such disclosures will be effected under proce-
dures established in title 28, Code of Federal Regulations, sections 16.300-301 and
DOJ Order 2710.8C, including any future revisions.)

FBI RECORDS SYSTEMS TO WHICH THESE BLANKET ROUTINE USES
DO NOT APPLY:

These blanket routine uses shall not apply to the following FBI Privacy Act sys-
tems of records (to which shall apply only those routine uses established in the
records system notice for the particular system):

JUSTICE/FBI-017, National DNA Index System (NDIS) (last published in the
Federal Register on July 18, 1996, at 61 FR 37495); and

JUSTICE/FBI-018, National Instant Criminal Background Check System (NICS)
(last published in the Federal Register on November 25, 1998, at 63 FR 65,223).

JUSTICE /| FBI-003
SYSTEM NAME:
Bureau Mailing Lists.
SYSTEM LOCATION:

Records may be maintained at all locations at which the Federal Bureau of Inves-
tigation (FBI) operates, including: J. Edgar Hoover Bldg., 935 Pennsylvania Ave.,
NW., Washington, DC 20535; FBI Academy, Quantico, VA 22135; FBI Criminal Jus-
tice Information Services (CJIS) Division, 1000 Custer Hollow Rd., Clarksburg, WV
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26306; and FBI field offices, legal attaches, and information technology centers as
listed on the FBI’s Internet website, http://www.fbi.gov, including any future revi-
sions to the website.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

All persons appearing on mailing lists maintained throughout the FBI to facilitate
mailings to multiple addressees in furtherance of FBI activities. These include per-
sons who have requested Bureau material, persons who are routinely forwarded un-
solicited Bureau material and who meet established criteria (generally law enforce-
ment or closely related interests), and persons who may be in a position to furnish
assistance in furtherance of the FBI's mission. These do not include persons on
mailing lists not encompassed within this system as described in the section titled
“Categories of Records in the System.”

CATEGORIES OF RECORDS IN THE SYSTEM:

Records may include name, address, business affiliation, and supplemental infor-
mation related to addressees and relevant to a list’s purpose. These do not, however,
include mailing lists which have been incorporated into some other FBI records sys-
tem, such as a mailing list supporting a particular investigation maintained as an
investigative record within the FBI’s Central Records System.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

Title 5, United States Code, section 301; title 44, United States Code, section
3101; title 28, United States Code, section 533; and title 28, Code of Federal Regula-
tions, section 0.85.

PURPOSE(S):

System records are used for mailing FBI material to multiple addressees, via hard
copy, e-mail, or other means of distribution, in furtherance of FBI activities. For ex-
ample, various fugitive alerts are furnished to local law enforcement agencies, inves-
tigations periodicals are provided to law enforcement professionals, and information
on local law enforcement issues may be provided to community leaders.

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUD-
IZ\‘;G SCATEGORIES OF USERS AND THE PURPOSES OF SUCH
USES:

The FBI may disclose relevant system records in accordance with any blanket rou-
tine uses established for FBI records systems. See Blanket Routine Uses Applicable
for FBI records systems. See Blanket Routine Uses Applicable to More Than One
FBI Privacy Act System of Records, Justice/FBI-BRU, as published today in the
Federal Register (and any future revisions).

In addition, as a routine use specific to this system, the FBI may disclose relevant
system records to the following persons or entities under the circumstances or for
the purposes described below, to the extent such disclosures are comptiable with the
purpose for which the information was collected. (Routine uses are not meant to be
mutually exclusive and may overlap in some cases.)

A. To a federal, state, local, joint, tribal, foreign, international, or other public
agency/organization, or to any person or entity in either the public or private sector,
domestic or entity in either the public or private sector, domestic or foreign, where
such disclosure may promote, assist, or otherwise serve law enforcement interests.
By way of example and not limitation, such disclosures may for instance include:
Sharing names of law enforcement professionals receiving FBI periodicals with law
enforcement agencies interested in reaching a similar audience; sharing information
of intelligence value with other law enforcement on intelligence agencies to whose
lawful responsibilities the information may be germane; or sharing information per-
tinent to victim/witness assistance with local government entities in furtherance of
such assistance.

POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING,
RETAINING, AND DISPOSING OF RECORDS IN THE SYSTEM:
STORAGE:

Most information is maintained in computerized form and stored in memory, on
disk storage, on computer tape, or other computer media. However, some informa-
tion may also be maintained in hard copy (paper) or other form.

RETRIEVABILITY:

Information typically will be retrieved by an ID number assigned by computer or
by name of person or organization.
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SAFEGUARDS:

System records are maintained in limited access space in FBI facilities and offices.
Computerized data is password protected. All FBI personnel are required to pass
an extensive background investigation. The information is accessed only by author-
ized FBI personnel or by non-FBI personnel properly authorized to assist in the con-
duct of an agency function related to these records.

RETENTION AND DISPOSAL:

FBI offices revised the lists as necessary. The records are destroyed, under au-
thority granted by the National Archives and Records Administration, when admin-
istrative needs are satisfied (Job. No. NC1-65-82—4, part E, item 13 (I)).

SYSTEM MANAGER(S) AND ADDRESS:
Director, FBI, 935 Pennsylvania Ave., NW, Washington, DC 20535-0001.

NOTIFICATION PROCEDURES:
Same as Record Access Procedures.

RECORD ACCESS PROCEDURES:

A request for access to a record from the system shall be made in writing with
the envelope and the letter clearly market “Privacy Act Request”. Include in the re-
quest your full name and complete address. The requester must sign the request;
and, to verify it, the signature must be notarized or submitted under 28 U.S.C.
1746, a law that permits statements to be made under penalty of perjury as a sub-
stitute for notarization. You may submit any other identifying data you wish to fur-
nish to assist in making a proper search of the system. Requests for access to infor-
mation maintained at FBI Headquarters must be addressed to the Director, Federal
Bureau of Investigation, 935 Pennsylvania Ave., NW, Washington, DC 20535-0001.
Requests for information maintained at FBI field offices, legal attaches, information
technology centers, or other locations must be made separately and addressed to the
specific field office, legal attache, information technology center, or other location as
listed on the FBI's Internet website, http:/www.fbi.gov, including any future revi-
sions to the website.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or amend information maintained in the system
should also direct their request to the appropriate FBI office, stating clearly and
concisely what information is being contested, the reasons for contesting it, and the
proposed amendment to the information sought.

RECORD SOURCE CATEGORIES:

The mailing list information is based on information supplied by affected individ-
uals/organizations, public source data, and/or information already in other FBI
records systems.

SYSTEMS EXEMPTED FROM CERTAIN PROVISIONS OF THE ACT:

None.
JUSTICE /FBI 006

SYSTEM NAME:
Electronic Surveillance (ELSUR) Indices.

SYSTEM LOCATION:

Records may be maintained at all locations at which the Federal Bureau of Inves-
tigation (FBI) operates, including: J. Edgar Hoover Bldg., 935 Pennsylvania Ave.,
NW, Washington, DC 20535; and FBI field offices and information technology cen-
ters as listed on the FBI’s Internet website, http:/www.fbi.gov, including any future
revisions to the website.

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

Individuals and entities who have been the targets of electronic surveillance cov-
erage sought, conducted, or administered by the FBI pursuant to a court order or
other authority; those who have been a party to a communication monitored/re-
corded electronically pursuant to a court order, consensual monitoring, or other au-
thorized monitoring sought, conducted, or administered by the FBI; and those who
own, lease, license, hold a possessor interest in, or commonly use the location sub-
jected to electronic surveillance.

CATEGORIES OF RECORDS IN THE SYSTEM:
The ELSUR Indices are comprised of four types of records:
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1. Principal records identify, by true name or best known name, all persons, enti-
ties, and facilities who have been the targets of electronic surveillance coverage
sought, conducted, or administered by the FBI pursuant to a court order or other
authority. These records include, but are not limited to, persons, entities, and facili-
ties named in an application filed by the FBI in support of an affidavit seeking a
court order to conduct or administer an electronic surveillance. Principal records
may also include descriptive data associated with the name appearing on the record.

2. Proprietary-interest records identify entities and/or individuals who own, lease,
license, hold a possessory interest in, or commonly use the location subjected to an
electronic surveillance. Proprietary-interest records may also include descriptive
data associated with the name appearing on the record.

3. Intercept records identify, by true name or best known name, individuals who
have been reasonably identified by a first name or initial and a last name as being
a party to a communication monitored/recorded electronically by the FBI pursuant
to an electronic surveillance. Intercept records also identify entities that have been
a party to a communication monitored/recorded electronically by the FBI pursuant
to an electronic surveillance. Intercept records may include descriptive data associ-
ated with the name appearing on the record.

4. Reference records identify, by partial name, such as a first name only, last
name only, code name, nickname, or alias those individuals who have been a party
to a communication monitored/recorded electronically by the FBI pursuant to an
electronic surveillance, and may include descriptive data associated with the indi-
vidual. If the individual is later identified by a more complete name, e.g., through
further monitoring or normal investigative procedures, the reference record is re-en-
tered as an intercept record.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

The ELSUR Indices were initiated in October, 1966, at the recommendation of the
Department of Justice and relate to electronic surveillance sought, administered,
and/or conducted by the FBI since January 1, 1960. The authority for the mainte-
nance of these records is title 5, United States Code, section 301; title 44, United
States Code, section 3101; title 18, United States Code, section 2510, et seq.; title
18, United States Code, section 3504; title 28, United States Code, section 533, title
50, United States Code 1801, et seq.; and title 28, Code of Federal Regulations, sec-
tion 0.85.

PURPOSE(S):

These records are used by the FBI to maintain certain information regarding elec-
tronic surveillance sought, conducted or administered by the FBI in order to permit
the agency to respond to judicial inquiries about possible electronic surveillance cov-
erage of any individual or entity involved in Federal court proceedings and to enable
the Government to certify, as requested by federal, state or local law enforcement
agencies, whether or not an individual, entity, facility, or place on whom a court or-
dered authority is being sought for electronic surveillance coverage has ever been
subjected to electronic surveillance coverage in the past.

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUD-
ING CATEGORIES OF USERS AND THE PURPOSES OF SUCH
USES:

The FBI may disclose relevant system records in accordance with any blanket rou-
tine uses established for FBI records systems. See Blanket Routine Uses Applicable
to More Than One FBI Privacy Act System of Records, Justice/FBI-BRU, as pub-
lished today in the Federal Register (and any future revisions).

In addition, as routine uses specific to this system, the FBI may disclose relevant
system records to the following persons or entities under the circumstances or for
the purposes described below, to the extent such disclosures are compatible with the
purpose for which the information was collected. (Routine uses are not meant to be
mutually exclusive and may overlap in some cases.)

A. To the judiciary in response to inquiries about possible electronic surveillance
coverage of any individual or entity involved in Federal court proceedings.

B. To federal, state, and local law enforcement officers to enable the government
to certify whether or not an individual, entity, facility, or place on whom a court
ordered authority is being sought for electronic surveillance coverage has ever been
subjected to electronic surveillance coverage in the past.

C. To a federal, state, local, joint, tribal, foreign, international, or other public
agency/organization, or to any person or entity in either the public or private sector,
domestic or foreign, where such disclosure may promote, assist, or otherwise serve
law enforcement interests. By way of example and not limitation, such disclosures
may for instance include: Sharing information of intelligence value with other law
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enforcement or intelligence agencies to whose lawful responsibilities the information
may be germane; disclosing information to another law enforcement or intelligence
agency which may bear on the suitability of a person for employment or continued
employment with that agency; disclosing information to a cognizant employer or
clearance-granting authority which may bear on the trustworthiness of a person to
obtain or retain a security clearance; or sharing information pertinent to victim/wit-
ness assistance with local government entities in furtherance of such assistance.

D. To any person or entity in either the public or private sector, domestic or for-
eign, if deemed by the FBI to be reasonable and helpful in eliciting information or
cooperation from the recipient for use by the FBI in the performance of an author-
ized function, e.g., disclosure of personal information to a member of the public in
order to elicit his/her assistance/cooperation in a criminal, security, or employment
background investigation.

E. To any person or entity in either the public or private sector, domestic or for-
eign, where there is reason to believe that a person or entity could become the tar-
get of a particular criminal activity or conspiracy, to the extent the disclosure of in-
formation is deemed by the FBI to be reasonable and relevant to the protection of
life, health, or property of such target.

POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING,
RETAINING, AND DISPOSING OR RECORDS IN THE SYSTEM:

STORAGE:

The majority of the records are maintained in an automated data base. Some
records are maintained in hard-copy (paper) format or other form.

RETRIEVABILITY:

Information typically will be retrieved by the name of the individual or entity.
Telephone numbers and other such serial or identification numbers are retrievable
numerically. Locations targeted are retrievable by street name.

SAFEGUARDS:

System records are maintained in limited access space in FBI facilities and offices.
Computerized data is password protected. All FBI personnel are required to pass
an extensive background investigation. The information is accessed only by author-
ized FBI personnel or by non-FBI personnel properly authorized to assist in the con-
duct of an agency function related to these records.

RETENTION AND DISPOSAL:

A reference record is purged if the individual is later identified by a more com-
plete name and re-entered as an intercept record. Remaining reference records are
purged from the system as follows: Those relating to court ordered electronic sur-
veillance are purged six months from the date the corresponding authorization for
the surveillance expires. Reference records relating to consensual intercepts are
purged one year from the last intercept date shown on the record. Until advised to
the contrary by the Department, the courts, or the Congress, all other indices
records will be maintained indefinitely and have been declared permanent by the
I}Elational Ar)():hives and Records Administration (NARA) (Job No. NC1-65-82—4, Part

, item 2 (t)).

SYSTEM MANAGER(S) AND ADDRESS:

Director, Federal Bureau of Investigation, 935 Pennsylvania Avenue, NW, Wash-
ington, DC 20535.

NOTIFICATION PROCEDURE:
Same as Record Access Procedures.

RECORD ACCESS PROCEDURES:

A request for notification