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PORNOGRAPHY, TECHNOLOGY, AND PROC-
ESS: PROBLEMS AND SOLUTIONS ON PEER-
TO-PEER NETWORKS

TUESDAY, SEPTEMBER 9, 2003

UNITED STATES SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 2:10 p.m., in room
SD-226, Dirksen Senate Office Building, Hon. Orrin G. Hatch,
Chairman of the Committee, presiding.

. Present: Senators Hatch, Leahy, Feinstein, Schumer, and Dur-
in.

OPENING STATEMENT OF HON. ORRIN G. HATCH, A U.S.
SENATOR FROM THE STATE OF UTAH

Chairman HATCH. Good afternoon. Did they get everybody from
outside in? We can put more in who can stand. I think we ought
to get as many people in as we can.

In this hearing, we will continue to examine the explosively pop-
ular and promising technology which counts among its users mil-
lions and millions of teens and pre-teens worldwide, and that is
peer-to-peer sharing networks.

At our last hearing on peer-to-peer networks, we examined some
of the personal and institutional security risks associated with P2P
usage. Today’s hearing focuses on a different set of issues and the
questions they raise that are equally pressing.

The first panel will address an issue that is very deeply dis-
turbing to me, and I know to other lawmakers as well, the presence
on peer-to-peer networks of enormous quantities of pornographic
materials, including child pornography, and the great risk of inad-
vertent exposure to these materials by young P2P users. This is an
issue of critical importance to parents, who must be educated about
these risks and equipped to control or eliminate them.

The second panel will address the information subpoena provi-
sions of the Digital Millennium Copyright Act, and I will have
more to say about that issue after we hear from our first panel.

I know that we here in Congress, along with all upstanding
Americans, agree on this: Child pornography is inherently repul-
sive, inherently victimizing, and intolerable in any form. It is both
an effect and cause of sickness. Perverts and pedophiles not only
use child pornography to whet their sick desires, but also to lure
our defenseless children into unspeakable acts of sexual exploi-
tation.

o))
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My commitment, Senator Leahy’s commitment, and this
Congress’s commitment to eradicating child pornography was evi-
dent in the passing of the PROTECT Act, which Senator Leahy and
I cosponsored and helped put through. As we are about to hear,
peer-to-peer networks provide a new and growing means for dis-
tribution of these disgraceful materials.

They also pose unique challenges for law enforcement, which is
trying to combat child pornography, and, of course, unique and un-
acceptable dangers to our children. The following video presen-
tation conveys the depth and urgency of these dangers. So I would
like to complete my opening remarks, before I turn to Senator
Leahy, with a showing of this video which was produced by the
RIAA, the Recording Industry Association of America, in collabora-
tion with the Suffolk County, New York, District Attorney’s Office,
which is represented today, the Los Angeles Council on Child
Abuse and Neglect, and Media Defender, a security company that
has testified repeatedly before Congress and before this Committee.

I should warn you that some of the language in this video is
graphic and the content is disturbing. But this is just an example
of what our children are witnessing on peer-to-peer networks, and
we need to know about it. An edited transcript will be prepared for
the record.

[The prepared statement of Senator Hatch appears as a submis-
sion for the record.]

So if we could have the video presentation, then I will yield to
Senator Leahy for his remarks.

[Videotape shown. Being retained in Committee files.]

Chairman HATCH. Senator Leahy, we will turn to you.

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR
FROM THE STATE OF VERMONT

Senator LEAHY. Thank you, Mr. Chairman.

At the first Committee hearing on peer-to-peer networks back in
June, we considered the significant dangers that file-sharing can
pose to users’ privacy and the security of their computers, the fact
that they can take up everything from your health records out of
your computer, to your children’s school reports, and so forth.

Today, we are going to explore possible solutions to some of the
problems raised by peer-to-peer networks and online file-sharing. I
really feel that unless we find some of these solutions, peer-to-peer
is never going to realize its enormous potential to build online com-
munities, to enhance network learning, to make unprecedented
amounts of material, educational and entertaining, available world-
wide. These are all the good things that can be done in peer-to-peer
sharing, certainly not what is seen by any of us in this room in
those things we have just seen in the video.

I believe that peer-to-peer has the potential to revolutionize the
way we share our information. But like any technology, it can be
and is being abused. Peer-to-peer networks can delve into people’s
private records, as I said earlier. You share music or whatever else
and you may end up also picking up everybody’s tax returns or
their Social Security numbers, their credit card numbers or any-
thing else. Of course, we know that it is used often to illegally
share copyrighted material.
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But I think even beyond that, the most disturbing thing is what
we have just seen in the Chairman’s video. Peer-to-peer networks
can be used to distribute child pornography and to make all sorts
of pornography available to unsuspecting children, something, Mr.
Spota, your office has looked into a great deal.

If peer-to-peer networks are going to be part of our culture, they
have to respond to these problems. We certainly can’t allow those
who purposefully exploit network file-sharing to harm children—we
can’t allow them to go unpunished; we really can’t. I think that is
something everybody on this Committee of either party will agree
to.

As a father, and now blessed to be a grandfather, I find child
pornography despicable. There is no Senator up here who disagrees
with this. On this Committee, the Chairman and I working to-
gether—at times when I was Chairman and times when he has
been Chairman, we have worked together to take strong steps to
protect our children from pornography, and we will do everything
possible to combat child pornography.

As a former prosecutor, I want to see that law enforcement has
effective tools for the identification and prosecution of individuals
who make, use, and traffic in this material.

Pornography, especially child pornography, is prevalent on peer-
to-peer networks. As much as 42 percent of peer-to-peer requests
are for pornography. A recent GAO study on that, I believe, is a
wake-up call for our country. They found that simple keyword
searches on a peer-to-peer network turned up hundreds of porno-
graphic images of children. In fact, when GAO did that search,
they found that 40 percent of these searches turned up child por-
nography.

The National Center for Missing and Exploited Children, which
I might say continues to do outstanding and inspirational work to
protect all of our children, reports that there has been a four-fold
increase in pornography on peer-to-peer networks in just 1 year.

I think I am right on that, am I not, Mr. Callaway?

Mr. CALLAWAY. Yes.

Senator LEAHY. Moreover, peer-to-peer networks don’t simply
allow the distribution of child pornography. Through the use of in-
stant messaging, what I worry about very much is that it can be
used to lure children into meetings with sexual predators.

So far, the peer-to-peer networks are not only turning a blind eye
to this problem, but in many cases they are specifically designed
so that parents are unable to keep their children off the network
with a traditional firewall. Every parent ought to be able to have
a traditional firewall so they can keep their children off this. Every
parent would want to.

In addition, what few protections are available are designed so
they can be easily circumvented by a child regardless of their par-
ent’s intentions. After all, a teenage child is probably far more
knowledgeable of how to use that computer than the parent is.

More disturbingly, the networks are actively hindering law en-
forcement efforts to crack down on child pornography. Even though
it has risen, as I said, four-fold between 2000 and 2002, arrests for
child pornography have dropped dramatically in recent years. We
have heard that one, and perhaps the only reason for this is that
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peer-to-peer networks have changed their systems to allow their
users to remain anonymous.

In their zeal to allow illegal file-sharing, the networks have made
it far too difficult for law enforcement to track down child pornog-
raphy, and that has to stop. Believe me, if it is possible for legisla-
tion to do it, we will.

So I look forward to hearing from the outstanding group of ex-
perts who are here today on the steps that can be taken to stop
child pornography. It is best solved by the people who understand
it and deal with 1t on a daily basis. We can write all kinds of legis-
lation here, but in a fast-changing world with the science, elec-
tronics and everything else changing so quickly, it is the people
who deal with it everyday that, if they want to, can stop this be-
cause they are the ones that have the tools. I would like to see a
private sector solution to this very serious problem. Make no mis-
take, it has to stop, and if it can’t stop by the private sector doing
it, then we will have to take steps to make it stop.

One of the panels will look at one of the solutions to online file-
sharing that we enacted 5 years ago as a part of the Digital Millen-
nium Copyright Act. Senator Hatch and I worked for months, actu-
ally for years, I think, on that one—

Chairman HATCH. Five years.

Senator LEAHY. —to get tools in the fight against online copy-
right infringement. At the time we were drafting the DMCA, the
recording industry, the Internet service providers, and others said
they were having trouble identifying individuals who might be ille-
gally sharing copyrighted materials online.

The parties came together and they determined that the best so-
lution was to allow copyright-holders to subpoena the information,
and Section 512(h) codified that. Now, I understand that this sec-
tion is being used to subpoena information about individual users
who may be sharing copyrighted materials, but who are not using
the ISP system or network to store it.

In short, it is being used to combat the anonymous use of peer-
to-peer networks. There can be little doubt that use of the 512(h)
subpoena raises legitimate concerns for some, such as notice to the
end user, and so on. Again, the people working on this are the ones
best able to solve it.

I would say there is somebody here from the Department of Jus-
tice. I have recently sent a letter to the Attorney General. We are
still waiting for the regulations on the internet service providers’
duty to report child pornography to the National Center for Miss-
ing and Exploited Children, and I would urge the Attorney General
and the Justice Department to get us those regulations. It could be
a powerful tool.

Mr. Chairman, I have taken longer than usual, but you and I
have worked on this for so many years and it is aggravating in try-
ing to find a solution.

[The prepared statement of Senator Leahy appears as a submis-
sion for the record.]

Chairman HATCH. It is an important subject and I appreciate
your statement, Senator Leahy.

Our first panel of witnesses is comprised of seven witnesses and
they are Linda Koontz, the Director of Information Management
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Issues, United States General Accounting Office; John Malcolm,
Deputy Assistant Attorney General of the Criminal Division, U.S.
Department of Justice; Thomas Spota, the District Attorney for
Suffolk County, New York; Robbie Callaway, Chairman of the Na-
tional Center for Missing and Exploited Children; Alan Morris, Ex-
ecutive Vice President of Sharman Networks, distributor of Kazaa
Media Desktop; Stephen Hess, Associate Academic Vice President
for Information Technology at our own University of Utah; and
Douglas Jacobson, President and Chief Technology Officer of Pali-
sade Systems.

I am grateful to have all of you here. I would like to thank Mr.
Malcolm for kindly agreeing to appear on this panel along with our
private sector witnesses rather than on his own panel. That will
expedite this hearing quite a bit. I would like to thank all of you
for taking the time to be with us here today to discuss these impor-
tant issues.

Before we begin, Senator Feinstein, do you have any comments
you would care to make?

STATEMENT OF HON. DIANNE FEINSTEIN, A U.S. SENATOR
FROM THE STATE OF CALIFORNIA

Senator FEINSTEIN. I have just been reading the GAO report on
this subject, Mr. Chairman. Thank you. I must say I am really as-
tounded at the film we just saw, the use of Pokemon to be able to
pull up child pornography, the use of the words “Harry Potter” to
be able to pull up child pornography.

It seemed to me that one of the people in this really had the solu-
tion, and that is that the operators have a responsibility to see that
this doesn’t happen. I think what I have heard so much of is that,
oh, nobody can control the Internet. It is like telephones; there can
be no restrictions, no regulations. But it is really not like tele-
phones.

I think this piece of film that you showed, Mr. Chairman, was
really worthy of oversight. It seems to me that we ought to find a
way to prohibit, perhaps on the basis of copyright, use of words like
“Pokemon.” I am sure the copyright owners would not want
Pokemon used that way, nor would Harry Potter’s copyright want
Harry Potter used that way.

I don’t know about the prohibition of downloading of these
things, but I think we ought to look into it, and I think we ought
to perhaps try to prohibit free access of copyrighted material. But
I think one thing is clear that this is like a growing cancer, and
increasingly when you have people arrested on charges of child mo-
lestation, police are finding in their rooms electronic pornography,
as well as other pornography. So there is a nexus increasingly, I
believe, between the two.

I think the argument has been made throughout the years that
what this does is reinforce a person of low maturity with the ability
to commit this kind of act in real life. So I think it is a very real
and considerable danger to our young people and that we have an
obligation. I would just like to offer my help to both you and Sen-
ator Leahy in this regard.

Chairman HATCH. Well, thank you so much, Senator.
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Now, on your microphone there is a button right in front. When
you push it, it turns a little bit red, so that will mean you are on.
So remember to push it before you start speaking.

We will turn to you, Ms. Koontz, first.

STATEMENT OF LINDA KOONTZ, DIRECTOR, INFORMATION
AND MANAGEMENT ISSUES, GENERAL ACCOUNTING OFFICE,
WASHINGTON, D.C.

Ms. KooNTZ. Mr. Chairman, Senator Feinstein, thank you for in-
viting us to discuss our work on the availability of pornography on
peer-to-peer networks. We provided the results of this work in a re-
port to the House Committee on Government Reform in February
of 2003. This report contains additional details on our methodology
and our results, and I would ask to submit it for the record.

Chairman HATCH. Without objection.

Ms. KOONTZ. To summarize, I will provide some background on
peer-to-peer networks and discuss the ease of access to child por-
nography on peer-to-peer networks and the risk of inadvertent ex-
posure of juvenile users of peer-to-peer networks to pornography,
including child pornography.

Just to briefly review some of how peer-to-peer networks are con-
figured, our first chart shows the two main models of peer-to-peer
networks. On the left is the centralized model. A centralized server
or broker maintains a directory of shared files stored on the com-
puters of users and directs traffic between the users.

The centralized model was employed by Napster, the original
peer-to-peer network. Because much of the material traded was
copyrighted, Napster, as the broker of these exchanges, was vulner-
able to legal challenges which led to its demise last year.

The right side of the chart shows the decentralized model, which
is currently used by the most popular peer-to-peer networks. In
this model, individuals locate each other and interact directly.

In work we conducted earlier this year, we found that child por-
nography, as well as other types of pornography, is widely available
and accessible through peer-to-peer networks. We used Kazaa, a
popular peer-to-peer file-sharing program, to search for image files
using 12 keywords known to be associated with child pornography
on the Internet. As shown on our chart, of over 1,200 items identi-
fied in our search, about 42 percent of the file names were associ-
ated with child pornography images, and about 35 percent were as-
sociated with adult pornography.

In another Kazaa search, we worked with the Customs
CyberSmuggling Center to use three keywords to search for and
download child pornography image files. As you can see on our next
chart, this search identified 341 image files, of which about 44 per-
cent were classified as child pornography and 29 percent as adult
pornography.

More disturbingly, we found that there is a significant risk that
juvenile users can be inadvertently exposed to pornography, includ-
ing child pornography. In searches on three innocuous words likely
to be used by juveniles, we obtained images that included a high
proportion of pornography. As you can see on the chart, almost half
of the 177 retrieved images were classified as pornography, includ-
ing a small amount of child pornography.
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Mr. Chairman, Internet file-sharing programs are rapidly gain-
ing users, and while there are no hard statistics, it is thought that
a large proportion of these users are juveniles. These programs pro-
vide easy access to pornography, including child pornography. Fur-
ther, our work shows that such networks put even the youngest
users at risk of being inadvertently exposed to pornography.

In light of these factors, it will be important for law enforcement
to continue to devote effort to peer-to-peer networks and for policy-
makers to continue to highlight this issue to parents and to the
pubﬁic, and to lead the debate on possible strategies for dealing
with it.

That concludes my statement. I would be happy to answer ques-
tions at the appropriate time.

[The prepared statement of Ms. Koontz appears as a submission
for the record.]

Chairman HATcH. Thank you, Ms. Koontz.

Mr. Malcolm, we will turn to you.

STATEMENT OF JOHN MALCOLM, DEPUTY ASSISTANT ATTOR-
NEY GENERAL, CRIMINAL DIVISION, DEPARTMENT OF JUS-
TICE, WASHINGTON, D.C.

Mr. MaLcoLM. Mr. Chairman, Senator Leahy, Senator Feinstein,
thank you for inviting me to testify before you today on this critical
topic.

The sexual abuse of a child is a horrific act which is often exacer-
bated by pedophiles who memorialize their repugnant crimes in
photographs and videos. Sadly, with increasing frequency, such of-
fenders are disseminating these grotesque memorials to millions of
people over the Internet.

Law enforcement must respond to technological advances, eradi-
cating child pornographers from every forum in which they lurk,
whether in cyberspace or elsewhere. Thus, I commend you for hold-
ing this hearing on the proliferation of child and adult pornography
on peer-to-peer networks.

In contrast to traditional networks, peer-to-peer networks are
less centralized. In fact, they are fluid by design. While a tradi-
tional network operates like a bicycle wheel in which a central
server computer is the hub that sends out files through the spokes
to smaller computers arrayed along the tire, peer-to-peer networks
act more like a fisherman’s net. Each peer computer is connected
to the rest of the peer computers either directly or through one or
more intermediary computers.

In a P2P network, files are kept not on a central server, but
rather on each of the peer computers hooked into the network at
any given point in time. Any computer can be utilized to download
peer-to-peer software from the Internet and thereby gain access to
shared files located on other computers connected to the network.
Once the software is installed, peer-to-peer networks can be
accessed to transfer virtually anything that can be put into digital
form, including pictures, music, or videos.

Once the user selects the files he wishes to download, the source
and destination peer computers exchange the files directly. Simi-
larly, a user can also elect to share certain files on his own com-
puter with other users on the peer-to-peer network. Given this for-
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mat, it is very easy and not surprising that this medium has be-
come a hotbed of criminal activity, including the dissemination of
child pornography.

Congress is well aware that adult pornography is readily avail-
able to children on the World Wide Web and is often inadvertently
accessed by children using innocuous search terms such as the
names of cartoon characters or children’s television shows.

Indeed, to combat this growing problem, Congress through the
PROTECT Act recently enacted a law criminalizing the use of do-
main names that mislead minors into viewing harmful material.
Despite the potency of this new legislation, it does not extend to
file names that individuals create for files on their own computers
that they choose to share over peer-to-peer networks.

Thus, any child who downloads peer-to-peer software and enters
an innocuous search term—a pop star, a cartoon character—may
be confronted with files containing adult pornography that have
been given misleading names. Similarly, by entering fairly blatant
terms that are well-known to pedophiles, such as “child porn,” “pre-
teen,” or “lolita,” a user, perhaps an unsuspecting child, will receive
child pornography that is easy to access and download.

Because peer-to-peer networks operate as a diffuse community of
computers, the investigation of child pornography offenses in the
peer-to-peer context requires a proactive and focused approach by
law enforcement. The lack of a central server means that there is
no clearinghouse for files and information that can serve as a bot-
tleneck or choke point where law enforcement can gather logged
evidence and illegal activity can be cut off.

Moreover, the decentralized nature of peer-to-peer networks
means that there is no central community in which people chat
about their illegal activity. In addition, many peer-to-peer networks
do not require individual users to set up accounts with a central
authority. Peer-to-peer users can change their names at will and
the names that they choose rarely contain true information that
would identify them.

Nevertheless, just as an individual cannot receive or place a tele-
phone call without a telephone number, every instance of Internet
access is associated with an Internet protocol or IP address. Thus,
using peer-to-peer software, a law enforcement agent can identify
a file containing child pornography and, while downloading that
file, identify the IP address of the user who sent it. The agent can
then serve the Internet service provider with process and thus ulti-
mately obtain the identity of the person who uploaded that file.

Moreover, the seizure of a user’s computer will often contain
fruitful evidence to use for further investigation. Thus, while it is
true that people can do a lot to hide their identities, nobody is truly
anonymous who uses a peer-to-peer system.

Notably, however, new generations of peer-to-peer file-sharing
protocols are promoting for their users even greater anonymity, in-
cluding the ability to hide behind proxy servers and the like. When
this technology comes to fruition, it is going to present significant
challenges to law enforcement.

While there is no question that there is a lot of pornographic and
obscene material on peer-to-peer networks, it is difficult to quantify
the percentage of child pornography on peer-to-peer networks. As
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you have just heard, with search terms, sometimes you get a lot
of child pornography if the term is one that a pedophile would use.
If you use an innocuous term, you will get less.

For reasons that are discussed in greater detail in my written
testimony, in fact, while there is a lot of child porn on peer-to-peer
networks, purveyors of this material tend to use other mediums
such as news groups and Internet relay chat rooms. Nonetheless,
the Department of Justice is vigorously committed to prosecuting
any child pornographer, no matter what forum they use. The Child
Exploitation and Obscenity Section and its high-tech unit and U.S.
Attorneys’ offices across the country are vigorously involved in that
pursuit.

Mr. Chairman, I again thank you and this Committee for invit-
ing me to testify here today and I look forward to answering your
questions.

[The prepared statement of Mr. Malcolm appears as a submis-
sion for the record.]

Chairman HATCH. Thank you so much.

Mr. SPOTA.

Senator LEAHY. If I might, Mr. Chairman, urge Mr. Malcolm to
get us those regulations from his Department. It would be very,
very helpful in this fight.

Mr. MALcoLM. Yes, sir.

Chairman HATCH. Mr. Spota.

STATEMENT OF THOMAS J. SPOTA, SUFFOLK COUNTY
DISTRICT ATTORNEY, HAUPPAUGE, NEW YORK

Mr. SPOTA. Thank you, Mr. Chairman and members of the Com-
mittee. I appreciate the opportunity to appear this afternoon to dis-
cuss the issue of child pornography on peer-to-peer file-sharing net-
works and the efforts of those of us in Suffolk County to combat
what we view as a growing concern for law enforcement nation-
wide.

Earlier this year, I was so disturbed by information brought to
my attention about the nature and accessibility of child pornog-
raphy on peer-to-peer networks that I authorized the commence-
ment of an investigation by members of my staff, the D.A.’s office,
as well as the Suffolk County Police Department, into Kazaa, a
popular file-sharing program.

I was amazed that the file-sharing programs used by so many of
our children and adolescents to download music were also the re-
pogitory of some of the most graphic child pornography available
today.

There is no special code or unique search term required to unlock
the key to child pornography in these networks. If you search for
songs by artists as popular as Brittany Spears, the Beatles, or
Pokemon, if you are looking for any song or any movie with the
word “young” as part of its title, your search results will most cer-
tainly include child pornography. The names of the files are dis-
turbing enough, but a simple click of the mouse is all that is nec-
essary for anyone, including any of our children, to be exposed to
the dark, disturbing, and violent world of child sexual abuse.

Working in conjunction with the Suffolk County Police Depart-
ment Computer Crimes Section, the investigation conducted by my

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00017 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC



VerDate Aug 31 2005

10

office relied upon sophisticated computer technology and, quite
frankly, good old-fashioned police work. Numerous grand jury sub-
poenas were issued to Internet service providers, and based on the
information received search warrants were executed upon residents
of Suffolk County and computers, CDs, and other storage media
were seized.

Police officers, who are also forensic computer analysts, evalu-
ated the seized evidence and recovered hundreds of images of child
pornography. I then presented evidence to a grand jury that re-
sulted in the indictment of 12 Suffolk County residents for over 180
counts of the possession and promoting of child pornography.

The images of child pornography available on peer-to-peer net-
works are some of the worst seen by law enforcement to date. In-
cluded in the images seized by police in our case and the cases
being prosecuted by my office are still photographs of very young
children engaged in sexual acts with other children and adults, and
video clips lasting several minutes of children being subjected to
unspeakable acts of sexual violence.

Some of those video clips have sound, and in one case, as we saw
in the video, there is a child being heard saying “No, Daddy, stop,
no, Daddy,” in a futile attempt to prevent being raped. In another
instance, we saw very clearly the diapers of a child being removed
before the child’s father or whoever it was sexually manipulated
that infant.

To say that this is disturbing is an understatement. Not only
does every image represent the sexual assault of a helpless child,
but the use of a medium such a peer-to-peer network allows the as-
sault to be broadcast worldwide and revictimizes the child each and
every time the image is viewed.

Today, it is not uncommon for a child to report to us, to law en-
forcement, that their abuse had been video-recorded, and later for
those very same images to turn up in the forensic examination of
a computer in a totally unrelated case. Thus, the child’s abuse will
be available forever on the Internet or on a peer-to-peer network.
And how devastating this must be for a child to know or come to
understand that his or her victimization is available to the world
in perpetuity.

Congress should act to make peer-to-peer file networks and their
operators responsible for the child pornography available to their
users. Law enforcement activities can serve to punish offenders and
educate the community, but they will never be enough to ulti-
mately stem the tide. We must do more to educate and inform
American parents.

Seasoned child abuse prosecutors in my office and elsewhere
were unaware of the capability of Kazaa to file-share child pornog-
raphy until we began our investigation. I wonder how many other
parents are unknowingly putting their children at risk by allowing
them access to a program they believe is harmless.

Americans employ a rating system for movies and TV shows to
protect children. Compact discs contain parental advisories. Kazaa
and other programs like it have no such warnings and seem to
have total immunity, and I say this is wrong.

As far as I am aware, I am the only district attorney on a State
level to investigate and prosecute users of a peer-to-peer file-shar-
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ing network for the possession and promotion of child pornography.
The case has generated considerable interest from other State law
enforcement agencies and I hope they will initiate similar prosecu-
tions.

Our investigation is continuing in the hopes of identifying some
of the perpetrators of these horrific acts, and the children so that
they can be protected from further abuse. As a standard protocol,
the images will be forwarded to the National Center for Missing
and Exploited Children to aid us in this endeavor.

I thank you again for inviting me to speak to you on this impor-
tant issue.

[The prepared statement of Mr. Spota appears as a submission
for the record.]

Chairman HATCH. Well, thank you, Mr. Spota. We appreciate the
efforts you are making in this regard.

Mr. Callaway, we are always happy to welcome you before the
Committee, so we will turn to you at this time.

STATEMENT OF ROBBIE CALLAWAY, CHAIRMAN, NATIONAL
CENTER FOR MISSING AND EXPLOITED CHILDREN, ALEXAN-
DRIA, VIRGINIA

Mr. CALLAWAY. Thank you. It is good to see you, Mr. Chairman,
Senator Leahy, Senator Feinstein. It is good to be back in front of
you on this tough issue. If I could, if it wouldn’t break protocol, I
would ask for a round of applause for this district attorney, for that
testimony and what he has been doing on this issue. We need more
like him.

[Applause.]

Mr. CaLLawAY. The National Center, as you know, has been in
the forefront of this issue on child pornography for nearly two dec-
ades. You have my formal testimony. I am going to sum it up very
quickly.

Since 1987, the National Center has operated the National Child
Pornography Tipline in partnership with the U.S. Customs Service
and U.S. Postal Inspection Service. Since 1998, we have operated
the CyberTipline, a 24-hour online mechanism for reporting child
pornography and other sexual exploitation crimes, handling
150,000 leads, including just over 1,500 reports regarding child por-
nography being traded by P2P users.

Senator Feinstein and all of you know that I work for Boys &
Girls Clubs of America. My volunteer work is the National Center.
This is not even what I was going to talk about, but as they talked
about the search names, we had a demonstration where they go
and look for search names. You talk about Pokemon or you talk
about Brittany Spears.

If a young boy at the Boys & Girls Club in Salt Lake City were
to be going to visit a cousin, let’s say, at the Boys & Girls Club in
Burlington, Vermont, he might get on the Internet and he might
look it up. He might look in one of these file-sharing systems and
look up Boys & Girls Clubs to find out if there is a Boys & Girls
Club in Vermont. You would be shocked at what comes before you
when you look up a Boys & Girls Club. So we are quite concerned
about that from our Boys & Girls Club hat as well.
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The National Center’s primary concern regarding file-sharing is
that it has become virtually impossible to track down the people
who are doing it. From the National Center data and interaction
with leading law enforcement investigators, we have concluded
that the use of file-sharing programs to trade, distribute, and dis-
seminate child pornography is significant and growing dramati-
cally.

Yet, in file-sharing programs, law enforcement lacks the nec-
essary tools to identify and track down many perpetrators. This
lack of necessary tools is allowing for major growth among those
who distribute illegal child pornography.

The National Center is particularly concerned about the inad-
vertent exposure of children to such content, just as I said, if they
were to go to look for Boys & Girls Clubs or if they go to look for
Pokemon or whatever. The Center urges parents to get involved
and stay involved in what their children are doing on the Internet
and on the computers.

We can all agree that children who are involved in child pornog-
raphy are by their very nature of the industry victims of child ex-
ploitation and sexual abuse. Ann Burgess, of the Boston College
Nursing School, states, and I quote, because I was asked about the
effects on children—Ann Burgess says, “The destructive effects of
child sexual abuse can create a number of long-term problems for
the child victim, including headaches, stomach aches, and sleeping
and eating disorders, psychological reactions of fear and anxiety,
depression, mood changes, guilt, shame, social problems with
school truancy, declining grades, fighting, sexual problems, pre-
occupation with sex and nudity, and running away from home.” All
of these are issues that I have testified about to this Committee re-
garding juvenile justice legislation. “Substance abuse, gender iden-
tity confusion, sexual dysfunction, and social deviant behaviors
have also been identified as possible consequences of untreated
childhood sexual abuse,” end of quote.

To summarize, the National Center believes the use of peer-to-
peer networks for the distribution of pornography is a growing
problem and we are asking for your help. Based on our own review
of CyberTipline leads and information in our work with leading law
enforcement investigators across the country, we are convinced
that P2P has become a major growth area for those desiring to
trade or distribute illegal child pornography with little risk of iden-
tification and prosecution.

Peer-to-peer program developers could make great strides in pro-
tecting children if they permitted software programmers to allow
users to log the origination of all files. We need to make sure that
law enforcement has the necessary tools to identify these perpetra-
tors, and use them to identify, arrest, and prosecute, and in so
doing protect our children.

Mr. Chairman, let’s be very clear about my position because
some people say, well, why are you doing it, why are you here? Our
position is this—and you have heard me say it before—when you
make child pornography, you commit a crime. You commit a crime
against not only the child involved in the child pornography, but
against all God’s children.
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When you view child pornography, you are committing a crime.
There is no socially-redeeming value for child pornography any-
where, any time, anywhere in the world. And when you share a file
of child pornography, you have committed a crime. We need to be
able to prevent child pornography from being made, and we need
to be able to prosecute anybody who shares a file of any type of
child pornography.

Thank you very much.

[The prepared statement of Mr. Callaway appears as a submis-
sion for the record.]

Chairman HATCH. Thank you, Mr. Callaway.

We will turn to you, Mr. Morris.

STATEMENT OF ALAN MORRIS, EXECUTIVE VICE PRESIDENT,
SHARMAN NETWORKS, LIMITED, WASHINGTON, D.C.

Mr. MoRRIS. Thank you very much, indeed. Like all other par-
ents in this room, I utterly abhor child pornography and applaud
what you just said. I totally agree with that. I would do anything
to protect my children from child pornography.

Senator Hatch and members of the Committee, when you invited
me at the end of last week to come over here, I had no hesitation
in jumping on a plane and coming straight over. The issue is im-
portant.

As you know, I am the Executive Vice President of Sharman. I
am responsible particularly for the distribution of licensed content.
We are the world’s largest distributor of licensed content. Some-
times, our best is not good enough, and as far as child pornography
is concerned, we will do whatever it takes to ensure that child por-
nography reduces from the level it is on peer-to-peer.

Let me tell you very briefly what we have done so far. Firstly,
when we acquired the Kazaa Media Desktop in January 2002, we
ensured there was a family filter, enabled by default, when the pro-
gram is downloaded. Now, that family filter blocks abusive and of-
fensive terms. The terms are culled from the Internet, because we
know from your own data this is where most child pornography
originates. There is the option for the parent to put additional
terms in and this may be further password-protected.

Secondly, we cooperate with law enforcement agencies. I am re-
sponsible for dealing with law enforcement agencies, and to date
only 4 in the last 18 months have contacted us. We have spoken
at a senior level, however, with the FBI because we are not satis-
fied with the fact that the amounts may be relatively low and di-
minishing.

I understand very well, as people have pointed out, that on peer-
to-peer we cannot know what files are transacted. However, what
we have done is to work with and to identify third-party applica-
tions which they can use very much in the manner you just sug-
gested to track IP addresses.

It has been very important to us that while we protect the pri-
vacy of users from harassment, et cetera, that we don’t block or
hinder in any way legitimate law enforcement agencies finding IP
addresses. So as a matter of record, we do not have anonymizers,
we do not use proxy servers. We think that is not necessary. In the
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community of sharers around the world we are trying to build,
there is nowhere for pedophiles to hide.

I am a little bit confused because in the New York Times on Sun-
day, we saw some data that came from the National Center for
Missing and Exploited Children which seems to indicate that the
level of pedophile material on file-sharing networks is relatively
small, less than 3 percent, and declining. Be that as it may, any
material is too much.

We are not prepared just to rest. As I said, we want to reduce
it to zero. We have in development technical measures that will
make it even harder for this material to circulate. When they be-
come available, Mr. Chairman, in the confidence of yourself and
your Committee, we will discuss them with you, but obviously we
wouldn’t discuss them publicly.

The other thing which is very important—and again people have
alluded to it—is education. We all know that filters are not perfect.
We also know that people are not very good about computer secu-
rity. We know they don’t use anti-virus protection, we know they
don’t use their passwords properly. So a program of education is
something we think is very important. Together with the Distrib-
uted Computer Industry Association, we are working on a program
of education, and if there is anybody here today that wants to work
with us, we are very happy to do so.

This, as people have suggested already, is an Internet problem.
If you enter the most commonly used search word on Google, an
eminently respectable search engine, you will get 40 million search
results. And I needn’t tell you that term is an adult and very ex-
plicit term. So this is an industry-wide issue.

I was very surprised to see that Hollywood has a view on this.
It has been suggested, and indeed it was in the New York Times
and the L.A. Times that this is a cynical plot by Hollywood to fur-
ther their own commercial ends. Be that as it may, we have a zero-
tolerance policy—it is that simple—for pedophilic material, and we
will not be happy until it is eradicated completely.

I now offer our services to any of the members of this panel to
work with them, indeed work with you, Mr. Chairman, to do two
things; one, to reduce the amount of pedophile material down from
the 2 or 3 percent it shows here to zero; and, secondly, a program
of education so that parents can exercise their responsibility to use
the password-protected filter, and to also enjoin the rest of the
Internet to do the same.

Mr. Chairman, thank you very much.

[The prepared statement of Mr. Morris appears as a submission
for the record.]

Chairman HATCH. Thank you, Mr. Morris.

Mr. Hess, we are delighted to have you with us today.

STATEMENT OF STEPHEN HESS, ASSOCIATE ACADEMIC VICE
PRESIDENT FOR INFORMATION TECHNOLOGY, OFFICE OF
INFORMATION TECHNOLOGY, UNIVERSITY OF UTAH, SALT
LAKE CITY, UTAH

Mr. HEess. Senator Hatch, Senator Leahy, and other distin-
guished members of the Committee, I work for the University of
Utah. We are located in Salt Lake City, Utah. We have an enroll-
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ment of about 28,000 students, and part of the role of the Univer-
sity of Utah is to also provide Internet access to all public schools
within the State of Utah. So you might say we are a large ISP
serving the State.

You have a written copy of my testimony which details most of
the information and experience that we have had with peer-to-peer,
but I was told in this testimony to give you some of the experiences
that we have as a network operator in dealing with peer-to-peer re-
lationships, and more specifically in the area of pornography.

I would like to make a few points. Number one, because univer-
sities are research and information enterprises, IT has become a
very essential part of what we do. It is, in effect, our central nerv-
ous system. It holds potential for great efficiency during a time of
rising costs and greater accessibility to education and research, free
from the constraints of time and place.

Number two, peer-to-peer has great potential in sharing informa-
tion and helping in that education enterprise. We hope in the reso-
lution of copyright and the issues discussed here today that peer-
to-peer technology can be preserved, along with emerging tech-
nologies, in support of learning and scholarship.

Number three, but we understand that there are two sides to
this issue and are dismayed by the inappropriate uses of this tech-
nology. Unfortunately, it has been used for the sharing of copy-
righted material, pornography, and now viruses and worms. The
abuse of this technology has also taken a great amount of our com-
puting capacity and IT personnel time, which are all designated for
educational purposes. In our attempts to technically block or re-
strain this activity, some developers of peer-to-peer technologies
have initiated clever upgrades to stop us from blocking this inap-
propriate traffic.

Number four, the university is placed in a difficult position, of
trying to find a balance between the enabling of a promising new
technology while discouraging inappropriate, illegal, or threatening
behavior. We welcome any thoughtful discussion on these policies
and practices that can minimize our already overburdened IT staff.

Number five, we recognize our role to establish and uphold com-
munity standards which are reflected in our university policy. We
go to great lengths to educate end users on legal, ethical, and ap-
propriate use of computing resources. We promote fair use of online
digital content, and thank this Committee and Congress for the
wonderful TEACH Act which was passed a few months back. The
university considers illegal sharing of copyrighted materials and
the downloading of pornography as a violation of our IT acceptable
use policy.

Number six, to comply with the law and our acceptable use poli-
cies, and to protect our networks and computing resources, we have
to balance privacy with compliance. We do this in the follow way.

First, we monitor traffic flows, but not for content. Traffic flow
is a measure of the amount of data transmitted over a network.
Content is information contained within the data flow. When an ex-
cessive data flow is detected or is seen over the network, it can
bring down the network. This, in turn, brings down the hundreds
of thousands of applications that run on our networks vital to the
day-to-day, hour-by-hour operation of the Internet.
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When excessive traffic is detected, we contact the end user to see
if the use of the network is legitimate. Some of these excessive
flows come from peer-to-peer sharing of copyrighted materials and
the downloading of pornography. If these people are downloading
pornography or downloading copyrighted material, in violation of
law, they are cut off our networks until they come in compliance
with the policy.

Second, we may also receive notification from copyright-holders
about violations of end users. We may be notified by a department
Chair, dean, or vice president about violations as well. In these
cases, if the violation of copyright is involved or the downloading
of pornography, people, by policy, are cut off from the network and
must go through an education process to be reinstated. We have
yet to have repeat offenders.

Number seven, pornography is not acceptable use of university
IT networks and resources unless it is used for academic or re-
search purposes. If faculty, staff, or students are found to possess
illegal pornography, they are deemed to be in violation of Federal
and State laws and are reported to law enforcement agencies.

While technologies like peer-to-peer can be disruptive, they con-
tinue to provide the opportunity to advance civilized life in a demo-
cratic and open way. We support a flexible and balanced approach
to keeping technology open and better able to serve the public, but
deal with the people who abuse these systems.

Thank you.

[The prepared statement of Mr. Hess appears as a submission for
the record.]

Chairman HATCH. I was very interested in what you are doing
up there. It is amazing.

Mr. JACOBSON.

STATEMENT OF DOUGLAS W. JACOBSON, PRESIDENT AND
CHIEF TECHNOLOGY OFFICER, PALISADE SYSTEMS, INCOR-
PORATED, AMES, IOWA

Mr. JACOBSON. Mr. Chairman and members of the Committee, I
would like to thank you for the opportunity to appear here today
and discuss the issues surrounding peer-to-peer networks. A more
detailed discussion of these issues can be found in my written testi-
mony.

By way of introduction, I am Associate Professor of Electrical and
Computer Engineering at Iowa State University and Director of
Iowa State’s Information Assurance Center. At the same time, I
also serve as President and Chief Technology Officer of Palisade
Systems, a company which has developed products to help deal
with peer-to-peer file-sharing.

You don’t have to look for pornography on peer-to-peer networks.
As many of our panelists have talked about, you just type in a
search string and it finds you. You can even type in a name of a
file that you know doesn’t exist on the network and you will come
up with peer-to-peer pornography that will match that file. I did
this in a class I taught, and it turns out there are actual programs
on the Internet, on these peer-to-peer networks that will generate
matches to your files and return links to pornography. So you don’t
even have to have a file out there.
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Palisade Systems conducted a study of searches on the Gnutella
network, which is a peer-distributed network, and our studies are
in line with other studies showing 42 percent of the requests were
for pornography; 6 percent of those requests were for child pornog-
raphy. Many other studies have been published, all coming to the
same conclusion. An argument can be made that legitimate peer-
to-peer applications would not need to hide from detection or evade
monitoring, as was pointed out by Mr. Morris.

I want to talk briefly about the ways that these protocols have
evolved over time to circumvent the methods that administrators
have used to block them. First there was port-blocking. The early
peer-to-peer protocols ran on certain ports and administrators
blocked those ports. The peer-to-peer protocols quickly evolved to
do port-hopping, so the port numbers would change in order to
avoid detection.

When administrators locked their networks down even further so
that they only allowed a few critical services, these peer-to-peer ap-
plications began using a technique called tunneling, where they
pretended to be legitimate applications. They would start to look
like Web traffic or other types of legitimate traffic. So these pro-
tocol, are evolving, trying to avoid being detected.

I will talk briefly about some additional filtering techniques. An-
other filtering technique beyond port-blocking is something called
signature-based, where you actually look at the way these protocols
communicate. Palisade Systems, for example, has a product that
works this way, and so it is sort of like virus detection.

There is content-based filtering, where you try to look at the con-
tent of the data and actually determine whether the data is copy-
righted material or potentially a material that is of an illegal na-
ture. This turns out to be very difficult to do, especially if the mate-
rial can’t be cataloged, like pictures of pornography. There is no
catalog of all the images. Again, the peer-to-peer networks are now
moving to encryption in order to hide all the data that they trans-
fer.

A final method is something called white-listing, where you allow
only those things that you know are good, only those protocols you
know are good, and block all other types of traffic.

As T have said, these protocols are evolving and the newest steps
in the evolution are that of encryption and anonymous access. The
best example of this evolution is the newest application called
Earthstation 5. This protocol uses both encryption, anonymous ac-
cess, and tunneling. The website for Earthstation 5 makes it clear
they are working at efforts to stop filtering of the protocol.

A couple of observations can be made from the review of these
filtering technologies. While each technology has certain limita-
tions, using multiple technologies in a layered approach seems like
the best defense in a corporate environment. However, this method
often requires knowledgeable staff and constant monitoring of the
networks.

Second, most technologies are focused on a corporate market and
are not designed for home users. If a home user allows these appli-
cations to be installed, little can be done to prevent downloading
of pornography or other material. This leaves the home user with
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no choice but to either allow peer-to-peer activity and all its associ-
ated risks or try to set up a way to not allow any of it.

It should be possible for Internet service providers to offer a serv-
ice that blocks all peer-to-peer traffic similar to the way they offer
a service for web filtering. The bottom line is the home user needs
to be educated about the potential dangers of peer-to-peer net-
working.

In summary, I have outlined how peer-to-peer networking has
evolved to avoid detection and filtering. I see no signs of this evo-
lution slowing down. In fact, with the advent of the newest proto-
cols like Earthstation 5, we will be facing increasing challenges
over the years ahead.

Also, given the inherent distributed nature of the peer-to-peer
protocols and the difficulty in identifying these networks, I predict
that peer-to-peer networks will become a method of choice to dis-
tribute illegal materials across the Internet. Companies like Pali-
sade Systems, in conjunction with research universities like Iowa
State University, will continue to develop new technologies to com-
bat the evolution of these peer-to-peer networks.

I would like to thank you for the opportunity to testify and I am
pleased to answer any questions.

[The prepared statement of Mr. Jacobson appears as a submis-
sion for the record.]

Chairman HATCH. Well, thank you so much.

Let me just begin with Mr. Spota and Mr. Malcolm. What can
law enforcement do or what can we do here in the Congress to help
you to eradicate pornography from these networks? What would be
your suggestion?

Mr. Spota. If I may, Senator, the way I see it, I can do nothing
other than to prosecute those within my jurisdiction, which would
be on a country level within the State of New York, Suffolk County,
State of New York. I have a staff of 161 prosecutors. I probably
could ask every single one of them to devote each and every hour
and we would never be able to eradicate this. We would be doing
nothing other than trying to put some dent in the County of Suf-
folk itself, where either possessing or promoting this—people can
be brought to the bar of justice by my office. It just seems to me
that it has to be done on a Federal level.

As I indicated before, where you have distributors and these net-
works which are reaping enormous profits, something should be
done. They must bear some responsibility, and it seems to me that
anything that has to be done should be done by Congress to give
our Federal law enforcement counterparts all the tools necessary to
have the jurisdiction to reach these people. That is the way it
seems to me it can be done. The specifics I can’t give you, but per-
haps Mr. Malcolm can. But it has to be done on a Federal level

Chairman HATCH. Mr. Malcolm, what would you suggest we do?

Mr. MaLcoLM. Well, as Senator Leahy pointed out in his opening
statement, this is clearly a bipartisan issue and the number of in-
vestigations and prosecutions of child pornography and child ex-
ploitation cases has gone up each year for the past seven or 8
years, probably beyond that. In part, I am afraid it just shows the
proliferation of this material as the Internet has literally exploded
upon the scene.
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Senator Congress has already done quite a bit to help us. The
penalties for child molestation and child pornography offenses have
dramatically increased with the PROTECT Act. We will have 25
new prosecutors devoted to this effort.

That having been said, this is a worldwide problem and a target-
rich environment. A number of the perpetrators of these offenses
are located overseas. Some countries cooperate with us more than
others. I am not sure we will ever be able to really ever completely
eradicate this problem.

Chairman HATCH. Would you suggest that we put out of business
the networks that allow this to occur?

Mr. MALcOLM. I am sorry

Chairman HATCH. Do you suggest we put out of business the net-
works that allow this to occur?

Mr. MaLcorLMm. Well, of course, in order to do a criminal prosecu-
tion, you have to prove knowing involvement. As Mr. Morris, I be-
lieve, said, there are a lot of networks that may facilitate this activ-
ity by having a peer-to-peer system or allowing commercial
websites. However, they don’t always control the content that is out
there and they don’t necessarily patrol their systems. Certainly,
one of the things that Congress can consider, which this Committee
is considering, is regulating the means by which this material is
propagated.

Chairman HATCH. Professor Jacobson, let me turn to you. I
would like to discuss for a moment the circumvention practices in
which the P2P networks engage which you talk about in your testi-
mony.

It seems to me that when the computer owners choose to filter
or block certain programs, that decision ought to be respected. The
practices you identify, such as port-hopping, seem to significantly
complicate the efforts of computer owners and system administra-
tors to control what comes into their systems.

If we were to require that these networks and perhaps others on
the Internet publicly register their ports and operate only through
those registered ports, would that better enable computer owners
to secure their computers against these unwanted materials?

Mr. JACOBSON. Yes. You would be able to filter out those proto-
cols that you didn’t want that matched those assigned port num-
bers. So that would allow an administrator as a first line of defense
to better filter those things out.

Chairman HATCH. Mr. Morris, you insist in your testimony that
the availability of child pornography on P2P networks pales in
comparison to the quantity available on commercial websites on
the Internet.

Even if true, do you not see a material difference between porno-
graphic content, including child pornography, that is thrust upon
juvenile P2P users whether they want it or not and websites to
which access is granted only upon presentation of a credit card
number usually available only to adult members of the household?

Mr. MORRIS. You make a differentiation, as indeed I did, between
websites and peer-to-peer. I guess it is useful to go through what
happens on peer-to-peer. When somebody does a search—and let’s
assume that they choose to take off the filter, willingly take the fil-
ter off—then they will search and they will get a list of search

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00027 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC



VerDate Aug 31 2005

20

terms. Those search also contain matter tags that describe what is
in the file. So for somebody to download, they are going to have to
click the file, watch it download, and then open it. So there are var-
ious processes. So the idea of files suddenly appearing doesn’t real-
ly happen.

If, however, you look at the Internet, then you take those 40 mil-
lion results. A lot of those sites you go to will be very sticky; they
will stay on your computer. You can’t close them. They will often
download dialer applications that will send you on premium lines
to Bermuda.

Senator LEAHY. Send you a what?

Mr. Morris. What they will do is they will download something
called a dialer which will dial out of your computer—you guys
know very much about this, yes—dial out of your computer to por-
nographic sites around the world, because their business is money.
They sell pornographic images.

The other thing they will do is very often pop up. They use pop-
ups, so they have teasers which are very explicit which will encour-
age the person to click on. The idea is then to lead them into either
gratuitously pornographic sites, as the pedophiles do, or into then
sites where they register a credit card. So the chance of somebody
actually being exposed suddenly to a pornographic image is infi-
nitely greater. Now, none of that says that because it is relatively
small, it can be tolerated. But there is a significant difference be-
tween website and peer-to-peer.

Chairman HATCH. Mr. Hess, I realize the concerns that P2P net-
works raise in the university environment are not limited to, or
even primarily stem from, the availability of pornography. We ap-
preciate you coming here and enlightening us on the multiple chal-
lenges you face with respect to these networks.

You stated in your testimony that at times as much as 30 per-
cent of the University of Utah’s bandwidth is taken up with peer-
to-peer file-sharing. Can you give us an estimate of what that costs
the university?

Mr. HEss. If high levels of peer-to-peer were sustained through-
out the year—it ebbs and flows depending on how many students
are on campus—it could approach $1 million

Chairman HATCH. In your testimony, you mention the recording
industry’s recent pursuit of computer users making large numbers
of copyrighted songs available on P2P systems. Do you feel that
these types of actions are helpful or even necessary to get students
to take copyright laws seriously?

Mr. HESS. Yes, at least that has been our experience on campus.
Now the word is out that studets are being sued, it does make a
difference, the amount of traffic has declined.

Chairman HATCH. In the last hearing, I suggested that with new
technology they actually could blow up the computer after giving
appropriate warnings.

[Laughter.]

Senator LEAHY. There was not uniform support on the Com-
mittee for that idea, I want you to know.

[Laughter.]

Senator LEAHY. We have joined on many of these things, but that
is one where we kind of broke ranks.
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Chairman HATCH. Only because of the lack of innovation on the
part of those who didn’t support it.

[Laughter.]

Chairman HATCH. But I think that more or less has awakened
everybody to the fact that these are important issues, and it was
one of the reasons why I did that. And I think it was very, very
important to get out there that it is illegal what they are doing,
that it is wrong, that if we don’t have copyright, we are not going
to have the creativity that this country is so noted for throughout
the world.

This has been very, very interesting. I have a lot of other ques-
tions, but I am going to turn to the Democratic leader on the Com-
mittee and see what he wants to get into.

Senator LEAHY. Thank you, Mr. Chairman. I have found this a
fascinating hearing. Unfortunately, because, as always happens on
the Hill, you are supposed to be in three places at once, after these
questions I will have to leave. I am going to have some that I will
submit for the record.

I know, Mr. Spota, with a dozen of these fairly complex prosecu-
tions you have brought recently, I am going to want to know more
about that. That may well be a model for the rest of us. Of course,
Mr. Callaway and I talk all the time on a number of these issues.

Mr. Morris, as you may know, the Internet service providers are
required by Federal law to report all cases of child pornography to
the National Center for Missing and Exploited Children. In fact,
the statute states that the requirement is on anyone, quote, “en-
gaged in providing electronic communications service or a remote
computing service to the public through a facility or means of inter-
state or foreign commerce.”

Now, under that definition, aren’t you and other peer-to-peer net-
works covered by that statute?

Mr. MoRRIS. I am not a lawyer and I wouldn’t presume—

Senator LEAHY. What do your lawyers tell you?

Mr. MoRRrIs. That question as far as I know has never been
asked. My interpretation as a layman would be very simple that
in a technical sense it is not a network. What it is is a series of
individual applications. Basically, as somebody said, it is like a net,
a fisherman’s net. So individuals sit there, there, and there, and
they choose to share amongst each other. So I am very happy to
ask our attorneys, but prime facie, I would suggest that, no, we are
not covered.

Senator LEAHY. Well, let’s talk about Kazaa. Would that mean
that under this law they couldn’t report pornography because they
don’t look at content?

Mr. MORRIS. Sorry. When you say “they,” you mean we?

Senator LEAHY. Yes. Does that mean that you can’t—

Mr. MoRrRris. We technically—sorry to interrupt, Senator.

Senator LEAHY. Does that mean that you can’t report pornog-
raphy because you don’t look at the content?

Mr. MORRIS. Precisely. There is no technical way at all. It is like
asking Microsoft to look at the content of people’s e-mails.

Senator LEAHY. You know, I would find that more believable, ex-
cept that you find ways to find so-called spoofed files. Yes, you do.

Mr. MORRIS. Sorry.
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Senator LEAHY. I will explain. If some of the companies and some
of the artists who feel that their works are being stolen on your
system and if they decide to put in a so-called spoofed file—that is,
they have the name of an artist and the name of the record, but
then they make sure that there is just white noise or something
like that on it. Somebody would have to go through the whole
downloading and do it. Somehow, you are able to check the content
of that and those are taken off your network. You have ways of
using filters to make it easy for children to circumvent those filters.

I mean, let’s get real. On the things you don’t want, the things
that are going to cost you money—that is, having hundreds of
white noise albums put in there—you can get rid of those. Why
couldn’t you get rid of the pornography, too?

Mr. MoRRiS. I do not know any way that we can get rid of the
spoofed files, or indeed the promotional files.

Senator LEAHY. But you do.

Mr. MORRIS. Sorry. Can you explain how, because I don’t know?

Senator LEAHY. I have no idea. You are the ones who are run-
ning it. But, boy, they don’t last on there very long. I think the
next panel is going to point out that they have had artists that
ichey represent try to put them on and then they don’t last very
ong.

Mr. MoRRris. I understand what you are saying; the spoofed files,
or indeed the promotional files that the record industry distributes
very widely on KMD, and by their own admission.

We have something called an integrity rating. That is for users
to self-clean. Now, users will indicate when a file is badly recorded.
I mean, you must have come across a lot of files which are just
poorly recorded. Similarly, users will tend to indicate that a certain
file has a low integrity.

Now, we would certainly encourage users of KMD to use that
mechanism to indicate when a file is pornographic. There is no spe-
cific category for pornographic; it is just low integrity. But if every
user put pornographic files as low integrity—i.e. self-cleaning—
then that would clean the network up very quickly.

So what you are talking about is the user community itself—that
is not us at all—cleaning the network of files that they don’t see
as being of high integrity. I now understand what you are talking
about. We have absolutely no control over that. Technically, we
cannot.

Senator LEAHY. Well, you install on your users’ computers soft-
ware that tracks their activities online and puts advertisements on
their hard drives based on what it shows. Are you also installing
information on those computers about whether they are going to
pornographic sites?

Mr. MORRIS. Sir, when you talk about installing applications—

Senator LEAHY. When your programs run, they also pick up in-
formation about the users so that you can run pop-up ads and do
things like that. You don’t do that?

Mr. MORRIS. No. Let me clarify for you.
| Se;nator LEAHY. You have no way of tracking their activities on-
ine?

Mr. MORRIS. Absolutely none.

Senator LEAHY. None whatsoever?
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Mr. MORRIS. There are some urban myths around that there is
spyware or—

Senator LEAHY. How do you make money?
er. MOoRRIS. We make money through advertising. Let me clar-
ify.
Senator LEAHY. Mr. Morris, I will let you finish. My time is run-
ning out here.

Mr. MORRIS. Sure.

Senator LEAHY. You make money by advertising, but you don’t
send the same advertising to everybody.

Mr. MORRIS. Precisely.

Senator LEAHY. If you have got somebody who consistently wants
country and western, you are not going to be sending advertising
for Beethoven’s Third there. I mean, you and your advertisers just
don’t go out to everybody; they go selectively by how often the per-
son is on. No?

Mr. MoRRIS. No.

Senator LEAHY. So if somebody uses your system just once or if
they use it 500 times, they get exactly the same ads?

Mr. MORRIS. Yes.

Senator LEAHY. They don’t change?

Mr. MoORRIS. Let me clarify. The side door application, which is
similar to double click, which is the same sort of application that
most of the major websites in the world use, serves the same ad.
So a maximum of five pop-ups will be delivered in a 24-hour period.
Those little banners you see—those are delivered to everybody.

Now, you may be talking about contextual advertising. Cur-
rently, we have no contextual advertising bundled with KMD; we
have in the past. They have high levels of privacy and what they
do—they are a separate applications and those applications are re-
lated to websites people visit. They are not applications we control
and they certainly can’t be used to track visits to illegal sites. I
think that must be what you are talking about.

Senator LEAHY. Mr. Chairman, I will have some follow-up ques-
tions. I realize I have gone over my time, and I appreciate that I
know there are other Senators who want to ask questions.

Chairman HATCH. Senator Schumer.

Senator SCHUMER. Thank you, Mr. Chairman. I want to thank
you for holding this hearing, and I thank you and Senator Leahy
for spotlighting this issue. It is an issue important to parents like
me, whose children’s knowledge of computers and the Internet far
outweigh my own. I am a big fan of the Internet and the amazing
way it has improved our lives, from e-mail, to the World Wide Web,
to the way it makes holiday shopping a breeze. We just drove my
daughter to college in Boston and we got one of the fanciest hotels
for §109 because we used the Web. I am not going to say what com-
pany right here, not at this table, Mr. Chairman.

But lately I have been concerned that this hallmark of the infor-
mation age is getting bogged down. When you have such a new,
major invention—I am sure this happened every time—there are
all sorts of problems that emerge—spam, criminal activity in terms
of fraud schemes.

And now comes news that the dark side of the Internet just got
a little darker because of your excellent GAO report, Ms. Koontz,
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Whi];:h talks about how much child pornography has infiltrated the
Web.

I am going to ask that my whole statement be read into the
record.

Chairman HATcH. Without objection.

[The prepared statement of Senator Schumer appears as a sub-
mission for the record.]

Senator SCHUMER. But I do want to make one point, Mr. Chair-
man, and that is earlier today I was with D.A. Spota—and I want
to commend you. Tom Spota is the D.A. of Suffolk County, one of
the largest and most important counties in New York, and has
done a great job as D.A. in general and on this issue, in particular.

Earlier today, he and I and Terry Schroeder, who is the Presi-
dent of ISAF, an organization that is dedicated to protecting chil-
dren online, called on the Justice Department—or I called on the
Justice Department to create a special task force to crack down on
the traffic of child pornography by file-sharers. The task force
would bring together the resources and expertise of the FBI and
other Federal law enforcement agencies to find the best ways to
track down and stop these criminals from peddling child pornog-
raphy, and it would set up strong channels for information-sharing
between the Federal task force and local officials like D.A. Spota
to ensure that all levels of law enforcement are up to speed in this
highly technical area.

In addition, Mr. Chairman, to strong law enforcement, I believe
those in the technology industry need to step up to the plate. Those
who profit from file-sharing technology have to do everything in
their power to prevent the networks from being used for criminal
activity, and that is where my questions will lead.

But first I wanted to ask D.A. Spota—as you know, I am asking
for the creation of a national task force to focus on the challenges
associated with the use of peer-to-peer networks to proliferate child
pornography. The task force would bring together the several Fed-
eral agencies that deal with this problem and deal with the experi-
ences of local law enforcement, like yourself, to ensure that all law
enforcement is up to speed on the danger of peer-to-peer networks.

Do you think the task force is a good idea? Would it be helpful
to local law enforcement, and are there lessons offices like yours
could share that would be useful to Federal law enforcement?

Mr. SpoTa. Well, thank you, Senator. Certainly, it is a terrific
idea. There is no question about that. I mentioned before in re-
sponse to a question, I believe, by Senator Leahy or Senator Hatch
that it seems to me that, as you say, a Federal task force is what
is in order.

I am limited in our State jurisdiction. The Department of Justice
and the U.S. Attorneys’ offices obviously—their jurisdiction will ex-
tend throughout the United States, and I am sure even further,
and I think that that is what is necessary.

Mr. Morris indicated to me before we were speaking—I may be
wrong, but I think you might be located in Australia.

Mr. MoORRIS. Mr. Chairman, if I may, we would be very happy
to assist and advise that task force in any way we can. We are
based in Australia. I am based in London. I have quite used to fly-
ing over. So we would be very happy to give you technical—
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Senator SCHUMER. We don’t want any of these meetings to occur
in Hawaii.

Mr. MoORRIS. There are some very nice islands in the South Pa-
cific. But we would be happy, my chief technical officer or myself,
to provide on a one-way basis, a one-way street, any information
or help we could.

Senator SCHUMER. Great, thank you.

Well, thank you, D.A. Spota, and I appreciate your endorsement
of this idea.

My next question is for Mr. Morris. As I mentioned in my state-
ment, I think it is important that peer-to-peer networks do every-
thing within their power to stop criminal activity involved in the
sharing of child pornography through your software.

Your own terms of service agreement, which outlines the ways
in which users are allowed to use the network and the license, sug-
gests you will take measures to ensure that illegal or offensive con-
tent is not shared via your software, which is good. Your license
agreement explicitly states in part that users, quote, “agree not to
use the software to transmit or communicate any data that is un-
lawful, harmful, obscene, or otherwise objectionable,” unquote.

Users who share child pornography files, including those charged
in Suffolk County, violate this agreement and I want to know what
you and your company are doing about it. What actions has Kazaa
taken against these individuals in Suffolk County? Have you re-
voked their license agreement or sent them notices that they have
violated the agreement?

Mr. MoRRIS. Firstly, we do not know who the offenders are, but
I am very happy to speak with you later.

A general point about the end user license agreement to which
you refer. Yes, indeed, it does very strongly state that we can re-
voke the license. These, if you like, honor licenses are common
throughout the Internet for downloading software. They are very
much the questions you get asked in an airport, which say, you
know, are you spy, do you have a bomb? The purpose of asking it
is it does allow one, after the event, to do that.

Senator SCHUMER. This case got quite a bit of notoriety not just
in New York, but around the country.

Mr. MoRRris. This is the first case that we have become aware
of. If you care to tell me which users were actually using Kazaa
as opposed to the hacks and the various other applications which
you guys know sit on the fast-track network—perhaps if your col-
leagues could contact us—

Mr. SPOTA. They were all using Kazaa.

Mr. MoORRIS. They were using Kazaa or Kazaa-lite?

Mr. SPOTA. I am sorry?

Mr. MoRRIS. Were they using Kazaa-lite?

Mr. SPOTA. Oh, I don’t know.

Mr. MoRRIS. Yes. There are various clones and scamsters.

Mr. SPOTA. No, no. I hate to interrupt. For sure, they were using
Kazaa, your company.

Mr. MoRrris. Okay. We would be very happy—in fact, as I said
earlier, we applaud what has happened in Suffolk County because
that sends a strong message to people that they are not anonymous

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00033 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC



VerDate Aug 31 2005

26

and that they will be found out. So, yes, we would be happy, if we
had the address details, to serve such a notice.

Senator SCHUMER. Why hadn’t you done it before this fortuitous
meeting between you and Mr. Spota occurred?

Mr. MORRIS. Because technically it hadn’t crossed my mind. I
wasn’t aware—

Senator SCHUMER. Would you in the future, on your own, if there
are other cases like this or you hear that cases are being brought?

Mr. MORRIS. Surely. As I said earlier, I have only had contacts
from four law enforcement agencies. As I said, in the early days of
peer-to-peer, it was used on a pilot basis by pedophiles and they
have tended not to use it in a systematic way since then because
it is open and anonymous.

I would be very happy to work with the task force, and if any
law enforcement agency does have details of specific users of KMD
who have been prosecuted, yes, we would certainly send them such
a notice.

Senator SCHUMER. A second question.

Chairman HATCH. Senator, your time is up.

Senator SCHUMER. Okay. I am going to try to ask some more
questions on the next round.

Chairman HATcH. Well, we are going to submit written questions
because I have got another panel and I have got to get through
here.

Senator SCHUMER. Could I just ask one more, Mr. Chairman?

Chairman HATCH. Sure, go right ahead.

Senator SCHUMER. Thank you.

The next question is what kind of disclosure do you make to par-
ents? In other words, would you consider letting them know that
somehow or other, if their child uses Kazaa, they might be deluged,
or at least be shown pornographic materials?

Mr. MoRRIS. We are currently working with the industry associa-
tion which has just been formed to find ways of doing that very
thing. It is a two-stage process. Firstly, we support all measures to
have parents actually understand what is on their kids’ computers.
That is the first stage.

Secondly, having done that, then make parents aware of the pit-
falls of using the Internet, in general, and file-sharing programs in
particular and where that might lead. So, yes, we are very happy
to get behind those sorts of programs.

Chairman HATCH. I would like to see that happen because what
we are dealing with here is pretty pathetic stuff, and your network
basically is the network that is being used, Kazaa.

Senator Durbin.

Senator SCHUMER. Well, just—

Chairman HATCH. I hate to cut anybody off, but I do have to get
through this hearing.

Senator DURBIN. I know you are trying, Mr. Chairman. Thank
you.

Chairman HATCH. Yes, and we will keep the record open for
questions because these are good questions my colleagues are ask-
ing, and I hope you will take the time to answer them.

Senator SCHUMER. I won’t ask a question. I will just make a sug-
gestion, and that is that Kazaa also try to give some funding to

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00034 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC



VerDate Aug 31 2005

27

ISAFE, which does the job pretty well. I would ask in writing that
you respond to whether you would be willing to do that and to
what extent. No answer is necessary.

Mr. MoRRIS. We would be very happy to respond and I am vir-
tually certain it will be in the positive.

Chairman HATCH. Senator Durbin.

Senator DURBIN. I would like to follow up on one question.

Mr. Morris, there was something you stated a little earlier that
led me to believe this was the first time you had heard about this
problem.

Mr. MoRRIS. No, not about the—we have known that there is
pornography and some instances of child pornography. When you
say “this problem,” you mean the general issue of—

Senator DURBIN. Your conversation with Mr. Spota, for example.

Mr. SpoTA. I think, sir, perhaps I misspoke. He was talking
about the names of the people. That was our conversation.

Senator DURBIN. Well, Mr. Morris, if this has been a recurring
problem or a chronic problem with your company, my question is
this: Do the advertisers on your network ever ask you whether or
not you have taken steps so that the network does not become a
venue for this kind of child pornography?

Mr. MoRRIS. I think the evidence from these data here show that
it is not a chronic problem. Any single instance is a problem. As
to whether advertisers have raised an issue, I don’t believe they
have, but I can check that out.

Senator DURBIN. That has frankly been a fairly effective way of
changing policy in our country when those who are inadvertently
or indirectly supporting this kind of activity come to know that
their customers are not going to use their products. I would think
that would be a concern to you from a revenue viewpoint, would
it not?

Mr. MORRIS. It is a concern universally across the Internet.

Senator DURBIN. Mr. Spota, thank you for your leadership on
this, but could you be more specific in terms of what you have
found relative to his company and how it has provided access to
this child pornography?

Mr. SpoTA. Well, what we found is basically contained in my tes-
timony, but essentially children, in my view, are curious by nature.
We all are, but especially children. I believe the people who are
making this pornography and setting up these files are purpose-
fully using terms that will be attractive to children—Brittany
Spears, Pokemon, and anything with the word “young” in it.

I do disagree with Mr. Morris where he says, well, it is just by
virtue of the fact that the file will obviously contain some porno-
graphic literature. They will incorporate some term that will at-
tract the attention of that child. So if a kid wants to look for some-
thing with “Brittany Spears,” there will be a file name that will
contain the name “Brittany,” and oftentimes other names that have
nothing to do with it. They will punch that on because of their nat-
ural curiosity. That is what is occurring.

Senator DURBIN. My other question to you is in terms of your
prosecution, is it under State law that you are prosecuting?

Mr. SpoTA. Yes, it is, Senator.
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Senator DURBIN. Do you find any limitations because you are
dealing with State law in how far you can go by way of discovery
or prosecution?

Mr. SpOTA. Absolutely, and that is why I am bound to prosecute
only those who commit these crimes, possession or promoting child
pornography, within the County of Suffolk. That is why I think it
is so important that Congress act to give the Justice Department,
the United States Attorney’s Office, and the FBI the opportunity to
prosecute these types of cases.

Senator DURBIN. Ms. Koontz, isn’t that the GAO conclusion that
there isn’t clear delineation of Federal prosecuting standards? I
think what I read in your GAO report is that we need more re-
sources dedicated to this. Do you think the law is clear enough in
terms of the prosecution?

Ms. KOONTZ. Actually, our study focused on identifying the level
of resources that are devoted to peer-to-peer networks among the
various law enforcement agencies. We were unable to determine
how many resources were devoted because law enforcement agen-
cies don’t keep statistics in that kind of way. Our work has been
much more focused on defining the parameters of the problem and
I couldn’t speak to the adequacy of the prosecuting standards.

Senator DURBIN. Well, maybe Mr. Malcolm can, because one of
the concerns that I think we have is that since 2 years ago, there
has been more and more focus of resources on terrorism. The FBI
and other agencies have been told, frankly, drop some of your tra-
ditional activities or reduce your activity in them dramatically and
move toward terrorism. That is our number one priority.

So what chance do we have here to have any kind of dedication
of resources or aggressive effort involving the FBI when it comes
to this problem of child pornography?

Mr. MALCOLM. Let me just say that in spite of this diversion of
resources, the number of cases that we filed against child pornog-
raphers and child exploiters was up 22 percent last year. We don’t
work just with the FBI. We, of course, also work with ICE, we
work with Postal, we work with various State and Federal agen-
cies. We, in fact, work with the Internet Crimes Against Children
Task Forces.

Let me stress that peer-to-peer is a serious problem. Don’t get
me wrong. Kazaa is only one peer-to-peer network, and in addition
to that, there is a lot of this material out there on the Web. There
is a lot of this material in chat rooms. There is a lot of this mate-
rial in news groups. There are all kinds of emerging technologies
that have presented ample opportunities for pedophiles to peddle
their wares and to trade material and, through chat rooms, to con-
tact kids.

Unfortunately, as I said before, this is a target-rich environment.
Congress has already done a lot in terms of increasing the pen-
alties through the PROTECT Act. You have given us additional re-
sources. Unfortunately, this is such a worldwide problem that you
are not never going to be able to eradicate it all. We are doing the
best we can with what we have.

Senator DURBIN. Mr. Chairman, the last thing I will say on it is
this. A few weeks ago, we had a family reunion and one of my
nieces said that her son, a teenager in high school, didn’t want to
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come to the reunion because he just loves to stay on the Internet,
she said. He is on there all the time. She went on to say, you know,
I don’t know a thing about it; I can’t even tell you what he is doing
there, but he just really loves it.

And I am thinking to myself, gosh, I hope that is going well. But
that mother is in the same position many of us are who are not
as conversant with the Internet as our children and grandchildren.
So to say we are going to give the tools to parents many times is
suggesting that they are going to develop a level of knowledge and
sophistication about the Internet which is unrealistic. We have to
develop other mechanisms to deal with this, and threats to those
who would abuse it.

Thanks for this hearing, Mr. Chairman.

Chairman HaTcH. Well, I want to compliment my colleagues for
their questions, and also these comments. They are right on. You
folks are in the forefront of this battle.

Mr. Morris, I know that you seem to be the person on target
here, but there is good reason for it. I think unless you can help
us to help you to get rid of this material, you are going to be under
constant attack and ultimately we are going to have to do some
things that would be very detrimental to your business. So I think
you have really got to take this seriously.

Mr. MoORRIS. Chairman Hatch, I think we do. I would say that
I am willing to come over any time you want me to to work with
you, your staffers, and anybody else here to help eradicate this
1ssue.

Chairman HATCH. Well, we have had some good suggestions here
today between you and Mr. Spota, and I think that could be true
of other people as well. We appreciate your willingness to be able
to do this, but it is serious stuff and we have got to do something.

The circumvention of security measures through various means
such as port-hopping and the difficulties it raises have been
brought to our attention through a number of different channels.
I believe it is worth exploring what can be done to bring all these
matters under control.

I know that Senator Leahy is going to work with me on this, as
will other members of this Committee, and we will see what we can
do to come up with some way of resolving some of these matters,
or at least giving you the tools to be able to resolve them.

With that, I want to thank each of you for being here and we ap-
preciate the efforts you have made and the information you have
given us. It has been a very important hearing up to this point. So
thank you very much.

Our second panel will address the ISP subpoena provisions of the
Digital Millennium Copyright Act. This is a critical part of the com-
promise that this Committee helped negotiate between the content
and the technology industries. This compromise was intended to
permit both the development of Internet services and the enforce-
ment of copyrights on the Internet.

If we could have order, I would appreciate it. Let’s have order.

This compromise, which is now codified in Section 512 of the
Copyright Act, creates so-called safe harbor provisions that protect
Internet service providers from secondary liability for copyright in-
fringement. These safe harbors protect ISPs regardless of whether
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their systems act as conduits, locators, or hosts for infringing mate-
rials posted by third parties.

In exchange for these safe harbors, Section 512 requires ISPs to
provide specific assistance to content creators alleging that some-
one is using ISP services or systems to host, locate, or transmit in-
fringing content. For example, Section 512 can require an ISP to
remove allegedly infringing materials hosted by the ISP, or to iden-
tify an allegedly infringing customer in response to a subpoena
under Section 512(h) of the Act.

Recently, the subpoena provisions of Section 512(h) came under
scrutiny when they were invoked by content creators trying to
identify individuals allegedly trading infringing materials over
peer-to-peer file-sharing networks.

Our second panel consists of three panelists who will discuss the
legal and policy implications of the subpoena provisions that under-
lie both the Section 512 compromise and our broader system for
reconciling copyright and the Internet.

Mr. Cary Sherman is the President of the Recording Industry As-
sociation of America. His organization has served Section 512(h)
subpoenas to obtain identifying information about individuals al-
leged to have been trading infringing music files over peer-to-peer
file-sharing networks.

Mr. William Barr is the former Attorney General of the United
States and is the General Counsel of Verizon. His company pro-
vides ISP services and has received Section 512(h) subpoena.

Our last panelist, Ms. Marybeth Peters, if the Register of Copy-
rights. She brings to this narrow but important dispute about Sec-
tion 512(h) subpoenas her unquestioned expertise with the broader
issues of law and policy that underlie both the DMCA and the
Copyright Act. She has also been gracious enough to help us
streamline this large hearing by agreeing to appear on the same
panel as our private-party witnesses and agreeing to go last in
?rg{er to provide some perspective on the views of the two preceding
olks.

I just want to express my gratitude for having all three of you
here. All three of you are leaders in the respective areas in this
field, and we are just very grateful to have you here.

I think we will start with you, Mr. Sherman, and then we will
go to General Barr and then we will come to Marybeth.

STATEMENT OF CARY SHERMAN, PRESIDENT AND GENERAL
COUNSEL, RECORDING INDUSTRY ASSOCIATION OF AMER-
ICA, WASHINGTON, D.C.

Mr. SHERMAN. Thank you, Chairman Hatch, for inviting me to
testify today and for your ongoing commitment to protecting intel-
lectual property. We are all very grateful.

My name is Cary Sherman. I am the President of the Recording
Industry Association of America, the trade association representing
the U.S. recording industry. Our members create, manufacture,
and/or distribute 90 percent of all legitimate sound recordings in
the United States.

I would like to take just a minute up front to give the Committee
some information regarding some announcements we made yester-
day. Following a multi-year campaign to educate the public about
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the illegality of unauthorized downloading and the launch of more
than a dozen high-quality, low-cost, legitimate online music serv-
ices, the RIAA filed lawsuits yesterday against more than 250 indi-
viduals who were sharing, on average, over 1,000 copyrighted
music files on public P2P networks.

We simultaneously announced a program to grant what amounts
to amnesty for individuals who voluntarily identify themselves and
pledge to stop illegally sharing music on the Internet. Should you
{1ave any questions about it, I would be pleased to respond to them
ater.

We would have preferred to avoid litigation, but we could no
longer simply stand by and watch while our products are stolen in
mass quantities and the livelihood of thousands of artists, musi-
cians, songwriters, recording companies, and retailers are de-
stroyed. We hope that this ongoing effort will educate the public
about the consequences of online piracy and help foster an environ-
ment in which a legitimate online music marketplace can thrive.

Let me now turn my attention to the topic of today’s hearing. Let
me just begin with some startling statistics. Over the past 3 years,
shipments of recorded music in the United States have fallen by an
astounding 31 percent. Hit records have been impacted most dra-
matically.

In 2000, the top 10 selling albums in the U.S. sold a total of 60
million units. In 2001, that number dropped to 40 million, and last
year it totaled just 34 million. The root cause for this drastic de-
cline in record sales is the astronomical rate of music piracy on the
Internet.

Although there is no easy solution to the piracy problem, one
thing is clear. Verizon’s DSL subscribership is growing due to the
explosion in the use of P2P, and it is very troubling to our industry
that Verizon actually encourages its new subscribers to visit unau-
thorized P2P services instead of legitimate licensed sites as their
preferred source for music online.

If you sign up for Verizon DSL, you get a brochure, “Your Guide
to Broadband Living and Content,” that tells users, and I quote,
“Subscription sites do offer up MP3s to download. However, they
typically don’t offer music that is selling exceedingly well in stores.
By contrast, the free sites are likely to have pretty much every-
thing, but you may get pelted with some unwanted ads.” And peo-
ple wonder why the copyright community is skeptical of Verizon’s
claim that the real issue is privacy and not piracy by their sub-
scribers.

After all, nowhere in the brochure does Verizon warn its cus-
tomers about the serious privacy threats of using P2P. Think about
it. Kazaa has been downloaded over 250 million times, and many
of those who use it are unwittingly sharing sensitive personal infor-
mation—e-mails, tax returns, financial and medical records—with
millions of others on the Internet. You would think that a company
as concerned about privacy as Verizon claims to be would warn its
subscribers that they are committing privacy suicide when they put
Kazaa on their computers.

So what does all of this have to do with what we are talking
about today? First, it helps explain why RIAA’s members, with the
support of a broad array of other organizations in the music indus-
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try representing artists, songwriters, music publishers, and others,
took the action we announced yesterday, and why Judge Bates con-
clusively decided on two separate occasions that the DMCA infor-
mation subpoena process does apply in the P2P context and that
the real privacy threat is millions of users essentially opening their
computers to the world.

Second, and perhaps most important for this hearing, they illus-
trate that Congress, under the leadership of this Committee, saw
the future in 1998 when it passed the DMCA. The rampant piracy
of music on the Internet is a true-to-life example of exactly the
kind of problem Congress envisioned copyright owners would face
in the digital world.

Although P2P technology did not exist in 1998, Congress under-
stood that the Internet and advances in technology would lead to
an explosion in online theft of intellectual property. So in exchange
for exempting ISPs from any liability for the infringing activities
occurring on or over their networks and connections, subject, of
course, to certain prerequisites, Congress created a framework by
which copyright owners, with the assistance of ISPs, could expedi-
tiously identify individuals engaging in infringing activities online.
That compromise—expeditious access for copyright owners to iden-
tifying information of infringers in exchange for broad liability limi-
tations of ISPs—is as fair today as it was in 1998.

Five years after the passage of the DMCA, we hear nothing from
Verizon about changing its liability limitation, but a lot about its
concerns over privacy. I just want to mention one thing. No one has
a privacy right to engage in copyright infringement on the Internet,
and illegally sharing or downloading copyrighted music online is
not a form of free speech or civil disobedience protected by the First
Amendment.

As T understand Verizon’s privacy argument, disclosing its sub-
scribers’ identifying information pursuant to a valid DMCA infor-
mation subpoena threatens to violate its subscribers’ privacy be-
cause the information subpoena process, in their estimation, is sus-
ceptible to abuse and does not provide the same protections af-
forded by a more traditional John Doe lawsuit.

But Congress considered and decided this question back in 1998.
Ironically, the very principle ISPs profess to defend, the privacy of
their subscribers, is at greater risk in a John Doe action than
through the information subpoena provisions of the DMCA. There
are statutory limits on the type of information a copyright owner
can obtain via an information subpoena and the purpose for which
that information can be used.

A copyright owner can only receive information that is necessary
to identify and contact the alleged infringer. More importantly, the
copyright owner is statutorily limited to using that information ex-
clusively for purposes of enforcing their copyright.

Compare that to the John Doe alternative where a copyright
owner can request anything related to the ISP subscriber account,
including user habits, website visits, payment records. And once
that information is provided to a copyright owner, there are no
statutory restrictions whatsoever on how it can be used or with
whom it can be shared.
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RIAA and the copyright community as a whole are committed to
protecting the privacy of individuals and support the balance that
was struck by this Committee and the Congress in the DMCA to
protect both privacy and ensure the enforcement of copyrights.

Congress anticipated the needs of copyright owners and the
rights of individuals in the DMCA, and enacted a provision that
has been upheld and validated by the courts and constitutional
scholars. As the content community continues to face the chal-
lenges of digital piracy, Congress must ensure that tools are avail-
able to limit costly damages in an expeditious manner. Our Na-
tion’s cultural assets, balance of trade, and world leadership in in-
tellectual property depend on it.

Thank you very much.

[The prepared statement of Mr. Sherman appears as a submis-
sion for the record.]

Chairman HATCH. Well, thank you.

General Barr, we will turn to you.

STATEMENT OF WILLIAM BARR, EXECUTIVE VICE PRESIDENT
AND GENERAL COUNSEL, VERIZON COMMUNICATIONS,
WASHINGTON, D.C.

Mr. BARR. Thank you, Mr. Chairman, Senator Durbin.

We believe that the health and the vitality of the Internet as a
medium of communications in our society depends on the avail-
ability of a rich array of content, which in turn requires vigorous
protection of intellectual property rights. But at the same time, we
think it also depends on the public’s confidence in the privacy and
security of the Internet as a communications medium and their as-
surance that there is some protection for private information.

Our concern is that a very ill-conceived blunderbuss approach to
addressing the first set of issues, intellectual property, is being ap-
plied in a way that is riding roughshod and ultimately sacrificing
very real privacy and safety concerns.

Now, from the opening statement of Mr. Sherman it would ap-
pear that Verizon stands alone in this, when, in fact, as the Com-
mittee is aware, there are 92 groups supporting our position, in-
cluding library associations, civil liberties groups, child safety
groups, and numerous other Internet service providers.

Mr. Sherman sort of suggests that our interest in privacy is
somehow this new-found interest and is not really altruism here;
it is economic interest. Well, be that as it may, our point in our
opening statement is that privacy is important to the well-being of
the Internet, just as important as intellectual property rights, the
ability of individuals to know that their private information is not
going to be handed away willy-nilly to other people.

Now, I think what is going on here is that the RIAA is taking
the subpoena provisions of the DMCA and radically expanding
them to apply to an area that they were not intended to apply to.
That is our view. This sweeping subpoena that they claim, bereft
of any of the safeguards that have been employed throughout our
history to protect privacy concerns and place checks on the avail-
ability of private information, poses, we think, a threat to personal
privacy and First Amendment rights.
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We further think that the tactic of using these massive sub-
poenas has really sidetracked the recording industry into this inter
orem campaign against 12-year-old girls rather than pursue col-
laboratively with the network industry a long-term, effective tech-
nological solution, as Congress explicitly envisioned in the Act,
working collaboratively to develop a long-term technological solu-
tion to this problem.

Our view is that both the take-down provisions and the subpoena
provisions in the Act were expressly directed at infringers who
were storing material on service providers’ facilities. So they were
distributed copyrighted material from websites that were hosted on
the internet service providers’ facilities.

We believe the subpoena provisions were meant to allow for the
identification of the individuals who were storing that information
on the facilities of the Internet service providers. Indeed, our view
is that the subpoena provisions explicitly cross-reference the provi-
sions dealing with the storage of information three times.

Now, in that context, there are some safeguards for these privacy
concerns because we have control and access to that information.
It is right there on our system, and when we are served with a sub-
poena, we can immediately verify whether there is a legitimate
basis for the property owner’s concerns. Further, the privacy con-
cerns are somewhat diminished because the party has voluntarily
given this information to us to store. Indeed, other provisions of the
Act, sections (f) and (g), provide protections to owners who have
done that.

Our view is that the subpoena provisions were never intended to
allow private parties unfettered power to delve into what individ-
uals have on their own desktop or laptop hard drives, or into the
nature of direct communications from one computer to another.

The RIAA is claiming a radical new process—it is heretofore un-
known in the law; the district court acknowledged it was a nov-
elty—to obtain personal and private information about electronic
communications without the safeguards that have always been ap-
plied even to government investigations or in civil lawsuits, and
without any accountability for how that information is used.

The process goes like this. When people are using the Internet,
they can generally rely on some protection of their identity. When
they are browsing or in chat rooms or sending e-mails, the com-
puter does reveal a number, the IP address, which cannot be cor-
related to an individual.

But under RIAA’s interpretation of the Act, any individual can
simply fill out a one-page form. They can assert that they have a
copyright interest. It doesn’t have to be a registered one that would
serve as the basis of a lawsuit, and Federal copyright protections
cover a broad array of any expressive activity—pictures, content of
e-mails, and so forth.

Then they can assert a good-faith belief that their copyright in-
terest is being infringed, and that is the basis upon which they can
compel the surrendering of any individual’s name, address, tele-
phone number. And now they claim they can get the e-mail address
of any Internet user. Not only do they get that identification infor-
mation, but they are able to correlate it to specific communicative
activity on the Internet, to those individuals.
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This is not done in connection with a pending lawsuit or a grand
jury investigation. There is no judicial supervision of this. Nobody
looks at this at the courthouse. It is just served on us and we have
to comply. No one reviews the bona fides of the requester. No one
reviews whether there is, in fact, copyright information involved.
No one determines whether, in fact, there is a reasonable basis for
the allegation.

Unlike the information that the government is supplied in an in-
vestigation, there are no express safeguards provided for this infor-
mation and how it is used. There is no requirement to file a civil
lawsuit. There are no express sanctions or penalties for the misuse
of this information or for its disclosure into the public. There are
countless illicit ways that this information can be used without the
victim every knowing, without anyone ever knowing how it came
to be that their identity was disclosed and exploited in some way.

This goes far beyond the power that this Congress gives Federal
investigative agencies who are investigating things like pornog-
raphy, who are investigating things like terrorism. The Govern-
ment doesn’t have this power.

This is very analogous, for example, to pen registers and to trap-
and-trace. The Government just can’t go and fill out a one-page
form and claim a belief that it would be helpful. They have to have
a judge review it and a judicial order based on a certification that
it is relevant to an ongoing investigation, and that material is
under seal. So when the Government acts in an investigative ca-
pacity, this Congress, consistent with constitutional liberties, has
ensured that there are safeguards. But given the sweeping nature
of this power, deputizing commercially-interested individuals to go
out and do this kind of thing, abuses aren’t just possible, but
abuses are inevitable.

This is not just a tool that is going to be used by legitimate
groups like RIAA. This is a tool that can be and is now being used
by pornographers themselves. It can be used by pedophiles and
stalkers.

Think about the pornographers. We have already had a case
since the district court decision where a group that makes gay por-
nography has sought the names of 59 individuals who they claim
were exchanging this pornographic material. And now they have
announced, as RIAA has, their own amnesty program. Do you
know what the deal is? If you buy our hard-core pornography, we
won’t come after you. Just think of all the abuses that pornog-
raphers can use. People visit a website, they get the IP address,
and they can blackmail those individuals.

Now, think of stalkers. There is nothing in here that requires a
stalker to give his real name, or a pedophile. They meet someone
in a chat room, go down to their local district courthouse, fill out
the form, use a false name, and we have to surrender the informa-
tion, the identity of these people. That is an outrage. That doesn’t
exist in any other context in the law and it has to be stopped.

Even where there are legitimate interests, such as RIAA’s inter-
est, the blunderbuss power that they are applying here inevitably
is going to result in mistakes and abuses, and it already has. There
is now a sub-industry of bounty hunters that goes about hunting
down people. Congress is many times worried about bounty hunt-
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ers when they are involved in law enforcement activities, but now
we have commercially-interested bounty hunters who can go and
get these documents.

We have robots like in “Minority Report,” you know, spiders
crawling around the Internet with little lights on their foreheads
looking for files. That is all very fine, except they find a book re-
port, which they did, a kid’s 1-kilobit book report on Harry Potter,
and they get slammed by the RIAA. Just recently, they tried to
shut down the computers of, I think it was Penn State astronomy
department because it found the name Usher in a file; obviously,
in their mind, some kind of recording artist, but, in fact, the name
of the department head.

So this is the kind of force that has been loosed onto the Inter-
net, and our position is if this is what Congress wanted, it is a dis-
grace and it should be stopped. If this is not what Congress, if this
was not the intent of the legislation, then Congress should act now
and deal with it, and not wait for years of litigation and this kind
of activity to bring a terror campaign against individuals without
any kind of due process.

Congress did spell out how it thought, and rightly so, in my view,
this was to be addressed in Title I of the legislation, which is tech-
nological protection for the content. The content can be wrapped.
It can be protected through encryption, it can be protected through
access code protection. Working collaboratively with the networks,
that can be pretty much immune from attack and defeat. In fact,
Congress has passed laws in Title I saying it would be a crime to
try to circumvent those kinds of protections once we worked them
out.

But ever since they have embarked on this cat-and-mouse game
with teenagers, they have had no interest in coming to the table
and talking about this long-term technological problem, which
means what? Which means you are going to have a technological
arms race with efforts to evade this and hide IP addresses and all
this cat-and-mouse stuff going on, instead of something that Con-
gress has already laid the ground work for, which is a regime of
protecting content, of having the networks and the content pro-
viders work to develop a scheme, and has already passed a law
saying it is criminal to try to evade that scheme. So this is largely
a wasteful, self-defeating effort.

Thank you, Mr. Chairman.

[The prepared statement of Mr. Barr appears as a submission for
the record.]

Chairman HATCH. Well, thank you. We are going to need to have
you give us your best ideas as to how to resolve some of these prob-
lems that you have raised.

Ms. Peters, we will turn to you.

STATEMENT OF MARYBETH PETERS, REGISTER OF
COPYRIGHTS, U.S. COPYRIGHT OFFICE, WASHINGTON, D.C.

Ms. PETERS. Mr. Chairman, Senator Durbin, I am pleased to tes-
tify at this very timely hearing. Senator Hatch, you were among
the leaders in drafting and enacting the Digital Millennium Copy-
right Act, and I know that these—
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Chairman HATCH. You would have to say that after General
Barr’s comments.

[Laughter.]

Ms. PETERS. I am going to say it is a good thing.

Mr. BARR. Properly interpreted, it is a good thing.

Chairman HATCH. Excuse me to interrupt again. We need both
of your ideas on how we solve these problems because much of
what he says I agree with; in fact, most everything. Yet, I see
where you are right, too. In other words, RIAA should not have to
put up with the wholesale pilfering of your copyright materials. So
we need to have some help here and maybe if you two could get
together and give us some advice, it would be very helpful because
this is important stuff.

Then, Ms. Peters, of course, we are going to rely on you to help
us, too. Go ahead. I am sorry to interrupt you.

Ms. PETERS. What I was going to say is that I know these issues
are important to you, as they are to me.

In 1999, Napster popularized peer-to-peer technology and tried to
turn it into a profit-making business. In a remarkably short period
of time, Napster was being used by millions to copy and distribute
an unprecedented amount of copyrighted music.

We agreed with the Ninth Circuit’s holding that Napster users
infringed at least two of the copyright-holder’s exclusive rights—re-
production and distribution. Since Napster’s departure, other busi-
nesses utilizing peer-to-peer technology, such as Aimster, Grokster,
and Kazaa, have appeared.

Mr. Chairman, make no mistake, the law is unambiguous. Using
peer-to-peer networks to copy or distribute copyrighted works with-
out permission is infringement, and copyright owners have every
right to invoke the power of the courts to combat such activity.
Every court that has addressed the issue agrees.

Copyright law has long recognized that those who aid and abet
copyright infringement are no less culpable than direct infringers
themselves. Based on this principle, the Ninth Circuit Court cor-
rectly found that Napster was both vicariously liable and a con-
tributory infringer. Unfortunately, the Napster decision was not the
last word on the matter.

Earlier this year, a Federal court in California surprised many
when it held that Grokster and Streamcast are not liable as sec-
ondary copyright infringers. Mr. Chairman, these are people whose
businesses are dependent upon massive copyright infringement.
Any application of the law that allows them to escape liability for
lack of knowledge of those same infringements is inherently flawed.

The Grokster decision was wrongly decided, and if it is upheld,
it will be a major impediment to the fight against massive online
infringement that is so rampant today. Grokster is not the last
word on the subject, either. The decision in Aimster is reassuring.

Hanging over all of these cases, however, is the Supreme Court’s
decision in Sony. The correct application of the doctrines of sec-
ondary liability in the Sony case should produce findings of liability
for the proprietors of Grokster. If that is not the result, Sony should
be revisited by the Supreme Court or by Congress.

Unless and until the Grokster decision is overruled, copyright
owners have no choice but to pursue the individual peer-to-peer

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00045 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC



VerDate Aug 31 2005

38

users who are actually engaging in infringement. While copyright
owners have expressed regret that they are compelled to take this
step, they need offer no apology. People who use peer-to-peer tech-
nology for unauthorized reproduction or distribution of copyrighted
works are breaking the law.

Litigation and even publicity about the subpoenas have made
clear to everyone that the so-called file-sharing of copyrighted
works is not an innocent activity without legal consequences.
Knowledge that such conduct may lead to expensive and burden-
some litigation and a potentially large judgment should have a de-
terrent effect.

Copyright owners have every right to enforce their rights in
court, whether they are taking action against providers of peer-to-
peer services designed to profit from copyright infringement or
against persons engaging in individual acts of infringement.

To take action against users of peer-to-peer networks, copyright
owners must know who those users are. Congress recognized this
and included in the DMCA a process by which owners can learn
basic identifying information about alleged infringers from their
Internet service providers.

As you recall, the DMCA began as an effort to implement the
1996 WIPO Internet treaties. However, as this legislation moved
forward, ISPs demanded that it include limitations on their liabil-
ity for copyright infringements carried out over their networks.
Congress heeded this call and provided the ISPs with a huge ben-
efit: virtually no liability for qualifying ISPs.

This was balanced by placing on ISPs certain obligations. One re-
quires ISPs to respond expeditiously to subpoenas seeking identi-
fying information about subscribers accused of copyright infringe-
ment. The ability of copyright owners to use Section 512(h) is a
critical part of that bargain, allowing copyright owners to pursue
primary infringers.

Recently, the scope and constitutionality of Section 512(h) has
come under attack. In the RIAA—Verizon litigation, Verizon claims
that the subpoena power of 512(h) is inapplicable to the mere con-
duit activity described in 512(a).

As the district court held, the plain language of 512(h) dem-
onstrates that this interpretation is not correct. I agree. The statu-
tory text confirms the compromise that copyright owners and ISPs
are to work together to remedy infringement in all categories of ac-
tivities.

The United States has intervened in the Verizon litigation to de-
fend the constitutionality of Section 512(h). The Copyright Office
has assisted the Justice Department in this effort and we firmly
believe that 512(h) is appropriate and constitutional.

One observation. The alleged constitutional infirmities apply to
any subpoena applied pursuant to 512(h), not only to subpoenas to
identify participants in peer-to-peer networks. And if 512(h) is de-
clared unconstitutional, I believe the result would be that 512 as
a whole, including the limitations on ISP liability, would be uncon-
stitutional.

In conclusion, the DMCA represents a carefully crafted and bal-
anced bargain which utilizes both enlightened self-interest and the
incentives created by doctrines such as secondary liability to en-
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courage all stakeholders to work together. Some are now selectively
challenging key components of that bargain, particularly in the
context of peer-to-peer technology.

Taken together, the positions of Grokster along with arguments
now made by Verizon and others, if they prevail, will leave copy-
right owners with little or no remedy against the most widespread
phenomenon of infringement in the history of this country.

Thank you.

[The prepared statement of Ms. Peters appears as a submission
for the record.]

Chairman HaTcH. Well, thank you. You answered one of my
major questions there. Let me just say before I turn to Senator
Durbin, who will be our last questioner, I want to thank the mem-
bers of this panel for your testimony.

I think that these issues have not ripened enough to permit this
Committee to determine whether Section 512(h) works as intended
or whether legislation could be brought to improve it. The first
court challenges to 512(h) subpoenas are still ongoing and I don’t
think we can yet determine whether these subpoenas are being
used responsibly to identify alleged infringers. More actual experi-
e}Illce with these provisions could reveal potential improvements to
them.

Perhaps in the meantime, what I would like to do over the next
6 months is I would like to ask Verizon and the 92 companies that
are supporting your position, General Barr, and RIAA and any af-
fected consumers to report back to me and my staff and Senator
Leahy and his staff at least bi-monthly on how the subpoenas are
operating and how further legislation might improve them.

In these reports, I would ask both of you to keep two principles
in mind. First, the Section 512(h) subpoena process exists because
ISPs, as Ms. Peters made clear, argued successfully and over the
objections of the content creators that they should be immune from
secondary infringement liability because individuals misusing ISP
services were the proper targets for Internet copyright infringe-
ment.

This broad immunity ensured, as Ms. Peters said, that only via-
ble targets for copyright enforcement would be individual Internet
users who guessed wrong about whether Internet content respects
the complex strictures of copyright.

The interests of those burdened consumers, it seems to me, are
critically important. But a claim that their interests cannot be rec-
onciled with content creators’ need for efficient identification mech-
anisms seems like a claim that the intent of Section 512 cannot be
achieved without the reopening of all of Section 512. That is not
a claim that should be made or accepted lightly.

Secondly, the Committee needs statistically valid data to support
any claims about consumer preferences. Copyright-holders have
long used means short of Federal lawsuits to resolve disputes with
alleged infringers. Valid data would help this Committee determine
whether individual Internet users actually prefer a mechanism
that requires them to be identified not as the private recipients of
cease and desist letters, but as named defendants in public Federal
court complaints seeking damages, statutory damage fees, and in-
junctions.
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So what I am hoping, Mr. Sherman and General Barr, is that
your organizations will help us here and provide this Committee
with—I would like bi-monthly reports and proposals that I have re-
quested. Now, that is a little work, but my goal here is not to find
fault with either of you. I think both of you make good cases here.
It is try and get this system so it really does work, work efficiently,
work constitutionally in a sound manner, and work to the better-
ment of copyright protection.

It is complex. I mean, it took us 5 years to get the DMCA passed,
and I can remember all of the back and forth, absolute gut fights
that we were in to get that done. I have no doubt that it is not per-
fect. On the other hand, I think we might be able to resolve some
of these problems in a way that would be mutually beneficial and
perhaps satisfactory.

Naturally, content providers and copyright owners have a tre-
mendous interest in their protection. Naturally, service providers
have a different set of interests, as well as those interests, and we
need some help here as to how best to solve these problems.

I think these young kids or anyone else wouldn’t think of walk-
ing into a record store and stealing CDs right off the shelf, and yet
that is exactly what they are doing over the Internet. And that is
just one aspect of it. There are movies, books, CDs, you name it,
and we have got to find some way to have our society be honest
about these very important copyright protections. So if I could get
some help from both of you, I would appreciate it and I will count
on it.

Senator Durbin, you are going to be our last and then I have got
to close up shop here.

Senator DURBIN. Thanks, Mr. Chairman. I am going to be brief
here.

Mr. Barr, I thought you made a pretty compelling argument, but
I am really troubled by this brochure if it accurately depicts what
you were advising your customers to do, which is to use the free
sites, the P2P sites, for acquiring music. It strikes me that you
don’t come to this discussion with clean hands.

Mr. BARR. Senator—

Senator DURBIN. If I can finish, it strikes me that you are en-
couraging them to use these sites which basically open up their pri-
vacy to the world, and I think Judge Bates made that observation
when he said that this peer-to-peer file-sharing, as quoted by Mr.
Sherman, “It is hard to understand just what privacy expectation
a user has after essentially opening his computer to the world.”

It strikes me that it sounds like you are encouraging Lady Go-
diva to get on the horse and then complaining that the arresting
sheriff is sneaking a peek and invading her privacy. I mean, I don’t
think you can have it both ways.

Mr. BARR. Well, Senator, if you have the brochure in front of you,
you will see that the very first paragraph of the brochure says that
the courts have ruled that groups like Napster and that kind of
sharing is a violation of law, and that it is quite possible to get
your needs satisfied on the Internet with a completely clean con-
science. That is the first paragraph.

The paragraph that Mr. Sherman quoted from, after elision—you
will note that that paragraph starts off by listing a number of sites,
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like Rhapsody and MP3, and so forth, and then makes the distinc-
tion between subscription sites and free sites. Now, free sites can
be authorized sites. Free sites is not a synonym for P2P.

So that paragraph was intended to list the lawful, authorized
sites, some of which are subscription, some of which are free, and
then explain the difference between subscription and free sites.

Senator DURBIN. So, Mr. Sherman, are you misrepresenting this
by saying that this quote and the one that you have highlighted
here are an invitation to P2P and an invitation to squander your
privacy?

Mr. SHERMAN. No. I stand by my quotation. I will admit that the
2003 version is an improvement over the 2002, which specifically
proposed people to go to the Morpheus site, which is one of the ille-
gal sites that we have had the most problems with. So Verizon has
improved it a little bit.

Just when you look at “the free sites have pretty much every-
thing you want, but you may be pelted with some unwanted ads,”
how about the fact that you may also be engaging in illegal activity
about which the recording industry announced 6 months ago that
we intend to bring lawsuits to enforce our rights? That would be
a service to the DSL subscribers, not the sort of notice that is being
given here.

Senator DURBIN. Let me ask you about what was announced yes-
terday by your industry. Are you headed to junior high schools to
round up the usual suspects? How are you going to deal with this
in a fashion that doesn’t turn off your potential customers for a
long time to come?

Mr. SHERMAN. Well, the word “customers” is an interesting term
because if somebody doesn’t actually buy your product but simply
steals it, what do you consider them? What is the shoplifter at
Saks Fifth Avenue? Is that a customer?

Senator DURBIN. So you write them off?

Mr. SHERMAN. Well, no, we don’t write them off. We try to bring
them back, and we try to bring them back by letting them know
that this is really illegal activity, that they are not anonymous
when they engage in it, and that there can be consequences.

We have done a lot of market research and we have come to the
unhappy conclusion that people don’t shoplift not because it is im-
moral or because it is wrong, but because they fear they may get
caught. And we are trying to let people know they may get caught,
and therefore they should not engage in this behavior.

Yes, there are going to be some kids caught in this, although you
would be surprised how many adults are engaged in this activity.
This is not just children. But we think that it is great for parents
to know what their kids are up to. If a child brought home a
shoplifted CD from Tower, I don’t think the average parent would
say, oh, look how cute, he loves music. They would make him take
that CD back and lecture him about honesty and theft, and so on
and so forth.

Parents need to know what their kids are doing when they are
downloading music from the Internet, too, as well as everything
else we have talked about at this hearing today—the access to por-
nography whether they want it or not, the child pornography, the
security threat, the privacy threat.
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Parents may not realize that their kids are opening up the par-
ents’ hard drive for the rest of the world to see. That would be a
service if ISPs notified their customers that there is a privacy risk
to engaging in illegal file-sharing activity on these peer-to-peer net-
works.

Senator DURBIN. I think that is a very constructive suggestion,
and I don’t mean to downplay the threat to your industry when I
suggested that you are going after adolescents. I think it is a seri-
ous problem. It is theft and it should be viewed as such. I think
you have a tough public relations campaign here to go after the of-
fenders without appearing too heavy-handed in the process.

I would say, Mr. Barr, that we have found, I think, in both polit-
ical parties that privacy is one of the most important things that
Americans want to protect, whether it is medical privacy or finan-
cial privacy. I think we are learning. Senator Hatch and [—and I
respect his leadership on this—are learning and hoping that we
can make the laws that we have passed better in the future.

I thank you all for coming to this hearing. Thank you, Mr. Chair-
man.

Chairman HATCH. Well, I appreciate your kind comments. I have
to say that nobody respects privacy rights better than I do, and I
understand all of the concomitant liabilities you would have if
those privacy rights are not respected. There are all kinds of prob-
lems that would come forth.

All three of you have been terrific. I think we have benefitted a
great deal from this, and I agree with you that, yes, there are some
children doing this, but there are a lot of adults doing it as well,
who ought to know better and who deliberately do it knowing that
it is wrong. It is just time for people to wake up.

I would hate to get to that point where we have to give three
warnings and then blow up the set. I am speaking tongue-in-cheek
to a large degree, but there is still a lot of truth to that, and I have
to say that this hearing has been very beneficial.

Ms. Peters, I have always respected you. I think you are one of
the best servants in Government that we have, and we appreciate
your viewpoint here today. It was well put and something I am ex-
tremely interested in, and we appreciate the efforts that you have
put forward. Help us to be able to do a better job to be able to pro-
tect the respective interests and to resolve some of these difficul-
ties.

I have no ax to grind here. I just want to make sure that we re-
solve these difficulties that exist and that we live within the frame-
work of laws. To that degree, I think you folks can be of tremen-
dous help to us. So with that, I want to thank you again.

Let me just make one more comment. The deadline for submit-
ting written questions to witnesses will be 5:00 p.m. next Tuesday,
September 16. So I hope all staff will pay attention to that.

Thanks so much, and we will recess until further notice.

[Whereupon, at 4:33 p.m., the Committee was adjourned.]

[Questions and answers and submissions for the record follow.]
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QUESTIONS AND ANSWERS

Response to Questions from Senate Judiciary Committee
Questions from Senator Chambliss

Q1. Mr. Bair, what is the impact on service providers in terms of responding to the hundreds
of subpoenas you have recetved?

Al.  The hundreds of subpoenas discussed in my testimony had been issued under 17 US.C. §
512(h), which creates a procedure for the issuance of subpoenas addressed to online service
providers without judicial supervision in certain circumstances. Copyright owners had been
using section 512(h) to issue subpoenas against peer-to-peer file sharing, which Verizon did not
believe was an authorized, or appropriate, use of the special section 512(h) subpoena process.
On December 19, 2003, the US Court of Appeals for the District of Columbia Circuit agreed
with Verizon and held unanimously that Section 512(h) does not apply to online service
providers when they are acting as a conduit for online traffic. Rather, the Court held that section
512(h) only applied where content was stored on a service provider’s servers. RIAA v. Verizon
Internet Services, I.nc‘, 351 F.3d. 1229 (D.C. Cir. 2003), cert. denied, 125 S. Ct. 309 (2004). The
Eighth Circuit agreed, shortly thereafter. In re Charter Communications, Inc., Subpoena
Enforcement Matter, 393 F.3d 771 (8lh Cir. 2004). To a large extent, the impact on service
providers is now moot. Since the Court of Appeals” decision, RIAA has been obtaining court-
ordered subpoenas on a regular basis and sending them to Verizon pursuant to a process both
parties have found acceptable. Verizon has promptly responded to the subpoenas and as
distributor of content, believes strongly in copyright protections and compliance with copyright

enforcement in partnership with the content community.
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Q2. Mr. Barr, you have stated that the subpoena process under the Digital Millenniom
Copyright Act 1s less protective of parties” interests than is true of the traditional subpoena
process. How is this so? Can you compare the process law enforcement must go through with
the process the Recording Industry Association of America is using to get identifying
information?

A2 After the Court of Appeals’ decision, content owners, including the RIAA, began filing
John Doe lawsuits and obtaining traditional subpoenas issued with the appropriate judicial
oversight The traditional subpoena requires that the copyright owner file a valid complaint in
federal court, investigate the facts and inquire into defenses and prove ownership of a federal
copyright registration. Under the traditional subpoena process, defendants also enjoy
fundamental due process protections, including notice, the opportunity to be heard and o raise
defenses. Judicial oversight deters potential abuses as does the availability of FRCP Rule 11
sanctions. None of these protections were part of the old RIAA form subpoena process.
Simitarly, government entities under a variety of criminal statutes, including the Video Privacy
Protection Act and Cable Communications Policy Act, can only obtain subscriber information
subject to extensive limitations and pursuant to court order or judicial supervision. This issue,
however, is now largely moot. In the preceding five years, the filing of John Doe lawsuits has
not interfered with copyright owners” enforcement activities. As RIAA President Cary Sherman
stated in a press release shortly after the D.C. Circuit’s 2003 decision, “[olur campaign against
illegal file sharers is not missing a beat.” He confirmed that “[tfhe “John Doe’ legal process is a
well-established mechanism for aggrieved parties to enforce their rights. The process by which
we obtain the identity of defendants has changed, but the enforcement program has not.” See

hiip://www riga.com‘newsitem.php?news_month_filter=1&news vear tilter=2004&resultpage=

&id=TA238DRB-1A51-7911-ABY3-3418337A9B90.
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Question from Senator Cornyn

Q. The “fair use” doctrine of copyright law gives consumers a certain amount of flexibility
to use copyrighted materials they legitimately possess, without risk of liability for copyright
infringement. Does that doctrine apply, however, to materials that have yet to even be released
to the public? Under what conditions, if any, would it even be possible for ordinary consumers
to lawfully possess such “pre-release” materials? Should the NET Act, Pub. L. No. 105-147, 1 11

Stat. 2678 (1997) be amended, so that any reproduction or distribution of “pre-release” material
shall constitute per se infringement under 17 U.S.C. § 506(a)(2)?

A The thrust of the question appears to focus on whether a consumer’s infringing conduct
should be subject to enhanced criminal hability with respect to pre-release materials. It is our
understanding that Congress addressed this issue in Title I of the Family Entertainment and
Copyright Act of 2005, Pub. L. No. 109-9 {enhancing criminal penalties for infringement of
works “being prepared for commercial distribution” including by “making it available on a
computer network™).

On the broader question related to the fair use doctrine, the Copyright Act expressly
recognizes that “the fact that a work is unpublished shall not itself bar a finding of fair use if
such finding is made upon consideration of [the four fair use factors].” 17 US.C. § 107. In
Harper & Row, Publishers v. Nation Enterprises, 471 U.S. 539 (1985), the Supreme Court
recognized that, although the unpublished status of a work was important, it was “not necessarily
determinative” in considering a claim of fair use. /d at 554. While a claim of fair use is not
likely to prevail where a consumer widely distributes a full copy of a pre-release entertainment
work, there may be other circumstances in which a claim of fair use could be appropriate. It is
therefore be important to target illegal activity while maintaining the flexibility of the fair use

doctrine.
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Questions from Senator Leahy

Q1. [ have deep respect for privacy rights, and if there is an abuse of law, I believe that should
be dealt with. Ts there some use of the § 512(h) subpoena with which Verizon would be
comfortable?

Al.  Verizon has no objection to the use of the traditional Fed. R. Civ. P. 45 subpoena process
in the context of a pending John Doe lawsuit, where a pre-service subpoena is subject to judicial
supervision and subject to the Federal Rules of Civil Procedure. Further, Verizon does not
believe that section 512{h) creates substantial privacy problems if the provision is limited to its
original intended scope, where content is stored on a service provider’s system or network. In
that situation, the service provider has access to the content and may examine it, as contemplated

by the take-down notice, which forms an essential part of the subpoena application.

Q2. Did Verizon raise any privacy concerns on behalf of its customers when it decided to
support § 512¢h) in 19987

A2, Verizon was a leading participant in the 1998 negotiations, and specifically understood
that section 512(h) was intended to apply solely as an adjunct to the take-down process available
for material residing on the service provider’s system or network in the context of subsection (c).
That was the reason for the repeated cross references to subsection (¢} and for the references in
the required take-down notice to “material . . . to be removed or access to which is to be
disabled.” In that context, Verizon did not believe that section 512(h) raised substantial privacy
concerns, because the material was publicly hosted on a provider’s servers and it was expected
that the service provider would have access to, and the ability to examine, the allegedly
infringing matenial, and to judge the copyright owner’s claim. The service provider would also

have the ability to disable access to infringing material, providing more time for deliberative
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judicial review. Further, Verizon understooed that, in the subsection {¢) take-down context, the
sanctions for misrepresentation provided in subsection (£}, and the counter-notification described
in that subsection, would be available to further protect user interests.

Q3.  To the extent that Verizon raised these concerns before, why did Verizon support the

subpoena provision regardless of its concerns, and why do those privacy concerns now weigh
more heavily?

A3.  Asdiscussed above, Verizon did not believe that, properly confined to the subsection (c)
context, subsection {h) created substantial privacy concerns. Our concemn with privacy arose out
of the misconstruction of subsection (h) by the U.S. District Court for the District of Columbia,
which enabled the sending of subpoenas in a context where the service provider often was unable
to review the copyright owner’s claim of infringement or remove specific material. Moreover,
the District Court's construction could not logically be limited to peer-to-peer activity; it
necessarily swept all conduit functions within the scope of subsection (h). Verizon believes that
the conduit functions expressly considered by Congress in 1998 — anonymous web browsing
and private email — were Internet functions where privacy and anonymity interests were at their
zenith. The District Court decisions placed the privacy and anonymity of users of these Internet
functions at risk. Fortunately, the D.C. Circuit corrected the District Court’s error and the parties

have been working amicably on enforcement activities ever since.
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Q4. Is there any way the parties can come together, as they did in 1998, to work out terms for
the issuance and response to 512(h) subpoenas, which would satisfy everyone, and respect the
privacy rights of individual customers? Could the parties agree to give notice to subscribers that
their information is being requested, so that the subscriber could fight the subpoena if they
wished?

A4, The parties did come together after the Court’s unanimous decision and worked ont a
mutually agreeable process whereby RIAA could serve Verizon with judicially reviewed
subpoenas and RIAA would take that information and contact the users directly. RIAA uses the
information to send “pre-litigation” settlement notices to users and conclodes that "[W]hat we've
found is that more students tend to settle in the prelitigation stage, saving them from increasing
costs that would otherwise occur if the legal process dragged on.™ RIAA Sees a 99.6%

Capitulation Rate from Students at UT, http://arstechnica.com/Mmews.ars/post/200801 29-less-

than- 1 -of*u-of-tennessee-students-hold-out-against-riaa huml, January 29, 2008. Those who do

not settle are sued. RIAA has stated that its enforcement program continues to be a success,
noting that the large number of lawsuits filed has “arrested the growth of a runaway solution that
would have grown worse and worse.” See RIAA’s next moves in Washington, ZD Net, May 26,

2006, hittp:/fnews. zdnet co.uk/itmanagement’0. 1000000308.392713 12,00 htn.
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Questions from Senator Cornyn:

1. The “fair use" doctrine of copyright law gives consumers a certain amount of
SAexibility to use copyrighted materials they legitimately possess, without risk of
liability for copyright infringement. Does that doctrine apply, however, to
materials that have yet to even be released to the public? Under what conditions,
if any, would it even be possible for ordinary consumers to lawfully possess such
“pre-release” materials? Should the NET act, Pub. L. No. 105-147, 111 Stat.
2678 (1997), be amended, so that any reproduction or distribution of “pre-
release’” material shall constitute per se infringement under 17 U.S.C. 506{(a)(2)?

Questions from Senator Leahy

1. You stated in your written testimony that the peer-to-peer networks have made it
difficult to track and investigate child pornography. Would you support requiring
these networks to look for and report child pornography to your Center?

ANSWER: Recent investigative breakthroughs within the Internet Crimes Against
Children Task Forces (ICAC) have demonstrated that, if properly trained and equipped,
law enforcement can identify the peer-to-peer distribution source of child pornography.
Law enforcement ability to locate the machines distributing the images of child
pornography can already outpace our national response capabilities to act on that
information.

Therefore, [ would propose a two-fold approach until our national response becomes
more sophisticated in identifying the peer-to-peer distribution source. First, I would
recommend that reports of the peer-to-peer distribution of child pornography be reported
to the National Center for Missing and Exploited Children through the CyberTipline.
Secondly, I would encourage the configuration of the software used in peer-to-peer
systems to reject images of known child pornography from distribution. Some clients
already contain filtering abilities.

Inevitably, there will be legal challenges to such configurations depending on how
sophisticated the filtering technologies are regarding rejection of only known child
pomographic images. However, the recent Supreme Court case involving the CIPA was
resolved in favor of blocking and filtering strategies in publicly funded schools and
libraries, even though some non-targeted material was also blocked.

2. What other steps could be taken to respond to the problem of child pornography
on Kazaa and other peer-to-peer networks?
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ANSWER: From a legislative perspective, requiring Internet Service Providers to retain
the Intemet Protocol (IP) connection log information for a fixed period of 90 to 120 days
would dramatically enhance law enforcements ability to track the origin of the images of
child pornography. During the forensic examination of computers used to distribute child
pomography over peer-to-peer networks it is common to locate IP information
identifying the source of those images. Unfortunately, many providers do not retain the
records long enough to be helpful in a criminal investigation. As an additional benefit,
this requirement would also aid law enforcement in retrieving information during child
abduction investigations where the victim had previous Internet contact with the
abductor.

The analysis to this proposal may also require examining the financial costs to the ISP
industry for maintaining such information for the required period of time.

3. You mentioned in your written testimony that the peer-to-peer networks allow
their users to remain anonymous while sharing child pornography. Have you
Jound that the ability to exchange child pornography in a safe and anonymous
atmosphere has an effect on the prevalence or severity of this pornography and
on the exploitation of children?

ANSWER: The very nature of the Internet allows many users to feel comfortable and
anonymous while surfing online. For those engaging in online criminal activity, this
anonymity may serve to lower their inhibitions and increase the likelihood of their
offenses. Most users looking to exploit children online recognize that there is a law
enforcement presence on the Internet. But, these offenders also recognize that there is a
very small possibility of detection. Given the enormity of the Internet and the disparity
between the number of offenders versus online police officers, child pornographers can
trade their illegal images with little fear of detection.

The number of “new” child pornography images has dramatically increased in the last
decade and the age of the victims is drastically dropping. There is an increasingly high
volume of child pornography images featuring prepubescent children circulating online,

4. Is there any other information of which the Committee should be aware
concerning this problem?

ANSWER: Additional funding for training, reporting, investigative and prosecutorial
resources is critical. The speed that this technology allows child predators to exchange
images of child pornography requires an equal and decisive response from law
enforcement. Working to adapt to the present day challenges is not enough. We need to
be able to obtain and retain the finest expertise in the field for law enforcement to
anticipate and respond to this dynamic and ever-changing area of criminal enterprise.
That means investing in systems upgrade, training and resources capable of identifying
and archiving sufficient evideuce 1o arrest and punish those who exploit our children
through the devious use of technology.
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Answers to Written Questions from U.S. Senator John Cornyn
of the
United States Senate Commiittee on the Judiciary
Pornography, Technology, and Process: Problems and Selutions on Peer to Peer
Networks

Tuesday, September 9, 2003, 2 p.m,, Dirksen Senate Office Building Room 226

Question 1.

The “fair use” doctrine of copyright law gives consumers a certain amount of
flexibility to use copyrighted materials they legitimately possess, without risk of
liability for copyright infringement. Does that doctrine apply, however, to materials
that have yet to even be released to the public? Under what conditions, if any,
would it even be possible for ordinary consumers to lawfully possess such “pre-
release” materials? Should the NET Act, Pub.L. No. 105-147, 111 Stat, 2678 (1997),
be amended, so that any reproduction or distribution of “pre-release” material shall
constitute per se infringement under 17 U.S.C. 506(a)(2)?

Answer to question 1:
I have some opinions but I'm not legally qualified to answer this question.
Question 2

I understand that, although important problems and concerns have indeed been
raised, peer-to-peer (P2P) technology is nevertheless considered by many to be an
integral component of the distributed architecture that is becoming increasingly
important management in the 21* Century

a. Could you provide examples of data regarding positive uses of P2P
technology?

Answer to question 2a:

The Gartner Group says P2P will “radically change business models.” Andy Grove,
chairman of Intel, calls P2P “a revolution that will change computing as we know it.”
And vendors such as Lotus, IBM and Hewlett-Packard are rushing alongside Intel to
build P2P applications. Yet this type of computing and its repercussions on the IT
community are still not understood by many people.

P2P is a type of decentralized computing where computers communicate directly with
each other, sharing resources, which don’t necessarily connect with central servers or
databases. P2P has actually been around for years in three areas, collaborative
computing, instant messaging and affinity communities where direct file sharing occurs.
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Your question I'm sure refers to the last category. This will have great application for
distributing research, teaching and other academic information.

Eric Garland of BigChampagne, a market research firm, predicts P2P will become the
"go-to platform, a way to share proprietary information for banking, insurance, all
industries. It's so efficient and robust, it will be applied to all types of online
information.”

Marty Lafferty, CEO of the newly formed Distributed Computing Industry Association,
calls P2P "an incredible form of super distribution, not just for entertainment, but in ways
to benefit humanity."

Hype or reality? Some examples:

BitTorrent. One of the best examples of P2P file sharing is BitTorrent which allows
large, popular files to be downloaded quickly. BitTorrent has no network in the sense of
KaZaA or Napster, it is a protocol. People or companies wanting to distribute a file
essentially create their own private P2P network which only consists of whoever is down
loading the file at the time. These miniature networks are formed around a “tracker”,
which is a server program operated by the entity who wants to share the file.

*Data distribution. Companies including Contiki and Akamai use P2P technology to
help companies deliver sales presentations and multimedia content. Some banks already
are using internal P2P to transfer data to branches. Television networks such as PBS are
planning to use P2P to share programming between member stations.

+Grid computing. By linking a host of computers together to solve a problem, "You
break the data into 1,000 pieces and solve the problem in a few days,”

+Distributed file systems. The files on a company network are broken into pieces and
put into the P2P system, so if the server does go down, everyone's computers can work
together to reassemble the files.

«Collaboration software. BadBlue allows home and business users to set up their own
P2P networks. Groove Networks is similar, but more tarpeted to business. With a Web
server, anyone who needs a piece of data has to contact one particular machine. With
P2P, the media goes on multiple locations and can be accessed more quickly and
efficiently.

You can see from these examples that P2P has great promise for quickly sharing
important information and resources inexpensively and will provide back up on other

peer machines when main servers fail.

b. To what extent are P2P software sellers able to track individual who use
their software? Please describe how such tracking could work

Answer to question 2b:
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In the old days (2 years ago) the popular P2P protocols required that you register with the
network and designate the content that you would be sharing, so the "owners" of the
network would know who was sharing what content. Also when the P2P software was
installed it would oftentimes install spy ware that could keep track of surfing habits, etc.
of the user.

Many of the newer P2P programs (e.g. BitTorrent) are distributed and there is no real
way to track who and how it is being used.
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QUESTIONS FOR WITNESSES FROM SENATOR
LINDSEY GRAHAM
“PORNOGRAPHY, TECHNOLOGY,
AND PROCESS: Problems and Solutions
on Peer-to-Peer Networks,"

SEPTEMBER 9, 2003

Questions for Dr. Jacobsen

L. You stated in your testimony that you "don't have to look for pornography on peer-
to-peer networks; it will find yon." When you log onto a P2P network and conduct a
search, can you, in any way, get the information you want without accessing links to
pornography files?

It depends on what files you run across during your search, since all you have to go
by is the file name it is possible to download a file you think is a song and when you
play it a web site pops up. It also depends on the peer-to-peer network you join.
KaZaA does a better job of filtering out items that do not match their titles. Users
rate the quality of the file and files that do not either match the title or are of low
quality are given a low rating. Not all peer-to-peer networks even have logins, any
one can joiu a gnutella network. The bottom line is that since you rely on the
provider of the file for its content no file can really be trusted.

2. Do you think people are purposefully targeting children with pornography on these
networks? If so, are peer-to-peer networks their method of choice and have they
become the primary method by which pedophiles find their victims? If they are not
presently the primary method, do you believe that they will become so in the future?

I think that pornography sites are targeting users on the peer-to-peer networks, and
children. Peer-to-peer seems to be used to get pornography out in front of children
(using key words like pokemon, Kate & Ashley, etc.) these files often contain not
only pornographic pictures, but links to web sites. I do not think this is a method for
pedophiles to find their victims since the goals of peer-to-peer are to help hide the
users and to transfer files. There is not a good method (today) to use peer-to-peer
for chat room types of activities. However, the peer-to-peer technology could
support voice traffic and chat traffic. KaZaA does support instant messaging
functions which would allow users to talk to each other. This could be used by
pedophiles to talk to children that are using KaZaA, however they would have no
way of knowing they were children unless they could guess by looking at the file
names they downloaded. They could place files on their system with names that
kids would like to download and then if somecne downloads the files they could
talk with them. This could also be a method for child pornography users to find out
about each other. I see peer-to-peer becoming a secure and anonymous way to
traffic in illegal materials like child pornography.

3. You mentioned in your written testimony that the study Palisade Systems has been
doing on peer-to-peer networks has shown pornography being downloaded at
elementary schools. This makes one fearful of pedophiles using this to molest school
children. What can law enforcement do?
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Again, I'm not sure this a method for pedophiles to contact children, since it is used
primarily file for sharing. Although if most schools block chat rooms then peer-to-
peer could be used as another means of contacting children. There is the issue of
exposing children to pornographic material. I think law enforcement can monitor
peer-to-peer networks looking for child pornography and then deal with the
individual(s) that are distributing it. I think there needs to be an awareness
campaign to help schools understand the dangers of peer-to-peer. Most schools
filter web sites, but do not filter peer-to-peer.

4. In your written testimony you say that the newest steps in p2p networks is
anonymous aceess, which is designed to hide the source of the information. Again, what
tools does law enforcement need to actually go after the child predators biding behind
these p2p networks.

This is the most difficult problem we face with peer-to-peer networks. Many of
these anonymous sites are established in countries where U.S. law can not touch the
people running the site. A possible answer would be to make it illegal to use an
anonymous site that does not track the files (opened by court order). In addition we
could look at methods to stop these “unauthorized anonymous™ sites from sending
files into the U.S.

5. Finally you said that if a home user or pareats allow these p2p systems to be
installed that little can be done to prevent downloading of pornography. What there is
your advice to parents. Should they not allow their children on p2p networks at all?

My advise to parents is to not allow peer-to-peer traffic into their homes. There is
no good use for peer-to-peer networks today. If they do allow peer-to-peer they
need to carefully monitor what their children do on the network. I would also
suggest a personal firewall which can provide some help with this problem. Asl
said the biggest thing is education.

6. How can parents be empowered to go after the pornographers directly?

Maybe some type of hot line. Again the problem is that not all of the pornographers
are in the U.S.

7. Do you think KaZaA and Sharman Networks' other businesses have duty to
protect children using their service? If so, de you think they have done everything
feasible to meet that obligation?

Yes, they do have an duty to help protect children, I think that Sharman
Networks has done several things to try and help solve this problem, like parent
filters and user ratings. However, short of a central authority viewing of all files
before they are posted (which is not the way peer-to-peer is setup to work) it is
difficult for anyone to enforce content restrictions. The biggest problem is the
peer-to-peer networks that do not have a company that produces the client
software, but are produced by individuals that all follow the same protoecol.
When Palisade Systems did its first study we created a custom version of a
gnutella client. Since it is up to the client software to enforce the filtering and
not the actual peer-to-peer network all it takes is someone producing a client that
will allow all data. You could write a KaZaA program that would not listen to
the KaZaA filter rules and therefore allow ali files to be transferred.
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Written Questions from Senator Leahy
Witnesses at the Hearing on Peer-to-Peer Networks
Senate Committee on the Judiciary
September 9, 2003

Questions for Douglas Jacobson

1.

From what you know of the Kazaa software, does it seem to you that the software is
designed in such a way that helps users share child pernography anonymously and
safely?

From what I can tell about KaZaA, it is not designed to provide anonymous access, which is
why law enforcement has been able to track down child pornography distributors using
KaZaA. Ithink the bigger problem is with other peer-to-peer networks like earthstation 5
which is designed to provide anonymous and encrypted access. The other complex issue is
that we need to make a distinction between the client software and the protocol used. KaZaA
is client software which speaks a cerfain protocol, just like there are over a dozen client
applications that speak gnutella. Some protocols are designed to be anonymous while others
are not. There are over 20 different peer-to-peer protocols used to transfer files between
computers. Also many of the protocols that are designed not to be anonymous can be
reworked to be anonymous, take the web for example, there are web sites that help hide who is
making the web requests.

Do any design components of Kazaa help law enforcement to track these child
porpographers?

Nothing has been designed for that purpose, it is more of what they did not design into
the protocol. Since they did not include anonymous access in their design the source of
the files can be traced by law enforcement. However since it is a peer-to-peer protocol
KaZaA has no control over the content being transfered.

Is there some change the network could make that would make it easier to remove
child pernography frem the network?

They could look at tracking requests to see if people are requesting child pornography. 1
think they should set up a reporting system that would allow users to report child
pornography they find on the network. That could be turned over to law enforcement.
Again since the actual transfer is done between computers and does not involve Sharman
Networks it is difficult for them to track the transfer.

Is there any other information of which the Committee should be aware concerning this
problem?

I think that the use of peer-to-peer networks for illegal activity will increase. I would be most
worried about the peer-to-peer networks that we do not know about. Most peer-to-peer

networks try to be inclusive and want as many users as possible. You could very easily setup a

peer-to-peer network between a small number of computers and transfer material between
them. The “private or hidden™ peer-to-peer network would be a great way for people to
communicate and if they used encryption their traffic could not be monitored. Ialso think that
education is important, every user should know the potential dangers of peer-to-peer not only

from a pornography standpoint but from a security standpoint. Companies should take steps to

filter and closely watch for peer-to-peer traffic and other protocols that can cause security
problems
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GAO

Accountability + Integrity * Rellability

United States General Accounting Office
Washington, DC 20548

November 14, 2003

The Honorable Orrin G. Hatch
Chairman

Committee on the Judiciary
United States Senate

Subject: Posthearing Questions from the September 9, 2003, Hearing
on “Pornography, Technology, and Process: Problems and
Solutions on Peer-to-Peer Networks”

Dear Mr. Chairman:

This letter responds to your September 17, 2003, request that we
provide answers to questions relating to our September 9, 2003,
testimony.® In that testimony, we discussed the availability of child
pornography on peer-to-peer (P2P) networks. The questions posed by
Senator John Cornyn and Senator Patrick Leahy to GAO, along with
our responses, follow.

1. Could you provide examples or data regarding potentially
positive uses of P2P technofogy?

Among the major uses of peer-to-peer technology are the following:

File sharing, which includes applications such as Napster and KaZaA,
along with commercial applications such as NextPage.? File-sharing
applications work by making selected files on a user’s computer
available for upload by anyone else using similar software, which in
turn gives the user access to selected files on the computers of other
users on the peer-to-peer network,

Instant messaging (IM), which includes applications that enable online
users to communicate immediately through text messages. IM

1 U.S. General Accounting Office, File-Sharing Programs: Users of Peer-to-Peer Networks Can
Readily Access Child Pornography, GAD-03-1115T (Washington, D.C.: Sept. 9, 2003).

2NextPage provides information-intensive corporations with customized peer-to-peer file-

sharing networks. It enables users to manage, access, and exchange content across
distributed servers on intranets and via the Internet.

Page 1 GAO-04-207R
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promotes a two-way conversational style of communication with
minimal delay. Commercial vendors such as America Online (AOL),
Microsoft, and Jabber offer free IM tools.

Distributed computing, which includes applications that use the idle
processing power of many computers. For example, the University of
California-Berkeley's SETI@home project uses the idle time on
volunteers’ computers to analyze radio signal data. By taking
advantage of the unused resources on volunteers’ computers, the
SETI@home project has been able to obtain more processing power
than that available from the most powerful supercomputer for about
2 percent of the cost.

Collaboration applications, which enable teams in different geographic
areas to work together and increase productivity. Collaboration
applications often combine single-function peer-to-peer applications,
like IM and file sharing, into more complex applications. For example,
the Groove application can access data on traditional corporate
networks and on nontraditional devices such as personal digital
assistants (PDAs) and handheld devices. This application offers IM,
Web connectivity, and other add-on services.

2. To what extent are P2P software sellers able to track
individuals who use their software?

The ability of peer-to-peer software vendors to track or regulate the
use of their software depends on whether the peer-to-peer network is
based on a centralized model, such as that used by Napster, or a
decentralized model, such as the Gnutella® network used by KaZaA. In
the centralized model, which is based on a central server or broker
that directs traffic between individual registered users, it is possible for
the administrators of the central server to track some of the
individuals’ activities by monitoring their interactions with the central
server or database. In the decentralized model, in which individuals
find and interact directly with each other, the ability of peer-to-peer
software vendors to track individuals who use their software is greatly
diminished. Any user of a decentralized peer-to-peer network,

3A«:corrjing to LimeWire LLC, the developer of a popular file-sharing program, Gnuteliz was
griginally designed by Nullsoft, a subsidiary of America Online {(AOL). The development of the
Gnutella protocol was halted by AOL management shortly after the protocol was made
available to the public. Using downloads, programmers reverse-engineered the software and
created their own Gnutella software packages.

Page 2 GAO-04-207R
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including the vendors of the software, can search the network to
determine the files that are being shared on the network. However,
according to one major software vendor, vendors of file-sharing
software have no special ability to track or regulate the actions of the
users of the software.”

3. Are there any reasons why child pornography may be
underreported on peer-to-peer networks?

We do not know if the volume of child pornography on peer-to-peer
networks is underreported. In our testimony, we cited the number of
reports or tips received by the National Center for Missing and
Exploited Children (NCMEC) as one indication of the volume of child
pornography on peer-to-peer networks and on the Internet in generai.
NCMEC, a federally funded nonprofit organization that serves as a
national resource center for information related to crimes against
children, operates a CyberTipline that receives child pornography tips
provided by the public; its CyberTipline II receives tips from Internet
service providers. The Exploited Child Unit investigates and processes
tips to determine if the images in question constitute a violation of
child pornography laws and provides investigative leads to the Federal
Bureau of Investigation (FBI), U.S. Customs, the Postal Inspection
Service, and state and local law enforcement agencies.

As shown in table 1, in 2003 the NCMEC CyberTiplines received over
62,000 Internet-related reports of child pornography. Of these, 840, or
about 1.4 percent, were related to peer-to-peer networks. However,
we do not know if the number of reports received by NCMEC
accurately reflects the volume of child pornography on peer-to-peer
networks or on the Internet in general, since the reports are based on
tips that the public or system users submit rather than a systematic
analysis of network content.

4 Statement of Mr. Alan Morris, Executive Vice President, Sharman Networks Limited, before
the Senate Judiciary Committee regarding "Pornography, Technology and Process: Problems
and Solutions on Peer-to-Peer Networks” {Washington, D.C.: Sept. 9, 2003).

Page 3 GAO-04-207R
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Table 1: NCMEC CyberTipline (Internet-Related) Referrals to Law Enforcement
Agencies, Fiscal Years 1998-2003

Number of tips

Technology 1998 1999 2000 2001 2002 2003
Web sites 1,393 3,830 10,629 18,052 26,759 45,035
E~mail 117 165 120 1,128 6,245 12,403
Peer-to-peer - — — 156 757 840
Usenet newsgroups & 531 987 731 990 993 1,128
bulletin boards

Unknown 90 258 260 430 612 1,692
Chat rooms 155 256 176 125 234 786
Instant Messaging 27 47 50 80 53 472
File transfer protocol 25 26 58 64 23 13
Total 2,338 5,569 12,024 21,025 35,676 62,369

Source: Exploited Child Unit, National Center for Missing and Exploited Children.

4. Is there something particularly dangerous about the
pornography on peer-to-peer networks, either in the user’s
ability to share it anonymously or in its accessibility to
children?

The pornography available on peer-to-peer networks is not necessarily
more dangerous than the pornography available on Web sites or
through other electronic means of dissemination. Although some users
of peer-to-peer networks might believe that they are sharing files
anonymously, it is possible for law enforcement officials to discover
the identities of individuals sharing child pornography and other illegal
material on peer-to-peer networks. With peer-to-peer networks,
pornography is easily accessible to children and the risk of inadvertent
exposure to pornography is significant. However, pornography is also
easily accessible through other electronic means, such as Web sites,
and the risk of children’s inadvertent exposure to pornography exists
on these other mediums as well.

5. What steps does it take to keep child pornography off a peer-
to-peer network?

Preventing the introduction of child pornography on a peer-to-peer
network would be very difficuit, but legal means exist to investigate
and prosecute those sharing this material on the network. Unlike
traditional Web sites, which have centralized content management,
users control the content that is available on peer-to-peer networks,

Page 4 GAO-04-207R
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and the users of the network are constantly in flux. Nonetheless, law
enforcement agencies can search peer-to-peer networks for child
pornography and investigate reports of illegal material submitted to
the NCMEC and other agencies. Once child pornography files are
identified on a peer-to-peer network, legal mechanisms can be used to
identify, investigate, and prosecute the individuals sharing the illegal
files,

6. The “fair use” doctrine of copyright law gives consumers a
certain amount of flexibility to use copyrighted materials they
legitimately possess, without risk of liability for copyright
infringement. Does that doctrine apply, however, to
materials that have yet to even be released to the public?
Under what conditions, if any, would it even be possible for
ordinary consumers to lawfully possess such "pre-release”
materials? Should the NET Act, Pub. L. No. 105-147, 111
Stat, 2678 (1997), be amended, so that any reproduction or
distribution of "pre-release” material shall constitute per se
infringement under 17 U1.S.C. 506(a)(2)?

The doctrine of fair use can apply to unreleased material. The fair use
doctrine, which has been codified at 17 U.S.C. § 107, is available as an
affirmative defense to those who infringe on copyrighted works that
have yet to be released to the public. In order to respond to your
question, we have interpreted your term “released,” which is not
defined under copyright law, to be equivalent to the term “published”
under these laws. Although an infringing use of an unpublished work is
less likely to be deemed fair by the courts, Congress amended the
statutory codification of the fair use doctrine in 1992 to make explicit
that the fact that a work is unpublished shall not itself bar a finding of
fair use.

Under copyright law, it is not only possible but also plausible that a
consumer could lawfully possess “pre-release” materials. For example,
software developers frequently distribute “beta” versions of software
programs for the purpose of “debugging” before the release of the
program for retail sale. Any individual that the copyright holder
intended to receive a work for a limited purpose would have a lawful
right to its possession, notwithstanding that the material had not been
released for sale to the general public. The subsequent distribution of
such a work from an intended recipient might breach the terms the
copyright holder set, if any, and could subject the recipient to civil and
criminal penalties under copyright laws.
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Qur work on peer-to-peer networks did not address issues concerning
pre-release materials, and therefore we are unable to provide an
opinion on the merits of amending the No Electronic Theft (NET) Act.
We note, however, that the act’s criminal penalties apply to all
copyrighted works, regardless of whether they have been released to
the public, and civil and statutory damages, up to $150,000 per
infringement of a registered work, remain available to copyright
holders regardless of whether the infringed work has been published or
released (17 U.S.C. § 504). Further, in order to satisfy the threshold
for a criminal infringement, the infringement must involve at least one
copy, and the value of the total infringement must exceed $1,000
within a 180-day period (17 U.S.C. § 506). We understand that
Senators Cornyn and Feinstein recently introduced legislation
proposing to rernove this threshold for criminal infringement.

In responding to these questions, we relied primarily on past work, We
assessed the major uses of peer-to-peer technology, examined
methods available to track the users of peer-to-peer applications, and
reviewed the feasibility of controlling the content available on peer-to-
peer networks. We also obtained updated information regarding the
number of Internet-related Cybertipline referrals from the NCMEC.
Finally, we reviewed and analyzed the applicability of the fair use
doctrine of copyright law to pre-release copyrighted material,

Should you or your offices have any questions on matters discussed in
this letter, please contact me at (202) 512-6240 or Mike Dolak,
Assistant Director, at (202) 512-6362. We can also be reached by e-
mail at koontzl@gao.gov and dolakm@gao.gov, respectively. Key
contributors to this correspondence include Jason B, Bakelar and Lori
D. Martinez.

Sincerely yours,

Fnita. A& 7orty

Linda D. Koontz
Director, Information Management Issues

(310392)
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U. S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

April 8, 2004

The Honorable Orrin G. Hatch
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

We have enclosed responses to questions posed by the Committee following the
appearance of Assistant Attorney General John G. Malcolm before the Committee on
September 9, 2003, regarding “Peer-to-Peer Networks and Child Pornography.” We
hope that you will find this information useful and that you will not hesitate to call upon
us if we may be of additional assistance in connection with this or any other matter.

Sincerely,

etk § Woselutl.

William E. Moschella
Assistant Attorney General

Enclosure

cc: The Honorable Patrick J. Leahy
Ranking Minority Member
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RESPONSES BY JOHN G. MALCOLM
TO QUESTIONS FROM THE
UNITED STATES SENATE JUDICIARY COMMITTEE
REGARDING “PORNOGRAPHY, TECHNOLOGY AND PROCESS:
PROBLEMS AND SOLUTIONS ON PEER-TO-PEER NETWORKS”
September 9, 2003

QUESTIONS FROM SENATOR LINDSEY GRAHAM

1. You stated that the PROTECT Act law does not extend to file names that individu-
als create for files on their computers that they share on P2P networks. In your estimation,
should the PROTECT Act be supplemented to address this issue?

Extending the Truth in Domain Names provision of the PROTECT Act, 18 US.C.
§ 2252B, to cover file names for shared files would likely prove ineffective for several reasons.
Web site domain names exist by virtue of a paid registration with a domain name registrar,
making the information about the individual who registered the domain name readily available
(through legal process) at all times. By contrast, file names are selected by the individuals who
share them, with no registration process, and the nature of P2P networks dictates that the
identification of the IP address of the individual sharing the file must be identified in real time,
i.e., as the exchange is occurring. Thus, even if files were misleadingly named, it would be
difficult to identify the culprit. In addition, names of shared files can be changed by anyone in
the chain of distribution at any time, making it impossible to identify the person who mislead-
ingly named the file. Moreover, an individual might unwittingly have a file in his or her shared
folder (and therefore, available to others on the P2P network) that the individual has yet to view,
yet has been misleadingly named by someone else.

Criminalizing the use of misleading file names would also fail to address those individu-
als who name their files accurately, yet alter the files' "metatag data,” which are additional search
maiching criteria associated with the file. Thus, for example, a person can create a file contain-
ing pornography and name it as such, but alter the metatag data to include search criteria relating
10 a certain cartoon character, so that a child searching for that character will obtain the pomo-
graphic file. This metatag data can also be altered at any time by anyone sharing the file. For
reasons similar to those described above, supplementing the Truth in Domain Names Act to
include metatag data would likely prove ineffective in preventing this practice as well.

2. You mentioned that one of your biggest barriers to tracking and prosecuting
distributors and viewers of child pernography is the fact that they do not use a central
server when exchanging files. Are there currently any technological solutions to this
problem? If not, what might we do (o remove these obstacles for you?

The absence of a central server in P2P file sharing means that there is no central authority
or presence on the Internet through which to track down illegal conduct retroactively. Rather, all
investigations must be done as the exchange is occurring using online undercover techniques.
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This technological barrier would be difficult to remedy. Although P2P programs existed
previously that did utilize a central server system (such as Napster), this type of P2P software is
virtually non-existent now because of the potential liability attributable to the central server if
individuals using the server are engaged in unlawful activity. There is also no incentive for those
trading illegal files to return to the less anonymous central server system.

The secondary effect of the absence of a central server is that there appears to be no
effective alternative mechanisin for generating log records of file sharing transactions. The P2P
software on each individual’s computer does not generate log records, and if it did, no one would
have access to that content except the individual computer owner, who would also have the
ability to disable the record-keeping function or delete records altogether in order to secrete
illegal activity. Thus, given the current state of technology, there appears to be no technological
solution to the current P2P investigative barriers.

One way of overcoming the technological barriers inherent in P2P technology is to
provide additional training for law enforcement officers. Not only is P2P technology relatively
new and unfamiliar to many in law enforcement, but the method of investigating those who
utilize P2P networks to disseminate child pornography and adult obscenity is different from the
typical computer crime investigation. While some crimes involving computers are investigated
reactively (by examining a suspect’s computer hard drive to locate evidence of a past crime), P2P
cases must be examined proactively (by using P2P software to obtain contraband files and then
tracking down the user who distributed them). Additional law enforcement training on both P2P
technology and the method of investigation, which the Department is endeavoring to undertake,
would significantly enhance law enforcement efforts relating to P2P.

3. The Burean has announced that it is currently considering a protocol for investigat-
ing child pornography cases on P2P networks. What is the current status of this project?

In conjunction with the Department of Justice’s Child Exploitation and Obscenity
Section, the FBI has developed a series of specific investigative techniques to be used in
investigating child pornography transmissions through PZP networks. The FBI recently trained
approximately 30 special agents from FBI field offices around the country on P2P technology
and the FBI protocol for investigating P2P networks. This training will form the basis of the
FBI’s larger plan to decrease the proliferation of child pornography on P2P networks. In
addition, several large-scale P2P investigations recently have been initiated as part of the FBI's
Innocent Images National Initiative.

The Department of Homeland Security’s Bureau of Immigration and Customs Enforce-
ment (ICE) also reports that its Cyber-Crimes Center has initiated a pilot project that is part of
Operation Predator and targets child pornography trading via P2P networks. The pilot project
was initiated on September 8, 2003 and has already yielded at least sixty-two leads. Prior to this,
several ICE offices were actively pursuing P2ZP investigations.
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4. Are so-called P2P "darknets" also becoming a problem in the distribution of
pornography to children?

[ understand the term “darknet” to be an informal term used to describe private file-
sharing communities. The darknet is not a separate physical network but an application and
protocol layer riding on existing networks. Examples of darknets are peer-to-peer file sharing,
CD and DVD copying, Internet relay chat rooms, and key or password sharing on email and
newsgroups. As I discussed in my testimony, the Internet is a target-rich environment, and
criminal activity of all sorts, including the proliferation of child pomography, is occurring in all
technological venues of the Internet. Certainly, as the Internet expands and technology develops,
this problem will grow exponentially and will demand significant law enforcement attention.

5. What can be done to empower parents to deal with those specific individuals who
share pornography files with their children?

A large part of empowerment for parents will be derived from their efforts to educate
themselves about the Internet. Through no fanlt of their own, the current generation of parents
was not exposed to computers in their youth, in sharp contrast to the children they are raising. As
a result, parents tend to joke about their own relative computer illiteracy and assume that the
Iniernet is safe or that their children understand enough about it to navigate it safely. Justasa
responsible parent would not send off his or her young child alone on a city street peppered with
adult book stores, hoping the child wouldn't enter, a responsible parent should not send his or her
child alone onto the Internet, where children are even more capable of readily accessing
pornoegraphy and even more vulnerable to the whims and advances of anonymous strangers.

In addition, there are technological tools and other materials that serve to protect children
using the Internet. Many software companies sell blocking and filtering software that can be
used to block access to, or filter out, unwanted materials. Indeed, some P2P software, including
KaZaA, employs a "family filter” designed to avoid harmful files based on file names and/or
metatag data. Though such filters are not perfect by any means, they do provide a first line of
defense against pornographic materials. Many schools also have programs designed to educate
children about the dangers of the Internet, and impose codes of conduct for Internet use by
students. As well, the National Center for Missing and Exploited Children (NCMEC) provides
educational materials on Internet safety, as do some, but certainly not all, ISPs.

6. Do you think KaZaA and Sharman Networks’ other businesses have a duty to
protect children using their service? If so, do you think they have done everything feasible
to discharge that duty?

It is unclear whether this question speaks to a legal duty or a moral duty to protect
children. Certainly, software manufacturers like KaZaA should strive to be good corporate
citizens and do everything within their power to protect children who could otherwise be harmed
through the use of their product. Unfortunately, however, good intentions on the part of the
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software manufacturers are only part of the equation. A large part of the responsibility for
protecting children on the Internet les with parents, as discussed in response to the previous
question. With respect to children who are given unfettered access to the Internet, there may be
practical limitations on what software manufacturers like KaZaA can do. It is unclear whether
the software manufacturing companies have any means to track what any particular user does
with their software. It should be noted, however, that commercial products such as KaZaA are
mare likely to contain mechanisms intended to protect children than the many "clones” or
functional equivalents of commercial P2P software that have been written by individuals and
distributed over the Internet. In terms of whether P2P software manufacturers have done
everything “feasible” to discharge their ethical and legal obligaiions, that is a question that I am
not qualified to answer.

QUESTIONS FROM SENATOR JOHN CORNYN

For All Witnesses

1. The "fair use" doctrine of copyright law gives consumers a certain amount of
flexibility to use copyrighted materials they legitimately possess, without risk of liability for
copyright infringement. Does that doctrine apply, however, to materials that have yet to
even be released to the public? Under what conditions, if any, would it even be possible for
ordinary consumers to lawfully possess such "pre-release'’ materials? Should the NET
Act, Pub. L. No. 105-147, 111 Stat. 2678 (1977), be amended, so that any reproduction or
distribution of "pre-release’ material shall constitute per se infringement under 17 US.C,
§ 506(a)(2)?

The fair use doctrine is designed to ensure that the protections afforded to authors and
other creators by the copyright laws are properly balanced with the interest of the public in the
free flow of information. The fair use doctrine allows people in certain circumstances to use
copyrighted material in ways that the copyright owner has not authorized or approved, and even
in ways that the copyright owner might forbid. Codified at 17 U.S.C. § 107, the fair use doctrine
allows people to reproduce or otherwise use copyrighted works “for purposes such as criticism,
comment, news reporting, teaching . . ., scholarship, or research” and other, unspecified,
purposes and uses.

By design, the provision is fluid in nature and does not provide definite guidelines, but
rather a multi-factor balancing test, to determine its applicability. In fact, it would be difficult to
articulate a more determinate set of fair use rules, given the variety of copyrighted works, their
varied uses, and the varied situations in which they can be used. Consequently, both through
case law and statutory codification, fair use has historically been decided on a case-by-case basis
looking at the totality of the facts at hand. ‘
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It is clear, however, that the fair use doctrine can apply to copyrighted works that have not
yet been released to the public. Congress made this point forcefully in 1992, when it passed the
Act of Oct. 24, 1992, Pub. L. No. 102-492, 106 Stat. 3145, This act’s sole provision and purpose
was to amend 17 U.S.C. § 107 to say that “[t)he fact that a work is unpublished shall not bar a
finding of fair use if such finding is made upon consideration of all the above [fair use] factors.”
The act’s legislative history repeatedly underscores that Congress intends there to be no per se
rule barring the fair use of unpublished works.

The legislative history illustrates that Congress took this step deliberately. It heard two
days of testimony from the Register of Copyrights and those representing authors, publishers,
computer companies, and the education community. According to the legislative history,
biographers, historians, and publishers were concerned with court decisions that suggested that
they could not use unpublished material of historical interest — such as the unpublished letters
and diaries of major authors or public figures — in books or other serious treatments of historical
figures and events. Congress heeded this testimony and thereafter amended the fair use statute to
include the fair use of unpublished works.

The Department of Justice recognizes that there is a wide gulf between the serious
historical scholarship that the act was intended to protect and the current practice by pirates of
distributing music and movies before they are legitimately released to the public. However, it
would be difficult to fashion a bright-line rule that criminalizes every use of unpublished, pre-
release, copyrighted works in a way that is consistent with constitutional values, prior Congres-
sional intent, and the policy of reserving Federal criminal prosecution for only the very worst
offenders. A bright-line rule against use of unpublished works might, as Congress recognized
earlier, punish any use of an unpublished work, even uses that are of significant social value
(such as new reporting, criticism, scholarship, or research) and that adhere to traditional fair use
limits on the manner and amount of copying. A bright-line rule could also punish speech that is
arguably protected by the First Amendment.

That having been said, based upon current case-Jaw, the Department believes that a claim
of fair use is more difficult to sustain in the context of pre-release piracy than in regard to
materials which are already published. The Department of Justice is unaware of any instance of
criminal infringement that would have been prosecuted in the normal course of events but was
not because the defendant raised a fair use defense in the context of piracy involving pre-release
materials. In fact, on June 25, 2003, Kerry Gonzalez of New Jersey pleaded guilty 1o felony
copyright infringement for uploading a pre-release version of the motion picture, “The Hulk,” to
the Internet in advance of the movie's release in theaters.

The Department of Justice recognizes, though, that the piracy of pre-release materials can
pose significant adverse consequences and raise serious prosecutonial issues. Of particular
concemn is how to appropriately value pre-release products. The applicable laws, 17 U.S.C.

§ 506(a)(2) and 18 U.S.C. § 2319, measure the loss in copyright cases by using the legitimate
retail value of the pirated products. It can be difficult to determine the retail value of pre-release
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materials which, by definition, have yet to hit the retail market. Furthermore, copyright holders
frequently claim that pre-release piracy damages them far more than the piracy of already-
released materials. For example, the movie industry claims that pre-release piracy can destroy a
film's opening box office take, which far exceeds the damage as measured by the retail price at
which movie tickets or (looking even further down the line) DVDs will eventually be sold. This
difficulty can be particularly problematic in the context of sentencing.

For John Malcolm

L It is my understanding that, historically, the RIAA has expressed concerns that it
would violate federal antitrust law for music labels to coordinate their efforts to combat
Internet piracy and to promete online music solutions. In your view, are such antitrust
concerns in fact valid? Would it be appropriate for Congress to craft an antitrust exemp-
tion to promote such coordinated efforts?

The Department’s Antitrust Division advises that competitor collaborations and the market
circumstances in which they operate can vary widely in their effects on competition. In enforcing
the antitrust laws, the Antitrust Division seeks to give wide latitude to pro-competitive collabora-
tions while challenging collaborations that would harm competition and consumers. Combating
Intenet piracy is a legitimate pro-competitive goal, and collaborative efforts in furtherance of that
goal could be structured so as to keep any potential competitive harms — and potential antitrust
exposure — to 2 minimum. Evaluating the legality under the antitrust laws of collaborative
conduct among competitors requires a careful consideration of the exact nature of the conduct and
its marketplace effects. The antitrust Jaws are a cornerstone of our free-market economy, and the
Department has historically disfavored antitrust exemptions as harmful to competition and
consumers.

QUESTIONS FROM SENATOR LEAHY

1. You described in your testimony some of the difficulties that law enforcement
officers have in tracking and identifying the people sharing child pornography on peer-to-
peer systems. Can you please describe the extent to which the design of these networks
mabke it easier or more difficult for you to do your job?

P2P systems or “networks” are simply a group of individual computers sharing files with
one another at any given point in time, which is facilitated by the use of P2P software. Because
the computers generally communicate with one another directly rather than through a central
server, there are often no log records of file transactions between P2P users. This likely absence
of log records requires law enforcement to conduct investigations in real time by identifying the
internet protocol (IP) addresses of persons sharing illicit files at the moment the files are being
exchanged. Law enforcement authorities must then use legal process to obtain the identity of the
individuals associated with those IP addresses. In addition, because an individual user's P2P
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software installed on his computer generally does not keep log records of file transactions, if an
individual’s computer is seized and found to house file-sharing software and a shared file
containing child pornography, it often will be difficult to determine through computer forensics
whether the user ever accessed the files in the shared file after receiving them, which impacts the
ability to prove knowing receipt, possession, or distribution of child pornography.

Moreover, P2P companies are promising that future generations of their software will
provide users increased anonymity to shield users from detection and observation over the Internet
by law enforcement and copyright holders. To make P2P users more anonymous, P2P software
will use such techniques as encryption, port-hopping, proxy servers, and firewall-like features that
screen out remote enquiries from watchdogs like law enforcement or copyright holders. While
these tools may serve some legitimate purpose for those who use P2P networks responsibly, they
will undoubtedly make those who abuse P2P networks harder to catch.

2. As you understand it, are those aspects of the network necessary to its functionality?
Or are they something the networks could choose to remove? .

The term "network” in the P2P context generally means a series of individual computers
sharing files with one another at any given moment. Unlike the early versions of P2P (such as the
now defunct Napster), current P2P systems generally have no central server. It is unclear whether
the distributors of the software that allows individuals to share files on their computers (such as
KaZaA) have any specific knowledge of, involvement in, or control over this activity. Thus, short
of regressing to manufacturing software dependent upon a system with a central server (like
Napster), it is possible that such companies are unable to remove or, so far as I am aware, create
anything that would enable law enforcement to more easily investigate these cases, at least given
the current state of technology. While Internet service providers, by contrast, could theoretically
prevent files from being shared at the router level, this would undoubtedly impinge on the lawful
trading of files.

That said, P2P software companies do have a choice as to whether they will offer their
users anonymity. The techniques to achieve anonymity and thwart detection, which I have
described in my answer to the previous question, are new additions to P2P software. They were
not necessary for earlier generations of P2P software, and they are not necessary in the future.
They are being added not to make the P2P networks work, but rather to make their work stealth-
ier.

3. As you know, anyone "engaged in providing an electronic communication service or
remote computing service to the public, through a facility or means of interstate or foreign
commerce" is required by federal law to report all cases of child pornography on their
networks to the National Center for Missing and Exploited Children. Under that definition,
would peer-to-peer networks be covered by the statute, and if they would not, would you
support amending the statute to cover them?
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As discussed above, the term "network” in the P2P context generally does not connote a
central authority with oversight over file sharing transactions, but rather, simply means a series of
individual computers sharing files with one another at any given moment. As aresult, itis
unclear whether the distributors of the software that allows individuals to share files on their
computers (such as KaZaA) have any specific knowledge of, involvement in, or control over this
activity. So far as I am aware, they do not provide electronic communications services or remote
computing services, and, therefore, do not fall within the mandate of 42 U.S.C. § 13032,
Moreover, even if P2P software were technologically capable of allowing its manufacturers to
monitor the activities of their users, and even if the manufacturers qualified as providers of
electronic communications services or remiote computing services, 42 U.S.C. § 13032(e)
specifically states that providers have no duty to monitor the content of their users’ communica-
tions.

In that the "networks" in the P2P context generally consist of ordinary citizens trading
files, those individuals also do not fall within the mandatory reporting statute. Nevertheless,
citizens do report the presence of child pormography on the Internet to the National Center for
Missing and Exploited Children's Cyber Tipline, though this is purely voluntary.

EX The Depariment still has not issued procedural guidelines for Internet Service
Providers to report cases of child pornography to the National Center. These guidelines will
help reduce the amount of child pornography on the Internet, and will as a result make all
children safer. I recently sent a letter to the Attorney General on this topic commending the
National Center on its work and noting that these regulations are long overdue. When can
we expect the Department te issue regulations concerning Internet Service Providers’
responsibility to report this conduct?

The Attomney General is authorized to designate the law enforcement agencies to which
reports may be forwarded by the National Center for Missing and Exploited Children (NCMEC),
but the statute does not authorize implementing regulations to impose duties on Internet Service
Providers (ISPs). See 42 U.S.C. § 13032(b)(2). Accordingly, the regulations can suggest, but not
require, that ISPs report suspected violations in specific ways. The vast majority of large ISPs
with whom the Department has consulted have indicated a desire to implement reporting in the
manner most useful to NCMEC and the law enforcement community. The Department has been
working with NCMEC, the FBI, the Department of Homeland Security’s Bureau of Immigration
and Customs Enforcement ICE), the United States Secret Service, the United States Postal
Inspection Service, and the major ISPs to achieve consensus on the reporting protocols. This is a
time-consuming process, particularly because of the technical constraints of both the individual
ISPs and NCMEC that necessarily dictate the limits of any reporting protocol. On November 4,
2003, the Attorney General published the initial designation of four law enforcement agencies to
which NCMEC should forward reports. See 28 C.F.R. 81.11 ef seq. As the Department gathers a
consensus on a more comprehensive set of guidelines both for 1SPs reporting to NCMEC and for
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NCMEC’s reports to law enforcement, the Department will publish these operating guidelines.
The Department appreciates the support of the ISPs in this endeavor and expects to be able to
develop a consensus protocol.

5. Is there any other information of which the Committee should be aware concerning
this problem?

1 would like to raise two additional points. First, while it is true that P2P “networks” can
be and are used to distribute child pornography, the problem spans many Internet venues. Indeed
P2P may not be the most attractive Internet venue for this activity, because a person who makes
files available for trade on P2P networks does not necessarily receive anything in return for the
files he shares. From the user’s perspective, more lucrative venues include commercial web sites,
internet relay chats (IRCs), and newsgroups. Comumercial web sites profit financially from
providing access to child pornography to pedophiles. Likewise, IRCs allow users to profit in the
form of mandatory file trading. Newsgroups facilitate similar file trading relationships between
users. Thus, there are other means of communication on the Intemet, in which child pornography
proliferates, that arguably provide a stronger lure for offenders than do P2P “networks.” While
the instant inquiry into the use of P2P networks to distribute child pornography is an important
one, the inquiry should not be limited to that venue alone, since child pornography is distributed,
perhaps even more widely, through other Internet venues.

The second point I would like to raise is that it appears that a large number of 1SPs are not
fulfilling their mandatory reporting obligations under 42 U.S.C. § 13032, Of the approximately
7000 1SPs currently in existence, only a little over 100 of them are reporting the presence of child
pornography on their servers to NCMEC. Most of these ISPs reporting are the larger, more
prominent ISPs. It is highly unlikely that the roughly 6,900 ISPs are unaware of the existence of
any child pornography on their networks. It is, in fact, likely that the non-reporting ISPs have a
plethora of evidence that could aid law enforcement efforts to eradicate child pornography, were
they to fulfill their mandatory reporting obligations.

QUESTIONS FROM CHAIRMAN ORRIN G. HATCH

1. Has any peer-to-peer network ever alerted you to the presence of child pornography
on its network in order to aid you in enforcing the laws against child pornography?

The term "network” in the P2P context generally means a series of individual computers
sharing files with one another at any given moment. Unlike the early versions of P2P (such as the
now defunct Napster), current P2P systems generally have no central server. As a result, itis
unclear whether the distributors of the software that allows individuals to share files on their
computers (such as KaZaA) have any specific knowledge of, involvement in, or control over this
activity. We are unaware of any P2P software companies reporting the presence of child
pornography in files shared on the Internet. However, generally speaking, P2P software develop-
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ers have been cooperative with agents investigating P2P “networks™ and appear open to recom-
mendations for software improvements. In addition, one P2P software manufacturer provided
training on the use of P2P networks to ICE as well as software to assist in investigations.

Given that P2P networks consist of the individual users sharing files together, those
individuals can report the availability of child pornography files to the Cyber Tipline at the
National Center for Missing and Exploited Children (NCMEC). This reporting is purely
voluntary. Although NCMEC does receive tips about the presence of child pomography on P2P
networks, such tips are not useful to law enforcement unless the tipster provides the internet
protocol (IP) address, obtained in real time, of the user from whom he downloaded child
pornography.

10
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The Register of Copyrights

of the
United States of America
Library of Congress
Department 17
Washington, D.C. 20540 (202) 7078350

September 30, 2003

Dear Senator Hatch:

Thank you for the opportunity to present the views of the Copyright Office at the United
States Senate Judiciary Committee hearing regarding “Pomography, Technology, and Process:
Problems and Solutions on Peer-to-Peer Networks™ on September 9, 2003.

Enclosed are my responses to the written questions from Committee merubers. If I can
be of any further assistance in this, or any other matter, please do not hesitate to contact me.

Sincerely,

Marybeth Peters
Register of Copyrights

Enclosure

The Honorable Orrin G. Hatch
Chairman

Senate Judiciary Committee

224 Dirksen Senate Office Building
Washington, D.C. 20510
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Response to the Written Question from Senator John Cornyn

I. The “fair use” doctrine of copyright law gives consumers a certain amount of flexibility
to use copyrighted materials they legitimately possess, without risk of {iability for
copyright infringement. Does that doctrine apply, however, to materials that have yet to
even be released to the public? Under what conditions, if any, would even be possible
for ordinary consumers to lawfully possess such “pre-release” materials? Should the
NET Act, Pub. L. No. 105-147, 111 Stat. 2678 (1997), be amended, so that any
reproduction or distribution of “pre-release™ material shall constitute per se infringement
under 17 U.S.C. 506(a)(2)?

Response

Works which have not been released to the public will generally be considered
unpublished works for purposes of copyright. Historically, Congress has respected an author’s
choice not to publish a work and afforded greater protection for such works. Indeed, prior to the
enactment of the 1976 Copyright Act, unpublished works were protected by common law
copyright so long as they remained unpublished, thus, potentially in perpetuity.

When Congress first codified the fair use doctrine into federal law, it was understood
that:

[tihe applicability of the fair use doctrine to unpublished works is
narrowly limited since, although the work is unavailable, this is the
result of a deliberate choice on the part of the copyright owner.
Under ordinary circumstances the copyright owner’s right of first
publication would outweigh any needs of reproduction for
classroom purposes.'

The Supreme Court addressed the application of the fair use defense to the use of
unpublished works in 1985 and held that “[u]nder ordinary circumstances, the author’s right to
control the first public appearance of his undisseminated expression will outweigh a claim of fair
use.”? This language was strong enough that some believed it held that there is a “categorical
presumption against prepublication fair use.”

In 1992, Congress acted to clarify the application of fair use to unpublished works, by
amending section 107 to read, “The fact that a work is unpublished shall not itself bar a finding

' 4 Nimmer on Copyright §13.05[A}{2][b](*Nimmer”){quoting S. Rept. No. 94-473, p.64
(1975).

? Harper & Row, Publishers, Inc. v. Nation Enterprises, 471 U.S. 539, 555
(1985)(“Harper & Row”).

* Nimmer (quoting Harper & Row at 595 (Brennan, 1., dissenting)).
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of fair use if such finding is made upon consideration of all the above factors.™ The Report of
this Committee in connection with that legislation provides an illuminating discussion of the
events leading up to its enactment and I commend it to you.®

Thus, while the fair use defense clearly does apply to the use of unpublished works, a
defendant will have a difficult case to make in order to overcome the second fair use factor,®
which weighs against fair use in the case of unpublished works.”

With respect to your question regarding possession of pre-release materials by “ordinary
consumers,” some points must be kept in mind. First, where “ordinary consumers” possess
copies of a work, it may suggest that the work has been published. For example, the distribution
of promotional copies may satisfy the definition of “publication” in the Copyright Act.® Second,
in general, the mere possession of copies does not violate any of the exclusive rights under
copyright. Moreover, resale of original, lawfully-made promotional copies does not, in the
absence of contractual terms to the contrary, infringe the distribution right.” However, in the
case of promotional materials or pre-release copies, the Copyright Office is aware that there is a
problem of unauthorized copying of such materials, followed by swift public distribution over
peer-to-peer networks.'® Such dissemination is likely infringing in several respects, because it
involves the reproduction of copies without permission and public distribution of those unlawful
copies.

1 would add that it is difficult to conceive that the typical conduct of participants in peer-
to-peer networks — downloading and make available for downloading the copyrighted works of
others — would ever be considered fair use. While one might imagine some hypothetical
situations in which the making available of a portion of another’s copyrighted work (e.g., in the
context of a book review) on a peer-to-peer network could constitute fair use, I am not aware
that such conduct often — or ever — occurs.

i would be inclined to support making the reproduction and distribution of “pre-release”

* Pub. L. No. 102-492.

% See S. Rept. No. 102-141 (1991).

¢ See 17 U.S.C. §107(2)(*the nature of the copyrighted work™).
7 See Nimmer, n. 202.

® See 17 U1.8.C. §101 (*Publication” is the distribution of copies or phonorecords of a
work to the public by sale or other transfer of ownership, or by rental, lease, or lending.”)

? See 17 U.5.C. §109(a) (codifying the “first sale” doctring).

¥ See Kenneth Terrell & Seth Rosen, 4 Nation of Pirates, U.S. News & World Report,
July 14, 2003, at 40 (discussing the availability of the film Hulk before its theatrical release:
“Two weeks before the film arrived in theaters, a version already was circulating online,
available free to users of popular file-trading software™).
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material acts that constitute criminal infringement, when the “pre-release” material is material
such as a commercial sound recording or motion picture prior to its authorized distribution. 1
would be hesitant, however, to extend criminal liability to simply the reproduction of “pre-
release” material unless it also involves dissemination of that material.
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Response to the Written Questions from Senator Leahy

2. In your view, do Verizon’s constitutional challenges to section 512(h) have any negative
implications beyond the immediate context of the lawsuit?

Response

Verizon's constitutional allegations about the use of section 512(h) to identify infringers
in the peer-to-peer context appear 1o be equally applicable in all the other contexts governed by
section 512(h). For example, if there's no case or controversy where there is an allegation that
someone on a peer-lo-peer network is an infringer, I don't see how there could be a case or
controversy where there is an allegation that someone whose website is hosted by a service
provider is an infringer.

What this means is that Verizon and the others who are making these challenges to
section 512(h) are, in effect, challenging it in all contexts. This appears to be a repudiation of
the agreement made when section 512 was enacted.

When service providers came to Congress and asked for limitations on their liability,
they asked that the burden of identifying infringing material be placed on copyright owners.
The service providers argued that it was appropriate to do so because it would be a burden on
them to menitor their own systems and, even if they could find possibly infringing materials on
their system, they had no way to know what was protected by copyright or what was being used
with permission. In contrast, copyright owners surely know what rights they own and what they
have licensed and as such, it was argued, they were in a better position to identify infringing
material. This is exactly what Congress did.

The logic is the same with regard to the subpoena process. Congress placed the
responsibility to provide a limited amount of information to identify alleged infringers on service
providers because it is information which they have and can provide, and which copyright
owuers otherwise would not be able to obtain.

Section 512 carefully balances rights and obligations. The subpoena is an integral piece
of the effective and fair operation of that balance. As section 512 is written, the only relief
copyright owners may obtain are injunctions against ISPs to prevent infringing material from
being made available on that ISP’s network. Without the subpoena process in section 512(h),
there is nothing in section 512 that will help copyright owners to vindicate their rights against
the direct infringers. [ believe that Congress did not intend to create a system for dealing with
onfine infringement that leaves such a gaping hole.

If section 512(h) is unconstitutional, all of section 512 should be declared
unconstitutional, because section 512(h) cannot be severed without violating the intent of
Congress and the expectations of the stakeholders who were involved in the discussions that led
to 512. Service providers should not expect to enjoy the major benefits they obtained when
section 512 was enacted if they are not willing to accept the few burdens that they agreed to.

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00086 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.036



VerDate Aug 31 2005

79

3. Verizon asserts that Title II of the Digital Millennium Copyright Act “was designed to
protect Internet service providers from copyright liability in order to promote the growth
of the Internct as a medium of political, social, and economic exchange.” You were there
when the Digital Millennium Act was being debated, negotiated, and enacted. Do you
agree with Verizon's characterization?

Response

I agree that Title II of the DMCA was intended to promote the growth of the Internet, but
not simply by “protect]ing] Internet service providers.” That was only one mechanism through
which Congress intended to promote the growth of digital networks. An equally important part
of Title Il was to encourage dissemination of high-quality copyrighted content, in part by
fostering cooperation to eliminate infringing conduct on the Internet. Section 512 was designed
to strike a balance that lets service providers run their businesses with certainty about how to
handle copyright matters, respects the interests of those accused of infringement, and provides
copyright owners with the ability to obtain redress for infringements of their rights. All of these
interests were woven into section 512. As the House Commerce Committee wrote:

Title 11 [of the DMCA] preserves strong incentives for service providers and copyright
owners to cooperate to detect and deal with copyright infringements that take place in the digital
networked environment. At the same time, it provides greater certainty to service providers
concerning their legal exposure for infringements that may occur in the course of their
activities."

What concerns me is that the position Verizon is taking both before this Committee and
in litigation seeks to undo an important part of that balance.

" HR. Rep. 105-551, pt. 2, at 49-50 (1998).
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Response to Questions from Senator Lindsey Graham

How cooperative are ISP’s in releasing identifying information to you for your
investigative purposes? What are the challenges that you face dealing with ISP’s?

We obtain subscriber and IP address information from ISP’s by grand jury subpoena. We
have developed good relationships with employees of the larger ISP’s who are frequently
very helpful in expediting responses to the subpoenas when necessary. We have not had
an ISP move to quash any of our subpoenas to date.

The most significant problem we have with ISP’s is the length of time it takes, absent
exceptional circumstances, for them to respond to our subpoenas. [ believe that this is
really just a matter of volume. I do think that for the most part they make an effort to
respond as expeditiously as possible.

Can you describe to me the typical profile of an on-line sexual predator and his
usual methods of attracting unsuspecting children?

The typical profile of an on-line predator is a white male in his 30’s. However, this
profile did not fit the defendant’s who were arrested in our recent investigation of the
peer-to-peer file-sharing network KaZaA. These defendants were diverse in race, age and
gender.

The usual method of attracting unsuspecting children is through chat rooms. Afier they
text message in a chat room they go into “private” rooms and easily manipulate the
conversation into one of a sexual nature.

Do you think KaZaA and Sharman Networks’ other businesses have a duty to
protect children using their service? If so, do you think they have done everything
feasible to meet their obligations?

As I said in my statement at the hearing I believe they do have this obligation and clearly
they have not done everything feasible to meet it. The quantity of child pornography on
their networks is a testament to this fact.
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Response to Questions from Chairman Orrin G, Hatch

You testified that parents must be educated about the risks inherent in the use of
peer-to-peer networks. As a law enforcement official, what methods or avenues of
parental education do you think would be most wide reaching and effective?

1 think a national campaign of clever, eye-catching public service announcements would
be the answer. A campaign such as this could draw on the many talents of those in the
music and film industries most affected by the peer-to-peer file sharing networks.

You also testified that file-trading networks should be held responsible for the
illegal distribution of child pornography? Can you make any specific
recommendations as to how to achieve that objective?

I believe that the only way this could be accomplished is by the passage of federal
legislation. The passage of state laws, and the limits naturally imposed therein with
respect to jurisdiction, service and the use of subpoenas and search warrants, would be
ineffective.

Has any peer-to-peer network ever alerted you to the presence of child pornography
on its network in order to aid you in enforcing the laws against child pornography?

No, not to my knowledge.
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Response to Questions from Senator Leahy

Your prosecution is breaking new ground, and I hope that it will serve as an
example for law enforcement across the country. What types of problems have you
faced in this investigation and prosecution?

As with any prosecution that breaks new ground there were challenges in developing the
protocols for the investigation, drafting the search warrants and presenting the case to the
grand jury. However, all of the problems, both legal and logistical, were able to be
overcome because [ was committed to and could dedicate the resources of my office to
solving them. Many prosecutors do not have this luxury. Moreover, the Suffolk County
Police Department has a dedicated computer crimes unit that was also fully committed to
this investigation. Again, it would be almost impossible for many police departments to
make this kind of commitment to an investigation of this nature.

In your view what can be done to make investigating and prosecuting child
pornography easier?

Resources, resources, resources! Training, training, training!

You note in your testimony, correctly, that law enforcement can only do so much,
and that steps must be taken to make it more difficult to share this type of material
in the first place. In your view, what can be done to stem the tide of child

pornography on peer-to-peer networks?

Somehow, the profit has to be taken out of it. I think that only after you make the owners

of the networks both civilly and criminal responsible for what they carry will this happen.

Is there any other information of which the Committee should be aware concerning
this problem?

I think the Committee has properly received information from the most knowledgeable
sources available on this issue.
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QUESTIONS FOR WITNESSES FROM CHAIRMAN ORRIN G. HATCH

"PORNOGRAPHY, TECHNOLOGY, AND PROCESS:
Problems and Solutions on Peer-to-Peer Networks."

SEPTEMBER 9, 2003

Questions for Alan Morris:

1)

2)

3)

Sharman’s business pariner, Altnet, requires a credit card to verify the age of anyone
trying to access licensed pornographic materials distributed over the Kazaa network.
Sharman is aware that much of the material on the Kazaa network is pornographic.
Why has Sharman failed to configure its Family Filter so that it is activated until
Sharman receives notice that an adult has authorized deactivation of the Family
Filter?

Sharman’s business partner, Altnet, requires a credit card to verify the age of anyone
trying to access licensed pornographic materials distributed over the Kazaa network.
Research indicates that from 20% to 35% of teenagers now have their own credit
cards.

a. Does Altnet verify whether a particular credit card holder is an adult or a minor,
and if so, how?

b. If a Kazaa user uses a credit-card to access Altnét-licensed adult or pornographic
content, will the monthly statement for the card clearly indicate that the content
purchased was pornographic? If the answer is “no,” how can a parent determine
whether a credit-card holding minor has purchased licensed pornography content
from Altnet?

On September 12, 2003, searches of the Kazaa network using the terms “child porn”
and “child rape” revealed numerous Altnet-licensed media files appearing at the top
of the retumned lists of responsive files.

a. Has Sharman authorized Altnet to license the use of the Kazaa network to
distribute media depicting child pornography or child rape?

b. If Altnet-licensed media does not depict child pornography or child rape, (i.e., if
the files contain misleading metadata), why does Sharman authorize Altnet to use
Kazaa network to distribute pomography whose producers are trying to attract,
and profit from, pedophiles?

¢. If Altnet-licensed media do not depict child pornography or child rape, (i.e., if the
files contain misleading metadata), why does Sharman authorize Altnet to use
Kazaa network to distribute files containing misleading metadata?
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5)

6)

7

8

9)

84

Sharman maintains that it licenses networking technology that precludes Sharman
from preventing Kazaa users from uploading pornography or child pornography
disguised by misleading file names and/or metadata that enable those files to appear
in response to even innocuous searches by users employing the Family Filter,

a. What has Sharman done to warn Kazaa users and their parents that 1) the Family
Filter cannot prevent exposure to misleadingly named and identified pornography
or pornographic files, and 2} that Sharman has chosen not to prevent network
users from placing misleadingly named pornographic files on its network?

b. What has Sharman done to warn Kazaa users and their parents that even
innocuous searches on the Kazaa network can retrieve child pormography that is
illegal to view or possess?

Kazaa users have the option (enabled by default) to act as “Supemnodes,” in which
case their computer may be selected to house part of a search index of files available
for downloading over the Kazaa network. Peer-to-peer file-sharing services like
Napster have been held liable for secondary copyright infringement, in part, because
computers under their control maintained indices of infringing files available for
trading over a peer-to-peer network. What has Sharman done to wam its users that
persons allowing their computers to be used as Supernodes may expose themselves to
risks of secondary infringement liability?

Please describe any future plans to add tools for additional user anonymity or
additional encryption of communication, or other features which would make law
enforcement's actions more difficult?

Tunderstand that Kazaa uses hashes to uniquely identify content. If law enforcement
provides the hash code of a file containing illegal child pornography, will Kazaa
report all nodes offering that content, or provide a tool to law enforcement to identify
all nodes? Will Kazaa modify the client software so super nodes can be instructed
not to index the specified file? Is there a technological impediment to doing s0?

A number of organizations, including the United States General Accounting Office,
the U.S. Customs Cybersmuggling Center, and several private companies, have
conducted studies of Kazaa and other peer-to-peer networks, during which they were
able to locate illegal child pornography. What studies have you conducted of your
network to locate illegal child pornography?

a. Ifnone, why haven’t you conducted such studies in an effort to help law
enforcement agencies enforce child pornography laws?

b. If you have conducted such studies, how have you used the data?

What (other) proactive steps have you taken to rid your network of child
pornography?
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Written Questions from Senator Leahy
to Witnesses at the Hearing on Peer-to-Peer Networks
Senate Committee on the Judiciary
September 9, 2003

Questions for Alan Morris

For answers that are different for Kazaa, KMD, Shanman Networks, or Altnet, please
indicate what your answer is for each of these entities. Please do so even for questions
that specifically name one of these entities. If you use any term of art, please define that
term of art,

In addition to the questions concerning your testimony from the September 9 hearing, [
am including and resubmitting to you the questions 1 asked after the June 17 hearing on
the privacy and sccurity risks posed by peer-to-peer networks. Each of these questions,
from both hearings, asks for detailed information about specific aspects of Kazaa, and
each is important to the ability of this Committee to do its work. Your responses, by
contrast, lumped together all questions from a given topic and attempted to respond with
generalities about that topic. Your responses, in short, were inadequate. Please answer
each question asked of you, including the resubmitted questions, separately, fully and
specifically.

1. What legal or other considerations led Kazaa to incorporate in Vanuatu?

2. Did you consider incorporating in the United States? Why did you not incorporate in
the United States?

3. Did the desire to avoid legal liability of any type play any role in the decision to
incorporate in Vanuatu?

4, How many people does Kazaa employ? Where are these employees located, and
what functions do they serve?

5. What percentage of Kazaa employees work in Vanuatu?
6. Your product has serious and far-reaching conscquences in the United States. Would
you accede to the jurisdiction of the federal, state, and municipal courts of the United

States for all purposes, including the attachment of property?

7. Would you agree to incotporate in the United States?
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8. As Imentioned to you at the September 9 hearing, 42 U.S.C. § 13032 states that
entities “engaged in providing an electronic communication service or a remote
computing service to the public, through a facility or means of interstate or foreign
commerce” are required to report all cases of child pornography to the National
Center for Missing and Exploited Children. You stated that you did not believe
Kazaa was covered by this statute. Please explain why you believe that this language
does not cover Kazaa.

9. Would you agree to abide by the reporting requirements of section 13032, regardless
of the formal applicability of the statute?

10. I understand that you install on your users’ computers software that tracks their
activities online and puts advertisements on their hard drive, based on the information
that this software collects about the individual user. If Kazaa does not do this now,
has it ever done this? If there has been a change, why did the change occur?

11. How exactly does your company produce revenue? Please describe all sources of
revenue and describe how any advertising works on Kazaa.

12. Does any advertising software on Kazaa collect any personal information about the
user? If it does not do this now, has it ever done this? If there has been a change,
why did the change occur?

13. If any advertising software did or does collect information about the user, does it
collect information that would lead on to receive advertisements for pornography?

14. Does Kazaa sell any advertising space to pomography services?

15. Is there any way you can assure advertisers that their ads will not show up on the
same screen as child pornography?

16. Do you make your advertisers aware of the fact that their ads very well may be
running alongside pornography?

17. Is there any way you can assure your advertisers that their advertisements will not be
interspersed with advertisements for pomography?

18. Is it technically feasible to give your users the ability to “tag” child pornography, so
that law enforcement can find it easily and others can recognize it when they see it,
and filter it out?

19. Will Kazaa add a one click function to allow users to report child pornography to the
National Center for Missing and Exploited Children when they see it on your
network?
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20. Will Kazaa agree to give law enforcement authorities and the National Center for
Missing and Exploited Children access to you network to monitor it for child
pomography?

21. You contended at the September 9 hearing that the number of reported cases of child
pomography on your network is small, but the recent Government Accounting Office
report states that child pornography is prevalent on your network. Unlike other forms
of distribution, your software makes it difficult for parents to monitor the content
made available to their children, and difficuit to get identifying information about the
person offering it. Would you agree that these two factors explain the difference
between the vast amount of pornography, child and otherwise, found by the GAO,
and the low number of reports you cite? If you disagree, how would you explain the
difference between your testimony and the findings of the GAO?

22. You make it more difficult for parents to keep their children off of your network, by
designing your network to go around firewalls. This capability seems designed to
thwart people’s efforts to keep Kazaa out of their homes and off their networks. What
legitimate purpose, if any, does this aspect of Kazaa’s design have?

23. Is there any other information of which the Committee should be aware concerning
this problem?

Page Break
Resubmitted Questions

For each of your answers, please indicate whether or not the answer will change
in the new version (version 2.5) of Kazaa Media Desktop (“KMD™). For answers
that will change, or that have changed, with the release of a new version of KMD,
please indicate what your answer is for each of the versions. For answers that are
different for Kazaa, KMD, Sharman Networks, or Altnet, please indicate what
your answer is for each of these entities. Please do so even for questions that
specifically name one of these entities. If you use any term of art, please define
that term of art.

L General

1. Do you agree that Kazag, as the world’s most popular peer-to-peer
software, has an obligation to propagate a product that neither threatens a user’s privacy,
nor circumvents the various legitimate tools that people use to keep certain kinds of
software and activities off of their systems?
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II.  Inadvertent File-sharing

The amount of inadvertent file-sharing that is occurring on Kazaa is disturbing.
Your software apparently is leading many of its users to share materials that they almost
surely would not knowingly share with the millions of other Kazaa users.

1. Does Kazaa in any way encourage users inadvertently to share personal
information, and what steps is Kazaa taking to stop inadvertent file-sharing?

2. 1 understand that most people who have looked into this agree that this
problem is created by misleading information in Kazaa’s user interface. In fact it appears
that your setup program is designed to encourage users to make the user’s personal
documents available to the public. Your setup window entitled “File Import,” for
example, is where the user decides which folders to share. Nowhere does this window
tell the user that if a folder is selected, every file in that folder will be made available,
whether it is an audio file, or a tax return. Also, in this window the “Search Wizard”
option is highlighted, presumably to encourage the user to select it. This option
automatically searches every drive available to a user’s computer, and makes available
any folder that bas even one media or image file in it. This option is responsible for
much of the inadvertent sharing of personal information on Kazaa. Why does Kazaa
share every file in a folder with just one “qualifying” file in it?

3 Why does Kazaa not inform its users that, if a folder is selected for
sharing, that in fact every file in that folder will be shared?

4. Why is the Search Wizard option highlighted, and by highlighting it, is
Kazaa not encouraging users to give up their privacy, whether they know it or not?

5. One important aspect of the “Import File” window is not readily apparent
to the user. Even though the Search Wizard is automatically highlighted, the default
setting is actually not to use that option. Neither is the default the other option visible in
this window. If the user simply clicks “OK,” in this window he or she actually getsa
third option. This is at best confusing, at worst deceptive. The standard practice in
windows such as this is that the highlighted option is the one you would get if you click
“OK.” It is even more confusing if clicking on “OK” gives the user an option that is not
even listed in that window. By deviating from the standard in this way, Kazaa is able to
make many users think the Search Wizard is the default. It also allows you to claim that
the “default” setting does not make personal files available, when in fact your software is
geared to encourage users to do exactly that. Why does Kazaa deviate from the standard
manner of informing the user what the default option will be in setting up file-sharing?

6. Why does Kazaa recursively search a user’s drive for qualifying files, and
make the entire contents of those folders available? Why does Kazaa not inform its users
that it does this?

7. Why does Kazaa not allow its users to tumn recursive searching off?
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8. In the “File Import™ window of KMD’s user interface, if the user chooses
to take matters into their own hands and specify which folders will be shared, the user
interface again is misleading. The window entitled “Browse for Folder” says that the
user is choosing a “folder” for sharing, but does not inform the user that all of the folders
selected and any sub-folders, plural, will also be shared. It also does not inform the user
that by selecting a folder as the Download Folder, that folder also becomes the “upload
folder,” which is to say that every file in that folder will be available for sharing by
everyone else on the network. Given the propensity for error in file-sharing, why does
Kazaa use this misleading language?

9. When a user selects C:\ as the download directory, that will typically share
the entire hard drive. If the C drive is chosen as the download directory on startup, Kazaa
understandably warns the user about this, but if the download directory is later changed
to the C drive, Kazaa does not warn the user, and in fact the sharing of the entire drive is
not apparent in Kazaa’s Folder Select window. Why does Kazaa not warn users when
they change their download directory to share the entire hard drive, and why is the fact
that a drive is being shared not apparentr in the Folder Select window?

10.  In other ways Kazaa makes it difficult or burdensome to limit the sharing
of files. For example, whereas an entire folder can be shared automatically if the Search
Wizard finds just one qualifying file in that folder, to disable sharing the user must
proceed file by file. Why does the My Media folder not allow users to stop sharing
folders, but rather require that they disable sharing individually on a file-by-file basis?

11, One way users could be made aware of inadvertent file-sharing is if they
could see that certain of their personal documents had been uploaded by others, KMD
effectively prevents the user from discovering this, however, by “erasing” the transfer file
interface each time the program is restarted. Given the fact that this is one of the few
ways a user can tell what files have been uploaded from his or her computer, why does
this not make it needlessly difficult for a user to keep track of his or her personal
information?

12. At least one recent study has shown that the typical KMD user is in fact
misled by Kazaa’s user interface. Nathaniel Good and Aaron Krekelberg studied 12
individuals, 10 of whom had used file-sharing programs in the past, and all of whom
spent considerable amounts of time on a computer. Those 12 went through Kazaa’s
entire interface. In the end only 2 of the 12 could tell which folders were being shared.
The other 10 could not. Do you feel that 10 out of 12 users making an error that could
seriously compromise their privacy is an acceptable number?

13. KMD'’s default settings seem to encourage the inadvertent sharing of files
in other ways as well, For example, one default setting launches KMD when the
computer starts. In fact, the default setting that achieves this seems purposefully worded
so as to confuse the consumer. The option listed next to it is simply “family filter’”: in
this option if the box is checked, the family filter is on. If it is unchecked, the family
filter is off. The other option in the group is “Launch Kazaa Media Desktop after
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installation™: if this is selected, KMD starts afier installation. Both of these are very
straightforward. The last option is different in syntax and logic. It reads, “Do not start
Kazaa Media Desktop when the Computer starts.” This asks the user to decipher two
negatives, and figure out that to keep Kazaa from offering constant access to personal
files the entire time the computer is on, the user must check this box. Moreover, the
option appears right beneath an option that creates a quick launch button for KMD,
further implying that some action is required on the user’s part before KMD will launch.
Why does the auto-launch option deviate from the straightforward wording of the other
options, and why is the default setting that Kazaa will start when the computer does?

14.  Inthe “My Kazaa” window, there is an option, already checked, called
“Launch Kazaa Media Desktop automatically.” Does this option mean that KMD will
launch automatically the first time, afier installation, or does it mean that KMD will start
automatically every time the user’s computer is turned on? If this option is effectively
the same as the option described above (which launches KMD on computer startup), this
could lead to confusion. In the case of a conflict between the user’s responses to these
two seemingly identical options, which option will take precedent?

15.  Another KMD default is that sharing is enable on launch. Most KMD
users presumably would like to control the amount of information they are sharing. Of
course, they would also like to have access to as many different files as possible on the
network. You have deliberately struck this balance strongly in favor of maximizing the
amount of information available. You have done this in many of the ways listed here, but
perhaps most strikingly by the simple fact that KMD’s default setting is to share files, not
protect them. What factors went into the decision to make sharing files the default
setting?

16.  Kazaa strongly encourages its users to make their computers and their
bandwidth available for use by the Kazaa Network. In particular, KMD encourages users
to serve as supemodes and to allow the maximum use of their bandwidth in the service of
the network. The “advanced” tab of the KMD Options suite leaves the maximum
bandwidth available for other users to downioad files from the user’s computer, allows
the user to function as a supernode, and selects “optimal” bandwidth when the computer
is idle. Unlike all the other options, KMD tells the user only to change these default
seitings if the user “know[s] what they mean.” If understanding these options is so
important before changing any of them, does Kazaa explain these options to its user?
Where does Kazaa offer an adequate explanation? Why does Kazaa specifically wamn the
user to retain these defaults, but not the others?

17.  KMD users ofien find files by doing what is known as a keyword search,
which will return any files that contain the word or words the user wants. However, once
a file is found on a particular computer, an individual can do a search of everything on
that computer, regardless of its subject. This makes Kazaa a powerful tool to discover a
great deal of information about another user. At the same time, this function does not
seem to greatly enhance an individual’s ability to search for files related to a particular
topic. For instance, if you type in the word “resume,” and find someone’s resume
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available, you can then select that person and get all of their files, including financial
information like tax returns and medical documents. In light of the massive potential for
misuse, why does Kazaa offer this function, and what is Kazaa doing to limit this type of
data mining?

18.  Why does Kazaa require its users to offer Kazaa for download, as opposed
to uploading the program to those who would like to install it? Was any legal
consideration taken into account in deciding to have current users offer the software for
download?

III.  Firewalls and Security

Firewalls are important tools that allow parents to keep their children safe from
online materials they have deemed harmful. They also allow network administrators to
maintain some control over what activities take place on their network. Universities and
government agencies use firewalls extensively to protect against unwanted sharing of
sensitive information, and to keep programs that use a great deal of bandwidth from tying
up their systems.

One common form of firewall controls access to a computer or network by
limiting the ports that are available to the outside world. Port 21, for example, is a file
transfer protocol port. Port 80 is the standard world wide web port, and so a firewall that
intends to prevent file transfer protocol information from entering or leaving a system
would block port 21, but would leave port 80 open. Because world wide web access is so
important, even in the most restrictive firewalls it is almost always left open.

KMD uses the fact that port 80 is traditionally left open to get around this type of
firewall. The window entitled “Kazaa Media Desktop Options” defines the ports that
Kazaa will use fo share information. Port number 1560 is the default port. But the
default is that port 80 is the altemative port if port 1560 is blocked. This means that
Kazaa is almost completely immune from pori-blocking firewalls because so few will
block port 80. In effect, if an administrator or a parent wants to stop Kazaa, he or she
must block the Internet entirely or use a more complex and expensive form of firewall.

1. Why is port 80 chosen as the alternate port?

2. Did the fact that port 80 is left open by most firewalls play any role in
Kazaa’s decision to use that port as the alternate?

3 Does Kazaa have any other functions or attributes that allow it to
circumvent any security measures?
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4. What steps is Kazaa taking to respect the rights of parents and network
administrators to use firewalls effectively?

IV. KMD’s End User Licensing Agreement

I have a number of questions about the manner in which KMD’s End User
Licensing Agreement (“EULA") informs KMD users of their rights and responsibilities,
as well as the dangers of using KMD.

1. The EULA states that “if you are a minor you will become eligible to use
Kazaa Media Desktop upon your parent or guardian reading and accepting the terms of
this License.” Why does Kazaa not state explicitly that minors may not accept the
EULA, and why does Kazaa not confirm the age of the individual who agrees to the
EULA, in light of the fact that there are relatively simple ways of doing so, such as
requiring credit card information?

2. The EULA states that “your rights under this license will terminate
immediately and without prior notice if: you violate any term of this license, including
violating any applicable laws or rights of any third party including the intellectual
property rights of any such third party. You may be subject to legal action if you
continue to use the Kazaa Media Desktop in violation of this License.” Why does the
EULA terminate under these circumstances? Has Kazaa ever taken any action under this
provision of the EULA?

3. Why does Kazaa place four different sets of important terms, including the
EULA, the privacy statement, adware and spyware, and usage of resources information ,
in one window, as opposed to encouraging the user to consider each of these important
documents separately?

V. KMD'’s Privacy Statement

1. KMD’s Privacy Statement states that, although KMD will occasionally
request personal information about its users in furtherance of surveys or contests. It
states that “[cJontact information will be shared with the contest or survey sponsors to
notify the winners and award prizes or otherwise in accordance with the Terms and
Conditions of each competition or survey.” This implies that the primary use of the
information collected will be to notify winners. Is it typical that the information is used
only to notify winners, or are other uses common?

2. You state that “Usage of a cookie is in no way linked to any personally
identifiable information while on our site or using KMD.” Are the cookies you install
ever linked with personally identifying information?
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3. You state that “Sharman Networks has no ability to supervise, control or
know your activity.” Does this statement include information collected by the
adware/spyware that Kazaa installs? Does it include such content restrictions as the
family filter? When Gnutella left the Sharman Networks, you forced Gnutella users off
of your network by pushing an update to the other Sharman users, but not Gnutella users.
Would the ability to remove a user from the network be included in “supervision or
control” of usage?

4, KMD states that “[u]sers are given the opportunity to ‘opt-out’ of having
their information used for purposes not directly related to our site at the point where we
ask for information. For example, the KMD options screen has an ‘opt-out” mechanism
so users who don’t want any marketing material, can keep their email address off our
lists.” In fact, may a user opt out of the installation of the adware/spyare that collects
user information? Does choosing not to give one’s email address actually prevent the
receipt of “marketing material”?

5. KMD states that “Other users may download files that you have stored in -

the My Shared Folder and other folders you have specifically selected to be shared.”
Does this adequately describe the availability of folders that have been found by the
search wizard? Does it adequately describe the effect of recursive searching?

6. KMD states that “the Cydoor component uses your Internet connection,
which was designed to take up the minimum amount of bandwidth on your line.” Does
this mean that Cydoor was designed to use minimal bandwidth, or that the Internet
connection was designed to use minimal bandwidth?

7. In describing the effect of Cydoor’s storage of banner ads on a user’s hard
drive, KMD states that “[e]ach ad banner on your hard disc is about 10Kbytes,” Why
does KMD not tell the user how many ad banners are stored on a user’s drive at any
given time?

¥Y1. Virus Protection

1. You have stated in the recent Senate Judiciary Committee hearing and in
other testimony that Kazaa offers powerful virus protection and in fact you state that
Kazaa takes “every opportunity to encourage responsible and safe peer-to-peer usage
through user education as well as via the default configuration of the software.” Indeed,
the front page of the KMD website attempts to alleviate a potential users’ security fears.
It states with respect to KMD’s anti-virus software, “once enabled, Bullguard Lite
provides virus protection when using KMD.” However, KMD’s default is for Bullguard
to be turned off. In addition, elsewhere you warn the user not to change the security
settings. Thus, Kazaa actually discourages the user from turning on the virus protection
you have described and on which your users rely. In light of this default setting, KMD’s
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warning not to change it, and the fact that there have been at least eight major virus
outbreaks on Kazaa, does Kazaa adequately protect its users from viruses?

2. Has Kazaa performed any analyses of the propgagtion of viruses over the
network?
3. Does Kazaa take any steps to control or monitor viruses on the network?

Please describe any such steps.

VII. Spyware and Adware

Spyware and adware are data collection software that collect all sorts of
information about the user, like where he or she is going on the Internet, what search
terms they enter, and html content. Spyware is typically defined as software that is
installed on a user’s computer with no notice to the user. Adware is installed with some
notice. T understand that your position is that Kazaa does not install “spyware,” because
there is a reference to this software buried deep within your license agreement. However,
it seems from the license agreement that the user must actually seek out the relevant
information about the programs that Kazaa installs on its users’ computers. In addition,
the software you install is set to run the entire time a user is on his or her computer, not
just when they are using Kazaa.

1. Why does KMD not explain in clear terms what the user is agreeing to,
and what this software will do?

2. Why does KMD not explain how difficult it will be to remove the
spyware/adware?

3. What steps is Kazaa taking to ensure that users can quickly and easily
uninstall this software?

4. Why does KMD not explain that the spyware/adware continues to run
even when Kazaa is not running?

5. WhenU.com, the distributor of SaveNow, one of the spyware/adware
programs that are automatically installed with Kazaa, is explicitly not available to those
under 13 years of age. Since Kazaa requires the installation of a WhenU product in order
for it to be launched, Kazaa in effect requires that its users be at least 13 years of age.
Nornetheless, Kazaa does not require proof of age. Do other applications that bundle
SaveNow require a proof of age?

6. What methods of proof of age are feasible?
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7. The End User License Agreement requires the user to égree 1o accept any
future updates or upgrades to the software. How does Kazaa and/or WhenU update or
upgrade the software once it is installed on a user’s computer?

8. Is this method of updating or upgrading feasible for updating or upgrading

the software the KMD software? Are update or upgrades performed in the same manner
for KMD and the adware/spyware that comes bundled with KMD?
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QUESTIONS FOR WITNESSES FROM SENATOR LINDSEY GRAHAM

"PORNOGRAPHY, TECHNOLOGY, AND PROCESS:
Problems and Solutions on Peer-to-Peer Networks."

SEPTEMBER 9, 2003

Questions for Mr. Morris.

1. Sharman Networks, through Altaet, is a commercial distributor of pornography. What
wamings or procedures have you installed that ensure that pomography is only available
to adults? Do you consider these measures adequate?

2. What responsibility is KaZaA willing to take, above and beyond what they are already
doing at this time, to protect children, their primary users, from harmful adult
pornography and illegal child pornography?

3. What is your opinion on the following proposals to limit P2P pornography distribution
to minors?
- Requiring off-network notice to parents of the pornography threat to their children.
- Simplified “uninstall” procedures.
- Allowing users to decline "supernode” status for their computers.
- Requiring P2P services to maintain an agent for service of process in the US.
- Network recognition of *do not install” beacons.

4. Do you think KaZaA and Sharman Networks’ other businesses have duty to protect
children using their service? Do you think you have done everything feasible to meet
that duty?
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United States Senate
Committee on the Judiciary
U.S. Senator John Cornyn

Pornography, Technology, and Process:
Problems and Solutions on Peer-to-Peer Networks

Tuesday, September 9, 2003, 2 p.m., Dirksen Senate Office Building Room 226

WRITTEN QUESTIONS FROM SENATOR JOHN CORNYN
For Alan Morris

1. T understand that, although important problems and concerns have indeed been
raised, peer-to-peer (P2P) technology is nevertheless considered by many to be an
integral component of the distributed architecture that is becoming increasingly important
for information management in the 21st Century.

() Could you provide examples or data regarding potentially positive uses of
P2P technology?

(6)  To what extent are P2P software sellers able to track individuals who use
their sofiware? Please describe how such tracking could work.

1. Can you tell me what specific actions your company can take in the future to
prevent children from sharing illegal files, whether they are pornographic or copyright
protected material? Please provide specific, concrete proposals.

1. The “fair use” doctrine of copyright law gives consumers a certain amount of
flexibility to use copyrighted materials they legitimately possess, without risk of lability
for copyright infringement. Does that doctrine apply, however, to materials that have yet
to even be released to the public? Under what conditions, if any, would it even be
possible for ordinary consumers to lawfully possess such “pre-release” materials?
Should the NET Act, Pub. L. No. 105-147, 111 Stat. 2678 (1997), be amended, so that
any reproduction or distribution of “pre-release” material shall constitute per se
infringement under 17 U.S.C. § 506(a)(2)?
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Written Questions from Senator Leahy
to Witnesses at the Hearing on Peer-to-Peer Networks
Senate Committee on the Judiciary
September 9, 2003

Questions for Cary Sherman

1. What considerations did you take into account when you supported the subpoena
provisions that were eventually embodied in section 512¢(h)?

2. What steps do you take before issuing an information subpoena pursuant to 512(h)?
How can we know that your clients request this information only when they
reasonably need to do so?

3. Is there any way the parties can come together, as they did in 1998, to work out terms
for the issuance and response to 512(h) subpoenas, that would satisfy everyone, and
respect the privacy rights of individual customers? Could the parties agree to give
notice to the subscribers that their information is being requested, so that the
subscribers could fight the subpoena if they wished?
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Senator Saxby Chambliss
Written Questions for Witnesses at September 9, 2003 Hearing
Senate Judiciary Committee
"Pornography, Technology, and Process: Problems and Solutions
on Peer-to-Peer Networks.”

Questions for Cary Sherman
President, Recording Industry Association of America (RIAA)

Q. How is RIAA deciding whom to sue? What suits have been brought to
date? How many suits are you planning to file?

Q. Have you contacted the people who were subpoena targets? How many
of them? What means of communication have you used? Can you share
whether anyone responded in a manner such that RIAA felt they did not
need to sue?
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United States Senate
Committee on the Judiciary

U.S. Senator John Comnyn

Pornography, Technology, and Process:
Problems and Solutions on Peer-to-Peer Networks

Tuesday, September 9, 2003, 2 p.m., Dirksen Senate Office Building Room 226

WRITTEN QUESTIONS FROM SENATOR JOHN CORNYN

For Cary Sherman

1. It is my understanding that, historically, the RIAA has expressed concerns that it
would violate federal antitrust law for music labels to coordinate their efforts to combat
Internet piracy and to promote online musiec solutions. In your view, are such antitrust
concerns in fact valid? Would it be appropriate for Congress to craft an antitrust
exemption to promote such coordinated efforts?

1. The “fair use” doctrine of copyright law gives consumers 2 certain amount of
flexibility to use copyrighted materials they legitimately possess, without risk of liability
for copyright infringement. Does that doctrine apply, however, to materials that have yet
to even be released to the public? Under what conditions, if any, would it even be
possible for ordinary consumers to lawfully possess such “pre-release” materials?
Should the NET Act, Pub. L. No. 105-147, 111 Stat. 2678 (1997), be amended, so that
any reproduction or distribution of “pre-release” material shall constitute per se
infringement under 17 U.S.C. § 506(a)(2)? '

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00108 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.058



VerDate Aug 31 2005

101

SUBMISSIONS FOR THE RECORD

Statement of William Barr
Executive Vice President and General Counsel
Verizon Communications

Before the United States Senate
Committee on The Judiciary

Pornography, Technology and Process: Problems and Solutions on Peer-to-Peer Networks
September 9, 2003

Mr. Chairman and members of the Committee, thank you for inviting me here today to

discuss this important issue.

We at Verizon recognize the legitimate interests of copyright owners and the threats to
those interests that are posed by the misuse of new technologies, including peer-to-peer software.
Verizon remains committed to working with the copyright community to find solutions to these
issues that result in effective protection for intellectual property, without placing substantial
burdens on Intemet service providers or violating the privacy and First Amendment interests of
their subscribers. Back in 1998, Verizon and other service providers agreed in the Digital
Millennium Copyright Act (“DMCA”) to conduct voluntary industry negotiations aimed at
developing “standard technical measures” (also known as digital rights management tools), to
protect copyright works from online infringement.' The copyright community has never
accepted our offer to begin those negotiations and to work cooperatively toward a technical
solution to this problem. In the end, as in the area of VHS recordings and cable television access

to broadcast programming, Verizon believes that appropriate technical and legal solutions will be

117 US.CS126)(1) & (2).
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found. As discussed in detail below, the district court’s misreading and misapplication of the
Section 512(h) subpoena power is not that solution.

As an Intemet service provider, Verizon promptly takes down infringing material that
resides on our system or network in response to requests from copyright owners and we have
strict policies against infringement of copyrights. Verizon also promotes legitimate pay music
sites such as MP3.com and Rhapsody as part of its ISP service. We will continue to work with
copyright owners to marry the power of the Internet with the creative genius of content providers
through new business relationships and licensed websites that offer music, video, and other
proprietary content to the over 100 million Internet users in this country. Verizon believes that
lawful and licensed access to quality content is essential to the continuing development of the
Internet in general and broadband in particular, and we are committed to exploring technological
and other solutions so that copyright ownefs may enjoy the fruits of their labors and Intemnet .
users will have access to a rich array of digital content.

However, the answer to the copyright community’s present business problems is nota
radical new subpoena process, previously unknown in law, that un-tethers binding judicial
process from constitutional and statutory protections that normally apply to the discovery of
private data regarding electronic communications. Verizon believes that the district court was
wrong in concluding that Congress authorized such a broad and promiscuous subpoena
procedure in the DMCA—but whatever the courts ultimately conclude on this issue-the
subpoena power endorsed by the district court is not an effective remedy for copyright holders
and has great costs in terms of personal privacy, constitutional rights of free expression and

association, and the continued growth of the Internet.
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As interpreted by the district court, this subpoena provision grants copyright holders or
their agents the right to discover the name, address, and telephone number of any Internet user in
this country without filing a lawsuit or making any substantive showing at all to a federal judge.
This reading of the DMCA accords truly breathtaking powers to anyone who can claim to be or
represent a copyright owner; powers that Congress has not even bestowed on law enforcement
and national security personnel. It stands in marked contrast to the statutory protections that
Congress has enacted in the context of video rentals, cable television viewing habits, and even
the requirements for law enforcement officers to gain access confidential data associated with
electronic communications.

All one need do is fill out a one-page form asserting a “good faith” belief that a copyright
has been infringed and one can obtain identifying information about anyone using the Internet.
There is no review by a judge or a magistrate; the clerk’s office simply issues the subpoena in
ministerial fashion. This identifying information can then be linked to particular material sent or
received over the Internet, including e-mails, web browsing activity, chat room postings, and
file-sharing activity. It is also important to remember that the threshold for a claim of copyright
in any form of expression is extremely low. This subpoena power applies not just to sound
recordings, it applies to the expression contained in an e-mail or posting in a newsgroup, digital
photographs, and even pornographic materials. It has and will be used and abused by parties far
less responsible than the recording or movie industries. In essence, any private party willing to
assert a property right in any form of expression is constituted as their own roving grand jury,
without any of the normal checks and protections that apply to governmental investigations.

Under our constitutional scheme, the issuance and enforcement of judicial process in civil

cases is generally confined to an actual case or controversy and is undertaken under judicial
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supervision. The district court’s reading of Section 512(h) departs from this constitutional
tradition and thus eliminates many of the normal constraints on discovery by civil litigants. The
statute lacks the most basic protections that are applied to the discovery of confidential and
personal data connected with expressive activity. As noted above, the filing that need be made is
truly minimal, and is below the notice pleading standard for the filing of a civil complaint in
federal court. The normal duties to investigate and substantiate a civil claim that apply to the
filing of a lawsuit under the Federal Rules of Civil Procedure do not apply. The clerk’s office
simply rubberstamps these subpoenas in ministerial fashion—with no inquiry into the bona fides
of the party filing the request or the self-interested “belief” that a copyright has been violated.
The individual subscriber, whose identity is at issue, is not even entitled to receive notice
of the subpoena before his or her personal information is turned over to a third party. Thus, the
subscriber, who may in fact be engaged in fully protected speech or association, will have his or
her identity revealed without ever having an opportunity to be heard in court. There is no
opportunity to assert the normal defenses to a claim of copyright infringement—fair use, the
non-protection of ideas, or the fact that material resides in the public domain. Nor is there any
provision for damages or other punishment for wrongfully obtaining or misusing the identity of a
subscriber subject to such a subpoena. It is truly ironic that Congress has placed more
substantial requirements and protections on law enforcement access to confidential information
regarding electronic communications than apply to a private party under this statute.” Given the
substantial privacy protections that Congress built into the DMCA itself, see 17 U.S.C. § 1205

(savings clause for state and federal privacy laws); id. § 512(m) (protection of subscriber privacy

% See, e.g., 18 US.C. § 3121, ei seq. (pen registers and trap and trace devices limited to governmental
personnel upon court order for valid criminal investigation); 18 U.5.C. § 2703 (limits on disclosure of records
pertaining to electronic communications services).
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from monitoring of Internet communications) it is utterly implausible that Congress wished to
create this substantial threat to personal privacy in the subpoena provision contained in the same
statutory scheme.

This combination of unlimited scope, minimal substantive requirements, and lack of
judicial supervision makes both mistakes and intentional abuses of this new power inevitable.
Every time you send an e-mail, browse a website, or join a discussion in a chatroom or
newsgroup, others gain access the numerical IP address that you are using. Armed with this IP
address, anyone to whom you have sent an e-mail, from whom you have received an e-mail, with
whom you or your children have spoken in a chat room, or who operates a web site you have
visited, no matter how sensitive the subject matter, can unlock the door to your identity.

This list is not limited to those with legitimate interests in enforcing copyrights. As
safety and privacy groups like the National Coalition Against Domestic Violence and
WiredSafety stated in our litigation, it opens the door to your identity to people with
inappropriate or even dangerous motives, such as spammers, blackmailers, pornographers,
pedophiles, stalkers, harassers, and identity thieves. In fact, over 92 diverse organizations,
representing consumer and Internet interests, submitted letters to this Committee last week
expressing serious concerns about the privacy, safety, and security of Internet users arising from
the potential misuse of this subpoena process. These include the ACLU, the American Library
Association, the Consumer Federation of America, and the National Coalition Against Domestic
Violence. These groups do not condone copyright infringement rather, like Verizon, they are
concerned that this subpoena provision will cause great harm to privacy, free expression, and

even personal security of Internet users with little gain in copyright enforcement.
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As Ms. Aftab, from WiredSafety states, “With one broad sweep, the DMCA subpoena
power will frustrate the work of the entire online safety community to arm our children and their
parents with cyber-street-smarts. It won’t matter what they voluntarily or mistakenly give away.
All the information predators need can be obtained far more easily with the assistance of the
local Federal District Court Clerk.” The potential for abuse of this new subpoena power is
limited only by the deviousness of the criminal mind.

Indeed, just since the district court’s ruling went into effect in June, the evidence of
mistakes, potential abuses, and troubling uses of this subpoena power has continued to mount.
SBC recently filed a suit in California against the Recording Industry, a copyright bounty hunter
called “MediaForce” and an entity called Titan Media Group. Titan Media, a purveyor of
pornographic videos over the Internet, sent one subpoena to SBC seeking the names, addresses
and phone numbers of 59 individual subscribers who Titan asserted were infringing its
copyrights in gay pornographic videos by exchanging them over the Internet. Titan eventually
withdrew the subpoena when SBC threatened a court challenge, but the episode highlights the
fact that this new subpoena power applies to anyone who can claim an interest in any form of
expression. In a similar vein, ALS Scan, a purveyor of graphic Internet pornography, has also
used the DMCA notice and takedown process and in fact submitted a declaration in favor of
RIAA’s broad interpretation of the subpoena power in the litigation with Verizon. The potential
for abuse, for invasion of personal privacy, for reputational harm, and even for blackmail is
highlighted by these examples.

The statute does not even require the copyright owner itself to obtain the subpoena, it
may be obtained by an agent of the copyright holder. A whole industry of copyright “bounty

hunters™ has sprung up, enterprises that search the Internet for possible instances of copyright
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infringement spurred on by economic incentives. The use of automated robots, known as “bots”
or “spiders” has also led to a significant number of mistaken claims of copyright infringement.
These bots operate much like the spiders that crawled through buildings in the movie Minority
Report, scouring the Internet in search of file names that look like they match the names of
copyrighted works or artists. Bots are far from perfect. Typing words such as “Madonna” or
“the police” in an e-mail may earn you a DMCA subpoena, because the “bots” cannot distinguish
the legitimate comment or discourse from copyright infringement. In 2001, Warner Bros. sent a
letter to UUNet demanding that they terminate the Internet account of someone allegedly sharing
a Harry Potter movie online. The small text file was entitled “Harry Potter Book Report.rtf.,
with a file size of 1k. The file was not an unauthorized copy of the movie, it was a child’s book
report, but the bot could not tell the difference and such an “investigation” can quickly form the
basis for a DMCA subpoena.

In the past few months, RIAA has already admitted numerous cases of “mistaken
identity.” In one case, RIAA demanded the take down of Penn State University’s astronomy
department’s servers during finals week, based on a claim that it contained infringing songs by
the artist Usher. In fact, “Usher” is a professor’s last name and the file at issue was his own
creation. RIAA later admitted sending at least two dozen other mistaken notices to Internet users
as part of its campaign to warn peer-to-peer file-sharers. And this was before RIAA began its
new campaign sending hundreds of subpoenas for subscriber identity to ISPs across the country.
These chilling examples all sound like excerpts from the book “1984,” except in this case, “Big
Brother” isn’t the Government, it is interested parties armed with their own private search

warramts.
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RIAA’s most recent campaign began in July of this year after the district court’s ruling
went into effect. Despite the pending appeal on this issue, the Recording Industry has chosen to
unleash numerous subpoenas on Internet service providers. Verizon has already received nearly
200 subpoenas, with which we have been required to comply. The Recording Industry alone has
sent well over 1000 subpoenas to service providers across the country, placing a significant
strain on the resources of the clerk’s office of the district court in D.C. and on the subpoena
compliance units at many Internet service providers, including Verizon.?

RIAA now claims that it is entitled to discover subscriber’s e-mail addresses through
these subpoenas and further claims that it may issue these subpoenas from the district court in
Washington D.C., regardless of the location of the service provider or the customer. Obviously,
obtaining the subpoena in a distant forum makes it a practical impossibility for many service
providers and most customers to ever raise any objection to the subpoena. Indeed, Boston
College and MIT successfully fought to quash subpoenas issued out of Washington, D.C. that
were aimed at their students in Massachusetts. SBC has filed a lawsuit in the Northern District
of California seeking to have the entire process declared unconstitutional. Columbia University
is also seeking to quash subpoenas that RIAA has attempted to serve on it issued by the District

of Columbia courts.”

* Indeed, press accounts indicate that the clerk’s office of the district court in D.C. has been overwhelmed
with subpoena requests and has been forced to reassign staff from other judicial duties. See Ted Bridis, Music
Industry Wins Approval of 871 Subpoenas Against Internet Users, Associated Press (July 19, 2003) at 2 (“The
RIAA's subpoenas are so prolific that the U.S. District Court in Washington, already suffering staff shortages, has
been forced to reassign employees from elsewhere in the clerk’s office to help process the paperwork, said Angela
Caesar-Mobley, the clerk’s operations manager.”).

* The Federal Rules of Civil Procedure generally provide for the issuance and service of subpoenas in the
district where the party in possession of the material resides to protect the rights of third parties to contest the
subpoena. See Fed. R. Civ. P. 45(a)(2) & 45(b)(2) (placing jurisdictional and service limitations on district court
subpoenas for the protection of those from whom production is sought), Despite the fact that Congress expressly
provided that the protections of Rule 45 should apply to Section $12(h) subpoenas, see 17 U.S.C. § 512(h)(6), RIAA
has taken the position that it may obtain and serve a Section 512(h) subpoena from any district court in the country.

.8.
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In Verizon's view, Congress never intended to unleash a massive wave of subpoenas on
public and private Internet service providers and their customers. This is not an effective
solution to the very real problems faced by copyright owners, it only creates an additional level
of problems for Internet service providers and chills the free exchange of protected content over
the Internet. The use of the subpoena power in an attempt to create an in terrorem effect over the
entire Internet is both improper and disserves the long-term interests of both copyright owners
and Internet service providers. When Congress enacted the DMCA in 1998, it outlined a set of
carefully crafted take-down duties for material hosted by service providers. Service provider
duties were carefully calibrated to the service providers’ involvement with and control over the
particular material asserted to be infringing. Congress created a subpoena power to identify only
those individuals who were directly linked to specific material residing on the service provider’s
network that could be “taken down.” The language of the of the statute addressing the subpoena
power makes three separate cross-references to notices and procedures that only apply in the
context of material residing on a service provider’s system or network.” The subpoena provision
was never intended to apply to materials residing on the user’s hard drive, such as e-mails,
instant messages, or shared files i.¢., situations where the ISP is serving in a pure transmission or
“conduit” role as described in the statute. By stretching the subpoena power to address a
problem that was not before the Congress that enacted the DMCA, the district court has created 2

Frankenstein monster that Congress never contemplated and that has the potential to cause

(Continued . . .)

Thus, in its view, it could seek a subpoena from the district court in Guam targeting a small service provider in New
England.

5 See 17 U.S.C. § 512(h)(2),(4) & (5). Indeed, the statute provides that a subpoena may only issue if “the
notification filed satisfies the provisions of subsection (c)(3)(A),” id. § 512(h){(4), a provision that only applies in the
context of material residing on a service provider’s system or network. This limitation makes perfect sense in light
of the fact that infringing material available on websites was the principal problem before the Congress that passed
the DMCA in 1998.
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irreparable damage to public confidence in the privacy of Internet communications. Given the
concerns the Congress expressed throughout the DMCA regarding the protection of the privacy
rights of individual Internet users,® Verizon submits this is a clear perversion of Congressional
intent.

Title 1I of the DMCA was designed to protect Internet service providers from copyright
liability in order to promote the growth of the Internet as a medium of political, social, and
economic exchange. But like the telephone itself, that medium depends upon the confidence of
users in the privacy of their communications and communications habits. Every person in this
room believes that his or her private e-mail or web browsing habits can and should remain
private—yet the district court’s erroneous decision in the RIAA matter has turned the DMCA
into a direct threat to that privacy. 1t has also burdened Internet service providers with
responding to thousands of subpoenas. From our own experience, we can tell you that RIAA’s
barrage of subpoenas has diverted and strained our internal resources. This new burden on
service providers—responding to thousands of subpoenas issued in the conduit context—was
never part of the statutory compromise embodied in the DMCA. It also threatens the limited
resources of subpoena compliance units to satisfy legitimate law enforcement requests—as
RIAA bombards service providers with dozens of subpoenas and purports to require responses

on seven days or less notice. The protection of copyright, however legitimate a cause, should

® See 17 U.S.C. §§ 512(m), 1205. See also S. Rep. No, 105-190, at 18 (1998) (*[T)he committee concluded
that it was prudent to rule out any scenario in which section 1201 might be relied upon to make it harder, rather than
easier, to protect personal privacy on the Internet.”). Ironically, the district court’s decision in the RIAA case has
constituted Section 512(h) as a far greater threat to personal privacy on the Internet than any of the fechnological
copyright protection devices that the Committee was concerned about when it included Section 1205 in Title I of the
DMCA.

-10-
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never be raised above law enforcement and national security efforts—efforts Verizon has always
been in the forefront of supporting and cooperating with.

Both the district court in our case and the copyright owners have eschewed a more
measured remedy that has always existed in the law and is used by numerous businesses for
many purposes, the so-called “John Doe” lawsuit. Under this procedure, a judge or magistrate
reviews the merits of a case before a subpoena is issued, and the defendant is given notice and an
opportunity to contest disclosure. The law demands a reasonable investigation of the relevant
facts, ownership of a valid copyright registration, and a complaint filed in compliance with Rule
11. Verizon has successfully used this process to sue unknown spammers who abuse our
network. Despite the Recording Industry’s assertions to the contrary, the filing of a John Doe
lawsuit is much more protective of all parties’ interests than the DMCA subpoena process.

Since RIAA launched its subpoena campaign, the DC Clerk’s Office publicly complained
that its internal resources were being burdened and the clerk’s office had to re-assign new
employees to the fulltime task of processing subpoenas on an ongoing basis, If the district
court’s decision in our case is not overturned quickly, it threatens to turn the Federal courts into
free-floating subpoena mills, unhinged from any pending case or controversy, capable of
destroying anonymous Internet communication, and threatening privacy and due process rights
as well as public safety.

While Verizon firmly believes that this subpoena process and the tactic of targeting
college students, universities, libraries and other individual Internet users is inappropriate and
will lead to serious harms with little gain in copyright protection, Verizon recognizes that a more
comprehensive and long-term solution is necessary. This Committee should promptly call the

interested parties together, to negotiate and establish a balanced process that addresses the

- 11-
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legitimate needs of copyright owners while respecting the fundamental due process and privacy
rights of Internet users, and recognizing the capabilities and limits of Internet service providers
in policing content not under their control. Indeed, this Committee recognized in its report on
the DMCA in 1998 that technological rather than legal solutions constituted the best method of
ensuring the lawful dissemination of copyrighted works in our new networked, digital
environment. See S. Rep. No 105-190, at 52 (1998) (“The Committee believes that technology
is likely to be the solution to many of the issues facing copyright owners and service providers in
this digital age.”). If some form of subpoena power is deemed necessary in conjunction with
technological solutions, it must be more limited and contain substantial protections for both ISPs
and their subscribers. Any compromise should include, among other requirements, notice to
subscribers and an opportunity to defend against such subpoenas, a requirement that all the
elements of copyright infringement be established, that the jurisdictional requirements of the
federal courts be met, and that a judge approve any subpoena prior to its issuance, as well as
penalties for any misuse of the subpoena process, full reimbursement of costs for Intemnet service
providers, immunity for ISPs who provide customer information in response to valid subpoenas,
and protection of confidential subscriber data from publication or other misuse. This Committee
never had an opportunity to address and balance those interests in 1998 because the technologies
at issue simply did not exist. It should do so now before irreparable damage is done to public

confidence in the Internet as a medium of free expression and association.

1 thank the Chair and the members of this Committee for your attention. We look

forward to working with you to resolve this critical issue.

-12-

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00120 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.070



113

TESTIMONY OF

MR. ROBBIE CALLAWAY
Chairman

NATIONAL CENTER FOR MISSING & EXPLOITED
CHILDREN

On

Pornography, Technology, and Process: Problems and
Solutions on Peer-to-Peer Networks

For the

U.S. Senate
Judiciary Committee

September 9, 2003

VerDate Aug 31 2005  14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00121 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1 PsN: CMORC

93014.071



VerDate Aug 31 2005

114

Mr. Chairman and members of the Committee, I am pleased to appear
before you today and express the views of the National Center for Missing
& Exploited Children regarding the issue of Peer-to-Peer networks as they
relate to the distribution of child pomography.

The National Center is intimately involved with the issue of sexual
exploitation of children over the Internet, through its Exploited Child Unit
and the congressionally mandated CyberTipline — the “911 of the
Internet”.

The National Center, in partnership with the Federal Bureau of
Investigation, Bureau of Immigration and Customs Enforcement, U.S.
Secret Service, the U.S. Postal Inspection Service, and state and local law
enforcement in Internet Crimes Against Children Task Forces, serves as
the Nation’s CyberTipline and as the national Child Pornography Tipline.
We ask that individuals contact us with information that will help in our
fight against child sexual exploitation. The information is forwarded to
law enforcement for investigation and review, and, when appropriate, to
the Internet service provider. The U.S. Congress has funded these
initiatives for reporting child sexual exploitation.

Types of child sexual exploitation that the National Center analyzes
include: possession, manufacture, and distribution of child pornography;
online enticement of children for sexual acts; child prostitution; child-sex
tourism; child sexual molestation (not in the family); and unsolicited
obscene material sent to a child.

As of August 24, 2003, the CyberTipline has received over 145,000
reports regarding various types of child sexual exploitation. The
CyberTipline has received 1513 reports regarding child pornography being
traded by Peer-to-Peer users.

Several of these CyberTipline reports resulted in the arrest of those
individuals who were trading sexually explicit images of children.
Interestingly, all of these arrests occurred during 2001 and/or early 2002,
We did not receive any peer-to-peer reports in years 1998-2000, and the
peer-to-peer reports grew five-fold between years 2001 and 2002.
According to NCMEC records, there do not appear to be any CyberTipline
reports during the last year involving Peer-to-Peer networks that resulted
in an arrest. One clear reason exists which explains the reduction in
arrests:

In recent years, peer-to-peer programs have been making it more difficult
to identify the users. In the past, we were able to easily identify offenders
trading child pornography using peer-to-peer programs because their
Internet Protocol (IP) addresses were visible and they were required to
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reveal their email addresses. This is no longer the case. When we receive
peer-to-peer reports to the CyberTipline, it is almost impossible to identify
the perpetrators responsible for trading the illegal files, The anonymity of
recent peer-to-peer technology has allowed individuals who exploit
children to trade images and movies featuring the sexual assault of
children with very little fear of detection,

It is important to mention that while tracking users trading illegal content
on peer-to-peer programs has become increasingly difficult, it is not
impossible. Savvy computer users can use certain commands to attain an
IP address of a user sending a file. Also, several proactive law
enforcement agencies, including Naperville, lilinois’s Detective Mike
Sullivan, have begun to use secondary programs to identify the IP address
of the perpetrator sending the illegal files. However, these programs must
be active at the exact moment of file transfer. Depending on the peer-to-
peer program, if a user accidentally downloads an illegal file, there is no
way for that user to document where the file originated. Considering the
massive amounts of files being shared at any given moment, this
anonymity provides an incredible cloak of security for those criminals
trading images of children being sexually abused.

It is quite likely that the extensive swapping of child pornography images
on peer-to-peer networks would reduce if users knew that recipients of the
images/movies could easily attain their IP address.

As I stated earlier, the National Center has received leads on over 1500
peer-to-peer trades of child pornography. I'd like to now demonstrate the
National Center’s involvement in two cases where there was a successful
resolution from peer-to-peer CyberTipline reports:

On April 19, 2001 the CyberTipline received an anonymous complaint
regarding child pornography being traded on a peer-to-peer network.
During his searches, the caller found a disturbing image that he described
as, "two little girls touching themselves below the waist." According to
the caller, the girls appeared to be approximately 12 years of age.

NCMEC analysts conducted a search of the peer-to-peer network and
found numerous images of child pornography being traded. One
individual trading these images was using an IP address registered to the
University of California — Santa Barbara. NCMEC contacted UCSB
Campus Police.

Subsequently, university detectives, working with the Santa Barbara
Sheriff's Department High-Tech Crime Unit, were able to verify the
existence and location of the offender. A 21-year old suspect was
identified and a search warrant was executed at his apartment located off

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00123 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.073



VerDate Aug 31 2005

116

campus. A forensic search of his computer found numerous child
pornography images. The suspect confessed and the District Attorney's
Office filed felony charges of distributing child pomography on May 17,
2001.

On May 20, 2002, the National Center received a CyberTipline report
referring to a suspect who was trading child pormography through a peer-
to-peer program. This reporting person was highly skilled with computers
and used commands to document the IP address of the person trading the
child pornography images. Using detailed information provided by the
reporting person, it was determined that the suspect had connected to the
Internet from Manhattan, Kansas.

The National Center contacted law enforcement officials in Kansas and
provided them with the documentation of the illegal files being traded
from their jurisdiction. The police apprehended the suspect and charged
him with 500 counts of possession/distribution of child pomographic
material, sexual exploitation of a child, and indecent liberties with a child
involving his own. The suspect admitted to raping, sodomizing and
sexually abusing his daughter.

It is unlikely this predator would have been arrested if a concerned citizen
hadn’t known the correct steps to take when she accidentally received one
of his images. It is troublesome to imagine the number of offenders who
are not reported because the average citizen does not know how to collect
the necessary information. Peer-to-peer program developers could make
great strides in protecting children if they allowed software programs to
allow users to log the origination of files.

A decade ago, FBI Special Agent Ken Lanning, now retired, author of
NCMEC’s major publications in this field, outlined for Congress why
pedophiles collect and distribute child pornography:

To justify their obsession for children
To stimulate their sexual drive

To lower a child's inhibitions

To preserve a child's youth

To blackmail

As a medium of exchange

For profit

N kL

As Agent Lanning noted, molesters use child pornography to stimulate
their own desires and fuel their fantasies for children as sexual partners.
Viewing these images whets the appetite of the molester and serves as a
precursor to his own sexual acts with children. The more frequently a
molester views child pornography, the more he, like his child victims,
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becomes desensitized to the abnormality of his conduct. He can convince
himself that his behavior is normal, and eventually he will need more and
increasingly explicit child pornography to satisfy his cravings. When mere
visual stimulation no longer satisfies him, he will often progress to
sexually molesting live children.

There is compelling evidence that child pornography will cause real
physical, emotional and psychclogical damage not only to those children
involved in the pornography, but potentially to children who are shown
that child pornography, and who are lured into performing sexual acts
because of the reasons that Agent Lanning states, including lowering their
inhibitions.

We will all agree that children who are involved in child pornography are,
by the very nature of the industry, victims of sexual exploitation and
sexual abuse. Ann Wolbert Burgess, of the Boston College Nursing
School, states, “The destructive effects of child sexual abuse can create a
number of long-term probiems for the child victim. Studies of sexually
exploited children indicate a variety of long-term emotional, behavioral,
social, and sexual problems. Symptoms include physical problems of
headaches, stomachaches, and sleeping and eating disorders;
psychological reactions of fear and anxiety, depression, mood changes,
guilt, and shame; social problems of school truancy, declining grades, and
fighting; and sexual problems, such as heightened sexual activity,
compulsive masturbation, exhibitionism, and preoccupation with sex and
nudity. Running away from home, adolescent prostitution, suicide
attempts, substance abuse, gender identity confusion, sexual dysfunction,
and socially deviant behaviors have also been identified as possible
consequences of untreated childhood sexual abuse.”

To summarize, the National Center believes the use of peer-to-peer
networks for the distribution of child pornography is a growing problem.
We suspect that there is an increase in distribution as pornographers look
for lower risk avenues where the possibility of being identified is less.
Law enforcement faces numerous challenges including:

. There is no central database of files nor organized network
. There are no centrally-held logs on these systems to record activity
. Most of the popular file-sharing programs are free so there is no

subscriber information available upon subpoena to determine the user’s
true identity

. These are dynamic systems where content and users change very
rapidly. This often requires law enforcement officers to be online at the
moment the offense occurs.

. Individuals from all over the world use these peer-to-peer
programs.
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The National Center’s CyberTipline is the nation’s primary vehicle for
reporting sexual exploitation of children, and we would be interested in
playing an even larger role than we currently do.

Idon’t have an answer today on how to combat the all-pervasive problem
of trading illegal child pornography on the Intemnet, but I thank you, Mr.
Chairman, for calling this hearing to order to begin dialogue on this
problem. We look forward to continuing a discussion and analysis of
distribution of child pornography on the Internet via peer-to-peer
networks.
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U.S. Department of Justice
Office of Legislative Affairs

Office of the Assistant Attoeney Generad Haskington, DC. 20830

April 8, 2004

The Honorable Patrick J. Leahy
Ranking Minority Member
Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Senator Leahy:

This letter 1s in response to your letters of September 3, 2003, October 10, 2003, and
March 8, 2004, to the Attorney General. In your letters, you asked for the views of the
Department of Justice (the “Department”) regarding whether 42 U.S.C. § 13032 (the “Statute”) is
applicable to Internet Peer-to-Peer (P2P) networks, You also rejterated your concem that the
Department has not yet issued regulations implementing the Statute.

In response to the first issue, the term "network” in the P2ZP context generally does not

* connote a central authority with oversight over file sharing transactions, but rather, simply means

a series of individual computers sharing files with one another at any given moment. As a result,
it is unclear whether the distributors of the software that allows individuals to share files on their
computers (such as KaZaA) have any specific knowledge of, involvement in, or control over this
activity. So far as the Department is aware, these software distributors do not provide “electronic
communications services” or “remote computing services” as those terms are statutorily defined,
see 18 U.S.C. §§ 2510(15), 2711(2), and, therefore, do not fall within the mandate of the Statute.
Moreover, even if P2P software were technologically capable of allowing its manufacturers to
monitor the activities of their users, and even if the manufacturers qualified as providers of
electronic communications services or remote computing services, the Statute specifically states
that providers have no duty o monitor the content of their users’ communications. See 42 U.S.C.
§ 13032(e).

In that the "networks" in the P2P context generally consist of ordinary citizens trading
files, those individuals also do not fall within the mandatory reporting statute. Nevertheless,
citizens do report the presence of child pormography on the Intemnet to the National Center for
Missing and Exploited Children's (“NCMEC’s”) Cyber Tipline, though this is purely voluntary.
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The Honorable Patrick J. Leahy
Page 2

In regard to the second issue that you raise, the Attorney General is authorized to
designate the Jaw enforcement agencies to which reports may be forwarded by NCMEC, but the
statute does not authorize implementing regulations to impose duties on Internet service
providers (“ISPs”). See 42 U.S.C. § 13032(b)(2). Accordingly, the regulations can suggest, but
not require, that ISPs report suspected violations in specific ways. The vast majority of large
1SPs with whom the Department has consulted have indicated a desire to implement reporting in
the manner most useful to NCMEC and the law enforcement community. The Department has
been working with NCMEC, the Federal Bureau of Investigation, the Department of Homeland
Security’s Bureau of Immigration and Customs Enforcement, the United States Secret Service,
the United States Postal Inspection Service, and the major ISPs to achieve consensus on the
reporting protocols. This is a time-consuming process, particularly because of the technical
constraints of both the individual ISPs and NCMEC, that necessarily dictate the limits of any
reporting protocol. The Attorney General published the initial designation of four law
enforcement agencies to which NCMEC should forward reports on November 4, 2003. See 28
C.FR. 8L.11 et seq. As the Department gathers a consensus on a more comprehensive set of
guidelines both for IPSs repornting to NCMEC and for NCMEC’s reports to law enforcement, the
Department will publish these operating guidelines. The Department appreciates the support of
the ISPs in this endeavor and expects to be able to develop a consensus protocol.

We trust that this information is helpful to you. Please feel free to call upon us if we may
be of additional assistance.

Sincerely,

Wllw & Wisd Mo,

William E. Moschella
Assistant Attorney General

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00128 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.078



121

Page 1 of 3

Statement
United States Senate Committee on the Judiciary
< £ Technol Process: Problems and

September 9, 2003

The Honorable Orrin Hatch
United States Senator , Utah

Statement of Chairman Orrin G. Hatch
Before the United States Senate Committee on the Judiciary

Hearing on

“Pornography, Technology, and Process: Problems and Solutions on Peer-to-Peer Networks”

In this hearing we continue our examination of an explosively popular and promising technology,
which counts among its users millions and millions of teens and pre-teens worldwide: peer-to-peer
file sharing networks.

At our last hearing on peer-to-peer networks, we examined some of the personal and institutional
security risks associated with P2P usage. Today’s hearing focuses on a different set of issues — and the
questions they raise — that are equally pressing.

The first panel will address an issue that is very deeply disturbing to me, and T know to other
lawmakers as well: the presence on peer-to-peer networks of enormous quantities of pornographic
materials, including child pornography, and the great risk of inadvertent exposure to these materials
by young P2P users. This is an issue of critical importance to parents, who must be educated about
these risks and equipped to control or eliminate them.

The second panel will address the information subpoena provisions of the Digital Millennium
Copyright Act, and I will have more to say about that issue after we hear from our first panel.

1 know that we here in Congress, along with all upstanding Americans, agree on this: Child
pornography is inherently repulsive, inherently victimizing, and intolerable in any form. It is both an
effect and cause of sickness: perverts and pedophiles not only use child pornography to whet their

http://judiciary.senate.gov/print_member_statement.cfm?id=902& wit_id=51 3/31/2004
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sick desires, but also to lure our defenseless children into unspeakable acts of sexual exploitation.

My commitment, Senator Leahy's commitment and this Congress’ commitment to eradicating child
pornography was evident in the passage of the PROTECT Act, which Senator Leahy and I co-
sponsored.

As we are about to hear, peer-to-peer networks provide a new and growing means for distribution of
these disgraceful materials. They also pose unique challenges for law enforcement trying to combat
child pornography and unique and unacceptable dangers to our children.

The following video presentation conveys the depth and urgency of these dangers. So I would like to
complete my opening remarks with a showing of this video, which was produced by the RIAA, in
collaboration with the Suffolk County, New York District Attorneys Office, which is represented here
today, the Los Angeles Council on Child Abuse and Neglect, and Media Defender, a security
company that has testified repeatedly before Congress and this Committee.

I should warn you that some of the language in this video is graphic, and the content is disturbing, but
this is what our children are witnessing on peer-to-peer networks and we need to know about it. An
edited transcript will be prepared for the record.

VIDEO PRESENTATION

Our second panel will address the ISP-subpoena provisions of the Digital Millennium Copyright Act,
a critical part of a compromise that this Committee helped negotiate between the content and
technology industries. This compromise was intended to permit both the development of Internet
services and the enforcement of copyrights on the Internet.

This compromise is now codified in Section 512 of the Copyright Act. Section 512 creates so-called
safe-harbor provisions that protect Internet service providers from secondary liability for copyright
infringement. These safe-harbors protect ISPs regardless of whether their systems act as conduits,
locators or hosts for infringing materials posted by third parties.

hitp://judiciary.senate.gov/print_member_statement.cfm?id=902&wit_id=51 3/31/2004
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In exchange for these safe-harbors, Section 512 requires ISPs to provide specific assistance to content
creators alleging that someone is using ISP services or systems to host, locate, or transmit infringing
content. For example, Section 512 can require an ISP to remove allegedly infringing materials hosted
by the ISP or to identify an allegedly infringing customer in response to a subpoena under Section 512
(h). Recently, the subpoena provisions of Section 512(h) came under scrutiny when they were
invoked by content creators trying to identify individuals allegedly trading infringing materials over
peer-to-peer file-sharing networks.

Our second panel consists of three panelists who will discuss the legal and policy implications of the
subpoena provisions that underlie both the Section 512 compromise and our broader system for
reconciling copyright and the Internet. Mr. Cary Sherman is the President of the Recording Industry
Association of America; his organization has served Section 512(h) subpoenas to obtain identifying
information about individuals alleged to have trading infringing music files over peer-to-peer file-
sharing networks. Mr. William Barr is the General Counsel of Verizon; his company provides ISP
services and has received Section 512(h) subpoenas. Our last panelist, Ms. Marybeth Peters, is the
Register of Copyrights; she brings to this narrow but important dispute about Section 512¢h)
subpoenas her unquestioned expertise with the broader issues of law and policy that underlie both the
DMCA and the Copyright Act. She as also been gracious enough to help us streamline this large
hearing by agreeing to appear on the same panel as our private-party witnesses and agreeing to go last
in order to provide some perspective on the views of the two preceding litigants.

#i#

http://judiciary.senate.gov/print_member_statement.cfm?id=902&wit_id=51 3/31/2004
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University of Utah
Peer-to-Peer File Sharing

Stephen Hess
Associate Academic Vice President for Information Technology
Office of Information Technology
University of Utah

September 9, 2003
Qverview

The University of Utah is the oldest university west of the Mississippi, offering 75 undergraduate
degree programs, along with more than 38 teaching majors and minors, and over 90 graduate
majors. The University is ranked among the top 35 research institutions in the nation with
particular distinction in medicine, genetics, and engineering.

2002 Fall Semester enroliment was 28,000, Of these, 86% are “resident” students. 44% of the
“non-resident” population consists of international students. Less than 1% of the students live on
campus in apartments and dormitory facilities.

Importance of Information Technology and Networks

The University of Utah was one of four original pioneers of the ARPANET education and
research network (1969) which became the Internet we know today. The University continues to
be a leader in the development and delivery of networked electronic services to its constituents.

"The University of Utah is home to the Utah Education Network (UEN) which provides

electronically delivered educational resources and fniernet connectivity to all of Utah's
institutions of higher learning, school districts, and public libraries. The UEN provides
statewide coordination of distance learning for public and higher education, including Utah’s
Electronic High School and Electronic College.

The successful fulfillment of the higher education and public education mission is inextricably
tied to internal networks, computing resources, and the Internet.

Peer-to-Peer — An Fvolving Technology

The University can foresee the emergence of a wide range of collaborative, project management,
business planning, and academic/educational applications, that could take advantage of the
underlying technical architecture of Peer-to-Peer technologies.

A few developing applications have begun to demonstrate the power of Peer-to-Peer
communications. These emerging applications when combined with other Peer-to-Peer
collaboration tools, such as Instant Messenger, may enhance an individual’s academic
experience and expand educational opportunities to more citizens.

Page 1 of 6
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Groove Networks, Microsoft, Apple, and other software vendors appear 1o be poised to launch a
new wave of interest in Peer-to-Peer. These new applications may enable individuals to
collaborate with each other, to participate in audio and video conversations, and to exchange files
and information. One can easily imagine the business, government and education applications
that may be enhanced by these developments. '

Peer-to-Peer (P2P) services have been controversial since their inception. Tens of millions of
users freely share music, movies and software. The entertainment and software industries have
increased their efforts to prevent sharing of copyrighted materials. Businesses and organizations
like the University of Utah, which own networks and act as Internet service providers to their
constituents, have been caught in the middle of this struggle.

With the rise of Napster, universities scrambled to find a way to block or restrict P2P activity.
At first, this was relatively easy and only required a simple port block at a router. Products like
Morpheus and Kazaa emerged and became the preferred service for quick and easy downloads.
At first, these could be easily blocked.

In early versions of P2P software, a network administrator was able to use a simple command to
connect to a P2P client, and obtain a list of content being shared from that computer. The
privacy of the individual was not an issue because the person offering downloads was publicly
posting their content.

Then Kazaa version 2 arrived. This clever “upgrade” in P2P software removed the ability to
view content with simple connections, and added basic firewall evasion tactics. The new version
also allowed anyone sharing files to be classified, or “promoted” to a “Super-Node™ status,
depending on the quality of the network to which they are connected. The P2P client software
literally promotes itself, based on how much bandwidth is available to it, moving the computer
higher on the list of desirable download sites. This has been a significant change for higher
education institutions because of their high speed Internet connections. "

When the Recording Industry recently announced that it would more aggressively pursue legal
remedies against those who share copyrighted materials, Peer-to-Peer usage decreased
somewhat. However, software developers have indicated their intent to alter P2P software to
mask the identities of file sharers.

The use of Peer-to-Peer file sharing to introduce malicious code (virus and worms) is also a
growing problem. The time may be approaching when the total risk of operating a Peer-to-Peer
software sharing client on a network outweighs even the needs for legitimate uses of this
technology. ™

These issues place universities in a very difficult position, trying to find a balance between

enabling a promising new technology, while discouraging inappropriate, illegal, or threatening
behavior.

Page 2 of 6
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In an effort to resolve this dilemma, a Joint Committee of the Higher Education and
Entertainment Communities was formed last fall and is comprised of leaders representing
universities, higher education organizations, and music and motion picture executives. The
committee aims to provide a range of resources to school administrators in three basic areas:
educational efforts (including practices surronnding the use of copyrighted works, student
responsibility, and implications for peer-to-peer network file sharing), technological solutions
(including computer network management technologies available to reduce illegal file sharing
and the development of legal, campus-based music and movie/entertainment services), and
examining differences and exploring prospects for collaboration on legislative initiatives.

What is the University of Utah’s stance on Peer-to-Peer file sharing?

The University deals with Peer-to-Peer file sharing based on compliance with State and Federal
laws and regulations and University policies governing the appropriate and acceptable use of
information resources.

The University considers the illegal sharing of copyrighted materials a violation of the U.S.
Copyright Act. The University’s acceptable use policy is also violated when any of the
following occur:

1. The behavior is not a valid educational or academic activity.

2. The behavior is not required to conduct the business of the University.

3. The behavior does not show restraint in the utilization of shared resources.

4. The behavior is not consistent with intellectual property rights and/or ownership of data.
5. The behavior compromises the security of information resources.

6. The behavior monopolizes resources or reduces other’s access to information resources.

7. The behavior wastes University resources.

8. The behavior results in illegal copying, storing or transmitting of patented or copyrighted
materials using University resources.

9. The behavior violates any federal or state laws, including copyright, pornography, or export
laws.

What steps does the University of Utah take to monitor its network?

The University of Utah, like other institutions of higher education, places a high value on
academic freedom and inquiry and the free flow of information of all types with a reasonable
expectation of privacy. Therefore, the University monitors traffic flows, not content. Traffic

Page 3 of 6
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flow is a measure of the amount of data that is transmitted over a network, while confent is the
information contained within the data flow.

The Utah Education Network serves public education (K-12) and libraries and therefore does
provide content filtering services for those entities that need to screen content that is
inappropriate for the consumption of minors.

The primary purpose of data flow monitoring is to identify patterns of network activity that may
affect the health and availability of network resources. Suspect flow patterns include unusually
high bandwidth consumption which may, or may not indicate Peer-to-Peer file sharing activity.

The University’s acceptable use policy allows content monitoring only for the purpose of
evaluating an employee’s job performance. All monitoring must be relevant to work
performance. Employees receive information about their work that is gained through
monitoring. Disclosure and use of resulting data is restricted to University-related purposes.

For example, if an employee’s job performance is declining, and it is suspected that the reason is
that the employee’s time is being used for non-job related Internet activity, the Supervisor, with
approval of the appropriate Vice President, may request that the employee’s network use be
monitored. The employee is informed that their use of the network will be monitored before the
monitoring actually occurs. Employees typically discontinue the inappropriate use of the
network when they receive notice that monitoring will occur. If inappropriate use continues, the
employee is subject to disciplinary action in accordance with University policy.

The University also collects “top talker” reports. These reports identify networked devices that
use the highest percentage of available bandwidth. Because the University must maintain its
network and plan for future demand, we inquire as to the actual use of “top talking” users.
Student housing residents, who appear on a “top talker” report, usnally acknowledge
downloading or sharing large amounts of P2P data. However, not all users that are sharing
copyrighted materials appear on a “top tatker” report. ¥

The University may disconnect “top talkers” who share copyrighted materials over Peer-to-Peer
networks once we are aware of it.

These steps have been effective in reducing illegal Peer-to-Peer file sharing.

What is the University of Utah’s experience with Peer-to-Peer file sharing?

During periods of high Peer-to-Peer activity, i.e., when students return in the fall, P2P traffic
may total as much as 30% of the total bandwidth consumption. Without active management, it is
possible for the top ten “top talkers™ to monopolize as much as 15% of the University’s
bandwidth.

Peer-to-Peer file sharing impacts educational networks operationally and economically. File
sharing can slow networks, restrict access for legitimate acaderic pursuits, and require the
acquisition of more bandwidth to meet legitimate academic requirements.

Page 4 of 6
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What is the University of Utah doing about Peer-to-Peer file sharing?

Education is an important key to resolving file sharing issues. The open nature of the Internet
has led people to believe that virtually anything found on the Internet is free for the taking.
Internet users must learn that principals of ethical and appropriate behavior on the net should not
differ from expected behavior in life outside of the Internet.

New students receive instruction regarding Peer-to-Peer file sharing during new student
orientation sessions. E-mail and web sites are used to communicate with faculty, staff, and
students regarding Peer-to-Peer file sharing,

The processes and procedures used by the University to deal with specific copyright violations
and inappropriate P2P file sharing include the following.

1.

Receipt of Notification. The copyright holder notifies the University of an allegation of
copyright infringement and requests that the University take action to remedy the situation,

Discontinuation of Service. The University immediately disconnects the computer alleged to
be illegally uploading or downloading copyrighted materials and deactivates the user ID of
the individual responsible for that computer.

Teaching Opportunities. Service is not restored until the user meets with the University’s
Security Office so that the complaint can be fully investigated. Depending on the findings,
the student is instructed regarding the consequences of illegal file sharing and signs an
agreement, stating that they will cease all such activity. The end user is informed that
signing the agreement does not release them from the possibility of further liability under the
U.S. Copyright Act.

Proactive measures. “Top talkers™ are contacted. If illegal file sharing is disclosed or
discovered, the responsible party receives the same treatment as someone who is the subject
of a complaint from the entertainment or software industry.

Technology vs. Technology. The University has made attempts to block inappropriate file
sharing using technological solutions. However, these solutions have not been successful, in
spite of the abilities of extremely talented information technology professionals.

a. Blocking router ports. File sharing software evolves as fast as a network administrator
can make such changes, making this an expensive and ineffective solution.

b. Rate-limiting or “shaping” bandwidth. This entails limiting the amount of bandwidth
that is available to end users. When this approach is used, appropriate academic uses
may also be restricted.

¢. Access Control Lists to prevent Peer-to-Peer sessions. This solution invariably restricts
legitimate network uses and is therefore unacceptable.
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While these procedures do not prevent new incidents of P2P file sharing, the University has been
able to virtually eliminate the incidence of repeat offenses.

Pornography

While the University does not monitor content of network transmissions in the normal course of
business, this does not mean that downloading pornographic materials using Peer-to-Peer
networks, or storing such information on University owned computing devices is an acceptable
use of University resources.

Provided that the use of pornography is not for academic or research purposes, this behavior is
dealt with in terms of job performance and is handled through the supervisor/employee
relationship. If a person is using work hours to download or view pornography, shop on e-bay,
play games, or is using the network for any other excessive, non-incidental, performance
impacting personal activity, they are subject to University acceptable use and employment
policies.

At times, computers in student laboratories have been used to view pornography or for other
non-academic pursuits. This activity is typically discovered by the l1ab staff, sometimes by
receiving a complaint from another lab patron. The University’s experience indicates that most
of this behavior does not involve, faculty, staff, or faculty members, but rather, is the result of
walk-in traffic into open access laboratories, i.¢., campus library computing labs. This problem
is diminished, almost entirely, when access to the network requires the user to authenticate, or
log onto the network, using a distinctive user ID and password.

In the event that a student, faculty member or staff member is found to possess illegal
pornography, i.e., child pornography, whether or not it was downloaded from the Internet and
stored on University information technology resources, they are deemed to be in violation of
federal and state laws and are reported to the appropriate law enforcement agencies.

! Barry Bryson, Associate Director Technical Operations, Utah Education Network

* “A Conversation on Peer-to-Peer,” Troy Jessup, Network Security Professional, Utah Education Network,
http://www.ndnn.org/blog/archives/00007 L htmd

" “A Conversation on Peer-to-Peer,” Troy Jessup, Network Security Professional, Utah Education Network,
http://www.ndnn.org/blog/archives/00007 I .html

¥ Rhett Jones (Jonzy), IT Security Professional, Institutional Security Office, University of Utah
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Testimony
United State Senate Committee on the Judiciary
Pornography, Technology, and Process: Problems and Solutions on Peer-to-Peer
Networks

September 9, 2003

Dr. Doug Jacobson
Associate Professor, Electrical and Computer Engineering, Iowa State University
President & Chief Technology Officer, Palisade Systems, Inc.

Mr. Chairman and members of the committee I would like to thank you for the
opportunity to appear before you today to discuss the issues surrounding peer-to-peer
networks.

By way of introduction, I wear several hats. I’m currently an associate professor of
Electrical and Computer Engineering at Iowa State University. My duties include
teaching advanced network protocols and a course on information warfare. 1 also serve
as the Director of Iowa State’s Information Assurance Center, which has over 30 faculty
associates on campus. Iowa State University was one of the first seven universities
designated a Center of Academic Excellence in Information Assurance Education by the
National Security Agency. For the past seven years [ have assisted local law enforcement
agencies in investigating numerous computer crimes including software theft,
harassment, and child pornography,

1 also started a security and Intemnet filtering company in 1996 and currently serve as its
president and chief technology officer. Palisade Systems was formed to address the issue
of pornography on school networks. The patented technology licensed from Iowa State
University enabled Palisade Systems to develop its first product called ScreenDoor,
which is a web filter. In summer of 2000 we introduced PacketHound which is designed
to detect, monitor, and block unauthorized peer-to-peer applications. This product was so
unique that it won an R&D 100 award in 2001, an honor reserved for the top technology
innovations of a given year. Since that time Palisade Systems has become a leader in
peer-to-peer technology, conducting research and publishing studies on the subject.

During my testimony today I will discuss the use of peer-to-peer applications for the
distribution of pormography. I will talk about how peer-to-peer applications have evolved
to challenge the efforts of security professionals to stop their misuse for criminal
purposes. Finally I will address the current state of technology used to monitor or block
peer-to-peer applications.

First, I would like to address the issue of pornography and peer-to-peer networks. There
are several issues that make pommography on peer-to-peer networks more problematic
than web or FTP-hosted pornography. You don’t have to look for pornography on peer-
to-peer networks; it will find you. There are no effective controls regarding content
provided on a peer-to-peer network, the only information you are given is a file name. A
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good example of this problem hit home this spring when I was teaching my information
warfare class. To give students an opportunity to study the security problems associated
with peer-to-peer networks, I set up a peer-to-peer node. I searched for a file that I had
created and placed on the peer-to-peer network. I received several matches to my search
request, but when I downloaded and viewed the files, they contained embedded links to
pornography sites. It turns out that people have designed custom applications that will
answer any query on a peer-fo-peer network and return a match to the search string.
When the unsuspecting user requests the file, the custom software will return a file
containing the embedded links.

Another issue is that peer-to-peer networks seem safer to someone who does not want to
be discovered. A user simply types in a search string and receives a list of files that
match words in the search string. The user then clicks on the file name and that file is
transferred to his or her hard drive. This gives the user a feeling of anonymity.
Moreover, this feeling of anonymity works both ways in that the both the provider and
the requester of the file are not easily identified and therefore they may believe that their
act cannot be monitored.

It is easier to search for pornographic files whose titles contain key words on a peer-to-
peer network than to use a standard web search engine. For example, [ entered the search
string “Teen Sex” into Google and received over 5 million hits, ranging from websites
that indicated they contained graphic images to others devoted to discussions of teen
pregnancy and other legitimate health and social issues. By contrast, upon entering the
same search string into a Gnutella peer-to-peer network, after one minute I received a far
more narrow listing of more than 1300 matches containing only movies and pictures
whose names implied specifically pornographic content, including a number of sources
offering access to child pornography. A quick review of both lists showed that the peer-
to-peer network provided a quicker and easier way to obtain pornography of all varieties.

Palisade Systems conducted a study of searches on a Gnutella network. Acting as a node
on the network, we gathered 22 million searches between February 6 and February 23,
2003. Details identifying the individual such as the IP addresses were removed to
maintain the privacy of the users. In addition, none of the requested files were
downloaded.

Over the nearly three weeks of monitoring, the study found that:

e 42% of all requests were for all types of pornography (168,000 of 400,000 search
requests)

¢ 6% of all search requests were specifically for child pornography (24,000 of
400,000 search requests)

While this study focused on search requests you could reasonably assume that the
number of hits would be proportional to the number of requests, since people don’t
constantly search for things that they can’t find. Studies published by other organizations
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have come to similar conclusions all backing the claim that peer-to-peer networks have
become a widely accepted vehicle for the distribution of pornography.

Palisade Systems has been monitoring peer-to-peer networks on an on-going basis since
the conclusion of the first study. Although I am not able to release statistics, we have
gathered significant examples of pornography being downloaded at federal and local
government agencies and elementary schools across the nation. There are two or three
other companies that can also provide similar information. We will be reporting our
findings in a report within the next month.

Many articles have been published about the more dangerous uses of peer-to-peer
applications, ranging from security violations to child pornography. I would like to focus
briefly on the methodology used by peer-to-peer applications to avoid detection and to
hide both the content and the source of the information. An argument could be made
that, other than for governmental security purposes or to protect the transfer of
confidential or proprietary information between commercial interests, legitimate peer-to-
peer applications would not need to hide from detection or evade monitoring.

Information sharing on the Internet has moved from a centralized approach with FTP
servers, WAREZ sites, and web servers to a distributed approach. For those of you
unfamiliar with them, a WAREZ site is used to store and distribute pirated software or
other illegal information. In some measure, this transition has been a reaction to the
successful efforts of system administrators and law enforcement agencies in stopping
centralized approaches to illegal file sharing. With a ceniralized approach there needs to
be someone in charge of the system and therefore, an identifiable person who can be
prosecuted. However, several new peer-to-peer protocols have been designed to evade
detection and to circumvent standard security mechanisms developed to address
centralized approaches. While you can argue that peer-to-peer represents a new paradigm
in networking and has legitimate uses, a case can be made that certain protocols have
been designed expressly to aid in the covert procurement and/or distribution of
information. Indeed the reason Palisade Systems developed PacketHound in the first
place was because many of these new applications claimed they could not be blocked,
thus suggesting a high likelihood of criminal intent.

First a little background. In order for applications to communicate with each other, they
need to know two things; they need to know the address of the computer that hosts the
application and the address of the specific application. The address of the computer is
known as the “IP address™ and the address of the application is called the “port number”.
To use a familiar model, the address of a computer is analogous to the address of house,
and the address of the application is analogous to the name of a particular person in that
house. Of course, this is how mail can be delivered to the right person at the right house.
Similarly, with computer applications you need to know the port number of the
application you wish to communicate with. In most cases the port number has been
assigned to a given application; for example the World Wide Web is port 80 and email is
port 25. From a security standpoint, such an assignment is also helpful insofar as you can
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stop all traffic directed toward a given set of applications. To use out postal model once
more, this would be like tossing all mail addressed to “Occupant.”

Peer-to-peer has become the latest battlefield in which developers of peer-to-peer
applications are constantly working to outsmart the defenders of the network. I would
now like to talk briefly about the state of technology used to monitor, control, or block
Peer-to-peer networks. I have chosen to divide the technology into four categories.

The first category is port blocking, which is a common method used at the front end of
most corporate networks Early peer-to-peer networks evolved to employ techniques that
bypass port blocking mechanisms. The first method was “port hopping”, in which the
port number is not fixed but can be changed. This approach prevents network
administrators from blocking the particular ports associated with the peer-to-peer
applications. As administrators adapted and started filtering out all but a few critical
ports, peer-to-peer protocols adopted a new technique called “tunneling”. In this
technique, peer-to-peer protocols used the port number assigned to other applications like
web traffic so that their traffic is allowed to pass through the defenses.

Another method is called “signature based,” which is the concept behind the Palisade
Systems PacketHound product. This technology examines all of the packets on the
network to determine if certain patterns (called signatures) can be found on the network.
For example, Gnutella always starts a new connection with a certain set of messages.
Signature-based technologies require updating whenever a new protocol is found or a
current protocol changes. PacketHound can currently detect over 20 Peer-to-peer
protocols and has signatures for over 100 protocols.

The “content-based” method involves trying to determine the content of the file being
transferred by looking at the data. This technology has had limited success in the web
filtering market. We have all heard about web filters blocking access to a website
dedicated to cancer research because the word “breast” is contained on some of the
pages. This method can work to identify known data like copyrighted music, but does
not work when the data is not known or cataloged. For example, there is not a catalog of
all known pornographic images therefore a content-based identification could not be
used. Palisade Systems has teamed up with a company called Audible Magic to create a
product that indicates when peer-to-peer networks are exchanging copyrighted music.
Another drawback to content-based filtering is the use of encryption by some peer-to-
peer networks.

The final technology is to allow only known traffic types on a network and to block all
unknown traffic. This type is often called “white listing” where only the know traffic is
allow to pass. This technology can work well in a controlled environment where the
traffic is known. Palisade Systems has introduced a product called FireBlock designed to
allow only know traffic, which also won the R&D 100 award this year.

The newest steps in the evolution of peer-too-peer networks are “encryption” and
“anonymous access”. Anonymous access is designed to hide the source of the
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information. First generation peer-to-peer protocols provided the address of the computer
originally containing the file that was downloaded, thus allowing network administrators
and law enforcement agencies to trace the source of the files. The latest step in the
evolution of peer-to-peer applications uses encryption techniques to hide both the source
of the data and the data itself. The best example of this evolution is the newest
application called Earthstation 5. This protocol uses encryption, anonymous access, and
tunneling. The web site for Earthstation 5 makes it clear they are working to stop any
efforts at filtering.

A couple of observations can be made from a review of these technologies. First, while
each technology has certain limitations, using multiple technologies in a layered approach
seems like the best defense in a corporate environment. However, this method often
required knowledgeable staff and constant monitoring of the networks. Second, most
technologies are focused on a corporate market. Many of the solutions are cost
prohibitive for small organizations like schools, small business, etc. Furthermore, these
technologies are not designed for the home users. This leaves individuals on their own to
solve the problems of peer-to-peer networking, which naturally leads us to the question
“What’s the home owner to do?”

Peer-to-peer applications are easy to find and install. If a home user allows these
applications to be installed, little can be done to prevent downloading of pornography or
other material. Unlike web filtering where certain sites can be blocked and web access
can be monitored, peer-to-peer traffic cannot be filtered based on its content. This leaves
a home user no choice but to either allow peer-to-peer activity and all of its associated
risks or not allow any peer-to-peer applications on their machines.

It would be possible for Internet service providers to offer a service that blocks peer-to-
peer traffic similar to the web filtering provided. The bottom line is that the home user
needs to be educated about the potential dangers of peer-to-peer networking.

In summary, I've outlined how peer-to-peer networking has evolved to avoid detection
and filtering. I see no signs of this evolutionary path slowing down in fact with the
advent of the newest protocols like Earthstation 5, we will be facing increasing
challenges in the years ahead. Also, given the inherent distributed nature of peer-to-peer
protocols and the difficulty in identifying these networks, I predict that peer-to-peer
networks will become a method of choice to distribute illegal materials across the
internet. Companies like Palisade Systems in conjunction with research universities like
lowa State University will continue to develop new technologies to combat the evolution
of peer-to-peer networks.

[ would like to thank you for this opportunity to testify today. I would be pleased to
answer any questions you might have.
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FILE-SHARING PROGRAMS

Users of Peer-to-Peer Networks Can
Readily Access Child Pornography

What GAO Found

Child pornography is easily found and downloaded from peer-to-peer
networks. In one search, using 12 keywords known to be associated with
child pormography on the Internet, GAO identified 1,286 titles and file names,
determining that 543 (about 42 percent) were associated with child
pormography images. Of the remaining, 34 percent were classified as adult
pornography and 24 percent as nonpornographic. In another search using
three keywords, a Customs analyst downloaded 341 images, of which 149
{about 44 percent) contained child pornography (see the figure below).
These results are in accord with increased reports of child pornography on
peer-to-peer networks; since it began tracking these in 2001, the National
Center for Missing and Exploited Children has seen a fourfold increase—
from 156 in 2001 to 757 in 2002. Although the numbers are as yet small by
comparison to those for other sources {26,759 reports of child pornography
on Web sites in 2002), the increase is significant.

Juvenile users of peer-to-peer networks are at significant risk of inadvertent
exposure to pornography, including child pornography. Searches on
innocuous keywords likely to be used by juveniles (such as names of
cartoon characters or celebrities) produced a high propertion of
pornographic images: in our searches, the retrieved images included adult
pornography (34 percent), cartoon pomography (14 percent), child erotica
(7 percent), and child pornography (1 percent).

While federal law enforcement agencies—including the FBI, Justice’s Child
Exploitation and Obscenity Section, and Customs—are devoting resources
to combating child exploitation and child pornography in general, these
agencies do not track the resources dedicated to specific technologies used
to access and download child pornography on the Internet. Therefore, GAO
was unable to quantify the resources devoted to investigating cases on peer-
to-peer networks. According to law enforcement officials, however, as tips
concerning child pormography on peerto-peer networks escalate, law
enforcement resources are increasingly being focused on this area.

€l of images

through Peer-to-Peer File-Sharing Program

Child erotica

HNonpomographic

Adult pamograpty

Seairon: Sunoma MvharSmanniing Coantar

United States General Accounting Offics
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Mzr. Chairman and Memabers of the Committee:

Thank you for inviting us to discuss our work on the availability of child
pormography on peer-to-peer networks.’

In recent years, child pornography has become increasingly available as it
has migrated from magazines, photographs, and videos to the World Wide
Web. As you know, a great strength of the Internet is that it includes a
wide range of search and retrieval technologies that make finding
information fast and easy. However, this capability also makes it easy to
access, disseminate, and trade pornographic images and videos, including
child pornography. As a result, child pornography has become accessible
through Web sites, chat rooms, newsgroups, and the increasingly popular
peer-to-peer technology, a form of networking that allows direct
communication between computer users so that they can access and share
each other’s files (including images, video, and software).

As requested, in my remarks today, I will summarize the results of a
review that we recently conducted to determine

the ease of access to child pornography on peer-io-peer networks;

the risk of inadvertent exposure of juvenile users of peer-to-peer networks
to pornography, including child pomography; and

the extent of federal lJaw enforcement resources available for combating
child pornography on peer-to-peer networks.

We also include an attachment that briefly discusses how peer-to-peer file
sharing works.

Results in Brief

It is easy to access and download child pornography over peer-to-peer
networks. We used KaZaA, a popular peer-to-peer file-sharing program,” to
search for image files, using 12 keywords known to be associated with
child pornography on the Internet.’ Of 1,286 items identified in our search,
about 42 percent were associated with child pornography images. The
remaining items included 34 percent classified as adult pornography and

' U.8. General Accounting Office, File-Sharing Programs: Peer-io-Peer Networks Provide Ready Access
to Child P GAO-03-351 (Washil D.C.: Feb. 20, 2003).

! Other popular peer-to-peer applications include Gnutelia, LimeWire, and

*The U.S. Customs CyberSmuggling Center assisted us in this work. Because child pomography
cannot be accessed legally other than by law enforcement agencies, we relied on Customs to
download and analyze image files. We performed analyses based on titles and file names only.

Page 1 GAQ-03-1115T
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24 percent as nonpornographic. In another KaZaA search, the Custorns
CyberSmuggling Center used three keywords to search for and download
child pornography image files. This search identified 341 image files, of
which about 44 percent were classified as child pornography and 29
percent as adult pornography. The remaining images were classified as
child erotica’ (13 percent) or other (nonpornographic) images (14
percent). These results are consistent with observations of the National
Center for Missing and Exploited Children, which has stated that peer-to-
peer technology is increasingly popular for the dissemination of child
pormography. Since 2001, when the center began to track reports of child
pornography on peer-to-peer networks, such reports have increased more
than fourfold—from 156 in 2001 to 757 in 2002.

When searching and downloading images on peer-to-peer networks,
juvenile users can be inadvertently exposed to pomography, including
child pornography. In searches on innocuous keywords likely to be used
by juveniles, we obtained images that included a high proportion of
pornography: in our searches, the retrieved images included adult
pornography (34 percent), cartoon pornography® {14 percent), and child
pomnography (1 percent); another 7 percent of the images were classified
as child erotica.

We could not quantify the extent of federal law enforcement resources
available for combating child pornography on peer-to-peer networks. Law
enforcement agencies that work to combat child exploitation and child
pornography do not track their resource use according to specific Internet
technologies. However, law enforcement officials told us that as they
receive more tips concerning child pornography on peer-to-peer networks,
they are focusing more resources in this area.

Background

Child pornography is prohibited by federal statutes, which provide for civil
and criminal penalties for its production, advertising, possession, receipt,
distribution, and sale.” Defined by statute as the visual depiction of a
minor—a person under 18 years of age—engaged in sexually explicit
conduct,” child pornography is unprotected by the First Amendment,® as it
is intrinsically related to the sexual abuse of children.

* Erotic images of chifdren that do not depict sexually explicit conduct.
* Images of cartoon characters depicting sexually explicit conduct.

* See chapter 110 of Title 18, United States Code.

! See 18 US.C. § 2256(8).

*See New York v. Ferber, 458 U.S. 147 (1982).

Page 2 GAO-03-1118T
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In the Child Pornography Prevention Act of 1896, Congress sought to
prohibit images that are or appear to be “of a minor engaging in sexually
explicit conduct” or are “advertised, promoted, presented, described, or
distributed in such a manner that conveys the impression that the material
is or contains a visual depiction of a minor engaging in sexually explicit
conduct.” In 2002, the Supreme Court struck down this legislative attempt
to ban “virtual” child pornography" in Ashcroft v. The Free Speech
Coalition, ruling that the expansion of the act to material that did not
involve and thus harm actual children in its creation is an unconstitutional
violation of free speech rights. According to government officials, this
ruling may increase the difficulty of prosecuting those who produce and
possess child pornography. Defendants may claim that pornographic
images are of “virtual” children, thus requiring the governrent to establish
that the children shown in these digital images are real. Recently,
Congress enacted the PROTECT Act," which attempts to address the
constitutional issues raised in The Free Speech Coalition decision.”

The Internet Has Emerged as the Principal Tool for Exchanging Child Pornography

Historically, pornography, including child pornography, tended to be
found mainly in photographs, magazines, and videos.” With the advent of
the Internet, however, both the volume and the nature of available child
pornography have changed significantly. The rapid expansion of the
Intemet and its technologies, the increased availability of broadband
Internet services, advances in digital imaging technologies, and the
availability of powerful digital graphic programs have led to a proliferation
of child pornography on the Internet.

* Section 121, P.L. 104-208, 110 Stat. 3003-26.

" According to the Justice D rapidly adv gy has raised the possibility of
creating images of child pormography without the use of areal cmld (“virtual” child pornography)
Totally virtual creations would be both time-intensive and, for now, prohibitively costly to produce.
However, the technology has led 10 a ready defense (the “virtual” pomn defense) against prasecution
under laws that are limited to sexually explicit depictions of actua/minors. Because the technotogy
exists today to aMer images to dlsguxse the identity of the real child or make the image seem computer-

and di of child may 1y to alter depictions of actual
chﬂdren in slight ways to make them appear to be “virtual® (as well as umdendﬁable), thereby
to defeat Making such i is much easier and eheaper than building an

entirely computer- genenwad image.
* Public Law No. 108-21 (Apr. 30, 2003).
*5. Rep. No. 1082, at 13 (2003).

“John Carr, Theme Paper on Child Pornography for the Z* World Congress on Commercial Sexual
Exploitation of Children, NCH Chddren 'S Chxmues, Children & Technology Unit (Yokohama, 2001).

(hitp:/ ecpat P 2 _theme_child_pornography.
pdfy
Page 3 GAO-03-1115T
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According to experts, pomographers have traditionally exploited—and
sometimes pioneered ging o« ication technologi from the
dial-in bulletin board systems of the 1970s to the World Wide Web—to
access, trade, and distribute pornography, including child pornography.”
Today, child pornography is available through virtually every Internet
technology (see table 1).

Table 1: Internet Technologies Providing Access to Child Pornography
T 9y Ch

World Wide Web  Web sites provide on-line access to text and multimedia materials
identified and accessed through the uniform resource locator

[
Usenst A distributed selectronic bulletin system, Usenet offers over 80,000
1 groups, with many group i d to sharing of digital
images.

Poer-to-peer file-  Internet applications operating over peer-to-peer networks enable

sharing programs  direct communication betwaen users, Used largely for sharing of
digital music, images, and video, peer-to-peer applications include
BearShare, Gnutella, LimeWire, and KaZaA. KaZaA is the most
popular, with over 3 million KaZaA users sharing files at any time,

E-mail E-mail aliows the transmission of messages over a network or the
intemet. Users can send E-mail to a single recipient or broadcast it
o muitiple users. E-mail supports the delivery of attached files,
including image files.

instant messaging  instant messaging is not a dial-up system like the telephone; it
requires that both parties be on line at the same fime. AOL's Instant
M and Mi s MGN M and intemet Relay
Chat are the major instant messaging services. Users may
exchange files, including image files.

Chat and Internet ~ Chat technologies allow p ing using the keyboard
Relay Chat over the intemet between two or more people.
Source: GAQ.

* Frederick E. Allen, “When Sex Drives Technological Innovation and Why It Has to,” American

Heritage Magazine, vol. 51, no. 5 (September 2000), p. 19.

(http/iww 5 htmf)

Allen notes that pormographets have driven the development of some of the Intemet technologies,

including the development of systems used {o verify on-line financlal ransactions and that of digital
il hy to prevent the ized use of on-line images.

Page ¢ GAO-03-1118T
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Among the principal channels for the distribution of child pornography are
commercial Web sites, Usenet newsgroups, and peer-to-peer networks.”

Web sites. According to recent estimates, there are about 400,000
commercial pornography Web sites worldwide, with some of the sites
selling pornographic images of children. The child pomography trade on
the Internet is not only profitable, it has a worldwide reach: recently a
child pornography ring was uncovered that included a Texas-based firm
providing credit card billing and password access services for one Russian
and two Indonesian child pormography Web sites. According to the U.S.
Postal Inspection Service, the ring grossed as much as $1.4 million in just
1 month selling child pornography to paying customers.

Usenet. Usenet newsgroups also provide access to pornography, with
several of the image-oriented newsgroups being focused on child erotica
and child pornography. These newsgroups are frequently used by
commercial pornographers who post “free” images to advertise adult and
child pornography available for a fee from their Web sites.

Peer-to-peer networks. Although peer-to-peer file-sharing programs are
largely known for the extensive sharing of copyrighted digital music,"” they
are emerging as a conduit for the sharing of pornographic images and
videos, including child pornography. In a recent study by congressional
staff,” a single search for the term “porn” using a file-sharing program
yielded over 25,000 files. In another study, focused on the availability of
pornographic video files on peer-to-peer sharing networks, a sample of 507
pornographic video files retrieved with a file-sharing program included
about 3.7 percent child porography videos.”

* According to Department of Justice officials, other forwms and tes are used to di
pomography on the Internet. These include Web portal communities such a3 Yahoo! Groups and MSN
Groups, as well as file servers operating on Internet Relay Chat channels.

* Dick Thornburgh and Herbert S. Lin, editors, Youth, Pornography, and The lnternet, National
Academy Press (Washington, D.C.: 2002). (hitp://www.nap.edw/himl/youth_internet/)

" According to the Yankee Group, a regearch and ing firma, Interned users aged 14
and older downloaded 5.16 bittion audio files in the United States via unlicensed file-sharing services in

" Minority Staff, Children’s Access tc» Pomagmphv through Internet File-Sharing Programs, Special
i Divigion, Cs Refonn U.S. House of Representatives (July 27,
2001). (hept/www.house. pAL_} 'pdf_pornog_rep.pdf)

* Michael D. Mehta, Don Best, and Nancy Poon, “Peer-to-Peer Sharing on the Intemet: An Analysis of
How Gnutella ks Are Used to ic Material,” Canadian Journal of Law and

Technology, vol. 1, no. 1 (January 2002).
(hitpHejitdal.caivoll _nolasticles01_01_MeBePo_gnuteiapdf)

Page 5 GAO-03-1118T
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Several Agencies Have Law Enforcement Responsibilities Regarding Child Pornography

on Peer-to-Peer Networks

Table 2 shows the key national organizations and agencies that are
currently involved in efforts to combat child pornography on peer-to-peer
networks.

Table 2: O tions and A involved with Peer-to-Peer Child Pornography Efforts
Agency Unit Focus
Nonprofit
National Center for Missing  Exploited Child Unit Works with the Customs Service, Postal Service, and the FBI to

and Exploited Children

analyze and investigate child pomography leads.

Federal entlties

Department of Justice Federal Bureau of Proactively investigates crimes against children. Operates a national
nvestigation® “Innocent Images Initiative” to combat Internet-related sexual
exploitation of children,
Criminal Division, Child Is a specialized group of attorneys wha, among other things, prosecute
Exploitation and Obscenity  those who p facture, or distri child pornography. Its
Section High Tech Investigative Unit actively conducts on-line investigations to
identify distributors of ity and child p graphy
Department of Homeland U.8. Customs Service Conducts i ional chifd p graphy igations as part of its
Security CyberSmuggling Center*®  mission to investigate Intemational criminal activity conducted on or
facilitated by the Internet.
Department of the Treasury  U.S. Secret Service® Provides forensic and technical assistance in matters involving missing

and sexually exploited children.

Source: GAO.
*Agency has staff assigned 1o NCMEC.

* At the time of our review, the Customs Service was under the Depariment of the Treasury, Under the
Homeland Securlly Act of 2002, it became part of the new Department of Homeland Security on
March 1, 2003,

The National Center for Missing and Exploited Children (NCMEC), a
federally funded nonprofit organization, serves as a national resource
center for information related to crimes against children. Its mission is to
find missing children and prevent child victimization. The center’s
Exploited Child Unit operates the CyberTipline, which receives child
pornography tips provided by the public; its CyberTipline I also receives
tips fror Internet service providers. The Exploited Child Unit investigates
and processes tips to determine if the images in question constitute a
violation of child pornography laws. The CyberTipline provides
investigative leads to the Federal Bureau of Investigation (FBI), U.S.
Customs, the Postal Inspection Service, and state and local law
enforcement agencies. The FBI and the U.S. Custoras also investigate
leads from Internet service providers via the Exploited Child Unit's

Page 6 GAO-03-1115T
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CyberTipline II. The FBI, Custoras Service, Postal Inspection Service, and
Secret Service have staff assigned directly to NCMEC as analysts.®

Two organizations in the Department of Justice have responsibilities
regarding child pornography: the FBI and the Justice Criminal Division’s
Child Exploitation and Obscenity Section (CE0S).”

The FBI investigates various crimes against children, including federal
child pornography crimes involving interstate or foreign commerce, It
deals with violations of child pornography laws related to the production
of child pornography; selling or buying children for use in child
pomography; and the transportation, shipment, or distribution of child
pornography by any means, including by computer.

CEOS prosecutes child sex offenses and trafficking in women and children
for sexual exploitation. Its mission includes prosecution of individuals
who possess, manufacture, produce, or distribute child pornography; use
the Internet to lure children to engage in prohibited sexual conduct; or
traffic in women and children interstate or internationally to engage in
sexually explicit conduct.

Two other organizations have responsibilities regarding child
pornography: the Customs Service (now part of the Department of
Homeland Security) and the Secret Service in the Department of the
Treasury.

The Customs Service targets illegal importation and trafficking in child
pornography and is the country’s front line of defense in combating child
pomography distributed through various channels, including the Internet.
Customs is involved in cases with international links, focusing on
pornography that enters the United States from foreign countries. The
Customs CyberSmuggling Center has the lead in the investigation of
international and domestic criminal activities conducted on or facilitated
by the Internet, including the sharing and distribution of child
pornography on peer-to-peer networks. Customs maintains a reporting
link with NCMEC, and it acts on tips received via the CyberTipline from
callers reporting instances of child pornography on Web sites, Usenet
newsgroups, chat rooms, or the computers of users of peer-to-peer

* According to the Secret Service, its staff assigned to NCMEC also includes an agent.

“Two additional Justice agencies are involved fn ing child p phy: the US,
Offices and the Office of Juvenile Justice and Del ¥ ion. The 94 U5, Offices
can fedevai child itati lazed cases; the Office of Ivenile Justice and Delinquency

Prevention funds the Internet Crimes Against Children Task Force Program, which encourages
jjurisdictional and i to crimes against children invelving the Internet.
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networks. The center also investigates leads from Internet service
providers via the Exploited Child Unit's CyberTipline IL

The U.S. Secret Service does not investigate child pornography cases on
peer-to-peer networks; however, it does provide forensic and technical
support to NCMEC, as well as to state and local agencies involved in cases
of missing and exploited children.

Peer-to-Peer Applications Provide Easy Access to Child Pornography

Child pornography is easily shared and accessed through peer-to-peer file-
sharing programs, Our analysis of 1,286 titles and file names identified
through KaZaA searches on 12 keywords” showed that 543 (about 42
percent) of the images had titles and file names associated with child
pornography i “Ofther ining files, 34 percent were classified as
adult pornography, and 24 percent as nonpornographic (see fig. 1). No
files were downloaded for this analysis.

Figure 1: Classification of 1,286 Titles and File Names of Images Identified In KaZaA
Search

24%» Nonpornographi
Adult pornography
Child parography
Source: GAC,
“ The 12 keywords were provided by the G ing Center as Known to be iated

with child pornography on the Internet.

= We categorized a file as child pomography if one keyword indicating a rainor and one word with a
sexual connotation occwrred in either the title or file name. Files with sexual connotation in title or
name but without age i were as adult
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The ease of access to child pormography files was further documented by
retrieval and analysis of image files, performed on our behalf by the
Custorns CyberSmuggling Center. Using 3 of the 12 keywords that we used
to document the availability of child pornography files, a CyberSmuggling
Center analyst used KaZaA to search, identify, and download 305 files,
including files containing multiple images and duplicates. The analyst was
able to download 341 images from the 305 files identified through the
KaZaA search.

The CyberSmuggling Center analysis of the 341 downloaded images
showed that 149 (about 44 percent) of the downloaded images contained
child pornography (see fig. 2). The center classified the remaining images
as child erotica (13 percent), adult pornography (29 percent), or
nonpornographic (14 percent).

Figure 2: Classification of 341 Images Downloaded through KaZaA

Child erotica

Nonpomographic
44%

Adult pornography

Child pomograp
‘Bouroe: Susioms CyberSmuggling Center.
Note: GAD analysis of data provided by the Customs CyberSmuggling Center.

These results are consistent with the observations of NCMEC, which has
stated that peer-to-peer technology is increasingly popular for the
dissemination of child pornography. However, it is not the most prominent
source for child pornography. As shown in table 3, since 1998, most of the
child pornography referred by the public to the CyberTipline was found on
Internet Web sites. Since 1998, the center has received over 76,000 reports
of child pornography, of which 77 percent concerned Web sites, and only

1 percent concerned peer-to-peer networks. Web site referrals have grown
from about 1,400 in 1998 to over 26,000 in 2002—or about a nineteenfold
increase, NCMEC did not track peer-to-peer referrals until 2001. In 2002,
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peer-to-peer referrals increased more than fourfold, from 156 to 757,
reflecting the increased popularity of file-sharing programs.

Table 3: NCMEC CyberTipline o Law Ei Agencies, Fiscal Years
1988-2002
Number of tips
Technology 1998 1998 2000 2001 2002
Web sites 1,383 3,830 10,629 18,052 26,759
E-mail 117 165 120 1,128 6,245
Peer-to-peer - —_ — 156 757
Usenet newsgroups & bulletin 531 987 ke 930 983
boards
Unknown 90 258 260 430 612
Chat rooms 165 256 176 128 234
Instant M gil 27 47 50 80 53
File Transfer Protocol 25 26 58 64 23
Total 2,338 5,569 12,024 21,025 35676

Souwea: Exploliad Chisd Unit, National Canter for Missing and Exploded Children.

Juvenile Users of Peer-to-Peer Applications May Be Inadvertently
Exposed to Pornography

Juvenile users of peer-to-peer networks face a significant risk of
inadvertent exposure to pornography when searching and downloading
images. In a search using innocuous keywords likely to be used by
Juveniles searching peer-to-peer networks (such as names of popular
singers, actors, and cartoon characters), almost half the images
downloaded were classified as adult or cartoon pornography. Juvenile
users may also be inadvertently exposed to child pornography through
such searches, but the risk of such exposure is smaller than that of
exposure to pornography in general.

To document the risk of inadvertent exposure of juvenile users to
pornography, the Customs CyberSmuggling Center performed KaZaA
searches using innocuous keywords likely to be used by juveniles. The
center image searches used three keywords representing the names of a
popular female singer, child actors, and a cartoon character. A center
analyst performed the search, retrieval, and analysis of the images. These
searches produced 157 files, some of which were duplicates. From these
157 files, the analyst was able to download 177 images..

Figure 3 shows our analysis of the CyberSmuggling Center's classification
of the 177 downloaded images. We determined that 61 images contained
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adult pornography (34 percent), 24 images consisted of cartoon
pornography (14 percent), 13 images contained child erotica (7 percent),
and 2 images (1 percent) contained child pornography. The remaining 77
images were classified as nonpornographic.

Figure 3: Classificallon of 177 images of a Popular Singer, Chitd Actors, and a
Cartoon Ct Downloaded gh KaZaA

1%

Child pornography
A 7%
Child erotica
A Cartoon pormography
44%
34% Adult p phy
Nonporographic

Source: Cusiorns CyberSmuggling Centar.

Federal Law Enforcement Agencies Are Beginning to Focus Resources
on Child Pornography on Peer-to-Peer Networks

Because law enforcement agencies do not track the resources dedicated to
specific technologies used to access and download child pormography on
the Internet, we were unable to quantify the resources devoted to
investigations concerning peer-to-peer networks. These agencies
(including the FBI, CEOS, and Customs) do devote significant resources to
combating child exploitation and child pornography in general. Law
enforcement officials told us, however, that as tips concemning child
pornography on the peer-to-peer networks increase, they are beginning to
focus more law enforcement resources on this issue. Table 4 shows the
levels of funding related to child pornography issues that the primary
organizations reported for fiscal year 2002, as well as a description of their
efforts regarding peer-to-peer networks in particular.
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Table 4: Resources Related to Comb

Child P phy on Peer-to-Peer Networks in 2002

Organization Resources* Efforts regarding peer-to-p
National Center for ~ $12 million to act as national resource center and NCMEC referred 813 tips conceming peer-io-peer
Missing and clearinghouse for missing and exploited children networks o faw enforcement agencies.

Exploited Children

$10 miltion for law enforcement training
$3.3 million for the Exploited Child Unit and the

CyberTipling

$916,000 aliocated to comiat child pornography

Federal Bureau of

$38.2 million and 228 agents and support personnel According o FBI officials, they have sfforts under way

Investigation for innocent images Unit to work with some of the peer-to-peer companies to
soticit their cooperation in dealing with the issue of
child pornagraphy,

Justice Criminal $4.38 miflion and 28 personnel allocated to The High Tech Investigative Unit deals with

Division, Child combating child exploitation and ity investigating any internst medium that disttibutes

Exploitation and child pornography, including peer-to-peer networks.

Section

U.8. Customs $15.6 milfion (over 144,000 hours} allocated to The center is beginning to actively monitor peer-to-

Service bating chifd i Y and ¢ ity off ®  peer networks for child pomography, devoting one

CyberSmuggling half-time Investigator ta this effort. As of Decernber

Center 18, 2002, the center had sent 21 peer-to-peer

investigative leads to fleld offices for follow-up.

Source: GAC and agencies mentoned.
*Dollar amounts are approximate.

*Customs was unable o separate the staff hours devoted or funds obligated lo combaling child
phy from those to ing chitd itation in general,

An important new resource to facilitate the identification of the victims of
child pornographers is the National Child Victim Identification Program,
run by the CyberSmuggling Center. This resource is a consolidated
information system containing seized images that is designed to allow law
enforcement officials to guickly identify and combat the current abuse of
children associated with the production of child pornography. The
system's database is being populated with all known and unique child
pornographic images obtained from national and international law
enforcement sources and from CyberTipline reports filed with NCMEC. It
will initially hold over 100,000 images collected by federal law
enforcement agencies from various sources, including old child
pornography magazines.” According to Customs officials, this information
will help, among other things, to determine whether actual children were
used to produce child pornography images by matching them with images
of children from magazines published before modern imaging technology

* According to federal law enforcement agencies, most of the child pornography published before 1970
has been digitized and made widely available on the Intemet.
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was Invented. Such evidence can be used to counter the assertion that
only virtual children appear in certain images.

The system, which became operational in January 2003,” is housed at the
Customs CyberSmuggling Center and can be accessed remotely in “read
only” format by the FBI, CEOS, the U.S. Postal Inspection Service, and
NCMEC.

In suramary, Mr. Chaimnan, our work shows that child pomography as
well as adult pornography is widely available and accessible on peer-to-
peer networks. Even more disturbing, we found that peer-to-peer searches
using seemingly innocent terms that clearly would be of interest to
children produced a high proportion of pornographic material, including
child pornography. The increase in reports of child pomography on peer-
to-peer networks suggests that this problem is increasing. As a result, it
will be important for law enforcement agencies to follow through on their
plans to devote more resources to this technology and continue their
efforts to develop effective strategies for addressing this problem.

Mr. Chairman, this concludes my statement. I would be pleased to answer
any questions that you or other Members of the Committee may have at
this time.

Contact and Acknowledgements

If you should have any questions about this testimony, please contact me
at (202) 512-6240 or by E-mail at koontzl@gao.gov. Key contributors to this
testimony were Barbara S, Collier, Mirko Dolak, James M. Lager, Neelaxi
V. Lakhmani, James R. Sweetman, Jr., and Jessie Thomas.

* One million dollars has already been spent on the system, with an additional $6 million needed for
dditional hard: ion of the image datab; and access for all involved agencies. The
10-year lifecycle cost of the systern is estimated o be $23 million.
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Attachment: How File Sharing Works on Peer-to-Peer Networks

Peer-to-peer file-sharing programs represent a major change in the way
Internet users find and exchange information. Under the traditional
Internet client/server model, access to information and services is
accomplished by interaction between clients—users who request
services—and servers—providers of services, usually Web sites or portals.
Unlike this traditional model, the peer-to-peer model enables consenting
users—or peers—to directly interact and share information with each
other, without the intervention of a server. A common characteristic of
peer-to-peer programs is that they build virtual networks with their own
mechanisms for routing message traffic.™

The sability of peer-to-peer networks to provide services and connect users
directly has resulted in a large number” of powerful applications built
around this model” These range from the SETI@home network (where
users share the computing power of their computers to search for
extraterrestrial life) to the popular KaZaA file-sharing program (used to
share music and other files).

As shown in figure 4,” there are two main models of peer-to-peer
networks: (1) the centralized model, in which a central server or broker
directs traffic between individual registered users, and (2) the
decentralized model, based on the Gnutella” network, in which individuals
find each other and interact directly.

* Matet Ripenay, Tan Foster, and Adriana Jamnitchi, “Mapping the Gnutelia Network: Properties of
iarge Scale Peer-to-Peer Systems and Implication for System Design,” JEEE Internet Computing, vol.
6, no. 1 {January~February 2002). (peaple.cs.uchicago.edw~matei/PAPERS/ic. pdf)

 Zeropaid.com, a file-sharing portal, lists 88 different peer-v.o-peer file-shaving programs available for
download. (hiip.//www.zeropaid.com/php/filesharing php)

* Geoffrey Fox and Shrideep Pallickara, “Peer Lo-Peer !nwmcuor\s in Web Brokering Sys(ems
Ubiguity, vol. 8, no, 16 (May 28-June 3, 2602) (p dby of Computer M: v).
{htrp: . ACLOTgUbiY views/g_fox_2.himi)

*liustration adapted by Lt. Col, Mark Bontrager from originat by Bob Knighten, “Peer-to-Peer
Computing,” briefing to Peer-to-Peer Working Groups (August 24, 2000), inMark D Bcntmger Peering
into the Future: Peer-to-Peer Tech) as & Model for Di
Dissemination and Operational Tasking, Thesis, School of Ads d Airp Studies, Air Uni
Maxwell Air Force Base, Alabama {June 2001).

¥ According to LimeWire LLC, the developer of a popular file-sharing program, Gnutella was originaily
designed by Nullsoft, a subsidiary of America Online. The deveiopment of the Gnutella protocol was
hamed by AOL management shortly afler the protocol was made available to the public. Using

d the software and created their own Gnutella software
packages. (hnp IHwrwew timewire comvindex jsp/p2p)

Page 14

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00159 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.109



VerDate Aug 31 2005

152

Attachment 1. How File Shoring Works on Peer-to-Peer Networks

Figure 4: Peer-to-Peer Models

Centralized
Server/broker
:

Tod

Decentralized

Carol Ted Alice

Who has fils X7

Alice has flie X.

Alice Carol

Source: Mark Bontrager, Bob Knighian.

As shown in figure 4, in the centralized model, a central server/broker
maintains directories of shared files stored on the computers of registered
users. When Bob submits a request for a particular file, the server/broker
creates a list of files matching the search request by checking it against its
database of files belonging to users currently connected to the network.
The broker then displays that list to Bob, who can then select the desired
file from the list and open a direct link with Alice’s computer, which
currently has the file, The download of the actual file takes place directly
from Alice to Bob.

This broker model was used by Napster, the original peer-to-peer network,
facilitating mass sharing of material by combining the file names held by
thousands of users into a searchable directory that enabled users to
connect with each other and download MP3 encoded music files. Because
much of this material was copyrighted, Napster as the broker of these
exchanges was vulnerable to legal challenges,” which eventually led to its
demise in September 2002.

In contrast to Napster, most current-generation peer-to-peer networks are
decentralized. Because they do not depend on the server/broker that was
the central feature of the Napster service, these networks are less
vulnerable to litigation from copyright owners, as pointed out by Gartner.™

In the decentralized model, no brokers keep track of users and their files.
To share files using the decentralized model, Ted starts with a networked
computer equipped with a Gnutella file-sharing program such KaZaa or

* A&M Records v. Napster, 114 F.Supp.2d 896 (N.D. Cal. 2000).
* Lydie Leong, “RIAA vs.Verizon, Implications for ISPs,” Gartner (Oct. 24, 2002).
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Attachment 1. Bow File Sharing Works on Peer-to-Peer Networks

BearShare. Ted connects to Carol, Carol to Bob, Bob to Alice, and so on.
Once Ted’s computer has announced that it is “alive” to the various
members of the peer network, it can search the contents of the shared
directories of the peer network members. The search request is sent to all
members of the network, starting with Carol; members will in turn send
the request to the computers to which they are connected, and so forth. If
one of the computers in the peer network (say, for exampie, Alice’s) has a
file that matches the request, it transmits the file information (name, size,
type, etc.) back through all the computers in the pathway towards Ted,
where a list of files matching the search request appears on Ted's
computer through the file-sharing program. Ted can then opena
connection with Alice and download the file directly from Alice’s
computer.”
The file-sharing networks that result from the use of peer-to-peer
technology are both extensive and complex. Figure 5 shows a map or
topology of a Gnutella network whose connections were mapped by a
network visualization tool.” The map, created in December 2000, shows
1,026 nodes (computers connected to more than one computer) and 3,752
edges (computers on the edge of the network connected to a single
computer). This map is a snapshot showing a network in existence at a
given moment; these networks change constantly as users join and depart
them.

* LimeWire, Modemn Peer-to-Peer File Sharing over the Internet.
{huap Jimewire. Jsp/p2p)

* Mihajlo A. Jovanovie, Fred S. Annexstein, and Kenneth A. Berman, Scalubility Issues in Large Peer-

to-Peer Networks: A Case Study of Gnutells, University of Cincinnati Technical Report (2001).
(http:/fwww.ececs.uc.edw-mj paper.himl)
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Attechment 1. How File Sharing Works on Peer-to-Peer Networks

Figure 5: Topology of a Gnutella Network

Source: Minajlo A. Jovancuic, Fred 5. Annexstein, aru Kennet A. Barman, Laboratory of Networks ard Appied Graph Theary, Univarsay of Cinainaet.

One of the key features of many peer-to-peer technologies is their use of a
virtual name space (VNS). A VNS dynamically associates user-created
names with the Internet address of whatever Internet-connected computer
users happen to be using when they log on.” The VNS facilitates point-to-
point interaction between individuals, because it removes the need for
users and their computers to know the addresses and locations of other
users; the VNS can, to certain extent, preserve users’ anonyrity and
provide information on whether a user is or is not connected to the
Internet at a given moment. Peer-to-peer users thus may appear to be

* 8. Hayward and R. “Peer-to-Peer: ing Old, hing New,” Gartner (Apr. 10,
2001).

Page 17 GAO-03-1115T

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00162 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.112



VerDate Aug 31 2005

155

Attachment I. How File Sharing Works on Peer-to-Peer Networks

anonymous; they are not, however. Law enforcement agents may identify
users’ Internet addresses during the file-sharing process and obtain, under
a court order, their identities from their Internet service providers.

(310381
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U.S. SENATOR PATRICK LEAHY

VERMONT

Statement of Senator Patrick Leahy
Senate Committee on the Judiciary
Hearing on "Pornography, Technology, and Process: Problems and Solutions on
Peer-to-Peer Networks"
September 9, 2003

At the first Committee hearing on peer-to-peer networks in June, we considered
the significant dangers that file sharing can pose to users’ privacy and to the security of
their computers. Today, we will begin to explore possible solutions to some of the
problems raised by peer-to-peer networks and online file sharing. Unless some solutions
are found, peer-to-peer will never realize its enormous potential to build on-line
communities, to enhance networked learning, and to make unprecedented amounts of
material, educational and entertaining, available worldwide.

1 believe that peer-to-peer has the potential to revolutionize the way people share
all sorts of information. But as with any technology, it can be abused. Peer-to-peer
networks can be used to delve into people’s private records, or illegally to share
copyrighted material. Most disturbingly, peer-to-peer networks can be used to distribute
child pornography, and to make all sorts of pornography available to unsuspecting
children. If peer-to-peer networks are going to find a useful place in our culture, they
must respond to these problems. And we certainly cannot allow those who purposefully
exploit network file-sharing to the detriment of children to go unpunished.

As a father and grandfather, I find child pornography despicable. [ know my
colleagues agree with me. This Committee and the Senate as a whole have taken strong
steps to protect our children from pornography, and we will continue to do everything
possible to combat child pomography. As a former prosecutor, I want to see that law
enforcement has effective tools for the identification and prosecution of the individuals
who make, use, and traffic in this material.

Pornography, and child pornography in particular, is prevalent on peer-to-peer
networks. According to recent reports, as much as 42 percent of peer-to-peer requests are
for pornography. A recent GAO study was a wake-up call for America. It found that
simple keyword searches on a peer-to-peer network turned up hundreds of pornographic
images of children. In fact, child pornography constituted 40 percent of the returns to
those searches. The National Center for Missing and Exploited Children, which

senator_leahy @leahy.senate.gov

htip://leahy.senate.gov/
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continues to do outstanding and inspirational work to protect all of our children, reports
that there has been a fourfold increase in pornography on peer-to-peer networks in just

one year. Moreover, peer-to-peer networks don't simply allow the distribution of child
pornography. Through the use of instant messaging, they can be used to lure children
into meeting with sexual predators.

So far the peer-to-peer networks are not only turning a blind eye to this problem,;
in many cases they are specifically designed so that parents are unable to keep their
children off the network with a traditional firewall. In addition, what few protections are
available are designed so that they can be easily circumvented by a child, regardless of
their parent’s intentions.

More disturbingly, the networks are actively hindering law enforcement efforts to
crack down on child pomography. Although pornography on peer-to-peer has risen
fourfold between 2001 and 2002, arrests for child pornography have dropped
dramatically in recent years. We have heard that one, and perhaps the only, reason for
this is that peer-to-peer networks have changed their systems to allow their users to
remain anonymous. In their zeal to allow illegal file sharing, the networks have made it
far too difficult for law enforcement to track down child pornographers. This must stop.

1 look forward to hearing from the outstanding group of experts that we have
assembled here today about what steps can be taken to stop child pornography. This
problem is best solved by the people who understand it best, and deal with it on a daily
basis. Iam eager to work with those involved as they crafl a private-sector solution to
this very serious problem, but make no mistake: This must stop.

The second panel today will look at one of the solutions to online file sharing that
we enacted five years ago as part of the Digital Millennium Copyright Act. The DMCA
gave law enforcement and copyright holders powerful new tools to use in the fight
against online copyright infringement.

At the time we were drafting the DMCA, the recording industry, the internet
service providers, and others said they were having trouble identifying individuals who
might be illegally sharing copyrighted materials online. The parties came together and
determined that the best solution was to allow copyright holders to subpoena the
information. The subpoena would go to the internet service provider, and would seek the
identity of someone the individual believed to be sharing copyrighted material on that
ISP’s system or network. Section 512(h) of the DMCA codified this solution.

1 understand that this section is now being used to subpoena information about
individual users who may be sharing copyrighted material, but who are not using the
ISP’s system or network to store the copyrighted material. In short, it is being used to
combat the anonymous use of peer-to-peer networks. There can be little doubt that the
use of the §12(h) subpoena raises legitimate concerns for some, such as notice to the end
user, oversight of the subpoena process, and the cost of responding to the subpoenas. As
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before, I believe that these problems are best solved by the groups most closely involved.

I fook forward to hearing what collaborative steps are being taken to address these
concerns, and to make the 512(h) subpoena the fair, but strong tool we intended it to be.

Hé##H
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Statement of John Malcolm
Deputy Assistant Attorney General
Criminal Division

Before the Committee on the Judiciary
United States Senate

Regarding Peer-to-Peer Networks and Child Pornography

September 9, 2003

Mr. Chairman, Senator Leahy, and distinguished Members of the Committee, thank you
for inviting me to testify before you today on this critical topic. The sexual abuse of achild isa
horrific act, and this horror is often exacerbated by pedophiles who memorialize their repugnant
crimes in photographs and videos. Sadly, with increasing frequency, such offenders are choosing
to disseminate these grotesque memorials to millions of people over the Internet with a few

clicks of a computer mouse.

The exploitation of children through the production and dissemination of child
pornography is an intolerable evil that we must work to obliterate. Toward that end, Congress
recently made significant strides by enacting the PROTECT Act, which provides invaluable tools
to law enforcement to aggressively prosecute crimes involving the scourge of child pomography.
Nevertheless, child pornographers continue to find ways to employ the ever-evolving technology
of the Internet and computers to commit their deviant crimes. In turn, law enforcement must
respond to technological advances, as well, eradicating child pornographers from every forum in
which they lurk, be that in cyberspace or otherwise. Thus, I commend you for holding this
hearing. Ihope to provide you with an understanding of how peer-to-peer file-sharing computer
networks are being used to distribute and receive child pornography, how pormography in general

is being made available to children over peer-to-peer networks, and how the Department of
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Justice is attempting to root out those who are taking advantage of technology to distribute child
pornography.

At the outset, it is important to acknowledge the Department’s firm belief in the positive
aspects of the Internet. In too many instances, people view government officials, especially those
who work in federal law enforcement, as anti-technology — intent only on stifling the growth of
technology and the Internet. This is simply not the case. The Internet’s benefits are too
numerous and obvious 1o restate here, and the Department of Justice supports the full
development of the Internet and technelogy. But, just as law enforcement must operate in a way
that does not unnecessarily impede the advancement of technology, so too must people
acknowledge that technology is often misused to perpetrate criminal activity which can, in and of

itself, undermine public confidence in those technologies and impede their advancement.

Before I address the Department of Justice's approach to the proliferation of child
pomography over peer-to-peer file-sharing networks, let me first describe how these so-called
“P2P” networks operate. From this common understanding of the technology, we can see how
P2P networks are being abused by child pomographers, the unique issues that arise in regard to
criminal prosecutions involving P2P networks, and how the use of P2P networks to disseminate

child pormography fits into the greater context of child pornography crimes being committed on

the Internet.
BACKGROUND ON PEER-TO-PEER FILE-SHARING NETWORKS

First let me contrast peer-to-peer networks with the more traditional network that is used

to share corputer files. On traditional networks, people who want to share files — including
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contraband files — store them on one or more central “servers,” which are powerful computers
that supply the files to a number of smaller, less powerful computers such as the computer you
might have at your desk. Picture a bicycle wheel, whexe the server computer is the hub that
sends files out through the spokes to smaller computers arrayed along the tire. A file that is
available on one customer’s desktop is not available to any other computer on the network until it

is uploaded to the central server.

The peer-to-peer network, by contrast, is less centralized; in fact, it is fluid by design. Ifa
traditional network looks like a bicycle wheel, a peer-to-peer network looks like a fisherman’s
net. Each peer computer is connected to the rest of the peer computers either directly or through
one or more intermediary computers. In a P2P network, files are kept not on a central server but,

rather, on each of the peer computers hooked into the network at any given point in time.

Any peer computer, which could be the computer sitting on your child’s desktop, can be
utilized to download P2P software from the Internet and thereby gain access to shared files
located on other computers connected to that network. Once the software is installed, P2P
networks can be accessed to transfer virtually anything that can be put into digital format,
including pictures, music, or videos. A user may search the P2P network for files based on
certain characteristics such as a keyword or file name, for example, and may narrow his or her
search to identify only video files, images or audio files. The P2P software then displays a list of
shared files matching the search criteria that are currently available from other computers
connected to the network. Once the user selects those files that he wishes to download, the
source and destination peer computers exchange files directly. Similarly, a user may also elect to
share certain files on his own computer with other users on the P2P network. Given this format,

3
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it is not surprising that this medium has become a hotbed of criminal activity, particularly where

child pornography is concerned.

POTENTIAL FOR CRIMINAL ACTIVITY THROUGH USE OF PEER-TO-PEER FILE-
SHARING NETWORKS
The potential for criminal activity through the use of peer-to-peer networks is no secret to
the members of this Commmittee. The possibilities include privacy and security intrusions;
copyright infringement; the dissemination of adult pornography to children; and, as underscored

by this hearing, the distribution of child pornography.
Privacy and Security Intrusions

Peer-to-peer file-sharing software is associated with three types of potential privacy or
security intrusions. The first potential intrusion comes when a user installs the peer-to-peer
software on his computer. Some P2P software is intentionally infected by adware, spyware, and
even viruses or so-called "Trojan horses,” which are applications that appear benign but contain
latent viruses. Thus, merely installing P2P software can expose a peer computer to attack. The
next type of intrusion may occur when the user tells the P2P software what files to share. P2P
users have inadvertently given other people access to their tax returns, medical files, financial
records, personal e-mail, and confidential legal documents such as attorney-client
communications. The final type of intrusion may occur once the user starts sharing files with
others. Hackers have exploited the openness of P2P networks to propagate viruses, worms, and
other malicious computer software. Sadly, but predictably, at least one virus propagated itself

over a peer-to-peer network in part by renaming itself as computer files that promised
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pornographic images. This combination of vulnerabilities makes using a peer-to-peer file-

sharing network a very risky proposition indeed.
Copyright Infringement

At this point there should be no doubt that even if P2P networks can be used for
legitimate purposes, a large number of people are using P2P networks for copyright infringement.
Given how P2P networks operate, it is easy to see why. P2P networks involve millions of users,
and because they are increasingly fast, users can download files with relatively little risk of
detection. The Department of Justice will fight copyright infringement in any medium in which
it takes place, and I have therefore specifically directed the Department’s Computer Crime and
Intellectual Property Section to consider means for combating copyright infringement over P2P

networks.
Distribution of Adult Pornography that is Legal, But Easily Seen by Children

Congress is well aware that adult pornography is readily available to children on the
World Wide Web and is often inadvertently accessed by children using innocuous search terms,
such as the names of cartoon characters or children’s television shows. Indeed, to combat this
growing problem, Congress, through the PROTECT Act, recently enacted a law criminalizing the

use of domain names that mislead minors into viewing harmful material,

Despite the potency of this new legislation, it does not extend to file names that
individuals create for files on their computers that they choose to share over P2P networks.
Thus, any child who downloads P2P software and enters an innocuous search term may be

confronted with files containing adult pornography that have been given misleading names. On a
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positive note, most P2P software packages contain filters that can be activated to screen out adult
material and/or digital images, and many of these filters are password protected, so that children

cannot deactivate filters that their parents have activated.
Distribution of Child Pornography

Like all other Internet venues, P2P networks are fertile ground for the distribution and
receipt of child pornography. The design of P2P networks allows perpetrators readily to identify
numerous desired files on other users’ computers using fairly blatant search terms, such as “child
porn” or “lolita.” Users can then download materials relatively quickly for their personal

possession and use and retreat into obscurity.

LAW ENFORCEMENT ISSUES UNIQUE TO PEER-TO-PEER NETWORKS
Because peer-to-peer networks operate as a diffuse community of computers, the

investigation of child pornography offenses in the peer-to-peer context requires a proactive and
focused approach by law enforcement. The lack of a central server means that there is no
clearinghouse for files and information that can serve as a bottleneck or choke point where law
enforcement can gather logged evidence of illegal activity and cut off the supply of contraband
files. Moreover, the decentralized nature of P2P networks means that there is no central
community where people communicate regarding their illegal plans. Instead, peer-to-peer file-
sharing networks are diffuse in nature: millions of people can join loosely-knit groups without
the need for humans to communicate at all, since their computers will automatically handle all of
the details for them. The only entrance fee to an illegal group is the time to download P2P

software, boot it up, and start uploading and downloading files.
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Relative Anonymity

As compared with Internet access in general or email accounts, many P2P networks do
not require individual users to set up an account with a central authority. P2P users can create
and change user names at will, and user names rarely contain any information that would reveal

the true identity of the user.

Nevertheless, just as an individual cannot receive or place a telephone call without a
telephone number, every instance of Internet access is associated with in internet protocol, or
“IP,” address. Thus, using P2P software, a law enforcement agent can identify a file containing
child pornography, and while downloading that file, identify the IP address of the computer
sending it. The agent can then determine which Internet service provider owns that IP address,
and serve legal process on that Internet service provider to obtain the name and address of the
P2P user associated with that IP address on the date and time that the file was shared. Moreover,
seizure of that user’s computer will often reveal the IP addresses of other computers with which
contraband files were shared. Thus, although it is true that absent an undercover operation, there

is relatively little risk of detection on P2P networks, no P2P user is truly “anonymous.”

Notably, however, new generations of P2P file-sharing protocols and tools are promising
their users even more anonymity, such as by hiding IP addresses behind proxy servers or even
refusing to recognize preliminary inquiries from computers known to be associated with law
enforcement. Some peer-to-peer tools are even touting their ability to shield users from the view
of victims or law enforcement. Should this technology come to fruition, it will present

significant challenges to law enforcement and will undoubtedly make P2P an even more popular
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vehicle for trading child pornography.

THE DEPARTMENT OF JUSTICE’S EFFORTS CONCERNING THE
DISTRIBUTION OF CHILD PORNOGRAPHY OVER PEER-TO-PEER NETWORKS

The Department of Justice is committed to vigorously prosecuting child pornography in
every forum in which it appears, including the myriad channels of access available on the
Internet. Certainly, P2P networks are of significant law enforcement concern and focus,
particularly because of their decentralized design and relative accessibility and ease of use. The
Department has established a High Tech Investigative Unit within the Child Exploitation and
Obscenity Section dedicated to providing investigative support in prosecutions for crimes
involving child exploitation and obscenity, and specifically, child pornography on the Internet,
including in P2P networks. Consistent with the Department's mission to eradicate child
pornography, the Federal Bureau of Investigation is currently considering a protocol for

investigating child pornography cases in the relatively new area of P2P technology.

While there is no question that there is a plethora of pornographic and obscene material
on P2P networks, which is easily accessible by children, it is difficult to quantify what percentage
of the dissemination of child pornography on the Internet occurs via P2P networks. The General
Accounting Office ("GAO") report released on March 13, 2003 indicates that, while reports on
P2Ps have increased, ultimately only 1 percent of the tips from the public received by the

National Center for Missing and Exploited Children since 1998 involved P2P technology.

There are several other avenues of Internet communication that, for a number of reasons,
currently hold significant appeal for purveyors and seekers of child porography. Among the
most popular of these are commercial web sites, newsgroups, and internet relay chats, or “IRCs.”

8
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Arguably the most troublesome of these are commercial web sites. Even greater than the
percentage of the computer-literate population that has ever utilized P2P software is the
percentage of people who have utilized web sites; indeed, nearly everyone old enough to type
words on a computer keyboard understands how to “surf the web” and access websites on topics
of interest. Computers are sold with Internet browser software pre-installed. Capitalizing on the
accessibility and commensurate popularity of the Web, child pornographers offer images and
video files for sale on a vast number of commercial websites hosted on servers throughout the
world. These websites often boast "extreme” and varied material, for which child pornographers
typically have a seemingly insatiable desire. The increasing demand drives the market for child
pornography on the Web. As a result, the financial profits associated with the exploitation of
children through such sites can be staggering. Undercover purchases and the utilization of legal
process to obtain credit card and billing records can lead to extensive investigations and

prosecutions in these types of cases.

Slightly more savvy computer users utilize [RCs to obtain child pornography. Through
IRCs, individuals communicate in real time with other users currently online. Such users can
advertise the files that they possess on their computers, and invite others to download those files
for a price. A typical user will set up “rules” for access to his file collection. Thus, for example,
a user will allow another user to download 5 images only if that person first uploads 3 images. A
user may further specify that he only wants pictures of "girls under 10" or “father-son incest."
Many timies, the user sets his computer to scan uploaded images to ensure that the images he is
receiving are not duplicative of those already in his collection. The user may also threaten to ban

individuals from future trading if they do not abide by his rules, for example, by uploading

9
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inauthentic images. Sometimes, users offer a "free look™ at small files to entice others to trade.

Once a user identifies a desirable potential source of new files, the donor and recipient go
into a “private” window and their computers communicate directly to facilitate the downloading
and uploading of images. Using IRCs, a child pornographer can increase the size and diversity of
his collection, which collectors of child pornography characteristically and compulsively seek to
do. By contrast, offering files on P2P does not automatically result in receiving files in return,
making it a less appealing prospect. IRC users can be targeted through undercover operations,
just as P2P users can, with one added benefit: because IRCs operate through centralized servers,
the service providers frequently retain records of communications, albeit for short periods of

time, which can be obtained through legal process.

Perhaps the most popular aspect of Internet use is communication via email; only
marginally more technical than email are newsgroups. By joining newsgroups dedicated to a
given subject matter, users can communicate by email with like-minded individuals regarding
their common interests. Thus, there are newsgroups dedicated to football, cooking, astronomy,
and - - not surprisingly - - child pornography. Newsgroups are attractive to child pornographers
because, like IRCs, they precipitate trading relationships. Law enforcement can target
newsgroups through undercover trading and subsequent use of subpoenas or court orders for the

records of internet service providers.
CONCLUSION

It is my hope that I have provided the Committee with a clearer understanding of peer-to-

peer technology, its implications for the dissemination of child pornography, and where it fits
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into the larger context of the proliferation of child pomography on the Internet. Most assuredly,
the Department of Justice is committed to eradicating child pornegraphy in every possible venue

through an aggressive prosecution strategy.

Mr. Chairman, I again thank you and the Committee for the opportunity to speak to you

today, and I would be pleased to answer any questions the Committee might have.

11
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Statement of Mr. Alan Morris, Executive Vice President,

Sharman Networks Limited

Before the
Senate Judiciary Committee

Regarding

“Pornography, Technology and Process: Problems and Solutions on
Peer-to-Peer Networks”
Washington, DC
September 8, 2003

Chairman Hatch and members of the Committee, thank you for this
opportunity to again share the views of Sharman Networks Limited (SNL)
regarding peer-to-peer (P2P) technology. | am Sharman’'s Executive Vice
President and, as it is a global business, | am responsible for supervising the
enterprise from London whilst our Sydney headquarters is off-line at night. | also
have specific responsibility for developing the promotion and distribution of
licensed content in conjunction with Altnet, our Los Angeles-based U.S. business
partner. The Altnet service is available to all users of the Kazaa Media Desktop
(KMD) software. Altnet is the largest distributor in the world of licensed and
protected media files, as weli as the leading purveyor of files utilizing Microsoft
Windows Media digital rights management (DRM) technology.

Since its creation, SNL has been dedicated to two principal goals. The first
goal is to fully exploit the potential for P2P software to enrich society and the
creators of intellectual property through the development of this most efficient
means for the commercial distribution of copyrighted material. The second is to
provide consumers with the most secure and best functioning P2P software
available anywhere; we are the industry leader and consumers have validated
our efforts by making the Kazaa Media Desktop (KMD) the most popular P2P
application. So, we have built the technology platform for achieving our premier
goal, and will be announcing a series of exciting new ventures with content
providers throughout the world in coming months. Our greatest disappointment in
this regard is that major U.S. content providers have yet to acknowledge that
P2P is not the problem but the solution to their digital dilemma and license their
copyrighted material for paid distribution to KMD users.

P2P Misinformation
Unfortunately, certain Hollywood interests have not just failed fo

acknowledge the positive role that P2P can play in solving their online distribution
challenge, but have embarked on a deliberate campaign to try to smear P2P
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technology itself. It seems that ever since Federal District Judge Stephen
Wilson's April ruling that the distribution of P2P software was a legal activity in
the United States under the standard established by the Supreme Court's 1984
“Betamax” decision, entertainment industry lobbyists have accelerated their
deliberate campaign of P2P misinformation on Capitol Hill.

When | testified before you in June | took many of those charges head on
and, | believe, showed you that the concemns raised were spurious. You learned
that KMD includes, at no cost, highly effective anti-virus protection; last month
this feature validated P2P as the distribution technology of the future in response
to the MSBlast scare by distributing a massive 10 Terabytes of antivirus update
files seamlessly over P2P in a single week, with none of the load problems
encountered at this time of peak demand by traditional anti-virus distribution. We
also apprised you of SNL’s firm “no spyware” policy, And we described the
extensive changes we had made to the KMD user interface and installation
process to eliminate any possibility of identity theft as a result of inadvertent
placement of personal information in a user's shared folder, even though the FB}
had apprised Congress that it did not know of a single instance of I.D. theft
resulting from the use of P2P software. Our testimony also quoted various
experts’ Congressional testimony that P2P software did not have intrinsic
security weaknesses or present different or greater security problems than such
common Internet tools as web browsers or e-mail software.

Since we presented that testimony, intervening events have further
substantiated our position. Two major electronic virus infestations caused several
$hillion in damage to computer systems over the summer, and in both cases the
principal means of propagation was the exploitation of known weaknesses in
commonly used server and e-mail software, with P2P playing no role — indeed,
as | noted, it was a major force in combating it. And, just last week, the Federal
Trade Commission released its ldentity Theft Survey Report; in recounting the
means by which LD. thieves gain access to the personal information of their
victims, P2P does not even get a mention. As the saying goes, while P2P's
detractors are entitied to their own opinions, they are not entitled to their own
facts.

Zero Tolerance for Child Pornography

Mr. Chairman, there is one allegation being made against P2P software
that we find vile and reprehensible. And that is the charge that there is some
strong linkage between the use of such software and the propagation of
exploitive and illegal child pornography. Let me make Sharman Network's
position on such despicable content crystal clear. We utterly abhor child
pornography. We do not want our software used to propagate this filth, even if it
is in a small way.
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Since acquiring the KMD software early in 2002 we have had only a
handful of case requests about specific child pornography available through P2P
from law enforcement agencies worldwide. In each case we proved willing to
immediately work with officers. However, they realized very quickly what their
colleagues elsewhere had determined some while before ~

+ Pedophiles quickly realized, when P2P first appeared, that it was a
foolhardy way to pursue their warped ends. To make their
“collections” publicly available on P2P is counter to their cloak of
secrecy. Law enforcement agencies quickly picked them off and so
they retreated back to their sordid encrypted sites, newsgroups and
the like.

+ The nature of p2p applications, unlike websites with their central
servers, means that software developers like SNL have about as
much knowledge and control over what individuals choose to share
as Microsoft has over what is sent via its e-mail clients!

* The relatively small amount of child pornography circulating on P2P
has been hypothesized as being largely the legacy of these early
forays rather than the stream of new material that pervades the
chosen means of pedophile distribution.

Not satisfied just to see this small amount of material wither away (see
chart at end of statement) we are actively working with U.S. and international law
enforcement authorities, including the FBI, to provide them with a technical
understanding of the software and, whilst clarifying the limitations in knowing
systemically about files transacted, we have pointed out how they may use
readily available technologies to help identify specific users who share illegal
pornographic material. Law enforcement agencies, of course, may obtain through
appropriate legal process the willing cooperation of ISPs and others in the chain
of transmission the necessary proof to pursue and arrest miscreants. In this
regard we applaud the actions of Suffolk County police authorities in arresting
individuals who have used KMD or other P2P applications to share illegal content
and hope other police agencies follow suit. We want pedophiles to quickly get the
message that when they make such materials available for other P2P users to
find they are also making it quite easy for law enforcement authorities to find
them, and then cease to use P2P as a means of propagating child pornography.

In short, Sharman Networks has a zero tolerance policy in regard to child
pornography. and we stand ready to take whatever additional feasible steps a
software distributor can take to assist in reducing this problem still further. It
should be noted that, while we support user privacy, SNL has not chosen to use
methods of providing anonymity to users that could hinder the legitimate quests
for purveyors of obscene material by law enforcement agencies.

So, we ask that you put P2P’s role in perspective as regards the very real
and growing problem of child pornography on the Intemet. Based upon the data
we have seen, such as that contained in the General Accounting Office’s
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February report on this subject (GAO-03-351) and the chart reproduced below,
P2P plays a very minor role in the propagation of child pornography. P2P
referrals presently constitute less than two percent of all reports of child
pornography submitted to the CyberTipline operated by the National Center for
Missing and Exploited Children, while Internet Web sites account for more than
seventy seven percent. While any amount of child pornography available via P2P
software is unacceptable to us, we know of no instance or charge that there is
any commercial or organized distribution of such materials using P2P, while
many of the thousands of Web sites hosting child pornography do charge for
access to these illegal materials, and newsgroups are actively used for illegal
private distribution.

Commercial child pornography Web sites are a rapidly growing problem.
Last month, the United Kingdom’s National Criminal Intelligence Service released
a report stating that Websites containing child pornography had more than
doubled in the past year, that mare than half of them were hosted in the United
States, and that Intemet pedophiles were developing more cunning means of
avoiding detection. Clearly, any effective law enforcement initiative against the
child pornography problem must be primarily directed against these Web sites
and coordinated on an international basis

Mr. Chairman, it is clear that the vast majority of the child pomography
problem stems from Web sites accessed by Web browser software. Yet we do
not see a coordinated campaign to smear Web browsing technology even though
it is the primary technological means by which child pornography is accessed,
distributed, and sold. Nor do we see such a campaign against instant messaging
software, chat rooms or news groups, even though there have been repeated
reports of how pedophiles have masqueraded as minors and used these
technologies to engage in suggestive conversations with minors, to send
pornographic images to minors, and to attempt to set up face to face meetings
with minors. And we certainly do not see misguided legislative initiatives, such as
a bill recently introduced in the House of Representatives that aims to ban the
distribution of P2P technology, directed at these other major technological tools
which are commonly subverted by pedophiles for their evil purpose. Nor should
we, because we all know that technologies are not inherently good or evil -
what's good or bad are the uses that individuals put them to; and what should be
pursued are those bad actors that use them for evil ends.

It seems the reason that the entertainment industry has tried to create an
unwarranted association between child pornography and P2P is not because
P2P software plays a major role in this illicit trade but because they want to
create sufficient animosity against this technology to assist in the enactment of
new legislation that weakens Betamax standard protection, requires copy control
technology, regulates P2P out of existence, or otherwise supports Hollywood's
goal of subjugating technology to the needs of their existing business models.
This ploy was admitted by unnamed record industry executives in a September
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2" Los Angeles Times article: “Even as the RIAA prepares to seize parents’
attention with lawsuits, music executives increasingly have been trying to call
attention to the fact that file swapping networks also are frequently used to share
child pornography and other X-rated images. Record executives say privately
they're also aiming to use the profiferation of pornography as a means of
persuading members of Congress and law enforcement officials to take a
tougher stance against the file networks.”

This may be seen as hypocritical, to say the least, from an industry which
quickly wraps itself in your First Amendment whenever the content it produces
and the advertising that promotes it are criticized for graphic and gratuitous sex
and violence and the promotion of substance abuse. The difference is that the
entertainment industry actively markets such fare to kids -- Sharman just
provides technology that can be used or misused.

Barring Minors’ Access to Legal Adult Content

Most adult content is legal, and its availability in our society is & fact of life,
with major corporations engaged in its distribution. It's sold on nearly every
newsstand. If's marketed on both a subscription and pay-per-view basis to
customers of satellite and cable TV and guests at major hotel chains. The ability
to watch X-rated movies in the privacy of one’s own home was a driving force in
the adoption of the VCR, and this content has migrated onto DVDs as that new
technology supplants video tape. And it's well known that access to adult content
and sex-oriented chat rooms was an important factor in the growth of now major
ISPs, and that the sale of legal aduit content is one of the major Internet
commerce success stories as well as being touted as the “killer content” for new
generation 3G phones.

So it should come as no surprise that one use that individuals make of
P2P software is to access adult content. SNL does not distribute any such
content. Altnet does have a paid publishing system that allows content owners to
publish content into the system. A legal review is always conducted on all such
content before publishing takes place. Foliowing the high standards of satellite
TV and the cabie industry, Altnet does not discriminate against publishers that
work within the law and provide technical restrictions to prevent unauthorized
distribution of content that may be unsuitable to children. Any adult content
published via Altnet is of course only available, through strict credit card
verification, to persons over eighteen years of age.

Other individual software users provide the great majority of the adult
content available to users of the KMD software. SNL has no direct knowledge of
what any particular user is providing, nor do we have any ability to control such
distribution or remove a particular piece of content. What we can do, and in fact
do, is to provide KMD users, at no charge, with the most comprehensive and
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effective, password protected, family filter available with any P2P software
application.

The extensive availability of offensive materials on popular search
engines, such as Yahoo and Google, is a concern for everyone. For instance, a
search for the most commonly used adult term on Google will return 43,600.000
results! This does not mean Google is inherently bad. To the contrary, it simply
reflects the vast amount of pornography accessible from websites that minors
may access in the absence of parental oversight, in contrast to the relatively
small amount available from peers’ shared folders via P2P.

Like these companies, we are making great efforts fo educate users and
to aggressively encourage the use of our built in family filter. This filter is set to
“on” as the default when the KMD software is first downloaded. Upon acquiring
KMD in 2002 we thought it particularly important that such a filter be made an
integral part of the software and be turned on as default. This has been validated
by the finding of the June 2003 report, “Fast and Present Danger: In-Home Study
on Broadband Security Among American Consumers”, a study conducted by
America Online for the National Cyber Security Alliance, that in 97% of homes
with broadband connections parents failed to employ any parental controls to
block access to the vast array of adult materials available on tens of thousands of
Internet Web sites. Our family filter also provides parents with a password-
protected lock so that it cannot be turned off when they are out of the house. We
believe it should always be used in households where children may have access
to the PC. We also believe filters can never take the place of active and involved
parenting.

The KMD filter is based on a confidential list of keywords (unsurprisingly
culled from the terms used on the major search engines) associated with adult
content and other offensive materials. No adult content filter, no matter how it
works, can ever be 100 percent effective at blocking such content. That is
particularly true when individuals deliberately create false metatags so that
offensive content may be found in a search for innocent material. Similarly some
files are salaciously or misleadingly labeled, however innocent or obscene the
content might be. There is nothing unique to P2P in this regard. Just last week,
the U.S. attorney for the Southern District of New York, in conjunction with the
U.S. Postal Inspection Service, made the first arrest under the Truth in Domains
Names Act. They charged an individual with creating at least 3,000 misleading
domain names, such as dinseyland.com, so that individuals making common
typing mistakes, including children, would be connected to advertising sites,
including those for pornographic materials, from which they could not easily exit.
Announcing the arrest, U.S. Attorney James Comey stated, “The defendant is
accused of taking advantage of children's common mistakes, and using that to
profit by leading thern by the hand into the seediest and most repugnant comers
of cyberspace. His alleged actions are not clever but criminal.”
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We abhor such practices and we welcome any suggestions as to how we
might increase the protections against unwanted exposure to adult materials
available through the use of P2P technology. But, whether children are using
Web browsers, instant messaging software, chat rooms or P2P software, the
best means of preventing unwanted exposure to offensive materials is for
parents to employ available safeguards such as KMD's family filter, and to
actively monitor their children’s Internet activities while periodically reviewing
both the software and content on their home computer hard drives.

Conclusion

We appreciate this opportunity to share our views regarding pomography
and P2P software. We are dedicated to the eradication of child pomography from
P2P networks and will continue to cooperate with Congress, law enforcement
agencies, and dedicated nongovermnmental agencies in support of that shared
goal. We are constantly updating the terms blocked by the KMD family filter and
will take all other feasible steps to best assure that minors are not inadvertently
exposed to adult content when using the KMD software. We have also helped to
found a new trade group, the Distributed Computing Industry Association (DCIA),
which is designed to bring together all business interests with a stake in P2P
technology to collectively address shared challenges, including pornography.

We hope that this Committee and the Congress as a whole will, as they
address this issue, keep in mind the many responsible actions that Sharman
Networks has taken in regard to aduit content, as well as the relatively minor role
that P2P plays in the overall availability of such content on the Internet.

| would be pleased to answer your questions.
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Committee on the Jndiciary
United States Senate
September 9, 2003
Pornography, Technology, and Process: Problems and Solutions on Peer-to-Peer Networks
Statement of the Honorable Marybeth Peters,
Register of Copyrights

Mr. Chairman, Senator Leahy, Members of the Committee, good afternoon. It is always a
pleasure to appear before this Committee and I thank you for inviting me to present the views of
the Copyright Office today at this very timely hearing. As you were among the leaders in
drafting and enacting the Digital Millennium Copyright Act (‘DMCA™), I know that these issues
are important to you, as they are to me.
1. Background

In 1999, a young man named Shawn Fanning developed a use of the Internet that allowed
people to identify and copy music files from other people’s computers. As you know, this model
popularized peer-to-peer technology and a company called Napster tried to turn it into a profit-
making business. Napster became phenomenally popular in a remarkably short period of time,
boasting millions of registered users the very next year. But it quickly became clear that Napster
was being used extensively (by millions of users) for the purpose of copying and distributing an
unprecedented number of copyrighted works, primarily sound recordings of musical works.

That was the scene when you held a hearing on July 11, 2000, Mr. Chairman, entitled
“Music on the Internet: Is There an Upside to Downloading?” At that hearing, Mr, Hank Barry,
then the CEO of Napster, stated “It is my firm belief that the consumers who use Napster are not

»l

committing copyright violations.” We did not agree with that assessment,? and we were

' Submitted Testimony, Hank Barry, p. 7(emphasis in original).

2 See Brief for the United States as Amticus Curiae at 11, n.1, 18, A&M Records, Inc. v.
Napster, 293 F.3d 1004 (9™ Cir. 2001)(Nos. 00-16401 & 00-16403).
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heartened when the Ninth Circuit found that “Napster users infringe at least two of the copyright
holders’ exclusive rights: the rights of reproduction...and distribution.”® Napster was unable to
find a way to continue operations and faded away.

The void left by Napster’s departure was filled by other businesses utilizing peer-to-peer
technology, such as Aimster, Grokster, and Kazaa. While some of these applications can be
differentiated from Napster in terms of their internal technical operation, they still follow the
same basic peer-to-peer model as Napster and it is apparent that an overwhelming number of
their customers are using it for the same purpose as they and others had used Napster — copying
and distributing copyrighted works. By now it is well-settled that those users are infringing
copyright. Notwithstanding that, there are still some who contend that such uses are not
infringing.*

Mr, Chairman, make no mistake. The law is unambiguous. Using peer-to-peer networks
to copy or distribute copyrighted works without permission is infringement and copyright owners
have every right to invoke the power of the courts to combat such activity. Every court that has
addressed the issue has agreed that this activity is infringement.® It can also be a crime and the
perpetrators of such a crime are subject to fines and jail time.

Some have tried to rationalize or justify their illegal behavior by attacking the victim with

allegations of inflated profits or unfair dealings with recording artists on the part of the recording

* A&M Records v. Napster, 293 F.3d 1004, 1014 (9" Cir. 2001)(hereinafter “Napster”).

* Los Angeles Times, ‘Tone Deaf to 2 Moral Dilemma?” (Sept. 2, 2003).

5 See Napster at 1014; In re: Aimster Copyright Litigation, 334 F.3d 643, 645 (7" Cir.
2003)(hereinafter “Aimster”’); Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Lid., 259 F.Supp.
2d 1029, 1034-35 (C.D. Cal. 2003)(hereinafter “Kazaa™).

2
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indusiry. These diversionary tactics do not alter the fundamental fact that they are trying to
defend illegal activity that takes place on peer-to-peer networks. For those who do not have
sympathy for the recording industry, there are other victims as well. Since Napster, subsequent
versions of peer-to-peer networks permit infringement of the works of other copyright owners,
large and small, from motion picture studios to independent photographers and needlepoint
designers. With broadband connections becoming more and more widespread, it is increasingly
more common that the larger files containing full-length motion pictures are copied back and
forth.® This problem is not shrinking; it is not static; it is growing.

There are some who argue that copyright infringement on peer-to-peer systems is not
truly harmful to copyright owners and may even help them generate new interest in their
products. The law leaves that judgment to the copyright owner and it ought not be usurped by
self-interested third parties who desire to use the copyright owner’s work.

IL. Copyright Liability of Peer-to-Peer Proprietors

Copyright law has long recognized that those who aid and abet copyright infringement are

no less culpable than the direct infringers themselves.” There are two types of this secondary
liability. Contributory infringement occurs when “{o]ne who, with knowledge of the infringing
activity, induces, causes, or materially contributes to the infringing conduct of another.”® For

purposes of this test, knowledge can be either actual or constructive ~ that is, having reason to

¢ See Gary Gentile, “Online Movie Service Quickens Downloads,” Associated Press,
September 3, 2003.

7 See Kalem Co. v. Harper Bros., 222 U S. 55, 63 (1911).

¥ Gershwin Publishing Corp. v. Columbia Artists Management, Inc., 443 F.2d 1159,
1162 (2d Cir. 1971).
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know.” Vicarious liability occurs when one “has the right and ability to supervise the infringing
activity and also has a direct financial interest in such activities.”"®

Both of these concepts were brought to bear in the case against Napster. The Ninth
Circuit agreed with the District Court that Napster had actual knowledge of the infringements it
was facilitating from, for example, notices from aggrieved copyright owners.!! There was little
question but that Napster provided a material contribution in the form of “the site and facilities™
for infringement.'” Thus, Napster was determined to be a contributory infringer.

The Ninth Circuit also considered whether Napster was vicariously liable. It had no
difficulty agreeing with the District Court that the infringing material on its network was a
“draw” for customers, thus providing a direct financial benefit from the infringing activity.”® The
Ninth Circuit also agreed with the District Court that Napster had the ability to police its system,
and thus that it had the right and ability to supervise its users’ conduct." Accordingly, Napster
was found to be vicariously liable as well.

Thus it was that many felt reassured that the Ninth Circuit had confirmed that copyright

faw provides an effective and efficient way in which to address the massive infringements that

S Id.
® 1.
" Napster at 1020-21.

2 1d. at 1022 (quoting Fonovisa, Inc. v. Cherry Auction, Inc., 76 F.3d 259, 264 (9" Cir.
1996)(hereinafter “Fonovisa™)).

B Id. at 1023 (quoting Fonovisa at 263-64).

" Id. at 1023-24.
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can and do occur on peer-to-peer networks. Unfortunately, the Napster decision was not the final
word on the matter.

Earlier this year, the Central District of California surprised many when it held that
Grokster and Kazaa are not liable as secondary copyright infringers.' This decision departed
from long-established precedent. For example, the court held that in order to establish
contributory liability, it must be shown that “a defendant has actual — not merely constructive —
knowledge of the infringement at a time during which the defendant materially contributes to that

infringement.”'*

Were such a standard to be adopted it would eviscerate the doctrine of
contributory infringement as it would be almost impossible to meet. It would encourage the kind
of sophistry we have seen from the proprictors of some peer-to-peer applications: a denial of
knowledge of infringements by their customers in the face of clear and uncontested evidence that
such infringement is occurring on a mind-boggling scale. Mr. Chairman, these are people whose
business plan is dependant upon massive copyright infringement and any application of the law
that allows them to escape liability for lack of knowledge of those same infringements is
inherently flawed.

Not only was the Kazaa decision wrong on the law, it has serious policy consequences as
well. The historical doctrines of secondary liability have served copyright owners, courts, and

the public well - they provide copyright owners with the ability to obtain relief against the root

cause of a series of infringements without costly, inefficient, and burdensome suits against

" Kazaa, 259 F.Supp. 2d 1029.

% Id. at 1036.
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numerous individuals.!” Without a viable doctrine of contributory liability, this option is severely
curtailed and may present the copyright owner with the unenviable choice of either accepting
unremedied infringements or filing numerous suits against the individual direct infringers.

If today’s hearing leaves the Committee with the impression that the law is in flux with
regard to the liability of proprietors of peer-to-peer technology, that is because it is. On one side
is the Napster decision of the Ninth Circuit and the dimster decision of the Seventh Circuit, both
finding liability, albeit through different paths of analysis. On the other side is the Kazaa
decision of the Central District of California, finding nio liability for Kazaa and Grokster.
Hanging over all of these cases is the Supreme Court’s decision in Sony. It is perhaps a
commentary on that opinion that almost twenty years later, we still have such uncertainty that
three courts seem to interpret and apply it in three different ways. 1believe that the correct
application of the doctrines of secondary liability and the Sony case should produce findings of
liability for the proprietors of Kazaa and Grokster as well as Napster and Aimster. If the case law
evolves so as to compel the opposite result, I believe that Sony should be revisited either by the
Supreme Court or by Congress.

111, Suits Against Individuals

Unless and until the Kazaa decision is overruled, copyright owners are faced with the
unenviable choice to which I referred earlier. They can either resign themselves to unremedied
infringements on a previously unimaginable scale, or they can file infringement actions against

individual peer-to-peer users. The recording industry has chosen the latter route,

7 See Sony Corp. v. Universal City Studios, Inc., 464 U.8. 417, 437, n. 18(hereinafter
“Sony”)(citing the “dance hall cases™); Fonovisa, 76 F.3d 259 (suit against the operator of a swap
meet for infringing activity of third-party vendors).

6
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While copyright owners have expressed regret that they have felt compelled to take this
step, they need offer no apologies. As I have already said, people who use peer-to-peer
technology for the unauthorized reproduction or distribution of copyrighted works are breaking
the law. Surprisingly, many people do not appear to realize this. I have long advocated more
public education about copyright. In a perfect world, this could be done in classrooms and with
billboards. But ours is not a perfect world, and public education can also be accomplished
through enforcement of copyright.

The threats of litigation and even the publicity about the subpoenas obtained by the RIAA
have made clear to everyone that the so-called *“file-sharing” of copyrighted works is not an
innocent activity without legal consequences. As a result, it is becoming more and more difficult
for people engaged in such activity to claim that they did not know what they were doing is
against the law. Of course, for some users of peer-to-peer technology, even knowledge that what
they are doing is illegal will not be a sufficient disincentive to engage in such conduct. But
whether or not these infringers know or care that it is against the law, the knowledge that such
conduct may lead to expensive and burdensome litigation and a potentially large judgment
should have a healthy deterrent effect. While we would like to think that everyone obeys the law
simply because it is the law and out of a sense of obligation, we also know that laws without
penalties may be widely ignored. For many people, the best form of education about copyright in
the internet world is the threat of litigation. In short, if you break the law, you should be
prepared to accept the consequences. Copyright owners have every right to enforce their rights in
court, whether they are taking action against providers of peer-to-peer services designed to profit

from copyright infringement or against the persons engaging in individual acts of infringement
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using such services.
1V. Statutory History and Interpretation of Subsection 512(h)

It is common sense that in order 1o be able to take action against the users of peer-to-peer
networks, the copyright owner must know who those users are.'® Congress foresaw this need and
addressed it by including in the DMCA a process by which copyright owners can leam basic
identifying information about alleged infringers from their internet service providers (“ISPs™)."”

The DMCA began as an effort to implement the 1996 WIPO Internet treaties.”® Neither
those treaties nor any other international instrument directly address the potential secondary
liability of ISPs. However, as the treaty implementing legislation moved forward in Congress,
representatives of ISPs demanded that the legislation also limit their liability under such
circumstances.?! Congress heeded this call and provided the ISPs with a huge benefit - virtually
no liability for qualifying ISPs. This was balanced by a carefully developed set of obligations in
the DMCA. Among those balancing obligations was the requirement that ISPs “expeditiously”
respond to subpoenas to provide identifying information about subscribers accused of copyright
infringernent so that the controversy could be settled in court.

At the time the DMCA was drafted, at least one representative of ISPs assured this

' The existence of section 512(h) is plain evidence that Congress did not view any
existing procedures by which a suit could be filed against an unknown defendant as acceptable
alternatives for copyright owners.

 See 17 U.S.C. §512(h).

* See Hearings on 8. 1121 Before the Senate Judiciary Committee, 105" Cong. 25
(statement of George Vradenburg, I)(representing “over 1,400 Internet service providers,
content creators, telephone companies, among others...).

.
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Committee that ISPs desired a solution whereby “service providers and content owners...work as
a partnership....”? It was asserted by that same representative that “[1]iability for copyright
infringement should fall where it belongs, on the Web site operators, on those who create an
infringing work or on those who reproduce it or perform it with actual knowledge of the
infringement...."* The ability of copyright ownets to utilize subsection 512(h) is a critical part of
that partnership as is copyright owners” ability to impose liability against those who infringe
copyright. It is regrettable that at least one major ISP now rejects the compromise and the
balance of the DMCA.

Some now claim that the subpoena power of subsection 512(h) is inapplicable to the
activity described in subsection 512(a). As the United States District Court for the District of
Columbia recently held, the plain language of subsection 512(h) demonstrates that this
interpretation is not correct.” I agree with the court’s analysis.

Subsection 512(h) instructs service providers to expeditiously respond to a subpoena.

The definition of “service provider” in section 512(k) always includes service providers which
qualify for the safe harbor in section 512(a). The court reasoned that this demonstrates Congress’
intent to apply the subpoena power to “all service providers, regardless of the functions a service

provider may perform under the four categories set out in subsections (a) through (d).”*

.
3.

™ In re: Verizon Internet Services, Inc., Subpoena Enforcement Matter, 240 F.Supp. 24
24,30 (D.D.C. 2003).

» I at31.
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It has also been argued that the subpoena power applies only to subsection 512(c) because
subsection 512(h)(2)(A) requires a copyright owner to supply *“a copy of a notification described
in subsection (c)(3)}(A)". However, as the District Court pointed out, subsection 512(h) “is
written without limitation or restriction as to its application.”® It does not require that a notice
be delivered. Had Congress wished to limit the application of the subpoena power, it would have
simply said so in the law. It did not.”

The statutory text confirms the policy of compromise behind subsection 512 -- that
copyright owners and ISPs work together to remedy infringement. Limiting the subsection
512(h) subpoena provisions as some have proposed would remove an important tool that parties
need to remedy infringement efficiently in the peer-to-peer context.

When it enacted the DMCA, Congress did not carve out an exception from subsection
512(h} for transitory digital network communications, the activity covered by subsection 512(a).
Service providers which engage in that activity received the benefits and burdens of the same
bargain that service providers engaged in the other activity covered by section 512 received. In
exchange for a powerful limitation on liability, they undertook some obligations, including the
obligation to identify alleged infringers when served with a subsection 512(h) subpoena. When
you enacted section 512, you made the right choice. There is no reason for the courts or
Congress to have second thoughts about that decision.

I understand that the majority if not all of the 512¢h) subpoenas that have been sought,

have been sought in the United States District Court for the District of Columbia. Apparently

% Id. at 33.
T

10
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this has necessitated the clerk of that court assigning additional staff to handle the workload. [ do
not take a position as to whether it is appropriate for a copyright owner to go to a single district
court for subpoenas to service providers located outside that district. However, I am sympathetic
to concerns about efficiency of the courts and fairness to ISPs located elsewhere in the country.
There would certainly be advantages to the filing of these subpoena requests in the districts in
which the ISPs are located.

V. Constitutional Challenges to Subsection 512(h)

The United States has intervened in the Verizon-RIAA litigation to defend the
constitutionality of the DMCA. The Copyright Office has assisted the Justice Department in this
effort and we firmly believe that subsection 512(h) is appropriate and constitutional. Although I
am not an expert on constitutional law and I am not here to represent the Department of Justice, 1
will briefly summarize the arguments the United States made in its brief to the District Court.

The claim that subsection 512(h) violates the case and controversy requirement of the
Constitution is belied by a review of other federal laws providing similar procedures, at least one
of which has a 150 year pedigree.”® The 512(h) procedure is also similar to discovery in advance
of federal litigation pursuant to Federal Rule of Procedure 27, which finds its origins in the
Judiciary Act of 1789.” Further, the subpoena power provided in subsection 512(h) does relate

to cognizable Article Il controversies, namely potential copyright infringement action as well as

% Brief for Intervenor United States of America, p. 6, In re: Verizon Internet Services,
Inc., Subpoena Enforcement Matter, 257 F.Supp. 2d 244 (D.D.C. 2003)(No. 03-MS-0040
(JDB)).

¥ Id. at 10-11.

11
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a dispute between the copyright owner and the ISP over access to the subscriber information.®

The claim that subsection 512(h) violates the First Amendment does not withstand
scrutiny. Subsection 512(h) does not proscribe spoken words or expressive or communicative
conduct,” nor is there a realistic danger that it will significantly compromise a recognized First
Amendment protection.’ Section 512(h) merely requires a service provider to identify a person
who appears to be engaging in copyright infringement, a necessary step before the copyright
owner can initiate legal action. That action may range from an email or letter demanding that the
alleged infringer cease and desist from the unlawful conduct to the filing of a lawsuit for
copyright infringement. Section 512(h) does not offend the First Amendment any more than the
filing of a lawsnit for copyright infringement. In fact, it is an essential tool for a copyright owner
who intends to file such a lawsuit. Moreover, indeed, section 512 imposes sanctions on those
who misuse the subpoena power, which serve to provide a safeguard.™

Although not addressed in the Government’s briefs in intervention, I think it is important
to put into context the privacy claims that some now put forward. Users of peer-to-peer networks
are, by definition, opening their computers np to the world. There may be an illusion of
anonymity to that activity, but we have come to learn that such connections can also make
available the user’s social security number, credit card numbers, and other vital information. By

contrast, the 512(h) subpoena process typically involves disclosure to the copyright owner of no

* Id. a9, 13.
3 Id. at 15-16.
2 Id. at 16-18.
¥ Id. at 17-18.

12
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more than the subscriber’s name, email address, phone number, and perhaps street address. This
hardly seems like an invasion of privacy.
V1. Conclusion

The DMCA represents a carefully crafted and balanced bargain which utilizes the
incentives created by pre-existing doctrines such as secondary liability as well as enlightened
self-interest to encourage all stakeholders to work cooperatively to realize the potential of the
Internet while respecting legal rights. Some are now selectively challenging key components of
that bargain, particularly in the context of peer-to-peer technology. Taken together, the positions
of Kazaa and Grokster, along with the arguments now made by Verizon, if they prevail, will
leave copyright owners with little or no remedy against the most widespread phenomena of
infringement in the history of this country. We know from past experience with Napster and
current experience with Kazaa and Grokster that without a judicial remedy, this infringement will
not stop, regardless of the availability of lawful alternatives. It is thus incumbent upon this
Committee and this Congress to see to it that if the judiciary fails to enforce the DMCA and
therefore fails to provide the protection to which copyrighted works are enfitled, the legislature

does.

13
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For Immediate Release
July 24, 2003

Rep. Pitts introduces bill to protect
children from peer-to-peer porn

Washington—Congressman Joe Pitts (R, PA-16) today introduced the Protecting
Children from Peer-to-Peer Pornography (P4) Act. The P4 Act gives parents the tools
they need to protect their children from pornography and threats to privacy posed by
peer-to-peer file trading networks.

“Millions of people are using peer-to-peer software at any given time. About forty
percent of them are children,” said Rep. Pitts. “Unfortunately, pedophiles and
pornographers use these networks to distribute pornography. If a child using
this software wants to download a file, he or she can type in an innocent key
word and inadvertently download pornography.”

In March 2003, the General Accounting Office (GAO) and the House Committee on
Government Reform found that: pornography is readily available and accessible on
P2P networks; children are easily exposed to pornography while using P2P programs;
and the filters available to parents do sufficiently address the threat to their children's’
safety.

“Our lagislation gives parents the tools they need to protect their children from
pornography and threats to privacy posed by peer-to-peer file trading networks.
By working together to protect children, we are building a broad and bipartisan
coalition,” concluded Rep. Pitts.

The P4 Act regulates P2P software, and requires the Federal Trade Commission
(“FTC") to adopt regulations that require P2P distributors to:

« Give notice of the threats posed by P2P software;

+ Distribute P2P software to a minor only with a parent's consent, and not when
parents have used a “do not install” beacon to indicate their desire to avoid P2P
software;

» Comply with the Children’s Online Privacy Protection Act (COPPA) when collecting
information from children under age 13;

» Ensure that the software can be readily uninstalled; and
Ensure that the user's computer not be commandeered as a “super node,” and not
disable or circumvent security or protective software, without consent.

RHH
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For Immediate Release

July 31, 2003

Rep. Pitts: Peer-to-peer porn indictment
proof that Congress needs to act

Washington—Congressman Joe Pitts (R, PA-16) today said the indictment of twelve
people for possession of child pornography obtained with peer-to-peer file trading
software is evidence that Congress needs to act to protect children. Last week, Rep.
Pitts introduced H.R. 2885, the Protecting Children from Peer-to-Peer Pornography Act.

“These Indictments are proof that Congress needs to act to protect children from
peer-to-peer software. These people got child porn using peer-to-peer software.
That means children can see it and download it. And sexual predators can use it
to prey on our kids,” said Rep. Pitts.

The Associated Press reported yesterday that “a five-month joint investigation by police
and investigators from the Suffolk County district attorney’s office led to indictments
against 11 men and one woman on felony charges of possessing child pornography or
promoting child pornography.” The downloaded pornographic files were obtained using
peer-to-peer file trading software and included still photographs and video of children
involved in sex acts. Some of the files involved babies still in diapers.

“The types of stuff these people were trading often ends up on a kid's computer
screen. And parents have no way to stop it. Parents need to know what's out on
these networks. And they need the means to protect their kids from people who
use child porn to prey on children,” concluded Rep. Pitts.

H.R. 2885 regulates P2P software, and requires the Federal Trade Commission
(“FTC") to adopt regulations that require P2P distributors to:

e Give notice of the threats posed by P2P software;

« Distribute P2P software to a minor only with a parent’'s consent, and not when
parents have used a “do not install” beacon to indicate their desire to avoid P2P
software;

« Comply with the Children’s Online Privacy Protection Act (COPPA) when collecting
information from children under age 13,

Ensure that the software can be readily uninstalied; and
Ensure that the user's computer not be commandeered as a “super node,” and not
disable or circumvent security or protective software, without consent.
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New York’s Senator

CHARLES E. SCHUMER

313 Hart Senate Office Building « Washington, DC 20510
Phone: (202) 224-7433 « Fax: (202) 228-1218

FOR IMMEDIATE RELEASE . CONTACT: Phil Singer
September 9, 2003 (202) 224- 7433

SCHUMER URGES CREATION OF FEDERAL TASK
FORCE TO CRACK DOWN ON CHILD PORN FILE-
SHARING

Many parents are unaware about how popular file-sharing software enables children
to download pornography; Senate Judiciary Committee to hold hearings on Tue
afternoon

Schumer, law enforcement officials and child advocacy group I-Safe will call for
special task force to investigate swapping of child porn files on programs like Kazaa

Child-safety advocates and law enforcement officials joined US Senator Charles E. Schumer today in
calling for the creation of a new federal task force to crack down on child pomography being swapped over
popular file-sharing networks like Kazaa, Morpheus, Grokster, and Bear Share. Because these increasingly
popular file-sharing networks are so easy to use, they are very attractive to child pornographers and have
enabled obscene materials to sail across cyber-space at an alarming rate.

"The darkside of the Internet just keeps getting darker and darker,” Schumer said. "File-sharing software
programs have polluted the web for long enough, spreading child pornography at an almost unprecedented
rate. The Justice Department needs to do something about this scourge before the gains we have made
in cracking down on child pornogrpahy in recent years are undone.”

A recent report by the General Accounting Office found that file-sharing software is an effective tool for
someone trying to get their hands on child pornography. During a random search using keywords
associated with pornography, the report found that 42 percent of the hits it got back contained suggestions
of child pornography. The study also concluded that it would be easy for a minor to inadvertently
download pornography. For example, the GAO searched for keywords commonly entered by children
(like Britney Spears) and found that about half of the hits it got back could be considered pomographic.

Yesterday, the recording industry announced that it was suing 261 people who use file-sharing software
to swap music over the Internet. The industry used the basic search engine on the different sharing
networks that let anyone accessing the websites know what files the other users are making available.
Schumer said if the recording industry has the means to track down music swappers, the Justice
Department should have the ability to track down child pornographers using the file-sharing software.

1
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Schumer said a federal task force on child pornography file-sharing would complement steps that local
law enforcement officials are beginning to prosecute child pornographers using file-sharing software to
spread their materials. Earlier this summer, the District Attomey from Suffolk County, NY - Thomas
Spota - filed criminal charges against 12 people for child pornography-related offenses as a result of
sharing and downloading graphic images of children being raped and abused using the Kazaa network.
The material was shared over the Internet using the same kind of software that lets people share music files
with one another.

In a letter being sent to Attorney General John Ashcroft today, Schumer urged the Justice Department to
establish a national task force to combat the growing child pornography epideruic on file-sharing networks.

" An important step in fighting the child pornographers who use this technology is the creation of a federal
task force. A federal task force would bring together the resources and expertise of the Federal Bureau of
Investigation and other federal law enforcement agencies to find the best ways to track down and stop
these criminals from peddling child pornography. In addition, information sharing between the federal
task force and local officials, including District Attorney Tom Spota of Suffolk County, New York, who
has successfully filed charges, will ensure that ail levels of law enforcement are up to speed in this highly
technical area,” Schumer wrote.
HiHHiH
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+ARLES E. SCHUMER COMMITTEES:
NEW YORK
BANKING
JUDICIARY

Wnited States Denate

WASHINGTON, DC 20510
September 9, 2003

The Honorable John Asheroft
Attorney General of the United States
U.S. Department of Justice

950 Pennsylvania Avenue, NW
Washington, DC 20530-0001

Dear General Asheroft,

I write today to urge you to establish a national task force to combat the
increasingly prevalent problem of child pornography being shared over file-sharing
networks. These file-sharing networks are incredibly popular; one such network, Kazaa,
claims that its program has been downloaded over 270 million times. Although this
software is well known as a tool for sharing music and video files, it can also be readily
used to engage in other criminal behavior.

Earlier this summer, the District Attorney in Suffolk County, New York, filed
criminal charges against 12 people for child pornography-related offenses as a result of
sharing and downloading graphic images and video of children being abused in the most
horrifying manner. This case demonstrates that effective law enforcement must keep
pace with the new technology tools employed by criminals,

An important step in fighting the child pornographers who use this technology is
the creation of a federal task force. A federal task force would bring together the
resources and expertise of the Federal Bureau of Investigation and other federal law
enforcement agencies to find the best ways to track down and stop these criminals from
peddling child pornography. In addition, information sharing between the federal task
force and local officials, including District Attorney Tom Spota of Suffolk County, New
York, who has successfully filed charges, will ensure that all levels of law enforcement
are up to speed in this highly technical area.

Peer-to-peer networks are easy to use, readily accessible and decentralized
making them attractive to child pomographers. A federal task force will investigate the
ways these networks are used and abused and provide the most innovative law
enforcement solutions to protect our nation’s children. 1 look forward te working with
you on this important issue.

Sincerely,

Sl

Charles E. Schumer
United States Senator
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STATEMENT OF CARY SHERMAN
PRESIDENT AND GENERAL COUNSEL
RECORDING INDUSTRY ASSOCIATION OF AMERICA
BEFORE THE
COMMITTEE ON THE JUDICIARY
UNITED STATES SENATE
ON
“PORNOGRAPHY, TECHNOLOGY, AND PROCESS: PROBLEMS AND
SOLUTIONS ON PEER-TO-PEER NETWORKS”

SEPTEMBER 9, 2003

Introduction:

Let me begin by thanking Chairman Hatch and the Ranking Member, Senator
Leahy for inviting me to testify today and for their ongoing commitment to

protecting intellectual property.

My name is Cary Sherman. Iam the President of the Recording Industry
Association of America, the trade association representing the U.S. recording
industry. RIAA members create, manufacture and/or distribute 90 percent of all

legitimate sound recordings in the United States.

I’d like to take a minute to give the Committee some information regarding our
announcement yesterday that we filed lawsuits against individuals who were
sharing hundreds or thousands of copyrighted music files on public peer-to-peer
(“P2P”) networks. I'd be happy to answer any of the Committee’s questions

regarding our enforcement efforts.
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Turning my attention to the subject of today’s hearing, 1 would like to give the
Committee a sense of the gravity of the piracy problem affecting our industry

because I think it helps put in context the broader issues being addressed today.

The Piracy Problem Facing the Music Industry:

To date, over the past three years shipments of recorded music in the U.S. have

fallen by an astounding 31%. And worldwide, the music industry has shrunk from
a $40 billion industry in 1999 down to a $26 billion industry in 2002. Hit records
have been impacted most dramatically. In 2000, the ten top-selling albums in the
United States sold a total of 60 million units. In 2001, that number dropped to 40

million. Last year, it totaled just 34 milhion.

The root cause for this drastic decline in record sales is the astronomical rate of
music piracy on the Internet. According to a November 2002 survey by Peter D.
Hart Research, by a 2-to-1 margin, most consumers who say they are illegally
downloading more music report that they’re purchasing less. The same survey
found that the main reason consumers aren’t buying more music is that they get a
lot of what they want for free by illegally downloading or copying it from others.
These findings are bolstered by a June 2003 Edison Media Research report which

found that “among the heaviest downloaders, 48% say they no longer have to buy
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CDs because they could download the same music for free over the Internet” — an

increase of 61% in just one year. These findings are consistent with the

skyrocketing number of users of peer-to-peer (“P2P") file sharing software.

As of July 2002, KaZaa -- the most popular peer-to-peer (“P2P”) file-sharing

network by far -- boasted 100 million registered users. By May 2003, KaZaa had

become the world’s most downloaded software program of any kind, with 230.3
million downloads. All told, millions of users download over 2.6 billion
copyrighted files (mostly sound recordings) each month via various peer-to-peer

networks.

Of course, these networks are not limited to stolen copyrighted works. A GAO
Report released earlier this year reveals that a significant percentage of the files
available to these 13 million new users per month are pornography, including
child pornography. And the problems are not just limited to the type of files
available on these systems. Recent hearings in the House Government Reform
and Oversight Committee and the Senate Judiciary Committee have also
highlighted the serious privacy and security threats posed by P2P software,
including the fact that many users on these systems are exposing their personal
documents (e.g., tax returns, resumes, and medical records) to millions of other

users.
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Although there is no easy solution to these problems, one thing is clear: Verizon is
reaping enormous financial benefits from the explosion in the use of P2P. Itis
particularly troubling to our industry that Verizon actively encourages its new
subscribers to visit unauthorized P2P services -- instead of legitimate, licensed

sites -- as their preferred source for music online.

Even as we speak, when new customers sign-up for Verizon DSL they receive a
brochure entitled “Your Guide to Broadband Living & Content”. Amazingly, on
page 12 of the brochure, in the section that discusses music, Verizon tells its new

subscribers, and I quote:

o “Once you’re ready to groove to some tunes . . . [k]eep a couple of things in
mind. Subscription sites do offer up MP3s to download; however, they
typically don’t offer music that is selling exceedingly well in stores. By
contrast, the free sites are likely to have pretty much everything, but

sl

you may get pelted with some unwanted ads.

And people wonder why the copyright community is skeptical of Verizon’s claim
that the real issue is privacy and not their tacit acceptance and promotion of piracy

by their subscribers.

' If Verizon cared as much about the privacy of their customers as they contend, one would expect them to
include a prominent warning to their subscribers about the serious and well-established privacy and
security threats associated with downloading software from KaZaa, Grokster and other “free” P2P
software applications.
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The DMCA Balance:

So what do these statistics and Verizon’s brochure have to do with the issues being

addressed by the Commiittee today?

First, they help explain why RIAA’s members with the support of a broad array of
other organizations in the music indusiry representing artists, songwriters, music

publishers, and record stores, took the action we announced yesterday.

Second, and perhaps more important for this hearing, they illustrate that Congress
~ following the leadership of this Committee -- saw the future in 1998 when it
passed the Digital Millennium Copyright Act. The rampant piracy of music on the
Internet is a true to life example of exactly the kind of problem Congress
envisioned copyright owners would face in the digital world. Although P2P
technology did not exist in 1998, Congress understood that the Internet and
advances in technology would lead to an explosion in online theft of intellectual

property.

Fortunately, at the time, Congress also had the wisdom and saw fit to include in
the DMCA a fair and balanced procedure that enables copyright owners
meaningfully to enforce their rights in the digital world. The framework

established in §512 — commonly referred to as the DMCA information subpoena
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provision -- ensures that copyright owners, with the help of Internet Service
Providers (“ISPs™), have an accessible and efficient mechanism for identifying

individuals who are using the Internet to commit piracy.

The balance struck by Congress in §512 was the result of a give and take — in the
best sense — between the interests of ISPs and copyright owners, and the need to
protect consumers. If you look around, this hearing room is filled with many
people — people at the dias, people behind the dias, people at this table, and people
in the audience — who spent countless hours discussing and negotiating what
became §512. The final product of their efforts represented Congress’s
recognition that traditional enforcement remedies available to copyright owners
were insufficient in an era in which massive amounts of piracy could occur

instantly at the hands of anyone with an Internet connection.

Congress also understood that in a digital world, ISPs often would be the sole
source for identifying individuals who are engaged in online piracy regardless of
the type of technology they were using. So, in exchange for exempting ISPs from
any liability for the infringing activities occurring on or over the their networks
and connections — subject, of course, to certain prerequisites -- Congress created a
framework by which copyright owners, with the assistance of ISPs, could
expeditiously identify individuals engaging in infringing activities online. That

compromise — expeditious access for copyright owners to identifying information
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of infringers in exchange for broad liability limitations for ISPs — is as fair today

as it was in 1998,

Keep in mind that absent the broad lability limitations of the DMCA, ISPs could
face enormous monetary hability for the actions of their subscribers. With the
current levels of piracy, that could translate into enormous monetary liability.
That fact helps explain why Judge Bates -- the federal district judge who presided
over the enforcement proceedings between RIAA and Verizon -- concluded that:
“fi]Jt would not serve the public interest for Verizon to continue to receive the
benefits of the [DMCA] ~ liability protection — without the concomitant

obligations of disclosing the identity of an alleged infringer [under §512}.”

Verizon’s Privacy Arguments:

Beyond the purely legal, statutory construction questions that have arisen
concerning §512, Verizon and other ISPs now contend that there are privacy
problems associated with the DMCA information subpoena. Before I address
these concerns, it’s important to make one thing crystal clear: no one has a privacy
right to engage in copyright infringement on the Internet. Despite many novel
arguments to the contrary, illegally sharing or downloading copyrighted music
online is not a form of free speech or civil disobedience protected by the First

Amendment.
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It is also worth noting that during the first-round of litigation in our case, Verizon
failed in any way to even mention or raise what they now contend is the biggest
issue presented by this case: privacy. Rather than make their arguments in Court,

Verizon chose instead to make their case in the court of public opinion.

Only after Verizon lost decisively on its legal arguments in the first-round of
litigation did it decide that its privacy-related arguments warranted the Court’s
attention. The outcome, however, was no different. The district court found
Verizon’s privacy arguments as uncompelling as its legal arguments, Here is
some of what Judge Bates specifically had to say about Verizon’s privacy

arguments:

* Verizon’s customers should have little expectation of privacy (ot
anonymity) in infringing copyrights. Subscribers to Verizon’s Internet
services are put on clear notice that they cannot use Verizon’s service or

network to infringe copyrights.

e [A]s part of its corporate policy, Verizon alerts its subscribers at the outset
that it will “disclose” individual customer information to an outside
entity...when Verizon is served with valid legal process for customer

information.
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¢ [I]f an individual subscriber opens his computer to permit others, through
peer-to-peer file-sharing, to download materials from that computer, it is
hard to understand just what privacy expectation he or she has after

essentially opening the computer to the world.

» The [§512 information subpoena] protections ensure that a service provider
will not be forced to disclose its customer’s identifying information without
a reasonable showing that there has been copyright infringement and
[t]hese requirements provide substantial protection to service providers and
their customers against overly aggressive copyright owners and

unwarranted subpoenas.

Although we agree with Judge Bates’ reasoning and conclusions, I want to

address some of Verizon’s privacy arguments in greater detail.

As I understand Verizon’s argument, disclosing its subscribers’ identifying
information (name, address, phone number, and e-mail) pursuant to a valid DMCA
information subpoena threatens to violate its subscribers” privacy because the
information subpoena process -- in their estimation -- is susceptible to abuse and
does not provide the same protections afforded by a more traditional *John Doe”

lawsuit. But Congress considered and decided this question back in 1998.
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Ironically, the very principle ISPs profess to defend — the privacy of their
subscribers — is at greater risk in a John Doe action than through the information
subpoena provisions of the DMCA. There are statutory limits on the type of
information a copyright owner can obtain via an information subpoena and the
purpose for which that information can be used. Under a DMCA information
subpoena, a copyright owner can only receive information that is necessary to
identify and contact the alleged infringer — a name, address, phone number, and e-
mail. More importantly, the copyright owner is statutorily limited to using that
information exclusively for purposes of enforcing their copyright. Compare that
to the John Doe alternative where a copyright owner can request anything relating
to the ISP’s subscriber account, including user habits, website visits, and payment
records. Moreover, once that information has been provided to a copyright owner,
there are no statutory restrictions whatsoever on how it can be used or to whom it

can be shared. This fact makes Verizon's argument all the more suspect.

The information subpoena provisions of the DMCA illustrate that Congress not
only understood the importance of protecting the privacy of end users, but also
built in specific procedural safeguards designed to protect individuals from
unwarranted disclosures of their information. As Judge Bates noted in his

decision, the DMCA information subpoena “provides greater threshold protection

10
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against issuance of an unsupported subpoena than is available in the context of a

{traditional] John Doe action.”

The DMCA Information Subpoena Requirements & Safeguards:

As I stated previously, P2P software applications like KaZaA and Grokster are, by
design and practice, open networks that enable individual users to search for and
copy files located on the hard-drives of other users on the network. By logging
onto these open networks and searching for files like any other user, the RIAA is
able to identify the Internet Protocol addresses (“IP addresses”) of individuals who
are illegally uploading or downloading our works. Once we have obtained an IP
address and matched that address to an ISP, the information subpoena provision of
the DMCA allows us to enlist the help of the ISP in identifying those who steal

our works.

Before obtaining any subscriber’s information under the subpoena provisions of

the DMCA, a copyright owner must provide to the clerk of a Federal district court:

o A physical or electronic signature of a person authorized to act on behalf of

the owner of an exclusive right that is allegedly infringed.

11
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o Identification of the copyrighted work claimed to have been infringed, or, if

multiple copyrighted works at a single online site are covered by a single
notification, a representative list of such works at that site.

o Identification of the material that is claimed to be infringing or to be the

subject of infringing activity and that is to be removed or access to which is
to be disabled, and information reasonably sufficient to permit the service
provider to locate the material.

o A4 statement that the complaining party has a good faith belief that use of

the material in the manner complained of is not authorized by the copyright

owner, its agent, or the law.

o A statement that the information in the notification is accurate, and under

penalty of perjury, that the complaining party is authorized to act on behalf

of the owner of an exclusive right that is allegedly infringed.

o A sworn declaration to the effect that the purpose for which the subpoena is

sought is to obtain the identity of an alleged infringer and that such

information will only be used for the purpose of protecting rights under this

title.

A failure to adhere to any of these requirements is a justification for denying the
subpoena and any copyright owner who misrepresents itself in satisfying these

requirements is liable for damages, including attorney’s fees. With these

12
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requirements and safeguards in mind, I want to address some of Verizon’s specific

arguments.

Anyone who has followed our ongoing litigation has heard Verizon boldly and
repeatedly assert — without providing any examples or substantiation — that the
DMCA information subpoena process is ripe for abuse at the hands of criminals.
It is nothing short of amazing that in an effort to protect its bottom-line, Verizon
would repeatedly make such baseless and desperate arguments. The RIAA, the
copyright community as a whole and, more importantly, the Members of Congress
who crafted the DMCA, would never defend or embrace a procedure that makes it
easy for criminals to find victims. Verizon knows this and the public policy

debate deserves better.

When 1 think of this argument, it reminds me of an old law school adage: when the
Taw is not on your side, argue the facts; when the facts are not on your side, argue
the law; and when neither the facts or the law are on your side, pound the table. In

this case, Verizon risks breaking the table with its argument.

As Judge Bates noted in his second subpoena decision:

o “[I]t is noteworthy that although it has been nearly five years since § 512

came into effect, there is nothing in the record to indicate that the DMCA

13
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subpoena authority has been used for stalking ot other fraudulent
purposes.”
o “Verizon’s bald speculation of mistakes, abuse or harassment that has yet to
oceur to any degree (let alone to any substantial degree) since the statute
was enacted is simply not enough,...[and] requirements in the DMCA

should prevent such speculation from ever becoming a reality.”

On a more practical level, however, Verizon’s arguments simply don’t hold water.
Few, if any, criminals are willing to pay money and appear in Federal Court to
identify themselves and leave a trail of information for authorities to follow. And
even assuming a pedophile were willing go through the hassle of obtaining an
anonymous IP address, forge a series of documents establishing his status as a
copyright owner, and risk his own anonymity by appearing in Court, he can only
obtain the adult ISP subscriber’s contact information — and not any information

relating to a child.

A cyber-pedophile looking for victims online is much more likely to get what he
wants by simply sending an instant message to the unwitting young person who
downloads an Olsen twins or pokemon file from the pedophile’s share folder on
KaZaa. And for the domestic abuser who already knows the identity of his victim,

it’s even harder to imagine that with all of the different ways to track someone

14
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down that he’d subject himself to the hassles and risks of the DMCA information

subpoena process.

The facts and common-sense make clear that the cyber-pedophile and domestic

abuser scenarios put forward by Verizon are little more than legal and public

policy strawmen.

John Doe Lawsuits as an Alternative to Information Subpoenas:

Another argument put forward by Verizon is that requiring copyright owners to
file a John Doe action in Federal Court will in some way provide greater privacy
protections to its subscribers. In fact as discussed earlier, requiring copyright
owners to file John Doe lawsuits would provide fewer protections to an ISP’s
subscribers, while effectively depriving copyright owners of expeditious access to
an alleged infringers’ information — exactly what Congress intended to provide

copyright owners through §512. .

Not surprisingly, for ISPs, the John Doe approach is a win-win: they retain their
broad liability limitation, while making it more difficult for copyright owners to
obtain information — despite the fact that online piracy is skyrocketing. In stark
contrast, for copyright owners, the John Doe procedure is a lose-lose: they no

longer have access to an expeditious procedure for identifying alleged infringers

15

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00218 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.168



VerDate Aug 31 2005

211

and they are faced with significantly greater administrative and monetary burdens
associated with enforcing their rights under the law. It’s not hard to see why ISPs

think this approach is better.

ISP Notice to Subscribers:

The RIAA and the copyright community as a whole understand the interest of the
Committee and Congress as a whole in protecting the privacy of individuals. In
the context of the DMCA information subpoena process, we also believe that
protecting individual privacy reasonably and effectively already can be achieved
through ISPs providing notice to their subscribers as soon as information is furned
over to a copyright owner pursuant to a valid DMCA subpoena. In fact, nothing
prevents ISPs from institutionalizing the practice of notice. The benefits of such a

policy are clear --

o the subscriber is made aware that their information (name, address, phone
number, and e-mail) has been turned over at the same time it’s being given
to a copyright owner pursuant to a valid information subpoena;

o the subscriber knows both who the information is being turned over to -~
further helping to prevent any potential abuses of the process — and is made

aware of the allegations warranting the disclosure;

16
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o the subscriber is given an opportunity, in a timely manner and before any
formal action is taken, to contact the copyright owner if the subscriber
believes that the allegations underlying the subpoena are mistaken;
o the subscriber who is engaging in activity (other than piracy) protected by
the First Amendment has an opportunity to contest the actions of the entity

receiving the information.

The benefits of notice go a long way toward resolving any ~ perceived or real —
privacy problems associated with copyright owners using the DMCA information
subpoena. And when combined with the statutory use restrictions placed on
copyright owners who obtain information under the subpoena provisions, we

believe it is clear that no change in the law is needed.
Conclusion:

The copyright community believes that the DMCA information subpoena
represents a fair and balanced process that includes important and meaningful

safeguards to protect the privacy of individuals.

Thank you for the opportunity to testify today and I look forward to answering the

Committee member’s questions.

17
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Statement of Thomas J. Speta, Suffolk County District Attorney

Thank you Mr. Chairman and members of the committee. 1 appreciate the opportunity to
come before you this afternoon to discuss the issue of child pornography on peer-to-peer
file sharing networks and the efforts of those of us in Suffolk County to combat what we
view as a growing concern for law enforcement nationwide.

Earlier this year I was so disturbed by information brought to my attention about the
nature and accessibility of child pornography on peer-to-peer networks that I authorized
the commencement of an investigation by members of my staff into KaZaA, a popular
file-sharing program. I was amazed that the file sharing programs used by so many of our
children and adolescents to download music were also the repository of some of the most
graphic child porography available today.

There is no special code or unique search term required to unlock the key to child
pornography in these networks. If you search for songs by artisis as popular as Brittany
Spears or the Beatles, if you are looking for any song with the word “young” as a part of
its title, your search results will include child pormography. The names of the files are
disturbing enough,; a simple click of the mouse is all that is necessary for anyone,
including our children, to be exposed to the dark, disturbing and violent world of child
sexual abuse.

Working in conjunction with the entire staff of the Suffolk County Police Department
Computer Crimes Section the investigation conducted by my office relied upon
sophisticated computer technology and good old-fashioned police work. Numerous grand
jury subpoenas were issued to Internet service providers. Search warrants were executed
and computers, ¢d’s and other storage medium were seized. Police officers who are also
forensic computer analysts evaluated the seized evidence and recovered hundreds of
images of child pornography.

Upon the completion of the forensic analysis, evidence was presented to a grand jury that
resulted in the indictment of eleven Suffolk County residents’ for over 180 counts of the
possession and promoting of child poography. The defendant’s range in age from 16 to
the mid 40’s and include a college student using a laptop computer and a chemist for a
major cosmetics company. They are fathers, brothers and in one instance a young woman
living with her grandparents.

The images of child pornography available on peer-to-peer networks are some of the
worst seen by law enforcement to date. Included in the images seized by police in the
cases being prosecuted by my office, are still photographs of very young children
engaged in sexual acts with other children and adults and video clips lasting several
minutes of children being subjected to unspeakable acts of sexual violence. Some of these
video clips have sound and in one case a child can be heard screaming, “No daddy, stop,
no daddy” in a futile effort to prevent a rape. To say that this is disturbing is an
understatement.
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Contrary to the assertion of some, child pornography is not a victimless crime, Not only
does every image represent the sexual assault of a helpless child, the use of 2 medium
such as the Internet or a peer-to-peer network allows the assault to be broadcast
worldwide and re-victimizes the child each and every time that the image is viewed.
Today, it is not uncommon for a child to report that their abuse has been recorded and
later for the images to turn up in the forensic examination of a computer in a totally
unrelated case. Thus, this child’s abuse will be available forever on the Internetoron a
peer-to-peer network. How devastating this must be for a child, to know or come to
understand that your victimization is available to the world in perpetuity.

The government must act to make peer-to-peer file networks responsible for the child
pomography available to their users. Law enforcement activities can serve to punish
offenders and educate the community but they will never be enough to ultimately stem
the tide. The profit must be taken out of the business of sharing child pornography for the
operators of these networks.

The government must do more to educate and inform American parents. Seasoned child
abuse prosecutors in my office and elsewhere were unaware of the capability of KaZaA
to file share child pornography until they undertook ry directive to begin this
investigation. How many other parents are unknowingly putting their children at risk by
allowing them access to a program they believe is harmless? Americans employ a rating
system for movies and TV shows to protect children. Compact discs contain parental
advisories. KaZaA and programs like it do not contain such warnings. This is wrong.

As far as [ am aware I am the only District Attorney to investigate and prosecute users of
a peer-to-peer file-sharing network for the possession and promotion of child
pornography. This case has generated considerable interest from other law enforcement
agencies and I hope that they will initiate additional prosecutions. Our investigation is
also continuing in the hopes of identifying some of the perpetrators of these horrific acts
and the children so that they can be protected from further abuse. As is standard protocol
in these cases the images will be forwarded to the National Center for Missing and
Exploited Children to aid us in this endeavor.

Thank you again for tnviting me to address the committee on this important issue. I will
be happy to answer any questions members may have.
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INDECENT EXPOSURE: OVERSIGHT OF DOJ’S
EFFORTS TO PROTECT PORNOGRAPHY’S
VICTIMS

WEDNESDAY, OCTOBER 15, 2003

UNITED STATES SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 2:11 p.m., in Room
SD-226, Dirksen Senate Office Building, Hon. Orrin G. Hatch,
Chairman of the Committee, presiding.

Present: Senators Hatch and Grassley.

OPENING STATEMENT OF HON. ORRIN G. HATCH, A U.S.
SENATOR FROM THE STATE OF UTAH

Chairman HATCH. Good afternoon. Today, we will be conducting
an oversight hearing on the Department of Justice’s efforts to pros-
ecute child pornography and obscenity.

As many of you know, pornography is a growing problem in
America. For example, in a recent “ABC Primetime Thursday”
story, Diane Sawyer stated that the pornography industry is esti-
mated at $10 billion, which is bigger than the NFL, NBA, and
Major League Baseball all combined. And it is getting worse with
the advent of the Internet. Pornographic web pages now number
250 million—250 million—and are growing at an unprecedented
rate. It is estimated that porn on the Internet will grow to become
a $7 billion—that is with a “B”—billion dollar industry in the next
5 years unless we have aggressive law enforcement.

The National Society for the Prevention of Cruelty to Children
estimates that there are 140,000 images of child pornography on-
line. The typical age of children depicted in these images is be-
tween six and 12, but the profile is getting even younger.

In addition, adult pornography has become readily available to
minors. There are currently 28 million children and teenagers with
access to the Internet and an additional 50 million globally are es-
timated by the year 2005. Nine out of ten children, ages eight to
16, have viewed pornography online, most of them unintentionally
and when using the Internet to do their homework. And those chil-
dren who seek it out of curiosity have absolutely no difficulty or
trouble getting it. Ninety-seven percent of adult websites do not re-
quire adult verification.

The result of all this porn is that there are 11-, 12-, or 13-year-
old children being treated for pornography addiction. As Professor
Victor Cline previously testified before the Child Online Protect

(215)
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Act, Commission, or COPA, the overwhelming majority of
pedophiles use child pornography to simulate and whet their sexual
appetites before abusing children. They also use child porn to de-
sensitize children and lure them into participating in sexual activ-
ity. In addition, as the “ABC Primetime Thursday” piece made
clear, the victims of pornography are not just addicts and rape vic-
tims, but young, innocent teenagers who go to Los Angeles with
dreams of becoming a movie star and instead get caught up in this
sordid industry.

I have always believed very strongly in protecting children from
this type of offensive material. I sponsored the PROTECT Act,
which the President signed into law 6 months ago. This is one of
the most significant pieces of child crime legislation that Congress
has passed in decades. It gives law enforcement the tools it needs
to effectively prosecute child pornographers. In addition to author-
izing criminal prosecutions of child pornographers, the Act provided
funding for more prosecutors and investigators and established a
cyber tip line to report online child exploitation. It also created a
national registry of child pornographers.

I am currently considering legislative solutions to the many risks
inherent in the use of peer-to-peer networks. Almost half of the
people who use peer-to-peer networks are minors. Recent studies
have shown that millions and millions of pornographic files are
available for downloading on these networks at any given time.
Even more disturbing is that searches on these networks use
search terms that a child would be expected to use, such as Harry
Potter or Pokemon, and they turn up an enormous percentage—
over 50 percent in one study according to the GAO—of porno-
graphic materials, including child pornography. Now, this is simply
unacceptable.

Many parents, possibly the majority of them, are unaware of this
problem, and I think this requires our immediate attention.

I look forward to hearing about DOJ’s efforts to combat both
child pornography and obscenity. This is a growing problem that
we need to attack aggressively. We cannot sit quietly and hope that
this whole set of problems is going to go away.

The hearing today will consist of two panels. The first panel in-
cludes three representatives from the U.S. Department of Justice,
John Malcolm, Deputy Assistant Attorney General of the Criminal
Division; J. Robert Flores, Administrator of the Office of Juvenile
Justice and Delinquency Prevention; and Mary Beth Buchanan,
U.S. Attorney for the Western District of Pennsylvania. In addition,
we have Lawrence Maxwell, Inspector in Charge from the Postal
Inspection Service.

The second panel consists of Bruce Taylor, President and Chief
Counsel to the National Law Center for Children and Families; De-
tective Steve Takeshita, Officer in Charge of the Pornography Unit
in the Los Angeles Police Department; and Emeritus Professor
from the University of Utah, my own friend, Dr. Victor Cline, who,
of course, is one of the great experts in this field and child psychi-
atry.

Welcome to the hearing. I want to welcome all of you and I look
forward to listening to your testimony.
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In addition, at this time, I would like to submit for the record
the written testimony of Donna Rice Hughes, President of Enough
is Enough, an advocate of protecting children from pornography on
the Internet.

[The prepared statement of Senator Hatch appears as a submis-
sion for the record.]

Chairman HATCH. We will start with you, Mr. Malcolm. We will
take your statement first and then just go across the table.

STATEMENT OF JOHN G. MALCOLM, DEPUTY ASSISTANT AT-
TORNEY GENERAL, CRIMINAL DIVISION, DEPARTMENT OF
JUSTICE, WASHINGTON, D.C.

Mr. MALcoLM. Thank you, Mr. Chairman. I thank the Com-
mittee for inviting me to testify about the Department of Justice’s
enforcement efforts against those who produce and disseminate
adult obscenity and child pornography.

In addition to pornographic material, which is constitutionally
protected, adult obscene material and child pornography, which are
not constitutionally protected and which are illegal, are unfortu-
nately pervasive in our society. While there is no doubt that the
Internet provides access to a highly diverse network of educational
and cultural content, it is also responsible for the proliferation of
adult and child pornography and obscene material.

Indeed, offensive material that used to be largely unavailable to
average citizens and children is now largely unavoidable. Offensive
material is readily available to anyone with an Internet connection,
accessed oftentimes by unsuspecting children and adults who had
no intention to seek such material and no desire to view it.

The proliferation of this material and the desire by pornog-
raphers to differentiate themselves in a highly competitive market
prompted pornographers to produce ever more offensive material.
In addition to child pornography, pornography depicting and glori-
fying bestiality, scatology, and rape are readily available and ag-
gressively marketed.

The harmful effects of obscene material and the victims of this
sordid industry are very real. The images produced promote the
idea of sex without consequences, such as unwanted pregnancies or
sexually-transmitted diseases. The victims, usually women, are
objectified and demeaned, presented and completely nondiscrimi-
nating with respect to the number of type of sexual partners they
have and as being aroused and gratified by being beaten, tortured,
or raped.

Very few women grow up dreaming of being filmed having sex
with an animal or being raped and beaten by multiple partners,
and very few who see these powerful images and absorb the anti-
social values they portray can remain unaffected by them. The neg-
ative lasting impact that this has on the participants who are in
these images and on the attitudes that are formed by the predomi-
nately male viewers who see them is incalculable.

The negative impact and effects of child pornography, while more
readily apparent and universally recognized, are too horrifying to
think about. Images of young teenagers, prepubescent youngsters,
and literally infants engaging in sex of all types with other children
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and adults are readily available and would make you sick to your
stomach.

As well, pedophiles frequently use child pornography and obscene
material to lower the inhibitions of their victims and to persuade
them that adult-child sexual interaction is perfectly acceptable. Too
often, this pernicious ploy works.

Attorney General Ashcroft publicly stated that the Department is
unequivocally committed to the task of prosecuting obscenity. Since
that time, attorneys with the Child Exploitation and Obscenity Sec-
tion, CEOS, which I oversee, working with prosecutors and U.S. At-
torneys’ offices around the country, have created an obscenity en-
forcement strategy and have made tremendous progress in combat-
ting the scourge of obscenity.

In order to aggressively and effectively combat the online dis-
tribution of obscenity, the Department created the High Tech In-
vestigative Unit. This unit is staffed with computer forensic experts
who bring their special technological expertise to bear against
Internet-based child pornography and obscenity offenders, many of
whom feel impervious to law enforcement because of the perceived
anonymity offered by the Internet. Working side by side with
CEOS trial attorneys and Federal agents, these computer forensic
specialists meet the challenges presented by the use of emerging
Internet technology and are poised to meet new challenges that
will surely develop as technology evolves.

CEOS also conducted a symposium on obscenity in June 2002 to
discuss strategy. The Attorney General personally addressed the
audience and, via live simulcast, U.S. Attorneys’ offices throughout
the country. In October 2002, CEOS presented an obscenity train-
ing seminar and a second annual obscenity training seminar began
today and will last the rest of the week. Through such training, the
Department hopes to develop a framework for sustained long-term
enforcement of Federal obscenity laws to complement the anti-ob-
scenity efforts of State and local prosecutors and investigators.

I am pleased to state that the Department’s efforts are starting
to bear fruit. To date, during this administration, there have been
19 convictions involving Federal obscenity statutes. Two defend-
ants, including a former police officer who allegedly distributed
rape videos, are on trial right now in Federal court in Dallas,
Texas. Two other cases of large-scale distributors of allegedly ob-
scene material have been indicted, and approximately 50 Federal
obscenity investigations are ongoing at CEOS and in districts
throughout the country.

While the Department is committed to a renewed enforcement
agenda with respect to adult obscenity, and despite the obvious
drain on resources by the war on terrorism, the Department con-
tinues to vigorously enforce child sexual exploitation laws. Indeed,
according to the Executive Office of U.S. Attorneys, in fiscal year
2002, 1,199 cases were filed, a 22 percent increase over the pre-
vious year.

Internet investigations often uncover large child pornography
groups with hundreds and sometimes thousands of targets. The
Internet affords the pedophiles the ability to communicate with a
large number of people with minimal effort. CEOS is currently in-
volved in nine national significant operations. We work very closely
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with the U.S. Attorneys’ offices and with the Internet Crimes
Against Children Task Forces, and I am proud to say that though
these operations are ongoing, several active molesters have already
been caught and convicted and several children have been identi-
fied and rescued.

Mr. Chairman, we are under no illusions that this task is going
to be easy or that we are not going to face challenges in the future.
Nonetheless, the Department of Justice will do everything within
its power to curb the proliferation of obscene material in our soci-
ety and to protect children, both at home and abroad, from the
predatory activities of pedophiles. Thank you.

Chairman HATCH. Thank you.

[The prepared statement of Mr. Malcolm appears as a submis-
sion for the record.]

Chairman HATCH. Mr. Flores, we will turn to you.

STATEMENT OF J. ROBERT FLORES, ADMINISTRATOR, OFFICE
OF JUVENILE JUSTICE AND DELINQUENCY PREVENTION,
OFFICE OF JUSTICE PROGRAMS, DEPARTMENT OF JUSTICE,
WASHINGTON, D.C.

Mr. FLORES. Mr. Chairman, I am Bob Flores, the Administrator
of the Office of Juvenile Justice and Delinquency Prevention. On
behalf of the Department, I am grateful to have an opportunity to
test}ilfy today on the subject of protecting the victims of pornog-
raphy.

The office that I head continues to commit resources to protect
children and families from the harms associated with sexual exploi-
tation, sexual abuse, child pornography, and sexual predators. His-
torically, OJJDP has provided that assistance through its adminis-
tration of funds, technical assistance and training, as well as infor-
mation that we distribute and disseminate to the public at large.
I want to assure you the commitment has never been stronger, and
as I will detail for you, is being expanded to provide the help you
seek for children and families, and that the President and the At-
torney General are publicly committed to providing.

OJJDP has been involved with tackling the child pornography
and computer facilitated child sexual exploitation problems since
1998, when the first ten Internet Crimes Against Children task
forces, or ICAC task forces, were identified and funded. Last year,
the President sought and obtained from Congress additional fund-
ing to assure nationwide coverage and the task forces now number
40, but we expect by the end of this year to bring the number up
to 45. They provide regional assistance. They are made up of Fed-
eral, State, and local technical and investigative experts and offer
prevention and investigative services to children, parents, edu-
cators, law enforcement officers, and others working on these
issues.

We recognize that the increasing online presence of children, the
proliferation of child pornography, and the lure of predators search-
ing for unsupervised contact with children, represents a significant
threat to the health and safety of our families and a formidable
challenge for law enforcement today and into the foreseeable fu-
ture. There is a tremendous amount of work, however, that has al-
ready been done. We have been working together with the Depart-
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ment’s Criminal Division and with other departments. I have also
brought this matter to the attention of the Coordinating Council on
Juvenile Justice and Delinquency Prevention, which now has a
Technology Subcommittee.

The ICAC task forces alone have been responsible for over 1,500
arrests in the past 5 years, with nearly 500 of those taking place
in just the past 12 months. In addition to these arrests, the ICAC
task forces have made nearly 2,600 case referrals to non—-ICAC law
enforcement agencies. Of the 14,000 cases the ICAC task forces
have been involved in over the past 5 years, either through actual
investigations, referrals, or technical support, nearly 11,000 of
those have been directly related to the possession, distribution, or
manufacturing of child pornography.

What are the next steps, however? Children are still at signifi-
cant risk of exploitation. Much of the government’s efforts have
been focused on investigation and prosecution after the act of ex-
ploitation has occurred. For that reason, the Department, at the di-
rection of the President and the Attorney General, is expanding the
traditional efforts to include a focus on prevention, and cleaning up
the cyber environment in which our children and families learn,
play, and work.

OJJDP will contribute to this effort by targeting the distribution
of obscene material to children. This alarming trend has a two-fold
impact. First, as noted previously, while predators use child por-
nography to recruit, seduce, and control future victims, they also
often use adult pornography and obscene material, as well as mate-
rial harmful to minors, to break down a child’s barriers and desen-
sitize them as a means to lure and seduce them into abuse.

Secondly, the distribution of obscene material to children is the
commercial porn industry’s vehicle, intentional or not, to create a
new generation of pornography junkies. Some children are drawn
to the commercial websites through the manipulation of common
and well-known children’s website names. Other children encoun-
ter this as a result of pornography’s pervasive presence on the Net.
We must address not only the predators and the exploiters, but we
must also address those who help create the atmosphere in which
children and families who use the Internet are deluged by illegal
and unwanted pornography.

Today, Senator the Internet is so polluted that it is difficult to
pick out a single item of garbage. Moreover, as the pornography
morass has grown, it is now much easier for a predator to find a
place to hide amid the garbage. The decision to allow Internet pol-
lution to grow, and with it the sense that anything goes, has cost
our children a great deal. Thus, we must begin to look at the illegal
activity on the Internet as a whole, and send a clear message that
the law does apply to this critically important medium and that we
will not abandon it to those who would abuse it.

In response to this, I have directed the ICAC task forces to in-
clude, as part of their investigative effort, a new focus on adult ob-
scenity cases when a child is the target of the material; or if such
material has been used to seduce or facilitate the exploitation or
abuse of a child.

In addition to this, it is important to make sure that the commu-
nity at large is educated, if we are to have hope that we can actu-
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ally change the culture on the Internet. This pertains not only to
the child pornography issue, but to responsible use of the Internet,
including issues that are as important for industry as they are to
an;lr family—the theft of intellectual property and copyright mate-
rials.

One of the efforts that we are going to launch is the erection of
a comprehensive education and prevention strategy. We have al-
ready taken the first step in March of this year by having a meet-
ing where we brought together government as well as private enti-
ties, agencies, and organizations. We will continue in November as
we meet together and again and really focus on what is necessary
to create a strategy that doesn’t depend just on the Justice Depart-
ment, but includes the Health and Human Services Department,
the Department of Commerce, the Department of Labor, and the
Department of Education. Each of the departments has a role to
play. I look forward to an opportunity to report back to this Com-
mittee and to keep your staff informed as we continue.

I have great confidence that we can succeed at this point in time
because we stand in a different place now than we did a year ago.
Corporate America has recognized, perhaps in a way it wished it
did not, that an environment of lawlessness and an inability of
Internet users to properly translate how law operates in the real
world to the cyber world, jeopardizes their existence. Parents have
come to understand this through tragedies.

I am encouraged that we are here and that much progress has
been made. I look forward again to having an extended conversa-
tion with your staff, and I am pleased to take any questions that
you may have.

Chairman HATCH. Thank you, Mr. Flores.

[The prepared statement of Mr. Flores appears as a submission
for the record.]

Chairman HATCH. We are going to interrupt for a second here.
The distinguished Chairman of the Finance Committee would like
to make a statement, and we will turn to Senator Grassley at this
time, and then I know that he has to leave a little early because
of the Medicare prescription drug conference that both of us are
supposed to be to. But he is going to carry the banner for me over
there this afternoon.

Senator Grassley?

STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S. SENATOR
FROM THE STATE OF IOWA

Senator GRASSLEY. I am very happy to have your cooperation so
I can appear for a short period of time at this hearing, because I
have been very much interested in this going back to the Farber
Act a long time ago, in the mid-1980’s, I believe it was. But most
importantly, Mr. Chairman, thank you very much for your interest
in this over a long, long period of time, as well, probably before my
involvement in it, and your continuation through this hearing.

Hardly a week goes by that I don’t receive a letter from an Iowan
concerned about pornography and its harmful effect on family. My
constituents want to know what the government and the Congress
are doing about all the smut that invades their homes by way of
the Internet and cable television. So I want you all to know, and
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particularly you, Mr. Chairman, that I appreciate this hearing be-
cause it is a partial answer to my constituents’ concerns.

It seems that since the mid—1990’s, Congress has made some val-
iant attempts to pass constitutional protections for children using
the Internet. So far, we have a mixed record. The Supreme Court
has overruled one of our bills, the Communications Decency Act,
which tried to protect children from indecent material on the Inter-
net. It upheld one, the Children’s Internet Protection Act, which re-
quires public libraries and schools to install Internet filters. And
just yesterday, the Court agreed to take up another case, the Child
Online Protection Act, which, if upheld, and I am optimistic that
it will be, will shield children from material that is, according to
the law, quite, “harmful to minors” while they surf the Internet. I
supported each of these bills and I am very glad that we could get
them passed.

During the last 10 years, the obscenity and child pornography in-
dustry has grown at quantum leaps. It is no coincidence that dur-
ing the same time, the Department of Justice did precious little in
the area of obscenity prosecution. By all accounts, the Clinton Jus-
tice Department brought no more than a handful of obscenity pros-
ecutions, and I am forced to believe that that sort of laxity towards
this area of Federal criminal law has contributed to the “Wild
West” environment that we have on the Internet.

Unfortunately, some have been critical of the current administra-
tion for being slow out of the gate with regard to the enforcement
of these obscenity laws. I don’t know whether this is the case or
not, but I am very happy that the Department of Justice can be
here today to discuss their efforts. It is my understanding that the
investigation and prosecution of these crimes is complex and time
consuming and is further complicated when the Internet is used to
distribute this obscene material.

In reviewing the testimony, I was particularly glad to hear about
the Office of Juvenile Justice and Delinquency Protection’s Internet
Crimes Against Children task forces that are very important, it
seems to me, to leverage State and local resources in the effort to
protect children from obscenity as well as child pornography.

There is substantial evidence that obscenity is not a victimless
crime. According to a report of the Child Online Protection Act
Commission, obscenity is a tool used by molesters in child molesta-
tion and exploitation. I also agree with Administrator Flores in his
assertion that the distribution of obscenity, especially on the Inter-
net, target children with deceptive-sounding website names so that
they may reach their next generation of users. The illegal child in-
dustry is big, big business and our children are paying the greatest
cost of these criminal commercial successes.

Because of the harm that obscenity poses for minors, it is critical
that the ICACs be given technical assistance and training in how
to investigate and prosecute Federal obscenity crimes as well as
child pornography. By arming State and local investigators and
prosecutors, we will be enlisting an army in an effort to protect
women and children from this sort of exploitation.

So once again, I thank you, Mr. Chairman.

Chairman HATCH. Thank you, Senator Grassley. We appreciate
having you here and appreciate the hard work you give us on this
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Committee and we appreciate your very, very strong interest in
this area and finding solutions to these problems, so we appreciate
having you here.

Next, we will turn to you, and then we are going to wind up with
our U.S. Attorney for the Western District of Pennsylvania.

STATEMENT OF LAWRENCE E. MAXWELL, INSPECTOR IN
CHARGE, FRAUD AND DANGEROUS MAIL INVESTIGATIONS,
POSTAL INSPECTION SERVICE, WASHINGTON, D.C.

Mr. MAXWELL. Thank you, Chairman Hatch. It is an honor for
me to be here representing the Postal Inspection Service. I have
prepared a written statement, which I would like permission to
submit to the record.

Chairman HATCH. We will put all written statements in the
record as though fully delivered, and any additional comments you
W01}111d care to make that you would care to augment the record
with.

Mr. MAXWELL. Yes. I would like to just make a few comments,
first of all to acknowledge my associates here at the table. Truly,
this is a team that sings from the same page of music. We have
for years. Mr. Malcolm provides the leadership and the direction
for law enforcement to get along and to focus on the strategy. Mr.
Flores, we have worked with for many years and his oversight with
the juvenile programs and especially the ICAC task forces have
been very instrumental. It is a very difficult task for him to pull
all those different factions together and he has done it tremen-
dously. The lady to my left, she is known to our agency as a tre-
mendous advocator for law enforcement. She is a tremendous pros-
ecutor and we have had a lot of experience with her, as well, and
I will let her tell her story in a few minutes.

The Inspection Service, and I know you know us well and I know
your support goes far and deep. I have seen you at the May Con-
gressional breakfasts. I know you take the time to come and honor
the agents there. The Inspection Service itself, we go back, we
trace our roots to our founder, Benjamin Franklin, and we are tied
into that American institution, the Postal Service, which visits
every home. So we have an overriding responsibility and passion
to protect the Postal Service because in doing that, it protects the
American public.

Our mission has changed a lot over the years, but its primary
focus hasn’t changed. We have roughly 200 statutes which we now
enforce, limited to Postal violations. However, we don’t stop be-
cause the mailings stop. We help our brethren in law enforcement
to continue those investigations.

In the cases of pornography, obscenity, I am proud to say that
Anthony Comstock, who was a Postal Inspector in 1873, and he
was the first to draft language for legislation which became the
forerunner—it was the Comstock Act and it became the forerunner
of 1461, which we utilize today. We were proud to be the first to
enforce that law.

As we enter this century and we see the evolution change of mail
to Internet, still a large part of our cases focus from Internet solici-
tations. In fact, what we have seen, in 1997, 33 percent of our cases
originated online, solicitation followed by some form of mailing.
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Today, we see 70 or more—considerably more at certain times—
originating on the Internet. So we have a concern that things have
changed dramatically and we need to keep our enforcement capa-
bilities changing with them and we are striving to do that.

Throughout the different legislative enactments, from the Sexual
Exploitation of Children Act, the Child Protection Act, which gave
additional teeth to trafficking not only for profit. When it became
online, we had several cases that blossomed from those online so-
licitations and one in particular was called Operation Avalanche,
which you may be familiar with. It was worked with the Dallas Po-
lice Force and the ICAC task force.

The case itself had tremendous implications and it was the far-
thest reaching at the time of an Internet provider of child exploi-
tation materials. It has reached to date globally with 4,000 sites
being searched. What I have seen, from my standpoint, it has
raised the level of awareness internationally that this is a problem
that is global. It is not just restricted to the United States. We now
need to focus on our partnerships with those law enforcement agen-
cies and those governments.

Since 1997, 257 child victims have been identified and rescued.
Since the enactment of the Child Protection Act in 1984, Postal In-
spectors have arrested and prosecuted more than 4,000 child mo-
lesters and pornographers. We find many, if not most, of the por-
nographers are indeed molesters, as well.

Finally, in focusing on adult obscenity, that would fall to a lesser
extent of an effort because we are focusing so heavily on child ex-
ploitation with limited resources. The Inspection Service, unlike
our counterparts, is not appropriated. We are funded by rate pay-
ers’ money, so we are limited in terms of our growth potential, but
we do a lot with less. We have roughly 50 agents that focus on
child obscenity—adult obscenity and child exploitation and those
accomplish all of that.

Having said that, our counterparts, our partnerships are very
valuable to us as we proceed. Most recently, we have focused on
Extreme Associates in Pittsburgh, which was prosecuted by Mary
Beth Buchanan’s district, which shows the length and breadth that
this adult obscenity has expanded to on the Internet. And you will
be happy to note that we were the very first to apply your PRO-
TECT Act legislation in a case in New York, where we prosecuted
the individual who sold, I think approximately three million in li-
censes for domains.

Chairman HATCH. You are going to give us a lot of illustrations
how we might even improve on the PROTECT Act?

Mr. MAXWELL. Correct.

Chairman HATCH. Although I think we gave you an awful lot of
law enforcement tools with that.

Mr. MAXWELL. You did. You did. It has been excellent.

Chairman HATCH. That is one of the most important Federal
ﬂnti-crime statutes that we have had the whole time I have been

ere.

Mr. MAXWELL. And it couldn’t come at a better time, because
right now, that is what we are seeing in terms of where they are
using it.

Chairman HATCH. Good. We would love your advice on it.
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Mr. MAXWELL. Okay. Anyway, I thank you for your time. I am
here to answer any questions.

Chairman HATcH. Thank you so much.

[The prepared statement of Mr. Maxwell appears as a submission
for the record.]

Chairman HATCH. We are delighted to have you, Ms. Buchanan.
You have a great reputation and graduated from my alma mater,
as well. I think that just makes it even better. So we are happy
to have you here.

STATEMENT OF MARY BETH BUCHANAN, UNITED STATES AT-
TORNEY, WESTERN DISTRICT OF PENNSYLVANIA, PITTS-
BURGH, PENNSYLVANIA

Ms. BucHANAN. I hope you are not feeling as badly as I do about
Pitt’s loss to Notre Dame.

[Laughter.]

Chairman HATCcH. Well, I have always rooted for both schools, to
be honest with you.

Ms. BucHANAN. Well, thank you, Mr. Chairman. It is an honor
to appear before you today on behalf of my office and on behalf of
all of the United States Attorneys around the country who are in-
volved in prosecuting cases of child pornography and obscenity.

Before my appointment as the United States Attorney, I served
as an Assistant United States Attorney for 13 years and I special-
ized in the area of prosecuting child sexual exploitation cases. In
that capacity, I prosecuted many predators who had a sexual inter-
est in children. During the course of my work, I saw that the na-
ture of the cases in this area changed dramatically.

Initially, these cases involved individuals who tried to obtain
child pornography through the mails, usually in a very unsophisti-
cated manner. The activity of the predators has evolved during the
1990’s to include cases targeting adults who use the Internet not
only to trade child pornography, but to meet children and to engage
in actual molestation of the children.

With respect to obscenity cases, much has also changed in that
area, as well. The adult bookstore has largely been replaced by
thousands of websites advertising and selling pornography. Nearly
everyone who has received unwanted and offensive spam and e-
mails advertising graphic sexual materials understands what I
mean. Pornographic websites also offer video tapes, streaming
video, and live webcam activity, all of which can be accessed imme-
diately by the computer user. Effectively, this means that the
world’s worst adult bookstore can now be accessed in anyone’s
home who has access to a personal computer, and it is not a leap
of logic to assume that young people are accessing this material,
as well.

The work of the Department of Justice to provide a safe America
for children now extends well beyond the physical world into the
electronic universe of cyberspace. While the Internet has many
great educational benefits, there are also dark corners of the Inter-
net where children are being exposed to inappropriate sexual mate-
rial. Protecting children is the most important reason to vigorously
enforce both our child exploitation and obscenity laws.
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I would like to talk about some of the cases that we have pros-
ecuted in Western Pennsylvania. Several years ago, I prosecuted an
Arizona minister who had befriended a 13-year-old boy online. Ini-
tially, he began sending this boy child pornography. Eventually, he
sent him a Polaroid camera and asked the boy to take a picture of
himself and to send that picture to the minister in Arizona. Postal
Inspectors organized a search of the minister’s house and they
found boxes and boxes of child pornography, videotapes, and maga-
zines.

In another case just this year, the FBI received information that
a Pittsburgh man had been attempting to trade child pornography
with an undercover detective in Chicago. A search warrant for
child pornography was executed at a residence in Pittsburgh and
located at the scene was a 10-year-old girl who had been adopted
by this man in Russia for the purpose in engaging in illegal sexual
activity with her. This child had been adopted at the age of five
and brought to the United States. Images of the child were taken
and then placed online by this individual. He recently plead guilty
and is facing a sentence of 15 to 20 years in prison.

In another case, a defendant was convicted of possessing child
pornography in Los Angeles. That defendant agreed to cooperate
with law enforcement and he told law enforcement about a man in
Pittsburgh who had been engaging in sexual activities with his own
5-year-old daughter and then showing those activities through a
video camera to others on the Internet. This individual even sold
his daughter’s undergarments to individuals in exchange for child
pornography. He was convicted and is serving 9 years in prison.
Under the PROTECT Act, the activity of this person would have
netted a 25-year sentence, but unfortunately, the conduct occurred
prior to the enactment of the PROTECT Act.

All of these individuals possessed thousands of images of child
pornography, revealing their strong interest in sex with children.
Unfortunately, these perpetrators don’t just stop at looking at pic-
tures. They have actually acted upon their perverse sexual inter-
ests.

As the extensive nature of the child pornography collections that
we have seen reveals, perpetrators are collecting more and more
material. They are creating a market and a demand for child por-
nography, and what this means is the more they collect, the more
they want to collect and the more children are going to be victim-
ized in order to make these depictions. And each time that this de-
piction is shown, the child is revictimized over and over again.

Most recently, we prosecuted a man from Virginia who identified
himself on the Internet as the “Master of Teen Slave Girls.” He en-
gaged in chat conversations with a 13-year-old girl from Pitts-
burgh, and on New Year’s Day 2002, he traveled to Pittsburgh and
transported her to his house in Virginia, where he chained her to
a room and intended to make her his sex slave. He had an entire
room of torture implements that he intended to use on this child.
Fortunately, we were able to utilize the provisions of the PATRIOT
Act. Specifically, we used the pen register and trap and trace appli-
cation and national service provisions to locate the child and we
were successful in finding her after only about a day and a half.
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Chairman HATCH. Something you didn’t have before the PA-
TRIOT Act.

Ms. BUCHANAN. That is absolutely correct.

Chairman HATCH. I get so sick of these people that have no con-
ception of what is in the PATRIOT Act, mostly these journalists
who write about it, and yet you have tools now that you should
have had years ago but we were stopped by both the far left and
far right from giving you but are really making a difference for our
families today. I appreciate your bringing that up.

Ms. BucHANAN. Thank you. Had we not had those tools, we may
not have been as successful in locating this child as quickly as pos-
sible and the results could have been very different than they were
in this case. This particular defendant plead guilty and he will be
serving more than 20 years in prison for his crimes.

In these cases and in many others, we have found that there is
a direct link between adult and child pornography and the offend-
ers who actually molest children. Images now available on the
Internet are more graphic, involve younger children being mo-
lested, and increase every day. There are few, if any, crimes that
are more serious than the rape of a child. United States Attorneys
around the country have placed a very high priority on catching
and prosecuting these offenders, and we work very closely with the
Child Exploitation Section and all forms of Federal and State law
enforcement. The importance of cooperation among all levels of law
enforcement is certainly recognized by all U.S. Attorneys.

In Western Pennsylvania, we have formed a Crimes Against
Children task force that brought together not only Federal, State,
and local law enforcement, but medical professionals and victims’
service agencies so that we could address the full needs of the child
victims of these types of crimes, and we have found that that has
been a very effective tool for us in maximizing the number of pros-
ecutions that we are able to bring and in making sure that all of
the needs of the child victims are met.

And before I conclude, Senator, I would like to briefly discuss
adult obscenity, because it is important to recognize that adults as
well as children can become the victims of pornography. With a
CEOS trial attorney, my office recently prosecuted an obscenity
case involving Extreme Associates and its owners, Robert Zicari
and Janet Romano. Extreme Associates is a California company
that has produced some of the most vile, offensive, and degrading
material that is available on the Internet.

One of the videos that is being charged, called “Forced Entry,”
is a series of rape scenes and killing of three women. The women
are hit, slapped, and spit upon. Another movie involves sexual acts
with multiple men, followed by the women being forced to drink al-
most every form of bodily excrement. Although the third video ap-
parently involves actresses who are over the age of 18, these
women are dressed as children younger than 18. In one of the
scenes, the woman is wearing Pokemon pajamas and she is being
forcibly raped by a magazine salesman.

Obscenity by its very nature reduces human beings to sexual ob-
jects. Just last week, I received a letter from a woman whose
daughter had participated in the production of pornographic films.
The mother described how her daughter had become a drug-ad-
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dicted participant of these obscenity videos. Prior to that, she had
been a graduate of a very well-known high school. She had a very
promising future, but she got involved in the obscenity industry
and this mother, with nowhere else to turn, asked me to do what-
ever I could to make sure that no other child is victimized the way
her daughter was.

I thank you for giving us the opportunity to speak to you today
about the problems involved with child pornography and obscenity
and I welcome your questions.

Chairman HATCH. Well, thank you. I want to thank you for the
work that you have done. A lot of people don’t know what you are
talking about when you talk about pen register, trap and trace that
we now have given you the authority to use under the PATRIOT
Act, and that is being able to get the phone numbers into a phone
and out of the phone of terrorists or criminals like this terrorist
was against this young girl. You would think that was a given. You
would think, no way that law enforcement wouldn’t have those
tools, but we could never get them through. And I was the author
of the 1996 anti-terrorism effective death penalty act when we were
trying to get laws like that through at that time and were stopped.
This time, we got them through and it is making a real difference
and I am just really proud of you and the work that you are doing.

[The prepared statement of Ms. Buchanan appears as a submis-
sion for the record.]

Chairman HATCH. Now, let me just say I am proud of all of you
and appreciate the work that each one of you is doing and the peo-
ple that you work with, the staffs that you have and the organiza-
tions that you head. I am sure you are all aware that DOJ’s Child
Exploitation and Obscenity Section prosecuted only a handful of
pure obscenity cases during the 8 years of the Clinton administra-
tion. During this same time period, there was a tremendous growth
in the availability of pornography on the Internet. Will you please
discuss how these challenges affected the Department’s prosecution
of obscenity cases right up until today. We will start with you, Mr.
Malcolm.

Mr. MALcoOLM. Certainly, Mr. Chairman. I think it is safe to say
that there was a lack of Federal obscenity enforcement during the
last administration, not on child porn issues, but on adult obscene
material, and in part—

Chairman HATCH. I am not trying to pick on anybody. I am just
citing what really are facts.

Mr. MALcOLM. Facts are difficult to ignore in this area, and the
facts speak for themselves. I think that, coupled with emerging
technology, certainly lead to a proliferation of obscene material. I
mean, people who are going to be able to get a free pass and en-
gage in illegal activity that is highly profitable are going to do so
and do so in spades, and they did.

Unfortunately, also during that time period, we lost some very
experienced prosecutors and investigators at the Federal level.

Chairman HATCH. I know the Department has faced significant
personnel changes and challenges in this area, including an almost
complete turnover of prosecutors at CEOS. Now that the new pros-
ecutors are getting settled in and trained, should we expect to see
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an increase in the number of investigations and prosecutions
brought by the Department in this area?

Mr. MALcoLM. I absolutely do. We are coming up with an effec-
tive enforcement strategy, and it has taken us a while to get up
and running, but now we are pretty much at a full clip and I fully
expect—

Chairman HATCH. We expect you are going to full force forward.

Mr. MaLcoLM. Absolutely.

Chairman HATCH. Okay. Mr. Flores, let me ask you this. As a
member of the COPA Commission, you evaluated the accessibility,
cost, and effectiveness of technologies to protect minors from sexu-
ally explicit material, harmful to minors material, which is dif-
ferent, on the Internet. Now, in your current position as Adminis-
trator of OJJDP, you hosted an Internet safety focus group that
brought together experts in the government, private sector, and
nonprofit organizations to discuss the increasing number of chil-
dren and teenagers using the Internet, the proliferation of child
pornography and the heightened activity by predators searching for
unsupervised conduct with underaged victims.

Based on this experience, as well as your prosecutorial experi-
ence, what non-prosecutorial safeguards do you recommend to en-
sure that pornographic distributors cannot target children?

Mr. FLORES. Mr. Chairman, I think that question calls for two
answers that are related. The first is that there are technologies
out there, that when used carefully together, provide assistance to
parents, to schools, to those locations where children have access
to computer technology and the Internet. I don’t think it is fair to
say any longer that that technology is so nascent, that it is just not
very good, it doesn’t work, or it is very blunt and coarse in how it
addresses these issues. So I think that, clearly, technology rep-
resents one of those tools that have to be used. I am glad to see
that libraries and schools are now using these filters, they are put-
ting them on their systems in order to provide a measure of protec-
tion.

But I would say that one of the things that came up at that focus
group, and something that is extremely important to me, is the
need and recognition that parents are still the missing cog in much
of what we need to do to protect children. The Congress and the
President have been very focused on the fact that industry has to
take responsibility for what it does and what it makes available,
whether it is the Internet service provider community or the direct
purveyor and producer of the obscene material harmful to minors.

We have worked with schools and we have created educational
materials and tools to teach kids safety. The National Center for
Missing and Exploited Children does that. But one of the missing
ingredients has been parents, and it has been a challenge to get
parents engaged.

And so one of the things that the focus group has said is that
if we want to succeed, we have got to find ways to encourage par-
ents to really get involved. Because at the end of the day, the same
thing is true that I told parents 15 years ago. If you want to protect
your children from sexual abuse and predators, have a good rela-
tionship with them. Children who enjoy a solid and sound relation-
ship with their parents have the least to fear and the smallest risk
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of being exploited, whether it is through this technology or any-
thing else.

Chairman HATCH. Let me just ask you, Ms. Buchanan, given
your significant prosecutorial experience, will you explain to the
Committee some of the unique challenges in prosecuting an obscen-
ity case and how it compares with other, say, financial or violent
crimes cases and how has the number and types of obscenity cases
in your district been affected by Attorney General John Ashcroft’s
proclamation that obscenity prosecutions are a priority within the
Department?

Ms. BucHANAN. Every United States Attorney understood at the
beginning of our terms that obscenity was a priority of President
Bush and of Attorney General Ashcroft. I think that we all had to
adjust our priorities in order to deal with the effects of terrorism,
because that certainly is everyone’s number one priority, and we do
have to balance the current priorities of the Department, which in-
clude the prevention of terrorism, fighting corporate fraud, drug
trafficking, and violent crime, and child exploitation and obscenity.

Some of the unique legal challenges I think that we will face in
prosecuting these cases, first, members of the jury, I think are
going to be very uncertain as to what the community standards are
today because we haven’t had prosecutions in this area really in
the last decade. So much material has been made available to the
public and I think that it has desensitized the public. People don’t
necessarily understand that the fact that certain things have not
been prosecuted doesn’t mean that they are not illegal.

The case that we are now prosecuting is really the first of its
type in a decade, and this jury is going to have to decide what the
community standard is. However, this particular case, wherever
that line may be, it is so far over the line, we don’t feel that it
should be a difficulty in this case. But I think that finding and de-
fining the community standard probably represents the greatest
challenge in prosecuting obscenity cases.

Chairman HATCH. Thank you. Now, Mr. Maxwell, just a question
or two for you before we finish with this panel. Your written testi-
mony provides that over the last 6 years, the percentage of child
exploitation cases investigated by the Postal Inspection Service
that involve electronic communications increased from 33 to 70 per-
cent. Now, how has this change in technology affected the way in-
vestigations are handled in the Postal Inspection Service?

Mr. MAXWELL. What we have found, there are a couple of chal-
lenges there that we have to face because of that. Sometimes the
Internet solicitation and development of the case, which historically
in years gone by would be through letter writing and mail, is much
faster, number one.

Number two, there are a lot of nuances, obviously, in the inves-
tigative communications, but then also in setting up the actual—
for Postal Inspectors especially, we normally like to have a mailing
so we have a violation that we have jurisdiction over. We don’t stop
short, as I said earlier, we are with a task force and we are work-
ing it and the last minute, somebody may have experience with
Postal Inspectors and says, I don’t want to mail this. Let us meet
and we will deliver it. We will still work that case, but that is a
challenge we do face.
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The other issues is that, you know, how widespread will it be-
come. I agree with Mr. Flores as far as the prevention message to
parents. There are countless things that they can do, and I think
we need to do a better job maybe in getting that out. We did send
out a—2 years ago, we had a prevention poster we put out which
we had in each post office in the United States. It was designed
by a young lady who was an artistic, graphic artist with computers
and she wanted it to appeal not only to children, but to parents,
and that was sort of the thought behind it. I think it was fairly
well received.

That was—it took us forever to come up with that concept. We
were so busy focusing on investigations, but what Bob had said
earlier, I mean, there are ways that parents are knowledgeable,
even if their children don’t have dialogues with them often about
what they personally do online, they can go to the histories and
they can check things. So those all do present challenges.

Chairman HATCH. The Postal Inspection Service seems to have
an advantage, or appears to have an advantage in investigating
some obscenity and child pornography cases because the target
usually will have purchased the material and have it shipped to
their home, which thereby reveals the individual’s name and ad-
dress. Now, typically, how long does it take to conduct an investiga-
tion from its inception to arrest? How does it compare with other
investigations conducted by other agencies?

Mr. MAXWELL. Not to give a lawyer answer and say it depends,
but the true fact is it depends on the complexity of the investiga-
tion. Now, if it is a widespread type of operation, say in the case
of Avalanche, where you walk into something that you realize is
just tentacles to a lot of other things, it is going to take a lot
longer. It depends on the complexity in tracing the assets. If there
is going to be forfeiture or possibilities of capturing those assets,
that could take a long time, so we could be talking months, and
then possibly a year or two of litigation. If it is a quick hit with
communications and a purchase, that is a lot easier.

So in short, to answer your question would be if it is a major op-
eration, something to a greater extent, it is going to take longer be-
cause you have a much more complicated case to put together. If
it is just a small-time operator or individual, things go right, it
could be just a matter of months and less and then it could be pret-
ty well wrapped up.

Chairman HATCH. Thank you. I appreciate all four of you and
the work that you have done in the past, the work you are doing
now, and the work that I believe you will be able to do even with
more expedition in the future because of some of the tools that we
have given to you and we intend to give more if you will help us
to understand what would help you the most.

So in addition to your testimony today, if you will write to us and
give us the rest of your ideas or any other ideas that you might
have or you come across that might help us to correct prior legisla-
tion or improve upon legislation or enact prospective legislation, we
would like to have your advice on it.

We appreciate each and every one of you. Thank you so much for
being here.

Mr. MALcoLM. Thank you.
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Mr. FLORES. Thank you, sir.

Mr. MAXWELL. Thank you.

Ms. BUCHANAN. Thank you.

Chairman HATCH. We will start with our panel two, which will
consist of Mr. Bruce A. Taylor, President and Chief Counsel of the
National Law Center for Children and Families in Fairfax, Vir-
ginia; Dr. Victor Cline, the Emeritus Professor at the University of
Utah; and Mr. Steve Takeshita, the Officer in Charge of the Por-
nography Unit of the Organized Crime and Vice Division of the Los
Angeles Police Department in Los Angeles, California.

It is good to see you, Dr. Cline. It has been a while since I have
even said hello to you. It is great to have you here.

Mr. Taylor, we are going to start with you first, so we will take
your statement, then we will take Dr. Cline’s, and then we will
take Mr. Takeshita’s statement.

STATEMENT OF BRUCE A. TAYLOR, PRESIDENT AND CHIEF
COUNSEL, NATIONAL LAW CENTER FOR CHILDREN AND
FAMILIES, FAIRFAX, VIRGINIA

Mr. TAYLOR. Good afternoon, Mr. Chairman. As you know, I
worked with you on bills going back to S. 1722 in 1977. I worked
with your staff through the 1980’s on the dial-up porn legislation,
the child porn laws, and I think to this day that you were right
in 1996 when you passed the Child Pornography Prevention Act to
say computers are going to create images that look like real chil-
dren, and if we can’t find the kids, we may not be able to prove
that it is real and we should deal with that kind of material as if
it is child pornography.

But the Supreme Court last year said that Congress went too far.
You can’t criminalize computer images that aren’t real. So Con-
gress came back with the PROTECT Act, and you did several
things, as you have been mentioning. One of the things was you
took another tactic. We said, we will tighten up the definition so
the Court can’t extrapolate that maybe these laws could apply to
Hollywood R-rated movies that they were never intended by Con-
gress to apply to.

But you also gave law enforcement some new tools, like a new
child porn obscenity law that says, if it is obscene and it portrays
what appears to be children, we are going to increase the penalty.
We are not going to let them get away with images just because
we can’t find the child. It is still child pornography to those
pedophiles who think it is. It is still child pornography to those
children who get seduced by it.

Real people get hurt by pornography. That is a message that we
now focus on with child pornography. We now focus on it with some
of the bondage and torture and rape and incest material that is
floating around the Internet. But these are relatively new problems
that as this Chairman and colleagues like Senator Grassley and
others who have been on this Committee for the past 25 years have
known have always been the fruits of the obscenity business.

I started prosecuting obscenity cases the day the Supreme Court
announced the Miller decision in 1973. I did it in a small Bible-belt
community called Cleveland, Ohio. I didn’t have the luxury of
starting off with animals and bondage and child porn. There was
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no such thing. We prosecuted the adult porn syndicates for the
adult pornography product that they brought into the American
streams of commerce that Congress said was a felony, Ohio law
said was a crime. New York law, California law, Texas law, and
all the States have laws against obscenity. It has not been a failure
of the American people that has led us to where we are today. It
is more a failure of us in law enforcement.

Congress in the last eight or 10 years, as the Chairman noted,
because there was no enforcement at Justice, and I was there from
1989 through 1994. We were allowed to continue the cases we had
started, but there were not going to be any new obscenity cases.
They didn’t want to do them, so Congress said, well, we are going
to pass better laws so that when we have prosecutors who will en-
force Federal law, they will have better tools, and we did that. We
passed the Communications Decency Act in 1996. In 1997, the Su-
preme Court said, well, the indecency standard is too vague, so
Congress passed COPA in 1998.

Your statute that was passed in 1996 was replaced in 2003 with
the PROTECT Act. The Communications Decency Act was reen-
acted in the PROTECT Act and now prohibits website operators
and service providers from making obscenity and child porn avail-
able to minors. We have the law that makes libraries and schools
use filters. Why? Because we are not only trying to protect kids
from seeing adult pornography, but we are trying to encourage and
give the tools to law enforcement to deal with illegal pornography.

It is my opinion as a prosecutor who has probably done more ob-
scenity cases than anybody in the history of the country, in more
communities across this country—I have done 100 trials in almost
half of the United States—it is my opinion that we can still win
because the people still consider obscene all hard-core pornography
that shows penetration clearly visible. Our community standards
did not sink into the sewer in the last 10 years so that only ani-
mals or bondage or children is going to be obscene to our juries.
Like Mary Beth Buchanan, the U.S. Attorney from Pittsburgh said,
our juries are going to have to be reeducated. They have forgotten
that obscenity is a crime because there have not been any cases.

But one of the beauties of the Internet and the modern commu-
nication age is that a fewer number of cases will have a much
greater impact on the crime than in the past. In the 1970’s and
1980’s, we had to get hundreds of convictions to make a dent in the
pornography syndicates who controlled all the adult bookstores, all
the theaters, all the video cassettes, all the TV, cable, radio. All of
the pornography that was obscene in this country was tightly con-
trolled by a couple of mafia families and a few major distributors.

They still run the show. There are more people involved in sell-
ing and distributing obscenity, but out of the 260 million webpages
that have pornography on the web, there maybe are 150,000
websites. There are probably fewer than a few thousand web serv-
ers that host all those pictures. There are probably less than two
dozen kingpins in the business who live in California and are con-
trolled with associates in the mafia families in New York who con-
trol 90 percent of that.

A few well-placed prosecutions by the Federal Government and
some of the bigger city district attorneys’ offices will be able to
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have the same deterrent effect on the obscenity business now that
it has always had, meaning that when there are Federal prosecu-
tions against child pornography, pedophiles are afraid to get it and
they are afraid to molest children. When there are Federal obscen-
ity cases, the pornography syndicates are afraid to distribute mate-
rial.

They are deterred by the law when the law is used, and I think
that our juries are still looking to us, meaning the Congress, to
have better laws and law enforcement to enforce those laws, be-
cause we are going to set the standards that they will allow them-
selves and their children to learn from. We don’t make the laws,
we enforce them as prosecutors. But when Congress makes laws or
State legislatures pass them and no one enforces them, the people
think it must be legal or it wouldn’t be there.

And that, I think, is the misconception that has been fostered on
this generation. It is one that Congress has done what I think you
have—you know, all you are able to do to make better laws. It is
now up to a new administration, a new Attorney General. We have
given him some time. There has been a lack of patience by a lot
of groups that it has taken so long to get to where we are where
they have started some cases. They had to hire new people. They
had to train the people. But some things could still be done to
make it better.

There needs to be more training. I think there should be more
cooperation between State and Federal prosecutors, joint training
of local prosecutors, cross-designating local district attorneys and
county prosecutors to handle obscenity cases in Federal court. The
lack of work power and manpower and resources in the Federal
Government can be supported by having local prosecutors handle
Federal cases. That is an established part of our system of coopera-
tion and it can be done at very minimal cost.

It could also be the province of Congress to give the Postal In-
spection Service ten or 20 new investigators to do obscenity and
child porn, but obscenity in particular, maybe a couple of FBI
agents to be assigned in headquarters to monitor and collect infor-
mation about the organized crime networks and the pornography
syndicates.

If obscenity cases are routinely done, the amount of fines and for-
feitures far exceeds any budgetary expenditures of the law enforce-
ment community. While I was at the Justice Department, in 5
years, the budget of the Department’s CEOS, Child Exploitation
and Obscenity Section, was $1 million a year and we took in $25
million in fines and forfeitures. It is not a reason that we enforce
the law, but it is a very poor excuse to claim that prosecutors are
using valuable resources to enforce these laws. The truth is that
when the laws are enforced, the criminals pay for the cost of their
own investigations and prosecution.

I think that that is what needs to be done and I would just like
to make the record here today that all of the hard-core pornog-
raphy that the syndicate imposes on the American public, whether
it is through video cassettes, pay-per-view TV, or Internet, is still
prosecutable in every one of our communities, in Utah as well as
New York, in Dallas as well as Chicago. We can get convictions in
all the big cities like we always have.
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We need to encourage the Department not to be afraid but to go
forward, and their young prosecutors will be more like I was when
I started out and the chief prosecutor in Cleveland said to me, go
do obscenity cases, and so for the next 3 years, I did 200 of them
a year, not knowing that they were difficult and not knowing that
people on the juries would have a second thought, because when
they were given the chance to vote with their verdicts, they did.
They told us what was obscene. We did not tell them. I think that
is still the way it is. The American public are entitled to that pre-
sumption of their decency is still a community standard and that
is why I would like to thank this Chairman and the members of
the Committee for making this record that will encourage and, in
a sense, require the Attorney General to keep going on the path he
has started.

Chairman HATCH. Well, thank you, Bruce. We appreciate what
you have done throughout all the years. You certainly have been
a bulwark in this area and your advice and counsel has always
been very helpful to us.

[The prepared statement of Mr. Taylor appears as a submission
for the record.]

Chairman HATCH. Dr. Cline, we will turn to you now to take
your testimony.

STATEMENT OF VICTOR CLINE, EMERITUS PROFESSOR,
UNIVERSITY OF UTAH, SALT LAKE CITY, UTAH

Mr. CLINE. Thank you, Mr. Chairman. My name is Victor Cline.
I am a clinical psychologist and psychotherapist specializing in
marital and family counseling and the treatment of sexual compul-
sions and addictions. Also, I work with the victims of sexual abuse
and assault. And additionally, I am a behavioral scientist with ap-
proximately 85 publications, many of which are in the area of
media and pornography effects.

In the last 26 years, I have treated approximately 350 male sex-
ual addicts or compulsives, including many pedophiles and their
victims. I also treat rapists, voyeurs, fetishists, those making ob-
scene phone calls, those compulsively promiscuous, et cetera, et
cetera. These sexual illnesses all have a common core and dynamic
base. They are sexual in nature, highly addictive, compulsive and
repetitive, very difficult to treat, where self-control and self-dis-
cipline don’t stop their occurrence.

The Internet represents, in my experience, an area of very sig-
nificant risk for many children. Where parents have neglected to
protect them with filters on their home computers or with frequent
access to computers in public libraries, mots of which still lack pro-
tecting filters, this makes it exceedingly easy for children to peruse
via the Internet explicit depictions of child-adult sex, rape, incest,
bestiality, plus view cyber warehouses filled with other depictions
of sexual aberrations. I see too many patients of minor age who are
stimulated to practice or try out in real life the things they see in
this material.

Now, the best evidence suggests to date that most or all sexual
deviations are learned behaviors, usually through inadvertent or
accidental conditioning. There is no convincing evidence to date
suggesting the hereditary transmission of any pathological sexual
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behavior pattern, such as pedophilia, rape, incest, exhibitionism,
and so forth. In fact, one British psychologist, Dr. Stanley
Rachman, demonstrated in the laboratory using live male subjects
how easy it is to repeatedly condition normal males into sexual ill-
ness or addiction.

Child pornography is particularly pernicious because the child
victims, whether they are sexually abused while being photo-
graphed or exposed to the erotic pictures as part of their seduction,
are relatively powerless due to their young age and innocence and
immaturity, as well as not fully understanding the harm potential.
Their frequent willingness to trust an older person who appears to
be kind and accepting of them makes them easy prey.

In my experience as a sexual therapist, any individual who regu-
larly masturbates to pornography is at risk of becoming, in time,
a sexual addict, as well as conditioning himself into having a sex-
ual deviancy. In time, the high obtained from masturbating to por-
nography becomes more important than real-life relationships. It
makes no difference if one is an eminent physician, attorney, min-
ister, athlete, corporate executive, college president, unskilled la-
borer, President of the U.S., or an average 16-year-old boy. All can
be self-conditioned into deviancy, and I have seen this for 25 years.
I attend all the national meetings where these sorts of things and
the research is discussed.

The process of masturbatory conditioning is inexorable and does
not spontaneously remiss. The course of this illness may be slow
and is nearly all hidden from view. It is usually a secret part of
a man’s life, and like a cancer, it keeps growing and spreading. It
rarely ever reverses itself. It is also very difficult to treat and heal.
Denial on the part of the addict and refusal to confront the problem
are typical and predictable.

The presence of child pornography creates the potential of many
types of harms in the community, including helping to create sex-
ual predators or pedophiles and later their victims.

In the case of pedophiles, the overwhelming majority in my clin-
ical experience use child pornography and/or create it to stimulate
and whet their sexual appetites, which they masturbate to, then
later use as a model for their own sexual acting out with children.
I find that the use of child pornography in time desensitizes the
viewer to its pathology, no matter how aberrant or disturbing. It
becomes acceptable and preferred. The man always escalates to
more deviant material and the acting out continues and escalates
despite very painful consequences such as the destruction of the
family, loss of spouse, children, job, health, or incarceration after
committing criminal acts.

Some also use it to seduce children into engaging in sexual acts
with themselves. When they introduce it to children, the suggestion
is that this is normal behavior and many other young people like
themselves also use it and do these things. I find that my
pedophiles that I work with often trade, lend, and sell the pictures
they make of young people nude and having sex through an infor-
mal network.

Some of the pornography they accumulate is of females fully de-
veloped anatomically, but made to look young and immature by
dressing them in children’s clothes and arranging their hair, such
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as with a ponytail, to suggest to the viewer that they are underage
minors when, in fact, they may not be. While the producers of this
material may claim that no underage children were used in pro-
ducing this pornographic material, to the viewer, this is irrelevant
because they are perceived as minors by the psyche and this erotic
arousal may generalize to all potential real child victims. Thank
you.

Chairman HATcH. Thank you. That is startling testimony, but I
know that you have worked long and hard in this particular area
and have an international reputation and we are very appreciative
for you taking the time to be with us.

[The prepared statement of Mr. Cline appears as a submission
for the record.]

Chairman HATCH. Mr. Takeshita, we will take your testimony
now.

STATEMENT OF STEVEN TAKESHITA, OFFICER IN CHARGE,
PORNOGRAPHY UNIT, ORGANIZED CRIME AND VICE DIVI-
SION, LOS ANGELES POLICE DEPARTMENT, LOS ANGELES,
CALIFORNIA

Mr. TAKESHITA. Good afternoon, honorable Chairman and mem-
bers of the Senate Judiciary Committee. I am Detective Steven
Takeshita and I am the Officer in Charge of the Pornography Unit
at the Organized Crime and Vice Division of the Los Angeles Police
Department. Before I begin, I would like to thank the honorable
Committee for your invitation to provide, which I hope will be use-
ful testimony about the pornography industry.

I am a 25-year veteran of the department and I have been inves-
tigating the distribution of obscenity for the past 18 years. I have
developed my expertise over the years by working with more expe-
rienced officers and by obtaining first-hand experience as an under-
cover operative in a joint investigation with the Federal Bureau of
Investigation into the nationwide distribution of obscenity.

In the 1950s, the Los Angeles Police Department formed the Por-
nography Unit when it became aware that the pornography indus-
try was developing its base in the Los Angeles area. The duties of
the unit were to monitor the distribution of pornographic material
and to prosecute the illegal distribution of obscenity as it affected
the quality of life to the citizens of Los Angeles.

During this time period, the adult industry was taking advan-
tage of the resources available in the Los Angeles area for their
productions. The overabundance of unemployed hopeful adult ac-
tors and actresses and the support personnel who were willing to
participate in the adult industry to meet their basic living expense
and financial obligations. Because of the wide variety of scenic loca-
tions and the great weather, both the general and adult film indus-
tries favored the Los Angeles area. They could film a mountain,
desert, or beach scene all in 1 day, an ideal environment for film-
ing.

The industry has progressed from the “T.J. Bibles,” sexually ex-
plicit pocketbooks bought in Tijuana, and eight-millimeter films to
the DVD and the Internet. The Internet has been referred to as the
“Wild West” of the 1990s. This Wild West of the 1990s has pro-
gressed to the point where the average distributor on the Internet

)
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thinks that they are immune from prosecution because of the Inter-
net. The Internet is just a vehicle for distribution. For example, if
I were telephoning a minor to entice the minor for sexual activity,
there would be no difference than if I chatted to that minor online
for the same sexual activity. The Internet is just a vehicle the ille-
gal activity.

This vehicle has posed new investigative methods. No longer do
we respond to an advertisement in a local adult periodical to find
the distributor in our backyard. Now, our response may be directed
to a city across the nation or even a foreign country. Since our in-
vestigations deal directly with a person’s First Amendment rights,
all of our investigative evidence is acquired with either a search
warrant or consent search. No longer can we establish agency liai-
sons only within our county, but now we must need to network
with agencies across the nation and sometimes worldwide. These li-
aisons are critical for our surveillances and search warrants.

The Los Angeles area is no longer the base of distribution for 90
percent of the adult product within our Nation as it was in the ear-
lier years. The increased use of the Internet has made the distribu-
tion of obscenity a national problem. The extreme adult product
distributed nowadays was self-banned by the adult industry at
large only 10 years ago. The recent hiatus in Federal prosecution
of obscenity has brought forth the courage in the adult industry to
produce this extreme sexually explicit product.

The adult industry must produce different types of products to
encourage the consumer to continue in the purchasing of their
product. The tight competition for the consumer dollar has encour-
aged the major adult industry producers to venture to the edge of
the envelope with the distribution of some of the most extreme sex-
ual product.

We have laws in place to protect the abuse the women endure
during the filming of these extreme sexual videos. We have the
laws in place to protect the exposure of this type of product to our
children. We have the laws in place to create a better quality of life
for our citizens. We need the assistance of the Federal Government
to prosecute the violators of the statutes that Congress has enacted
to put the welfare of our communities as one of our priorities.

Most recently, the Western District of Pennsylvania, Honorable
United States Attorney Mary Beth Buchanan, who was here ear-
lier, and her staff, the Child Exploitation and Obscenity Section,
CEOS, of the United States Department of Justice, and the United
States Postal Inspection Service have investigated and also as-
sisted in our investigations in the distribution of obscenity. These
entities have been very supportive and taken the lead into inves-
tigating the distribution of obscenity.

What we need today is for all law enforcement entities to pros-
ecute aggressively any violator of the distribution of obscenity with-
in their investigative jurisdiction to the maximum.

The First Amendment is listed first because our forefathers felt
its importance. The adult industry tries to hide behind the First
Amendment in the distribution of their product. The Supreme
Court has ruled that the First Amendment does not protect obscen-
ity.
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I would like to thank the honorable Committee members for let-
ting me have this opportunity to testify before you. Thank you.

Chairman HATcCH. Thank you.

[The prepared statement of Mr. Takeshita appears as a submis-
sion for the record.]

Chairman HATCH. Thanks to each of you. We appreciate having
you with us.

Let me start with you, Mr. Taylor. As I understand it, when you
were at CEOS through the Child Exploitation Unit or Section and
Obscenity Section in its early days, from 1989 to 1994, as you are
probably aware, CEOS has had an almost complete turnover of its
prosecutors in this administration. Can you please talk about some
of the challenges that you faced when CEOS was in its inception
and any observations as to how DOJ can meet the challenges it
currently faces.

Mr. TAYLOR. In some ways, they are similar. One of the dif-
ferences is that when CEOS was first created in the late 1980’s,
it tended to try to hire prosecutors who had some experience. So
when I was brought in, we had a prosecutor from Oklahoma, Dal-
las, Buffalo, places where the prosecutors had already done obscen-
ity cases and knew how to do it. We didn’t have to learn the busi-
ness, we just had to start the investigations. It still takes, as you
found out today, three, six, 8 months to do an investigation, but we
didn’t have another lag time of a year or two to learn how to be
the prosecutors.

The present staff of the CEOS is made up of a lot of bright young
lawyers who did have to learn and are still learning the tricks of
the trade of this business. The pornography lawyers know this
business. They have been doing the same trials, the same argu-
ments, same witnesses, same trial tactics and briefs for 30 years.
There are some of us who have seen enough of their lawyers and
their trials to know how to pass on to a new group of prosecutors
sort of what they are going to see when they go to court, what the
defense lawyer is going to say, what his witnesses are going to do.

But the good thing about the new prosecutors is that they are
somewhat fearless. They do what they are told. You tell them to
go to work, they do. They stay up late. They do their homework.
Like I said, when I started out, I didn’t know I couldn’t do 200 ob-
scenity cases a year. I didn’t know we couldn’t go after all of the
people involved and we shouldn’t be able to do every kind of mate-
rial they do, and I think that could be the attitude that will save
this CEOS group of lawyers from being discouraged or letting their
guard down. I think they will go after the enforcement of the law
as we expect Federal prosecutors to do, meaning spend all your
time and all your effort doing as good a job as you can and you let
the jury make the decision.

But we don’t decide for the jury that they are not going to hear
certain kinds of cases. We let them hear all of them, and I think
we are more likely to see a bigger variety of cases out of this group
over the next couple years, even though it has had to wait a couple
of years because they had to start over and get trained. But I think
we should start judging them starting today rather than from
where they have come to.
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Chairman HATCH. You feel pretty confident that this process is
really in full swing now and that we are going to really start going
after these people with—

Mr. TAYLOR. I do. I think that the Attorney General has meant
it, since we met with him 2 years ago, that he wanted to enforce
the law. It has been frustrating to say, well, they had to get a new
chief, and they did. They had to get new lawyers, and they did.
They had to train the lawyers, and they did. And so we have had
to be patient while they had to start, and maybe the reason for the
delay is that they hired people who didn’t have the experience.
That is up to them to decide how to do. It is not a criticism, but
it is an explanation.

But now that they have had the time, they have got the staff,
they know how to do it, I think that they will be able to do a good
job and it will make a difference. It is not a losing proposition.
There is no history of failure in Federal law enforcement in this
area. There is always success among the juries when they are
given a chance, and I think they will be given a lot of chances in
the next 2 years.

Chairman HATCH. Thank you. Dr. Cline, in an article that you
published in April of 1999, you indicate that about 94 percent of
the 350 males that you treated for sexual addictions over the last
25 years, that pornography was a contributor, facilitator, or direct
causal agent in acquiring these sexual illnesses. Moreover, you
have stated that these illnesses are particularly difficult to treat,
as you said earlier.

Do you think the greater proliferation of pornography now avail-
able on the Internet, on cable TV, and in hotels, do you think that
this greater proliferation has contributed to the number of sexual
addicts or hindered the treatment of sexual compulsions?

Mr. CLINE. I think that the ease in obtaining this material has
actually facilitated the amount of pathology that we are seeing. In
fact, Patrick Carnes, the world’s leading researcher on this area
has found that when he surveyed nearly 1,000 sexual addicts, he
asked them the question of whether pornography had anything to
do with it or not. Something like over 90 percent said, absolutely,
the pornography is the thing that contributed ultimately to their
criminal and their inappropriate or their sick kind of behavior,
which now has become very addictive and repetitive and they can’t
control it.

Chairman HATcCH. I have heard cases of very, very outstanding,
religious, decent, honorable people who, once exposed to repetitive
pornographic visualizations and obscenity, has had that exposure
or exposures, have had those exposures just so distort their minds
that they have a rough time handling it, many of them.

Mr. CLINE. Let me take a few—

Chairman HAaTcH. Have you had that experience?

Mr. CLINE. Yes. Oh, absolutely, again and again and again. I see
corporate executives fired from their jobs because of sexual harass-
ment and because they have gotten into this. They are using the
computers that their company owns two or three hours a day, you
know, into pornography and the company has a policy that that is
not tolerated and they are losing their jobs and all kinds of con-
sequences, especially for the man who is married. His wife reaches
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a point where she can no longer tolerate it and the marriage is bro-
ken up. The husband promises he will quit, but he can’t keep his
promise.

Chairman HATCH. This could happen to anybody, any normal
person who gets caught up in pornography?

Mr. CLINE. Especially males. The way we are wired, we are much
more vulnerable than females, and most pornography is very hos-
tile to women and very anti-feminine. There are major gender dif-
ferences in who it is marketed to.

Chairman HATCH. And your testimony has been that with regard
to children, it is even more volatile.

Mr. CLINE. Yes.

Chairman HATcH. Or difficult.

Mr. CLINE. See, there is a problem with the adults who are into
it, so it goes far beyond just the child pornography. But if an adult
masturbates to child porn and this gets them turned on and ex-
cited, then what this does is this creates within them over time an
attraction toward children and eventually wanting to act it out and
to have some kind of sexual contact with children. So both the
adult and the child suffer.

Chairman HATcH. Mr. Takeshita, we are happy to have you, as
well. Now, you mention in your written testimony that Los Angeles
used to be responsible for the production of 90 percent of all porno-
graphic material. The Internet has made distribution centers all
over the nation. How much has this change in the Internet affected
the portion of your investigations that are local versus multi-juris-
dictional?

Mr. TAKESHITA. Our investigations generally have a basis in L.A.
one way or the other. The product is either sent to the city or is
distributed from the city. The Internet has made it so that the dis-
tribution point could be anywhere in the nation. The website owner
or the person that owns the website may take our order and ship
the product from his home to our jurisdiction.

Chairman HATCH. What sort of cooperation do you expect or do
you receive from other law enforcement agencies?

Mr. TAKESHITA. The difficulty in our investigations is we have to
show that the person we are going to prosecute, the owner of the
business, has direct knowledge that his company is distributing
sexually explicit product. That is one of the requirements for our
prosecution.

With the cooperation of outside agencies, we would be able to
have them do the fundamental surveillances, getting down as the
location where the business is at, where his residence is at, so that
when we go over and do our surveillances, we are not needed to
be there for maybe a month to six weeks to establish a pattern. We
can utilize the outside agency as our foothold into the investigation.

Chairman HATCH. Have you faced any challenges with an inves-
tigation you have worked on in California but then find it was
prosecuted in another jurisdiction?

Mr. TAKESHITA. Usually, as you state, the investigation can be
prosecuted either where the person is at or in California. Finding
that type of conflict really doesn’t occur. We usually have an open
conversation with the investigative agency in the other State and
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that is all settled before we ask them to assist us in our investiga-
tion.

Chairman HATCH. That is great. I will tell you, the testimony of
you three has been very beneficial to us here today.

Again, I will challenge you to think in terms of how you might
be able to help this Committee to come up with the changes in the
law or improvement in the laws that currently exist that might
help us to do a better job in this particular area. We hold these
hearings to be able to try and come up with new and better ideas,
and also to inform the public of the insidious nature of this type
of activity. So please feel free to contact us and let us know how
we can do a better job here in the United States Senate.

With that, this has been a very interesting hearing and one that
we hope to act upon in the immediate future and we can use your
help on it. So with that, we will recess until further notice. Thank
you.

[Whereupon, at 3:37 p.m., the Committee was adjourned.]

[Questions and answers and submissions for the record follow.]
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QUESTIONS AND ANSWERS

U.S. Department of Justice
Office of Legislative Affairs

Office of the Assistant Atlorney General Washington, DC. 20530

April 8, 2004

The Honorable Ommin G. Hatch
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:
Enclosed please find responses to questions posed by Senator Leahy to Ms. Mary

Beth Buchanan, United States Attorney for the Western District of Pennsylvania,
following Ms. Buchanan’s appearance before the Committee on October 15, 2003. The

subject of Ms. Buchanan’s appearance was efforts of the Department of Justice to protect -

victims of pornography. We have also enclosed a corrected version of the transcript of
Ms. Buchapan’s testimony.

We hope you will find this information useful. Please do not hesitate to call upon
us if we may be of additional assistance in connection with this or any othier matter.

Sincerely,

—V,‘,UM_‘ ‘{ _’Moscl‘a

William E. Moschella
Assistant Attorney General

Enclosures

cc: The Honorable Patrick J. Leahy
Ranking Minority Member
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Response of Mary Beth Buchanan
To Questions Posed by Senator Leahy
Following October 15, 2003 Hearing on Indecent Exposure:
Oversight of DOJ’s Efforts to Protect Pornography’s Victims

1. Peer-to-Peer networks allow individuals to share files with millions of other users in
relative anonymity. Child pornographers now utilize these P2P networks to
distribute the vilest forms of child pornography and are increasingly impervious to
law enforcement scrutiny. Some P2P network operators take the position that the
pornography reporting requirements do not apply to them.

a. What are the unique challenges you face in prosecuting individuals that use
P2P networks to distribute pornography?

The challenges arise largely from the decentralized way in which P2P software generally
operates to allow communication. P2P systems or “networks” are simply a group of individual
computers sharing files with one another at any given point in time, which is facilitated by the
use of P2P software. Because the computers generally communicate with one another directly,
rather than through a central server, there are often no log records of file transactions between
P2P users. Although P2P programs existed previously that did utilize a central server system
(such as Napster), this type of P2P software is virtually non-existent now because of the potential
liability attributable to the central server if individuals using the server are engaged in unlawful
activity. There is also no incentive for those trading illegal files 1o return to the less anonymous
central server system.

Further complicating matters is the fact that the computers of the individual users who
utilize P2P typically provide scant evidence to support a prosecution. The P2P software on each
individual's computer does not generate log records, and if it did, no one would have access to
that content except the individual computer owner, who would also have the ability to disable the
record-keeping function or delete records altogether in order to secrete illegal activity. Because
an individual user's P2P software installed on his computer generally does not keep log records
of file transactions, if an individual's computer is seized and found to house file-sharing software
and a shared file containing child pornography, it often will be difficult to determine through
computer forensics whether the user ever accessed the files in the shared file after receiving
them, which impacts the ability to prove knowing receipt, possession, or distribution of child
pormography.

Given the frequent absence of historical evidence in the form of log records, in order to
most effectively investigate P2P cases, law enforcement must conduct undercover investigations
int real time by identifying the internet protocol (IP) addresses of persons sharing illicit files at the
moment the files are being exchanged. Law enforcement authorities must then use legal process
to obtain the identity of the individuals associated with those IP addresses. This requires a
proactive and time-intensive approach by law enforcement, and creates the need for substantial
additional training in online undercover investigations and computer forensics.
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I have been told that P2P companies are promising that future generations of their
software will provide users increased anonymity to shield users from detection and observation
over the Internet by law enforcement and copyright holders. To make P2P users more
anonymous, P2P software will use such techniques as encryption, port-hopping, proxy servers,
and firewall-like features that screen out remote enquiries from watchdogs like law enforcement
or copyright holders. While these tools may serve some legitimate purpose for those who use
P2P networks responsibly, they will undoubtedly make those who abuse P2P networks harder to
catch.

b. Would enforcing the pornography requirements against the PZP network
operators improve your ability to prosecute these cases?

It is unclear what is meant by “pornography requirements” in this question. It could refer
to the requirement that providers of electronic communication services and remote computing
services report apparent violations of the Federal child pornography laws to the National Center
for Missing and Exploited Children, as required by 42 U.S.C. § 13032. By contrast,
“pomography requirements” could refer to the Federal child pornography laws themselves, which
prohibit, inter alia, the knowing transport or distribution of child pornography, see 18 US.C.

§ 2252(a)(1), (2), and/or to Federal obscenity law, which prohibits the knowing transport of
obscenity, see 18 U.S.C. § 1462.

If “pornography requirements” refers to the reporting requirements under 42 U.S.C.
§ 13032, it does not appear that we can enforce those requirements against “P2P network
operators.” As discussed above, the term "network” in the P2P context generally does not
connoie a central authority with oversight over file sharing transactions but, rather, simply means
a series of individual computers sharing files with one another at any given moment. These
individuals as a general matter do not constitute providers of electronic communication services
or remote computing services - - the entities required to report under Section 13032.

In addition, it is unclear whether the distributors of the software that allows individuals to
share files on their computers (such as KaZaA or Grokster) have any specific knowledge of,
involvement in, or control over the exchange of specific child pomography files via P2P
software. So far as we are aware, these software distributors do not provide electronic
communications services or remote computing services, and therefore, also do not fall within the
mandate of Section 13032. Moreover, even if P2P software were technologically capable of
allowing its manufacturers to monitor the activities of their users, and even if the manufacturers
qualified as providers of electronic communications services or remote computing services, 42
U.S.C. § 13032(e) specifically states that providers have no duty to monitor the content of their
users’ communications.

If “pornography requirements” in this question refers instead to the child pormography or
obscenity laws themselves, the determination of whether the prohibition on transporting or
distributing child pornography, or transporting obscenity, can be applied to “network operators”
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depends on the meaning of that term. If “network operators” is meant to indicate the distributors
of P2P software, it would again be difficult to prove that any of these software distributors have
any specific knowledge of, involvement in, or control over the exchange of specific pornography
files via P2P software. If “network operators” is instead intended to mean the individual users
who share files using P2P software, they are most certainly subject to prosecution, albeit in light
of the issues raised in response to question 1(a), above.

Despite the difficulties inherent in investigations into the trade of child pomography over
P2P systems, we are committed to doing all that we can to apprehend and bring to justice those
who use P2P systems for this nefarious purpose. Already, FBI agents have taken a proactive
approach by initiating real-time undercover investigations and by completing intensive training
courses for their agents on this type of online investigation. While the technological limitations
that exist today, and that are likely to multiply as technology advances, preclude large numbers of
prosecutions based on P2P trading, we expect even a small number of prosecutions to have a
significant deterrent effect.
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U.S. Department of Justice
Office of Legislative Affairs

Office of the Assistant Attorney General Washingron, D.C. 20530

April 8, 2004

The Honorable Orrin G. Hatch
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

Enclosed are responses to questions posed to Mr. Robert J. Flores, Administrator
of the Office of Juvenile Justice and Delinquency Prevention, following Mr. Flores’
appearance before the Committee of October 15, 2003. The subject of Mr. Flores’
appearance was oversight of the Department’s efforts to protect the victims of
pornography. In preparing these responses, we consulted with the Department’s
Criminal Division to the extent that the responses implicate prosecutorial concerns and
policies.

‘We hope this information is useful to you. If we may of additional assistance, we
trust that you will not hesitate to call upon us.

Sincerely,

William E. Moschella
Assistant Attorney General

Enclosure
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RESPONSES TO QUESTIONS FOR THE RECORD
Robert J. Flores
Administrator, Office of Juvenile Justice and Delinquency Prevention
Office of Justice Programs

Committee on the Judiciary
United States Senate

October 15, 2003

Question 1: In your written testimony you state that, “it is imperative that we shepherd
Jederal investigative and prosecution resources carefully so that where appropriate cases are
developed, they can be referred for federal prosecution, keeping in mind that the protection of
our citizens from the harms caused by obscenity and pornography must remain a state and
local responsibility as well.”

a. Do you agree that a greater role for state and local law enforcement of child
pornography cases could alleviate some of the strain on federal resources?

Answer: The proliferation of child pornography has presented a challenge that we
can successfully meet only if we work together - state, local, federal and
even international law enforcement. Recognizing this, the Department of
Justice strongly supported the change to 42 U.S.C. § 13032 in the
PROTECT Act - that allows the Naticnal Center for Missing and
Exploited Children (NCMEC) to refer tips of child pormography received
through the Cybertipline to state and local law enforcement with greater
ease — through the ICAC task forces. Increasingly, Federal law
enforcement is teaming up with state and local law enforcement in
national operations — referring individual targets to them for investigation
and prosecution. The sad fact is that there are enough offenders to keep ail
levels of law enforcement busy.

b. What types of cases are more “appropriate” for federal prosecution?

Answer: While it is appropriate for Federal prosecutors to be involved with the
prosecution of child pomography and child sexual enticement cases at all
levels, the Department has focused its efforts in a manner calculated to
achieve maximum impact and deterrence. The Department’s strategy
involves a focus on offenses that are uniquely multi-jurisdictional; involve
commercial sales, production, or large organized groups; or involve the
use of sophisticated technology. Even then, where possible, Federal law
enforcement agents are increasingly teaming up with their state and local
counterparts.
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However, it is important to recognize that many states have limited laws
regarding child pornography and cyber-enticement, and/or grossly
inadequate penalties. Such factors should, and are, considered in selecting
the appropriate venue for prosecution. Nearly every Internet case
implicates multiple junisdictions simply by virtue of how the Internet
operates. At one end of the spectrum, the simple receipt of a child
pomography case will involve evidence from the jurisdiction where the
image originated, the jurisdiction in which it was received, and the
jurisdiction where the server of the Internet service provider (ISP) or
providers is located.- Similarly, online enticement cases most often involve
suspects who target minors in other jurisdictions and travel interstate to
meet them. At the other end of the spectrum, commercial websites can
easily implicate numerous districts in the course of the cumbersome
investigations required to track the ultimate target. Similarly, the
investigation of online groups frequently results in hundreds or thousands
of leads sent to multiple jurisdictions throughout the United States and
abroad. These types of nationwide investigations of targets based on
common evidence can only be coordinated at the Federal level, even
though state and local law enforcement agencies play an integral role in
ultimately apprehending suspects. In som, the ability of Federal law
enforcement to span all jurisdictions makes all types of Intemnet cases
particularly suited for Federal involvement. However, Federal law
enforcement increasingly recognizes the value of teaming with state and
local law enforcement, and nearly all national investigations involve state
and local resources, as well.

Finally, as Deputy Assistant Attorney General John Malcolm noted in his
testimony, obscenity cases where the targets are significant producers,
distributors, and facilitators of obscenity, and whose illegal products are
widely marketed across jurisdictional lines, are uniquely appropriate
federal targets. However, here too there is a significant, and perhaps even
greater, role for state and local law enforcement, who will have the unique
ability to assess the standards of their community, as required by the
Supreme Court in obscenity prosecutions,

e Are there particular cases that would be best handled by local and state law
enforcement?

Answer:
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the latter handling many of the leads or targets in their respective
jurisdictions that are identified by the Jarger operation. In sum, there is no
evident or logical split for these cases. However, we are fortunate that, in
this area, there exists close cooperation between law enforcement
agencies, including with state and local law enforcement agencies.
Together, they have been making a difference, and we are confident that
this partnering will continue to yield results.

d. Do you have specific suggestions for how federal investigative and prosecution
resources can be used more carefully?

Answer: Yes. I firmly believe that, in addition to their continued cooperative
approach, local, state and Federal law enforcement authorities must
receive appropriate, consistent, and compatible training. This is a highly
technical field that requires the highest standards of investigation and
prosecution to allow all levels of law enforcement to prosecute these cases
efficiently and effectively. This training is necessary for both investigators
and prosecutors, who often face well-financed and extremely experienced
defense counsel.

T also believe that it is important to ensure that resources are not being
duplicated. The Department last year put in place a notification system to
ensure that all districts be notified of an operation with nationwide impact
at its earliest stages. This system is one further step in our ongoing
attempts to strengthen cooperation and information-sharing in this critical
area.

Question 2: The Victims of Child Abuse Act, as amended, requires electronic communication
services or remote computing services to report incidents of child pornography to the National
Center for Missing and Exploited Children (NCMEC) and authorizes NCMEC to forward
these reports to a law enforcement agency or agencies designated by the Attorney General. In
your submission, you mention that these reports are available online in “real time” to the
Federal Bureau of Investigation (FBI), the Bureau of Immigration and Customs Enforcement
(ICE), and the Internet Crimes Against Children (ICAC) Task Forces,

a. Do you believe other law enforcement groups should have “real time” access to
these reports? If so, please identify those groups.

Answer: Since my testimony, the Attorney General designated the United States
Postal Inspection Service and the United States Secret Service as
additional recipients of the reports, or tips. See 28 C.F.R. § 81.13.

In responding to this question, it is important to consider the potential
ramification of opening the Cybertipline reports for broad dissemination to

3
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law enforcement agencies across the country. The unfortunate reality is
the vast majority of law enforcement agencies in the United States do not
have the investigative expertise or technical capacity to follow upon a
Cybertipline report. By providing this information to an unprepared and
ill-equipped law enforcement agency, we run the risk of that report not
being effectively worked or, worse yet, not worked at all. By keeping the
Cybertipline reports limited to select agencies, we ensure more effective
investigations, either directly through, or at the guidance of, trained Jaw
enforcement. With the addition of ICAC task forces as recipients of the
reports, many local law enforcement agencies now have effective access to
the cases as they work together with Federal partners. This important too}
assists in building further partnerships in a controlled setting.

b. Peer-to-Peer networks have been shown to harbor vile forms of pornography.
Are you aware of efforts to require peer-to-peer network operators to report
incidents of pornography pursuant to the Victims of Child Abuse Act, as
amended?

Answer: Unlike the original peer-to-peer (P2P) networks, such as the early versions
of Napster and Morpheus, which operated from a central server or series of
servers, the current conventional P2P applications are all software-based.
In other words, there is no central network that can monitor the
distribution of any file between users.

The simplest explanation of how this software works is that it allows a
user to select from a list of products (downloads) with limited descriptions
available from a volunteer computer (Super Node). That Super Node, of
which there are thousands, if not tens of thousands, then gives the
requesting computer a digital address (IP Address) of the computer or
computers that hold the complete file that is of interest. Once the Super
Node delivers the IP address to the requesting computer, a direct, but brief,
link is established between the requesting computer and the computer with
the file of interest. The Super Node does not retain any files pertaining to
the download. With that information in mind, the P2P software
companies, such as Kazaa, Napster, and Morpheus do not monitor
networks. They develop and sell software with product applications for
the end users.

In short, it appears that the operating environment created by the current
P2P networks does not provide for monitoring the fleeting connection
between users in order to report to NCMEC the incidents of pornography
pursuant to the Victims of Child Abuse Act, as amended.

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00259 Fmt6601 Sfmt6601 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.181



VerDate Aug 31 2005

252

¢ Do you agree that it would improve enforcement against child pornography if
the peer-to-peer network operators complied with these reporting requirements?

Answer: As described previously, it is my understanding that the operating
environment of the software does not provide monitoring applications.
Unless there are P2P networks still operating from a traditional server
system, they have no knowledge of which files are being transferred to
which users, and therefore have no basis to report. 1f peer-to-peer
providers came within the ambit of the reporting statute (which they
currently do not) and if they monitored the systems or otherwise captured
log data (which they generally do not, and are not required to do), then
reporting would be helpful.
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U.S. Department of Justice
Office of Legislative Affairs

Office of the Assistant ANorney General Rashington, DC, 20530

April 8, 2004

The Honorable Orrin G. Hatch
Chairman

Commiitee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

Enclosed please find responses to questions posed by Senator Leahy to Deputy
Assistant Attorney General John G. Malcolm of the Department’s Criminal Division
following Mr. Malcolm’s appearance before the Commitiee on October 15, 2003. The
subject of the hearing was the Department’s efforts to protect victims of pornography.

We hope that this information is helpful to you. If we may be of additional
assistance we trust that you will not hesitate to call upon us.

- Sincerely,

William E. Moschella
Assistant Attorney General

Enclosure
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RESPONSES TO QUESTIONS POSED BY SENATOR LEAHY
FOLLOWING THE HEARING ON INDECENT EXPOSURE:
OVERSIGHT OF DOJ’ EFFORTS TO PROTECT PORNOGRAPHY’S VICTIMS

COMMITTEE ON THE JUDICIARY
UNITED STATES SENATE

OCTOBER 15, 2003

1. In your written testimony, you state that ‘“{wlhile the Department is committed to a
renewed enforcement agenda with regard to adult obscenity, and despite the
obvious divergence of federal resources to combat terrorism, the Department
continnes fo vigorously enforce child sexual exploitation laws.”

a, What is the composition of the child pornography cases that the Department
currently handles? Please provide the percentage of cases that are sexual
exploitation cases under 18 U.S.C. Section 2251 (including so-called traveler
cases prohibiting the enticement of minors interstate for the purpose of
engaging in sexually explicit conduct), cases that invelve the sale, receipt or
transport of child pornography under 18 U.S.C. Sections 2252(a)(1), (a}(2),
(3) or (4), and cases that involve only the knowing possession of child
pornography under 18 U.S.C, Sections 2252(a)(4) or 2252(a)(5). Please also
indicate whether there have been any prosecutions under Section 2251A
involving the selling or buying of children? If so, please describe.

All of the cases that fall under 18 U.S.C. § 2251, which criminalizes the production of
child pornography and the advertisement of child pornography, involve sexual exploitation. The
“traveler” cases that you refer to are generally governed by Title 18, Sections 2421
(Transportation generally), 2422 (Coercion and enticement), and 2423 (Transportation of
minors). We are unable to provide the percentages of cases under particular subsections of
Sections 2252 because the case statistics are not kept by subsection or by statute, but rather by
groups of statutes. Statistics available to us indicate that in 2002, there were 1,119 cases filed
involving child pornography, “travelers,” and/or sexual abuse (under Chapter 110, 18 U.S.C.
Sections 2251-2260, and/or 18 U.S.C. Sections 2241, 2243 and 2423), resulting in 868
convictions., Of those cases filed, 764 involved child pornography exclusively, resulting in 585
convictions.

b. Do you agree that a greater role for state and local law enforcement of child
child pornography cases could alleviate some of the strain on Department
resources?

The enforcement of child exploitation crimes is one arca where we cannot afford to fail.
Yet the Internet’s ease of access and distribution present significant challenges to law
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enforcement because child pornographers can trade images with relative ease and child predators
have ready access to innocent children. As a result, we need to bring every resource we have to
bear on the problem — federal, state, local and even international. It is for this reason that the
Department strongly favored the change to 42 U.S.C. § 13032 allowing the National Center for
Missing and Exploited Children (NCMEC) to refer tips from the Cybertipline directly to state
and local authorities, including the Internet Crimes Against Children (ICAC) Task Forces. More
than ever before, the Department is partnering closely with NCMEC and the ICAC Task Forces
to ensure that all our resources are used, in a coordinated fashion, to tackle this vexing problem.

c. Do you agree that a significant pertion of the child pornography cases
handled by the Department could alse be handled by state and local law
enforcement?

1 do not agree with that suggestion. While state and local law enforcement are equipped
to handle, and should handle, the investigation and prosecution of many child pornography
offenses, the multi-jurisdictional nature of today’s cases makes it impossible for any single
jurisdiction to handle the large Internet-based cases that identify pornographers and predators
throughout the United States and the world. For example, many of the child pornography cases
that are handled federally arise from “national operations.” The Internet is replete with “chat
rooms,” “groups,” “bulletin boards” and other relatively secure cyber meeting places.
Pomnographers form these groups and gather in these groups'in great numbers. On any given day,
the High Tech Investigative Unit of the Department’s Child Exploitation and Obscenity Section
(CEOS) can identify in a matter of minutes a handful of new groups dedicated to the exchange of
child pornography. There are probably hundreds of these groups operating at any given time.
Each group can easily boast thousands of members, strewn throughout the United States and the
world. Additionally, commercial websites that provide child pornography can also be found on
the Internet with relative ease. The investigations of these groups, websites, and websile
customers require technical skill and speed (because ISPs do not typically retain records for long
periods of time) to preliminarily identify the thousands of offenders. Then, all the relevant
information on the group(s), websites, and the offenders must be obtained from various ISPs,
packaged and quickly referred for target-specific investigation to establish probable cause on the
subject. Speed is of the essence because of staleness issues.

CEOS, which I oversee, has taken an active role leading the Department and our federal
partners (Bureau of Immigration and Customs Enforcement (ICE), U.S. Postal Inspection
Service, etc.) to target the uniquely federal offenders (commercial websites, nationwide groups,
etc.} and to parse out customer-specific investigations to state and local authorities where
possible. Indeed, the FBI's current practice is to work closely with ICACs at the very onset of a
national operation to ensure that customer-specific investigations are properly funneled to state
and local authorities. As an example, the FBI has developed a national initiative targeting the
trade of child pornography on peer-to-peer networks. The FBI and CEOS have already scheduled
a meeting with the ICACs, before the initiative is implemented, to coordinate their respective
roles.
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In short, the Department fully appreciates the importance of using limited Federal
resources in a way that guarantees the most impact (i.e., the technically difficult or complex
cases, and nationwide or international operations). The Department also firmly believes that to
be effective, we must partner sohdly with other Federal agencies and state and local authorities.
Together, in a coordinated fashion, we can make the biggest impact.

d. Section 9-75.420 of the U.S. Attorney’s Manual states that “Federal
prosecution of obscenity and child pornography cases should focus upon
producers and interstate distributers. However, cases involving straight
possession may warrant federal prosecution and production and distribution
cases may be more appropriately prosecuted in state court. Moreover, many
cases include both federal charges (such as distribution of pornegraphy) and
local charges (such as sexual abuse). Hence, cooperation between federal and
local officers and prosecutors is strongly encouraged and can be highly
productive in both federal and local efforts. See Fed.R.Cr.P. 6(e). The
formation of multi-agency and multi-jurisdictional task forces is strongly
encouraged” (1) How does this policy statement comport with Section 9-
75.020's instruction that all presecution of all child pornography cases are
“highly encouraged.” (2) Are there uniform guidelines within the
Department of Justice regarding when a particular child pornography
possession case should be prosecuted federally or by local autherities? What
about receipt or transport cases? Cases involving minors who are enticed to
travel to engage in sexually explicit conduct? If there are such internal
guidelines, please provide a copy. (3) Can you describe all muiti-agency and
multi-jurisdictional task forces currently in existence?

(1) The United States Attorney’s Manual (USAM) policy statements identified in the
question are complementary. The goal is to impart the importance placed on child exploitation
cases but to also recognize the reality that some (or even most) U.S. Attorneys’ Offices do not
have the resources to prosecute all child exploitation cases referred to them for prosecution. In
that event, the USAM parses out the factors that tend to make one child exploitation offense
more serious, or more befitting Federal prosecution than another.

The sad fact is that Federal agents and prosecutors cannot pursue all child exploitation
offenses. The number of offenders is simply overwhelming. The Department’s goal, described
in more detail above, is to organize the enforcement efforts of state, local and Federal authorities
to ensure we all work within a common plan of attack. If we succeed in this endeavor (and
certainly we are far better off today than we were even one year ago), only appropriately federal
cases will be referred to U.S. Attorneys’ Offices for prosecution and, in principle, no cases
should be declined in favor of state prosecution. In other words, the goal is to resolve these
important issues on the front end, rather than leaving it to chance at the tail end.

) See response to (1), above.
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(3)  There are numerous multi-agency, multi-jurisdictional task forces currently in
existence. Foremost among them are the 45 Office of Juvenile Justice and Delinquency
Prevention (OJJDP) funded ICAC Task Forces. While these units do not have a standard agency
composition requirement, the majority do include law enforcement and prosecutorial
representatives from multiple local, state and Federal agencies. In at least three examples, the
ICAC Task Force is co-located and/or task force members are assigned directly with the FBI's
Innocent Images units, to include the Safe Team in Los Angeles, California, and units in
Salt Lake City, Utah, and Cleveland, Ohio.

Due to the ever increasing need for general computer forensic and investigative expertise,
the ICAC Task Forces and law enforcement in general, are joining regional computer crime
centers that include FBI, DHS ICE, the Secret Service, and the US Postal Inspectors. Specific
examples of these centers include the Sacramento Valley High Tech Crime Center; the St. Louis,
Missouri, Regional Computer Crime Education and Enforcement Group; and the South Carolina
Computer Crimes Center.

In addition, the Department has recently undertaken a child prostitution enforcement
initiative dubbed “Innocence Lost.” The initiative targets 13 districts identified as having a high
incidence of child prostitution. The initiative rests upon a multi-disciplinary, task force
approach. To establish an effective integrated approach, essential to the successful prosecution
of these cases, the program brings together state and federal law enforcement agencies,
prosecutors, and social service providers to facilitate cooperation and partnership among them.
In “Innocence Lost,” the FBI and CEOS have partnered with NCMEC. Together, we have
developed an intensive week-long training seminar solely dedicated to the investigation and
prosecution of cases involving child prostitution. The pilot training program occurred during the
week of September 15, 2003, and the most recent seminar began on February 29, 2004,
Participants were drawn from the 13 districts initially identified by the FBI as having a high
incidence of child prostitution. There will be at least two additional training programs in 2004
specifically addressing child prostitution and covering various regions of the country (the next
conference is scheduled for July 11, 2004).

Another important example of a task force or cooperative approach involves the National
Crime Victim Identification Program (NCVIP). The NCVIP is a cooperative effort between
Federal partners (ICE, FBI, U.S. Postal Inspection Service) and state and locals (through
NCMEC), whereby Federal and state investigators work together to identify child pornographic
images depicting fresh abuse, to identify and rescue the child, and identify and punish the
offender.

Finally, there are a number of other examples of state/Federal cooperative approaches to
the issue. A good example is the SAFE Team in Los Angeles, CA. The SAFE Team is
comprised of state and local law enforcement, FBI, and ICE. Members of the team work
together to investigate and prosecute child exploitation cases.
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2. The Victims of Child Abuse Act, as amended, requires electronic communication
services and remote computing services to report incidents of child pernography.
What is the status of the Department’s implementing regulations to provide
guidance to Internet Service Providers reporting under the Victims of Abuse Act,
pursuant to the PROTECT Act?

The Attorney General is authorized to designate the Jaw enforcement agencies to which
reports may be forwarded by the National Center for Missing and Exploited Children
(“NCMEC”), but the statute does not anthorize implementing regulations to impose duties on
internet service providers (“ISPs™). See 42 U.S.C. § 13032(b)(2). Accordingly, the regulations
can suggest, but not require, that ISPs report suspected violations in specific ways. The vast
majority of large ISPs with whom the Department has consulted have indicated a desire to
implement reporting in the manner most useful to NCMEC and the law enforcement cormmunity.
The Department has been working with NCMEC, the Federal Bureau of Investigation, the
Depantment of Homeland Security’s Bureau of Immigration and Customs Enforcement the
United States Secret Service, the United States Postal Inspection Service, and the major ISPs to
achieve consensus on the reporting protocols. This is a time-consuming process, particularly
because of the technical constraints of both the individual ISPs and NCMEC that necessarily
dictate the limits of any reporting protocol. The Attorney General published the initial
designation of four law enforcement agencies to which NCMEC should forward reports on
November 4, 2003. See 28 C.F.R. 81.11 et seq. As the Department gathers a consensus on a
more comprehensive set of guidelines both for IPSs reporting to NCMEC and for NCMEC's
reports to law enforcement, the Department will publish these operating guidelines. The
Department appreciates the support of the ISPs in this endeavor and expects to be able to develop
a consensus protocol.

3. Peer-to-Peer networks allow individuals to share files with millions of other users in
relative anonymity. Child pornographers now utilize the P2P networks to distribute
the vilest forms of child pornography and are increasingly impervious to law
enforcement scrutiny. Some P2P network operators take the position that the
pornography reporting requirements do not apply to them.

a. What is the Department’s position on whether the pornography reporting
requirements apply to these P2P networks? If the Department has not
concluded that these requirements are applicable to P2P networks, please
explain why not.

The term "network” in the P2P context generally does not connote a central authority with
oversight over file sharing transactions, but rather, simply means a series of individual computers
sharing files with one another at any given moment. As a result, it is unclear whether the
distributors of the software that allows individuals to share files on their computers (such as
KaZaA) have any specific knowledge of, involvement in, or control over this activity. Sofaras]
am aware, these software distributors do not provide “electronic communications services” or

5
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“remote computing services” as those terms are statutorily defined, see 18 U.S.C. §§ 2510(15),
2711(2), and, therefore, do not fall within the mandate of 42 U.S.C. § 13032. Moreover, even if
P2P software were technologically capable of allowing its manufacturers to monitor the activities
of their users, and even if the manufacturers qualified as providers of electronic communications
services Or remote computing services, 42 U.8.C. § 13032(e) specifically states that providers
have no duty to monitor the content of their users” communications.

In that the "networks” in the P2P context generally consist of ordinary citizens trading
files, those individuals also do not fall within the mandatory reporting statute. Nevertheless,
citizens do report the presence of child pomography on the Internet to the National Center for
Missing and Exploited Children's Cyber Tipline, though this is purely voluntary.

h. What is the Department’s progress in pursuing child pernographers that use
P2P networks as a means of distributing child pornography?

In addition to the substantial volume of child pornography available on P2P networks, the
Department believes that this scourge may be even more prevalent in other Internet fora, such as
commercial websites, newsgroups, and Internet Relay Chatrooms (more commonly referred to as
IRCs). Nonetheless, the Department recognizes that child pornography is proliferating on P2P
networks and we are focused on addressing this problem. In that regard, the FBI has trained
approximately 30 special agents from FBI field offices around the country on P2P technology
and the FBI protocol for investigating P2P networks. This training will form the basis of the
FBI's larger plan to decrease the proliferation of child pornography on P2P networks. The FBI is
also currently providing investigative support on numerous P2P cases that are in various stages
of investigation or prosecution throughout the Nation.
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Questions for Bruce A, Taylor, President & Chief Counsel
National Law Center for Children and Families

1. Peer-to-Peer networks allow individuals to share files with millions of other
users in relative anonymity. Child pornographers now utilize these P2P
networks to distribute the vilest forms of child pornography and are
increasingly impervious to law enforcement scrutiny. Some P2P network
operators take the position that the pornography reporting requirements do not
apply to them.

a. Are you aware of efforts to require peer-to-peer network operators to
report incidents of pomography to the National Center National Center
for Missing and Exploited Children pursuant to the Victims of Child
Abuse Act, as amended?

b. Do you agree that it would improve enforcement against child

pornography if the peer-to-peer network operators complied with these
reporting requirements?
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Testimony of Mary Beth Buchanan
United States Attorney
for the Western District of Pennsylvania
before the
Committee on the Judiciary
United States Senate
Indecent Exposure: Efforts of the Department of Justice to Protect Victims of Pornography
Qctober 15, 2003
Mr. Chairman, Ranking Member Leahy, and esteemed Members of the Committee:

My name is Mary Beth Buchanan, and I am the United States Attorney for the Western
District of Pennsylvania. I also serve as the Chairman of the Attorney General’s Advisory
Committee of United States Attorneys. It is an honor to appear before you to discuss the work of
my office and of the United States Attorneys across the country to protect victims of
pornography. Before my appointment as United States Attorney, I served as an Assistant United
States Attorney in Pittsburgh for thirteen years. My work focused on cases involving the sexual
exploitation of children. In that capacity, I prosecuted many predators who had a sexual interest
in children. During the course of my work, I saw the nature of the cases in this area change
dramatically. Initially, cases involved individuals trying to obtain child pomography by mail,
usually in an unsophisticated manner. The activity of the perpetrators evolved during the 1990s,
to include cases targeting adults who used the internet, not only to exchange child pornography,
but to contact children and attempt to arrange meetings where sexual molestation ‘would occur.

With respect to obscenity cases, much has changed, as well. The adult bookstore has
largely been replaced by thousands of web sites advertising and selling pornography. Nearly

everyone has received unwanted and offensive spam emails advertising graphic sexual material.

Pornographic web sites also offer videotapes, "streaming video" and live web-cam activity, all of
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which can be accessed immediately by the computer user. Effectively, this means that the
world’s worst adult bookstore now operates on a personal computer in almost every home in
America. It is not a leap of logic to assume that young people are accessing this material.

Thus, the work of the Department of Justice to provide a safe America for children now
extends well beyond the physical world into the electronic universe of cyberspace. The Internet
offers unparalleled educational opportunities for our children. But there are dark corners of the
internet where children are being exposed to inappropriate sexuval material and where they may
be susceptible to predators who view them as sexual objects. Protecting children is the most
important reason to vigorously enforce both our federal child exploitation laws and our laws
against distributing obscenity.

Let me tell you about some cases we have prosecuted in the Western District of
Pennsylvania that demonstrate how the Internet can be misused.

Several years ago, I prosecuted an Arizona minister who had befriended a 13 year old
boy on the intemnet. He sent the boy child pornography. He also sent the boy a camera and
encouraged him to take sexually explicit photographs of himself and then mail them to the
minister. Fortunately, the boy’s parents discovered the pornography on their son’s computer and
contacted the FBIL. A search of the minister’s residence revealed hundreds of photographs,
computer discs and magazines containing child pomography. The minister received a ten-year
sentence and the information seized from his residence led to child pornography prosecutions in
other districts throughout the country.

Another case began with a lead from the search of a child pornographer’s residence in

Harrisburg. The Harrisburg man had been trading child pormography with a man from Western

(]
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Pennsylvania. A search warrant executed in our district revealed numerous boxes of child
pomography and adult pornography located within the residence. Most importantly, the agents
found a videotape made when the perpetrator filmed himself having sex with his drugged and
asleep 11 year old niece. He had taken his niece to an amusement park in Ohio as a "birthday
present” and molested her without her knowledge. The judge imposed a 15-1/2 year sentence
upon conviction.

In a similar case which occurred just this year, the FBI received information that a
Pittsburgh man had been attempting to trade child pornography with an undercover detective in
Chicago. A search warrant for child pornography was executed at his residence. Located at the
scene when the agents arrived was a ten-year old girl whom he had adopted in Russia for the
primary purpose of sexually abusing her. Fortunately, the girl revealed the abuse to an FBI agent
participating in the search. The defendant recently pleaded guilty and is facing a sentence of 15
to 20 years in prison.

In another case, a defendant convicted of possession of child pornography in Los Angeles
agreed to cooperate with investigators in Pittsburgh. The Los Angeles defendant revealed that he
had been watching a Pittsburgh man have sex with his five-year old daughter live over the
Internet. The Pittsburgh man had even sold pairs of his daughter’s underpants to the cooperator.
Images of the molestation were captured, and the Pittsburgh man, who had a previous conviction
for possession of child pornography, was sentenced to nine years in prison. These events
occurred in a 1997 case, The defendant would be facing a mandatory minimum 25 year prison

term under the PROTECT Act today.
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All of these individuals possessed thousands of images of child pomography, revealing
their strong interest in sex with children. Unfortunately, these perpetrators did not stop with the
mere viewing of images - they acted upon their perverse sexual interests,

As the extensive nature of the child pornography collections we see reveals, perpetrators
are collecting more material, and the internet makes it easy. They are creating a market which
demands more and newer images. This, of course, means that more children will be molested.
Every collection of thousands of images shows the terrible abuse of real children. These real
children are re-exploited each time their image is transmitted to a new person.

More recently, we prosecuted a man from Virginia who identified himself on the Internet
as a "Master of Teen Slave Girls." He engaged in chat conversations over the Internet with a
thirteen year old girl from Pittsburgh for several months. On New Year’s Day of 2002 he
transported her to his house in Virginia where he sexually assaulted her. He also created a video
as he abused her and transmitted it over the internet to a man in another state, The defendant
pleaded guilty to producing child pomography and received a twenty year sentence. Once again,
his computer contained thousands of images of adult and child pornography. It was clear from
reviewing the material on his computer that pornography had fueled his desire for sex with
children, and that the Internet had provided him with the opportunity.

In these cases, and many others, we have found a direct link between adult and child
pornography and offenders who actually molest children. Images now available on the Internet
are more graphic, involve younger children being molested, and increase every day.

There are few, if any, crimes more serious than the rape of a child. United States

Attorneys have placed a high priority upon catching and prosecuting these offenders, and we
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work closely with the Child Exploitation and Obscenity Section (CEOS) of the Department of
Justice on these cases. We also recognize the importance of coordinating our efforts with state
and local authorities.

The importance of cooperation among law enforcement professionals, as well as the
integration of agencies serving victims and medical professionals, led to the formation in my
district of the Western Pennsylvania Crimes Against Children Task Force. The Task Force was
initially funded by the Office for Victims of Crime within the Department of Justice. Our task
force includes federal and state prosecutors, the Federal Bureau of Investigation, the United
States Postal Inspection Service, and other federal law enforcement agencies, officers from the
sex crimes units of the state, county and city police, medical professionals, including forensic
examiners, from two major Pittsburgh hospitals, representatives from social service agencies
which assist victims of crime, and attorneys from Kids Voice, a local agency which represents
dependent children in court. By combining these resources and exchanging information
frequently, we are able to ensure that the unique needs of child victims are met. The needs of the
child are given our first priority. Coordination among all reduces the number of times that a
child must be interviewed and ensures that the strongest case and longest sentence is pursued.

Let me now turn to the area of adult obscenity, as it is important to recognize that adults,
as well as children, are often victims of pornography. With a CEOS trial attorney as a member of
our prosecution team, we recently brought an indictment against Extreme Associates and its
owners, Robert Zicari and Janet Romano. Extremne Associates, a California company, has
produced some of the most vile, offensive, and degrading material available on the Internet. One

of the videos charged as being obscene, Forced Entry, portrays the brutal rape and killings of
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three women. The women are hit, slapped, and spit upon. Another video involves sexual acts
with multiple men followed by the woman being made to drink almost every type of liquid
excreted by humans. Although the third video apparently involves actresses of at least 18 years
of age, it portrays sex with children. In one scene, a girl playing in a tent in her living room is
shown having forced sex with a magazine salesman. |

Obscenity, by its very nature, reduces human beings to sexual objects. Just last week 1
received a letter from a woman whose daughter had participated in the production of
pornographic films. This mother described how her daughter, who had graduated from a high-
ranking high school with an excellent record, had fallen into the world of pormography. The
daughter has now been reduced to an anorexic drug addict with severely compromised mental

and physical health. This mother, with no where else to look for help, has asked my office to

continue to work to, and I am quoting from the letter, "prevent the exploitation and destruction of

other young women."
My office, along with other United States Attorneys across the country, looks forward to
continuing the fight against child pornography and obscenity. I thank you again for inviting me

to speak: before this Committee and would welcome any questions.
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U.S. Department of Justice

Washington, D.C. 20530

April 8, 2004

Honorable Orrin G. Hatch
Chairman

United States Senate
Committee on the Judiciary
Washington, DC 20510

Dear Chairman Hatch:

Thank you very much for invitingme toparticipate in the Judiciary Committee's October 15,2003,
hearing entitled “Indecent Exposure: Oversight of DOJ’s Efforts to Protect Pornography*s Victims.” 1
appreciated the opportunity to discuss with the Committee, the efforts made by my office and the
Department of Justice to fight pornography and to protect the American people.

Frespectfully request the Committee’s leave tomake asubstantive change to one portion of my
testimony. In response toaguestion about the useof pen registers and trap-and-trace devices totrack e-
mail and Intemetuse, I'stated that such tools were very usefulin a non-terrorismcase involving a Virginia
man who lureda 13-year old girl fromher home andsexually abused her. Imade this statement based on
information that had been provided to me.

1 have since learned that information was inaccurate, and apologize for the inaccuracy of my
statement at the hearing. The agents and prosecutors investigating Scott Tyree, the Virginiaman, used
Section 212 (whichallows providers of electronic communications to disclose communications in life-
threatening emergencies) and Section 220 (which allows courts with jurisdiction over the offense toissue
search warrants for electronic communications stored by providers anywhere in the country) of the
PATRIOT Act to rescue the girl and to track and prosecute the defendant, not Section 216 (which
addresses the use of pen registers and trap-and-trace devices).

The Tyree case, however, does illustrate two of the ways in which the tools provided by the
PATRIOT Acthelp tomake Americans safer and contribute to successful prosecutions. Several days after
the child’s parents reported her missing in Pittsburgh, an anonymous caller told the FBI thathe had chatted
online withan individual who had taken a girl from Pitisburgh, and gave agents the individual’s screenname.
Within hours, pursuant to Section 212, FBl agents quickly obtained Tyree’s name and home address, then
immediately rescued the child victim from Tyree's home and arrested Tyree at his place of employment.
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The Honorable Orrin G. Hatch
Page 2

Before enactment of the PATRIOT Act, these agents could not have moved torescue this childnearly as
quickly because communications providers would not disclosesuch records in emergency situations for fear
of civil lability. Section 212 eliminated this fear by giving these communications providers immunity from
civil suit for assisting law enforcement in such cases.

In this same investigation, investigators alsoused Section 220 to quickly and efficiently obtain
search warrants in one court in Pennsylvania for records of Tyree’s e-mail and other electronic
communications that were stored by multiple providers in California and Virginia. Theserecordshelped
prosecutors build the case against Tyree by revealing his online conversations with the child victimbefore
he took her to his home and sexually abused her. Before enactmentofthe PATRIOT Act, investigations
were often delayed, and some courts were unduly burdened, by the requirement that individual warrants

be obtained in each and every one of the districts where the communications providers were located.

AsIstated atthehearing, Tyree was sentenced tonineteen years in prison for his conduct; more
importantly, the child victim was rescued and safely returned to her family.

1 respectfully request that this letter be added to the hearing record. I also hope to be able to
supplement this letter at my earliest opportunity with further examples of the Department’s use of Section
216 ofthe PATRIOT Act. 1again thank the Committee for its continued leadership and support, and look
forward to future discussions of the Department’s efforts to combat pornography.

Sincerely,

Mary Beth Buchanan

U.S. Attorney for the
Western District of Pennsylvania
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Victor Cline, Ph D* Witness Statement on Pornography Effects:

U.S. Senate Committee Hearing on Child Pornography: Rm 226 Senate Office Bldg 15 Oct *03

My name is Victor Cline. 1am a clinical psychologist and psychotherapist specializing in
marital and family counseling and the treatment of sexual compulstons and addictions with a U.C.
Berkeley Ph D. in psychology. 1 also work with the victims of sexual abuse and assault. Additionally
I'm a behavioral scientist with approximately 85 publications some of which are in the area of “media
violence and pornography effects.” In the last 26 years 1 have treated approximately 350 male sexual
addicts or compulsives including many pedophiles and their victims. I also treat rapists, voyeurs,
fetishists, those making obscene phone calls; those compulsively promiscuous plus many other types of
paraphilias, These sexual #lnesses all have a common core and dynamic base. They are sexual in
nature, highly addictive, compulsive and repetitive, very difficult to treat, where self-control and self
discipline don’t stop their occurrence. In other words there is a striking lack of “free agency™ in the
perpetrator. They do things that put themselves and their victims at great nisk of harm.

The internet represents, in my experience, an area of significant risk for many children. Where
parents have neglected to protect them with adequate filters on their home computers or with frequent
access to computers in public libraries (most of which lack protecting filters) this makes it exceedingly
easy for children to peruse via the internet explicit depictions of child-adult sex, rape, incest, bestiality,
plus cyber warehouses filled with other depictions of sexual aberrations. 1 see too many patients of
minor age who are stirmulated to practice or try out in real life the things they see in this material. I see
repeatedly older children sexually abusing younger children. In my judgment this represents a
significant health hazard. Also: internet chat rooms cau be particularly dangerous as a place for the
seduction and enticement of children who are later “picked up” and molested by adult male
pedophiles posing as children

Some of my patient perpetrators and sexual predators are middle aged men while others are
teenage males who sexually abuse younger sisters or other younger more vulnerable children in the
neighborhood. With most of them, I find, any kind of pornography, can act as an incitement to imitate
it in real life with someone they have access to and can intimidate not to tell. Many of my
perpetrators are also themselves victims with a history of being sexually abused by older predators at a
previous time in their life. With a large majority of them an underlying thread is the use of child,
adolescent, or adult pornography to stimulate their sexual appetites and provide models of sexual
abuse as well as be used as tools to seduce new victims. In my experience its the child pomography
that is the most malignant and poses the most risk to society..

The best evidence to date suggests that most or all sexual deviations are learned behaviors,
usually through inadvertent or accidental conditioning. There is no convincing evidence, to date,
suggesting the hereditary transmission of any pathological sexual behavior pattern such as pedophilia,
rape, incest, exhibitionism, etc. In fact one British psychologist, Stanley Rachman demonstrated in the
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laboratory using live male subjects how easy it is to repeatedly condition normal males into a sexual
illness or addiction. Another psychologist/researcher, R.C. McGuire, explains as a man repeatedly
masturbates to a vivid sexual fantasy as his exclusive sexual outlet (introduced by a real life sexual
experience or possibly pornography) the pleasurable experiences endow the deviant fantasy (rape,
molesting children, etc.) with increasing erotic value. The orgasm experienced then provides the
critical reinforcing event for the conditioning of the fantasy preceding or accompanying the act.
McGuire indicates that any type of sexual deviation can be acquired in this way, that it may include
several unrelated deviations in one individual and that it cannot be eliminated even by massive feelings
of guilt. His paper cites many case histories to illustrate this type of conditioning. Other related
studies by D R. Evens and B.T. Jackson support his thesis. They found that deviant masturbatory
fantasy very significantly effected the habit strength of the subject’s sexual deviatio%

Child pomography is particularly pernicious because the child victims (whether sexually abused
while being photographed, or exposed to the pictures as part of their seduction) are relatively
powerless (due to their young age and innocence, and immaturity) as well as not fully understanding
the harm potential. Their frequent willingness to trust an older person who appears to be kind and
accepting of them makes them more easy prey.

In my treatment of hundreds of primarily male patients with paraphilias (sexual pathology) I
consistently have found that most men are vulnerable to the effects of masturbatory conditioning to
pomography with a consequence of sexual ill bealth because we are all subject to the laws of learning
with few or no exceptions. Not everyone gets addicted immediately, but if they persist in this behavior
they will.

Researcher Patrick Carnes found that of 932 sex addicts studied 90% of the males
said that pornography was significant to their addiction. (p 57, “Don’t Call it Love”, Bantom Books,
1991.)

In my experiences as a sexual therapist, any individual who regularly masturbates to
pornography is at risk of becoming in time a sexual addict, as well as conditioning himself into having
a sexual deviancy. In time the “high” obtained from masturbating to pornography becomes more
important than real life relationships. It makes no difference if one is an eminent physician, attorney,
minister, athlete, corporate executive, college president, unskilled laborer, president of the U.S. or an
average 16 year old boy. All can be self conditioned into deviancy.

The process of masturbatory conditioning is inexorable and does not spontaneously remiss. The
course of this iliness may be slow and is nearly always hidden from view. It is usually a secret part of
the man’s life, and like a caocer, it keeps growing and spreading. 1t rarely ever reverses itself, and it is
also very difficult to treat and heal.. Denial on the part of the addict and refusal to confront the
problem are typical and predictable. The presence of child pomography creates the potential of many
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types of harms in the community including helping to create sexual predators or pedophl]es and later
their victims.

In the case of pedophiies, the overwhelming majority, in my clinical experience use child
pornography and /or create it to stimulate and whet their sexual appetites which they masturbate to
then later use as a model for their own sexual acting out with children. 1 find that the use of child
pornography in time desensitizes the viewer to its pathology no matter bow aberrant or disturbing. It
becomes acceptable and preferred. The man always escalates to more deviant material, and the acting
out continues and escalates despite very painful consequences such as destruction of the famuly, loss of
spouse, children, job, health, or incarceration after committing criminal acts.

Some also use it to seduce children into engaging in sexual acts with themselves. When they
introduce it to children the suggestion is that this is normal behavior and many other young people, like
themselves, also use it and do these things.. Pedophiles often trade, lend, or sell the pictures they
make of young people nude and having sex through an informal network.  Some of the pornography
they accumulate is of females fully developed anatomically but made to look young and immature by
dressing them in children’s clothes and arranging their hair--such as with a pony tail--to suggest to the
viewer that they are underage minors when in fact they may not be. While the producers of this
material may claun that no underage children were used in producing this pornographic material--to the
viewer this is irrelevant because they are perceived as minors by the psyche and this erotic arousal
generalizes fo all potential real-child victims.

1. Rachman, S. “Experimentally mduaed sexual feuslusm Psychological Records, 1968, vol 18, p.. 25. 2. McGuire, R.J, et al.
“Sexual Deviations as Conditi ior: A Hypothesis.” Behavior Research & Therapy, 1965, vol 2, p. 185, 3. Evans,D. R,

“Masturbatory Fantasy & Sexual Deviation™. Behavioral Research & Therapy, 1968: vol. 6, p 17. 4. Jackson, B.T., “A Case of
Voyeurist Treated by Counter Conditioning.” Behavior Research & Therapy, 1969, vol 7, p. 133,

Dr. Victor Cline is a Univ, of Cali. Berkeley Ph D in Psychology, loter o Research Scientist with the George Washington
University's Humaon Resources Research Office, and cumently an Emeritus Professer in Psychology at the University of
Utah. His private clinical practice is in Sait Lake City, Utah.
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2. CONTRARY TO LOVE: Helping the Scxual Addict. By P. Carnes (1989) Mirneapolic: CompCare
Publichers.
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Delmonico, ef . {2001) Wickenburg, Az Geatk

5. DON'TCALL!TW)‘E Revovery From Sexusl Addiction By P. Carnes. (1991) New Yosk: Bansam
& DRUG OF THE NEW MILLENTUM: The Stisnce of How Internat Pornography RadicaBy Alers the Hum
Brain & Body. By M, Kastlemag. {2001) Orem, Ut. Granite Publixbing.
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9 INTHE SHADOWS OF THE NET: Blu.ﬁn. Pree of Compuilsive Online SexualBehavior. ByP. Carnes et
Al {2001) Center City, Moo, Hazehden Put

10, LONELY ALL THE TIME: Recognizing. Addiaim\
Co-Depentents. By R Barke & G. Crow. (l9l9)N=w‘{oik Mam

11. QUT OF THE SHADOWS: Undersisodlig Seusd Addicion: By 9, Cenues {2001} Oenter City, Minn.
Bazelden

12. PORNOGRAPRY EFFECTS ON ADULTS & CHILDREN. By V. Cline, (2001 New York: Monslity in
Media
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Mr. Chairman, Senator Leahy, and Members of the Committee: I am J. Robert Flores,
Administrator of the Office of Juvenile Justice and Delinquency within the Department of
Justice's Office of Justice Programs. On behalf of the Office of Justice Programs, Iam grateful

to have the opportunity to testify before you today on the subject of the Department’s efforts to

protect the victims of pornography.

The Office of Juvenile Justice and Delinquency Prevention {OJJDP) continues to commit
resources to protect children and families from the harms associated with sexual exploitation,
sexual abuse, child pornography, and sexual predators. Historically, OJJDP has provided that
assistance through its administration of funds provided by Congress to develop and provide
technical assistance, training to law enforcement and prosecutors on the state and local levels,
and public education programs that disserninate methods and programs that work to keep kids
safe. I want to assure you that this commitment has never been stronger, and, as I will detail for
you, help that the President and Attorney General have publicly committed to providing is being

expanded for children and families,
The Internet Crimes Against Children Task Forces

OJIDP has tackle& child pornography and computer-facilitated child sexual exploitation
since 1998 when we identified and funded the first ten Internet Crimes Against Children (ICAC)
Task Forces. Last year, the President sought and obtained from Congress additional funding to
assure that the Task Forces could provide nationwide coverage. There are now 40 Task Forces,

which have become regional clusters of technical and investigative expertise that offer
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prevention and investigative services to children, parents, educators, law enforcement officers,
and other individuals working on child sexual exploitation issues. The theory behind the ICAC
Task Forces is well understood and has been repeatedly tested in other law enforcement arenas
and found to work. Simply put, by combining law enforcement personnel from local, state, and
federal agencies so that jurisdictional and technical barriers can be overcome and subject matter
expertise can be accessed quickly and efficiently, ICAC Task Forces draw upon the combined

strengths of each participating agency, thereby overcoming any individual weaknesses.

The ICAC Task Force program is not a luxury but a necessity because predators,
pornographers, and promoters of material harmful to minors continue to exploit new computer
technologies to advance their own goals. Moreover, unlike some adults who view the benefits of
the Information Age dubiously, children and teenagers have seized upon the Internet’s
educational and recreational capabilities with astonishing speed and casualness and will continue
to do so. Adapting information technology to meet everyday needs, young people increasingly
go online to meet friends, satisfy information needs, purchase goods and services, and complete
school assignments. Currently, 28 million children and teenagers have access to the Internet, and
industry experts predict that they will be joined by another 50 million globally by 2005.
Although the Internet gives children and teenagers access to civilization’s greatest museums,

libraries, and universities, it also increases their risk of being sexually exploited or victimized.

Large numbers of young people encounter sexual solicitations they do not want and

sexual material they do not seek. In the most serious cases, they are targeted by offenders
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seeking children for sex. Research conducted by the University of New Hampshire reveals that
one in five children between ages of 10 and 17 received a sexual solicitation over the Internet in
1999. One in 33 received an aggressive solicitation from a stranger who asked to meet them
somewhere, called them on the telephone, or sent them mail, money, or gifts. As my colleague,
Mr. Malcolm, has stated in his written testimony, the percentage of children touched and thereby

harmed by pornographic material is now higher than in 1999 and continues to grow.

Cloaked in the anonymity of cyberspace, sex offenders can capitalize on the natural
curiosity of children and seek victims with little risk of detection. Preferential sex offenders no
longer need to lurk in parks and malls. Instead, they can roam from chat room to chat room,
trolling for children susceptible to victimization in that child’s own bedroom. This alarming
activity has grave implications for parents, teachers, and law enforcement officers because it
circumvents conventional safeguards and provides sex offenders with virtually unlimited

opportunities for unsupervised contact with children.

Today’s Internet has also become the new marketplace for offenders seeking to acquire
material for their child pornography collections. More insidious than the exchange of sexually
explicit material among adults, child pomography depicts the sexual assault of children and is
often used by child molesters to recruit, seduce, and control future victims. Pomography is used
to break down inhibitions, validate sex between children and adults as normal, and control
victims throughout their molestation. When offenders lose interest in their victims, pornography

is often used as blackmail to ensure the child’s silence. When posted on the Internet,
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pomography becomes an enduring and irretrievable record of victimization and a relentless

violation of that child’s privacy.

OJIDP recognizes that the increasing online presence of children, the proliferation of
child pornography, and the lure of predators searching for unsupervised contact with underage
victims present a significant threat to the health and safety of children, and a formidable
challenge for law enforcement today and into the foreseeable future. Many factors complicate
law enforcement’s response to these challenges. Conventional definitions of jurisdiction are
practically meaningless in the electronic universe of cyberspace, and very few investigations
begin and end within the same jurisdiction. Because they involve multiple jurisdictions, most
investigations require close coordination and cooperation among federal, state, and local law

enforcement agencies.

The National Center for Missing and Exploited Children’s (NCMEC) Cybertipline,
launched March 9, 1998, assists law enforcement with the identification of online predators and
those who would sexually exploit children. It also serves as the national clearinghouse for tips
and leads about child pornography and child sexual exploitation. Additionally, NCMEC
launched Cybertipline II to handle child pormography leads reported by the electronic service
providers. These reports are available online in “real time” only to the Federal Bureau of
Investigation (FBI), the Bureau of Immigration and Customs Enforcement (ICE), and the ICAC

Task Forces.
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1t is clear, as evidenced by the data in NCMEC s Quarterly Progress Report submitted to
OJIDP for the third quarter of Fiscal Year 2003, that the flow of child pornography complaints
has not slowed down since the Cybertipline was launched in March 1998. In fact, according to
NCMEC, more than 21,000 complaints of child pornography were reported to the Cybertipline
from July 2003 to September 2003. That brings the total number of reports to the Cybertipline to
more than 150,000. While the total figure is staggering in and of itself, 21,000 complaints
occurred in the third quarter of Fiscal Year 2003 alone, representing nearly 15 percent of the total

child pornography complaints.

The cooperative efforts of NCMEC’s Electronic Crimes Unit and the Louisiana Attorney
General’s Office ICAC Task Force, funded by OJIDP, recently brought to closure a case that
represents the impact of just one cybertip. In this particular case, an ex-Navy officer was found
to have “hundreds and hundreds” of child porn images stored and organized by age on his
computer. The suspect, who was also involved in the local school district and owned his own

computer company, was arrested in July 2003 on one count of possession of child pornography.

As in the example above, NCMEC figures only represent actual reports of child

pornography submitted to the Cybertiplines. Unfortunately, there is no way to quantify the full
scope of the child pornography issue because there is no way to know how much undocumented

child pornography exists.
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Without a doubt, the pervasiveness of the child pornography problem is enormous.
However, there is a tremendous amount of work being conducted by law enforcement and
prosecutorial agencies at the federal, state, and local levels. Within the Department of Justice
alone, three separate entities, OJJDP, through the ICAC Task Forces; the Child Exploitation and
Obscenity Section (CEOS) of the Criminal Division; and the FBI’s Innocent Images Initiative,

are spearheading multi-agency, multi-jurisdictional efforts to stem the tide of child pornography.

The new Predator initiative developed by the Department of Homeland Security’s (DHS)
Bureau of Immigration and Customs Enforcement is working hand-in-hand with the Department
of Justice to protect children worldwide. This comprehensive DHS program will identify child
predators and remove them from the United States (if subject to deportation). Operation Predator
will also work to identify children depicted in child pornography to help rescue them, and assist
U.S. Attorneys in developing cases and prosecuting the people responsible for making and
distributing the pornographic material. Also within DHS, the United States Secret Service
(USSS) is expanding its Forensic Services Division to assist with cases involving missing and

sexually exploited children.

Finally, the long-standing work of the U. S. Postal Inspection Service (USPIS) is ever

present in addressing cases pertaining to child pornography and child exploitation.
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While the work completed by these federal, state, and local agencies is impressive, it
demonstrates a level of improved cooperation and coordination that is even more impressive. At
all levels, and in concert, law enforcement is tackling the child pornography issue aggressively.
A new sense of teamwork and joint ownership of the problem has emerged to pursue child
pornographers ranging from the lowly collector to the most heinous of offenders who would

manufacture and distribute child pornography images.

An excellent example of this cooperative spirit is reflected in the creation of a National
Child Victim Identification System. In an unprecedented partnership with NCMEC, the FBI, the
USPIS, USSS, the ICAC Task Forces and CECS, ICE's CyberSmuggling Center hosts the
nation’s only comprehensive, searchable system for identifying digital child pornography images.
With its capacity to search and identify known images, the system is designed to help law
enforcement agencies throughout the world identify and rescue children featured in child
pornography, and facilitate prosecution of those who possess or distribute digital child
pornography images in the wake of a 2002 Supreme Court decision (Ashcroft v. Free Speech
Coalition) requiring proof that such images depict an actual child. Because the effort leverages a
comprehensive partnership among federal, state, and local law enforcement agencies, this system
will eventually contain all known child pornography images on the Internet. Already, the ICE
CyberSmuggling Center has positively identified children featured in roughly 300 images and has

provided this information to law enforcement agencies nationwide for prosecutorial purposes.
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With improved coordination, successful arrests and prosecutions are being reported daily.
In fact, the 40 OJJDP-funded ICAC Task Forces alone have been responsible for more than
1,500 arrests in the past five years, with nearly 500 of those taking place in just the past 12
months. In addition to these arrests, the ICAC Task Forces have made nearly 2,600 case referrals
to non-ICAC law enforcement agencies. Of the 14,000 cases the ICAC Task Forces have been
involved with in the past five years, either through actual investigations, referrals or technical
support, nearly 11,000 of those cases have been directly related to the possession, distribution, or
manufacturing of child pomography. There is no question that the ICAC Task Force program
has made an indelible mark in the battle against child pomography and child exploitation. In
response to President Bush’s October 2002 directive at the White House Conference on Missing,
Exploited, and Runaway Children, OJIDP is further expanding the ICAC Task Force program

and, by Winter 2004, will have 45 state and local ICAC Task Forces in place and operational.

Next steps in combating child exploitation

With all of our success in arresting and prosecuting predators, the reality is that child
pornography is only one component of the broader child exploitation issue. Another key element
is the targeted distribution of obscene material to children. This alarming trend is intended to
have a twofold impact. First, as noted previously, child porography depicts the sexual assault of
children and is often used by child molesters to recruit, seduce, and control future victims.
However, predators do not use child pornography in all cases, but instead, send obscene, possibly

adult, pornography to children. Predators employ these same tactics to break down a child’s
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barriers and desensitize them as a means to lure and seduce them into sexual exploitation.

Secondly, the distribution of obscene material to children is the commercial pom
industry’s vehicle to create a new generation of pomography “junkies” drawn to commercial
Web sites through the manipulation of common and well-known children’s Web site names.
This disturbing trend was recently reflected in charges filed by the U. S. Attorney for the
Southern District of New York, when, in September of this year, a suspect was arrested in his
Florida hotel room on charges arising from his alleged creation and use of misleading domain
names on the Internet to deceive minors into logging onto pomographic Web sites. The activity
allegedly brought the suspect as much as $1 million a year, paid by the commercial pom industry

for every hit directed to their sites.

In light of this reality, it is my considered judgment that it is critical to fulfill the
President and Attorney General’s mandate to address not only the worst of these predators and
exploiters, but also those who deluge children and families who use the Internet with illegal and
unwanted pornography. Today, the Internet is so polluted that it is difficult to pick out a single
item of garbage. The amount, types, and frequency have left many children and parents feeling
overwhelmed. Moreover, as the pornographic morass has grown, it is now much easier for a
predator to find a place to hide amid the garbage. The decision to allow Internet pollution to
grow and with it the sense that anything goes, has cost our children a great deal. Thus, we must
begin to look at all illegal activity on the Internet and send a clear signal that the law does apply

to this critically important medium and that we will not abandon the Internet to those who would
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abuse it.

In response, OJJDP has undertaken a program that we will build together with other
Tustice Department components and other agencies that have a direct and strong interest in

protecting children and families.

First, the Department has directed the ICAC Task Forces to include, as a part of their
investigative efforts, a new focus on adult obscenity cases when a child is the target of the
obscene material or where such material has been used to seduce or facilitate the exploitation or
abuse of a child. While case prioritization is and must be given to life threatening situations or
when imminent danger of continued physical and/or sexual abuse is present, obscene material
directed at children should be viewed as an important and potential precursor to real physical or
sexual abuse. Most important, however, is the fact that we cannot protect children if we do not
change the environment on the Net from one where predators flock with an expectation of safety

to one where they surf or troll at their peril.

As with most deviant behavior, arresting and prosecuting offenders will not alone solve
the problems of child pornography and sexual exploitation. On the contrary, as the number of
homes with Internet access continues to increase, the pool of potential victims correspondingly
grows. Likewise, children cannot but help reach the dangerous conclusion that obscenity must be
okay if we, the adults responsible for their safety, allow it to grow unabated and continue to send

them into this environment. Like any successful effort to change expectations and behavior, we

10
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must send consistent messages on every front and not merely be content to say, through our
actions, that we will respond only when it directly threatens the immediate physical safety of a

child. Our children are simply owed more,

The decision to ask the ICAC Task Forces to take on this responsibility flows naturally
from the direction the President has provided: Build once, use many times. These task forces
already possess the forensic and computer skills to undertake obscenity investigations. Their
membership includes local and state investigators who are familiar with the local community
standards and have relationships with local and state investigators in other task forces with whom
they can work when the obscenity case at issue begins or ends in another jurisdiction. Finally, it
is imperative that we shepherd federal investigative and prosecution resources carefully so that
where appropriate cases are developed, they can be referred for federal prosecution, keeping in
mind that the protection of our citizens from the harms caused by obscenity and pornography
must remain a state and local responsibility as well. By extending the ICAC task force reach, we
allow them to go where the evidence leads and not ignore viable prosecutions and investigations.
Finally, if each task force opened only three to five cases in the next 12 months, that would result
in an increase of 135 to 225 cases nationwide. By taking small steps together, task forces can

substantially enhance the efforts of the Criminal Division and the U. S. Attomeys.

Even as we begin to send a clear message that obscenity investigations will increase, we
must also work to encourage parents, teachers, businesses, and the faith community to shoulder a

greater share of responsibility to work to create a safe and supportive Internet environment for

11
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our children. As I travel throughout the country speaking to law enforcement, children, Internet
service providers, and Internet safety experts, they all tell me that they continue to struggle with
the question of how to engage adults, especially parents, on issues of Internet safety. Most, if not
all, of the education efforts to protect children have been directed to children and teens.
Congress has passed several statutes addressing corporate activities connected to the distribution
of pornography, and libraries and schools have had their funding of Internet access conditioned
on taking significant steps to protect children. While we are beginning to see progress on these
fronts, parents continue to be the missing cog and they remain the best way to protect children.

‘We must make progress on this front.

OJIDP will focus on efforts to engage and involve parents, as part of a comprehensive
strategy that takes advantage of where we are today and addresses the reality of current demands

on parents, children, corporate America, schools, and our nation’s safety.

In March 2002, OJJDP hosted an Internet Safety Focus Group that brought together
government officials and representatives from private corporations and non-profit organizations
to discuss the increasing number of children and teenagers using the Internet, the proliferation of
child pornography, and the heightened activity by predators searching for unsupervised contact
with underage victims. During the day-long session, the group concluded that it is critical to
address computer-facilitated child exploitation, which presents a threat to the health and safety of
young people, and is a formidable challenge for parents, teachers, and professionals in law

enforcement and youth service agencies. However, there was consensus that child exploitation

12
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was endemic of broader social issues concerning the Internet and its use. In short, the group

concluded that significant areas of concern remain that have not been adequately addressed.

First, although education about the problem is extensive and law enforcement efforts
have never been greater, our country has continued to lose ground to predators, pornographers,

and others who seek to harm our children, as reflected in NCMEC’s report.

Second, in spite of aggressive law enforcement efforts, law enforcement resources pale in
comparison to those of the population that is set on exploiting children or polluting the Internet

that our children use, resulting in new forms of exploitation and danger.

Third, despite widespread information in the media, through schools, and commercial
marketing, which warns of the risks of unsupervised Intemet use, parents have failed to
substantially increase their involvement in their children’s Internet use or utilize danger-reducing

technologies.

Finally, even where efforts have been made by parents, students, schools, communities,
or law enforcement, these efforts have lacked coordination and, as a result, have been only

moderately successful at best.

With the number of households connecting to the Internet increasing yearly, coupled with

the populations of preteens and teenagers burgeoning in the next five to ten years, it is now time

13
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to develop a strategy for the future of Internet Safety. OJJDP has taken the first step by
convening the focus group. OJJDP believes that the problem of Internet-based obscenity, child
exploitation, and other related dangers is one that has numerous causes and that any successful

effort must have the participation of multiple agencies.

To move forward, I have scheduled a meeting on November 4, 2003, with officials from
the Departments of Education, Commerce, and Health and Human Services, as well as key
policymakers from four select user communities, to create and develop an approach targeting this
broad issue. QJJDP, in partnership with the other agencies, will pursue lowering the risk of
abuse or exploitation to children using the Internet. Metrics to determine whether such a goal is
being met will include determining whether children face increased difficulty in obtaining
material that is harmful to them whether intentionally or not; whether or not there is a lower
incidence of illicit or illegal activity reported by industry serving the local community; if there is
a greater likelihood of discovery of illegal activity as a result of easier reporting, better forensic

tools; and if the number of reported Intemet-based offenses is reduced.

Local partners in the select communities will include schools, parent/teacher
organizations, business, law enforcement, computer/Internet industry, and the faith community.
Jointly, we will explore the best models for attacking the pervasiveness of child pornography and

child exploitation and continue to work diligently to bring it to an end.

I have great confidence that this effort can succeed because we stand in a different place

14
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than we did even a year ago. Today, corporate America has recognized, perhaps in a way it
wished it did not, that an environment of lawlessness and an inability of Internet users to properly
translate how law operates from the real world to the cyber world, also puts corporate America in
jeopardy. I think that corporations are now ready to work in a different way to support safety and
law on the Net. Parents now recognize, as they have with underage drinking, that conduct they
facilitate might cost them personally. And, educators and librarians now see that there are
constitutional limits that can properly be placed on the use of taxpayers” hard earned money.
Finally, to those of us who have been in the battle to protect children, we have come to
understand that it is the adult’s responsibility to protect a child, and while we have many ways to

do this, failure to accomplish that goal lies squarely at the feet of the adult community.
I am encouraged that we are here today and that much progress has been made. 1look
forward to reporting back how we give life to the President’s direction and the Attorney

General’s decision to once again pursue an Internet that is safe for children and families.

This concludes my statement. I welcome the opportunity to answer any questions that

Committee members may have.

15
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STATEMENT OF SENATOR CHARLES GRASSLEY
COMMITTEE ON THE JUDICIARY
UNITED STATES SENATE

INDECENT EXPOSURE: OVERSIGHT OF THE EFFORTS OF THE DEPARMENT OF
JUSTICE TO PROTECT PORNOGRAPHY’S VICTIMS

OCTOBER 15, 2003

Mr. Chairman, thank you for holding today’s oversight hearing on the federal government’s - in
particular the Justice Department’s - efforts to protect innocent children and for that matter adults
from the scourge of illegal pornography. Hardly a week goes by that [ don’t receive a letter from
an fowan concerned about pomography and its harmful impact on his or her family. My
constituents want to know what the government and the Congress are doing about all the smut
that invades their homes by way of the Internet and cable television. So, I want you to know that
1 appreciate your holding today’s hearing to answer my constituents’— and [ am sure, all of our

constituents’— concerns.

1t seems that since the early to mid 1990s, Congress has made some valiant attempts to pass
Constitutional protections for children using the Internet. So far we have a mixed record. The
Supreme Court has overruled one of our bills, the Communications Decency Act, which tried to
protect children from indecent material on the Internet. It’s upheld one, the Children’s Internet
Protection Act, which requires public libraries and schools to install Internet filters on their
computer stations. And, just yesterday, the Court agreed to take up another, the Child Online
Protection Act, which if upheld - and I'm optimistic that it will be — will shield children from
material that is “harmful to minors” while they surf the Internet. I supported each of these bills
and I’m glad that I did.

During the last ten years the obscenity and child pornography industry has grown by quantum
leaps. It’s no coincidence that during that same time the Department of Justice did preciously
little in the area of obscenity prosecution. By all accounts, the Reno Justice Department brought
no mote than a hand full of obscenity prosecutions. I'm forced to believe that this laxity toward

this area of federal criminal law has contributed to the “wild west” environment of the Intemet.
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Unfortunately some have been critical of the current Administration for being slow out of the
gate with regard to the enforcement of the federal obscenity laws. [ don’t know whether that is
the case or not, but I'm glad that the Department of Justice can be here today to discuss their
efforts. It’s my understanding that the investigation and prosecution of these crimes is complex
and time consuming and is further complicated when the Internet is used to distribute the
obscene material. [ look forward to hearing the testimony of our Department of Justice and

Postal Service witnesses.

In reviewing the testimony, I was particularly glad to hear about the Office of Juvenile Justice
and Delinquency Prevention’s Internet Crimes Against Children Task Forces (ICAC) initiative.
[ think that it is wise to use the ICACS to leverage state and local resources in the effort to

protect children from obscenity as well as child pormography.

There 1s substantial evidence that obscenity is not a victimless crime. According to the report of
the Child Online Protection Act Commission, obscenity is a tool used by molesters in child
molestation and exploitation. 1 also agree with Administrator Flores in his assertion that
distributors of obscenity, especially on the Internet, target children with deceptive sounding
website names, so that they may reach their next generation of users. The illegal pornography
industry 1s big business and our children are paying the greatest cost for these criminals’
commercial success.

Because of the harm that obscenity poses for minors, it is critical that the ICACs be given
technical assistance and training in how to investigate and prosecute federal obscenity crimes as
well, as child pornography. By arming state and local investigators and prosecutors, we will be

enlisting an army in the effort to protect women and children from exploitation.

The Committee will be hearing from a knowledgeable and experienced second panel. Their
testimony will be essential to our full understanding of how people can be protected from the
harms of obscenity and child pornography. I'm glad Dr. Victor Cline could be with us this
afternoon. He has a long and distinguished career of research into and treatment of the harms

that obscenity and child pornography cause. It’s also good to see Bruce Taylor from the
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National Law Center for Children and Families. He has worked with the Judiciary Comnuitiee a
number of times in the past. I'm sure that he will be able to give the Commitiee a good
perspective on the history of obscenity prosecution, and maybe even some advice on how we can
best attack this criminal problem. 1 also want to thank Detective Takeshita for his years of
service on the Los Angeles Police Department. He will be able to give the Committee some

helpful insight into how big this problem is.

Mr, Chairman, | want to thank you again for holding this hearing and for your commitment over

the years to protecting children from the harms of illegal pornography.
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News Release

JUDICIARY COMMITTEE

United States Senate * Senator Orrin Hatch, Chairman

QOctober 15, 2003 Contact: Margarita Tapia, 202/224-5225

Statement of Senator Orrin G. Hatch
Before the United States Senate Judiciary Committee
Hearing on

“INDECENT EXPOSURE: OVERSIGHT OF DOJ’S
EFFORTS TO PROTECT PORNOGRAPHY’S VICTIMS”

Good afternoon. Today we will be conducting an oversight hearing on the Department of
Justice’s Efforts to Prosecute Child Pornography and Obscenity. As many of you know,
pornography is a growing problem in America. For example, in a recent ABC Primetime
Thursday story, Diane Sawyer stated that the pornography industry is estimated at $10 billion,
which is bigger than the NFL, NBA and Major League Baseball combined. And it’s getting
worse with the advent of the Internet. Pornographic web pages now top 250 million and are
growing at an unprecedented rate. It is estimated that porn on the Intemet will grow to become a
$7 billion industry in the next five years ~ unless we have aggressive law enforcement.

The National Society for the Prevention of Cruelty to Children estimates that there are
140,000 images of child pornography online. The typical age of children depicted in these
images is between 6 and 12, but the profile is getting younger.

In addition, adult pornography has become readily available to minors. There are
currently 28 million children and teenagers with access to the Internet and an additional 50
million globally are estimated by 2005. Nine out of ten children, ages 8-16, have viewed
pomography online, mostly unintentionally, and when using the Internet to do homework. And
those children who seek it out of curiosity have no trouble getting it. 97 percent of adult web
sites do not require adult verification.

The result of all this porn is that there are 11, 12, or 13-year old children being treated for
pornography addictions. As Professor Victor Cline previously testified before the Child Online
Protection Act {COPA) Commission, the overwhelming majority of pedophiles use child
pornography to stimulate and whet their sexual appetites before abusing children. They also use
child pomn to desensitize children and lure them into participating in sexual activity. In addition,
as the ABC Primetime Thursday piece made clear, the victims of pomography are not just addicts
and rape victims -- but young, innocent teenagers, who go to Los Angeles with dreams of
becoming a movie star and instead get caught up in this sordid industry.

I have always believed very strongly in protecting children from this type of offensive
material. Isponsored the PROTECT Act, which the President enacted six months ago. This is
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one of the most significant pieces of child crime legislation that Congress has passed in recent
years. It gives law enforcement the tools it needs to effectively prosecute child pornographers.
In addition to authorizing criminal prosecutions of child pornographers, the Act provided
funding for more prosecutors and investigators, and established a cyber tip-line to report on-line
child exploitation. Xt also created a national registry of child pomographers.

1 am currently considering legislative solutions to the many risks inherent in the use of
peer-to-peer networks. Almost half of the people who use these networks are minors. Recent
studies have shown that millions and millions of pornographic files are available for
downloading on these networks at any given time. Even more disturbing is that searches on
these networks using search terms that a child would be expected to use, such as Harry Potter or
Pokemon, turn up an enormous percentage —~ over 50% in one study according to the GAQ -- of
pornographic materials including child pornography. This is simply unacceptable. Many parents
— possibly the majority of them — are unaware of this problem. I think this requires our
immediate attention.

1 look forward to hearing about DOJ’s efforts to combat both child pornography and
obscenity. This is a growing problem that we need to attack aggressively. We cannot sit quietly
and hope it will go away.

The hearing today will consist of two panels. The first panel includes three
representatives from the U.S. Department of Justice — John Malcolm, Deputy Assistant Attomey
General of the Criminal Division, J. Robert Flores, Administrator of the Office of Juvenile
Justice and Delinquency Prevention, and Mary Beth Buchanan, U.S. Attorney for the Western
District of Pennsylvania. In addition, we have Lawrence Maxwell, Inspector-in-Charge from the
Postal Inspection Service,

The second panel consists of Bruce Taylor, President and Chief Counsel of the National
Law Center for Children and Families, Detective Steve Takeshita, Officer in Charge of the
Pomography Unit in the Los Angeles Police Department and Emeritus Professor from the
University of Utah, Dr. Victor Cline. Welcome to the hearing and I look forward to listening to
your testimony.

In addition, at this time, I would like to submit for the record, the written testimony of
Donna Rice Hughes, President of Enough is Enough, and an advocate of protecting children
from pornography on the Internet. :

Hi#
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\?</' ENOUGH-IS-ENOUGH

U. S. SENATE
JUDICIARY COMMITTEE

Illegal Pornography and the Internet

October 15, 2003
Written Testimony By
Donna Rice Hughes
President, Enough Is Enough

746 Walker Road. Suite 116 » Great Falls, Virginia 22066
www. goough.org * fax 703.759.3810
www . protectkids com
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Donna Rice Hughes Biography

U, S. SENATE
JUDICIARY COMMITTEE + President, Enough Is Enough
« Author, Kids Online: Protecting Your Children in
RAP CYberspace me, s
ILLEGA}L PORNOGI HY & « Child Online Protection Act (COPA)
THE INTERNET Commissioner asmasen
October 15, 2003 « Founder - wwa proteukids.com and
Written Testimony By st moush org
Doase Rice Hughes « Internet safety speaker and advocate
Presidont, Enough Is Enough )
Enough Is Enough
(EIE) OVERVIEW
*» Our mission is to make the Imernet safer for + The World Of CyberSex
children and families. — What's bay ing?
+ Our strategy involves a three-pronged approach of Ppening
shared responsibility between the public (parents, * Just Harmless Fun?
schools and lidraries), the technology industry, - Why should we care?
and the legal community {Jaw enforcement and :
public policy). * The Search For Solutions
« EIE is a national, non-partisan, non-profit ~ What should we do?
organization (501c3).
%
3
Cyber-Porn Beginnings

THE WORLD OF CYBERSEX

INDUSTRY

Early 90's/Bulletin Board Services/ Newsgroups
» Barriess of access to all types of sexualty-explicit
material is virtually obliterated by the Infernet

- Anonymity

~ Ease of Access

— Porn of choice (including black-market porn)
~ Inexpensive

- Under law enforcement detection

6

Prepared by Donna Rice Hughes
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National Research Council
Independent Study, 2002

« Large amounts of very graphic sexually explicit
content on the Internet

« Essy 1o access

« Can stumble across it inadvertently

* Intrusive tactics used by pomographers 1o trick
unsuspecting peopls (span, mousetrapping, efc)

* Some would have been prosecuted if in print
under past poficy

= Some more graphic and shocking than what is
easily available through non-Interoet sources

wmkmmmam&: Seudy, 7007

Scale

« Total Adelt Industry- current revenues estimated

THE CYBERSEX INDUSTRY

Generates approximately $1 bitlion annually

Expecied ta grow to $5-7 billion over next § years,
barring unforcseen change {enforcement)

{0 be from $4 billion 10 $10 billion emc.31.20m

8

THE CYBERSEX INDUSTRY

* Pornographic web pages now top 260
million and growing at an unprecedented
fate pam, wmon

+ 14 million identified pages of pornography
in N2H2’s database in 1998; growth to 260
willion represents an almost 20-fold
increase in just 5 years ooms.mvey

#

Structure
+ Subscription sites exceed 100,000 in U.$. apesated by

* The two targest individud buyers of beadwidth are U5,

+ Stucinre of imdustry consists of small number of jarge

THE CYBERSEX INDUSTRY

shont 1,000 U.S.-bused firms
frms i adult oulive industy

firms and larger sumber of smalf firms pc, 13, 20m

1

FOLLOW THE MONEY

Oniine Pom Revenue Generated by the following:
* Consunter sales
+ Mousetrapping- Pomographers recaive referral fee
« Internet Advertising Models ome, 22,202

- CPA model-Cost per scquisition

- CPC model-Cont per click

~ CPM model- Cost pes usllion

{CPM, CPC, & Mouseirapping Modzls have no incemtive

to distinguish between child and adult traffic. It's 3
‘game) o 1oty
13

+ Due to saturated market:

FUTURE TRENDS

~ More aggressive marketing

~ Incentives 16 niche market

- Well-established firms testified sex sites
B f alized 1o i

MO Sp
any preference of exireme material gs rouse fo
foture growth pwc s 1w

3
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Free “Teaser” Images

74% of adult conunercial sites display free teaser

porn images on homepage, often porn banner ads

66% did not include 2 warning of aduit content

* 1% included such a waming but did not have
sexually explicit content op homepage

« 25 % prevented users from exiting site
(mouseapping)

+ Only 3% required adult vevification {COPA will

remedy)

Childrmeling u (51 Workd .
Bihagvers. 105 urianetrice, NRC, 2003)
o

Porn-Napping and Hijacking

+ 40,000 expired domain names porn-napped
{created a porn site in place of expired site) or
hijacked (re-rouied fo exisiing porn site)

* New owners offer re-sale $500-2,000 to expired
domain prior owners ovc.sen

* Hijacked to pom or gambling SHES iy oy puse, 30007

Deceptive Marketing Practices

«Misspelled Waords- (shareware vs. sharware)
*innocent Word Searches- {toys, boys, pets, erc.)
*Siealth Sigcs- (whitchouse.com; coffecbeansupply.com;

com; hitp:// <ons;

WalSrsparts. com)
*Brand Name Misuse (Disney, Nintendo, Barbie, Levis, etc.)
*Unsolicited email - Spam

Pornographers’ Use of Brand
Names
* 26 popular children’s characters, such as
Pokemon, My Litde Pony & Action Man, revealed
thousands of links to pom sifes
¢ 30% were hard-Core gavmed, 2000
* 25% of pomn sites are estimated to use popular

brand names in search engine magnets, melalags
and links - Disney, Ninfendo, and Barbie «yveaer
Suver, 10097

%

CHILD PORNOGRAPHY

140,000 images of child pomography ouline pretse
SochaY e e Peveion of Crndyi» e, 1603}

More than 20,000 child porn images posted every
wesk S 0w

More than half of the child porn sites reported fo
Internet Watch Foundation are hosted in the U.S.
Oiniond Criman n

Totefipens e Sevita, 221

(4]

CHILD PORNOGRAPHY

* 20 children ars estimated fo have boen abused for
first fime/more than 1000 images of each child
TR emosil Secieey fo o Prrwecrions of Creskty o Chdren, 10283}

« More babies and toddlers are appearing on the net
and the abuse is getting worse. i is more forturous
and sadistic than it was before. The typical age of
<hildren is between 6 and 12, but the profile is
gﬁ:ﬁ VOUNGET. (Coumbeting Fastophil ttscaion Nermerts is Buvpe,
I 3

B
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CHILD PORNOGRAPHY SPAM

- Child Pom Spam Incresse
* Children o risk because they:

+ Watersports.com
~“Exweme pec and urination fetish site™

ONLINE OBSCENITY

<are less cazefil oriine. - Steaming video
et b * Boyscom
P, P o, 118 ~Hijacks to a homosexnal porn site
-Free photos of gay sexval activity
» )
COFFE&%E%ANMZ%;D#{F Qfg WAYBACK MACHINE

AT e e e gy fount st
Animal; stories; gay; anah, www.sex.com;

oralalk sex; sex.com: teen; pictures: gals; pics:
chicks; indizn: black; with animals, Sories:
interacial: pietures; hot, pics: leshian: eroup;
hardcons; astan; adult; cartoon; dog: ne: phong;

prefesy; teenaee; ot

ad

+ Hosted in U.S. at www grchive.org; Archives
carlier versions of websites including obscenity

Chid gom.

Hrapeitweb archive orglwets* bty /Blegdheat. com

Yeiprmeh aschyve.oegfwels/ TNt /Sextonrm. iy

Cheverity
et timeb srchuve. onglwety *itpibestslity com
P

child pornography

YAHOO!

Yahoo's Clubs, Members Directories and
Geocities sites host child porn and encousage child
sex abusers

‘Yahoo! Family Incest Club

+ Yahoo! Rape Club

* Yahoo! Incest Directory

Yahoo! Child Pommography Crimes Directory

ki

HARMFUL-TO-MINORS (HIM)

* 97% of adult web sites (containing obsoene and/or
htm comient} do NOT require adult verification
hibarootins. ot Wkt i 0. A 30t of Adsk Vb a2 100,
Yortmalries. MR, 1603}

Children are exposed to both online obscenity and

harm ful-to-mirors material since the Child Ontine
Protection Act is not in effect

Unprosecuted obscenity meets the legal definition
of harm{ful-to-minors.

2
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PORNOGRAPHY- Tool used by
Pedophiles
« to arouse the child THE WORLD OF CYBERSEX
* to Jower the child’s inhibitions
* to demonstrate to their victims what they
want them to do CONSUMER
« to convinee the ehild that a particular sexval
activity is okay
25 »
INTERNET ACCESS
(As of September 2001) YOUTH AND INTERNET PORN:2001

*143 million Americans (54 % of the population) bave Interner|
jaccess

*90 % {47.4 mitlion) of children between the ages of S and 17
use computers at home or school

“75% of fecns ages 14-17 use the Tnternet

*65% of proteens ages 1013 use the Internet
a0 sopot, Comaeece Deparioet Sy, 2701 )
7

Amang youth ages 15-17:

+ 70 % have sccidentslly stumbied o8 pom online
~ “Very" ot “soroewimt” oflen{Z3%)

+ 55% were 0ol 100” Bpet

- 3% were “very” of “somewhat” npset

Of youth ages 13-24:

» 2in 3 say heing exposed fo online porm conld keve serions
impact on kids underage 18

« 55% think secing pormography o0 the lnternet caconrages
youth 10 have sex bofore they ars rsady
Natar Pumby Pomaniou Siwdy, 20015

2

National Center For Missing &
Exploited Children Study: 2001

Youth Access to Pomography:
* 71% searching the Internet
* 29% IM or email

» Home- 67%

* School- 15%

» Library- 3%
A, outies gt s e N Vo e of 1.1
Jouth agew 10-17 who wor Luteene regpirty, o 1031)

»

YOUTH AND INTERNET PORN.: 2002

* Aduft industry says some traffic is 20-30%
children pme upor .32

+ 9in 10 kids ages 3-16 have viewed porn oaline, mastly
snistentionslly, snd when vsing the Internet to do
DOmEWOrk (IK: New Triegwp, HOP Resemc Groop. 117412

 Vrardd gk lopsinton
*Adalf Fitler potures  She i fuced with shid pemagraphy,
gayrexirocpics”

inmead of pop

aged J0 and 11, fourd
and Boyzone.

30
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CYBERSEX- Crack Cocaine of
Sex Addiction

« “Sex on the net is like heroin. It grabs them and
1akes over their Hves” wr sk sorurs, sitens & lobawon. YT,
et

+ Cybersex is a public health hazard exploding
because very few are recognizing it as such or
taking it SErIOUs]Y acsNpcrEmindDagmsne Sy, AP 30001,

« Cybersex reinforces and normalizes sexuat

AISOIUETS (0. obert Wonw, Semmat Recovery matnes, Wnhiogion Tiovs,
ey

3

CYBERSEX COMPULSIONS

° 6% of all website visits are sexual in nature

Sex is the # 1 searched word online

« 25 million Americens visit cybersex sites between 110

bours per week. Another 4.7 willion in excess of 11 hours
per wock {does ao inclnde children who are boooming
addictod).

© 200,000 considered “sex addizis™ cither Jost (seir

mamiage, job, or both.
20 wmilkion people visit sex sites cach mouth
(MSNBCStuafoed Duguerae Survey of 5,265 people, 2060).

37% of pastors say il is 8 currsnt stvgale iCrmisity Tty
Lemdertp Surves, 1220 1)
n

WOMEN AND CYBERSEX
COMPULSIONS

* Women had stightly lower rafe of sexually
compuisive Internet behavior aaxmosumseaDogme sy,
2000

* One out of every six women (17% of U.S.
population) struggles with an addiction

P ap o,
Sept. 0w 2003}

More than 80% of women who have this addiction
take it OfflinG (reer ¥ risman Foman. S 10 200,

n

STUDENTS & CYBERSEX
COMPULSIONS

Students were most at risk for cybersex
compulsions

Due te a combintion of increased access to
computers, more privaie leisure fime, &
developmental stage characterized by increased
sexual awareness & experimentation

0 B o WS o Dusposas S, 20000

34

JUST HARMLESS FUN?

(Pl report ot emowghorg)
A rope with five strands: (No Smoking Gun)

1. Advertising
2. Iapact of seruntty-cricnied busicrses
3. Controlled research studics

4. Correlational ressarch studies

5. Bxperiense of clinical psychologists

(+ xecdotd evidence of psople Whose ives have been harmed)
‘Boough 1 Tooush, 200

LS

1. - Advertising

If images don’t influence behavior, how do we
explain the existence of the advertising industry?

Visual images creale brand images:
~ Macfboto Man, Pepsi Generation, Nike, 1c.

‘What brand of sexuality is pormography
promoting?

Prepared by Donna Rice Hughes
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Overall Messages

* Advertising impacts aftitudes & behavior
+ Sexsells
+ Pornography advertises sex:

- Without celationship

~ Without oommitment

-~ Without consequences

o Damiens P S P, Eoosgs ¥ Snugh. 200, ol gt o mseh okt

¥

Portrayal of Women

+ “The characteristic portrayal of women in
pornography [is] as socially non-discriminating, as
bysterically euphoric in response (o just about any
sexual of pseudosexual stimulation, and as eager
1o accommodate seemingly any and every sexual
request,”

w8 Weyach, 1904)

Pornography’s Missing
Messages

STE's: Waiting for the revulis of an HIV test
Unwanted Pregnancy: A girlfriend pregnaat 3% 16

A student frcing prosecution for dalz rape because be
couldn't decode the word “no™

« His partmey, traumatized

Negative impact on famifics and masriages

it Warmdeas P> S Bepor, Easugh e Bnough. 1000, Pl (4pod ¥ mough gt

39

2.- Sexually-Oriented Businesses
(SOB s}

* “You don't need 2 moral micrometer to recognize
the sex industry turned Times Square into a slum.”
Curge WEL Newsweed, 1998
+ Zoning of SORs is constitutionaily permitted
because of “secondary harmful effects.™
-~ Sexual offenses, propenty erimes, decreass i values

+ Ever wonder what causes “secondary harm™?

3. RESEARCH STUDIES

Two types of research on pornography:

1) Controlled research ~ lab conditions, controtled
to neutralize extrancous variables: identifies
causation

Correlational studies - observation of real world
events: identifics comrefation (i.e. that certain
things happen together}, not causation (i.e. that
one thing caused the other)

2

(st Bt ens P Speciel Repart. Eunigl s Z6omgh!. 2000, Fu rpont o esongiary)

4

Controlled Research

* Correct test is the preponderance of the evidence
« Best approaches bring together multiple studies:
- “review studies” (that compare the results of
multi-original rescarch studics)
- “meta-analyses” (that aggregate original studies
mgeeting stringent tests of comparability)

Prepared by Donna Rice Hughes
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Example Review Study

+ 1994 review study of 81 original peer-reviewed
research studics:

« 1995 mots-ansiysis hased on 24 original experimental
studies:

Example Meta-Analysis

~ *The cmpirical research on the effects of 7 - o ikin he potnography
porsagrphy shaws, ﬁmmmymh:!gtmmcy. _ cceperce ol mpe myte”
hat cxposure to these materiaks his @ zegative effoct on comedstion ‘behavior™
aitudzs Toward womee and the perceived likelihood ta
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P
.
o 508 Pt o1
L3
Examples Of Correlational
4. Correlational Studies Studies

+ Must bo used with care, since silent on cassation

+ ACLU asks: “Does pornography cause rape, or are rapists
simply the son of people who fike pornography?*

+ Why don’t they ssk: Does druak driving canse accideats,
or ere reckless drivers siraply the sort of people who Like to.
et toaded?

« Correlation is an acoepied tool as the second blade on the
socisl seience wessarch scissors:

- O thade For cenmality
- One tiade b resl-wand application

+ Oldahoma City: Closed 1350 out of 163 SOBs in five yoars,
reponad rapes daclined 27% in same period, while risiag
19%.in rest of state.

+ Porn eagazives: varions studics fovad “stesng evidencs of
very robust, direcl correlation between cieculation of sax
smagazines {in # statc] md rape r31cs,” ovea after
controlling ot otber vasitbka,

« Rapo has increased by 500% in U.S. sinoe 1960, parallels
growth of, industry
B, Labae, Yok Tyadwle, 20T}

Bt Haalaen Fimi® Specind Report. Eaomgh 1 Bscuph. 1008, P18 raport ol moughorg)
-

5. Clinical Psychologists

+ Furtuos magazive cover story, 571599 ~Addicted to Sex™
described 4 e effects of it

sad prociscuity on individuts wwd busiacsscs st e

- Study of 932 sex sddicts, 90% of toem sad T™% of woaxn
s3id pamogeaphy played ¢ sigaifiosat rolc i their
S4ICHON Pk et wacss cime e ey Pt i, 9937

Dr. Victor Cline, Usiversity of Utah:
.

2
3

. Acting oul- Teadency to sexuslly act-oul behsviors

Four Stage Progression:

Addiction- The need to keep coming back for more
(drug of choice).

Escafation- The need for aore explicit, ronghes &
more devisat images for sume effect.
Dessgsitizasion- Materisl once shocking or taboo &
acceptable,

depicted in pora (promiscuity, boudage, rape. chitd
malestation). Public safety issne,
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Market lllustrates Trend

© The first thres stages describe grecisaly the “progfession”

of the commercial “men’s” megazine over the last thirly

yeurs:

- Penthose 1970 ~ NO full frontsl nudity

- Pemtbouss 2000 - oral sex, vagina! intercousse (PCV),
a0al genseration with object, fomsle ueination.

~ 2001 Vaginal & oral sex too tame-«_progressiod to
apal sex to uwitsin the excilement, Writer Martin
Amis did an imvestigative piece for The Gasrdien
newspaper, 2001,

~ Peuthouse 2001, Bob Guecione explains the grawing
curked for a thing called bokKake ("Facials* with

+ Hormone- Opioids ~ raleased by nerve endings in

Biological Brain Responses

Why? hsprinting
+» Adrenal hormone — Epinephrine - responds to
emotional stimuli by jocking in memories

fesponse 10 pleasure ~ reinfores the body's desire
10 TEpeat the ProCESS aom T Seough it Amakom
Poctoge)

20,
tonltiple males participating). o
“
Factors Particularly Affecting

Children Teenagers

~ Why are there no controlled research studies on + Dr. Jennings Bryant, in a study of 600 American

impact of pomography on children? male and fomale fesnagers, 91% males and 82%

- Becanse they would viokate ethical and professionst females exposed to hard-core pom. Over 66% of

goidelines

~ Edhics] Prisciples of American Psychological
Associstion require “folly informed and competent
devision to participate” with risks “vadersiood by
participants”

males and 4076 of females wanted o fry out some
of the sexual behaviors. 31% of males and 18% of
fomales admitted actually doing some of the
things they had seen in pomography within a fow
days afler SXPOSUTS (visr clis, Remopssefents

100
5 a0
"
Harms to Children
SOl e Aot JUVENILE PERPETRATORS
* Interferes with a child's development and identity = Juveniles-
+ Shapes attitudes and Values * 48% ol oversli solicitations
+ Promotes Desensitization 8% of aggressive solicitations
. + Aduit solicitors-

May incite children to act out sexually against
other children

Typical age of first exposure- § yrs old!
Prodestion, S SN 0. e Xl Warki Lakuw Yook Tyndate, 2007

»

+ Mast of the “adult” solivitors were ages 18-
23

+ 24% of solicitations
+ 34% of sggrossive solicitations

(GFCHEC, Qaline Vickoipiion: A Bupor oa the Hawr's Yootk (Swmpis of 1,501
ot 48 10-1T wha e o galety. Fe 3001}
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Child Rapists THE SEARCH FOR

« Nearly haif of the nation’s child molesters SOLUTIONS

were children oumdai e, mm
= Juvenile sex offender programs:

~22in 1983

Crmmen What should we do?

- m nu‘xw 2002 oo Yoot 14 100 Btson o LR wr vt

ENOUGH I8 ENOUGH'S PUBLIC PRONG

THREE- PRONG SOLUTION

PREVENTION
A shared responsibility between the

Public- Parents, Schools, Libraries, Businesses,
Churches

Technology Industry
Legal Community- Law Enforcement & Public Policy
«Each provides an essential layer of protection

»

ROLE OF PARENTS, TEACHERS, & LIBRARIANS
-Awareness, education and empowerment

-Safety Rules and Software tools- Both are
essential, one without the other is ineffective

-Giov’t can’t parent, & parents can’t enforce the
laws

Techno-Phobic and Internet
Challenged Parents
+ 43% of children who have visited x-rated sites

said they do not have rules about Infernet use at
BOME rmecsor ot 200,

* 62% of parents are unaware that their children had
accessed objectionable Sites cumri o omy oruss)

+ 1 in 2 parents don’t use protective sofhware
Fouyec, 1500

»

PUBLIC LIBRARIES

- Public Libraries had 82 milfion Internet sessions-
annual porn incident rate of between 400,000 and
2 mtilion museos Axas. 00

- 7,000 porn sites accessed in 2 days in Chesterfield,
VA's 9 public libraries. Board of Supervisors
voted to filter all lerminals vee on.
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TECHNOLOGY PRONG

'WHAT CAN THE TECHNOLOGY INDUSTRY DO?
*Develop technological solutions.

“Implement technologicat solutions

“Industry Code of Conduct

*Choose not 1o offer newsgroups offering child
pomography & cbscenity

+Cooperate with faw enforcement

"

Toxic Environment

. How do we protect ourselves, our children,
from the secondary effects in a culture that
atlows such toxic matertal to flourish?

» How do we protect our children from others
who may act out violently against them
because of their own exposure (o
pomography?

Acting Out

LEGAL PRONG

GOVERNMENT & LAW ENFORCEMENT

* 11/9%- }i-year-old Josh bad been looking 2t graphic

violett gam on the Intermet for 20 minstes
irmediately befoco stabling 8-year-old Maddie
Ciifion 10 dearh.

+ §/29/98. 13-year-old (boy) was ia the Phoeuix
Burton Barr Library viewing poes on the Interncs,
He followed a 4-year-old into the batbroom 10d
asked the younger boy ta give him aral sex (mgesec
Avcess, W6,

@

~Aggressive enforcement of current laws (child porn,
obscenity, child stalking laws)

*Federal, State, & Local cooperation & coordination
+Law enforcement training

+The public should not have to shouider the burden of
protecting against illegal content and criminal activity
“

Legislation

~Child Online Protection Act
(COP A)-asuit vetiBerion reuired on porn sives

~Child Internet Protection Act
(CIPA)-reguiren Schonts & Litrasien o ilter

—Loopholes- New Laws and Rulemaking:
Spam, Deceptive Marketing Tactics,
Mousetrapping

COPA Commission
Recommendations twww.copa.arg)

~ Gov'tatall levels should fund, with significant
BOW money, sggressive programs 10 investigate,
prossute and report violations of federal and state
obscenity laws, “including efforts to protect
children from obscenity.”

« Make available a list of [nternet sources {no
images) found to contain child porn and obscenity

+ Pursuant o Congressional rulemaking
enforcement- deceptive, unfair business practices
{mousctrapping, decephive meta-tagging, spam)

a
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National Research Council
Recommendations

* “Vigorous prosecution of obseene material”
* Civil liability
+» Enforcement of record-keeping

Public Support for Enforcement

+ 76% of Americans think Internet porn should be
banned

* The more accessible the medium, the less
perruissible sexually-explicit content should be:

requirements (%5 allowed)
* Streamline process of handling violations ;f;‘f::é,m % i’::‘:;ﬁu%
« New rulemaking (spam, pping) Magazines $5%
@ el
Adult Internet Industry

Wirthlin Survey , 2002

« Eight out of ten Ameticans (31%) believe fodaral laws
against laterset sbsconity showld be vigorously enforced,
2nd sevoa out of ten {70%) belirve that stroogly. A higher

of

pet ge of ppo
federal fawe agsinst Intemet obscenity than wen (0%
versus 72%).

+ On the other band, scven ont of ten Anericans {70%) s3y
they do ot believe these laws are cureatly being
vigorausty euforced.

«

CONference mmmmas

» “Peaches & cream as far as prosecutions™
uader the Clinton administration ewcmbe

Actorey bo Poms Taduslry, CNS News, D24100)
* The industry has enjoyed “benevolent
neglect” under Janet RENG ua viwo vem, 1t

Enough Is Enough!
-Appeal to Law Enforcement

+ Public opinion drives public policy

+ The pornographers have and will contimue to push
1he envelope

« Take back the ground we've fost

« Collective & coordinated united front

» Only prosecution and law enforcement can tarn
the tide
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U.S. SENATOR PATRICK LEAHY

CONTACT: David Carle, 202-224-3693 VERMONT

Statement of Senator Patrick Leahy
Ranking Member, Senate Committee on the Judiciary
Hearing on “Indecent Exposure:
Oversight of DOJYs Efforts to Protect Pornography’s Victims”
. October 15, 2003

Today’s hearing -- which is being billed as an “oversight” hearing - will focus the
Comumittee’s attention again on issues relating to the distribution of pornography. The
Committee has devoted a significant amount of time to this topic, particularly as it relates
to the exploitation of children, and we have become well-versed on the subject. ’

Just last month, the Committee held a hearing on peer-to-pesr networks, which allow
individuals to share files with millions of other users in relative anonymity. Witnesses
testified that these networks are harboring the vilest forms of child pornography and are
increasingly impervious to law enforcement scrutiny.

Eartlier this year, Congress passed the PROTECT Act — which Senator Hatch and I had
developed and refined over the course of several Congressional sessions. Although not
perfect, the PROTECT Act was a good faith effort to provide powerful tools for
prosecutors to deal with the problem of child pornography within constitutional limits in
the wake of the Supreme Court’s ruling on the 1996 Child Pornography Protection Act.
Regrettably, House and Senate Republicans used this bipartisan legislation as a vehicle to
pass controversial sentencing provisions that had nothing to do with protecting children,
and, in the words of Chief Justice Rehnguist, “sericusly impair the ability of courts to
impose just and responsible sentences.”

One of the many positive aspects of the PROTECT Act was its updating of the Victims of
Child Abuse Act of 1990. That legislation requires electronic and remote computing
services to report instances of child pornography to the National Center for Missing and
Exploited Children, and authorizes the Center to forward this information to law
enforcement. The PROTECT Act strengthened the Center’s ability to report Internet-
related child sexual exploitation in the distribution of child pornography, online
enticement of children for sexual acts, and child prostitution.

I am pleased to welcome our witnesses from the Department of Justice, as well as
representatives of local law enforcement and pomography victims. Iam looking forward
to their testimony. One issue I would like to hear discussed is whether the investigation
and prosecution of child pormography cases could be significantly enhanced by greater
participation of local and state law enforcement. They are highly experienced, and their

senator_leahy @leahy.senate.gov

http://leahy.senate.gov/
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involvement would also free up additional Department resources for pursuit of terrorism
cases and other national law enforcement concerns.-

1 also hope the Department witness will answer outstanding questions on the
Department’s efforts under the Victims of Child Abuse Act, as recently amended, to stop
child pornography, especially in the peer-to-peer network context. For instance, I would
also like to have a discussion of the Department’s position on whether these networks are
subject to the pornography reporting requirements,

It has become clear that some peer-to-peer operators take the position that this statute
does not apply to them. I think it is important that we have a clear understanding — and
that these network operators have a clears understanding — about their obligations, and
that we do all that we can under the law to prevent their networks from being conduits for
child pornography and exploitation. Indeed, I have a continuing concern that the
Department has not yet issued implementing regulations updating the Victims of Child
Abuse Act under the PROTECT Act. The Department has yet to provide how Internet
Service Providers should comply with the statute. Inote that I recently sent letters to
Attorney General Ashcroft on this matter, and look forward to his.response.

In the meantime, it would be instructive for us if the Department representatives here
today could discuss what they know about the Department position on the obligation of
P2P networks to comply with this statute, and to what extent the Department is pursuing
matters against these networks as a result of their failure to report instances of child

pornography.

HHERH#
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Testimony of John G, Malcolm
Deputy Assistant Attorney General, Criminal Division
United States Department of Justice

before the
Senate Judiciary Committee

Indecent Exposure: Oversight of DOJY’s Efforts to Protect Pornography’s Victims
October 15,2003

Mr. Chairman, Mr. Ranking Member, and esteemed Members of the Committee:

My name is John Malcolm, and I am a Deputy Assistant Attomey General in the
Criminal Division of the Department of Justice. Among my other duties, I supervise the Child
Exploitation and Obscenity Section (CEOS) and the Computer Crime and Intellectual Property
Section (CCIPS). In addition to pornographic material, which is constitutionally-protected, adult
obscene material and child pornography, which are not constitutionally-protected and which are
illegal, are, unfortunately, pervasive in our society. [ thank the Committee for inviting me to
testify about the Department of Justice's enforcement efforts against those who produce and

disseminate adult obscenity and child pormography.

I The Nature and Scope of the Problem

Let me begin by acknowledging the positive benefits of the Internet, which are too
numerous and obvious to restate here. While there is no doubt that the Internet provides access
to a highly diverse network of educational and cultural content, it is also responsible for the
proliferation of adult and child pormography and obscene material. Indeed, offensive material
that used fo be largely unavailable to average citizens and children is now largely unavoidable.
Far from being hidden in brown paper bags behind the counters of disreputable stores, offensive

material is now readily available 1o anyone with an Internet cornection within a matter of

i
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minutes with a few clicks of a computer mouse, accessed oftentimes by unsuspecting children
and by adults who had no intention to seek such material and no desire to view it.

Qver the last several years, online pomographers have used various technological and
marketing techniques designed to trick both adults and children into viewing their offensive
material. One favorite trick of online pomographers is to send pornographic spam email.
Another is to utilize misleading domain names or deceptive metatags (which is a piece of text
hidden in the Hypertext Markup Language (HTML) used to define a web page) which can
mislead search engines into returning a pornographic web page in response to an innocuous
query. As a result of these deceptive metatags, searches using terms such as “toys,” “water
sports,” “Olsen Twins,” “Britney Spears,” “beanie babies,” “bambi,” and “doggy” can lead to
pornographic websites. Indeed, it has been estimated that ninety percent of children between the
ages of 8 and 16 have been exposed to obscene material on the Internet. Moreover, once an
unsuspecting person is on a pornographic website, online pornographers utilize other techniques
such as “mousetrapping” to prevent that individual from exiting these websites and stopping the
assault of offensive material.

The proliferation of this material and the desire by pomographers to differentiate
themselves in a highly-competitive market have prompted pornographers to produce ever-more
offensive material. In addition to child pornography, pornography depicting and glorifying
bestiality, scatology, and rape are readily available and aggressively marketed.

The harmful effects of obscene material and the victims of this sordid industry are very
real. The images produced promote the idea of sex without consequences, such as unwanted
pregnancies or sexually-transmitted diseases. The victims, usually women, are objectified and
demeaned, presented as completely non-discriminating with respect to the number or type of

2
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sexual partners they have and as being aroused and gratified by being beaten, tortured or raped.
Very few women grow up dreaming of being filmed having sex with an animal or being raped
and beaten by multiple partners, and very few who see these powerful images and absorb the
antisocial values they portray can remain unaffected by them. The negative, lasting impact that
this has on the participants who are in these images, and on the attitudes that are formed by the
predominantly-male viewers who see them, is incalculable.

The negative impact and effects of child pornography, while more readily apparent and
universally-recognized, are too horrifying to think about. Images of young teenagers,
prepubescent youngsters, and literally infants engaging in sex of all types with other children and
adults are readily-obtainable and would make you sick to your stomach.

Because the Internet has popularized the trade in child pornography, there has been a
surge in demand and a corresponding surge in production of child pornography. A recent study
by the National Society for the Prevention of Cruelty to Children (“NSPCC”) indicates that
approximately 20,000 images of child pornography are posted on the Internet every week, We
see younger and younger children depicted in these images. Indeed, the recent NSPCC study
indicates that about half of new images appearing on the Internet depict children between the age
of nine and twelve, and the rest are younger.

As with obscenity, the trend with respect to child pornography is towards more violent
and extreme sexual acts being committed against children. We see “custom-order” child
pornography where consumers request specific types and ages of children to be molested and
photographed or filmed, along with specific sexual directions to the abuser. We see molesters
filming their abuse real-time with webcams and broadcasting that sexual abuse live over the
Internet. Because child sexual abuse tends to occur in the home or other private location by a

3
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person close to the child, the potential for the sexual abuse to span years is great. We must never
forget that each image represents the rape of a child. Each image is a tragedy and a gruesome
memortial of traumé, abuse, powerlessness, and humiliation that will be with that child for the
rest of his or her life.

The Internet has proven to be a useful tool for pedophiles who are able to use it to
communicate with each other, trade images, and encourage each other to continue this deviant
and harmful conduct. Pedophiles also use the Internet to contact unsuspecting children in chat
rooms, to befriend them and engage in sexually-explicit conversations, and, ultimately, to lure
them away from the safety of their homes for illicit and dangerous assignations. In so doing,
pedophiles frequently use child pomography and obscene material to lower the inhibitions of
their victims and to persuade them that adult-child sexual interaction is perfectly acceptable.
Too often, this pernicious ploy works.

The sad reality is that, because the Internet is borderless and seamless and because the
production and dissemination of objectionable material is both pervasive and international in
scope, it is highly unlikely that the Department is ever going to be able to rid our country of
obscene material and child pomography through prosecution alone. Active involvement by
parents and teachers in the activities of children, public awareness of the “dark side” of the
Internet as well as the harm caused by obscenity and child pornography, and development and
deployment of protective software tools and filters are going to be necessary components of any
effective strategy to combat this scourge.

Nonetheless, the Department of Justice is aware that it must do its part. Most Americans
do not want their Internet-connected homes to be besieged by an avalanche of obscene material
and child pormography and overwhelmingly support law enforcement efforts to protect them and

4
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their children. Protecting women, children, and families is something that we can all agree is a

vital role for government, and that is what the Department is attempting to accomplish.

2. The Department’s Efforts to Combat Adult Obscenity

Attorney General Ashcroft publicly stated that “[tJhe Department ... is unequivocally
committed to the task of prosecuting obscenity” and that federal prosecutors should work
together with CEOS to facilitate “ongoing, systemic and aggressive obscenity investigations and
prosecutions.” Since that time, CEOS attorneys, working with prosecutors in U.S. Attorney’s
Offices around the country, have created an obscenity enforcement strategy and have made
tremendous progress, along a number of fronts, in combating the scourge of obscenity.

In order to aggressively and effectively combat the online distribution of obscenity, the
Department created the High Tech Investigative Unit (“HTIU”). The HTIU, which has been
operational since October 2002, is staffed with computer forensic experts who bring their special
technological expertise to bear against internet-based child pornography and obscenity offenders,
many of whom feel impervious to law enforcement because of the perceived anonymity of the
Internet. Working side-by-side with CEQS Trial Attorneys and federal agents, HTIU’s computer
forensic specialists meet the challenge presented by the use of emerging Internet technology in
the commission of child pornography and adult obscenity crimes and are poised to meet new
challenges that will surely develop as technology evolves,

While not yet fully staffed, the HTIU, working in cooperation with federal law
enforcement agencies, has successfuily initiated and developed several cases and has a number

of matters under investigation. The HTIU continues to leverage its resources in identifying and
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investigating complex online cases which may otherwise escape prosecution due to the technical
challenges involved,

By formal arrangement, the HTTU receives tips from the National Center for Missing and
Exploited Children (NCMEC), Morality in Media (MIM), and the Federal Trade Commission
(FTC) involving child pomography and obscenity offenses. The HTIU is already receiving and
reviewing an average of 120 tips per month from NCMEC and MIM and has direct access to the
FTC’s complaint database. Many of these complaints have been referred for further
investigation. The Department appreciates the efforts of these organizations, and all citizen
groups which report violations of federal law, and hopes to maintain these very beneficial
relationships in the future.

CEOS devised and conducted a Federal Prosecutors Symposium on Obscenity held at the
National Advocacy Center in June 2002. The Attomey General personally addressed the
audience and, via live simulcast, also addressed U.S. Attomey’s Offices throughout the country,
In October 2002, CEOS presented an Obscenity Training Seminar, during which it distributed a
detailed obscenity case digest. A second annual Obscenity Training Seminar began today and
will last the rest of the week. It is through such training of federal prosecutors and agents that
the Department hopes to develop a national strategy and framework for sustained, long-term
enforcement of federal obscenity laws, to complement the anti-obscenity efforts of state and
local prosecutors and investigators.

[ am pleased to state that the Department’s efforts in this regard are starting to bear fruit.
To date, during this Administration, there have been nineteen convictions involving federal
obscenity statutes. Two defendants, including a former police officer, who allegedly distributed
rape videos are on trial right now in federal court in Dallas, Texas. There are three other

6
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obscenity cases that have been indicted, including large-scale distributors of allegedly obscene
material, and approximately fifty federal obscenity investigations are ongoing in districts
throughout the country,

Each investigation is unique and complex, rising or falling based on the facts involved.
Although it is not my purpose today to announce any new targets, nor is it my purpose to
immunize any purveyaors of offensive material from our federal obscenity enforcement efforts,
among the factors we review are the content of the material itself, the size of the distribution
network, how the material is marketed and to whom it is marketed, where the targets are located,
how the material is disseminated, and where the material is disseminated.

Under the Supreme Court’s test for obscenity, first announced in Miller v. California, 413 U.S.
15 (1973}, two of the three prongs call for the application of “contemporary community standards.”
Varying community standards means that a given item may be obscene in some districts but not in
others. For this reason, among others, we work closely with U.S. Attorneys in different districts because
they are in the best position to determine the local standards of the communities in which they live and
work. I would note, however, that those who disseminate offensive material from more permissive
districts into arguably less permissive districts, a matter of particular relevance to those who distribute
such material via the Internet, do 5o at their peril. As the Supreme Court stated recently in Ashcroft v,

American Civil Liberties Union, 535 U.S. 564, 583 (2002):

If a publisher chooses to send its material into a particular community, this
Court’s jurisprudence teaches that it is the publisher’s responsibility to abide by
that community’s standards. The publisher’s burden does not change simply
because it decides to distribute its material to every community in the Nation.

3. The Department’s Efforts to Combat Child Pornography
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While the Department is committed to a renewed enforcement agenda with regard to
adult obscenity, and despite the obvious divergence of federal resources to combat terrorism, the
Department continues to vigorously enforce child sexual exploitation laws. Indeed, according to
the Executive Office of United States Attorneys, in fiscal year 2002, 1199 cases were filed
involving child pornography and child exploitation statutes (a 22% increase from FY 2001).

Internet investigations often uncover large child pornography groups with hundreds and
sometimes thousands of targets. The Internet affords pedophiles the ability to exchange large
amounts of child pormography with large numbers of people with minimal effort. CEOS,
working closely with U.S. Attorney’s Offices throughout the country, is currently involved in
nine significant national operations. These investigations require coordination among law
enforcement agencies, including state and local Internet Crime Against Children (ICAC) Task
Forces , and prosecution entities to ensure the best utilization of our limited resources. Several
of these investigations have identified and rescued child victims. Although these investigations
are ongoing, and some of them are international in scope, several child molesters have already
been apprehended and convicted in this country

In Operation Hamlet, for instance, the Department dismantled an intemational ring of
active child molesters. Many of these criminals were molesting their own children, as young as
14 months old, making their children available to other members of the ring, exchanging images
depicting their abuse, and, in some instances, running a “live-feed” via webcam during their
abuse 50 the other ring members could watch the abuse in real-time. Thus far, thirteen
Americans have been identified as active child molesters and another fourteen have been
identified as child pornography traders. Other countries experienced similar success. Of the
thirteen American child molesters, all but one (who committed suicide) have been indicted

8
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federally (with six convictions obtained thus far). The fourteen Americans identified as child
pornography traders have likewise been targeted for federal charges, with several indictments
already pending.

NCMEC operates two “tiplines” designed to receive complaints of child pornography on the
Internet, receiving hundreds of tips each week. CEOS works closely with NCMEC to ensure that tips,
which are shared with the Federal Bureau of Investigation (FBI), Bureau of Immigration and Customs
Enforcement (ICE), U.S. Postal Inspection Service (USPIS), and U.S. Secret Service (USSS), as well as
state and local law enforcement, are actively pursued. Additionally, acting in coordination with other
law enforcement agencies and NCMEC, CEOS devised and is currently implementing the National
Child Victim Identification Program. Its mission is to gather and analyze intelligence in order to find
and save children who are being sexually abused. Images of child pornography are tracked in the
“database,” which is able to identify images representing fresh instances of abuse. Those images, along
with any intelligence data, are forwarded to law enforcement for priority investigation.

Through passage of the PROTECT Act, Congress, with the assistance of this Committee,
recently provided the Department of Justice with some significant new tools to assist law enforcement in
combating child pornography and thwarting child exploitation. Among its many useful provisions, the
PROTECT Act requires lifetime supervised release for convicted sex offenders, creates a rebuttable
presumption against pretrial release for child rapists/abductors, and eliminates the statute of limitations
for child sex crimes. In addition, the Act improves existing sex tourism laws to target sex tourists and
sex tour operators, limits the bases upon which sentencing judges can downwardly depart in child sex
cases, and creates a “Two Strikes, You're Qut” law for child sex offenders. The Truth in Domain
Names provision, part of the PROTECT Act, criminalizes the use of misleading domain names to attract
persons, and particularly children, to pornographic web sites.

9
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The Department is already making effective use of these tools, as evidenced by the recent
indictments under the PROTECT Act (1) by the United States Attorney’s Office for the Southern
District of New York of John Zuccarini, who is alleged to have created and used over 3,000 misleading
domain names on the Internet with the intent to deceive minors into viewing pornographic web sites, (2)
by the United States Attorney’s Office for the Western District of Washington of Michael Lewis Clark,
who is alleged to have traveled to Cambodia to engage in sexual activity with underaged boys, and (3)
by the United States Attorney’s Office for the District of South Carolina of Joseph Bledsoe for

possession and distribution of child pornography as that term is defined in the Act.

4. Seme of the Challenges We Face

As I have discussed in some detail already, the Department faces many challenges in enforcing
federal child pornography and obscenity laws. Many of these challenges relate to the complexity of
investigating Intemet crimes. Although the Department has made great progress in developing the
technological expertise necessary to successfully investigate Internet cases, such cases can pose
significant difficulties even when law enforcement has the necessary technical expertise. For example,
it is often difficult to obtain records from Internet Service Providers (ISPs) which can assist law
enforcement officials. There are literally thousands of ISPs, and each has a different policy regarding
record retention. Some keep detailed records for long periods of time, usually to meet their own security
needs, while others do not keep detailed records or retain them only for short periods.

Several of the statutes that we utilize have come under constitutional attack, which could
significantly affect our ability to pursue obscenity violations and protect children from sexual

exploitation. One such statute is the Child Online Protection Act (COPA) (codified at 47 U.S.C. § 231),
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which was enacted by Congress in 1998 to protect children on the Internet from obscene content and
content that is “harmful to minors.” COPA was Congress’ second attempt at protecting children from
harmful content on the Intemet. The first attempt, the Communications Decency Act, was struck down
as unconstitutional by the Supreme Court. As of today, there is an injunction barring the Department’s
enforcement of the challenged COPA provisions, and the Department is seeking the Supreme Court’s
review of the Third Circuit’s decision striking down the statute. Another lawsuit challenges the use of

the traditional Miller obscenity standard in Internet cases, alleging that applying local community

standards to Internet content (which has no boundaries) renders the statute unconstitutionally overbroad.

See Barbara Nitke, et al. v. Ashcroft, 01 Civ. 11476 (S.D.N.Y. Dec. 14, 2001).

Conclusion
While we are addressing these challenges, we are under no illusion that they will be easy to
overcome or that we will not face additional challenges in the future, particularly as new technologies
emerge. Nonetheless, despite these and future challenges, the Department of Justice will do everything
within its power to curb the proliferation of obscene material in our society and protect children both at
home and abroad from the predatory activities of pedophiles.
I would like to thank you again for inviting me to testify on behalf of the Criminal Division of

the Department of Justice, and I look forward to answering your questions.
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STATEMENT OF INSPECTOR IN CHARGE LAWRENCE E. MAXWELL
OF THE
UNITED STATES POSTAL INSPECTION SERVICE

Before the
United States Senate
Committee on the Judiciary
Hearing on “Iindecent Exposure: Oversight of the Department of
Justice’s Efforts to Protect Pornography’s Victims”

QOctober 15, 2003

Goaod afternoon Mr. Chairman and members of the Judiciary Committee. | am
Lawrence Maxwell, inspector in Charge for the Fraud and Dangerous Mail
Investigative programs of the U.S. Postal Inspection Service. My management
responsibilities include the oversight of our child exploitation and obscenity
investigations and programs. Thank you for holding this hearing on the topic of
pornography and its effect on victims and society, and in particular, our children. it
is an honor to appear before you today to discuss the important role of the Postal
Inspection Service, both past and present, in combating obscenity and child
pornography through the mail.

The U.8. Postal Inspection Service

As one of our country's oldest federal law enforcement agencies, founded by
Benjamin Franklin, the United States Postal Inspection Service has a long, proud
and successful history of fighting criminals who attack our nation's postal system
and misuse it to defraud, endanger, or otherwise threaten the American public. For
over 250 years, Postal inspectors and our predecessors have investigated criminal
offenses. From embezziements in the colonial post offices to mail train robberies in
the 1800s, from the major fraud cases in the 1900s to the mailing of deadly
anthrax in 2001, Postal Inspectors have worked diligently to ensure America’s
confidence in the mail.

Postal Inspectors tenaciously investigate any criminal offense involving the mail or
postal systems. We carry firearms, make arrests, execute federal search warrants,
and serve subpoenas. In carrying out our mission, Postal Inspectors work closely
with the Department of Justice and all United States Attorneys offices; other
federal and local law enforcement agencies; and local prosecutors to investigate
cases and prepare them for court. To effectively enforce over 200 federal laws
covering investigations of crimes that adversely affect or fraudulently use the U.S.
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mail and postal system, there are approximately 1,900 Postal Inspectors stationed
throughout the United States, Puerto Rico, Guam, the U.S. Virgin Islands, and
Germany, as well as at interpol Headquarters in Lyon, France, and at Universal
Postal Union Headquarters in Berne, Switzerland.

History of Postal inspectors and Obscenity Investigations

Postal Inspectors have investigated obscenity offenses for well over a century. In
the 1860s and 70s, Post Office Special Agents, as Postal inspectors were calied
then, had to deal with European smut peddlers who were invading American
shores with obscene material. in 1873, Congress passed a law banning the use of
the mail to distribute obscene material. This legislation was known as the
Comstock Act, named for Post Office Inspector Anthony Comstock, who drafted
the bill and urged its passage. It was a forerunner o the current postal obscenity
statute (Title 18, United States Code, Section 1461).

The Postal Inspection Service investigates any criminal offense involving the mail,
including violent crimes, theft, fraud, narcotics trafficking, mail bombs, money
laundering, and even terrorism. We are also responsible for protecting employees,
postal assets, and the public. Because we must address such broad
responsibilities with limited personne! resources, there are only about 50 Postal
Inspectors nationally who specialize in child exploitation and obscenity
investigations. Despite this relatively small number of investigators, our success in
this area has been significant.

Child Exploitation and Obscenity Investigations

While over the years child pornography offenses were, as a matter or course,
investigated along with other obscenity matters, increased public concern over this
material resulted in the United States Congress enacting the Sexual Exploitation of
Children Act in 1977 (Title 18, U.S. Code, Section 2251-2253). This was the first
federal faw specifically designed to protect children from “commercialized” sexual
exploitation, It was the culmination of years of effort by Congress, the Department
of Justice, concerned members of the public and the law enforcement community
to take action against the pernicious effects of pomography and the sexual
exploitation of children.

In support of the new legislation, the U.S. Postal Inspection Service was the first
federal law enforcement agency to begin aggressively identifying, targeting and
arresting commerdial child pornography distributors. The mail was a preferred
means to traffic in this illicit material because of the security, reliability and
anonymity it can provide. Use of undercover operations that were designed to
ferret out these mail-order child pornography dealers proved to be most effective,
and offenders were arrested and convicted under the new federal laws. During the
course of conducting investigations into the commercial sale of child pomography,
Postal Inspectors began encountering and arresting more and more actual child
molesters—those producing the illegal material—along with their child victims.
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On May 21, 1984, six years after the enactment of the first federal child
pornography statutes, President Ronald Reagan signed into law the Child
Protection Act of 1984. This 1984 Act amended the original Act and created some
new statutes, putting more “teeth” into the federal anti~child pornography laws. This
Act recognized that any person trafficking in child pomography, not only people
selling child pornography for profit, should be brought to justice.

In 1985, President Reagan called upon Attomey General Edwin Meese to create a
panel to examine the effects of pornography, and child pornography in particular,
on American society. The Commission on Pornography, as it was known,
comprised a chairman and ten members. The Commission had several full-time
staff investigators, one of whom was Postal Inspector Daniel Mihalko. Inspector
Mihalko currently serves as the Inspector in Charge of Congressional and Public
Affairs at our National Headquarters. Today, most of the recommendations made
by the Attorney General's Commission on Pornography back in 1986 have been
put into place. Over the past 17 years, since the Commission concluded its work,
Congress has continually passed new legislation to better protect our children and
ciose all possible loopholes in existing laws. Speaking on behalf of all the men and
women of the Postal Inspection Service, we thank you for all that you and other
members of Congress have done to make our world a safer place for kids.

In 1986, the Postal Inspection Service took advantage of the new laws and worked
in concert with the Department of Justice to launch a proactive undercover
operation, targeting for investigation persons across the country suspected of
trafficking in child pornography. This nationally-coordinated investigation was
known as Project Looking Glass. A total of 235 search warrants were obtained and
served throughout the country, resulting in the arrest and conviction of 165 child
pornographers, many of whom were found to be molesting children.

In 1987, the Department of Justice asked the Postal Inspection Service to take a
leading role in the enforcement of federal obscenity law, specifically to investigate
large mail-order companies distributing obscene materials in violation of federal
statutes. Many of the companies investigated routinely mailed unwanted sexually-
oriented advertisements into the homes of citizens, generating a public oufcry for
action. The operation was known as Project Post Porn and ultimately led to 50
indictments and convictions in 20 federal judicial districts. Over $5.2 million in fines
were levied by the courts.

Following on the success of Project Post Porn, the Postal Inspection Service was
again asked in 1991, by then Assistant Attorney General Robert Mueller, to
conduct another series of obscenity investigations. This investigative operation
was launched in 1992 and was known as Project Mail Pom. Although a number of
obscenity dealers were convicted, the success of Project Mail Porn did not equal
that of the earlier Project Post Porn. Due to a change in the priorities of federal
prosecutors as a result of an Administration change, many of the cases being
investigated were never charged.

-3-

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00331 Fmt6601 Sfmt6601 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.252



VerDate Aug 31 2005

324

In 1996, Postal Inspectors dismantled a $500,000 a year mail-order child
pornography enterprise. The San Diego based company, Overseas Male, was the
largest commercial child pornography business known at that time. After putting
the company out of business and arresting the principals, Postal Inspectors again
worked with the Department of Justice's Child Exploitation and Obscenity Section
to design and implement a proactive undercover operation targeting some of the
more egregious violators and customers of Overseas Male. The operation was
dubbed Project Special Delivery, and in the end, over 135 search warrants were
obtained and served and more than 100 individuals were arrested and convicted.
Again, many of the people identified through this child pomography investigation
were also child molesters.

Recognizing a need to factually demonstrate the correlation between child
pornographers and child molesters, the Postal Inspection Service began compiling
statistical information from our case work in 1997. Hard data has confirmed what
we, as investigators, intuitively knew: there is a direct comrelation between
traffickers of child pormography and child molesters. In fact, our data has revealed
that at least one in three suspects arrested for child pornography offenses by
Postal Inspectors has also sexually abused children. Since 1997, 757 child victims
have been identified and rescued from further abuse as the resuit of Postal
Inspectors’ investigations. That is why such crimes continue to be one of our top
investigative priorities.

Child Exploitation and the Intermnet

Use of the mail to traffic in child pornography, or otherwise sexually exploit
children, continues to be a significant problem in our society. But nothing has aided
the spread of child pornography as much as Internet communications. More and
more child molesters and pornographers have become computer-literate and have
turned to cyberspace to seek out potential victims, communicate with like-minded
individuals, and locate sources of child pornography. Over the last several years,
there has been a dramatic increase in the number of unlawful computer
transmissions and ads for child pornography on the Internet that occur hand-in-
hand with trafficking of child pornography videotapes and computer media through
the mail.

In 1997, 33 percent of child exploitation cases investigated by Postal Inspectors
also involved computers. Now, approximately 70 percent all of our child
exploitation cases involve electronic communication in addition to postal violations.
The instant file-sharing, e-mails, peer-to-peer networks, newsgroup postings, and
aggressive marketing by child pornographers have made the trafficking of this
material easy, quick, and virtually anonymous.

Perhaps, no other single child exploitation case has been as successful as the
investigation of Landslide Productions, a company that was located in Ft. Worth,
Texas. The investigation led by Postal Inspectors began in 1999. it was known as
Operation Avalanche and was worked in partnership with the Dallas Police
Department’s Internet Crimes Against Children (ICAC) Task Force. Our
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investigation unraveled and shutdown a multi-million doliar web-based child
pornography business. In one month alone, the company grossed in excess of
$1.4 million through subscription sales to child pormography websites. Again,
throughout this investigation, trial attorneys from the Child Exploitation and
Obscenity Section of the Department of Justice provided legal advice and
guidance, working hand-in-hand with Postal Inspectors and ICAC Task Force
representatives as the case expanded. Landslide’s principal owner, Thomas
Reedy, received an unprecedented 180-year sentence in federal prison. Nearly
200 spin-off investigations were initiated here in the United States and over 4,000
searches have now been carried out in other countries, making this the largest
global action ever undertaken against child pornographers.

In another chilling case, last year, Postal Inspectors arrested an Ecuadorian
national in Miami Beach, Florida, for using a commercial mail receiving agency
address to sell child pornography videotapes and DVDs to customers throughout
the United States. Qur investigation determined the suspect produced the child
pornography that he sold, sexually abusing well over 175 minor females.
Tragically, this suspect is HIV positive. He remains in federal custody and is
scheduled for trial later this year.

In an effort to educate the American public and reduce the incidence of child
sexual abuse and exploitation, the Postal Inspection Service partnered with the
National Center for Missing and Exploited Children (NCMEC) in a national crime
prevention initiative designed to raise the public's awareness about the online
victimization of children. This initiative centered on a simple, yet powerful, poster
that was created and distributed for display in each of the 38,000 postal facilities
nationwide. The poster presents the results of this first scientifically based naticnal
research studying the risks faced by children on the Intemnet and provides an easy
reporting mechanism for such incidents through the NCMEC’s Cyber Tipline.

Since the enactment of the Federal Child Protection Act of 1984, Postal Inspectors
have conducted investigations resulting in the arrests of more than 4,000 child
molesters and pornographers. The Postal Inspection Service is committed to this
work and we remain steadfast in our determination to identify, investigate, and
bring to justice those individuals who sexually abuse and exploit children.

In recognition of our work to combat the sexual exploitation of children, Postal
Inspectors have been recipients of the prestigious National Missing and Exploited
Children’s Awards in each of the last five years for their exemplary investigations.
In three of those years, Postal inspectors have been named Officer of the Year. No
other agency has achieved such acclaim. The awards are presented during a
Congressional Breakfast and Awards Ceremony here on Capitol Hill each May.

Adult Obscenity Investigations

In addition to targeting the producers and consumers of child pornography, we also
investigate commercial distributors of materials that violate the federal obscenity
laws. Our efforts in these most recent investigations mirror the prosecutive climate
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of the respective federal judicial districts. Our obscenity investigations are
conducted in total partnership with the Child Exploitation and Obscenity Section
(CEOS) of the Department of Justice and with the individual United States
Attomeys offices where the cases are charged.

In the past, obscene materials involving the actions of consenting adults had to be
specifically sought out by the people that wanted them, and there were typically
some efforts to restrict access by minors. As Intermet use has become
commonplace, the purveyors of these materials have begun to aggressively
market their products. It is difficult to maneuver through the Internet, or even
maintain an e-mail account, without being bombarded by offers of the most
graphic, vile, and obscene sexual materials. Flashing banner advertisements,
spam e-mails, and a creative variety of other marketing methods invite any Internet
user to the pornographic and obscene products. The websites boldly offer images
of teen and pre-teen sex; individuals engaging in sexual activity with animals
(bestiality); brutal sexual violence including rape and genital mutilation; and,
sexualized behavior involving defecation and urination. Unfortunately, much of this
purchased material, videotapes, and DVDs is distributed via the U.S. Mail, in
violation of federal law.

Today, the offers are not limited to those adults who specifically seek them—they
are virtually unavoidable for any Intemet user, including chiidren. Numerous
pornographers have intentionally acquired seemingly harmless internet domain
names that are especially likely to invite children. They have also acquired domain
addresses similar to popular mainstream websites in an intentional effort to snare
individuals who mistype Internet addresses.

Earlier this year, Congress enacted and the President signed into law the Truth in
Domain Names Act, under the PROTECT Act, which made it illegal to knowingly
use a misleading domain name on the Internet with the intent to deceive a person
into viewing material constituting obscenity, and a crime to knowingly use a
misleading domain name with the intent to decsive a minor into viewing “material
that is harmful to minors” on the Internet.

In the very first federal prosecution under this new law, originating in the Southern
District of New York (SDNY), one notorious Internet operator, John Zuccarini
stands accused of registering at least 3,000 Intemet domain names that included
misspellings and slight variations of popular names like “DisneyLand,” “Nsync”,
“Teletubbies,” “Britney Spears,” “Bob the Builder,” and “Yahoo.” Zuccarini earned
up to a million dollars per year from ieasing these domain names to
pornographers. Inadvertent typing mistakes by children and others with no intent of
accessing Intemet pornography led directly to obscene materials. The Federal
Trade Commission received numerous complaints from consumers who had
unintentionally accessed websites controlled by this individual and were suddenly
barraged by pornographic materials through a practice commonly referred to as
“mousetrapping.” Attempts to exit the websites often opened additional
pornographic websites, and many users had to shut down their computers io
escape the onslaught of sexually-graphic material. The FTC began civil actions,
and requested the assistance of the Postal Inspection Service to pursue a criminal
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investigation. We did, in cooperation with United States Attomey James Comey
(SDNY), and we arrested the defendant in his hotel room in Florida last month.

The tactics currently used by obscenity dealers are so outrageous that they appear
to operate under an assumption of impunity and social acceptance. We believe the
community disagrees, and the recent prosecutions and jury convictions support
our investigative prionities. Since so many of the businesses use the mail to
distribute videotapes, printed materials, and computer media, we have not, and will
not, hesitate to pursue investigations that lead to criminal prosecution of individuals
and companies violating federal obscenity law.

A few of our recent investigations are summarized below.

» A ftrial is set to begin this month for a former Dallas, Texas, police officer
and his wife on charges stemming from the mailing of obscene matter. The
couple owned, managed and maintained a website named "The Rape
Video Store,” where they offered obscene video tapes depicting rape
scenes, which they categorized on the website as the "Real Rape Video
Series" and the "Brutally Raped Video Series." This case was investigated
jointly by Postal inspectors and the Federal Bureau of Investigation (FBI).
As with other obscenity investigations, we pursued this investigation in a
much-valued partnership with the Department of Justice Child Exploitation
Obscenity Section (DOJ-CEOS).

+ On August 6, a ten-count federal indictment was returned against Extreme
Associates of North Hollywood, California, and its owners, at Pittsburgh,
Pennsylvania, following a seven-month investigation conducted by Postal
Inspectors and detectives of the Los Angeles Police Department. The
charges result from the company’s distribution of obscene videotapes and
DVDs depicting rape and violent sexual abuse to individuals through the
mail and to wholesale distributors throughout the United States. The
videotapes and DVDs included ftitles such as, “Forced Entry—Director's
Cut” and “Extreme Teen #24.” This case is also a result of our partnership
with the DOJ-CEOS, and is being prosecuted by the office of Western
District of Pennsylvania United States Attorney Mary Beth Buchanan.

+ Four individuals pled guilty to federal obscenity charges on August 25 in
Beckley, West Virginia. The investigation by Postal Inspectors, working with
the Department of Justice, Child Exploitation and Obscenity Section,
determined their company, using an internet website, conducted business
from Lewisburg, West Virginia and Quitman, Georgia. The company
distributed video tapes and DVDs by mail that depicted graphic and
sexually explicit scenes of defecation and urination. Visitors to the website
now find the official seals of the Postal Inspection Service and the
Department of Justice, with this message displayed as notice and warming:
“The website formerly known as ‘www.girlspooping.com’ has been forfeited
to the United States Government pursuant to the prosecution of the
website’s owners and operators for violations of federal obscenity laws,
including mailing obscene matters and conspiracy to use the Internet for
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the purpose of sale and distribution of obscene material, pursuant to 18
United States Code Sections 1461 and 371.”

« In 2000, Postal Inspectors investigated a Florida company known as New
Technology that was responsible for mailing out particularly offensive
videos depicting males and females engaging in sex acts with dogs,
horses, goats, and eels. They also advertised and sold an assortment of
rape re-enactment videos. New Technology purchased large mailing lists
and sent unsolicited advertisements to citizens all across the country. A
United States Magistrate Judge in Houston received one of these
solicitations, and immediately contacted Postal Inspectors. Following an
undercover investigation, Postal Inspectors executed a search warrant on
the offices of New Technologies and seized videotapes, computers, and
business records. In the ten months preceding the search, the business
made more than a million dollars in sales for their bestiality videos. Guilty
pleas for mailing obscene materials were cbtained from the two owners of
the business and their company.

o The owner of an Internet website, Taboomovies.net, was successfully
prosecuted in the Eastern District of Kentucky (EDKY) last December
following and investigation into the distribution by mail of obscene
videotapes. The videotapes that were sold depicted rape scenes, bestiality,
and extreme physical and sexual abuse, including the mutilation of
women's genitals. The investigation was carried out by Postal Inspectors
and prosecuted by the U.S. Attorney’s office for the EDKY, in cooperation
with the CEOS/DOJ. The individual was recently sentenced to six months
in prison and ordered to pay a $2,500 fine. The defendant received a
downward departure from the sentencing guidelines due fo his significant
cooperation with the government that has led to a number of new
investigations.

Currently, we have ongoing obscenity investigations being conducted in a number
of states, from coast to coast, and more federal prosecutions can be expected.
You can also be certain that the Postal Inspection Service will continue to work
with all other federal, state, and local law enforcement agencies, and the
Department of Justice to aggressively investigate, arrest, and seek prosecution of
those individuals who use the mails to traffic in child pornography and obscene
materials.

Senator Hatch, the U.S. Postal Inspection Service applauds your support of the
law enforcement community in this fight.

I would be happy to answer any questions that you have at this time.
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Testimony of Detective Steven Takeshita (LAPD) before
the Senate Judiciary Committee
on the
“Indecent Exposure: Oversight of DOJ’s Efforts to Protect
Pornography’s Victims”

Good afternoon honorable ladies and gentlemen of the Senate
Judiciary Committee. 1am Detective Steven Takeshita and I am
the Officer-In-Charge of the Pornography Unit at the Organized
Crime and Vice Division of the Los Angeles Police Department.

Before 1 begin, I would like to thank the Honorable
Committee for their invitation to provide, which I hope, will be
useful testimony about the pornography industry. I am a twenty-
five year veteran of the department and I have been investigating
the distribution of obscenity for the past eighteen years. [ have
developed my expertise over the years by working with more
experienced officers and by obtaining first hand experience as the
undercover operative in a joint investigation with the Federal
Bureau of Investigation (FBI) into the nationwide distribution of
obscenity.

In the 1950°s, the Los Angeles Police Department formed the
Pornography Unit when it became aware that the pornography
industry was developing its base in the Los Angeles area. The
duties of the unit were to monitor the distribution of pornographic
material and to prosecute the illegal distribution of obscenity as it
affected the quality of life to the citizens of Los Angeles.

During this time period the adult industry was taking
advantage of the resources available in the Los Angeles area for
their productions. The hopeful actors and actresses and the support
personnel were all willing to participate in the industry to meet
their basic financial obligations. Because of the wide variety of
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scenic locations and great weather both the general and adult film
industries favored the Los Angeles area. They could film a
mountain, desert or beach scene, all in one day, an ideal
environment for filming.

The industry has progressed from the “TJ Bibles” (sexually
explicit pocketbooks bought in Tijuana) and 8mm films to the
DVD and Internet. The Internet has been referred to as the Wild
West of the 90°s. This Wild West of the 90’s has progressed to the
point where the average distributor on the Internet, thinks that they
are immune from prosecution because of the Internet. The Internet
is just a vehicle for distribution. For example, if [ were
telephoning a minor to entice the minor for sexual activity there
would not be a difference than if I chatted on line for the sexual
activity with the same minor. It is just a vehicle for the illegal
activity.

This vehicle has posed new investigative methods. No
longer do we respond to an advertisement in the local adult
periodical to find the distributor in our backyard. Now our
response maybe directed to a city across the nation or even to a
foreign country. Since our investigations deal directly with a
person’s First Amendment Rights, all of our investigative evidence
is acquired with either a Search Warrant or a consent search. No
longer can we establish agency liaisons only within our own
county, but now we need to network with agencies across the
nation and sometimes worldwide. These liaisons are critical for
our surveillances and Search Warrant endorsements.

The Los Angeles area is no longer the base of distribution for
90% of the adult product within our nation, as it was in the earlier
years. The increased use of the Internet has made the distribution
of obscenity a national problem. The extreme adult product
distributed now days was self-banned by the adult industry at large
only ten years ago. The recent lax in federal and local prosecution
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of obscenity has brought forth the courage in the adult industry to
produce this extreme sexually explicit product. The adult industry
must produce different types of products to encourage the
consumer to continue in the purchasing of their product. The tight
competition for the consumer dollar has encouraged the major
adult industry producers to venture to the edge of the envelope
with the distribution of some of the most extreme sexual product.

We have the laws in place to protect the abuse the women
endure during the filming of these extreme sexual videos. We
have the laws in place to protect the exposure of this type of
product to our children. We have the laws in place to create a
better quality of life for our citizens. We need the assistance of the
federal government to prosecute the violators of the statues that
Congress have enacted to put the welfare of our communities as
one of our priorities.

Most recently, the Western District of Pennsylvania, United
States Attorney Mary Beth Buchanan and her staff, the Child
Exploitation and Obscenity Section (CEOS) of the United States
Department of Justice and the United States Postal Inspection
Service have investigated and also provided assistance to our
investigations into the distribution of obscenity. These entities
have been very supportive and taken the lead into investigating the
distribution of obscenity.

What we need to do today is for all law enforcement agencies
to prosecute aggressively any violator of the distribution of
obscenity within their investigative jurisdiction to the maximum
penalty.
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The First Amendment is listed first, because our Forefathers
felt its importance. The adult industry tries to hide behind the First
Amendment in the distribution of their product. The Supreme
Court has ruled that the First Amendment does not protect
obscenity.

Thank you honorable ladies and gentlemen of the Senate

Judiciary Committee for providing me this opportunity to testify
before you.
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Mr. Chairman and Members of the Committee:

Obscenity is a crime and deserves to be prosecuted to the fullest extent of the law. It has been an
offense to traffic in obscenity since the beginning of our Nation and is still a crime under Federal
law and the laws of nearly every State. Because it is a crime and because organized crime has
always played a dangerous role in controlling the porn syndicates that make and distribute hard-
core pornography, I believe obscenity should be treated as any other serious crime and
prosecuted in persistent and fair fashion, consistent with the Equal Protection Clause that should
insure that all violators share an equal chance at facing justice in the courts of law. I also agree
with the Congress and the State Legislatures that obscenity and its modern extreme form known
as child pornography are not victimless crimes and contribute to anti-social conduct, sex crimes,
deterioration of neighborhoods, and influence attitudes and activities among men, women, and
children that contribute to a lack of respect for human dignity, personal privacy, mutual rights,
and personal safety.! As the Supreme Court said in the Paris Adult Theatre case in 1973, “The
sum of experience. ..affords an ample basis for legislatures to conclude that a sensitive, key
relationship of human existence, central to family life, community welfare, and the development
of human personality, can be debased and distorted by crass commercial exploitation of sex. ...
The States [and Congress] have the power to make a morally neutral judgment that public
exhibition of obscene material, or commerce in such material, has a tendency to injure the
community as a whole, to endanger the public safety, or to jeopardize, in Mr. Chief Justice

LR D

Warren’s words, the States’ ‘right. ..to maintain a decent society’.

I have been prosecuting obscenity cases for thirty years, since June 21, 1973, when the Supreme
Court handed down the famous Milier decisions and gave us a three-prong test to separate illegal
pomography from expression protected by the First Amendment. I was a law clerk in the
Cleveland Prosecutor’s Office and was asked that day by the Chief Prosecutor to read the new
opinions and see how they would change how that office prosecuted its obscenity cases. Over
the next five years, I would handle over 600 obscenity cases, obtain over 450 guilty pleas, and
see jury convictions in ali but two of at least 38 obscenity jury trials in Cleveland Municipal
Court. Between 1976 and 1981, we would also prevail in over 100 obscenity law appeals,
including before the Supreme Court of Ohio, the U.S. Court of Appeals for the Sixth Circuit, and
the Supreme Court of the United States. The Cleveland Police brought cases against all known
employees of all the hard-core obscenity outlets and against all types of the hard-core
pornography sold and the City’s prosecutors brought those cases into the courts. Because of my
having learned this field of prosecution under a policy of full and fair law enforcement, I have
continued to prosecute and assist in the prosecution of obscenity, child exploitation, prostitution,
and related vice crimes as both a special prosecutor for counties and cities across the Country
and as a federal prosecutor for DOI’s Child Exploitation and Obscenity Section from 1989
through 1994. I have now been in about 100 jury trials for such offenses in almost half of the
States. I have heen in state and federal courts in big cities like Los Angeles, Phoenix, Cleveland,

' In several cases over the past three decades, the Supreme Court and other state and federal courts have recognized
the harmful secondary effects of sexually oriented businesses that specialize in pornography and commercial nudity
and upheld the right of cities and counties 1o enact zoning and licensing ordinances based on reports and studies of
their destructive impact. There are at least forty studies and reports of municipalities and state agencies that have
documented such crime impacts and urban blight, including those reports from such diverse communities as Los
Angeles, Cleveland, New York City, Phoenix, Minneapolis, Indianapolis, Seattle, Oklahoma City, Houston, Dallas,
El Paso, Las Vegas, Alliance, Ohio, Newport News, Virginia, Manatee County, Florida, Adams County, Colorado,
and New Hanover County, North Carolina.

? Paris Adult Theatre I v. Slaton, 413 U.S. 49, at 63, 69 (1973).
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Cincinnati, Las Vegas, Houston, Miami, and Indianapolis, and in smaller communities such as
Fort Wayne, Jeffersonville, Concord, Horry County, South Carolina, and Brazos County, Texas.
On occasion, some of those obscenity or child porn cases involved extreme forms of what used
to be “underground” materials, such as ABCDE pom (Animals, Bondage, Children, Deviance,
Excretory), but almost all of the cases I had the privilege to act as a state or federal government
attorney have involved hard-core pornography depicting adults engaged in explicit sexual
conduct with “PCV” (penetration clearly visible). This is the “hard-core pornography” that the
“porn syndicates” produce by pimping performers into actual sex acts for money in violation of
state prostitution laws (and often the Federal “Mann Act,” 18 U.S.C. § 2421, et seq., for
interstate travel for prostitution purposes). It is this PCV form of hard-core pornography that has
always been recognized as within the legitimate scope of Federal and State obscenity laws and
prosecutable by prosecutors in any and every jurisdiction in the United States. The porn industry
knows the line well and has, until recently, kept it to itself. Hollywood has never crossed that
line and only the porn syndicate members and their associates have dared to occupy that
territory. It is an objective line that allows prosecution policy to be consistent and predictable
across urban and rural borders and known to the offenders and juries alike. In fact, I suggested
in a law review article that Congress and the States could consider adopting a per se law to
prohibit traffic in “hard-core pornography” that shows penetration clearly visible and lacks
serious literary, artistic, political, or scientific value or purpose.” In light of the rampant and
technologically sophisticated nature of today’s Internet and wireless transmissions of hard-core
obscenity within, into, and out of the United States, it is worth considering whether such a per se
obscenity law for hard-core pornography would be an effective and constitutionally permissible
law enforcement measure for Congress to enact to deter this crime in this modern age.

We applaud the renewed efforts of the Department of Justice to begin again to enforce Federal
obscenity statutes against this criminal activity and we will continue to encourage the Criminal
Division’s Child Exploitation and Obscenity Section fo take on the challenge and privilege of
enforcing these laws against the unlawful traffic in obscenity over the Internet, over the airways,
in America’s cities, and at our borders.® The Attorney General has repeatedly stated his intent
and policy of full enforcement of Federal obscenity laws, as well as increased enforcement of
child exploitation and trafficking laws, both in his public addresses and in his policy statements
to the Department and the United States Attorneys. His word must not be allowed to fail and
their recent efforts must be continued *“to the fullest extent of the law.” It has taken some time
for the Department to re-staff CEOS, train the new federal prosecutors, and begin co-training
with U.S. Attorneys offices and federal law enforcement investigators at the U.S. Postal
Inspection Service and FBI. The first federal obscenity cases in a decade have been indicted this
year. These efforts must be continued and supported so that this crime may be successfully
prosecuted for the benefit of the next generation of our children, grand-children, spouses,
families, and victims. The specialized First Amendment sensitive and industry specific training
and experience sharing must continue among federal and state prosecutors and police agencies.
Federal resources should be strengthened by funding and implementing the 25 additional

? Taylor, Bruce, University of Michigan Journal of Law Reform, "Hard-Core Pomography: 4 Proposal for a Per Se
Rule”, 21 U. Mich. J.L. Ref. 255-82 (1988).

4 As noted by the Supreme Court in Roth v. United States, 354 U.S. 4786, at 485 n. 15 (1957), and New York v.
Ferber, 458 U.S. 747, at 754 (1982), there is an international Treaty that can be used by U.S. and other Nations to
cooperate in identifying and prosecuting obscenity offenses. The original Treaty is called “Agreement for the
Suppression of the Circulation of Obscene Publications”, signed at Paris, May 4, 1910. In the U.8,, it is reported at
37 Stat. Pt. 2, p. 1511, Treaties in Force 209 (U.S. Dept. of State}, Treaty Series 559. The 1949 Protocol transferred
the recording and tracking functions to the United Nations. There are now over 130 signatory countries.
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prosecutors that Congress provided for CEOS as part of the PROTECT Act of 2003 to handle
obscenity and child exploitation cases. Federal and State efforts could also be dramatically
increased by regular appointment of local assistant district attorneys and county prosecutors as
cross-designated special assistant United States Attorneys to work on federal felony obscenity
cases in the Federal courts, to complement or take the place of state law prosecutions (that are
sometimes felonies, for wholesale promotion or repeat offenses, but often misdemeanors for
retail traffic or first offenders). Joint obscenity and child exploitation, and trafficking seminars
should be regularly held in regional locations across the Country to facilitate knowledgeable,
consistent, and constitutionally sound investigations and prosecutions on both Federal and State
levels. This is a national and international crime that is committed primarily by a syndicate of
hard-core pornographers who supply the obscenity to local pom shops, commercial Websites,
video outlets, and pay-per-view movie services. Effective and fair enforcement of Federal and
State laws requires the latest information and the highest standards of law enforcement to deal
with this complex and widespread criminal enterprise. Existing laws can be effective, if
universally enforced and the public deserves the benefit of those laws and deserves the continued
vigilance of the Congress in keeping our laws up to date and in seeing that they are well and
Jjustly enforced against those who knowingly pander unprotected pornography in violation of
those existing and future laws.

There are three classes of unprotected pornography that Congress and the States have prohibited
from commercial and public distribution under criminal statutes, nuisance abatement statutes,
and civil injunction laws, which are Obscenity, Child Pornography, and Harmful To Minors
pornography.

Obscenity (which may include all hard-core adult pornography) is not protected by the First
Amendment and is unlawful to produce or sell under the laws of most States and is a felony under
Federal laws to transmit or transport by any facility of interstate or foreign commerce.

Obscene pornography is unprotected even for “consenting adults” and the Supreme Court upheld
the right of Congress to declare it contraband and prohibit the use of any means or facility of
interstate or foreign commerce to move or ship any obscene materials. Under existing U.S. Code
sections, traffic in obscenity is a felony offense, such as 18 U.S.C. § 1461 (crime to knowingly
mail obscenity, even for private use, or to mail advertisements for obscenity), § 1462 (crime to
knowingly import/export or ship obscenity by common carrier via ground, air, water, satellite,
Internet, phone, TV, or cable, etc., even for private use), § 1465 (crime to knowingly transport
obscenity, for sale or distribution, across state lines or by any means or facility of interstate or
foreign commerce, §§ 2252 & 2252A (crime to knowingly transport, receive, or possess child
pornography within, into, or out of the United States by any means, including computer, and §
1961, et seq., RICO crime for knowingly using an enterprise in a pattern of obscenity or child
exploitation offenses (including federal and state violations).

The Supreme Court has consistently held that obscenity is not protected speech under the
Constitution and upheld the power of Congress and State Legislatures to prohibit obscenity from
the streams of commerce. “This much has been categorically settled by the Court, that obscene
material is unprotected by the First Amendment.” Miller v. California, 413 U.S. 15, at 23 (1973).
This is true even for “consenting adults.” Paris Adult Theatre v. Slaton, 413 U.S. 49, at 57-59
(1973). “Transmitting obscenity and child pormography, whether via the Internet or other means,
is already illegal under federal law for both adults and juveniles.” Reno v. ACLU, 521 U.S. 844,
117 S.Ct. 2329, at 2347, n. 44 (1997). The “Miller Test” was announced by the Court to provide
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the legal guidelines for determining obscenity under both federal and state laws. See Miller v.
California, 413 U.S. 15, at 24-25 (1973); Smith v. United States, 431 U.S. 291, at 300-02, 309
(1977); Pope v. lllinois, 481 U.S. 497, at 500-01 (1987), providing the three-prong constitutional
criteria for federal and state law enforcement and court adjudications:

(1) whether the average person, applying contemporary adult community standards, would find
that the material, taken as a whole, appeals to a prurient interest in sex (i.e., an erotic, lascivious,
abnormal, unhealthy, degrading, shameful, or morbid interest in nudity, sex, or excretion); and
(2) whether the average person, applying contemporary adult community standards, would find
that the work depicts or describes, in a patently offensive way, sexual conduct (i.e., “ultimate
sexual acts, normal or perverted, actual or simulated; ... masturbation, excretory functions, and
lewd exhibition of the genitals”; and sadomasochistic sexual abuse); and

(3) whether a reasonable person would find that the work, taken as a whole, lacks serious
literary, artistic, political, or scientific value.

Child Pornography consists of an unprotected visual depiction of a minor child under age 18
engaged in actual or simulated sexual conduct, including a lewd or lascivious exhibition of the
genitals. It is a crime under Federal and State laws to knowingly make, send, receive, or possess
child pornography. See 18 U.S.C. § 2256 and 2256A; New York v. Ferber, 458 U.S. 747 (1982),
Osborne v. Ohio, 495 U.S. 103 (1990), United States v. X-Citement Video, Inc., 115 S.Ct. 464
(1994). See also United States v. Wiegand, 812 F.2d 1239 (9" Cir. 1987), cert. denied, 484 U.S.
856 (1987), United States v. Knox, 32 F.3d 733 (3rd Cir. 1994), cert. denied, 115 S. Ct. 897
(1995). In 1996, 18 US.C. § 2252A was enacted to include “child pornography” that consists of
a visual depiction that “is or appears to be” of an actual minor engaging in “sexually explicit
conduct”. Section 2252A was upheld as Congress intended it to apply to computer generated
realistic images that cannot be distinguished from actual photos of real children in United States
v. Hilton, 167 F.3d 61 (1* Cir. 1999), and United States v. Acheson, 195 F.3d 645 (11" Cir. 1999),
but the Supreme Court declared the statute invalid as applied to child pomnography that is wholly
generated by means of computer in Ashcroft v. Free Speech Coalition, 535 U.S. 234 (2002).
Congress then amended that law in the PROTECT Act of 2003, S.151, which also enacted a new
section 18 U.S.C. § 1466A to give greater penalty for obscene child pornography.

Pomography Harmful To Minors (which may include soft-core pornography) is unlawful to
knowingly sell or display to minor children under State laws and under federal law as enacted in
the Child Online Protection Act of 1998 (COPA, 47 U.S.C. § 230), even if the material is not
obscene or unlawful for adults. “HTM/OFM” pornography is known as “variable obscenity” or
what is “obscene for minors™, See Ginsherg v. New York, 390 U.S. 629 (1968), as modified by
Miller, Smith, Pope, supra. See also Commonwealth v. American Booksellers Ass'n, 372 S.E.2d
618 (Va. 1988), followed, American Booksellers Ass’n v. Commonwealth of Va., 882 F.2d 125
(4" Cir. 1989), Crawford v. Lungren, 96 F.3d 380 (9™ Cir. 1996), cert. denied, 117 S. Ct, 1249
(1997). Under the “Millerized-Ginsberg Test,” pomography is “Harmful To Minors” or
“Obscene For Minors” when it meets the following three prong test, as defined by statute and
properly construed by the courts and judged in reference to the age group of minors in the
intended and probable recipient audience:

(1) taken as a whole and with respect to minors, appeals to a prurient interest in nudity, sex, or
excretion (as judged by the average person, applying contemporary aduli community standards
with respect to what prurient appeal it would have for minors in the intended and probable
recipient age group of minors); and
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{2) depicts or describes, in a patently offensive way with respect to what is suitable for minors,
an actual or simulated sexual act or sexual contact, actual or simulated normal or perverted
sexual acts, or a lewd exhibition of the genitals {as judged by the average person, applying
contemporary adult community standards with respect to what would be patently offensive for
minors in the intended and probable recipient age group of minors); and

(3) taken as a whole, lacks serious literary, artistic, political, or scientific value for minors (as
judged by a reasonable person with respect to what would have serious value as to minors in the
age groups of the intended and probable recipient audience of minors).

In addition to criminalizing traffic in obscenity and child pornography for both adults and
minors, Congress has acted to provide further provisions to protect children from exposure to
adult and child pornography, starting with COPA in 1998 to stop commercial porn Websites
from showing free teaser samples of pornographic pictures on their front pages and to require an
adult identifier such as a PIN or credit card number to exclude minors. Congress also required
federally subsidized schools and libraries to use Internet filters to attempt to restrict adult access
to visual images of Obscenity (hard-core pornography) and Child Pornography (sexually
explicit images of minors) and to also try to block pornography that is Harmful To Minors
(“Obscene For Minors™) on terminals while used by minors under 17, as part of the Children’s
Internet Protection Act of 2000, recently upheld in United States v. American Library Ass’n,
529U.8. __, 123 8.Ct. 2297 (2003). Finally, as part of the PROTECT Act of 2003, Congress
amended the Communications Decency Act of 1996 in light of the Court’s 1997 decision in
Reno v. ACLU, and thereby re-instituted 47 U.S.C. § 223 to require Internet sites and providers
to take good faith steps to prevent the knowing display to minors of obscenity or child
pornography.

It cannot be said that Congress has not given law enforcement the tools to protect the public
from the harms of illegal pornography and the intent is clear to continue to maintain and
improve those laws for the good of society and the protection of victims of pornography. It is
essential to preserving respect for the laws of public morality and to do as the Supreme Court
recognized as the “right of the Nation and of the States to mainiain a decent society”, as well as
to protect the next generation of children, women, and men from the harms and addiction of
pornography, that these laws be persistently and consistently enforced against all classes of
offenders who violate our laws and against all classes of unprotected pomography that are
prohibited by those laws, by the prosecutors and police who are charged with the duty and
privilege to enforce these Federal and State laws for the good of all our children and families.

Respectfully submitted,

Bruce A. Taylor

President & Chief Counsel

National Law Center for Children and Families

14:03 Jul 17,2008 Jkt 093014 PO 00000 Frm 00346 Fmt6601 Sfmt6011 S:\GPO\HEARINGS\93014.TXT SJUD1

PsN: CMORC

93014.268



		Superintendent of Documents
	2010-08-18T03:44:29-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




