AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

S. Hrg. 108-602

NOMINATION OF DAVID M. STONE

HEARING

BEFORE THE

COMMITTEE ON
GOVERNMENTAL AFFAIRS
UNITED STATES SENATE

ONE HUNDRED EIGHTH CONGRESS

SECOND SESSION

ON THE

NOMINATION OF DAVID M. STONE, OF VIRGINIA, TO BE ASSISTANT
SECRETARY OF HOMELAND SECURITY, TRANSPORTATION SECURITY
ADMINISTRATION, DEPARTMENT OF HOMELAND SECURITY

JUNE 23, 2004

Printed for the use of the Committee on Governmental Affairs

U.S. GOVERNMENT PRINTING OFFICE
95-192 PDF WASHINGTON : 2004

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2250 Mail: Stop SSOP, Washington, DC 20402-0001



COMMITTEE ON GOVERNMENTAL AFFAIRS
SUSAN M. COLLINS, Maine, Chairman

TED STEVENS, Alaska JOSEPH I. LIEBERMAN, Connecticut
GEORGE V. VOINOVICH, Ohio CARL LEVIN, Michigan

NORM COLEMAN, Minnesota DANIEL K. AKAKA, Hawaii

ARLEN SPECTER, Pennsylvania RICHARD J. DURBIN, Illinois
ROBERT F. BENNETT, Utah THOMAS R. CARPER, Deleware
PETER G. FITZGERALD, Illinois MARK DAYTON, Minnesota

JOHN E. SUNUNU, New Hampshire FRANK LAUTENBERG, New Jersey
RICHARD C. SHELBY, Alabama MARK PRYOR, Arkansas

MicHAEL D. Bopp, Staff Director and Chief Counsel
JOHANNA L. HARDY, Senior Counsel
JOYCE A. RECHTSCHAFFEN, Minority Staff Director and Counsel
JENNIFER E. HAMILTON, Minority Research Assistant
AMY B. NEWHOUSE, Chief Clerk

1)



CONTENTS

Opening statements: Page
SenAator COLLINS ....ooiiiiiiiiiiiiec ettt e e e e et e e e teeeeetaeeesareeeerneaas 1
Senator Lieberman .. 3
Senator Lautenberg . . 5
Senator Akaka ......... . 6
Senator Dayton ..... . 18
SENALOT CATPET ...oveiieiiiieeiiieeeiee et e eetre e et e e e reeestreeestaeeessseeesssseeesssseeesseneens 22

WITNESS
WEDNESDAY, JUNE 23, 2004

David M. Stone, of Virginia, to be Assistant Secretary of Homeland Security,

Transportation Security Administration, Department of Homeland Security:
TESTIMOILY ..eeiiiiieiiiiieeeitee ettt ettt e e et e e et e e st eesabaeesabeeesaaes 8
Prepared statement ...........cccooeviiiiiiiiiiiniiieee e . 29
Biographical and professional information requested of nominees . 33
Pre-hearing questionnaire and responses for the Record ............... . 40
Post-hearing questions and responses for the Record .........ccceeveviiineinennnne. 150

Letter from Peter A. Iovino, Director of Legislative Affairs, with attached

letters clarifying answer to Question 16.a. of pre-hearing questions
from MY, STONE ...ooeeeiiiieiiieeeieeeeee ettt e ere e e e tae e e tee e sareeesnnaeeas 196

(I1D)






NOMINATION OF DAVID M. STONE

WEDNESDAY, JUNE 23, 2004

U.S. SENATE,
COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 11:35 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Susan M. Collins,
Chairman of the Committee, presiding.

Present: Senators Collins, Lieberman, Akaka, Dayton, Carper,
and Lautenberg.

OPENING STATEMENT OF CHAIRMAN COLLINS

Chairman COLLINS. The Committee will come to order.

Good morning. First, let me apologize for the shifting of times in
the commencement of this hearing. We have been trying to coordi-
nate the schedule with the votes on the floor and that explains why
it has gone back and forth. I do appreciate Mr. Stone’s cooperation
in being here and I know that he has been looking forward to this
day.

The Committee on Governmental Affairs is holding this hearing
to consider the nomination of David Stone to be the Assistant Sec-
retary of Homeland Security for the Transportation Security Ad-
ministration.

Since it was created in November 2001, the TSA has made great
strides in improving the security of our Nation’s transportation sys-
tems. These have been particularly evident in the field of aviation
security. With hundreds of commercial airports, thousands of com-
mercial aircraft and millions of passengers passing through our air-
ports each day the job of securing our aviation system has been
and continues to be an enormous task.

Despite the significant challenges facing this young agency, the
TSA accomplished its goal of hiring and deploying more than
55,000 airport screeners by November 19, 2002. The TSA also
quickly expanded the ranks of Federal air marshals, from only ap-
proximately 50 shortly after the September 11 attacks to thousands
now. And it has made substantial progress in its checked baggage
and passenger screening operations.

In addition, the TSA has awarded millions of dollars in grants
for airport terminal security, commenced a pilot program to test
new technologies aimed at monitoring and securing access to con-
trolled areas and begun efforts to conduct vulnerability assess-
ments at certain airports.
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Let me commend you, Admiral Stone, and the hardworking men
and women of the TSA for the remarkable progress that the agency
has made in a very short time.

Despite all this progress, however, there is still significant room
for improvement and much more work that remains to be done. Re-
cent reports by the General Accounting Office, including one re-
quested by our distinguished Ranking Member, make clear that
vulnerabilities persist and systems are imperfect.

The TSA must, for example, increase its efforts to improve the
security of airport perimeters. It must also take additional steps to
ensure the integrity of the one million airport workers who have
full access to sensitive areas. And it faces a particular challenge in
improving security in general aviation.

Understandably, TSA has focused much of its efforts on securing
our airways. The agency has really only begun to address the other
vulnerabilities of our transportation modes such as maritime and
rail. Our Nation’s ports in particular, may well present the greatest
vulnerabilities through the global cargo container system. Approxi-
mately six million cargo containers arrive in U.S. ports each year.
Although our ability to target at-risk containers continues to im-
prove, the potential remains for containers to be used to deliver a
dirty bomb or even terrorists themselves to our Nation’s shores.

Passenger vessels, including ferries, are also considered by some
security experts as possible targets for terrorists. On July 1, the
screening of passengers, cargo and baggage will be required on
ships and ferries under the Maritime Transportation Security Act.
while these measures are intended to improve security on our wa-
terways we must be mindful that these new requirements also en-
tail a significant cost to the industry and its passengers.

TSA and other Federal enforcement agencies must adopt a prac-
tical approach to effectively balance security and efficiency.

Admiral Stone will also be responsible for implementing the new
Computer-Aided Passenger Prescreening System known as CAPPS
II. The TSA continues to face challenges in designing and testing
the system in a way that protects the privacy of personal data of
passengers while targeting those who do require additional scru-
tiny.

Finally, Admiral Stone has reiterated the Department’s commit-
ment to ensuring that every State receives a base level of home-
land security grant assistance. This is critically important to small-
er States like my home state of Maine. We, in Maine, are acutely
aware that two of the September 11 hijackers, including the ring-
leader, Mohammed Atta, started their journey of death and de-
struction from Portland, Maine. Each and every State now requires
a certain level of funding to meet a baseline level of competencies.

The mission of the TSA is by no means an easy one. The chal-
lenges that Admiral Stone will face if confirmed will continue to be
significant and, in some cases, daunting.

I have little doubt however that with his extensive background
and experience with the TSA and the Navy, as well as his lifelong
commitment to public service, that Admiral Stone will continue to
meet these challenges successfully.

Senator Lieberman.
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OPENING STATEMENT OF SENATOR LIEBERMAN

Senator LIEBERMAN. Thanks very much, Madam Chairman. My
thoughts mirror yours to a large extent.

I am glad to welcome Admiral Stone here to thank you for your
long and distinguished record of public service to your government
and also, I suppose, more directly to the American people. You
have had a proud career in the U.S. Navy, during which you dem-
onstrated both a readiness and an ability to protect our national
interests and make America safer.

Since December of last year you have been serving ably as Acting
Transportation Security Administrator and therefore you have cer-
tainly earned our appreciation and respect for your service and
your dedication to our country.

The tasks ahead of you at TSA, as I would guess by now you
know, are truly awesome and will really call on that sense of serv-
ice and dedication. The administrator, in this moment in our his-
tory, has got to be willing to take bold and aggressive actions to
meet the Nation’s remaining and very pressing transportation se-
curity needs. And these are, unfortunately, considerable.

After September 11, obviously our most urgent concern was to
close the growing gaps in air security that allowed the 19 terrorists
to pass through the security gates at those three airports, board
four planes, and use them to destroy human life on a massive
scale. We, in Congress, quickly passed the Aviation and Transpor-
tation Security Act and the Transportation Security Administration
was born.

Since that time, TSA has worked hard to establish a more profes-
sional comprehensive screening process for passengers and their
baggage. And as TSA’s first Federal Security Director at the Los
Angeles International Airport, Admiral Stone, you led the effort to
train and deploy the largest screener workforce in the country. And
you did that ahead of schedule.

But passenger screening checkpoints are, as you know, just one
piece of the transportation security challenge. What of security in
the back parts of the airports, behind the scenes, on the tarmac or
air cargo screening and detection of explosives on passengers?

TSA’s failure to deal thus far with the security challenges in
those areas has, I am afraid, left airline travelers more vulnerable
to terrorist attack than they should be almost 3 years after Sep-
tember 11.

As the Chairman mentioned, earlier this month the GAO did
issue a report that focused on TSA’s responsibilities to secure the
tarmac and the airport perimeter, baggage and cargo handling
areas, entrances and exits used by airport workers and contractors,
and TSA’s responsibility to ensure that airport workers are thor-
oughly screened before they enter those secure areas.

As I am sure you know, the GAO found that the TSA had only
just begun, and in some cases had not yet begun, to fulfill its statu-
tory obligations to safeguard those areas of airports.

TSA has no overall picture of the vulnerabilities and secure areas
at the Nation’s 400 commercial airports, GAO said, nor does it
have a plan for how it will address its responsibilities for the back
of the airport areas.
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Another missing piece in the security picture is adequate anti-
terrorist training for flight attendants. They are, after all, the first
responders, perhaps the first preventers in airplane security. Since
September 11, we have placed thousands of air marshals aboard
planes to protect passengers. Thank God we have. We have hard-
enled cockpit doors and allowed pilots to carry guns to protect them-
selves.

Yet most flight attendants have been left, if you will, virtually
defenseless, at least unprepared to defend themselves and their
passengers. I hope, Admiral Stone, that you will carefully focus on
this gap and work to establish guidelines and timetables so that
flight attendants might learn the basics of self-defense, self-protec-
tion and passenger protection in the event of future hijackings.

If TSA’s work on aviation security is incomplete, the job of secur-
ing other modes of transportation has barely begun. And yet I fear
the Administration has sought very little money to secure our vast
rail networks and the subways and buses used by millions of com-
muters every day that we have seen in other countries unfortu-
nately have become a target of terrorists.

We still need better measures to protect rail shipments of haz-
ardous materials. We need video surveillance, chemical and radio-
logical detection, improved communications and other monitoring
devices to deter potential attacks within our mass transit systems.
The American Public Transportation Association has identified at
least $6 billion in security needs. But local systems need Federal
help to improve their security, and so far the DHS has allocated
only about $115 million to help.

TSA has taken no concrete steps to protect our vast web of oil
and gas pipelines, again as we have seen elsewhere in the world,
targets of terrorists. Given the geographic expanse of this network,
protecting it clearly poses extraordinarily difficult challenges. But
our pipelines must be secure to ensure uninterrupted delivery of
these vital resources and prevent the kind of economic disruption
that we know the terrorists want to bring to our homeland.

Finally, TSA has not yet produced a comprehensive transpor-
tation security strategy for identifying vulnerabilities and putting
solutions in place. This plan has been far too long in the making,
given its importance in establishing the roles and responsibilities
and priorities of your agency. So there is no resting on the laurels
and achievements of improved airline passenger safety, as am sure
you know.

As a matter of fact, as I list the agenda ahead of you of as yet
to be met security challenges in transportation, I must say I not
only admire your record of service in the past to our country, I ad-
mire your willingness to take on this assignment.

And a final word, and I think you know this and I count on you
to carry it through, the TSA administrator, in addition to being the
administrator, also has an important responsibility to be a very ag-
gressive advocate within the Administration and before Congress to
win the funding and support necessary to meet the full range of se-
curity challenges that we face in this new age of terrorism. I know
that you have all that it takes to do that and I look forward to
working with you to assure your success in this new assignment.
Thank you.



5

Chairman CoLLINS. Thank you, Senator. Senator Lautenberg.

STATEMENT OF SENATOR LAUTENBERG

Senator LAUTENBERG. Thank you, Madam Chairman.

Welcome Admiral Stone. We are pleased to see you here. I share
the view, the complimentary view just expressed by our colleague,
Senator Lieberman, and the Chairman as well, about your capacity
to do to this job.

We think you need help. Not you personally, but in terms of
what the budget commitments are seem to be insufficient. I am
concerned about how well we have done so far to beef up the Na-
tion’s security. The budget, currently presented, has not provided
sufficient funding to meet our real homeland security needs. We
know that initially the Administration resisted creating the De-
partment of Homeland Security. And I do not know that there is
any lingering concerns about their initial worries, but whether
there is a full commitment out there to give the Department the
resources it needs to do the job is still questionable.

Now whether it is port security, rail security, funding for first re-
sponders, too many of our security needs are not being met. Too
often this has resulted in DHS officials presenting creative pro-
grams such as cross-training air marshals and other schemes to try
to justify not having sufficient funding to secure our country.

Now Admiral, you are going to need to pull some magic, I think,
to stretch too few dollars to get the job done. But I hope that you
will speak up when the Administration’s budget shortfalls and
other actions increase the risk of putting Americans at further risk
of terrorism.

So some have said that TSA should not exist. It does exist and
it is a mammoth undertaking that we have presented to get this
Department, this giant organization, into functioning. One has to
expect that, even if you are not satisfied with that. But based on
your experience gained at the Agency of so far I want to hear your
views about the future of the Agency that you have been nomi-
nated to head.

And last, I am concerned about the ability of DHS to provide in-
formation to those of us in Congress who make inquiries. And this
is not just my concern that some questions go unanswered for long
periods of time. My concerns are shared by others as well and I
hope that you will take a look at those questions that are out-
standing from some months ago that have yet to get an answer.

On June 9, Republican Congressman Hal Rogers, who chairs the
Homeland Security Appropriations Subcommittee in the House
defunded the DHS Office of Legislative Affairs in the fiscal year
2005 Homeland Security Appropriations Bill. That tells us some-
thing about the sentiment that exists out there.

But my questions, some of which go back as far as last Sep-
tember, about aviation security and rail security and port security
have gone unanswered and again I would like a review of those.

Whether it is because the resources are not available or these an-
swers are being held up by other offices of the Administration, that
is a serious problem, Admiral, and I hope that your confirmation
for this enormous task, and as was said before by our colleague,
Senator Lieberman, why do you want it? But we are glad that you
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are willing to do it. We encourage you to give it your full ability,
which is abundant.

We thank you very much for being here.

Chairman COLLINS. Senator Akaka.

OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. Thank you very much, Madam Chairman.

I would like to add my welcome to Admiral Stone this morning.
It is good to see you again. It was good visiting with you, also.

Since its inception in 2002, the Transportation Security Adminis-
tration has been tasked with the mammoth challenge of maintain-
ing the safety of travel in the United States.

As an open society, we naturally resist measures that restrict our
freedom and impede our day-to-day activities. Managing this jux-
taposition of security and freedom is a difficult but necessary job.
And Admiral Stone, I commend you for your willingness to serve
our country in what I am sure will be a very challenging position.

I want to share with you a comment made by a former colleague
of yours who currently serves as a TSA Federal Security Director.
He said that when you were in training with him to be the first
class of TSA FSDs, everyone in the class knew that you were going
to be the one to rise to the top of TSA. That was his comment.

Praise from colleagues like him is among the most valuable kind
an(ii I thought such an opinion should be made part of the record
today.

Our transportation system is critical for our homeland security.
Whether it 1s the attacks of September 11, the USS Cole, the US
Embassy in Kenya, or the UN headquarters in Baghdad, transpor-
tation systems have been exploited to execute terrorist attacks.

TSA has made some progress in securing air travel with added
baggage screening equipment and security of personnel, but more
needs to be done. TSA’s responsibilities extend beyond airport secu-
rity and should therefore address all transportation modes. We
must avoid the trap of only securing against past terrorist attacks
and protect ourselves against terrorist tactics that have not yet
been employed.

American seaports are one of this country’s greatest vulner-
abilities. While security at ports has improved, the level of im-
provement does not yet correspond to the crucial role ports play in
our economy. My home State of Hawaii, for example, is equally de-
pendent on its seaports as its airports. These are the only two ways
Hawaii can access the rest of the country.

Yet the TSA budget proposal for fiscal year 2005 allocates only
$24 million of its %5.3 billion requested budget to maritime and
land security. That is less than 1 percent of the overall TSA budg-
et. I realize that we, as a country, have put a high priority on avia-
tion security since September 11, and rightly so, but we also must
protect our other modes of transportation.

Congress passed the Maritime Transportation Security Act,
MTSA, in 2002 to increase the security requirements for U.S. ports.
The July 1, 2004, deadline for implementation of many of the
MTSA requirements is nearly upon us, and I am not convinced that
our ports are ready. Less than 1 percent of port facilities and ves-
sels have submitted a security plan that has been approved, as
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called for in the MTSA. Members of the Coast Guard have offered
assurances that these plans will be submitted and approved by
July 1, but it seems unlikely since the deadline is less than 2
weeks away.

While much of the responsibility of port security has fallen to the
Coast Guard and the Bureau of Customs and Border Protection, it
is right to ask, “Where is TSA?” As the Agency responsible for all
transportation security, TSA has a responsibility for maritime and
land security. I do not believe its current budget structure ade-
quately reflects that responsibility and I hope that, if confirmed,
you will take a serious look at TSA’s involvement in this area.

I am also concerned about the impact that airport security pri-
vatization could have on screeners who are currently Federal em-
ployees. It would not be right to strip them of their status as Fed-
eral employees when just a few years ago they were recruited to
TSA with the promise of joining the Civil Service. There needs to
be a plan for how these employees’ rights and benefits will be pro-
tected in the event that an airport opts to privatize. Those who are
working to make our homeland a safer place should not slip
through these so-called cracks.

I would also like to call your attention to the National Transpor-
tation Security System Plan, NTSSP, which has yet to be delivered
to Congress. In September 2003, I expressed my frustration with
the delayed delivery of the NTSSP and now, 9 months later, it has
still not been issued. Your job is too hard to do in a piecemeal fash-
ion. There must be an overall plan guiding TSA actions. While I
understand it can be difficult to get reports to Congress within an
assigned timeline, I would like to express my frustration that is a
plan is long overdue.

Admiral Stone, I hope you will give serious consideration to these
concerns I have mentioned. I have heard good things about your
leadership at TSA as Acting Administrator, and I look forward to
working with you in the future on TSA matters. I want to wish you
well.

Thank you very much, Madam Chairman.

Chairman COLLINS. Thank you.

As has been mentioned, Admiral Stone currently serves as the
Acting Administrator of the TSA. Previously he served as Deputy
Chief of Staff at TSA and as the Federal Security Director at the
Los Angeles International Airport.

Prior to joining TSA, Admiral Stone had a distinguished and im-
pressive career in the U.S. Navy where he served for 28 years, re-
tiring as a Rear Admiral.

Admiral Stone has filed responses to the biographical and finan-
cial questionnaire, answered pre-hearing questions submitted by
Committee, and had his financial statements reviewed by the Of-
fice of Government Ethics. Without objection, this information will
be made part of the hearing record with the exception of the finan-
cial data which are on file and available for public inspection in the
Committee’s offices.

Our Committee’s rules require that all witnesses at nomination
hearings give their testimony under oath, so Admiral Stone, I
would ask that you stand and raise your right hand.
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Do you swear that the testimony you are about to give to the
Committee will be the truth, the whole truth, and nothing but the
truth, so help you, God?

Mr. STONE. I do.

Chairman COLLINS. Admiral Stone, I understand that you may
have a family member with you and I would invite you to introduce
your family to the Committee at this time.

Mr. STONE. Thank you, Madam Chairman.

It is my pleasure to introduce my wife, Faith. Faith has been my
guiding light in my life and we have been married for 27 years.

I am also privileged to have a mentor and very close friend of our
family, Admiral Steve Abbott and his wife Marjorie here today.
Thank you.

Chairman COLLINS. Thank you, we welcome them as well.

Admiral Stone, do you have a statement that you would like to
make at this time?

TESTIMONY OF DAVID M. STONE,! TO BE ASSISTANT
SECRETARY OF HOMELAND SECURITY, TRANSPORTATION
SECURITY ADMINISTRATION, DEPARTMENT OF HOMELAND
SECURITY

Mr. STONE. Thank you, Madam Chairman.

Good morning, Madam Chairman, Senator Lieberman, and dis-
tinguished Members of this Committee.

I am grateful to you for scheduling this hearing on my nomina-
tion by the President for the position of Assistant Secretary of
Homeland Security, Transportation Security Administration.

I appreciated very much the opportunity meet with several of the
Members of this Committee after the President sent my nomina-
tion to the Senate, and also to meet with and answer questions
from your respective staffs. I am honored that President Bush has
nominated me for this important position in the Department of
Homeland Security.

If confirmed, I will do everything in my power to serve the Presi-
dent, the Secretary, the Congress and the American people faith-
fully. I have an outstanding team at the Transportation Security
Administration and am very proud to be a member of it.

I have spent my entire adult life in service to our great Nation.
After attending the Naval Academy, I proudly served in our Navy
for almost 28 years, retiring with the rank of Rear Admiral. During
my Navy career I had many challenging assignments, including
four operational commands at sea. During those assignments I was
honored to serve with some of the finest men and women in our
Armed Forces.

I believe my Navy experience has given me a thorough under-
standing of national security policy and a broad view of the re-
quirements necessary to defend our national interests. In assuming
increasing command responsibility over the years, I have developed
a firm knowledge of how large organizations function, and how to

1The prepared statement of Mr. Stone appears in the Appendix on page 29.
Biographical and professional information appears in the Appendix on page 33.
Pre-hearing questionnaire and responses for the Record appears in the Appendix on page
40.
Post-hearing questionnaire and responses for the Record appears in the Appendix on page
150.
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lead, manage, and motivate people to ensure that the organiza-
tion’s strategic and operational goals are met.

After my retirement from active duty, I was honored that Sec-
retary Mineta selected me as one of the first Federal Security Di-
rectors in the newly formed Transportation Security Administra-
tion. I was pleased to serve as the first FSD for Los Angeles Inter-
national Airport.

When I arrived in Los Angeles in July, 2002 our focus was on
meeting the two Congressional deadlines found in the Aviation and
Transportation Security Act. The main focus was on the screening
of passengers with Federal screeners by November 19, 2002 and
the screening of all checked baggage for explosives with electronic
screening equipment by December 31 of that year. Meeting those
deadlines was an exceptional challenge.

With the help of many dedicated people and a true spirit of part-
nership, Los Angeles International Airport was able to meet both
deadlines. The support by all of the local entities was indicative of
the amazing level of cooperation that all of us have seen time and
again throughout our great country following the attacks of Sep-
tember 11.

Themes such as leadership, caring about people, partnership,
working as a teammate, and friendship, establishing trust and con-
fidence were keys to the success at that airport.

Admiral Loy, then the administrator of TSA, later asked me to
take an assignment with him in Washington, DC. In August 2003,
I rejoined TSA at the headquarters staff as his Deputy Chief of
Staff with a particular focus on ensuring that TSA was responsive
to the important concerns and the direction of Congress.

Four months later, in December 2003, I was named Acting Ad-
ministrator of TSA. I am extremely grateful for the confidence that
Secretary Ridge, Deputy Secretary Loy and Undersecretary Hutch-
inson have shown in me in asking me to serve in this critical posi-
tion. The continued support and mentoring that I receive from each
of them has been outstanding.

As you well know, recent events have reinforced the fact that we
live in dangerous times. Last December, the national threat level
was raised to orange due to concern over a number of potential
threats to homeland security, particularly in the aviation sector. In
February and March, terrorists attacked subway and rail systems
in Moscow and Madrid, resulting in many lives lost. Clearly, the
transportation sector remains an inviting target for terrorist at-
tacks.

With these threats in mind, as Acting Administrator, I have
worked to bring an intense operational focus to TSA. I am in the
midst of giving our Federal Security Directors more authority in
the hiring, training, testing, and managing of their screener
workforces.

If confirmed, I will continue down this road. I expect our Federal
Security Directors to be engaged coordinators of the security pro-
gram at their assigned airports. If confirmed, I will work to give
them the tools to excel and will hold them accountable for their
performance. Empowerment at the local level will be a major focus
of effort.
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Intelligence is also at center stage at TSA. I chair a daily com-
prehensive review of the intelligence assembled on all sectors of
transportation and the threats that are signaled by this intel-
ligence. Together with all of my senior staff we review in detail
daily reports from Federal Security Directors on incidents con-
cerning aviation security as well as the daily reports of incidents
affecting non-aviation modes of transportation.

I take this daily briefing very seriously and make it the center
of gravity of our workday. I use it to shape the course that I would
like TSA to take for developing both short- and long-term risk miti-
gation planning.

If confirmed, I plan to continue this practice so that every day
TSA is focused on the threats to transportation security and pre-
pared to rapidly bring our resources to bear on mitigating risk with
a true sense of urgency.

I would like to briefly address TSA’s advancements in security in
the non-aviation modes of transportation. TSA has made steady
progress in this area and we fully realize there is much work left
to do.

TSA is staying attuned to the security needs across the transpor-
tation sector and we are engaged in risk mitigation efforts daily.
That Secretary designated TSA with the responsibility to prepare
an overarching sector specific plan for the transportation sector. As
required under the National Infrastructure Protection Plan out-
lined in Homeland Security Presidential Directive 7, a significant
portion of TSA staff is involved in this major undertaking. We are
working in close coordination with DHS components, with the De-
partment of Transportation and its modal administrations, and
with other key Federal agencies, as well as appropriate stake-
holders in developing this plan.

Of note, TSA recently issued the first security directives to rail
and transit operators. We are also well into phase 2 of our transit
and rail inspection pilot, called TRIP, to evaluate the use of emerg-
ing technologies in a rail environment to screen cargo, checked and
unclaimed baggage, as well as temporarily stored personal items
for explosives. The completed phase 1 test at New Carrollton,
Maryland evaluated screening passengers for explosives in a rail
environment and we are pleased to date with the phase 2 effort on-
going at Union Station.

In closing, on behalf of our organization I would like to thank
you for your support of TSA. I fully recognize the critical role of
Congress and if confirmed will work to ensure our organization is
responsive and respectful of that important relationship.

Madam Chairman, Senator Lieberman, and Members of the
Committee, this concludes my prepared statement. I am looking
forward to your questions.

Chairman CoOLLINS. Thank you, Admiral.

There are three standard questions that we ask of all the nomi-
nees who come before this Committee.

First, is there anything that you are aware of in your background
which might present a conflict of interest with the duties of the of-
fice to which you have been nominated?

Mr. STONE. No.
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Chairman COLLINS. Second, do you know of anything personal or
otherwise that would in any way prevent you from fully and honor-
ably discharging the responsibilities of the office?

Mr. STONE. No, I do not.

Chairman CoLLINS. Third, and you addressed this a little bit at
the end of your statement, do you agree without reservation to re-
spond to any reasonable summons to appear and testify before any
duly constituted committee of Congress if you are confirmed?

Mr. SToONE. I do.

Chairman CoLLINS. We will now start with a first round of ques-
tions limited to 6 minutes each.

Admiral Stone, in the Department’s strategic plan, the vision of
the Department highlights preserving our freedoms as a priority.
And indeed, as we fight the war against terrorism, we have to be
careful not to trample on the very values that define us as Ameri-
cans.

One of those values is personal privacy. I have been concerned,
as has Senator Lieberman, with the efforts that the TSA has made
through contractors in obtaining personal information about pas-
sengers in anticipation of testing and implementing your CAPPS II
screening program for airports.

What concerns me is that the TSA has been slow to reveal the
full extent and details of its involvement in the transfer of personal
passenger data from airlines to the government via contractors.

First we learned that TSA had assisted an Army contractor in
obtaining personal information from JetBlue Airlines about its pas-
sengers. Then we learned that American Airlines shared with TSA
personal information about its passengers. And now we have just
learned from your responses to the written questions submitted by
the Committee that, in addition to these two incidents, that compa-
nies working with TSA obtained passenger data from several other
airlines, including Delta and Continental.

By our count it looks like there may be as many as eight airlines
that have provided passenger data. This is far beyond the scope of
what was originally reported to me and to Senator Lieberman
when we began to inquire about this.

Would you agree to provide this Committee and the public with
a detailed, thorough and complete account of TSA’s involvement in
obtaining passenger data from airlines as well as any plans that
TSA has to secure such data in the future?

Mr. STONE. Madam Chairman, I will commit to that. We have a
report on the PNR data issues that you have addressed that we
have provided to the Department of Homeland Security. It is their
intent also to publish that on the Web after that is reviewed by
them. I will ensure that I follow up on that and keep the Com-
mittee closely advised on the circumstances surrounding PNR data.

Chairman COLLINS. The implementation of the CAPPS system
will require the collection of that data. What is of great concern to
me is it appears that TSA, in the initial stages, was proceeding—
or at least contractors were proceeding—to start collecting that
data without public notice and clear guidelines for protecting pri-
vacy that are required under the Privacy Act. What steps will you
take to ensure that the Agency fully complies with the require-
ments of the Federal Privacy Act?
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Mr. STONE. Madam Chairman, it is very clear in my discussions
with the Department, as well as Members of Congress and my own
organization at TSA, that there will be no use of PNR data and
testing of CAPPS II without making sure that all privacy require-
ments are fully met.

Making note of Secretary Ridge’s vision statement for the De-
partment in which he states, “Preserving our freedoms, protecting
America, we secure our homeland,” that first phrase of preserving
our freedoms. That is on the first page of every briefing we give
every morning at our organization. It is the reason why we have
held a privacy education week in which we have provided materials
to the field as well as headquarters about the Privacy Act. It is also
why we recently hired a privacy officer, Ms. Lisa Dean, to spear-
head our efforts.

But the key, I truly believe, that the organization, having viewed
in it, as we are doing from the very senior leadership, that this pre-
serving our freedoms is first and foremost. And that anything that
we do to protect America should not be trampling on those very
freedoms that we cherish.

So I commit to making sure that that spirit and intent is fol-
lowed up on.

Chairman CoOLLINS. I appreciate that. That is going to be very
important if the Agency is going to be successful in implementing
the CAPPS II program and similar screening programs.

I mentioned in my opening statement that I view port security
as being one of our greatest challenges and presents enormous
vulnerabilities. The Department has several important efforts un-
derway in cooperation with private industry and with other coun-
tries, and is increasingly successful in targeting at-risk cargo be-
cause obviously it is not practical to inspect six million containers
arriving in our ports each year.

But there is a broader issue of funding. Do you believe that we
are adequately funding the programs that are necessary to enhance
the security of our ports?

Mr. STONE. I think our funding that we currently have in 2004,
and also for 2005, is appropriate funding for the risk mitigation ef-
forts that we believe are necessary to protect America. That risk
mitigation, and those actions that we take when we evaluate vul-
nerability, criticality of assets and the threat and make a risk-
based decision, is always an ongoing effort.

As that changes, I pledge to ensure that I work within the De-
partment to identify any additional resources that I think are ap-
propriate to reduce that risk.

Chairman COLLINS. Thank you. Senator Lieberman.

Senator LIEBERMAN. Thanks again, Madam Chairman and Admi-
ral Stone. I want to pick up on a few of the points that I made in
my opening statement.

The first is the screening of airport workers who have unescorted
access to secure areas of airports. TSA, I gather, still says that one-
time employee fingerprinting is sufficient and physical screening
would be too expensive and difficult.

But as I am sure you know, a recent Federal investigation found
that literally thousands of airport workers had falsified immigra-
tion, Social Security or criminal history information to gain
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unescorted access to secure airport areas. And in New York and
Miami, in fact, workers unfortunately were arrested for smuggling
drugs aboard aircraft.

At that time Michael Garcia, DHS Assistant Secretary said, “a
network of corrupt airport employees motivated by greed might
just as well have been collaborating with terrorists as with drug
smugglers”. Of course, that is the fear that we have and that he
quite correctly stated.

So I want to ask you what your attitude is toward the screening
of airport workers who have unescorted access to these secure
areas of the airports? And more generally, how can we be confident
that we have taken all of the necessary steps to safeguard commer-
cial aviation when physical screening, which is admittedly expen-
sive and difficult, is not being done?

Mr. STONE. Senator, I think that the issue of sterile access, SIDA
access, is one of my top three issues related to threats, the other
two being explosive technology at the passenger checkpoint and air
cargo. So we talk daily about the SIDA sterile issues that you ad-
dressed.

Therefore, I am looking at three things that I think reduce the
risk in that area. The first thing that we are doing is to do en-
hanced background checks on the 1.2 million airport workers. We
have already commenced a program of doing that. What we will be
doing is running those names through the no-fly list, as well as any
other terrorist databases, to give us an additional level of risk miti-
gation effort on our current airport workers.

I also have pending at the Department security directives to en-
hance security both at the front door at the screening checkpoint
for vendors that work within the airport, as well as a security di-
rective to address enhanced security of the SIDA area with our
presence at baggage check areas, as well as surveillance in the air-
port security plans. These two security directives, combined with
the enhanced background check, are our near-term measures here
to mitigate risk of the SIDA and sterile areas.

We are committed as well, and are meeting regularly with the
Civil Aviation Partnership Group which is a group of TSA—which
is composed of TSA, the ATA, as well as AAA and ACI—to address
how we can continue to reduce the vulnerabilities in our SIDA
areas since we are currently not doing 100 percent screening.

And so I am committed to providing the Department a game plan
for how we can continue to mitigate the risk in these SIDA areas
through these SDs, enhanced background checks, and in the future
to address some of the other challenges we face there.

Senator LIEBERMAN. That is an encouraging response and I
thank you for it.

Just for a moment, if you would tell me about what additional
screening your directive would require for those who come on-site
because they work for vendors at the airport?

Mr. STONE. Currently at our Nation’s airports we have workers
that are part of the SIDA badging system which allows, in some
cases, them to access the vendor businesses in our gate areas with-
out going through our security passenger checkpoint. This security
directive gets at this issue and requires that those workers go
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through our passenger screening checkpoint so that we have con-
sistency on that.

Currently, about 85 percent is the estimate that the industry and
ourselves have given. Eighty-five percent of those vendors are al-
ready going through those checkpoints but we have some cases
where, because of badging policies, that they are allowed to badge
through and go to work in that sterile area.

So this is the kind of vulnerability at the front door part that we
are going after. And on the back door, the security directives relat-
ing to sterile insiders are planned.

Senator LIEBERMAN. That is excellent. That is very good to hear.
But for now you are reluctant to go to full physical screening of air-
port workers to gain access to these secure areas?

Mr. STONE. For the near-term, we do not have 100 percent re-
gime planned. However, I owe the Department a plan on how I
would do that.

Senator LIEBERMAN. The other question I wanted to address in
my time here was this one of training for flight attendants. I have
met with organizations of flight attendants and I presume you
have, too. The Homeland Security Act of 2002 and the FAA Reau-
thorization Bill enacted last December require that flight attendant
training programs be updated and approved. But thus far TSA has
not taken any action that I know of to do that on an industry-wide
basis.

I gather that some of the airlines are doing this and some are
not doing it very well. And it seems to me that this just may be
one area where they are not going to do it because it does involve
some additional expense obviously, unless the government man-
dates that they do it.

I find encouragingly that the organizations of flight attendants
want this additional training. And therefore I wanted to ask you
when TSA would update its training guidance for airlines and take
steps to ensure that flight attendants have the critical skills nec-
essary to protect their passengers and themselves?

Mr. STONE. We are aware that the basic training for the flight
attendants has been a source of concern with regard to the stand-
ards on that. We have a proposal that we are putting together that
we are currently coordinating with the Department on that, in
order to get that out so that there can be a higher standard re-
quired for basic training.

Our focus also is very much on the FAA Reauthorization Bill re-
quirement that we have an advanced level training program ready
for December of this year. We think we have got some initiatives
forthcoming that will enable that to also raise the bar significantly
for our flight attendants and the level of training they receive.

Senator LIEBERMAN. Very good. Well, I look forward to working
with you on that and hearing your progress on those. Thank you.

Chairman COLLINS. Thank you. Senator Lautenberg.

Senator LAUTENBERG. Thank you very much, Madam Chairman.

Admiral Stone, the focus for the Department that you will be re-
sponsible for, without a doubt, they focus so much on aviation
leaves concerns about other parts of our national security that
must be attended to. According to the U.S. Attorney in Newark, the
FBI has identified the stretch between Port Newark and Newark
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International Airport as the most dangerous 2 miles in the United
States when it comes to terrorism. I do not know whether you are
familiar with that or not.

But it is a very busy area, densely packed with all kinds of trans-
portation activities. And again, the kind of a place that terrorists
depend bent on a mission of destruction can hide between the
cracks. There is always a perimeter around airports that concerns
me now, talking about shoulder fired weapons and things of that
nature.

So I wonder whether because of the relatively slow pace of re-
sponding to Congressional inquiries that we have had in the past—
and I mentioned that to you—what happens when the general pub-
lic makes an inquiry of TSA or DHS? Is there a system in place
that gives these inquiries response and A, timely but B, expan-
sively enough to make sense?

Mr. STONE. Yes sir. One venue for that is we have our TSA call
center which receives a number of calls every day ranging from
baggage claim to operational concerns or a sighting of someone that
they thought was on the be-on-the-lookout list. The way we are or-
chestrated, that report then goes, if it has an operational flavor, to
our TSA operations center in Herndon. The next morning we are
reading in our briefing——

Senator LAUTENBERG. How many inquiries might you get in a
given day?

Mr. STONE. I would say we get well over 300 to 500 ranging from
administration issues to operational ones mixed in.

So that process is there to get visibility at the senior level that
there has been a call, there has been either a credible or non-cred-
ible threat presented at Newark. And we then ensure that that is
put out in a number of ways.

Under our responsibilities for being responsible for five of the six
modes of transportation, we are the lead agency for rail, mass tran-
sit, highways, pipeline, and aviation. And the Coast Guard is lead
for maritime.

Under our modal responsibilities what we do is once a week we
hold a stakeholder outreach in which we brief all stakeholders na-
tionwide who have any interest in those six modes, we give an in-
telligence update via teleconference on that. And we have an oppor-
tunity for folks in the field to say we have a threat in L.A. or New-
ark or Duluth.

So that intelligence outreach, which we hold every Thursday
with all stakeholders gives them an intelligence pulse. We also
then talk at that forum about best practices, public education ini-
tiatives and emerging technologies like our portal.

So I think we have good measures in place to have that informa-
tion come in at the senior level and be reacted to.

Senator LAUTENBERG. I asked that question in connection with
this exposure around Newark Airport because we get lots of calls
into my office of people worried about what their exposure might
be.

One of the things that is now coming up fairly frequently is a
question about whether or not screeners assignment ought to be
turned over to corporate or commercial hands. Have you had air-
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ports approaching you expressing interest in using contract screen-
ers instead of TSA screeners?

Mr. STONE. I have had a number of airport directors ask me
about how soon will the procedures be promulgated so we can take
a look at it. We are interested primarily from an efficiencies point
of view.

I have not had any airport director tell me that they have secu-
rity concerns about the Federal screeners and therefore would like
to opt-out.

Very few have approached me about opting out, other than inter-
ested in can this be done in a more efficient and effective manner
and will you have some guidelines that we can look at prior to No-
vember 19 so we can figure out what is best for our airport.

Senator LAUTENBERG. Because it was not too long ago when we
took 28,000 people who were screening baggage and made them
Federal employees because the others were so inefficient and so
rife with problems of the character of the screeners, etc. And now
we are talking about going back the other way. It is, to me, a ques-
tion that has to be reviewed in detail before we can participate in
the approval there.

The last thing I want to ask you about, are you familiar with
complaints about material taken from baggage in the process of
screening belonging to travelers? I know that has happened. Do
you see that as something that you would have to work on?

Because when we are asked now to make sure your bag is not
locked, if you want to send it Federal Express they say make sure
your bag is locked. And people do not quite understand this. There
is a much better feeling about having a locked bag.

On the other hand, if it requires a personal inspection or manual
inspection then if that is the only way to do it then we have to do
it unless we can find a way to do these things electronically or me-
chanically and not have to go through that routine.

Mr. STONE. Yes, sir. I am concerned about that. It is one of the
reasons we have asked our Federal Security Directors to go out and
design methods in which we can verify whether we have some
screeners that are taking items out of bags.

Most recently, we had our Federal Security Director in New Or-
leans work an operation in which we installed a camera there at
the airport and we found some screeners that were taking items.
It is that sort of proactive measure that we need to be taking on
the part of our Federal Security Directors, in partnership with the
airport directors, to ferret out that sort of activity.

Obviously, there are security concerns as well about that sort of
access to bags and removing the items because of the reverse of
putting something in. And so this is an area of risk in which we
believe strongly that we need to take proactive measures to mon-
itor what is going on, as we did in the New Orleans case.

Senator LAUTENBERG. Thank you. Thank you, Madam Chairman.

Chairman COLLINS. Senator Akaka.

Senator AKAKA. Thank you very much, Madam Chairman.

Thank you, Admiral Stone, for your comments and your state-
ment. I also want to add my welcome to your family and others
who are here.
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I would like to take this opportunity to remind everyone that my
home State of Hawaii is located about 5,000 miles away from the
Nation’s capital. Hawaii grapples, as you know, with transportation
issues that other States do not have. We can only access the rest
of the country via sea and air.

Admiral Stone, I hope you will have the opportunity to visit Ha-
waii so you can see its unique transportation needs firsthand.

My first question to you is regarding the installation of explosive
detection systems, EDS equipment. The fiscal year 2005 budget
proposal includes $12 million for EDS machine installation. This
funding reimburses past installations but will not cover any new
installations, as I understand it. There are many airports, includ-
ing Honolulu International Airport, that cannot fund the installa-
tion of the EDS equipment with State resources alone.

Can you explain, Admiral, how TSA plans to help the airports
that are still using lobby-based machines to relocate the equipment
to allow for a more efficient screening process?

Mr. STONE. Yes, sir.

Our focus right now on that is that we take those monies that
are apportioned to us for non-LOI expenditures and ensure that we
apply those funds that those airports that need them in order to
maintain full compliance with 100 percent electronic check.

What we are currently engaged in is reaching out with the indus-
try and the airports to find out, based on the return of the industry
now to pre-September 11 levels, what type of capacity they are feel-
ing that they are going to be experiencing at their individual air-
ports so that we can then apply that to our future year funding.

Right now, we are excited about the return to pre-September 11
levels but we want to make sure we have all of the industry facts
so that we can then apply all of the equipment and resources to
those airports that will need those in order to maintain compliance
with the 100 percent electronic checking.

Senator AKAKA. As a long-standing proponent for whistleblowers,
I am concerned that T'SA’s position before the Merit Systems Pro-
tection Board has been that appeal rights to the Board are not per-
mitted for claims of retaliation for whistleblowing. This is despite
the inclusion of Section 883 in the Homeland Security Act of 2002,
which states that the Department of Homeland Security shall not
be exempt from coverage of the Whistleblower Protection Act.

Based on this apparent contradiction, could you please tell this
Committee why TSA has denied whistleblowers an opportunity to
be heard by an independent adjudicatory body for claims of retalia-
tion when their disclosures could show a specific and substantial
risk to public safety?

Mr. STONE. Senator Akaka, I pledge to find out in detail the
background on that decision. But also, I want to make you very
much aware that the theme of the Federal Security Director, being
a leader at an airport and providing that covenant leadership for
the professional growth of individuals under his or her charge. And
also to ensure that those freedoms that they enjoy as citizens is
something that we talk about at the airports frequently and make
sure that screeners know that they have these rights and that we
want to make sure we are following up on them enjoying those.
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So I pledge to get back with you on a more throughout answer
on the legal background of the whistleblower piece.

Senator AKAKA. Admiral, you have stated that one of your goals
as the TSA Administrator would be to empower the Federal Secu-
rity Directors and allow more decisionmaking at the local level.
How do you intend to accomplish this objective?

Mr. STONE. The areas that we focused on in the last few months
have been on training, hiring—those two areas in particular—and
also on testing. Those three areas.

We have already done a lot of work on the training piece by des-
ignating master trainers at our airports so that we are no longer
required now to go to a contractor to come train our screeners at
an airport. The preponderance of our airport Federal Security Di-
rectors now have master trainers from our workforce and they are
able then to conduct the recertification training.

This sort of empowerment of now letting the Federal Security Di-
rector determine training schedules and to ensure that we are not
dependent on expensive contractor fees to retain our force and keep
them certified, I think is significant.

Testing, the majority of our testing 6 months ago was done out
of a covert testing team in Washington. In the last few months now
we have sent the testing kits out to the field and we have empow-
ered the Federal Security Director to have their own local testing
program so that they can document the local performance of their
screeners, combined also with—we now have threat image projec-
tion capability on our x-ray machines that allows us to designate
by the punch code that the screener puts in their performance to
images that are put on that screen.

So the empowerment of both training and testing is well under-
way and we are seeing the results of that.

With regard to hiring, in Boston last month, we started our first
pilot with George Naccara, our Federal Security Director, to hire
locally. We have sent up teams from Washington to ensure that he
and his staff have the tools that they need. We are going to open
up future local hiring arrangements at Chicago O’Hare, LAX, and
Houston International Airports.

And we are going to expand this down to the lowest level so that
we can also cut that cord to where all hiring is Washington, DC-
centric and get it out into the field because we know there is tre-
mendous efficiencies there.

Senator AKAKA. My time has expired but I just want to mention
that I like the three key principles you had in your statement, that
of leadership, partnership, and friendship.

Thank you, Madam Chairman.

Chairman COLLINS. Thank you, Senator. I am waiting for the in-
vitation to Hawaii that you extended to Admiral Stone.

Senator AKAKA. You have that invitation.

Chairman COLLINS. Thank you. Senator Dayton.

OPENING STATEMENT OF SENATOR DAYTON

Senator DAYTON. Thank you, Madam Chairman.
Admiral Stone, welcome. I apologize if there is repetition, I
missed the first part of the questioning. But certainly, thank you
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for taking on this assignment and I look forward to supporting
your nomination.

Just a couple of inquiries. I wanted to follow-up on what Senator
Lieberman asked about the flight attendant training. You said that
you were going to set up a higher level of training. It is my under-
standing that there really is not any training whatsoever at this
point, that the airlines have their own on sort of a voluntary and
very haphazard basis. Some of it is virtually non-existent.

Is there going to be a formalized set of requirements for airlines?
Or is there going to be some central training program? It just
seems to me that we are overlooking an opportunity to have
some—they are already well-qualified people—but well-trained peo-
ple. The pilots are supposed to fly the plane and they are facing
forward. I do not understand why we would not utilize this oppor-
tunity.

Mr. STONE. Yes sir, Senator.

We are supportive at TSA and understand that basic level of
training has shortfalls. We have reached out to the flight attendant
stakeholder group. They have shared with us their concerns. We
are working what we think is a thoughtful package to enhance
that. And our focus, as I mentioned earlier, was on we really want
the December advance package to be something that is meaningful
because it includes both course curriculum as well as the actual
mat training.

We have a number of initiatives ongoing which we think are in-
novative on how to get the advanced course moving smartly, as
well.

Senator DAYTON. Again, my understanding is, and correct me if
I am wrong, but there is not any advanced course, is there a basic
course?

Mr. STONE. The basic course is what the airlines have which has
mixed reviews in terms of the consistency and the quality of it and
tﬁat we have been asked and we are working to put a standard on
that.

Senator DAYTON. Are all the airline’s providing a basic course
that meets certain requirements? And are they doing that on a con-
sistent basis?

Mr. STONE. I am told there is inconsistency in that in terms of
the number and the type of training, and that is why we are mov-
ing forward to give a standard to that.

Senator DAYTON. What is the timeline then where there is going
to be a rule or something that is going to put some teeth into this
requirement? We are 2% years now past September 11. Some of
these things—and the airlines, I understand, are under cost pres-
sures. But when it comes to the safety of the traveling public, we
do not know what is going to happen next. We do not know what
is going to happen tomorrow. As we learned 2%2 weeks ago here in
the Capitol, we do not know when the next emergency is going to
occur.

Mr. STONE. Sir, I pledge to move that through aggressively and
keep you advised of the timeline on that.

Senator DAYTON. I just would like to also follow-up on what was
said by Senator Lautenberg regarding the security personnel. I
have read a report on a report recently that claimed that the cur-
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rent screening capabilities that were the same or similar and not
very good to what preceded them. I just find it to be absolutely the
opposite. I find an enormous improvement in the quality of the
screening, the consistency of it, the professionalism, in contrast to
the previous private contractors.

I asked a lot of pilots and a lot of flight attendants the same. The
only problem I have encountered is that there was a period where
they were sufficient in number, at least the airports I was going
through, and then TSA cut back I believe 5,000 positions. And I
found spot shortages and lines resulting from insufficiency of per-
sonnel but not from inadequacy of procedures.

I would just ask, if there is any serious consideration going to be
given by this Administration to privatizing any aspect of this, that
we be notified in advance and given the reasons why we would
want to go back to that former system.

Mr. STONE. Yes, sir.

Your comments concerning the professionalism of the current
screening force, we are very proud of that. We measure that. The
70 percent improvement of our own testing results, I think, is re-
flective of that continuous improvement of our screeners.

Having worked in an environment at LAX with pre-federalized
screeners and post, I can see the night and day difference between
the standard-setting and the consistency that we have had with
our Federalized screening force. And we will keep you advised, sir,
as that evolves with regard to the Screening Partnership Program
otherwise known as Opt-out.

Senator DAYTON. I realize, Admiral, that this is out of your im-
mediate jurisdiction but given your overall mandate and certainly
the Department’s responsibility for homeland security, we had this
really alarming incident a couple weeks ago where a commercial
plane, a State plane but essentially a private propeller plane, with
a non-functioning transponder caused the evacuation of the Capitol
and all of the Senate and House buildings. I had a constituent in
my office who was 6% months pregnant who had to try to make,
along with the rest of us, this rapid escape. People were being told
to evacuate the Capitol, take off their shoes and run for their lives.

And then we find out that it is a plane that has gotten somehow,
and I was not aware this was even an option, permission from
somebody—I guess FAA—to land at National Airport.

I just find it incredible, with all due respect to a governor or any
governor, who is coming in for a funeral 2 days later who, in my
opinion and frankly for taxpayers purposes ought to be on a com-
mercial plane, but who chooses to fly in for whatever reasons on
a State plane can get permission to land at National Airport.

I have flown, I think, about four or five times on non-public pri-
vate planes, a couple times myself, which I paid for myself, and a
couple of times with other senators. We flew out of Dulles and the
general aviation there. And I thought that the security there being
quite contrary to what it is at the commercial sites. I was con-
cerned about that option, the possibility of somebody going through
there with something and taking over one of those planes. But I
thought at least it is Dulles.
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I am just astonished that we are allowing planes other than the
regularly scheduled commercial planes to come in and out of Na-
tional Airport.

I wonder if you would either yourself, please, or ask somebody
who is responsible for those decisions, to give me in writing—and
you can send it to the Committee Chairman—the criteria for mak-
ing those permissions.

Mr. STONE. Yes, sir.

We have a waiver program that applies and we will make sure
that we provide that briefing on the criteria for it and also the data
on how often we have been approving that.

We have provided that once in the context of the reopening of
general aviation at Reagan. There were a number of questions
about that waiver program and we will prepare that briefing.

Senator DAYTON. So general aviation now operates out of
Reagan?

Mr. STONE. No, the briefing on general aviation at Reagan had,
as its sub-context, are there any aircraft that currently are allowed
to land there on the waiver program? And so we have a briefing
that we can provide for you on that, sir.

INSERT FOR THE RECORD

RESPONSE TO SENATOR DAYTON

Waiver for General Aviation flights in Ronald Reagan Washington National Air-
port (DCA):

Although General Aviation (GA) is generally prohibited from operating into and
out of DCA, TSA recognizes that certain exceptions must be made. Accordingly, a
process has been implemented whereby some general aviation and commuter air-
craft are permitted access into Reagan National Airport on a case-by-case basis. The
waiver program is an inter-agency process in which TSA and FAA work closely to-
gether to ensure that the National Capital Region airspace remains secure while at
the same time allowing a limited number of GA flights to operate within the Flight
Restricted Zone (a radius of approximately 15 nautical miles centered on the Reagan
National Airport navigational beacon) or into Reagan National Airport. These waiv-
ers are issued on a very limited basis for very specific purposes and only when very
stringent security procedures have been implemented.

For GA planes that operate in or out of DCA, a waiver request must be filed with
TSA. Once a submission is received, TSA determines whether the applicant satisfies
one of the three possible categories that would make an applicant eligible for a
waiver, based upon the requested purpose and need for a waiver. Those categories
include special/classified operations, government operations, and elected officials.! If
an applicant does not fit into one of these three categories, he or she is not eligible
for a waiver and TSA does not forward the waiver request to the FAA. However,
if the applicant is eligible, the pilot and crew are vetted through the FBI National
Crime Information Center (NCIC), terrorist databases, and the No-Fly and Selectee
lists to ensure that known or potential threats are not given waivers. Passengers
are also checked against the No-Fly and Selectee lists.

If these checks come back without derogatory information, an approval number
is assigned to the flight and a waiver request form is drafted for delivery to the
FAA. If the FAA approves and issues a waiver, the TSA Office of Airspace Security
inputs the waiver into the “Master List” and then notifies the FAA, National Cap-
ital Region Coordination Center (NCRCC), and Potomac TRACON of the waiver au-
thorization.

All waivers are issued with strict compliance instructions for the pilot. Specifi-
cally, no later than one hour prior to flight, the pilot of a scheduled flight operating
under a waiver is required to contact both the NCRCC and Potomac TRACON in

1A single waiver for Construction Support Operations was granted for permission to pick-up
and drop off rigging at Signature’s General Aviation Terminal at DCA related to a heavy lift
operation involving the installation of a rooftop air-conditioning unit for a building in Arlington,
VA. A law enforcement officer was on board the aircraft for the flight.
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order to inform both entities of the intended flight plan. The waiver also outlines
other communications requirements related to operations in the area. When a flight
with a waiver is operating within or approaching the Washington Air Defense Iden-
tification Zone (ADIZ) (a ring approximately 30 miles around Washington, DC) or
FRZ, the NCRCC, based at TSA’s Transportation Security Operations Center, can
track the flight and determine the identity of the aircraft based upon the informa-
tion provided before the flight and if the aircraft’s transponder is squawking. Addi-
tional security protections exist in that all general aviation flights that operate into
and out of Reagan National Airport must have armed law enforcement officers on
board. Furthermore, FAA has recently mandated that all aircraft entering the
Washington ADIZ, including aircraft operating under waivers into or out of DCA,
must have an operable transponder with automatic altitude reporting capability.

Senator DAYTON. I appreciate that. Thank you.
Thank you, Madam Chairman.
Chairman COLLINS. Thank you. Senator Carper.

OPENING STATEMENT OF SENATOR CARPER

Senator CARPER. If I could follow up on Senator Dayton’s com-
ments with respect to the governor’s airplane

Senator DAYTON. Former governors from Delaware certainly
should be granted that.

Senator CARPER. When I was governor of Delaware people would
say to me at governors meetings, talk to me about your State air-
plane, Governor. And Delaware is the second smallest State in the
Union and I would always say Delaware’s State plane is a glider.

Chairman COLLINS. Which you personally flew.

Senator DAYTON. I hope it has a transponder anyway.

Senator CARPER. Admiral, it is good to see you again. Thanks for
coming out.

I was kidding the Admiral when we had a chance to meet earlier
this week, I said does your wife know that you are taking on this
responsibility? He assured me that she did and I see that she is
here today. And I just want to acknowledge your presence and
thank you for your willingness to share with our country a very
good man for a long time and for your willingness to share him
with us for a little bit longer.

When we met, I did not have a chance to talk to you at all about
rail security. I live in a part of the country where a lot of people
do ride the train. And during the course of this year some 25 mil-
lion people will probably ride inner-city passenger rail. In the
course of a day we have hundreds of thousands of people who are
on commuter rail trains. At any point in a day there are probably
more people on commuter trains and Amtrak trains going under
fiV(celrsd into Penn Station than there are in four or five C—47s fully
oaded.

And during the course of a day there will be more people who
will use trains going in and out of Penn Station, for example, than
will use all of New York City’s airports combined. So the issue of
rail security is of concern to us particularly in our part of the Na-
tion.

With that having been said, we have focused a lot here today on
aviation security. I would just welcome your thoughts on what we
ought to be doing and what we are doing. I know you are doing
some interesting things on rail security. Just take a minute or two
and share those with us, please.

Mr. STONE. Yes, sir.
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Our main focus of effort is in the areas of mass transit and rail
to address this issue. We are the modal leaders for both of those.
And so in that capacity what I have been doing is talking with the
head of FTA and FRA on how we can partner on your existing pro-
grams that you have in order for us to further mitigate risk in the
short-term.

To date, our efforts have been on intelligence sharing, to have a
weekly teleconference with stakeholders to share what we know
about intelligence and threats to the mass transit and rail arena.

In addition to that intel sharing, the work that we have been
doing at New Carrollton and Union Station is critically important
because it represents the ability for us to use technology to miti-
gate the risk. As we have seen in Moscow and Madrid, that risk
is real and we need to have technologies that we have experi-
mented with and marry them up with people so that we have a tool
in our toolbox, particularly if we have intelligence and threat infor-
mation that indicates interest in a particular area, that we might
have an exportable capability that the Secretary can then use as
he sees appropriate.

And so my game plan on that, as a result of New Carrollton and
now what we are doing at Union Station and next month what we
are doing in putting equipment actually on a car, is to be able to
marry up that equipment with TSA screeners—as the screeners
that we have used at New Carrollton and Union Station are part
of our national screening force and they have been trained in this
area—is to have that exportable capability then to go forth wher-
ever we think we need to have it.

I think that is a very good short-term approach that if someone
says in 2 weeks: “What can you do to enhance the security in an
area?” that we have that.

That coordination with FTA and FRA, as far as compliance, is
key because they have already got a number of inspectors that
have been out. They know the arena. We are partnering with them
to form these partnership assist teams in which we can go out into
a particular area and evaluate where they stand with regard to the
recent security directives that we put out for mass transit and rail.

As so these partnership assist teams were not meant to just pro-
vide a list in which entities have to go work on but they are meant
to really understand the problem with those that are dealing with
it every day, whether it be Amtrak or a subway system. We really
want to understand what the frustrations are and the shortfalls
and how much risk that we are living with in these particular
areas.

And so an emphasis on forming these assist teams and getting
them up there and understanding what risk we have and where we
think we need to mitigate it is also part of that philosophy.

But we as an organization at TSA, whether it is aviation, mass
transit or highway or maritime, realize that that intermodal con-
nection is key. So HAZMAT truck drivers and our responsibilities
which we are currently undertaking to ensure that HAZMAT driv-
ers and their interface with the rail industry is covered.

The stand up this year of the TWIC program, the Transportation
Worker Identification Credential where we intend on having this
pilot stood up this fall, where we have these cards so that at these
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key intermodal places, in order to gain access, these cards have to
be produced.

This is all part, I think, of a strategy to mitigate the risk in not
just aviation but in all intermodal aspects of transportation.

Senator CARPER. As my time expires, let me just leave you with
this thought. Over the last several years there have been over 100
terrorist attacks against rail operations around the world. Most ev-
eryone is familiar with what happened in the tragedy in Madrid.
We know of threats against our own rail systems here.

And it is just important that as we focus on threats to other
modes of transportation that we be mindful of the threat that we
face on rail.

Madam Chairman, I have a statement as well that I would like
to ask unanimous consent to have in the record.

Chairman COLLINS. Without objection.

[The prepared statement of Senator Carper follows:]

PREPARED STATEMENT OF SENATOR CARPER

Thank you, Madam Chairman. And thank you, Admiral Stone, for being here
today. We appreciate your service to our country and your willingness to continue
that service by taking the lead in a very challenging area.

As my colleagues are aware, September 11 was a wake up call in a number of
respects. Among other things, that tragic day pointed out some glaring
vulnerabilities in our nation’s air transportation system. I'm proud of the fact that
Congress and the President worked swiftly in the days following the attacks to ad-
dress some of those vulnerabilities. The creation of the Transportation Security Ad-
ministration was a big part of those efforts. Thanks to Admiral Stone, his prede-
cessor Admiral Loy and the thousands of hard working men and women at TSA,
we are mindful ever time we visit an airport or board an airplane of the work we
have done to make air travel safer in this country.

Madam Chairman, I believe we had another wake up call in the area of transpor-
tation security this past March when terrorists placed bombs on commuter trains
in Madrid, Spain, killing nearly 200 people. I firmly believe that we have an obliga-
tion to heed that wake up call and take the steps necessary to ensure that Ameri-
cans who ride trains are as safe as those that travel by air or any other mode of
transportation.

Likewise, citizens across America deserve to know that the thousands of rail ship-
ments carrying hazardous materials that pass through their communities on a daily
basis are as secure as is reasonably possible. Amtrak, freight railroads, and local
transit agencies are doing all that they can to strengthen the security of their sys-
tems, but the Federal Government, specifically the Department of Homeland Secu-
rity and the TSA, must do more to help them, as we have done with other transpor-
tation sectors.

At his confirmation hearing before this Committee this past November, Admiral
Loy acknowledged our nation’s rail security needs and said rail would need to be
a part of the transportation security plan that Homeland Security is apparently de-
veloping. At that same hearing, however, he hinted that it probably is not possible
to make rail as secure as the aviation sector, saying we should focus more on how
to recover from an attack than on how to prevent one.

While this statement was alarming, Admiral Loy made a valid point. It is not pos-
sible, nor necessarily desirable, to implement exactly the same kinds of security
measures at train stations as we have at airports. However, there is much we can
do and I have not seen a concerted effort at Homeland Security to strengthen rail
security using all available and reasonable means. In a lot of ways, our nation’s rail
infrastructure is probably as vulnerable today as it was on September 10, 2001.

To date, the Department of Homeland Security has been unable to tell me the
amount of resources and the number of staff that are specifically dedicated to rail
security. To my knowledge, they have not undertaken a coordinated, systematic as-
sessment of the vulnerabilities of our national passenger and freight railroads, be-
yond ad hoc local efforts. In addition, no funds other than those granted to Amtrak
to reimburse security costs directly associated with September 11 have been made
available for increased intercity passenger rail security. In fact, when my staff re-
cently asked Homeland Security officials, they said that they were not sure if Am-
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trak was even eligible for funds from the Department through any existing grant
program. President Bush’s FY 05 budget, like its predecessors, requests no specific
funding for rail security efforts.

The Department of Homeland Security issued a series of security directives just
last month designed to protect our rail systems from potential terrorist attacks.
These requirements, however, appear largely to require actions already taken by
most rail and transit agencies. Requiring that rail operators remove trash cans, in-
spect their facilities and make use of bomb-sniffing dogs, as the directives do, are
positive steps. But these efforts fall short of the critical capital investments and se-
curity operations funding that are needed to protect railroad and transit passengers.
In addition, the directives are not accompanied by any additional Federal funding
for rail and transit security. Thus, the railroads and transit agencies will continue
to be forced to spend scarce funds to pay for security improvements, including these
recent unfunded mandates.

Madam Chairman, we need to begin a serious effort to help railroads, states, cit-
ies, and transit agencies pay for key rail security efforts. Many rail operators, espe-
cially Amtrak, barely have enough resources to operate from day to day. We can’t
expect them to shoulder 100 percent of their security costs, just as we don’t expect
the aviation industry to cover all of its security costs.

I am a strong supporter of two important pieces of legislation that would give rail
operators the resources they need to cover some of those costs. S. 2273, a bill re-
ported out of the Commerce Committee unanimously on April 8, requires a com-
prehensive vulnerability assessment of our nation’s rail infrastructure and author-
izes Homeland Security to award $350 million in grants for security improvements.
It also includes $667 million for improvements to the rail tunnels in NYC, Baltimore
and DC and authorizes studies on passenger screening and steps taken in other
countries to improve rail security. S. 2453, a transit security bill reported out of the
Banking Committee unanimously on May 6, requires Homeland Security to begin
taking a role in transit security and to begin awarding grants to transit agencies
for security enhancements. I look forward to hearing Admiral Stone’s views on these
two bipartisan efforts.

More than two years after September 11—and more than two months after Ma-
drid—rail security remains a major vulnerability. This vulnerability remains an
Achilles heel in our nation’s efforts to secure our homeland. I hope Admiral Stone
can commit today to take a leadership role in this area’s work with this Committee
and all of our colleagues to begin to tackle this difficult problem.

Senator CARPER. Just in closing, I would say I welcome your
nomination. I appreciated the chance to get to meet you and I look
forward to working with you.

Mr. STONE. Thank you, Senator. I appreciate that.

Chairman CoOLLINS. Thank you, Senator.

Admiral I want to follow-up on two issues that have been raised
before turning to a completely different issue.

One, I want to echo the concerns expressed by my colleagues for
the need for TSA to promptly issue standards governing the basic
training for flight attendants. All of us who fly regularly back to
our States have had flight attendants approach us and express con-
cern about the adequacy of training. They are, after all, on the
front lines if there is a terrorist attack on an airline. It seems to
me that the Department, the TSA, needs to act promptly to ensure
that minimum standards are established for that basic training.

I know you have done a lot of work on the advanced training but
it seems to me that is putting the cart before the horse, and we
need to get the standards for the basic training in place as soon
as possible.

So I just wanted to express my personal concern and reinforce
the points made by my colleagues.

The second issue I want to follow-up on was raised by my friend
and colleague, Senator Akaka, and that is the transition that some
airports are going to make from using Federal screeners to private
contractors to perform screening.
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The Federal Government has obviously made a substantial in-
vestment in the training, hiring and deployment of Federal screen-
ers. Can you tell us whether Federal screeners will have the right
of first refusal to stay on with a private contractor taking over
screening at a particular airport?

Mr. STONE. Madam Chairman, it is our intent to have the
screeners have priority for that job, first priority for that job. We
intend to follow-up on that.

I think that is absolutely critical, as I talk with our screeners in
the workforce and their anxiety and churn, and the tremendous in-
vestment that we have made in the screeners who are true patri-
ots, we want to make sure that that priority for if an airport does
choose to go from Federal to privatized screening, and that is ap-
proved, that we have them have that priority.

Senator COLLINS. I am glad to hear that. I think there is consid-
erable anxiety among the workforce, and your assurances are very
important.

I would ask that, as you proceed with those plans, you keep the
Committee informed. This Committee not only has oversight re-
sponsibility for the Department of Homeland Security, but it is also
responsible for the laws that govern our Civil Service. So we have
a dual interest in this important issue.

Finally, I want to raise an issue that affects my state of Maine.
As you know, the coast of Maine is dotted with islands. We have
more than 3,000 of them. And while most of them are uninhabited,
many of them are thriving communities where the residents com-
mlﬁtelfrom the island to the mainland every day for jobs and for
school.

The island residents of many of our islands up and down the
coast are concerned about the impact of the new security require-
ments imposed by the Maritime Transportation Security Act. I
know the Coast Guard has the lead responsibility here and I have
met with Admiral Collins to discuss this issue, but I want to make
you aware of it as well.

The residents are concerned about the additional burden and the
inconvenience that will be imposed by the new security measures.
Keep in mind that in many cases these individuals are daily com-
muters from, for example, Peaks Island to Portland, Maine.

They are also concerned about the increased cost of ferry tickets
that are caused by the need to pay for the new security measures.

And they are also concerned about whether the threat really jus-
tifies imposing this burden and the inconvenience of the cost. If the
threat is sufficient, then obviously the cost is worth it, the incon-
venience is worth it. But many of them question whether there
Eeally is a sufficient threat to justify the increased costs and bur-

en.

What assurances can you give my constituents that the new De-
partment will take steps to not unduly disrupt the lives of individ-
uals living on the islands off the coast of Maine? How will you
strike the right balance between imposing a certain level of secu-
rity and yet not making it so burdensome and costly that it really
is a problem?

Mr. STONE. Madam Chairman, I am a big proponent that when
we make risk-based decisions that they must be based on the criti-
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cality of the assets, the vulnerability and the threat and that we
not then have undue measures for areas where that risk is not
present.

I met with Vice Admiral Allen from the Coast Guard late last
week to talk to him about measures concerning ferries as well as
cruise lines. I am very sensitive to the issue that you raised and
pledge to ensure that that is part of the thinking when decisions
are made on security.

Chairman COLLINS. Thank you. I look forward to working further
with you on that issue and the many others that we have raised
this morning.

Senator Akaka.

Senator AKAKA. Thank you very much, Madam Chairman. I have
just one more question.

Also, I want to ask that a question for Senator Fitzgerald be en-
tered into the record here.

Chairman COLLINS. Without objection.

Senator AKAKA. Admiral, a February Government Executive arti-
cle reported that the recertification program for TSA screeners is
structured in a way to ensure that employees pass. One employee
was quoted as saying that the tests are a joke and that TSA waters
down the tests if screeners do not pass on their first try.

Have you looked into this report, and is it accurate? Further,
what steps will you take to ensure that screeners are knowledge-
able about their jobs?

Mr. STONE. The recertification program is a program we are ex-
tremely proud of. The way it was depicted in that article, I
thought, was inaccurate.

We have focused on this program because it gets to the issue of
the credibility of our screening force and whether or not the stand-
ard operating procedures, the training on the x-ray machine and
how we do our secondary screening protocols, whether those stand-
ards are reinforced throughout the year. And so an annual recer-
tification program is our means of ensuring the American people
that those standards are maintained.

We looked at the way in which the most recent program was
completed and believe it was done in a very thoughtful manner and
that the standards were not compromised in any way.

In fact, we had a number of screeners who thought that they
would lose very good people because of the rigorous requirements
of that recertification program.

So we are constantly, though, eager to hear feedback on how we
might improve it for the next year’s cycle. But we believe that the
recertification program that we most recently executed is very cred-
ible and should be very reassuring to the traveling public that we
have got our eye on the ball with regard to keeping the high stand-
ard of our screeners.

Senator AKAKA. Thank you very much for all of your responses.
I want to wish you well and urge the Chairman to move your con-
firmation as fast as we can. Thank you.

Chairman COLLINS. Thank you Senator.

I want to thank you, Admiral Stone, for appearing before the
Committee today.



28

There will be some additional questions from myself and other
Members for the record. Without objection, the record will be kept
open until 5 p.m. tomorrow for the submission of additional ques-
tions and for your responses to them.

We do appreciate your cooperation.

And I want to join my colleagues in thanking you for your will-
ingness to take on what is a very tough and vitally important job.
I noticed that none of us is eager to take your place in taking on
this responsibility. It is enormously important and, like Senator
Akaka, I have heard from TSA employees on the front lines who
have been very pleased with your openness and your leadership as
you have been Acting Administrator. I think that bodes well for
your future leadership of this vital agency.

So thank you and this hearing is now adjourned.

[Whereupon, at 1:06 p.m., the Committee was adjourned.]
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BEFORE THE COMMITTEE ON GOVERNMENTAL AFFAIRS
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“Nomination Hearing for David M. Stone to be Assistant Secretary of
Homeland Security, Transportation Security Administration”

Good moming Madame Chairman, Senator Lieberman, and distinguished Members of
this Committee. I am grateful to you for the scheduling of this hearing on my nomination
by the President for the position of Assistant Secretary of Homeland Security
(Transportation Security Administration). I appreciated very much the opportunity to
meet with several of the Members of this Committee after the President sent my
nomination to the Senate, and to meet with and answer questions from your staff.

I am honored that President Bush has nominated me for this important position in the
Department of Homeland Security. If confirmed, I will do everything in my power to
serve the President and the Secretary faithfully. Ihave an outstanding team at the
Transportation Security Administration (TSA) and I know that they will perform at even
higher levels in the future.

Before I discuss my background with you, and the position for which the President has
nominated me, I want to recognize my wife Faith, who has been my shining light during
our 27 years of marriage. This period of time was spent in service to our country with
many deployments and many days and nights at sea. I could not possibly thank her
enough.

I have spent my entire adult life in service to our great Nation. Atage 18, I was
privileged to receive an appointment to the United States Naval Academy in Annapolis,
and I proudly served for almost 28 years, retiring with the rank of Rear Admiral. During
my Navy career, I served on a number of ships, including as the Commanding Officer of
the Spruance Class Destroyer USS JoAn Hancock, as the Commander of Middle East
Force / Destroyer Squadron FIFTY homeported in Manama, Bahrain, 2s Commander of
NATO’s Standing Naval Force Mediterranean, homeported in Naples, Italy, and as the
Commander of Cruiser Destroyer Group 5 / The Nimitz Battle Group . During these
assignments, I was honored to serve with some of the finest men and women in our
Armed Forces.

While not on ship assignments in the Navy, I served in several prominent positions both
at the Pentagon and overseas, concluding my Navy career as the Director for

(29)
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Environmental Protection, Safety and Occupational Health. My various assignments in
the Navy have given me a thorough understanding of national security policy and a broad
view of the requirements necessary to defend our national interests. I have worked
closely with military and diplomatic representatives of many countries, helping me to
understand the special issues involved in dealing with nations and peoples of different
viewpoints and cultures. In assuming increasing command responsibility over the years,
I have developed a firm knowledge of how large organizations function, and how to lead,
manage, and motivate people to ensure that the strategic and operational goals of the
organization are met.

After my retirement from active duty with the U.S. Navy, I was honored that Secretary
Mineta selected me as one of the first Federal Security Directors (FSD) in the newly
formed Transportation Security Administration. I agreed to serve as the first FSD for Los
Angeles International Airport (LAX).

When I arrived at LAX in July 2002, our focus was meeting the two key Congressional
deadlines found in the Aviation and Transportation Security Act (ATSA). The first
required that we have all passenger screening performed by newly hired, trained, and
deployed Federal screeners by November 19, 2002. The second deadline called for
screening all checked baggage for explosives with electronic screening devices, manned
by Federal baggage screeners, by December 31, 2002. In July 2002, all passenger
screening at LAX was still performed by private contract screeners, most of whom were
in place before September 11, 2001, and many of whom could not meet the new strict
qualification standards of ATSA. TSA and LAX also began the immense task of
purchasing, installing, and operating the Explosives Detection Systems (EDS) and
Explosives Trace Detection (ETD) systems for screening checked baggage. Neither
LAX, nor indeed virtually any other airport was constructed with a view towards
satisfying the comprehensive aviation security measures that Congress and TSA
envisioned. Meeting this deadline was an exceptional challenge.

I am pleased that, with the help of many dedicated people, LAX was able to meet both
deadlines. This required the cooperation of not just TSA employees, but numerous others
including the City of Los Angeles and its airport management staff, the air carriers, law
enforcement officers, the many contractors involved in hiring, training, and deploying
screeners and explosives detection equipment, and the hundreds of pre-9/11 screeners
who agreed to stay on board until TSA screeners replaced them, and many who later
joined us as TSA screeners. [ must also recognize the cooperation of the millions of
passengers who passed through LAX during that period. The support by all parties was
indicative of the amazing level of cooperation that all of us have seen throughout the
country following the attacks of 9/11.

Having met the goals of standing up the FSD organization at LAX and making the
transition to Federal passenger and baggage screening requirements, I was later asked by
ADM Jim Loy, then the Administrator of TSA, to take on one more assignment for TSA.
In August 2003, [ rejoined TSA at the headquarters staff as TSA Deputy Chief of Staff,
with a particular focus on ensuring that TSA was responsive to the important concerns of
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the Congress. In all of my dealings with the Members of Congress, [ have been struck by
their compelling desire to see that DHS and TSA fully succeed in their mission.

In December 2003, when ADM Loy moved to his current position as Deputy Secretary of
Homeland Security, I was named Acting Administrator of TSA. I am grateful for the
confidence that Secretary Ridge, Deputy Secretary Loy, and Under Secretary Hutchinson
have shown in me in asking me to serve in this critical position. The continued support
that I have received from each of them has been outstanding.

Recent events have reinforced the fact that we live in dangerous times. Last December,
the national threat level was raised to Orange, due to concern over a number of potential
threats to homeland security, particularly in the aviation sector. In February and March,
terrorists attacked subway and rail systems in Moscow and Madrid, resulting in many
lives lost. Clearly, the transportation sector remains an inviting target for terrorist
attacks.

As Acting Administrator, I have worked to bring a more operational focus to TSA. The
centralized hiring and management system that TSA adopted in order to startup the
organization from scratch was effective during that period, but it requires revision now
that we are a more mature organization. I am in the midst of giving our Federal Security
Directors more authority in hiring, training, testing, and managing their screener
workforce. If confirmed, I will continue down this road. I expect our FSDs to be fully
responsible for the federal security program at their assigned airports. If confirmed, I will
give them the necessary authority to carry out these functions, and I will hold them
accountable for their actions.

Every morning, I chair a comprehensive review of the intelligence assembled on all
sectors of transportation, and the threats that are signaled by this intelligence. Together
with my senior staff, we review, in detail, daily reports from FSDs on incidents
concerning aviation security, and daily reports of incidents affecting non-aviation modes
of transportation. With the top-notch staff that we are assembling at our Transportation
Security Operations Center, we coordinate intelligence, threat and risk assessments, and
operational responses with necessary Federal, state, and local agencies, and with key non-
Governmental stakeholders in the transportation sector. I take this daily briefing very
seriously, and I use it to shape the course that I would like TSA to take. If confirmed, I
plan to continue this practice so that every day we are focused on the threats to
transportation security, enabling us to bring our resources to bear on mitigating those
threats.

In my role as Acting Administrator, [ have been guided by several key principles. The
first of course is Leadership — leading people, leading the development and deployment
of technology to more efficiently use our resources, and leading change. The second is
Partnership. I have worked to develop and promote a spirit of partnership with all of the
stakeholders that are involved in protecting, operating and using our transportation
systems. Last, but just as critical, is the concept of Friendship. It is vital for the success
of DHS and TSA that we inspire the trust and confidence of the American people, and
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their elected representatives in Congress. Iam fully engaged in building this foundation.
Part and parcel of this foundation is the understanding that TSA will respect and preserve
the individual privacy of our citizens while we work to enhance security. Another key
element in the foundation of Friendship is customer service. We will better serve the
overall interests of homeland security if we provide a high level of customer service. I
have sought to instill this concept in my staff, whether in the field or in headquarters. If
confirmed, I will continue to move forward with these principles in mind.

1 would also like to address the attention that TSA is devoting to the non-aviation modes
of transportation. Some have voiced a concem that TSA’s operations may not give the
same attention to the security needs of the five other transportation modes that we do to
aviation. However, I firmly believe that TSA is fully attuned to the transportation
security needs across transportation, and we are acting on these needs. As I have written
with more specificity in my answers to the' Comumittee’s policy questions, the Secretary
designated TSA with the responsibility to prepare an overarching Sector Specific Plan
(SSP) for the transportation sector, as required under the National Infrastructure
Protection Plan outlined in Homeland Security Presidential Directive 7 (HSPD-7). Staff
throughout TSA is fully engaged in this major undertaking. In this effort, we are working
under the leadership of the Department and in close coordination with DHS components
including the U.S. Coast Guard, the Information Analysis and Infrastructure Protection
directorate, the Science and Technology directorate, U.S. Customs and Border Protection,
and the Border and Transportation Security directorate. The SSP is also being developed
in collaboration with the Department of Transportation and its modal administrations,
with other key Federal agencies, and with non-Federal stakeholders.

Obviously, as a result of the clear direction from Congress in ATSA and subsequent
legislation, TSA will have a more prominent operational role in aviation security than we
have in non-aviation modes of transportation. However, in coordination with the
Department and our other partners, we will ensure that the appropriate level of security
applies to other modes of transportation, commensurate with the threat and risks faced in
those modes. If confirmed, I look forward to furthering the security of all modes of
transportation, in concert with our many partners.

I welcome the cooperation that TSA has received from Congress since we were created.
1 fully recognize the critical oversight function of Congress and if confirmed, I hope to
continuing forging this important partnership.

Madame Chairman, Senator Lieberman, and Members of the Committee. This concludes
my prepared statement. I look forward to answering your questions.
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3. Date of nomination:
Announced by The White House April 8, 2004

4. Address: (List current place of residence and office addresses.)
601 South 122 Street Arlington, VA 22202 - office

5. Date and place of birth:

07/13/52 RS .

Elgin, linois

6. - -Marité}»status:{lneluéenﬁaide&name of-wife or husband’s name.) e
Married to Cynthia Faith Stone (Maiden Name Voth) — In 1977 to Present

7. Names and ages of children: . .. .. . e
" None ’ v

8. Education: List secondary and higher education institutions, dates attended, degree

received and date-degree granted. - e e
School , ... Attended . Degree . Date Granted
Naval War College 08/1985 —06/1986  MA Nat’l Security & Strat  06/1986
Salve Regina College 08/1985 - 05/1986  MS Management 05/1986
(Newport, RD - ,

US Naval Postgraduate T09/1977-03/1979  MA Nat’l Security Affairs  03/1979 --

US Naval Academy 07/1970-06/1974  BS History 06/1974

Irving Crown High School  09/1966 —06/1970  Diploma 06/1970
(Carpentersville, IL)

9. Employment record: List all jobs held since college, including the title or description of
job, name of employer, location of work, and dates of employment. (Please use separate

attachment, if necessary.)
I'had continuous service in the U.S. Navy from my entrance into the U.S. Naval Academy in July

1970 until my retirement from the U.S. Navy in April 2002. My specific positions and
assignments are found on the attached sheet. .
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Emplover Title Location Date

N Transportation Security Administration | Acting Administrator Arlington, VA 12/2003 — Present

Transportation Security Administration | Deputy Chief of Staff Arlington, VA 08/2003 ~ 12/2003

Transportation Security Administration | Federal Security Director, | LosAngeles,CA 06/2002 ~ 05/2003
Los Angeles Int’l Airport

US Navy : Director, Environmental | Washington DC 12/2001 - 04/2002
Protection, Safety &
Occupational Health ~
CNO Staff

US Navy Commander, San Diego, CA 10/2000 ~ 12/2001
Comcrudesgru Five
Nimitz Battle Group

US Navy Deputy Director for Washington, DC | 12/1999 ~ 10/2000
Surface Warfare - CNO
Staff

US Navy " | Commander NATO’s Naples, Italy 09/1998 - 09/1999
Standing Naval Force
Mediterranean

US Navy Chief of Staff for Gaeta, Italy 08/1996 — 08/1998
Commander Sixth Fleet

US Navy Commander Middle East Manama, Bahrain | 11/1994 - 07/1996
- =t Force/Destroyer -
Squadron FIFTY_

USNavy ~ [ Navy Training Various 08/1994 - 10/19%4

US Navy Head of the Warfare Washington, DC | 08/1993 - 07/1994
: - Policy Branch — CNO .
Staff

Armed Forces Staff College Joint Training Norfolk, VA 05/1993 ~ 06/1993

US Navy Commanding Officer of | Mayport, FL 06/1991 — 04/1993
e USS John Hancock .

US Navy Commanding Officer Newport, RI 12/1990 — 04/1991
School
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US Navy Staff of Commander Mayport, FL 06/1990 ~ 11/199Tt
Cruiser — Destroyer
Group 12
US Navy Special Assistant to the | Naples, Jtaly 03/ 1‘988 - 05/1990
Commander in Chief US
Naval Forces Europe
US Navy Executive Officer USS Charleston, SC 09/1986 - 02/1988
Richmond Turner
(CG20)
US Navy EXEC Training School Newport, RI 07/1986 — 08/1986
US Navy Naval War College Newport, RI 08/1985 - 06/1986
Student
US Navy Assistant Chief of Staff | Mayport, FL 08/1983 - 07/1985
for Material, Cruiser-
Destroyer Group 12
US Navy Executive Officer USS Key West, FL . ..| 11/1981 ~07/1983
Gemini
. US Navy Engineer Officer USS Norfolk, VA 01/1980-11/1981—
Caron
US Navy Surface Warfare Training | Newport, RI 04/1979 - 12/1979
T School ’ o
US Navy US Naval Postgraduate Monterey, CA 09/1977 ~ 03/1979
L School
US Navy CIC Officer, Damage Athens, Greece 1974 - 09/1977
Control Assistant, and Philadelphia, PA
First Lieutenant USS Mayport, FL
Vreeland (FF 1068)
10.  Government experience: List any advisory, consultative, honorary or other part-time
service or positions with federal, State, or local governments, other than those listed above.
None
11. . Business relationships: List all positions currently or formerly held as an officer,

director, trustee, partner, proprietor, agent, representative, or consultant of any corporation,
company, firm, partnership, or other business enterprise, educational or other institution.
None
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12. Memberships: List all memberships and offices currently or formerly held in
professional, business, fraternal, scholarly, civic, public, charitable and other organizations.
Surface Navy Association —Chapter President

US Naval Academy Alumnpi Association - Member

13. Political affiliations and activities:

(a) List all offices with a political party which you have held or any public office for
which you have been a candidate.
None

(b) List all memberships and offices held in and services rendered to all political
parties or election committees during the last 10 years.
None

(c) Itemize all political contributions to any individual, campaign organization,
political party, political action committee, or similar entity of $50 or more for the
past § years. o . . .

None - - STl I

14.  Homors and awards: List all scholarships, fellowships, honorary degrees, honorary
society memberships, military medals and-any other speciat recognition-for outstanding-service
or achievements.

Legion of Merit (4)

Defense Meritorious Service Medal (2) ¢ e e
Meritorious Service Medal (3) o
Navy Commendation Medal (3)
Navy Achievement Medal

15.  Published writings: List the titles, publishers, and dates of books,-articles, reports, or
other published materials, which you have written.
None ) ]

16.  Speeches: Provide the Cominittee with four copies of any formal speeches you have
delivered during the last 5 years, which you have copies of and are on topics relevant to the
position for which you have been nominated.

On March 8, 2004, I gave remarks about TSA (Leadership/Partnership/Friendship Theme) at the
National Defense University Reserve Components National Security Course (RCNSC) (not a
formal speech).

On March 3, 2004, I gave remarks about TSA (Leadership/Partnership/Friendship Theme) at a
DHS One-Year Anniversary Event in Minneapolis, MN (not a formal speech).
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On February 4, 2004, I gave remarks about TSA (Leadership/Partnership/Friendship Theme) at a
Dinner with the Metropolitan Washington Airports Authority Board of Director’s Dinner in
Crystal City, VA (not a formal speech).

17. Selection:
(2.} Do you know why you were chosen for this nomination by the President?

[ am grateful for the trust and confidence that the President has shown in me by
nominating me to this important position. While I have not spoken directly to the
President on this matter, my career both in the United States Navy as well as at the
Transportation Security Administration may have been a factor in his decision.

As a Navy officer and as a senior leader at the Transportation Security Administration, I
have shown a pattern of successfully managing and leading large organizations. During
my 28-year career as a United States Naval Officer, in which I achjeved the rank of Rear
Admiral, I was responsible for commanding sailors and marines and entrusted with
billions of dolars of valuable military equipment. More importantly, I played a key role
in the defense of the strategic interests of the United States. Subsequently, I served as
- -~ the first Federal Security Director at Los-Angeles International Airport (LAX). While at

LAX, one of the busiest airports in the nation and the world, I undertook and met the
challenge to maintain security as the airport transitioned from the pre-9/11 screener staff

——to-a-new;-federalized-and highly-trained-workforce:- As the Acting Administrator for TSA
since December 2003,  have guided TSA as it has continued to improve its ability to
provide for security in all modes of transportation.

‘ (b.)What do you beheve miy;our background or employment experience affirmatively
. gualifies you for this particular appointment?

.2 :My leadership skills, developed-during a-lifetime of service to.this country, have provided

<o ... foundation for me to successfully-lead TSA.-Additionally, I bring a working knowledge
of our Nation’s homeland security organization and how transportation security factors
:into the larger agenda. I am committed to 2 full partnership with the many stakeholders
in the transportation sector, including state and local governments, Indian tribes, private
‘industry, and the American public, all 6f which rely heavily on a secure transportation
system. Iam working closely with Members of Congress to ensure TSA remains focused
on reserving our freedoms while we go about our imaportant work of protecting America.

B. FUTURE EMPLOYMENT RELATIONSHIPS
1. Will you sever all connections with your present employers, business firms, business

associations or business organizations if you are confirmed by the Senate?
Yes
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2. Do you have any plans, commitments or agreements to pursue outside employmerit, with
or without compensation, during your service with the government? If so, explain.
No

3. Do you have any plans, commitments or agreements after completing government service
to resume employment, affiliation or practice with your previous employer, business firm,
association or organization?

No
4. Has anybody made a commitment to employ your services in any capacity after you leave
government service?

No

5. If confirmed, do you expect to serve out your full term or until the next Presidential
election, whichever is applicable?

Yes

C. POTENTIAL CONFLICTS OF INTEREST
1. Describe any business relationship, dealing or financial transaction which you have had

during the last 10 years, whether for yourself, on behalf of a client, or acting as an agent, that
“could in any way constitute or result in a possible conflict of interest in the position to which you

have been nominated.

None

2. Describe any activity during the past 10 years in which you have engaged for the purpose
of directly or indirectly influencing the passage, defeat or modification of any legislation or
affecting the administration and execution of law or public policy other than while in a federal
-govermment capacity.

None

3. Do you agree to have written opinions provided to the Committee by the designated
agency ethics officer of the agency to which you are nominated and by the Office of Government
Ethics concerning potential conflicts of interest or any legal impediments to your serving in this

position?
Yes
D.LEGAL MATTERS
1. Have you ever been disciplined or cited for a breach of ethics for unprofessional conduct

by, or been the subject of a complaint to any court, administrative agency, professional
association, disciplinary committee, or other professional group? If so, provide details.
No
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2. To your knowledge, have you ever been investigated, arrested, charged or convicted
(including pleas of guilty or nolo contendere) by any federal, State, or other law enforcement
authority for violation of any federal, State, county or municipal law, other than a minor traffic
offense? If so, provide details.

No

3. Have you or any business of which you are or were an officer, director or owner ever
been involved as a party in interest in any administrative agency proceeding or civil litigation? I
50, provide details.

No

4. Please advise the Committee of any additional information, favorable or unfavorable,- -

which you feel should be considered in connection with your nomination.
Received an “Outstanding Citizen Award” by hometown of Algonquin, Illinois, in recognition o
achievement and outstanding commitment to service.

E. FINANCIAL DATA

All information requested under this heading must be provided for yourself, your spéu;e, and
your dependents. (This information will not be published in the record of the hearing on your
nomination, but it will be retained in the Committee’s files and will be available for public

inspection.)

AFFIDAVIT

W' /L W being duly sworn, hereby states that he/she has read

and signed the foregoing Statement on Biographical and Financial Information and that the
information provided therein is, to the best of his/her knowledge, current, accurate, and complete

J—

Subscribed and sworn before me this 2‘9@ day of W , 20 0%

Val

ym?i Public
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U.S. Senate Committee on Governmental Affairs Pre-hearing Questionnaire
For the Nomination of Admiral David Stone to be
Assistant Secretary of Homeland Security,
Transportation Security Administration

1. Nomination Process and Conflicts of Interest

Why do you believe the President nominated you to serve as Assistant Secretary of
Homeland Security, Transportation Security Administration (TSA)?

Answer: [am grateful for the trust and confidence that the President has shown in me by
nominating me to this important position. As a United States Naval Officer for almost 28
years I achieved the rank of Rear Admiral and during my career was responsible for
comrmanding sailors and marines and entrusted with billions of dollars of valuable
military equipment. More importantly, I played a key role in the defense of the strategic
interests of the United States. I believe that these are qualities that the President looked
favorably on. In both the Navy and at TSA I have successfully managed and led large
organizations. [ was one of the first Federal Security Directors named by Secretary
Mineta shortly after TSA was stood up as an agency and I served as the first Federal
Security Director at Los-Angeles International Airport (LAX).. At LAX, T undertook and
met the challenge to maintain security as the airport transitioned from the pre-9/11
screener staff to a new, federalized and highly trained workforce. I met two critical
statutory deadlines-at-LAX,-one-of the busiest-airports-in-the nation and the world. As the
Acting Administrator for TSA since December 2003, I have guided TSA as it has
continued to improve its ability to provide for security in all modes of transportation.

Were any conditions, expressed or implied, arached to your normunation? If so, please
explain. ’

Auswer: There were no conditions, expressed or implied, attached to my nomunation. I

have been asked to lead TSA in accordance with law and regulation.

What specific background and experience affirmatively qualifies you to be Assistant
Secretary of Homeland Security (TSA)?

Answer: My leadership skills, developed during a lifetime of service to this country,
enable me to successfully lead TSA. I understand our Nation’s homeland security
organization and how transportation security factors into it. I am committed to a full
partnership with the many stakeholders in the transportation sector, including state and
local governments, Indian tribes, private industry, and the American public, all of which
rely heavily on a secure transportation system. [ am working closely with Members of
Congress to ensure TSA remains focused on preserving our freedoms while we go about
our important work of protecting America.
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Have you made any commitments with respect to the policies and principles you will
attempt to implement as Assistant Secretary? If so, what are they and to whom have the
commitments been made? :

Answer: [ have made no commitments other than to continue to ensure that TSA, its
thousands of employees, and its supporting contractors, do their utmost to provide for
effective security across the transportation sector, while providing world-class customer
service, and ensuring the freedom of movement of people and commerce. [ have pledged
to make TSA more responsive to the customer needs on the local level by empowering
our Federal Security Directors with more authority and responsibility. If confirmed, I
will have a senior role within the Department of Homeland Security and [ will do my
utmost to work effectively with the President, Secretary Ridge, Deputy Secretary Loy,
Under Secretary Hutchinson and other senior Department leaders, as well as with the
Congress, to continue to protect the homeland.

If confirmed, are there any issues from which you may have to recuse or disqualify
yourself because of a conflict of interest or the appearance of a conflict of interest? If so,
please explain what procedures you will use to carry out such a recusal or
disqualification.

Answer: There are no issues that I can currently foresee affecting TSA that will require
me to recuse or disqualify myself because of a conflict of interest or the appearance of a
conflict of interest. However, should a situation arise that calls this into question, I will
immediately consult with the Department’s Designated Agency Ethics Official to seek
advice and guidance.

T Role and Responsibilities of Assistant Secretary of Homeland Security {Transportation

6

Security Administration)

__What is your view of the role of Assistant Secretary of Homeland Security (TSA)?

‘Answer: The key‘ role of the Assistant Secretary of Homeland Security (TSA) is to
provide Leadership in the ongoing effort to protect the US Transportation Sector against
a terrorist attack. In addition to providing leadership (leading people, leading technology,

- leading change), it is important that the Assistant Secretary also promotes a spirit of

Partnership with all entities involved in the protection, operation, and use of the
Transportation Sector. Strong partnerships are one of the keys to success in the War on
Terror. Finally, building Friendships is also of great importance. These Friendships are
all about building a foundation of “Trust and Confidence” with the American People. By
respecting Individual Privacy and performing the TSA’s mission with a high level of
Customer Service, a level of friendship with the American people is formed which
reinforces the notion that as “friends” we are all engaged in a common struggle to protect
America against the.threat of Terrorism. In summary, fostering the concepts of
Leadership, Partnership and Friendship within the Transportation Sector are all roles the
Assistant Secretary should be executing each day.
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In your view, what are the major internal and external challenges facing TSA? What do
you plan to do, specifically, to address these challenges?

Answer: Internal challenges to TSA include: (1) Enhance operational field focus and
establish inter-modal risk mitigation planning. (2) Cut layers of HQ staff between the
Administrator and the field. (3) Empower the Federal Secunity Director (FSD) and allow
for more local decision-making. (4) Make the concept of a Model Workplace for TSA
employees a reality. (5) Accelerate deployment of technology to the field and reduce the
dependence on the high number of personnel that are currently needed to provide
security.

Actions to address these internal challenges include: (1) Conduct daily operation and
intelligence briefings with Senior staff utilizing the Transportation Security Operations
Center as the TSA operational center of gravity. (2) Realign the TSA HQ Staff to
provide for better integration and to reduce the layers between the Administrator and the
field. (3) Initiate action to allow for local testing, local training, and local hiring in order
to facilitate the empowerment of the Federal Security Director in the field. (4)
Constantly review issues that impact the morale and welfare of TSA employees and
ensure leaders are held responsible for taking measures to enhance the Quality of Life
and Quality of Work of each TSA employee. (5) Develop Transition plans to.accelerate
deployment of technologies to the field that enhance security and reduce both the number
of personnel and the level of effort required to perform the security mission.

External challenges for TSA include: (1) Integrating fully within the Department of
Homeland Security in order to operate most effectively and efficiently. (2) Developing-
thoughtful Protection Plans for the Transportation and Shipping and Postal critical
infrastructure sectors in partnership with other enfitiés 1o more fully mitigare tie sk of
Terrorist attack. (3) Ensuring the Privacy and Freedoms we all enjuy as Americans are
preserved as we seek out innovative ways to better protect America againsta Terroast ™~
attack. (4) Accelerating the use of technology to enhance the transportation security. - -

‘Actions to address these external challenges will include: (1) Imbue within TSA a
culture of change to drive out concepts such as “protecting turf.” Constantly seek to
integrate TSA activities within DHS to get the maximum use of every tax dollar. (2)
Partner with other government agencies and the private sector in developing Protection
Plans for the Transportation and Shipping and Postal critical infrastructure sectors. (3)
Constantly review privacy issues to ensure actions are taken in a proactive manner to
protect our freedoms as we carry out the TSA mission. (4) Develop transition plans for
technology that can facilitate the smooth flow of commerce while erthancing the security
of the overall process. The use of new technology to reduce the level of personnel
needed to carry out a specific task can in many cases allows for a more efficient and
effective use of the taxpayers dollar.

How do you plan to communicate to the TSA staff on efforts to address relevant issues?
Answer: [ am very proud of the internal communications procedures that we already
have in place that allow me, as the Acting Administrator, to communicate with TSA staff
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on important matters. We have a number of communication vehicles in place, including:
the TSA employee newsletter the Sentinel, letters from the Acting Administrator to
employees in the Sentinel, an extensive Intranet (section on What Others are Saying
About TS4 and Things To Know, Things to Share), Extranet (password protected internal
site on the public domain), broadcast messages to all TSA employees, TSA training, a
message of the week, TSA Employee Open House, Brown Bag Luncheons, and Town
Hall'meetings. If confirmed, I will continue to use these vehicles to communicate
important information to TSA staff.

HI. Policy Questions
GENERAL

9. GAO as well as the DHS IG and others have identified a number of long-term
management and organizational challenges TSA faces to sustaining enhanced aviation
security that include paying for increased aviation security needs and controlling costs
and establishing effective coordination among the many entities involved in aviation
security.

a. How can TSA most effectwely control the costs of aviation security needs?

—_ “TSk&ork&taconUoLmuosm of aviation security needs by addressing external factors
in conjunction with our stakeholders in the aviation industry and ensuring that TSA is
effectively using the funds we receive.

~TAsTexpressed earlier i my Tesponse to-Questiod 6, the concepts of Leadership,
Partnership and Friendship are critical in building a consensus among all transportation
providets; including of course the aviation industry. | apply these precepts in dealing
. -with external organizations, which cut across the aviation spectrum. Security

requxremcnts that TSA issues and enforces affect airport operators, the air carriers
‘(passenger and ail-cargo), aviation manufacturers, State and local law enforcement,
General Aviation pilots, direct and indirect air cargo shippers and freight forwarders,
commercial businesses operating at airports serving passengers and air carriers, airline
passengers, and employees of airports and air carriers, to name just some of them. As
part of our rule making process, TSA must put its proposed security requirements through
a rigorous economic analysis, except in emergency situations. The rule making process
is an open one that invites substantial comment from the public, including of course
parties that are directly impacted by the regulations. This assures that any costs imposed
on industry or the public have been fully vetted and justified. We fully understand that if
we make air travel and commerce prohibitively expensive then the terrorists will have
wotL

TSA also collects security fees as directed in ATSA . The funds we collect reduce the
amount of appropriations TSA receives from the General Fund for aviation security
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needs. As stewards of the public purse on this matter, TSA is responsible for ensuring
that air carriers accurately forward the passenger and carrier fees to TSA. '
Internally, TSA has a rigorous program of controls to ensure that appropriated funds are
properly spent. Qur Chief Financial Officer leads the effort to effectively manage TSA
resources. We have had our financial systems audited by the DHS Inspector General, and
they received a clean audit opinion. TSA relies heavily on contractor support for
functions that in many long established agencies are handled in-house. This allows us to
concentrate on our core functions of providing transportation security in a reliable and
cost effective manner. As a result of this reliance on contractor support, TSA also has a
vigorous complement of staff overseeing these contracts to again ensure that we are
receiving our money’s worth. '

b. What further steps, if any, should be taken to increase coordination among the many
entities involved in aviation security?

Answer: While TSA has a central role in aviation security, effectively securing our
nation’s aviation system can only be accomplished in partnership with relevant Federal,
state, tribal, local and private industry entities. TSA coordinates the efforts of these
partners, under the guidance of the Secretary and the Under Secretary for Border and
Transportation Security. As part of its coordination responsibility, TSA identifies gaps
and works with appropriate partners to ensure those security gaps are filled.

TSA also coordinates work on the Transportation Sector Specific Plan, as part of the
National Critical Infrastructure Protection Plan, which will identify Federal and private-
sector stakeholders in the sector, their roles and relationships and their means of
communication. This effort will facilitate coordination among the many entities involved
in aviation security. -

GAO, the DHS IG and others have identified otiict long-term management and
organizational challenges including developing and implementing a comprehensive risk
management approach and strategically managing its workforce.

a. What is the role of TSA in identifying threats, vulnerabilities, and criticalities of the
nation’s transportation infrastructure? What changes should be considered in
enhancing this role?

Answer: The Department has instituted a risk management approach to protecting our
nation’s critical infrastructure, under the leadership of the Information Analysis and
Infrastructure Protection directorate. TSA works within this framework looking
particularly across the modes of transportation to identify security gaps and strategies to
ensure consistency in security response that takes into consideration inter-modal issues
(such as assets, incidents, or supply chains that straddle multiple modes, and inter-modal
exercises).

More specifically, Homeland Security Presidential Directive 7 (HSPD-7) directs Fhe
establishment of “a national policy for Federal departments and agencies to identify and
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prioritize United States critical infrastructure and key resources and to protect them from
terrorist attacks.” This effort includes development of the National Infrastructure
Protection Plan under DHS leadership. The plan includes Sector Specific Plans (SSPs),
and TSA has been assigned primary responsibility for developing the Transportation SSP.

In developing the Transportation SSP, TSA is working under BTS guidance and
partnering with the U.S. Coast Guard, other BTS component agencies and the
Department of Transportation (DOT) modal administrations. The plan, which is being
developed, will identify Federal and private-sector stakeholders in the sector, their roles
and relationships and their means of communication; how important assets in the
transportation sector will be identified, assessed, and prioritized; how protective
programs will be developed; how progress in reducing risk will be measured; and how
research and development will be prioritized in the sector. In the Transportation Sector,
the SSP will further efforts currently underway and help ensure that they are '
systematic, complete, and consistent with the efforts in the other 12 sectors.

b. Since TSA began operations, much of the agency’s attention and resources have been
focused on securing passengers and baggage at the nation’s commercial airports. As
the agency moves forward, what is the appropriate balance between focusing on
aviation security and security for other modes of transportation?

Answer: Much of TSA’s activities support our mission across the various transportation

modes, making them difficult to categorize as exclusively benefiting a single mode.

Although the creation of a Federal screener workforce has meant that TSA currently

channels a greater proportion of the security costs for aviation compared to other modes,

transportation security is a partnership among Federal, state and local governments and
the private sectors. Working with-our- partncrs—"ESﬁpkays—mctme}e&rreﬁghe&t—&te—
entire transportation system providing research and development, advisory services, and
intermodal coordination. TSA's specific role within eachsector wilkvary fromrmode to-
mode. In aviation security, TSA has very specific operational responsibility and the lead
regulatory role. In partnership with other DHS Coripodénts and i coordination with the ™

‘Department of Transportation (DOT), state, local and private sector parfiers, TSA'S™

efforts in non-aviation security over the past two years have focused on greater

information sharing between industry and all levels of government, assessing
vulnerabilities in non-aviation sectors to develop new security measures and plans,
leveraging existing security initiatives, increasing training and public awareness
campaigns, and providing greater assistance and funding for non-aviation security
activities.

Additionally, as TSA continues work on the Transportation Sector Specific Plan and
modal plans, as part of the National Critical Infrastructure Protection Plan, TSA will
work to identify gaps in security across the modes; how important assets in the
transportation sector will be identified, assessed, and prioritized; how protective
programs will be developed; how progress in reducing risk will be measured; and how
research and development will be prioritized in the sector.
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c. What is the appropriate role of the federal government in providing and funding
transportation security?

Answer: Ensuring that our nation’s transportation systems are secure must be
accomplished through effective partnering between appropriate Federal, state, tribal, local
and private industry entities. This responsibility must involve the coordination of
appropriate Federal, state, tribal, local and private industry partners, many of whom have
always been and continue to be in the business of providing security for their particular
piece of the transportation sector.

The Department of Homeland Security (DHS) has requested substantial resources in FY
2005 that will improve transportation security in modes other than aviation, including
resources in the U.S. Coast Guard and U.S. Customs and Border Protection {CBP) for
ports, maritime security, and cargo security; in Information Analysis and Infrastructure
Protection (IAIP) for vulnerability assessments, intelligence, and infrastructure protection
for all sectors including transportation; and in Emergency Preparedness & Response
(EP&R) for emergency response to only name a few. In addition to working with other
DHS components, TSA works closely with our sister Federal agencies outside of DHS to
ensure that all government resources are maximized. For example, under the leadership

- of BTS and DHS, TSA 1s working closely with modal administrations of the Department
of Transportation to help leverage their existing resources and security efforts to
accomplish unified security goals.

In developing the Transportation Sector Specific Plan, TSA and its partners will identify
“Federal and private-sector stakeholders in the sector, their roles and relationships and
- their-means-of communication.

_d. What portion of security costs should industry bear in comparison to federal, state and

“local governments?

. Answer:_Ensuring that our nation’s transportation systems are secure must be
accomplished through effective partnering among appropriate Federal, state, local and

. private industry entities. Part of TSA’s responsibility is coordination of these entities,
many of whom have always been and continue to be in the business of providing security
for their particular piece 5f the transportation sector.

I strongly support the idea that homeland security is a national responsibility shared by all
states and localities. That is why I firmly believe that there should be a minimum level of
preparedness across the county and that every state should receive some level of
assistance from the Department of Homeland Security. The expeditious and efficient
award of homeland security funds to states and localities is a primary goal of the
Department of Homeland Security. Since its creation last year, the Department has
provided more than $8 billion to support and enhance the security of states and localities.
The President’s Fiscal Year 2005 budget request continues this strong support and
commitment to the Nation's emergency prevention and response community. The
President’s budget clearly demonstrates the continuing priority placed on homeland
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security through requesting $40.2 billion in total new resources for FY 2005, whxch isan
increase of 10 percent above the comparable FY 2004 level.

DHS Secretary Ridge has announced the creation of the Office of State and Local
Government Coordination and Preparedness (SLGCP) in order to consolidate
departmental programs, including grants, and relationships that relate to state and local
governments. The consolidation of these programs within SLGCP will eliminate
duplication along program lines, enable the complementary and synergistic aspects of
these programs to work together, and maximize the effectiveness of federal resources.
The Office has several responsibilities, including coordinating the Department’s activities
with State and local government; assessing and advocating for resources needed by State
and local government to implement the national strategy for combating terrorism;
providing State and local government with regular information, research, and technical
support to assist local efforts at securing the homeland; and developing a process for
receiving meaningful input from State and local government to assist the development of
the national strategy for combating terrorism and other homeland security activities.

Additionally, Secretary Ridge recently announced a Homeland Security Funding Task
Force composed of state, county, city, and tribal representatives to examine the funding
process and ensure that Department of Homeland Security funds move quickly to local
first responders. The Task Force will identify state and local funding solutions that work
effectively and can be extended to situations where there are impediments to the efficient
and effective distribution of state and local homeland security funds.

The Task Force is composed of governors, mayors, county officials, tribal leaders and
other senior officials with first-hand experience in homeland security issues and will
operate under the aegis of the Homeland Security Advisory Council (HSAC) and its State
and Local Officials and Emergency Response Senior Advisory Committees. The
Secretary will receive recommendations from tiie Task Force members and the HSAC on
how to expedite the money distribution process.

TSA and DHS wiil continue to work with its Federal, state, local and private industry
partners to ensure that we secure transportation to ensure that security costs are
appropriately bome by all partners.

According' to GAO reports and testimony before Congress, TSA has been working on a
national transportation system security plan. Admiral Loy testified in May 2003 that
TSA was ‘“close to the first draft” of this plan, but this plan has not yet been released.

a. How has TSA been setting its spending and strategic priorities in the absence of this
plan?

Answer: TSA has been spending the majority of its funding and effort as directed by
Congress towards what has been the largest and most consistent potential threat, attacks
on our aviation system. At the same time, TSA has been working to improve security in
other modes of transportation, including building cooperative relationships with our
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government partners, such as DOT and the US Coast Guard, and our private sector
partners. While the emphasis in aviation has been on a large Federal presence, in the
other modes protective activities are being carried out by or in conjunction with the
private sector and state, tribal, and local governments who are locally responsible for
operations. TSA, under DHS, provides Federal leadership in terms of guidance,
assistance and coordination, as seen in the design of protection plans outlined below.

b. When will this plan be completed?

Answer: In December 2003 the President issued Homeland Security Presidential
Directive 7 (HSPD-7) that defined the vision for protection of Critical Infrastructure not
just in the Transportation Sector, but across the entire national economy. The
Department's plan for implementing HSPD-7 involves an overarching National
Infrastructure Protection Plan developed by the Information Analysis and Infrastructure
Protection Directorate (IAIP), and 17 supporting Sector Specific Plans (SSPs) dealing
with the 4 Key Resources and the 13 Sectors such as Transportation. TSA has been
assigned to develop the Transportation SSP in conjunction with our partners at DOT and
USCG and under the guidance of the Undersecretary for Border and Transportation
Security. The first draft of the Transportation SSP is due shortly. . .

This SSP - and the deep engagement with our partners that developing it has entailed -
will accomplish much of what was intended hy the original NTSSP referred to in the
question. It also has the added benefit of consistency with other sectors and integration
into a national economy-wide plan. Aﬁer the initial rounds of review and integration -
include the rmammgﬁncnmsvﬁmm&bmmﬁ-ﬁose
additional functions include ties to HSPD-5 and +he National Response Plan; ties to
HSPD-8, preparedness, and exercises; and guidance for developing Modal Security Plans
that will g into more detail in each mode This expanded Tra.nsportation SSP should be

Should be underway at that tmie as well. The USCG s alréady leading development of

the National Maritime Security Plan required under MTSA, which will also serve as the

maritime Modal Security Plan in the expanded SSP framework.

¢. How will TSA integrate other agencies, like the Federal Transit Administration and
the Federal Railroad Administration, state and local agencies, and private industry
into this planning and standard setting process?

Answer: In the process of developing the HSPD-7 -driven Transportation SSP, TSA has
deeply engaged with DOT. In the particular case of FTA and FRA, TSA has worked
closely with both agencies in response to the tragic events of March 11 in Madrid and the
earlier attack in Moscow. [ expect and intend for this close coordination to continue
beyond specific high-level planning projects, and beyond response to specific incidents,
and to be an ongoing every-day way of doing business. This includes activities in the
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realms of detailed security planning; setting standards; and interacting with and getting
input from our shared set of state, tribal, local, and private sector stakeholders.

In addition to the senior-staff-level engagement with DOT just described, I have
personally engaged the Administrators and Deputies of the Modal Administrations, and I
also intend for that to be a regular, ongoing way of doing business.

d. Will TSA provide technical assistance to transportation systems to help them develop
their own security plans? If so, will TSA also provide funding for systems that do not
have the resources to develop plans?

Answer: TSA's strategic role in securing the transportation system begins at the system
or sector-wide level: The strategic priority is to identify security gaps and establish
strategies to ensure consistency in security response. Inter-modal issues such as assets,
incidents, supply chains that straddle multiple modes, and inter-modal exercises are taken
into consideration.

Homeland Security Presidential Directive 7 (HSPD-7) directs the establishment of “a
national policy for Federal departments and agencies to identify and prioritize United
States critical infrastructure and key resources and to protect them from terrorist attacks.”
The Department of Homeland Security (DHS) is responsible under HSPD-7 for
developing a National Critical [nfrastructure Protection Plan. This plan will be

-comprised of Sector Specific Plans (SSPs), and TSA has been assigned primary
responsibility for developing the transportation SSP.

_ A first draft of the SSP is due to DHS early this summer (concurrent with the due dates

~for SSPS from the other 12 sectors of critical infrastructure). In developing the
Transportation SSP, TSA is working under BTS guidance and with partners in the U.S.
Coast Guard and other BTS component agencies, as well as with the Department of

_Transportation (DOT) and its modal administrations. The SSP will discuss how Federal
and private-sector stakeholders will communicate and work together; how important
‘assets and vulnerabilities in the ransportation sector will be identified, assessed, and
prioritized; how protective programs will be developed; how progress in reducing risk
will be measured; and how R&D will be prioritized in the sector. In the Transportation
Sectorythe SSP will further these efforts currently underway and help ensure that they are
systematic, complete, and consistent with the efforts in the other 12 sectors.

TSA's role within each sector will vary from mode to mode. In aviation security, TSA
has the operational and regulatory lead role. TSA’s efforts in non-aviation security over
the past two years have focused on greater information sharing among industry and all
levels of government. The emphasis has been on assessing vulnerabilities in non-aviation
sectors, developing new security measures and plans, increasing training and public
awareness campaigns, and providing greater assistance and funding for non-aviation
security activities. In partnership with other component agencies of DHS and in
coordination with DOT, State, tribal, local and private sector partners, TSA will continue
to leverage existing security initiatives, coordinate the development of national
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performance-based security standards and guidance; identify areas where regulations may
be necessary to improve the security of passengers, cargo, conveyances, transportation
facilities and infrastructures; and identify areas where better compliance with established
regulations and policies can be achieved. TSA will work with DHS components, modal
administrators within DOT, and its government and industry stakeholders to continue
these efforts, establish best practices, develop security plans, assess security
vulnerabilities, and identify needed security enhancements.

TSA has also developed the TSA Self Assessment Risk Model (TSARM). This is
designed to assist asset owners/operators in developing a security plan. The tool captures
an asset’s baseline security posture and identified additional measures that could be
undertaken to reduce vulnerabilities. This tool is available at no-cost to users. Currently,
a maritime module is operational with development efforts underway for General
Aviation and Mass Transit. It is TSA’s intent to have modules for each transportation
mode.

In June 2003, GAO reported that TSA had adopted a “risk management” approach in its
efforts to improve U.S. transportation security. (Transportation Security: Federal Action
Needed to Help Address Security Challenges, GAO-03-843) GAO described this
approach as a process to “analyze threats, vulnerabilities and the criticality ... of assets.”
Since transportation is a critical asset, and the performance of vulnerability andtisk ™~~~
assessments for critical infrastructure is a responsibility of the Directorate for Information
Analysis and Infrastructure Protection (IAIP), what role do you expect IAIP to play in
conducting this analysis? What is the status of these assessments? -

Answer: TSA has been working closely with IAIP's Protective Services Division to’
coordinate transportation-related risk management efforts.. As IAIP develops thelistof——
nationally-critical infrastructures and guidelines therein or under [IAIP’s guidance as to
what signifies critical infrastructure... TSA has supplied IAIP with data pertainingto =~
nationally-critical transportation assets as it is being compiled. Vulnerability assessments
completed by TSA are available for IAIP's use. Similarly, TSA receives assessmént——-
information conducted by IAIP on transportation-related high value targets. -TSA-and —-
IAIP work closely to ensure coordination without duplication of efforts.

TSA has developed a vulnerability self-assessment tool for use by transportation asset
owners and operators. Currently, 2 maritime module is operational. Development efforts
are underway for a General Aviation module and a Mass Transit module. TSA has also
developed a tool in support of on-site, TSA-led vulnerability assessments. TSA intends

to conduct on-site assessments of certain assets deemed to be nationally critical.
Assessments have been completed for the Staten Island Ferry, the Port Authority of New
York and New Jersey Bus Terminal, and the Woodrow Wilson Bridge construction
project. Efforts are also underway in support of congressionally-mandated joint TSA/FBI
assessments of critical airports.

Since its inception, TSA has focused on passenger aviation security, and in particular on
passenger and baggage screening. Its budget has been heavily weighted toward the costs
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associated with initiating and maintaining the aviation screening operation and has
contained relatively little funding for other transportation modes. This pattern has
continued in the agency’s FY 2005 budget request.

a. Do you believe TSA needs to broaden its focus and undertake more efforts to
improve security in areas outside passenger aviation screening?

Answer: TSA has been spending the majority of its funding and effort as directed by
Congress towards what has been the largest and most consistent potential threat, attacks
on our aviation system. At the same time, TSA has been working to improve security in
other modes of transportation, including building cooperative relationships with our
Federal, state, local and tribal government partners and our private sector partners. As
part of the Department’s risk management approach, TSA takes a broad view across
transportation to identify security gaps and work with its partners to fill those gaps.
Additionally, we are developing Sector Specific Protection Plan for the Transportation in
accordance with Homeland Security Presidential Directive 7. I'have discussed this effort
in greater detail in other responses.

b. If so, what actions will you take and what resources will TSA need to accomplish
these objectives? R ) -~

Answer: The TSA vulnerability assessment methodology is based upon a wide array of
potential threat scenarios.—As.an example,-in the aviation sector, scenarios include
aggressor paths beyond the passenger screening checkpoint. Scenarios include access
through an airport perimeter, access through cross-perimeter buildings, and insider
scenarios._The relative risk associated with these scenarios is being used as input into

T PHOTIHZg HVESITents 1 areas beyoTd aviation passenger screening. As discussed in
many responses, partnership with transportation stakeholders is critical to accomplishing
our collective objective toidentify and address security gaps.
c. Whitis your timeiable for undertaking these efforts?

Answer: Specific to aviation security assessments, TSA and FBI jointly updated the
Joint FBUTSA Vulnerability Assessment (JVA) tool and have commenced using it at
commerciat airports loeated in the vicinity of the G8 Conference, the Democratic
National Convention and the Republican National Convention. In the fall, TSA will roll
out the JVAs at all commercial airports. Data gathered during the JVA process will then
be incorporated into a vulnerability self-assessment module for commercial airport. The
commercial airport vulnerability self-assessment module will be instituted in 2005. Data
collected from both tools will be analyzed, focusing on security gaps in areas outside of
passenger security.

CAPPS 11

14, One of the most sensitive and controversial programs being developed by TSA is the
Computer Assisted Passenger Prescreening System (CAPPS II). The system is intended
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to help in passenger screening; however, as recently reported by GAO, the system is
behind schedule, how it will function is not fully known, key questions regarding the
system’s development and operation have not been answered, and other challenges such
as identity theft and international cooperation have impeded system development.

a. When do you anticipate that CAPPS II will begin operation? When will the system
be “certified” by the Under Secretary for Transportation and Border Security as
required by P.L. 108-176?

Answer: CAPPS I1is a fully integrated, basic functioning system that has been tested
using simulated PNR data. Ultimately, the timeline for implementation of CAPPS 11, and
certification by the Under Secretary under the Vision 100 Act, is subject to receipt of
PNR data for testing. To date, TSA has not secured PNR data to test CAPPS II. There
are a number of formal steps that we must go through before we are in a position to
receive PNR data. We are also currently developing our security program to ensure the
integrity of the data once it is collected. Until we are confident that both the security
system and redress procedures meet privacy and security muster, we have no intention of
collecting PNR data for any reason.

Seven of the eight areas identified by the Congress in the Department of Homeland
Security Appropriations Act, 2004 could not be satisfactorily reported by the GAO as
having been completed, as they are contingent on testing of CAPPS 1. However, TSA is
well on its way to putting plans in place to meet each of the certification requirements
including the establishment of redress procedures, the adoption of robust privacy
protections, and the implementation of safeguards against abuse or unauthorized access.

b. A key challenge has been the inability to obtain passenger data from air carriers for
testing purposes due to privacy concermns. We understand that TSA is planning on
issuing a regulation to require that this data be provided. What considerations were
given to addressing air carrier reluctance to provide passenger data? Why weren’t
actions initiated earlier to require the submission of data and thereby remove the
concermns over privacy from air carriers?

Answer: TSA plans to use the Notice of Proposed Rulemaking (NPRM) vehicle to seek
public comment on the collection of Passenger Name Record (PNR) data for the
operation of the CAPPS II program, and would likely issue an order compelling the
collection of historical PNR data for testing purposes simultaneously with publication of
that NPRM. Each of these documents would require regulated parties to take reasonable
steps to ensure that passengers are provided notice of the purpose for which the
information is collected, the authority under which it is collected, and any consequences
associated with a passenger’s failure to provide the information.

However, system testing can only begin once TSA obtains a significant quantity of PNR
data from airlines or from U.S. Customs and Border Protection (CBP) under the terms of
an agreement DHS reached with the European Commission for CBP's use of such data,
which has yet to be finalized.



53

Throughout the development process, privacy has been a foremost concern of TSA. The
agency has made significant overtures to the general public and to specific stakeholder
groups concerned about privacy issues, and supports the seven Passenger Privacy
Principles recently released by the Air Transport Association (ATA), which are
consistent with the Fair Information Principles used to develop the privacy management
program for CAPPS II and the building block for the agency's privacy policies and
practices.

The Privacy issues associated with the collection of data for testing are not a matter of
timing, but one of disclosure. Simply stated, TSA’s intention is to build public trust in
the agency’s ability to secure travelers’ data — even test data —~ appropriately, and treat
travelers fairly. To that end, now that the agreement reached with thé.European
Commission on behalf of CBP, which permits TSA to test the CAPPS II system using
EU PNR information, the agency anticipates being able to resolve within a few weeks
when and how it will proceed with testing of the system, including the means by which
the collection of data will be compelled.

¢. Arecent GAO report mentioned that identity theft could be used by individuals to
defeat CAPPS II. What is TSA doing to ensure that potential terrorists could not.
negate the system’s benefits through identity theft? Do you have any efforts
underway to address this weakness?

Answer: While no system can be 100% effective in preventing identity theft, we believe
that the CAPPS Il system under development would represent a quantum leap forward in
efforts to defeat this growing problem. TSA has developed CAPPS I to rely on an
improved version of the best practices used by the banking-and-creditindustries to————
combat identity theft and fraud.

‘Where a legitimate identity is stolen, there are any number of indicia, including errors or__
inconsistencies in the information as transmitted by a thief that could reveal that the ™~
‘identity is stolen. Further, CAPPS I will make use of a dafabase containing up-to-date
information about stolen identities, which will further protect against terrorists who use
this means to conceal themselves. )

Again, no system can be 100% effective, which is why CAPPS TI will be part of a layered
"system of systems" involving physical scrutiny, identity-based risk assessment, and
other security precautions on aircraft and at airports.

d. International acceptance and cooperation on this system will be critical and although
it has been noted that the European Union agreed to allow data related to its citizens
to be used for testing purposes, there are still considerable concerns that the EU may
not agree with the use of the currently proposed CAPPS ]I system to prescreen its
citizens. What is your perspective on this issue? Do you believe full international
cooperation will be attained, and why? In developing CAPPS II, has TSA attempted
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to involve other countries in the system’s development in order to obtain greater
acceptance and use of the system? ’

Answer: As part of the PNR details of the agreement to be signed in the coming weeks,
the European Commission pledged to enter into negotiations to find a legal framework
for the transfer of PNR for use by CAPPS II. Under the framework of the agreement the
EU, it is paramount that testing not be done with foreign data before it is done with US
data. This will allow TSA to demonstrate to our foreign partners and to the domestic
public that appropriate privacy safeguards are in place and that effective redress
processes have been established.

“TSA believes full intemational cooperation will be achieved. Passenger pre-screening is
mandated by law and TSA, as part of DHS, remains committed to moving forward with
the development and implementation of a better system than the CAPPS I system
currently run by the airlines. TSA has been contacted by a number of other countries
interested in our on-going work in this area. Having some of the most stringent privacy
laws in place, negotiations with the EU offer the best opportunity to develop standards,
which should be agreeable with all our international travel partners.

15._ _The President's budget requests $60 million for CAPPS II. How confident are you that
$60 million will be sufficient and why? How much will be required for development,
testing, and other one-time startup costs? How much in recurring costs will be required
to maintain and operate the system on an annual basis?

Answer: The President’s budget request at S60M will provide CAPPS II with continued
facilities leases, utilities and maintenance, IT and telecommunications support,

~Fsecurity; FEEs, etc), and System Development and operations.
Systems Development and Operations includes: Contractor staff support for policy and
~~—-privacyissue resolution, development of production platform to full capability,
_.__establishment of necessary connectivity to test PNR data live with a single airline, and
~ “capability of production platfort to Host other applications.

Facilities leases, Utilities and Maintenance $33M
IT and Telecommunication $52M
- Infrastructure support (security, FTEs, etc.) $10.8M
CAPPS 1I Development and Operations $40.7M

Of the $60M in FY05, approximately $36M will be for development, testing, and other
one-time start-up costs. The remaining $24M will be recurring costs, which include
facilities leases, utilities and maintenance, IT and telecommunications support, and
infrastructure support (security, FTEs, etc).

16. © According to press reports, American Airlines authorized its vendor, Airline Automation,
to provide TSA with one week’s worth of Passenger Name Record ("PNR") data on s
customers. The vendor then reportedly provided the data to four companies competing
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for contracts with TSA: HNC Software, Infoglide Software, Ascent Technology, and
Lockheed Martin. '

a. Did any TSA official ask American Airlines or its vendor to provide PNR data to the
agency or to any of the four companies? If so, why?

Answer: In early 2002, the Transportation Security Administration (TSA), at the
direction of the Deputy Secretary of Transportation, started to work with the DOT’s
Office of the Chief Information Officer to begin examining the feasibility of a successor
system to the Computer Assisted Passenger Prescreening System (CAPPS). CAPPS was
previously developed by Federal Aviation Administration (FAA) and currently is
operated by the domestic airlines. The successor system, known as CAPPS II, was
contemplated as a risk assessment system that ultimately would be owned and operated
by the government. As a precursor to building such a system, TSA decided to enlist the
assistance of private sector firms with risk assessment expertise in a proof of concept
exercise. The purpose of this exercise was not to develop an operation-ready system for
purchase by TSA, but to prove the feasibility of the concept of performing a risk
assessment, based on airline reservation information.

On March 8, 2002, the FAA, on behalf of TSA, issued a Broad Agency Announcement
(BAA) soliciting proposals for the development of a Risk Assessment Engine (RAE)
prototype that would be capable of assigning risk to such areas as passengers, flights,
airlines, and airports across the nation. Among the eligibility criteria specified in the
BAA was the requirement that companies demonstrate their ability to link with airline
computer reservation systems and extract passenger name records (PNR) for risk
assessment.

In anticipation of awarding cooperative agreements to qualified firms, TSA took steps to
ensure that the cooperative agreement recipients would have a single set of PNRs to work
with in demonstrating the feasibility of the RAE concept. To that end, TSA began
discussions with Airline Automation, Inc. (AAI), which managed PNRs for a number of
large domestic airlines, including American Airlines (American) and Continental Airlines
(Continental). )

On May 8, 2002, TSA and FAA entered into cooperative agreements with HNC
Software, Infoglide, Ascent Technology, and Lockheed Martin (the cooperative
agreement recipients) to develop RAE prototypes. TSA planned to evaluate the
prototypes as candidates for further use as a component of CAPPS II. During the course
of the performance of the cooperative agreements, some of the recipients told TSA they )
had difficulty in obtaining access to PNRs in order to demonstrate the capabilities of their
prototypes to interface with airline reservation systems. This provided further impetus
for TSA to arrange for the cooperative agreement recipients to have access to a single set
of PNRs for purposes of the proof of concept.

To achieve this goal, TSA contacted American on May 20, 2002, and Continental, on
May 22, 2002, to request that they each authorize AAI to provide PNRs to the
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cooperative agreement recipients for purposes of developing the RAE prototypes.
American authorized AAT to provide PNRs for this purpose, but Continental did not.
AA], therefore, did not provide PNRs from Continental. AAJ provided American PNRs
to the cooperative agreement recipients on March 24, 2002, in a format that was not
usable. AAI subsequently made American PNRs available to the cooperative agreement
recipients and to TSA by loading them on a secure server in June of 2002. The
cooperative agreement recipients used the PNRs in order to perform the RAE proof of
concept. TSA never accessed the PNRs on the secure server. However, during the
demonstrations of the RAE prototypes put on by each cooperative agreement recipient,
TSA officials viewed presentations that included PNR data as part of the demonstrations.
Confidentiality of PNRs was protected under non-disclosure agreements entéred into by
the various parties. I understand that PNRs used in connection with performance of the
cooperative agreements have been returned, destroyed or otherwise secured.-

During the course of performance of the cooperative agreements, some of the cooperative
agreement recipients independently obtained PNRs other than the American PNRs
supplied by AAL The independent sources of PNRs that TSA is specifically aware of
are: Delta Air Lines (through Delta’s Airline Reservation System); Continental, America
West Airlines, and Frontier Airlines (through EDS/Shares); JetBlue (through Acxiomy),
Galileo International; and possibly Apollo; TSA did not have access to these PNRs. |

b. How did TSA and/or the companies use the data? Was it for a CAPPS II-related
purpose?

Answer: In the initial stages of examining the feasibility of developing a successor to
CAPPS, TSA decided to enlist the assistance of private sector firms with risk assessment

expertise in a proof of conceptexerciseThe pupose ot thisexercise-was-to-prove-the—
feusibility of performing a risk assessment for passengers, based on airline reservation
information Ultimately, the successful demonstratiorrof such-a process could lead to the
development of a commercial product that would become part of CAPPS I
Although TSA had access to PNRs that AAI placed on a Secure server, TSA dever ™
actually accessed them, and therefore, did not use PNRs for any purpose. However,
during the demonstrations of the RAE prototypes put on by each cooperative agreement
recipient, TSA officials viewed presentations that included PNR data as part of the
dernonstrations. The cooperative agreement.recipients used PNRs to develop their RAE
prototypes in furtherance of their cooperative agreements with TSA.

c. Which, if any, of the four companies possessed PNR data while performing contract
work for TSA? If so, was the work related to CAPPS II?

Answer: For purposes of developing a risk assessment prototype, the four companies
were working with TSA pursuant to cooperative agreements, not contracts. The purpose
of TSA’s relationship with these four companies was not to contract for the procurement
an operation-ready system. As a precursor to any government contracting effort, TSA
sought to research the feasibility of performing a risk assessment for passengers using
airline reservation information as the basis for the assessment. Ultimately, the successful
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demonstration of such a process could lead to the development of a commercial product
that would become part of CAPPS IL. In the course of performing under the cooperative
agreements, all four cooperative agreement recipients possessed PNR data.

d. Did TSA or any of the companies create a system of records as defined by the Privacy
Act (5 U.S.C. 552a(a))? If not, please explain how the collection and use of the
.information does not meet the Act’s definition of a system of records.

Answer: My understanding is that at the time that TSA was involved in ensuring that
cooperative agreement recipients had access to passenger name data (PNRs), which was
prior to the existence of DHS, personnel at TSA evaluated the matter and believed that
their actions were fully in compliance with the Privacy Act. No System of Records
Notice was written. TSA facilitated the transfer of the PNR data to be used as a data set,
rather than to be retrieved by name or personal identifier. The data set was to be used for
the purpose of testing the functionality of a "Risk Assessment Engine Prototype" for
identity-based security threat assessment technologies. Since the information was not to
be accessed or retrieved by namie or personal identifier to make individual
determinations, TSA believed that it did not need to publish a system of records notice
under the Privacy Act. Additionally, they believed that even if testing constituted a
Privacy Act system, it could be covered by a pre-existing system of records applicable to
the program.

_I appreciate that since the time of TSA's assessment, further questions have been raised
about these PNR transfers. Also since that time, DHS was established by Congress and
TSA, formerly under the Department of Transportation, became a component agency of

_DHS. As you may know, the Chief Privacy Officer at the Department of Homeland

—Sevrrity hasinitiated a comprehensive examination of the circumstances surrounding
TSA's involvement in the data sharing from airlines that took place before TSA’s

-integration into DHS. [ fuliy endorse this examination for the lessons that can be learned

_and I am assisting in every way possible. Based on that review, I commit to you that [

“will use my Teadership role to expeditiously take appropriate steps as warranted. On that

“note, let me further assure you that as Acting TSA Administrator, with the fullest support
from Secretary Ridge, Deputy Secretary Loy, and Under Secretary Hutchinson, I tasked a
senior level TSA team to begin intensive efforts for TSA-wide privacy training. [ have
also hired a TSA Privacy Officer to assist with all TSA privacy related policy and
program reviews, in collaboration with the DHS Chief Privacy Officer. All of these
initiatives have been accomplished, with full participation by TSA staff. I have the
highest confidence in my senior management and staff, and I commend their ongoing
positive reception of privacy compliance and sensitivity as integral to carrying out TSA's
part in the Department of Homeland Security mission. It is one of many reasons why, if
confirmed, [ look forward to leading the TSA team within the Department of Homeland
Security.

e. TSA has requested PNR data from JetBlue (on behalf of an Army coatractor) and
from American Airlines. Has TSA requested that any other airlines provide PNR
data?
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Answer: As discussed below, TSA requested PNR data from three other companies
unconnected to specific investigations: Continental Airlines, Delta Air Lines, and Sabre.
In addition, in the spring of 2003, TSA obtained PNRs from JetBlue in order to determine
whether changes could be made to the CAPPS system that would address what appeared
to be a disproportionate impact of that system on passengers of certain airlines. TSA
used the information contained in the PNRs supplied by JetBlue to test the application.of
a modified risk assessment algorithm for CAPPS. The PNR data was not provided to any
other party. TSA has retained the PNRs because of a pending FOIA request that is broad
enough to encompass this data.

On May 22, 2002, TSA requested PNRs from Continental Airlines for use by the
cooperative agreement recipients in developing RAE prototypes. Although TSA and
Continental executed a non-disclosure agreement in contemplation of Continental
providing PNRs for this purposes, Continental ultimately did not provide any PNRs.

In February 2002, TSA directed Delta Air Lines to provide PNRs to the U.S. Secret
Service in connection with security preparations for the Salt Lake City Winter Olympics,
which was a National Special Security Event. The U.S. Secret Service used the PNRs
(transmitted through ARINC) to alert the agency to the travel plans of individuals of
known protective interest. The records were stored in a stand-alone computer located at
the Intelligence Division Duty Desk. Although a non-disclosure agreement signed by
Delta Air Lines and USSS stated that PNRs might be disseminated to InRange
Technologies Corporation, PNRs were not shared with any parties outside the U.S. Secret
Service and were disposed of after the event.

In February 2003, TSA requested PNRs from Delta Air Lines for use by IBM Global
Services, which was under contract to TSA to develop an airline data interface that-would-
serve as the conduit through which PNR data would flow between the CAPPS Il risk
assessment engine and the airlines. On February 27, 2003, Delta transmitted an unknown -
number of what TSA and IBM thought were actual PNRs, but that Delta has since
advised were artificial PNRs created by Delta engineers. On March 3, 2003, Delta
‘requested that the data be deleted, and that request was honored that same day. B
In May of 2003, TSA received a computer disk containing an unknown number of PNRs
from Sabre in contemplation of using them to test existing components of the CAPPS II
system. TSA returned the disk in September of 2003. While the disk was in TSA's
possession, no one read the PNRs or otherwise attempted to obtain access to any
information on the computer disk.

f  How does TSA plan to obtain PNR data to test CAPPS 11?7 Is it considering
promulgating new rules or issuing a security directive?

Answer: TSA plans to use the Notice of Proposed Rulemaking (NPRM) vehicle to seek
public comment on the collection of Passenger Name Record (PNR) data for the
operation of the CAPPS II program, and would likely issue an order compelling the
collection of historical PNR data for testing purposes simultaneously with publication of
that NPRM. Each of these documents would require regulated parties to take reasonable
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steps to ensure that passengers are provided notice of the purpose for which the
information is collected, the authority under which it is collected, and any consequences
associated with a passenger's failure to provide the information.

g When will CAPPS II testing begin and what safeguards could you put in place to
ensure that the PNR data collected for testing purposes will be handled in a way that
protects the privacy of airline passengers?

Answer: TSA is currently working with a number of contractors, privacy advocates and
other stakeholders as well as meeting internally to discuss the data security and integrity
aspects of CAPPS II. We are ensuring a very deliberative process to make certain that
both the Information Technology as well as the Policy components are well-planned
before any testing of the system is considered. -

Currently, only TSA personnel and entities holding Top Secret level clearances and have
a strict “need to know” will be considered for access to the CAPPS II system. All
personnel and/or entities requiring access to the system will be vetted by the TSA and a
risk assessment will be conducted on all individuals intending to connect to the system.
Further, all entities will be subject to a Memorandum of Understanding (MOU) outlining
roles, responsibilities, rules of behavior and consequences resulting from non-compliance
with the MOU with respect to access to the system. To ensure compliance with the MOU
and other agreements, extensive oversight, monitoring, and auditing of the system will be
conducted by the Office of National Risk Assessment (ONRA) Information Systems
Security to ensure compliance with established system rules of behavior.

The Information Systems Security Officer (ISSO) will preside over all the auditing and
information-systems;-ensuring-eomphanee-with-te-above-mentioned standards of
protection. In addition the ISSO will provide for the protection of information systems
against unauthorized access-and-ensure that safeguards-are implemented for the
protection of the integrity, availability, and confidentiality of Information Technology
rEsources.

One of the auditing safeguards that TSA will rely upon for CAPPS 11 is software called
Radiant Trust™. Radiant Trust™ maintains audit trails of who accessed the system and
the time/date as well as keeping.records of all system activity. Working with other
security programs, Radiant Trust™ will detect any security violation, performance
problems and flaws in applications. Furthermore, the system access controls on Radiant
Trust will be strict. A two-person approval process will be necessary to ensure that
access is given to authorized personnel only.

CAPPS 11 testing will not begin until security systems to ensure protection of the data are
fully in place.

h. Do you agree with the steps TSA has taken thus far to secure PNR data to develop or
test CAPPS II?
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Answer: To date, TSA has not secured PNR data to test CAPPS I As noted in my
responses to Question 11 above, there are a number of formal steps that we must go
through before we are in a position to receive PNR data. We are also currently
developing our security program to ensure the integrity of the data once it is collected.
Until we are confident that both the security system and redress procedures meet privacy
and security muster, we have no intention of collecting PNR data for any reason.

According to a TSA fact sheet released September 29, 2003, “CAPPS II will authenticate
the identity of passengers by checking the passenger name record - including full name,
home address, telephone number and date of birth - against commercial databases. In
addition, a risk assessment will be done by checking passenger names against
government databases.” During the consideration of his nomination, Admiral Loy was
asked how difficult it would be for a terrorist to acquire over the Internet or through other
means the four personal data elements (name, home address, telephone number and date
of birth) of law-abiding Americans who are not likely to be assigned yellow or red ratings
by the CAPPS II system. He responded that “with CAPPS II, the four PNR data elements
start a process of authentication, which validates and verifies information provided by the
individual. With only these four data items, a terrorist would not necessarily receive a
high enough authentication and risk assessment score to be assigned a green rating by the
CAPPS II system.” ’

If a terrorist successfully acquired the four personal data elements of an American not
likely to be assigned yellow or red ratings by the CAPPS II system, and if that PNR data
is alf that is provided to commercial databases, how will the process of authentication
used by commercial databases discem that the passenger is not who he purports to be?

Answer: In cases where an individual attempts to travel using a reported stolen or
fraudulent identity, the identity authentication function of CAPPS II can detect it, through
the use of both government and public source databases. Commercial information
providers that currently provide the same service to other commercial entities in the fields
of banking, insurance, and credit will conduct the CAPPS II identity authentication. The
‘authentication process used by CAPPS II will rely on more than just the four personal
data elements. Accordingly, merely obtaining those elements would not be sufficient to
defeat the system. Further, if the identity theft has been reported, that information would
be available in commercial databases. It is also important to note that CAPPS Il is part of
a system of systems that includes screening of passengers and their checked and carry-on
baggage, the display of valid, government-issued photo identification, Federal Air
Marshals, Federal Flight Deck Officers, hardened cockpit doors, and other enhanced
security practices. Each security measure is designed to complement the efficiency and
effectiveness of the others. The result is a system of enhanced security systems designed
to provide a layered security that addresses a continuum of security threats with minimal
impact on airline customers and operations, and on the free flow of commerce through
the nation’s commercial aviation infrastructure.

The CAPPS 11 system appears likely to assign yellow ratings to large numb;rs of
travelers for reasons unrelated to any threat they may pose. The authentication process
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used by commercial databases seems likely to select for people who have changed their
addresses frequently, suggesting that college students, members of the Armed Forces, and
people who move often for job-related reasons will more likely be assigned yellow
ratings. The system may also select for extra scrutiny people who have recently changed
their names, such as recently married women, and people who do not have substantial
credit and billing histories.

a. Do you agree that these groups are more likely to be assigned yellow ratings? Please
explain.

Answer: No. The CAPPS II identity authentication procedure as currently designed will
take information provided by a given individual and atternpt to confirm that individiial’s
identity by finding consistent, publicly available information about that individual in
commercial databases. CAPPS Il uses a number of public commercial databases to
confirm an identity. A simple address change or name change would not elevate an
individual’s risk score, since these occur frequently and are generally quickly reflected in
various databases which will be used to support CAPPS 11

b. Ifindividuals are frequently searched more extensively for reasons unrelated to
security, what remedies, if any, will they have to seek modifications to the way they _
are graded by the CAPPS II system?

Answer: Procedures are being designed that will address the complaints from passengers
who believe the system has incorrectly or consistently identified them for additional
screening. An essential part of the redress process is the establishment of the CAPPS II
Passenger Advocate. The Passenger Advocate will focus on assisting passengers who feel
that they have been incorrectly or consistently préscreened:

TSA is also working with commercial data aggregators to establish appropriate————
procedures to allow the passenger to contact the commercial data providers to determine,
update, and correct information that may be inconsistent.! TSA will ciéate procedures by
‘which the Government may identify and correct inconsistent data derived from [aw
enforcement data systems. TSA’s procedures will also specifically address ways to
identify and reduce the additional screening that results when one passenger

coincidentally has a name and other personal information that may closely approximate
similar data on a person of special interest to the Government (and who may therefore be
on watchlist). As stated earlier, however, the use of best industry practices in
identification verification technology is expected to greatly limit these occurrences.

The TSA’s most recent Privacy Act Notice for CAPPS II disclosed that CAPPS If will be
linked with the U.S. VISIT program. Why will CAPPS I be linked with the U.S. VISIT
program? Will CAPPS II be used to identify out of status foreign nationals in the
absence of any evidence that they pose a risk to commiercial aviation?

! [nconsistent data may not directly reflect on the accuracy, completeness or timeliness of the data. Rati}er. itisa
term used to describe conditions in which one data set conflicts with another data set (e.g. a person provides an older
home address rather than the most current home address).
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Answer: As indicated in the interim Privacy Act notice published last August, CAPPS 1
is designed to identify known and potential terrorists or their associates, or those who are

_ subject to outstanding warrants for certain crimes of violence. TSA remains committed

to maintaining a narrow focus on the appropriate uses of CAPPS II. Prior to
implementation of the program, TSA will publish a rule-making and a privacy policy,

* which will clearly set forth the parameters of the program. There have been no

discussions to modify the NPRM in order to use CAPPS II for visa violators.
Furthermore, although the Privacy Act referenced potential connectivity between CAPPS
1T and US-VISIT, there are no current plans to merge the CAPPS II and US-VISIT
programs. They not only have significant differences in terms of mission and scope, but
also how data are used, stored, and retained. The two systems are being kept separate
and distinct, but we do recognize that there may be opportunities, in the future, for the
two systems to communicate with each other. The purpose of this communication would
be to ensure that both programs leverage the most accurate and current data to prevent the
entry of terrorists and criminals and to prevent the misidentification of innocent
travelers. As part of any future plan to share the information from the two programs,
DHS would ensure privacy-enhancing safeguards were taken and impose strict rules
about which agencies could use the passenger information and for what specific

. purposes.

According to news reports, ChoicePoint, a leading commercial database company,
recently opted out of participation in the CAPPS II program because of a disagreement
with TSA’s approach. This month, the company’s CEO said the TSA should be pursuing
a “link analysis” approach rather than it§ current strategy, which he reportedly compared
to the Total Information Awareness program once proposed by the Department of

Deferse—Wihat is your response to-that-analysis?

‘Answer:This analysis is Inaccuraic aud does not reflect TSA's strategy. First,
ChoicePoint was never awarded any contract or subcontract under the CAPPS II

program, so repotts that they have “opted ouf of participation” are misleading.

Moreover, based on these reported statements, they are apparently unfamiliar with TSA’s
current strategy. TSA is pursuing many techniques, including “link analysis.” On the
other hand; comparisons to the Total Information Awareness (TIA) program are
unfounded because CAPPS II has never included the profiling and the extensive use of
personal information that TIA proposed in order to determine patterns of behavior and
associations.. In fact, CAPPS Il was designed to never allow commercial data within the
Government firewall, ensuring a major privacy safeguard. The only information passed
through the CAPPS 11 firewall from commercial data aggregators will be a generic score
indicating confidence in the passenger’s identity. Thus, with all due respect to
ChoicePoint’s CEO, [ disagree with his statement.

PASSENGER SCREENING
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GAO and the DHS OIG recently reported that screeners are performing poorly in
detecting threat objects. What steps should be taken to improve screener performance?

Answer: [ believe it should be recognized that both reports also indicated that TSA has
made significant progress of late to provide enhanced training products to the screener
workforce to improve threat object detection performance. And, we have already taken
significant steps we believe will enhance screener performance.

Since January 2004 TSA has implemented a number of initiatives to improve screener
performance with respect to detecting threat objects, and we are seeing a steady increase
in screener performance as indicated by covert testing conducted by our Office of
Internal Affairs and Program Review. These efforts include:

¢ Full implementation of the Threat Image Projection (TIP) system: TIP superimposes
randomly selected threat images on x-ray screens during actual operations and
records whether or not screeners identify the threat object. This embedded training
and performance monitoring tool provides results from each TIP Ready X-ray (TRX)
machine allowing supervisors and FSDs to monitor individual screener so that a
training plan can be developed with a direct focus on areas needing improvement.
Concurrent with the reactivation and expansion of the TIP program to all checkpoints,
we implemented a significantly expanded library of 2400 images categorized by
difficulty.

« Distrbution of Modular Bomb Sets (MBS IT) and inert weapons training kits: All
airports received at least one set of kits with larger airports getting up to three sets.
These kits permit screeners to be directly familiar with improvised explosive device
(IED) components and weapons and to determine how they would appear on an x-ray
image both complereiy assembled and in partial configuration. Guidance on the use
of these kits by FSDs for local covert operational testing was provided to the field and
local testing is on going.

* Delivery of new “X-Ray Tutor” image interpretation course: - X-Ray Tutor is a
computer based training course available to screeners to practice interpreting x-ray
images and identifying threat objects. Similar to TIP, the system records correct and
incorrect interpretation results and provides direct feedback to the screener when an
object is missed. The use of the “X-Ray Tutor” program is recommended for an
average of 1-hour per week by each screener as part of their 3-hours of weekly
recurrent training.

« Introduction of a “Threat in the Spot Light” program: This program consists of a
weekly series of articles written specifically for Screeners and Screener Supervisors -
that describe and show actual pictures, and in some cases, x-ray presentations, of
threats found by screeners at airports or from other operational/intelligence resources.

« Development of videos and interactive web/computer based training coutses titled

“Excellence in Screener Performance”: This training is intended to support the
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requirement for FSDs to provide a minimum of 3-hours of recurrent training per week
averaged over the month. Topics include:

Handwanding and Pat-down

Customer Service

Checkpoint and Checked Baggage Operatlons
Physical Bag Search

EDS Operations

X-ray Operator

00 00O0O0

Additional videos and web/computer- based training are in the demgn/development stage
and will be released during the summer and fall. Ce- e

Atan April 22, 2004 hearing before the House Aviation Subcommittee, GAQ, the DHS
OIG, and BearingPoint (the consultant that did an evaluation of the private contractor
screening pilot program) stated that TSA has yet to establish performance standards to
measure the performance of screeners. Is this the case? If so, when will TSA establish
such standards?

Answer: TSA established initial performance standards for all screeners as part of the -
Performance Management System in FY 2002. In addition, TSA is finishing an analysis
of initial Threat Image Projection (TIP) system performance data and setting National
performance standards for all screeners. Interim performance standards for TIP were
disseminated to all Federal Security Directors in March 2004, and the final standards are
expected during the Summer 2004. In addition, TSA implemented proficiency standards
for screeners to meet during their assessments and evaluatxons that take place at the
completion of their Basic Screener-Trainin i
Certification), and annua; Pe-certification. In addition to passing three modules of
assessments, screeners have always had to achieve a “meets-or exceeds standards” on . —
their annual perfozmance rating as part of their re- cemﬁcanon requirement.
‘Last year, TSA was forced to reprogram most of its researchrand- deveicpment (R&D)
funding to cover personnel costs, largely associated with the screener workforce. R&D is
key to improving aviation security and passenger screening. Have you or are you
planning to reprogram any of this year’s fiscal year’s appropriation for R&D? What
progress are you making in developing technologies to improve aviation security?

Answer: We have no plans to reprogram any of the FY 2004 R&D funding. Belowisa
representative sample of the progress TSA is making in developing technologies to
improve aviation security in its four R&D program areas of Passenger, Commerce,
Conveyance, and Infrastructure. These efforts are being funded through TSA’s FY 2004
R&D budget and have been fully coordinated with the Department’s Science and
Technology directorate.

Passenger
o Explosives Detection Portals — operational testing and evaluation in the 3rd quarter
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of FY 04. TSA has selected 5 airports for the pilot testing and the first pilot will
begin June 14 at Providence, Rhode Island.

* Document Scanners - technical evaluations are underway using a manual
technology that requires screener interaction, and while that is underway to determine
operational suitability TSA is working to develop an automated technology that will
not require screener interaction.

. Exploswes detection systems (EDS) for carry-on baggage. TSA is planning to
pilot a small unit that is currently in the lab for certification as an EDS at a checkpoint
in the 4th quarter of FY 04. This automated system will look for explosive in carry-on
baggage. In addition we have a robust R&D project ongoing that is looking for

- equipment that will not only automate the search for explosives in carry-on baggage
but weapons as well. The prototype of this type of technology is approximately 1-2
year’s away from operational testing.

Commerce (to include checked baggage and cargo)

¢ Checked Baggage: Next Generation EDS: Research and development to increase
throughput, improve detection capabilities and lower alarm rates deliverables from
-vendors expected in the 4th quarter FY 2004 and 1st quarter FY 2005
¢ Checked Baggage - Threat Image Projection (TIP) system: Request for Proposals
(RFP) has been issued to develop TIP capabilities for EDS systems to expose
—screeners-to-current threats and measure performance )
s Checked Baggage: Training is underway to implement on-screen alarm resolution
for EDS systems
-—+—Cargo:- Issued a market survey in January 2004, soliciting submissions and
participation of vendors of commercial off-the-shelf explosives detection technology
__to support cargo inspeciion. Technologies have been selected for laboratory
evaluation and operational testing and evaluation at 5 airports to begin in 3rd quarter
~—and-end inthe 4th quarter of EY 2004.
~a-—Cargo: _Issued a RFP for potential developers of promising technologies in the area
of explosives detection technology for cargo screening. The RFP was issued in
February 2004, proposals have been evaluated and 15 of the 74 potential technology
solutions have been selected for further consideration. TSA anticipates awarding
R&D grants in the 4 quarter of FY 2004.
e Cargo: Continued support of TSA and CBP pilot of pulsed fast neutron analysis
(PFNA) technology pilot to support containerized cargo screening.

Conveyance

 Explosives Equivalency Assessments: R&D efforts underway to determine the
equivalent amount of explosives which would be necessary to cause catastrophic
damage to trains, vessels, etc. compared to the documented amounts applicable to
aircraft. Defining catastrophic levels will assist in the development of
countermeasures and mitigation technology. Pilot testing of technologies underway
at one rail station.
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* Aircraft: Continue R&D efforts to design blast resistant cabin and cargo liners, as
well as overhead bin mitigation technological solutions. TSA is also partnering with
FAA and aircraft manufacturers to determine which solutions might be candidates for
retrofitting, versus incorporation into initial aircraft designs. ’

* Aircraft: Continue susceptibility assessments for MANPADS and standoff
weapons.

Infrastructure

s 20 Airport Access Control Pilot Program - Initiated 8 of 10 pilot projects in 3rd
quarter of FY 2004, preparing technology plans for remaining 2 airports to be
included in Phase I implementation. TSA will cornplete 10 pilot program projects by
the end of CY 2004.

e $17 million Airport Terminal Security Improvement Grants - TSA has issued 19
grants to airports to support terminal security improvement projects.

* Biometrics Standards Development - continue R&D efforts to establish standards
for biometric systems through ongoing pilot programs and laboratory efforts.

On May 14, 2004, TSA released its plan for reallocating screeners among commercial
airports under the 45,000 full-time equivalent screener cap.

a. When will TSA complete all the changes anticipated under this plan, including hiring ..
new screeners at airports that are slated to receive additional screeners?

Answer: TSA has begun the process to incorporate the changes established with the
latest allocation of screeners. We are currently uriderway for hiring at those airports that™

- require more screeners and are prioritizing the high volume / high risk airports. TSA

expects to have these screeners on board by inly

b. Have you received any objections to the reallocations? If so, how will you resolve
those objections?

Answer: In the few cases where TSA has received requests to reassess reallocations, we
have reviewed the factors leading to decisions made for those airports and explored the
specific coricerns or issues being raised. TSA has comumitted to assess staffing
allocations through a periodic review to ensure that TSA is keeping pace with the
dynamic nature of the aviation industry. In cases where further examination supports
higher staffing levels, TSA will work to increase staffing at those airports within the
statutory cap of 45,000 full-time equivalents screeners. Consequently, these increases
can only occur if other airports lose an equal number of FTE screeners. TSA will have to
prioritize its screener allocations based on the greatest need.

c. Based on the results of this plan, do you believe that the current cap on screeners
should be increased or eliminated?
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Answer: TSA reviews the workforce requirements for each airport on a periodic basis.
As discussed in the response question #16, TSA has contracted with Regal to develop a
"bottorn-up” model designed to use airport-specific data to derive highly accurate staffing
and throughput projections. This tool, once operational, will be an important asset in
TSA’s efforts to ensure that our screeners are deployed effectively to maximize the safety
and security of the traveling public. This will also allow us to engage in further
discussions with the relevant Committees of Congress.

TSA is also creating additional capacity through achieving greater efficiencies in the
scheduling of screeners. Federal Security Directors at each airport now have access to
scheduling tools that provide real-time information enabling them to forecast periods of
peak demand for screening. TSA uses mores split shifts and has restructured the
workforce to reach a higher ratio of part-time screeners to maximize operational
flexibility. As a result of this restructuring, TSA can more efficiently schedule screeners
to match capacity with the level of demand.

In your May 13, 2004 testimony before the House Subcommittee on Aviation, you
outlined TSA’s plans for handling the peak summer air travel season. You noted that
Federal Security Directors (FSDs) “will be directed to ensure full screening capability,
including use of overtime. This will include aggressive management of leave and
vacation schedules, keeping checkpoints open longer on critical travel days...” Your
testimony also states that FSDs will need to take steps to avert screener stress under this
plan. If airports that warrant additional screeners under the reallocation plan are not fully
staffed, how will FSDs ensure that existing screeners are not over-worked this summer

and can operate at peak performance during a potentially difficult period?

Answer: TSA is working rapidly to hringairports on-hoard screener strength to their

allocated numbers by July. At airports requiring additional work hours, FSDs will ensure
screeners are scheduled very efficiently.to. minjmize the amount of extra hours necessary.
Additionally, overtime duties will be rotated among screeners as necessary to avoid
unnecessary burdens.

During the April 22™ hearing before the Aviation Subcommittee, you stated that TSA
would have a plan for the security screening opt out program by May 19, 2004. What
criteria will you use to determine whether an airport can opt out?

Answer: TSA has forwarded its proposal to the Department and program guidance will
be published soon, as promised, by early summer. As ATSA does not identify specific
criteria for evaluation of the airport application, TSA is reviewing possible criteria and
may consider factors such as the airport’s record of compliance on security regulations
and requirements, peak travel season needs, proximity to other airports opting out, cost
factors, and TSA’s hub and spoke airport configuration to determine the participation of
airports in the Opt Out program, and the sequence of airports for transition from federal
screeners to private screeners.
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This program guidance will cover key issues, such as liability, funding, roles of the
airport, the private screening contractor, the Federal Security Director and TSA -
headquarters — that will help airports gauge their interest.

‘Who within TSA will make the determination about whether to approve an airport’s
application to opt out? :

Answer: TSA is developing the specific process for reviewing and approving airport
applications. Whether or not I delegate any-of this responsibility within TSA, as Acting
Administrator I remain responsible for ensuring that the statutory requirements relating to
the Opt Out program are carried out. As required by ATSA, TSA cannot enter into a
contract with a private screening company under the Opt Out program unless the
Administrator certifies to Congress that the private screening company is owned and
controlled by a citizen of the United States, to the extent that the Administrator
determines that there are private screening companies owned and controlled by such
citizens.

Will federal screeners at airports that opt out be given first right of refusal for jobs with
the private contractors?

Answer: TSA’s goal is to transition from federal to private screening operations as
efficiently and expeditiously as possible, maintaining security and minimizing any impact
on customer service, while providing as considerate and well-managed a transition as
possible for the affected workforce.

TSA will strive for a transition process that is fair, cost-effective and seamless. TSA
believes-that it is in everyone’s best interest to leverage the current workforce, both from
security (TSA has experienced screencrs with training) and cost-effectiveness (assessing
and training new screeners can entail significant costs) perspectives.

The program is still under development and further details have yet to be decided.
However, TSA is supportive of provisions that assist current Federal screeners (screener,
lead, and supervisors) potentially affected by the transition, to include a right of first
refusal, and measures to facilitate movement to other TSA or other Federal positions.
Under the Aviation and Transportation Security Act, the Federal Security Directors
(FSD) are still responsible for security at the airport, including supervising screening at
the airport, so the FSD and his or her staff would remain at the airports and would still be
employees of the federal government.

Have you made any initial decisions about how the program will be structured and
managed, e.g., establishing clearly delineated roles and authority for TSA headquarters,
FSDs and their staff, airports and contractors?

Answer: The Opt Out program guidance TSA is drafting will clearly delineate thg roles
of the TSA headquarters, Federal Security Directors, airports, and contractors. T will be
pleased to provide the Committee a copy of the guidance when it is available for release.
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Under ATSA, airports can choose to “opt-out” of the federal screener program and utilize
private screeners beginning in November 2004.

a. What effect will allowing airports to “opt-out” of the federal screener program have
on TSA’s ability to maintain uniform standards for passenger and baggaoe screening
and ensure passenger safety?

Answer: TSA will continue to set one standard for security for the entire commercial
aviation system, whether an airport has Federal screeners or private contractor screeners.
TSA will ensure that standards are met by through TSA security protocols, extensive -
contract oversight, covert testing by TSA’s Office of Internal Affairs and Program - -
Review, and by continued oversight by Federal Secunty Directors (FSDs) and their staff
in both federal and “opt out” airports.

Per ATSA, TSA is to supervise private screening services at each Opt Out airport.
Private screeners must perform at the same or better level as Federal screeners and
comply with Federal passenger and baggage screening standard operating procedures, as
sef forth in ATSA. ATSA also gives TSA the ability to terminate a contract with a
private screening firm for repeatedly failing to perform.

b. What steps will you take to ensure that TSA’s standards for screener hiring, training
and proficiency are met by private screener operations?

Answer: Consistent with findings of the BearingPoint study, TSA is working out the
optimal approach to provide more local flexibility in a manner that meets Federal security
standards and is also cost effective. For example, TSA is currently reviewing hirig-and
training processes in both the PP5 and Federal airports and is conducting a pilot program
in Boston to allow more local flexibility in hiring. Private contractor operations. will need
to meet the same screener qualification standards that TSA must meet with Federal
screeners, per ATSA. TSA will continue to maintain security protocols and-Standard
Operating Procedures. TSA will take several steps to ensure that training and-security
standards are met including: contractual terms with the private companies, FSD
oversight, annual recertification of screeners, quality assurance reviews, covert testing,
and requirements for contractors to keep training records.

¢. Do you believe airports should be encouraged to retain the TSA federal screener
program? If so, what actions will you take to do so? If not, please explain.

Answer: ATSA states that TSA shall allow an airport operator to submit an application
to have screening carried out by the screening personnel of 2 qualified private screening
company. TSA is committed to developing a fair, balanced program that does the
following (no ranking of importance implied by order):

*  Meets ATSA standards
e Ensures security
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» Seeks to establish a strong public / private partnership

» Provides significant opportunity for innovation, efficiency, and cost savirigs to the
taxpayer

* Provides decentralized management

 Incorporates best practices and lessons learned from recent studies of the Pilot
_program, and continues to evaluate and leamn on an on-going basis

 Is performance-based -

* Does not restrict airport participation

» Respects federal and private sector workforces

Under ATSA, the decision to apply for private screening services lies with individual

airport operators. However, should TSA approve the application, TSA will continue to
oversee airport security, whether an airport has private contract screeners or federal
screeners.

In accordance with the requirements of ATSA, TSA set up pilot projects at five
commercial airports that were allowed to utilize privately contracted screening personnel.
TSA commissioned a study from BearingPoint to compare the performance of the private
screeners to the federal airport screeners employed by TSA; this report was released at a
House Aviation Subcommittee hearing on April 22, 2004,

a. Youtestified at that hearing that federal screener performance had improved by 70%
—over thetast T8 nronths; bur i DHS Inspector General questioned whether that level
of improvement had occurred. In fact, the IG testified that, although testing of private
and federal screener performance showed comparable results, there has been little or
no improvement-in-screener-performance since the 9/11 attacks. Please explain the

basis for your statement that federal screener performance has improved. Does the
Inspector General have that information?
Answer:. TSA began testing its screeners. i September 2002.. The 70 percent
improvement.is derived from comparing the overall checkpoint test results from this first
period of testing to the more recent overall checkpoint test results for the period ending
March 31, 2004. “Thus, the 70 percent improvement is based on a comparison of these
two points in time.

TSA conducts three basic types of checkpoint tests: weapon on person, weapon in a
carry-on bag, and inert improvised explosive device (IED) in a carry-on bag. Since
September 2002, TSA has increased the difficulty in several of these testing protocols
and added additional tests to its covert testing program, including a test with an [ED ina
shoe. Even with these changes, the overall checkpoint test results have climbed steadily
between September 2002 and March 31, 2004.

TSA uses covert test results as one indicator of screener performance. The covert testing
program, which issues status reports to TSA officials, had disclosed vulnerabilities in
screener performance that TSA had to address. Between October 1, 2003, and March 31,
2004, TSA implemented several specific training initiatives as part of the Screening
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Performance Improvement Program. As part of this program, the Office of Internal
Affairs and Program Review (OIAPR), which is responsible for TSA’s covert testing
programi, agreed to continue conducting first time tests at airports and to retest airports
once the training initiatives had been implemented. Between January 1, 2004, and March
31, 2004, OIAPR retested 44 airports and found that 32 airports had improved overall
checkpoint test resuits. :

Since TSA testified on April 22, 2004, OIAPR has met with representatives from the
Office of Inspector General to discuss in detail its covert test results and to provide
comprehensive data showing the basis for the 70 percent improvement as well as the
overall improvement in checkpoint test results and test results by test object. In addition,
OIAPR provided the Office of Inspector General copies of the relevant briefing
documents that were shared with congressional staff and formed the basis of TSA’s
testimony on covert testing and screener performance.

b. BearingPoint’s report noted several factors that it said impeded its ability to make a
true comparison between the use of federal and private screeners, including the small
number of airports in the pilot study, the limited amount of data available for review
and analysis and the extent to which the private screening force was affected by
federal decision-making. Do you agrée with these concerns? Will this report be of
use to you in designing TSA’s process under which airports can apply to “opt out” of
the federal screener program beginning in November or do you believe its utility is
limited by the factors raised by BearingPoint? Please explain.

Answer: TSA recognized that the PP5 program created a valuable opportunity to learn
about operational improvements that could be incorporated into the Screening Partnership
Program (Opt Out). As a result, a key requirement of the Bearing Point evaluation of the
PP5 program was to identify areas for improvement and make recomumendations. TSA
believes these ideas will be valuabie in the development of the Screening Partnership
Program (Opt Out). TSA is analyzing the recommendations and plans to incorporate
several of them including:

t

a. Increase decentralization and local empowerment across airports, particularly
in the areas of assessment and screener technical training;

b. Analyze performance measurement: work toward service level agreements
and performance measures with more specific targets.

While Bearing Point noted some constraints in the study, such as the small number of
airports studied, they concluded that they did not affect the overall utility of the study’s
conclusions.

GAOQ’s testimony at the April 22 House Aviation Subcommittee hearing noted that both
private screening contractors and Federal Security Directors (FSDs) overseeing TSA
screeners faced challenges in achieving appropriate staffing levels and ensuring that
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screener staff performed optimally due to the level of control TSA exercises from
headquarters over airport screening operations. {(GAO-04-505T) )

a. As FSD for the Los Angeles airport, what was your experience in managing the
airport’s screening operations under TSA’s centralized controls over screener hiring,
training and other operational matters? Did TSA’s exercise of control over such areas
affect your ability to meet needed staffing levels, provide adequate training for
screeners and otherwise perform expected security functions effectively? Please
explain.

Answer: During my tenure as the Federal Security Director for Los Angeles
International Airport {LAX), TSA was a fledgling Federal agency rolling out security
screening programs at hundreds of airports and hiring, training, and deploying thousands
of screeners across the country. Since that time, I have seen from my vantage point as
Acting Administrator that TSA has matured into a fully realized Federal agency which is
setting the mark for other Federal and non-Federal entities involved in transportation
security. While TSA was in its start-up phase, centralization of hiring, training, and other
operational matters made perfect sense. Meeting the milestones that Congress set for the
agency would have been impossible if these processes were not centralized.

Now that we are into our third year, we have had the opportunity to review our
organization and are making changes that make sense as we continue to mature as an
agency. We have instituted local testing at our airports, so_that the FSDs can challenge
their screeners to continue to learn and grow. Our “train the trainer” program was
introduced almost a year ago for cross-training our screeners for different screening
functions, and is now in use for the initial training of screeners at their home airports.

We are also in the process of allowing local screénerhiring;so-that FSDs-will-have more—
agility in addressing their hiring needs. I believe that these initiatives-will allow our

FSDs to have the flexibility they need to perform their security functions more effectively-
by giving them more direct authority. TSA will continue to hold FSDs accountable for
meeting federal security standards, and for managing effectively. Tf confirmed T will
‘continue these efforts to strike the right balance between effective agency-wide
management and local FSD authority.

b. Do you plan to provide more flexibility to FSDs overseeing federal screeners and
private sereening contractors in hiring and other operational matters and, if so, what
changes will you make? Should private screening contractors and airports with
federal screeners receive the same flexibilities? If you provide additional flexibilities,
what steps will you take to ensure consistency in screener operations across the
nation’s airports?

Answer: [ am committed to providing more flexibility to FSDs at both federal and
private screening airports. [ want to include more local decision-making for hiring and
training. Private screening contractors are expected to receive the same flexibilities as
federal screener airports. These additional flexibilities will be measured by specific
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success criteria and by ensuring TSA's goals for strong security and customer service are
still being met at all airports.

¢. What lessons did you leamn from the comparison of private and federal screening
programs? What changes will you make in TSA headquarters management of the
screening program as a result of this study?

Answer: One the principal reasons for TSA completing an independent evaluation of the
PP5 program was to identify lessons learned for incorporation into the Screening
Partnership Program (Opt Out).

The BearingPoint study:

¢ Found that the private screening pilot airports met the Aviation and Transportation
Security Act security by performing at the same level or better than federally
screened airports

* Confirmed strong FSD management is a key factor that drives screening performance

e Confirmed that TSA has been successful in overseeing security operations at the five
participating airports

TSA also asked BearingPoint, the independent evaluator, to identify ideas for possible
program improvements. TSA is analyzing several of the program improvement ideas and
plansto-ncorporate-those thatmake sense. TSA already plans to incorporate the
following program improvements:

* Inerease decentralization and local empowerment across airports, particularly in the
areas of assessment and screener technical training

e Improve communications and the documentation of program policies

» Clarify the roles and responsibilities of the TSA, FSD, airport director and private
confractor

* Analyze performance measurement: work toward service level agreements and
performance measures with more specific targets

As a result of the report, TSA is also reinstituting the FSD orientation program for newly
appointed Federal Security Directors. The program will involve assigning each new FSD
a mentor to provide gutdance and support to new FSDs as they adapt to their new
positions and environment.

BAGGAGE SCREENING

33.  The Aviation and Transportation Security Act (ATSA) mandated the screening of all
checked baggage using explosive detection systems by December 31, 2002. Congress
subsequently authorized an extension for noncompliant airports until December 31, 2003.
Almost two billion dollars have already been obligated for acquisition and installation of
explosive detection systems for checked baggage screening at airports but TSA is stil] not
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electronically screening 100 percent of all checked baggage and is relying on alternative
means .

a. When will TSA be able to screen all checked bags using explosive detection system
(EDS) and explosive trace detection (ETD) without resorting to alternative means
such as Positive Passenger Bag Match?

Answer: The TSA provides the status of those airports that have not achieved full
electronic screening capabilities in a monthly-classified report to Congress. That report
provides expected compliance dates. While TSA uses Congressionally approved
mitigation procedures at the remaining airports, TSA sees a continuing need for use of
mitigation procedures even if an airport has sufficient staffing and equipment capacity.
There will be occasions when because of equipment maintenance needs, unexpected
passenger load peaks and or unexpected staffing shortages that TSA will need to use
Congressionally approved alternatives.

b. Is Positive Passenger Bag Match as effective as screening with EDS and ETD? Does
bag match fully prevent a terrorist from placing a bomb on an aircraft if the terrorist is
willing to die in the attack? Do you support continued use of Positive Passenger Bag
Match? ’

Answer: As of today, checked baggage is being screened by electronic means in over
98% of our nation's airports. As mandated by both the Aviation and Transportation
Security Act and Section 425 of the Homeland Security Act of 2002, alternative
screening methods are used to screen each checked bag at the airports where all bags are
not screened electronically. As you know, Congress approved these alternative means,
which include hand searches, bomb-sniffing dogs.and positive passenger bag match
(PPBM). TSA’s airport Federal Security Directors (FSDs) have been directed to work
with the air carriers at their airport and develop a mitigation plan using these methods

to screen checked baggage bags when explosive detection systems are not available or
when the equipment reaches its maximurm throughput capacity. That plan includes the
option to use enhanced PPBM on a limited basis when all other screening options are not
available.

[ support PPBM as a risk mitigation method. Since no single safeguard can provide
complete protection against terrorism, TSA has built and continues to strengthen an
interlocking system of deterrents and risk mitigation strategies. PPBM is part of that
system of systems. It provides a deterrent against terrorists who wish to attack without
endangering their own lives, as well as inserting uncertainty into attempts to plan an
attack against a commercial aircraft. Along with the other tools in our arsenal for
screening baggage such as EDS and ETD, PPBM adds to the security of our aviation
system.

As a result of the various methods approved for alternative means of screening, onlyAa
small and varying percentage of checked baggage is now subject only to PPBM. This
method is a last resort used only when no other alternative screening methods are
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available. This number will diminish as more of the remaining airports switch to
electronic methods of screening. As you know, TSA is hard at work in ensuring that
electronic screening is in place at all commercial airports. We submit a monthly
classified report to Congress detailing the status of that effort.

c. Is “mitigation,” an ETD technique that is used to speed up baggage screening by
swiping as many as 6 pieces of checked luggage at one time with one cloth swab, an
effective technique for ensuring that bags placed aboard passenger flights do not
contain explosives?

Answer: TSA uses congressionally approved altemnative screening procedures for
checked baggage when the number of bags to be screéned in a certain period of time
exceeds either the equipment capacity or available staffing. TSA has permitted the use of
an outside only ETD sampling of checked baggage of non-selectee passengers during
these temporary periods of time, and has permitted its screeners to sample multiple bags
with one sampling medium.

The President’s fiscal year 2005 Budget proposes keeping the federal cost share for
Letters of Intent (LOIs) for the development of in-line checked baggage systems at major
airports at 75 percent rather than the 90 percent match required by the FAA
reauthorization bill.

a. Please explain the rationale for this decision. .

Answer: At the 75 percent cost share level, TSA can use its allocated funding to support
current LOI airports as well as those airports that have not received an LOI but where
additional equipment capacity-istreeded-toaccomimodate ncreased-passengertoads-and
new air carrier service. The 75 percent Federal funding level has been a long established
cest share with larger airports under the Airport-Tmprovement Program.

b. What would be the impact of providing a 90 percent match? Why do you think that
the FAA reauthorization mandate for a 90 percent match does not apply to the LOIs
signed by TSA?

Answer: At the 90 percent cost share level, TSA would have to limit remaining
installation work needed at many non-LO1 airports to ensure compliance with the 100
percent electronic checked baggage screening requirement during FY 2004 so that
additional funding could be carried over into FY 2005 to make LOI payments.

The “Department of Homeland Security Appropriations Act, 2004,” P.L. 108-90,
provides that “none of the funds appropriated or otherwise made available by this or any
other act may be obligated or expended to carry out provisions of section 44923(h) of
title 49 United States Code.” This proviso prohibits TSA to access funds authorized
specifically for making grants under the special requirements of § 44923, including the
requirement establishing a 90 percent Government cost share for certain projects “under
this section.” Therefore, TSA has issued LOIs for Atlanta and Phoenix airports under
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separate authority previously established by § 367 Title II, Division [, of the Consolidated
Appropriations Resolution, 2003, P.L. 108-7, which provides that the Government’s
share of project cost shall be 75 percent for a project at an airport having at least 0.25
percent of the total number of passenger boardings each year at all airports, and 90
percent for a project at any other airport.

c. What are TSA’s long-term plans for supporting in-line checked baggage systems?

Answer: TSA is committed to supporting the efforts of those airports that are initiating
designs for in-line screening solutions by providing technical expertise and guidance.
However, TSA cannot commit to providing funding to support such systems. TSA will
continue to focus its available funds on purchasing and installing EDS and ETD
equipment at those airposts that require additional equipment capacity to be compliant
with the 100 percent electronic screening mandate for checked baggage. Increasing
passenger loads, new air carrier service and airport terminal modifications and
expansions, make 100% compliance a constantly shifting target.

The Homeland Security Act extended until December 31, 2003 the deadline by which

TSA was required to screen all checked bags for explosives by machine, but even this

extended deadline has not been met at all airports. The DHS IG reported in March 2004
that the barriers to meeting the deadline included not only delays in delivery or
installation of electronic screening systems, but also factors such as ongoing construction
and insufficient screening staff to operate the machines. What is your plan for achieving
the goal of screening all checked bags for explosives electronically and when will this
oceur? What resources do you believe TSA will need to complete this task? Do you
support hiring additional federal screeners for this purpose?

Answer: The TSA provides the status of those airports that have not achieved full
electronic screening capabilities in a monthly-classified report to Congress. That report
provides expected compliance dates. TSA is continuing to purchase and install
additional EDS and ETD equipment, and hire additional screeners to operate that
equipment at the affected airports.

When this equipment is installed, tested and ready, TSA will provide the necessary
personnel to commence checked baggage screening operations within the limits of the
overall national screener workforce cap of 45,000 FTE. We believe that we can address
these requirements within the current statutory cap.

TSA has signed letters of intent (LOIs) with nine airports to provide funding to help
defray the costs of installing permanent explosives detection systems (EDS) that are
integrated with the airports’ checked baggage conveyor systems. A TSA news release
from February 2004 announcing the latest LOIs stated that the total amount of projected
funding for these agreements was more than $955 million over 3 to 4 years. A March
2004 DHS IG report stated that 36 formal requests for LOIs had been received by TSA
and at least another dozen inquiries had been made regarding such funding. TSA’s FY
2005 Budget Request includes a total of $400 million for the purchase and installation of
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EDS under the LOIs already signed as well as other costs such as the purchase of
electronic trace detection machines.

a. If you are confirmed as Assistant Secretary, will you sign additional LOIs with
airports?

Axnswer: Please see the answer to “36b.” below.

b. How many additional airports seeking LOIs can be accommodated with TSA’s
FY2005 funding request?

Answer: The President’s budget proposal to the Congress requests funding to support
the eight currently signed LOIs. While LOT’s are an important tool to assist airports in
realizing efficiencies in handling checked baggage, TSA also pursues other mechanisms
that provide EDS technology to the airports.

TSA’s top priority is security, and consequently, TSA will focus its available funds for
EDS at those airports that require additional funding in order to be compliant with the
100% electronic screening mandate for checked baggage. Changes to passenger
throughputs, terminal modifications and airport expansions make fulfilling TSA’s goal of
100% electronic baggage screening a constantly moving target. TSA continues to
balance many competing priorities for available funds and will continue to review its
priorities to maximize the utilization of the funds available.

At the current funding level, and applying the 75/25 cost share formula, TSA's FY 04
and FY 05 budget allocations for EDS installation can financially support:

+ Reimbursement payments for the 8 existing LOIs (covering 9 airperts)

» Inswliation and multiplexing of EDS equipment at the 9 LOI airports

« EDS installation work needed at 13 airports that are building in-line systems

« Using FY 03 FAA AIP grant money and EDS and ETD non-LOI installation work
needed at airports to provide equipment capacity. The airports selected have a need
for increased equipment capacity because of increased passenger loads and airport
terminal expansion projects to support increases to air carrier service.

c. Wil some airports that need LOIs to install integrated EDS not be able to receive
federal funding under current funding request levels?

Answer: An additional 56 airports have expressed an interest in entering into an LOI
with TSA for an in-line baggage screening solution. While TSA has not completed the
evaluation of the various requests to accurately project potential costs, we continue to
place top priority for our funding on ensuring compliance with the 100% electronic
screening mandate.
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d. If there is insufficient funding to support LOIs with all airports that need federal
assistance to install integrated EDS, how will that affect your plan to meet the
requirernent to screen all checked bags electronically?

Answer: At the current funding level, and applying the 75/25 cost share formula, TSA
can support the LOIs that have already been issued. While in-line screening solutions
would provide for efficiencies associated with accomplishing electronic screening, TSA
will be able to meet the requirement to screen all checked-baggage using stand-alone
screening configurations.

AIR CARGO

37.

TSA largely relies on its known shipper program to ensure the safety of cargo on
passenger aircraft. Please describe what safeguards exist to keep the Known Shipper
Program from being exploited by terrorists. Please describe what additional steps, other
than the Known Shipper Program, TSA plans to implement to provide for the security of
cargo on passenger flights.

Answer: The Known Shipper Program has been a key element in air cargo security for
over 20 years. The Known Shipper Program is an information-based approach to cargo
security through the identification of strong comumercial relationships. The Known-
Shipper program is utilized by passenger air carriers, Indirect Air Carriers (IACs, or
freight forwarders), and all-cargo carriers who transfer cargo to passenger planes. Known
Shipper has previousty operated fora deventralized mode; witlreach carrier and IAC
responsible for maintaining its own separate database of known shippers. In an effort to
strengthen the program and to reduce its vulnerability to exploitation, TSA has developed
and implemented a centralized-Known Shipper database that allows all participating
carriers to verify the known status of a particular shipper. Shippers in the ¥nown Shipper
database are vecified against a variety of watch lists and terrorist data and their status is
centrally recorded. Shippers accepted in the program are deemed to pose a lower risk and
therefore allowed to: transport.cargo.on-passenger.aircraft: More than 450,000 known
shippers are already included in.the database, and the system is cwrrently averaging about

- 1,000 inquiries a day. Because the database is now centralized and managed by TSA, it

can easily be modified to respond to new threats to aviation presented by international
terrorism.

In November 2003, TSA issued security directives that require random inspection of air
cargo on passenger aircraft on flights within, into, and out of the United States. The
layered approach to securing cargo carried on passenger carriers may include: physical
screening (including TSA screeners when available), x-ray, inspections using ETD, K-9
screening, or explosives detection system. The inspections are to be conducted by the air
carrier, with TSA ensuring that the inspections are conducted properly. Screening on
passenger carriers is in accordance with procedures already in the aircraft operator's
security program. To assist in that effort, we are in the process of completing the hiring
of an additional 100 TSA cargo security inspectors who are responsible for ensuring
industry compliance with the new screening requirements.
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In TSA’s FY 05 budget request, we have requested $55 million to develop new -
technologies for inspecting cargo for explosives, radiation, chemical and biclogical
agents, and other dangerous substances.

Finally, the Department is currently reviewing TSA’s proposed Air Cargo Rule which
would codify many of the security changes applied since 9-11 and would impose
additional security measures across the air cargo industry. The rule incorporates many of
the industry recommendations from the Aviation Security Advisory Committee (ASAC)
process as well as additional measures deemed necessary based on the Department’s
assessment of threat and vulnerability in the air cargo environment.

Please describe the steps TSA has taken, and plans to take to provide for greater security
procedures for indirect air carriers.

Answer: On May 3, 2004 TSA rolled out an IAC database that allows TSA to factor
additional security criteria into the vetting process by requiring Indirect Air Carriers to
provide corporate information electronically. TSA will be able to legitimize the applicant
through a check of publicly available corporate records, and to cross check those records
against the various criminal and terrorist databases. This process provides better vetting
of IACs who are applying for either approval or renewal of their certificates, and it also
strengthens the decertification process. The system will automatically delete any IAC
who does not reply to the 30-day re-certification alert and it also reduces the time spent
by Aviation Security Inspectors re-certifying IAC’s.

You have described your intent to develop a cargo pre-screening program to identify
high-risk cargo and to ensure that cargo is inspected. Where does the development of
such a program stand?

Answer: TSA plans to deploy a cargo prescreening system to target individual
shipments for inspection based on the likelihood that they pose a threat to the aircraft
either through the introduction of an Improvised Explosive Device (IED) with the intent
to destroy the aircraft or a stowaway with the aim of hijacking the aircraft foruse as a
weapon. This system will be similar to that used by U.S. Customs and Border Protection
to prioritize imports and exports for inspection; however, it will be tailored to deny a
terrorist the, opportunity to introduce an Improvised Explosive Devise or hijacker into the
aircraft. These efforts support the Department’s goal to pre-screen 100% of cargo
shipments and to require additional inspection for cargo identified as high-risk.

TSA will utilize information obtained from the involved parties through its Known
Shipper and IAC validation programs as well as information specific to each individual
shipment that will be provided by either an aircraft operator or indirect air carrier. The
exact content and timing has yet to be determined. This information will be processed
through analytical tools and compared against relevant threat data such as compliance
records and intelligence information. From this assessment, TSA will electronically
produce a risk score. Shipments above a certain score will be identified as elevated-risk.
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Upon a shipment’s identification as elevated-risk, the carrier would be required to inspect
that shipment to determine whether it poses an actual threat and whether law enforcement
needs to be notified. This kind of public-private partnership is the most effective solution
available as TSA does not possess, nor does it see the need for, a federal cargo inspection
force comparable to that which exists for passenger screening. By placing this
responsibility with the carrier, the important inspection process can be integrated into the
supply chain, instead of adding a potential bottleneck that would likely slow interstate
and international commerce.

Earlier this year TSA issued a Request for Information to interested parties seeking
information from industry on existing and emerging technologies that will aid TSAin the
development of this system. The RFI period closed on April 30 and TSA staff are now
engaged in the process of reviewing the submitted proposals and anticipate having a
working prototype by the end of FY 2005.

How is the information gathered through the Known Shipper Program being coordinated
with information gathered through other DHS programs, such as C-TPAT and FAST?
Does a shipper that operates by land, air, and sea have to enroll separately in each of the
three programs? - What steps are being taken to consolidate and cross reference
information from all three programs to increase accuracy and avoid unnecessary
duplication?

Answer: Since June 2003 TSA has worked closely with U.S. Customs and Border
Protection (CBP) to leverage resources, identify areas for information and technology
sharing, and strengthen the security of the air cargo supply chain. After an exchange of
program overviews, it was determined that the Customs-Trade Partnership Against
Terrorism (C-TPAT), which currently has more than 3500 participants, including major
U.S. importers and major air passenger carriers and the Known Shipper Program, wiich
currently has 250 air carriers and 3,800 Indirect Air Carriers (IAC’s), share common
ground. - When coupled with enhancements to the Known Shipper Program, these
increases in supply chain security will significantly reduce the chances that an explosive
device or other destructive substance or item could be loaded on a commercial passenger
airplane as cargo.

At this time; shippers who operate by land, air and sea have to enroll separately in the
Known Shipper Program, C-TPAT and the Free and Secure Trade program (FAST). TSA
will conduct a connectivity and interface pilot between the Known Shipper database and
the C-TPAT program from September 2004 and March 2005.

CHECKPOINT SUPPORT

41.

The President’s fiscal year 2005 budget includes $86M for checkpoint support, which we
understand to include checkpoint reconfiguration, maintenance and replaf:ement of
checkpoint equipment, testing and deployment of new technology, and video
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surveillance. Do you believe that the Administration’s request is sufficient to meet these
needs? ’

Answer: TSA is committed to providing the appropriate amount of technological
support to the screening workforce at the passenger checkpoint. Checkpoint Support is
comprised of the many technology-related activities that do this, including checkpoint
reconfiguration; the purchase, installation, and maintenance of checkpoint equipment;
and electronic surveillance. The breakout of TSA’s budget requests for checkpoint
support for FY 2004 and FY 2005 is captured below:

(doMlars in millions) FY 2004 FY 2005
Checkpoint equipment purchase $30.0 $30.0
Checkpoint equipment maintenance $14.0 $30.0
Checkpoint reconfiguration $ 4.0 $16.0
Electronic surveillance §14.0 $10.0

RESEARCH AND DEVELOPMENT

42.

Do you think that research and developinént for homeland security technologies should
be centralized in one place in the Department of Homeland Security or do you believe
that separate entities within the Department, such as TSA, should continue their own
research and development programs?

Answer: TSA is closely coordinating with the Science and Technology directorate on
R&D to ensure effective use of resources and to leverage efforts. Whether R&D is
centralized-or-continues-to-be-condueted-within-separate entities, the crifical issue is
ensuring that the R&D meet the constant demand for improved technology performance
and the-very-specific detection-capabilities needed to support TSA’s mission.

What progress has TSA made in the development of next generation explosive detection
systems? What impact will these improved machines have on the number of bags that
can be screened in an hour and thus the number of screeners required for baggage
screening? Would more funding of these efforts accelerate this development or are there
simply. technical hurdles that require time?

Answer: In support of our efforts to identify the next generation of explosives detection
technology for checked baggage, we have both short term and longer-term efforts
underway in R&D. The Phoenix Project is a shorter-term effort (1-3 years) that focuses
on three areas:

¢ Significant improvements to our currently deployed systems that will lower alarm
rates, while increasing throughput capacity, detection capabilities and reliability. 'ljhe
improvements that will lower alarm rates while increasing detection capabilities will
require that fewer bags be subjected to secondary screening, therefore, less staffing
will be needed to support secondary screening;
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* Combining emerging technologies such as quadruple resonance and x-ray diffraction
with our current systems to expand capabilities; and

« Evolutionary new systems taking advantage of technological improvements and
advancements in computed tomography.

There are a total of seven individual projects underway in Phoenix, each with its own
required development timetable/schedule. We anticipate that the first field testing of a
Phoenix solution could occur in the late 2004 timeframe, with the other solutions
following throughout 2005 and early 2006.

TSA has been working with one vendor in the development of an EDS technology that is
much smaller and significantly less expensive than the currently certified EDS units,
which uses computed tomography. This technology is scheduled to undergo laboratory
certification testing in June 2004. This will afford TSA an option for operations with
lower throughput demands.

The longer-term effort in checked baggage in the Marhattan II Project (3-5 years and
beyond). The initial announcement for this project was published on April 16, 2004. The
intent is to award multiple proof-of-concept efforts, which will last approximately one
year. Upon completion of this phase, we will evaluate the results and award system
development contract(s) towards those concepts and technologies that are proven and
demonstrated. Depending on the maturity of the technology, the timetable/schedule for
systern development under Manhattan I could vary.

Several local transportation agencies and nationdl groups have indicated a strong need for
research and development of technologies that can detect chemical, biological and other
attacks on transportation systems. They have also called for technologies that can help
systems respond quickly to an attack to ensure minimal impact and quick restoration of
service. 'These agencies and other actors also have indicated a need for a Federal
clearinghouse to help guide local decision-making on technology purchases. (See Mass
Transit: Federal Government Could Help Transit Agencies Address Security Challenges,
GAO0-03-263)

a. What are your plans to carry out research, development and deployment of detection
technologies?

Answer: With research and development efforts, time is needed to determine technology
capabilities for meeting TSA’s operational needs and to determine or make )
recommendations regarding other applications. TSA and S&T are working with funding
allocated for research and development projects to improve and advance technological
solutions.
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As noted above, for checked baggage, we have both short term and longer-term efforts
underway in R&D. The Phoenix Project is our shorter-term effort (1-3 years) that focuses
on three areas:

« Significant improvements to our currently deployed systems;

¢ Combining emerging technologies such as quadruple resonance and x-ray
diffraction with our current systems; and,

¢ Developing evolutionary new systems taking advantage of technological
improvements and advancements in computed tomography.

There are a total of seven individual projects underway in Phoenix, each with its own
required development timetable/schedule. We anticipate that the first field testing of a
Phoenix solution could occur in the late 2004 timeframe, with other systems following
throughout 2005 and early 2006.

The longer-term effort in checked baggage screening is the Manhattan II Project (3-5
years and beyond). The initial announcement for this project was published on April 16,
2004. The intent is to award multiple proof-of-concept grants, which will last
approximately one year each. Upon completion of this phase, we will evaluate the results
and award system development contract(s) to those organizations with concepts and
technologies that are proven and demonstrated. Depending on the maturity of the
technology, the timetable/schedule for system development under Manhattan II will vary.

For cargo security, TSA’s research and development efforts to identify appropnate
technologies for screening air cargo are well underway. TSA-beheves

Market Survey and Broad Agency Announcement for potential technology manufacturers
has provided TSA with a sound base for pursuing development of multiple technologies
in support of air cargo screening. While currently available technologies will be
subjected to operational testing and evaluation for cargo screening, new tectmologies witt
not likely produce a testable prototype for 18 to 24 months.

For checkpoint security, TSA’s research and development program is designed to
develop sensor fusion at our screening checkpoints_to combine technology capabilities
into single units. Currently, TSA is evaluating the capabilities of exploswes detection
portals, which will be pilot tested at a number of airports during the 3™ quarter of FY
2004. While this effort is underway, TSA is working towards combining capabilities of
explosives and weapons detection systems and devices. One of the research and
development projects underway is the use of body imaging technology for screening,
which detects anomalies on a person’s body to include those created by concealed
weapons and explosives. While this technology is not yet ready for operational testing
due to privacy issues, which must first be resolved, it is a technology solution that could
serve two purposes in the screening of persons.
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TSA has developed a “Roadmap” for the operational testing and evaluation of checkpoint
technologies to improve TSA’s ability to detect explosives being carried on persons and
in carry-on baggage. Below is a list of the explosives detection technologies to be pilot
tested at airports and the timeframe in which that testing will be accomplished:

* Explosives Detection Portals — continued development and pilot deployment
in the 3¢ quarter of FY 04;

s Document Scanners — continued development and pilot deployment in the 3%
quarter of FY 04;

» Cast & Prosthetic Device Scanners — continued deployment and pilot
deployment in the 3 quarter of FY 04;

+ Explosives detection technology for screening liquids — establish the
performance metrics for this technology and solicit vendors of existing
technologies to participate in an evaluation against this qualification standard;
and,

» Explosives detection systems (EDS) for carry-on baggage — define
performance metrics and solicit vendor participation 3" quarter of FY 04.

b. Wil TSA undertake research to help improve the basic infrastructure of systems —
architecture, materials and construction methods, for example - to enhance facilities
and mitigate the effects of terrorist attacks?

Answer: TSA has undertaken several projects to improve infrastructure security:

¢ 20 Airport Access Controi Pilot Program — As required by the Aviation and
Transportation Security Act, we have initiated 8 pilot projects to operationally
test and evaluate access control technologies, to including those using
biometrics. TSA will initiate and complete 10 pilot program projects by the
end of CY 04. Information obtained during these projects will be shared with
other Federal agencies, as well as industry representatives to provide them
with information about specific technology capabilities as they design systems
to protect their facilities.

e Biometrics Standards Development — We are continuing research and
development to establish.standards for biometric systems through ongoing
pilot programs and laboratory efforts. These technologies will find
applications in our Transportation Worker Identification Credential (TWIC)
and registered traveler programs, as well as any other system/program area
that will require use of biometric technology.
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« Seaports and other Transportation Facilities - We will continue R&D efforts
to determine applicability of aviation security solutions and systems to protect
other transportation facilities and conveyances.

c. What will you do to encourage research and develop means to improve emergency
decision making and communications capabilities?

Answer: Please see the answer immediately below (44.d.).

d. Will you establish a clearinghouse mechanism to ensure that transportation system
operators can find out what security-related technologies are available or in
development?

Answer: TSA will work with the other DHS elements to determine how best to
comrnunicate results of TSA's research and development efforts related to security
technologies, so that these results can benefit any and all entities that must use such
technologies to fulfill their mission of protecting the Nation’s transportation
infrastructure. Until a clearinghouse type of mechanism is in place, TSA will continue to
reach out to its stakeholders through established methods of communications.

PORT SECURITY GRANTS

45.

In its fiscal year 2005 budget, the Administration requested only $46 million for port
security grants. This funding level is nearly $100 million less than fiscal year 2004. In
addition, the Administration's budget proposes to transfer port security grants from TSA
to Office of State and Local Government Coordination and Preparedness (SLGCP) and
include these grants in the Urban Area Security Initiative (UASI). As you know, UASI
provides resources in a very different manner than TSA's port security program. For
example, UASI port security granis only target ports in urban areas. Moreover, instead of
accepting applications, UASI port security grants designate specific areas without regard
to considering requests from a wide range of ports.

There is concern about the administration’s proposal to decrease the amount of port
security funding given the considerable need as a result of MTSA requirements and the
many vulnerabilities of our ports. There are also concerns that many ports would appear
to be ineligible for the funding since they are not in urban areas. Making these funds
available and requesting applications helps smaller ports identify vulnerabilities of which
DHS may not be aware.

a. Do you support consolidating port security grants into the UASI program?
b. What do you think will be the effect of consolidating these grants into UASI?

c. What do you believe needs to be done to ensure that all ports are eligible for port
security grants?
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d. How should TSA be involved in the program?
e. If the grants are moved to SLGCP how will they be administered?

f. Will SLGCP have the expertise to make appropriate decisions regarding the
allocation of these grants?

Responses to Questions 45a-f, appear in the consolidated answer below:

Answer (a. - f.): As initial clarification, the port security grant prograin is not going to
be consolidated into the UASI program. The move to create a one stop shop for grants is
based upon input from the user or grantee community and is designed to enhance
coordination of the multitude of preparedness and security grants currently administered
by the Department (ODP, FEMA and TSA). The one-stop shop consolidation will allow
DHS to gain a global perspective on all of the grants to ensure that redundancies are
minimized, funds are directed to the highest best use and DHS can proactively make
recormumendations to states, localities and other recipients on mutual aid and dual use
opportunities. We expect that this will be a seamless transfer that will be transparent to
the grantees.

Final policy responsibility for grant guidance and grant distribution will reside with the
Office of State and Local Government Coordination & Preparedness (SLGCP). SLGCP
will create a distinct office dedicated specifically to transportation related grants. This
new office will work closely with TSA and the other appropriate agencies within DHS
and across the Federal government in developing transportation security grant policy.

As stipulated in-the-initial appropriations-language, (Department of Defense and
Emergency Supplemental Appropriations for Recovery From and Response to Terrorist
Attacks on the United States Act, 200/.{R.L. 107-117) and subsequent appropriations
language, port security grant funds are dispersed through a competitive grant process to
critical national seaports. The current process incorporates a multi-level, interagency
teview, which ensures that funds go to the highest national security needs.

Responsibility for all grants previously under TSA’s purview, including port security
grants, officially moved to SLGCP on May 16, 2004. Four TSA personnel involved in
program management of these grants were detailed to SLGCP at that time. Itis my
understanding that SLGCP will administer round 4 of the port security grants the same
way TSA did for the first 3 rounds. TSA will continue to make available, upon request,
its subject matter experts for any of the transportation security grants that SLGCF now
administers, including port security grants.

It is important to understand that USAI grant funds were administered by SLGCP and not
TSA. Though ODP did use some UASI grant money for port security purposes at one
time, | am not aware of any plans that they may, or may not, have to consolidate the port
security grants into their UAS! grant program. [fit is the desire of Congress that all ports
be eligible for port security grants, the eligibility language in the appropriations bill will
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have to be expanded from the current constraint of only “critical national seaports” being
eligible.

CONTAINER SECURITY

46.

Container security is often viewed as a component or subset of port security. However,
the integrity of a container is part of a larger, inter-modal transportation security effort,
which utilizes sea-borne vessels, freight trains and trucks to move goods all around the
world. The Department of Homeland Security has initiated programs to inspect
containers based on a risk assessment, to track and monitor individual containers, and to
use non-intrusive detection equipment to screen containers at various points in the supply
chain. TSA, the Bureau of Customs and Border Protection {(CBP), and even the Coast
Guard have contributed to these and other container security programs.

a. What do you believe should be TSA’s role in developing and administering inter-
modal container security programs?

Answer: The Department of Homeland Security (DHS) was established to coordinate all
of the efforts of various agencies in securing our homeland. In fulfilling this mission, it
builds on the strengths and expertise of all of the agencies that work with each mode of
transportation.

The U.S. Coast Guard (USCG) 1s the lead agency for maritime security issues because it
has decades of experience and powerful assets focused on securing the maritime
domain. With this framework, however, TSA has been directed to support the USCG in
the execution of certain responsibilities where leveraging of TSA's expertise may be
appropriate, including development of maritime passenger screening standards and
transportation worker credentials.

CBP is the lead entity within DHS for execution of cargo container security inspections
in the intemational shipping environment. However, recognizing the intermodal nature
of cargo shipments, the Border and Transportation Security (BTS) Directorate has been
delegated authority and responsibility for developing a secure system of transportation
for intermodal cargo shipments, and container security performance standards. BTS is
supported by both CBP and TSA in execution of these responsibilities.

In addition, the USCG works with TSA, CBP, and other Federal agencies (e.g., DOT’s
MARAD) as team members to be used to complement USCG efforts within the overall
maritime security regime, including development of USCG’s comprehensive regulatory
package implementing the bulk of the Maritime Transportation Security Act (MTSA)
requirements, and provision of security for the maiden voyage visit of the Queen Mary 2.

Finally, all elements of DHS work closely and collaborate on a daily basis with
Information Analysis and Infrastructure Protection (IAIP) on issues related to surface
transportation security. [AIP shares intelligence and threat analysis daily with all DHS
entities and other relevant stakeholders. Since the Madrid bombings, DHS initiated a
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working group designed to develop specific operational Courses of Action (COAS) led
by BTS, and including representatives from TSA, IAIP and DOT Modal
Administrations.

b. To what extent has TSA coordinated with CBP, and even the Coast Guard, to help
ensure the effectiveness of the various container security programs?

Answer: The Department of Homeland Security was created to maximize the Federal
Government’s interagency coordination, and TSA has embraced this mission and places a
key role in fostering interagency cooperation. For example:

TSA is collaborating with U.S. Customs and Border Protection (CBP) and USCG'to
conduct a program analysis of current cargo security programs under the leadership of
Border and Transportation Security. The goal of this analysis is to investigate the various
cargo security programs within DHS and to measure their effectiveness. The analysis will
be presented to the Commercial Operations Advisory Committee (COAC) Subcommittee
on the Implementation of the Maritime Transportation Security Act (MTSA), which will
in turn make recommendations regarding the effectiveness of cargo security programs
from a commercial perspective. This subcommittee of which TSA, CBP, and USCG are
members is also tasked with developing performance standards for the physical security
of freight containers.

Operation Safe Commerce is an interagency program with TSA, CBP and the
Department of Transportation acting as co-chairs of the program and TSA serving as the
National Coordinator. Further representatives from USCG, Department of Defense,
Department of State, and Department of Comumerce are also represented on the program’s
Executive Steering Committee.

TSA continues to work daily t6 coordinate with CBP and Coast Guard. Supply chain
security is a broad and complex issue that necessitates the combined efforts of all of the
agencies involved in transportation and cargo security. TSA’s role as the DHS
designated Sector Specific Agency (SSA) responsible for the security of the
transportation sector has meant that interagency coordination must be a priority. TSA's
mandate to secure all modes of transportation as well as TSA’s ability to use Security
Directives to address security concerns gives TSA a unique ability to work with the Coast
Guard and CBP to meet the goal of a secure transportation system.

GENERAL AVIATION

47.

In testimony before the Senate Commerce Committee Subcommittee on Aviation on
March 30, 2004, GAO criticized TSA for taking “limited action to improve general
aviation security, leaving general aviation far more open and potentially vulnerable than
commercial aviation.” Aviation Security: Improvemen: Still Needed in Federal Aviation
Security Efforts, GAQ-04-592T. Weaknesses noted by GAO include: general aviation
pilots and passengers are not screened before takeoff, the contents of general aviation
planes are not screened at any point, about 70 aircraft have been stolen from general
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aviation airports in the last 5 years and could be used for terrorist activity, and crop
dusters could be used to spread biclogical or chemical agents. ’

a. Do you believe that TSA needs to take steps to improve general aviation security? If
so, please state what actions you will take if you are confirmed as Assistant Secretary.

Answer: TSA is fully engaged in improving general aviation (GA) security. Since there
is no silver bullet that can guarantee security, a layered, flexible approach is critical to
ensure that all segments of the aviation sector are secure. In concert with our overarching
strategy, TSA. is taking a threat-based, risk-managed approach to securing the full
spectrum of general aviation, including private charter and corporate/business aviation
opérations.

TSA has taken a number of steps to improve GA security. The agency has implemented
regulatory regimes for large and small private charter operators, a segment of the general
aviation industry not previously regulated for security purposes. Our GA security efforts
include partnering with the Aircraft Owners and Pilots Association (AOPA) to implement
a nationwide Airport Watch Program that is anchored by a federally-funded and operated
GA Hotline. We have also partnered with the National Business Aviation Association on
a pilot project at three major corporate airports. This initiative, known internally as the
TSA Access Certificate (TSAAC) pilot program, requires corporate operators to meet and
maintain enhanced security standards.

There is always more that can be done, and we cannot be complacent about security
measures that we have taken to date. -1 am acutely aware that, as TSA has worked
diligently to close security gaps in the commercial aviation sector, GA may appear
relatively-more-vulnerableto-exploitationby-terrorists——Therefore, a number of additional
projects are on the horizon for GA. First, TSA is currently working on a self-assessment
tool that-can-be used-to-evaluate risk-at GA airports across the country. That tool will be
rolled out to all 5,400 public use GA airports in summer 2004. Second, development is
underway for a 5-year strategic plan for GA that is intended to cover 2005 —2009. Third,
‘TSA 1s planning a communications process that will enable TSA to communicate quickly
and efficiently with GA airports nationwide. Fourth, TSA is undertaking a headquarters-
led inspection process for the more than 3,500 flight schools and training centers. Fifth,
later this year TSA will provide background checks on aliens attending flight schools in
the United States following the transfer of the program from the Department of Justice.

Finally, Federal Security Directors (FSD) are conducting outreach activities at GA
airports within the vicinity of the commercial service airport for which they have
responsibility. In this role the FSDs will provide GA airport owners and operators with
guidance, assistance, and advice on security measures at their facilities and other
pertinent security information. These relationships will facilitate communication and
help ensure that TSA is knowledgeable about the changing needs of the GA community.

b. TSA’s Working Group on general aviation issued recommended guidelines for
general aviation airport security in October 2003. The Working Group report noted
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that one barrier to improving general aviation security was the lack of funding. Do
you plan to request funding to help general aviation operators improve security?

Answer: TSA is constantly reevaluating its needs with regard to general aviation
security. These needs are frequently driven by emerging threats and intelligence. TSA
will make funding decisions through a threat-based, risk-managed approach and will
allocate resources appropriately as they become available. TSA will continue to consult
with Congress on efforts to safeguard general aviation.

c. TSA released security guidelines for general aviation airports on May 17, 2004, but
these guidelines are merely suggestions for security measures that general aviation
airports could implement. What steps will you take to ensure that appropriate security
measures are implemented by general aviation airports and aircraft owners?

Answer: Consistent with its work in other modes, TSA pursues its GA efforts in
partnership with State, local, and private industry stakeholders. TSA has been working
closely with its strategic partners within the industry to develop effective and reasonable
procedures to enhance GA security. Our philosophy, which is embedded throughout the
guidelines document, is to define an appropriate level of security commensurate with the
varying levels of risk at different types of GA airports. TSA believes that the measures
taken towards GA are consistent with those efforts that have been implemented in other
comparable modes of transportation.

The security enhancements suggested in the Information Publication (IP) were developed
in strong coordination with stakeholders, who were very supportive of this effort. Prior
to the publication of this document, many States were developing their own sets of
security guidelines and requirements for GA airports; however, they clearly indicated that
they would prefer receiving a set of Federally-endorsed measures that would be
implemented nationally. The National Association of State Aviation Officials actively
participated in creating these guidelines, and we expect the States will encourage their
GA airports to implement appropriate security measures. We also believe that -
‘development of these Federal standards will provide a baseline that States will use to
allocate resources for GA airport security improvements. Additionally, we are
conducting extensive outreach efforts through TSA’s Federal Security Directors to ensure
that all GA airport managers are aware of and have access to the security guidelines
document. Early reports have indicated that the IP measures are being adopted by the
GA community.

It is important to note that there is a heightened sense of security awareness within the
GA community. General aviation today does not look like it did on September 10, 2001.
Many operators and airports have invested significant amounts of money in tangible »
security enhancements such as fencing, access controls, surveillance equipment, lighting,
signage, and a variety of other measures. The efforts undertaken in partnership with the
general aviation community have significantly raised the bar for security at GA airports.
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PERIMETER SECURITY

48.

The Aviation and Transportation Security Act that established the Transportation
Security Administration (TSA) directed the agency to improve the security of airline
passenger and baggage screening activities, activities for which TSA has direct
responsibility. The law also directed the agency to work with airports to improve the
security of airport perimeters (such as airfield fencing and access gates); the adequacy of
controls restricting unauthorized access to secured areas (such as building entry ways
leading to aircraft); and security measures pertaining to individuals who work at airports.
Recent media reports of security breaches and other illegal activities, such as drug
smuggling, taking place at some airports highlight the importance of strengthening
security in these areas. The Department of Transportation’s Inspector General reported
last year that TSA had not fully addressed requirements related to controlling access at
airports and the GAO has issued a report assessing the status of the agency’s efforts in
this area.

a. As we approach the 3-year anniversary of the Act and the agency continues to face
new challenges, what steps should the agency take to ensure that these existing
legislative requirements are met?

Answer: The Aviation and Transportation Security Act (ATSA) of 2001 required the
establishment of pilot programs at no fewer than 20 airports to test and evaluate new and
emerging technology for providing access control and other security protections for
closed or secured areas of the airports. ATSA also states that the technologies to be
evaluated under the pilot programs may include, among others, biometric technologies.
To meet this requirement, TSA has developed a two-phase pilot program, for which the
first eight airports have been recently selected and anmournced, and the final two will be
announced in the very near future, bringing the total to ten airports for Phase I. Phase [
includes testing of various off-the-shelf technologies, including biometrie technologies,
under a variety of real-world operational environments. Phase [ projects will be
completed by December 2004. Based on analysis of Phase [ projects, TSA will then
‘determine which technologies will be evaluated in the ten different Phase II airports.

After Phase I and Phase I are both completed, information gathered during these pilot
projects will be made available to appropriate airport and aviation industry
representatives so that they may make informed decisions when designing access control
systems to meet their security and regulatory needs. TSA has coordinated this effort with
other DHS entities, such as US-VISIT, to leverage their expertise in biometrics, for
example.

TSA has also issued 19 grants, totaling over $16 million to airports to fund pilot projects
to improve airport terminal security. Of the 19 grants projects, at least 9 are associated
with improvements to perimeter security protection and preventing unauthorized access
to airport-restricted areas.
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b. Is there a need to improve the agency’s communications with the Congress on the
status of its efforts to address these requirements? If so, how could this be best
achieved?

Answer: TSA is proud of the relationship it is building with Congress. As the agency
evolves, it continues to strive to improve that relationship and to further establish strong
lines of communication. It is critical that TSA be responsive to the needs of its
authorizing and appropriating committees as well as to the needs of individual Senators
and Members of the House of Representatives. The key to strong communication is
continual dialogue with respect to TSA’s efforts and ongoing mission and I am
committed to promoting and strengthening that dialogue with Congress. In terms of
ATSA and other statutory requiremnents, [ believe it to be of the utmost importance that
we continue to ensure our oversight committees are aware of TSA’s progress. Through
TSA’s Office of Legislative Affairs, the Agency prioritizes communication with
Congress via notification, correspondence, briefings, and meetings. As with all of our
efforts, TSA is open to interactions with Congress and looks forward to providing
Congressional Members and their staffs information regarding TSA’s work on perimeter
security to date.

A report recently released by GAO (GAO-04-728) noted that TSA has not fully met all of
the requirements in the Aviation and Transportation Security Act of 2001 (ATSA)
regarding airport perimeter security, access controls on access to secure areas, and risks
posed by airport workers with access to secure areas. In some cases, GAO noted that
TSA has not begun to address these issues.

a. GAO's report stated that TSA suspended its security compliance and vulnerability
assessments of threats to airport security in January 2004. However, TSA has
indicated that it has resumed these assessments. Is this accurate? If not, do you
believe that TSA should recommence these assessments? If so, what is TSA's
schedule for completing these evaluations? How will TSA use the information it
compiles to improve security and prioritize security needs?

Answer: Compliance inspections at commercial airports were not halted at that time. In
fact, as GAO reported, we revised our approach to reviewing airport operator compliance
with security regulations beginning in FY 04. This new inspection process uses risk
management principles that consider threat factors, local security issues, and input from
airport operators and law enforcement to target key vulnerabilities and critical assets. The
FSD at each airport is responsible for determining the scope and emphasis of the
inspections, as well as managing local TSA inspection staff. This new approach is a
collaborative process intended to identify the root causes of security problems, develop
solutions with airport operators, and focus the use of civil enforcement actions on the
most serious security risks revealed by TSA’s inspections.

As part of our focus on improved perimeter security, TSA conducts assessments 10
identify vulaerable areas and needed security measures. As GAO correctly noted in ifs
report, TSA redirected resources from assessments using the Transportation Risk
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Assessment and Vulnerability Evaluation (TRAVEL) tool to conduct MANPADS
assessments that were considered a higher priority at the time. Although resources were
temporarily redirected from the TRAVEL to MANPADS assessments, a substantial
number of compliance inspections were performed during this time, particularly in the
areas of access control and access media. TSA’s active completion of these MANPADS
assessments ultimately provided valuable information for inclusion in broader airport
perimeter security assessments at the airports at which they were conducted, helping us to
fulfill our compliance inspection plan and develop the self assessment tool for aviation.

TSA initiated Joint TSA/FBI assessments in May 2004. These assessments are focused
on airports surrounding all National Special Security Events and will also be applied at
critical commercial airports based on threat. The application of this tool will allow TSA
to leverage existing FBI resources and knowledge base to better assess security gaps and
vulnerabilities at particular airports.

TSA/FBI assessments have been completed at the Brunswick, GA and Savannah, GA
airports in support of the G8 conference. Joint assessments for the Boston, Manchester,
and Providence airports were completed in June 2004 in support of the Democratic
National Convention. Joint assessments of the New York-area airports New York JFK,
New York LaGuardia, and Newark, NJ airports are scheduled in July in support of the
Republican National Convention.

The information from the joint assessments is being captured in the TSA Transportation
Security Risk Model (TSARM) web-based tool. These assessments will resuit in the
gathering of baseline security system information on commercial airports. The tool will
be made available to all Federal Security Directors in September 2004 and data gathering
will occur through the second quarter of FY2005. TSA will use the information gathered
through this process to analyze baseline security system effectiveness throughout the
Nation's airports. Analysis will focus on areas of weakness and will be used to prioritize
TSA's security enhancement efforts. Results of the assessments are also provided to the
FSD and airport operator along with recommendations for improvement, enhancements,
and suggested countermeasures.

TSA has designated all Category X Airports as nationally-critical. TSA has also
completed a Criticality analysis of the Category I commercial airports. The Category X
and nationally-critical Category I dirports will be the focus of TSA-led, on-site, facilitated
vulnerability assessments using the TSA Transportation Risk Assessment and
Vulnerability Evaluation (TRAVEL) tool. TSA is in process of upgrading this tool and
on-site assessments of nationally-critical airports will begin in September 2004.

In addition to these government facilitated assessments, a self-assessment tool will be
made available to airports that are deemed less critical which focus on prevention and
mitigation of a base array of threat scenarios developed for various categories of
transportation modes.

As part of our overall strategy to strengthen security of the aviation system, our analysis
and evaluation of the results from the security evaluations, various assessments, and
compliance inspections will be used to assess priorities and allocate resources to those
areas that we believe require additional security measures to close identified gaps.



94

b. The report also noted that airports need TSA to provide guidance on commercially
available technology to improve perimeter security and access controls to secure
areas, as it is required to do under ATSA. Airport operators stated to GAO that
getting this information from TSA will help them reduce the costs of determining
what technologies are available and best meet their needs, to ensure that limited
airport resources are used in the most effective way. What steps will you take as
Assistant Secretary to conduct technology assessments, compile the results with those
of airports that have done some testing on their own, and communicate the results to
airport operators? v

Answer: It is importaat that TSA develops and deploys new technology to make our
security operations more effective, more efficient, less time consumning, and less costly.
Working closely with the Science & Technology Directorate of DHS, TSA has
established an ambitious program to develop, test, and deploy security technologies and
use technology to enhance human performance. TSA is actively assessing technologies
and has provided guidance to FSDs and airport operators on security technologies so that
they may make informed decisions. Additionally, TSA has developed a number of
guides to assist operators in selecting and deploying commercially available security
technologies, including reports with subjects such as perimeter security design,
biometrics at domestic airports, and technology to address tailgating and piggybacking.

ATSA required the establishment of pilot programs at no fewer than 20 airports to test
and evaluate new and emerging technology for providing access control and other
security protections for closed or secured areas of the airports. ATSA also states that the
technologies to be evaluated under the pilot programs may include, among others,
biometric technologies. To meet this requirement; TSA developed and is implementing a
two-phase pilot program. Phase I, currently underway, includes testing of various off-
the-shelf technologies, including biometric technologies, under a vagety of real-world
operational environments. Based on that analysis, TSA will then determine which
technologies will be evaluated in the Phase II airports to begin in the fall 0f 2004. The -
pilot programs will focus on identifying the operational payoffs achievable through
increased usage of biometrics, as well as other technologies. TSA has coordinated this
effort with other DHS entities, such as US-VISIT, to leverage their expertise in
biometrics, for example.

c. In addition, the report addressed the limitations of relying on one time fingerprint-
based checks to determine whether airport workers should be permitted access to
secure areas. What are your plans, if any, for addressing these limitations noted by
GAO and for implementing ATSA’s requirement to screen all airport workers before
entering secure airport areas?

Answer: TSA is actively strengthening safeguards regarding access to Security
Identification Display Area (SIDA) and sterile areas of our Nation’s airports.
Approximately 1.2 million aviation personnel (airport, airline and vendor employges,
ete.) work in U.S. airports. More than 90% of these employees work in the Secunty
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Identification Display Area (SIDA) because they require access to aircrafl to load
luggage and cargo, provide catering services, fuel airplanes, perform maintenance, or
serve as flight crew. About 10% of workers require access only to the sterile area, which
is located past the screening checkpoint. The sheer quantity of airport workers with
SIDA credentials and the fact that they would have access to a wide variety of tools and
equipment within the SIDA area preclude any simplistic solutions. TSA’s security
strategy uses a “system of systems” approach whereby each security ring contributes to
TSA’s overall security system but the overall system does not rely exclusively on any one
component. In other words, the different security components complement and reinforce
each other.

In applying this “system of systems” strategy to securing SIDA and sterile area access,
TSA is in the process of strengthening background checks. TSA currently requires
fingerprint-based criminal history record checks of all airline and airport workers who
have access to SIDA and vendor employees who work in the sterile area of an airport. In
June 2004, TSA will begin conducting enhanced background checks on all commercial
aviation workers in the U.S. who have access to the secure and sterile areas of our
Nation’s airports. This initiative will also include vetting new employees as they join the
workforce, and the integration of newly available threat information. These enhanced
checks will include advanced analysis of the best available information to determine
whether an individual poses a potential terrorist threat. This initiative will focus on
preventing known terrorists from gaining credentials allowing access to SIDA and sterile
areas, thereby diminishing threats to our aviation system.

While TSA considers physically screening all aviation workers to be impractical at this
time in terms of resource allocation, TSA is proposing the physical screening of vendor
employees-working in sterile areas as part of new measures to tighten access to sterile
and SIDA areas. The TSA proposal requires that airport operators:

1. Require all vendor employees (concessionaires) who work in the sterile area
of an airport to access the sterile area through the TSA screening checkpoint
and receive physical screening;

2. Reduce the number of operational doors that lead from a public area of an
airport to a sterile area of an airport and include new enhanced security
measures (eg. closed circuit television, contract security guards, etc.) at the
remaining operational doors; and

3. Limit the number of vendor employees working in the sterile area who have
unescorted access to the SIDA.

Furthermore, TSA also believes in enhancing security measures currently in place in
order to strengthen the physical security of restricted areas at airports. TSA is
considering new security measures, such as a reduction in the number of pedestrian and
vehicle access points; an increased number of random security patrols; additional random
identification checks of persons and vehicles entering the secured areas and SIDAs from
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public areas; additional random identification checks of persons entering the sterile area
from the SIDA and entering the SIDA from the sterile area; and enhanced response
procedures for when the alarm on a door to the SIDA sounds.

While none of these measures will provide a 100% security guarantee, they represent a
significant set of mutually reinforcing safeguards when taken as a whole, consistent with
our layered security approach.

TRANSPORTATION WORKER IDENTIFICATION CREDENTIAL (TWIC)

50.

St

Please describe the timeline for the implementation for the TWIC program. When will it
be implemented nationwide?

Answer: TWIC is well underway. Phase II, the technology evaluation phase, was
completed October 2003. Following the TSA and DHS review of the results of Phase II,
and after extensive consultation with Congress the decision was made to move forward
with Phase III, the Prototype Phase.

The Request for Proposals (RFP) for Phase III was released on May 10, 2004. The
Prototype Phase will test and evaluate an integrated identity management solution across
all transportation modes. It includes 42 separate facilities in three regions: East
(Philadelphia-Camden, NJ-Wilmington, DE), West (Long Beach-Los Angeles) and the
state of Florida (14 deepwater ports). The Prototype Phase will start in the summer of
2004 and last approximately 7 months.

TSA will review the results of Prototype Phase and provide a recommendation to DHS
with respect to nationwide implementation. DHS will then determine if, when, and how
the TWIC should proceed to a full nationwide implementation.

What plans does TSA have to issue TWIC cards to foreign crews on ships?

Answer: The TWIC is intended for transportation workers who require unescorted
access to secure areas of the transportation system. TWIC holders must be either U.S.
citizens or-have legal presence in the United States. During the Prototype Phase, TSA
does not have plans to issue TWICs specifically to foreign crews on ships. Individual
foreign crewmembers, whose specific duties require unescorted access to secure areas,
and who otherwise meet the requirements, would be able to apply for a TWIC.

Please identify the primary challenges being faced by TSA in implementing the TWIC
program.

Answer: TWIC is a complex project that needs to balance three key goals: improving
security, enhancing commerce, and protecting personal privacy. Similar to other large
integrated projects, TWIC has inherent management and technology challenges as well as
program-specific challenges in the fields of identity management systems, information
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technelogy, information security, advance credential technology, biometrics, encryption,
and physical and logical access control technologies.

We feel our primary challenge is the need to meet our stakeholders’ expectations for
solutions to their security needs consistent with the exercise of commerce and the
safeguard of privacy. The message from our stakeholders is clear—in general they
strongly support the TWIC concept and have compelling security needs that TWIC helps
satisfy.

An identity card, particularly one that grants access to sensitive and secure areas such as
in airports and ports, is only effective if the issuing agency can be confident that the
person receiving the card is who she or he claims to be. How will TSA verify the identity
of those to whom it issues TWIC cards?

Answer: Identity verification represents the core operational capability of the TWIC
Identity Management Systemn. Our approach to verifying identities, which is based on
lessons-learned in the Federal Government and comumercial industry, will be tested -- and
refined as appropriate -~ during this year’s Prototype Phase. It will involve at least four
key areas.

The first component is that all TWIC applicants must havea sponsor. The employer will
often be the sponsor. When an employer does not exist as in the case of independent
truckers, the local facility must sponsor him/her.

The second component is the requirement for documents that help verify an individual’s
identity, cornmonly referred to as “breeder” documents (e.g., birth certificate,
government-issued photo 1D, driver’s license, utility bill, ete).

The third component of identity verification is collection of finger-based biometric
semples. This biometric collection has two distinct purposes during Prototype Phase.
The first use is to facilitate a one-to-many {1:N) search against-current.cardholders. This
search prevents a distinct person from enrolling multiple times using an alias or from
fraudulently enrolling. The second use of the biometric collection is for identity
verification via a one-to-one (1:1) match. Biometric templates will be securely stored on
the TWIC. By matching the cardholders biometric sample with the templates stored on
the TWIC, we have much greater assurance that the individual is the rightful holder and
owner.

The fourth component is a name-based threat assessment. Once we have verified the
identity of the applicant, the system will conduct a name-based threat assessment against
known or suspected terrorists. Once we have the proper rules in place, we intend to
conduct FBI background checks on all applicants in addition to the name-based threat
assessment.

Only those who need to have access to secure areas of transportation facilities, spch as in
airports or ports, should be eligible to hold a valid TWIC card. For example, this means



98

that TWIC card holders must be currently employed in a position that requires such
access. What steps will TSA put in place to ensure it has continually updated information
on individuals who leave their employment or should be made ineligible for other
reasons, such as conviction of a disqualifying crime? If a TWIC card holder changes
jobs, and requires a different kind of access than he or she had previously, how will TSA
obtain and maintain this information and make the appropriate adjustment in the card
holder’s access privileges?

Answer: Current and accurate information is at the heart of any IT syster, and is a key
operational capability of the TWIC identity management system. During this year’s
Prototype Phase, we will put our processes and procedures to the test to ensure that we
have made the right considerations for maintaining current and accurate information on
TWIC cardholders. Today, these considerations include the direct involvement of
employers and sponsoring entities (i.e., facilities) and periodic checks to ensure that the
cardholder remains qualified.

A key operational capability of the TWIC identity management system includes a
centralized revocation and alerting capability. If a cardholder is made ineligible for a
TWIC, the system would “hot-list” the unique card number and notify the local facilities
where the individual was granted access. This action would result in preventing the
individual’s unique card number from being successfully used for access.

Local facilities are responsible for granting or denying access to their facilities, and
managing their access control systems. The TWIC represents a risk mitigation tool for
local facilities as a result of two key capabilities. First, local facilities will be able to
verify the individual’s identity via a one-to-one (person-to-card) biometrics match, and
secondly,-to check to ensure the person remains eligible for a TWIC and that the TWIC
hasn’t already been reported lost or stolen (i.e., hot-listed).

OTHER MODES OF TRANSPORTATION

55.

The nation’s transit agencies may be facing hundreds of millions of dollars or more in
needed security upgrades. What role will TSA play in providing security for transit
systems? What role will the Federal Transit Administration play? Will TSA provide any
mandatory requirements for transit security? How will TSA ensure that transit security is
coordinated with other forms of transportation security?

Answer: DHS, DOT, and other Federal agencies are working together to enhance rail
and transit security in partnership with the public and private entities that own and
operate the nation’s rail and transit systems. TSA has a unique role in transit and rail
security in that TSA is uniquely positioned to look at and coordinate security efforts
across the totality of the intermodal passenger and supply chain. This responsibility must
involve the coordination of appropriate Federal, State, tribal, local and private industry
partners, many of whom have always been and continue to be in the business of
providing security for their particular piece of the transportation puzzle. TSA’s main
charge, both under ATSA and now as part of the DHS family, is to coordinate these
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efforts under the guidance of the Secretary and the Under Secretary for Border and
Transportation Security, identifying gaps and working with appropriate partners to ensure
that those security gaps are filled.

DHS has assigned TSA primary Sector Specific Responsibility (SSR) for the
Transportation Sector as DHS implements Homeland Security Presidential Directive 7
(HSPD-7), which directs the establishment of “a national policy for Federal departments
and agencies to identify and prioritize United States critical infrastructure and key
resources and to protect them from terrorist attacks.” In accordance with DHS's HSPD-7
implementation plan, TSA is developing the Transportation Sector Specific Plan (SSP).
A first draft of the SSP 1s due to DHS by early summer 2004 (at the same time SSPs from
the other 12 sectors of critical infrastructure are also due). In developing the
transportation SSP, TSA is working under BTS guidance and in partnership the U.S.
Coast Guard and the Department of Transportation (DOT), including the Federal Transit
Adrministration. The SSP will discuss how federal and private-sector stakeholders will
communicate and work together; how important assets in the transportation sector will be
identified, assessed, and prioritized; how protective programs will be developed; how
progress in reducing risk will be measured; and how R&D will be prioritized in the
sector. In the Transportation Sector, the SSP will further these efforts currently
underway and help ensure that they are systematic, complete, and consistent with the
efforts in the other 12 sectors.

Specific to transit and passenger rail security, passenger rail companies, in coordination
with TSA, have voluntarily implemented a number of robust security measures. On May
20, 2004 DHS issued Security Directives (SD) to ensure the best of these practices are
implemented throughout the industry. The SDs, which are being administered by TSA,
establish 16 mandatory protective measures for commuter and transit passenger rail,
inter-city train, and regional services. To enforce the directives, in coordination with the
rail operator, TSA will designate Security Partnership Teams comprised of
representatives from DHS/TSA and DOT. Team visits will be prioritized based on
criticality, threat, and the status of the last vulnerability assessment.

Describe TSA’s plans to improve screening of rail passengers and baggage.

Answer: TSA is evaluating the efficacy of establishing standards for passenger
screening in a rail environment. Towards that end, TSA implemented a pilot program in
New Carrollton, Maryland, to test the feasibility of using emerging technologies for
screening passengers and carry-on items for explosives at rail stations and aboard trains.
This pilot, the Transit and Rail Inspection Pilot (TRIP), is being conducted in partnership
with AMTRAK, MARC, Washington Metropolitan Area Transit Authority (WMATA),
and DOT for a 30-day period. The TRIP pilot program does not resemble an aviation-
type solution to transit and rail security challenges, but rather provides a venue to test
new technologies and screening concepts to determine their effectiveness in the transit
and rail environment. Rail stations are not self-contained, and passengers have the
freedom to board and disembark trains throughout their routes. TSA intends that the
TRIP program provide necessary data to determine if rail and transit operators might be
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able to deploy targeted screening resources and protocols in high threat areas or where
specific intelligence indicates there is 2 need. Additional phases of the pilot are under
consideration.

Describe what you believe should be the division of responsibility between the Federal
Railroad Administration, TSA, and [AIP in the assessment of vulnerabilities of the
nation’s railways. Describe what you believe should be the division of responsibility
between the FTA, TSA and [AIP in the assessment of vulnerabilities of mass transit
systems. Are these assessment processes working as you believe they should or do you
think changes are necessary? Please explain.

Answer: TSA conducts criticality assessments using a criticality assessment tool that was
built in conjunction with IAIP and is a derivative of the National Infrastructure Protection
Center (NIPC) tool set from the FBIL. Information on results is shared with [AIP and
among Federal agencies, such as the FRA TSA is also working closely with FRA and
FTA in the development of a mass transit and passenger rail self-assessment module for
use in conducting vulnerability assessments. TSA is also working closely with IAIP on
cargo rail assessments.

It is our understanding that TSA has not reviewed vulnerability assessments conducted by
rail carriers and other relevant parties because of a concern that the vulnerability
assessments would be subject to FOIA if TSA obtained them. Please explain the nature of
these concerns, and explain what action is being taken to address these concermns.

Answer: TSA has never had a concern about the FOIA protected status of vulnerability
assessments provided to TSA. All vulnerability assessments submitted to TSA as part of
an examination of a transportation system, vehicle, or facility to determine its threat-
based risk of unlawful interference are considered sensitive security information (SSI)
and are exempt from FOIA. Some entities, however, have been unwilling to turmn over
security-related documents to TSA, citing their concemns over TSA’s ability to exempt
information from FOIA - Under rail security directives issued by DHS in May 2004,
passenger rail owners and operators will be required to turn over certain TSA-requested
information, including vulnerability assessments, if available. TSA is developing a
regulation that would clarify this issue and protect sensitive security information in the
non-aviation transportation sector.

Please describe your view of TSA’s role and responsibility for security in each of the
following modes of transportation:

a. passenger rail
b. freight rail

¢. mass transit
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d. pipelines
e. trucking
Responses to Questions 59a-e, appear in the consolidated answer below:

Answer (a.—e.): The nation's transportation system, as you know, is vast and complex,
and very few of its assets are owned or controlled by the Federal Government. Only in
aviation is the Federal jurisdiction truly exclusive. And for that reason, right from the
very start, TSA and its parent department, DHS, have known that the aviation model
‘would not work as well for securing all modes of transportation. Thus, we have worked
with our State, tribal, local, regional and private partners to help secure our transportation
system. These efforts span the spectrum of security, from intelligence and information
‘sharing and awareness through prevention, response and recovery to a potential terrorist
attack in the United States.

Under DHS leadership, TSA is responsible for 1) establishing consistent national
transportation security standards across all modes, 2) monitoring compliance with these
standards by transportation stakeholders, 3) evaluating risk to the system across a
changing array of threats, 4) sharing threat and risk information with transportation
stakeholders (public and private), and 5) in the event of a transportation security incident
insuring rapid restoration of service and public confidence. TSA is currently engaged in
this process through rulemaking, risk modeling and contingency planning. The challenge
in implementing this strategy centers on the proper balance between public and private
responsibility/investment in achieving an acceptable security level. TSA/DHS will work
with transportation stakeholders (public and private) to develop consistent security
_standards across all transportation modes.

The success of transportation security rests on the close partnership between DHS and
transportation stakeholders. While clearly private investment in security is expected, the
-threat-based risk-managed approach complemented by performance based standards —
which permits achievement of security standards within an owner’s business model -
coupled with appropriate security grants mitigates the national cost borne by the private
stakeholders. Aggressive inspection/auditing of compliance with national transportation
security standards ensures acceptable risk to the national transportation security system.

DHS has assigned TSA primary Sector Specific Responsibility (SSR) for the
Transportation Sector as DHS implements Homeland Security Presidential Directive 7
(HSPD-7), which directs the establishment of “a national policy for Federal departments
and agencies to identify and prioritize United States critical infrastructure and key
resources and to protect them from terrorist attacks.” In accordance with DHS's HSPD-7
implementation plan, TSA is developing the Transportation Sector Specific Plan (SSP).

A first draft of the SSP is due to DHS by early summer 2004 (at the same time SSPs from
the other 12 sectors of critical infrastructure are also due). In developing the
transportation SSP, TSA is working under BTS guidance and with partners in the U.S.
Coast Guard and the Department of Transportation (DOT). The SSP will discuss how
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Federal and private-sector stakeholders will communicate and work together; how
important assets in the transportation sector will be identified, assessed, and prioritized;
how protective programs will be developed; how progress in reducing risk will be
measured; and how R&D will be prioritized in the sector. In the Transportation Sector,
the SSP will further these efforts currently underway and help ensure that they are
systematic, complete, and consistent with the efforts in the other 12 sectors.

Clearly defined missions, roles and responsibilities are critical to the successful and
efficient implementation of security measures, and necessary to ensure that officials

are accountable for carrying out their responsibilities. An effective national security
system requires the cooperation and participation of several Federal departments and
agencies. However, thus far, TSA has failed to enter into “memoranda of understanding”
(MOUs) with relevant transportation agencies in order to clearly define their respective
roles and responsibilities in ensuring transportation security.

a. What specific steps will you take to ensure that TSA has a Memorandum of
Understanding with the Federal Transit Administration (FTA) and the Federal
Railroad Administration (FRA)?

Answer: DHS and TSA work closely with the Federal Transit Administration and
Federal Railroad Administration in safeguarding rail and transit security. The
Department is pursuing channels other than entering into a formal memorandum of
understanding (MOU) to facilitate this coordination. A mechanism for coordination
exists through Homeland Security Presidential Directive-7 (HSPD-7), which “establishes
a national policy for Federal departments and agencies to identify and prioritize United
States critical infrastructure and key resources and to protect them from terrorist attack.”
The Secretary of the Department of Homeland Security, in accordance with paragraph 15
of HSPD-7, has the lead role in coordinating protection activities for “transpostation
systems, including mass transit, aviation, maritime, ground/surface, and rail and pipeline
systems.” Pursuant to HSPD-7, the Department of Homeland Security and the
Department of Transportation will “collaborate on all matters relating to transportation
security and transportation infrastructure protection.” (paragraph 22(h)). As discussed in
more detail below, we believe at this point that the HSPD-7 process meets the
coordination needs for DHS, DOT, and their respective component agencies.

b. In the absence of such MOUs, how will you ensure that the appropriate officials are
held accountable for carrying out their responsibilities in assessing and addressing
transportation security needs?

Answer: DHS has assigned TSA primary Sector Specitic Responsibility (SSR) for the
Transportation Sector as DHS implements HSPD-7. In accordance with DHS's HSPD-7
implementation plan, TSA is developing the Transportation Sector Specific Plan (SSP),
due to DHS by early summer. In developing the Transportation SSP, TSA is working
under DHS guidance and with partners in the U.S. Coast Guard and the Department of
Transportation. The SSP will discuss how Federal and private sector stakeholders will
communicate and work together; how important assets in the transportation sector will be
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identified, assessed, and prioritized; how protective programs will be developed; how
progress in reducing risk will be measured; and how R&D will be prioritized in the
sector.

In the Transportation Sector, the SSP will further-these efforts currently underway and
help ensure that they are systematic, complete, and consistent with the efforts in the other
12 sectors. DHS will build on the foundation of the SSP to provide overall operational
planning guidance on rail security. The expanded SSP will ensure that modal security
plans are integrated into an effective concept of operations for management of security of
that sector of transportation.

c. How will you establish goals and performance indicators for federal efforts in transit
and rail security by multiple agencies so that security goals are met?

Answer: Through the National Infrastructure Protection Plan (NIPP) for the
Transportation Sector, performance data and measures for all aspects of transportation
security are being developed in conjunction with all relevant agencies and stakeholders.
The focus on critical infrastructure protection (CIP) is still new, and this carries
advantages and disadvantages. One advantage is the clean slate from which to develop
effective processes, procedures, and practices. On the other hand, it will take a
significant period of time to generate a statistically significant amount of data to support a
rigorous analysis of performance, as determined by the impact (or outcome) of activities.
Along the way, we must be vigilant about collecting the information that will enable
thorough analyses in the future, and we must hold ourselves accountable through the use
of milestones and output measures. Accordingly, the framework on which we will build
our performance measures and measurement activities includes:

+ Long-term performance goals, objectives and strategies

» Long-term performance measures (outcomes) to track performance toward defined
goals

« Intermediate performance measures (outputs, also a type of “process metric™)

« Milestones (one type of “process metric”)

«+ Descriptive data (e.g., numbers of assets by type, percentage of an asset class owned
by the private sector)

To ensure that the SSR defines the right long-term performance goals, and that we are
able to collect data and report accurately on long-term performance, we need to direct our
measures at our overarching goals, objectives, and strategies. In the case of critical
transportation infrastructure protection, the SSR defines the overarching goals (as stated
above) as:

o Awareness: Identify and assess the vulnerability of the nation’s critical
transportation infrastructure/key transportation resources;

«  Protection: Ensure protection from terrorist attack for the nation’s critical
transportation infrastructure/key transportation resources;
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Partnership: Establish a collaborative environment across all levels of government
and between the Government and the private sector to effectively protect the nation’s
critical transportation infrastructure/key transportation resources; and

Coordination: Coordinate and integrate, as appropriate, with other federal
emergency and preparedness activities, including the National Respounse Plan.

The Transportation Sector’s critical infrastructure protection activities will support
the achievement of these goals. They will also be used to measure progress.
Resources will be directed toward those activities that best support accomplishment
of the goals, and activities that are not advancing goals will be redesigned or
eliminated over time.

The SSR's two primary objectives for transportation infrastructure protection have been
defined as:

To identify and assess the vulnerability of—and to mitigate risk of terrorist attack
to—the nation’s critical transportation infrastructure/key transportation resources, and
To mitigate any negative impacts of security activities on the public, relevant
stakeholders, and the economy.

Four important strategies for achieving these objectives are:

1.

Define a valid and consistent approach for identifying and assessing the
vulnerabilities of critical transportation infrastructure/key transportation resources;
Establish a collaborative environment across all levels of government and between
the government and private sector to effectively protect the nation’s critical
transportation infrastructure/key transportation resources; and

Coordinate and integrate, as appropriate, with.other Federal emergency and
preparedness activities, including the National Response Plan;

Define and execute a methodology for measuring the impact of transportation
security activities on the public, retevant stakeholders, and the economy.

An appropriate performance measurement framework for critical infrastructure
protection then includes measures of performance in achieving each of these major
objectives. In addition, it requires that sector personnel understand performance at
the lowest levels (by asset) and that we are able to roll those data up until we reach
the system level.

To understand performance at the lowest levels (by asset) and roll those data to the
system level, we have to track performance against:

Transportation Sector

Transportation Mode (six)

Transportation Entity (each major type of transportation entity——e.g., air cargo
shippers, airports, general aviation—within each of the six modes)

Transportation Category (e.g., cargo vessels, 500 tons, tank ships and bunkering
vessels—within each major type of transportation entity within each of the six modes)
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d. Do memoranda of understanding exist between TSA and agencies outside of the
Department of Homeland Security regarding each agency’s respective role for
security of pipelines or trucking? If so, please specify which agencies. Ifa
memorandum of understanding does not exist between TSA and any agency that you
believe has responsibility for security in these transportation modes, please state
which agency has the lead for that mode of transportation and how that lead role has
been established.

Answer: TSA does not have MOU's as described in the question, other than with the
FAA. TSA, under the guidance of BTS and the Department, has the lead role for security
in the Transportation Sector as a whole, and for inter-modal issues. This role was
established by the ATSA, and by the Department's designation of TSA to lead the
development of the Transportation Sector Specific Plan as part of the implementation of
Homeland Security Presidential Directive 7 (HSPD-7).

Within the Transportation Sector, TSA has the lead for modal security in 5 modes:
Aviation, Mass Transit, Rail, Highway, and Pipelines. The Coast Guard has the lead for
maritime security within the Transportation Sector. TSA's lead in the Aviation mode was
established by extensive Congressional direction in the ATSA and other legisiation, as
well as through Departmental directives.

In the Mass Transit, Rail, Highway, and Pipeline modes, TSA's lead is established by a
combination of the ATSA; direction in HSPD-7 and the Department's implementation
plan; the Coast Guard's lead is based on an its historical mission; legislation including the
Homeland Security Act and the Maritime Transportation Security Act; and direction from
the Secretary of DHS and the Undersecretary of BTS. This is well established in
delegations from the Secretary.

What do you think is the appropriate role for private sector non-aviation transportation
operators to play in deciding what security measures are needed for their operations and
in paying for those measures?

Answer: The responsibility of securing our Nation's rail, ports, and other non-aviation
systems is a shared one. Hence, TSA has worked to develop effective partnerships with
the appropriate Federal, State, tribal, local and private industry partners, many of whom
have always been and continue to be in the business of providing security for their
particular piece of the transportation sector. TSA’s main charge, both under ATSA and
as part of DHS, is to coordinate these efforts under the guidance of the Secretary and the
Under Secretary for Border and Transportation Security, identifying gaps and working
with appropriate partners to ensure that security gaps are filled.

TSA’s efforts in non-aviation security over the past two years have focused on greater
information sharing between industry and all levels of government, assessing
vulnerabilities in non-aviation sectors to develop new security measures and plans,
increasing training and public awareness campaigns, and providing greater assistance and
funding for non-aviation security activities. With our government and private sector
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partners, TSA will continue to leverage existing security initiatives; coordinate the
development of national performance-based security standards and guidance; idéntify and
take action as necessary to improve the security of passengers, cargo, conveyances,
transportation facilities and infrastructures. TSA will work with its government and
industry stakeholders to continue these efforts, establish best practices, develop security
plans, assess security vulnerabilities, and identify needed security enhancements.

TSA announced grants totaling $115 million in May and November 2003 for mass transit
security needs. According to the American Public Transit Association, only $33 million
has actually been distributed to the transit agencies.

a. What steps will you take to facilitate the distribution of the remaining $80 million?

Answer: The Office of Domestic Preparedness (ODP) within DHS, and not TSA,
administers the mass transit security grant program and made the announcement referred
to in the question. TSA will work with SLGCP on these decisions.

b. What is your timetable for getting these funds to the transit agencies that have been
named as recipients of these grants?

Answer: Please see the response immediately above.

Secretary Ridge recently proposed that responsibility for certain transportation security
grants, such as those to mass transit and rail operators, would shift to the Office of State
and Local Coordination and Preparedness (SLGCP).

a. What role do you believe TSA should play in the decision-making and oversight
process for such grants?

Answer: All of TSA’s transportation security grants officially moved to the Office of
Domestic Preparedness (ODP) [ODP will soon merge with DHS’s Office of State and
Local Government Coordination and Preparedness (SLGCP)]. TSA will continue its
involvement in the transportation security grant competitive selection process by working
with SLGCP.

b. What steps will you take to ensure that such grants are based on appropriate needs
and security plans?

Answer: As stated in (a.) above, TSA will continue to assist ODP/SLGCP, upon request,
in developing eligibility criteria for all transportation security-related grants in addition to
reviewing eligible applications and making final award recommendations.

c. The Department’s FY2005 budget request does not seek any specific level of funding
for mass transit or rail grants. Do you believe that there will be a need for additional
grants for mass transit and rail in FY 20057 If so, what role do you expect to play in
any decision to set aside funds for this purpose?
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Answer: Improving security is a shared responsibility among the Federal Govemnment,
States, tribes, localities, and the private sector. Federal assistance plays an important role
in protecting our Nation's critical infrastructure, but we need to be careful to not segment
funds for specific, narrow purposes. The Federal Government has provided significant
assistance to-high-risk transit systems through the Urban Area Security Initiative of the
Office of Domestic Preparedness and will continue to do so into the future. Funds
provided to States under the State Homeland Security Grant Program have eligible uses
that support these purposes as well. States have been encouraged to include
transportation and other infrastructure in their homeland security plans. In addition, local
public transportation systems can tap $4 billion in annual assistance provided through the
Federal Transit Administration (FTA) for security needs if the public transportation
systems believe expenditure for that purpose is warranted. Efforts should be funded
through existing programs for State and local assistance where resources are allocated
based on State plans and the most urgent needs across all infrastructure categories and
purposes. Overall, additional Federal assistance for local public transportation systems
must be weighed against other homeland security needs, especially given assistance that
is already provided through base programs.

Many of the nation’s transportation systeins — mass transit and rail stations, tunnels and
bridges, in particular — are old and badly in need of retrofitting (e.g. hardening of
infrastructures, enhanced ventilation systems, etc.), detection devices, communications
and surveillance equipment, and other security measures in order to help deter and
mitigate catastrophes. However, to date, there has been little funding dedicated to
meeting the capital needs of transportation systems outside of passenger aviation.

a. Do you think DHS should provide funds for capital improvements to non-aviation
transportation systems?

Answer: Efforts should be funded through existing programs for State and local
assistance where resources are allocated based on State plans and the most urgent needs
across all infrastrijcture categories and purposes. For example, the FY 2004 Urban Area
Security Initiative (UASI) Grant Program provides funding to identified mass transit
authorities for the protection of critical infrastructure and emergency preparedness
activities. Allowable costs for both the urban areas and the mass transit authorities
comport with the FY 2004 Homeland Security Grant Program, and funding is expended
based on the Urban Area Homeland Secunty Strategies and transit system assessments.
New resources for public transportation must be weighed against other pressing needs to
ensure we are optimizing the use of Federal resources to the highest risks and security
needs as defined by States and in the national interest.

b. If not, how will TSA help address these transportation systems needs and identified
security risks?

Answer: The responsibility of securing our nation’s transportation systems is a sharedA
one. DHS, DOT, and other Federal agencies are working together to enhance the security
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of non-aviation transportation systems in partnership with the public and private entities
that own and operate them. The DHS grant program for improving rail and transit
security in urban areas has awarded or allocated over $115 million since May 2003 for
transit security, and makes available over $1 billion annually for states to allocate to
homeland security needs based on state priorities, developed in coordination with the
Department of Homeland Security, regions and localities. Eligibility for these grants
includes equipment, training, planning and exercises. The Federal government has
provided over $500 million in port security grant funds and $75 million in funding for the
Operation Safe Commerce program to provide increased security at our ports and in the
maritime cargo supply chain. Additionally, the Administration has requested $24 million
for TSA to advance security efforts in the maritime and surface transportation arenas, and.
has requested that $37 million of the Federal Transit- Administrations Urban Security Bus
grants be available for security related projects.

In addition, DHS will continue to conduct the following activities and initiatives to
strengthen security in surface modes:

« Implement a pilot program to test new technologies and screening concepts to
evaluate the feasibility of screening luggage and carry-on bags for explosives at rail
stations and aboard trains;

» Develop and implement a mass transit vulnerability self-assessment tool;

« Continue the distribution of public security awareness material (i.e., tip cards,
pamphlets, and posters) for motorcoach, school bus, passenger rail, and commuter rail
employees;

» Increase passenger, rail employee, and local law enforcement awareness through
public awareness campaigns and security personnel training;

« Ensure compliance with safety and-security standards for commuter and rail lines and
*  better help identify gaps in the security systerrin coordination with DOT, with
additional technical assistance and training provided by TSA;

»  Continue to work with industry and state and local authorities to establish baseline
security. measures based on current industry best practices and with modal
administrations within the DOT as well as governmental and industry stakeholders, to
establish best practices, develop security plans, assess security vulnerabilities, and
identify needed security enhancements;

+ Conduct name-based terrorist focused background checks on all commercial drivers
license holders endorsed to transport hazardous materials (HAZMAT), and put in
place a process to conduct fingerprint-based background checks on a recurring basis
for all 3.5 million HAZMAT truck drivers; and
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« Study HAZMAT security threats and identify best practices for transport of
HAZMAT.

On April 19, 2004, Secretary Ridge announced the formation of a federal task force to
coordinate heightened security at upcoming special events. The task force will include
DHS and nine other departments, as well as hundreds of state and local agencies, to
coordinate security measures.

a. Can you describe what TSA’s role in this effort will be and how you will ensure a
greater focus on security for transportation systems during these events?

Answer: Although the United States Secret Service (USSS) has the lead, TSA has been
a full participant in all National Special Security Event (NSSE) planning. There are six
transportation related (modal) sub-groups involved in the planning for the NSSEs, and
TSA is actively participating in all six. For the NSSEs, TSA will stand up an incident
management group at the Transportation Security Operations Center (TSOC), and we
will also provide 24-7 coverage at the local operations centers. For example, for the G-8
conference, TSA provided staff for five operations centers that were stood up locally.
TSA also provides screener support to USSS, whereby TSA screeners work side by side
uniform division USSS officers to conduct baggage and personnel screening to
participants at event venues. For the G-8, TSA provided TSA screeners at five different
venues throughout Savannah, St. Simons’ Island and Sea Isle, GA. TSA also has helped
to develop temporary flight restrictions and flight waivers for the events, as well as
helping to coordinate commercial truck and highway security procedures for entry onto
the venues sites.

b. Do you feel that increased funding for transportation security will be critical to the
success of this task force? If not, why not and how will goals be met?

Answer: As Secretary Ridge announced, the country is entering a period in which there
are several high profile events that the Department of Homeland Security believes could
be attractive targets for terrorists. Across the country, there will be an increase in security
~ from a more pronounced local law enforcement presence to extra Homeland Security
assets deployed during special events. Certain events designated as National Special
Security Events (NSSEs) - the G-8 Sea Island Summit, Democratic National Convention
and the Republican National Convention - will receive additional assistance from both
the Federal government and state and local authorities. The G-8 Summit, which took
place in Georgia from June 8-10, is an illustrative example of how the many agencies of
DHS work together with the relevant local authorities toward the common goal of
homeland security. Homeland Security agencies, including the TS, USSS, USCG and
others are equipped to provide security at our nation’s most visible events in coordination
with relevant local authorities.

In March, 2004, following the Madrid rail bombing, DHS announced several new Rail
and Transit Security Initiatives, including the development of a rapid deployment Mass
Transit K-9 program, which will include seven K-9 teams.
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a. Given the fact that transit systems alone cover thousands of miles, with hundreds of
access points, how will seven teams cover this extensive system?

Answer: This program would supplement existing K-9 efforts. Many transit agencies in
the United States are already utilizing K-9 teams. The following transit agencies
currently have their own proprietary canine resources: MTA New York City,
Massachusetts Bay Transportation Authority (MBTA), Washington Metropolitan Area
Transit Authority (WMATA), MTA Los Angeles, Bay Area Rapid Transit (BART),
South Eastern Pennsylvania Transportation Authority (SEPTA), New Jersey Transit,
Amtrak, Metropolitan Atlanta Rapid Transit Authority (MARTA), Chicago Transit
Authority (Private Contractor), MTA - Staten Island Railway, Port Authority —Trans
Hudson, Niagara Frontier Transit Authority, Tri-County Metro Transportation District,
and Metropolitan Transit Authority of Harris County. All other transit agencies operate
in cooperation with local, State or Federal law enforcement resources.

TSA has 300 K-9 teams deployed at 64 airports nationwide. Currently, approximately 3
percent of their time is being used to support mass transit in places where mass transit
connects to the airport. Phase I of the Department’s Mass Transit K-9 program includes
utilizing existing Homeland Security explosive K-9 resources. These mobile DHS
response teams will be prepared to assist local law enforcement teams during higher
threat periods.

In a related effort, DHS IAIP is cataloging federal, state and local K-9 resources across
the country, which will facilitate rapid deployment in case of heightened need in a
particular area.

b. Do you plan to expand this initiative and/or train localities to develop their own K-9
teams? If so, what is your timetable for doing so and what resources will TSA need
to accomplish your goals?

Answer:. Please see the response immediately above (66.a.).

Many experts believe that public education and awareness will be critical to any mass
transit security plan. They highlight the knowledge and participation of citizens in
London as an example of an engaged public. What plans do you have for a public
awareness campaign in U.S. mass transit systems? How will you work with localities to
develop education campaigns?

Answer: Public outreach and education is a key component to safeguarding security in
transit and other modes. To ensure ongoing communication with mass transit passengers
and employees, TSA has partnered with the Federal Transit Administration on its Transit
Watch Program, a nationwide security awareness program. Similar to the successful
nationwide Neighborhood Watch crime prevention program implemented in the early
1970s, Transit Watch is intended to raise awareness of transit employees, riders and the
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general public and is designed for easy and low-cost implementation. Transit Watch
media kits have been sent to all State DOTs and FTA grantees (over 500 agencies).

TSA and FTA are working on an interagency agreement to address the distribution of
additional funds that would assess the current Transit Watch Program and aid in the
implementation or enhancement of the Program (including the printing of materials).
TSA plans to use approximately $500,000 to ensure that the nation’s highest risk transit
agencies have implemented the Transit Watch Program or a similar passenger awareness
program.

Thus far, TSA has invested considerable resources and attention to aviation security
strategies. Relatively little time and funding has been devoted to protecting other modes
of transportation, such as transit and passenger rail. At the same time, security experts
warn that as we expand and enhance the security presence in one mode of transportation,
terrorists will look to easier targets in other modes. In its 2002 report, Making the Nation
Safer: The Role of Science and Technology in Countering Terrorism, the National
Research Council called for “layered security systems” that are specially designed to
address the respective needs of different transportation systems. Unlike airports, transit
systerns are open systems with multiple points of access that are designed to provide
maximum convenience in meeting daily transportation needs.

a. Given the vast difference between the nature of air travel and other modes such as
transit, how will you ensure that other modes have comprehensive, layered security
systems that include deterrence, mitigation, response and recovery measures that
dissuade terrorists and protect travelers?

Answer: Please see the response immediately below (68.b.).
b. How would such systems be structured under your direction?

Answer: At TSA, we agree with the need for a layered approach to transportation
Security in non-aviation as well as aviation modes. Under the leadership of DHS, we are
designing a security strategy for a broader spectrum of responsibilities than were present
in the pre-9/11 world, ranging from enhanced awareness, intelligence and information
sharing through prevention, protection, response, consequence management, and
recovery.

The creation of DHS has produced a force multiplier and a vast network for awareness
and information sharing to protect our Nation. Working under the guidance of the Border
and Transportation Security Directorate (BTS), we collaborate extensively with other
BTS agencies and with other DHS components, such as the Information Analysis and
Infrastructure Protection Directorate (IAIP), and the U.S. Coast Guard (USCG),
identifying opportunities to share information, resources, and expertise. We also continue
to work closely with the Department of Transportation (DOT) and the modal
administrations, They provide another vital link with transportation providers, and we
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communicate daily to share expertise and to ensure that we make the best use of each
organization’s resources and opportunities. )

TSA continues to work to improve coordination with our sister agencies within DHS, as
well as with our other Federal partners. In this regard, President Bush issued Homeland
Security Presidential Directive 7 (HSPD-7) on December 17, 2003, which directs the
establishment of “a national policy for Federal departments and agencies to identify and
prioritize United States critical infrastructure and key resources and to protect them from
terrorist attacks.” HSPD-7 sets the framework for DHS to develop a National Critical
Infrastructure Protection Plan, and TSA has been specifically delegated the responsibility
to develop the Sector Specific Plan (SSP) for Transportation under the National plan. The
development of this plan will involve intensive interaction with other DHS directorates
and agencies, such as [AIP and CG, in addition to DOT. The plan, which is currently
being developed will: (1) identify participants in the sector, their roles and relationships,
and their means of communication; (2) identify assets in the sector; (3) assess
vulnerabilities and prioritize assets in the sector; (4) identify protective programs; (5)
measure performance; and (6) prioritize research and development.

Working with our partners, TSA plays an active role throughout the entire transportation
systern providing research and development, advisory and direct services, and intermodal
coordination. To ensure security in each mode of transportation at an operational level,
TSA is also working with our Federal and other partners on the development of Modal
Security Plans for each mode of transportation. On behalf of DHS and in conjunction
with other Federal agencies, the completed Transportation SSP will guide and integrate a
family of transportation modal security plans to prevent, mitigate, and respond to
intentional disruption of the Nation’s transportation systems while ensuring freedom of
movement for people and commerce.

Security expert Jack Riley, Director of Public Safety and Justice for the RAND
Corporation, has expressed concern that buses are a primary security vulnerability
because they can be easily hijacked and can be driven close to other terrorist targets.
‘What steps (1) has TSA taken and (2) does it plan to take to assess and address security
risks related to buses?

Answer: The Federal Motor Carrier Safety Administration (FMCSA) commissioned a
study for the US Motorcoach Industry in 2002 that identified the level of current and
emerging security threats in the motorcoach industry. The study, conducted by the John
Volpe National Transportation Systems Center, offered several “‘areas of opportunity” to
enhance security including enhanced employee training and public outreach.

TSA has analyzed these threats and recognizes the security vulnerability that
motorcoaches represent. We have maintained aggressive and regular outreach to
motorcoach industry stakeholders both through in-person outreach at industry '
conferences and seminars and broader telephone discussions. Through the bus grants,
TSA sponsored a massive train-the-trainer security workshop jointly developed by
American Bus Association/United Motorcoach Association called Operation Secure
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Transport. ABA/UMA has offered this security training at no cost to the industry at ten
cities across the country and continues to mail copies of the CD to motorcoach
companies.

Improved communication and intelligence sharing allows us to collect, evaluate and
disseminate information to industry on security incidents through the Transportation
Security Operations Center (TSOC). TSA is a member of the Bus Industry Safety
Council and the Commercial Vehicle Safety Alliance — these safety groups have taken on
a security role for the industry. TSA works with the industry including trade associations
to share best practices and ideas for security enhancements. B

We are working to migrate the application of the TSA Self Assessment Risk Model
(TSARM) tool to the motorcoach industry. The tool has been used extensively in the
maritime sector to conduct security assessments in compliance with requirements of the
Maritime Transportation Security Act. It is expected that the tool would be used initially
to address the larger motorcoach operations and would ultimately be leveraged to address
smaller operations.

Additionally, we have developed security awareness pamphlets and bus driver tip cards
that have been widely distributed to the motorcoach industry. The pamphlets and tip
cards provide information to motorcoach drivers on what to do in the event of a security
incident as well as what to look for to prevent an incident from happening, stressing the
importance of reporting anything that appears suspicious or wrong. More than 220,000
brochures and tip cards have been distributed to the motorcoach industry since October
2003. In addition to security awareness training, the bus grants have funded bus driver
shields and GPS tracking to allow for better monitoring of motorcoach assets.

Earlier this month, TSA began a month-long piiot project at the New Carroliton, Md. rail
station, screening Amtrak and commuter rail passengers and their bags with explosives
detection devices. What information have you learned so far from this pilot regarding the
feasibility and effectiveness of screening procedures for rail? Based on preliminary
‘findings, do you foresee expansion of the program to other stations? What responses
have you received to date from passengers using the New Carrollton station regarding the
screening process and its impact on their commute?

Answer: The Transit and Rail Inspection Pilot (TRIP) at New Carroliton, MD conducted
during May 2004, provided TSA with useful results and positive passenger feedback.
The overall results of the pilot indicate adequate checkpoint throughput with minimal
custorner inconvenience. During the New Carrollton phase of TRIP, 8835 passengers
and 9875 pieces of baggage were screened. Over 95% of passengers wanting access to
the boarding platforms were screened, where the cycle time for one passenger through the
process averaged just over 1.5 minutes, and the average "wait time” for passengers was
3.5 minutes. If passenger behavior changed to arrive 3-5 minutes earlier for train
departures, all passengers and carry-on items could have been screened prior to trains
departing.
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All of the screening equipment performed satisfactorily in the open-air environment of
the New Carrollton station. Filters indicated a higher level of contamination than
experienced in the relatively controlled airport environment. Accelerated maintenance
resolved the contamination issues. The TRIP pilot provided equipment manufacturers an
opportunity to adjust maintenance protocols and procedures for an open-air environment.
Seismic results of passing trains had no discernable effect. Environmental data
(temperature, humidity, etc.) was collected and is being analyzed. TSA’s Internal
Affairs inspectors also challenged the pilot program. 1 will be pleased to provide the
results of their covert testing in a closed setting.

The purpose of this pilot was to test equipment in the open environment of a rail station
and see if it is feasible as a response option for mitigating a high threat situation. The
preliminary findings from this pilot suggest that this system could be implemented if
threats were made against a specific station, or in preparation for a special event (e.g. the
national conventions of the political parties, major athletic events).

Tam pleased to report that passengers were overwhelmingly receptive to the screening
process during the New Carrollton phase of TRIP.

GAO ACCESS TO INFORMATION

71.

In certain cases, the actions of TSA to protect vital transportation modes and services are
considered sensitive and not for public knowledge. Yet, as a federal government activity,
the actions of TSA must still be subject to scrutiny. One method this occurs through is
the reviews and reports that the Congress tasks the General Accounting Office to perform
on its behalf. We understand that GAQ has experienced some difficulty in obtaining
timely access to information it helieves to be integral to its efforts to conduct its review of
TSA programs, but that TSA and GAO are workirg to improve this.

a. Are you aware of this situation, and what are you doing to provide GAO access to
key data?

Answer: Yes, [ am aware of GAQ concems regarding DHS responses to GAO requests
for documentation, and | am committed, along with senior DHS leadership, to support the
GAOQ process at DHS. DHS is committed to the routine of senior level GAO and DHS
meetings to discuss the relationship and process issues and to identify and resolve
emerging issues and trends before they become problematic. DHS Deputy Secretary Jim
Loy and GAO Chief Operating Officer Gene Dodaro exchanged letters on this issue last
February. Deputy Secretary Loy has pledged to conduct a thorough review of DHS
internal processes to look for ways to streamline or optimize efficiency and further
enhance timeliness.

In slightly less than 12 months, DHS has been presented with about 250 new GAO
engagements, and is being tasked to address with action plans and documentation for
more than 350 open GAQ recommendations. Excluding ongoing briefings and document
requests, this volume loosely translates to 5,000 DHS work-hours for just entrance and
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exit conferences with GAO personnel. Currently, TSA is working with GAO on 39 TSA-
related audits and tracking 19 open recommendations. Additionally, senior program,
counsel, and management personnel have devoted countless hours briefing GAO staff
and responding to GAO inquiries and document requests (for many procedures that are
still being designed) as timely as possible.

To facilitate this process within DHS, shortly after standing up the Department on

March 1, 2003, the DHS Chief of Staff and Acting General Counsel met with GAO’s
Managing Directors to establish ground rules for communication and document
exchange. As aresult, a comprehensive DHS / GAO Relations Management Directive
was developed and put in place. Next, in record time, DHS designed and implemented a
comprehensive GAO Tracking and Management System. This comprehensive system
tracks and monitors all phases of each GAO engagement. This is a capability that GAO
does not have and DHS has approached GAO to establish an electronic interface between
the two agencies, which we believe will provide for more efficient and timely data
exchange.

b. One concern we have heard is that TSA is not allowing access to “predecisional”
data, often in cases when decisions have been finalized. What is your view on this
issue, and what actions will you take to rectify this?

Answer: On occasion, DHS has encountered access issues with GAO regarding
documents subject to Executive Privilege, but all have been resolved in a manner that
enables GAO to complete its charge. Often, GAO audits address programs that are
concurrently undergoing intensive TSA/DHS policy development and formulation, and
GAO seeks responses and documentation for issues that have not yet been resolved
within the Department or the Executive Branch. "As a result, our ability to respond to
these requests is contingent upon a critical judgment balancing responsiveness to GAO
with safeguarding the Department’s open, rigorous decision-making processes. Such
deliberations are vital and must remain internal so that personnel can explore various
options. TSA and DHS are working with GAO in these instances to identify alternative
‘approaches or to otherwise resolve the issue in a mutually satisfactory manner. TSA will
work closely with DHS in DHS’ review of the Department’s process to establish
processes and procedures to facilitate GAO’s audit process and to ensure that both GAO
and DHS benefit from the GAO audit process.

TRAINING

72.

The Homeland Security Act of 2002, Pub. L. 107-296, (HSA) and the FAA
Reauthorization bill enacted in 2003 (Pub. L. 108-176) established a mandatory TSA-
approved training program for flight and cabin crews to prepare them for potential hijack
situations. The TSA, however, has yet to issue the minimum standard guidelines
necessary to implement this program under the criteria required by these laws. Do you
support the need to train flight attendants and cabin crew as envisioned by HSA and the
FAA reauthorization bill? What steps is the TSA taking to issue these guidelines, and
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when do you expect to fully implement the security training program mandated in HSA
and the FAA Reauthorization bill?

Answer: The Vision 100 — Century of Aviation Reauthorization Act (FAA
Reauthorization bill) contains two components related to crewmember self defense
training.

(1) The first component relates to basic training programs that air carriers are required to
develop and deliver to crewmembers.

Minimum standard guidance was provided to all air carriers following passage of the
Aviation and Transportation Security Act to reflect changes to the Common Strategy.
TSA intends to review this earlier guidance upon completion of changes to the Common
Strategy, which is currently under revision and review within the Administration, We will
develop and implement changes to the basic training guidance if any are identified as
necessary during that review.

(2) The second component of Vision 100 requires TSA to develop and provide an
advanced crewmember self-defense training program to flight and cabin crew volunteers.
TSA has completed an Instructional Development Plan and is working to finish
curriculum development in consultation with the Federal Air Marshals Service (FAMS),
representatives of the air carriers and flight attendants, training and anti-terrorism
specialists, and other subject matter experts. The planned curriculum includes many of
the defensive tactics and other applicable components from the Federal Flight Deck
Officer basic training course, and complements the “Basic” training program. The
current program is envisioned as a 24-to 28- hour course with approximately one-third
planned for classroom delivery and two-thirds presented as-hands-on “mat room”
training. TSA is exploring ways to deliver the training. Our plan is to conduct a
prototype class with the final curriculum starting in August or September 2004, and to be
ready for full implementation by December 12, 2004 as required by Vision 100.

The FAA reauthorization bill also directed TSA to “develop and provide” voluntary
advanced self-defense training for flight attendants and cabin crew members. The FAA
reauthorization bill became law on December 12, 2003, and requires that this training be
provided no later than one year after that date, yet TSA’s FY2005 Budget as presented to
Congress in February 2005 does not request funding for this statutory obligation. Please
explain why this program is not mentioned in TSA’s Congressional Budget Justification.
What are your plans for implementing this program on schedule as required by the FAA
reauthorization bill?

Answer: Please see my response above (Question 72) for a discussion of advanced self-
defense training for crew members. Regarding the FY 2005 budget, the TSA budget was
completed by the time the Vision 100 Act was passed by the Congress and signed into
law by the President. TSA is working within its resources to meet these requirements.
We will continue to consult with Congress as this program develops.
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HUMAN CAPITAL

74.

The proposed regulations for the Department of Homeland Security’s new personnel
system under the Homeland Security Act would not apply to TSA employees. In
testimony before subcommittees of the Senate Committee on Governmental Affairs and
the House Committee on Government Reform, Comptroller General David M. Walker
stated that DHS should consider moving all of its employees, including the more than
50,000 TSA screeners, under a single performance management system framework to
help build a unified culture.

a. Do you believe that screener personnel and other TSA employees should be covered
by the proposed new hurman resource management system? If so, what administrative,
regulatory, or legislative steps would be necessary to accomplish such coverage?

Answer: In the creation of TSA, the Aviation and Transportation Security Act (ATSA)
provided TSA with broad human resource management flexibilities under which they are
currently operating, somewhat similar to those flexibilities provided in the DHS
legislation. For this reason, TSA employees are not initially covered by the new DHS
system. DHS is administratively extending the coverage to TSA employees other than
screeners.. In general, I am very pleased with the direction taken in the proposed
regulations. I will continue with joint efforts to align TSA’s personnel systems with the
Department’s system to the extent permitted by statute and consistent with the
Department’s goals. While pursuing this alignment, I believe that TSA should continue
to exercise the broader personnel flexibilities provided by Congress in the ATSA.

b. If not, what steps will you take to help ensure TSA screeners and other employees are
cohesive and effective components of DHS?

Answer: [ believe our TSA workforce is already a cohesive and effective component of
DHS. TSA’s employees identify very strongly with the mission of ensuring homeland
security. They stand up daily to the challenges associated with their extremely important
jobs. Our screeners provide a human face to DHS with the public, interacting with
almost 2 million airline passengers daily. One of my most important goals is to support
the screener workforce in such a way that the screeners can concentrate on their
immediate screening tasks without worry about organizational or administrative changes
around them.

I believe there is an on-going job, however, of educating our employees fully about the
other component agencies of DHS, what those organizations do, and how their own jobs
may intersect with other organizations to provide comprehensive security coverage. If
confirmed, I will continue to provide our employees with this needed information.

¢. What due process rights and procedures do you believe should be made avai1§b1§ to
TSA screeners and other employees who believe they have been unfairly disciplined
or have otherwise been subject to an inappropriate personnel decision? To what
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extent do you believe due process rights and procedures currently in place are
adequate, and to what extent do you believe changes are needed?

Answer: First, [ would like to state that TSA screeners can join a union and be
represented by a union for certain purposes. On January 8, 2003, acting under his
authority under ATSA, Under Secretary Loy determined that screeners were not entitled
to engage in collective bargaining or be represented by an organization or other
representative in collective bargaining. TSA security screeners do have the right to join a
union and have that union represent them on an individual basis in any matter where
TSA Human Resource Policy authorizes an individual to have a representative. In
addition, TSA employees may establish an allotment to a union or any other organization.

With respect to avenues of redress for screeners who believe they have been subjected to
inappropriate or unfair personnel or management actions, TSA has established various
programs and procedures. We have also created programs to allow employees to resolve
issues informally and expeditiously.

» Due Process: Employees, including screeners, who have completed their
probationary period, are entitled to due process for all adverse actions. This process
includes advance written notice of the charges and the supporting documentation; an
opportunity to reply, both orally and in writing; and a decision based on all the
information stating the reasons for sustaining or not sustaining the proposed charges.
Employees are entitled to representation during this process. If it is a first offense
that does not require or necessitate removal, progressive discipline will, if possibie,
be employed. Non-probationary screeners have the right to appeal adverse actions to
the Disciplinary Review Board.

¢ Disciplinary Review Board: The Disciplinary Review Board (DRB) provides non-
prohationary screeners with a forum to appeal adverse actions. The DRB consists of
three management representatives who have no involvement in the action. The board
reviews the matter based on the documents submitted and may also convene a

' conference with the appellant or conduct a hearing, which may include wimnesses.
The appellant has the right to representation in presenting an appeal to the DRB. The
DRB has the authority to sustain the action, reverse the action, or mitigate the
penalty.

» Grievance Procedure: All employees may file grievances concerning certain
matters of dissatisfaction relating to their employment. TSA’s process allows an
employee who is dissatisfied with a decision at the first step to appeal to a higher
level manager or supervisor who had no involvement with the matter. The decision
of the second-step official is final.

e Ombudsman Program: This program assists employees in identifying anq
evaluating options for resolving specific concerns and problems using a variety of
dispute resolution techniques. This is a confidential process that allows employees to
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engage in a frank discussion with trained Ombudsman staff, with the assurance that
the matter will not be relayed to management without the employee’s consent.

s Whistleblower Protections for TSA Screeners: TSA prohibits retaliation against
TSA screeners who engage in protected whistleblowing activity. Any screener who
believes he or she has been retaliated against for protected whistleblowing activity
may file a complaint with the Office of Special Counsel (0SC).

* Model Workplace - Integrated Conflict Management System: Through TSA’s
Model Workplace initiative, several pilot airports are participating in a program to
implement local conflict management systems, including peer review. These systems
‘are designed to provide screeners with a fair-and expeditious process of redress for
their concerns.

¢ Equal Employment Opportunity (EEO) Process: Any employee, including any
screener, who believes that the agency has subjected them to prohibited
discrimination by taking disciplinary or other action, based on their race, religion,
gender, age, disability, color, national origin, or sexual orientation, may file an EEO
complaint. If the matter is not resolved at the informal stage of the process, the
complainant may file a formal complaint. If the issues are accepted, the complaint
will be investigated and processed in accordance with EEO procedures. Employees
may request a hearing before the EEOC, file appeals with the EEOC, and file actions
related to their EEO claims in federal district court.

+ EEO Mediation Program ~ Alternative Resolutions to Conflict (ARC): TSA’s
Office of Civil Rights has developed an aggressive program to resolve employee EEO
concerns at the earliest stage of the process ARC makes altemnative dispute
resolution available at both the informal and formal stages of the EEO process and
offers an excellent opportunity for parties to work together to address their concerns
quickly and informally without extensive administrative processing or the need for
costly and time-consuming litigation. This program has the potential to dramatically
reduce the number of formal' EEQ-compiamts; conserve limited resources, and restore
trust in the employee/employer relationship. Employees have the opportunity to be
represented during this process. Facilitations under this program are conducted by
trained professionals and are scheduled expeditiously. Any agreements reached are
binding o7 the parties.  The Office of Civil Rights also arranges for facilitation or
mediation in conflict situations that are not EEO-related.

d. What do you believe is the appropriate role of the TSA Office of the Ombudsman in
addressing workplace complaints and issues involving TSA screeners and other
employees? Do you believe the Office of the Ombudsman has adequate authority to
assist TSA screeners and other employees with personnel matters?

Answer: [ believe that the appropriate relationship between the TSA Office of the
Ombudsman and the screening workforce is that the Ombudsman's office prm@des
screeners with an independent, neutral, and confidential service. This service includes
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providing the following to help TSA accomplish its mission: 1) furnishing clarification
on policies, roles and responsibilities; 2) facilitating communication when employees or
employees and managers are having trouble working together; 3) recommending cross-
functional remedies if a generalized or systemic problem emerges; and 4) serving as an

- “early warning system” by identifying problems and conveying them to leadership in
their early stages before they become acute. These activities are just a sampling of the
myriad of services that characterize this relationship so that we may more effectively
achieve our goals. So, when problems, issues, or conflicts arise, the TSA Office of the
Ombudsman office can be called to investigate, mediate, and assist in resolving these
matters impartially. In doing so, the Office of the Ombudsman is not an advocate for the
employee, manager, or supervisor. More importantly, it is an advocate for fair programs
and problem resolution by recommending and identifying solutions to ensure fair and
equitable processes and procedures. )

1 absolutely believe that the TSA Office of the Ombudsman has adequate authority to
assist TSA screeners with personnel matters. This authority stems from the fact that the
Ombudsman's office reports directly to the Administrator through the Chief of Staff.
They brief me regularly on key employee issues and concerns. They have my full
support as advocates for problem resolution. To achieve this end, I expect every manager
and supervisor to fully cooperate with Ombudsman staff. I have made it very clear to all
TSA employees that the Ombudsman's office is responsible for providing assistance to all.
employees in resolving workplace issues. Any action meant to discourage an employee
from seeking the Office of the Ombudsman's resolution services serves as a roadblock in
developing a culture of constructive problem solving. [ have also made it clear that |
expect to be notified of any roadblocks and will ensure that those roadblocks are dealt
with as appropriate. All TSA employees must be focused and vigilant in providing
excellence in security and service - not distracted or disgruntled by workplace issues or
problems that can be resolved through the ombudsman process. I will tolerate nothing
less.

e. What steps will you take to address the continuing management challenges associated
with establishing an effective personnel system for the screener workforce?

Answer: 1am encouraging development in the following key areas:

(1) Employee Relations/Discipline Process: Utilizing our authorities under ATSA,
we are developing an expedited employee relations/discipline process. The
process will increase accountability of the supervisors while holding employees
responsible for the results, using problem solving and the Integrated Conflict
Management Systemn from our Model Workplace initiative. The basis for the
expedited process is fact-finding review and discussion that should take place
within 3 days of an incident. The process is built on values that recognize the
value of employees and ask managers and employees to exercise their rights while
also solving the problem based on their best interests.
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(2) Human Resources Management Program Guidance/Policy: TSA will continue to
develop its own policy in several areas with a large impact on screeners. For
example, we are developing policies to govern screener scheduling, an employee
exit program, and reasonable accommodation. We are also working on a
personnel interchange agreement that would facilitate movement of TSA
employees to other positions both within the Department and to and from other
agencies.

G

~

Supervisor/Manager Training on Human Resources Management Issues: An

effective personnel system requires that supervisors and managers know their
responsibilities, flexibilities, and limitations within key human resources subjects.
We are emphasizing training for supervisors and managers in Employee
Relations, Workers” Compensation, the Employee Assistance Program, as well as
for a Drug and Alcohol Free Workplace. These programs are particularly
important for TSA because so many of our supervisors and managers did not
come from other federal agencies or organizations where these or similar
programs were utilized.

(4) Human Resources Management Technologies & Metrics: We have begun
information technology initiatives to increase efficiency, moving towards
paperless personnel action processing and electronic official personnel files. We
are also working to use the human resources data we have available to drive
progress focused on short and long range planning for human capital
requirements.

(5) Retention of Part-Time Screeners: We are exploring options to encourage our
part-time workforce to stay with TSA for longer periods of time. For example,
we have a pilot program at Dulles Airport to subsidize parking, t¢ give a retention
bonus and to give referral bonuses. We are also looking into some flexible
options regarding benefits.

On January 9, 2003, shortly before TSA was merged into the newly established DHS, the
head of TSA issued an order prohibiting federal baggage and passenger screeners from
unionizing. At the time, Admiral Loy explained in a statement: “Fighting terrorism
demands a flexible workforce that can rapidly respond to threats.... That can mean
changes in work assignments and other conditions of employment that are not compatible
with the duty to bargain with labor unions.” However, in enacting the Homeland Security
Act, Congress established that collective bargaining would generally be allowed at DHS,
and the proposed regulations for the Department include specific collective bargaining
rights and procedures for the Department. These rights and procedures would apply to
many DHS security personnel on the front-lines fighting terrorism, such as employees
from the Customs Service, Border Patrol, Immigration and Naturalization Service, and the
Animal and Plant Health Inspection Service, who have a long tradition of collective
bargaining. Do you believe that the TSA baggage and passenger screeners should be
allowed to engage in collective bargaining as are these other DHS security personnel?
Please explain.
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Answer: As I noted earlier (see Question 74.¢.), on January 8, 2003 then Under Secretary
Loy issued his determination that it was not compatible with TSA’s security mission for
TSA to engage in mandatory collective bargaining with airport security screeners. [
support that decision, which was issued under the authority that Congress gave to TSA
when it created the agency in the Aviation and Transportation Security Act. Given the
continuing need to shift resources rapidly to meet changing threat conditions and surges in
passenger loads, Federal Security Directors require maximum flexibility in managing their
workforce. This requisite degree of flexibility is not possible if collective bargaining must
occur before those management changes are implemented.

- TSA has put in place-a number of important programs to ensure that our airport screeners,

and indeed all TSA employees, have effective mechanisms to ensure that their
employment rights are protected. I have detailed some of those programs in my earlier
responses. [ have also clarified that TSA screeners may join a union for purposes other

. than engaging in collective bargaining and can be represented by a union on an individual

basis in any matter where the employee is authorized to have a representative speak on
their behalf. Additionally, we have an office within TSA devoted to developing and
implementing a Model Workplace program at our airports. This program obviously
includes screeners as a primary focus and provides mechanisms for conflict resolution.

In September 2003, GAO issued a report based on its preliminary review of airport
passenger screening at the TSA (GAO-03-1173). While recognizing that TSA had taken
steps to establish recurrent and supervisory training, GAQ found that the training modules
needed further development. The report also stated that, at the time, TSA collected little
information regarding screener performance in detecting threat objects.

4. Do you believe that the current level of training for screener personnel is sufficient?

Answer: While we note that TSA has made significant progress over the past five
months in improving the training-available to screener personnel, additional work is
required and is on goingimrthiseritical area. In April 2004, TSA completed a review of
our original basic training courses with subject matter experts in screening operations,
and introduced a new basic training curriculum that provides for basic training in both
checkpoint and checked baggage disciplines. This new basic training course reflects one
of three components in our overall training program for screener personnel. The second
component is a recurrent training program that provides elaboration on topics initially
introduced during basic training along with training products designed to sustain or
improve critical screening skills. TSA has implemented 12 of 16 planned recurrent
training products and is finishing development of the remaining 4 products. Training
under the third program component, advanced training, started in May 2004 with the roll
out of On Screen Alarm Resolution Protocol training for in-line Explosive Detection
Systems (EDS) operators. Once these planned products are developed and delivered, we
will assess their performance impact and identify additional training courses and products
that will help improve operational performance. )
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On March 30, 2004 TSA completed basic leadership training for nearly 3,800 screener
supervisors through the U.S. Department of Agriculture Graduate School. Further classes
are scheduled for supervisors promoted or hired into these key front line positions since
we started the training initiative in August 2003. In March 2004, TSA also implemented
a basic screener supervisor technical course to provide supervisors and lead screeners
with additional specific technical knowledge focused on resolving alarms and responding
to other operational problems. TSA is currently assessing the supervisory training
courses to identify additional technical training required by screener supervisors. We
have also initiated a training needs analysis of the screener manager position to develop a
leadership course specifically tailored to the needs of these managers. These training
courses will ensure the Screener Supervisors, Lead Screeners and Assistant Federal
Security Directors for Screening are provided with the correct tools to ensure the
screening workforce is operating at maximum efficiency.

b. What revisions, if any, do you believe should be made to the screener training
program? )

Answer: Overall, [ believe that the direction we have established for screener training
over the past six to eight months is the correct approach. However, the training program
for screener personnel requires frequent réview to ensure that we are meeting the needs of
our screener workforce as indicated by operational performance, and I am committed to
this process.

c. If confirmed, what steps will you take to ensure an appropriate level of training is
made available to TSA’s current and future screener workforce?

Answer: [ believe three steps are required to stréngthen our training program for the
screener workforce and if confirmed I will carry these out.

(1) We need to provide every airport with the capability to deliver screener training at the
local airport level and move away from the centralized delivery model employed since
firport federalization.

In my capacity as Acting Administrator, I recently directed the first step in this transition
by initiating an effort to train screeners and Federal Security Director (FSD) staff to
deliver new hire basic training for future screener workforce. TSA completed instructor
training for over 650 FSD nominated employees on May 15, 2004, Additional instructor
classes are being scheduled to accommodate FSD nominations received since April 1,
2004. We also restructured our Specialized Security Training Contract with Lockheed
Martin to a supporting role for FSDs in conducting their own new screener training and
cross training. Starting on June 1, 2004 the default approach to basic training for all new
screener workforce will be to conduct this training locally with support from Lockheed
Martin as required and requested by the FSD.

(2) We need to continue using a direct link between screener performance and our
training programs through frequent analysis of operational performance data and the
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development of targeted training products to address and resolve performance
deficiencies.

Local covert testing by Federal Security Directors has been in place for the last month
and data are being recorded in our Learning Management System (Online Leamning
Center). These results provide an additional measure of operational performance from
which to discern targeted training interventions to improve overall performance.

(3) We must conduct a comprehensive review of the entire training program to ensure
screener training is approached as a continuum in which the necessary content at the
appropriate level of detail is provided throughout the screener’s employment.

This effort requires the development of performance-based terminal training objectives
for the overall training program with specific enabling objectives for all training and
screener development products to ensure that every training opportunity is directly
supporting screener performance.

In addition to these direct improvements to our training program for screeners, we must
provide broadband connectivity to every checkpoint, screening lane, and training room.
Direct access to training materials by the screening workforce in these locations is a key
training enabler and allows the workforce to take advantage of operational lulls to
complete recurrent and skills refresher training.

d. What is the status of the annual screener cerfification program?

Answer: TSA completed the first annual re-certification between October 17, 2003 dnd
March 30, 2004 for all federal and contract screeners hired prior to July 30, 2003. To be
re-certified, screeners had to pass all applicable modules of the Knowledge and Skills
Assessment Program and have a rating of ‘meets or exceeds’ standards on their FY 2003
Personal Performance Assessment. Overall, less than 1% of screeners failed to re-certify.
As of May 2004, over 42,000 screeners completed their annual re-certification.

Screeners were afforded one opportunity for remediation and retest and those who did not
re-certify were terminated.

In February 2004, the DHS Inspector General released a report, “A Review of Background
Checks for Federal Passenger and Baggage Screeners at Airports.” The report discussed
TSA’s efforts to conduct background checks on its screener workforce. The IG noted that
even with contractor support, TSA was not able to manage the background checks in an
orderly and consistent manner. The report provided 12 recommendations for
strengthening TSA’s process for conducting screener background checks.

a. Do you agree with the 12 recommendations contained in the report?
Answer: TSA, through its Credentialing Program Office (CPO), is addressing or has

already addressed the issues raised in the OIG Audit of Background Checks for Screeners
(A Review of Background Checks for Federal Passenger and Baggage Screeners at
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Alrports, OIG-04-08). Substantial improvements have already been made and continued
progress is forthcoming. ‘

TSA has acted aggressively to implement OIG’s 12 recommendations with the exception
of recommendation 2, which recommends that TSA “complete the comparison study of
the effectiveness of the Office of Personnel Management (OPM) and private sector
background checks”. OIG has been apprised that recommendation 2 will not be executed
since the private sector and OPM background checks are used by TSA for
complementary rather than competing reasons. While criminal and credit history are
checked in both investigations, the pre-employment check takes 2-3 weeks to execute and
is needed to ensure security BEFORE an individual is hired as a screener. The post-
employment OPM Access National Agency Check and Inquiries (ANACI) investigation
takes several months to execute and is a more in-depth review of an individual’s
background. This combination allows TSA to quickly assess an individual’s security risk
prior to employment, and then to review the most recent data as part of the OPM ANACI
while the employee is still probationary. This process meets all security and Executive
Order requirements, meets the time requirements necessary to keep the screener
workforce properly staffed, and is cost effective. Based on the above, TSA has
recommended to the DHS OIG that recommendation 2 be closed.

TSA has acted aggressively to close the other 11 recommendations and has recommended
to OIG that 9 of these be closed as completed. Highlights of the 9 recommendations
identified for closure are as follows:

Screener position risk designations have been completed by a cross-functional team
consisting of members from Aviation Operations, Human Resources and the CPO using
threnethodotogy i ©OPM s Suitability Processing Handbook. Based on this analysis,
these positions are recommended for classification as Low Risk with a minimum
investigation of a NACI; the conduct of an OPM ANACI meets this background check
requirement.

Processes are in place to ensure that all screener candidates are subject to a fingerprint
based criminal history check that is successfully adjudicated BEFORE they are hired. In
addition, prior to hiring, all screener candidates undergo a commercially conducted pre-
screen investigation (deseribed above) that checks criminal history, credit history and a
risk assessmient against terrorist databases. After hiring, all new screeners undergo an
OPM ANACI to ensure compliance with EO 10450.

A personnel security tracking system has been created, the Background Investigation
Tracking System II (BITS II). This database now holds the results of each screener’s
fingerprint check, pre-screen investigation, the status of their ANACI and a significant
amount of other information. BITS I provides insight into the CPO’s workload and
backlog through a series of routine reports. Drill down capability is also available to

- investigate areas of interest.
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TSA has plans in place to close the 2 recommendations that currently remain open.
Recommendation #8 requires tailoring of DHS’s draft Interim Personnel Security
Directive for TSA,; this tailoring will be completed by July 1, 2004. Recommendation #9
requires documentation of CPO’s workload with a subsequent hiring plan. We are
moving aggressively to obtain a contractor-prepared staffing study for CPO’s Personne!
Security function, and estimate that such a study will be completed by August 1, 2004.

b. If confirmed, what steps will you take to ensure corrective action is taken?

Answer: [ am committed to executing the actions that will allow me to recommend
closing these remaining 2 audit items, and I obtain periodic updates to monitor progress.
If confirmed, and I find that progress begins to slip, I will apply additional resources
and/or management oversight to ensure timely execution.

TSA officials have acknowledged that the agency faces a high aumber of EEQ
discrimination complaints from airport screeners, warranting an overhaul of management
practices, and the agency’s Civil Rights Office faces a significant backlog of
discrimination complaints. (See “Airport Screener Discrimination complaints Overwhelm
TSA,” GovExec.com (Jan. 23, 2004).)

a. What do you believe is the cause of the high number of EEO complaints filed against
TSA? What training or other initiatives do you believe are needed to address this
problem?

Answer: While TSA must remain sensitive to any allegations of discrimination, the
number of complaints is not disproportionate given the stand-up of a 50,000 screener
workforce and its subsequent restructuring in less than two years. In its first year, TSA
fuifilled the Congressional mandate to conduct the largest Federal agency build-up in
over 50 years. [mplementing this requirement involved hiring of over 50,000 individuals
at hundreds of duty locations nationwide and ensuring proper training. It also required
TSA to concurrently build the infrastructure to provide employee support for that large
workforce. In the following year, TSA received and met another Congressional mandate
to eliminate 6,000 employees in a matter of months. As one might suspect given these
events, the majority of complaints are from non-selected applicants and terminated
employees. With the stabilization of the workforce, new EEO complaints are declining
to levels comparable with other Federal agencies.

Specifically,

. The traditional employee support infrastructure was not in place. TSA employee
support offices had to be built from scratch, including the Office of Civil Rights,
Training, and Human Resources.

. A majority of complaints are from non-selected applicants and terminated
employees. However, as this number declines, a larger percentage of new
complaints will likely be for non-sexual harassment. This is in line with statistics
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applicable to all Federal agencies, as reported by the U.S. Equal Employment
Opportunity Commission.

. In FY 2002, TSA’s start-up year, 634 EEO complaints were filed. Of those, 305
(or 48 percent) alleged appointment/hiring as the issue, and 195 (or 32 percent)
alleged termination as the issue. As such, 500 (or 80 percent) of the EEO
complaints filed were from persons who either failed to get jobs or whose jobs
were terminated.

. In FY 2003, a total of 1,851 complaints were filed. Of those, 857 (or 46%)
related to appointment/hiring or termination. The bulk of the termination-related
complaints occurred between May and September when TSA was downsizing its
work force per congressional direction to increase efficiency and effectiveness.

. In the first quarter of FY 2004, 446 complaints were filed. Of those, 124 (or 27
percent) alleged termination as the issue and 16 (or 3.6 percent) alleged
appointment/hiring as the issue, for a total of 140 (or 31 percent) relating to either
appointment/hiring or termination

TSA is working hard to ensure proper working conditions, training and advancement
opportunities for its screeners and to reduce workplace conflict.

These efforts include:

. The Mode! Workplace Program Office - Integrated Conflict Management System
(ICMS), which will provide all TSA employees and managers with skills and
tools foraddressing-and managing conflictand-working-cooperatively to solve

problems and issues that arise.

o TSA’s Office of Workforce Performance and Training (WPT) is partnering with
OCR to develop and deliver effective training programs for managers,
supervisors, screeners and other employees throughout the country in fiscal year
2004, inctuding:

. Web-based training, classroom training, train-the-trainer initiatives, and training
programs sponsored by other Federal agencies, such as the Community Relations
Service of the Department of Justice.

. Recognizing the need to provide our front line supervisors with the tools they
need to manage effectively the screener workforce, TSA has sent more than 3500
supervisors to introductory leadership training at the Graduate School, United
States Department of Agriculture.

. Civil rights training for managers, supervisors and other trainers occurred at John
F. Kennedy International Airport in February 2004; Seattle-Tacoma International
Airport in March 2004; St. Louis International Airpost in April 2004; and El Paso
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International Airport in May 2004. Several other airports have requested and will
receive civil rights training in 2004.

. The Office of Civil Rights provides four hours of Civil Rights related training
during the initial orientation of new Federal Security Directors.

. The Human Resources Office began conducting supervisory leadership training
(which includes Model Workplace and Civil Rights topics) at several locations
throughout the country in February 2004.

In addition, TSA’s Office of Civil Rights provides an alternative dispute resolution
option to individuals who file EEO complaints. This process is known as ARC
(Altemative Resolutions to Conflict). The Office of Civil Rights has developed an
aggressive program to resolve employee EEO concems at the earliest stage of the
process. ARC makes alternative dispute resolution available at both the informal and
formal stages of the EEO process and offers an excellent opportunity for parties to work
together to address their concerns quickly and informally without extensive
administrative processing or the need for costly and time-consuming litigation. This
program has the potential to dramatically reduce the number of formal EEO complaints,
conserve limited resources, and restore trust in the employee/employer relationship.
Employees have the opportunity to be represented during this process. Trained
professionals serve as facilitators and these sessions are scheduled expeditiously. Any
agreements reached are binding on the parties.

b. What progress has been made in reducing any backlog of EEO complaints, and what
do you believe should be done to improve the performance of the Office of Civil
Rights in processing complaints?

Answer: Through the hard work and dedication of the staff in the Office of Civil Rights
and its partners throughout the agency, TSA is proud to announce that the backlog of
discrimination complaints has been eliminated. Steps to achieve this goal included:

Staff Changes

. Hired a new OCR Director in August 2003.

. Brought on nineteen additional staff mernbers including a deputy director and
three new managers, during September - December 2003.

. Contracted with Veteran Service Disabled Contractor to handle Formal Complaint
Investigations. ]

. Detailed staff from other DHS components such as U.S. Customs and Border
Protection, and other cabinet agencies like the Department of the Treasury.

. Developed law student intern program.

. Established new training program for staff to enhance skills and improve

customer service,

Process Changes
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. New procedures were implemented to resolve EEO complaints in their early
stages. For example, a new conflict resolution program called Alternative
Resolutions to Conflict (ARC), modeled after the successful Postal Service
REDRESS Program, has been launched. The ARC program places employees
who have filed an EEO complaint at mediation with a management official and a
trained mediator. OCR is currently working to bring the parties together within a
month of a complainant making a mediation request.

. Trained EEO specialists now staff the toll-free phone line to better address
customer concerns.
. A customized database is being developed to improve tracking and case
management
Results Already Evident:

. The EEO complaint backlog of complaints filed prior to December 2003 is gone

. The total number of EEQO complaints filed per month has trended downward since
January 2004, as have processing times. For example, in the first quacter of FY
2004, a total of 446 complaints were filed; in the second quarter of FY 2004, 212
complaints were filed.

Informal complaints are handled in a timeline consistent with the Equal Employment
Opportunity Commission’s regulations.

GAO reported earlier this year that TSA faces serious problems in hiring, deploying, and
training its screener workforce. According to GAO, TSA faces a high attrition rate, and
TSA’s hiring process has hindered the ability of some of TSA’s airportsecurity directors
to adequately staff passenger and baggage screening checkpoints without using additional
measures, such as overtime. Screener shortages have also contributed to the inability to
fully utilize Explosive Detection Systems and Explosive Trace Detection Systems to
screen 100 percent of checked baggage for explosives by the congressionally mandated
deadline of December 31, 2003 (GAO-04-592T, March 30, 2004, at pages 9-12). Do you
agree with the concerns expressed by GAO, and, if so, how do you expect to address
them?

Answer: TSA has acknowledged that improvements are needed in our hiring process,
which was originally established on a centralized basis in order to meet the rapid growth
required to implement the Congressional mandates for creating a Federal screener
workforce during TSA’s start-up period. Following that effort and subsequent
restructuring, TSA’s priorities are naturally shifting to meet the needs of 2 more stable
workforce, Our system needs to adapt to allow airports to remain at their screening
allocation and replace screeners leaving by attrition in a timely manner.

TSA is revamping the hiring process to allow for more localized control by FSDs to bg
able to hire screeners quickly. This new process is expected to reach some airports dunng
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the summer in order to ensure TSA maintains a healthy force throughout the extremely
busy months ahead. -

TSA has had remarkable success at dramatically reducing pre-9/11 attrition rates. TSA is
now averaging about a 15% annual attrition rate — although rates increased temporarily
last year as a natural outcome of the reduction in force required to meet Congressionally
mandated levels. Prior to federalization, screening companies reported rates as high as
100-200 percent in some instances. Nevertheless, TSA continues to examine attrition by
individual airport and can take steps where necessary to correct any problems that may
arise.

CONTRACT MANAGEMENT AND OVERSIGHT

80.

81.

In a January 2004 report, the DHS IG found that TSA contractors made final adjudication
decisions on background checks for federal screeners; this practice contradicted the stated
intent of the TSA Administrator, who told the IG that TSA intended to make final
adjudication decisions while the contractors merely assisted in the process. The IG also
found that TSA had not provided sufficient oversight of the contractors conducting the
adjudications.

a. Is it appropriate for contractors to make final adjudication decisions on background
checks? Please explain your answer.

Answer: Yes, it is appropriate for contractors to make some final adjudication decisions
for background checks on TSA screeners. TSA’s Office of Chief Counsel has
determined that it is appropriate for contract adjudicators to make final “suitable”

decistons but that Government-approval; or-final adjudication, is necessary for

“unsuitable” decisions. All appeals of adverse adjudications are handled solely by

Government personnel. This concept-of operations allows TSA to operate with a lean

Headquarters staff, TSA has a written Quality Assurance Plan that provides guidance on

the oversightf of contract adjudicator activity. Please also sée'my answer to “b.” below.

b. Since the IG's report was issued, has TSA changed its practices with respect to
contractors performing adjudications? If so, how?

Answer: Yes, in order to ensure the highest quality of contractor performance, TSA has
developed effective procedures for oversight of contract adjudicators. These procedures
entail specific qualification and approval of individual contractor adjudicators before they
approve “suitable” decisions and a more robust quality assurance program to randomly
review contractor adjudicator case files. These steps ensure the appropriate level of
Government oversight of contract adjudicators.

In the January 2004 report, the DHS IG noted substantial contract management problerns,
and observed that “TSA senior managers and staff were consistent in their remarks that
TSA has not effectively managed its contractors. Despite contract management
weaknesses, TSA intends to continue to rely upon contract support rather than build an
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infrastructure to replace functions currently performed by contractors.” (Department of
Homeland Security, Office of the Inspector General Report on Major Management
Challenges, March 2004, page 47). The 1G report comes after serious problems with an
NCS Pearson contract for the hiring of screeners. That contract led to numerous
allegations of waste and abuse, and costs that reportedly mushroomed from $104 million
to roughly $700 million.

a. How do you intend to address contract management weaknesses at TSA?

Answer: TSA is committed to a high performing and cost-effective government. TSA’s
“corporate model” for major infrastructure functions and service activities is one of a
program management/contract management function. TSA has taken steps within the
context of our original model to enhance our contract oversight and management
capabilities without resorting to a traditional Federal agency structure where
infrastructure functions are provided only in-house.

With the enormous and unprecedented challenge of having to build a new Federal agency
from scratch in a short time frame and with very few staff in place, TSA significantly
used contracting services for certain activities, including human resources, information
technology, training, financial functions, and call centers. As a result, the agency
operates with a smaller Federal staff compared to other agencies of similar size, allowing
us to focus on our core mission of providing transportation security.

This corporate model has served the agency well during the initial growth phases and we
continue to use it. The outsourcing of activities enables work to be accomplished through
a smaller number of Federal personnel that focus their attention on security performance
and leadership. As aresult, TSA personnel figures represent lean staffing today. Our
experience demonstrates that the private sector contractors can be robust, flexible,
responsive, and disperse human assets across the nation where TSA needs services to be
provided.

Likewise, TSA has also learned from our early experience that there are risks with
contracting out to such a large degree. Government must exercise proper controls
through its program management/contract management office and must independently
verify, through quality assurance teams, contractor performance. Our program
management offices are staffed with Federal personnel who know and are held
accountable for contractor performance metrics and cost controls.

TSA did initially face many challenges to meet the Congressional mandates to deploy a
passenger and baggage security workforce and equipment nationwhile while concurrently
building the infrastructure necessary to sustain operations. The agency recognized the
need for considerable private sector assistance to meet the statutory deadlines. The basics
of recruitment, assessment, in-processing, and training of people for the screening )
workforce were initially provided through two contracts. Lessons-learned from the initial
effort to deploy the workforce resulted in separating these efforts in follow-on contracts
that provide greater flexibilities both operationally and administratively. For example,
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the initial contract for human resources services resuited in the realization that it would
be better to address recruitment and assessment in one contract vehicle and all other
services of in-processing and record maintenance in a separate vehicle.

Other lessons-learned from our early contract efforts also revealed the need for other
actions and to initiate other practices, including:

* Development and implementation of 2 TSA Acquisition Model, approved by the
Administrator in April 2003. As noted above, the Model includes accountable
program managers for each program, addition of an acquisition policy and
oversight role within the Office of Acquisition, and program governance by the
senior leaders in TSA.

s Program reviews for each major program to provide periodic updates on the
performance of each programmatic area. We look at performance, adherence to
cost and schedule parameters, and support of the strategic plan in these program
reviews.

* Formalization of our Investment Review Process consistent with guidance
provided from DHS, and cousisting of an Investment Review_Board (IRB).
composed of the most senior leaders and two subordinate councils to provide
preliminary review and guidance for information technology (IT) and non-IT
investments, respectively.

Also, TSA representatives continue to be intimately involved with DHS in developing its
Acquisition Workforce Management Directive (MD). This MD will provide a career
path for fourteen acquisition professionat career fietds; inchuding prograrmmamnagers,
contracting officers, quality assurance, and logistics personnel. The program is being
designed for reciprocity with Department of Defense’s program, and will-address
training, education, and experience requirements.

‘We are committed to developing, issuing, and conducting training on an acquisitions
“field guide” to be used by TSA managers and their staff. We are also developing and
instituting a Contracting Officer’s Representative (COR) Certification Program. And, we
are continuing to conduct workshops throughout Headquarters to assist program offices
to improve their acquisition planning and execution.

b. Do you agree that building an infrastructure to replace functions currently performed
by contractors is 2 legitimate response to TSA’s contract management weaknesses?
Please explain your answer.

Answer: Please see the response immediately above (81.a.).

In his answers to Senator Lieberman’s post-hearing questions during the considerat?on of
his nomination, Admiral Loy reported that “TSA employs the services of commercial
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organizations in support of contract oversight and internal controls.” Is there any
downside to hiring contractors to oversee other contractors? Please explain your answer.

Answer: Where appropriate, TSA may employ an outside source such as a contractor to
examine in whole or in part aspects of another contractor’s performance to TSA.
However, this practice has been done only on a selective basis. For example, we have
employed contractors to conduct Independent Validation & Verification (IV&V) services
for which TSA may not have staff with the requisite expertise and experience to assure
thorough satisfaction of TSA requirements.

With regard to contract oversight, TSA has-a contract management team on each of its
major programs. Each téam is responsible for all activities related to inspection of
contractor’s performance and documenting compliance/noncompliance with contract
provisions, including cost/schedule performance. The contract management team is
comprised of the Program Manager, Contracting Officer, Contracting Officer’s
Representative, Quality Assurance Specialist, and in some cases, other technical
specialists drawn from outside sources.

Additionally, TSA has also drawn on the knowledge and expertise from non-TSA and
non-DHS sources such the Defense Contract Audit Agency (DCAA) and Defense
Contract Management Agency (DCMA) to support and strengthen all contract oversight
functions. For example, the DCAA has performed over 130 individual contract audits on
our hehalf In fact, TSA brought in DCAA very early to assist with its contract
management and oversight.

“NO-FLY” LIST

83.

What role do you think TSA should have in compiling, maintaining, and operating the
“no-fly’list that is'supposed to identify terrorists and other criminals and prohibit them
from flying? Who has these responsibilities today? If you feel that TSA should have a

greater role, how would you institute that change in how the “no-fly” list is handled?

Answer: At this time, the Transportation Security Administration compiles, maintains,
and operates the No Fly list. TSA is partnered with the Terrorist Screening Center as all
United States government watch lists are consolidated in accordance with Homeland
Security Presidential Directive #6. TSA staff assigned to the TSC compile, maintain, and
operate the list from the TSC facility to insure coordination with other government watch
lists, and the accuracy of the Terrorist Screening Data Base (TSDB).

TSA has the responsibility for deciding whether an individual is placed on the No Fly
List. This decision is based upon an analytic assessment of all watch list nomination data
provided to the TSA. This decision-making process includes a review of the specific
watch list request, the content and credibility of the threat information, and the
completeness of the biographical data provided.
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Based upon the quantum and gravity of information, the TSIS will consider for placement
on the No Fly List those who present a significant:

« Threat to transportation or national security; or

s Threat of air piracy; ot

« Threat to airline or passenger security; or

e Threat to civil aviation security; or

o Threat of terrorism because of known association with terrorists or involvement with
terrorist groups.

A passenger who is on the No Fly List, along with any traveling companions, personal
belongings, and baggage, is not permitted to board commercial flights.

Should TSA decide which names are to be placed on the list? Which agencies do you
believe should propose name designations?

Answer: Yes, TSA is responsible and should retain responsibility for vetting
nominations submitted for the No-Fly list. The process developed as part of Homeland
Security Presidential Directive #6 is as follows. Federal agencies nominate foreign
subjects for the TSA No-Fly List through the Terrorist Threat Integration Center (TTIC).
Domestic nominations are submitted to the Federal Bureau of Investigation (FBI). These
agencies review the submissions and forward them to the TSA representatives at the
Terrorist Screening Center (TSC) for inclusion on the TSA Watch Lists. Time sensitive
nominations may be submitted directly to the TSC if required.

BTS is currently leading a revibew of the No Fly list process, as well as how other
information is used to make decisions about passenger screening by both CBP and TSA.
This effort is fully coordinated with overall watch list consolidation and development of
the TSC.

Do you think that all al-Qaeda terrorists who have been identified on any of our
government’s terrorist watch lists and who have received any kind of training in
Afghanistan or elsewhere should be on the “no-fly” list? Do you know whether or not
that is the current situation with the list?

Answer: Nominated Al-Qaeda and other terrorist group members who meet the criteria
for the No-Fly List, have biographical data and unclassified information are placed on the
list. As described earlier, nominations for inclusion on the list are received and reviewed
by TSA representatives at the TSC; those individuals meeting the criteria are added to the
list.

Currently in order to execute the checking of the No Fly list against international and
domestic passengers the list is provided to foreign and domestic carriers. Therefore the
list must be unclassified (Sensitive Security Information). As a result classified
nominations are not part of the current list. Additionally, agencies are sensitive in their
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nomination process to the risk of the list falling into the hands of terrorists as it is
disseminated to foreign air carriers.

The Department of Homeland Security is currently looking at options to operate the No
Fly list within the Government rather than within air carrier reservation systems. Under
that construct the No Fly list could grow to include all terrorists known to the U.S.
Government.

During a crisis period similar to the December 2003 to January 2004 holiday Orange
Alert period, would you want passenger names on the manifests of foreign carriers
leaving European capitals for the United States checked exclusively against the “no-fly”
list or checked against all names on all of our terrorist watch lists? How would that be
done? -

Answer: Currently, [ see the need for passenger manifests to be checked against all
available watch lists in a heightened threat period or when there is a focused threat.
However, as the Terrorist Screening Center and its Terrorist Screening Data Base become
fully operational, all checks will be conducted at that single entry point.

What is your plan for a more effective and comprehensive “no-fly” list, what priority do
you plan to give it, and how soon do you plan to implement it?

Answer: In the near future,all watch lists, including the No-Fly List, will become part
of a Terrorist Screening Database (TSDB) at the Terrorist Screening Center (TSC). This
centralization should help provide a more comprehensive list and “one-stop shopping”
for agencies seeking information on terrorists who may be attempting to enter the U.S.
The TSDB is scheduled to be on-line by the end 6f Tune 2004 Once actvated; the TSC
No-Fiy list will be completely integrated into the TSDB. TSA will continue to have
representatives at the TSC to assist in'the vettin’g"a;nd‘acfjudication of name nominations
for the list. As part of this process, a complete review af the current No Fly list holdings

is being conducted to update records. On June 1° TS_A began receiving nominations

through the TSC rather than in the form of individual cables, FAXSs, and letters from
agencies. This transition effort is a top priority for my intelligence team.

INTELLIGENCE OFFICE

88.

How do you envision the role of the intelligence office which used to be part of FAA,
then TSA, and now is a part of the Intelligence Analysis and Infrastructure Protection
(IAIP) directorate at DHS? Is that office’s primary responsibility to TSA or to the IAIP
directorate?

Answer: The Transportation Security Intelligence Service (TSIS) is the intelligence
organization for the Transportation Security Administration, and is one of several
intelligence elements within DHS. TSIS fully coordinates its activities with the
Information Analysis and [nfrastructure Protection directorate (IAIP) within DHS, as do
all DHS intelligence elements. TSIS is an all-source intelligence analysis program. Its
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primary responsibility, as called for in ATSA, is to receive, assess, and distribute
intelligence related to transportation that is focused on threats to transportation security.
The TSIS mission is to provide timely, value-added intelligence analysis on US
transportation security issues. [ts objectives include assuring that:

+ TSA field operations, including the Federal Security Director (FSD) and
‘Transportation Security Area Representative (TSAR) programs, receive the threat
intelligence they need to protect the infrastructure and operations for which they are
responsible. TSIS also supports the Federal Air Marshal (FAM) program by
Memorandum of Agreement;

¢ TSA Iéadership has domain awareness of the transportation security envirornment here
and abroad;

¢ TSA security operations groups receive intelligence information that assists in
security policy making and countermeasures planning; and

e TSA’s private sector stakeholders have the threat intelligence that they need to make

informed security decisions about their assets and operations and to work more
effectively with TSA’s representatives in the field.

Do-you-anticipate ény needs in the intelligence area related to TSA’s responsibilities that
may demand a higher priority than they are now receiving?

Answer: Ido not anticipate any at this time, as TSA’s intelligence responsibilities
Flready Teceive the highest priority in the agency.” However, we continually evaluate our
needs.

IV. Relations with Congress

Do you agree without reservation to respond to any reasonable summons to appear and
testify before any duly constituted committee of the Congress if you are confirmed?

Answer: Ido so agree.

Do you agree without reservation to reply to any reasonable request for information from
any duly constituted committee of the Congress if you are confirmed?

Answer: [ do so agree.
V. Assistance

Are these answers your own? Have you consulted with the DHS, TSA or any interested
parties? If so, please indicate which entities.
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Answer: These answers are my own. [ have consulted with senior staff within TSA on
preparing these answers, including Counsel. Ihave also had standard pre-confirmation
discussions with staff at DHS, the Office of Government Ethics, and the White House
Personnel Office.

AFFIDAVIT
L Z Vi 7//2} }‘/ . 57&]5, being duly sworn, hereby state that [ have read and signed the

foregoing Statement on Pre-hearing Questions and that the information provided therein is, to the
best of my knowledge, current, accurate, and complete.

—=2

. %
Sﬁym sworn before me this /5 _day of ar 2004
@ S

NGtry Public 4

AOY C. GREENA
Nokary Public

Commanweait of Vigink
‘ Sy Corneaiseion Expires Jon 31, 2008
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May 5, 2004

The Honorable Susan M. Collins
Chair

Committee on Governmental Affairs
United States Senate

Washington, DC 20510-6250

Dear Madam Chair:

In accordance with the Ethics in Government Act of 1978,
I enclose a copy of the financial disclosure report filed by
David M. Stone, who has been nominated by President Bush for the
position of Assistant Secretary for Transportation Security
Administration, Department of Homeland Security.

We have reviewed the report and have also obtained advice
from the Department of Homeland Security concerning any possible
conflict in light of its functions and the nominee‘'s proposed
duties.

Based thereon, we believe that Mr. Stone is in compliance
with applicable laws and regulations governing conflicts of

interest.
Sincerely, 7
Marilyn L. Glynn
Acting Director
Enclosure

o, DO ZEe

United States Office of Gover
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The Honorable Susan Collins
Chairman

Committee on Governmental Affairs
United States Senate

Washington, DC 20510-6250

Dear Madam Chair:

On June 15, 2004, I provided you and Senator Lieberman with an Affidavit certifying
the currency, accuracy, and completeness of responses to 92 Pre-Hearing questions that
you posed to me. In discussions between our respective staffs, I have been asked to
supply some additional information with respect to several answers that I previously
provided. Iam pleased to do so.

Please find enclosed with this letter, revised responses to the answers I previously
submitted. In order to ensure that the revisions are clearly noted, I have italicized them. I
have submitted an additional Affidavit, certifying to the currency, accuracy, and
completeness of these additional responses.

T have sent an identical letter to Ranking Member Lieberman.

Please contact Ms. Pamela Turner, Assistant Secretary for Legislative Affairs at
202-205-4412 should you have any further questions.

Sincerely yours,

David M. Stone
Acting Administrator

Enclosure
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US. Department of Homeland Security

Office of the Administrator
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JUN 21 2004 S

The Honorable Joseph Lieberman
Ranking Member

Committee on Governmental Affairs
United States Senate

Washington, DC 20510-6250

Dear Senator Lieberman:

On June 15, 2004, I provided you and Senator Collins with an Affidavit certifying the
currency, accuracy, and completeness of responses to 92 Pre-Hearing questions that you
posed to me. In discussions between our respective staffs, I have been asked to supply
some additional information with respect to several answers that I previously provided. I
am pleased to do so.

Please find enclosed with this letter, revised responses to the answers I previously
submitted. In order to ensure that the revisions are clearly noted, I have italicized them. I
have submitted an additional Affidavit, certifying to the currency, accuracy, and
completeness of these additional responses.

I have sent an identical letter to Chairman Collins..

Please contact Ms. Pamela Turner, Assistant Secretary for Legislative Affairs at
202-205-4412 should you have any further questions.

Sincerely yours,

David M. Stone
Acting Administrator

Enclosure
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10. d. What portion of security costs should industry bear in comparison to
federal, state and local governments?

Answer: Ensuring that our nation’s transportation systems are secure must be
accomplished through effective partnering among appropriate Federal, state, local
and private industry entities. Neither TSA nor, 1o the best of my knowledge does
the Department of Homeland Security, have access to security costs for the
different sectors of the transportation industry. Each industry and its public and
private components account for its costs, including security costs, in a different
JSashion. Many portions of the transportation sector have long provided security
as a cost of doing business. Furthermore, there are times when expenditures
made by industry to increase safety, efficiency, or effectiveness also increases
security, and vice versa. There is no clear line regarding security costs and other
benefits.

TSA and DHS will continue to work with its Federal, state, local and private
industry parmers to ensure that security costs are appropriately borne by all
partners. The costs undertaken by the private sector will vary according to the
circumstances in each situation. For example, Under Section 118 of the Aviation
and Transportation Securiry Act (ATSA, P.L. 107-71), Congress required that air
carriers pay a security fee to offset a portion of the costs assumed by the Federal
Government in providing aviation security under ATSA. By law, the air carrier
JSee could not exceed the aggregate of costs provided by the air carriers during
calendar year 2000. Further, during fiscal years 2002-2004, the fee assessed to
any individual air carrier could not exceed the security costs that each individual
carrier expended in calendar year 2000. TSA sought detailed data from each
carrier in order to determine the statutory amounts that were due. Unfortunately,
the data that the air carriers provided was in no uniform format because of
different methods each air carrier uses to account for its costs. More importantly,
the aggregate industry costs, based on the total of each individual carrier’s
submission, isless than half the amount that TSA estimates the industry spent, and
is less than one-third of the amount that representatives of the airline industry
previously testified about to Congress. Consequently, in S. 2537, the “Homeland
Security Appropriations Act, 2005, the Senate Appropriations Committee has
proposed that the General Accounting Office initiate extensive audits of the air
carriers data. This is illustrative of the difficulty that would be involved in
estimating industry security costs.

Eighty five percent of critical infrastructure is in the hands of the private sector.
Private industry has already invested significant capital in security related
expenses. Over the past three years the Federal government has provided $13
billion in funding to state and local governments. This state and local funding is
in addition to the Federal investments made by DHS operating agencies. As we
move forward, we will aim to harmonize security expenditures with ownership of
critical infrastructure.
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1 strongly support the idea that homeland security is a national responsibility
shared by all states and localities. That is why I firmly believe that there should
be a minimum level of preparedness across the county and that every state should
receive some level of assistance from the Department of Homeland Security. The
expeditious and efficient award of homeland security funds to states and localities
is a primary goal of the Department of Homeland Security. Since its creation last
year, the Department has provided more than $8 billion to support and enhance
the security of states and localities. The President’s Fiscal Year 2005 budget
request continues this strong support and commitment to the Nation’s emergency
prevention and response community. The President’s budget clearly demonstrates
the continuing priority placed on homeland security through requesting $40.2
billion in total new resources for FY 2005, which is an increase of 10 percent
above the comparable FY 2004 level.

DHS Secretary Ridge has announced the creation of the Office of State and Local
Government Coordination and Preparedness (SLGCP) in order to consolidate
departmental programs, including grants, and relationships that relate to state and
local governments. The consolidation of these programs within SLGCP will
eliminate duplication along program lines, enable the complementary and
synergistic aspects of these programs to work together, and maximize the
effectiveness of federal resources. The Office has several responsibilities,
including coordinating the Department’s activities with State and local
government; assessing and advocating for resources needed by State and local
government to implement the national strategy for combating terrorism; providing
State and local government with regular information, research, and technical
support to assist local efforts at securing the homeland; and developing a process
for receiving meaningful inpat from State and local government 1o assist the
development of the national strategy for combating terrorism and other homeland
security activities.

Additionally, Secretary Ridge recently announced a Homeland Security Funding
Task Force composed of state, county, city, and tribal representatives to examine
the funding process and ensure that Department of Homeland Security funds
move quickly to local first responders. The Task Force will identify state and
local funding solutions that work effectively and can be extended to situations
where there are impediments to the efficient and effective distribution of state and
local homeland security funds.

The Task Force is composed of Governors, mayors, county officials, tribal leaders
and other senior officials with first-hand experience in homeland security issues
and will operate under the aegis of the Homeland Security Advisory Council
(HSAC) and its State and Local Officials and Emergency Response Senior
Advisory Committees. The Secretary wiil receive recommendations from the
Task Force members and the HSAC on how to expedite the money distribution
process.

TSA and DHS will continue to work with its Federal, state, local and private
industry partners to ensure that we secure transportation to ensure that security
costs are appropriately borne by all partners.
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11. c. How will TSA integrate other agencies, like the Federal Transit
Administration and the Federal Railroad Administration, state and local. agencies,
and private industry into this planning and standard setting process?

Answer: In the process of developing the HSPD-7 -driven Transportation SSP,
TSA has deeply engaged with all the modal administrations of DOT and the U.S.
Coast Guard. In the particular case of FTA and FRA, TSA has worked closely
with both agencies in response to the tragic events of March 11 in Madrid and the
earlier attack in Moscow. I expect and intend for this close coordination to
continue beyond specific high-level planning projects, and beyond response to
specific incidents, and to be an ongoing every-day way of doing business. This
includes activities in the realms of detailed security planning; setting standards;
and interacting with and getting input from-our shared set of state, tribal, local,
and private sector stakeholders.

A specific example of how we will continue to integrate other agencies into the
planning and standard-setting process is the development of the Modal Securiry
Plans in each mode. As we did for the SSP, we will set up formal inter-agency
working groups including DOT modal administrations and other relevant
agencies within and outside DHS to develop these plans. We will also actively
seek formal input from state and local agencies and the private sector directly,
through the relevant DHS offices, or through DOT and other Federal partners, as
appropriate.

In addition to the senior-staff-level engagement with DOT just described, I have
personally engaged the Administrators and Deputies of the Modal
Administrations, and [ also intend for that to be a regular, ongoing way of doing
business.

13.b. If so, what actions will you take and what resources will TSA need to
accomplish these objectives?

Answer: The vulnerability assessment methodology is based upon a wide array
of potential threat scenarios. As an example, in the aviation sector, scenarios
include aggressor paths beyond the passenger screening checkpoint. Scenarios
include access through an airport perimeter, access through cross-perimeter
buildings, and insider scenarios. Similarly, arrays of threat scenarios for the
other modes of transportation are applied to assessments complered in the surface
modes of transportation. The relative risk associated with these scenarios is being
used as input into prioritizing investments in areas well beyond aviation passenger
screening. As discussed in many responses, partnership with transportation
stakeholders is critical to accomplishing our collective objective to identify and
address security gaps. Further, the Department allocates significant funds
through ODP to states and urban areas to address security gaps identified in
their plans, as well as 1o national priorities designated by the Secretary, such as
transit and port security. Priorities are set based on identified vulnerabilities and
criticality of assets. Hence, assessments are an important part of the process.
Working within guidance from the IAIP directorate, TSA has provided a
vulnerability self-assessment module for the maritime sector and is developing
vulnerability self-assessment modules for use in all modes of transporzation.
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44. Several local transportation agencies and national groups have indicated a
strong need for research and development of technologies that can detect
chemical, biological and other attacks on transportation systems. They have also
called for technologies that can help systems respond quickly to an attack to
ensure minimal impact and quick restoration of service. These agencies and other
actors also have indicated a need for a Federal clearinghouse to help guide local
decision-making on technology purchases. (See Mass Transit: Federal
Government Could Help Transit Agencies Address Security Challenges, GAO-03-
263)

a. What are your plans to carry out research, development and deployment of
detection technologies? )

Answer: The primary focus of the TSA's research, development and deployment
strategy has been related to weapons and explosives detection; as well as facility
and conveyance protection. The DHS Science and Technology (S&T) Directorate
has the lead role for all DHS agencies and local transportation agencies to
conduct research and development associated with the detection of chemical,
biological, radiological and nuclear threats. TSA has been engaging our
domestic and international partners to study strategies for the operation of air
handling systems in the event of a chemical or biological attack within a
transportation terminal or aircraft.

With research and development efforts, time is needed to determine technology
capabilities for meeting TSA’s operational needs and to determine or make
recommendations regarding other applications. TSA and S&T are working with
funding allocated for research and development projects to improve and advance
technological solutions. -

As noted above, for checked baggage, we have both short term and longer-term
efforts underway in R&D. The Phoenix Project is our shorter-term effort (1-3
years) that focuses on three areas:

» Significant improvements to our currently deployed systems;

¢ Combining emerging technologies such as quadruple resonance and x-
ray diffraction with our current systems; and,

¢ Developing evolutionary new systems taking advantage of
technological improvements and advancements in computed
tomography.

There are a total of seven individual projects underway in Phoenix, each with its
own required development timetable/schedule. We anticipate that the first field
testing of a Phoenix solution could occur in the late 2004 timeframe, with other
systems following throughout 2005 and early 2006.
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The longer-term effort in checked baggage screening is the Manhattan II Project
(3-5 years and beyond). The initial announcement for this project was published
on April 16, 2004. The intent is to award multiple proof-of-concept grants, which
will last approximately one year each. Upon completion of this phase, we will
evaluate the resuits and award system development contract(s) to those
organizations with concepts and technologies that are proven and demonstrated.
Depending on the maturity of the technology, the timetable/schedule for system
development under Manhattan 1T will vary.

For cargo security, TSA's research and development efforts to identify
appropriate technologies for screening air cargo are well underway. TSA believes
that its recent Market Survey and Broad Agency Announcement for potential
technology manufacturers has provided TSA with a sound base for pursuing
development of multiple technologies in support of air cargo screening. While
currently available technologies will be subjected to operational testing and
evaluation for cargo screening, new technologies will not likely produce a testable
prototype for 18 to 24 months.

For checkpoint security, TSA’s research and development program is designed to
develop sensor fusion at our screening checkpoints to combine technology
capabilities into single units. Currently, TSA is evaluating the capabilities of
explosives detection portals, which will be pilot tested at a number of airports
during the 3™ quarter of FY 2004. While this effort is underway, TSA is working
towards combining capabilities of explosives and weapons detection systems and
devices. One of the research and development projects underway is the use of
body imaging technology for screening, which detects anomalies on a person’s
body to include those created by concealed weapons and explosives. While this
technology is not yet ready for operational testing due to privacy issues, which
must first be resolved, it is a technology solution that could serve two purposes in
the screening of persons.

TSA has developed a “Roadmap” for the operational testing and evaluation of
checkpoint technologies to improve TSA's ability to detect explosives being
carried on persons and in carry-on baggage. Below is a list of the explosives
detection technologies to be pilot tested at airports and the timeframe in which
that testing will be accomplished:

* Explosives Detection Portals — continued development and pilot
deployment in the 3™ quarter of FY 04;

e Document Scanners — continued development and pilot deployment in
the 3" quarter of FY 04;

e Cast & Prosthetic Device Scanners ~ continued deployment and pilot
deployment in the 3" quarter of FY 04;
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e Explosives detection technology for screening liquids — establish the
performance metrics for this technology and solicit vendors of existing
technologies to participate in an evaluation against this qualification
standard; and,

* Explosives detection systems (EDS) for carry-on baggage — define
performance metrics and solicit vendor participation 3 quarter of FY
04,

b. Will TSA undertake research to help improve the basic infrastructure of
systems — architecture, materials and construction methods; for example - to
enhance facilities and mitigate the effects of terrorist attacks?

Answer: TSA, working with its industry partners in aviation, has developed
assessment t0ols for an operator’s use that allows them to measure and select
mitigation strategies to minimize the vulnerabilities at their facilities. TSA, again
working with our industry partners, is developing facility construction security
guidelines to build mitigation capabilities into public facilities. Both of these
efforts undertaken in the aviation arena can be easily transferred to other
transportation facilities, and will be shared with other modal representatives
through ongoing reach-out efforts.

TSA has undertaken several projects to improve infrastructure security:

e 20 Airport Access Control Pilot Program — As required by the
Aviation and Transportation Security Act, we have initiated 8 pilot
projects to operationally test and evaluate access control technologies,
to including those using biometrics. TSA will initiate and complete 10
pilot program projects by the end of CY 04. Information obtained
during these projects will be shared with other Federal agencies, as
well as industry representatives to provide them with information
about specific technology capabilities as they design systems to protect
their facilities.

¢ Biometrics Standards Development — We are continuing research and
development to establish standards for biometric systems through
ongoing pilot programs and laboratory efforts. These technologies
will find applications in our Transportation Worker Identification
Credential (TWIC) and registered traveler programs, as well as any
other system/program area that will require use of biometric
technology.

e Seaports and other Transportation Facilities - We will continue R&D
efforts to determine applicability of aviation security solutions and
systems to protect other transportation facilities and conveyances.
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64. Many of the nation’s transportation systems — mass transit and rail stations,
tunnels and bridges, in particular — are old and badly in need of retrofitting (e.g.
hardening of infrastructures, enhanced ventilation systems, etc.), detection
devices, communications and surveillance equipment, and other security measures
in order to help deter and mitigate catastrophes. However, to date, there has been
little funding dedicated to meeting the capital needs of transportation systems
outside of passenger aviation.

a. Do you think DHS should provide funds for capital improvements to non-
aviation transportation systems?

Answer: Efforts should be funded through existing programs for State and local
assistance where resources are allocated based on State plans and the most urgent
needs across all infrastructure categories and purposes. For example, the FY 2004
Urban Area Security Initiative (UAST) Grant Program provides funding to
identified mass transit authorities for the protection of critical infrastructure and
emergency preparedness activities. Allowable costs for both the urban areas and
the mass transit authorities comport with the FY 2004 Homeland Security Grant
Program, and funding is expended based on the Urban Area Homeland Security
Strategies and transit system assessments. New resources for public
transportation must be weighed against other pressing needs to ensure we are
optimizing the use of Federal resources to the highest risks and security needs as
defined by States and in the natjonal interest.

Along with the general operating budgets of multiple Federal agencies that
provide protective security measures (such as USCG and CBP), Federal
investment in non-aviation modes of transportation has included port, bus and
transit security grants for state-, locally-, regionally- or privately owned
infrastructures. Direct funding to state and local governments totaled $13 billion
in the last 3 years. Considering that critical infrastructures are 85% non-
Federally owned, and consistent with the administration of ODP and UASI
grants, the Federal government should not generally provide capital improvement
funding. However, to the extent that non-aviation transportation owners access
existing Federal capital improvement funds to make improvements that are both
security and safety related, DHS will work with its Federal (including FAA and
FTA), state and local partners to facilitate those investments.

b. If not, how will TSA help address these transportation systems needs and
identified security risks?

Answer: The responsibility of securing our nation’s transportation systems is a
shared one. DHS, DOT, and other Federal agencies are working together to
enhance the security of non-aviation transportation systems in partnership with
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the public and private entities that own and operate them. The DHS grant
program for improving rail and transit security in urban areas has awarded or
allocated over $115 million since May 2003 for transit security, and makes
available over $1 billion annually for states to allocate to homeland security needs
based on state priorities, developed in coordination with the Department of
Homeland Security, regions and localities. Eligibility for these grants includes
equipment, training, planning and exercises. The Federal government has
provided over $500 million in port security grant funds and $75 million in
funding for the Operation Safe Commerce program to provide increased security
at our ports and in the maritime cargo supply chain. Additionally, the
Administration has requested $24 million for TSA to advance security efforts in
the maritime and surface transportation arenas, and has requested that $37 million
of the Federal Transit Administrations Urban Security Bus grants be available for
security related projects. ’

Considering that critical infrastructures are 85% non-federally owned, and
consistent with the administration of ODP and UASI grants, the Federal
government should not generally provide capital improvement funding. However,
to the extent that non-aviation transportation owners access existing Federal
capital improvement funds to make improvements that are both security and
safety related, DHS will work with its Federal (including FAA and FTA), state
and local partners to facilitate those investments.

In addition, DHS will continue to conduct the following activities and initiatives
to strengthen security in surface modes:

« Implement a pilot program to test new technologies and screening concepts to
evaluate the feasibility of screening luggage and carry-on bags for explosives
at rail stations and aboard trains;

» Develop and implement a mass transit vulnerability self-assessment tool;

» Continue the distribution of public security awareness material (i.e., tip cards,
pamphlets, and posters) for motorcoach, school bus, passenger rail, and
commuter rail employees;

« Increase passenger, rail employee, and local law enforcement awareness
through public awareness campaigns and security personnel training;

= Ensure compliance with safety and security standards for commuter and rail
lines and better help identify gaps in the security system in coordination with
DOT, with additional technical assistance and training provided by TSA;

+ Continue to work with industry and state and local authorities to establish
baseline security measures based on current industry best practices and with
modal administrations within the DOT as well as governmental and industry
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stakeholders, to establish best practices, develop security plans, assess security
vulnerabilities, and identify needed security enhancements;

« Conduct name-based terrorist focused background checks on all commercial
drivers license holders endorsed to transport hazardous materials (HAZMAT),
and put in place a process to conduct fingerprint-based background checks on
a recurring basis for all 3.5 million HAZMAT truck drivers; and

« Study HAZMAT security threats and identify best practices for transport of
HAZMAT.

AFFIDAVIT

I, DA‘WD M. SPNE . being duly sworn, hereby state that I have read and
signed the foregoing Statement on Pre-hearing Questions and that the information
provided therein is, to the bess of my knowledge, current, accurate, and complete.
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Committee on Governmental Affairs — Questions for the Record
For the Nomination of David M. Stone to be Assistant Secretary of Homeland Security
(Transportation Security Administration)

Questions for the Record
Submitted by Senator Susan M. Collins, Chairman
For the Nomination of David M. Stone to be
Assistant Secretary of Homeland Security
Transportation Security Administration

Port Security Grants

1. Some have proposed limiting port security grant funding to the 55 ports of national
significance. This is of great concern to me. Such a restriction would be harmful to
smaller ports, like Searsport and Bar Harbor in my home state of Maine, which have been
able to enhance security as a result of this federal assistance. The Senate Appropriations
Committee did not include this limitation in its report language, and for good reason.
The Maritime Transportation Security Act applies to all 361 ports in the nation. Experts
have said that terrorists may consider targeting smaller ports and operations, like ferry
boats, that may have less extensive security measures in place. It is critical that these
operations be eligible for assistance to tighten security. TSA has reviewed port security
grants applications from hundreds of ports throughout the nation and distributed funding
to many areas in addition to the 55 most economically and strategically important ports.
Do you agree that port security grants should continue to be administered as they have in
the past so that all ports, not just the largest 15 percent, are eligible for assistance?

Answer: While TSA administered port security grants, the funds were dispersed through
a competitive grant process as outlined in statute. The multi-level, interagency review
process used by TSA ensured that these funds went to the highest national security needs.
The Department’s Office of State and Local Government Coordination and Preparedness
(SLGCP) now administers these grants, and many other DHS grant programs. They will
continue to be administered in a similar fashion, targeted at addressing the highest
national security needs.

In the first 4 rounds of port security grants, eligibility was limited to critical national
seaports as stipulated in the FY02 DOD Supplemental Appropriations Act (Public Law
107-117) and referred to in subsequent Appropriations Acts. This designation included:

+ Controlled ports — Ports that have access controls for vessels from certain
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countries due to national security issues.
Strategic ports, as designated by a Maritime Administration port planning order.
A nationally important economic port or terminal responsible for a large volume
of cargo movement or movement of products that are vital to U.S. economic
interests as required for national security.

* Ports, terminals, and U.S. passenger vessels responsible for movement of a high
number of passengers.

o Ports or terminals responsible for the movement of hazardous cargo.

2. T understand that in the port security grant program recently has been transferred from
TSA to the Office of State and Local Government Coordination & Preparedness
(SLGCP). I am concerned that we take steps to prevent loss of program continuity and
expertise. TSA has developed significant program knowledge through its administration
of the program since 2002. I understand that TSA has detailed personnel from its grant
program to SLGCP to assist in administering the fourth round of grants.

a  How can you ensure that the expertise developed by TSA is not lost over
time?

Answer: Though the responsibility for administering the port security grant program has
shifted to SLGCP, subject matter expertise is retained in the operating agencies of DHS,
including the U.S. Coast Guard, U.S. Customs and Border Protection, and TSA. As
discussed in the answer to the question immediately below, TSA will continue its
involvement in the port security grants program by providing intermodal expertise and
support similar to, and in conjunction with, other Federal agencies involved in the
process. The U.S. Coast Guard is the lead Federal agency for has the lead in maritime
security, and TSA will continue to provide support as appropriate.

b How can you ensure that your agency continues to have appropriate influence
over the process?

Answer: In coordination with SLGCP, TSA will continue its involvement in the port
security grants program by providing operational expertise and support similar to, and in
conjunction with, the U.S. Coast Guard, the Maritime Administration, and other modal
administrators through participation in pre-award management functions. This
involvement will include the determination of eligibility and evaluation criteria,
solicitation and application review procedures, selection recommendations, and post
award technical monitoring.
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Critical Infrastructure

3. As you know, in December 2003, the President issued Homeland Security Presidential
Directive (HSPD-7), which directs the creation of “a national policy for Federal
departments and agencies to identify and prioritize United States critical infrastructure
and key resources and to protect them from terrorist attacks.” As part of its efforts to
implement this directive, the Department of Homeland Security’s Information Analysis
and Infrastructure Protection Directorate (JAIP) is working to develop a National
Infrastructure Protection Plan that includes 17 Sector Specific Plans (SSPs). TSA has
been assigned the lead role in developing the Transportation SSP, in conjunction with the
Department of Transportation and the U.S. Coast Guard, and under the guidance of the
Undersecretary for Border and Transportation Security. You have indicated that part of
this effort will involve identification of federal and private-sector stakeholders in the
transportation sector, as well as their roles, relationships, and means of communication.

According to a recent media report, some members of the transportation industry have
expressed concerns that they were not approached for input on the SSP until last month,
and that they were given a very short deadline to provide answers to questions that were
posed to them. In developing the Transportation SSP, what efforts has the TSA made to
coordinate with its private-sector partners in the transportation industry?

Answer: The goal of protecting the Nation’s critical transportation infrastructure is a
shared responsibility among the private sector, State, tribal, and local governments, and
the Federal government. As the DHS component that has been assigned Sector-Specific
Responsibility (SSR) for the transportation sector, TSA is committed to facilitating
interaction among transportation stakeholders and has been working these relationships
for many months. TSA has acted to facilitate the flow of information and coordinate
efforts among transportation entities under overarching guidance from and in
coordination with Border and Transportation Security directorate and the DHS
Information Analysis and Infrastructure Protection directorate (IAIP). TSA, in
coordination with other agencies, consults with key associations representing a majority
of the stakeholders in each of six modes in the transportation sector.

TSA is developing the Transportation Sector Specific Plan (SSP) in collaboration with
other Federal departments and agencies. Drafters were subject matter experts
collaborating via meetings, conferences, Web boards, workshops, and roundtable
discussions on a regular basis with industry owners and operators. On May 21, 2004,
TSA hosted an informational meeting for executives and principals of more than sixty
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organizations representing private industry and state and local governments. Leadership
from other Federal departments and agencies, such as the Department of Transportation
(DOT) and the U.S. Coast Guard (USCG), were also in attendance. At this meeting, TSA
senior leadership, along with TAIP representatives, updated stakeholders to the
Transportation SSP development process. Participants were encouraged to share input
for the Plan and the process both verbally and in writing. Input was also solicited in the
form of written questions that were provided to stakeholders several days in advance of
the meeting. The feedback received from industry at the meeting and in response to the
written questions has been reflected in the Transportation SSP. Private industry and state
and local sector participants were also encouraged to ask questions about the
Transportation SSP development process through a weekly TSA Operations
Teleconference.

Engagement with the private sector on the Transportation SSP is also being facilitated by
IAIP. TAIP will be sharing a redacted version of the Transportation SSP with industry
Information Sharing and Analysis Centers (ISACs) — for formal comment - in early July.
TSA plans to share the redacted Plan with other sector participants who cannot be
reached through their respective ISACs.

The development of Sector-Specific Plans and the overall National Infrastructure
Protection Plan (NIPP) will be a dynamic, iterative process. TSA will continue to ensure
that sector participants are fully engaged. TSA, in collaboration with its Federal partners,
will utilize new and existing forums to enable the continual exchange of information,
including security strategies, intelligence, best practices, new technologies and public
education. This regular exchange will serve to continually enhance the Transportation
SsSp.
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POST-HEARING QUESTIONS FOR RADM. DAVID M. STONE
FROM SENATOR JOSEPH LIEBERMAN
JUNE 24, 2004

CAPPS I

1. In your response to question 16(a) of the Committee’s pre-hearing questions, you
described how TSA and FAA entered into cooperative agreements with four government
contractors to develop Risk Assessment Engine [RAE] prototypes. Did TSA pay the
contractors for this work? If so, please specify the amounts paid and the work actually
performed in exchange for the compensation. If not, please explain what the contractors’
incentives were for developing the RAE prototypes.

Answer: The four Cooperative Agreement Recipients (CARs) were awarded the
following amounts for their performance under the cooperative agreements: HNC
Software- $551,000.83; Infoglide - $253,450; Ascent Technology $198,587, and
Lockheed Martin - $469,179. Under their agreements, each company developed and
demonstrated the operation of software for a Risk Assessment Engine (RAE) prototype
that would be capable of assigning risk to such areas as passengers, flights, airlines, and
airports across the nation.

2. Under 5 USC 552a(m), a contractor operating a system of records on behalf of an
agency must comply with the Privacy Act. Did the TSA consider the recipients of
cooperative agreements to be contractors, for purposes of compliance with the Privacy
Act? Do you agree with that determination? Please explain your answer.

Answer: TSA did not consider the activities of the CARs to be covered by 5 U.S.C.
552a(m) for several reasons, as I understand it.  First staff understood that section
552a(m) of the Privacy Act applies only when there is a system of records at issue. As
discussed in my previous submissions to the Committee, there was a belief at TSA that
none of the PNRs at issue constituted a system of records under the Act. Second, it was
believed that section 552a(m) was inapplicable because the CARs were not acting under
a contractual obligation to operate a system of records on TSA’s behalf to accomplish
any agency function.

1 appreciate that since the time of TSA's assessment, further questions have been raised
about these PNR transfers. Therefore, policy decisions previously made regarding the
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handling of personal information, such as PNRs, may not necessarily be decided in the
same way today. As a result of the transfer of TSA to the Department of Homeland
Security (DHS) in March 2003, and the creation of the statutory position of the Chief
Privacy Officer at DHS, TSA initiatives are coordinated with the DHS Chief Privacy
Officer, as well as the Privacy Officer for TSA, early in the program development stage.
This allows officials to better identify those aspects of a program that may affect privacy
interests or raise public concerns, and to make any changes appropriate to address those
concerns. As for the review of all of the facts and circumstances of the PNR data
transfers at issue, the Chief Privacy Officer is reviewing the circumstances in order to
make an independent assessment and will issue a public report at the conclusion of that
review.

3. Inyour response to question 16(d) of the Comumittee’s pre-hearing questions, you
stated that TSA officials believed that their actions complied with the Privacy Act
because the PNR data “was to be used for the purpose of testing the functionality of a
‘Risk Assessment Engine Prototype’ for identity-based security threat assessment
technologies.”

a. In the course of developing RAE prototypes, did any of the contractors
develop systems that accessed or retrieved information by name or personal
identifier, even if only for demonstration purpose?

Answer: am not familiar with the technical aspects of how the prototypes accessed or
retrieved information. However, [ understand that these matters will be reviewed by the
Chief Privacy Officer in the review referred to in the response to question 2. Also, TSA
believed that regardless of how the cooperative agreement recipients accessed data, the
purpose of such access was not to make determinations affecting any individual, and
therefore did not constitute the operation of a system of records under the Privacy Act.

b. Was the TSA’s determination that the Privacy Act did not apply based on the
belief that the Act does not apply to the development of prototypes? If so, is that
the TSA’s current position, and do you agree with it?

Answer: No, TSA’s position has been, and continues to be, that the Privacy Act is
applicable to prototypes as a general matter. The Privacy Act will apply to pilot
programs that TSA administers prior to rolling them out as fully operational, where the
pilot involves the use of individuals’ information in order to make determinations about
them as part of an agency function. TSA will continue to publish Privacy Impact
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Assessments (PIAs) for each of its programs that obtains and uses individuals’
information. PIAs are an effective mechanism for explaining to the public what
information TSA will be collecting, how it will be used and also how it will be secured.
While PIAs are not required to be conducted under the Privacy Act, they do address how
TSA will handle personal information as required under the Privacy Act and under which
system of records TSA is operating. In this case, TSA believed that either the Privacy
Act did not apply based on the way the data was being used or, if it did apply, that the
collection of data appeared to be covered under an already-existing System of Records.

4. In your response to question 16(d) of the Committee’s pre-hearing questions, you
stated that TSA officials “believed that even if testing constituted a Privacy Act system, it
could be covered by a pre-existing system of records applicable to the program.” Please
specify the system of records you were referring to, and explain why TSA officials
believed that system of records could cover the RAE prototypes.

Answer: My understanding is that TSA did not contemplate that the CARs would create
a system of records because the cooperative agreements for the Risk Assessment
Prototype did not call for the cooperative agreement recipients to collect, maintain,
retrieve, or use PNRs to make determinations affecting any individual as part of an
agency function. Nonetheless, to the extent the collection and use of PNRs could be
viewed to the contrary or otherwise viewed as subject to the Privacy Act, TSA
determined that they were covered by an existing FAA system of records, DOT/FAA
813, Civil Aviation Security. 65 Fed. Reg. 19,519-19,520 (April 11, 2000). Also, TSA
has subsequently created a new system of records for the collection of PNR specific to
TSA.

5. Inyour response to question 16(d) of the Committee’s pre-hearing questions, you
stated that TSA officials “evaluated the matter and believed that their actions were fully
in compliance with the Privacy Act.” Was the TSA Chief Counsel’s legal analysis and
decision ever documented? If so, please provide the Chief Counsel’s written opinion.

Answer: The TSA Chief Counsel’s Office analyzed the matter in the Spring of 2002 in
the early stages of the Risk Assessment Prototype project. The analysis was not
committed to writing at that time. In sum, the analysis was that the Privacy Act did not
apply based on the way the data was being used. In early 2002, the Chief Counsel also
reviewed the FAA Privacy Act Systems, which by operation of law applied to TSA, and
concluded that those systems were sufficient to cover the scope of activities being
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undertaken by TSA. A legal analysis was not committed to writing at that time.

A draft legal analysis was done by TSA Chief Counsel and along with other responsive
documents was provided to the Chief Privacy Officer in response to a written request to
TSA for documents in connection with a pending investigation by the Chief Privacy
Officer concerning all of the PNR transfers by all parties. At the conclusion of this open
investigation, the Chief Privacy Officer will make a report to the public outlining the
facts and conduct of her review.

6. For either the “no-fly list” or CAPPS 11 to be effective, systems must be in place to
make it difficult for terrorists to travel under assumed names, using false identification.

a. What training or technology is currently provided to airport personnel to assist
them in detecting fraudulent forms of identification?

Answer: TSA has recently awarded approximately $8 million to airports across the
country to test access control technologies including biometrics and access control
systems, which could have applicability at checkpoints for validating identity. In
addition, TSA will conduct a Registered Traveler pilot program at five airports over the
summer. The pilot program will include biometric (iris and fingerprint) technologies that
will permit the agency to validate the identity of known RT volunteers.

b. Has TSA evaluated whether currently available technologies could enhance the
ability of airport personnel to recognize legitimate forms of identification, and to
detect security features currently embedded in drivers’ licenses by most states? If
not, why not? If so, please describe the results of the evaluations.

Answer: As noted immediately above, TSA has recently awarded approximately $8
million to airports across the country to test access control technologies, including
biometrics and access control systems, which could have applicability at checkpoints for
validating identity. TSA has not yet conducted a formal evaluation of current
technologies related to claimed identity verification. However, TSA recognizes the need
and will continue to participate in efforts that address the broad range of challenges
associated with the ability to verify the authenticity of an identification document and
credential and the ability to positively match an individual to the authentic credential.
Furthermore, TSA is leveraging the work of its DHS partners, such as the US-VISIT
program and the Science and Technology directorate, in these areas.
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TSA’s also has the Transportation Worker Identification Credential (TWIC) pilot
underway. TWIC Prototype Phase will test methods of verifying the authenticity and
legitimacy of identity documents using a combination of automated technology and user
training. The technology-assisted verification may include online verification of a range
of potential identity documents (a.k.a. “breeder documents™) and retrieval and review of
data embedded on various state drivers’ licenses. Training is a key component of TWIC.
As a result, TWIC development team is working closely with organizations such as the
American Association of Motor Vehicle Administrators (AAMVA) to leverage its
initiatives with respect to (a) fraudulent document recognition training, (b) online
verification, (c) digital image exchange between law enforcement agencies, and (d)
electronic verification of identity documents.

TSA recognizes that currently available technologies exist that can enhance the ability of
personnel to recognize legitimate forms of identification, and TSA intends to evaluate
many of these technologies during the TWIC Prototype Phase.

c. Is TSA working with other federal agencies, state governments, and private
companies to discuss changes that could improve its ability to detect fraudulent
ID’s? If not, why not? If so, please describe the work that has been done, and
what results have been achieved.

Answer: Yes. The TWIC concept was developed to address the threat of fraudulent IDs
for transportation workers requiring unescorted access to secure areas of the
transportation system. In order to mitigate the threat posed by fraudulent IDs, the
prototype TWIC will include security features and biometrics technology that will give
much higher assurance that the card is valid and authentic and that the cardholder is the
rightful and authorized holder. TSA, through the efforts of the TWIC pilot, has worked
extensively with Federal agencies, State governments, and private industry to improve
the ability to positively verify an individual’s identity.

The TWIC development team recognized that identity verification is the critical starting
point of any trusted credentialing effort, and therefore spearheaded the Claimed Identity
Working Group (CIWG). The CIWG was tasked to develop standards and procedures for
enrollment centers to use for verification of claimed identity of customers applying fora
TWIC. The CIWG has also leveraged the efforts of the credentialing committees
organized by the American Association of Motor Vehicle Administrators (AAMVA).
These committees, with participants from the National Highway Traffic Safety
Administration (NHTSA), Federal Motor Carrier Safety Administration (FMCSA), and
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Federal Highway Administration (FHWA), worked to establish uniform administrative
processes for the issuance of driver licenses and the identification of primary and
secondary documents that can be used to verify an applicant’s identity at the time of
licensure. Much of the work produced by these committees is relevant to TSA’s efforts
to issue secure credentials transportation workers.

In addition to the work with AAMVA, TWIC has developed a formal partnership with
the Florida Department of Highway Safety and Motor Vehicles (DHSMV) in conjunction
with the development of the Florida Uniform Port Access Credential (FUPAC) Program.
As a result of this partnership, TSA and the State of Florida and moving forward
together to enhance the ability to detect prevent and detect the use of fraudulent
identification credentials.

TSA is working with other Federal agencies, State governments, and private companies
to improve the ability to detect fraudulent ID’s. Since the inception of the TWIC pilot,
TSA has reached out to private industry to better understand technologies available that
may assist in the verification of identity documents. The TWIC pilot is using the GSA
Smart Access Common Identification Contract to select vendors for the upcoming
Prototype Phase. This GSA contract includes multiple prime vendor teams with a total of
over 300 vendors, with a wide range of technical expertise and solutions that include
smart card, optical memory, magnetic stripes, barcodes, biometrics and encryption
technologies and services. A significant piece of the Prototype Phase’s technical
solution can be expected to include the use of available technologies to verify an
individual’s identity.

Contract management and oversight

7. In your response to question 80(a) of the Committee’s pre-hearing questions, you
wrote that “it is appropriate for contractors to make some final adjudication decisions for
background checks on TSA screeners,” and that “TSA's Office of Chief Counsel has
determined that it is appropriate for contract adjudicators to make final ‘suitable’
decisions but that Government approval, or final adjudication, is necessary for
‘unsuitable’ decisions.”

a. On what basis did TSA’s office of Chief Counsel conclude that it is not
appropriate for contract adjudicators to make final “unsuitable” decisions?



160

Committee on Governmental Affairs — Questions for the Record
For the Nomination of David M. Stone to be Assistant Secretary of Homeland Security
(Transportation Security Administration)

Answer: The Office of Chief Counsel concluded that it is not appropriate for contract
adjudicators to make final “unsuitable” decisions because those decisions can
significantly affect the life, liberty or property of persons, and as a result, are inherently
governmental functions. Inherently governmental functions may not be contracted under
the criteria established by Office of Management and Budget (OMB) Circular A-76
(revised), May 23, 2003. In addition, although TSA is not required as a matter of law to
follow the Office of Personnel Management (OPM) suitability process, OPM guidance in
this area carries weight with regard to decisions on inherently governmental activities.
The OPM Suitability Processing Handbook, Appendix A, authorizes agencies to contract
adjudicative services to the extent that adverse decisions are not contracted, and there is
close agency oversight.

b. On what basis did TSA’s office of Chief Counsel conclude that it is
appropriate for contract adjudicators to make final “suitable” decisions?

Answer: Please see the discussion immediately above. Additionally, the adjudication of
certain favorable cases falls within the OMB Circular A-76 provision authorizing
contractors to implement a specific course of action with agency oversight because the
contractor in our case follows detailed suitability guidelines in which there is minimal
discretion. It is also consistent with the OPM guidance.

c. Was the reasoning behind the Chief Counsel’s determination unique to
adjudications for background checks, or would it apply to other types of

adjudications? Please explain.

Answer: Every case must be reviewed on its merits, but the principles discussed above
would apply to other kinds of adjudications.

d. Was the Chief Counsel’s legal analysis and decision ever documented? If so,
please provide the Chief Counsel’s written opinion.

Answer: The opinion of the Office of Chief Counsel was documented in a written
opinion dated August 12, 2003. A copy of the opinion is attached.

Role of Private Sector

8. Many segments of the transportation sector are owned or operated by private industry,
such as inter-city buses, trucking, pipelines and general aviation. Although multiple
vulnerabilities exist within these different modes, the Administration has not sought
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substantial resources to address them through the appropriations process. What do you
believe is the appropriate role for the private sector in assessing vulnerabilities,
prioritizing needs, and implementing security measures in their industry? What is TSA’s
role in ensuring that security gaps are addressed in these areas?

Answer: Effectively securing our Nation’s transportation systems can only be
accomplished in partnership with relevant Federal, State, tribal, local and private industry
entities. TSA coordinates work on the Transportation Sector Specific Plan, as part of the
National Critical Infrastructure Protection Plan, which will identify Federal and private-
sector stakeholders in the sector; their roles and relationships and their means of
communication; how important assets in the transportation sector will be identified,
assessed, and prioritized; how protective programs will be developed; how progress in
reducing risk will be measured; and how research and development will be prioritized in
the sector. This effort, combined with ongoing stakeholder outreach under the guidance
of the Secretary of Homeland Security and the Under Secretary for Border and
Transportation Security, will facilitate coordination of our partners’ security activities. In
practice, as part of its coordination responsibility, TSA identifies gaps and works with
appropriate partners to ensure those security gaps are filled.

9. What challenges have you encountered in working with the private sector to achieve
system-wide security measures in these transportation modes? How will you address
them?

Answer: TSA views the private sector as a partner in providing transportation security
and has strived to build relationships with transportation industry stakeholders since its
inception. The goal of working with the stakeholders has been to strike a balance
between security, the ability of U.S. citizens to travel freely, and the flow of commerce.
In order to achieve this balance, TSA has had to work with all aspects of these

industries, many of whom have differing views of how best to achieve this balance. TSA
has had to weigh the different concerns of these industries and settle on the most
effective transportation security measures.

The DHS directorate of Information Analysis and Infrastructure Protection (IAIP)
administers the provisions of the Critical Infrastructure Information Act of 2002 (part of
the Homeland Security Act, P.L. 107-196). IAIP works with State and local
governments, and private industry on the sharing of critical infrastructure information,
and the protection of this information from improper disclosure. TSA is in the process of
developing vulnerability self-assessments across all modes except maritime (which was
completed last July and remains fully operational), using the platform that supports the
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web-based self-assessment module as the foundation. This voluntary vulnerability self-
assessment tool can provide an important source for data gathering purposes. TSA’s goal
is to continue developing self-assessment modules and encourage their use by all public
and private transportation providers.

Actions to address these external challenges will include: (1) Partner with other
government agencies and the private sector in developing Protection Plans for the
Transportation and Shipping and Postal critical infrastructure sectors; (2) Constantly
review privacy issues to ensure actions are taken in a proactive manner to protect our
freedoms as we carry out the TSA mission; and (3) Develop transition plans for
technology that can facilitate the smooth flow of commerce while enhancing the security
of the overall process.

One channel through which TSA maintains communication in the aviation sector is the
Aviation Security Advisory Committee (ASAC). This committee is composed of groups
representing all aspects of the aviation industry: major air carriers, general aviation,
unions, and passenger right's advocates. The ASAC has brought the various aspects of
the aviation industry together to listen to each other's concerns and have helped strike a
compromise on issues that result in what is best for the traveling public. Last year the
ASAC working group on air cargo developed recommendations that TSA incorporated
into its air cargo strategic plan. The ASAC subcommittee working on general aviation
developed recommendations TSA used in creating the General Aviation Airports Best
Practices Guidelines. TSA is exploring ways of expanding this committee concept to
other transportation modes.

Furthermore, the process of developing a National Infrastructure Protection Plan has
bolstered the communications process through Information Sharing Analysis Centers
(ISAC). DHS, through TSA and IAIP, will continue to work with our industry partners
to ensure appropriate mechanisms for coordination.

Rail and Transit Security

10. TSA has recently begun testing passenger screening technology in some rail stations.
For example, it conducted a test of portals to detect explosives on passengers and their
bags in New Carroliton, Md., and it is now concluding a test of equipment to detect
explosives in baggage at Union Station. In your answers to the Committee’s written
questions, you indicated that the purpose of these tests was to determine whether this
equipment could be used to counter threats made against a particular station or in
preparation for a special event such as the upcoming conventions. These are only short-
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term uses and will not help to deter the kind of attack that occurred in Madrid. Why isn’t
TSA looking at using this equipment in rail and transit stations on a long term basis?

Answer: The rail and mass transit environments are, obviously, very different from
aviation and require different approaches to security as a result. TSA’s first rail passenger
screening pilot program, known as TRIP (Transit and Rail Inspection Pilot), will provide
the necessary data to determine if rail operators could deploy targeted screening
resources and protocols in high threat areas or where specific intelligence indicates there
is a need. Our nation’s rail and mass transit systems are inherently open, to allow for
ease of access and swift movement for passengers. The numerous stations and stops
make it unfeasible to deploy such screening processes in all systems at all entrances for
all passengers. TRIP preliminary findings suggest that screening could be deployed ona
targeted basis if known threats were made against a specific station. This has potential as
a deterrent. Lessons learned from TRIP are also applicable in the case of special events
such as national conventions, major athletic contests, and others.

11. I’'m concerned that more isn’t being done to shore up rail and transit security on a
daily basis. I understand that plans are in the works to assess the needs of rail and transit
systems, but this will not lead to concrete results for some time. I have visited rail yards
in Connecticut and have seen the security needs, but because of limited funds, these
needs aren’t being addressed. What will you do to close these gaps?

Answer: DHS is charged with responsibility for working to protect all modes of
transportation. However, it has consistently held that this responsibility has always been
and will continue to be, shared among Federal, State, tribal, local, and private industry
partners. TSA, under the direction of the Under Secretary for Border and
Transportation Security, in addition to aviation security, is responsible for managing the
security risk to America's surface transportation system and its users, including rail and
mass transit. It accomplishes this by preventing intentional disruption of the system
while ensuring the freedom of movement for people and commerce, and reducing the risk
to critical transportation infrastructure or surface transportation operations.

TSA continues to work with modal administrators (FRA, FTA, FMCSA RSPA, and
FHWA), governmental, and industry stakeholders to establish best practices, develop
security plans, assess security vulnerabilities, and identify needed security enhancements.

TSA is also:
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» Partnering with industry stakeholders to expand the Information Sharing
Analysis Centers (ISACs) for reciprocal information sharing of transportation
security initiatives, recommendations, enhancements, and incident
management; and incorporate them into TSA’s Transportation Security
Operations Center (TSOC.)

e Studying hazardous materials (Hazmat) security threats and identifying best
practices for transport of Hazmat.

o Evaluating prototype of a synergy pilot project — where cruise line
passengers’ baggage is transferred in-bond to the airport — to assist in the
development of national standards for similar cross modal baggage screening
coordination projects.

« Ensuring public/private transportation security plans align with Federal
security plans.

Sensitive Security Information

12. Under the Aviation and Transportation Security Act and other legislation, TSA has
authority to keep unclassified information secret to protect the security of transportation
(e.g., 49 US.C. §§ 114(s), 40119; 49 C.F.R. part 1520). It is essential that TSA secure
truly sensitive information that, in the wrong hands, could be used to plan or execute a
terrorist attack on our transportation infrastructure. At the same time, keeping
government information secret unnecessarily can disadvantage individuals who have
legitimate need for the information and may shield government programs from the
incentive to fix problems and improve security that public scrutiny can bring. How will
you balance the competing interests of secrecy and openness in exercising TSA’s
authority to keep unclassified information secret?

Answer: I am mindful of the public’s legitimate interest in, and right to know,
transportation information, as well as the harm that could result if sensitive security
information were disclosed to those who pose a threat to transportation security.

Specific regulations found at 49 CFR 1520 have been developed to help strike this
important balance and guide the protection of sensitive security information. The
regulations limit the disclosure of information obtained or developed in carrying out
certain security or research and development activities that would be an unwarranted
invasion of personal privacy, reveal a trade secret or privileged or confidential
commercial or financial information, or be detrimental to the security of transportation.

The principal aim in protecting sensitive security information is to protect it against
indiscriminate handling. Under the regulations noted above, TSA shares sensitive
security information with a wide variety of persons that have a need to know the
information, many of whom are outside of the Federal government.
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1. On May 6, 2004, the Office of Special Counsel (OSC) filed a friend of the court brief
with the Merit System Protection Board (MSPB) maintaining that the MSPB has
jurisdiction over whistleblower cases filed by TSA screeners. This claim is based on the
fact that section 883 of the Homeland Security Act, Pub. L. No. 107-609, states:

SEC. 883. REQUIREMENT TO COMPLY WITH LAWS PROTECTING EQUAL
EMPLOYMENT OPPORTUNITY AND PROVIDING WHISTLEBLOWER
PROTECTIONS.

Nothing in this Act shall be construed as exempting the Department from
requirements applicable with respect to executive agencies--

(1) to provide equal employment protection for employees of the Department
(including pursuant to the provisions in section 2302(b)(1) of title 5, United
States Code, and the Notification and Federal Employee Antidiscrimination
and Retaliation Act of 2002 (Public Law 107-174)); or

(2) to provide whistleblower protections for employees of the Department
(including pursuant to the provisions in section 2302(b)(8) and (9) of such
title and the Notification and Federal Employee Antidiscrimination and
Retaliation Act of 2002).

In your written response to question 74(c) of the Committee’s pre-hearing questionnaire,
you stated that whistleblowers have the right to bring cases of whistleblower retaliation
to the OSC. You did not state that they could have their cases heard by the MSPB in
accordance section 883. Although I disagree with the position, I understand that part of
the reasoning behind the denial of full whistleblower rights to Transportation Security
Administration (TSA) screeners is that TSA was to be a ‘distinct entity’ within the
Department of Homeland Security (DHS) for two years. As you know, TSA became part
of DHS on March 1, 2003. Can you please provide details as to the whistleblower rights
that will be provided to TSA screeners after March 1, 2005, when TSA will no longer be
a distinct entity in DHS?
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ANSWER: TSA is committed to protecting screeners from retaliation for
whistleblowing activities. We recognize the importance of protecting whistleblowers,
because they provide a valuable check against misconduct ranging from security
violations to infringement of the agency’s internal operating procedures. This has been
our position since TSA’s inception, and remains so.

Section 111(d) of the Aviation and Transportation Security Act (ATSA), P.L. 107-71
provided TSA with discretion to “employ, appoint, discipline, [and] terminate” screeners
“[njotwithstanding any other provision of law.” Shortly after the passage of ATSA, the
Office of Special Counsel (OSC), the agency responsible for enforcing the Whistleblower
Protection Act (WPA), opined that this provision deprives TSA screeners of rights under
the WPA, including the right of an employee to appeal to the Merit Systems Protection
Board (MSPB) after exhausting the OSC investigative process. Therefore, to ensure that
whistleblowers are adequately protected from retaliation, TSA entered into a
Memorandum of Understanding with the OSC authorizing the OSC to investigate
whistleblower retaliation claims by TSA screeners and refer their findings to TSA for
appropriate action. TSA also issued an interim policy conferring on screeners
substantive whistleblower protections similar to those set forth in the WPA.

Subsequently, the Homeland Security Act (HSA), P.L. 107-296, was enacted. Section
883 provides that “[n]othing in [the Homeland Security Act] shall be construed as
exempting the Department [of Homeland Security] from requirements . . . to provide
whistleblower protections from employees of the Department ...”. OSC took the position
that this provision restored enforcement rights for screeners. Accordingly, in cases
brought by screeners before the MSPB, TSA did not dispute screeners’ claims that they
had whistleblower appeal rights to the MSPB. However, several MSPB administrative
judges (judges) ruling on whistleblower appeals before them, determined on their own
initiative that the MSPB does not have jurisdiction over screeners’ whistleblower
retaliation appeals because no law, rule, or regulation granted the MSPB authority to
review those cases. The judges found that the specific authority granted in ATSA §
111(d) was not affected by § 883 of the HSA. None of the judges based the jurisdictional
decision on the provision of the HSA (§ 424) making TSA a distinct entity for two years.'
It is important to note that jurisdiction of the MSPB must be established by statute;
jurisdiction cannot be conferred by agreement of the parties.

In light of these decisions, TSA reconsidered its position. In the screeners’ appeals to the

! Section 424 of the HSA does not provide that TSA shall cease to be a distinct entity after two years; it
provides that TSA shall be maintained as a distinct entity for two years from the date of enactment of the
Homeland Security Act (P.L. 107-296). The Act was signed into law on November 25, 2002.
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full MSPB, TSA argued that the judges correctly concluded that there is no jurisdiction,
based on the statutory construction principle that specific provisions of law (ATSA)
control over general provisions (HSA). TSA also noted that neither ATSA nor the HSA
expressly grants the MSPB jurisdiction to hear screeners’ whistleblower retaliation
claims.

Prior to filing its briefs with the MSPB, TSA consulted with OSC regarding its position
on the issue. At that time, OSC was not prepared to take a position. Recently, OSC filed
an amicus brief with the MSPB arguing that § 883 of the Homeland Security Act grants
screeners whistleblower appeal rights. The MSPB has not yet issued a decision in these
cases.

It is important to note that TSA currently provides essentially the same substantive
whistleblower protections as are available under the WPA, and we are committed to
continue to provide those protections regardless of the resolution of the jurisdictional
issue. However, whether screeners will have appeal rights to MSPB will depend, at least
in part, upon the outcome of the MSPB cases and the rationale the MSPB and any
reviewing court use in deciding the jurisdictional issue. We do not believe that the
outcome of the jurisdictional issue would be different if TSA ceases to be a distinct
entity. Regardless of the organizational structure of TSA or DHS, ATSA § 111(d)
provides separate personnel authority for Federal employees conducting screening,
“notwithstanding any other provision of law.”

2. During the debates over the establishment of new appeals systems at DHS and the
Department of Defense, it has been argued that without independent adjudicatory bodies
like the MSPB or the Federal Labor Relations Authority, employees will attempt to turn
every adverse action into a case of discrimination in order to be heard by the Equal
Employment Opportunity Commission (EEOC), which has been preserved in terms of
procedures, oversight, and authority in both new personnel systems. According to your
response to question 74(c) of the Committee’s pre-hearing questionnaire, EEOC is the
only independent adjudicatory body that TSA screeners can appeal to for adverse actions.
While you have given some explanation for the high number of EEOC cases by TSA
screeners, I would like to know whether you believe the high number cases could be due
to the lack of other means for screeners to have their cases heard by an independent
adjudicator?

Answer: There are a variety of mechanisms and forums in addition to the EEOC
complaint process for TSA employees to address workplace problems. These include the
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following:

Disciplinary Review Board: The disciplinary review board (DRB) provides
non-probationary screeners with a forum to appeal adverse actions. The DRB
consists of three management representatives who had no involvement in the
action. The board reviews the matter based on the documents submitted and
may also convene a conference with the appellant or conduct a hearing, which
may include witnesses. The appellant has the right to representation in
presenting an appeal to the DRB. The DRB has the authority to sustain the
action, reverse the action or mitigate the penalty.

Grievance Procedure: All employees may file grievances concerning certain
matters of dissatisfaction relating to their employment. TSA’s process allows
an employee who is dissatisfied with a decision at the first step to appeal to a
higher level manager or supervisor who had no involvement with the matter.
The decision of the second-step official is final.

Ombudsman Program: This program assists employees in identifying and
evaluating options for resolving specific concerns and problems using a
variety of dispute resolution techniques. This is a confidential process that
allows employees to engage in a frank discussion with trained Ombuds staff
with the assurance that the matter will not be relayed to management without
their consent.

Whistleblower Protections for TSA Screeners: TSA prohibits retaliation
against TSA screeners who engage in protected whistleblowing activity. Any
screener who believes he or she has been retaliated against for protected
whistleblowing activity may file a complaint with the Office of Special
Counsel (OSC).

Model Workplace - Integrated Conflict Management System: Through
TSA’s Model Workplace initiative, airports are developing their own capacity
and structures to handle conflict proactively. In addition, for purposes of a
peer review program that we are piloting at 11 airports, we have added a third
step to the grievance procedure at which the screener may select peer review.
This was based on input from the airports where it is being piloted and in
consultation with our Office of Human Resources and Office of Counsel.

EEO Mediation Program — Alternative Resolutions to Conflict (ARC):
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TSA’s Office of Civil Rights has developed an aggressive program to resolve
employee EEO concerns at the earliest stage of the process. ARC makes
alternative dispute resolution available at both the informal and formal stages
of the EEO process and offers an excellent opportunity for parties to work
together to address their concerns quickly and informally without extensive
administrative processing or the need for costly and time-consuming
litigation. This program has the potential to dramatically reduce the number
of formal EEO complaints, conserve limited resources, and restore trust in the
employee/employer relationship. Employees have the opportunity to be
represented during this process. Facilitations under this program are
conducted by trained professionals and are scheduled expeditiously. Any
agreements reached are binding on the parties.

3. Due to the lack of rights and protections afforded to TSA screeners as compared to
other employees in the federal government, I am concerned with the morale of TSA
screeners and am interested in their views on their rights and protections. Has TSA
conducted any employee surveys regarding this issue, and if so, what were the results of
those surveys and what steps are being taken to act on employee concerns?

Answer: TSA has not conducted any formal surveys specifically to address employee
rights and protections, and is relying on the various practices and processes outlined in
response to the previous question to assess how employees will pursue redress of
personal issues. We are, however, committed to address employee issues and do so
either on a case-by-case basis or more broadly if the situation warrants. For example, the
TSA Office of the Ombudsman has administered customized surveys to TSA employees
at several locations. The results of these surveys are typically used by management and
screeners to develop action plans for addressing problems and concerns in the workplace.
Additionally, a variety of program offices at TSA Headquarters may provide assistance
in the development and implementation of the airport-specific action plans, where
appropriate. The Office of the Ombudsman plans to continue to use customized surveys
as part of its toolkit for addressing workplace concerns.

Also, earlier this calendar year TSA conducted its first Organizational Assessment
Survey (OAS). Every TSA employee received a copy of the confidential survey at his or
ber home address, had the opportunity to, and was encouraged to retum it to a contractor
for independent data collection and analysis. While the OAS does not cover the area of
rights and protections, it does measure employee job satisfaction. TSA adapted the Office
of Personnel Management (OPM) OAS format of 17 overall dimensions, included TSA-
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specific questions, and a section in which written comments could be added. TSA is now
finalizing the results analyses. As TSA analyzes the results, we are proactively looking
at areas in which action plans could be developed such as employee recognition, fairness
and treatment of others, and work environment to increase job satisfaction levels. TSA
intends to conduct this organization-wide survey on an annual basis.

4. Under the Aviation and Transportation Security Act, Pub. L. No. 107-071, airports
can choose to “opt out” of the federal screener program and utilize private screeners
beginning in November 2004.

a. Should airports choose to opt out of the federal screener program, what benefits
or protections will be afforded to screeners losing their jobs? Will the screeners be
eligible for buyouts, early retirement, relocation expenses, or right of first refusal for
screener jobs?

Answer: TSA will be prepared with a transition plan to effectively manage any shift in
operations to private contractor partners at airports that request a change under the law,
and where TSA approves the application. TSA’s goal is to transition as efficiently and
expeditiously as possible at these airports, maintaining security and minimizing any
impact on customer service, while providing as considerate and well-managed a
transition as possible for the affected workforce. TSA will work with private contractor
partners to assist Federal screeners affected by such a transition, including priority for
employment with the private contractor. TSA will also work on measures to facilitate the
movement of any displaced screeners to other positions with TSA, or with other Federal
agencies

TSA will strive for a transition process that is fair, cost-effective and seamless. TSA
believes that it is in everyone’s best interest to leverage the current workforce, both from
security (TSA has experienced screeners with training) and cost-effectiveness (assessing
and training new screeners can entail significant costs) perspectives.

b. Will screeners who keep their jobs be allowed to retain their status as federal
employees?

Answer: Screeners who are retained by incoming private contractor screening firms will
become employees of those firms. As such, these screeners will not be Federal
employees. Obviously, at airports that do not participate in the Screening Partnership
Program, the screeners will remain Federal employees. TSA will also strive to assist
screeners who are not placed at contract screening companies with placement in other
positions with TSA, or with other Federal agencies, or through other means.
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Questions for the Record
Submitted by Senator Tom Carper
For the Nomination of David Stone to be
Assistant Secretary of Homeland Security
Transportation Security Administration

1. Tunderstand that the pilot passenger and baggage screening programs initiated at
Union Station and the Amtrak and MARC station in New Carrolton, Maryland have been
quite successful. What kind of screening did these projects involve? What were
passengers' reactions to the screening? Is the kind of screening technology that was
tested something that could one day be deployed at other rail or transit stations?

Answer: Secretary Ridge announced the Transit-Rail Inspection Pilot (TRIP) on March
22, 2004, to test new technologies and screening concepts. The objective of TRIP was to
implement a pilot program to determine the feasibility of screening passengers, luggage,
and carry-on bags for explosives in the rail environment. Phase I was conducted at the
New Carrollton, Maryland Amtrak and MARC station and included use of a static
explosives trace detection portal for screening passengers and an automated multi-

view x-ray system with explosives detection capabilities for screening carry-on baggage.
Phase I was completed on May 26.

Overall results for Phase I indicated good checkpoint throughput with minimal customer
inconvenience. A total of 8,835 passengers and 9,875 pieces of baggage were screened
during the test. The average time to wait in line and move through the screening process
was less than 2 minutes. The reaction from passengers at both sites has been positive and
supportive. Customer comment cards indicated a 93% rate of satisfaction with both the
screening process and the professional demeanor of TSA personnel.

Phase I started on June 7, 2004 and is scheduled to end June 30 at the Union Station
Amtrak Station in Washington, D.C. During Phase II, TSA is using a multi-view x-ray
system with explosives detection capabilities for screening the checked baggage
belonging to passengers on long haul trains. Additionally, Explosives Trace Detection
equipment will screen all bags entering the parcel room, and cargo is being screened and
checked by explosives detection canine teams.

The challenges in screening passengers and baggage in a rail and transit environment are
significantly different compared to aviation security. Rail stations are not self-contained,
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and passengers have the ability to board and disembark trains throughout their routes.
TSA intends that the TRIP program provide necessary data to determine the feasibility of
deploying targeted screening resources and protocols in high threat rail and transit areas
or where specific intelligence indicates there is a need. This information will be very
helpful as TSA works with its Federal, State, local, and private sector partners to develop
options and procedures to enhance rail security.

2. What efforts have TSA or the Department of Homeland Security undertaken to study
successful rail or transit security efforts underway overseas? What have you learned?

Answer: TSA officials have and are interacting with foreign counterparts on rail and
transit security issues with the intention of sharing and gleaning best practices from
countries with a history of terrorism against their surface transportation systems. TSA
has developed forums for sharing security information and practices across all modes of
transportation. TSA meets with officials from the UK., Spain, Russia, Israel, France,
Japan, Greece, the Netherlands, Canada, and other countries on a regular basis. TSA also
benefits from its representatives based overseas in U.S. Embassies. These TSA
employees have expanded their traditional aviation security roles to include security
issues relating to all modes of transportation.

Since the attacks on September 11, 2001, a number of countries have taken additional
security measures to protect their rail and mass transit systems against terrorism.
Following the more recent attacks in Spain, many systems have been placed on high alert
and have implemented additional measures to secure mass transit in their respective
countries. Examples of initiatives undertaken include screening technology, behavioral
observation, explosive detection canine teams, closed-circuit television, enhanced
communications systems, patrols of tracks and stations, additional policing, passive
measures, and access controls. Many of the lessons learned by TSA counterparts in other
countries have been incorporated into TSA pilot projects such as TRIP.

3.1 know that the Federal Transit Administration has conducted a series of vulnerability
assessments of transit agencies in the largest cities in the country. What role did TSA
play in conducting these assessments? Does TSA or some other part of the Department
of Homeland Security have plans to expand on these assessments or conduct a
comprehensive, nationwide rail and transit vulnerability assessment?

Answer: The Federal Transit Administration (FTA) funded security risk assessments for
the 80 largest transit agencies in the nation, which included the 10 largest commuter
railroads under the Federal Railroad Administration’s (FRA) jurisdiction. TSA reviewed
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FTA'’s 34 vulnerability assessments on transit systems in high-density urban areas and on
three commuter rail lines and completed a gap analysis. TSA is working with its Federal
partners , including FTA, as well as its State, local, and private sector partners to
continue to improve rail and transit security.

4. As you know, the Department of Homeland Security announced a set of security
directives last month requiring rail operators to take a set of very basic steps to increase
security, such as removing trash cans and making more frequent use of bomb-sniffing
dogs. It is my understanding that rail operators have already taken most of these steps on
their own, using their own scarce resources. Since operators like Amtrak and most local
transit agencies barely have the funding necessary to run their system from day to day,
how does TSA expect them to find the resources necessary to comply with the new
directives or any new security initiatives called for in the Sector Security Plan TSA is
currently drafting?

Answer: TSA has been working with transit and rail operators as they implement
enhanced security measures through a combination of consultation, operational
flexibility, and grants where appropriate. In the aftermath of the terrorist attacks in
Spain, Russia, and elsewhere, passenger rail companies have implemented a number of
robust security measures. On May 20, 2004, DHS issued two Security Directives (SD)
to ensure the best of these practices are implemented throughout the industry. The SDs
include protective measures for commuter and transit passenger rail, inter-city train, and
regional services. These requirements are mandatory and were required to be
implemented within 72 hours of issuance. The measures were established by engaging
the industry, State and local authorities, and our Federal partners. Many of these security
measures are already contained in corporate security plans in effect throughout the
industry.

DHS is requiring the implementation of security measures to establish a formal baseline
and standardize protective measures for all passenger rail assets, including personnel and
physical assets and critical facilities (stations, cars, terminals, etc.).

Passenger rail owners and operators will have flexibility appropriate to their facilities and
assets (i.e. depending on traffic, critical location, etc.), as opposed to being subject to
blanket, proscriptive standards. A performance-based standard allows the operator to
determine how best to achieve the desired level of security rather than prescribing
specific actions to be taken or technology to be used. This policy allows operators to use
their professional judgment and encourages technology advancement.
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The SDs also provide for alternative measures, whereby owners/operators who are unable
to comply can propose alternative measures. TSA will work with them to address their
concerns and ensure that these alternative measures achieve the appropriate level of
security.

DHS, through the Office of Domestic Preparedness (ODP), also provides UASI grants
for rail owners and operator to apply for security improvements. In the first round of
UASI mass transit grants, ODP awarded $67.8 million (FY2003) to help secure the 20
highest risk transit systems in the U.S. based on ridership. On November 13, 2003, ODP
awarded another $50M (FY2004) to the top 30 transit agencies with heavy rail, subway,
and commuter rail systems.

5. 1am a strong supporter of two important bipartisan pieces of legislation that would
give rail operators the resources they need to cover some of their security costs. S. 2273,
a bill reported out of the Commerce Committee unanimously on April 8" requires a
comprehensive vulnerability assessment of our nation’s rail infrastructure and authorizes
the Department of Homeland Security to award $350 million in grants for security
improvements. It also includes $667 million for improvements to the rail tunnels in New
York, Baltimore and Washington and authorizes studies on passenger screening and steps
taken in other countries to improve rail security. S. 2453, a transit security bill reported
out of the Banking Committee unanimously on May 6™, requires Homeland Security to
begin taking the lead role in transit security and award grants to transit agencies for
security enhancements. What are your views on S. 2273 and S. 24537

Answer: TSA was provided with the opportunity to review and comment on both of
these pieces of legislation. Our comments on these two bills are included in the official
DHS Views Letters, copies of which are attached.
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Questions from Senator Carl Levin for
David Stone, nominee to be Assistant Secretary of Homeland Security
Transportation Security Administration

1. What steps has TSA taken to ensure that all aspects of the travel chain are secured,
including luggage, passengers, and cargo? Do you think there is an adequate level of
security screening taking place and if not, what steps need to be taken in order to achieve
it?

Answer: In the passenger environment, TSA has implemented a multi-layered aviation
security program that has been carefully designed to detect, deter and disrupt attacks
against commercial aviation. The most visible security layer is the Passenger Screening
Program, which protects against use of aircraft as a Weapon of Mass Destruction and
against attacks on aircraft themselves. 100% of commercial passengers and their carry-
on baggage are screened for weapons and explosives with a combination of X-Rays,
metal detectors, Explosive Trace Detection (ETD) and/or manual search. Almost all of
the equipment used to conduct screening has been upgraded or replaced in the last few
years or will be in the next few years, and further improvements in both equipment and
procedures are being continually evaluated. Our Checked Baggage Screening Prograrm
protects against attacks on aircraft using explosive devices. Explosive Detection Systems
(EDS) and congressionally approved alternative measures screen checked baggage, for
all but the very smallest commercial passenger aircraft. Manual searches are also used as
a back-up or for alarm resolution. TSA employs roughly 45,000 highly qualified and
trained Federal and private contract screeners to conduct passenger and checked baggage
screening. TSA also has a robust explosives detection canine program providing
enhanced aviation security for checked baggage and air cargo. Additional layers of
security include hardened cockpit doors, deployment of Federal Air Marshals (FAMS) on
high-risk flights, and armed pilots who have been trained and certified under the Federal
Flight Deck Officer Program.

In the air cargo environment, TSA’s Air Cargo Strategic Plan, approved by Secretary
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Ridge in January 2004, details a multi-phased, layered approach towards strengthening
air cargo security. One goal of the plan is to ensure that 100 percent of high-risk cargo is
inspected.

The plan focuses on four major components:

¢ Enhancing the Known Shipper Program;

« Establishing a cargo pre-screening system that identifies potentially high-risk
cargo;

+ Launching an aggressive slate of major R&D programs for air cargo; and

o Partnering with stakeholders to implement additional measures such as
enhanced background checks on persons with access to cargo and new
procedures for securing aircraft between flights.

TSA has already implemented a number of measures called for by the Air Cargo
Strategic Plan, and has taken several important steps to secure cargo on passenger air
carriers. Our approach to strengthening cargo on passenger carriers is consistent with the
DHS approach to securing containers that cross our nation’s borders: Screen 100% of
high-risk shipments. This approach is based on three strategic components: verifying the
legitimacy of shippers, pre-screening cargo shipments to target suspicious packages
effectively; and developing and instituting procedures and technology to inspect a
shipment deemed high risk.

1 believe that the level of screening taking place is appropriate given the facts as we know
them today. However, there is room for improvement, and TSA is continuously working
to improve the quality of its screener training and protocols, and to develop next
generation screening technology. There is little doubt that terrorist organizations
continue to surveil our screening processes and to gather intelligence on our procedures
and technologies in search of vulnerabilities. TSA must be eternally vigilant in its own
efforts to identify vulnerabilities and to close security gaps as quickly and effectively as
possible. Currently, we are working toward significant regulatory changes that will
enhance security for air cargo and at aircraft repair stations. There are many challenges
to overcome to better secure our commercial aviation system. TSA must appropriately
balance resources against risk, so as to deploy resources to locations where the threat is
greatest.

2. Has the United States attempted to implement a system of reciprocity with Canada on
luggage screening? If so, what are the prospects of achieving it? If not, why not?



177

Committee on Governmental Affairs — Questions for the Record
For the Nomination of David M. Stone to be Assistant Secretary of Homeland Security
(Transportation Security Administration)

Answer: As of December 31, 2002, TSA was mandated to screen all checked baggage
for explosives on flights from/within the US. In January 2003, a working group was
convened to explore the possibility of accepting other governments’ hold baggage
screening in lieu of TSA’s rescreening of baggage connecting or continuing on arriving
flights into the US.

The work group was authorized to identify the technologies, processes, and resources
needed to evaluate and recommend changes in the U.S. Federal regulations and
procedures at the point of entry. The first priority was determined to be pre-cleared
flights originating in one of the seven points of departure in Canada.

The group has conducted a current state analysis of equipment deployment and operating
procedures, and employee hiring, training, and certification standards in Canada and the
USs.

In accordance with the US-Canada Smart Border Declaration, the group continues to
explore avenues to ensure a secure flow of people and goods while providing for the
customs and security pre-clearance of passengers and property transported by air across
the U.S./Canada border.

The group is examining a means of meeting TSA certification standards through
deployment of certified equipment in Canada. TSA is exploring options for
comparability which would satisfy U.S. standards while being cost effective for the
Canadian government to implement. TSA has been engaged in official discussions with
Canada since March.

TSA has consulted regularly with Transport Canada’s Regulatory Affairs Department to
discuss the Working Group’s progress. Transport Canada views the TSA efforts as a
positive step in our bilateral efforts to harmonize aviation security standards and
procedures.

3. Some airports in my state have expressed concern about the level of bureaucracy that
surrounds TSA decision making. For instance, I have been told that local TSA managers
have little ability to enter into leases or to negotiate space agreements with airports,
adding unnecessary time and levels of bureaucracy to what would seem like basic tasks.
Has TSA noted this as a problem and if so, has it taken any steps to allow more decision
making to be made at the local level in an effort to improve efficiency?
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Answer: When TSA was created in 2001, there was an.immediate need for office space
in approximately 500 locations across the country. Consistent with the policies and
practice employed throughout the Federal government for facilities acquisition the TSA
engaged the General Services Administration (GSA) to negotiate and execute leases for
our offices. The GSA deployed its leasing experts (i.e., GSA leasing staff and contract
real estate brokers) across the country on our behalf. To date, GSA has negotiated and
signed leases in nearly 500 locations, many of which have office space both on and off
the airport, resulting in two leases per location.

Working with GSA to negotiate and sign leases for TSA has a number of benefits:

s TSA is able to implement office space standards that can be applied in all TSA
locations, thereby ensuring consistency from location to location.

o Centralized management of TSA space acquisition allows for the provision of
appropriate management controls, which is critical given the funding implications
of hundreds of leases nationwide.

¢ (SA is able to negotiate favorable lease terms based upon the volume of leases
they hold nationwide.

e The financial risk to TSA is minimized because GSA holds the leases, not TSA
and TSA is able to opt out of leases with 120-day notice to GSA. Therefore, as
conditions change, TSA maintains flexibilities in this regard and is not obligated
to the long (between 2 and 5 years) lease terms normally required in a commercial
arrangement.

Although GSA is TSA’s leasing agent, a Federal Security Director (FSD), or the FSD’s
designated representative, is intimately involved in the process of identifying the space,
reviewing options, and making decisions on space to be leased. However, the FSD is not
authorized to execute leases on behalf of the Government. Federal procurement policy
requires that only warranted contracting officers bind the Government to lease or contract
obligations.

While space is usually readily available to support TSA’s office space requirements off
the airport, on-airport space sometimes presents unique problems, especially at the larger
airports. In these situations, the TSA relies heavily on the FSD and staff to work with the
airport authority to identify available space. GSA, using warranted contracting officers,
negotiates acceptable lease terms and assumes the risks associated with holding the lease.
However, there are situations when an airport authority will insist that we use their
commercial lease forms, which do not include the necessary and legally required clauses
for Federal government contracts and leases. While the Government explains why many
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of the commercial clauses are prohibited in Federal government leases, some airport
authorities continue to insist on inclusion of such terms (e.g., indemnification, payment
of attorney’s fees, insurance), which leads to delays in executing lease arrangements.

4. I understand some airports, including Detroit Metropolitan Wayne County Airport,
have put up the funds needed to constructed space to house TSA activities and paid for
the provision of public utilities for TSA. However, I’m told they have not yet been
reimbursed for these expenses. Is this a wide spread problem and is TSA taking steps to
reimburse airports for these expenditures?

Answer: In 2002, TSA announced a program to reimburse airports for utility and
janitorial expenses incurred by TSA at security checkpoints. TSA engaged both the
Airports Council International (ACI) and the American Association of Airport
Executives (AAAE) to notify their members of this reimbursement program. TSA also
announced this program at both ACI’s and AAAE’s annual conferences.

A draft TSA reimbursement agreement was distributed to both ACI and AAAE for
comment. TSA adopted the majority of their comments in its final form agreement. To
date, TSA has either executed or is negotiating agreements with over 30 airports.

With respect to Detroit Metropolitan Wayne County Airport, TSA initiated negotiations
for a reimbursement agreement several months ago, utilizing both the Federal Security
Director as well as various headquarters elements. While a few issues are still
unresolved with respect to TSA utility use, TSA is confident an agreement can be
reached in the near future.

5. Many airports have seen a reduction in passenger levels since 9/11 resulting which has
meant a net reduction in cash flow for both the airports and the airlines. This raises the
question of who is able to pay for the additional security needs that are required in a post
9/11 world. How has TSA proposed that these costs be paid?

Answer: Nationwide, air travel levels are approaching -- and are expected to surpass --
pre-9/11 level. While the distribution of originating passengers may not mean that each
and every airport has experienced similar growth, it does reflect the increasing level of
confidence that the traveling public has in the aviation security system.

Ensuring that our Nation’s transportation systems are secure must be accomplished
through effective partnering between appropriate Federal, State, tribal, local, and private
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industry entities. The Federal taxpayers, through direct appropriations funding for TSA,
pay for a considerable portion of aviation security costs. TSA also facilitates
coordination among aviation stakeholders, many of whom have always been and
continue to be in the business of providing security for their particular piece of the
transportation sector. We will continue to work with Congress and our stakeholder
communities to determine how best to fund continuing and additional security measures
as appropriate.

The Aviation and Transportation Security Act (P.L. 107-71) authorizes the collection of
security service fees from air passengers and air carriers to fund aviation security
activities. Passengers of domestic and foreign air carriers originating in the United States
pay a fee to help cover the costs for the deployment of the passenger and baggage
screener workforce, Federal law enforcement officers, and Federal Air Marshals, as well
as for civil aviation security research and development. This fee is collected from
passengers by air carriers, who then transmit the proceeds to TSA.

ATSA also authorizes TSA to collect a security fee from air carriers that may not exceed
in the aggregate what they had spent on providing civil aviation security services in
calendar year 2000. The Administration’s Fiscal Year 2005 budget assumes that TSA
will collect $750 million from the air carriers. This figure is based on oral and written
statements that the airline industry had made to Congress and to the General Accounting
Office regarding their calendar year 2000 aviation security costs. Since TSA began
collecting the fee, the air carriers have stated that they should pay fees of only $315
million annually. Recently, the President sent a Budget Amendment to Congress that
included a technical legislative proposal to ensure that TSA collects the full $750 million.

As appropriate, state, local, and private sector partners bear some or all the costs for
perimeter and access control, security guards, background checks, security training and
awareness, credentialing, and conforming to regulatory requirements. Also, private
industry customers who use transportation in the course of business bear indirect costs
through the impact of security measures on their travel and cargo delivery schedules, as
well as through passenger security fees or security costs passed along by the shipping
company.

TSA will continue to pursue new enhancements and safeguards to aviation security
through our partnerships with Federal, State, local, tribal, and private industry
stakeholders. We will continue to work closely with Congress in its exercise of its
appropriations, authorization, and oversight responsibilities.
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To Be Assistant Secretary of Homeland Security
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Questions for the Record - Senator Richard J. Durbin

TSA Screener Staffing At The Checkpoints

Recently, I wrote to you regarding the decision by TSA to reduce the federal screener
workforce at Midway and O’Hare International Airports for a second year in a row. [
continue to be concerned about the implications that your agency’s workforce reductions
will have on the traveling public in the Chicago area and throughout the national aviation
system.

I fail to see the logic in cutting screener staff at these vital hubs where there is a
demonstrated need for adequate TSA screener staff, especially in the summer where there is
sure to be an increase in air travel. According to TSA, the Chicago Aviation System will
have seen the elimination of almost 600 federal screeners positions in the past two years;
Midway will have lost over 100 while O’Hare will lose approximately 500.

As I stated in my correspondence, I remain particularly concerned about potential delays at
Midway, where 14 additional gates have become operational this summer. While the airport
is preparing to accommodate additional passenger traffic, TSA is modifying the screener
workforce as if preparing for a downturn in traffic.

In order to avoid passenger and flight delays this summer, it is vital that an adequate number
of TSA staff be in place.

Letters of Intent (LOI) Process For The Installation of EDS Machines

I would like to thank the TSA for their announcement last month to commit $37.5 million to
begin construction work on the installation of EDS equipment at O’Hare Airport. [agree
with your past comments that it is vital for these projects at O’Hare and Midway to be
completed as soon as possible.

1am aware of the financial constraints TSA is working under, however, I would like to hear
your views on how TSA plans to complete Chicago’s EDS installation in a timely manner. I
understand that the $37.5 million will only cover a portion of the total cost to pay for the



182

Committee on Governmental Affairs — Questions for the Record
For the Nomination of David M. Stone to be Assistant Secretary of Homeland Security
(Transportation Security Administration)

entire installation. While this is a good start, I look forward to working with TSA to ensure
that Chicago receives the total amount of federal funding necessary to safely and efficiently
run security at the nation’s busiest (O’Hare) and fastest growing (Midway) airports.

UESTIONS

1. It’s my understanding that your agency has been in negotiations with Chicago
Department of Aviation officials to finalize plans to begin partial work on installing EDS
machines for three terminals at O’Hare. What assurances can you give me that TSA will
continue to provide federal funding for these projects until the entire job is completed?
Knowing the importance of the Chicago Aviation System to the national aviation network,
can you give me any assurances today that funds will be available in your FY0S5 budget to
complete all terminal work?

Answer: As you stated, the TSA and the Department of Aviation for the City of Chicago
have agreed to a funding plan to install EDS equipment at several terminals at O’Hare
International Airport (ORD). I can assure you that we will continue to work with the
Chicago Department of Aviation to determine to what extent TSA can provide available
Fiscal Year 2005 funding for a baggage screening solution that best supports both ORD's
and Midway’s (MDW) needs. We also need to continue to support, with these available
funds, those other airports that are in need of additional equipment capacity to
accommodate expected increases in passenger loads. All airports must be able to
maintain 100 percent electronic screening capability of checked baggage.

2. Can you explain the reasoning behind why TSA has lowered the authorization for
screeners at Midway and O’Hare by 600 positions over the past two years?

Answer: Our commitment to the traveling public is to continue to deliver the same high
level of security and provide the best customer service possible. The number of
screeners at each airport is based on a methodology that TSA has been refining for more
than a year. The methodology takes into consideration data such as forecasted air travel,
airport hours of operation, number of checkpoint lanes, configuration of baggage
screening areas, and type of equipment available. TSA must provide quality screening
service across the aviation system.

While many have predicted problems at the airports during summer travel, TSA has met
every challenge of peak travel. We are constantly looking at options to increase
efficiencies in both the passenger and baggage screening operations. The use of part-
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time screeners allows additional scheduling flexibilities. We are pursuing ways to
educate passengers better to help eliminate the need for secondary screening. Many
airport operators and air carriers are providing support for non-screener roles, such as
checking passenger identification, and asking passengers to take their laptops out before
reaching the screening checkpoint. This assists TSA by allowing us to focus our
screeners on the actual security screening.

TSA stands prepared to meet the needs of travelers using Chicago’s two great airports.

3. Has your agency developed a plan or contacted Midway airport officials about how
TSA intends to handle the influx of new passengers coming into the airport now that the
new additional gates are functional at Midway?

Answer: The TSA regularly meets with Chicago Department of Aviation representatives
to discuss growth plans and to formulate action plans to meet the needs of the airport and
airlines. TSA’s Midway staff has met with Midway airport and airline stakeholders from
the initial planning stages for this growth in additional gates. Airlines share aircraft loads
and schedules, thereby allowing TSA to respond by scheduling screeners to meet the
peak demand of the airlines and airport.
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Question for the Record
Submitted by Senator Fitzgerald for the
Nomination of David Stone to be
Assistant Secretary of Homeland Security
Transportation Security Administration

Admiral Stone, I understand TSA recently reallocated a number of screeners at
airports around the country. | am sure that many airports would like more screeners, but
some may require immediate attention to mitigate a potential failure of the airport’s
passenger and baggage screening process. I read recently that wait lines at Dulles are
increasing, and major growth is expected as Independence Air implements its many new
flights. It is my understanding that currently, even during the busiest periods, only 14-15
of the 22 passenger screening lanes at Dulles are being staffed.

1. With the current cap on hiring, how do you plan on meeting the need for additional
screening at Dulles? Is TSA considering a plan to assist with needs like Dulles?

Answer: Maintaining screener numbers at certain airports is more challenging than
others. Dulles has proved a challenge since TSA federalized passenger screening due to
its location and the robust local economy, among other factors. The current Dulles
Airport (IAD) screener workforce is 527 annualized Full Time Equivalent (FTE). Dulles
has an authorized screener allocation of 645 FTE. Supporting this workforce are 105
members of the National Screener Force (NSF) with an additional 15 members of the
NSF to deploy to IAD for a two-week period to cover the Fourth of July traffic.

During June 2004, TSA expects to add over 100 screeners at Dulles. We already have
taken action to hire additional new screeners to counteract attrition through the remainder
of the fiscal year, and we are exploring additional NSF deployment options in preparation
for unforeseen contingencies. Our objective is to provide Dulles the necessary workforce
structure to support passenger and baggage screening checkpoints during peak travel
periods. To aid Dulles in reducing passenger wait times, TSA sent industrial engineers to
the airport to evaluate throughput and make recommendations on improving throughput
based on their evaluation. The industrial engineers are returning to the airport on June 29
and 30, 2004 to re-evaluate. Additionally, the Mobile Training Assist Team, — a group
formed specifically to help an airport recognize opportunities for improvement in
operation efficiencies, is being deployed to Dulles. Two other local airports,
Washington-Reagan (DCA) and Baltimore-Washington International (BWI) are each
sending a subject matter expert to help identify opportunities for improvement and
implementation of best practices i screening scheduling and passenger screening.
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Questions for the Record
Submitted by Senator John Sununu for the
Nomination Hearing of RADM David Stone to be
Assistant Secretary of Homeland Security
Transportation Security Administration

June 23, 2004

Admiral Stone, as you know, the counter-MANPADS effort is a three-pronged approach
involving The Department of State, DHS Science and Technology Directorate, and TSA,
which works on vulnerability assessments, and coordination with state, local, and other
federal agencies regarding airport/airline security.

1. As I understand it, one of the requirements DHS has placed on contractors developing
a system to protect aircraft from MANPADS is to have the system communicate to the
ground when it has detected a MANPAD firing. [Sununu-1} The issue then becomes
who gets that alert, and what do they do with it? It seems to me there has been little
discussion about what to do in the event of a MANPAD attack, such as who coordinates
the ground response to tell law enforcement what is needed and where.

Answer: On June 4, 2004, the Interagency Counter-MANPADS Task Force held a
planning meeting to discuss Emergency Ground Notification (EGN). The meeting was
chaired by the U.S. Department of Homeland Security, Science & Technology
Directorate. The Counter-MANPADS Special Program Office requires each system
under development to have the ability to notifying the ground when a MANPADS event
has been detected. The format and content of this notification is still under discussion.
DHS continues to move forward and foster communication among the various agencies
responsible, in the form of a working group, to refine the Concept of Operations to ensure
the safety of the aviation community.

FAA procedures regarding notification that a MANPADS event has occurred are nearing
finalization.

2. As we continue to develop systems and procedures to protect aircraft from shoulder-
fired missile attacks, can you comment on the status of planning for the response on the
ground should such an attack occur?
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Answer: TSA will assist in notification and facilitate efforts as identified in the TSA
MANPADS Mitigation Plan, but actual criminal investigation jurisdiction is the
responsibility of the FBI. MANPADS Mitigation Plans contain specific response plans
tailored to potential launch sites. Airport, Federal, State, and local law enforcement
agencies, and emergency response personnel jointly developed these plans.

3. Who would take the lead in coordinating the response and what specific information
would we require any on-board system to provide that agency regarding the attack, such
as location of origin on the missile, etc.

Answer: TSA will assist in notification, and facilitate efforts as identified in the TSA
MANPADS Mitigation Plan, but actual criminal investigation jurisdiction is the
responsibility of the FBI. The lead would be FBI because in the event of a MANPADS
attack, a crime will have been committed. Regarding what data will be transmitted, items
might include: event declaration, aircraft location, date/time group stamp, State vectors,
geolocation of threat, or threat IR video. These items are still under discussion with the
Interagency Counter-MANPADS Task Force.
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MEMORANDUM FOR: CAROL DIBATTISTE

CHIEF OF STAFF
~
THROUGH: ROCHELLE F. GRANAT L e
DEPUTY CHIEF COUNSEL I
FOR GENERAL LAW o’{;
FROM: ELIZABETH F. BUCHANAN

ASSISTANT CHIEF COUNSEL FOR
ETHICS AND GENERAL LEGAL SERVICES

SUBJECT: WHETHER CERTAIN FAVORABLE ADJUDICATIONS
ARE INHERENTLY GOVERNMENTAL

SUMMARY

You asked whether certain favorable adjudications of background investigations of
Transportation Security Administration (TSA) employees and applicants for employment
are necessarily inherently governmental, such that the adjudications could not be
contracted out. These functions are not inh 1y gover | as accomplished under
the Dyncorp contract issued by the Transportation Security Administration (TSA), and

may be contracted out.

DISCUSSION

It is the policy of the United States to identify activities performed by government
personnel as either commercial or inherently governmental. Office of Management and
Budget (OMB) Circular A-76 (Revised), May 29, 2003. Government personnel must
perform inherently governmental activities. Id, at paragraph 4.b. An activity is
inherently governmental when it is so intimately related to the public interest as to
mandate performance by government personnel. Examples of inh ly gover
activities include those which bind the United States to take some action by contract or
policy, and those which significantly affect the life, liberty, or property of private
persons. While inherently governmental activities require the exercise of substantial
discretion, not every exercise of discretion is evidence that the activity is inherently
governmental.

In this regard, OMB Circular A-76, Appendix A, authorizes agencies to contract for
services that may affect the life or economic interests of private persons when the
contractor is not authorized to decide upon a course of action, but must implement a
U.S. Department of Homeland Security « Transportation Security Administration
Office of Chief Counsel
400 Seventh St. SW » 8" Floor TSA-2 » Washington, DC 20590-0001
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specific course of action with agency oversight. This policy is consistent with earlier
decisions of the Comptroller General, which held, inter alia, that the Department of
Energy had contracted for inherently governmental services when it contracted for
security clearance hearing officers because the officers exercised considerable discretion
in their decision-making', but the Nuclear Regulatory Commission had not contracted for
inherently governmental services when it contracted for licensing examiners for nuclear
facilities because the guidelines provided to those exammers were so comprehensive that
the examiners exercised minimal discretionary authonty

The adjudication of certain favorable cases under the Dyncorp contract falls within the
OMB Circular A-76 provision authorizing contractors to implement a specific course of
action with agency oversight because the contractor follows detailed suitability guidelines
in which there is minimal discretion. The contractor is only permitted to approve
suitability, and then only under limited circumstances where there is either no adverse
information or one or two relatively minor specified issues in certain time periods. The
contractor never disapproves suitability. These services may be contracted under OMB
Circular A-76.

In addition, although TSA is not required as a matter of law to follow the Office of
Personnel Management (OPM) suitability process®, OPM guidance in this area carries
some weight with regard to decisions of inherently governmental activities. The OPM
Suitability Processing Handbook, Appendix A, authorizes agencies to contract for
adjudicative services to the extent that adverse decisions are not contracted, and there is
close agency oversight. TSA does not permit its contractor to make adverse decisions,
and does provide for close agency oversight. Therefore, under OPM’s policy, TSA is
authorized to contract for background investigation services that can result in certain
favorable adjudications subject to close agency oversight.

cc: Sadie Walthers

! Decision of Socolar, B-237356, December 29, 1989.

% Matter of: Nuclear Regulatory Commission Licensing Examiners, B-242942, 70 Comp. Gen. 682, August
27,1991,

3TSA is not required to use OPM to conduct employee b d igations on for several
reasons. First, al! TSA employccs are excepted service and Exacuuve Order (E.Q.) 10450 does not require
OPM backgr for employees in the pted service. Second, section 111(d) of the

Aviation and Transportation Security Act (ATSA) (P.L. 107-71) renders E.Q. 10450 inapplicable to
screeners. Third, the ATSA provides the Under Secretary with the authority to determine the scope of
screener background investigations.
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The Honorable John McCain

Chairman

Committee on Commerce, Science, and Transportation
United States Senate

Washington, DC 20510

Dear Mr. Chairman:

This letter presents the views of the Department of Homeland Security on issues
relating to 8. 2273, the “Rail Security Act of 2004” (the bill). The Department of
Homeland Security generally concurs with objectives of the McCain-Hollings bill and
appreciates the opportunity to provide comments. The Department strongly recommends
that authority for these responsibilities be vested in the Secretary of Homeland Security,
who will delegate that responsibility to agencies within the Department, as appropriate.

Transportation Security. Homeland Security Presidential Directive (HSPD)-7
resolves the jurisdictional issue regarding security for surface transportation by
delegating the responsibility for identifying, assessing, and testing of the critical
transportation infrastructure to the Department of Homeland Security. Additionally, as
discussed by Under Secretary Hutchinson in his testimony before the Senate Commerce,
Science, and Transportation Committee on March 23, 2004, the Department of Homeland
Security and the Department of Transportation (“DOT”) are already working closely to
articulate the roles and responsibilities of each agency. Furthermore, in development of
the National Critical Infrastructure Protection Plan, DHS (IAIP) will be working with
other federal agencies, including DOT, to further define the parameters set forth in
HSPD-7. Accordingly, section 8(a) of the bill is unnecessary.

Vulnerability Assessment of Freight and Passenger Rail. The Department notes
that following September 11, the private rail industry developed a security plan and
implemented measures to address the risks associated with terrorist threats. The industry
assessment did not identify a need for significant additional government financial
investment in rail security. The Department notes that the recommendations based on the
assessment required by the bill could result in substantial new investments in rail security
for which funding has not been appropriated. New investments in rail security should be
weighed against the need to enhance other infrastructure security.

Passenger, Baggage, and Cargo Screening Pilot Program. The Department’s
railroad initiatives currently include a pilot to perform random screening at one location

within the National Railroad Passenger Corporation (“Amtrak™) system. The bill

www.dhs.gov
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provision requiring a pilot study at five locations will greatly increase the cost of the
study and it is not clear that duplication of this study at other locations will necessarily
provide better information. The Department acknowledges that while there may be
limited benefit to expanding the pilot for passenger rail stations served by Amtrak, there
may be significant value in pilot programs within the mass transit sector. Accordingly,
the Department recommends that the provision be modified so that the study is conducted
at a minimum at one location and up to five locations if the Department deems such pilot
programs at additional locations is warranted.

Freight and Passenger Rail Security Upgrades. As currently drafted, Sections 10
and 11 authorized the Under Secretary of Homeland Security for Border and
Transportation Security to issue grants. The Department has consolidated its grant-
making process in one office, the Office for Domestic Preparedness, and therefore
recommends that these sections be amended to authorize the Secretary of Homeland
Security to issue the grants and may delegate this authority as appropriate.

The Administration is concerned about the precedent that would be set by Section
11, which authorizes DHS to provide grants to private freight railroads to prepare and
respond to terrorist events. Currently, the Government does not provide direct financial
assistance to the private rail industry. Further, the provision could set a basis for other
private industries to call for government assistance.

Section 11 is titled “Freight and Passenger Rail Security Upgrades.” Section
11(a) however, excludes all passenger operations except for Amtrak and the Alaska
Railroad. This section appears to conflict with Section 2(a)(1) which defines “passenger
rail transportation” as that term is defined in 49 U.S.C. § 20102(1).

Research and Development. The bill instructs DHS and the Department of
Transportation fo carry out a rail security research and development program and
identifies particular areas that research must address. The Department notes that such
specificity may be premature in that it may not properly account for issues that may be
discovered during the risk assessment process. Additionally, the Federal Railroad
Administration’s (FRA) research and development focuses on rail safety issues, such as
the design of tanker cars. The research and development already being conducted by
FRA may in some cases overlap with the objectives of the proposed rail security research
program.

Funding. The Department notes that the bill authorizes funding in excess of $1
billion for programs authorized in this bill, including almost $500 million for FY 2005
alone. Those funds have not been budgeted for, and rail security requirements have not
been measured against other potential homeland security funding requirements that might
have greater value. Accordingly, this bill must be considered in view of funding
available to carry out its requirements.

Rail Passenger Report. Finally, the Department of Justice has advised that the
current language of Section 15(7) of the bill, which requires the Under Secretary of
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Homeland Security for Border and Transportation Security to submit to Congress “a draft
of any changes to existing Federal law necessary to provide for pre-screening of such
passengers and providing pre-screened passenger lists of the Department of Homeland
Security” gives rise to constitutional concerns. These concerns could be alleviated by
revising the section to read “a draft of any changes to existing Federal law that the
President believes necessary and expedient to provide for pre-screening of such
passengers and providing pre-screened passenger lists to the Department of Homeland
Security.”

Thank you for the opportunity to present our views. Please do not hesitate to call
upon us if we may be of assistance. The Department looks forward to working with the
Congress as this bill progresses through the legislative process. The Office of
Management and Budget has advised us that from the prospective of the Administration’s
program, there is no objection to submission of this letter.

Sincerely,

Pamela Turner
Assistant Secretary for Legislative Affairs
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The Honorable Richard Shelby

Chairman

Committee on Banking, Housing, and Urban Affairs
United States Senate

‘Washington, DC 20510

Dear Mr. Chairman:

This letter presents the views of the Department of Homeland Security on issues
relating to S. 2453, the “Public Transportation Terrorism Prevention Act of 2004” (the
bill). The Department of Homeland Security (DHS) generally concurs with the
objectives of the Shelby bill and appreciates the opportunity to provide comments.

Funding. This bill authorizes $4.3 billion in FY 2005 in security related capital
and operating assistance grants for public transportation systems. The Department
supports Federal assistance to protect our nation's critical infrastructure, but not by
segmenting funds for specific, narrow purposes. Efforts should be funded through
existing programs for State and local assistance where resources are allocated based on
State plans and the most urgent needs across all infrastructure categories and purposes.
New resources for public transportation must be weighed against other pressing needs to
ensure we are optimizing the use of Federal resources to the highest risks and needs as
defined by States. In addition, local public transportation systems can tap $4 billion in
annual assistance provided through the Federal Transit Administration (FTA) for security
needs if the public transportation systems believe expenditure for that purpose is
warranted.

The Department believes that upgrading security should be a shared responsibility
among the Federal Government, States, localities and the private sector. The Federal
Government has provided significant assistance to-high risk transit systems through the
Urban Area Security Initiative of the Office of Domestic Preparedness, and will continue
to do so into the future. Funds provided to states under the State Homeland Security
Grant Program have eligible uses that support these purposes, as well. States have been
encouraged to include transportation and other infrastructure in their state homeland
security plans. Overall, additional Federal assistance for local public transportation
systems must be weighed against other homeland security needs, especially given
assistance that is already provided through base programs.

Security Assessments. As currently drafted, Section 4(a) of the bill requires the
Secretary of DHS to review and use FTA security assessments to issue “Security
Assistance Grants.” The Department notes that the Department of Transportation (DOT)
has already provided available transit security assessments to DHS, rendering the

www.dhs.gov
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submission requirement unnecessary. Furthermore, this section of the bill does not
adequately reflect DHS priorities for allocating grant funds, in particular, requirements
that grant funding be allocated based on state plans approved by DHS. It is also
important that grant distribution be based on the latest and most comprehensive risk
information or assessments available. Accordingly, the Department recommends that
section 4(a)(3) of the bill be revised as follows:

“(3) ALLOCATIONS. — The assessments described in paragraph (1)
shall be used as the basis for allocating grants under section 5 unless the
Secretary of Homeland Security determines that an adjustment is
necessary to respond to an urgent threat or other significant factors, after
notification to the Committee on Banking, Housing, and Urban Affairs of
the Senate. Notwithstanding the foregoing, the assessments described in
paragraph (1) shall be used as the basis for allocating grants under section
5 until the Secretary of Homeland Security and the Secretary of
Trapsportation develop a formula for allocation of funds that reflects
priority critical infrastructure and the most recent threat and risk data
available. The Secretary of Homeland Security shall provide notification
to the Committee on Banking, Housing, and Urban Affairs of the Senate
upon completion of the jointly developed formula for allocation of funds,
which shall be updated as new systems come online.”

Additionally, the requirement under Section 4(a)(3) setting forth the FTA
assessments as the basis for grants allocations creates ambiguity regarding the nature of
the section 5 grants, which appear to be competitive grants, not formula (i.e. entitlement)
grants as indicated by the mandatory use of the assessments to allocate funds. The use of
a jointly developed formula for allocation of funds will rectify this ambiguity as to the
competitive nature of the section 5 grants.

Another concern is the mandate under section 4(a)(5) to conduct annual
assessments of high-risk transit agencies and annually update the FTA-provided security
assessments. This requirement is inconsistent with the DHS framework for ensuring that
appropriate assessments are conducted, which includes significant partnership with local,
state and regional public transit agencies, and the provision of tools for each entity to
carry out its own assessments. This requirement would be unachievable as currently
drafted. Instead of requesting that the assessments be updated annually, language
requiring the Secretary to ensure the currency of the assessments and update as necessary
would be less burdensome and provide for more efficient use of Department resources.
Accordingly, the Department recommends the following revision to section 4(a)(5):

“(5) UPDATES. — The Secretary of Homeland Security shall ensure the
accuracy of the assessments referred to in this subsection and update such
assessments as necessary, and conduct assessments, as intelligence
dictates necessary, of all transit agencies considered to be at greatest risk
of a terrorist attack.”



194

Transit Security Grants. The Department concurs with the requirements of
section 5(d), which places certain obligations on grant recipients, but believes that the
grant eligibility requirements are insufficient. In addition to the responsibilities listed, the
Department recommends that grant recipients should be required to complete a risk
assessment and demonstrate how grant funds would reduce those risks.

Additionally, the annual reporting requirement to the Department on the
use of grant funds is ambiguous in that the report for “use of funds” does not
identify whether the annual report is a performance/progress report or a financial
report. Performance reports are traditionally required less frequently than
financial reports. While performance reports provide a desk monitoring
capability to assure that a grant program is progressing within a timely manner in
accordance with expenditures that have been incurred, financial reports are
generally required quarterly for expenditure oversight purposes. The provision
should be revised to reflect the divergent needs for performance and financial
reports

Public Transportation Information Sharing Analysis Center. Section 6(b) is
inconsistent with the role and management of the Federal Government with respect to
ISACs. Federal support for ISACs has occurred in areas such as coordination of
administrative activities, research and development, the provision of IT, communications,
and analytic support. It would be inappropriate to render the Federal Government
responsible for supporting financially a local public transportation-led organization of
this nature.

The mandate that all high-risk transit agencies join the ISAC is contrary to the
purpose of the ISACs, which are essentially voluntary organizations, and a “high-risk”
designation may stigmatize certain agencies from electing to join. Therefore, the
Department cannot and does not require membership to these voluntary organizations.
Lastly, the reference to President Directive 63 (PDD 63) as a basis for establishment of
the ISAC should be stricken and replaced with HSPD-7, which supersedes PDD 63.

Transportation Security Roles. Homeland Security Presidential Directive 7
(HSPD-7) resolves jurisdictional issues regarding federal roles and responsibilities in
protection of critical infrastructures by directing the establishment of “a national policy
for Federal departments and agencies to identify and prioritize United States critical
infrastructure and key resources and to protect them from terrorist attacks.” The
Department is responsible under HSPD-7 for developing a National Critical
Infrastructure Protection Plan, which will be comprised of Sector Specific Plans (SSPs).
Under the HSPD, the Department of Transportation and the Department are required to
collaborate on all matters relating to transportation security and transportation
infrastructure protection, including the development of the transportation SSP, which is
being developed through the Transportation Security Administration (TSA).
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DHS and DOT have already undertaken discussions to articulate DHS component
(TSA, IAIP) and DOT modal administration (FTA) responsibilities for securing public
fransportation systems, responsibilities that are shared with the local system owners and
operators. Accordingly, section 3 of the bill and its requirement to develop an
overarching MOU governing roles and responsibilities in the transportation sector, is
unnecessary.

Potential Merger of S, 2453 with S. 2273. It is the Department’s understanding
that this bill may be offered as an amendment to Senator McCain’s rail security bill (S.
2273) and hotlined. If the bills are merged, there are conflicting views in the bills
concerning the Department’s authority to conduct security assessments. In section 4 of
this bill, the Department is solely responsible for conducting security assessments by
augmenting information provided by FTA and the Department of Transportation (DOT)
of security assessment conducted prior to enactment of the bill. Contrarily, Senator
McCain’s rail security bill anticipates a joint effort by the Department and DOT to assess
the freight and passenger rail systems. The Department’s authority to conduct security
assessments needs to be defined similarly regardless of the conveyance. Accordingly, the
Department recommends that the language of this bill be adopted so that the Department
is authorized to conduct assessment by augmenting information provided by Department
of Transportation from any assessments conducted prior to enactment of this bill.

Thank you for the opportunity to present our views. Please do not hesitate to call
upon us if we may be of assistance. The Department looks forward to working with the
Congress as this bill progresses through the legislative process. The Office of
Management and Budget has advised us that from the prospective of the Administration’s
program, there is no objection to submission of this letter.

Sincerely,

Pamela Tumer
Assistant Secretary for Legislative Affairs
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U.S. Department of Homeland Security

601 South 12th Street
Arlington, VA 22202

Transportation
Security
Administration

AUG 27 2004

The Honorable Susan Collins
Chairman

Committee on Governmental Affairs
United States Senate

Washington, DC 20510-6250

Dear Madam Chairman:

On June 15, 2004, Acting Administrator Stone submitted extensive replies to pre-hearing
questions from your Committee regarding his nomination by the President as Assistant
Secretary of Homeland Security (Transportation Security Administration).

In reply to Question 16.a., Acting Administrator Stone advised you that certain
cooperative agreement recipients independently received Passenger Name Record (PNR)
data from additional sources, and specifically cited that TSA was aware that Galileo
International and possibly Apollo might have provided the PNR information. This was
based on information that TSA received from Lockheed Martin, a cooperative agreement
recipient.

On June 30, 2004, Cendant Corporation (Cendant), the parent company of Galileo
International and its Apollo travel reservation system, wrote to TSA to clarify that the
PNR data it provided to Lockheed Martin was solely based on fictitious data. According
to Cendant’s letter, the PNR data supplied by Galileo to Lockheed Martin and its
subcontractor was simulated and did not contain any information on any actual individual
travelers.

TSA staff has discussed this extensively with Cendant and Lockheed Martin. Lockheed
Martin wrote to TSA on July 15, 2004, to advise that they believe that Cendant’s current
assertions are “consistent with what Lockheed Martin believed to be possible and we
would have no reason to disagree with it.”

In the interests of clarity on this issue, I am providing you with the relevant letters that
TSA has received from Lockheed Martin, and the letter received from Cendant. You will
note that in one of its letters, Lockheed comments on the role of Sabre as possibly
providing PNRs. According to Sabre, none of the PNRs obtained by Lockheed
originated from Sabre. TSA subsequently received a letter from Lockheed stating that
Lockheed has no basis on which to dispute Sabre’s assertion. :

www.isa.gov
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I am providing Ranking Member Lieberman with an identical copy of this letter and the
enclosures. Please do not hesitate to contact me at 571-227-2717 if I can be of further
assistance.

Sincegly,

Peter A. Jovino
Director of Legislative Affairs

Enclosures
cc: Samuel H. Wright

F. Barry Hennegan
Jeffrey Goodell
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Samuel H, Wright
Seniar Vice Presidernt
Government Relations

&€ cenpaNT

June 30, 2004

Rear Admiral David M. Stone (Retired)
Acting Administrator

Transportation Security Administration
601 South 12" Street, East Building
Arlington, VA 22202-4220

RE: Testimony Before the Senate Governmental Affairs Committee
Dear Admiral Stone:

Cendant Corporation is primarily a provider of hospitality, travel and real estate services
to businesses and consumers in over 100 countries. Cendant is headquartered in New
York City and we currently have over 90,000 employees. Attached hereto is a brochure
that lists the brand names and companies owned by Cendant.

One of Cendant’s companies, Galileo [nternational, and its travel reservation system,
Apollo, were mentioned in your written response to Pre-hearing question 16(a) posed to
you by the Senate Governmental Affairs Committee in preparation for the hearing on
June 23, 2004. 1n paragraph six of your response you stated:

“During the course of performance of the cooperative agreements, some of the
cooperative agreement recipients indeperdently obtained PNRs other than the
American PNRs supplied by AAL. The independent sources of PNRs that TSA is
specifically aware of are: ... Galileo International; and possibly Apollo ....”

Cendant Corporation and Galileo International have conducted a thorough search of our
records and review of our operations for the period covered by your testimony. Asa
result of this examination we have found no record of providing TSA, or any third party
acting on behalf of TSA, any actual PNR information.

In the fall of 2002, Galileo International participated with Lockheed Martin and one of its
subcontractors (SRD) in tests of Lockheed’s Radiant Trust system (which was being
operated for test purposes within Galileo's data center) by providing a data feed to the
system of simulated PNRs containing fictitious personal data. Both Lockheed Martin and
its subcontractor were aware that the PNR data supplied by Galileo was simulated and
contained no information on any actual individual traveler. Galileo cooperated in such
tests by providing the simulated data since both Cendant and Galileo recognized the
importance of TSA’s mission to maintain the security of our Nation’s air travel and

54 090707- 003

t,
Cenduat Corpurstion. 181 Constiturion Ave MW, Suite 300, Washingran, DC 20001, Tek: 202 7424270, Fax: 202 742-4271. samucl.wrighl@:aﬁnt.mm
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Admiral Stone
June 30, 2004
Page 2

desired to cooperate in assisting TSA to achieve that mission. We supplied only
simulated PNR data since we also recognized that maintaining the confidentiality of
personal information is of great importance to consumers and, in the absence of any
statutory or regulatory change or other compelling change in circumstances, should be
honored.

Unfortunately, it does not appear that the true nature of Galileo Intemational’s
involvement with TSA’s contractor, Lockheed Martin, was made known to you when the
written responses to the prehearing questions were being prepared.

Since your testimony, Cendant and Galileo have received many inquiries regarding our
actions from both media and our customers, including the travel agents that we serve.

We firmly believe that we acted in a responsible manner and our imaginative approach to
the request of TSA’s contractor was developed in such a way to be helpful to our
Nation’s interests while at the same time protecting the privacy rights of travelers. In
order to set the public record straght on our actions, I respectfully request that you
submit a statement to the Chair and Ranking Member of the Senate Governmental Affairs
Compmittee clarifying the nature of Galileo International’s role in the activities of TSA’s
contractor.

Thank you for your consideration of our request. Please do not hesitate to contact me
should you, or a member of your staff, have any questions relating to the information
contained herein, :
Respectfully,
o TR

W (S / 7]

L~/Samu¢:] H. Wright

cc: Nuala O’Connor Kelly, Chief Privacy Officer, Department of Homeland Security
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L.ockheed Martin Integraied Systems and Solutions
P.O. Box 277004
Littleton, CO 80127

LOCKHEED MARTIIIZ?

BY FACSIMILE

May 21, 2004

Brandon B. Strauss, Esq.

Assistant Chief Counsel

Transportation Security Administration
U. S. Department of Homeland Security
601 South 12™ Street :
Arlington, VA 22202

Reference: Cooperative Agrecment 2002-G-017
Dear Mr, Strauss:

This is in response to your letter faxed to me on May 19, 2004 in which you requested some additional
information regarding the above referenced matter. As was the case with my reply to your previous
inquiry, because of the short turnaround time given and my need to gather information from several
people, some of whom were either unavailable or bad limited availability, my answers may need to be
subsequently amended or supplemented. That being said, your questions and my responses are listed
below: ’

Question: What is an inactive PNR?

Response: T used the term “inactive PNR™ to mean that we believed that the PNRs in Galileo
International’s (“GI”) test system were at least several months old and did not reflect active or current
passenger reservation information. The PNR data in the test system may also have contained fictitious
names.

Question: Did Lockheed obtain PNRs from Apollo and Sabre?

Response: Sabre - Lockheed Martin did pot receive PNRs directly from Sabre. Sabre PNRs may have
been in the PNRs received from AAL Apollo - Glhas two systerns, Galileo and Apollo. As stated in
my May 7, 2004 correspondence, Lockheed Martin had access to GI's test system which contained
inactive PNRs. PNRs from the Apollo system may have been contained in GI's test system.
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Question: On what dates did Lockheed obtain PNRs from Galileo, Apolio or Sabre aud how many
PNRs were obtained from each company?

Response: GI provided Lockheed Martin access fo its test system as previously described generally
during the performance period of the cooperative agreement in 2002, We have not determined exact
dates and do not kniow how many PNRs were in that system. As noted above, if we had access to PNRs
from Apollo it would have been through GI's test system. Sabre PNRs, if any, would have been
furnished by AAL

Question: Would you please provide a description of how the prototype processed PNR data?

Answer: The Lockheed Martin prototype systern parsed the data into an internal format. The data was
then passed through the SRD risk assessment platform which produced a risk score. The results of that
scoring (red, ycllow, green) were then passed back to the Lockheed Martin system for display via
electronic mail alerts and pager alerts. This test was conducted in 2 self contained, offline environment.

Question: The enclosed document refers to Lockheed’s capability to generate risk assessments based
on public source data and government watch lists. Did Lockheed compare PNRs to these or other data
sets?

Answer: The PNR data was screened against publicly available data and Government source formats

which may or may not have been publicly available.

Let me know if you have any questions,

P VR

F. Barry Hennegan

Associate General Counsel

Lockheed Martin Integrated Systems & Solutions
303-977-7007
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Lockheed Martin Integrated Systems & Salutions
£.0. Box 277004
Littleton, CO 80127

LOCKNEED M‘BTINZ#

BY FACSIMILE

July 15,2004

Brandon B. Strauss, Esq.

Assistant Chief Counsel

Transportation Security Administration
U. S. Department of Homeland Security
601 South 12" Street

Arlington, VA 22202

Reference: Cendant Corporation Letter dated June 30, 2004 and Cooperative Agreement 2002-G-017
Dear Mr. Strauss:

On July 8, 2004 you faxed to me the above referenced letter from Cendant Corporation and requested
that I provide Lockheed Martin’s response to the following sentences contained therein:

In the fall of 2002, Galileo International participated with Lockheed Martin and one of its
subcontractors (SRD) in tests of Lockheed’s Radiant Trust systern (which was being operated
for test purposes within Galileo’s data center) by providing a data feed to the system of
simulated PNRs containing fictitious personal data. Both Lockheed Martin and its subcontractor
were aware that the PNR data supplied by Galileo was simulared and contained no information
on any actual individual traveler.

As we discussed, my corrcspondence to you of May 21, 2004, addressed this matter. Specifically, 1 said
that, with respeet to the Galileo/Cendant PNR data, “[tfhe PNR data in the test system may also have
contained fictitious names.” This statement was based on information provided by some Lockheed
Martin persopnel with a recollection of the work done with Galileo/Cendant who advised that the
passenger names in the test system may not have been actual names. None of these individuals
affirmatively stated that the names were in fact fictitious, only that they could bave been. Therefore, I
used the word “may” in my letter. :
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You also asked whether by the word “name™ I had meant specifically just the name information within
the PNR or the entire PNR. I was not intentionally trying to make a distinction between the two. I was
repeating the same term that the individuals with whom I spoke used. I do not know if they were
attempting to distinguish between the two alternatives. I could go back to them for further clarification
if you wish.

Cendant/Galileo representatives should certainly know whether the PNR data in their system was
simulated or not. Their confirmation that it was fictitious is consistent with what Lockheed Martin
believed to be possible and we would have no reason to disagree with it.

Please fecl free to contact me if you have any additional guestions.

Sincerely,

P Sy Wy

F. Barry Hennegan

Associate General Counsel

Lockheed Martin Integrated Systems &
Solutions

303-977-7007
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Lockheed Martin Integrated Systems & Solutions
P.O. Box 277004
Litteton, CO 80127

LOCKHBEED "‘ﬂl"lﬂg#

BY FACSIMILE

August 26, 2004

Brandon B. Strauss, Esq.

Assistant Chief Counsel

Transportation Security Administration
U. S. Department of Homeland Security
601 South 12™ Street

Arlington, VA 22202

Reference: Cooperative Agreement 2002-G-016

Dear Mr. Strauss: ]

This should be considered a supplemental response to my letter of May 21, 2004 regarding the
above referenced matter. The following questions and responses were contained in that
correspondence:

Question: Did Lockheed obtain PNRs from Apollo and Sabre?

Response: Lockheed did not receive PNRs directly from Sabre. Sabre PNRs may have
been in the PNRs received from AAL )

Question: On what dates did Lockheed obtain PNRs from Galileo, Apollo or Sabre and
how many PNRs were obtained from each company?

Response: Sabre PNRs, if any, would have been furmished by AATL

I am now in receipt of a letter from Mr. Jeffrey Goodell of Sabre. Mr, Goodell has requested that
I “clarify” these responses “to make clear that no PNRs from the Sabre GDS were provided
directly or indirectly- to Lockheed Martin™.

The basis for my May 21, 2004 statements regarding Sabre was the following entry contained in
a document entitled “RT400 Final Evaluation Review Minutes 9 July 2002 Galileo International,
Denver, Colorado™:
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[Lockheed Martin] demonstrated the processing of Sabre data and the resultant risk
assessments. This data was provided from AAl This demonstrated the ability to adapt
and process data from disparate sources as well as the capability to standardize disparate
input message formats real time.

For background purposes, it should be noted that Sabre Holdings Corporation consists of
primarily three businesses: Travelocity, Sabre Travel Network and Sabre Travel Solutions. Sabre
Travel Network is the Global Distribution System (GDS). Sabre Holdings Corporation was spun
off by AMR Corp., the parent of American Airlines.

I believe that my letter of May 21, 2004 was clear in stating that Lockheed Martin did not receive
PNR data directly from Sabre Corporation. With respect to whether Lockheed Martin may have
received Sabre PNRs indirectly through Airline Automation Inc. (AAI), I have discussed the
catry ffom the July 9, 2002 meeting minutes quoted above with the relevant individual and he
has advised me that he has no independent recollection or knowledge of whether there were any
Sabre PNRs included in the PNR data provided by AAL He said that any conclusion that he
might in the past have formed as to whether there was Sabre PNR data contained in the AAI data,
would in all likelihood have been based upon information received from AAL

As best we can determine, there is no one within Lockheed Martin with personal knowledge of
whether any PNR data from Sabre Corporation was included in the PNR data received from AAJL
If Sabre, acting through Mr. Goodell, is now stating that there was none, we have no basis on
which to dispute this conclusion.

Let me know if you have any questions.

Sincerely,

G Koy Meroye

F. Barty Henpegan

Associate General Counsel

Lockheed Martin Integrated Systems & Solutions
303-977-7007

ce: Jeffrey C. Goodell
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