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VA IT INFRASTRUCTURE REORGANIZATION AND THE
ROLE OF THE CIO

WEDNESDAY, SEPTEMBER 14, 2005

U.S. HoUSE OF REPRESENTATIVES,
COMMITTEE ON VETERANS’ AFFAIRS,
Washington, D.C.

The Committee met, pursuant to notice, at 10:08 a.m., in Room
334, Cannon House Office Building, Hon. Steve Buyer [Chairman of
the Committee] presiding.

Present: Representatives Buyer, Bilirakis, Evans & Michaud.

THE CHAIRMAN. The VA’s Information Technology (IT) infrastruc-
ture reorganization hearing before the House Veterans’ Affairs Full
Committee will come to order September 14, 2005.

This hearing will provide the Committee with an update on the De-
partment of Veterans’ Affairs information technology infrastructure
reorganization to learn more about the role of the chief information
officer within that department.

VA’s IT modernization efforts go back at least 29 years to 1985,
when it was the policy of the Veterans Administration to “better
serve the veteran through modern technology.” Despite 20 years of
“modernizing,” this Committee has authorized, and Congress has ap-
propriated roughly $10 billion over the last decade alone for VA IT
spending.

This is probably a very conservative figure, as historically the VA
has included funding for IT in general administration accounts of the
Veterans Health Administration, the VA’s Benefits Administration,
and the National Cemetery Administration.

Since coming to Congress in 1993, I have witnessed this Committee
struggle with VA’s inability to adequately manage its IT funding and
IT modernization efforts.

The Subcommittee on Oversight and Investigations has conducted
six separate hearings on VA IT and related issues since 2000, when I
chaired the Subcommittee.

Ms. Koontz, I see you so often, I feel like you're part of my family.

(M
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While there have been significant improvements in VA’s IT mod-
ernization efforts, the improvements have come at a significant cost
to our veterans and the system:

$600 million plus for a decade of VETSNET, the automated com-
pensation and pension claims processing system that still has not
been implemented in 10 years;

$342 million for CoreFLS -- the failed financial management sys-
tem;

$300 million for HR Links, the failed automated personnel sys-
tem;

$485 million annually to maintain VISTA, VA’s 25-year-old medi-
cal information system.

In fiscal year 2004 and fiscal year 2005, VA received $1.4 and $1.6
billion respectively for IT funding. For the fiscal year 2006, VA’s pro-
jected spending for IT will be approximately $2.2 billion.

This lack of accountability in VA IT spending, I believe must stop,
and that’s the reason why there was such a reduction in your budget
requests for IT. Not only did I recommend it, it was supported then
by the Budget Committee, by the Appropriations Committee, and
also by the Senate.

So somewhere in here, we need to come to a meeting of the minds
and to figure out how we’re going to do this.

Last year, VA was able to testify before the Committee, that they
were “well under way with an enterprise architecture that aims to
align the business with the information technology plans, goals, and
efforts.” However, I am concerned that the structure in place lacks
the authority to provide a better service to the veteran.

Today, we will hear testimony from Gartner Consulting, VA’s own
private I'T consultant, on what the VA needs to do more effectively to
reorganize itself, and at what cost would be of letting the bureaucracy
maintain the status quo.

That’s why myself, along with Ranking Member Lane Evans and
other distinguished members of this Committee, we will soon be in-
troducing legislation that will mandate the Department of Veterans’
Affairs to empower the chief information officer with authority over
resources, budget, and personnel related to the information technol-
ogy of the Department.

I'm holding this hearing, Lane and I are, because our legislation is
in draft form, we’ve not shared it with anyone.

We've come into a comfort zone where we are with the legislation,
but we're going to ask a series of questions today, because we want
to make sure that what we’re about to do, we do correctly, because
we also then want it to be leveraged into other departments of the
federal government; so we want to walk cautiously and carefully as
we do this correctly.

So I am really pleased that the GAO is here to testify. We have you
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as the first panel for a reason, because you’re experts in your field.
Also, CRS, with all your vast knowledge and expertise. Ms. Koontz,
the survey that you have done and also with an outside consultant
of all the Chief Information Officers (CIOs) and how things are look-
ing out there, you've spoken to so many, and so they've shared with
you their successes and they've shared with you their challenges, and
from that we want to create the model that can be leveraged.

With that, I'll yield to the Ranking Member for any comments that
he may have.

MR. Evans. Thank you. Thank you, Mr. Chairman.

I also want to praise the VA workers and the crisis response team
for safely and swiftly evacuating so many veterans, staff, and their
families out of the Gulf Coast.

I also commend VA workers for their current efforts to keep veter-
ans out of the path of Ophelia.

I'm proud of the VA staff.

I have introduced three bills to help veterans and their families get
their medical needs and their shelter after the storm. I hope we can
mark up these three bills sometime in the near future.

As for information technology management, I think we see this is-
sue in the same way. It is nice to be on the same sheet of music on
this.

For years major IT projects at the VA have failed or suffered costly
delays. This Committee and its Subcommittees have held a signifi-
cant number of hearings on VA’s mismanagement of I'T. We've got to
change that need.

Mr. Chairman, we both have consistently pushed for accountability
and change. We now have an environment where any successes in
the IT area are overshadowed by some well-publicized failure in IT
someplace else.

Let us hear testimony about the current status of IT management
and then facilitate any needed change.

Thank you, Mr. Chairman.

[The statement of Hon. Lane Evans appears on p. 44]

THE CHAIRMAN. Thank you, Mr. Evans.

I join you in your spirit and compliments to the VA in their rapid
response. America doesn’t get to hear about it, but Lane and I and
members of this Committee are very proud of the VA employees and
your direction, and how you responded to the crisis on the Gulf Coast,
continue to respond, and help as part of our national response.

Here on Capitol Hill also there are different Committees that are
examining Katrina, and so Secretary Mansfield, if you know of things
that you need to do within your agencies, that you cannot do right
presently within your executive authorities, let us know.

I'm not interested in doing theater or do something, that “do some-
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thing” stuff that we get here in Washington, that really is duplicative
or multiplicious.

So if it’s outside that, please be in touch with Mr. Evans and 1.

Mr. Bilirakis.

MR. BiLrakis. Mr. Chairman, thank you.

I really appreciate both you and Mr. Evans giving accolades where
they’re deserved.

The VA, certainly on this particular issue,is far from perfect.
There’s an awful lot of work that needs to be done and there are a lot
of frustrations in the sense that we haven’t been able to get IT to the
point that it should be after all these many years.

But at the same time, they’re probably heads over heels above most
of the departments in the government in terms of IT, and they've
proven that time and time again. They certainly proved it in New
York City in 9/11. They proved it certainly in Katrina. And so they’ve
done really good work.

And what we want to do is to help you to improve upon that, so the
potential legislative solutions that the Chairman mentioned are very
important.

So we want to be here to help you, but we’re not going to be able
to help you to really get this thing going the way it should be unless
you’re cooperative and unless you're being frankly very frank and
blunt with us in terms of what needs to be done, in addition to money.
It’s always money, of course, and that’s the unfortunate thing.

Thanks, Mr. Chairman.

THE CHAIRMAN. Mr. Bilirakis, we appreciate your leadership in the
continued work on IT from your Subcommittee.

Mr. Michaud, opening statement?

MR. MicHauD. Thank you very much, Mr. Chairman.

I too want to thank you, Mr. Chairman, and Ranking Member Ev-
ans for having this hearing today.

Since this is our first hearing after Katrina, I, too, want to take this
opportunity to praise the VA employees who kept our veterans, staff,
and others safe during the storm.

I understand the staff did an amazing job in evacuating the very
sick veterans after the storm and flooding. I applaud the VA front-
line workers for reaching out to the veterans to make sure that the
storm will not disrupt the delivery of needed medication and ben-
efits.

Those employees and the others who have not yet been found, our
thoughts and prayers are definitely with them, and I hope that they
are safe.

I understand that the crisis response team is making sure that the
VA IT system is working and the benefit files and medical data is se-
cure, so I look forward to hearing your testimony here today.

So thank you very much, Mr. Chairman.
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THE CHAIRMAN. Thank you, Mr. Michaud.

The first panel, I will now recognize Mr. Jeff Seifert, who is the An-
alyst in Information, Science, and Technology Policy Resources, Sci-
ence, and Industry Division of the Congressional Research Service.

Next we’ll hear from Ms. Linda Koontz. She is the Director, Infor-
mation Management Issues, U.S. Government Accountability Office.

Then we’ll hear from Mr. Michael Pedersen, Managing Vice Presi-
dent of Gartner Consulting.

Do each of you have a written statement?

All three have nodded their heads in the affirmative.

Your complete written statements will be made part of the official
hearing record.

I will ask members to hold all their questions until the panel has
testified. We will move under the five-minute rule.

And Mr. Seifert, you are now recognized.

STATEMENT OF MR. JEFFREY W. SEIFERT, ANALYST IN
INFORMATION SCIENCE AND TECHNOLOGY POLICY,
CONGRESSIONAL RESEARCH SERVICE

MR. SErFERT. Thank you, Mr. Chairman and members of the Com-
mittee for the invitation to appear before you today to offer testimony
on the background and role of chief information officers in the federal
government.

While the specific topic of today’s hearing is on the responsibilities
and authority entrusted to the Office of the Chief Information Officer
at the Department of Veterans’ Affairs, my comments today will focus
on the performance and challenges of federal CIOs more generally.

As you are aware, the Congressional Research Service does not
take a position on issues or legislation.

The federal government spends more than $60 billion annually on
information technology goods and services, reflecting how technology
has become integrated into nearly all government processes.

Federal CIOs are on the front lines in implementing a wide range
of e-government and homeland security initiatives. These include
Initiatives to develop a federal enterprise architecture, improve infor-
mation security, and identify opportunities to facilitate information
sharing.

While CIOs were once commonly thought of as “technocrats,” they
are now being called upon not only for their technological expertise,
but also to provide strategic leadership in the areas of policy, budget,
and contract oversight.

Federal CIOs serve as change agents for business modernization
and transformation. They must possess strong management, lead-
ership, and communication skills. The CIO’s relationship with top-
level department decisionmakers can also be critical to successfully
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implementing IT and e-government initiatives.

Inherent to the nature of their responsibilities, CIOs need to look
at the departments horizontally, across a department, rather than
vertically, such as at a single program or function.

Likewise, there is a need to be able to exercise control over re-
sources horizontally, in part to break down the so-called “stovepipes”
and “islands of automation” that are created when resources and pro-
grams are developed individually.

However, this difference in perspectives can frequently put the
CIO at odds with his/her counterparts, such as program managers,
whose responsibilities may foster a more vertical view of the depart-
ment and its assets.

For example, whereas CIOs may recommend adopting a standard-
ized software platform for desktop computers, in order to facilitate
interoperability and lower costs, program managers may oppose this
approach on the basis that it reduces their decisionmaking authority
to procure and develop assets used in the delivery of services.

This clash of perspectives exemplifies why the biggest challenges
facing federal CIOs are not technical, but instead, organizational.

Decentralized organizations can be especially challenging for CIOs,
whose primary role includes coordinating resources and personnel in
an effort to effect transformation of the organization.

While having access to or direct participation in decisions regard-
ing funding issues and allocation of resources is important, simply
having a seat at the management table may not be sufficient if other
parts of the department can act autonomously in areas that either
undermine or mitigate attempts by the CIO to develop enterprise-
wide standards.

Consolidating authority over IT resources and clarifying who is ac-
countable for specific functions is one approach that some depart-
ments have begun using to address these challenges.

For example, earlier this year, the Federal Bureau of Investigation
announced it was implementing a new strategic approach to informa-
tion technology.

Specifically, the strategy includes centralizing management of FBI
IT resources under the FBI's Office of the Chief Information Officer;
creating several IT governance bonds; implementing an IT invest-
ment strategy and an enterprise architecture; and granting the CIO
“budgetary authority over all FBI IT funds.”

However, efforts to consolidate IT investment management deci-
sions can be hindered at the outset by a lack of comprehensive ac-
counting of a department’s I'T resources and responsibilities.

For example, in a March 2005 report, the inspector general at the
Department of Transportation found that the consolidation of depart-
ment-wide IT responsibilities, begun in fiscal year 2003, was not ac-
companied by a comparable level of budgetary and contract services



oversight.

Among the problems specifically identified in consolidating CIO
control over systems originally maintained by the DOT’s 11 indi-
vidual operating administrations was an incommensurate transfer
of project management and budget authority, as well as duplicative
funding requests made by the CIO’s office and the operating admin-
istrations.

In closing, information technology management has been a long-
standing challenge for the federal government. The general prob-
lems facing the Department of Veterans’ Affairs are not unlike those
facing CIOs in other executive branch departments and agencies.

However, the challenges of harmonizing the acquisition, develop-
ment, and maintenance of information resources across the depart-
ment, including its three major subcomponents -- the Veterans Ben-
efits Administration, the Veterans Health Administration, and the
National Cemetery Administration -- are considerable.

By enhancing the authority of the department CIO, the Depart-
ment of Veterans’ Affairs may be able to better address some of its
information technology management challenges in the future.

Thank you for your attention.

I welcome any questions.

[The statement of Jeffrey W. Seifert appears on p. 46]

THE CHAIRMAN. Thank you, Mr. Seifert.
Ms. Koontz.

STATEMENT OF MS. LINDA D. KOONTZ, DIRECTOR, INFORM-
ATION MANAGEMENT ISSUES, U.S. GOVERNMENT
ACCOUNTABILITY OFFICE

Ms. Koontz. Mr. Chairman and members of the Committee, I am
pleased to be here at today’s hearing on reorganization of VA’s CIO
office.

At your request, I will be discussing our previous work on the role
of the CIOs in the federal government generally, and at VA in partic-
ular, to provide background and perspective for your consideration.

As you know, the CIO position was established by the Clinger-Co-
hen Act in 1996. Through this law and others, the Congress has
expressed the view that the federal CIOs should play a central role in
managing information and technology within federal agencies.

In this way, the CIO can help ensure that agencies manage their
information functions in a coordinated and integrated fashion and
thus improve the efficiency and effectiveness of government programs
and operations.

CIOs have a wide range of responsibilities. For a review of federal
CIOs that we reported on in 2004, we identified 13 major areas of CIO
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responsibility that were either statutory requirements or critical to
effective information and technology management.

Our review showed that CIOs were generally responsible for these
key areas, although not all CIOs were completely responsible for all
areas.

To give a few examples, all the CIOs were responsible for enter-
prise architecture and information security, and more than half were
responsible for systems acquisition and major e-government initia-
tives.

In certain areas such as system acquisition and statistical policy, it
was common for CIOs to share responsibilities with others.

We have also developed guidance on the effective use of CIOs in
which we describe characteristics of organizations that contribute to
CIO success.

First, successful CIOs work with supportive senior executives who
embrace the central role of technology in accomplishing mission ob-
jectives and include the CIO as a full participant in senior executive
decisionmaking.

Second, successful CIOs have legitimate and influential roles in
leading top managers to apply IT to business problems and needs.
Placement of the position at an executive management level in the
organization is important, but in addition, CIOs earn credibility and
produce results by establishing effective working relationships with
business unit heads.

Third, successful CIOs structure their organizations in ways that
reflect a clear understanding of business and mission needs. Along
with knowledge of business processes, market trends, internal legacy
structures, and available IT skills, this understanding is necessary
that the CIO’s office is aligned to best serve agency needs.

To achieve this kind of success, CIOs face a number of challenges.
In our 2004 review, CIOs most frequently cited two in particular:

First, implementing effective IT management practices.

A little over 80 percent of the CIOs reported that they face one or
more challenges related to this area. This is not surprising, given the
government’s recognized difficulties in IT management.

We have issued numerous reports describing challenges in the spe-
cific management areas that the CIOs cited most frequently: infor-
mation security, enterprise architecture, investment management,
and e-government.

Second, obtaining sufficient and relevant resources.

Virtually all agency CIOs cited resources both in dollars and staff
as major challenges.

Two other commonly cited challenges were communication and col-
laboration, both internal and external, and managing change.

CIOs cited the challenge of establishing effective communications
with the business part of their organizations as well as sharing infor-
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mation with partners and influencing OMB and the Congress.

And of course implementing major IT changes can involve not only
technical risks but also risks associated with people and organiza-
tional culture.

At VA, the CIO position and IT management have received increas-
ing attention in recent years.

The department went for two-and-a-half years after the passage of
the Clinger-Cohen Act without a CIO.

For two years after that, the CIO role was held by an executive who
also had other major responsibilities.

The department then had an acting CIO for a year, and in August
2001, it appointed a full-time permanent CIO.

Since then, the department proposed further strengthening the
CIO position and centralizing I'T management, recognizing that as-
pects of the VA computing environment were particularly challeng-
ing and required substantial management attention.

In particular, the department information systems and services
were highly decentralized and a huge proportion of the department
IT budget was controlled by the VA’s administrations and staff of-
fice.

To address these challenges, the Secretary issued a memo in 2002
announcing that IT functions, programs, and funding would be cen-
tralized under the department-level CIO.

In our view, this alignment held promise for improving IT account-
ability and enabling the department to accomplish its mission. The
additional oversight afforded by the CIO could have a significant im-
pact on the department’s ability to more effectively account for and
manage the approximately $2.1 billion in planned IT spending.

Mr. Chairman, that completes my statement, and I would be happy
to answer questions at the appropriate time.

[The statement of Linda Koontz appears on p. 54]

THE CHAIRMAN. Thank you, Ms. Koontz.
Mr. Pedersen.

STATEMENT OF MR. MICHAEL L. PEDERSEN, MANAGING
VICE PRESIDENT, GARTNER CONSULTING

MRr. PEDERSEN. Thank you, Mr. Chairman, and members of the
Committee.

I appreciate the opportunity to participate in today’s hearing re-
garding the Department of Veterans’ Affairs IT reorganization.

My name is Michael Pedersen. I'm the managing vice president
within the consulting division at Gartner, a provider of research and
analysis on the global IT industry.

Unlike our competitors, we do not offer implementation services
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that would compromise our independence and objectivity.

It is this objectivity that was the basis for us being selected to as-
sess whether the VA’s IT personnel assets are appropriately aligned
to efficiently deliver world-class I'T program management, operation-
al support, and systems design and development services.

I was the lead consultant and subject matter expert on this assess-
ment and directed activities.

When looking at the VA today, we documented several issues that
must be addressed for the VA to achieve its objective of efficiently
delivering world-class IT services in a veteran-centric model.

Our principal finding is there is excessive duplication of IT assets
-- defined as people, process, and technologies -- across the VA It or-
ganizations. This approach leads to inefficiencies in IT delivery and
creates significant barriers to improve performance at a VA-wide
level.

Each IT group, and there are many, has its own unique, at times
competing, at times complementary approach to delivering IT ser-
vices.

Different approaches to work means working together on common
objectives that much more difficult. It also costs more to operate such
a fragmented IT organization and has the potential to leave unman-
aged risk within its major programs.

There are few incentives or mechanisms in place for these multiple
IT groups to work together.

In fact, the culture fosters a go-it-alone approach which forces the
IT staff to engage their informal personal network when required to
work across organizational boundaries.

To resolve these issues, we recommended changes at the VA. We
recommended significant change in the underlying processes that
make organizations work, as noted in my written testimony.

As organizational structure is the most visible aspect of organiza-
tions, it 1s worthy of additional discussion.

Several organizational structures were analyzed to resolve the is-
sues uncovered within the VA. Two organizational structures had
the greatest potential for application at the VA.

The first is an organizational structure where technology opera-
tions, such as data centers and networks, are controlled by a single
group with all business applications developed and supported by each
business line, whether medical care, pension, housing, or finance. We
call this the federated model.

The second is an organizational structure where all VA IT is orga-
nized into a single entity reporting to a chief information officer. We
call this the centralized model.

Each has its own risks and benefits.

The primary benefit of the federated model is it allows business
leaders to develop the applications unique to their missions while
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achieving economies of scale by managing the VA infrastructure
through the centralized function.

While we did not undertake a cost analysis, our organization does
extensive IT cost modeling regarding savings potential.

We estimate implementing the federated model will reduce the an-
nual run rate by approximately $207 million within five years. How-
ever, this comes with risk to the VA.

The VA will struggle to obtain in a timely manner its One VA mis-
sion objectives, because of its culture, unaligned investment priorities
between and within administrations, and differences in technology
and process, which hinders efforts to create veteran-centric systems.

In contrast to this approach, the centralized organizational model
provides the greatest opportunity to successfully execute One VA
mission objectives in a timely manner.

Like the federated model, it achieves economies of scale, but will
also allow for rapidly maturing the IT investment management pro-
cess to better deliver its major IT programs.

We estimate potential savings from the centralized option to be
approximately $345 million in annual run rate reduction within five
years.

The potential risk from implementing the centralized option is sig-
nificant. It is the big bang.

But both the centralized and federated potions are viable organiza-
tional structures to achieve One VA mission objectives.

However, it is our recommendation that the VA pursue the cen-
tralization option and aggressively manage the risk to maximize cost
saving opportunity and reduce program risk.

Let me clearly state the organizational change is hard work. If not
done properly, it places the entire organization at risk.

Many examples exist where change efforts were not conducted
properly.

Whether a computerized position order entry system at Cedars Si-
nai or a financial management system at the VA itself, organizational
change requires extensive planning, executive commitment, and a re-
lentless focus on the details.

The whole organization must see the need for change, understand
how change will occur, and participate in the change efforts.

If it embarks on any change effort, the VA must have:

One, its entire leadership team dedicated to the effort, visible in its
executive, and held accountable for its results;

Two, fast-track budgeting and personnel change authority for its
leaders to act quickly; and

Three, use outside experts to guide, track, and report on its perfor-
mance against plan.

While it has risk, the payoff can be substantial improvement in IT
performance at the VA.
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Mr. Chairman, this concludes my statement.

Thank you again for the opportunity to discuss an important mat-
ter for our veterans.

I'll answer any questions at the appropriate time.

[The statement of Michael L. Pedersen appears on p. 77]

THE CHAIRMAN. Thank you very much, the three of you, for your
testimony, your work, and that of your staffs, so please extend that
to them.

Let me ask, Mr. Pedersen, the credibility that you bring to this,
being one of the top companies in the world in what you do, are you
aware of any organization in the private sector that’s like how the VA
1s presently operating its IT? Is there anyone out there?

MR. PEDERSEN. There is no one out there, sir.

The profit motive of the commercial sector drives a natural cost re-
duction orientation and an investment oversight mentality, so I know
of no other organizations like that.

THE CHAIRMAN. So as Congress has been asking the VA to act more
like a business, this effort to bring -- streamline or bring a centraliza-
tion to the CIO would place us in greater stead with modern business
practices?

MR. PEDERSEN. Yes, sir.

If I could add, there are -- the organization as a whole, the agencies
are well operating. I want to make that clear. And there is a tremen-
dous desire for the staff to serve the veteran.

And is it our belief that there are efforts underway that have had
small pockets of success.

The Austin Automation Center was a good example that we found,
where they had defined how they work in a very detailed way. They
talked about the costs of their services back through the franchise
fund.

And we found that a very effective model. We applaud their efforts.
It’s the cost that they would -- the recovery or the price, if you will,
that they charged the administration are comparable to the outside
services.

So there are efforts underway throughout the organization to drive
towards that more business, more commercial-oriented practice. It’s
just not on it as an organization as a whole.

THE CHAIRMAN. All right.

Ms. Koontz, in your written statement, you indicated that the
Clinger-Cohen Act of 1996 mandated federal departments to estab-
lish the position of CIO. However, the VA did not appoint a perma-
nent CIO position until August of 2001.

What other federal departments, if any, requested and received
OMB waivers for appointing a permanent CIO?

Ms. Koontz. I know of no department that has a waiver for estab-
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lishing a CIO.

I don’t know of any mechanism, either, that would allow an agency
to go without a CIO.

The law requires that they have a CIO, and that the CIO report to
the agency head.

THE CHAIRMAN. Also, in your written statement, you indicated that
GAO conducted reviews of the relationships of CIOs and agency heads
in 23 different agencies.

You further indicated the vast majority of these CIOs reported di-
rectly to the agency head.

Of the five largest federal agencies in terms of budget outlays, what
is the reporting relationship for the CIO?

Ms. Koontz. Of the five largest agencies that we looked at, based
on discretionary spending -- and that would be Defense, Health and
Human Services, Education, State, and VA -- four of the five, includ-
ing VA, at the time we did our review in early 2004, the CIO reported
directly to the agency head. Only HHS did not at that time.

THE CHAIRMAN. Also, in your written statement you indicated that
virtually all agency CIOs cite resources, both in dollars and in staff,
as a major challenge in effective IT management.

What specific challenges do you believe the VA’s CIO must over-
come in order for this position to effectively manage VA IT?

Ms. KoonTz. I think that the primary thing that the CIO needs --
there’s two things that I think that are most important for the CIO to
have in order to be successful.

And the first of that is, obviously, that the CIO has to have the sup-
port of the Secretary. Without management support, the CIO cannot
be effective.

Secondly, I think that it’s critical that the CIO have -- be a partici-
pant in an investment management process that’s established and
mature at the agency, that allows the senior management to come to-
gether and make decisions on proposed investments and then oversee
those investments over time.

And as part of that process, it’s absolutely critical that the CIO be
able to veto any proposed investment that is not consistent, for ex-
ample, with enterprise architecture, that’s not consistent with stan-
dards, including network standards, or with other security require-
ments.

THE CHAIRMAN. Mr. Seifert and Mr. Pedersen, do you have an opin-
ion based on Ms. Koontz’ statement that she just made?

Do you concur or non-concur?

MR. PEDERSEN. I'd agree that investment management and that
control is critical for future investment planning and success.

MR. SEirerT. Well, as you know, CRS does not take a position on it
or express an opinion.

THE CHAIRMAN. Do you have a personal opinion of what you just
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heard Ms. Koontz say?

MR. SeirerT. Well, I'm not allowed to express a personal opinion,
but I would say that --

THE CHAIRMAN. Hypothetical?

MR. SEIFERT. -- evidence suggests that this is very important to the
successful functioning of the department.

THE CHAIRMAN. That counts. That counts.

Mr. Evans and I and others on this Committee believe in line and
budget authority for the CIO position.

So I'm going to go right to the heart of the question.

If we're to deliver line and budget authority to the CIO, give us
your positives and negatives that you would foresee in that action
being taken.

And then I'll yield to Mr. Evans.

All three of you can respond.

MR. SEirerT. Well, some potential positives are that the CIO would
gain control over all the IT resources within the department and be
able to coordinate this in a better fashion, perhaps being able to ex-
ecute an enterprise architecture plan.

A potential drawback is that, a department of the VA’s size is fairly
complex and it would be hard to imagine any one person being able to
honestly understand every nuance that’s required for every depart-
ment or every function.

So it is possible that he or she may not be able to capture every
little piece of that and may inadvertently overlook something.

THE CHAIRMAN. Ms. Koontz.

Ms. Koontz. Similarly, I think that if you centralize the funding
under the CIO, certainly the CIO gains control over the expenditure
of those funds, and in that way can ensure that investments that are
made are consistent with the enterprise architecture and standards
and security requirements, et cetera, and that’s an important thing.

My concern, in addition to the scope issue that I think that Mr.
Seifert just mentioned, is that it removes the funds from the business
areas, and its’ very important, if not critical, that information sys-
tems arise from identified business needs, and that’s critical to any
successful systems development effort.

So removing that money from the business does run its own set of
risks. It also puts the business in a position where they have -- they
don’t have the investment in the systems development effort any-
more, because it’s not their money.

MR. PEDERSEN. I'd agree with that.

The idea of bringing accountability is critical. What you want to
guard against -- and you’ll have that if you bring that to the single
point in the CIO.

What you need to guard against is that budget flows for other pur-
poses manifest themselves back into IT. You need to guard against
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that. And you need those executives, those business leaders, back at
the table to guide investment decisions.

It should not be the CIO deciding where investments go. All right.
They should manage it, get the business to decide where the money
should go, what the requirements are, and acceptance of those sys-
tems they build. That’s where accountability lies on the business.

On the CIO side, it’s build towards that spec, and that’s where that
-- the investment management process can be very effective.

THE CHAIRMAN. Mr. Pedersen, that’s where we’d like to go.

Mzr. Evans, you are recognized.

MR. Evans. Mr. Pedersen, could you describe the safeguards nec-
essary to prevent a so-called federated adoption from just becoming
what you described as the status quo option, if there were a bureau-
cratic show of resistance? Can you tell us what those safeguards
would have to be?

MR. PEDERSEN. There would be several that I could identify.

Clearly the idea of where money, people, and assets find themselves
1s going to be one element.

Policy alone won’t protect that, because the complexity of the orga-
nization is so broad, the way money flows through the organization is
so complex, IT spend is very difficult right now to control.

So for the federated model to be successful, there must be all three
of those aspects, so the technology, the people, and the budget author-
ity for those assets must move, and that will prevent itself from at
least the broad, the very significant change back to the status quo.

But also, though, just good change management requires all mem-
bers of the organization to be bought into it and lead that effort.

This is not a strike-of-a-pen activity. This is -- we've laid out that
this is a long-term plan, it’s hard work, it’s hard work for the ex-
ecutive team. This is not something that’s delegated. The executive
team must be critically involved with this and be held accountable for
what progress is being made.

Sir, does that help?

MRg. Evans. Yes, sir.

Thank you, Mr. Chairman.

THE CHAIRMAN. Mr. Bilirakis.

MR. BiLrakis. Thank you, Mr. Chairman.

Mr. Chairman, I recently returned from a two-day visit to Esto-
nia.

Now, here is a country which just a few years ago was behind the
Iron Curtain. Their IT is unbelievable.

Everybody in the country, I think, or virtually everybody in the
country -- certainly there must be some exceptions, although I under-
stand there probably aren’t -- pay all their bills electronically. Every-
thing is done electronically there.

Their cabinets, if I can call them that -- they took us into a room
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where the cabinet sits, and they all have a computer right at their
particular location. Everything is done electronically.

A smaller country, to be sure, but in no time at all, they’re well past
us when it comes to something like this.

You know, it seems to me what Ms. Koontz said in her testimo-
ny here, that certainly the VA did not take Clinger-Cohen seriously
when they handled the CIO position the way they did, given the time
that VA took to even put the position into place, and then it was a
part-time job, and functions were divided. Then VA went one year
with an acting CIO, and finally in August of 2001, VA appointed a
full-time permanent CIO.

So we pass these laws up here, and maybe it’s our fault that we
don’t follow through adequately and have the proper oversight.

In my time remaining, Ms. Koontz, you mentioned the challenges
and you mentioned the lack, the implementing and practices -- I'm
just paraphrasing. You mentioned obtaining relevant resources. I
guess there’s always that. And then the word “collaboration,” et ce-
tera, everything related to collaboration.

Why are these still challenges after so many years? When you re-
search something like this, the GAO does such a great job, you must
have details, specific instances which lead you to these conclusions.

Can you sort of expand upon that, go into these three challenges,
particular the top two that you've mentioned, the implementing and
the relevant resources, and sort of go into some details for us?

You know, we want to be able to picture this, I guess, is what I'm
saying.

Ms. Koontz. I understand.

I will confess, we have lots of details, because we're GAO, but I'm
not sure that I have all of them at my fingertips.

MR. BiLirakis. Well, I don’t want all of them.

Ms. Koontz. But I will -- I will provide what I can.

We have done an awful lot of work over the years about IT manage-
ment practices, and in fact, that’s one of the main -- you know, our
main lines of work, and that’s to look at things like, IT management
practices, I mean having enterprise architectures in place, I mean
having a robust investment management process in place that will
again, like I said before, bring together the right people to make deci-
sions about IT investments, and to not only make the right decisions
but then continue to follow them over time.

And also, we've done a huge body of work on security. As you know
from the annual reporting of agencies, there are many, many, con-
tinue to be many, many difficulties in these areas.

Many of our reports over the years point to the need to strengthen
all these management areas and we, you know, continue to work on
that.

VA specifically I think, one of the things that has been a threat in
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the work that we have done, and I think you would find it’s at those
other agencies as well, it is not really the technology that is the big,
insurmountable problem, it’s putting the right management practices
in place to make things successful.

MRgr. BiLraxis. It’s not the resources, the mechanical resources, if
you will, it’s the --

Ms. Koontz. Exactly. It’s a matter of having the right institutional
processes in place. It’s a matter of having accountability. It’s a mat-
ter of following disciplined processes in terms of building your sys-
tems.

And that does sound very simple, but yes, those are challenges.
They have been challenges for a long time. This is very difficult.
Much of what they’re doing -- much of what’s being done at the VA is
very difficult. Ithink we can’t --

MR. BILIRAKIS. So it’s people.

Ms. KoonTz. -- we can’t ignore that.

MR. BiLirAKIS. It comes down to people and personalities, and yeah,
the thing -- the big problem in government, maybe in life in general, I
guess, 1s what turf, jurisdiction, power, that sort of thing.

Is that what we're really talking about?

Ms. Koontz. I think that may be an issue. I can’t say as I've studied
it for sure, but the reason that we support the idea of having these
institutional processes in place is that if you have these strong insti-
tutional processes, they sort of transcend all those kinds of issues.

They transcend changes in personnel which happen all the time.
They transcend personalities. They transcend turf. And that’s why
we continue to try to underscore the importance of having them.

MR. BiLrakis. Well, and it’s critical, obviously, that we not do any-
thing here in this legislation that’s being talked about, and really
heavily thought out, to hurt things.

Ms. KoonTtz. Mm-hmm.

MR. BiLrakis. We don’t want to make things worse.

And I'm not really sure, and I haven’t even talked to the staff about
it, what kind of cooperation they're getting from the VA, how much
they've even gone to the VA for their inputs on it, and that sort of
thing, and that’s something, of course, that we should be concerned
with here.

It’s frustrating. We had a round robin in this room here a while
back where we're trying to get the VA to cooperate with the DoD in
terms of exchange of medical information, interoperability. And it’s
just frustrating.

The VA has gone, I think, a lot further, obviously, and they have
already been commended by us, and well they should be, but if we
can’t get it done in the VA, which is just one department, I don’t know
where we're going to be thinking about transferring it over and work-
ing with DoD, which is so very, very -- well, particularly in a war such
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as we're going through right now, where these people, you know, will
-- you know, the transition, if you will, from DoD into the VA and the
transfer of records that should take place adequately, and things of
that nature.

It’s frustrating. The bill was passed back in 1997, I believe, some-
thing like that, and here we are in 2005 and we're still not there.

I don’t know. I know we change. You know, there’s changes up
here all the time, and so you have a lack of stability maybe, and
then obviously in the departments and in the agencies they have big
changes and whatnot, so you have a lack of stability, so it’s a little
more difficult, Mr. Pedersen, than it would be, I guess, in the private
sector, mainly for those reasons.

But when it comes to the things like turf and whatnot, which stick
their ugly, ugly head in the way, that upsets the hell out of me.

Thanks, Mr. Chairman.

THE CHAIRMAN. Thank you.

Mr. Michaud.

MR. MicHauDp. Thank you very much, Mr. Chairman.

Many of the problems, when you look at the IT system at VHA, can
be linked, I think, to the failure to involve front-line workers.

In some cases, I've been told about, for example, the CoreFLS sys-
tem failed to adequately understand the needs to supply staff and
others in ordering basic hospital resources, and as a result, you know,
surgeries had to be postponed due to lack of surgical kits; and there
are other situations, such as this.

My question is, under the different I'T reorganization options, how
can the VA best ensure that the end user, the front-line nurse, doctor,
medical technician, and others, will have a meaningful involvement
in identifying and selecting the IT system that will help them deliver
the high quality care that they have to deliver.

It’s one thing to sit in an office and see what might be good for a
system, but it’s another thing to actually be out there having to use
that system and knowing what they need.

So what involvement is being done to ensure that end users have
a say in this?

MR. PeDERSEN. Clearly, sir, defining the requirement, defining that
need is the critical element for that whole investment process.

This is not a central -- you know, there’s no effort or desire to say,
“We will build it and they will come.” It is clearly the role for the
practitioners themselves, the consumer of those services to define
what they need with the sufficient clarity that people can build it, but
also be have to accept what comes back, and if it’s not accepted, they
have to say why it’s not accepted, and that’s how the business and the
technology work well together to define that.

Where those problems emerge, they typically hadn’t defined re-
quirements sufficiently in detail. They hadn’t set up the change pro-
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cess of when it is a change, how will the new organization absorb that
new system. The work, will they be doing things differently? How
differently? And has the business leader helped lead that effort? Ifit
comes from the technology group, these typically fail.

MR. MicHaUD. In what process do you envision that happening?
Clearly, you know, you might go to one area and just ask one or two,
or it might be different in different regions, you know, around the
country.

I mean, how are you going to ensure that the end users will have,
you know, adequate input into the process?

MR. PEDERSEN. As large organizations have defined it -- I go back to
earlier when I said a principal challenge for the organization is defin-
ing how they work. They haven’t sat down to say how those interac-
tions should occur so that you can capture and manage that risk.

If there are differences for the health care system within each
VISN, or within each hospital, we need to define that, or we need to
understand it. That would be a cost to the system implementation
and how the system will be built.

But if that isn’t well established up front, how it gets delivered in
the back, that will create a huge problem.

MR. Micuaup. Thank you.

Thank you, Mr. Chairman.

THE CHAIRMAN. Mr. Pedersen, who are some of Gartner Consulting’s
private clients, if you're willing to tell me?

MR. PeEDERSEN. We predominantly -- we have seven to ten thousand
clients worldwide. Predominantly, it is the largest commercial orga-
nizations in the world, so names -- household names.

Bank of America, Abbott Laboratories, Office Depot, these are our
clients, in addition to most states and large federal governments.

THE CHAIRMAN. So is it fair to say that you are the leader of your
field?

MR. PeDERSEN. We are the leading provider of research services,
yes, Sir.

THE CHAIRMAN. Mr. Seifert, in your testimony when you mentioned
Clinger-Cohen, and although the act is specifically -- strike the word
“specifically” -- does not explicitly identify federal CIOs as having any
form of budgetary control or authority over IT resources, do you know
if any federal CIOs that have explicit control over that budget author-
ity?

MR. SEIFERT. As I mentioned in the testimony, the FBI recently
granted that authority, and also in the budget proposal for fiscal year
2006, it was proposed, although I don’t believe it has been formally
approved, that the Department of Justice CIO have budgetary au-
thority over IT related just to information sharing, as compared to
the whole department.

Otherwise, I would have to look at the different departments o see,
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but so far, most do not appear to.

THE CHAIRMAN. Are you familiar with HHS and in particular NTH?

MR. SEIFerT. To some degree, yes.

THE CHAIRMAN. They're making strides, are they not, in the same
fashion where we're going, they just haven’t gotten there yet? Is that
fair?

MR. SEIrerT. That would be a fair assessment.

THE CHAIRMAN. Ms. Koontz, I couldn’t help but think that I could get
this wrong, but it’s probably pretty close.

I almost feel like I'm having a flashback here.

Five years ago, we sat just like this and at the time I believe it was
Secretary Goss who had just testified. He testified after you, but I
remember -- it was before you -- and I was asking him, “What kind of
authority and powers do you need, you know, now that you’ve finally
got this?”

And he said, “You know, I really don’t -- I don’t need any, because
the Secretary is going to give me what I need to get this done” -- five
years ago.

And then when I look at these systems that we have here, this
Committee, has funded, that have failed, and that were even outside
of his ability to control, it pains me. It -- I just want to say personally
-- it pains me.

Because five years ago is where I came up with this, to give this line
of budget authority, and I've been really patient, and you’ve been,
too.

But we are -- I think the Committee is finally about there, we really
are, to actually do this. But I want to make sure we do it smartly and
correctly.

So I hate to be redundant, but I have to come back to this.

If we're to give the CIO budget and line authority and say, then,
to the CIO that these are your CIOs that serve for the three under
secretaries -- they don’t work for the under secretary. They work for
the CIO.

And then those regional CIOs report to each CIO, right? So we've
got them in a control function?

At the same time, we want business practices to continue, okay?

So whatever system is being created, whether it’s -- you know, we
have in the works this competition going on with regard to our claims
recovery. So we're going to find out which two pilots we’ll do for a
national rollout. But those are business practices.

But help me here, give me your counsel, give the Committee coun-
sel on how we deliver line and budget authority to the CIO and how
then we're going to have proper interface with the business office.

Tell me what your thoughts are.

Ms. Koontz. I think that’s precisely the question.

And one thing that I would like to emphasize developing about in-



21

vesting in and developing systems, the importance of collaboration
between the CIO and the business units.

It’s not necessarily that it’s one or the other. It’s really that it has
to be a collaborative type of relationship.

The business is -- the business units are definitely the ones who
have to identify the needs. They know what they want. And then the
CIO has to be involved to make sure that this fits with the rest of the
enterprise, make sure that -- advises them on different technological
solutions, and sort of guides the implementation from an IT perspec-
tive.

I think that what is more important than who precisely controls
the funds is that you have that investment process, that you have a
strong institutionalized investment process that brings together the
right people to the table to make these decisions, and of course that
has to be supported by the head of the agency. The head of the agen-
¢y has to be committed to making this process work.

The Chairman. All right.

Mr. Pedersen, in your counsel, now to me, take the private sector,
how they control the enterprise architecture, interfaced with busi-
ness, and your counsel is to say, this is how we can do it in the VA.

Mr. Pedersen. I agree heartily with the comments you just heard.

The idea of transparency of the budget, of the money, of how it’s
being spent, where it’s being spent is critical for this. That’s the first
item that would come to mind.

The second is again, it is not -- well, the chain of command needs to
clearly understand the change. They have to be very active in this.
This is a very large, complex organization. I don’t need to tell you all
that.

But how IT currently is structured is very complex today. There
isn’t a well-defined chain of command. It reports to different people.

So bringing that together is itself an effort, so that all of those indi-
viduals need to be involved and have that ability to change.

So that quick change needs to be managed. That is a risk you’ll
have to manage as you go to that new operating model.

THE CHAIRMAN. All right.

Mzr. Michaud, do you have anything?

MR. MicHAUD. No, sir.

THE CHAIRMAN. All right.

I’d like to thank all of you for your written testimony, and we may
have follow-on, not today, but as we proceed, and if we can call on
you, I'd appreciate that.

As I said earlier, we're trying to build a model that we want to
leverage into the rest of the departments in the federal government,
and more importantly, how do we do it first in the VA, and then oth-
ers can examine what we do right and what we do wrong.

And I appreciate your counsel.
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Thank you.

The first panel is now dismissed.

The second panel I would like to introduce is The Honorable Gor-
don H. Mansfield, Deputy Secretary of the Department of Veterans
Affairs.

He is accompanied by the Honorable Daniel Cooper, the Under Sec-
retary for Benefits, Veterans Benefits Administration; the Honorable
Jonathan B. Perlin, Under Secretary for Health, Veterans Health Ad-
ministration; and Richard A. Wannemacher, Jr., Acting Secretary for
Memorial Affairs, National Cemetery Administration.

Also at the table is the Honorable Robert N. McFarland, the As-
sistant Secretary for Information Technology and Chief Information
Officer, Department of Veterans Affairs.

We also have Pedro Cadenas, the Associate Deputy Assistant Sec-
retary for Cyber and Information Security, Department of Veterans
Affairs.

I have a name that a lot of people butcher, and I think I just butch-
ered somebody else’s name.

MR. CapENAS. Yes, sir. Cadenas.

THE CHAIRMAN. Cadenas? I apologize. You can call me Buyer.

Mr. Secretary, your complete written statement will be made part
of the official record, and you are now recognized for an opening state-
ment.

STATEMENT OF HON. GORDON H. MANSFIELD, DEPUTY
SECRETARY, DEPARTMENT OF VETERANS AFFAIRS
ACCOMPANIED BY HON. DANIEL L. COOPER, UNDER
SECRETARY FOR BENEFITS, VETERANS BENEFITS ADMIN-
ISTRATION; HON. JONATHAN B. PERLIN, UNDER SECRE-
TARY FOR HEALTH, VETERANS HEALTH ADMINISTRA-
TION; HON. RICHARD A. WANNEMACHER, JR., ACTING
UNDER SECRETARY FOR MEMORIAL AFFAIRS, NATIONAL
CEMETERY ADMINISTRATION; HON. ROBERT N.
MCFARLAND, ASSISTANT SECRETARY FOR INFORMATION
TECHNOLOGY AND CHIEF INFORMATION OFFICER,
DEPARTMENT OF VETERANS AFFAIRS; AND HON. PEDRO
CADENAS, ASSOCIATE DEPUTY ASSISTANT SECRETARY
FOR CYBER AND INFORMATION SECURITY, DEPARTMENT
OF VETERANS AFFAIRS

MR. MaNsFIELD. Mr. Chairman and members of the Committee, I'm
pleased to be here this morning to discuss the Department of Veter-
ans’ Affairs’ ongoing activities in the reorganization of our informa-
tion technology programs.

I would request also, sir, that the articles noted in the full state-
ment also be included in the record.
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Mr. Chairman, I wish to acknowledge your continued interest in
this area and thank you for your efforts --

THE CHAIRMAN. Hold just a second.

Which articles are you referring to? Which articles are you refer-
ring to that you're asking be incorporated in the record?

MR. MansriELD. The ones that are mentioned in my full statement,
sir, that are summarized, I would ask that the full articles be in-
cluded.

These are the ones that deal with our medical records, and they’'ve
been presented to the recorder, sir.

THE CHAIRMAN. All right. Hold on just a second right here.

MR. MaNsrFIELD. If that creates a problem, we will withdraw the
request, sir.

THE CHAIRMAN. Well, let me just share this with you, Mr. Secre-
tary.

What I'm going to try to get a control on here is the incorporation of
so many outside journals and articles.

I just learned that one of our members on this Committee asked
that the Independent Budget be made part of an official record, and
we exploded the cost of the production of a record because of how
large it is, and it really wasn’t something that really was necessary.

So let me just --

MR. MANSFIELD. Sir, as a compromise, I would propose that I would
withdraw that request and that, with your permission, copies of those
articles will be sent to the members of the Committee.

THE CHAIRMAN. That sounds like a wonderful -- thank you -- re-
quest.

You may proceed.

MR. MANSFIELD. Yes, sir, and my apologies for the problem.

As I've said, sir, I wish to acknowledge your continued interest in
this area and thank you for your efforts to aid our evolution in this
important arena.

In fact, I would say that this truly has been a bipartisan effort by
this Committee, and an effort to move us forward in the area of IT
technology for the VA.

The size and scope of VA’s mission demands a judicious use of all
means at our disposal. Information technology has proven to be a
valuable tool in a number of important aspects of our business and it
holds great promise for increasing our capacity to perform for Amer-
ica’s veterans.

I want to emphasize that IT is a tool to be utilized as an important
aid to allow us to carry out the department’s reason for existence, to
deliver services and benefits to our nation’s veterans.

Today, we are nearing the end of a fiscal year in which we will
provide health care to 5.2 million veterans out of 7.1 million who are
enrolled in our system.
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We will provide monthly compensation and pension benefits to over
3.5 million veterans and beneficiaries.

Also, we will work with over 500,000 veterans or family members
to provide education benefits and 95,000 service disabled veterans
through our voc rehab programs.

We are also approaching 100,000 burials in our National Cemetery
Administration facilities.

These large numbers are made up of individuals who have earned
the benefits we are charged with delivering.

One of the first considerations I believe we have to these millions of
veterans is to do no harm.

By that, I mean we must recognize that our current IT system is
working and we are performing and providing those benefits.

One of the reasons we are performing is because over the past de-
cades plus we have decentralized our system, as I explained in my
submitted testimony.

One result of that decision was that we did gain an effectiveness.
However, I recognize that that effectiveness has come with a loss of
many efficiencies, and I agree that they must be regained.

As a part of the need to regain some efficiency, the VA must also
recognize that we have reached the point in time where we must
move, we must move towards standardization in these activities.

Dr. John Gauss, the first IT Assistant Secretary and CIO, started
to move towards reorganization.

His efforts resulted in some progress towards a One-VA enterprise
architecture, effective project review and approval process, modern-
ization of the telecommunications infrastructure, implementation of
an effective cyber-security program for the VA, and a move towards
consolidating control over IT budgets, expenditures, and personnel.

When Mr. McFarland came to the VA in 2004, he recommended,
and I approved, that we needed an outside consultant to review the
VA IT organization and activities with a goal of giving us an “as is,”
that is an existing view of the organization, and some proposals on
recommendations for change.

That activity was performed by Gartner Consulting, whose testi-
mony has been presented by Mr. Michael Pedersen, the managing
vice president.

This assessment was to help us enhance the effectiveness of VA’s
IT by first baselining how it operates today, then developing organi-
zational models that increase VA’s IT value in terms of greater ef-
ficiencies, economies of scale, and added business value, and finally,
charting the path VA IT can follow to deploy its new organizational
model to truly deliver value.

This assessment, as you noted, was completed in May of 2005. We
are currently assessing alternative management structures and a re-
cent organizational assessment has provided important input.
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We understand that any changes must serve to increase our per-
formance on behalf of veterans, in a way ensuring no interruption of
services to them.

We are committed to organizing and managing our IT resources
wisely and prudently, and look forward to this Committee’s contin-
ued support.

Basically, Secretary Nicholson, after the briefing from Mr. Peders-
en, asked me to review recommendations with the CIO and the under
secretaries of the administrations, and come up with a recommended
model for him to make the final decision.

I believe that the federated model is the best answer for VA at this
point, in that it will produce the quickest return on investment.

VA’s size and the scale of its mission make it unique. While cen-
tralization of IT application and system development should be the
long-term goal, it is not a prudent near-term solution based on the
current culture and the ability to manage significant change.

The federated approach includes high-level management, budget
control, and comprehensive oversight of application and systems de-
velopment within the CIOs’s office. This will significantly strengthen
the VA’s ability to deliver high-risk, high-value application develop-
ment projects.

This is the first step, and will start breaking down the stovepipes,
moving us closer towards One-VA.

And finally, I have directed each administration to realign and re-
organize the methods by which they do application and systems de-
velopment and reorient those activities based on industry standard
best practices.

This will ensure proper planning, design, integration and stan-
dardization requirements are followed throughout the department as
we build our next generation systems and applications as One-VA
systems to better serve our veterans.

I might note in closing that the CIO will have management over-
sight and budget decision authority.

Two issues I would like to address include, number one, resources.
That issue has been brought up.

But I would say that this Congress and the administration have
been generous with the VA for funding IT projects, and I believe that
it’s not an issue of dollar resources as much as it is qualified person-
nel that we need to be able to get into this organization and help us
design, manage, and run these programs.

We also recognize that right now we cannot do it from inside, and
as we move forward towards a change, we're going to need outside
help, and we're planning on that. And the last point I would make is
one that’s mentioned in the Gartner report. And that is that we do
have a highly motivated workforce in the administrations that want
to deliver services to veterans and will get in line with a proper plan
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that’s properly explained and that they have a part in designing and
moving forward.

Thank you very much for this opportunity, Mr. Chairman, and I
look forward to answering your questions.

[The statement of Hon. Gordon H. Mansfield appears on p. 90]

THE CHAIRMAN. Thank you, Mr. Secretary.

I can choose one word to describe the mission when I took over this
job as Chairman of the Committee: accountability -- accountability,
accountability, accountability.

People will demand it on this Committee, will demand it equally of
the administration or any of the advocates on behalf of veterans.

Why did you hire Gartner Consulting?

MR. MANSFIELD. At the point in time we made the decision to hire
them, we decided that, with Mr. McFarland as a brand new assistant
secretary for information technology, and I as a brand new deputy
secretary, looking at the situation we had in hand and in discussions
with the then Secretary, acknowledged that we needed to look at this
total IT structure, what it was doing, what it was not doing, and make
decisions to make changes in its operations.

We wanted to bring in somebody from the outside that could take
an outside view of it, and give us some information on where they saw
the “as i1s” picture, and also make some recommendations where they
thought we might want to go.

And Mr. McFarland is the person that was put in charge of that,
and followed up on that mission.

THE CHAIRMAN. And why that specific consulting firm?

MR. MANSFIELD. I'll turn that over to Mr. McFarland, since he’s the
expert in this area.

MR. McFarLanDp. Well, sir, Gartner and the firm which they ac-
quired, which was META, is known throughout the industry as hav-
ing a unique set of qualifications.

Primarily, I was interested in someone that didn’t have a vested
interest in what we did and how we organized ourselves and what
the outcome was.

Gartner nor META had any businesses that are related to integra-
tion of products or selection of products and tools, so I was interested
in an independent attitude.

I also wanted a fresh set of eyes. Everybody in the VA has an opin-
ion about IT. I wanted a fresh set of eyes, and that was the best fresh
set of eyes I could find at the time, and I --

THE CHAIRMAN. What was the cost of the contract?

MR. McFaArLAND. The contract was, I believe, sir, somewhere be-
tween $4.5 and $5 million, I believe, to the best of my recollection.

THE CHAIRMAN. Secretary Mansfield, what makes an effective CIO?

MR. MANSFIELD. Someone that, number one, is knowledgeable and
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understands information technology, understands what it can do as
a tool, somebody who is able to look to the future, and in this fast-
changing arena, be able to anticipate some of the changes or be able
to move with the changes, and then somebody who is dedicated to
ensuring that these activities go forward in the best way possible.

THE CHAIRMAN. You would concur with this statement, that this is
the 101, that IT is an enabler for you to accomplish your mission in
an effective manner, correct?

MR. MANSFIELD. Yes.

THE CHAIRMAN. In order to have a good enabler, you have to have
one architecture; would you concur with that?

MR. MANSFIELD. Yes.

THE CHAIRMAN. So it is extremely important, whether you choose a
centralized approach or a federated approach, that we maintain one
architecture, correct?

MR. MANSFIELD. Yes, Sir.

THE CHAIRMAN. Okay.

Let me -- Mr. Secretary, may I turn to your three under secretaries
for a moment?

MR. MANSFIELD. Pardon me, sir?

THE CHAIRMAN. May I turn to your three under secretaries for a mo-
ment for questions?

MR. MANSFIELD. Yes, sir. That’s what they’re here for.

THE CHAIRMAN. What would be the concern of the three of you of a
centralized approach, whereby we give a line of budget authority to
the CIO?

What are the positives of that approach, and what are the nega-
tives of that approach with regard to centralized, let me just say this,
recognizing that testimony we just had before you took to this table,
the testimony was what you presently do is not mirrored anywhere,
not anywhere.

So give me your counsel. Whoever wants to go first.

MR. MansrFIELD. Dr. Perlin, do you want to go first?

Dr. PerLIN. Thank you, Mr. Chairman for the opportunity to com-
ment on that.

First, let me acknowledge the positives of either centralization or
a federated approach.

We are One-VA. We should have seamless interoperability be-
tween benefits and health and commemoration of veterans, period.
We should have an architecture that supports and facilitates that.

Some might actually agree that the control of funds within the Of-
fice of Information Technology will allow us to coordinate our projects
and realize an enterprise architecture that delivers that.

My concern about centralization really relates to our history, as
well as the experience of health information technology in the United
States.
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Health information technology is not pervasive. Less than 20 per-
cent of health care providers, certainly hospitals, have health infor-
mation systems, and certainly VA has been hailed for its exceptional
performance in delivery of high-quality health care facilitated by
health information technologies.

In fact, this month’s issue of Healthcare Papers in Canada, (an en-
tire issue) was dedicated to understanding the improvement and the
transformation of VA. It recognized the health information technol-
ogy as a supporting technology, and it recognized further the perfor-
mance measurement and the accountability.

Sir, you asked about accountability. Our performance is our ac-
countability. Our performance is the fulfillment of our mission of
high-quality health care services.

We've had a history of a centralized health information before. In
fact, before this very Committee, the Inspector General testified he
did a “flyoff” between one centralized and one decentralized program.
Ultimately it was the centralized one that had failed.

It failed because it had characteristics that were similar to some of
the shortcomings of CoreFLS. It didn’t engage the end user.

So with all due respect to what I've just heard in terms of testi-
mony and with absolute cognizance of health information in the
United States and the experience of health care executives and chief
information officers in health care, I support the consolidation of the
infrastructure, the generic architecture, the enterprise architecture,
but the attachment of development to the clinicians, to the end users
is the defining characteristic and has been reported in Healthcare
Papers, among other journals, as the key feature of the success of the
health information system in VA.

So in the federated model, I think we gain the efficiencies but pre-
serve that unique aspect of the information system that allows and
has demonstrated VA’s ability to deliver high-quality care to veter-
ans.

THE CHAIRMAN. Admiral Cooper.

ApmiraL Coopir. Essentially, I would say that the devil is in the
details.

In my organization, VBA, we essentially have a centralized pro-
cess. In my opinion, I could acclimate to whatever decision is made.

The whole execution of the IT reorganization is dependent upon
the agreements that we have and how we execute them. My concern
is that because such a large portion of VBA’s budget goes to paying
people, if at times I have to use money, I do not having full control of
the budget. However, that is something that can be worked out.

THE CHAIRMAN. Mr. Wannemacher.

MR. WaANNEMACHER. The National Cemetery Administration sup-
ports the VA CIO by working within federated model. This insures
we adapt and adhere to Department goals which promote synergy
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and efficiency of business processes.

With the smallest of the three VA administrations IT budget, NCA
has operated with an internalized centralized system for the past 10
years in order to enhance memorial benefits and service delivery to
our Nation’s veterans and their families.

MR. MaNSFIELD. Mr. Chairman, Dr. Perlin would like to add another
point, if he may.

Dr. PeRLIN. I think you asked for the pros and cons of the two mod-
els, so I was very taken by the testimony where it supported the the-
sis that I just offered.

It was said that one of the risks is a lack of intellectual investment
in the activity.

That singularly has been the disconnect in the clinical community
in terms of getting health information technologies to work. Main-
taining that connectivity with clinicians, is one of the key features.
That is why I recommend the federated model.

THE CHAIRMAN. Secretary McFarland, if we were to give you line
and budget authority, how do you place at ease the three under secre-
taries that you're not going to stymie innovation, and their ideas?

There’s a budget. There’s only so many dollars. But you're part
of a team, and when we’re now going to heed counsel that you paid
a lot of money for, and he talked about the importance of collabora-
tion between the business and the CIO, how do we achieve a central
model?

MR. McFarranDp. Well, T believe in no matter which model you
choose, a key factor has to take place, and that is a customer orienta-
tion.

I've spent 33 years in the information technology sector, and I am
a full believer and have seen this environment be successful, where
you have a customer mentality.

IT is a tool. It’s a business enabler. It serves its customers. It
should first serve the veteran in this organization and it should sec-
ond serve the employees, and the employees of the administrations.

If the users are not served, then IT fails.

So any IT organization that I've ever headed up or will ever head
up will have a customer mentality that says that the people we serve
every day and supply power to, supply technology to, are the custom-
ers. They are the people that we have to deliver services and technol-
ogy that make their business applications work.

We have to take input from them on what’s required. They are the
experts.

IT itself is not a business application. IT is a tool. And it can only
be enabled if you're able to serve the customer.

Candidly, I haven’t always seen a customer mentality in VA in the
18 months I've been here, and I believe we have to first and fore-
most take 6,000 IT people out there, no matter what they’re doing or
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where they're serving, and get them to understand that IT and their
participation is about serving the customers -- the veterans and the
employees.

THE CHAIRMAN. All right. That was pretty hard.

We're well aware of, as we roll out in more areas the patient med-
ical records issues, that those words are all meant to be customer
friendly and help deliver and improve quality care.

So as Dr. Perlin would come up with an idea, all right, or roll out
into another VISN, your job would be to make sure that it fits the
architecture, right, and hardware and software, right?

So you got to put a check in the box for that, under a centralized
approach?

MR. McFaRrLAND. Yes, sir.

THE CHAIRMAN. All right? Not that you're the guy that’s to tell him,
“No, it cannot be done,” or if you say it can’t be done, then it’s a real
issue that’s got to be resolved then between Secretary Mansfield and
the Secretary, right?

MR. McFarLanD. Well, under either model you have to be able to
do this.

Under either model, you have to be able to agree that anything the
user wants you to build or wants you to run has to be able to meet
the enterprise architecture. It has to be able to fit within the One-VA
approach to delivering services.

Our job, in either model, is to advise the administrations and their
constituents exactly what will fit and what won’t fit --

THE CHAIRMAN. Okay.

MR. McFARLAND. -- and then sit down and negotiate how we change
a specification, how do we move a design to make it fit. That’s a col-
laborative effort. It has to be done that way.

THE CHAIRMAN. All right.

Mr. Michaud,.

MR. MicHaup. Thank you, Mr. Chairman.

I have one question for Mr. Mansfield.

I realize that the VA is still in the process of securing IT assets and
restoring information systems and communication in the Katrina-af-
fected area, and this may be too early for the question.

But do you have any preliminary lessons learned on improving the
IT system at VA, and how would IT reorganization have improved or
hindered efforts during this disaster?

MR. MansrFiELD. Thank you for that question, sir.

I would make a couple of introductory comments, and then turn it
over to the experts here.

But I do know the one lesson -- and we do have a lessons learned
group out of our readiness operations center that is currently in the
process of coming up with a total lessons learned for everything in
this operation, as we do every time we go through one of these exer-
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cises.

One lesson learned is that our backup communications systems
were not able to do the job, and we need to go forward and find some-
thing better than we had and get that on site and be able to use that
S0 we can maintain communications.

One of the aspects of our system, though, is fortunately, because
of our planning, because of our training, we have folks out there that
have been through this, and were able to operate on their own even if
communications was interrupted from a certain point.

The other part of it is dealing with records, and I'll turn that over
to Dr. Perlin, is that in general, we were able to make the move in
time to be sure that any of the veterans in that affected area, no mat-
ter where they moved to, the practitioners were able to get access to
those records.

However, it does raise one issue that is a problem in our system,
and that is that it oftentimes, again in these, as I say, decentralized
operations, each one doesn’t fit across the whole system, and that’s
where we need to go, where instead of having to work a special fix
each time, we can ensure that across the total system, those records
are interoperable.

And I would ask Dr. Perlin to comment on that, and then Mr. Mec-
Farland.

Dr. PErRLIN. Thank you, Secretary Mansfield.

Congressman Michaud, thank you for the question.

I actually have in front of me two articles from today.

One: “Katrina Shows Need to Computerize Records,” Orlando Sen-
tinel, talking about how effective having electronic health records
were.

And a similar article from Government Computer notes, “Agency
IT Provides Relief After Katrina.”

Both comment on VA’s effectiveness in meeting the mission: That’s
serving veterans - ultimately our mission, not an I'T mission - a mis-
sion of patient care, because those records could be made available
to the entire system, being hosted at another facility, even after New
Orleans came off-line.

The deputy had mentioned one important improvement, that back-
up communications henceforth will have satellite uplinks, and we ap-
preciate the collaboration with the Office of Information Technology
in establishing those at Biloxi and Jackson in the middle of the crisis
to provide broadband communications.

The second is that --

THE CHAIRMAN. Can I interrupt a second?

I want you to correct me if 'm wrong.

There’s no single data repository for all of these records. Would
that not be correct? That’s correct, is it not?

Dr. PerLIN. That is correct.



32

THE CHAIRMAN. Okay. So when a patient was transferred direct-
ly from, whether it’s New Orleans to Houston, or Biloxi to Jackson,
somebody had to back up a tape.

So when that patient was taken directly to Houston, Houston
couldn’t come on line, show a doctor, “Here’s what the medical record
1s,” that it had to be backed up and inserted?

Dr. PErLIN. No, that record would have been, Sir, available had
there been connectivity between New Orleans and Houston.

Under the circumstance, the latest footprint, the most recent data
was acquired in fact, during the storm. In fact, that’s one of the take-
home lessons: that the facility could continue to operate indepen-
dently!

Let me turn to Mr. McFarland in terms of our corporate reposi-
tory.

MR. McFARLAND. It is true that, in order to get the records from New
Orleans to Houston, we did have to take a tape from New Orleans
bring it to Houston, install a configuration that was equal to the New
Orleans configuration, and then bring it up.

One of the initiatives that Dr. Perlin’s people and myself have been
working on some two months now, two-and-a-half, three months now,
is the concept of regional data processing centers, so that we can get
to a point where these records will not have to be moved by tape, that
they would be accessible anywhere within a region that a veteran
would be able to go.

But, yes, currently today, they are different instances, different
configurations based on medical centers, but there is a process in
place to change that.

THE CHAIRMAN. All right.

Mr. Michaud, I want to thank you for yielding to me, because that’s
a fine example of why I'm hesitant on a federated approach, because
we think that this is all out there, but it’s really not if you don’t have
the word, “connectivity.”

I yield back to the gentleman.

MR. MicHaup. That’s a good point, Mr. Chairman.

Actually, that was going to be my follow-up question. Is there a
central place where there is a backup, and if so, where is that, or do
you envision that being so?

Dr. PERLIN. Sir, there is backup of corporate data nationally. It
doesn’t integrate as one seamless record at this moment.

The project Mr. McFarland described, the health data repository,
will allow it to operate as one seamless health record.

The reason it does not is not because we willfully wanted to have
different instances of VISTA. The reason it is as it is now is entirely
an artifact of history.

Even ten years ago, let alone 20 years ago, one didn’t think in tera-
bytes of data or national data files. It was really quite miraculous to
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stand up one hospital on one system.

In fact, as they evolved over time, there was differentiation.

The task before us, and Mr. McFarland and I are absolutely in lock-
step agreement on this, is that there be one consistent instance of the
system of the electronic health record, and it’s that which allows in
this really imminent next generation of the health data repository
one seamless record across the United States.

MR. MANSFIELD. Sir, if I may add a follow-up to that, to the Chair-
man’s point, it’s my belief in the federated model that we're talk-
ing about and recommending to go forward with, that the issue you
brought up would be solved because there would be one operational
system that would be under the control of the CIO, across the whole
VA, and that would take care of not only the problem with VHA, but
it would, when we get to the final point, also give us One-VA where
the veterans’ records would be accessible across the system.

So in the model that I'm looking at and proposing, we would have
that solution, sir.

MR. MicHaup. I want to follow up on that question.

So what would happen if we had a terrorist attack and it took out
that system? What would happen as far as the records?

THE CHAIRMAN. The national system or the local system?

MR. MicHAUD. Yes, the national system.

MRr. McFarLanD. Well, first off, sir, we would never have a single
instance of any system.

I believe we will be able to put those records, that national system
in multiple locations, and have a mirror image of those at all times,
so that no matter whether we lose any specific site, we will be able to
recover immediately from the backup site, and that’s a mirroring ef-
fect. You don’t want it to be anything except a mirrored image.

MR. Micaaup. Thank you very much.

And Mr. Chairman, Dr. Perlin had mentioned a couple of articles.
We do not need them for the record, but if he could provide the Com-
mittee with those articles, I'd appreciate it.

The material was provided to the Committee, and is maintained in
the Committee files.]

THE CHAIRMAN. Thank you, Mr. Michaud.

MR. MicHaup. Thank you.

THE CHAIRMAN. Mr. Bilirakis.

MR. BiLiraxkis. This is not, I guess, considered a very sexy subject,
high-profile, et cetera, and yet we’ve got a room full of people here.

I mean, to me that’s very meaningful. There’s concern in this area.
There’s a lot of interest in this area. And I'd like to say there’s a lot of
frustration in this area.

Mr. McFarland, Mr. Secretary McFarland -- I guess you're Secre-
tary, right?
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MR. McFaRrLAND. Assistant Secretary.

MR. BiLirakis. Under the federated model that Mr. Mansfield and
others have talked about putting that into effect, you would be in
charge, I guess.

Would you have the adequate authority to be able to do what is
necessary to be done, referring now again -- I don’t know whether Ms.
Koontz is still in the room -- referring again to the challenges that
she mentioned, the implementation practices, the obtaining relevant
resources, the collaboration.

Would you have the adequate authority?

Now, I know you guys work next to each other and you probably go
to lunch together and you're friends, as well you should be.

But can you be honest with us?

MR. McFARLAND. As long as I have what I would consider, and this
may not be the right government word, but I'll use it anyway, as long
as I have veto power over the way money is spent on IT infrastructure
and IT projects --

MR. BiLirakis. How about if money is spent for -- money which may
be allocated to IT, but is not being proposed to be spent for IT, is being
used for any other purposes?

MR. McFarLaND. Well, then, would that be the case, then I would
not have the control, no.

But I don’t believe that is the intent of either model, If I understand
what we're working --

MR. BiLIRAKIS. I'm sure it’s not the intent, officially the intent.

What happens now? You have money allocated to IT, and is all of
it being spent on IT?

MR. McFaRrLAND. I daresay, according to what staff tells me, it is
not.

I do not have visibility into all of the money being spent today, and
as to whether it is completely spent on IT --

MR. BiLrAKIS. Should you not have that authority?

MR. McFarLAND. I definitely should have.

MR. BiLirakis. You should have that authority, and you would not
have under the model that is proposed by the VA, would you?

MR. McFarLanD. No, I believe I could have it under either model. I
don’t have it today, but I could have it under either of the models that
are proposed here.

MRg. BiLirakis. Well, I should think that it’s not a matter of could
have. I think it should be a matter of should have or will have based
on the way legislation is crafted.

The VA has spent, what is it, half a billion dollars, whatever, what
the figure was for the consultant that we talked about earlier.

They disagree, the VA disagrees with the consultant’s recommenda-
tions. As I understand it the piece of legislation which the Committee
is crafting is consistent with the consultant’s recommendations.
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How do you feel about that?

MR. MANSFIELD. Sir, I would say that --

MR. BiLiraxkis. I was asking Mr. McFarland, but I would like to hear
from you, too, Gordon.

MR. MaNsFIELD. Sir, I would say that we have agreed with one of the
options, and the consultant, as requested, came up with a number of
options, and we believe that, based on his input plus other input, that
the one that we've chosen is the best one for the organization.

MR. BILIRAKIS. Are you saying the consultant --

MR. MansrieLD. We didn’t say that “You have complete control and
you’ll run this.” We said, “We want you to make recommendations.”

We've taken those recommendations inside the Department, and
as I mentioned, at the Secretary’s direction, we've had numerous dis-
cussions with the CIO and the administrations and come up with
what we have --

MR. BILIRAKIS. So the consultant suggested a number of options
and the centralized model which is going into the legislation is one of
them, but the federalist -- the federated model --

MR. MANSFIELD. Yes, sir. And I believe his testimony that he pre-
sented here indicates that those two are the preferred -- those two are
the preferred models.

MR. BiLrAKIS. Mr. McFarland, what say you?

MR. McFarLAND. I believe that I can support a federated model
based on the concept that the very first thing we need to do is get our
arms around the infrastructure.

The reason we have stovepipes today is because the infrastructure
is divided among the administrations. There is no collaboration.
There is no joint use. There is none of that today. And that is the
primary reason for the stovepipes. And I also --

MR. BiLirakis. Would the federated model be consistent with that
particular status quo?

MR. McFarLanD. The federated model would solve that. Both the
centralized and the federated model would solve that issue.

The other thing, candidly, that I have to look at as a political ap-
pointee is, I have a limited amount of time to pour what I call con-
crete with good rebar, and that is that what can I do quickly in my
three years left here that I can do to make sure that we make change
that stays here; and certainly, the infrastructure is the quickest re-
turn on investment.

MR. Birirakis. Which model would you prefer, sir? You, our political
appointee?

THE CHAIRMAN. In your personal opinion.

MR. McFARLAND. In my professional opinion --

MR. BiLraAKIS. Personal, professional, any kind of opinion.

MR. McFARLAND. -- I support what the consultant said.

That being said, it is the big bang, and the big bang has a great
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amount of risk to it.

And at the direction of the Secretary and the deputy --

MR. BILIRAKIS. Are you a lawyer, Mr. McFarland?

MR. McFarLaND. Pardon me, sir?

MR. BILIRAKIS. Are you a lawyer?

MR. McFarLaND. No, sir, I am not a lawyer.

MR. Birirakis. Well, you know how to dance around these ques-
tions.

MR. McFarLAND. I'm not trying to dance, sir.

I'll be honest and tell you, in my professional opinion and my per-
sonal opinion, the centralized option is the best thing in the long run
for the VA.

MR. BiLrakis. Okay.

MR. McFARLAND. I'm also a realist and know that we have to take
this thing a step at a time. There are no --

MR. BiLirakis. Okay, and that’s good. I really appreciate your add-
ing those additional words. We have to take it a step at a time and
what not.

And I think it’s important that the Committee understand, I know
that the Chairman understands, that we don’t want to do any harm
here. We don’t want to cause more problems.

And we understand also, or we should understand, hopefully we
understand correctly that you're on the line and you know this stuff
better than we do.

But, you know, we have concerns. The major VA IT investments
that have failed in the past, who was -- you know, the questions,
who was in charge of the following programs: VETSNET, CoreFLS,
VISTA, two billion dollars down the drain, that could have gone to
health care, Mr. Secretary.

I understand the CIO was not in charge. Who was in charge? Who
is currently in charge of management of these programs?

We can get answers from you, but these things have happened.

Now, there’s a level. We've already said great things about the VA.
We've commended you. Frankly, I felt like standing up and applaud-
ing you on the work that you have done on Katrina and your help
with 9/11 back in 2001, et cetera.

But there are a lot of failures here, and so there’s a lack of cred-
ibility, I would say.

And Dr. Perlin -- you know, you want to put up your hand -- you're
a doctor, and you care about health care, and you don’t mind my con-
cern. I've chaired the Health Subcommittee on the Energy and Com-
merce Committee for 10 years on health care, and I'm very much
concerned with it all.

By God, the question that Mr. Michaud asked, about why the Hous-
ton computers had to be reconfigured in order to be able to use that
tape? What’s wrong? Something is wrong with that scenario.
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And I'm going to ask, on behalf of -- I'm vice Chairman of the Com-
mittee. I've already cosponsored the legislation.

But I'm going to ask that we sit down with you all and that you’ll be
yielding, that you’ll be yielding, that you're not going to be stubborn
and say, “Hey, our model is the model that we want to go to and we
don’t want to cooperate as far as a centralized model is concerned.”

But Mr. McFarland, who I think can see the forest for the trees
hopefully, has said that the centralized model is clearly the preferred
one. He said he can work with both of them, I think, as I understand
his paraphrasing his statements, but that’s the better model.

Now, should that model be twisted a little bit and whatnot to make
sure that no harm is done? I suppose so. But we've all got to be open
minded.

I've taken a lot of time, Mr. Chairman. I apologize for it. But I've
sat in these meetings all through the years. We had our roundtable
the other day. I just can’t get over how little Estonia can do what
they’ve done and how we can’t even do it within one of our depart-
ments.

Thanks, Mr. Chairman.

THE CHAIRMAN. Mr. Michaud.

MR. MicHaup. Thank you, Mr. Chairman.

I'm reading the GAO Report, and I have one question, Mr. Chair-
man.

According to a memorandum dated back in August of 2002 from
Secretary Principi, in that memorandum, he talked about realigning
to a central IT system. That was back in 2002.

The GAO reported in September of 2002 that it would build cred-
ibility, it would achieve a One-VA, it was bold, it was innovative, and
that memorandum was signed in 2002.

My question is, why hasn’t it happened? That was for a centralized
system.

MR. McFARLAND. I've only been here 18 months, so I didn’t have the
benefit of being here at that time, but I've done my best to look into
the history.

I believe the intent was there. With all due respect to my predeces-
sor, I do not believe it was executed on. It’s as simple as that.

MR. MicHAUD. I guess from the VA side this was signed by the for-
mer Secretary.

What has been done to move it to a centralized system?

And I realize, Mr. Mansfield, you've only been there for a short
time, as well. I don’t know if Dr. Perlin or --

MR. MANSFIELD. Sir, the effect of that memo was carried out with a
change, I believe, of 97 personnel being in effect dual-lined, report-
ing both to the CIO and to the administration head, and then further
down the line.

And as I mentioned in my oral statement, there was work done on
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a One-VA enterprise architecture. There was a move towards proj-
ect review that got the Office of the CIO the ability to sign off before
money could be authorized.

There was a modernization of the telecommunications infrastruc-
ture that Mr. McFarland finished, which is saving us millions of dol-
lars, the implementation of an effective cyber security program -- for
the first time in history, VA has completed that and is certified -- and
a move towards, only a move towards, consolidating control over IT
budgets, expenditures, and personnel.

And as I indicated, what Mr. McFarland and I were looking for
when we asked for the outside consultant to come in was to look at,
based on that change, where we were and what did we need to do to
go forward so that we would have a plan, and then we could, inside
the Department, make a decision or make a recommendation to the
Secretary, based on his final decision then, as you said, sir, assume
the responsibility and move forward.

MR. MicHAUD. If I might, Mr. Chairman, just follow up.

Mr. McFarland, you said you've only been there 18 months. That’s
a year-and-a-half.

Did you make any attempt to try to move forward on this memo-
randum?

MR. McFarLaND. Well, as soon as I got my hands on the memoran-
dums and the history is when I sat down with the new deputy and
said, “We are not where this says we were supposed to go. I think
we need to get an understanding of where we are and then figure out
how we get to go where we're supposed to go.” And that’s what gener-
ated the Gartner study.

And, you know, it took me some time to get that contract awarded.
We have our share of issues in the area of getting contracts, so it took
some matter of months before I could actually get a contract out.

So I apologize for having been here 18 months and not getting it
done sooner, but I moved about as fast as I was able to, sir, candidly.

MR. Micaaup. Okay. Thank you very much.

Thank you, Mr. Chairman.

THE CHAIRMAN. You know, Mr. Michaud, when you talked about
what’s been done in moving toward that direction of centralization, I
couldn’t help but think there’s also been a trip, a stumble, and a fall.

And I recall the trip, the stumble, and the fall: CoreFLS, VETSNET,
and VISTA, and some of that was outside of control and responsibil-
ity.

And so what I'm hopeful, I think, as we move toward this central-
ization, that there’s not going to be a lot of fingerpointing. We're go-
ing to know how we’re going to make the system accountable.

At this moment, I want to pause, and I think we need to get some
input here from the chief information security officer.

We've heard from the other three under secretaries, and you work
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directly for McFarland. Now, we know that the Federal Information
Systems Management Act gave an F on the report with regard to cy-
ber security, and so we've got some pretty strong concerns here.

And so if Congress were to move toward a centralized approach
and follow the counsel of Gartner Consulting, as opposed to a feder-
ated approach -- so take federated approach and flush it out of your
mind at the moment -- how do we improve the cyber security under a
centralized approach?

MR. CapeNas. Thank you for the opportunity to be here, sir.

Tremendous opportunities in regards to a centralized approach, as
you've been talking about, sir.

With me working for Mr. McFarland, it allows me to go out there
with my teams, established a more formalized process, applying
hardening systems to ensure configuration baseline, change control
boards, everything, and bringing in what I would call good systems
engineering from a security point of view, to out there and do that
to the systems out there, to ensure hardening -- perimeter in depth,
defense in depth approach.

THE CHAIRMAN. So if we're under the centralized approach, the CIO,
your boss, now owns the people for the three under secretaries, and
then owns those CIOs that go down regionally, right, and it continues
to go down.

Do you believe that the centralized approach will regain control, or
could take this control away from these autonomous networks?

MR. Cabpenas. Well, sir, I've been there -- I'm a newbie, as well. 1
will have my third anniversary here in November.

Yes, it will help in those areas, but what we have been doing is, we
have developed a tremendous collaboration effort with the commu-
nity in working with us. The result of worms that we’ve experienced
in the past have only applied or reinforced the need for that strong
collaboration.

The control that you're talking about, sir, that it will allow us to
have, will allow us to act much quicker. A great deal of our success
has been on KOOMBAYA’s, shared accountability working groups
with the various communities out there. Versus having that control,
I can immediately engage and move out.

THE CHAIRMAN. Well, if the Federal Information Systems Manage-
ment Act Report gave you an F --

MR. CaADENAS. Yes, sir.

THE CHAIRMAN. -- I mean, come on. We need to move out swiftly
here.

MR. MANSFIELD. Sir, if I may, I believe that the federated model that
I'm proposing would give him exactly the same capability. He would
be able to do it.

THE CHAIRMAN. Well, I asked my particular question because I think
we're about to follow the centralized approach that you paid $5 mil-
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lion to a consultant that’s giving us counsel here.

And I know, Mr. Secretary, you're under tremendous pressures.
You have three under secretaries that you also have to work with,
and you’'ve developed relationships with.

And to be very frank with you, I don’t have much patience, because
I've been doing this for six years -- six years -- and I've watched the
system, and all along, it’s been, “Steve, let this mature, let it massage,
we’ll move in that direction, incremental approaches.” I'm pretty ex-
hausted, Mr. Secretary.

MR. Birirakis. Well, Mr. Chairman, sorry to hitchhiked upon your
comments.

This trying to set up an IT system that will be able to accomplish
all of these things the way it should in today’s high-powered elec-
tronic and mechanical world is significant, but it’s even more so now
because of the threat of terrorism, because of natural disasters, and
everything of that nature.

So, boy, we should all have lost our patience, not knowing what
may happen tomorrow.

But you seem to be intent on the federated model. The Committee
seems to be intent on the centralized model. Hopefully, there will be
something in between or at least some of your ideas certainly should
be used to be part of any legislation that comes up.

But what I'm wondering, Mr. Chairman, is if they’re working to-
wards a federated model with their full speed ahead on the feder-
ated model, and we in the meantime are thinking another way, and
the time that it takes, of course, to get through the process, through
this very unwieldy republic system of ours, it becomes legislation, are
they going to be expending dollars on a system that will not -- that
will be moot, basically, once we finally have --

THE CHAIRMAN. That’s a good question, and I think that’s one that
we can also entertain off line, but just playing this out, my counsel to
the Secretary would be to be cautious, in how you proceed.

Because there is such strong bipartisan support on this Commit-
tee for a centralized approach, we will immediately go to conference
with the Senate, where we also know that House Appropriations staff
along the Senate Appropriations staff is also embracing, I believe, a
centralized approach.

So there is time between now and when we leave, potentially, on
November 18th, that we could actually send this to the President.

So, Mr. Bilirakis, your point is well made, and I think Mr. Mans-
field has heard the response.

I yield back to Mr. Bilirakis.

MR. BiLirakis. Well, thank you, sir.

I would just hope, Mr. Mansfield, that you would -- you know, let’s
be logical and reasonable and all this, knowing that this may be com-
ing down the pike, with hopefully suggestions from you all, which
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might sort of squirm it a little bit, you know and change it a little bit
and that sort of thing.

I don’t know where it might be needed and acceptable that in the
process of what you're doing with your federated model, you take all
that into consideration.

As I understand the federated model, it probably would be right on
the same path as the centralized model, anyhow, so hopefully, we're
not talking about any waste of dollars or waste of effort that would
then have to be undone later on.

MR. MaNsFIELD. Yes, sir. In fact, the Gartner report makes the point
for the centralized model that it cannot be done in one step, that it
will require multiple steps, and the federated model is a part of that
process, I would believe, or can be made so.

MR. BiLirakis. Okay. That’s good. Thank you, sir.

THE CHAIRMAN. Thank you.

Mr. Michaud.

MR. MicHAUD. Just a comment, Mr. Chairman.

My question to Mr. McFarland wasn'’t to point fingers. It was more
or less to find out why they have not moved in that direction, because
having been involved for a number of years at the state level, if some-
times individuals who are running programs, if they do not like the
particular program, they’ll do everything they can to make sure that
it doesn’t happen, so that was my questioning.

And I agree with you 100 percent on the accountability, and we
definitely have to have accountability and make sure that the end
users are involved in doing it, because they’re the ones that are going
to have to use the system.

And I know that you will hold them accountable, and actually, in
Maine, Mr. Chairman, we have a saying, and hopefully you don’t take
it disrespectfully, but knowing you just the short time I have known
you, you're like a pit bull. When you get something, you hold onto it,
and you hold that accountability.

And I think we definitely will get that accountability. Looking for-
ward to working with you, making sure that we have a system that
everyone can live with and will be accountable not only to the taxpay-
ers but also to members of Congress.

Thank you, Mr. Chairman.

THE CHAIRMAN. Thank you, Mr. Michaud.

T appreciated the candor of the gentleman from Gartner Consulting
in that it’s almost like, well, of course, this isn’t going to be out in the
private sector, because there it is for profit. Right? And if you're a
government enterprise, you don’t have to worry about it. You do bud-
get submissions. Who wants to be against spending in the veterans’
arena? Right?

And so trying to bring efficiencies to these processes, I mean, it is
our responsibility.
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You know, there are a couple of really large procurement contracts
with regard to IT that are sitting out there -- PAIRS and PCHS.
PCHS and PAIRS.

So if we're about to move into this, tell me where we are on these
two larger procurement contracts that could involve billions of dol-
lars. What are we doing?

MR. McFarLanD. Well, sir, we are currently operating under what’s
called PCHS II, which is a common hardware and software procure-
ment vehicle that we use to buy all of our hardware and software
throughout the VA. It’s based on a set of standards.

It has served us reasonably well, but it’s due to be redone, because
it’s about to hit its cap, and we’ll have to implement anew what I call
PCHS III next year.

I've been intimately involved with procurement and have made it
clear what I want out of PCHS III, which is different than what we've
had in PCHS II.

I want to get a lot more standardization, because it appeared as
PCHS II evolved, just about anyone could select something and get it
on PCHS, and that allowed them to buy it, and that did not serve us
as well as I would have hoped in our standardization efforts.

So PCHS III will produce a much stronger standardized environ-
ment.

Under any move that we make from an IT reorg, I will control that
hardware and software buy, and I will see that we get standardiza-
tion and that we get common configurations out there through this
contract.

THE CHAIRMAN. I don’t know where you are in the letting of these
contracts.

Mr. McFarland, should we not let these contracts until this legisla-
tion is in place, so that you’ve got this line of budget authority?

MRr. McFarLanD. We are still working under PCHS II, and will
through a part of next year.

I believe PCHS III isn’t due to come online or be let, if you will, the
contract be let until about the middle of next year.

So we're at a point where nothing that you would do between now
and then would get in the way of any aspect of trying to modernize
that procurement vehicle.

THE CHAIRMAN. All right.

Admiral Cooper, the Navy uses a process where the Fleet expresses
a need for a new system, provides requirements, and the systems
commands work with the Pentagon and the Fleet users to build a
system that meets the Fleet’s needs.

The process is very structured and has rigorous reviews at many
levels in the acquisition chain of command, does it not?

ApmMIrRAL CoopER. That’s correct. Yes, sir.

THE CHAIRMAN. Do you similarly see a structure and would you like
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to see a system very similar to that within the systems that you pres-
ently control?

ApMIRAL COOPER. Yes, sir.

THE CHAIRMAN. I'm going to give it to you.

This hearing is now concluded.

[Whereupon, at 12:08 p.m., the Committee was adjourned.]
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The Department of Veterans Affairs (VA) has struggled with effective
management of its information technology (IT) resources for a number of years.
Major system failures and delays have been identified by Congress, the
Government Accountability Office, the VA Inspector General and other agencies
to include independent contractors. The more egregious failures have garnered
significant negative regional and national press coverage. In our fiscally strained
environment, any amount of money is a terrible price to pay for a project failure.
Yet, the legacy of the HR LINKS and CoreFLS projects alone account for almost
one billion dollars wasted. The automated benefits project known as VETSNET is
now slowly lumbering down the right track after a number of stops, starts and
wrong turns. The Commiittee estimates expenditures of $600 million over more
than 10 years have been invested in VETSNET.

Since 2000, the Oversight and Investigations Subcommittee has diligently
held six hearings directly related to information technology management at VA.
That subcommittee has explored the responsiveness of VA to apply adequate
resources to manage the portfolio of information technology systems in VA, First,
VA struggled to comply with all of the requirements of the Clinger-Cohen Act; it
took some time and effort for us to see even the appointment of a full time Chief
Information Officer (CIO).

Other problems were identified during this array of subcommittee hearings.
These include a lack of accountability for IT program management, inadequate
authority of the CIO over IT programmatic and financial matters, unclear line
control of cyber security personnel, a lack of a sense of urgency to complete
required IT actions and inadequate elucidation business needs to support the IT
development and acquisition processes.

The mountain of evidence indicates that a change in the status quo for IT
management is required. VA has enlisted the services of a contractor to review the
enterprise architecture at the Department and to recommend options for
reorganization of the IT infrastructure. They broke little new ground from what
the subcommittee had previously uncovered, but they described the problems and
categorized the possible solutions with crystalline clarity. Moreover, they were
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able to supply and organize data to support their observations and
recommendations — this is very helpful in addressing the problem.

At today’s hearing we will review the landscape of IT management at VA
one more time -- this time from a full committee perspective. We hope to hear of
success stories with new IT systems, but we must assure that management of IT is
accomplished under a system that will assure the mission and business needs of the
Administrations and other stakeholders are met with a high level of efficiency from
a centralized — One-VA perspective. As voluntary internal efforts by VA to
reorganize to meet this goal have failed so far, this Committee may need to take
legislative action.
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STATEMENT OF JEFFREY W. SEIFERT
ANALYST IN INFORMATION SCIENCE AND TECHNOLOGY POLICY
CONGRESSIONAL RESEARCH SERVICE

BEFORE

THE COMMITTEE ON VETERANS’ AFFAIRS
HOUSE OF REPRESENTATIVES . ‘
SEPTEMBER 14, 2005
VA IT Infrastructure Reorganization and the Role of the CIO

Mr. Chairman, and members of the Committee, thank you for the invitation to appear before you
today to offer testimony on the background and role of chief information officers (CIOs) in the
federal government. While the primary focus of today’s hearing is on responsibilities and
authority entrusted to the Office of the Chief Information Officer at the Department of Veterans
Affairs (VA), my comments today will be restricted to the performance and challenges of federal
CIOs more generally. As you are aware, the Congressional Research Service does not take a
position on issues or legislation. Consequently, I will confine my remarks to the historical and
organizational aspects of today’s topic.

The Importance of Federal IT Management

The federal government spends more than $60 billion annually on information technology (IT)
goods and services. As information technology becomes increasingly integrated into nearly all
government processes, efforts to improve federal IT management have become more important.
These include initiatives to develop a federal enterprise architecture, improve information
security, and identify opportunities to facilitate information sharing. Consolidating authority
over IT resources and clarifying who is accountable for specific functions is part of this process.
However, the broad range of activities and fluid nature of federal information technology
initiatives suggest that the level of consolidated control will likely depend on the size and nature
of the responsibilities of each department.

Federal CIOs are on the front lines in implementing a wide range of e-government and homeland
security initiatives. In the case of e-government a central area of concern is developing a
comprehensive but flexible strategy to coordinate the disparate e-government initiatives across
the federal government. As the initial round of e-government projects continue to become fully
operational, OMB has stated it plans to focus attention on initiatives that consolidate information
technology systems in six functional Lines of Business (LoB). These include financial
management, human resource management, grants management, case management, federal
health architecture, and information security. These initiatives were chosen, in part, because they
represent core business functions common to many departments and agencies, and/or have the
potential to reap significant efficiency and efficacy gains. These LoB initiatives are anticipated to
create $5 billion in savings over 10 years.
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In considering the VA, it may be instructive to took at another department. In the case of
homeland security, one of the biggest challenges facing the Department of Homeland Security
(DHS) is the ongoing effott to consolidate the computer and communications systems of the 22
agencies that comprise the Department. In many respects, DHS functions as a virtual
department, connecting new and existing agencies into a network that capitalizes on their
knowledge assets to facilitate information sharing and enhanced communication.
Organizationally, this involves breaking down the “stovepipes” that have previously separated
the agencies and developing an encompassing organizational culture that promotes cooperation
and information sharing. Technologically, this involves integrating existing systems and
infrastructures while simultaneously infusing new technologies as they are become available. A
critical variable that will contribute to the success or failure of these objectives is the
development and implementation of an enterprise architecture for the Department. An enterprise
architecture serves as a blueprint of the business operations of an organization, and the
technologies needed to carry out these functions. It is designed to be comprehensive, flexible,
and scalable, to account for future growth needs. As the Department moves forward with its
enterprise architecture plans, it will encounter several issues, including making choices between
competing systems and reallocating resources and staff accordingly.

Origins of Establishment of Chief Information Officer (CIO) Position

During the mid-1990s, Congress considered several bills focusing on governmental reform and
improved management of public resources. The option of establishing a single federal CIO was
one of several proposals to address these problems. The success of CIOs in the private sector is
often cited as an example for government to follow. However, the interest in establishing CIOs
in the federal government was generated by the experience of local and state governments. At the
time, forty states had some form of a CIO operating in a policy capacity, as did several major
cities. For many, their experience demonstrated that there was a need for someone to articulate a
“vision” of information resources that helped coordinate agency activities and goals rather than
reinforce the artificial “stovepipes” that separated them. The idea of a federal CIO was
ultimately dropped in favor of establishing a CIO in each of the major executive branch agencies,
which was included as one of the provisions in the Information Technology Management
Reform Act (ITMRA), which was enacted into law as Section E of the National Defense
Authorization Act for Fiscal Year 1996, (P.L. 104-106). Another provision of P.L. 104-106 was
the Federal Acquisition Reform Act (FARA) (Section D). FARA and ITMRA were collectively
renamed the Clinger-Cohen Act of 1996 in the fiscal year 1997 Omnibus Consolidated
Appropriations Act, (P.L. 104-208).

The statutory responsibilities of federal CIOs are delineated in Section 5125(b) of the
Clinger-Cohen Act:

(1) providing advice and other -assistance to the head of the executive agency and other
senior management personnel of the executive agency to ensure that information
technology is acquired and information resources are managed for the executive agency
in a manner that implements the policies and procedures of this division, consistent with
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chapter 35 of title 44, United States Code, and the priorities established by the head of the
executive agency,

(2) developing, maintaining, and facilitating the implementation of a sound and
integrated information technology architecture for the executive agency; and

(3) promoting the effective and efficient design and operation of all major information
resources management processes for the executive agency, including improvements to
work processes of the executive agency.

In addition, as the individuals primarily responsible for IT capital planning and investment
control in their respective departments, federal CIOs are required to report to their department
heads. Besides the Clinger-Cohen Act, other laws that affect or modify CIOs’ responsibilities
include the Paperwork Reduction Act of 1995, the E-Government Act of 2002, the Federal
Information Security Management Act of 2002 (FISMA), the Federal Records Act, the Freedom
of Information Act, and the Privacy Act of 1974. Although these responsibilities suggest that
federal CIOs are the primary officials in charge of planning, acquiring, and maintaining IT
resources in their respective departments and agencies, the Clinger-Cohen Act does not explicitly
identify federal CIOs as having any budgetary control or authority over IT resources.

Chief Information Officers Council

Following the passage of the Clinger-Cohen Act, President Clinton established the Chief
Information Officers Council by Executive Order 13011, Federal Information Technology, on
July 16, 1996. The CIO Council was later codified into statute with the passage of the E-
Government Act of 2002 (P.L. 107-347) in December 2002. Section 101 of the E-Government
Act adds chapter 36 “Management and Promotion of Electronic Services” to Title 44 of the
United States Code. Among other provisions, this chapter delineates the membership and
responsibilities of the CIO Council, which is described as the “principal interagency forum for
improving agency practices related to the design, acquisition, development, modemization, use,
operation, sharing, and performance of Federal Government information resources.””! The
membership of the CIO Council includes, the CIOs of the major executive branch departments
and agencies; the CIOs of the Central Intelligence Agency (CIA), Army, Navy, and Air Force;
the Administrator of the Office of Electronic Government; the Administrator of the Office of
Information and Regulatory Affairs (OIRA); the Deputy Director for Management of the Office
of Management and Budget (OMB), who serves as the chairperson of the CIO Council; and any
other officer or employee of the United States designated by the chairperson. The Administrator
of the Office of E-Government leads the activities of the CIO Council on behalf of the
chairperson and the Vice Chair is elected from the membership. The CIO Council meets
monthly and currently has three committees to address specific information technology
management concerns such as enterprise architecture development, IT workforce issues, and
information technology best practices. The committees work to help facilitate the growth of
government standards, share best practices, and help agencies work to be in compliance with
reform legislation such as the Government Performance and Results Act (GPRA).

13603 (d).
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The statutory responsibilities of the CIO Council are delineated in Section 3603 of Chapter 36
U.S.C., as stated in the E-Government Act:

(1) Develop recommendations for the Director on Government information resources
management policies and requirements.

(2) Share experiences, ideas, best practices, and innovative approaches related to
information resources management.

(3) Assist the Administrator in the identification, development, and coordination of
multiagency projects and other innovative initiatives to improve Government
performance through the use of information technology.

{4) Promote the development and use of common performance measures for agency
information resources management under this chapter and title II of the E-Government
Act of 2002.

(5) Work as appropriate with the National Institute of Standards and Technology and the
Administrator to develop recommendations on information technology standards
developed under section 20 of the National Institute of Standards and Technology Act
(15 U.S.C. 278g-3) and promulgated under section 11331 of title 40, and maximize the
use of commercial standards as appropriate, including the following:

(A) Standards and guidelines for interconnectivity and interoperability as
described under section 3504.

(B) Consistent with the process under section 207(d) of the E-Government Act of
2002, standards and guidelines for categorizing Federal Government electronic
information to enable efficient use of technologies, such as through the use of
extensible markup language.

(C) Standards and guidelines for Federal Government computer system efficiency
and security.

(6) Work with the Office of Personnel Management to assess and address the hiring,
training, classification, and professional development needs of the Government related to
information resources management.

(7) Work with the Archivist of the United States to assess how the Federal Records Act
can be addressed effectively by Federal information resources management activities.
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Evolving Role of Federal CIOs

As IT projects have become more integrated into the function of a department or agency, the role
of CIOs has evolved as well. While CIOs were once commonly thought of as “technocrats,”
they are now being called upon not only for their technological expertise, but also to provide
strategic leadership in the areas of policy, budget, and contract oversight. Federal CIOs serve the
role of change agents for business modemization and transformation. They must possess strong
management, leadership, and communication skills. The CIO’s relationship with top-level
department decisionmakers can also be critical to successfully implementing IT and e-
government initiatives. This suggests that, in selecting a department-level CIQ, one needs to
select individuals who have a deep contextual understanding of the mission and functions of an
organization, but who also bring a wide range of experiences and perspectives to the position.

Inherent to the nature of their responsibilities, CIOs need to look at their departments
horizontally, across a department, rather than vertically, such as at a single program or function.
Likewise, there is a need to be able to exercise control over resources horizontally, across a
department, in part to break down so-called “stovepipes™ and “islands of automation” that can be
created when resources and programs are developed vertically. However, this perspective can
frequently put the CIO at odds with his/her counterparts, such as program managers, whose
responsibilities may foster a more vertical view of the department and its assets. For example,
whereas CIOs may want to move the department to adopt a standardized software platform for
desktop computers in order to facilitate interoperability and lower costs, program managers may
oppose this approach on the basis that it reduces their decisionmaking authority to procure and
develop assets used in the delivery of services. This clash of perspectives is frequently one of
the root causes of the most significant challenges federal CIOs face.

Challenges Facing CIOs

Since the creation of the department-level chief information officer position, a number of
obstacles have been attributed to undermining the CIOs’ abilities to carry out their
responsibilities. For example, at a July 2004 hearing of the House Committee on Government
Reform’s Subcommittee on Technology, Information Policy, Intergovernmental Relations, and
the Census, in his opening statement, the Subcommittee Chairman highlighted some of the more
pressing issues related to federal CIOs. These included the disparity between the average tenure
of an agency CIO (23 months) and the amount of time it takes to effect change and shepherd
large projects (3-5 years); CIOs’ lack of control over all IT investment in their agencies; the
growing range of CIO responsibilities; and the reporting relationships between CIOs and senior
management as well as subordinates.”

In its 2004 annual survey of federal chief information officers, the Association for Federal
Information Resource Managers (AFFIRM) asked respondents to rank order the most important

> Opening statement of the Hon. Adam Putnam: House Committee on Government Reform,
Subcommittee on Technology, Information Policy, Intergovernmental Relations, and the Census, Where's
the CIO? The Role, Responsibility and Challenge for Federal Chief Information Officers in IT Investment
Oversight and Management, 108" Cong., 2™ sess. (Washington: GPO, 2004), p. 4.
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challenges they faced. The top ten reported challenges, starting with the most important
challenge cited, include:

Aligning IT and organizational mission goals

Using IT to improve service to customers/stakeholders/citizens

Obtaining adequate funding for IT programs and projects

Formulating or implementing an enterprise architecture

Hiring and retaining skilled professionals

Managing or replacing legacy systems

Developing agency-wide IT accountability

Unifying “islands of automation” within lines of business (across agencies)
Implementing and controlling IT capital planning and investment management across the
agency

o Simplifying business processes to maximize the benefit of technology’

. o @

e & o o o o

Six of the top ten reported challenges (shown in italics above) are directly related to the CIO’s
ability to exercise department-wide authority over IT personnel, assets, and resources. As e-
government and homeland security initiatives become more sophisticated and move beyond their
demonstration project phases, they begin to assume a department-wide, or even government-
wide character. Consequently, the CIO’s authority over relevant resources can be crucial to the
longer term implementation and success of these initiatives.

Although the specific issues may differ slightly from year to year, there is general agreement that
the biggest challenges facing federal CIOs are not technical, but instead, organizational.
Decentralized organizations can pose especially trying challenges for ClOs, whose primary role
includes coordinating resources and personnel from a horizontal, centralized perspective in an
effort to effect transformation of the organization. A factor frequently cited by experts on federal
IT management that affects the CIO’s performance is whether or not he/she has a seat at the
management table. Although the Clinger-Cohen Act requires that department-level CIOs report
to the Secretaries of their respective departments, in practice this is not always the case. Instead,
they may be reporting to officials one, two, or possibly three levels below the department
secretary. While there is some debate regarding whether there is no substitute for reporting
directly to the department secretary, or if reporting to an alternative senior official, such as a
chief management officer is sufficient, there is clear agreement that being able to influence top-
level decisionmaking can be critical to the CIO’s ability to carry out his/her responsibilities.
Access to, or direct participation in, decisions regarding funding issues and the allocation of
resources can have a significant impact on agency IT budgets and whether various initiatives and
programs are adequately funded. However, simply having a seat at the management table may
not be sufficient if other parts of the department can act autonomously in areas that either
undermine or mitigate attempts by the CIO to develop enterprise-wide standards. To that end,
there appears to be a growing interest on the part of some departments and agencies to expand
their CIOs’ authority and control over all of their respective department’s IT budgetary and

* AFFIRM, The Federal Chief Information Officer: Ninth Annual Top Ten Challenges Survey,
(Washington: December 2004), p. 11.
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information resources, and in some cases, IT-related personnel as well, rather than leaving some
control in the hands of project managers and other department officials.

Selected Recent Attempts by Federal Departments and Agencies to Address Challenges

The Clinger-Cohen Act divides responsibility for federal IT management among three primary
entities; OMB, department heads, and department CIOs. If the performance of any one of these
entities is reduced, or diminished, then federal IT management as a whole can suffer. As a result
of organizational resistance to transformational change, it is possible that CIOs may need
additional tools and authority to carry out their responsibilities as the federal government
continues to move into the 21% century. To that end, there appears to be a growing awareness of
the importance of budgetary control to IT management, and some departments have begun
addressing this issue.

For example, earlier this year, following the high-profile failure of its Virtual Case File (VCF)
initiative, designed to provide Federal Bureau of Investigation (FBI) agents with a computerized
case management system at their desktops, the FBI announced it was implementing a new
strategic approach to information technology. Specifically, the strategy includes centralizing
management of FBI IT under the FBT’s Office of the Chief Information Officer (OCIO), creating
several IT governance boards, implementing an enterprise architecture and an IT investment
strategy, and granting the OCIO “budgetary authority over all FBI IT funds.™

In an effort to both strengthen federal CIOs’ budgetary authority and enhance congressional
oversight, some observers have suggested consolidating a department’s entire IT spending under
a single budgetary line item. However, the possibility of attempting to define a department’s
entire IT spending under a single budgetary line item may be complicated by the object classes
used to identify particular expenditures, because each object class may include a variety of
similar, but unrelated, expenditures.’ Consequently, some attempts to address the issue of CIO
budgetary control do not necessarily extend to a department’s entire IT investment, but only to
specific initiatives. For example, in the President’s FY2006 budget proposal, the Department of
Justice (DOJ) is to receive funding to facilitate and improve information sharing. These monies
are to be placed in a centralized fund, the Justice Information Sharing Technology (JIST)
account, which in tum is to be controlled by the DOJ CIO. The rationale provided for
centralizing control over these monies is to:

* Federal Bureau of Investigation, FBI Information Technology Fact Sheet, June 8, 2005, available at:
[http://www.fbi.gov/presstel/pressrel05/factsheet.htm].

° IT-related expenditures can be classified into at least six object classes. These include 23.3
Communications, Utilities, and Miscellaneous Charges; 25.1Advisory and Assistance Services; 25.2
Other Services; 25.7 Operation and Maintenance of Equipment; 26.0 Supplies and Materials; and 31.0
Equipment. A more complete explanation of what is specifically included and excluded from each of
those object classes is explained in Section 83 of OMB Circular No. A-11, 2004, available online at:
[http://www.whitehouse.gov/omb/circulars/al l/current_year/s83.pdf]. Revised guidance for reporting
information technology investments for the FY 2006 budget formulation process are explained in Section
53 of OMB Circular No. A-11, 2004, available online at:
[http:/fwww.whitehouse.gov/omb/circulars/al lcurrent_year/s53.pdf}.
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ensure that investments in information sharing technology are well-planned and aligned
with the Department’s overall information technology (IT) strategy and enterprise
architecture, and that all DOJ components are able to operate in a technologically unified
enviroxélment, particularly with respect to preventing terrorist attacks on the United
States.

Efforts to consolidate IT investment management decisions can also be complicated by a lack of
comprehensive accounting of a department’s IT resources and responsibilities at the outset. For
example, in its March 2005 report regarding the OCIO’s budget, the Inspector General at the
Department of Transportation (DOT) found that the consolidation of department-wide IT
responsibilities, including management of its telephone switching network and provision of
network services to the department’s operating administrations (OAs), begun in FY2003, was not
accompanied by a comparable level of budgetary and contract services oversight. Among the
problems specifically identified in consolidating OCIO control over systems originally
maintained by the eleven individual OAs, was an incommensurate transfer of project
management and budget authority and duplicative funding requests made by the OCIO and the
OAs. In response, the DOT IG made nine recommendations for the DOT CIO to follow,
including “analyzing performance gaps among duplicate systems in the 11 common businesses”
in order to “recommend to the Investment Review Board how consolidating these systems
should be funded and managed,” and to improve coordination between the OCIO and the OAs to
avoid duplicate funding requests for performing similar tasks.”

Conclusion

In closing, information technology management has been a long-standing challenge for many
federal departments and agencies. The general problems facing the Department of Veterans
Affairs are not unlike those facing CIOs in other executive branch departments and agencies.
However, the challenges of harmonizing the acquisition, development, and maintenance of
information resources across the department, including its three major subcomponents, the
Veterans Benefits Administration (VBA), the Veterans Health Administration (VHA), and the
National Cemetery Administration (NCA), are considerable. By enhancing the authority of the
CIO, the Department of Veterans Affairs may be able to better address some of its information
technology management challenges in the future. Thank you for your attention. I welcome any
questions.

¢ U.S. Office of Management and Budget, Budget of the U.S. Government, Fiscal Year 2006: Appendix,
(Washington: GPO, 2005), p. 672.

" Department of Transportation, Office of the Secretary, Office of the Inspector General, Office of the
Chief Information Officer’s Budget, Report FI-2005-055, March 31, 2005, pp. 12-13.



54

United States Gover t Accountability Office

G AO Testimony before the Committee on
Veterans’ Affairs, House of
Representatives

For Release on Delivery
manmss:  VETERANS AFFAIRS
September 14, 2005

The Critical Role of the
Chief Information Officer
Position in Effective
Information Technology
Management

Statement of Linda D. Koontz
Director, Information Management Issues

* Integrity * F

i
£ GAO

GAO-05-1017T



‘befate thie:Commitiee
House of Representatives:

55

VETERANS AFFAIRS

The Critical Role of the Chief Information
Officer Position in Effective Information
Technology Management

What GAO Found

CIOs play a critical role in managing information and technology within
federal agencies. According to GAO’s 2004 review, CIOs generally held wide
responsibilities and reported to their agency heads or other top level
managers. In general, CIOs reported that they were responsible for key
information and technology managerment areas; for example, all the CIOs
were responsible for five key areas (capital planning and investraent

t, enterprise archi e, information security, strategic
planning for information technology and information resource management,
and information technology workforce planning). However, in carrying out
their responsibilities, the tenure of federal CIOs was often less than the
length of time that some experts consider necessary for them to be effective
and implement changes: the median tenure was about 2 years, and the most
common response regarding time required to be effective was 3 to 5 years. In
contrast, CIOs were generally helped in carrying out their responsibilities by
the background and experience they brought to the job: most had
background in information technology (IT) or related fields, and many also
had business knowledge related to their agencies. Other factors that help
CIOs meet their responsibilities include (1) being supported by senior
executives who recognize the importance to their missions of IT and an
effective CIO; (2) playing an influential role in applying IT to business needs;
and (3) being able to structure their organizations appropriately. At the same
time, CIOs cited several challenges, of which the two most frequently
mentioned were iraplementing effective IT management and obtaining
sufficient and relevant resources.

Over time, the CIO position at VA, as well as information and technology
management as a whole, has received increased attention at the department.
After several years with ClOs whose primary duty was not information and
technology management or who were serving in an acting capacity, the
department appointed a full-time permanent CIO in August 2001. In 2002, the
department proposed further strengthening the position and centralizing IT
t, recognizing that aspects of its computing environment were
particularly challenging and required substantial management attention. In
particular, the department’s information systems and services were highly
decentralized, and a large proportion of the department’s IT budget was
controfled by the VA's administrations and staff offices. To address these
challenges, the Secretary issued a memo in 2002 announcing that IT
functions, progrars, and funding would be centralized under the
department-level CIO. This realignment held promise for improving
accountability and enabling the department to accomplish its mission. The
additional oversight afforded the CIO could have a significant irnpact on the
department’s ability to more effectively account for and manage its IT

spending.

United States A ity Office
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Mr. Chairman and Members of the Committee:

Thank you for inviting us to take part in your discussion of the
information technology organization at the Department of Veterans
Affairs (VA) and the role of the Chief Information Officer (CIO). In
carrying out its mission of serving our nation’s veterans, the
department relies heavily on information techinology, for which it is
requesting about $2.1 billion in funding for fiscal year 2006. The CIO
will play a vital role in ensuring that this money is well spent and
that information technology is managed effectively. As we have
previously reported, an effective CIO can make a significant
difference in building the institutional capacity that is needed to
improve an agency’s ability to manage information and technology
and thus enhance program performance.

At your request, we will discuss the role of CIOs in the federal
government, as well as providing a historical perspective on the
roles and responsibilities of VA’s CIO.

In developing this testimony, we reviewed our previous work in this
area. All work covered in this testimony was performed in
accordance with generally accepted auditing standards.

Results in Brief

Since the Clinger-Cohen act established the CIO position in 1996,
federal CIOs have played a central role in managing information and
technology within federal agencies. According to CIOs at major
departments and agencies, they generally held wide responsibilities
and reported to their agency heads or other top level managers.' In
general, CIOs reported that they were responsible for key
information and technology management areas; for example, all the
CIOs were responsible for five key areas (capital planning and
investment management, enterprise architecture, information

! GAO, Federal Chief . ion Officers: Re ibilities, Reportir fonshi
Tenure, and Challenges, GAQ-04-823 (July 21, 2004).

Page 1 GAQ-05-1017T
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security, strategic planning for information technology and ,
information resource management, and information technology
workforce planning). In carrying out these responsibilities, the
tenure of federal CIOs was often less than the length of timee that
some experts consider necessary for them to be effective and
implement changes: the median tenure was about 2 years, and the
most common response regarding time required to be effective was
3 to 5 years. In contrast, CIOs were generally helped in carrying out
their responsibilities by the background and experience they
brought to the job. Although their background was varied, most had
background in information technology (IT) or related fields, many
having previously served as CIOs; many also had business
knowledge related to their agencies, having previously either
worked at the agency or in an area related to its mission. Other
factors that help CIOs meet their responsibilities effectively are
described in guidance® that we have issued; key among these are
(1) being supported by senior executives who recognize the
importance to their missions of IT and an effective CIO; (2) playing
an influential role in applying IT to business needs; and (3) being
able to structure their organizations appropriately. At the same time,
CIOs cited several challenges, of which the two most frequently
mentioned were implementing effective IT management and
obtaining sufficient and relevant resources.

Qver time, VA has devoted increased attention to the CIO position
and to IT management. After going for 2% years after the passage of
the Clinger-Cohen Act without a CIO, followed by 2 years with an
executive whose time was divided among CIO and other major
duties, and then 1 year with an acting CIO, the department
appointed a full-time permanent CIO in August 2001. Since then, the
department proposed further strengthening the position and
centralizing IT management, recognizing that aspects of its
computing environment were particularly challenging and required
substantial management attention. In particular, the department’s
information systems and services were highly decentralized, and a
large proportion of the department’s IT budget was controlled by

: GAO, Maximizing the Success of Chief Information Officers: Learning from Leading
Organizations, GAO-01-376G (Washington, D.C.: February 2001).

Page 2 GAO0-05-1017T
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the VA’s administrations and staff offices. To address these
challenges, the Secretary issued a memo in 2002 announcing that IT
functions, programs, and funding would be centralized under the
department-level CIO. In our view, this realignment held promise for
improving IT accountability and enabling the department to
accomplish its mission. The additional oversight afforded the CIO
could have a significant impact on the department’s ability to more
effectively account for and manage its approximately $2.1 billion in
planned IT spending.

Background

VA comprises three major components: the Veterans Benefits
Administration (VBA), the Veterans Health Administration (VHA),
and the National Cemetery Administration (NCA).® VA’s mission is
summed up in its mission statement, a quotation from Abraham
Lincoin: “to care for him who shall have borne the battle and for his
widow and his orphan.” VA carries out this mission by providing
benefits and other services to veterans and dependents.

The department’s vision is to be a more customer-focused
organization, functioning as “One VA.” This vision stemmed from the
recognition that veterans think of VA as a single entity, but often
encountered a confusing, bureaucratic maze of uncoordinated
programs that put them through repetitive and frustrating
administrative procedures and delays. The “One VA” vision is to
create versatile new ways for veterans to obtain services and
information by streamlining interactions with customers and
integrating IT resources to enable VA employees to help customers
more quickly and effectively. This vision will require modifying or
replacing separate information systems with integrated systems
using common standards to share information across VA programs
and with external partner organizations, such as the Department of

* VBA provid dical benefits to and their dependents; VHA provi
services through the nation’s largest health-care system; and NCA provides burial services
in 115 national cemeteries.

Page 3 GAO-05-1017T
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Defense. Accordingly, effective, management of its IT programs is
vital to VA’s successful achievement of its vision and mission.

Table 1 shows a breakdown of VA’s approximately $2.1 billion IT
budget request for fiscal year 2006. Of the total, VHA accounted for
approximately $1.8 billion, VBA approximately $150 million, and the
National Cemetery Administration (NCA) approximately $11
million. The remaining $84 million was allocated to the department
level.

——
Table 1: Breakdown of VA’s Fiscal Year 2006 Information Technology Budget
Request (in millions)

O izati Request
VHA $1835  88%
VBA 150 7%
NCA 11 <1%
D 84 4%
Total $2080

‘Source: GAD analysis of VA data.

CIO Plays Major Role in IT Management

The Congress has long recognized that IT has the potential to enable
federal agencies to accomplish their missions more quickly,
effectively, and economically. However, fully exploiting this
potential presents challenges to agencies. Despite substantial IT
investments, the federal government’s management of information
resources has produced mixed results. One of the ways in which the
Congress has addressed this issue was to establish the CIO position;
an agency’s CIO serves as the focal point for information and
technology management within an agency.

Legislative Evolution of Agency CIO Role

For more than 20 years, federal law has structured the management
of IT and information-related activities under the umbrella of

Page 4 GAO-05-1617T
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information resources management (IRM). The IRM approach was
first enacted into law in the Paperwork Reduction Act of 1980.° The
intention of the Congress was to provide for a coordinated approach
to managing federal agencies’ information resources, addressing the
entire information life cycle, from collection through disposition,
with the ultimate goal of improving the efficiency and effectiveness
of government while reducing the “paperwork burden” on the
public.’

The 1980 Paperwork Reduction Act centralized governmentwide
IRM responsibilities in the Office of Management and Budget
(OMB), giving OMB specific policy-setting and oversight duties
regarding individual IRM areas, such as records management,
privacy, and the acquisition and use of IT.” Agencies were given
responsibility for carrying out their IRM activities in an efficient,
effective, and economical manner in compliance with OMB policies
and guidelines. The law also required that each agency head
designate a senior official, reporting directly to the agency head, to
carry out the agency’s responsibilities under the law.

In 1996, the Clinger-Cohen Act established the position of agency
CIO by giving this title to the “senior IRM official” mentioned in the
Paperwork Reduction Act and specifying additional responsibilities
for this position.* Among these responsibilities, the Clinger-Cohen

*IRM is the process of managing information to ish agency raissi and
to improve agency performance.

® Pub. L. 96511 (Dec. 11, 1980).

® That is, the burden of responding to government information collections: forms, surveys,
and questionnaires.

7 The 1980 Paperwork Reduction Act referred to this as “automatic data processing and
telecommunications equipment,” a term that has since been replaced by “IT.”

® Pub. L. 104-106, February 10, 1996. The law, initially entitled the Information Technology
Management Reform Act, was subsequently renamed the Clinger-Cohen Act in Pub. L. 104-
208, September 30, 1996.

Page 5 GAO-05-1017T
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act required that the CIOs in the 24 major departments and agencies’
have IRM as their “primary duty.”*

The view of the Congress as reflected in current law is thus that
CIOs should play a key leadership role in ensuring that agencies
manage their information functions in a coordinated and integrated
fashion in order to improve the efficiency and effectiveness of
government programs and operations.

CIO Responsibilities and Reporting Relationships

Besides their statutory responsibilities, CIOs have other
responsibilities that can contribute significantly to the successful
implementation of information systems and processes. In July 2004,
we interviewed 27 CIOs at major agencies* on their roles,
responsibilities, and challenges, among other things. For this report,
we identified major areas of CIO responsibilities that were either
statutory requirements or critical to effective information and
technology management.” Altogether, we identified the 13 areas

shown in table 2.
®The 24 major d and fes are specified in 31 U.S.C. 901
¥ The E-Government Act of 2002 rei agency ibility for information

managernent. Pub. L. 107-347, December 17, 2002.

" The 27 agencies covered by our report were the Departments of Agriculture, the Air
Force, the Army, Comumerce, Defense, Education, Energy, Health and Human Services,
Homeland Security, Housing and Urban Development, the Interior, Justice, Labor, the
Navy, State, Transportation, the Treasury, and Veterans Affairs; and the Envlromnental

Protection Agency, General Services Admini; ion, National A and Space
Adnumsu-amm, National Science Foundati Nuclear latory Ci ission, Office of
Small Busi A ion, Social Secunty Administration,

a.nd U.S. Agency for International Development.

2 GAO, Federal Chief I
Tenure, and Challenges, GA04)4—823 (July 21 2004)
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62

Tabie 2: Major Areas of CI0 Responsibility

Area of responsibility

Description

Applicable laws

iT/ARM

Py foi

g

T -
all information and information
technology management
functions

44 U.8.C. 3506(b)(2)

1T capital planning and
investment management

Planning and management of IT
capital investments

44 U.5.C. 3506(h),
40U.8.C. 11312&
11313

Information security

Ensuring agency compliance
with the requirement to protect
information and systems

44 USC. 3506(g)
and 3544(a)(3}

IT/ARM human capital

Helping agency meet [T/iRM
workforce needs

44U.5.C. 3506(b),
40 U.S.C. 11315(c)

Information

Reviewing agency information
W o el

the utility and minimize public
paperwork burden

44U.8.C. 3506(c)

Ensuring that i

dissemination activities meet
policy goals such as timely and
equitable public access to
information

44 U.S.C. 3506(d)

Records management

Ensuring that agency
implements and enforces
records management policies
and procedures under the
Federal Records Act

24 US.C. 3506(7)

Privacy

Ensuring agency compliance
with the Privacy Act and related
laws

44 U.S.C. 3506(g)

Statistical policy and
coordination

Performing stafistical policy and
coordination functions, including
ensuring the relevance,
accuracy, and timeliness of
information coltected or created
for statistical purposes

24 U.S.C. 3506(€)

Information disclosure

Ensuring appropriate information
access under the Freedom of
Information Act

44 U.S.C. 3506(g)

Enterprise architecture®

Developing and maintaining the
enterprise architecture defining
the agency’s mission and the
information and IT needed to
perform it

OMB guidance

Systems acquisition,
development, and il

Controlling the acquisition,
and i ion of

IT systems

44 U.8.C. 3506(h)(5),
40 U.8.C. 11312

Page 7

GAO0-05-1017T



63

Area of responsibility Description Applicable laws
E-g initiatives® Supporting initiatives to use IT to 44 U.S.C. 3506(h)(3),
improve g services to  E: Act of
the publiic and intemal 2002, other laws and
operations guidance
Source: GAO analysis.
“The last three areas of it i i tems.
and i ion; and initiativ not assigned to CIOs by statute; they are assigned
to the agency heads by law or guipgpce, However, in virtually all agencies, the agency heads have

these areas of to their ClOs.

According to our report, CIOs were generally responsible for the key
information and technology management areas shown in the table,
although not all CIOs were completely responsible for all areas.” For
example:

All the CIOs were responsible for five areas (capital planning and
investment management, enterprise architecture, information
security, I'T/IRM strategic planning, and I'T workforce planning).
More than half had responsibility for six additional areas (systems
acquisition, major e-government initiatives, information
collection/paperwork reduction, records management, information
dissemination, and privacy).

Fewer than half were responsible for two areas (information
disclosure and statistics).

It was coramon for CIOs to share responsibility for certain
functions, and in some cases responsibilities were assigned to other
offices. For example, systems acquisition responsibility could be
shared among the CIO and other officials, such as a procurement
executive or program executive; disclosure could be assigned to
general counsel and public affairs, while statistical policy could be
assigned to offices that deal with the agency’s data analysis.*
Nevertheless, even for areas of responsibility that were not assigned

" The acting CIO at VA at the time of the review responded that the CIO was responsible
for all the activities except for istical policy and inati

™ This is particularly the case in agencies that contain Principal Statistical Agencies, such
as the Bureau of Economic Analysis (Department of Commerce), Bureau of Justice
Statistics (Department of Justice), Bureau of Labor Statistics (Department of Labor), and
others.

Page 8 GAO-05-1017T
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to ClIOs, agency CIOs generally reported that they contributed to the
successful execution of the agency’s overall responsibilities in that
area.

In carrying out their responsibilities, CIOs generally reported to
their agency heads. The Paperwork Reduction Act—as well as our
guidance*—generally calls for CIOs to report to their agency heads,*
forging relationships that ensure high visibility and support for far-
reaching information managermaent initiatives. For 19 of the agencies
in our review, the CIOs stated that they had this reporting
relationship. In the other 8 agencies, the CIOs stated that they
reported instead to another senior official, such as a deputy
secretary, under secretary, or assistant secretary. In addition, 8 of
the 19 CIOs who said they had a direct reporting relationship with
the agency head noted that they also reported to another senior
executive, usually the deputy secretary or under secretary for
management, on an operational basis. According to members of our
Executive Council on Information Management and Technology,”
what is most critical is for the CIO to report to a top level official.

Tenure and Backgrounds of CIOs

Federal CIOs often remained in their positions for less than the
length of time that some experts consider necessary for them to be
effective and implement changes. At the major departments and
agencies included in our review, the median time in the position of
permanent CIOs whose time in office had been completed was
about 23 months.” For career CIOs, the median was 32 months; the

 GAO, Maximizing the Success of Chief Information Officers: Learning from Leading
Organizations, GAO-01-376G (Washington, D.C.: February 2001).

** The Homeland Security Act of 2002 states that the CIO for the Department of Homeland
Security shall report to the Secretary of Homeland Security or to another official as
directed by the Secretary. As allowed by the law, the Secretary has directed the CI1O to
report to the Under Secretary for Management.

* This panel of industry, state g and academic experts provides outside
expertise to GAC on information technology issues.

¥ We did not include acting CIOs in this calculation, unless the acting CIO was later put in
the permanent position. We calculated tenure since the enactment of the Clinger-Cohen Act
{1996).

Page 9 GAO-05-1017T
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median for political appointees was 19 months. To the question of
how long a CIO needed to stay in office to be effective, the most
common response of the CIOs (and former agency IT executives
whom we consulted) was 3 to 5 years. Between February 10, 1996,
and March 1, 2004, only about 35 percent of the permanent CIOs
who had completed their time in office reportedly had stayed in
office for a minimum of 3 years. The gap between actual time in
office and the time needed to be effective is consistent with the view
of many agency CIOs that the turnover rate was high, and that this
rate was influenced by the political environment, the pay
differentials between the public and private sectors, and the
challenges that CIOs face.

In contrast, the CIOs interviewed for our report were generally
helped in carrying out their responsibilities by the background and
experience they brought to the job. The background of the CIOs
varied in that they had previously worked in the government, the
private sector, or academia, and they had a mix of technical and
management experience. However, virtually all had work
experience or educational backgrounds in IT or IT-related fields; 12
agency CIOs had previously served in a CIO or deputy CIO capacity.
Moreover, most of the them had business knowledge related to their
agencies because they had previously worked at the agency or had
worked in an area related to the agency’s mission.

Success Factors and Challenges of CIOs

To allow CIOs to serve effectively in the key leadership role
envisioned by the Congress, federal agencies must use the full
potential of CIOs as information and technology management
leaders and active participants in the development of the agency’s
strategic plans and policies. The CIOs, in turn, must meet the
challenges of building credible organizations and developing and
organizing information and technology management capabilities to
meet mission needs.

Page 10 GAO-05-1017T
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In February 2001, we issued guidance® on the effective use of CIOs,
which describes the following three factors as key contributors to
CIO success:

Supportive senior executives embrace the central role of technology
in accomplishing mission objectives and include the CIO as a full
participant in senior executive decision making.

Effective CIOs have legitimate and influential roles in leading top
managers to apply IT to business problems and needs. Placement of
the position at an executive management level in the organization is
important, but in addition, effective CIOs earn credibility and
produce results by establishing effective working relationships with
business unit heads.

Successful CIOs structure their organizations in ways that reflect a
clear understanding of business and mission needs. Along with
knowledge of business processes, market trends, internal legacy
structures, and available IT skills, this understanding is necessary to
ensure that the CIO’s office is aligned to best serve agency needs.

The CIO study that we reported on in July 2004 also provides
information on the major challenges that federal CIOs face in
fulfilling their duties.” In particular, CIOs view IT governance
processes, funding, and human capital as critical to their success, as
indicated by two challenges that were cited by over 80 percent of
the CIOs: implementing effective information technology
management and obtaining sufficient and relevant resources.

Effective IT management.

Leading organizations execute their information technology
management responsibilities reliably and efficiently. A little over 80
percent of the CIOs reported that they faced one or more challenges
related to implementing effective IT management practices at their
agencies. This is not surprising given that, as we have previously

® GAO, Maximizing the Success of Chief Information Officers: Learning from Leading
Organizations, GAO-01-376G (Washington, D.C.: February 2001).

* GAO, Federal Chief. ion Officers: ibilitie
Tenure, and Challenges, GAO-04-823 (Washington, D.C. July 21, 2004)
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reported, the government has not always successfully executed the
IT management areas that were most frequently cited as challenges
by the CIOs—information security, enterprise architecture,
investinent management, and e-gov.*

Sufficient and relevant resources.

One key element in ensuring an agency’s information and
technology success is having adequate resources. Virtually all
agency CIOs cited resources, both in dollars and staff, as major
challenges. The funding issues cited generally concerned the
development and implementation of agency IT budgets and whether
certain IT projects, programs, or operations were being adequately
funded.

‘We have previously reported that the way agency initiatives are
originated can create funding challenges that are not found in the
private sector.? For example, certain information systems may be
mandated or legislated, so the agency does not have the flexibility to
decide whether to pursue them. Additionally, there is a great deal of
uncertainty about the funding levels that may be available from year
to year.

The government also faces long-standing and widely recognized
challenges in maintaining a high-quality IT workforce. In 1994 and
2001, we reported on the importance that leading organizations
placed on making sure they had the right mix of skills in their IT
workforce.” About 70 percent of the agency CIOs reported on a

See for example, GAO, High-Risk Series: Pr ir Systems the
Fedeml Government and ﬂle Nalmn 5 (,htlca] Infrastructures; GAO-03-121 (Washmgbon,
D.C.: Jan. 1, 2003);
Planning, F and. M Can Be Further
I ;, GAO-04-49 (V i D C.: Jan. 12, 2004); Information Techinology:
Leadershi ins Rey to A, Making Progress on Enterprise Architecture Efforts,
GAO-04-40 (Washington, D.C.: Nov. 17, 2003); and Major Management Challenges and
Program Eisks: A Governmentwide Perspective, GAO-03-95 (Washington, D.C.: January
2003).

2 GAO, Chief I ion Officers: Impl ing Effective CIO Organizations, GAO/T-
AIMD-00-128 (Washington, D.C.: Mar. 24, 2000).

% GAO, Ex ive Guide: Improving Mission F through
Management and Technology, GAO/AIMD-94-115 (Washington, D.C.: May 1, 1994) and
GAO-01-376G.
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number of substantial IT human capital challenges, including, in
some cases, the need for additional staff. Other challenges included
recruiting, retention, training and development, and succession
planning.

In addition, two other commonly cited challenges were
communicating and collaborating (both internally and externally)
and managing change.

Communicating and collaborating.

Our prior work has shown the importance of communication and
collaboration, both within an agency and with its external partners.
For example, one of the critical success factors we identified in our
guide focuses on the CIO’s ability to establish his or her organization
as a central player in the enterprise.” Ten agency CIOs reported that
communication and collaboration were challenges. Examples of
internal communication and collaboration challenges included

(1) cultivating, nurturing, and maintaining partnerships and alliances
while producing results in the best interest of the enterprise and

(2) establishing supporting governance structures that ensure two-
way communication with the agency head and effective
communication with the business part of the organization and
component entities. Other CIOs cited activities associated with
communicating and collaborating with outside entities as
challenges, including sharing information with partners and
influencing the Congress and OMB.

Managing change.

Top leadership involvement and clear lines of accountability for
making management improvements are critical to overcoming an
organization’s natural resistance to change, marshaling the
resources needed to improve management, and building and
maintaining organizationwide conmitment to new ways of doing
business. Some CIOs reported challenges associated with
implementing both changes originating from their own initiative and
changes from outside forces. Implementing major IT changes can

* GAO-01-376G.
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involve not only technical risks but also nontechnical risks, such as
those associated with people and the organization’s culture. Six
CIOs cited dealing with the government’s culture and bureaucracy
as challenges to implementing change. Former agency IT executives
also cited the need for cultural changes as a major challenge facing
CIOs. Accordingly, in order to effectively implement change, it is
important that CIOs build understanding, commitment, and support
among those who will be affected by the change.

Effectively tackling these reported challenges can improve the
likelihood of a CIO’s success. Until these challenges are overcome,
federal agencies are unlikely to optimize their use of information
and technology, which can affect an organization’s ability to
effectively and efficiently implement its programs and missions.

Roles and Responsibilities of the CIO Position at VA Have Evolved

over Time

Since enactment of the Clinger-Cohen Act in 1996, the roles and
responsibilities of VA’s Chief Information Officer have evolved.
From lacking a CIO entirely, the department has taken steps to
address the challenges posed by its multiple widespread
components and its decentralized information technology and
services.

In June 1998, VA assigned CIO responsibility to a top manager.®
However, we reported in July 1998% that the person holding the CIO
position at VA had multiple additional major responsibilities, as this
person also served as Assistant Secretary for Managerment, Chief
Financial Officer, and Deputy Assistant Secretary for Budget.
According to the act, the CIO’s primary responsibility should be
information and technology management. Noting that VA's structure

® Section 5604 of the Clinger-Cohen Act specifically created the position of Chief
Information Officer at VA effective August 8, 1996. See 38 U.8.C. § 310,

*GAO, VA i ion Technol np. Needed to Imple L
Reforms, GAO/AIMD-98-154 (Washington, D.C.: July 7, 1998).
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was decentralized, its IT budget was large, and its CIO faced serious
information and technology management issues, we recommended
that the Secretary appoint a CIO with full-time responsibilities for
IRM. Concurring with the recommendation, VA established the
position of Assistant Secretary for Information and Technology to
serve as its CIO.

As of May 2000, however, the position of Assistant Secretary for
Information and Technology was vacant, and as we reported at the
time,” it had been unfilled since its creation in 1998. The Secretary
then created and filled the position of Principal Deputy Assistant
Secretary for Information and Technology, designating that person
as VA’s acting CIO until an Assistant Secretary could be appointed.
The Secretary also realigned IRM functions within VA under this
position, which reported directly to the Secretary.

As we reported,” the Principal Deputy Assistant Secretary was
involved in IT planning issues across the department. In addition to
advising the Secretary on IT issues, he served as chair of the
department’s CIO Council and as a member of the department’s
Capital Investment Board, and he worked with the CIOs in VBA and
VHA (at the time, NCA had no CIO). According to this official, one
of his priorities was to ensure that IT activities in VBA and VHA
were in concert with VA’s departmentwide efforts.

In August 2001, VA filled the CIO position. In March 2002,” we
testified that this hiring was one of the important strides that the
Secretary of Veterans Affairs had made to improve the department's
IT leadership and management, along with making a commitment to
reform the department’s use of IT.

* GAQ, Information Technology: Update on VA Actions to Implement Critical Reforms,
GAO/AIMD-00-74 (Washington, D.C.: May 11, 2000).

* GAO, Information Technology: Update on VA Actions to Implement Critical Reforms,
GAQ/AIMD-00-74 (Washington, D.C.: May 11, 2000).

® GAO, Progress Made, but Continued M: ion Is Key to Achieving Results,
GAO-02-369T (Washington, D.C.: Mar. 13, 2002).
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On June 29, 2003, the CIO retired after a tenure of almost 2 years
(about the median length of tenure for federal CIOs, as discussed
above); the current CIO was confirmed in January 2004.

Figure 1 is a time line showing the history of the CIO position at VA
since the passage of the Clinger-Cohen Act.

L ——— YT
Figure 1: Time Line of CIO Tenure at VA

August 1996: ClO July 1998: CIO June 2000: Deputy assmant June 29, 2003:
position d by ponsibifiti i y position CIO retired; deputy
Clinger-Cohen Act to VA executive acting CIO in position acts as CIO

i H H August 2001: CIO H January 2004: CiO

confirmed

confirmed

Permanent dedicated position

Source: GAD.

VA Proposed to Realign its IT Organization in Response to IT Management Challenges

Qur prior work highlighted some of the challenges that the CIO
faced as a result of the way the department was organized to carry
out its IT mission.® Among these challenges was that information
systems and services were highly decentralized, and the VA
administrations and staff offices controlled a majority of the
department’s IT budget. For example, in VA's information
technology budget for fiscal year 2002 of approximately $1.25
billion, VHA controlled about $1.02 billion (over 80 percent),
whereas the department level controlled about $60.2 million (less

than 5 percent).

* GAO, 74 ion Technol Ii Begun, Yet Serious
Vulnerabilities Persist, GAO—Ol 550T (Washmgton, D.C.: Apr. 4, 2001) and VA Information
Technology: Progress Made, but Contir ion Is Key to Achievil

Results, GAO-02-369T (Washington, D.C.: Mar. 13, 2002).
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In addition, we noted that there was neither direct nor indirect
reporting to VA's cyber security officer—the department’s senior
security official—thus raising questions about this person’s ability to
enforce compliance with security policies and procedures and
ensure accountability for actions taken throughout the department.
The more than 600 information security officers in VA's three
administrations and its many medical facilities throughout the
country were responsible for ensuring the department’s information
security, although they reported only to their facility’s director or to
the chief information officer of their administration.

Given the large annual funding base and decentralized management
structure, we testified that it was crucial for the departmental CIO
to ensure that well-established and integrated processes for leading,
managing, and controlling investments are commonplace and
followed throughout the department. This is consistent with the
finding in our CIO review that implementation of IT management
practices was a challenge; over half of federal CIOs identified IT
investment management specifically.

Recognizing weaknesses in accountability for the department’s IT
resources and the need to reorganize IT management and firancing,
the Secretary announced a realignment of the department’s IT
operations in 2 memorandum dated August 2002. According to the
memorandum, the realignment would centralize IT functions,
programs, workforce personnel, and funding into the office of the
department-level CIO. In particular, several significant changes were
described:

The CIOs in each of the three administrations—VHA, VBA, and
NCA—were to be designated deputy CIOs and were to report
directly to the department-level CIO. Previously, these officials
served as component-level CIOs who reported only to their
respective administrations’ under secretaries.

All administration-level cyber security functions were to be
consolidated under the department’s cyber security office, and all
monies earmarked by VA for these functions were to be placed
under the authority of the cyber security officer. Information

Page 17 GAO-05-1017T



73

security officers previously assigned to VHA's 21 veterans integrated
service networks” would report directly to the cyber security
officer, thus extending the responsibilities of the cyber security
office to the field.

Beginning in fiscal year 2003, the department-level CIO would
assume executive authority over VA's IT funding.

In September 2002, we testified that in pursuing these reforms, the
Secretary demonstrated the significance of establishing an effective
management structure for building credibility in the way IT is used,
and took a significant step toward achieving a “One VA” vision. The
Secretary’s initiative was also a bold and innovative step by the
department—one that has been undertaken by few other federal
agencies. For example, of 17 agencies contacted in 2002, 8 reported
having component-level CIOs, rone of which reported to the
department-level CIO. Only one agency with component-level CIOs
reported that its department-level CIO had authority over all IT
funding.

We also noted that the CIO’s success in managing IT operations
under the realignment would hinge on effective collaboration with
business counterparts to guide IT solutions that meet mission needs,
and we pointed out the importance of the three key contributors to
CIO success described in our 2001 guidance (discussed earlier).®

Although we have not reviewed the current status of this proposed
realignment or VA's current organizational structure, it remains our
view that the proposed realignment held promise for building a
more solid foundation for investing in and improving the
department’s accountability over IT resources. Specifically, under

*! The veterans integrated service network (VISN) is the basic budgetary and planning unit
of the veterans health care system. Funding and other resources are distributed through

the VISN. Each VISN covers a hic area that ion of veteran
beneficiaries.
*GAO, V4 Making I Progress in

Addressing Key Chal[enges, GAO-02 1054T (Washington, D.C.: Sept. 26, 200s).

. *Gao, Maximizing the Success of Chief Information Officers: Learning from Leading
Organizations, GAO-01-376G (Washington, D.C.: February 2001).
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the realignment the CIO would assume budget authority over all IT
funding, including authority to veto proposals submitted from
subdepartment levels. This could have a significant effect on VA's
accountability for how components are spending money.*

To sum up, the CIO plays a vital role in ensuring that VA’s funds are
well spent and in managing information technology to serve our
nation’s veterans. In our view, the realignment of VA’s IT
organization proposed in 2002 held promise for improving
accountability and enabling the department to accomplish its
rission. The additional oversight afforded the CIO could have a
significant impact on the departrent’s ability to more effectively
account for and manage its proposed $2.1 billion in planned I'T
spending.

Mr. Chairman, this concludes my statement. I would be pleased to
respond to any questions that you or other members of this
Committee may have at this time.

Contacts and Acknowledgements

{310748)

For information about this testimony, please contact Linda D.
Koontz, Director, Information Management Issues, at (202) 512-6240
or at koontzl@gao.gov. Contact points for our Offices of
Congressional Relations and Public Affairs may be found on the last
page of this statement. Individuals making key contributions to this
testimony include Barbara Collier, Lester Diamond, Barbara Oliver,
and Eric Trout.

*GAO, ¥4 ion Technology: Progress Contil Although ilities Remain,
GAOQ/T-AIMD-00-321 (Washington, D.C.: Sept. 21, 2000).
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8405 Greensboro Drive, 6th Floor Telephene: +1-703-226-4700
Mclean, VA 22102 Facsimile: +1-703-226-4702
gartner.com

Gartner.

14 September 2005

The Honorable Steven Buyer

Chairman, House Committee on Veterans Affairs
U.S. House of Representatives, 109th Congress
335 Canon House Office Building

Washington, DC 20515

Mr. Chairman:
On behalf of Gartner Inc., | am honored to submit my testimony for inclusion in the formal record
regarding the Department of Veterans Affairs (VA) information technology infrastructure reorganization.

The attachment contains my written testimony. As a nongovernmental witness | have aiso included a
copy of my biography, and information on my organization including a statement disclosing the amount of
all contracts with the VA during the past two fiscal years by Gartner. All information is provided to the best
of my abilities.

{look forward to sharing my insights and recommendations to improve the information technology
organization within the VA,

Sincerely,
Michael Pedersern

Michael Pedersen
Managing Vice President
Gartner Consulting

Attachment: Written testimony, Gartner Disclosure, Witness Biography
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Written Testimony
Michael L. Pedersen
Managing Vice President, Gartner Consulting

Mr. Chairman and members of the Subcommiittee:

I appreciate the opportunity to participate in today's hearing regarding the Department of Veterans Affairs
(VA information technology (IT) reorganization.

I am a Managing Vice President within the consulting division at Gartner, the leading provider of research
and analysis on the global information technology industry. Unlike many of our competitors, Gartner does
not offer implementation services that would compromise our independence and objectivity. | have over
20 years of experience in developing and deploying [T to fulfill business and mission objectives. My
specific expertise is in IT governance, investment management and organizational redesign — services
that support the performance improvement efforts of [T organizations.

Gartner Consulting' partnered with Topgaltant Partners in October 2004 to pursue an open solicitation to
assess whether the VA's {T personnel assets are appropriately aligned to efficiently deliver world-class (T
program management, operational support and systems design and development services. The
Topgallant Partners/Gartner team was awarded a contract in December 2004 for this assessment. | was
the lead consultant and subject matter expert on this assessment and directed the activities to fulfill the
contract objectives and deliver the results in close cooperation with Topgaltant Partners. The balance of
my testimony provides the key findings from our assessment, our supporting analysis and
recommendations for the VA to appropriately align its IT personnel. This information is drawn directly from
the detailed project deliverables and executive summary submitted to the VA, and was presented to VHA,
VBA and NCA senior management in addition to the Secretary and Deputy Secretary.

The Purpose of Our Assessment

The Department of Veterans Affairs Office of information & Technology (OI&T) and related VA {T
organizations support a large, complex, weli-performing, but ultimately aging set of infrastructure,
applications and support technologies. OI&T has launched a OneVA Departmental initiative to buttress
and grow OI&T’s ability to contribute to the VA's successful completion of its mission.

This organizational assessment project is a first step toward measurably increasing VA IT’s Value For Our
Vets — that is, for demonstrably growing VA {T's ability to develop and deploy new, veteran-centric
systems despite flat or declining budgets.

Our assessment first baselined how VA T operates today. We then identified organizational models that
increase VA [T’s value: models that offer greater efficiencies, economies of scale, and value add back to
the mission. We then charted the path VA IT can follow to deploy its new organizational model. At its
conclusion we proposed a new organization that truly delivers Value For Our Vets.

A three (3) phase assessment was undertaken by Gartner Consulting:
1.  Define an “As Is” perspective of the VA’s current organizational capability;
2.  lIdentify Potential “To Be” Organizational Models that appropriately align IT personnel assets; and,

3. Create an implementation Plan to identify the critical activities to transition to the recommended
organization.

Schedule and Process

Work was begun in January 2005 with defiverables formally submitted in May 2005. During the course of
this contract, extensive data collection, interviewing, surveying and analysis was conducted. The need to

' Contract was awarded to the team of Topgallant Partners and META Group Consulting. META Group
was subsequently acquired by Gartner in April 2005 during this assessment.

consulting Gartner.
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have an accurate understanding of the issues at the VA was balanced with the practical nature of
conducting the assessment in a timely and cost-effective manner for the VA. To that end our efforts led us
to:

® Interview 72 staff among VA business executives, IT executives and staff within all three
Administrations and OI&T itself. These interviews formed the basis to identify issues with current
organizational structure that hinders IT performance improvement efforts. We offered to interview
as many staff as the Administrations believed were necessary to fully understand their
environment and issues, and extended the project by 30 days to schedule and conduct these
additional interviews. These interviews occurred at VA hospitals, regional offices and field offices
throughout the United States.

® Survey 110 IT staff to profile their work activities. These profiles allow staff to self-select the
amount of time spent on mission-driving work, compensating work, and non-mission driving work.

® Survey 27 IT staff regarding their deployment of enterprise architecture and planning process
relative to leading practice as defined by Gartner. The survey submissions were compared to
Gartner’s database of leading firms to gauge VA's maturity in deploying enterprise architecture
planning relative to the broad marketplace.

@ Conduct workshops with key functional leaders within VHA, VBA, NCA and OI&T regarding their
perspectives on the functional responsibilities they require to be effective in supporting the VA's
mission.

While the number of participants who provided input to our study is small relative to the overall number of
VA staff, the Topgallant/Gariner team offered and was directed by each Administration to interview and
survey specific business and technology executives. The team “went where the Administrations directed”
to engage staff who were best positioned to give us the information necessary to make informed
decisions. It is our position that this data collection fairfly and accurately represents the VA's situation.

Topgallant Partners/Gartner “As Is” Findings
We conducted a thorough “As-Is” analysis of VA IT during the first phase of this contract. Key findings
from our “As-Is” analysis are summarized below across five (5) key analysis domains:
1. Functional Analysis
2. Organizational Analysis
3. Issues Analysis
4.  Strategic Analysis
5.  Enterprise Architecture Analysis
Our findings within each analysis domain are as follows.

Functional Analysis

Functional Analysis gauges how responsibility for core IT functions are distributed across an IT
organization. This analysis gives insight into “who does what', providing the framework needed to create
a more efficient, more effective “To Be" IT organization.

Functional Analysis Key Findings

Excessive duplication of IT assets and inefficiencies exists within VA IT. The Functional Analysis indicates
that VA [T is a “self-replicating” organization, creating internal (though surmountable) barriers for
improvement opportunities. All core IT functions are performed nationally by organizations within VA IT.
Additionally, within VBA and VHA, core T functions are delivered by regional or local organizations (e.g.,
VISNs, Medical Centers). These distinct IT service delivery organizations operates independently based

consulting Gartner.
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on reporting structure employing formal and informal collaboration with other local and regional
organizations within the Administrations. Ol&T and Administration {T organizations have developed
policies and standards to guide product development and service delivery for their customer base. Initial
portfolio management, enterprise architecture, and security governance processes are under way within
VAIT.

VA Implication

The OneVA mission (as defined in the 2003-2008 Strategic Plan for Employees) will require significant
time and cost to realize in the current IT model given the different operating models in place throughout
the VA IT organizations.

Organizational Analysis

Organizational analysis examines how an IT organization functions today with regard to people and
processes. Using anecdotal insights gained from interviews and process information gained from surveys
and document reviews, this analysis results in a high-level picture of the organization’s culture embodied
in distinct norms as well as its performance history. This portrait of the organization is a foundation for
building a successful change management plan in any arena, but especially where culture is a critical
enabler of success. We characterize norms as the implicit, thoroughly accepted ground rules that
substantially shape how an organization acts, both internally and toward the external world. Norms are
the product of an organization’s history and environment. They evolve slowly; most often reflecting
behaviors learned when the organization was performing well and fargely content or during periods when
undue stresses tested the organization and its personnel.

Organizational Analysis Key Findings

The VA [T Organizational Analysis indicated that four powerful norms substantially shape how VAT
currently operates. These norms are outlined below with additiona! detail and the implication that alf of
these norms, when considered together have on the organization:

1. One Voiced Mission, Many Methods

The VA IT Organizational Analysis revealed that there is a broadly stated (though informally
defined) mission that bonds all VA employees, regardless of function or hierarchical level: “Serve
the Veteran.” While each area of the organization embraces this broadly-stated mission, there are
significant differences in how each area believes that goal should be accomplished.

The lack of underlying principles to bind the organization to a mission {(whether clearly stated by
the Department or not) leads to differences between month-to-month (even year-to-year)
priorities, goals and planning. This was pervasive and repeatedly observed at all levels of the
organization. This is especially true when looking from the field to centralized functions.

2. Investment (in) A tability
Budgets are very fluid in the VA and — beyond the big numbers — there’s not much
accountability for how and when money is spent. Budgets are stretched as the organization sees
fit. If you don’t have the money you need, there's a likelihood you can get it by working your
connections, so money is simply shifted. This allows managers to build and operate individual IT
operations.

Everyone agrees that budgets/money should be tracked and accountability should be attached
but there’s a fundamental difference in what that means to various groups of people. The result
is an inability to capture, track and influence IT investments across the VA as a whole.

3.  Relationships Rule

While there are processes and rules in place for major {T functions (e.g., budgeting, project
management) assets within the VA ebb and flow, based on needs that arise. The organization is
relatively agile and responsive, with most assets being centered within the healthcare aspects of

the business.
consuilting Gartner.
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A large portion of the population within VA IT is comprised of fong-tenure employees — they
“grew up” in the VA world. Therefore, they learned an appropriate set of skills to be successful,
skills centered on negotiation, flexibility and working your relationships with others. Pdlitical
appointees have short tenure, so the ClO leadership is generally viewed as temporary and
ineffective.

4. Everyone Owns Assets

Since success was primarily buitt on relationships & fiuid budgets, leaders throughout the VA built
“mini-organizations” (self-replicating), where all assets - both people and technology - were within
arm’s reach. This way, if there was a need or problem, a leader could reach out (literally, if
necessary) to the responsible party. Thus, a cultural norm was created — higher proximity to
assets equals better service and responsiveness.

VA Implication

We observed that these norms allow VA IT to be the IT organization it chooses to be. We do not doubt
VA IT personnel's commitment to the mission of VA. However, organizations within VA IT are allowed a
variety of methods to fulfilf the mission, enjoy flexible budgets, adopt informal ways of work, and have
access to assets. Further, the current norms allow IT personnel to believe that they, and only they, can
defiver against the mission. So people act accordingly, replicating assets and activities at all levels of the
organization. Ironically, their desire to deliver — o serve the Veteran - creates enormous duplication and
inefficiencies because of the norms in place.

Role specialization, centralized functions, common methodology, reusability, and standardization are
viewed as risky in the current environment because these methods decrease the perceived power any
one individual has over his or her own work. There is no doubt that resources are wasted funding a
self-replicating IT organization.

Issues Analysis

The Issues Analysis highlights the key performance, operating, and organizational issues identified by VA
personnel during in-person interviews. Issues were analyzed and prioritized by our project team to reflect
the degree to which the comments reflect how VA IT delivers against its mission

Issues Analysis Key Findings
The Issues Analysis highlighted three key findings:

1. Lack of alignment between OI&T and the Administrations — Issues identified by OI&T personnel
correlate very weakly with those identified by Administration personnel. Interestingly, though,
issues identified by Administration personnel correlate very well across the three Administrations.
These data points confirm that OI&T's view of the world differs markedly from that shared by the
Administrations

2. intensely seff-referential nature of the majority of expressed concerns — Of the Top 10 Issues
identified during our interviews, nine of 10 issues identified by VA IT personnel relate specifically
to OI&T itself. Only one “business issue” made the Top 10 fist.

3. Defensive Nature of the Administrations’ current relationship with O1&T — We observed that
there were few issues shared by all groups. Those issues shared by most groups largely
continued the “everything must be local” argument. VA IT personnel feel they are forcedto do
everything at every level, otherwise their work will not be done. They must defend their right to do
the work they think they should do.

Most importantly, this issues Analysis highlights just how difficult it will be to make VA {T less of a
self-replicating IT organization. We believe that the norms that allow VA IT to replicate assets and
activities at alt levels must be addressed before VA IT's leadership can successfully redress the
imbalances currently observed across VA IT.
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VA Implications

This Issues Analysis highlights just how difficult it wifl be to make VA IT less of a self-replicating IT
organization. The lack of alignment between OI&T's concerns and the Administrations’ concerns shows
just how differently the Administrations view the world than OI&T does. The self-concerned nature of
everyone's perspective gives an acute appreciation that “who does what” is a central issue for everyone
across VAIT.

The energy with which individuals defend what their organization does — or should do — sharply
underscores the emotional investment to current modes of organization and operation. We believe that
the efforts to centralize specific sets of currently dispersed assets or activities, will engender enormous,
heartfelt, but ultimately destructive, responses if not managed by the VA leadership directly. The norms
that allow VA [T to replicate assets and activities at all levels must be addressed before VA {T's
leadership can successfully redress the imbalances currently observed across VA {T.

Strategic Analysis

Strategic Analysis measures the degree to which the work currently completed by each part of VAIT
actually contributes to the successful completion of our mission and identifies potential efficiencies and
savings that can be realized through work changes.

Strategic Analysis Key Findings

The VA IT Strategic Analysis indicates that VA IT personnel spend 27 percent of their time on work that
directly contributes to VA IT’s successful completion of mission. Over one-half of their time is spent on
work that does not contribute to mission; most of this work is related to internal administration. The
patticipating VA IT personnel also spend very little time interacting with customers. We believe that
achievable reductions in work that does not drive mission can help VA T substantially improve your
Value to the Vets.

VA Implications

The IT organization needs to gain a substantial increase in the proportion of work that is directly aligned
with VA [T's mission. This implies a proportionate decrease in work that does not contribute to your
mission, including substantial reductions in Non-Mission driving work and similar reductions in
Compensating work. How? Define the major IT processes using industry standard models (e.g., {TIL) then
challenge the organization to reduce the work that does not contribute directly to mission. Led correctly,
we've seen organizations achieve significant, measurable improvements in six to nine months.

Enterprise Architecture Analysis

Enterprise Architecture (EA) is a top-down, business strategy driven planning process designed to bridge
the gap between an organization’s future-focused business strategy and the portfolio of IT efforts that will
support that strategy. Our analysis sought to assess VA IT senior staff's alignment with the key
dimensions of EA. The stronger the alignment {represented by maturity scale) the greater the potential for
success in future planning efforts.

Enterprise Architecture Analysis Key Findings

Analysis of the VA's response to the Enterprise Architecture Survey indicates a positive, markedly higher
belief in the role and use of enterprise architecture across the VA [T than expected based on interviews.
The word “belief” in part reflects that these are unvalidated responses vs. observed behaviors from a
detailed study. Nonetheless, as the survey defines enterprise architecture as a planning process, this
indicates the VA's IT organization has a strong understanding of the importance of such activities relative
to other organizations with similar challenges. This is an encouraging sign from which to build long-term,
sustainable value from IT initiatives that can be directly applied back info the VA's challenge in creating
Value For Our Vets.

consulting Gartner.

© 2005 Gartner, Inc. and/or its affiliates.
All ights reserved.
Page 5

Gartneris a trademark of Gartner, Inc. or its affiliates.
14 September 2005



83

VA Implications

The VA has established an enterprise-wide understanding of strategic planning as evidenced in above
average maturity rating. Though above average, the (unvalidated) ratings do not represent a level of
maturity required to consistently delivery business value from complex IT initiatives (e.g., HDR, data
center consolidation). We believe that efforts to strengthen inter-Administration planning efforts (by further
developing the VA's enterprise architecture program) are critical to value delivery. Such efforts, when
successful, frame a future IT state that key stakeholders in OI&T and Administration {T can identify and
embrace independent of organizational structure.

The summary of the “As Is” Analysis is that change is required to meet an emerging imperative — Value
For Our Vets — that is demonstrably growing VA [T’s ability to develop and successfully deploy new,
veteran-centric systems despite flat or declining budgets.

Topgallant Partners/Gartner “To Be” Analysis

The Topgallant Partners/Gartner team used the “As Is” baseline, leading industry practice in commercial
and government organizations, and emerging IT trends to evaluate potential “to Be” models for the VA
that have potential to mitigate the issues established within the “as Is” baseline.

A useful guide in determining appropriate information technology organizational models for the VA is to
consider the VA's Value Discipline.’ This useful business planning approach argues that no firm can be
“all things to all people.” Customers — in this case, the end users of the IT services - control the
marketplace and their expectations of value are rising rapidly and changing, based on past performance.
Organizations must choose one value discipline in which 1o excel while reaching market parity in the other
two disciplines. Selecting a discipline is “a central act that shapes every subsequent plan a company
makes.”

To change the VA IT's orientation from servicing the Veteran to Value For Our Vets, the {T organization
must excel in the Customer intimacy discipline and attain parity in Operational Exceilence and Product
Leadership. This requires substantial changes in the manner in which VA’s IT organization is structured in
addition to its supporting organizational constructs. Customer intimacy involves not only a change in
organizational structure but also in the underlying work processes, staff role definitions, the outcome of its
work (IT Services), measurement framework and a new culture. All fold, these dimensions include:

1.  Organizational Structure — the structure in which the IT organization delivers value at a risk level
that is tolerable to the Department and best supports the OneVA mission

2.  Processes — the critical IT processes and their interfaces required for customer intimate IT
delivery

3. Roles — the IT management practices, roles, and accountabilities required for customer-intimate
IT delivery

4. T Services — Define the [T services that are valued and readily understood by the VA’s business
community

5.  Guiding Principles — the IT policies that establish focus, governance, and a decision-making
fabric within and between VA's IT and business communities

6.  Performance Management — the high-level analysis of IT performance refative to peers in
government, insurance, and healthcare

7.  Culture and Norms — the changes required in the underlying culture and norms to effect behavior
change

Our “To Be” analysis presented insights, options and recommendations within each of the seven
dimensions and are outlined below.

¥ The Discipline of Market Leaders, Treacy and Wiersema, 1995, Addison Wesley
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Organizational Structure

Several organizational models (including no change - the status quo) were analyzed to resalve the issues
uncovered within the VA. Two models had the greatest potential application at the VA:

1.  Federated — where centralized planning, technology operations (e.g., data centers, networks)
and budgeting/financial are controlled by a Chief information Officer (CIO) with Business
applications developed and supported by application teams in each business line (e.g., Medical
Care, Pension, Housing, Finance). A governance process with strong investment management
practices guides the alignment between these groups.

PR f

2.  Centralized — where all VA IT is organized into single entity reporting to a Chief Information
Officer (CIO). Key functional entities reporting directly to the ClO include business applications,
infrastructure & operations, customer relations (advocates for the business), enterprise
architecture, data & information management, security management, and IT finance.

Federated Model Benefits— Several benefits may be attained by implementing this model at the VA,
These include allowing business leaders to develop the application portfolio unique to their missions;
achieve economies of scale across all VA by managing the infrastructure through a centrai function
(assuming the consolidation of physical assets); and allowing the business unit IT team {0 be responsive
to Administration mission demands.

Federated Model Risks— the risks to VA from this model include difficulty in attaining OneVA mission
objectives because of the defined barriers in culture, unaligned investment priorities across
Administrations, and differences in technology and process which hinders effort to create veteran-centric
systems. This approach also requires sustained executive commitment to {T investment mgmt process
(unattained to date within the VA), is a significant scope of change to manage given the intended
consolidation of physical assets and is deemed a modest organization disruption. We expect such an
effort wilt extend the envisioned VHA data center consolidation program to VA wide initiative; however,
with the physical assets being currently under the control of local offices/regions (“Everyone owns assets”
norm identified earlier) this itself will require significant change management effort.

Centralized Model Benefits— This approach provides the greatest opportunity to successfully execute
OneVA mission objectives; it maximizes asset utifization (projects, staff, technology) and achieves
economies of scale across all VA by managing the infrastructure through a central function; and through
common organization will more rapidly mature the {T investment management process across VA's [T
program portfolio. .

Centralized Model Risks— The potential risks from implementing this model are of course the significant
organizational disruption and scope to manage (it is a big bang). It also increases the complexity for the
centralized organization to align its resources with Administration mission priorities e.g., strong portfolio
mgmt required); requires strong user orientation (e.g., service level agreements, IT service catalogs) to be
successful which is not in place at VA. It is important to note that a chargeback mechanism is necessary
{communicating costs against service level at a minimum; whether they are recovered or not} to ensure
“value for the money” is established between the business and IT organizations.

Both the Centralization and the Federated options are viable organizational models to achieve OneVA
mission objectives; however, our analysis shows that the Centralization option requires a shorter time
horizon to attain similar benefits than the Federated option. The centralized model has the greater
potential to realize efficiencies in IT delivery, improve mission program delivery success (e.g., VetsNet,
HealtheVet), and establish a OneVA veteran-centric capability. All important elements to create Value for
our Vets.

Success in the Federated option requires a highly-mature, well-functioning {T investment management
process in order to align each Administration and OI&T. This alone is a significant change in identified
norms that extends the time to benefit for this option.

Success in the Centralization option requires executive leadership to rapidly change the underlying
processes and norms. Bringing assets under the control of a single CIO both accelerates the maturing of
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the IT investment management process and improves the potential benefit realization from OneVA
mission investments.

Given the poor state of the VA’s IT investment management process and the stated demand to drive
benefits over a shorter horizon (as defined in the VA Strategic Plan for Employees), we recommend the
Centralization-option to maximize the opportunity to create Value For Our Vets. The details of our study
defined a functional-based organizational model for the VA. Transitioning from the status quo to the
recommended centralized option is not a single event. It is a multi-phased program in itself to ensure
minimal disruption in VA mission activities. It is important to note that given the significant cultural
barriers in existence at the VA, third party services'will be réquired to support the needed knowledge
transfer, facilitation and oversight to achieve full realization in a timely fashion.

Processes

Our “As Is” analysis found for the most part, inconsistent and poorly documented processes without key
performance indicators (KPls). It is important to realize that process re-engineering leads not only to
greater efficiency (do more with same resource levels) but also improvement in underlying service (being
able to create consistency and quality in IT service delivery across different locations and organizational
units). When common T processes are used across the organization it creates consistency in
management of the VA IT environment and better return on technology doliars. Before any changes are
implemented we recommend that process re-engineering is undertaken across the primary processes
that drive IT performance. Those processes include Service Level Management, Problem Management,
Incident Management, Change Management, Configuration Management, Asset Management and
Capacity Management

Our “To Be” model final state envisions documented, consistently applied processes; effective
governance when modifying the processes; and, use of key performance indicators to ensure process
performance and accountability during their delivery.

Roles

Even after VA IT establishes a new organizational structure, it still needs to specify where, and by whom,
each IT service will be accomplished. Our “As-Is” analysis showed that (T activities are extensively
duplicated across VA IT. The recommended organization structure requires that roles and responsibifities
(with clearly assigned functional accountability) are assigned to minimize the duptication of activity.

IT Services

There are emerging efforts to formalize an “IT Services” approach (e.g., Austin Automation Center
Franchise Fund, VISN Memorandums of Understanding) across the VA. These disparate efforts have
several notable successes including Austin's franchise fund rates which appear consistent with industry
pricing. However, the predominant approach is based on informal service definitions and service-level
agreements with a “whatever it takes” orientation. This has led to local optimization at the expense of
enterprise consistency and efficiencies.

We recommend that VA build on efforts in OI&T and field organizations to formally define its IT services,
service levels and pricing and align these efforts with market expectations and Administration mission
requirements.

Guiding Principles

IT policies (guiding principles in commercial sector) enhance organizational structure by creating a culture
of interdependence among organizations; mitigating potential condlicts among differing goals, groups, and
processes; and building a solid foundation for processes.

To guide the new organization structure, VA {T must define and implement a single set of institutionalized
and accepted policies and performance standards. Defining a common and cohesive vision for VA IT
through policy creation will guide the desired behavioral changes needed to become an even more
veteran-centric organization, functioning as a single, comprehensive provider of technology services. Our
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recommendations for VA IT policies chart the course for emerging norms including Alignment and
Consistency, Value and Stewardship, Process and Outcomes and Mutual Accountability

Performance Management

Performance management is the basis from which IT value is measured and communicated to the VA
business community. The lack of a consistent, enterprise performance management program puts the
OneVA mission at risk by its inability to identify performance shortcomings and re-alignment necessary to
drive IT initiatives.

The VA must develop a performance management program to complement the OneVA mission
objectives. Performance management must be based on industry comparable performance levels and
have at its core:

® Common measurement objectives, definitions and reporting structures built on a balanced
scorecard approach

® Transparency in reporting to gain credibility and foster change

® |ntegration with the IT service catalog in addition to operational process maturity, and governance
model execution

Culture and Norms

In the current state, culture is created by history and precedent. Culture then shapes how the aorganization
actually works. Leaders cannot change culture and nomms directly. Short of an overwhelming crisis, the
power of precedent — “how we do things around here” — is far more powetiful than any executive’s
orders.

Fortunately, though, leaders can control how an organization works. And changing how your organization
actually works — revising how power and money flows across the organization, recasting how the
underlying processes are linked together, and reinforcing and rewarding desired behaviors — will, over
time, lead to improvements in VA's culture and norms.

The team envisioned four norms that the VA could consider as target states to support the centralization
option:

1.  Drive for Alignment and Consistency — Virtually everyone with whom we spoke agreed that
alignment and consistency are beginning to emerge across VA IT. However, the pace of change
needs to significantly increase to achieve alignment and consistency in the targeted areas of
operations. Communications is critical during the transformation process.

2. Focus on Value and Stewardship — VA IT needs to better align the organization around the
notion of Value For Qur Vets. This begins with a renewed commitment to becoming measurably
more efficient in the allocation and use of resources while increasing accountability for IT
investments through executive-driven governance.

3.  Focus on Process and Outcomes — Our “As-Is" analysis indicates that VA IT personnel rely
excessively on personal relationships to get things done. VA [T needs to foster consistent
processes across all IT functions and must commit to a common set of performance outcomes
and metrics.

4. Drive for Mutual Accountability — Personal integrity and commitment to mission is observed
across VA IT. However, VA IT needs to balance accountability for mission and accountability for
the resources that are used to accomplish this mission. Better-defined processes (e.g., SDLC,
ITIM, EA, delivery processes) support this emerging norm.
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The Topgallant Partners/Gartner Transition Plan

The transition to any new organizational model will be difficuit. Several formation guidetines have been
defined to guide the VA's effort to the recommended centralization model:

e Minimize interruption to VA mission activities by managing risk inherent with change. This of
course means no interruption to healthcare delivery and no slowdown or stoppage of benefit
payments and servicing veterans

& Control change through formal, programmatic and executive-endorsed approach across clearly-
defined work streams (e.g., EIB/budgeting, SDLC, service delivery, workforce planning)

® Authoritative team to monitor PMO and provide “ombudsman” for issue escalation

® Drive as fast as possible to new organizational structure (target 2007 budget cycle for
implementation of new governance process on key IT investments)

® Recognize and resolve barriers to change; Be inclusive — drive change within and throughout
VA, not through top down messaging alone

® Measure progress against a “Case for Change” to guide reprioritization of effort as well as staff
communications

® increase control of IT investments through centralization of VA’s [TIM process and strengthened
governance 1o better guide staff activities

These guidelines allowed us to frame a transition approach along four stages as follows:

Stage 1: Mobilize for Change (Estimated Duration: 30 days)

To minimize risk in implementing a new organization, this stage prepares VA for transformation by
establishing the Transformation Program Office (PMO). This effort includes building the “Case for
Change” — packaging of change for broad consumption throughout the VA by all staff, framing an IT
operating model, establishing PMO governance, building the ongoing communications plan, and
appointing the team to lead the program office.

Stage 2: Build the Foundation (Estimated Duration: 120 days)

To build the underlying framework for organizational transformation, this stage defines the (T operational,
financial and management processes to manage the transformation to the new VA IT operating model.
Also, workforce plans are developed into a single responsibility. The stage ends with a “community event”
to rolf out operating model to top ~500 IT managers.

Stage 3: Implement the Transition (Estimated Duration: 120 days)

To transform the organization to new VA IT operating model, the new organization structure is
implemented and staff are re-assigned to new responsibilities; new operating model processes are piloted
{e.g., SDLC, delivery processes); and, plans to rationalize hard assets {(e.g., networks, servers, data
centers) across all VA organizational entities is initiated.

Stage 4: Optimize for Value (Estimated Duration: on-going)

To realize Value For Our Vets, VA staff refine service delivery processes, workforce capabilities, and
organizational responsibilities for continuous improvement of IT service delivery; performance
measurement reporting provides feedback regarding needed changes.

Mr. Chairman, this concludes my statement. Thank you again for the opportunity to discuss such an
important matter to support our veterans. | would be pleased to respond to any questions that you or
other members of the Subcommittee may have at this time.
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Gartner Organization Disclosure

Gartner, Inc. is the leading provider of research and analysis on the global information technology
industry. Our goal is to support enterprises as they drive innovation and growth through the use of
technology. We help clients make informed technology and business decisions by providing in-depth
analysis and actionable advice on virtually all aspects of technology.

Gartner clients trust in our rigorous standards that safeguard the independence and objectivity of our
research) and advice. With $894 million in revenue in 2004, and more than 45,000 clients and 75 locations
worldwide, we are the clear market leader.

Gartner serves a global client base consisting primarily of chief information officers (CIOs) and other
senior IT and business executives in corporations and government agencies. We also serve technology
companies and the investment community.

Armed with trusted advice provided by Gartner, our clients can make better and more confident
technology decisions that will enhance the performance and cost-efficiency of their IT infrastructure or
support strategic business objectives such as innovation, growth or competitive advantage. We play a
unique role in the marketplace, analyzing vast amounts of information on iT supply and demand. This
analysis not only allows technology users to make smarter purchasing decisions, it also helps technology
companies create products that better serve users’ needs. Furthermore, by helping to make technology
more valuable to our client organizations, we also make executives more vaiuable to their enterprises.

The foundation for all Gartner products is our independent research on IT issues. The findings from this
research can be delivered through several different media, depending on a client's specific business
needs, preferences and objectives:

® Gartner Intelligence — research content and advice for IT professionals, technology companies
and technology investors in the form of reports, briefings or events.

® Gartner Executive Programs — peer networking services and membership programs designed
specifically for CIOs and other senior executives.

® Gartner Consulting — customized engagements that allow ClOs and other business executives
to apply our knowledge to their specific situation, with an emphasis on outsourcing, performance
improvement and IT management

Gartner provides customized project consulting and strategic advice to CIOs and other senior business
executives. Our consuiting services are provided by 550 senior consultants and focus on selected areas
that are critical to clients today. Unlike many competitors, Gartner does not offer implementation services
that would compromise our independence and objectivity.

In addition to supporting the majority of the Fortune 500 commercial organizations, Gartner is also highly
experienced in developing IT solutions that meet the unique challenges faced by federal agencies as they
attempt to serve the public’'s needs. Budgeting, procurement and re-engineering are just some of the
issues Gartner consultants have addressed in the public sector arena.

Our business with the VA across all its product lines (and inclusive of META Group) is approximately
US$463,000 in fiscal 2004 and US$1,068,000 in fiscal 2005.
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Thank you, Mr. Chairman. | am pleased to appear before this Committee
on behalf of the Secretary and the Department to discuss with you the
Department of Veterans Affairs (VA) information technology infrastructure

reorganization assessment,

The Department’s business is the health and well-being of our nation’s
veterans. To ensure mission success, it is imperative that we employ all
means at our disposal, including information technology, in the most

effective way possible.

Some history of how VA’s IT infrastructure and organization have evolved
may prove useful to the Committee. For at least 25 years prior to 1990,
VA’s IT program was centralized. VA was elevated to cabinet level in
1988, and in FY 1989 the VA [T organization was led by an Assistant
Secretary for Information Resources Management. In July 1990, under a
belief that decentralized operations provide for better management of VA
facilities, the Department decentralized resources to the Administrations
and staff offices for VA’s IT systems design and applications development,
systems operations, and systems oversight, along with four data

processing centers. The remaining IT oversight program was placed under



91

the Chief Financial Officer (CFO). Then, in accordance with the Clinger-
Cohen Act of 1996, VA formally established the position of Assistant
Secretary for information and Technology (C10), but the IT oversight
program remained aligned under the CFO and decentralization of VA's IT

program continued.

At his confirmation hearing in January 2001, Secretary-designee Principi
stated that he was committed to ending stovepiped systems in VA. In
August 2001, VA's first Assistant Secretary for Information and Technology
was appointed: Dr. John A. Gauss, a recently retired Rear Admiral who had
headed Navy’'s Space and Naval Warfare Systems Command. During his
service to VA, Dr. Gauss worked to stand up a credible departmental IT
program to better serve our veterans. He attempted to develop a VA
enterprise architecture, build an effective IT project review and approval
process, begin the modernization of our telecommunications infrastructure
and stand up a world-class cyber security program for VA.

Secretary Principi directed the centralization of the Department’s IT
program, including authority over personnel and funding, in the Office of the
Assistant Secretary for Information Technology effective October 1, 2002.
A team of executives from across VA was convened to design a centralized
IT organization for VA. The Secretary approved a centralized
reorganization plan on May 14, 2003. The reorganization involved the
immediate detail and eventual permanent reassignment of 97 employees
from the Administrations in the areas of telecommunications support and
cyber security (field VISN level ISOs). The Administration level chief

information officers were renamed as Deputy ClO’s and designated as
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being “dual hatted,” meaning they would take their technical direction from
the CIO but remain employees of their existing parent organizations and

take their business direction from the Administration in which they resided.

The result of this reorganization was a matrix organization which, over time,
VA came to realize was not best suited for a large, geographically
dispersed organization that is highly dependent on information technology

to deliver services.

Robert N. McFarland was confirmed by the Senate on January 22, 2004 as
the second Assistant Secretary for Information and Technology. Under his
leadership, a rigorous IT review process, disciplined project management
methodology and an IT portfolio management system have continued to
evolve. We are in the final phase of rebuilding our nationwide
telecommunications infrastructure, beginning the consolidation of some
infrastructure assets, and implementing aggressive cyber security and
privacy programs to ensure the protection of our infrastructure and
veterans’ personal information. We submitted the VA Enterprise
Architecture design to OMB in June 2005 and received a score of 3.0,
significantly higher than the previous score of 1.25. We continue to refine
it.

A strong Enterprise Architecture is critical to any effort to bring down our
stovepiped systems and replace them with integrated systems. The score
of 3.0 is significant progress in this information technology area and signals
that we are steadfastly working to build a foundation for systems integration

and standardization.
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In the wake of the difficulties with CoreFLS, as a new Deputy Secretary, |
asked Assistant Secretary McFarland to undertake a study of our IT system
and to pursue outside assistance if necessary. In December 2004 he
contracted with The Gartner Group to conduct an Organizational

Assessment of VA IT.

This assessment was to enhance the effectiveness of VA’s IT by first
baselining how it operates today, then developing organizational models
that increase VA's IT value (in terms of greater efficiencies, economies of
scale, and added business value), and finally, charting the path VA IT can
follow to deploy its new organizational model to truly deliver value. The
completed assessment was delivered to the Assistant Secretary for
Information and Technology in May 2005, and the Secretary, the Deputy
Secretary and the Under Secretaries were then briefed.

A decision is forthcoming. The next step will be to systematically and

methodically plan, organize, and transition to the new organization.
The study proposed five different alternatives, as follows.

Option 1 — Status quo. Currently, VA IT resources are operated and

managed within a highly decentralized management structure. The
Department’'s CIO manages a central office staff of approximately 350
government employees and a direct budget of approximately $50M per
year. While the CIO is charged with overall responsibility for the successful

management of all VA IT resources (in FY05, $1.6B and approximately



94

5400 IT FTE) the ClO has no direct management control or organizational
authority over any of these resources. The CIO provides policy guidance,
budgetary review and general oversight via indirect supervision (dotted
line) of the Administration and staff office CIO’s. Within some of the
Administrations, the ClO does not directly supervise or have authority over
the majority of IT resources in the field and must also provide policy

guidance, budgetary review and general oversight via indirect supervision.

Option 2 -- Regional Option. Under this option, VA would be divided into

three to five geographically based subdivisions. Within each of these, a
Deputy CIO would control all {T assets (Operations, Staff Functions, and
Systems Development) and be responsible for all service delivery within
that region. These Deputy CIO’s would report directly to the VA CIO.

Option 3 — Administration-Centric Option. Under this option, VA would be
divided by Administration and Staff Offices and a Deputy CIO for each

would control all IT assets (Operations, Staff Functions, and Systems
Development) and be responsible for all service delivery within that
Administration or Staff Office. These Deputy CIO’s would report directly to
the VA CIO.

Option 4 — Federated Option. Under this option, VA would separate

operational responsibilities and 1T systems development responsibilities
into separate domains. All IT operational service delivery personnel and the
budget associated with their support (to include all non-medical IT
equipment, maintenance, and contractor support) would come under the

direct supervision of a national organization that reports directly to the
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ClIO's office. This organization would be charged with delivering all IT-
related operational services to all elements of VA based upon a negotiated
and formally agreed upon set of specific standard IT services delivered
according to a clearly understood and documented set of service-level-
agreement standards. Under a federated approach, IT systems
development responsibility remains with the Administrations or staff office
business units. The Administrations and staff offices directly manage all
systems-development FTE and budget authority. The CIO clearly
maintains overall responsibility for the successful management of these
resources and continues to provide IT budget oversight, policy, and

program management direction for the Department.

Option 5 — Centralized Option. Under this option, all VA IT personnel

resources, assets, and budget would be under the direct supervision of the
VA’s CIO. This centralized IT organization would be charged with
delivering all {T-related operational and systems development services to
all elements of the VA based upon a negotiated and formally agreed upon
set of specific standard IT services and systems development standards
delivered according to a clearly understood and documented set of service
level agreement standards. Under this option the Administrations remain
responsible for system and user requirements definition, service delivery
standards development, and end user participation in systems

development acceptance criteria development and testing.

The organizational assessment is one tool we are using to decide how to
improve our IT programs. We are determined to move forward and
implement the changes necessary for a world-class IT program that
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increases efficiencies and performance. From better utilization of

resources, any savings can be reinvested in direct services to veterans.

The IT operation today has evolved over time and has included the
services of many talented and dedicated professionals. Their‘efforts are
paying off. For example, in terms of cyber security, VA IT systems are
certified and accredited, and external independent gateways have been

reduced.

We will build upon their successes. It is vital that any reorganization not
adversely impact services to veterans or unnecessarily affect our
employees. We know there are no simple “light-switch” solutions to be
found in any model, but we are committed to managing these changes for

the good of the Department.

Mr. Chairman, top-level executives of this Department have been involved
in the evaluation of alternative organizational models, and understand the
importance of this endeavor. There is an understanding that cultural
change has to take place and buy-in must occur at the lower-worker level.
We also know that it isn't just the IT reorganization that is involved. The
Department is considering changes at the CFO level, in logistics, in
finances, in our collections, and our efforts to comply with OMB’s Circular
A-123, “Management's Responsibility for Internal Control.”

As we implement this reorganization, we remain mindful of the successes
recently acknowledged — accomplishments with which our IT team had

considerable involvement. For example, in just the past six months, no
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fewer than five major publications have attested to VA's leadership of
private and Government health care providers across almost every

measure.

o A Rand report published in the Annals of Internal Medicine ranked the
overall quality of VA medical care as significantly higher than any

other health care system in the country.

o An article in the Washington Monthly, entitled, The Best Care
Anywhere,’ rated VA as the recognized leader in the health care
industry. it pointed out that, ten years ago, veterans’ hospitals were
in deep crisis ... but that today, and | quote, ‘VA is producing the
highest quality care in the country. VA'’s turnaround points the way

towards solving America’s health care crisis.’

o An editorial in the prestigious Journal of the American Medical
Association, referred to VA as ‘a bright star’ within the health care

profession for its cutting-edge dedication to patient safety.

o Last month, in their review of ‘America’s Best Hospitals,” U.S. News
and World Report titled their article on VA as, ‘Military Might: VA
Hospitals are Models of Top-Notch Care.’

o And just on August 22, on the front page, the Washington Post ran a
headline that read Revamped Veterans’ Health Care Now a Model.
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Further, on April 27, 2004 President Bush chose the VA Medical Center in
Baltimore to announce his commitment to ensuring that all U.S. citizens
have an electronic health record in the next 10 years. In doing so, he heid
out VA's fine example. The reorganization of our resources will enable VA
to be the benchmark in the development and implementation of Health
information technology solutions and standards as both an example and

national leader in this arena.

I would say all those assessments are right on target. We view the
Veterans Health Administration as the vanguard for national standards for
electronic medical records, now the rest of the nation does as well.

Our health IT systems — and the quality of our employees — helped us reap
these headlines. Clearly, we are delivering more services to more veterans
each and every year. And, this was accomplished under our current

structure.

Our IT successes are also facilitating the business of claims processing

and benefit delivery in the face of daunting demands:

o VA provides monthly compensation and pension benefits totaling $32
billion to over 3.5 million veterans and beneficiaries. Disability claims
increased by 33% from 2000 to 2004. Last year alone, VA added
nearly 240,000 new beneficiaries to the compensation and pension

rolls.

o By the end of this fiscal year, over 750,000 veterans will have

received decisions on their disability claims, and we will have
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processed an additional 1.5 million pension, dependency, and other
adjustments to beneficiaries’ accounts. Even with the increased
claims volumes, we have reduced by 30 percent the length of time
veterans must wait for decisions on their claims over the last three

years. :

o We are also providing in excess of $2.5 billion in Education benefits
to over 500,000 beneficiaries, and are working to rehabilitate nearly
95,000 service-disabled veterans through our Vocational

Rehabilitation and Employment Program.

I would also note that in December 2004, the American Customer
Satisfaction Index announced the National Cemetery Administration earned
a customer satisfaction rating of 95 out of a possible 100 points — the
highest score ever received by a federal agency or private organization. In
the survey, both the ratings for respect shown to loved ones and
maintenance of VA cemeteries as National Shrines received a score of 97.
The report called this finding “an outstanding score by any standard of
ACS{ measurement and for any context, public or private.” NCA was able
to achieve this through the support of IT in all aspects of cemetery and
memorial services, from the timely acquisition of veteran headstones with
accurate inscriptions to the nationwide gravesite locator available to the
public on the World Wide Web.

This concludes my statement. Thank you, Mr. Chairman, for the
opportunity to discuss these important matters. | am prepared to answer

any questions you might have.

10
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Post Hearing Questions for the Record from
Chairman, The Honorable Steve Buyer
House Committee on Veterans’ Affairs
September 14, 2005 Hearing on
Questions on Information Technology Infrastructure Reorganization

1. There have been numerous major VA IT investments that have failed. Who
was in charge of each of the following programs when they began: VETSNET,
CoreFLS, and VISTA? Who is currently in charge of managing these programs?
What are the current costs and total costs to date for these programs?

When the Veterans Benefits Administration (VBA) initiated VETSNET, Rhoda R.
Mancher, Director, Office of Information Technology, was the manager in charge.
The present manager is Adair Martinez, VA Deputy Chief Information Officer for
Benefits. VBA has invested a total of $69.1 million on VETSNET applications.
The VA budget for fiscal year 2005 includes $16.9 million for VETSNET.

CoreFLS costs to date are $304 million. At start up (1999), CoreFLS Executive
Manager was Edward A. Powell, Assistant Secretary for Management. Currently,
Robert N. McFarland, Assistant Secretary for Information and Technology, has
oversight responsibility.

Craig Luigart recently was named VHA's Chief Information Officer. He is the present
manager for VistA. At start up, Dr. Robert Kolodner MD, VHA Health Informatics
Officer, provided oversight responsibility.

The expected obligations for operating and maintaining VistA Legacy in FY 2005 are
$437.7 million. Of this, $247 million is for salaries for the approximately 2,800 full time
employees (FTE) in the medical centers that run the program and our maintenance
staff, $138.7 million is for hardware and software maintenance contracts, $44.6 million
is for equipment and software and $7.4 million is for supplies, travel and other related
costs.

Spending for VistA Legacy from FY 1999 thru 2005 was $2.861 billion. The supporting
records are available in the FY 2001 Office of Management and Budget (OMB) Exhibit
53 and thereafter. Consistent with OMB reporting requirements, VistA Legacy project
costs are available in Department records from FY 1999 through 2005.

2. One of the significant contributing factors to the problems associated with the
CoreFLS program was that the same contractor hired by VA to provide
independent advice and assistance was then given responsibility to implement
the program. One of the conclusions of the Carnegie Mellon report on CoreFLS
was that in allowing this, VA created an inherent conflict of interest. What is VA
doing to prevent contractors hired to provide independent Information
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Technology (IT) advice and assistance from then being hired to implement the
work and approach they recommend?

VA program management and confracting personne! are trained in Government ethics
and work closely together to identify conflicts of interest and the appearance thereof.
Additionally, the One-VA Enterprise Program Management Office (EPMO) was formed
on August 8, 2004, it is designed to improve and standardize the management of IT
projects and the |IT Portfolio by defining VA-wide policies, procedures and best
practices, providing tools to facilitate the successful management, reporting and
oversight of VA's IT project. When fully implemented, EMPO will conduct periodic
Program Management Reviews (PMRs) of all major projects. A key component of
reviews will focus on the acquisition strategy, supporting acquisition plans and
implementation. This will provide a greater level of scrutiny of the contracting process
and ensure that contracting strategies are sound and proper. Administrations will be
encouraged to implement similar internal reviews to ensure appropriate contracting
methodologies are used.

3. Which of the Gartner Report’s recommended options has the VA chosen to
address the reorganization of the IT infrastructure? What is the Department's
implementation plan, and has implementation begun?

In the wake of the difficulties with CoreFLS, as a new Deputy Secretary, | asked
Assistant Secretary McFarland to undertake a study of our IT system and to pursue
outside assistance if necessary. In December 2004 he contracted with The Gartner
Group to conduct an Organizational Assessment of VA {T.

This assessment was to enhance the effectiveness of VA's IT by first baselining how it
operates today, then developing organizational models that increase VA's IT value (in
terms of greater efficiencies, economies of scale, and added business value), and
finally, charting the path VA IT can follow to deploy its new organizational mode! to truly
deliver value. The completed assessment was delivered to the Assistant Secretary for
Information and Technology in May 2005, and the Secretary, the Deputy Secretary and
the Under Secretaries were then briefed.

A decision is forthcoming. The next step will be to systematically and methodically
plan, organize, and transition to the new organization.
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ceiling for HealtheVet. This review will be completed once the final IT budget
distribution is determined by VA’s Chief Information Officer.

5. The Committee praised VA for its preparation and responsiveness in the
aftermath of Hurricane Katrina. VA principals have informed us that VA’s
ability to download electronic medical records onto tapes at the New
Orleans Veterans Affairs Medical Center (VAMC) and physically transfer
them to the Houston VAMC contributed to that success. We understand
that the record tapes had to be reconfigured to be accessed, that the down-
loaded data was more than four hours old and that radiographic images
were not accessible until the New Orleans VAMC server was back in
operations. Please advise us if VA’s efforts to ensure real-time medical
information on a 24/7 basis is a reality today at all locations VA-wide?

Response: It is important to note that the VistA systems in New Orleans did not
fail; they remained online supporting the Houma and Baton Rouge clinics until
after the evacuation. The need to move the tapes was a result of the failure of the
commercial wide-area network. VistA backup tapes were transported from the
New Orleans VAMC to the Houston VAMC and subsequently allowed the
electronic medical records to be viewed across the country. These tapes were
created as part of the routine backup process every medical center is expected
to perform on a nightly basis. VistA database backups are scheduled to run
nightly, usually starting after midnight with completion in the early morning. No
reconfiguration of the data was necessary to make the original back up tapes
available nationwide. Because New Orleans continued to support the Houma
and Baton Rouge clinics, it was necessary to merge the final back up which
contained the data of the two still operating clinics. This was accomplished
without major difficulty.

The VistA system remains on-line and available to users before, during, and after
the backup. VistA users continually interact with the database in real-time. The
completed backup tapes are then removed and moved to a safe location such as
commercial data storage companies or another VAMC. If a medical centerwere
to experience an event that destroyed their current VistA database, these backup
tapes would be either restored to new replacement hardware at the original site
or transported to another location for restoration, as was done with New Orleans
at Houston.

Backup tapes always represent the database at the point in time the backup is
complete. Each change to the database is stored in a journal file in order to keep
the database current. The journal files are also moved to tape for safe storage.
Even a backup tape as old as several weeks could be used for full recovery, if all
the journal files are applied to make it current. A backup restored to a remote
location can be kept nearly current by transfer of journal files from the original
system. While working on lessons learned from Katrina and Rita, VA and one of
our systems vendor partners, developed a procedure to automatically reduce the
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size of these journal files and send them over the network to the Office of
Information (Ol) located in Silver Spring, Maryland. VA used this process in
anticipation of Hurricane Wilma. Although this capability was not needed in
response to Wilma, if it had been necessary, any or all of the VistA databases
could have been restored and made current.

The New Orleans imaging system is currently being rebuilt at the Little Rock
VAMC. The optical disks are being inspected, cleaned, and put into new storage
cases. It may be another month before all the New Orleans images are
accessible. However, the description of what is contained on those images is
available in VistA so that the provider will know what imaging studies have been
performed.

VistA Imaging is comprised of a wide range of motion and still images and is not
limited to radiology images; e.g., x-ray, CAT scan, magnetic resonance images,
etc. VA does not currently have Continuity of Operations (COOP) for imaging
and this is one of the requirements under consideration for the VistA Imaging
Reengineering project. COOP for imaging is challenging because of the massive
amount of data involved. The largest VistA databases would be of moderate
size, less than 500 gigabytes; the imaging system at a large active VAMC couid
be up to 40 times larger.

VistA information systems are real-time 24/7 and the tapes that allowed New
Orleans to be hosted at Houston were created through normal VistA system
management practices. The logistics of transporting tapes during an evacuation
proved problematic. In response to lessons learned during the current hurricane
season, we have instructed field staff to transport backup tapes to safe locations
well in advance and to use the new procedures to keep the information current,
ensuring that the back up tapes and changes are accessible. Additionally, VA is
developing and implementing a centralized Health Data Repository that will serve
as a national store for data contained in the veteran’s health record. VA intends
to transition to Regional Data Processing Centers that will be fully COOP'd and
will have a higher degree of hardening than our existing computer rooms. Our
COOP plan will include the ability to sustain telecommunications in the event of a
wide-area network failure. Further planning in response to the lessons learned
from Katrina is underway and VA is looking at other ways to mitigate risk and
maximize the efficiency of our existing systems as we move in these new
directions.

6. What is the current status, to include expenditures to date, of VA’s Core
Financial and Logistics System in Bay Pines, FL?

Response: Expenditures to date (end of FY 2005) were $233.47 million for the
CoreFLS program. Bay Pines and the other pilot sites for CoreFLS reverted
back to the legacy systems effective October 2004.
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7. Itis the Committee’s understanding that VA was considering a joint use
facility for the VBA data center and the VHA data center at the Great Lakes
Health Care System at Hines, IL? When does VA intend on rendering a
decision to proceed with this joint venture?

Response: VA's CIO reviewed the proposed options for a VHA and VBA joint
use of a Data Center facility located at the Great Lakes Health Care System in
Hines, lllinois. The decision was that none of the proposed options were viable
and immediately put the whole project on hold until after the IT Operations re-
organization. The VA CIO did, however, recommend one minor immediate move
to permit VISN 12 to relocate some IT equipment from medical center space to
the VBA data center. A final decision will be made following IT reorganization to
incorporate the option that is best for the entire IT Operations environment.

Attachments:
1) Copy of the Carnegie Melion Action Dashboard with Milestones
2) Definition of Terms and Description of HealtheVet components
3) Two copies of Carnegie Mellon Evaluation Phase [ and Phase i
Outbriefs
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' Questions for the Record
Chairman, Steve Buyer and Ranking Democractic Member Lane Evans
House Committee on Veterans’ Affairs
Subcommittee on Oversight and Investigations
25 October 2005

The Department of Veterans’ Affairs Efforts to Provide Better
Accountability for its Information Technology Spending

1. Provide two copies of the Carnegie Mellon University (CMU) evaluation
of the HealtheVet-VistA program that was delivered to VA in early 2005.
With regards to the report’s recommendations, what is VA’s remediation
plan to include implementation mile-stone dates, and how has VA
addressed each on CMU'’s criticisms and recommendations?

Response: Two copies of the Carnegie Mellon/Software Engineering Institute
(CM/SEI), (SE! Independent Technical Assessment Phase | outbrief dated
December 3, 2004, and SEI Independent Assessment Phase Il outbrief dated
February 4, 2005) briefing of the HealtheVet-VistA program are being provided
as requested. (Attachment 3) Please note that the information reflected in this
briefing, as noted by CM/SEI, is incomplete without the verbal presentation.

With regard to the report's recommendations, the following comments are made:
The CM/SEI evaluation offered a fair assessment of the early phases of the
HealtheVet-VistA program by identifying a number of issues that would need to
be addressed for successful program implementation and execution. The
Department of Veterans Affairs (VA) agreed with the findings. VA has revised its
original plan to address the weaknesses identified by SEl and implement their
recommendations. VA has also engaged experts in the areas identified as
critical, including CM/SEL, to participate at all levels of the HealtheVet planning
and execution process. Specific actions {aken to date include:

 Engaged VA's Deputy Secretary and his staff, and other direct leadership
from the highest levels of the VA/VHA (Veterans Health Administration)
organization, in weekly program implementation and execution reviews.

o Established at the Department level an Enterprise Project Management Office
(EPMO) to integrate Department of Defense (DoD)/PMI and industry best
practices into VA project and program management; EPMO given additional
responsibilities and authority to conduct independent reviews, and to provide
for enterprise executive governance and oversight.

+ Reassigned the developer of the EPMO governance model to the position of
Chief Information Officer (ClO) for VHA. Additionally, this newly appointed
VHA CIO has extensive and proven major IT program management
experience.

» Backfilled the EPMO position with the Navy's former Program Manager of the
Year to continue the development of the EPMO to maturity.
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« Established a comprehensive draft 'Blue Print' architecture for HealtheVet,
which is currently in peer review and eventually in external independent
review.

¢ Established a Requirements Determination team to develop “top-level” user-
defined requirements set with an internal due date of March 30, 2006.

« Establishing a comprehensive communications team for internal and external
coordination and outreach.

Specific ongoing actions include:

« Instituting an extensive requirements development and prioritization process
to ensure that end-user requirements are being identified and met within
funding guidelines.

« Instituting a transformational organizational realignment of all programs and
projects to ensure synergy and interoperability across the different business
portfolios; Systems-of-systems management approach is similar to the proven
DoD Program Executive Office model.

« Taking action to fill key VHA [T (Information Technology) leadership positions
with proven major IT Program Managers.

¢ Utilizing Independent Validation and Verification throughout the programs life
cycle including pre-initiation.

Additionally, with the assistance of CM/SEIl, CM/SEI recommendations have
been formulated into specific action plans and goals that can be executed and
measured. Progress on these recommendations is reported to the Deputy
Secretary on a monthly basis. A copy of the Carnegie Meilon Action Dashboard
with milestones is.provided as attachment 1. Also included is a definition of
terms and description of HealtheVet components in attachment 2.

2. Provide two copies of the CMU evaluation of VETSNET and any
intermediate or interim report from CMU on VETSNET within five calendar
days of VA receiving the deliverable product.

Response: Veterans Benefits Administration (VBA) has received a draft report
that is currently under review. There are no intermediate or interim reports to be
delivered from CMU for this evaluation.

3. Provide an update regarding the status of data transfers between the
Veterans Benefits Administration (VBA} and the Veterans Health
Administration (VHA) to identify veterans with service connected
conditions who should not be billed for VHA care.

Response: On November 7, 2005, VHA released its WebHINQ application,
which provides client tier and system to system access to VBA's new corporate
system as well as the Benefits Delivery Network (BDN) and Beneficiary
Information Records Locator System (BIRLS). This enhancement allows VHA to
retrieve, in response to queries and unsolicited data transmissions, information
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on veterans’ service-connected disabilities, including the affected extremities,
original and current effective dates of the evaluation percentages and the
effective date of the combined evaluation percentage upon which the
compensation award is based. WebHINQ also retrieves a more descriptive
disability code than currently retrieved by VHA.

Once the WebHINQ. project is fully deployed, VHA will be performing a one-time
update of all enrollees’ disability information to upgrade the veteran's service-
connected rating information in their health eligibility records. VHA has
completed a rigorous data validation to ensure that complete and accurate
information is being received from VBA and updated in the VHA Enroliment
system and within the VistA systems at each involved VA facility.

To date, VHA has successfully updated almost 160,000 veterans’ health eligibility
records with greater than six (6) service-connected conditions. This was
accomplished by monthly updates of records in VHA after comparison with
records in VBA's Veterans Information Tracking Adjudication Log (VITAL).

4. The HealtheVet-VistA project is planned to replace the existing VistA
(Legacy) health care processing system by rehosting, replacing, enhancing
and/or reengineering current health information applications to process on
a new technology platform. In 2003, scheduling replacement for
HealtheVet-VistA was an approved capital investment. What is the status,
to include expenditures to date, of the HealtheVet-VistA project?

Response: HealtheVet is the follow-on T program (system-of-systems) to VistA.
HealtheVet-VistA is one of nine Office of Management and Budget (OMB) 300
projects that make up the FY-06 HealtheVet program. HealthgVet-Vista includes
five major core components —Rehosting, Data Standardization, Platform, and
Common Services, and My HealtheVet. Attachment 2 provides a more detailed
summary of definition and supporting projects. The HealtheVet-VistA projects, in
conjunction with the eight other VHA OMB 300 projects, are building biocks to
achieve a user-defined modern Health Care Environment (HealtheVet 2012). It
should be noted that the various HealtheVet-Vista projects, on completion, will
provide incremental & immediate benefits to the HealtheVet current and future
capability.

Costs associated with the HealtheVet-VistA OMB 300 are:
Total expenditure to date (9/30/05): $45.7M

Cost associated with Scheduling Replacement are:
Total expenditure to date (9/30/05): $58.4M

VA is currently in the process of reviewing all of the major project milestones for
2006 based on the Congressional action on the 2006 budget and the funding
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ceiling for HealtheVet. This review will be completed once the final IT budget
distribution is determined by VA's Chief Information Officer.

5. The Committee praised VA for its preparation and responsiveness in the
aftermath of Hurricane Katrina. VA principals have informed us that VA's
ability to download electronic medical records onto tapes at the New
Orleans Veterans Affairs Medical Center (VAMC) and physically transfer
them to the Houston VAMC contributed to that success. We understand
that the record tapes had to be reconfigured to be accessed, that the down-
loaded data was more than four hours old and that radiographic images
were not accessible until the New Orleans VAMC server was back in
operations. Please advise us if VA's efforts to ensure real-time medical
information on a 24/7 basis is a reality today at all locations VA-wide?

Response: It is important to note that the VistA systems in New Orleans did not
fail; they remained online supporting the Houma and Baton Rouge clinics until
after the evacuation. The need to move the tapes was a result of the failure of the
commercial wide-area network. VistA backup tapes were transported from the
New Orleans VAMC to the Houston VAMC and subsequently allowed the
electronic medical records to be viewed across the country. These tapes were
created as part of the routine backup process every medical center is expected
to perform on a nightly basis. VistA database backups are scheduled to run
nightly, usually starting after midnight with completion in the early morning. No
reconfiguration of the data was necessary to make the original back up tapes
available nationwide. Because New Orleans continued to support the Houma
and Baton Rouge clinics, it was necessary to merge the final back up which
contained the data of the two still operating clinics. This was accomplished
without major difficulty.

The VistA system remains on-line and available to users before, during, and after
the backup. VistA users continually interact with the database in real-time. The
completed backup tapes are then removed and moved to a safe location such as
commercial data storage companies or another VAMC. If a medical center were
to experience an event that destroyed their current VistA database, these backup
tapes would be either restored to new replacement hardware at the original site
or transported to another location for restoration, as was done with New Orleans
at Houston.

Backup tapes always represent the database at the point in time the backup is
complete. Each change to the database is stored in a journal file in order to keep
the database current. The journal files are also moved to tape for safe storage.
Even a backup tape as old as several weeks could be used for full recovery, if all
the journal files are applied to make it current. A backup restored to a remote
location can be kept nearly current by transfer of journal files from the original
system. While working on lessons learned from Katrina and Rita, VA and one of
our systems vendor partners, developed a procedure to automatically reduce the
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size of these journal files and send them over the network to the Office of
Information (Ol) located in Silver Spring, Maryland. VA used this process in
anticipation of Hurricane Wilma. Although this capability was not needed in
response to Wilma, if it had been necessary, any or all of the VistA databases
could have been restored and made current.

The New Orleans imaging system is currently being rebuilt at the Little Rock
VAMC. The optical disks are being inspected, cleaned, and put into new storage
cases. It may be another month before all the New Orleans images are
accessible. However, the description of what is contained on those images is
available in VistA so that the provider will know what imaging studies have been
performed.

VistA Imaging is comprised of a wide range of motion and still images and is not
limited to radiology images; e.g., x-ray, CAT scan, magnetic resonance images,
etc. VA does not currently have Continuity of Operations (COOP) for imaging
and this is one of the requirements under consideration for the VistA Imaging
Reengineering project. COOP for imaging is challenging because of the massive
amount of data involved. The largest VistA databases would be of moderate
size, less than 500 gigabytes; the imaging system at a large active VAMC could
be up to 40 times larger.

VistA information systems are real-time 24/7 and the tapes that allowed New
Orleans to be hosted at Houston were created through normal VistA system
management practices. The logistics of transporting tapes during an evacuation
proved problematic. In response to lessons learned during the current hurricane
season, we have instructed field staff to transport backup tapes to safe locations
well in advance and to use the new procedures to keep the information current,
ensuring that the back up tapes and changes are accessible. Additionally, VA is
developing and implementing a centralized Health Data Repository that will serve
as a national store for data contained in the veteran’s health record. VA intends
to transition to Regional Data Processing Centers that will be fully COOP’d and
will have a higher degree of hardening than our existing computer rooms. Our
COOP plan will include the ability to sustain telecommunications in the event of a
wide-area network failure. Further planning in response to the lessons learned
from Katrina is underway and VA is looking at other ways to mitigate risk and
maximize the efficiency of our existing systems as we move in these new
directions.

6. What is the current status, to include expenditures to date, of VA’s Core
Financial and Logistics System in Bay Pines, FL?

Response: Expenditures to date (end of FY 2005) were $233.47 million for the
CoreFLS program. Bay Pines and the other pilot sites for CoreFLS reverted
back to the legacy systems effective October 2004
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7. ltis the Committee’s understanding that VA was considering a joint use
facility for the VBA data center and the VHA data center at the Great Lakes
Health Care System at Hines, IL? When does VA intend on rendering a
decision to proceed with this joint venture?

Response: VA’s CIO reviewed the proposed options for a VHA and VBA joint
use of a Data Center facility located at the Great Lakes Health Care System in
Hines, lllinois. The decision was that none of the proposed options were viable
and immediately put the whole project on hold until after the IT Operations re-
organization. The VA CIO did, however, recommend one minor immediate move
to permit VISN 12 to relocate some IT equipment from medical center space to
the VBA data center. A final decision will be made following IT reorganization to
incorporate the option that is best for the entire IT Operations environment.

Attachments: ‘
1) Copy of the Carnegie Mellon Action Dashboard with Milestones

2) Definition of Terms and Description of HealtheVet components
3) Two copies of Carnegie Mellon Evaluation Phase | and Phase i
Qutbriefs
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