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STRENGTHENING ENFORCEMENT AND BOR-
DER SECURITY: THE 9/11 COMMISSION
STAFF REPORT ON TERRORIST TRAVEL

MONDAY, MARCH 14, 2005

UNITED STATES SENATE,
SUBCOMMITTEE ON IMMIGRATION, BORDER SECURITY, AND
CITIZENSHIP, SUBCOMMITTEE ON TERRORISM, TECHNOLOGY
AND HOMELAND SECURITY, OF THE COMMITTEE ON THE
JUDICIARY
Washington, DC.

The Subcommittees met, pursuant to notice, at 2:30 p.m., in
room SD-226, Dirksen Senate Office Building, Hon. John Cornyn,
[Chairman of the Subcommittee on Immigration, Border Security
and Citizenship] presiding.

Present: Senators Cornyn, Kyl, Kennedy and Feinstein.

OPENING STATEMENT OF HON. JOHN CORNYN, A U.S.
SENATOR FROM THE STATE OF TEXAS

Chairman CORNYN. Good afternoon. This Joint Hearing of the
Senate Subcommittee on Immigration, Border Security and Citi-
zenship, and Senator Kyl’s Subcommittee on Terrorism, Technology
and Homeland Security shall come to order.

First I want to thank Chairman Specter for scheduling this hear-
ing, but I also want to particularly thank Senator Kyl, who chairs
the Terrorism and Homeland Security Subcommittee, for allowing
us to meet jointly. The Subcommittee that I chair is the Immigra-
tion and Border Security Subcommittee, and there seem to be so
many common themes and intersections that we thought it would
just be more efficient to have these two Subcommittees meet to-
gether. I look forward to continuing to work with Senator Kyl on
these issues as we debate immigration reform and security enforce-
ment in the months ahead.

I also want to express my appreciation to Senator Kennedy, the
Ranking Member of my Subcommittee on Immigration and Border
Security, and Senator Feinstein, the ranking Subcommittee mem-
ber on the Terrorism Subcommittee, and obviously also all the staff
that have worked so hard to make this hearing possible today.

Last year I was honored to serve as the Chair of the Constitu-
tion, Civil Rights and Property Rights Subcommittee and work
closely with Senator Feingold, the ranking member. Although we
parted company on some issues, I found that Senator Feingold was
always a principled, courteous and devoted Ranking Member of the
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Subcommittee and I will certainly miss working with him and his
staff in that capacity.

But, I am particularly looking forward to this new responsibility
on the Immigration and Border Security Subcommittee and work-
ing with Senator Kennedy, whose devotion and commitment to im-
migration issues is longstanding and well known. I think it is espe-
cially gratifying to serve on this Immigration Subcommittee at this
time in our Nation’s history.

President Bush has articulated to the Nation a vision for com-
prehensive reform of our immigration laws, in the interest of our
Nation, in the interest of our security, in the interest of our econ-
omy, and in the interest of the rule of law. I am sympathetic to the
President’s vision and I look forward to the critical role that this
Subcommittee will play in the coming Congressional debate.

But before we debate the need for reforming immigration law, we
should ask ourselves why it is that we have so miserably failed to
enforce current law. Is it due to lack of resources? Is it due to a
lack of will? Is it because our current laws are out of sync with eco-
nomic reality? Or is it for other reasons entirely? No doubt, what-
ever the reasons, our current immigration system is badly broken.
It breeds disrespect for the law and imposes serious risks to our
National security.

As an American, I am deeply troubled by our chronic inability,
even our unwillingness at times to do what is necessary to enforce
our immigration laws. And, although I am proud that we are some-
times called a Nation of immigrants, but I am concerned because
we are also first and fundamentally a Nation of laws.

As an American I believe our immigration laws can be designed
to be both compassionate and humane. At the same time I believe
our immigration laws must be designed to protect U.S. sovereignty
and further U.S. interests.

As an American I understand that our immigration policy can be
reformed to better serve our National security and our National
economy. At the same time I understand that unless we can ensure
enforcement of the law, it is futile to discuss reforming it.

Toward that end, today’s hearing is just the first in a series of
hearings on strengthening enforcement, the first in a series of
hearings to focus attention on the challenges that we face when en-
forcing our immigration laws. I hope that the series will serve at
least two purposes. First, the hearings should help us identify
those challenges to enforcing immigration laws that we can ad-
dress, such as additional resources and legal tools. Second, the
hearings may help us consider whether comprehensive immigration
reform would be helpful to the cause of stronger enforcement of our
laws.

Future hearings will look at interior enforcement and the need
to strengthen our deportation system, because we need to review
our immigration system from top to bottom. Today’s hearing will
examine the challenges to enforcement we face at the border.

It will examine the analysis and recommendations from the bor-
der security staff report of the 9/11 Commission, entitled “9/11 and
Terrorist Travel.” The 9/11 Commission and their staff performed
a tremendous public service by providing a comprehensive review
of the facts and circumstances surrounding the attacks of Sep-
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tember the 11th. I hope that those of us in Congress will never tire
of reviewing the lessons learned from the failures that led to that
terrible day. As that report makes clear, defects in our ability to
enforce our laws and to secure the border pose a threat not only
to the rule of law, but to the security of our Nation as well.

Specifically, the border security staff identified several defi-
ciencies in the training of border personnel and several defects
with regard to our visa policy. The report noted that our immigra-
tion inspectors, now called CBP officers, received little
counterterrorism and behavioral science training, no cultural train-
ing, and rarely received follow-up training. They also wrote that
“critical continuing education on document fraud was rare.”

The report also recognized that our visa process allowed terror-
ists to exploit our system and gained extended stays within our
country. Recognizing this defect, terrorists concentrated on ways to
exploit legal entry into our country, whether by lying on entry
forms or using manipulated or fraudulent documents. All but two
of the nonpilots involved in the 9/11 attacks were admitted as tour-
ists and were granted automatic six-month stays. This allowed
them to maintain a legal immigration status through the end of the
9/11 attacks. We should examine the process by which length of
stay is determined to ensure that inspectors grant an appropriate
time period to those seeking to enter our country.

And we should make no mistake, this type of exploitation con-
tinues. Just last week FBI Director Mueller testified that he was
aware of people going to Brazil, assuming false identities and mak-
ing their way through Mexico to cross the U.S. border with their
new identities and documents. And recent news reports, as recently
as today, cite intelligence officials who believe that Al Zarqawi has
considered plans to enter the United States in this very fashion.

The border security report makes clear all of the 9/11 attackers
entered our country through a legitimate port of entry, passing
through border security 68 times prior to carrying out their deadly
attacks. These border encounters are the time to detect and arrest
those who use document fraud and manipulation to enter. Immi-
gration inspectors must receive periodic updated training about
document manipulation, fraud and other illicit methods used to
enter our country because these inspectors are in the best position
to stop those who come here to do us harm.

But we also know that al Qaeda and other terrorists plot their
attacks and modify their plans over long periods of time. Undoubt-
edly they will attempt to gain entry to the United States unde-
tected between ports of entry.

I recently flew with the border patrol over the Texas-Mexico bor-
der around Laredo, Texas, and I must tell you, from what I saw
there and reported back to my colleagues, I am concerned that our
expansive and porous border leaves our country vulnerable still
today.

This vulnerability was highlighted by Deputy Homeland Security
Secretary Admiral James Loy in recent testimony before the Intel-
ligence Committee. He said: “Recent information from ongoing in-
vestigations, detentions and emerging threat streams, strongly sug-
gest that al Qaeda had considered using the Southwest border to
infiltrate the United States. Several al Qaeda leaders believe
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operatives can pay their way into the country through Mexico and
also believe that illegal entry is more advantageous than legal
entry for operational security reasons.”

It is imperative that we find a solution to this exposure. Clearly,
a part of the ultimate resolution is well-equipped, trained and
funded border patrol agents and inspectors.

Our front line border personnel are highly dedicated and loyal
public servants. They process visitors in a timely fashion to avoid
legitimate travel and commerce backlogs, while simultaneously
identifying those who should not be allowed to enter into our coun-
try. This is a high stress job, particularly in the post 9/11 environ-
ment.

Yet we will never have effective enforcement at our borders un-
less we adequately train the people we task with carrying out this
job, and the thought that inspectors may unwillingly facilitate the
introduction of terrorists, weapons of mass destruction or illegal
drugs into this country because they have not received the informa-
tion or training they need is simply unacceptable.

That is why we have to do everything in our power to ensure
that these front line defenders have all that they need in order to
get the job done.

I hope to hear today how the Department of Homeland Security
has enhanced their training programs to reflect the increased im-
portance of our front line inspectors’ role in the defense of our
country, and how the Department of Homeland Security considers
and grants visas to ensure the system is not exploited.

[The prepared statement of Senator Cornyn appears as a submis-
sion for the record.]

With that, let me turn the floor over to Senator Kyl, and then
to Senator Kennedy and Senator Feinstein for any remarks they
may have.

OPENING STATEMENT OF HON. JON KYL, A U.S. SENATOR
FROM THE STATE OF ARIZONA

Chairman KyL. Thank you very much, Senator Cornyn.

I too want to welcome all of you to this hearing in which we will
examine the work of the Department of Homeland Security and its
efforts to ensure that terrorists are not permitted to travel to this
country posing as legitimate visitors.

I too recently visited our border in Arizona, and it is very clear
that our border control continues to face enormous challenges in
keeping out the people who cross illegally.

Our hearing today is going to try to focus more on how people
get documents to come into the country legally, and the reasons
that we know this was a problem is because of the 9/11 hijackers,
which I will get into in just a moment. But we are very interested
in the work that the Department of Homeland Security is per-
forming in our consulates abroad because this is often the first
place that our United States representatives have to encounter for-
eign nationals who seek to enter our country, and it is there that
we begin the process of ensuring the integrity of the visa applica-
tion and issuance process.

We count on professionals staffing our consular offices to extend
our welcome to the world, but also to keep a watchful eye on trav-
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elers who seek to exploit the system in order to do us harm or vio-
lation to our immigration laws.

The Enhanced Border Security and Visa Entry Reform Act of
2002 added safeguards to ensure that visa applicants were better
screened, first by mandating specialized training for the consular
officers to recognize terrorists or terrorist threats; second, requiring
the State Department to electronically share information on visa
applicants with the Department of Homeland Security; and third,
by mandating that travel documents and passports contain biomet-
ric identifiers and features whereby we can authenticate the person
applying for the particular kind of visa, and that these identifiers
by machine readable and tamper resistant.

We have expressed grave concern with the way that the consular
officers in the past screened or even sometimes failed to screen
would-be travelers to the United States, and with the guidance
that they receive from the State Department.

I authored an amendment for inclusion in last year’s intelligence
reform legislation that was prompted by a finding of the 9/11 Com-
mission and its recommendation that most foreign nationals should
be personally interviewed by consular officers before they are
issued visas. The personal interview is an important part of the
process of determining whether a foreign national may pose a secu-
rity risk. The amendment that I authored last year also required
that visa applications be completely and accurately filled out by the
applicants in order to be considered for approval.

Chairman Cornyn, I am going to insert in the record at this point
a copy of each of the forms that the 9/11 hijackers submitted,
which reveal clearly the failure to provide information that should
have been provided to our consular officers, and that should have
alerted them to the necessity of conducting oral interviews with
these applicants.

Chairman CORNYN. Without objection.

Chairman KyYL. All 15 of the visa applications filed by the 9/11
hijackers contained significant inaccuracies or omissions that
should have prevented them from obtaining visas, and only two of
the hijackers were personally interviewed by the State Department
on their applications. The remainder were simply approved sight
unseen.

Now, the Department of Homeland Security has been given the
responsibility for visa policy and oversight of the visa issuance
process, so we are interested in learning what progress has been
made in the security of visa operations, and in particular, look for-
ward to Acting Secretary Dezenski’s testimony on this matter.

A second line of defense against terrorists trying to enter our
country is located at the ports of entry. The 9/11 Commission noted
that no Government agency has systematically analyzed terrorist
travel strategies, even though our security would have been greatly
enhanced by such analysis, and that as many as 15 of the 19 hi-
jackers were potentially vulnerable to interception by border au-
thorities, but were not picked up because of the lack of analysis of
characteristic travel documents and travel patterns.

The Commission staff report added that Immigration and Natu-
ralization Service inspectors were inadequately trained in the es-
sentials of identifying terrorists, that they had received no



6

counterterrorism training, were remarkably undertrained in con-
ducting primary inspections and in recognizing fraudulent docu-
ments, and that they were not taught the content and value of the
numerous databases at their disposal, which might have helped
them identify members of the 9/11 terrorist group.

We know that DHS has made effort to improve the awareness
and efficiency of the officers who oversee our borders, and I expect
that Chief Walters will give us details on the training of those offi-
cers.

Finally, Chairman Cornyn, I am looking forward to the testimony
of Janice Kephart, who actually worked on my staff for this Sub-
committee before she became a member of the 9/11 Commission
staff. So we have a good hearing today, and let me just say in ad-
vance that because a leadership meeting was scheduled over the
top of this hearing, I will have to leave at just a little bit before
3:30, but will look forward to the testimony of all of the people who
provide that testimony after I m gone.

Thank you, Mr. Chairman.

Chairman CORNYN. Thank you, Senator Kyl.

Senator Feinstein, would you care to make any opening remarks?

STATEMENT OF HON. DIANNE FEINSTEIN, A U.S. SENATOR
FROM THE STATE OF CALIFORNIA

Senator FEINSTEIN. I would. Thank you very much, Mr. Chair-
man. I very much appreciate this opportunity and I certainly thank
the witnesses for being here.

I want to address my remarks to the catch and release program,
the Visa Waiver Program and stolen immigration related docu-
ments, specifically with respect to the Southwest border.

In 2003 there were 30,147 other than Mexican intrusions. In the
next year, 2004, which is the latest year for which we have figures,
there were 44,617. That is a 48 percent increase, which indicates
that other than Mexicans are seeing the Southwest border as a
point of vulnerability, going to Mexico and stealing into our country
through that border.

In February of 2004, during a dJudiciary Immigration Sub-
committee hearing, Under Secretary for Border and Transportation
Security, Asa Hutchinson, responded to questions by Senator
Grassley regarding the catch and release policy for other than
Mexicans, or as we will say, OTMs, as follows. His response, and
I quote, “At present DHS has no specific policy regarding OTMs ap-
prehended at the Southern border. Well, OTMs, as well as Mexi-
cans, are permitted to withdraw their applications for admission
and can be returned voluntarily to their country of nationality. As
a practical matter, this option is not readily available to them as
it is for Mexicans, whose government will accept them back into
the Mexican territory. Thus, when apprehended, OTMs are rou-
tinely placed in removal proceedings under Immigration and Na-
tionality Act 240. It is not practical to detain all noncriminal OTMs
during immigration proceedings, and thus most are released.” End
of quote.

Now it is my understanding that a majority of OTMs later fail
to appear for their immigration proceedings and simply disappear
into the United States. So you can look back and say that the like-
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lihood is, in 2004, some 44,000 people other than Mexicans came
across the border and just disappeared.

I have looked at the statistics for each country, and the so-called
countries of concern, Syria, Iran and Iraq, the numbers are up of
penetrations through our Southwest border. Clearly we are defi-
cient in a mechanism to deal with these. Thus, it seems to me if
I were a terrorist and I wanted to come into the United States, this
is the way I would do it.

The next issue, lost and stolen passports and the Visa Waiver
Program. I cannot go into great detail, but in the Intelligence Com-
mittee I have learned a lot about international drivers license, Ge-
neva Convention travel documents, stolen passports, how they are
changed, et cetera. I have sent those information bulletins to Mr.
Chernoff, and so I have brought that to the attention of the Home-
land Security Department. I did this last year as well.

I happen to believe that this is a real problem and the only true
opportunity we have to screen visa waiver travelers also is through
the US-VISIT program. In many cases, particularly if the terrorists
would use airplanes as weapons against us, this would clearly be
too late.

I want to give you a quote from Former Inspector General Clark
Kent Irvin. He stated best in his testimony before the House Com-
mittee on International Relations in June of last year when he
said, and I quote, “The fundamental premise of the Visa Waiver
Program is that millions of persons about whom we know little can
be exempted from Department of State’s ever more rigorous visa
procedures and permitted to board United States bound planes. As
we said in our report, the visa is more than a mere stamp in a
passport. It’s the end result of rigorous screening the bearer must
undergo before travel.” End quote.

I could not agree more. The Visa Waiver Program involves 28
countries and 13 million who have come into this country every
year. The 9/11 report documents the use of the Visa Waiver Pro-
gram by terrorists, and we have a real problem in that program.
Let me quote from the April—and I have the December report—of
the OIG on Visa Waiver Program management. Quote: “All of the
officials we spoke to told us that the Visa Waiver Program is not
properly organized or managed. When INS disbanded it was reas-
signed to other responsibilities and several officials filled in on an
interim basis or shared responsibility for Visa Waiver Program re-
quirements. Since the establishment of DHS responsibility is un-
clear. One CBP official described the Visa Waiver Program as being
on autopilot in an orphaned status with no designated manager or
overseer.”

And then I go on. “Department of State officials told us, Depart-
ment of Health, DHS needs to identify who will be responsible for
the programs. Lines of communication since the reorganization are
unclear.” And this report on pages 13, 14 and 15, is a serious in-
dictment of this program which is really the soft underbelly of our
Nation’s immigration system because this would allow a terrorist
to come into this country from any Visa Waiver Program, I think
with alacrity.

In my questions, I will ask questions which I think will dem-
onstrate this, but I am most interested to see since these reports
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what actions have been taken to tighten up this program. I under-
stand for the biometric passports that the Department is going to
be coming in for another extension. I put a hold on it for last year.
I held it up till the very last minute of the Senate, and I was as-
sured that it would be done for this year. I will do the same thing
in this session if it does not get done, because I truly believe this
is a dominant weakness with respect to terror in this country, and
year after year after year the Department has been requested to
get the computer programs in shape, and hopefully you have been
able to achieve that now. In any event, I will find out.

Thank you very much, Mr. Chairman.

Chairman CORNYN. Thank you, Senator Feinstein.

We have been joined now by the Ranking Member of the Immi-
gration and Border Security Subcommittee, Senator Kennedy, and
\éve would be happy to hear any opening remarks you might have,

enator.

STATEMENT OF HON. EDWARD M. KENNEDY, A U.S. SENATOR
FROM THE STATE OF MASSACHUSETTS

Senator KENNEDY. Thank you very much, Mr. Chairman, and let
me congratulate you on chairing these hearings, and say that all
of us on this side look forward to working with you on a lot of very
important issues that are of first importance to families, to our Na-
tional security and to the kind of country that we are.

I thank you for calling the hearing and also for having the 9/11
Commission staff report on terrorist travel, and I commend the
Commission and staff for their thoughtful analysis of the events
leading up to 9/11 and for their recommendations for reducing our
vulnerability to attacks in the future.

We have made a number of significant improvements since 9/11,
but no one would argue we have adequately repaired the broken
system of intelligence, border security and immigration. Better in-
formation sharing and training are essential to enable our front
line officers and inspectors to detect and intercept potential terror-
ists before they do us harm.

The Intelligence Reform Act Congress passed last December calls
for a strategy to combine travel intelligence, operations and law en-
forcement in a joint effort to intercept terrorists and identify those
who facilitate their travel. It also requires improvements in tech-
nology and training to assist border, consular and immigration offi-
cers in this mission, and I look forward to hearing from our wit-
nesses about the progress being made.

A survey by the American Federation of Government Employees
last summer found that a majority of the 500 custom and border
protection officers say they do not have the tools, training or sup-
port to stop potential terrorists from entering the country. Accord-
ing to the 9/11 Commission staff report, al Qaeda altered passports
in four ways: by substituting photos, by adding false entry/exit
stamps, by removing visas and bleaching stamps, and counter-
feiting passports and substituting pages.

I am also interested in hearing about ways to improve training
and expedite access to specialists to obtain useful real-time intel-
ligence about the terrorist organizations and operations. We also
need to respect the civil rights and civil liberties. As the 9/11 Com-
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mission stated, we advocate a system for screening, not categorical
profiling. A screening system looks for particular identifiable sus-
pects or indicators of risk. It does not involve guesswork about who
might be dangerous.

Our goal is also to strengthen the security of our borders without
unduly impeding the legitimate flow of people and commerce. More
than 30 million foreign nationals enter the United States legally
each year as tourists, students or temporary workers. And over 400
million visitors a year cross legally from Canada or Mexico to con-
duct daily business or visit family members. The goal of our border
security is to keep out those who pose risks to our security in a
way that does not seriously undermine the efficient flow of legiti-
mate border traffic that is an essential part of our National econ-
omy.

Persons who obtain tourist visas to enter the U.S. can stay here
for 6 months even if they only plan to stay for two weeks. Most of
the 9/11 hijackers entered with tourist visas, and some have ar-
gued that routine six-month stays is related to security concerns.
But limiting the amount of stay in the U.S. could lead to longer in-
spection lines and discouraging tourism without substantially de-
terring terrorism.

So I look forward to learning more from our witnesses about the
many aspects of the critical issues of border security, and how Con-
gress can be helpful in accumulating the best possible improve-
ments.

I thank you very much, Mr. Chairman, for conducting the hear-
ings.

Chairman CORNYN. Thank you, Senator Kennedy.

We have two distinguished panels this afternoon. The first is
composed of Elaine Dezenski and Tom Walters. Elaine Dezenski is
the Acting Assistant Secretary for Policy at the Bureau of Trans-
portation Security for the Department of Homeland Security. She
was appointed to this position in October of 2004 and works closely
with the various Department of Homeland Security components
and other Federal, State and local agencies, as well as foreign gov-
ernments and industry stakeholders to make the Nation’s border
and transportation network secure while protecting free movement
of legitimate goods and people across our borders.

Joining Assistant Secretary Dezenski on our first panel is Chief
Tom Walters, the Acting Assistant Commissioner of the Office of
Training and Development for Customs and Border Protection.
Chief Walters is a long-time border patrol official with almost 30
years of border patrol experience. He began his career as a border
patrol agent in 1975 in El Paso, and I know he got a lot of experi-
ence there. He is also a graduate of the first border patrol tactical
unit class in 1984. BORTAC, as this unit is known, is a highly suc-
cessful tactical team within CBP that is frequently summoned for
high risk and difficult missions. BORTAC is tasked with anything
from suppressing riots and tracking terrorists to intercepting
human smugglers and drug traffickers. Chief Walters remains as-
sociated with that unit today.

I want to welcome again both of you here in our first panel, and
why do we not begin with Deputy Dezenski, and then turn to Chief
Walters. If I could get you to limit your opening statement to about
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5 minutes, and then we will proceed with questions from the panel
and explore both what you have talked about and maybe some
things you did not have time to talk about during your opening
statements during the Q&A.

Ms. Dezenski?

STATEMENT OF ELAINE DEZENSKI, ACTING ASSISTANT SEC-
RETARY FOR BORDER AND TRANSPORTATION SECURITY
POLICY AND PLANNING, DEPARTMENT OF HOMELAND SE-
CURITY, WASHINGTON, D.C.

Ms. DEZENSKI. Thank you very much, Chairman Cornyn, Chair-
man Kyl, Ranking Member Kennedy, Ranking Member Feinstein.

On behalf of Secretary Chertoff thank you for the opportunity to
be here today. As you noted, I am fairly new to my position and
I look forward to working with both you and your staff, moving for-
ward on border and transportation issues. I am joined by my col-
league, Chief Walters, who, as you know, will be talking to you
today about training of our officers.

Our goal today is to provide additional visibility into the Depart-
ment’s efforts to stop the movement of terrorists across our bor-
ders.

I would like to request that my written testimony be submitted
for the record.

Chairman CORNYN. Certainly, without objection.

Ms. DEZENSKI. Thank you.

As a Nation we are proud of our history of immigration and of
being a destination for visitors across the globe. DHS embraces the
belief of open doors and secure borders. It captures this common
sense notion that we should keep criminals and terrorists out of
the country while we quickly and easily process those who are
known or low risk.

Building a system that supports this goal requires the optimal
use of policy, technology, biometrics, intelligence and operational
experience, all of which contribute to a layered system that will
stop terrorists.

I would like to outline three major elements of this multi-layered
strategy that we are building. The first is using information more
effectively. The second is leveraging Government resources, and the
third is increasing our operational efforts or what we call boots on
the ground.

It is no secret that pre-9/11 pertinent intelligence and informa-
tion was not being shared in a way that would deter the terrorist
threat. As a result, a multi-layered system to prevent terrorist
travel into the U.S. that is supported by the collection, storing and
application of intelligence and information sources throughout the
Government is a top priority, it must be. Improvements include the
integration of databases that include terror watchlists, visa
issuance information and immigration status information, as well
as the ability for our border patrol to more readily access certain
types of databases.

DHS has taken the lead in using biometrics at home and abroad.
It is part of this information roadmap that we are trying to build.
The VISIT program is the largest daily use biometric program in
the world with 100,000 people processed every day, and it is work-
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ing. Since January of 2004 the U.S. has denied admission at ports
of entry to more than 450 individuals based on biometric informa-
tion alone.

Leveraging Government resources is another important compo-
nent of our strategy and one that supports the idea of open doors
and secure borders. The implementation of visa policy in the U.S.
has been delegated to the Secretary of DHS, but our work at DHS
is a close partnership with our colleagues at the State Department.
Together we are working to secure the system while at the same
time combating the perception that post 9/11 security measures
hage made it too difficult for legitimate travelers to come to the
U.S.

One important example of our efforts to improve the way we
make decisions about visa applicants is related to what we call the
Visa Mantis program. These are visas that are issued to scientific,
business and research travelers. The average processing time for a
Visa Mantis decision has been reduced from 67 days to 15 days,
and the percentage of Mantis cases pending more than 60 days has
been reduced by 8 percent. These are the types of improvements
that we need to continue to make in our processing of visas.

We have also made improvements in the area of visa reciprocity.
The U.S. and China recently agreed to a 12-month visa validity pe-
riod for business and tourism visas.

Another element to the multi-layered strategy’s operations or
boots on the ground, we have focused our available resources and
high priority initiatives in high threat areas of the world. DHS visa
security officers in Saudi Arabia reviewed over 20,000 visa applica-
tions last fiscal year. This year we are on track within the next 60
days to deploy our permanent delegation to two locations in that
country, half of whom are trained in the local language. We are
also moving in 2005 with the deployment of visa security officers
to five additional locations, consistent with our threat-based ap-
proach.

Boots on the ground also applies to our border patrol and various
border initiatives that we are employing such as expedited removal
at parts of the Southern border, deployment of additional border
patrol agents, and the implementation of the Arizona Border Con-
trol Initiative or the ABC Initiative.

Under the umbrella of a multi-layered system we are working to
use information more effectively, leverage Government roles and
resources, and focus our operational activities on high priority ini-
tiatives. We know that this will require resources allocated appro-
priately so that we do in fact get it right every time.

Thank you, and now I would like to turn it over to Chief Walters.

Chairman CORNYN. Thanks very much.

Chief Walters, if you care to make an opening statement?

STATEMENT OF THOMAS J. WALTERS, ASSISTANT COMMIS-
SIONER FOR THE OFFICE OF TRAINING AND DEVELOPMENT,
CUSTOMS AND BORDER PROTECTION, DEPARTMENT OF
HOMELAND SECURITY, WASHINGTON, D.C.

Mr. WALTERS. Chairman Cornyn, Ranking Member Kennedy, I
am happy to be here today to testify about how we train our border
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officers to do their jobs on the border, both at the ports of entry
and between the ports of entry.

As part of the Department of Homeland Security and BTS, Cus-
toms and Border Protection combine the personnel and functions of
four different agencies, most of Customs, all Immigration inspec-
tors, Agriculture border inspectors and the entire United States
Border Patrol under one Agency, an Agency to manage, control and
secure our Nation’s borders.

As CBP celebrates our second birthday, CBP is no longer an
amalgam of parts, but a single Agency united to a common mission
and a common top priority, to prevent entry into this country of
terrorists and terrorist weapons. CBP is new, our mission is new,
our priority is new. We have designed training to fit our new orga-
nization.

CBP now recruits, hires and trains its enforcement officers at the
ports of entry as CBP Officers. Our new officers begin their careers
with a 20-day training and orientation program at a new duty post,
followed by 73 days of training at the CBP Academy. After gradua-
tion the new officers return to their duty posts and begin a formal
program that includes 37 distinct modules of specific training and
supervised application in the workplace of the training and the
skills that they have acquired.

Our existing workforce, with its Customs, Immigration and Agri-
culture heritage and knowledge played a key role in developing
CBP’s operational concepts, and the training programs that sup-
port those concepts. We train our workforce to become complete
CBP officers. Our veteran CBP officers participate in training that
addresses the Immigration, Customs and Agriculture functions
that were not part of their former Agency. In addition, every CBP
officer, new or old, participates in training that addresses areas
where previous training programs were weak or nonexistent, such
as antiterrorism training, fraudulent documents training, and
training how to identify weapons of mass destruction.

CBP is very active in preparing its front-line officers to do their
jobs properly. In a recent article a private research group reported
that the top 10 learning organizations in private industry provide
employees with an average of 77 hours of training per year. CBP
Office of Field Operations—this is where our people at the ports
come from, the Office of Field Operations—by way of comparison
recorded 3.3 million hours of training for its 23,400 employees in
fiscal year 2004, for an average of just over 140 hours per em-
ployee. Top ten 77 hours per employee per year, CBP OFO, Office
of Field Operations, 140 hours of training per employee.

CBP continues to research and develop new and more sophisti-
cated antiterrorism training for our front line officers. Informed by
our front line officers, our supervisors, managers, leadership in the
organization and the work of the 9/11 Commission, CBP develops
and distributes new courses and improves existing courses in de-
tecting chemical, biological, radiological and nuclear weapons. CBP,
for example, has trained 100 of its front line officers to conduct ex-
ercises built around terrorist and critical incident response sce-
narios through FEMA’s Master Exercise Practitioner Program, and
these fine officers are now distributed around the country to do just
that.
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CBP has developed a counterterrorism response protocol that
tells front line officers—it takes them through the various steps in
identifying possible terrorists and what steps to follow when they
are encountered. Included in this newly developed training are the
cultural backgrounds of likely source countries, and how to detect
deception, and how to detect and elicit responses from possible ter-
rorist operatives. Experienced subject matter experts and experi-
enced role players play an important part in this new training.

I thank the Subcommittees for the opportunity to present this
testimony today. I would be happy and pleased to take any ques-
tions you may have.

Chairman CORNYN. Chief, I am advised you have a one- or two-
minute video you wanted to show us. This is in conjunction with
your opening statement or does this relate to some other subject?

Mr. WALTERS. I believe that has been scrubbed, sir.

Chairman CORNYN. That has been scrubbed, okay.

With that, Senator Kyl, I know has to leave, and so to make sure
he has an opportunity to ask questions of the witnesses, we will go
to him first.

Chairman KyL. Thank you very much, Chairman Cornyn.

I was just down, as I said, on the Arizona border, visited with
the new border patrol chief there, Chief Nicely, who was very posi-
tive about the CBP program there and said that everybody was
working well together, and he was very optimistic that it would
continue to work very well. So that is just one little field report,
in any event.

I think probably most of these questions, Ms. Dezenski, are for
you, but either one of you who would like respond, feel free. The
questions that I raised earlier about the visas that were issued in
Saudi Arabia; we had a Visa Express Program there. That is dif-
ferent now. Perhaps you could discuss how that is different, how
the oral interview process is different, and the screening, and then
perhaps the training as well.

In addition, I know she is going to ask, and you might as well
anticipate the question on the biometric identification program, be-
cause I am with her, it is time to move on with that.

Ms. DEZENSKI. We have made substantial progress in terms of
implementing some of the requirements under section 428 of the
Homeland Security Act, specifically the provisions to enhance a
visa security program, and let me just give you a couple statistics
that I think will give you a sense for what we have done.

After the legislation was passed, we immediately started working
on developing a training program and developing a system, if you
will, to start moving visa security officers out to the field, and of
course the legislation was very specific about sending people to
Saudi Arabia, and that was our first activity.

We have obtained program funding in 2005 in the amount of $10
million. We have selected permanent visa security officers for
Saudi Arabia, and they will be deploying, as I mentioned in my tes-
timony, within the next 60 days. Half of that delegation does have
language training, which we think will facilitate their activities
there. We have already been working with the consular staff in
both locations in Saudi Arabia. And we reviewed over 20,000 visa
applications last year.
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We are now able to delve into databases. We have biometric in-
formation available at all of our consular locations, so our officers
are able to access that along with the state’s consular officers to
be able to make a better determination on whether to issue a visa.

So we have made some progress and we do expect that we will
continue to expand that program. We have five additional locations
identified in 2005. There are also areas that we would consider to
be high threat, so we are moving out our folks just as quickly as
we can.

Chairman KYL. Do you want to respond to the other questions
regarding the Visa Waiver Program? And by the way, the proc-
essing did involve oral interviews; is that correct?

Ms. DEZENSKI. In some cases, yes. I can get back to you on
whether that was all. I do not know.

Chairman KYL. You do need to get back to us on the oral inter-
view because that was a key part of our finding, a key problem be-
fore and something we wanted to ensure would be resolved.

Ms. DEZENSKI. Absolutely.

Chairman KyL. Can you give us the status of the Visa Waiver
Program right now, particularly with respect to any countries of
particular interest from a terrorism standpoint?

Ms. DEZENSKI. Absolutely. We have been undergoing a very com-
prehensive review of our Visa Waiver Program countries. In fact,
within the Border and Transportation Security Directorate we set
up a special office, specifically to deal with Visa Waiver Program
reviews. We are actually finalizing that report. It will be sent to
Congress very shortly, and we did have several countries—al-
though we cannot go into specifics about them—we did have sev-
eral countries where we were concerned about the number of lost
and stolen passports. We were concerned about some of the other
factors that we look at when we review countries and determine
whether they should stay in the program, so we will be making
some recommendations in that final report as to the status. But we
are heartened that Visa Waiver Program countries are now pro-
viding to us lost and stolen passport data, which is entered into our
database systems and available to both consular officers and to our
border patrol. So we have been able to implement some additional
activities that we think are very important and are making a dif-
ference.

Chairman KYL. I might note that at the hearing that we held in
June of 2004, I asked the Department of Homeland Security and
the State Department to provide us with periodic updates on the
progress of the 27 Visa Waiver Program countries were making to
come into compliance with out October 26, 2005 deadline. We have
received no updates that I am aware of, and I think if you would
please check on that and get back to us as soon as possible, that
would be appreciated.

Ms. DEZENSKI. I actually could give you a couple updates right
now, sir. We have been working very diligently, both within DHS
and with foreign governments to move towards meeting the dead-
lines. As you know, last year we did ask for an extension. At this
point we think that of the Visa Wavier countries, about two will
be actually ready to meet that October 2005 deadline. So we think
there is more work to do. We do not think this is because countries
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are not trying to meet the requirements. We think there has been
a significant amount of progress, but we are running into technical
issues and operational issues that are taking some time to work
through.

So we continue to work diligently. The Visa Waiver Program
countries continue to work diligently. We are moving forward as
fast as we can to meet those requirements.

Chairman KYL. You need to get us an update in writing, please.

Ms. DEZENSKI. Okay, be happy to.

Chairman KyL. Thank you.

Chairman CORNYN. Thank you, Senator Kyl.

Chief Walters, let me ask you just a general question to start out
with about morale and conditions for our border patrol agents gen-
erally. The USA Today reported that border patrol agents felt over-
whelmed by their job in at least some instances. I do not know if
we have a percentage reported. But another article, this one in the
Washington Post, reported on a poll that found a high percentage
of border patrol agents were not satisfied with the tools and the
training and the support they received.

I would just, by way of anecdote, give you the benefit of my ob-
servation in a small portion of the border that we ask our border
patrol agents to patrol, and what they tell me is they feel out-
manned and under-equipped. While they do have technology like
ground sensors, cameras and the like, that in the event an intru-
sion is identified that there is a very good chance, in other words,
and no doubt in most if not all cases, they are not able to assure
that they apprehend every single person that tries to come across
the border. Is that as a result of a lack of technology, a lack of
training, that they do not have the equipment they need, or that
they are simply overwhelmed by the numbers that are trying to
come across our borders?

Mr. WALTERS. We are trying to give them all the tools that they
need and train them up, and we do spend a great deal of time and
energy preparing them for that. This is a classic example. I cannot
think of any year since 1975, when I came in, where there were
fewer aliens to apprehend than there were border patrol agents to
apprehend them, and that is still the case. But I like to think, and
I think we could probably give you a more involved answer or more
succinct answer on paper, but my instincts tell me that we have
never paid more attention to our borders than we are paying to
those borders right now, that if we are not quite there yet, we are
on the way. We have increased the number of border patrol agents.
We have increased the technology on the ground. We have in-
creased the amount of training and the kinds of training we are
giving. We have changed the entire organization, including the bor-
der patrol, to focus on preventing the entry of terrorist weapons
and terrorists first, as the first priority of all their traditional mis-
sions.

So, yes, I can understand. I am a member of the club that under-
stands why border patrol agents feel like they are overwhelmed,
and we have not given them everything they need, but we are
working it, and I think we are energetically pursing it.

Chairman CORNYN. Chief, just by way of follow up, let me ask
you what is it that you think that our border patrol agents need
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that they do not have that will allow them to successfully detect
and prevent incursions across our border?

Mr. WALTERS. Well, they need a good mix. They need a good mix
of the technology. They need a good mix of training. They need a
good mix of border patrol agents and all the things that go with
it, the support, the buildings, and they need the work of this body
to help them with the laws and regulations that inform what they
do, enable what they do on a border if it take place.

Chairman CORNYN. My understanding is that once detained,
there are criminal background checks and other checks performed
on these people that are coming across, and if they are not wanted
on criminal charges or have a criminal record, that they are eligible
for what Senator Feinstein has called the catch and release pro-
gram, in other words, to report back for a later hearing. Is that
generally accurate, what I have just stated?

Mr. WALTERS. It is true that we do a record check on every indi-
vidual on the border patrol side; every individual that the border
patrol catches has gone through some sort of a two-print or a ten-
print, and we get some sort of a feedback record on that unless
they are a new entrant of course, this is the first time.

I forget the rest of your question. Is that responsive?

Chairman CORNYN. The problem is, what I was getting at, while
you do screen for people with criminal records or criminal histories
and perhaps those who have tried to make repeated trips across
and been caught, the vast majority of people that you do catch, the
border patrol catches, are eligible for a release program to return
for a later hearing; is that not correct, sir?

Mr. WALTERS. It is true that of all the people we catch we do
take a lot and give them a voluntary return back to contiguous ter-
ritory like Mexico. But on the other hand, their record has been
taken and then the next time they get caught we will know if they
came in once or twice. This helps us discern whether this is a rou-
tine traveler coming across to work the fields or someone who is
going to try and enter the United States to do us harm. There is
a difference between those and we are trying to discern that dif-
ference, because we can expect to apprehend and have appre-
hended close to a million or slightly over a million aliens every
year.

Chairman CORNYN. My understanding—and this is my last ques-
tion for this first round—is that while the border patrol does appre-
hend on the order of a million people a year, that there may be as
many as another half million that are able to come across unde-
tected. Do you agree with that figure or do you dispute it? Do you
have another figure that you believe is more accurate?

Mr. WALTERS. I do not have a substitute figure for that. I think
everyone is entitled to their own view on it. Statistics indicate that
it is a fairly large number, but we just do not really know, and I
do not personally have any better information than what you have
seen, Sir.

Chairman CORNYN. Thank you, Chief.

Senator Kennedy.

Senator KENNEDY. Thank you.

Ms. Dezenski, let me ask you, on these visas, for example, in
Saudi Arabia part of the problem, going back to 9/11 is that the
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Central Intelligence Agency was not working with the Immigration
Service. They were not sharing the list. They thought if they
shared the list that they would lose their sources on this.

Now in the development of the watchlist, it is working now. CIA
is talking, FBI is talking, the watchlist is updated every single day.
Tell me what is happening out there just quickly if you could.

Ms. DEZENSKI. Absolutely. Senator, it has gotten much better. A
lot of those databases that you mentioned have been integrated pri-
marily through the US-VISIT process as we have begun the collec-
tion of biometrics. That is also combined with terror watchlist in-
formation, immigration information, sources from all over the Gov-
ernment, and that is absolutely the right way to do things.

Senator KENNEDY. When is your watchlist upgraded? Is it sort of
daily now?

Ms. DEZENSKI. It is, it is.

Selzinator KENNEDY. It used to be a couple of weeks or three
weeks.

Ms. DEZENSKI. It is updated on a very regular basis. It is daily.
And the information comes from different sources within the Gov-
ernment. We get some information from agencies within the De-
partment. We get other information from the FBI. So all of this is
compiled and utilized.

Senator KENNEDY. And there is harmony with all the agencies,
the FBI, the CIA and others? How would you characterize?

Ms. DEZENSKI. I think it has gotten better.

Senator KENNEDY. Better, well that is

Ms. DEZENSKI. I do not know if I would go as far as saying that
everyone is in perfect harmony, but we have made some progress
and we will continue to.

Senator KENNEDY. Secretary Chertoff is going to make sure that
they are.

Ms. DEZENSKI. absolutely.

Senator KENNEDY. Let me ask you, just on the timing—again I
want to move along—on the visa waiver. The two countries I un-
derstand is Japan and Australia are the two countries. There may
be others. But how are we doing? I mean if we are going to have
these other countries, if we set the deadline, Japan and Australia
evidently have indicated they can meet October of 2005. Where are
we, just quickly on that, being able—if they do develop it, are we
going to have the sense and the ability to be able to read these and
to be responsive?

Ms. DEZENSKI. That is certainly our intention. We are well aware
of the October 2005 deadline, and we have——

Senator KENNEDY. What is your estimate now? This has been a
continuing process, and we know that you—what is your own kind
of sense about it? Do you think you are going to make it within a
couple of months or what is the

Ms. DEZENSKI. I think it is going to be difficult to make October
2005. We are probably looking at some point in 2006. I hate to be
more specific than that, but we could certainly follow up with
something in writing.

Senator KENNEDY. Fine, okay. I might come back to you just sort
of as a general—it would be useful, if the Japanese and the Aus-
tralians are able to do this, whether they are sharing it with these
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gthelll‘ countries, their information, or how they are able to try and
o this.

Mr. Walters, just on the training programs, I was trying to write
down as you were reading the number of hours. I heard 140 hours
a couple of times, and I was looking at 40-hour weeks, 3-1/2 weeks.
What is the situation? You train these people. This is an anti-ter-
rorism passenger processing, agricultural fundamentals. You know,
we have problems in terms, as we heard from the former Secretary
of HHS, of the dangers. You have immigration documentation ex-
amination, customs cargo processing, let alone the weapons of mass
destruction. How in the world are we going to be able to get all of
that done? I went to 16 weeks basic training in the infantry just
to learn how to fire some weapons, but we did not have that kind
of a complexity I do not think that these agents have. Can that
really be done in that short a period of time?

Mr. WALTERS. We give ourselves that in basic training of course.
What we are trying to do, and the goal that I train to, is to build
a complete CBP officer. And so our new recruits, the first batches
have slightly less than 18 months service, and we are building
them towards becoming a complete CBP officer. That will take
time. It takes years and experience. From my own experience, I
was not really a very good border patrol agent until I had about
7 years under my belt.

Senator KENNEDY. In terms of the freshmen customs or border
agents, what is their basic training before they are out?

Mr. WALTERS. Their basic training is 73 training days at the bor-
der patrol—I am sorry—at the CBP Officer Academy.

Senator KENNEDY. This is a raw recruit, get into there and then
out on the job. So that is how many—just give it to me quickly be-
cause my time is almost up.

Mr. WALTERS. What is it that you

Senator KENNEDY. The question is—I have my wife’s nephew
over in Mosul. He is a tail gunner on a striker. he had 12 weeks
at Fort Benning, 4 days at Fort Lewis to get his equipment and is
in Mosul as a tail gunner. I am asking you how many weeks for
just a raw recruit to be on the border patrol down on the border?

Mr. WALTERS. For a CBP officer, they have 20 days in their port
before they go to the academy, and then 73 days, which usually
works out to be about 14 weeks or training at the CBP Officer
Academy. Then they go out to the CBP duty post and they get mod-
ules of training one after the other, sir.

Senator KENNEDY. I will come back because I just want to ask
you a final question. My time is up. I would like to get a little
more, go into that a little bit more.

Senator KENNEDY. I have heard some disturbing reports of vigi-
lantes planning to converge in Arizona in April to start making ar-
rests of suspected immigrants. This is obviously a potential dan-
gerous situation. Are you familiar with this at all?

Mr. WALTERS. Yes, I am, sir.

Senator KENNEDY. And you are monitoring this? Is there any-
t}lljingr)we ought to know? Is there anything you ought to tell us
about?

Mr. WALTERS. I do not have anything special to offer. I just want
to remind the Committee that




19

Senator KENNEDY. I mean if it is classified or whatever, you can
do whatever way, you can tell the Chair.

Mr. WALTERS. I will be glad to come back to you with that infor-
mation.

Senator KENNEDY. Could you give us a report on that?

Mr. WALTERS. I can certainly do that.

Senator KENNEDY. Please? I would like to share that with the
members of the Committee. My time is up.

Thank you, Chair.

Chairman CORNYN. Thank you.

Senator FEINSTEIN. Yes or no answer, please. Are we still catch-
ing and releasing OTMs, other than Mexicans?

Mr. WALTERS. Yes.

Senator FEINSTEIN. Thank you. I think that points out something
very clear, and that is that coming over the Southwest border is
clearly the way somebody is going to penetrate the country because
they are caught and they are released, and there are 48,000 this
past year. So I would just leave the record with that.

Is it still the policy that a fraudulent or stolen passport is re-
turned to the individual?

Ms. DEZENSKI. No, it is not.

Senator FEINSTEIN. What is the policy?

Ms. DEZENSKI. The policy is to take those documents at the point
of entry, which we have been doing since January.

Senator FEINSTEIN. And that is 100 percent of the time?

Ms. DEZENSKI. That is my understanding.

Senator FEINSTEIN. What happens to the individual?

Ms. DEZENSKI. Well, I think it depends on what might be associ-
ated with that individual. If they are coming up as a hit, they may
go into secondary. If they are not coming up as having anything of
interest to us, then they may be able to leave. It just depends on
whether there is reasonable suspicion to keep that person.

Senator FEINSTEIN. I appreciate that. But it seems to me in this
day and age that use of a fraudulent or stolen passport should be
a “go to jail card.” And I am introducing legislation to make it an
aggravated felony simply to get people to pay attention to it. I
think we have really got to put a stop to the use of fraudulent and
stolen passports. What I have learned is these passports are very
cleverly manipulated. They are stolen by large numbers, which
only means they are going to be used for illegal entry into the
country one way or another, as are international driver’s licenses,
again, stolen in large numbers, Geneva Convention travel docu-
ments, again, stolen in large numbers.

I think it is a very serious problem. I would call your attention
to pages 25, 26 and 27 of the April 2004 OIG report on the security
implications of the Visa Waiver Program.

May I ask if you have both read these reports?

Ms. DEZENSKI. I have read them, yes.

Mr. WALTERS. I have not.

Senator FEINSTEIN. It might be a good thing to read. They are
very informative reports, and it almost seems to me that this re-
port or this process of investigation should be carried out every
year because it is really the OIG that goes through on the other-
than-Mexicans permeating the border, and lists the countries and
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the numbers. If it were done on an annual basis I think it would
give you a very good indication of the countries where this is really
a problem. In any event, I intend to ask that it be done.

Now, let me ask you about the biometric passport deadline. Last
year, as I mentioned, the administration came and asked us to ex-
tend by 1 year the biometric passport deadline for the Visa Waiver
Program. Since you could not meet the deadline of—not you, but
the Departments could not meet the deadlines of October 26, 2004
for complying with the 2002 Enhanced Border Security and Visa
Entry Reform Act, are you going to ask for another extension?

Ms. DEZENSKI. We have not made a formal determination on that
at this time. But as I stated earlier, we are working through a lot
of technical and operational issues right now. We are working
through them as quickly as we can, and our intention is to come
as close to that deadline as we can.

Senator FEINSTEIN. You mean to get the system up and running
before that deadline? Is that your goal?

Ms. DEZENSKI. Absolutely, yes. Whether we will make that is de-
pendent on how quickly we can get through these challenges, these
remaining challenges, procurement challenges, operational, tech-
nical. We are still testing readers.

Senator FEINSTEIN. Could you tell me what the problem is or tell
us what the problem is?

Ms. DEZENSKI. Absolutely. It is really on a number of fronts. We
are dealing with new territory here in terms of requirements to put
readers at all points of entry. We need readers that will be able to
recognize documents from many different countries.

Senator FEINSTEIN. Let me stop you there. How many points of
entry? The OIG found that there were many points of entry where
this program was not in place.

Ms. DEZENSKI. I cannot give you the exact number, but I would
be happy to follow up with that.

Senator FEINSTEIN. I would appreciate that very much.

Ms. DEZENSKI. Sure.

Senator FEINSTEIN. And what else? So it is readers at the points
of entry. So the bottom line is that the points of entry are not cov-
ered. Therefore, there is no way of knowing about the passport or
whether it is biometrically

Ms. DEZENSKI. Senator, there are other issues with countries not
being able to manufacture and distribute the machine-readable bio-
metric passports within the time frame, the current time frame as
well. So along with the concerns that we have internally, and
again, we are moving as quickly as we can to get those deployed,
there are also concerns coming forward from the waiver countries
with meeting the deadline for actually putting the passport out.

Senator FEINSTEIN. I know this is a difficult area because I know
countries do not want to comply, but if you would send us a list
of those countries that are not in compliance or have refused to
comply, I think the question comes then whether they should con-
tinue under the Visa Waiver Program. I know they say tit for tat,
that they want to do the same thing to the United States. I mean
my view in this world today is that we ought to know who is com-
ing into our country with reasonable certainty, and I do not think
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that is too much to ask of a Visa Waiver country. And we also want
to know when they leave.

So let me ask this question. Do we know when visa waiver indi-
viduals leave the country?

Ms. DEZENSKI. No, we do not, because we have not completed the
US-VISIT exit portion of the system.

Senator FEINSTEIN. We have 13 million people coming in. We do
not know whether they ever leave or no. And although they are
from friendly and very often closely allied countries, it is not hard,
and we saw where Richard Reid, Padilla, others, used the Visa
Waiver Program to come into this country, and there is no way of
knowing if the individual ever leaves yet.

Thank you very much, Mr. Chairman.

Chairman CORNYN. Thank you, Senator Feinstein.

I have just a couple more questions for Secretary Dezenski, and
I am afraid, Senator Feinstein, the more questions you ask, the
story just does not get much better. It seems to reveal the depth
and the breadth of the challenges that we have.

My question, Assistant Secretary Dezenski, has to do with the
different ways we treat different visitors. For example, the Border
Security Staff Report identified the visa length of stays as a poten-
tial security issue. They compared the length of stays granted to
business travelers, visa waiver participants and tourists. Can you
explain why business travelers receive stays tailored to their pur-
pose, visa waiver participants receive 90 days, and tourists auto-
matically receive a six-month extension even if their trip is for only
a few weeks?

Ms. DEZENSKI. With respect to the first category of Visa Waiver
Program country participants, we have a reciprocal agreement that
is actually in statute. It is a 90-day reciprocal agreement on the
stay, so that explains how we have that category and why it is dif-
ferent. For the B-1 business visa it is tailored to the amount of
time that is reasonably allowed for that person to complete their
business in the U.S. With regard to the B-2, it is valid maximum
admission actually for 12 months, but it is generally admitted for
6 months. It is up to the admitting officer to make the final deter-
mination in those categories. We do afford that to our border pa-
trols, to be able to make that decision based on other information
that they might have.

Chairman CORNYN. Would it make sense to you that we ought
to have a uniform policy tailoring the length of a visa to the stated
purpose for which someone enters the country, as opposed to arbi-
trary deadlines extending months and even a year or more into the
future?

Ms. DEZENSKI. I do think it is something that we need to look
at as part of a broader visa policy review within the Department.
The question has come up many times and I do think it is some-
thing we need to take a look at.

Chairman CORNYN. My understanding is that roughly 40 percent
of the illegal immigration in the United States now comes from
people who have entered the country legally, but have just merely
overstayed their visa. I believe you answered Senator Feinstein
that we have no means, that is zero means of identifying where
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those people are or actually making sure that they leave the coun-
try when their visa expires. Is that correct?

Ms. DEZENSKI. It is, but that is the other part of the US-VISIT
program. It is an entry program and an exit program, and now our
focus is on building the exit piece of the system because we recog-
nize that in fact that has been a vulnerability and it needs to get
fixed. So that really is a focus over the next 12 months, to get the
exit system up and running at all ports of entry.

Chairman CORNYN. Well, if I can press you just a little bit on
that point. US-VISIT, the exit feature of US-VISIT, when it is im-
plemented—it is not yet implemented—will allow us to know when
somebody leaves, right?

Ms. DEZENSKI. That is correct.

Chairman CORNYN. But for somebody who does not leave, it is
not going to tell us where they are or how to find them, will it?

Ms. DEZENSKI. No, that is a very difficult problem. I mean we
have tried some things at the Southern border with our border
crossing cards, where we actually have an RFID technology in the
travel card, which is one way of being able to validate ID and use
a little bit of technology to try to do a better job at it. Once visitors
are in the country if they are not exiting at any given time, it
seems like we would have a big problem on our hands to try to lo-
cate millions—potentially thousands of people I would think. So we
need to do a better job on the up-front piece of the process to make
sure that when we are issuing visas, for example, that we are
doing so for people who have legitimate business and intend to
leave during their stated time.

Chairman CORNYN. I agree with you. We need to do a better job
of making sure people leave when their visa expires. But the prob-
lem is the same for people who come into the country legally and
overstay their visa, thus making their presence here illegal, and
those who come in illegally in the first place, right? Estimates of
somewhere around 10 million people are illegally in the United
States and the fact is we do not know where they are, and we do
not know how to enforce the law, and deport them back to their
country of origin even if we wanted to. Is that a correct statement?

Ms. DEZENSKI. I think you have accurately characterized the
problem. I think it is a balance for us though as the Government,
to be able to secure the borders and have an open-door policy.
Sometimes people overstay their visas for reasons that are com-
pletely legitimate, they are in the hospital, they missed their flight.
There are lots of real-world reasons. Now, that is not to say that
people should be overstaying their visas. We want people to adhere
to those requirements, but I think we need to make sure that we
have a balanced process.

Chairman CORNYN. I am sure you are absolutely right that there
are some people who cannot help but overstay their visas, but I
would suggest that it does not approach 10 million in number. But
we will get to that, perhaps, at our second hearing we have sched-
uled on April the 6th, where we are going to talk more about inte-
rior enforcement and those issues.

Senator Kennedy.

Senator KENNEDY. Just quickly on the exit. That is true for the
visa waiver, but it is also true on granting the visas in any event,
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is it not? Do we not have this problem if it is a visa waiver country
or it is non-waiver country. I mean it is a general kind of problem,
is it not?

Ms. DEZENSKI. Yes.

Senator KENNEDY. I thought that at least in some areas when
you get the visa you had to demonstrate, you know, either that you
had a return ticket or that you had the resources to be able to re-
turn. I mean these people and the places where they are granting
the visas, they just do not do it out of the goodness of their heart,
do they?

Ms. DEZENSKI. You are right. There are some requirements when
people go through the visa issuance process. A return ticket some-
times can be a good indicator, sometimes it is not. So there are
some limitations there.

Senator KENNEDY. Thank you.

Chairman CORNYN. Senator Feinstein?

Senator FEINSTEIN. Just a comment. The problem with all of this
is there is enormous pressure from commercial sources, you know,
to allow in a sense a lax system, that people can come in and go
out at will, and yet that becomes the soft underbelly because it be-
comes easy to use a fraudulent passport or a stolen passport, and
the other countries in the Visa Waiver Program, if we do it to
them, they will do it to us. I mean my view of that is everybody
should do it in this day and age. But that is just me.

I would like to ask this question. You mentioned that since Janu-
ary the passports in all cases are removed from the individual. I
assume the individual is let go, or is allowed to go home. No?

Ms. DEZENSKI. No. It depends. I mean normally if you have—and
Chief Walters may be able to add to this, but if our border agents
are detecting a fraudulent document, that is usually enough to get
you into secondary. And then when you go into secondary, there is
a lot more work done in terms of understanding what the potential
threats might be, checking additional databases, et cetera. So the
idea that people are presenting fraudulent documents and then
simply walking away, I think is probably not the right character-
ization.

Now, once we proceed with secondary, there may be grounds for
additional action, there may not be.

Chief Walters, do you have anything to add?

Senator FEINSTEIN. Well, certainly they would not walk away. 1
would think they would be deported. I mean you are not going to
let somebody come in with a fraudulent passport, remove the pass-
port and let them go into the country, right?

Mr. WALTERS. In fact, you are correct, if I may.

Senator FEINSTEIN. Please.

Mr. WALTERS. There are codes in the immigration laws that
allow for us to prosecute for fraudulent document entry using a
fraudulent document or using fraud to enter the country. At the
very least the person that perpetrates the fraud loses potential im-
migration access to the United States for years at a time, and I
would have to get back to you on what the exact code is, but it is
not without penalty.

Senator FEINSTEIN. It is not without?
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Mr. WALTERS. It is not without penalty completely. There are
some certain parts of the code that will allow us to prosecute, and
we do find that grounds. We do take it in front of the assistant at-
torney ask for a prosecution on it when we can.

Senator FEINSTEIN. We have draft legislation of a bill which I
would like to ask my staff to show both of you and get your input
on, if you would, please. But I assume you do not let anyone come
into the country with a fraudulent or stolen passport; is that cor-
rect?

Mr. WALTERS. That is correct.

Senator FEINSTEIN. Then most would then be deported or would
go back to where they came from. What do you give them to go
back with if you take the passport?

Mr. WALTERS. We have a letter. We actually take a Xerox copy
of the passport, retain the passport for ourselves and do a letter.
There is a technical term for that letter that escapes me at the mo-
ment. But this letter goes with the individual back to his home
country whether it is for an expedited removal case or after a pros-
ecution. Eventually they go back and we use this letter to transfer
them back to their country of origin.

Senator FEINSTEIN. Would it be possible for you to give us some
statistical analysis of that program, say in the first 6 months since
you have been doing it since January and it is now March, say by
July, that we might have some analysis of how many passports you
have taken; how many people have been tried or had charges
brought against them; how many go to jail; how many are let loose,
because I bet there are some; and how many go back?

Mr. WALTERS. As I understand the question you would like a sta-
tistical report from January when this new policy went into effect
and show the effects of that policy and how many were prosecuted,
how many went back, and what we did with

Senator FEINSTEIN. Right. In other words, take a look at the first
6 months, so give you a lot of advance notice so it will not be a
problem to set it up and do it.

Mr. WALTERS. Yes, ma’am.

Senator FEINSTEIN. I appreciate that very much.

Mr. WALTERS. Yes, Senator, we can do that.

Senator FEINSTEIN. Thank you.

Thank you very much, Mr. Chairman.

Chairman CORNYN. Thank you, Senator Feinstein.

Secretary Dezenski and Chief Walters, thank you very much for
appearing here before us today. We know you were asked some
tough questions, and I think it reveals the scope and nature of the
challenge that lies before all of us. We certainly appreciate your
service. Thank you very much.

Ms. DEZENSKI. Thank you.

Mr. WALTERS. Thank you, Mr. Chairman.

[The prepared statement of Ms. Dezenski and Mr. Walters ap-
pears as a submission for the record.]

Chairman CORNYN. If we could have our second panel of wit-
nesses step up here momentarily. If you will forgive me, I am going
to start introducing you while we are clearing a place for you to
sit.
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We are pleased to have a distinguished second panel today, and
I want to thank them as well for their appearance.

Doris Meissner currently serves as a Senior Fellow with the Mi-
gration Policy Institute. Notably she served as the Immigration
and Naturalization Commissioner from October 1993 to November
of 2000 during the Clinton administration, and has extensive immi-
gration experience, including reforming the Nation’s asylum sys-
tem, creating new strategies to manage U.S. borders in the context
of open trade, and improving services for immigrants.

Also with us this afternoon is Janice Kephart, a Senior Consult-
ant for the Investigative Project. She has recently served on the
National Commission on Terrorist Attacks Upon America, other-
wise known as the 9/11 Commission, where she served as counsel
on the immigration, nonimmigrant visas and border security team.
She is a key author of the 9/11 Commission Staff Report, “9/11 and
Terrorist Travel,” released in August of 2004. This is only one of
two staff reports published by the Commission and the only one to
bed published in print, and serves as the basis for our hearing
today.

Welcome to both of you, and we are pleased to have you here
with us. Again, if you would do what sometimes we forget to do,
and that is turn your microphone on when you speak so we can all
hear you, and we would like to give you a chance to make any
opening statement you would like.

Ms. Meissner, we would be happy to start with you. thank you
for being with us.

STATEMENT OF HON. DORIS MEISSNER, FORMER IMMIGRA-
TION AND NATURALIZATION COMMISSIONER, AND SENIOR
FELLOW, MIGRATION POLICY INSTITUTE, WASHINGTON, D.C.

Ms. MEISSNER. Thank you, Mr. Chairman and members. Thank
you for inviting me to participate.

You have designated two issues for this hearing, training and
length of admission on visitor visas. I will focus on the second ques-
tion, the length of admission on visitor visas.

The background for what I call the six-month policy dates from
the early 1980’s. The policy was established at that time as part
of a broad effort to better manage the adjudications workload of the
Immigration and Naturalization Service. It is, as you probably
know, a change that is in regulation, it is not statutory, and it
arose from a survey that was done at that time of the workload in
the district offices around the country.

We learned that in looking at the adjudications workload in
those district offices, the largest share of the work in those offices
was extensions of stay, applications that people who were here on
visitor visas were making to stay here longer than the time that
had been designated by the inspector at the port of entry.

So in looking at that workload and trying to understand why
there were so many extension of stay applications being made, we
found out several things. First of all, that the inspectors were basi-
cally making decisions that were arbitrary and inconsistent around
the country with regard to people’s stay. Secondly, that almost all
of the extensions that were being requested were being granted by
the district offices. And finally, that typically the norm fell at the
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six-month period, that people were given 6 months to stay and that
largely met the needs that they were articulating to the examiners
in the district offices. So we set up 6 months as the norm.

The result of doing that was that it eliminated this situation of
one part of the Agency, the inspectors at the ports of entry creating
a workload for the examiners in the district offices. It freed up very
high-skilled or expert resources of examiners in district offices to
focus on the most sensitive of the adjudications, which are the ad-
justments to permanent residents and the naturalization applica-
tions, which really go to the heart of the integrity of the immigra-
tion system, and of course it does not or did not preclude inspectors
from designating less than the six-month period. It was to be a
guideline.

I think in the years since, it has been viewed as a successful pol-
icy, but it was developed 20 years ago, and that is or course a long
time ago, not only in years but in experience, and I am unaware
that there has been any serious review of the policy in the time in
between. And even if we had attempted to do a serious review of
the policy, we would not have had the data available to reach any
sound conclusions.

So given the fact that it is old, and given the fact that a lot has
changed since most particularly 9/11, I think it is absolutely appro-
priate to review the policy. Moreover, we have now the tools to
begin to understand a little bit more how these things are working,
most particularly the US-VISIT program. When the exit portion of
the US-VISIT program actually is put into place, we will be able
to understand how a policy like this works, what its implications
are.

At the same time, I think it would be a serious mistake to rush
to judgment and to simply make a linkage between the 6-month
policy and vulnerability to terrorism. We do not have any informa-
tion really that tells us that one leads to the other. The critical
thing is that we start to understand this and recognize that it
needs to be analyzed.

Now, in analyzing it, there are a couple of things that are very
important. First of all, there are enormous workload implications
to changing a policy like this. If you look at the numbers, we grant-
ed 28 million visas in 2003, non-immigrant visas. I have given you
the math in the statement, but the bottom line is that almost a
third of those visas of that 28 million are subject to this 6-month
policy or guideline.

In addition to that, of course, given those numbers and the uses
of the B-2 visa, there are a huge range of stakeholders and very
compelling public policy interests that are encompassed in that B-
2 visa grant where the 6-month policy applies. I think a very good
illustration of that is regulations that were put out in the spring
of 2002 to try to reduce the 6 months to a 30-day policy. There was
an enormous storm of opposition to those proposed regulations, and
they have been set aside.

So changing it really requires doing some homework, and in
doing that homework, the critical question, of course, is: Is there
any relationship between 6 months or 3 months or 30 days and a
vulnerability to terrorism? We do not know the answer to that. I
think that the systems are in place that can begin to answer that,
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but in addition to that, a whole range of other very important
changes have been made that do move us in the right direction,
that have been proven to be effective in thwarting terrorism. They
are not complete. They need to be more—they need to be finished.
But there is an agenda that is moving us in the right direction, and
that should serve us as the tools to learn and understand whether
something like the 6-month policy in addition would need to be
shifted.

Thank you.

[The prepared statement of Ms. Meissner appears as a submis-
sion for the record.]

Senator CORNYN. Thank you very much.

Ms. Kephart, we would be glad to hear from you.

STATEMENT OF JANICE L. KEPHART, FORMER STAFF COUN-
SEL FOR THE 9/11 COMMISSION, AND SENIOR CONSULTANT,
THE INVESTIGATIVE PROJECT ON TERRORISM, MOUNT
VERNON, VIRGINIA

Ms. KEPHART. Yes, thank you. Thank you for holding this hear-
ing and giving me the opportunity to discuss terrorist travel with
you today. On a personal note, it 1s an honor for me to be back be-
fore the Committee that gave me my start in terrorism and border
security. It is also an honor to share a panel with Commissioner
Meissner, who held one of the most difficult jobs in this city for
over 7 years and did so with dignity and dedication.

I would like to submit my written testimony into the record, if
I may.

Chairman CORNYN. Certainly. Both your written statements will
be made part of the record, without objection.

Ms. KEPHART. Thank you.

We are all here today because September 11 taught us an invalu-
able lesson: that border security is national security. Effective bor-
der security is perhaps our best hope of preventing another ter-
rorist attack on American soil.

From the outset, let me make it clear that I share the conviction
that immigration is a potent asset to our strength as a Nation.
Achieving full integrity of our border strengthens us, facilitating
legal immigration of the most talented and motivated people in the
gorld, while lowering the risk of entry by those who seek to do us

arm.

Foreign terrorists carefully plan their attempts to enter the U.S.
based on a relatively sophisticated understanding of our border sys-
tem. A CIA analysis described in our staff report stated that, “A
body of intelligence indicates that al Qaeda and other extremist
groups covet the ability to elude lookout systems using documents
with false identities and devoid of travel patterns that will arouse
suspicion.”

The 9/11 Commission border security investigation found numer-
ous examples of such planning, several of which I provide in my
written testimony, and many more of which are provided in this
book, in our staff report.

As the Commission staff monograph on terrorist travel points out
over and over again, the 9/11 terrorists exploited vulnerabilities
from visa issuance to admission standards at our ports of entry, to
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our immigration benefits adjudication system. Let me give you two
examples which I believe are still relevant today.

As far as I am aware, critical intelligence on terrorist travel indi-
cators is still not being declassified and distributed to front-line of-
ficers three and a half years after 9/11. One specific indicator
which was present on five passports used by three of the 9/11 hi-
jackers would, without a doubt, keep al Qaeda terrorists out of our
country if distributed to consular officers and immigration inspec-
tors. It remains classified today.

Second, tourist visas automatically confer a 6-month length of
stay which likely exceeds the needs of most tourists and is some-
thing we certainly need to discuss and vet. By comparison, tourists
from visa waiver countries receive only 3 months.

A question I was constantly asked while on the Commission was
whether my team had come across any evidence of terrorists’ ille-
gally entering the U.S. While the hijackers chose to acquire visas
and enter legally, other foreign terrorists have entered the U.S. il-
legally. For example, Abdul Al-Marabh, a likely al Qaeda member
who told authorities he had often crossed back and forth over the
Northern border illegally, was finally caught in the back of a trac-
tor-trailer crossing the Northern border around February 2001.
During his time in the U.S., he had received five U.S. driver’s li-
censes in 13 months, including a commercial driver’s license and a
permit to haul hazardous materials.

Mahmoud Kourani, a known Hizballah operative now in Federal
custody on terrorism charges, crossed the Southwest border in a
car trunk in June 2001. He goes to trial in Detroit in April.

Political asylum and naturalization are the two immigration ben-
efits most rampantly abused by terrorists in my studies. I have
found 22 separate incidents of indicted or convicted terrorists who
abused our political asylum system. Nine of these terrorists did so
after the 1996 revision of our immigration laws. Members of
Hamas, al Qaeda, and Egyptian and Pakistani terror groups have
all used claims of political asylum to stay longer in the U.S.

As the Committee knows well, the 9/11 hijackers’ use of Amer-
ican identification documents has been widely discussed in recent
months. The hijackers acquired a total of 34 U.S. IDs, 13 driver’s
licenses, two of which were duplicates, and 21 USA- or State-issued
ID cards. The ease with which the 9/11 hijackers acquired Govern-
ment-issued IDs highlights the importance of verifying identities
and immigration status when issuing those documents. It is also
valuable to emphasize the deterrent effect on criminals and terror-
ists alike if we tighten the vetting procedures and security features
associated with these cards.

We know that terrorists are creative and adaptable. Yet we have
the ability to counter them. Our front-line officers are talented, and
they are eager to do everything they can to protect this country.
They are our border system’s biggest asset and our best weapon
against terrorist travel. But they need better tools—information,
resources, and the ability to enforce the law better within a depart-
mental structure wholly supportive of their mission.

My written testimony lays out a series of recommendations pure-
ly for your consideration that address these issues, which I believe



29

can make our borders more secure and more efficient than ever be-
fore.

Thank you.

[The prepared statement of Ms. Kephart appears as a submission
for the record.]

Chairman CORNYN. Thank you, Ms. Kephart. We will have 5-
minute rounds, and as long as you and members of the Committee
want to stay here and ask questions, but hopefully we will not de-
tain you long.

Ms. Kephart, in your testimony you talk about the fact that ter-
rorist indicators on a passport are sometimes classified and in
many instances, whether classified or not, are not communicated to
the people most in need of that information when determining
whether to issue a visa or not.

Did you find a valid reason to keep that kind of information clas-
sified? Or is there a better way that that could be handled that
gives the required personnel access to what they need to make a
good decision but at the same time maintain the secrecy of the doc-
ument so that the bad guys cannot necessarily know what it is we
are looking for?

Ms. KEPHART. Well, I can tell you that we tried very hard for our
staff report to get the, quote-unquote, terrorist indicators and the
fraudulent manipulation declassified for the staff report so that the
public could know. It was very odd to me, while I was working on
the Commission, that I actually had access to more information
about terrorists’ travel and terrorist indicators than our front-line
officers did.

The indicator that I referred to in my testimony, both oral and
written, is one that is extremely obvious. If you told a front-line of-
ficer what it is, he could check for it. And I think that is probably
all T can say about it in open testimony here. But in terms of get-
ting that to front-line officers, we believed, me and my colleagues,
my other four colleagues who helped produce the staff report, that
it was something that could be declassified.

So I guess I do not really have terms to say what we need to do
to get it declassified because I think it probably should be.

Chairman CORNYN. Well, of course, we have been talking today
about people who at least try or at least appear to try to come into
the country legally but, nevertheless, manipulate the process to
enter into the country and to do us harm. But I think as several
others have noted, terrorists could try to come in the way that the
9/11 terrorists did using fake documents and through ostensibly a
legal process, or they can try to come in across one of our unpro-
tected borders without any pretense at trying to come in legally or
the like.

I continue to be concerned about the fragmentation of respon-
sibilities when it comes to both border protection and immigration,
and I have noted, Ms. Kephart, with interest your recommendation
that the U.S. Government create a Department of Immigration and
Border Protection separate from the Department of Homeland Se-
curity. Could you explain your justification for that recommenda-
tion, given the fact that we just moved it from DOJ to DHS in
20027
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Ms. KEPHART. I understand that is a big one to swallow under
the current circumstances when we just created a new Department
of Homeland Security. But the fact of the matter is, as Commis-
sioner Meissner—and I would love to hear what she has to say
about this as well.

Chairman CORNYN. I am going to give her a chance.

Ms. KEPHART. Our country was based on immigration. We now
have a situation where border security is considered a national pri-
ority. What we have had in the past is Commissioners dedicated,
like Commissioner Meissner, who didn’t have direct access to the
President and did not, even more importantly, perhaps, have direct
access to the intelligence they needed to make good decisions.

By creating a separate department where you focus wholly on
immigration and border security, we can have policies created by
a Secretary who focuses completely on an incredibly complex, politi-
cally and legally complex set of laws and policies. We have right
now over 40,000, I believe, employees in immigration. That far ex-
ceeds at least five departments that exist in the Federal Govern-
ment already. There is enough there—it is a big distraction for the
Secretary of DHS to deal with the very intricate and delicate proc-
ess of immigration. And I think if it was pulled out separately, it
would be perhaps helpful to our policies and our rules on immigra-
tion, help us enforce our laws better.

Chairman CORNYN. Ms. Meissner, I did ask Secretary Chertoff,
after he was confirmed, what his plans were to appoint someone to
succeed Asa Hutchinson in the Department of Homeland Security,
and he advised me that they are looking at organizational issues
before moving on to that. But do you have any reaction or any ad-
vice you would like to give either us or Secretary Chertoff or reac-
tion to perhaps Ms. Kephart’s suggestion of the creation of a new
Department of Immigration and Border Protection?

Ms. MEISSNER. I cannot resist saying this is deja vu all over
again. These issues, you know, have been debated and debated.

If you were making the Government over, you would not have it
be this way where immigration is concerned. But we are not mak-
ing the Government over. And we have, as you said, gone through
this enormous shift now just within the last 2 years. I think that
it would be—I think it is just impractical and unwise to think
about further upheaval where this kind of a massive structural
change is concerned.

That being said, I also believe that there are a set of what I
think of as second-generation changes that need to be made within
DHS in the immigration arena in order for things to work more ef-
fectively. You know, the original idea obviously was to separate en-
forcement and service, and I see now that there is discussion about
CBP and ICE being reconnected. And I think that is probably
worth considering because I think one of the major problems right
now is fragmentation. But I think that it is much more important
in DHS at this point that there be more capability at the depart-
ment-wide level to deal with immigration where policy is con-
cerned. And I think that the best—I have made a suggestion in my
testimony that the best solution I have heard is to establish an
Under Secretary for Policy office in DHS.
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The Secretary and the Deputy Secretary in DHS just do not have
department-wide staff capability to do their work. And if you take
the model at HHS, for instance, that is not such a dissimilar agen-
cy, of a major Under Secretary for Policy position that can advise
the Secretary on all of these different things, immigration would be
one of the key issues in that portfolio. There would have to be anal-
ysis done, and you could deal with issues like this. This B-2 visa
issue, for instance, is the kind of an issue that is very unlikely to
come up from the constituent bureaus because they only all have
just a piece of it. There needs to be overview.

Chairman CORNYN. Thank you very much.

Senator Kennedy?

Senator KENNEDY. Thank you very much, and I welcome you to
our committee, and I thank Doris Meissner for changing her sched-
ule to be with us. I appreciate very much all of your continued
ideas on these issues.

Let me ask you, on the basic issue on the immigration, we have
dramatically expanded the resources on the border, yet illegal im-
migration has soared. And we have pushed people, I think, further
underground since 9/11, and we have wound up keeping more mi-
grants here because they fear if they leave, they will not be able
to get in here. And we are now increasing the number of people
that are dying out in the deserts, and we are in danger of getting
these vigilante groups that are beginning to say that they are going
to come down to our border.

What do you think we need to be doing differently in order to get
a better handle on the undocumented immigration? Is enforcement
by itself a viable option? What else should we be thinking about?

Ms. MEISSNER. Well, I was pleased to hear the Chairman in his
opening statement use the terminology that is becoming, I think,
very well accepted, and that is that the immigration system is bro-
ken. I mean, you are pointing to one set of examples, but there are
many, many examples. And so I am very, very pleased that you
have held this hearing and that you are seeing this hearing as the
beginning of a set of discussions, because we have to have a really
focused public debate, and it has to happen in the Congress on how
to fix it. How to fix it has to do, obviously, with recognizing what
the reality is in the country today, and that is that we are a coun-
try that is aging. We are not from our own population creating a
number of workers that our job market needs. We are dealing with
a border enforcement structure that has cost us billions of dollars.

I feel very close to that border enforcement activity. I believe
strongly in doing border enforcement. But you cannot deal with the
immigration system and controls on the immigration system just at
the Southwest border or, actually, just at our borders all around.
I mean, I agree with Janice that border enforcement is extraor-
dinarily important, but if there is always the pressure and the
availability of a job in this country for people who are able to get
past the border, no matter what you do at the border, it is not
going to be sufficient.

I will be interested in your interior enforcement hearings. Inte-
rior enforcement is very important, but I would submit at this
point that it is not possible to do it effectively with our current
laws.
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So coming up with an enforcement regime that is strong, effec-
tive border enforcement but backed up by accountability within the
country, where work is concerned, where documents are concerned,
and then, of course, dealing with the issue of a large population of
people here who do not have legal status, whom we need as dem-
onstrated by the market, but who are right now absolutely, argu-
ably, a security weakness because it is a large number and we do
not know who they are. And then, finally, the question of the labor
market for the future. How do we regulate the flows of people com-
ing to the country for a variety of reasons that are in our National
interest? It is a very, very big portfolio, but it has to be addressed.

Senator KENNEDY. Well, I want to thank you for your very
thoughtful response, and we will be continuing to draw on your ex-
perience as we go along with these hearings.

Thank you, Mr. Chairman.

Chairman CORNYN. Senator Feinstein?

Senator FEINSTEIN. Thanks very much.

Doris, it is great to see you again.

Ms. MEISSNER. Same here.

Senator FEINSTEIN. You look wonderful. A little grayer than I re-
member you, but I think that happens to all of us.

Ms. MEISSNER. So it goes.

Senator FEINSTEIN. And, Janice, it is great to see you, too, but
particularly Doris because I have served on the Immigration Sub-
committee now for 13 years, and you are a big part of it. So it is
wonderful to see you again.

Ms. MEISSNER. Thank you. Very nice to see you, too.

Senator FEINSTEIN. I have been perusing the staff report here,
and I wanted to ask you about a part of it because I think there
is a tendency for us to throw up our hands and say we really can-
not do anything and that, oh, you know, this is America and we
all believe in the freedom and all of this.

And yet when you read this report and you see how sophisticated
al Qaeda was—and I want to give you one example, and that is
their use of document travel facilitators, Abu Zubaida, Riyadh, the
African facilitator, how they came together, how they are able to
take each terrorist and work out a suitable way of entry for that
individual.

I went over each of the terrorists. Some of them married to come
in. They used all kinds of different visa entries. But it was so
smart and so studied.

And I want to just read a part of this to you and ask you to com-
ment. “al Qaeda relied heavily on a small cadre of operatives and
their assistance to facilitate travel for their network. Chief among
them were Abu Zubadyah, a facilitator we will call the African
facilitator in Riyadh. Broadly speaking, a terrorist travel facilitator
assisted operatives in obtaining fraudulent documents, of which the
world abounds; arranging visas, real or fake; making airline res-
ervations, purchasing airline tickets, arranging lodging and ground
transportation, and taking care of any other aspect of travel in
which his expertise or contacts were needed.” And then they profile
each one of these men and how they got together and how they
worked and the amount of money. You know, one facilitated the
flow of funds to al Qaeda, allegedly passing half a million dollars
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in late 2001 from Saudi donors to extremists and their families in
Pakistan.

Then they relied on outsiders. “Document vendors provided al
Qaeda with a wide range of bogus and genuine documents and
were valued for their forgery skills. Through these vendors, al
Qaeda operatives had access to an impressive range of fraudulent
travel, identification, and other documents, including passports
from countries in almost every region of the world—travel caches,
blank visas, foils, stamps, seals, laminates, and other materials.”
And it goes on and on and on.

And so, often people say, you know, we are trying to do things
and there is no real need to do them. I wish I believed that. I be-
lieve there is every need to do them and every need to look at our
programs, and maybe even cancel some and go into a strict pro-
gram. And, Doris, I wish I agreed with you that the border cannot
be enforced. I actually believe it can. You were here when we—
when you put forward, I think, Operation Gatekeeper, and it has
worked. The problem is it has moved people from the San Diego,
California, border into the Arizona-Texas border. But where it ex-
isted, it worked—works still.

My question is this: When you see the sophistication of the ter-
rorist movement of today, the facilitators, the outside travel ven-
dors, how they really look at all of the various aspects, wouldn’t
you say that the visa waiver program offers them an enormous op-
portunity, when you look at the numbers of stolen fraud-proof pass-
ports from visa waiver countries in the thousands, that this is the
way they can easily come in, get lost, and remain here?

Ms. MEISSNER. Well, first, let me be absolutely clear about bor-
der enforcement. I believe in border enforcement. I think that we
must do border enforcement, and we do know how to do border en-
forcement. I just don’t think it can be the only thing, and that is
essentially what we have done, is we have—and until 9/11, we
were not serious even about ports of entry. We were serious only
about the land border between the United States and Mexico.

So what I am saying where border enforcement is concerned is
don’t rely solely on border enforcement in order to combat ter-
rorism, or illegal immigration, for that matter. There need to be a
series of things in place because, as the 9/11 Commission work
clearly showed, wherever the weaknesses are, it is the weaknesses
that will be exploited. So the issue is to put a whole set of things
into place, and even to have some redundancies.

You know, I want to return the compliment to Janice. She
worked brilliantly on the staff of the 9/11 Commission. We worked
together for many hours of deposition and debriefing, et cetera, in
order to try to figure out really, you know, what would be the prop-
er approaches, and I think the 9/11 Commission report is very,
very, thoughtful. And what

Senator FEINSTEIN. If you could change one thing, both of you,
what would it be?

Ms. MEISSNER. You mean where the border is concerned? If I
could change one thing where the border is concerned, what it
would be is accountability on the part of our interior enforcement
and primarily accountability with employers, a way to verify who
is working and a way to follow up to be sure that that employment
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relationship is according to law, because that is what—the weak-
ness there and the need for those people in our labor market with-
out being able to regulate it effectively is what is putting undue
pressure on all of these other things, where we are actually doing
quite well.

Senator FEINSTEIN. Janice, if you could change one thing, what
would it be?

Ms. KEPHART. Senator, I have four pages of recommendations.
Let me pick something.

Senator FEINSTEIN. No, pick the key thing that you think would
make a difference.

Ms. KEPHART. I think that although we are talking a very good
talk right now about border security being national security, we
have it very buried in DHS right now.

My second choice would be what Commissioner Meissner stated,
which would be the Under Secretary of Policy position at DHS. It
is something we talked about amongst our staff while I was at the
Commission, and it is something that Secretary Ridge was consid-
ering when we interviewed him. I don’t know if Secretary Chertoff
is considering the same. But we need homogeny in the policy proc-
ess. We need homogeny as we create better rules, standard oper-
ating procedures, electronic libraries of fraudulent documents at
our ports of entry, so our programs are consistent.

We have, for example, right now—and Interpol has created at
the cost of millions of dollars a huge database of lost and stolen
passports, Senator. That is available to us, but only in secondary
inspections right now. It is not available

Senator FEINSTEIN. What does that mean?

Ms. KEPHART. Well, what that means is that when you have your
immigration inspector come in and that passport gets swiped, the
number on that passport is not being automatically queried into
Interpol’s lost and stolen passport database. They have dozens of
countries in it now, millions of documents in it, and if we had it
swiped, then it would not be up to the immigration inspector trying
to figure out if that document has a problem. He would automati-
cally know something once that document was swiped.

What you have, as my understanding is, at DHS in Science and
Technology—and maybe this has changed in recent months—is
that they were going and creating their own bilateral agreements
with visa waiver countries to get their lost and stolen passport
database. On the database created here in the U.S., while we are
also cooperating with Interpol, I think that is a duplication of re-
sources perhaps. We have so many other needs. We have interior
enforcement still at 2,000. We have Border Patrol needs that are
very strong. So, you know, there are discrete things that we can
do at our ports of entry, programmatic, cost-effective. Some of them
could just be rule changes that I think we can do sort of across the
board. But I think the overall problem is that we have got a situa-
tion where people are talking about deck chairs at ICE and CBP.
We are not talking about the ship it is in.

Senator FEINSTEIN. Okay. Let me ask this question: When we
have got—I guess it is US-VISIT set up on entry and exit

Ms. KEPHART. Not on exit, ma’am.

Senator FEINSTEIN. No, no. When we get it set up.
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Ms. KEPHART. Oh, when we do. I am sorry.

Senator FEINSTEIN. Now, as I understand it, it is not set up on
exit and it is partially set up on entry. But assuming they can get
it, what kind of security do you think that will provide?

Ms. KEPHART. Do you want to start?

Ms. MEISSNER. It will provide information. It will provide very
important information, which will allow us to do what in the 9/11
Commission is talked about as analysis of trends and patterns.

Senator FEINSTEIN. Should that be our goal to see that get done?

Ms. MEISSNER. That is critical. Absolutely. In order to know what
is happening, you have to have that. But that is not enough. What
nobody has figured out—and it was alluded to by the earlier wit-
nesses—is what do you do when you know that certain people have
not left, because having the information is one thing, being able to
act on the information is another thing. Having the information for
analytic purposes is extremely important. That is feedback that we
need. It is also a basis for then, you know, the people that have
not left, you run them first. The most important thing you would
do is run them against your terrorist watchlist and so on.

Senator FEINSTEIN. But, Doris, if we cut down the entry period—
Senator Kennedy asked the question, I think Senator Cornyn dealt
with it, I had it. I did not do it because they did it, that if you want
to come in for 2 weeks you get a 6-month visa.

Ms. MEISSNER. Unclear. Until we look at that data and find out
how long most of those people actually stay, it is entirely possible
that most of them are only staying 2 or 3 weeks. We do not even
know.

But as I said, if you start to——

Senator FEINSTEIN. Wouldn’t it be common sense—wouldn’t it be
common sense to have a 30-day visa or 3-week visa?

Ms. MEISSNER. It is easy to say that it is common sense, but
when you see all of the circumstances of the almost 10 million peo-
ple that have that visa and have to deal with each one of them per-
son by person at a port of entry in order to decide should it be 2
weeks, should it be 1 month, should it be 6 weeks, I am not sure
that is a very good use of resources. The length of time in the coun-
try may not be nearly as important as other characteristics about
the people.

Senator FEINSTEIN. Well, it is like if you go to China. You get a
visa, and it is for a specific period of time. There are very few—
they give some multiple-entry visas.

Ms. MEISSNER. Right.

Senator FEINSTEIN. But you get a 30-day visa. You know, I have
visas, 5 days. I do not feel insulted

Ms. MEISSNER. There is no question we—there is no question we
1c{ould do it. Whether it would make any difference at all, we don’t

now.

Senator FEINSTEIN. But it is not done at the port of entry.

Ms. MEISSNER. Yes, it is.

Senator FEINSTEIN. It is done by the—no, when I get a Chinese
or another visa from another country, the visa comes to me from
them like that.

Ms. ME1SSNER. That is the way they originally issued it, but our
system is one where, as you know, whatever is originally issued by
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the consulate is also then independently validated by the port of
entry inspector.

Senator FEINSTEIN. Oh, I see. I see.

Ms. MEISSNER. You have a slightly different statutory set-up.

Senator FEINSTEIN. Maybe we need to change that process. Why
does it have to go to the port of entry?

Ms. MEISSNER. Because that is where the people enter, and there
can be

Senator FEINSTEIN. But don’t you have—you have your visa
when you come in.

Ms. MEISSNER. Right.

Senator FEINSTEIN. And it says the length of time on it. Can’t it
just come from our offices abroad?

Ms. MEISSNER. It could. It could, but, you know, you would have
to change the statutes for that.

Senator FEINSTEIN. I think that is something to think about.

Ms. MEISSNER. Well, actually, that is an area of redundancy that
is probably in our favor.

Senator FEINSTEIN. Why? We don’t

Ms. MEISSNER. As a country. Well, because people apply for the
visa now, they might come a month from now. In the meanwhile,
you can get information, something may have happened. You want
them checked at the port of entry. You don’t want to just be a rub-
ber stamp.

Senator FEINSTEIN. Well, we need to talk about this because I
think I have got a misunderstanding or something. But, anyway,
thank you very much.

Ms. MEISSNER. Anyway, I am not against changing it. I am sim-
ply saying we should know whether there is a connection, and we
don’t know whether there is a connection between length of stay
and terrorism or illegal stay. We just don’t.

Senator FEINSTEIN. Well, you can look at the terrorists, and you
can make some——

Ms. MEISSNER. No, you can’t, because they were, by and—they
were within the bounds.

Senator FEINSTEIN. Yes, but they had visas for extended periods
of time, too.

Ms. MEISSNER. That was not necessarily what was connected to
their terrorism.

Senator FEINSTEIN. Well, the question comes

Ms. MEISSNER. They could be independent

Senator FEINSTEIN. Why not—well, all right. You know, if you
are going to give somebody a visa and let them come in for 6
months and you know very little about them, you might as well
give it to them practically forever, because they can come in, they
can have time, they open the bank accounts, they get the fraudu-
lent driver’s license, the fraudulent Social Security number, all of
which takes time. They open their bank accounts. They get their
banking scheduled. They become respectable in the neighborhood.
And then, bing, you turn your back and you are hit.

I am one that believes that some of that planning is probably
going on today. And I think the longer the visa, it gives you the
time to do all these things. That is my only point.
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Ms. MEISSNER. That could very well be possible. As I say, we
really don’t know.

Chairman CORNYN. Ms. Kephart, would you like to comment on
this?

Ms. KEPHART. I sure would.

Chairman CORNYN. Do you have any different views?

Ms. KEPHART. Yes, please. First, the value of US-VISIT, Senator
Feinstein, is, I believe, as I have looked at it closely, it is to inte-
grate the databases and provide biometric information at the bor-
der so that our front-line officers can make better decisions when
they are seeking to admit folks.

It also does something else which the other staff and I on the 9/
11 Commission thought was extremely important, and that was
creating terrorist—the beginning of creating of terrorist travel his-
tories. You can begin, as we begin to integrate our databases, and
something we strongly recommended to the Commissioners, was
that we need to have an integrated knowledge of our travelers. We
need to create histories for them. It starts at the consular office if
they are asking for a visa. If they are visa-waiver, it starts at the
ports of entry. Therefore, if they come and they ask for more favors
from the U.S. Government in terms of immigration, we have that
in the US-VISIT and we can return to it as they seek immigration
benefits. We can cut out a lot of the issues with fraud from that
vantage point, and I think US-VISIT is probably the best and
strongest thing we have done as a Government.

The second thing in terms of the issues brought up, that you
brought up, Senator, was the length of stay. One thing that we can
do that would perhaps be helpful for consideration would be simply
initially, as we are vetting the process and figuring out exactly
what the best solution would be for the length of stay in the U.S.,
would be to simply match those who are getting visas from visa
countries to the visa waiver length of stay. The visa waiver length
of stay when you get here is 3 months, period. You have got to go
at the end. There is no discretion there. There is also really—even
though I heard DHS folks say differently, there is really no discre-
tion on the 6-month length of stay for tourists from visa countries
either.

When I interviewed 26 of 38——

Senator FEINSTEIN. What do you mean when you say there is no
discretion? What does that mean?

Ms. KEPHART. The admitting officer, your inspector who looks at
your passport and admits you, really does not have the ability to
say you get any less time than 6 months. He has to actually go to
his supervisor, which he is not going to do when he has got, you
know, 45 second to a minute to adjudicate somebody, go to his su-
pervisor and get approval to give less. It is not encouraged. It was
a customer-oriented system before, on the front lines. It is becom-
ing, from what I understand, a customer-oriented system again.
And so, therefore, we could keep that discretion away and just sim-
ply match it to visa waiver. Visa waiver folks are supposed to be
our better friends, anyway. You know, people from visa-issuing
countries, we perhaps need to match that. That could be a simple
first solution, perhaps.
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The other thing is that we do know that terrorists abuse the
length of stay. It is something that was established in the staff re-
port. They do abuse it. Mohammed Atta, after coming in twice in
the spring of 2000 and then again in January 2001, knew very well
that he would get 6 months if he claimed he had visitor/tourist
needs here. It became clear. And believe me, it only came clear to
us as staff after I actually had put together the chronology in here,
we put together the consular officer activity and the immigration
inspector activity, the actual applications for visa and the entries.
And we realized that, yes, indeed, these people had a travel oper-
ation. The terrorists had a terrorist travel operation. That is where
our title comes from. But it took us 14 months to get there.

And so Atta knew what he was doing when he brought those
folks in the spring and summer of 2001. He knew he had 6 months
for them, and he used it. And so I think we do have evidence, and
it is not guesswork at this point.

Chairman CORNYN. Ms. Kephart, the staff report notes that in-
spectors receive no behavioral science training and no cultural
training and no regularly updated training. You also noted that the
9/11 hijackers encountered U.S. border security 68 times.

Ms. KEPHART. Yes.

Chairman CORNYN. What role do you think these deficiencies
played in failing to deter the hijackers from entering the country?

Ms. KEPHART. Well, I cannot say what it deterred, but I can say
where it helped. And where it helped was the situation of the 20th
hijacker. The 20th hijacker was Mohammed Al Kahtani. On August
4, 2001, he sought entry into the U.S. He was the only hijacker to
try to enter without a buddy. That might have made his situation
particularly worse. But he was referred to secondary. He didn’t
speak any English, and he appeared arrogant to the inspector. For-
tunately, the primary inspector had experience and so she noted
these small anomalies.

He went into secondary and, perhaps, we shall say, by the grace
of God, encountered somebody who had been trained in behavioral
science in the Army. And so this individual knew what he was
doing, and he spent about an hour and a half with Kahtani, found
grounds of intending immigrant to deny him entry, would have
sought expedited removal, was supported by his superiors because
he was a well-respected inspector.

But his knowledge and understanding of behavior allowed us to
keep out the 20th hijacker—one of the 20th hijackers. There were
others who were trying to get in as well. But there is a positive
spin, perhaps, on what we can do and the value of behavior.

The others, there was a whole range of immigration inspector ex-
perience amongst the others I interviewed. Some had been immi-
gration inspectors for 15 years. Others had been immigration in-
spectors for a year. You had immigration inspectors who were 15
years in the making being actually more lenient, not paying atten-
tion to the behavioral cues as much as the younger ones who were
newer and fresh.

So behavioral cues I think are important. They are definitely
hard to teach, but I think it is something that we need to pay at-
tention to.
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Chairman CORNYN. In your opening statement, you mentioned
Director Mueller’s statements and Admiral Loy’s in your written
testimony. Based on your experience while working for the 9/11
Commission, how has the training for those most likely to initially
encounter special interest aliens improved since 9/11?

Ms. KEPHART. You know, sir, I don’t have the answer to that be-
cause I am no longer privy to what is going on inside DHS. I had
lovely access while on the Commission. I have no access now. So
I have to deflect that question because I simply cannot answer it.

Chairman CORNYN. We will follow up with someone else who still
has access to that information.

Ms. Meissner and Ms. Kephart, thank you very much for partici-
pating in this. I think we have all—we have certainly benefited
from this exchange, and on behalf of both Subcommittees, I would
like to thank all of the witnesses for their time and their testi-
mony.

We will leave the record open until 5:00 p.m. next Monday,
March 21, for members to submit any additional documents into
the record and ask questions in writing of any of the panelists.
Right now I have a statement from Senator Leahy and from the
Mexican American Legal Defense and Education Fund, which will
be made part of the record, without objection. But if there are oth-
ers between now and then, the deadline is March 21st at 5:00 p.m.
next Monday.

With that, the hearing is adjourned. Thank you so much.

[Whereupon, at 4:43 p.m., the Subcommittee was adjourned.]

[Questions and answers and submissions for the record follow.]

[Additional material is being retained in the Committee files.]
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QUESTIONS AND ANSWERS

Senate Judiciary Commitiee
Subcommittees on Immigration, Border Security, and Citizenship and
Terrorism. Technology and Homeland Security
"Strengthening Enforcement and Border Security: The 9/11 Commission Staff Report on Terrorist Travel”
#arch 14, 2005
Deputy Assistant Secratary for Policy and Planning Elaine Dezenski
Assistant Commissioner Tom Walters

Questions from Senator Jon Kyl

* Who manages the Visa Security Program? What are the criteria for expanding Visa Security
Units (VSUs) to additional overseas posts beyond Saudi Arabia? Which agency, the Department
of Homeland Security (DHS) or the Department of State (DOS) makes the determination as to
where new VSUs should be located, and the timeframe for adding new VSUs? Is DOS fully
cooperating with DHS? Do DHS and DOS have adequate human and material resources to
expand the VSUs to places where they are needed?

Answer: The Visa Security Program (VSP) is managed by U.S. Immigration and Customs
Enforcement, Office of International Affairs (ICE/OIA). The VSP’s mission is to execute the
operational responsibilities of Section 428 of the Homeland Security Act. The BTS Office of
International Enforcement (OIE) initially developed the VSP and continues to provide oversight
of both VSP program development and policy decisions. BTS/OIE also assists the VSP in
coordinating with other departments. The DHS policy oversight role under Section 428, which
includes the development of visa policy and regulations, rests with the BTS Assistant Secretary
of Policy and Planning. Regarding the criteria for expanding to additional posts overseas, VSP
has established threat-based criteria to evaluate overseas posts for deployment of visa security
operations. These criteria take into account factors pertaining to the risk of terrorism, the nature
of visa activity at the post, and regional and host country circumstances. Under Section 428 of
the Homeland Security Act of 2002, the Secretary of Homeland Security “is authorized to assign
employees of the Department to each diplomatic and consular post at which visas are issued,
unless the Secretary determines that such an assignment at a particular post would not promote
homeland security.” DHS’s selections, as a result, reflect the Secretary’s determination that the
assignment of DHS officers addresses a homeland security risk. However, the Department of
State becomes involved in the approval of DHS-designated VSP sites through the formal
National Security Decision Directive 38 (NSDD-38) process, a Presidential directive issued in
1982 that requires Chief of Mission approval regarding the “size, composition, or mandate” of all
Executive Agency staff operating overseas. The process of expanding the VSP should be a
cooperative endeavor, with DHS making risk-based determinations of where DHS law
enforcement officers are needed, which is consistent with the Secretary’s Section 428 authority,
and State ensuring that the size, composition, and mandate of each request is generally
appropriate. In practice, DHS must submit a formal request to the Ambassador of each of these
posts, which is coordinated by the Department of State’s Office of Management/Rightsizing.
The Office of Management/Rightsizing provides guidance to Chiefs of Mission and involves
various other components within State headquarters. Action on the initial NSDD 38 requests the
VSP offices abroad has been slow due to the need to address a number of operational

issues. With the resolution of these issues it is anticipated response time for future requests will
be much quicker. Of the four NSDD-38 requests (for five locations) submitted in June 2004: one
was approved in July 2004 ; one was approved in January 2005; one request for two locations in
the same country was approved in June 2005; and one was disapproved in February 2005. With

Unless othorwiss stated all rasponses are current as of the date of the hearing. Page 1 of 18
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respect to the disapproval, DHS and DOS have identified an alternative country, and recently
submitted a NSDD 38 request to the Chief of Mission.

» How many Visa Security Officers (VSOs) are there? How extensive is their training? What
are the qualifications for a VSO who is to be assigned to a consular office?

Answer: The number of Visa Security Officers is considered Law Enforcement Sensitive, so we
cannot provide the exact figure through this response. We are glad to provide this information
through appropriate channels. Section 428 (i) of the Homeland Security Act requires the
assignment of DHS officers to the two visa-issuing posts in Saudi Arabia: Riyadh and Jeddah.
Our VSOs are seasoned federal law enforcement officers with an average of approximately 15
years of experience. All received extensive training upon entering the law enforcement
profession, as well as ongoing specialized training throughout their careers. In addition, all
received refresher training and mission-specific updates immediately prior to deployment with
the VSP. Consequently, our VSOs are highly skilled in their profession and extensively trained
for their mission. In selecting officers, DHS applies criteria such as: the candidate’s law
enforcement expertise, including investigations; counterterrorism experience; immigration law
knowledge; experience working overseas and/or in a diplomatic and interagency context; and
language skills.

* How do personnel in the VSUs acquire new terrorist information and training from DHS? Do
VSUs have a standard means of communicating lessons learned in the field back to DHS?

Answer: VSOs in the field are supported by an ICE desk officer and intelligence research
specialist, In addition, the senior VSO at post participates in the post lookout committee and
Haises with the law enforcement and intelligence communities at post. This facilitates the
sharing and timely dissemination of relevant intelligence. As part of its staffing model, ICE
intends to deploy an intelligence research specialist to select posts to facilitate the research and
dissemination of tactical information to support visa security operations.

The Visa Secunty Officers routinely communicate their observations and lessons lcarned
through regular operations reports to ICE HQ, through TECS, and through regular
communications with ICE staff at HQ and elsewhere in the field. VSP headquarters has also
collected valuable feedback from a number of officers stationed in Saudi Arabia through formal
debriefings in Washington at the conclusion of their assignments. These observations are used
extensively to refine processes, training, and other program priorities.

o Is the informal, on-the-job training of DOS consular officers by DHS’ VSOs considered
adequate? How soon will a formal training program be in place? How long do you think it will
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take to train all consular officers? Do you have enough personnel and money to do all the
training you need?

Answer: The ICE Visa Security Program has an operational responsibility under Section 428
{e)(2) of the Homeland Security Act of 2002 to “provide expert advice and training to consular
officers regarding specific security threats relating to the adjudication of individual visa
applications or classes of applications” through the deployment of DHS officers to visa issuing
embassies and consulates. Thus, consular training is a statutory duty of Visa Security Officers
(VSOs) deployed overseas and is a key component of the law enforcement value that they
contribute to the security of visa issuance. Currently, DHS VSOs deployed overseas provide not
only informal, on-the-job consultation to consular officers, but also structured, subject matter
specific briefings and training on a variety of relevant topics to consular officers and other
audiences. This training draws upon DHS’ unique expertise and is targeted to address the
practical and pressing needs of consular officers at post, particularly junior consular officers
assigned to high-risk posts. Also, VSP personnel at ICE Headquarters brief each graduating
class of consular officers at the DOS Foreign Service Institute, and have participated in DOS
regional leadership conferences.

» |s the formal training program that DHS is designing for DOS officers in addition io the
training required for consular officers under Section 305 of the Enhanced Border Security and
Visa Entry Reform Act of 20027

Answer: DHS’s training efforts under the Visa Security Program complement the training
provided by the Department of State at the Foreign Service Institute. The DOS basic consular
course includes training modules in admissibility, screening procedures, analytic interviewing,
document fraud to name just a few. When the VSP’s consular training program is fully
developed, it will provide law enforcement training in the field, where the lessons are most
relevant and most likely to be practiced and internalized. This training will be provided from a
law enforcement perspective by individuals who not only bring their years of investigative and
enforcement experience to the table, but also are fully integrated into the visa issuance process
and can determine where the greatest risks are.

VSP also participates in DOS’ consular basic training by briefing each graduating consular class
on DHS’ operational role in visa issuance. Currently VSU is providing formal training at the
Foreign Service Institute. For each of the class of Consular Officers that attend FSI before they
are assigned overseas, the VSU provides an interactive program briefing by a VSU program
offtcial. This is a two-hour presentation which provides an overview of the VSP anda Q and A
period. Finally, VSP has participated and plans to continue participating in DOS Consular
Affairs’ Regional Leadership Development Conferences.
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 Is DOS assisting DHS in writing performance standards for DOS consular officers? What will
be the practical effect of performance standards for DOS consular officers?

Answer: Consistent with Section 428 and the DOS-DHS MOU, DHS works closely with DOS
in its evaluation of consular officers. DHS also supports State’s consular evaluation efforts by
participating in their Consular Management Assistance Teams (CMATSs), which are evaluative
site visits designed to review consular operations and overall management, and offer guidance,
solutions, and recommendations to problems posts have identified. DHS’s participation in these
teams gives DHS a chance to provide a DHS perspective on consular processes and best
practices, the opportunity to observe consular operations in a variety of contexts provides useful
insight into DHS’ continual assessment of systemic threats and risks in visa issuance.

* What authority does a DHS VSO have to countermand the grant of a visa by a DOS consular
officer? If a VSO has such authority, what is the protocol for doing so?

Answer: Under Section 428 of the Homeland Security Act, the Secretary of Homeland Security
has final authority to refuse a visa. If the consular officer plans to issue the visa and the VSO
disagrees, the VSO informs the consular officer and, if necessary, the visa chief of the
recommendation and explains the circumstances that have led to the VSO’s recommendation.
To date, this informal communication has resolved the issue, and the consular officer has
subsequently refused the visa. If the DOS officials at post and VSOs disagree about the issuance
of the visa, the matter is referred to VSP HQ. VSP HQ would work with DOS HQ to resolve the
issue. If VSP HQ and DOS HQ are unable to resolve the disagreement, then it would be elevated
to the DHS Sccretary for final decision.

e What is involved in the enhanced database that DHS is developing support the work of visa
officers overseas? When is it expected to become operational?

Answer: The new database is a workload management tool that captures the work of the VSOs
at post. It provides the VSOs greater flexibility in recording the specific findings of their visa
security review activities and enables them to better track their investigative process and
decisions. VSP expects to implement the new database during 3Q of FY 2005.

 In June 2004 at a full Judiciary Committee hearing, 1 discussed visa issuance policies with
Maura Harty, Assistant Secretary for the Bureau of Consular Affairs at DOS. We talked about
the fact that in FY 2003, 85 percent of the visas applied for at the Saudi Arabian Consular offices
in Jeddah and Riyadh were issued (so the refusal rate in Saudi Arabia was only 15 percent in
2003). I was told that such a small percentage of visas are refused because most applicants now
in Saudi Arabia are qualified and many are diplomats. Do you agree with this assessment?
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How does the visa issuance rate to third party nationals in Saudi Arabia affect the overall
rejection rate?

Answer: The applicants who have received visas in Saudi Arabia are qualified because they
have strong family/personal ties to Saudi Arabia, well-paying jobs, sufficient funds, and meet
similar criteria. There are a significant number of Saudi diplomats as well. In general, our
experience is that third country nationals in Saudi Arabia are more frequently refused (often on
the grounds of INA 214(b), otherwise known as “intending immigrant”) than are Saudi nationals,
because third country nationals are less likely to demonstrate the same positive factors
mentioned above. The greater number of refusals for third country nationals tends to increase
the overall refusal rate.

¢ In your written testimony, you state that in FY 2004, DHS VSOs in Saudi Arabia reviewed
approximately 21,000 visa applications. Were these applicants personally interviewed by DOS
or DHS employees? Are any of the interviews conducted by non-DOS or DHS personnel? Can
you tell me how many of 21,000 applicants were ultimately issued visas?

Answer: DOS Consular Officers interviewed all visa applicants except those waived according
to current regulation. DHS was present in many of these interviews. Typically, a VSO would
request to participate in an interview based on pre-screening activities, and often Consular
Officers requested the presence of a VSO. In some cases, DHS requested a follow-up interview,
or an interview for an applicant who was otherwise eligible for an interview [waiver (in the case
of diplomats, children under 14 years of age, and adults over the age of 75)]. Regarding overall
issuance and refusal rates, the Department of State maintains the official statistics on the number
of visas issued in Saudi Arabia and other posts.

» Language that [ authored to require in-person interviews of all visa applicants, and to
affirmatively adhere to INA § 214(b), was accepted as an amendment and is now law. 1
understand that adherence to INA § 214(b) would primarily fall under the jurisdiction of DOS,
but with DHS specifically assigned to provide direction about visa issuance in Saudi Arabia and
other countries, I would like to know whether additional direction has been provided by DOS
and by DHS to reject incomplete visa applications.

Answer: The Department of Homeland Security has authority under Section 428 of the
Homeland Security Act over the development of policy, regulation, and guidance with respect to
the granting and refusal of visas in all locations. Established visa processing statutory
requirements, including those regarding completeness of visa applications and requirements for
in-person interviews of visa applicants, must be strictly followed. In Saudi Arabia, DHS officers
ensure that incomplete visa applications are rejected.
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o Junderstand that overall visa interview rates would fall under the jurisdiction of the DOS, but
would appreciate your following up and providing me with an answer about whether all visa
applicants (outside of the age exemptions) are currently interviewed.

Answer: DOS reports that in accordance with the law, waivers are only granted for certain
classes of applicants; these include certain A, C, G, and NATO-related visas. Additionally, the
Secretary of State may waive an interview in extraordinary circumstances, such as extreme
medical conditions like a coma. DHS confirms that this is the case in Saudi Arabia. Recent
statutory changes in Section 5301 of the Intelligence Reform and Terrorist Prevention Act
(IRTPA) expanded the requirements for in-person interviews of non-immigrant visa applicants
and limited the situations in which an interview waiver can be granted. This new requirement
stems from the findings and recommendations of the 9/11 Commission and is an important
improvement in ensuring the security of visa issuance. State has drafted new guidance regarding
the implementation of this statute, which has been sent to all overseas posts.

* The Border Security and Visa Entry Reform Act of 2002 requires that countries issue
Biometric travel documents (including passports) to its citizens visiting the United States, a task
now extended to October 26, 2005. At a June 2004 Judiciary Committee hearing on visa and
border issues, | asked DHS and DOS to provide Congress with periodic updates on what
progress the Visa Waiver Program countries are making to comply with the October 26, 2005
deadline. I have never received an update. Can you give us an update about progress in this
area?

Answer: DHS has established policy that requires VWP countries to begin producing machine-
readable passports with digital photographs on the passport’s data page by October 26, 2005.
Digital photographs provide more security against counterfeiting than traditional photographs.
Digital photos can be electronically stored and accessed, making it easier to verify whether the
individual currently presenting the passport is the same person to whom the passport was issued.
In addition, DHS has established policy requiring all VWP countries to produce passports with
an integrated circuit chip, known as “e-passports,” capable of storing biographic information
from the data page of a passport, a digitized photograph, and other biometric information no later
than October 26, 2006. This information will allow us to achieve a new level of identity
authentication.

The effect of this policy is that VWP countries will be required to issue passports that have at a
minimum a digital photo by this October and that a VWP traveler to the United States must
present a machine-readable passport which includes a digital photograph to enter the United
States. These requirements apply to passports issued on or after October 26, 2005. Valid
passports issued before October 26, 2005, will still be valid for travel under the VWP, provided
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that they are machine-readable. We believe the vast majority of the VWP nations will be in
compliance with either the digital photo requirement or the e-passport requirement by October.

« How do you plan to merge together the requirements for U.S.-VISIT and the requirement that
starting in December 2005 that all foreign travel documents contain a biometric identifier and be
checked at all ports of entry?

Answer: The Enhanced Border Security and Visa Entry Reform Act (EBSVERA) requires DHS
to provide the capability to biometrically compare and authenticate certain documents of foreign
travelers seeking admission to the United States under the Visa Waiver Program (VWP), as well
as requiring that VWP countries issue I[CAO compliant passports, containing biometrics to
travelers. The deadline established in EBSVERA, as amended, is October 26, 2005,

It is important to note that DHS has been processing VWP travelers through US-VISIT since
September 30, 2004. Through this process, VWP travelers are “enrolled” in US-VISIT upon
their first entry to the U.S. through the collection of certain biographic and biometric
information. Through the enrollment process, DHS conducts biometric and biographic watchlist
checks. Upon subsequent encounters, DHS can verify that the individual is the same one who
previously appeared before DHS and has access to updated biographic and biometrics watchlist
information. As DHS has deployed US-VISIT capability to land borders, VWP travelers are
included in the population covered. Therefore, when DHS deploys US-VISIT at the remaining
land border ports by December 31, 2005, as required by the Data Management Improvement Act
of 2000 (DMIA), VWP travelers will be processed at all ports.

US-VISIT has been working closely with the U.S. Department of State as well as other countries
that participate in the Visa Waiver Program on coordinating the implementation of the
“ePassport.” The ePassport, contains a chip, with encoded biographic and biometric information.
DHS and State will host a technical conference with VWP countries in September to discuss
interoperability issues. DHS will require all VWP countries to adopt ePassports no later than
October 26, 2006.

In the future, we anticipate that DHS will use this e-Passport chip to confirm that the person is
presenting a legitimately issued document, issued to that person the first time we encounter the
individual, as part of the enrollment through US-VISIT. On subsequent encounters, we will be
able to verify that it is the same individual who we previously encountered, using US-VISIT
functionality.

 Please provide an update about the merging of the Automated Biometric Identification System
(IDENT) and the FBU’s Integrated Automated Fingerprint Identification System (IAFIS). Itis
my understanding that until those fingerprinting systems are merged, IDENT’s (and thus US
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VISIT’s) access to the NCIC will never be in real time. It is also my understanding that the
names in these two databases are only merged approximately every 48 hours. Can you please
provide more information?

Answer: Merging IDENT and IAFIS is not related to the issue of real time access to NCIC for
users in the US-VISIT environment.

Authorized officers and staff from CBP, US-VISIT, and U.S. Citizenship and Immigration
Services have real-time access to NCIC’s name query capability through the Treasury
Enforcement Communication System (TECS). This real-time access is available at the primary
inspection point for all travelers.

It is important to note that NCIC and [AFIS do not contain the exact same data sets. NCIC
contains text-based criminal history records, as well as records for known or suspected terrorists.
Many of these records have fingerprints associated with them; these are held in IAFIS. A
number do not. Conducting a fingerprint search against IAFIS will not provide access to all text-
based records held in NCIC.

Currently, the FBI provides periodic extracts of fingerprint images to the IDENT watchlist from
IAFIS for certain categories of fingerprint records. If DHS hits on an FBI record, we then use
the FBI number to look up the text-based criminal history in NCIC. This ensures we have access
to the criminal history information held by the FBI for use in our decisions. There is no merging
of names between the databases.

FBY/CIJIS and US-VISIT, along with the Department of State, have begun working together to
develop a technical approach to achieving real-time IDENT/IAFIS interoperability as a
foundation for expanded information sharing from fingerprint based systems.

# In the Border Security and Visa Entry Reform Act of 2002, Congress required the development
of an interoperable, integrated database system (Chimera) to ensure that important intelligence
information is shared among DHS, DOS and other appropriate federal law enforcement officials
to (primarily) determine admissibility and deportability of visa applicants and holders. Congress
appropriated some seed money, but otherwise the system has not been funded. [ am aware that
this is an extremely complex topic, but would appreciate an update from you about where the
federal government stands right now with respect to the integration of relevant, necessary
intelligence information into an integrated intelligence system.

Answer: As defined in the Enhanced Border Security and Visa Reform Act (EBSVERA) of
2002, Chimera is an operational decision support system for border control and immigration
management, with necessary intelligence and law enforcement/ investigations components.

3
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Rather than a single, monolithic database or system, Chimera, by definition, would be a
conglomerate of systems.

US-VISIT is developing, or has already developed, the similar functionality. US-VISIT is an
operational system-of-systems that spans DHS and Department of State (DOS) processes and
organizations and relies on multiple databases and IT applications related to immigration, border
enforcement, and terrorism screening. The information that US-VISIT collects is provided to
members of the immigration and border management enterprise, as well as to the Intelligence
Community.

US-VISIT has created an interoperable electronic data system that provides immigration and
consular officers with information from law enforcement agencies and the intelligence
community that is relevant to determinations on visa eligibility or the admissibility or
deportability of an alien. EBSVERA required the integration of all legacy Immigration and
Naturalization Service (INS) data systems: much of this has already been done through the
integration of TECS/IBIS, IDENT, CLAIMS 3, Consolidated Consular Database (CCD), SEVIS
and ADIS information. US-VISIT has successfully integrated this environment to ensure that
decision-makers have access to information relevant to their decision — including prior
immigration history and watchlist information.

US-VISIT is creating a strategic plan that will establish an overall vision for immigration and
border management and identify the mechanisms necessary, including technology, to achieve the
vision. Fundamental to this vision is ensuring that appropriate information is available to
decision makers {e.g. consular officers, border officers, investigators, immigration adjudicators,
intelligence entities) when they need it.

® Please provide an update on what DHS intends to do with the remaining Border Crossing Card
readers that DHS has not yet deployed on the borders? How many have not been deployed, and
why have they not been deployed?

Answer: CBP has deployed approximately 650 of the Biometric Verification System (BVS)
configurations which match the biometric on the border-crossing card with the biometric
contained in the optical stripe of the person arriving for admission at 97-land border POEs. This
equipment was funded by US-VISIT. The BVS configurations do not do any watch list
verifications. Like all machine readable documents, the BCC contains a machine readable zone.
This MRZ is used to initiate the query against the lookout system. CBP does not plan on
expanding the deployment of the BVS configurations. CBP maintains a supply of additional
BVS readers to support maintenance needs of the deployed equipment.

The US-VISIT configurations will provide the same functionality as the BVS configurations in
processing the border crossing cards. However, while the BVS configurations read ONLY the
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border crossing cards, the US-VISIT configurations also process passports foreign passports,
U.S. visas and travel documents issued by U.S. Citizenship and Immigration Services.

Questions from Senator Edward Kennedy

¢ Does DHS have a policy regarding vigilantes? Is this a written policy? Has the public been
informed of this policy? If there is such a policy, have agents been trained regarding this policy?

Answer: No policy is necessary because of the existing statutes to enforce the law. Certain
criminal statues may address misconduct by private citizens in the course of such actions, for
example -- should any such individuals forcibly interfere in the CBP Border Patrol’s
performance of its official duties, then those individuals may be subject to arrest pursuant to 18
U.S.C. 111. Should any such individuals falsely impersonate a federal officer and arrest or
detain or in any manner search the person or property of another in such assumed character, then
those individuals may be subject to arrest pursuant to 18 U.S.C. 241. Border Patrol Agents have
been trained in United States criminal laws, codes, and statutes and exercise these authorities on
a daily basis.

& Does DHS have a policy regarding cooperation with vigilantes? Is this a written policy? If
there is such a policy, have agents been trained regarding this cooperation policy?

Answer: As part of Border Patrol Community relations, all private citizens in the vicinity of the
border who witness cross-border violations are encouraged to contact the CBP Border Patrol and
other law enforcement entities as appropriate to report any and all criminal violations.

o Ifthere is no formal policy regarding vigilantes or cooperating with vigilantes, how will DHS
guard against vigilantes committing crimes against immigrants? What will DHS do, if anything,
regarding the planned Minutemen activity beginning on April 17

Answer; No policy is necessary because of the existing statutes to enforce the law. Certain
criminal statues may address misconduct by private citizens in the course of such actions, for
example -- should any such individuals forcibly interfere in the CBP Border Patrol’s
performance of its official duties, then those individuals may be subject to arrest pursuant to 18
U.S.C. 111. Should any such individuals falsely impersonate a federal officer and arrest or
detain or in any manner search the person or property of another in such assumed character, then
those individuals may be subject to arrest pursuant to 18 U.S.C. 241. Border Patrol Agents have
been trained in United States criminal laws, codes, and statutes and exercise these authorities on
a daily basis.
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* Wil or has DHS 1ssued U and V visas for victims of vigilantism? How will DHS inform the
public of your policy against vigilantism?

Answer: We do not yet have regulations enabling USCIS to grant status under the U visa
classification, but are issuing interim relief to those we believe will be eligible to apply when the
regulations are published. We are not aware of any requests for interim relief stemming from
acts of "vigilantism". The U visa is intended for individuals who are victims of certain
statutorily identified criminal activity; vigilantism is not specifically identified in the statute.
However if a federal or state statute criminalizing vigilantism was applicable, its victims could
potentially be eligible. USCIS would examine the specific criminal activity involved, the extent
of the physical or mental harm suffered by the victim, and whether that victim is, has been, or is
likely to be helpful to the investigation or prosecution of the criminal activity.

The Border Patrol component of DHS has several methods of educating the public concerning
cross border violations. The Tueson Sector in Arizona, for example, utilizes a standard operating
procedure for contacting the general public through various forms of mass media. Border Patrol
Community Relations Officers (CRO) and Public Information Officers (P10) address newspaper
and television news stations with press releases and statements persuading the public to
telephonically report cross border violations to the Border Patrol and not attempt to take action
themselves in such situations. CROs also attend public forums, town hall meetings, and citizen
advisory committees within the Tucson Sector to answer questions and present the Border Patrol
view on immigration issues. In the Tucson Sector, the CRO recently met with the Minutemen
and discussed details relating to the Minutemen’s presence along the border and the Border
Patrol’s position on these activities. Border Patrol PIOs and CROs routinely coordinate with
Customs and Border Protection Public Affairs Office on a variety of issues such as private
citizen concerns, border security issues, and immigration policy.

 Please provide copies of any relevant policies or regulations regarding vigilantes. Considering
the imminent April vigilante actions, please respond to these questions as soon as possible.

Answer: No policy is necessary because of the existing statutes to enforce the law. Therefore
DHS has not found it necessary yet to promulgate supporting regulation.

® I'd like to know if you have a specific anti-terrorism training program and if you do, whether
you consulted with the intelligence community to develop it. Can the Committee get copies of
it? I’d also like to know whether and how otten you provide updated training to your employees
to reflect real time intelligence about terrorist organizations and their frequently changing tactics.
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Answer: CBP has incorporated anti-terrorism training into all of our training courses at all
levels—basic, advanced, and in-service. Our training focuses on enabling all CBP personnel to
achieve our twin goals of countering terrorism and facilitating the flow of legitimate persons and
cargo.

CBP works with subject matter experts in the intelligence community, other government
agencies, the trade, and academia to develop training that will provide our personnel with the
skills and knowledge to counter the threats they are likely to encounter both at the ports of entry
and between them. CBP revises our training materials as new information is received. This new
information is provided to front-line officers in multiple ways: as CD-ROMs for review by the
officers, as written job aids providing pictures and other quick-reference information, and at
briefings conducted at the start of their tours of duty.

* Frontline inspectors, including border officials and border patrol need to be users and
collectors of terrorist travel intelligence. Are frontline personnel not only receiving the
intelligence, but collecting what they are seeing in the field and relaying that information and
their observations to the appropriate authorities?

Answer: Yes. Frontline personnel are receiving intelligence and are collecting what they are
seeing in the ficld and relaying that information and their observations as appropriate. CBP has a
layered reporting mechanism in place that includes reporting supported by automation, chain of
command, and the National Targeting Center.

CBP frontline personnel will record their discoveries via our automated systems such as through
the Automated Commercial System, Treasury Enforcement Communication System and
ENFORCE. Each system has valuable information relay capabilities that once the information is
in the system, all personnel with the appropriate clearances are able to immediately access and
utilize the data. Additionally, specific notification capabilities exist that allow field personnel to
direct the information and observations of the memorandums of information received (MOIRs)
to the Intelligence Division within CBP. Also when significant activities occur within the field
locations the field managers are required to report the activities to the CBP situation room
located in HQ. Enhancing CBP's communication capabilities even further is the National
Targeting Center. When field officers identify potential terrorists, associates of terrorists, or
even suspicious shipments, the National Targeting Center is available 24 by 7 for them to call
and have supporting research and coordination conducted with other government agencies. The
National Targeting Center is an established field resource. The NTC began around-the-clock
operations on November 10, 2001, with a priority mission of providing tactical targeting and
analytical research support for Customs anti-terrorism efforts. As border inspectional assets
from Customs, the Immigration and Naturalization Service, and the Department of Agriculture
came together on March 1, 2003, under the umbrella of U.S. Customs and Border Protection
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(CBP), the NTC mission broadened commensurately with the CBP role in support of Homeland
Security.

In addition to being a 24 x 7 anti~terrorism targeting center that supports Customs and Border
Protection (CBP) field ports of entry, NTC coordinates with other U.S. government agencies for
anti-terrorism.

NTC targets passengers, cargo and conveyances possibly linked to terrorism

NTC uses the Automated Targeting System (ATS) to mine regulatory databases and cross
reference law enforcement databases to generate targets based upon actionable
intelligence

NTC conducts “sweeps” to proactively screen arriving passengers and cargo shipments
using actionable intelligence to identify high-risk targets

Taken in context of this effort, the National Targeting Center represents the interoperability
between border security and ports which is best described in its mission, scope, and general
operations.

NTC Mission:
The NTC’s mission is to provide tactical targeting & analytical research support for CBP anti-
terrorism efforts.

Mission Scope:

The NTC is the single CBP Center for Anti-terrorism Activities, Centralizing research and
support for the field. Also it is a link to the Investigative Agencies such as ICE and JTTF.
Finally, it is a central location for coordinating with other government agencies at an operations-
to-operations level.

Objectives:

The mission objectives of the National Targeting Center include:
Conducting Tactical Targeting

Identifying Actionable Targets

Generating Advanced Queries

Developing Sweeps and Automated Systems
Providing CSI Support

Performing Analytical Research

Developing Leads for Investigations
Coordinating with Other DHS Offices
Coordinating with Other Federal Agencies
0.  Coordinating with Other Governments

el e Rl e

General Staffing, Support and Liaison Operations:
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Primarily staffed by CBP Officers and Field Analysis Specialists
Representatives from nearly all CBP disciplines are included in NTC operations
Examples include the U.S. Border Patrol, Office of Intelligence, and other field personnel
including CBP Officers, and import specialists
The NTC staff develops tactical targets from raw information to detect and prevent
terrorists and implements of terrorism from entering the United States
NTC also supports CBP field elements, including foreign-based Container Security
Initiative personnel
The NTC provides targeting expertise to the Department of Homeland Security
Operations Center
Liaison staff from the law enforcement and intelligence communities
Durmg FY 2003, liaison was developed with the:
Office of Naval Intelligence
Transportation Security Administration
Department of Energy
December 8, 2003 — CBP Office of Information and Technology, Laboratories
and Scientific Services (LSS) opened the Radiation Portal Monitor and Tele-
forensics Center at the NTC
-December 11, 2003 — Food and Drug Administration Prior Notice Center commenced
around-the-clock joint targeting operations at the NTC in support of the Bio-
Terrorism Act

Working together with CBP law enforcement and regulatory counterparts internal and external to
the Department of Homeland Security, the NTC and its mission continue to evolve as a
cornerstone in the war on terrorism. Centralized NTC targeting endeavors, combined with intra
and interagency collaboration, assure CBP of a coordinated national and field response to
terrorist and national security events,

Terrorist Travel Specialists

It is clear from the 9/11 Commission Report and the Terrorist Travel staff report that we need
some frontline personnel who are trained as terrorist travel specialists, and who have intelligence
clearance, so they can be in real time contact with the intelligence community.

* Do you have specialists trained in terrorist travel? If not, wouldn’t you agree that there a need
for specialists with clearances who can be in real time contact with the intelligence community?

Answer: Customs and Border Protection (CBP) certainly does agree with the need for specialists
in terrorist travel who can talk with the intelligence community, to ports of entry that are
admitting travelers 24/7, with government officials who need specialized data quickly, and
provide other services that help to protect our country. But not all terrorists have been identified
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and the government needs to cast a wider net than looking only at the individual terrorists
already ferreted out.

CBP has taken steps to meet the need described. Many terrorists use fraudulent documents to
travel because they do not want to reveal their identities or do not qualify for travel documents in
their own names. All fraudulent documents intercepted at ports of entry are now forwarded to
the newly-created Fraudulent Document Analysis Unit (FDAU). The unit works closely with
DHS’ Forensic Document Laboratory (FDL), which is dedicated to the detection and deterrence
of travel and identity document fraud and provides forensic analysis of travel documents and
information. The FDL also provides Alerts and document examination training for field
personnel.

Additionally, CBP has specialists trained in terrorist travel both in the Office of Field Operations
and in the Office of Intelligence (OINT). The analysts in OINT have acquired an expertise in
terrorist travel through a variety of training, both formal and on-the-job. They work closely with
the OFO officers and provide current intelligence to them. As an example, analysts in OINT
who have an expertise in terrorist travel, are in contact on an almost daily basis with the OFO
officers responsible for monitoring and amending rules used in ATS-P for automated targeting.
Together decisions are made on how to translate current intelligence into rules. If it is decided
that rules modifications are not applicable, OFO and intelligence analysts work together in
developing special field operations to react to the intelligence that might be too broad to
incorporate into rules.

With regard to real time contacts with the intelligence community, the analysts in OINT have
that connectivity in a variety of ways, to include electronically and telephonically. In addition,
OINT has an analyst assigned as a liaison officer.

The liaison officer, like the analysts, has gained expertise in terrorist travel through job training.
The liaison officer works on-site with Office of Field Operations officers and is in daily contact
with the intelligence community seeking and providing information, clarification, and
recommending changes to current intelligence on terrorist travel.

One Face at the Border Initiative

The “One Face at the Border” initiative requires a single officer to be responsible for interacting
with the traveling public and to know the agricultural laws and regulations in addition to the
complex customs and immigration laws. On top of that they should also be able to spot terrorists
and criminals. According to a survey last summer of 500 Customs and Border Protection
personnel, however, 53% of the inspectors said the initiative has had a negative impact. One
inspector commented, “They want us to be meeters and greeters instead of enforcement officers.
After 9-11 they are trying to mesh three jobs into one, whereas [before], each person would
specialize in their respective arcas.”
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o Can you give us an update on how the “One Face at the Border” initiative is working out?
Prior to the initiative, inspectors had specialized in immigration, customs, or agriculture. I'm
concerned that this specialized knowledge is being diluted. What do you think is the right
balance between retaining specialists in certain fields and having generalists in these areas?

Answer: We are working towards creating an agency-wide law enforcement and national
security culture, establishing unified primary inspections at all United States ports of entry and
conducting secondary inspections focused primarily on combating terrorism and the traditional
missions inherited by Customs and Border Protection. To do this efficiently and effectively, we
have buiit a comprehensive training plan to guide our efforts.

A very stringent 20-day pre-academy and 73-day basic academy training curriculum has been
developed for the new CBP Officer. This training gives them the foundation needed to work in
the primary setting upon their return to the port, while also giving them a basic understanding of
what occurs in the secondary environments. The ultimate goal is to train the new CBP Officer
to not only be equally competent in all of the former, individual areas of responsibility, but also
to be better able to meet the expanded mission priority of anti-terrorism. Their Academy
training is then followed by a rigorous 2 year on the job-training program with approximately
40-45 weeks (depending on environment —~ air, land or sea) of structured training courses. They
are given training in stages in order to absorb it and be afforded time on the job to perform the
duties and become proficient.

A comprehensive 37 module cross-training program has been built for those officers who
previously performed an Agriculture, Customs or Immigration function at the ports. We cannot
train all officers all at once. Training has been built and delivered in stages so that training can
be learned and absorbed before moving on, Furthermore, it is not our intention to roll out all
training modules to all people, all at once. Nor is that possible, given the need to maintain
effective port operations. Cross training will be delivered “just in time” based on operational
needs of the agency to CBP Officers based on their assignments. Currently, CBP is developing
a cross training course for secondary immigration inspections at the land border ports of entry.

CBP does have several courses which are considered to be advanced training and they would
include those that involve analytical capabilities and the counter-terrorism response units in our
secondary areas. CBP is currently exploring the possibility of having additional areas and
courses designated as specialized training classes and at designating specialty positions,
enhancing the skilled knowledge required in some job occupations.
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SCRIPT

Call to Order (2:30 p.m.)

This joint hearing of the Senate Subcommittee on Immigration, Border Security and Citizenship
and the Subcommitiee on Terrorism, Technology and Homeland Security shall come to order.

I want to thank Chairman Specter for scheduling today’s hearing.

I am especially pleased that today’s hearing is a joint hearing of the Immigration and Border
Security subcommittee, which I chair, and the Terrorism and Homeland Security subcommittee,
chaired by Senator Kyl. Senator Kyl and I see eye to eye on a number of the problems facing
our immigration system. So I am especially pleased to be here with him today, and I look
forward to working especially closely with Senator Ky! in the coming months as the debate in
Congress over our immigration laws unfolds.

1 also want to thank the ranking member of this subcommittee, Senator Kennedy, and Senator
Feinstein, the ranking member of the Terrorism subcommittee, along with their respective staffs
for working with my office to make this hearing possible.

I would like to make just a few brief introductory remarks before we formally begin today’s
hearing. I was honored to serve in the last Congress as chairman of the Subcommittee on the
Constitution, Civil Rights and Property Rights, and to work closely with Senator Feingold, the
ranking member of that subcommittee. Although we parted company on some issues, Senator
Feingold was always a principled, courteous, and devoted ranking member of the subcommittee,
and I will miss working with him and his hard-working staff in that capacity.

T'also look forward to the new role of chairing the Immigration subcommittee — and I look
forward in particular to working with Senator Kennedy, whose devotion and commitment to
immigration issues is long standing and well known.

It is especially gratifying to serve on the Immigration subcommittee at this critical time in our
nation’s history. President Bush has articulated to the nation a vision for the comprehensive
reform of our nation’s immigration laws — in the interests of our nation, our national security, our
national economy, and the rule of law. Iam sympathetic to the President’s vision, and I look
forward to the critical role that this subcommittee will play in the coming Congressional debate.
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But before we debate the need for reforming immigration law, we must first begin by examining
the challenges we face to enforcing immigration law. After all, our current immigration system
is badly broken. It breeds disrespect for law, and poses serious risks to our national security.

As an American —~ and as a conservative — I am deeply troubled by our chronic inability — even
our unwillingness at times — to do what it takes to enforce our immigration laws.

As an American, 1 am proud that the United States is a nation of immigrants. As a conservative,
I am proud that, first and most fundamentally, we are a nation of laws.

As an American, | believe our immigration laws can be designed to be compassionate and
humane. As a conservative, | believe our immigration laws must be designed to protect U.S.
sovereignty and to further U.S. interests.

As an American, 1 understand that our immigration policy can be reformed to better serve our
national security and our national economy. As a conservative, I understand that, unless we can
ensure the enforcement of law, it is futile to discuss the reform of law.

INTRODUCING THE HEARING

Towards that end, today’s hearing is just the first in a series of hearings on “Strengthening
Enforcement” — the first in a series of hearings to focus attention on the challenges that face our
ability to enforce our immigration laws. Future hearings will look at interior enforcement and
the need to strengthen our deportation system, because we need to review the immigration
system from top to bottom. Today’s hearing will examine the challenges to enforcement that we
face at the border.

Thope that these hearings will serve at least two purposes. First, these hearings should help us
identify those challenges to enforcing immigration laws that we can address — such as through
additional resources or legal tools. Second, these hearings may help us consider whether
comprehensive immigration reform would be helpful to the cause of stronger enforcement of our
laws.

Our hearing today will examine the analysis and recommendations from the border security staff
teport of the 9/11 commission, entitled “9/11 and Terrorist Travel.” The 9/11 Commission and
their staff performed a tremendous public service by providing a comprehensive review of the
facts and circumstances surrounding the September 11" attacks. I hope that those of us in
Congress never tire of reviewing the lessons learned from the failures that lead to that terrible
day. As that report makes clear, defects in our ability to enforce our laws and to secure the
border pose a threat not only to the rule of law, but to the security of our nation as well.

Specifically, the border security staff identified several deficiencies in the training of border
personnel and several defects regarding our visa policy. The report noted that our immigration
inspectors, now called officers, received little counter-terrorism and behavioral science training,
no cultural training, and rarely received follow up training. They also wrote that “critical
continuing education on document fraud was rare.”
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The report also recognized that our visa process allowed terrorists to exploit our system and gain
extended stays within our country. Recognizing this defect, terrorists concentrated on ways to
exploit legal entry into our country, whether by lying on entry forms or using manipulated or
fraudulent documents. All but two of the nonpilots were admitted as tourists and were granted
automatic six-month stays. This allowed them to maintain a legal immigration status through the
end of the 9/11 attacks. We should examine the process by which length of stay is determined to
ensure that inspectors grant an appropriate time period.

And make no mistake, this type of exploitation continues. Just last week, FBI Director Mueller
testified that he was aware of people going to Brazil, assuming false identities, and making their
way through Mexico to cross the U.S. border with their new identities and documents.

The border security report makes clear, all of the 9/11 attackers entered our country through a
legitimate port of entry, passing though border security sixty-eight times prior to carrying out
their deadly attacks. These border encounters are the time to detect and arrest those who use
document fraud and manipulation to enter. Immigration inspectors must receive periodic
updated training about document manipulation, fraud, and other illicit methods used to enter the
country because these inspectors are in the best position to stop those who come here to do us
harm.

But we also know that al Qaeda and other terrorists plot their attacks, and modify their plans,
over long periods of time. Undoubtedly, they will attempt to gain entry into the United States
undetected in between the ports of entry. 1 recently toured a portion of the Texas/Mexico border
and [ am concerned that this expansive and porous boundary leaves our country vulnerable.

This vulnerability was highlighted by Deputy Homeland Security Secretary Admiral James Loy
in recent testimony before the Intelligence Committee. He said:

“Recent information from ongoing investigations, detentions, and emerging threat
streams strongly suggests that al Qaeda has considered using the Southwest Border to
infiltrate the United States. Several al Qaeda leaders believe operatives can pay their way
into the country through Mexico and also believe illegal entry is more advantageous than
legal entry for operational security reasons.”

It is imperative that we find a solution to this exposure, Clearly, a part of the ultimate resolution
is well equipped, trained, and funded border patrol officers and inspectors must be a part of the
solution.

Our front line border personnel are highly dedicated and loyal public servants, They process
visitors in a timely fashion to avoid legitimate travel and commerce backlogs, whi