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COMBATING PRETEXTING: PREVENTION OF
FRAUDULENT ACCESS TO PHONE RECORDS
ACT

FRIDAY, MARCH 9, 2007

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The committee met, pursuant to call, at 10:30 a.m., in room 2123
of the Rayburn House Office Building, Hon. John D. Dingell (chair-
man) presiding.

Members present: Representatives Markey, Boucher, Towns,
Rush, Stupak, Wynn, Green, DeGette, Schakowsky, Gonzalez, Ins-
lee, Baldwin, Hooley, Weiner, Barrow, Barton, Hall, Hastert,
Upton, Stearns, Cubin, Shimkus, Shadegg, Pickering, Radanovich,
Pitts, Walden, Terry, Ferguson, Rogers, Sullivan, Murphy, and
Burgess.

OPENING STATEMENT OF HON. JOHN D. DINGELL, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF
MICHIGAN

The CHAIRMAN. The hearing will come to order.

I thank you all for coming here to be with us and discuss these
matters, our views on H.R. 936, the Prevention of Fraudulent Ac-
cess to Phone Records Act.

A certain major telecommunications company allegedly turned
over detailed call records of millions of Americans to the National
Security Agency. These phone customers were not informed that
NSA had their records. Apparently, this may have been done with-
out proper process. At least one company found it illegal and re-
fused to comply.

We also learned about pretexting, which occurs when a person
obtains phone records through fraudulent means. Apparently, some
of the largest companies in America, such as Hewlett-Packard Cor-
poration, did not see any problems in using this deceptive practice.
One of our witnesses discovered 40 Web sites that offered to sell
phone records to anyone online.

Last Congress, this committee’s Subcommittee on Oversight and
Investigations held several hearings on pretexting abuses and scan-
dals, and I want to commend our two friends, Mr. Stupak and Mr.
Whitfield for their extraordinary leadership in building a strong
record on these matters.

(D
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In a bipartisan manner, this committee passed the same legisla-
tion that we are discussing today. The legislation is bipartisan, and
I intend to see that it remains so.

We also commend Ranking Member Barton for his distinguished
leadership and for his willingness to work to produce sound legisla-
tion.

Unfortunately, after the committee reported the bill, for some
strange reason, it mysteriously disappeared from the House floor
schedule, and the House took no action before the 109th Congress
adjourned, so today, we will continue our effort to ensure that call
record information held by phone companies remains secure.

In that regard, I am pleased that we have before us representa-
tives of the Federal Communications Commission and the Federal
Trade Commission to discuss these matters. The FCC is charged
with ensuring that phone companies protect our calling records.
And the FTC has the ability to crack down on fraudulent practices,
such as pretexting. This legislation will provide more specific au-
thority to both the FCC and the FTC to take appropriate action.

We need to hear from the FCC what they are doing to protect
these records. Every telecommunications company under the Com-
munications Act has a duty to protect the sensitive, personal infor-
mation of customers. Given the well-publicized breaches of cus-
tomer privacy, we must address whether the statute adequately
empowers the FCC to protect those records. I am aware that the
FCC had expected to issue new rules governing phone record secu-
rity by the end of the year. And we are encouraged that that is so,
and we encourage the FCC to issue these new rules as quickly as
they are able.

Likewise, we need to hear from the FTC on whether or not they
believe they have the authority, under existing law, to pursue those
who engage in pretexting. The FTC has been aggressive in using
section 5 of the Federal Trade Commission Act, which prohibits un-
fair and deceptive acts and practices in interstate commerce to
bring enforcement actions against pretexters. But last year, they
testified that more specific prohibitions were needed against
pretexting soliciting and selling customer phone records. The agen-
cy also seeks enhanced authority to impose civil penalties.

The Chair also looks forward to the testimony of the other distin-
guished members of our panel, the landline and wireless compa-
nies. And last, but, by no means, least, we will hear important tes-
timony from a victim of pretexting. This is not a faceless crime, and
it is not a crime that has no consequences. Mr. Einhorn, the com-
mittee thanks you for coming before us, and I am sorry, indeed,
about what has happened to you and your family, and I pledge the
best efforts of myself and the committee to make this kind of event
less likely to happen to anyone else.

In the interest of fairness, the committee will leave the record
open for 30 days in case Allied Capital wants to submit a state-
ment.

This measure passed this committee in a bipartisan fashion last
Congress. Just as Mr. Barton did last Congress so effectively well,
I will work to address this issue in the same bipartisan manner.
And as always, the committee will conduct the oversight necessary
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to ensure that the American people are protected in the privacy of
their phone records.

The Chair will follow the usual practices of the committee, and
we will recognize the members for 3 minutes. And if the members
choose to waive that 3-minute opening statement, they will be rec-
ognized for an additional 3 minutes at the time of the questioning.

The Chair recognizes now the distinguished gentleman from
Michigan, Mr. Upton, who has done a superb job on this legisla-
tion. Mr. Upton for 3 minutes.

OPENING STATEMENT OF HON. FRED UPTON, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF MICHIGAN

Mr. UpTON. Well, thank you, Mr. Chairman. I know Mr. Barton
is on the way as well.

There have been great advances in technology since the days of
the little black rotary phone. But the unfortunate reality is that,
along with great advances in technology, there have been great ad-
vances in fraud as well.

Over the last year, pretexting has garnered the national spot-
light. Nearly a year ago, to the day, we marked up similar legisla-
tion in this committee, but hit a few minor bumps along the way.
And I am hopeful that we will have a little more success this time,
and consumers will, in fact, be the better for it.

On the surface, pretexting seems harmless enough, but it is a
violation of one’s basic rights that can have grave consequences.
Someone with bad intentions and a few bucks can get a hold of al-
most anyone cell phone record. It is alarming that our cell phone
bills, a score sheet for our daily lives, can fall into the wrong hands
with a simple phone call or even a click of the mouse.

The consequences of firms trying to make a quick buck on the
Internet are terrifying. Records can be used to track down some-
one’s location, such as a woman in hiding from an abusive partner
or stalker. Gangs and drug runners have been known to obtain
phone records to determine if anyone in their group, in their gang,
has been in contact with rival groups or even with the police.

It doesn’t matter what the motive is, no matter how barbaric or
innocent the intentions, pretexting is wrong and a violation of an
individual’s basic right to privacy. Carriers do have a duty to pro-
tect their customers, and we have a duty to close the loophole once
and for all.

We have a quality piece of bipartisan legislation that will bring
an end to this practice, once and for all. And the Nation’s 190 mil-
lion cell phone users will all be safer for it. And while we continue
to make great advances in technology, one thing that will continue
to remain constant is the consumer’s right to privacy.

I yield back my time.

Thank you, Mr. Chairman.

The CHAIRMAN. I thank the gentleman.

The Chair recognizes now the distinguished gentleman from
Massachusetts, Mr. Markey, for 3 minutes.
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OPENING STATEMENT OF HON. EDWARD J. MARKEY, A REP-
RESENTATIVE IN CONGRESS FROM THE COMMONWEALTH
OF MASSACHUSETTS

Mr. MARKEY. I thank the chairman very much.

Mr. Chairman, personal privacy is the cornerstone of individual
freedom. A person’s telephone records can disclose some of the most
intimate details of a person’s life. information about who you call,
when you call, how long you are on the phone can reveal a lot
about a person, their relationships, their business dealings, their
family members, their children. The public sale of this information
can be embarrassing, awkward, and uncomfortable for a consumer.
It can be dangerous when it is in the hands of stalkers, thieves,
abusers, and others who intend to do harm.

More troubling, in my mind, is the fact that last year this com-
mittee discovered that pretexting is not solely the province of indi-
vidual, low-rent fraudsters who prey on vulnerable citizens. In a
shocking revelation last September, Hewlett-Packard, a Fortune
500 company, agreed to pay a $14 million penalty for illegal
pretexting. Likewise, Washington hedge fund manager, David
Einhorn, who is testifying here today, fell victim to pretexting
when a financial service’s firm hired someone to illegally obtain his
phone records.

In the last Congress, this committee passed this important bill
to ensure that consumer phone records are not for sale in some
cyberspace bizarre and to take action to shut down these practices.
Last session’s bill, however, mysteriously disappeared from the
House suspension calendar prior to House floor consideration, re-
portedly due to concerns from the intelligence community. These
concerns implicated the alleged disclosure of phone records by cer-
tain telephone companies to the National Security Agency or oth-
ers. The pretexting bill’s sudden disappearance represented a case
of extraordinary legislative rendition.

Under the Telecommunications Act, telephone companies are le-
gally obligated to safeguard the confidentiality of phone records.
After the scandals of last year, many phone companies certainly re-
sponded by tightening internal controls to prevent unauthorized
disclosure of phone records. While the fraudsters may be acting il-
legally by using pretexting, the fact that these records are appar-
ently so easily obtained on the Internet and elsewhere makes it
self-evident that enforcement and security needs to be stepped up.

The FCC has been developing new rules to do just that for sev-
eral months, and we are eager for the Commission to finalize its
action. Doing so may obviate the need to legislate portions of the
bill before us. I also continue to believe it is important for the Com-
mission, as an independent, regulatory agency, to investigate
media reports regarding disclosure of consumer phone records by
phone companies without legal process and in violation of the Com-
munications Act. This is still timely, as this morning’s newspapers
indicate. There is still a lack of respect of a law of our country that
privacy of Americans be protected and that only a judge, ulti-
mately, can authorize the compromise of these important commu-
nications records.
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I look forward to working with you, Mr. Chairman, Mr. Barton,
Mr. Upton, with Chairman Rush, and Mr. Stearns, and our other
committee colleagues on this important legislation.

I thank you.

The CHAIRMAN. The Chair thanks the distinguished gentleman.

The Chair recognizes now our good friend from Florida, Mr.
Stearns, for 3 minutes.

OPENING STATEMENT OF HON. CLIFF STEARNS, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF FLORIDA

Mr. STEARNS. Mr. Chairman, thank you very much. This is deja
vu all over again. I mean, we have been talking about this bill. We
have had the hearings on it in my subcommittee that I chaired in
the last Congress, Commerce, Consumer Protection and Trade with
the Federal Trade Commission having jurisdiction over this. Unfor-
tunately, the Telecom Act of 1996 exempted common carriers,
which allowed this to be under the jurisdiction of the FCC rather
than the Federal Trade Commission. I think many of us on this
side were sorely disappointed that we couldn’t have reached a com-
promise and had this bill on the floor under suspension, perhaps
with amendment, and got this through. I think we all realize, no
matter what we talk about, the stark reality is that there is always
going to be con artists and cyber thieves to keep us busy. And so
we have got to pass this bill. We must recognize the importance of
securing and protecting personal data from exploitation by
fraudsters, whether the preferred technique is pretexting, hacking,
or good old-fashioned fraud. Likewise, ensuring the public is in-
formed about the need to protect personal data will also help
thwart the fastest-growing criminal enterprise in America, which is
identity theft.

So, Mr. Chairman, our subcommittee that I chaired and now that
Mr. Rush chairs are eagerly looking forward to passing this. And
I think under your leadership, Mr. Dingell, hopefully, we will have
this on the floor in short order. I think it is an issue that, for a
long time, has been in agreement that it should pass. I am a co-
sponsor of this bill, this H.R. 936. As we all know, it is not perfect.
Perhaps as it works its way through the process out of our commit-
tee and to the House floor and to the Senate, we will have that op-
portunity to improve it. Hopefully, the intelligence community will
come on board and not thwart and prevent this from passing. I
think the good of this is overwhelming, and we must not restrict
legitimate marketing practices that can benefit consumers, but we
also might understand that there is a need to identify and protect
the consumers’ privacy.

So I look forward to working with you, Mr. Chairman, and obvi-
ously Mr. Upton, who is chairman of the Telecommunications Com-
mittee, and the ranking member of our full committee, Mr. Barton.

Thank you.

The CHAIRMAN. The Chair recognizes now the distinguished gen-
tleman from Illinois, Mr. Rush, for 3 minutes.



6

OPENING STATEMENT OF HON. BOBBY L. RUSH, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF ILLINOIS

Mr. RusH. Thank you, Chairman Dingell, for conducting this
hearing. And I want to commend you and Ranking Member Barton
for your continued bipartisan leadership on this issue.

Mr. Chairman, pretexting is a serious problem that can have
devastating effects on the average consumer. And I am sure Mr.
Einhorn’s testimony will further illustrate the devastating effects
that pretexting can have.

Mr. Chairman, H.R. 936, the Prevention of Fraudulent Access to
Phone Records Act, is a hard-hitting but deliberative response to
this widespread crime. Most of today’s discussion in our hearing
will center around title 2 of the bill. But as chairman of the Sub-
committee on Commerce, Trade, and Consumer Protection, I want
to highlight the provisions of title 1.

Title 1 of the bill grants the FTC specific authority to crack down
on pretexters by explicitly declaring the practice of fraudulently ob-
taining or selling customer proprietary network information as an
unlawful conduct and an unlawful act. The FTC will enforce this
provision as a violation of the Federal Trade Commission Act and
its prohibition on unfair or deceptive practices. The Commission is
to be lauded for its past and ongoing enforcement actions under its
existing authority under Section 5 of the FTC Act. But last year,
in hearings, we heard testimony that the Commission needed more
specific statutory authority to better protect the public. title 1 ful-
fills this need.

Mr. Chairman, every returning member of this committee voted
for this bill in the last Congress, and it is my sincere hope that
every member of this committee will repeat that vote.

Too many consumers remain vulnerable to pretexting and its
devastating effects, and H.R. 936 will go a long way in addressing
this basic consumer protection issue. Last Congress, we did our job.
We reported a good bill out of our committee for consideration on
the House floor only to see it go nowhere and die. I hope this year’s
bill won’t meet the same fate. Let us make sure that today’s hear-
ing is the 110th Congress’s first step toward eventually enacting
this important measure into law.

Thank you, Mr. Chairman. I yield back the balance of my time.

The CHAIRMAN. Thanks to the distinguished gentleman from Illi-
nois.

It is with great pleasure that the Chair recognizes my good
friend and colleague, the ranking member of the committee, Mr.
Barton, who provided such extraordinary leadership in this matter
last year. The gentleman is recognized for 5 minutes.

OPENING STATEMENT OF HON. JOE BARTON, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF TEXAS

Mr. BARTON. Thank you, Mr. Chairman.

I won’t take very much time. I am submitting my full statement
for the record. Suffice it to say that we worked together on this in
the last Congress and didn’t quite get over the finish line. I am
proud to be an original sponsor with you and several other mem-
bers in this Congress. Pretexting is something that we need to com-
bat. And as we all know, pretexting is pretending to be someone
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you are not to get something you shouldn’t have to use in a way
that is probably wrong.

So I am sure, on a bipartisan basis, we can move this bill and
move it to the floor and move it to the Senate and put it on the
President’s desk and strike a blow for individual privacy in this
Congress.

And with that, I would yield back.

The CHAIRMAN. The Chair thanks the gentleman, and without
objection, his full statement will appear in the record, as will the
statements of our other colleagues, who so desire.

The Chair recognizes now our good friend and colleague, the gen-
tleman from Virginia, Mr. Boucher, for 1 minute. Mr. Boucher.

OPENING STATEMENT OF HON. RICK BOUCHER, A REP-
RESENTATIVE IN CONGRESS FROM THE COMMONWEALTH
OF VIRGINIA

Mr. BOUCHER. Well, thank you very much, Mr. Chairman.

It is my pleasure to join with you and other members of the com-
mittee in cosponsoring this measure. And I commend the biparti-
san process that has produced this bill. Pretexting was rendered
unlawful by action in the last Congress, but there is an ongoing
need to make sure that the integrity of customer proprietary infor-
mation is protected by local exchange carriers and by the wireless
industry. That information should never be sold, and there should
be ongoing steps taken by the carrier to make sure that that infor-
mation is appropriately safeguarded.

That said, I think it is also important that we carefully evaluate
the exemptions to make sure that none of the provisions about
sharing information with third parties would prohibit normal and
effective operations by the telecommunications carrier. They need
to contract out certain information to third parties, including engi-
neers and information technology specialists of various kinds. And
the ability to do that is absolutely essential to the effective func-
tioning of their operations. And so I would simply urge the commit-
tee to take care, as we have this hearing, to listen to the represent-
atives of the telecommunications industry and heed their rec-
ommendations with regard to what the scope of those exemptions
should be.

Thank you, Mr. Chairman, and I yield back.

Ms. DEGETTE [presiding]. The Chair is now delighted to recog-
nize Mr. Hastert for 1 minute.

OPENING STATEMENT OF HON. J. DENNIS HASTERT, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF ILLINOIS

Mr. HASTERT. Well, thank you, Madame Chairwoman.

I would like to thank the witnesses for coming this morning to
speak about pretexting and the sale of phone records. Since the de-
velopment of the Internet, our personal information has been more
readily available and increasingly easier to obtain. In fact, there is
a growing market for the sale of phone records. These records pro-
vide detailed information about who and what and when we call
and how long we spend on the phone. Fraudulently obtaining this
information is an invasion to our personal privacy, and it cannot
be allowed to continue.
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But at the same time, we need to provide for equal treatment for
all those who collect that data. As we move forward, we should en-
sure that this bill will not hamper lawful and necessary means to
protect our country from foreign terrorism. I look forward to hear-
ing from each witness as we address these concerns.

And I thank you, and I yield back my time.

Ms. DEGETTE. The Chair now recognizes the distinguished gen-
tleman from Maryland, Mr. Wynn, for 1 minute.

OPENING STATEMENT OF HON. ALBERT R. WYNN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF MARY-
LAND

Mr. WyYNN. Thank you, Madame Chairman, for holding this hear-
ing on an issue of such importance to American consumers.
Pretexting, the unlawful, false, fictitious or fraudulent statements
or representations in order to obtain the personal proprietary infor-
mation of a consumer poses serious threats to the privacy of con-
sumers and to the integrity of the telecommunications industry.
The ease with which one can obtain private information on other
individuals concerns me, especially when we know the harm that
can be done with such records. The improper use of customer pro-
priety network information, CPNI, have been used in the past by
suspected mobsters to intimidate police officers and by stalking in
the murder of Amy Boyer in 1999.

As a matter of public policy, we must ensure that this type of in-
formation cannot be easily bought over the Internet. We need to
pass legislation to make sure that those who illegally purchase
CPNI are aggressively prosecuted, but, at the same time, we need
to make sure this bill does not hamstring telecommunication pro-
viders who use CPNI in a responsible manner to better target their
consumers for new products or services and ultimately pass savings
along to them.

I look forward to this hearing and hearing from the witnesses.
It is critical that we safeguard individuals from pretexting. I thank
you for this time, and I yield back.

Ms. DEGETTE. The Chair now recognizes the distinguished gen-
tleman from Illinois, Mr. Shimkus, for 1 minute.

Mr. SHIMKUS. I will waive.

Ms. DEGETTE. The gentleman waives.

The Chair now recognizes the gentleman from Pennsylvania, Mr.
Pitts.

OPENING STATEMENT OF HON. JOSEPH R. PITTS, A REP-
RESENTATIVE IN CONGRESS FROM THE COMMONWEALTH
OF PENNSYLVANIA

Mr. PiTTs. Thank you, Madame Chairman.

I am looking forward to hearing what our witnesses have to say
this morning. Everyone agrees that pretexting needs to be stopped,
but we need to do it in a way that does not ensnare legitimate
business practices. We have a good bill before us, and I will be in-
terested to hear what our witnesses have to say about how we can
improve it when we mark it up.

I am also grateful to the sponsors of this bill for including the
wireless directory assistance language that I and my friend Chair-
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man Markey worked so hard on over the last two Congresses.
While telephone numbers are not, strictly speaking, considered cus-
tomer proprietary network information, wireless telephone num-
bers are definitely considered personal information by the vast ma-
jority of consumers, and I expect this language will become law this
year, and I am very happy about that. This hearing will also be a
chance for us to make sure that that part of the bill is written the
best way possible and will not have any unintended consequences.

Thank you, Madame Chairman.

Ms. DEGETTE. The Chair now recognizes the distinguished gen-
tleman from Texas, Mr. Green, for 1 minute.

OPENING STATEMENT OF HON. GENE GREEN, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF TEXAS

Mr. GREEN. Madame Chairman, I am glad we are considering
H.R. 936, and I am a proud cosponsor of it. Our committee has a
history of privacy protections, going back to the legislation on
banking in the last decade, and we are concerned about the privacy
of our own information, whether it is good banking records or our
cell phones and our own hard lines. And pretexting should have
passed last time, as most of my colleagues said. I think there is an
issue we are going to have to deal with on the contracting out, as
I heard our chair of the Energy Subcommittee talk about. I would
just hope that whatever we do about contracting out would have
the same restrictions as the person who is doing the contracting.

And I yield back my time.

Ms. DEGETTE. The gentleman yields back.

The Chair now recognizes the distinguished gentleman from Or-
egon, Mr. Walden, for 1 minute.

OPENING STATEMENT OF HON. GREG WALDEN, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF OREGON

Mr. WALDEN. Thank you, Madame Chair.

I am looking forward to this hearing, and while I supported this
legislation last year and certainly participated in the oversight
hearings on pretexting, I want to make sure that, as we move for-
ward, that we aren’t doing something that has unintended con-
sequences when it comes to legitimate marketing issues so that
consumers can get access to information for offers and things they
may want to take advantage of. And so I am going to raise a few
of those questions. I think there have been some points raised since
this bill was passed out of this committee last year and sent to the
full House, which never took it up, that need to be addressed to
make sure we are doing the right thing, which is protecting the
rights of consumers, not to be ripped off and not to be abused, as
we witnessed in our hearings. And there are some very serious le-
gitimate problems out there that we need to address. In doing so,
let us make sure that we don’t go overboard.

So thank you for this hearing and for your work on the Oversight
Committee as well, and I look forward to the testimony of our wit-
nesses.

Ms. DEGETTE. The gentleman yields back.

The Chair now recognizes the gentleman from Texas, Mr. Gon-
zalez, for 1 minute.
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Mr. GONZALEZ. I waive.

Ms. DEGETTE. The gentleman waives.

The Chair now recognizes the distinguished gentle lady from Or-
egon, Ms. Hooley, for 1 minute.

The gentle lady waives.

The gentleman from New York, Mr. Weiner.

OPENING STATEMENT OF HON. ANTHONY D. WEINER, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF NEW
YORK

Mr. WEINER. Thank you, Madame Chair. And I look forward to
this hearing, and I want to commend the committee for the work
that they have done last year.

There are some foundational principles that we should keep in
mind. One is there has to be a reasonable understanding that con-
sumers expect the information to be shared. In this case, I think
most, as Mr. Markey said, consumers don’t even realize this infor-
mation is available to be shared. And this is not like some other
data in our lives that we kind of sense maybe someone else is going
to get a hold of.

And second, if the administration has concerns about national se-
curity, concerns about the legislation, let us hope this year they
confront it in a more forthright fashion, rather than in the dark of
night, simply killing a bill that should have been on the suspension
calendar, as many of us would agree with. If a court gets an oppor-
tunity to view these concerns, I am convinced that they will make
the right decisions. But simply making these privacy decisions in
the dark of night by security officials, we have learned over and
over again, this administration cannot be trusted with that much
authority.

And I yield back my time.

Ms. DEGETTE. The gentleman yields back.

The Chair now recognizes the gentleman from Nebraska, Mr.
Terry, for 1 minute.

Mr. TERRY. Waive.

Ms. DEGETTE. The gentleman waives.

The Chair now recognizes the gentleman from Texas, Mr. Hall,
for 1 minute.

Mr. HALL. Chairman, there is nothing I can add to this. I voted
for it the last time. I don’t know why we don’t run it on through
now and pull our hat down over our ears and try to get it out of
the Senate and listen to these five young men and this lovely lady
to tell us what they think about this, and especially to welcome Mr.
Largent, a former member here.

I yield back.

Ms. DEGETTE. The Chair recognizes herself for 1 minute.

OPENING STATEMENT OF HON. DIANA DEGETTE, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF COLO-
RADO

Ms. DEGETTE. Last year, we had a series of hearings in the
Oversight and Investigations Subcommittee on pretexting, and
really, what we learned was disturbing. Your personal data is out
there for sale, and, as we have heard, it just takes a few minutes
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and a little money for someone to get access to your telephone
records and other pieces of private information.

What seemed worse to me, though, was there are a number of
prominent citizens in this country and lawyers who don’t seem to
understand that this is, at best, unethical, in many situations, and,
at worst, and probably, in many States, illegal. And that is why we
need to clarify the Federal law. That is what H.R. 936 was in-
tended to do.

Last year, this committee passed that bill unanimously, and
somehow between this committee and the House floor, it got lost.
And we never did find it. But this year, it is a new year. It is a
new Congress. And it is going to be a new fate for H.R. 936.

I look forward to hearing the witnesses about this bill. And most
importantly, I look forward to passing this bill through the commit-
tee and through the House of Representatives.

With that, the Chair now recognizes Mr. Burgess from Texas for
1 minute.

Mr. BURGESS. Thank you, Madame Chairman. I think, in the in-
terest of time, I will submit my statement for the record and re-
serve time for questions.

Ms. DEGETTE. Without objection.

The Chair now recognizes Mr. Sullivan from Oklahoma.

Mr. SULLIVAN. Madame Chairman, I, too, shall submit mine for
the record.

Ms. DEGETTE. The chairman now recognizes the gentleman from
New York, Mr. Towns, for 1 minute.

OPENING STATEMENT OF HON. EDOLPHUS TOWNS, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF NEW
YORK

Mr. Towns. Thank you very much, Madame Chair.

Let me thank all of the witnesses for coming. And I especially
want to thank my former colleague, Steve Largent for being here.

Also, what I would like for these fine witnesses to do for me is
to clarify the issues that the industry has with the bill and to show
us how companies use customer proprietary network information to
assist them in providing better choices and products to our con-
stituents.

Although consumers enjoy all the new options they have, they
want to believe that their personal details will not be abused. And
of course, I would like to hear. Some of that makes me feel com-
fortable in that regard, and at the same time, we recognize that we
do not want to eliminate progress, but we also have to be concerned
about fraud.

On that note, I yield back, Madame Chair.

Ms. DEGETTE. The gentleman yields back.

The Chair now recognizes the gentleman from Mississippi, Mr.
Pickering.

Mr. PICKERING. Thank you, Madame Chairman.

In the interest of time, I will yield back.

Ms. DEGETTE. The Chair now recognizes Mr. Inslee from Wash-
ington State.
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OPENING STATEMENT OF HON. JAY INSLEE, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF WASHINGTON

Mr. INSLEE. Thank you. I think it is about time to do it since I
first heard about people stealing your personal records over the
Internet a couple of days after Christmas 2005. So I am glad to fi-
nally be here.

I want to note the opt-in provision of this bill that I think is im-
portant to give consumers the right to opt in rather than have to
opt out so their records will be protected unless they specifically
give advanced approval for their information to be divulged. But I
think I am interested in looking at how we do that without inter-
fering with the legitimate operational activities of the carriers.
What my vision is we could have an opt-in requirement for any
marketing purposes, and the like. But let us get this job done this
year. Thanks.

Ms. DEGETTE. The Chair now recognizes the gentle lady from
Wisconsin, Ms. Baldwin, for 1 minute.

OPENING STATEMENT OF HON. TAMMY BALDWIN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF WISCON-
SIN

Ms. BALDWIN. Thank you, Madame Chairwoman.

I hope that hearings like this will generate enough momentum
to actually move the bill through Congress this year, and I echo my
colleagues’ concerns that pretexting not only violates a person’s
right to privacy, but it poses serious risks to people’s safety, such
as some of the high-profile cases that we have heard of victims of
domestic violence and stalking and police officers who are doing
undercover work.

Furthermore, last fall’s revelations at that corporate sector has
been using pretexting to obtain personal records of employees,
board members, journalists and critics further injected a renewed
sense of urgency in addressing this issue. Imposing penalties on
the actions of pretexters is certainly a necessary component of
stemming the problem, but it is not the only one. That is why I am
particularly pleased that this bill not only makes pretexting to ob-
tain, solicit, sell, or disclose customer proprietary network informa-
tion illegal, but it also gives the FTC the enforcement power, and
it also amends section 222 of the Telecommunications Act to cover
joint venture partners, et cetera. I do hope that we will promptly
get about to the task of passing this legislation.

Thank you, Madame Chairwoman.

Ms. DEGETTE. The Chair now is pleased to recognize the distin-
guished gentle lady from Wyoming, Ms. Cubin.

OPENING STATEMENT OF HON. BARBARA CUBIN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF WYOMING

Ms. CUBIN. Thank you, Madame Chairman.

I cosponsored this legislation, because I have no doubt that it, ex-
cuse me, takes the right approach in banning the practice of
pretexting and giving the FTC enforcement authority to halt this
practice. And I am looking forward to hearing the Commission’s en-
forcement efforts today.
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However, I do have some concerns regarding how this legislation
will affect rural carriers. Often, important, well-meaning legisla-
tion, such as this, affects rural areas in ways that Congress may
not have anticipated, and I am very interested in hearing from the
panel about how this legislation will impact rural carriers and
rural customers. And I do appreciate the Commission’s efforts to
enforce section 222 of the Telecommunications Act. And I believe
this bill takes positive steps to do so.

However, I would not like to see rural companies face unneces-
sary, and I would like to underline, disproportionate costs as a re-
sult of enforcement of this.

So I would appreciate remarks from the panel on that.

So thank you, Madame Chairman.

Ms. DEGETTE. The Chair now recognizes the distinguished gentle
lady from Illinois, Ms. Schakowsky, for 1 minute.

OPENING STATEMENT OF HON. JAN SCHAKOWSKY, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF ILLINOIS

Ms. ScCHAKOWSKY. I thank you, Madame Chairman.

As has been mentioned before, our committee passed an identical
bill by unanimous vote in the last Congress, and I hope that we
can get this bill, which would allow the FTC to assess civil pen-
alties for pretexting for phone records and require phone companies
to better secure customer records, and that we will get it signed
into law.

A number of States, including my own State, and our attorney
general, Lisa Madigan, was here at the first hearing we had last
session and actually was invited today, but her schedule didn’t per-
mit, have used their general consumer protection and consumer
fraud statutes to file lawsuits against the practice, but because
there was not a clear Federal statute outlining this anti-consumer
practice, there were those who still chose to dabble in what they
claim was a gray area of the law. Last year, a bill that would allow
for criminal penalties for pretexting was signed into law, but we
still need to give the FTC the extra authority it needs to impose
civil penalties.

But another important concern goes to the reason that con art-
ists who pretext are so successful, when we started our investiga-
tion into pretexting in February 2006, there were over 40 sites sell-
ing other’s phone records. And in the most infamous case to date—
let me just conclude with this, the quick and easy access to phone
records raises the question of what phone companies are doing or
not doing to protect our consumers’ records, and that is a very im-
portant piece of this.

So I look forward to passing this important legislation. Thank
you.

Ms. DEGETTE. The Chair recognizes the distinguished gentleman
from Louisiana, Mr. Melancon.

The gentleman waives. Are there any other Members who wish
to make an opening statement?

Statements will be accepted for the record as well as the text of
H.R. 936.

[H.R. 936 follows:]
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110t CONGRESS
129 HLR.93

To prohibit fraudulent aceess to telephone records.

IN THE HOUSE OF REPRESENTATIVES

FEBRUARY 8, 2007

Mr. DINGELL (for himself, Mr. BARTON of Texas, Mr. MARKEY, Mr. UPTON,
Mr. Rush, Mr. STEARNS, Ms. SCHAKOWSKY, Mr. BOUCHER, Mr. GOR-
DON of Tennessee, Ms. EsH00, Mr. STUPAK, Mr. GENE GREEN of Texas,
Ms. DEGETTE, Mrs. Carps, Mr. Dovre, Ms. SoLis, Mr. GONZALEZ, Mr.
INsLEE, Ms. BarpwiN, Ms. Hoorey, Mr. MATHESON, Mr.
BurTERFIELD, Mr. Fossenna, Mr. TeErrY, Mr. BURGEsSS, and Mr.
ENGEL) introduced the following bill; which was referred to the Com-
mittee on Energy and Commerce

A BILL

To prohibit fraudulent access to telephone records.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “Prevention of Fraudu-

5 lent Acecess to Phone Records Aet”.
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TITLE I—-FEDERAL TRADE
COMMISSION PROVISIONS

SEC. 101. FRAUDULENT ACCESS TO CUSTOMER TELE-
PHONE RECORDS.

(a) PROHIBITION ON OBTAINING CUSTOMER INFOR-
MATION BY FALSE PRETENSES.~—It shall be unlawful for
any person to obtain or attempt to obtain, or cause to
be disclosed or attempt to cause to be disclosed to any
person, customer proprietary network information relating
to any other person by—

(1) making a false, fictitious, or fraudulent
statement or representation to an officer, employvee,
or agent of a telecommunications carrier; or

(2) providing any document or other informa-
tion to an officer, employee, or agent of a tele-
communications carrier that the person knows or
should know to be forged, counterfeit, lost, stolen, or
fraudulently obtained, or to contain a false, ficti-
tious, or fraudulent statement or representation.

(b) PROHIBITION ON SOLICITATION OF A PERSON TO
OBTAIN CUSTOMER INFORMATION UNDER FALSE PRE-
TENSES.—It shall be unlawful to request a person to ob-
tain from a telecommunications earrier customer propri-
etary network information relating to any third person,

if the person making such a request knew or should have

«HR 936 TH
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3
known that the person to whom such a request is made
will obtain or attempt to obtain such information in the
manner described in subsection (a).

(¢) PROHIBITION ON SALE OR OTHER DISCLOSURE
OF CUSTOMER INFORMATION OBTAINED UNDER FALSE
PRETEXSES.—It shall be unlawful for any person to sell
or otherwise disclose to any person eustomer proprietary
network information relating to any other person if the
person selling or disclosing obtained such information in
the manner deseribed in subsection (a).

SEC. 102, EXEMPTION.

No provision of section 101 shall be construed so as
to prevent any action by a law enforcement agency, or any
officer, employee, or agent of such agency, from obtaining
or attempting to obtain customer proprietary network in-
formation from a telecommunications carrier in connection
with the performanee of the official duties of the agency,
in accordance with other applicable laws.

SEC. 103. ENFORCEMENT BY THE FEDERAL TRADE COM-
MISSION.

A violation of section 101 shall be treated as a viola-
tion of a rule defining an unfair or deceptive act or prac-
tice preseribed under section 18(a)(1)(B) of the Federal
Trade Commission Act (15 U.S.C. 57a{a)(1)(B)). The

Federal Trade Commission shall enforee this title in the

«HR 936 TH
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4
same manner, by the same means, and with the same ju-
risdiction as though all applicable terms and provisions of
the Federal Trade Commission Act were ineorporated into
and made a part of this title.
SEC. 104. DEFINITIONS.
As used in this title—
(1) the term “customer proprietary network in-
formation” has the meaning given such term in sec-
tion 222(j)(1) of the Communications Act of 1934
(47 U.S.C. 222(3)(1)) (as redesignated by section
203 of this Act);
(2) the term “telecommunications carrier’—
(A) has the meaning given such term in
section 3(44) of the Communieations Act of
1934 (47 U.B.C. 153(44)); and
(B) includes any provider of real-time
Internet protocol-enabled voice communications;
and
(3) the term “real-time Internet protocol-en-
abled voice communications” means any service that
is treated by the Federal Communications Commis-
sion as a telecommunications service provided by a
telecommunieations carrier for purposes of section

222 of the Communications Aet of 1934 (47 U.S.C.

+HR 936 IH
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5
222) under regulations promulgated pursuant to

subsection (h) of such section.

TITLE II—-FEDERAL COMMU-

NICATIONS COMMISSION
PROVISIONS

SEC. 201. FINDINGS.

The Congress finds the following:

(1) As our Nation’s ecommunications networks
become more ubigquitous and inereasingly sophisti-
cated, more individuals and industries will be using
such networks in greater amounts to communicate
and conduet commercial transactions.

(2) The ease of gathering and compiling sen-
sitive personal information as a result of such com-
munications is beecoming more efficient and common-
place due to advances in digital technology and the
widespread use of the Internet.

(3) Ensuring the privacy of sensitive individual
telephone calling records, both wireline and wireless,
is of utmost importance. The information gathered
and retained by communications providers can con-
vey details about intimate aspeets of an individual’s
life, including who they call, when they ecall, the du-
ration of such calls, the frequency of their ecommu-

nieations, information about their purchases, infor-

«HR 936 TH
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6
mational inquiries, political or religious interests, or
other affiliations.

(4) Disclosure of personal telephone records ean
also lead to harassment, intimidation, physical harm,
and identity theft.

(5) The government has a compelling interest
in protecting sensitive personal information con-
tained in customer telephone records and ensuring
that commercial interests adequately protect such
records in order to preserve individual freedom, safe-
guard personal privacy, and ensure trust in elee-
tronie eommerce.

{6) Because customers have a proprietary inter-
est in their sensitive personal information, customers
should have some control over the use and disclosure
of telephone calling records.

(7) A telecommunications carrier may use ag-
gregated data it has obtained from its customer
databases to improve services, solicit new business,
or market additional services to its customers.

(8) A telecommunications earrier may commu-
nicate to all consumers in order to broadly solicit
new business, and may also target specific commu-
nications to its own existing customers, without use

or disclosure of detailed customer calling records

+HR 936 TH
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7

and thus without the threat of compromising cus-

tomer privacy.

(9) The risk of eompromising customer privacy
is raised and increased whenever additional entities
or persons are permitted use of, or access to, or re-
ceive disclosure of, customer ealling records bevond
the carrier with which the customer has an estab-
lished business relationship.

(10) A telecommunications carrier which ob-
tains or possesses a customer’s ealling records has a
duty to safeguard the confidentiality of such cus-
tomer’s personal information. Detailed customer
calling records describing the customer’s use of tele-
communications services should not be publicly avail-
able or offered for commercial sale.

SEC. 202. EXPANDED PROTECTION FOR DETAILED CUS-
TOMER RECORDS.

{a)} CONFIDENTIALITY OF CUSTOMER INFORMA-
TION.—Paragraph (1) of section 222(c) of the Commu-
nications Aet of 1934 (47 U.S.C. 222(e)(1)) is amended
to read as follows:

“(1) PRIVACY REQUIREMENTS FOR TELE-

COMMUNICATIONS CARRIERS.

“(A) IN GENERAL.—Except as required by

law or as permitted under the following provi-

+HR 936 1H
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8
sions of this paragraph, a telecommunications
carrier that receives or obtains individually
identifiable customer proprietary network infor-
mation (including detailed customer telephone
records) by virtue of its provision of a tele-
communications service shall only use, disclose,
or permit aceess to such information or records
n the provision by such carrier of—
“(i) the telecommunications serviee
from which sueh information is derived; or
(i) services necessary to, or used in,
the provision of such telecommunications
service, including the publishing of direc-
tories.

“(B) REQUIREMENTS FOR DISCLOSURE OF
DETAILED  INFORMATION.—A  telecommuni-
cations carrier may only use detailed customer
telephone records through, or disclose such
records to, or permit access to such records by,
a joint venture partner, independent contractor,
or any other third party (other than an affil-
iate) if the customer has given express prior au-
thorization for that use, disclosure, or access,

and that authorization has not been withdrawn.

«HR 936 IH
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“(C) REQUIREMENTS FOR AFFILIATE USE
OF BOTH GENERAL AND DETAILED INFORMA-
TION.—A telecommunications carrier may not,
except with the approval of a customer, use in-
dividually identifiable customer proprietary net-
work information (including detailed customer
telephone records) through, or disclose such in-
formation or records to, or permit access to
such information or records by, an affiliate of
such carrier in the provision by such affiliate of
the services deseribed in clause (i) or (ii) of
subparagraph (A).

“(D) REQUIREMENTS FOR PARTNER AND
CONTRACTOR TUSE OF GENERAL INFORMA-
TION.—A telecommunications carrier may not,
except with the approval of the customer, use
individually identifiable customer proprietary
network information (other than detailed cus-
tomer telephone reeords) through, or disclose
such information to, or permit access to such
information by, a joint venture partner or inde-
pendent contractor in the provision by such
partner or contractor of the serviees described

in clause (i) or (i) of subparagraph (A).

oHR 936 IH
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“(E) ACCESS TO WIRELESS TELEPHONE
NUMBERS.—A telecommunications carrier may
not, except with prior express authorization
from the customer, disclose the wireless tele-
phone number of any customer or permit aceess
to the wireless telephone number of any cus-
tomer.”.

(b) DISCLOSURE OF DETAILED INFORMATION ON
REQUEST BY CUSTOMER.—Section 222(e){(2) of such Aect
is amended by inserting “(including a detailed customer
telephone record)” after “‘customer proprietary network
information”.

(¢) AGOREGATE DaATa—Section 222(e)(3) of such
Act is amended by adding at the end the following new
sentence: ‘‘Aggregation of data that is eonducted by a
third party may be treated for purposes of this subsection
as aggregation by the carrier if such aggregation is con-
ducted in a secure manner under the control or super-
vision of the carrier.”.

(d) PROHIBITION OF SALE OF (GENERAL OR DE-
TAILED INFORMATION.—Seection 222(e) of such Act is fur-
ther amended by adding at the end the following new para-
graph:

“{4) PROHIBITION OF SALE OF GENERAL OR

DETAILED INFORMATION.—Except for the purposes

*HR 936 IH
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1 for which use, disclosure, or aeccess is permitted
under subsection (d), it shall be unlawful for any
person to sell, rent, lease, or otherwise make avail-
able for remuneration or other consideration the eus-

tomer proprietary network information (including

2
3
4
5
6 the detailed customer telephone records) of any cus-
7 tomer.”’.

8 {e) EXCEPTIONS TO LIMITATIONS ON DISCLOSURES
9 oF DETAILED INFORMATION.—Section 222(d) of such Act

10 is amended—

(334

11 (1) by striking “its agents” and inserting “its
12 joint venture partners, contractors, or agents’’; and
13 (2) in paragraph (1), by inserting after ‘“tele-
14 communications services” the following: “, or pro-
15 vide customer service with respect to telecommuni-
16 cations serviees to which the customer subscribes”.

17 SEC. 203. PREVENTION BY TELECOMMUNICATIONS CAR-

18 RIERS OF FRAUDULENT ACCESS TO PHONE
19 RECORDS.
20 Section 222 of the Communications Act of 1934 (47

21 U.K8.C. 222) is further amended—

22 (1) by redesignating subsection (h) as sub-
23 section (j);

24 (2) by inserting after subsection (g) the fol-
25 lowing new subsections:

*HR 936 IH
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“(h) PREVENTION OF FRAUDULENT ACCESS TO

PHONE RECORDS.

“(1) REGULATIONS.—Within 180 days after the

date of enactment of the Prevention of Fraudulent

Access to Phone Records Act, the Commission shall

prescribe regulations adopting more stringent secu-

rity standards for customer proprietary network in-

formation (including detailed customer telephone

records) to detect and prevent viclations of this sec-

tion. The Commission——

*HR 936 TH

“(A) shall prescribe regulations—

“(i) to require timely notice (written
or electronic) to each customer upon
breach of the regulations under this section
with respect to customer proprietary net-
work information relating to that ecus-
tomer;

‘(1) to require timely notice to the
Commission upon breach of the regulations
under this section with respect to customer
proprietary network information relating to
any customer;

““(iii) to require periodic audits by the

Commission of telecommunieation carriers
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and their agents to determine compliance
with this section;

“(iv) to require telecommunieations
carriers and their agents to maintain
records—

“(I) of each time customer pro-
prietary network information is re-
quested or accessed by, or disclosed
to, a person purporting to be the eus-
tomer or to be acting at the request
or direction of the customer; and

“(I1) if such access or disclosure
was granted to such a person, of how
the person’s identity or authority was
verified;

“(v) to require telecommunications
carriers to establish a security policy that
includes appropriate standards relating to
administrative, technical, and physical
safeguards to ensure the security and eon-
fidentiality of customer proprietary net-
work information;

“(vi) to prohibit any telecommuni-
cations carrier from obtaining or attempt-

ing to obtain, or causing to be disclosed or
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attempting to cause to be diselosed to that
carrier or its agent or employee, customer
proprietary network information relating to
any customer of another carrier—

“(I) by using a false, fietitious,
or fraudulent statement or representa-
tion to an officer, employee, or agent
of another telecommunications carrier;
or

“(II) by making a false, ficti-
tious, or fraudulent statement or rep-
resentation to a customer of another
telecommunications carrier; and
“(vii) only for the purposes of this

section, to treat as a telecommunications
service provided by a telecommunications
carrier any real-time Internet protocol-en-
abled voice communications offered by any
person to the public, or such classes of
users as to be effectively available to the
public, that allows a user to originate traf-
fic to, or terminate traffic from, the publie
switched telephone network; and

“(B) shall consider preseribing regula-

tions—

*HR 936 IH
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“{i) to require telecommunications
carriers to institute customer-specific iden-
tifiers in order to access customer propri-
etary network information;

“(i1) to require encryption of customer
proprietary network information data or
other safeguards to better secure such
data; and

“(iii) to require deletion of customer
proprietary network information data after
a reasonable period of time if such data is
no longer necessary for the purpose for
which it was collected or for the purpose of
an exception contained in section (d), and
there are no pending requests for access to

such information.

“(2) REPORTS.—

“(A) ASSESSMENT AND RECOMMENDA-

TIONS.—Within 12 months after the date on

which the Commission’s regulations under para-

graph (1) are preseribed, and again not later

than 3 years later, the Commission shall submit

to the Committee on Energy and Commerce of

the House of Representatives and the Com-

+HR 936 TH
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mittee on Commerce, Science, and Transpor-

tation of the Senate a report containing—

“(i) an assessment of the efficacy and
adequacy of the regulations and remedies
provided in aceordance with this subsection
in protecting eustomer proprietary network
information;

“(i1) an assessment of the efficacy and
adequacy of telecommunications carriers’
safeguards to secure such data, security
plans, and notification procedures; and

“(iii) any recommendations for addi-
tional legislative or regulatory action to ad-
dress threats to the privacy of customer in-
formation.

“(B)Y ANNUAL  REPORT.—The Federal

Communications Commission shall submit to

Congress an annual report containing—

*HR 936 TH

‘(i) the number and disposition of all
enforcement actions taken pursuant to this
subsection; and

(i1} the number and type of notifica-
tions received under paragraph (1)(A)(ii)
and the methodology, including the basis

for the selection of carriers to be audited,
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and the results of each audit conducted
under paragraph (1)(A)@ii).

“{3) DvuAL REGULATION PROHIBITED.—Any
person that is treated as a telecommunications car-
rier providing a telecommunications service with re-
spect to the offering of real-time Internet protoeol-
enabled voice communications by the regulations
preseribed under paragraph (1)(A)(vii) shall not be
subject to the provisions of seetion 631 with respect
to the offering of such communications.

“(1) FORFEITURE PENALTIES.—

“(1) INCREASED PENALTIES.

In any case in
which the violator is determined by the Commission
under section 503(b)(1) to have violated this section
or the regulations thereunder, section 503(b)(2)}(B)
shall be applied—
“(A) by substituting ‘$300,000° for
‘$100,000’; and
“(B) by substituting ‘$3,000,000° for
‘$1,000,000°.
“(2) NO FIRST WARNINGS.—Paragraph (5) of
seetion 503(b) shall not apply to the determination
of forfeiture liability under such section with respect

to a violation of this section or the regulations there-

*HR 936 IH
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1 under by any telecommunications ecarrier or any
2 agent of such a carrier.”; and

3 (3) in subsection (g), by striking ‘“‘subsection
4 (1)(3)(A)” and inserting “‘subsection (j}(3)(A)".

5 SEC. 204. DEFINITIONS.

6 Subseetion (§) of section 222 of the Communications
7 Act of 1934 (47 U.S.C. 222(3)), as redesignated by section
8 203(1) of this Act, is amended by adding at the end the
9 following new paragraphs:

10 “(8) DETAILED CUSTOMER TELEPHONE
11 RECORD.—The term ‘detailed customer telephone
12 record’ means customer proprietary network infor-
13 mation that contains the specific and detailed des-
14 tinations, locations, duration, time, and date of tele-
15 communieations to or from a customer, as typically
16 contained in the bills for such service. Such term
17 does not mean aggregate data or subscriber list in-
18 formation.

19 “(9) WIRELESS TELEPHONE NUMBER.—The
20 term ‘wireless telephone number’ means the tele-
21 phone number of a subseriber to a commercial mo-
22 bile service.”.

O

+HR 936 TH
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Ms. DEGETTE. I would like to welcome our panel today of distin-
guished witnesses, most especially our former colleague, Mr.
Largent, who we are delighted to have appear in front of the com-
mittee. The witnesses are now recognized, and we will start with
Ms. Lydia Parnes.

Ms. Parnes.

STATEMENT OF LYDIA PARNES, DIRECTOR, BUREAU OF
CONSUMER PROTECTION, U.S. FEDERAL TRADE COMMISSION

Ms. PARNES. Good morning, Madame Chairman, Ranking Mem-
ber Barton, members of the committee.

I appreciate your invitation to appear today to discuss the pri-
vacy and security of consumers’ telephone records.

Although my written statement is that of the Commission, my
oral testimony and responses to questions reflect my own views
and not necessarily those of the Commission or any individual com-
missioner.

Protecting the privacy and security of consumer-sensitive per-
sonal information is one of the Commission’s highest priorities, and
aggressive law enforcement is at the center of our efforts to protect
consumers’ telephone call records from pretexting.

Last May, the Commission announced five lawsuits against 12
defendants who obtained and sold consumers’ telephone records
without their knowledge or authorization. The Commission alleged
that these practices were unfair and prohibited by section 5 of the
FTC Act. In each of these cases, the defendant advertised on its
Web site that it could obtain confidential, customer phone records
grom telecommunications carriers for fees ranging from $65 to

180.

To date, the Commission has settled two of these cases, obtaining
strong, permanent injunctions that bar the defendants from selling
phone records or personal information taken from those records. In
addition, the settlements require the defendants to disgorge their
profits. The remaining three cases are still in active litigation.

These five cases were the culmination of extensive investigations
of this industry. Commission staff surfed the Internet for compa-
nies that offer to sell consumers’ phone records, sent warning let-
ters, and then identified appropriate targets for investigation and
completed undercover purchases of these records. The Commission
worked closely with the Federal Communications Commission in
developing these cases. We are committed to coordinating our work
on this issue, as we have done successfully in other areas.

Last month, the Commission filed a sixth case against six de-
fendants that allegedly conducted or directed actual pretexting.
Again, the FTC alleged that the defendants obtained and sold con-
sumers’ confidential phone records without their knowledge or con-
sent. This case connects the actual pretexters to the middlemen
who sell the records to third parties. In addition to alleging that
the unauthorized sale of phone records is an unfair practice, the
FTC’s complaint alleges that the defendants engaged in deception
by obtaining the records through the use of fraud and misrepresen-
tations.

These telephone-pretexting cases follow a long line of actions
against defendants charged with the pretexting of financial records.
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We filed our first financial pretexting case in 1999 against a com-
pany that offered to provide consumers’ bank account numbers and
balances for a fee. Congress later enacted the Gramm-Leach-Bliley
Act, which expressly prohibits pretexting for financial records. The
FTC has followed up with more than a dozen cases.

Let me turn briefly to the subject of legislation.

The proposed Phone Records Act contains several important pro-
visions that would assist the Commission in combating phone
pretexting.

First, it applies not only to pretexters, but to those who solicit
their services and know, or should know, that the records are ob-
tained through false pretenses. Second, it grants the FTC the
power to seek civil penalties against violators. And third, it con-
tains an important exemption for law enforcement. These provi-
sions would provide the Commission with useful, additional tools
for combating telephone records pretexting.

In addition to the Phone Records Act, two recently-passed stat-
utes will assist in the fight against phone pretexting.

First, in December 2006, Congress enacted the U.S. Safe Web
Act, which allows greater cooperation and information sharing be-
tween the Commission and its counterparts in other countries. The
U.S. Safe Web Act will assist the Commission in pursuing data bro-
kers, who are operating outside the United States. Second, Con-
gress passed the Telephone Records and Privacy Protection Act,
which criminalizes obtaining confidential records by making false
statements to a telephone service provider. In light of this new law,
we anticipate developing criminal law enforcement referrals to our
sister agency, the Department of Justice.

Again, thank you for the opportunity to testify today. We look
forward to working with the committee and its staff on this very
important issue, and I would be happy to answer any questions you
may have.

[The prepared statement of Ms. Parnes follows:]
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L Introduction

Chairman Dingell, Ranking Member Barton, and members of the Committee, I am Lydia
Pames, Director of the Bureau of Consumer Protection at the Federal Trade Commission (“FTC”
or _“Commission”).‘ 1 appreciate the opportunity to discuss the practice of obtaining
unauthorized access to consumers® sensitive information through fraud, a practice known as
“nretexting,” as well as the Commission’s significant work to protect the privacy and security of
telephone records and other types of sensitive consumer information. I also appreciate the
opportunity to comment on the proposed Prevention of Fraudulent Access to Phone Records Act,
H.R. 936. The Committee’s work in this area has been important in protecting consumers.

Ensuring the privacy and security of consumers’ personal information is one of the
Commission’s highest priorities. Individuals or companies that procure through pretexting or
sell on the open market confidential consumer information without the consumer’s knowledge or
consent not only violate the law, but they undermine consumers’ confidence in the marketplace
and in the security of their sensitive data. Accordingly, the Commission has used its full arsenal
of tools to attack the pretexters and the brokers who sell pretexted information. Since 2006, the
Commission initiated a half dozen law enforcement actions against online data brokers and
pretexters of confidential consumer telephone records. The Commission also has developed and
disseminated a variety of new online and written materials to educate consumers about protecting
their sensitive personal information in general and from pretexting in particular.

Today, I will first discuss the FTC’s efforts to protect consumers from the sale of phone

! The views expressed in this statement represent the views of the Commission.

My oral testimony and responses to questions reflect my own views and do not necessarily
represent the views of the Commission or any individual Commissioner.

1
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records obtained through pretexting. Next, I will provide a brief history of the FTC’s
enforcement efforts in the area of pretexting for financial information. I will then address the
provisions of H.R. 936.
1. FTC Enforcement Efforts Against Firms Selling Telephone Records

Aggressive law enforcement is at the center of the FTCs efforts to protect consumers’
telephone call records from pretexting. The acquisition of such records by unauthorized third
parties is a serious intrusion into consumers’ privacy that presents a significant risk of harm.
Evidence obtained in the Commission’s law enforcement actions reveals truly horrifying
incidents of stalking and harassment of consumers whose call records were pretexted.”

Last May, the Commission announced an initial wave of five lawsuits in federal courts
across the couniry against online data brokers, alleging that the defendants had engaged in unfair

practices, prohibited by Section 5 of the FTC Act,’ when they obtained and sold consumer

2 Several consumers whose phone records were obtained and sold by the defendants

in one of the FTC’s pending phone pretexting cases have submitted signed declarations, attesting
that they have been stalked and physically threatened by, for example, a former co-worker, an ex-
spouse. and an ex-boyfriend. In addition to the real threat posed to their safety, these consumers
have spent significant time and hundreds of dollars changing phone numbers or service
providers. See Br. of Pl. FTC in Supp. of Mot. for Summ. J. at 8-14, FTC v. AccuSearch, Inc.,
No. 06-CV-0105 (D. Wyo. Jan. 22, 2007).

In addition, there have been media reports of other incidents of pretexting that led to
harm. One data broker reportedly sold home phone numbers and addresses of Los Angeles
Police Department detectives to suspected mobsters, who then used the information in an
apparent attempt to intimidate the detectives and their families. See, e.g., Peter Svensson,
Calling Records Sales Face New Scrutiny, Wash. Post, Jan. 18, 2006, available at
www . washingtonpost.com/wp-dyn/content/ article/2006/01/18/AR2006011801659.html.

3

15 U.8.C. § 45(a). An act or practice is unfair if it: (1) causes or is likely to cause
consumers substantial injury; (2) the injury is not reasonably avoidable by consumers; and (3)
the injury is not outweighed by countervailing benefits to consumers or competition. Id. at §
45(n). Under Section 13(b) of the FTC Act, 15 U.S.C. § 53(b), the Commission has the authority
to file actions in federal district court to obtain injunctions and other equitable relief against those

2
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telephone records without the consumer’s knowledge or authorization.* In each of these cases,
the defendant advertised on its website that it could obtain confidential customer phone records
from telecommunications carriers for fees ranging from $65 to $180. The complaints alleged
that the defendants, or persons they hired, obtained this information by using false pretenses,
including posing as the carrier’s customer, to induce the carrier’s employees to disclose the
records.

To date, the Commission has settled two of these cases, obtaining permanent injunctions
that bar the defendants from selling customer phone records or consumer personal information
derived from such records.” In addition, the settlements require the defendants to disgorge the
profits they derived from the alleged illegal operations.® The remaining three cases are still in
active litigation. ‘

The FTC’s first wave of phone pretexting cases was the culmination of extensive
investigations of this industry. Commission staff surfed the Internet for companies that offered

to sell consumers’ phone records, then identified appropriate targets for investigation and

engaged in violations of Section 5.

4 FICv. Info. Search, Inc., No. 1:06-CV-01099-AMD (D. Md. filed May 1, 2006);
FTCv. AccuSearch, Inc., No, 06-CV-0105 {D. Wyo. filed May 1, 2006); FTC v. CEQ Group,
Inc., No. 06-60602 (S.D. Fla. filed May 1, 2006); FTC v. 77 Investigations, Inc., No. EDCV06-
0439 VAP (C.D. Cal. filed May 1, 2006); FTC v. Integrity Sec. and Investigation Servs., Inc.,
No. 2:06-CV-241-RGD-JEB (E.D. Va. filed May 1, 2006).

3 FTCv. Integrity Sec. and Investigation Servs., Inc., supra note 4 (final judgment
entered Oct. 30, 2006) available at

www.fte. gov/os/caselist/pretextingsweep/061005isisstipfinalord.pdf; and FTC v, Info. Search,
Inc., supra note 4 (final judgment entered Feb. 22, 2007).

$ The FTC does not have authority to obtain civil penalties in these cases, and

therefore is limited to the equitable remedy of disgorgement. As currently drafted, HL.R. 936
would authorize the Comunission to seek civil penalties.

3
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completed undercover purchases of the records. For some of these companies, staff sent warning
letters and followed up later to ensure that they were no longer selling consumer phone records.
Other companies became targets for enforcement action, as described above,

The Commission has been assisted greatly in its efforts by the Federal Communications
Commission, which has jurisdiction over telecommunications carriers subject to the
Telecommunications Act.” Our two agencies are committed to coordinating our work on this
issue, as we have done successfully in enforcing the “National Do Not Call” implementation
legislation.

Building upon evidence gathered in its initial cases, last month the Commission filed a
sixth case in federal district court in Florida against several defendants that allegedly conducted

or directed the actual pretexting and obtained consumers’ phone records on behalf of others.®

7 Consumer telephone records are considered “customer proprietary network

information” under the Telecommunications Act of 1996 (“Telecommunications Act™), which
amended the Communications Act, and accordingly are afforded privacy protections by the
regulations under that Act. See 42 U.S.C. § 222; 47 C.F.R. §§ 64.2001- 64.2009, The
Telecommunications Act requires telecommunications carriers to secure the data, but does not
specifically address pretexting to obtain telephone records. The FTC’s governing statute
exempts from Commission jurisdiction common carrier activities that are subject to the
Communications Act. 15 U.S.C. § 46(a). The Commission recommended that Congress remove
this exemption at its two most recent reauthorization hearings and in testimony on FTC
Jjurisdiction over broadband Internet access service before the Senate Judiciary Committee in
June 2006. See hitp://www fic.gov/0s/2003/06/03061 1reauthhr htm:
http:/fwww . fte.gov/0s/2003/06/03061 1reauthsenate htm; see also
http://www.fic.gov/0s/203/06/03061 1learysenate htm;
http://www.fic.gov/0s/2002/07/sfareauthtest htm:

bttp://www.ftc. gov/0s/2006/06/p052103CommissionTestimonyReBroadbandInternetAcess
Services06142006Senate.pdf.

8 FTC v. Action Research Group, Inc., No. 6:07-cv-227-0r1-221GG, (M.D. Fla.
filed Feb. 14, 2007). Several of the defendants named in the FTC’s complaint are also the
subject of federal and state criminal actions in California, stemming from the well-publicized
phone records pretexting of Hewlett-Packard board members and journalists. See, e.g., Matt
Richtel, With a Little Stealth, Just About Anyone Can Get Phone Records, NY Times, Sep. 7,

4
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The FTC alleged that Action Research Group and its principals and agents obtained and sold
consumers’ confidential phone records without their knowledge or consent. This case connects
the phone records pretexters to the middlemen who sell the records to third parties. In addition to
alleging that the unauthorized sale of phone records is an unfair practice, the FTC’s complaint
alleges that the defendants engaged in deceptive practices by obtaining the records through the
use of fraud and misrepresentations. The agency has asked the court o stop the conduct and to
order the defendants to give up their ill-gotten gains.

. FTC’s History of Combating Financial Pretexting

In addition to the recent cases involving telephone records pretexting, the Commission
has brought actions under Section 5 of the FTC Act and Section 521 of the Gramm-Leach-Bliley
Act (“GLBA”) against businesses and individuals who used false pretenses to obtain and sell
financial inforﬁation without consumer consent.

The Commission filed its first pretexting case against a company that offered to provide
consumers’ financial records to anybody for a fee.” According to the complaint, the company’s
employees allegedly obtained these records from financial institutions by posing as the consumer
whose records were being sought. The complaint charged that this practice was both deceptive
and unfair under Section 5 of the FTC Act.

In 1999, Congress passed the GLBA, which provided another tool to attack the

2006, available at
http:/fwww.nytimes.com/2006/09/07/technology/07phone.html %ex=11584656008en=2£20498¢7
fec7eSb&ei=5070. .

° ETCv. James J. Rapp, No. 99WM-783 (D. Colo. final judgment entered June 22,
2000), available at hitp://www.fic.gov/0s/2000/06/touchtoneorder.

5
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unauthorized acquisition of consumers’ financial information.” Section 521 of the GLBA
prohibits “false, fictitious, or fraudulent statement(s] or representation(s] to an officer, employee,