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DEPARTMENT OF JUSTICE OVERSIGHT

THURSDAY, JANUARY 18, 2007

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC

The Committee met, pursuant to notice, at 9:32 a.m., in room
106, Dirksen Senate Office Building, Hon. Patrick J. Leahy (chair-
man of the committee) presiding.

Also present: Senators Kennedy, Kohl, Feinstein, Feingold, Schu-
mer, Cardin, Whitehouse, Specter, Hatch, Grassley, Kyl, and
Cornyn.

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S.
SENATOR FROM THE STATE OF VERMONT

Chairman LEAHY. Good morning. Thank you, all of you, for com-
ing.

We are in a different hearing room than usual, but Attorney
General, there was some interest in your testimony so we expanded
the room somewhat.

We are going to hold what I believe is an important hearing to
examine the operations of the Department of Justice. This is, after
all, the Federal agency entrusted with ensuring the fair and impar-
tial administration of justice for all Americans.

As I have always done, I take our oversight responsibility very
seriously. In the 32 years since I first came to the Senate, and that
was during the era of Watergate and Vietnam, I have never seen
a time when our constitution and fundamental rights as Americans
were more threatened, unfortunately, by our own government.

This last weekend, the President and Vice President indicated
that they intended to override the will of the American people as
expressed in the most recent national elections and ignore actions
of Congress in order to escalate the war in Iraq.

For years, the administration has engaged in warrantless wire
tapping of Americans, I believe, contrary to the law. I welcomed the
President’s decision yesterday to not reauthorize this program and
to instead seek approval for all wire taps from the Foreign Intel-
ligence Surveillance Court, as the law requires, as many of us have
been saying should have been done years ago.

Now, we must engage in all surveillance necessary to prevent
acts of terrorism, but we can, and should, do so in ways that pro-
tect the basic rights of all Americans, including the right to pri-
vacy.

To ensure the balance necessary to achieve both security and lib-
erty for our Nation, the President must also fully inform Congress
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and the American people about the contours of the Foreign Intel-
ligence Surveillance Court order authorizing the surveillance pro-
gram, but also the program itself.

Regrettably, the administration has all too often refused to an-
swer the legitimate oversight questions of the duly elected rep-
resentatives of the American people. Unfortunately, the Justice De-
partment has been complicit in advancing these government poli-
cies which threaten our basic liberties and overstep the bounds of
our constitution. Some of the criticisms have been made by mem-
bers of both parties.

The Department has played a pivotal role, in my view, in eroding
basic human rights and undercutting America’s leading role as an
advocate for human rights throughout the world.

Last week, the world marked the fifth anniversary of the arrival
of the first prisoners at Guantanamo Bay, and they marked that
anniversary with protests. That facility has replaced Abu Ghraib in
the eyes of many, including some of our closest allies, our best al-
lies, as a symbol of repression.

For more than 2 years we sought answers from the Department
of Justice about reported—and in some instances documented—
cases of the abuse of detainess at Guantanamo.

I wrote to the Attorney General regarding press reports that the
Central Intelligence Agency has finally acknowledged the existence
of additional classified documents detailing the Bush administra-
tion’s interrogation and detention policy for terrorism suspects.

I am glad that after initially refusing to provide any new infor-
mation in response to my inquiries, the Attorney General wrote to
me last week to say that he would work to develop an accommoda-
tion that would provide the Judiciary Committee with a sufficient
understanding of the Department’s position on legal questions re-
lated to that CIA program.

But I remain disappointed that the Department of Justice and
the White House have continued to refuse to provide the requests
documents to the committee. The administration’s secret policies
have not only reduced America’s standing around the world to one
of the lowest points in our history, but these policies also jeopardize
the Department’s own efforts, ironically, to prosecute terrorism.

Last week, USA Today reported that the Department’s terrorism
case against José Padilla is imperiled by concerns of Mr. Padilla’s
treatment during his lengthy detention. The back-and-forth des-
ignation as a defendant and as an enemy combatant has eroded his
mental capacity to such a great extent, he may not be fairly tried.

After the administration and, I must say, the Republican-led
Congress, eviscerated the great Writ of Habeus Corpus in just a
matter of hours, eviscerated the great Writ of Habeus Corpus not
just for detainees but for millions of permanent residents living in
the United States, this Department of Justice filed a legal brief ex-
pressly reporting that result, raising the specter that millions liv-
ing in the United States today can now be subjected to definite gov-
ernment detention. The shudder that sent was felt not only
throughout our country, but around the world.

This week, we commemorated the life and contributions of Dr.
Martin Luther King, Jr. Sadly, while the Department has defended
the constitutionality of the Voting Rights Act, I am concerned it is
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backing away from the vigorous enforcement of the Voting Rights
Act that the President promised only a few months ago. I know
some of the Senators on this panel will have questions about that.

In nearly 6 years in office, the Bush-Cheney administration has
filed only one suit on behalf of African-American voters under Sec-
tion 2 of the Voting Rights Act, the key section that provides a
Cause of Action for discrimination against minority voters.

I am deeply concerned the Department of Justice is retreating
from its core mission to hold those who would violate our criminal
laws accountable. Now, last week the President told us he plans to
spend $1.2 billion more, on top of the billions of dollars sent to Iraq
for reconstruction.

But despite mounting evidence of widespread corruption, con-
tracting fraud, billions unaccounted for, the Department of Justice
has not brought a single criminal case against a corporate con-
tractor in Iraq, even though we know, just reading the press, about
the huge amounts of money in taxpayers’ dollars that have been
stolen in Iraq.

The Department also has to do better at addressing the dangers
that Americans face at home. According to the FBI’s preliminary
crime statistics for the first half of 2006, violent crimes in the
United States rose again.

It troubles me that, while this administration is more than will-
ing to spend more and more American taxpayer funds for police in
iraq, it is cutting back funding for our State and local police at

ome.

I do not want to get into a debate on the Iraq war, but if we can
spend money to buildup police forces in Iraq and we have to pay
for it by cutting money for police forces in the United States of
America, there are a lot of us across the political spectrum who
think that is a Hobson’s choice.

This committee has a special stewardship role to protect our
most cherished rights and liberties as Americans and to make sure
that our fundamental freedoms are preserved for future genera-
tions.

So, there is much more to be done. I believe civil liberties and
the Constitution of this great country have been damaged during
the past 6 years. We will try to repair some of that damage.

Attorney General Gonzales, I do thank you for being here. I want
to say that I hope that disagreements we may have do not obscure
my desire to work with you to make the Department of Justice a
better defender of Americans and their constitutional rights.

We will talk about this later on. I know there are areas that you
will be speaking about this morning, about the competence of im-
migration reform, other areas. Let us find those areas we can work
together. Let us repair some of the concerns—justifiable concerns—
Americans have.

I will yield the rest of my time.

[The prepared statement of Senator Leahy appears as a submis-
sion for the record.]

STATEMENT OF ARLEN SPECTER, A U.S. SENATOR FROM THE
STATE OF PENNSYLVANIA

Senator SPECTER. Thank you very much, Mr. Chairman.
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We welcome you here, Attorney General Gonzales. The Congress
has worked coordinately with the President on the major issues
facing the country, the war against terrorism, with the resolution
authorizing the use of force, and this committee structured the re-
newal of the Patriot Act, giving the Department of Justice substan-
tial additional authority to fight terrorism.

As we have authorized executive authority, we have simulta-
neously expressed our concern about the balance with civil lib-
erties. I was pleased to note yesterday that the Department of Jus-
tice has revised the Terrorist Surveillance Program and has
brought it within the review of the Foreign Intelligence Surveil-
lance Court.

Your letter to Senator Leahy, the Chairman, and me noted that
you had been working on it since the summer of 2005. It is a little
hard to see why it took so long. We will want to inquire further
into the details as to the process that you used.

I thank you for the extensive briefing which I received yesterday
from Steve Bradbury and Ken Wainstein, two very, very able attor-
neys i(Ill your Department. There are questions which remain unan-
swered.

I talked to them and they said they would get back to me about
a review of the affidavits submitted establishing what you have
concluded is probable cause, and the orders which have been en-
tered, and the review, which they represented to me, that the For-
eign Intelligence Surveillance Court is making.

Without discussing many of the details in an open session, there
is a question which was already raised publicly about whether re-
view is programmatic or individual. Your representatives have said
that it is individualized on the warrants. In their description to me,
I think we need to know more on the oversight process.

With respect to the time delay, the disclosure was made by the
New York Times on December 16. It was a Friday. We were wrap-
ping up the Patriot Act. The disclosure of that secret surveillance
program was a major complicating factor. I think had that not been
noted, that we would have gotten that Act finished before Decem-
ber 31 and I think it would have been stronger in some material
respects.

I believe that the United States and the administration have
paid a heavy price for not acting sooner to bring the Terrorist Sur-
veillance Program under judicial review. That is the traditional
way; before there is a wire tap or a search and seizure, to have
probable cause established and to have court approval.

We lost a close election. I would not want to get involved in what
was cause and effect, but the heavy criticism which the President
took on the program, I think, was very harmful in the political
process and for the reputation of the country. So I will be inquiring
further as to why it took so long and what could have been done
further.

As you know, this committee was hard at work with legislation
which I had proposed and others had co-sponsored. We had four
hearings, and I think we could have been of assistance to you if we
had been consulted.

Turning to the issue of habeus corpus, I note in your statement
that the bills which have been introduced “defy common sense”. I
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do not think Chairman Leahy and I would object to the character-
ization of the legislation which we introduced jointly to reinstate
habeus corpus.

I do not think we would object to your characterization that our
actions have defied common sense. But when you take a look at
what the Supreme Court has said on this subject, Justice Stevens
wrote in Rasul v. Bush, habeus corpus has been applied to persons
detained within the United States. It has embraced claims of aliens
detained within the sovereign territory of this country.

It is a little hard for me to understand how the Writ of Habeus
Corpus, which goes back to the Magna Carta, can be modified by
any legislation when there is an explicit constitutional provision
that the Writ of Habeus Corpus would not be suspended except in
time of invasion or rebellion. No one contends that either of those
situations is present.

When you come to the issue of common sense, it goes beyond Pat
Leahy and Arlen Specter to Justice Stevens and the four justices
who joined him. It goes to Justice O’Connor in Hamdi v. Rumsfeld,
when she outlined that the Writ of Habeus Corpus applies to every
individual detained within the United States.

When your prepared statement cites the 1950 Supreme Court de-
cision under totally different circumstances in World War II, any
vitality of that decision is long gone with the recent pronounce-
ments by the Supreme Court of the United States.

The issue of the signing statements, Mr. Attorney General, con-
tinues to be a matter of major concern. They came up in the Patriot
Act, which was very carefully negotiated with the Judiciary Com-
mittee and the Department of Justice. Then the President issues
a signing statement saying that he is at liberty to disregard provi-
sions on oversight. It came up with the McCain legislation on tor-
ture.

Now it has come up with the legislation on the postal authority,
where the President signed the legislation which prohibited open-
ing mail, and then issues a signing statement that he retains the
authority to do that.

If the President is asserting that the Act of Congress is unconsti-
tutional, then he ought to say so and not sign the Act. But if he
signs the Act, as provided in the Constitution that the Congress
presents him an Act, he has the choice of either approving the Act
or of vetoing it. Matters of that sort put a very, very considerable
strain on the relations between the legislative and executive
branches.

I wrote to you on November 20 requesting two memoranda which
relate to the subject of rendition. You were quoted in the Chicago
Tribune, saying that the decision on whether there will be ren-
dition depends on the likelihood as to whether there will be torture
or no torture, leaving open the possibility of torture.

I discussed this with you personally, and then got, really, a pro
forma letter back from one of your assistants. My suggestion to
you, Mr. Attorney General, would be that when the Chairman or
the Ranking press a matter, write to you, talk to you about it per-
sonally, that you ought to give it your personal attention on a re-
sponse.
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I would suggest to you, further, that when you cite in your letter
to me that these are highly classified matters, that you consider in-
forming at least the Chairman and the Ranking Member, as is the
practice on the Intelligence Committee, which I know in some de-
tail, having chaired that committee in the 104th Congress.

I have a number of other points to make, but my red light is now
going on so I shall thank the Chairman and conclude.

Chairman LEAHY. Thank you. Thank you, Senator Specter.

What we will do, after the Attorney General’s opening statement,
we will have 7-minute rounds. The Attorney General is going to
stay here throughout most of the day. I understand from the floor
that the flurry of votes we had late last night will not be repeated,
certainly during the morning, so I would urge Senators to stay
within that time.

Mr. Attorney General, please stand and raise your right hand.

[Whereupon, the witness was duly sworn.]

Chairman LEAHY. I would also note that this is, of course, an
open hearing. We have television. We have 18 Senators, both Re-
publicans and Democrats, who have a constitutional duty to their
constituents, to their office to ask questions, and they want to be
heard. They want to have the answers heard.

Also, though, it is a public hearing and the public has a right to
watch what is going on. I understand that there are people in the
audience who wish to demonstrate their feelings about things.

I would point out, however, that in standing, you are blocking
the views of people who want to hear this. I think, as matter of
politeness, you do want to give those people behind you a chance
to watch these hearings. One of the great things about this coun-
try, is we have such hearings and people can be heard.

Mr. Attorney General, please proceed.

STATEMENT OF ALBERTO R. GONZALES, ATTORNEY GENERAL
OF THE UNITED STATES, DEPARTMENT OF JUSTICE, WASH-
INGTON, D.C.

Attorney General GONZALES. Thank you, Mr. Chairman. I look
forward to our conversation this morning about the important work
of the Department of Justice.

The Department of Justice’s responsibilities are vast, as we all
know, but our top priority continues to be the prevention of ter-
rorist attacks. At the Department of Justice, every day is Sep-
tember 12th.

I expect that much of our discussion today will focus on matters
related to the war on terror. In particular, I expect that you will
want to discuss the letter I sent to Chairman Leahy and Senator
Specter yesterday regarding the President’s decision not to reau-
thorize the Terrorist Surveillance Program.

Court orders issued last week by a judge of the Foreign Intel-
ligence Surveillance Court will enable the government to conduct
electronic surveillance, very specifically, surveillance into or out of
the United States, where there is probable cause to believe that
one of the communicants is a member or agent of Al Qaeda or an
associated terrorist organization, subject to the approval of the
FISA court.
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We believe that the court’s orders will allow the necessary speed
and agility the government needs to protect our Nation from a ter-
rorist threat. I look forward to discussing these matters further.

I hope that we also can discuss other non-terrorism matters. I
am keenly aware of the responsibilities that I have, and that all
of you have, that are not related to terrorism, but nonetheless are
of great importance to the American people.

First, I hope we can discuss a few things we can do together to
keep American neighborhoods safe from the threat of violent crime,
gangs, and drugs. The vast majority of this work is done by State
and local law enforcement agencies, but the Department of Justice
plays an important and unique role.

The Department’s indictment last week of 13 members of the
MS-13 street gang is an excellent example of the good work that
is being done by the law enforcement community that works to-
gether at all levels, State, local, and Federal.

Despite our increased focus on combatting terrorism, inves-
tigating and prosecuting violent criminals remains a core function
of DOJ. Although the overall violent crime rate is down, near a 30-
year low, we have an increase in certain types of crime in some
areas of the country and this concerns me.

To better understand these increases, Department officials have,
over the last 2 months, visited 18 cities. In some of these cities the
violent crime rate had increased, while in others it had decreased.

In each State, we met with State, local, and Federal law enforce-
ment, as well as with community groups, to discuss the unique
causes of, and responses to, crime in their city. Although our anal-
ysis is not complete, it is clear that there is no one-size-fits-all re-
sponse. Every city is different. The appropriate response to crime
in each city depends on its particular circumstances.

In the coming months, we will make policy recommendations
based on our research, the crime trends we identify, and the best
practices that have been developed.

Second, I hope we can discuss an emerging problem, the abuse
of prescription drugs purchased over the Internet, and the things
that we can do together to address this issue. Prescription drug
abuse is now the second-largest form of drug abuse in the United
States, and the only rising category of abuse among youth.

Now, feeding this abuse is a proliferation of illicit web sites that
offer controlled substances for sale, requiring little more than a
cursory online questionnaire and charging double normal price.

Make no mistake, these illicit web sites are not about getting
necessary medicine to this in need. We must preserve legitimate
access to medications over the Internet, while preventing online
drug dealers from using cyberspace as a haven for drug trafficking.

I look forward to working with the Congress to ensure that con-
trolled substances are dispensed over the Internet only for legiti-
mate medical purposes.

Similarly, I look forward to working with the Congress to protect
our children from pedophiles and sexual predators. Protecting our
kids is a top priority for me as Attorney General and as a father.

It is a shame that the Internet, the greatest invention of our
time, has provided pedophiles and child pornographers with new
opportunities to harm our children. This is a new and evolving
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criminal law enforcement challenge that we are addressing aggres-
sively.

Last year’s enactment of the Adam Walsh Act was historic, and
I want to thank the committee for its work on that important bill.
It is clear to me every day, however, that more tools are needed.

I continue to hear from Federal, State, and local law enforcement
that they need access to the information that will help us find on-
line predators and child pornographers. There are children to be
rescued through the prosecution of these dangerous criminals. I ask
you to work with me this year on this critical issue of protecting
those who cannot protect themselves.

I also hope that your desire to protect our Nation’s children from
unthinkable sexual abuse will influence you to reform the manda-
tory nature of Federal sentencing guidelines.

The advisory guideline system we currently have as a result of
the Supreme Court’s Booker decision can, and must be, improved.
The Sentencing Commission has determined that, post-Booker, in
almost 10 percent of all cases involving criminal sexual abuse of a
minor, judges have given below guideline sentences. Similarly, in
over 20 percent of cases involving possession of child pornography,
defendants are being sentenced below the guidelines’ ranges.

Now, sentences should be fair, determinant, and tough. I call
upon this body to enact legislation to restore the mandatory nature
of the guidelines to ensure that our criminal justice system is both
fair and tough.

One of the last issues I want to present to the committee today
is the urgent need to reform our immigration laws. As the grand-
son of Mexican immigrants and as a law enforcement official, bor-
der security and immigration reform are close to my heart and al-
ways on my mind.

The President and I believe that we can take pride in being an
open country and a Nation of immigrants, while also protecting our
country from those who seek to harm us.

I will conclude with one final, and I believe urgent, request:
please give the President’s judicial nominees an up-or-down vote.
Currently, there are 56 judicial vacancies, half of which have been
designed as “judicial emergencies”.

During the 107th Congress when Senator Hatch chaired this
committee, 73 Federal judges nominated by President Clinton were
confirmed, 15 of those were for the Circuit Court. I urge this com-
mittee to treat President Bush’s nominees at least as fairly as
President Clinton’s were treated.

Thank you for the opportunity to appear before you. I am happy
to answer your questions.

[The prepared statement of Attorney General Gonzales appears
as a submission for the record.]

Chairman LEAHY. Thank you, Attorney General.

You know, there has been discussion of signing statements here.
I would like to go into that area, first. I was deeply disturbed by
the President’s recent signing statement for the Postal Account-
ability and Enhancement Act. It suggests that the Bush adminis-
tration is opening Americans’ mail without first obtaining a war-
rant.



9

Now, when you appeared before this committee in February of
2006, I asked you whether the President believed that he had the
legal authority to open mail under the Authorization for the Use
of Military Force, AUMF, the authorization we gave to go into Af-
ghanistan and get Osama bin Laden, something I wish had hap-
pened. You went to great lengths to avoid directly answering my
questions.

Last week, our exchange appeared in the Washington Post edi-
torial critical of the President’s signing statements, and I put a
copy ((1)f the editorial up there. I will, at this point, place it in the
record.

I just believe from that I had asked you whether AUMF had per-
mitted the warrantless opening of mail.

You answered, “There was all kinds of wild speculation out there
about what the President has authorized. What we’re actually
doing, I'm not going to get into a discussion, Senator, about
hypotheticals.”

I responded, “Mr. Attorney General, you are not answering my
question. Does this law—you are the chief law enforcement officer
of the country. Does this law authorize the opening of First Class
mail of U.S. citizens, yes or no, under your interpretation?”

You responded, “Senator, I think—I think that, again, that is not
what is going on here. We are only focused on communications,
international communications where one part of the communication
is Al Qaeda. That is what this program is all about.” I said, “You
have not answered my question.”

Now, my concerns about this issue are not, as suggested in our
exchange, hypothetical. Thirty years ago, Congress placed limits on
the government’s authority to open private mail after the Church
Committee found that the CIA and the FBI had been illegally
opening citizens’ mail for years.

It turned out they were doing that because they found some of
these citizens were protesting the war in Vietnam, as many did, or
that some opposed discrimination against blacks in America. The
FBI and CIA were going to investigate why they would take such
“terrible” positions.

Now, surely there are circumstances when the government
should not have to wait for court approval to open mail, so it can
save lives or protect public safety, but we have a provision in the
law that allows you to do that.

But given the willingness of this President to ignore the law, to
claim extraordinary information-gathering powers in the name of
the war on terror, I think would deserve a straight answer on this
question.

You are the chief law enforcement officer of this country so I ask
you, is the Bush administration opening Americans’ private mail
without a warrant, yes or no?

Attorney General GONZALES. Senator, the answer is no, but let
me flesh out the answer. I mean, obviously there may be instances
where either the sender or recipient may consent to a physical
search, so that possibility may exist.

But to my knowledge, there is no physical search of mail ongoing
under either the authority to use military force or the President’s
inherent authority under the Constitution, except as otherwise au-
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thorized by statutes passed by the Congress. For example, there
are provisions in FISA which would allow physical searches under
certain circumstances.

Chairman LEAHY. I understand. You understand some of our con-
cern because of the willingness—and we may disagree on this—of
the administration to ignore FISA in wire taps. Are you saying that
they are following FISA in mail openings?

Attorney General GONZALES. What I am saying, Senator, is that
to my knowledge there is no ongoing physical searches of mail
under the authority we have claimed, under the authorization to
use military force, or under the President’s inherent authority
under the Constitution as far as I know.

Chairman LEAHY. Not ongoing. Has there been some?

Attorney General GONZALES. Not that I am aware of. No, sir.

Chairman LEAHY. Does the President believe he has the inherent
constitutional authority to open Americans’ mail without a war-
rant?

Attorney General GONZALES. Now you are asking me to get into
an analysis that, quite frankly, the Department has not done. What
I would point you to is Justice Jackson’s analysis under Youngs-
town in terms of looking at the inherent authority of the President,
looking at the inherent authority of the Congress in weighing
those.

Chairman LEAHY. But if you take Youngstown, we have laid out
pretty clearly what the authority is following the Church Com-
mittee with FISA and everything else. Do you think the President
has authority under AUMF, notwithstanding the requirements of
the FISA statute?

Attorney General GONZALES. Senator, I am not prepared to an-
swer that question. I think for purposes of today’s hearing, I think
it is important for everyone to note that, as far as I know, there
is no ongoing physical searches of mail under the authorization to
use military force—

Chairman LEAHY. And there has not been? Attorney General
Gonzales. And, to my knowledge, there has not been any kind of
authorization of that nature.

Would you know if there was?

Attorney General GONZALES. I think that I would know, sir. Yes,
sir.

Chairman LEAHY. Well, then why in heaven’s name did the
President feel he needed to issue a signing statement?

Attorney General GONZALES. Sir, he issued that signing state-
ment to preserve the authority we believe exists under FISA, under
other statutes. So when you have got the President signing a stat-
ute saying, this is the only way you can engage in physical
searches, the President wanted to preserve the authority you gave
to him under the other statute. That is the purpose of issuing the
signing statement.

Chairman LEAHY. Mr. Attorney General, can you understand a
certain skepticism up here? It was done late in the week on some-
thing that actually is a compulsory organization, has nothing to do
with FISA, in no way—in no way—goes into FISA, no way adds to
or undercuts FISA.
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And then we see one of these signing statements that, late in the
day, kind of slipped out—in fact, most people did not find out about
it until about a week later—saying, oh, by the way, I have the au-
thority to just open your mail.

Do you understand why we might be just a tad concerned?

Attorney General GONZALES. Senator, from our perspective there
was a possibility of misconstruing the statute in a way that would
take away from the President existing authorities that the Con-
gress had given under other statutes, and the President simply
wanted to preserve the authorities that Congress had already
granted to him.

Chairman LEAHY. Well, let me go into another area of this. The
FBI has always had the ability to issue national security letters,
and it has done that. But now we find, not from anything that has
been told to us in our oversight, but we find from the New York
Times—sometimes I wish it would just mark the New York Times
“top secret”. We would get the information quicker, in more detail,
with the wonderful crossword puzzle at the same time.

But they reported that the Department of Defense and CIA have
greatly expanded the use of non-compulsory national security let-
ters to acquire Americans’ sensitive financial records. There were
500 requests for financial records since 9/11.

Why in heaven’s name do we have the Department of Defense
and CIA spying on Americans? I mean, if we are going to be doing
that, if we are going to be doing it legally, it should be done
through your Department?

We have always tried to keep the Department of Defense and the
CIA outside our borders and not delving into the Americans’—espe-
cially since Corantelpo and things like that—lives. Why are they
doing it? Why has the Department of Justice not said, if there is
a need for this, we will do i1t?

Attorney General GONZALES. Senator, I do not know if the DoD
activity, which appears to be permitted—there are at least five
NSL statutes, so whether or not this is a grand expansion, I think
perhaps it is an incorrect characterization.

There has been authority provided by the Congress for certain
law enforcement agents and certain agencies to engage in the col-
lection of these kinds of business records. That is what we are talk-
ing about here, business records in the hands of third parties. So
there is no constitutional issue here, per se.

Chairman LEAHY. But it has always been the law enforcement in
the FBI. Law enforcement officials have done that, or those nor-
mally involved in law enforcement. All of a sudden, we have the
CIA and the Department of Defense going into internal American
matters.

Does this not trouble you?

Attorney General GONZALES. If the stories are true, of course it
would be very troubling.

Chairman LEAHY. Well, are they true?

Attorney General GONZALES. Sir, I do not know if they are true
or not.

Chairman LEAHY. Did you ask?

Attorney General GONZALES. I do not believe that they are true.

Chairman LEAHY. Have you asked?
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Attorney General GONZzALES. I have not asked, personally, in
terms of whether or not the Department of Defense—

Chairman LEAHY. But this 1s going into your normal bailiwick.
Why have you not asked?

Attorney General GONZALES. Again, Senator, I think by statute
the Congress has decided that certain agencies do have the author-
ity to engage in this kind of collection of information.

Let me just remind you, you cannot use it for criminal investiga-
tion. You cannot use it for domestic terrorism. You can only use it
in connection with espionage investigations, and only with inter-
national terrorism.

So when you have DoD, who has bases all around the country,
they could be involved in an espionage investigation. Congress has
decided that they do have the authority to use national security let-
ters.

Chairman LEAHY. Attorney General, in fairness to my colleagues,
I will come back to this, because I have used my time. I also know
that DoD has even gone and found Quakers who protest, that
somehow they are going to protect their bases. Quakers tend to
protest wars. It has happened a lot in this country.

But before I turn it over to Senator Specter, let mention that
Senator Specter and I joined together in asking the Chief Judge of
the FISA court for copies of the decisions of that court that you an-
nounced publicly on Wednesday. The court is apparently willing to
provide these decisions to the committee. You have no objection to
that, do you?

Attorney General GONZALES. Senator, I think that is a decision
that I would like to take back to my principal, quite frankly.

Listen, let me just be real clear about this, however. I am ex-
tremely proud of the work of the lawyers involved in trying to get
this application completed and this application approved.

I somewhat take issue—it is hard for me to do—with Senator
Specter’s innuendo that this was something that we could have
pulled off the shelf and done in a matter of days or weeks. There
is a reason why we did not do this as an initial matter shortly after
the attacks of September 11th.

The truth of the matter is, we looked at FISA and we all con-
cluded, there is no way we can do what we believe we have to do
to protect this country under the strict reading of FISA.

Nonetheless, because of the concerns that have been raised, we
began working in earnest to try to be creative, to push the enve-
lope. Where is there a way that we could craft an application that
might be approved by the FISA court?

So shortly after I became Attorney General I asked that we re-
double our efforts to see if we could make that happen, so we have
been working on it for a long time. It took a great deal of effort,
and I am very, very proud of the work of the attorneys at the De-
partment.

Chairman LEAHY. I do not think I fully understand. Are you say-
ing that you might object to the court giving us decisions that you
publicly announced? Are we a little Alice in Wonderland here?

Attorney General GONZALES. I am not saying that I have objec-
tions to it being released. What I am saying is, it is not my decision
to make.
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Chairman LEAHY. No, but it is the court’s decision, is it not?

Attorney General GONZALES. Let me just make one final point.

Chairman LEAHY. Well, we are going to ask the court for them
anyway.

Attorney General GONZALES. I cannot remember what is in the
orders now, but certainly in the application there is going to be in-
formation about operational details about how we are doing this
that we want to keep confidential.

That has been shared with Senator Specter. We have offered to
make that information available to you, Mr. Chairman. We will
continue to have a dialog to provide as much information as we can
about the operational details, but I am sure you can appreciate the
need to keep that information confidential.

Chairman LEAHY. We are going to continue our request that the
court give us those decisions. They appear to be willing to. If parts
of it have to be in closed session, we will do that.

Senator Specter, I am sorry.

Senator SPECTER. Thank you, Mr. Chairman.

Attorney General Gonzales, I have already noted my request to
your subordinates to see the applications, the Statement of Prob-
able Cause, and the orders. That is really indispensable for our ap-
propriate oversight responsibilities.

Your letter to Senator Leahy and me yesterday recites that you
have been on this since the summer of 2005. Now, I am not en-
tirely unfamiliar with the issues involved here, but I cannot help
but conclude that there has not been a sufficient sense of urgency
on the part of the Department of Justice to get this job done faster.

I just do not see it as a 19-month undertaking. I say that in the
context which, as you know, I introduced legislation a year ago on
this subject to send this matter to the Foreign Intelligence Surveil-
lance Court.

I cannot understand why, in that context where I discussed it
with you personally, with your subordinates, and with the Presi-
dent personally, that this committee and I were not made privy to
what was going on so that we could help you.

But we are going to pursue this to see if there is any conceivable
justification for more than a year and a half elapsing. I have dealt
with complicated matters and I do not see a justification with a
sufficient sense of urgency.

Let me move on to the disclosures 10 days ago about the CIA and
the Department of Defense conducting surveillance on American
citizens.

There is a very basic distinction between the role of the FBI and
the CIA. That is, that the CIA is overseas and the FBI has exclu-
sive jurisdiction over domestic investigations. On that fundamental
point Attorney General Gonzales, is that distinction not correct?

Attorney General GONZALES. Senator, I do not recall what the
story said about the CIA’s involvement.

Senator SPECTER. Answer my question as to whether—

Attorney General GONZALES. Yes, it is correct.

Senator SPECTER. It is correct. Well, then I, again, am at a loss
to see what the CIA is doing on domestic investigations.

Now, with respect to the Department of Defense, the Department
of Defense has no authority to investigate American citizens. We
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have a Posse Comitiatus Act. We have very severe limitations for
the Department of Defense.

Is there any justification for the Department of Defense moving
into an area where the exclusive authority rests with the Federal
Bureau of Investigation?

Attorney General GONZALES. I think, Senator, again, my reading
of the statute is that they would have the authority to engage in
the investigation related to espionage.

Senator SPECTER. What statute?

Attorney General GONZALES. Either the Right to Financial Pri-
vacy Act, two provisions of the Fair Credit Reporting Act, Section
2709 of Title 18, and Section 802 of the National Security Act.

Senator SPECTER. What do those Acts say about the Department
of Defense? Supply that answer in writing so we can see exactly
what you have in mind.

When I walked in this morning—no, no. It was not when I
walked in, it was after I walked in and was seated here. I got a
letter from Richard A. Hertling, Acting Assistant Attorney General,
Office of Legislative Affairs. Now, Mr. Hertling is a good man. He
used to work for me; I thought I had trained him.

This contains your responses to the hearing 6 months ago, July
18 of last year. We have 186 pages. I am a speed reader, Attorney
General Gonzales, but not this speedy. There are lots of issues I
would like to ask you about. Can you come back tomorrow so I
have a chance to read this tonight?

Attorney General GONZALES. I will come back as soon as I can,
Senator.

Senator SPECTER. How about tomorrow?

Attorney General GONZALES. I will come back as soon as I can.

Senator SPECTER. How about tomorrow?

Attorney General GONZALES. Well, Senator, let me—

Senator SPECTER. Is there any justification for dropping this on
us this morning?

Attorney General GONZALES. No, there is not.

Senator SPECTER. All right. I thank you for that direct answer.

Attorney General GONZALES. I am disappointed at placing the
committee in that position. It should not have happened.

Senator SPECTER. On a couple of investigative matters, Attorney
General Gonzales, we had the Director of the FBI before us in De-
cember. And I raised with him the issue of a leak on an FBI inves-
tigation about Congressman Weldon shortly before the last elec-
tion. Director Mueller said that he was “exceptionally dis-
appointed”, and that it was “unfair in advance of an election.” He
is looking at an investigation which might be a “criminal” inves-
tigation.

Will you advise this committee, or at least the Chairman and
Ranking Member, what the progress of that investigation is?

Attorney General GONZALES. I will certainly go back and see
what information we can provide. Let me also say, Senator, that
I was, likewise, very, very disappointed—angry—about that leak. I
do not care if it was before an election or whatever, leaks relating
to ongoing investigations should not happen.

I know that all the U.S. Attorneys were advised by the Office of
U.S. Attorneys that things like this should not happen. I know that
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Alice Fisher, head of the Criminal Division, notified everybody
within the Criminal Division that this kind of stuff is intolerable
and should not happen.

Senator SPECTER. Attorney General Gonzales, will you inform
this committee, or at least the Chairman and Ranking Member,
about what is happening on the anthrax investigation which hit,
not close to home, but at home?

Attorney General GONZALES. Senator, Director Mueller, I believe,
has offered to give the Chairman a briefing. We are waiting to try
to accommodate the Chairman’s schedule to make that happen. We
understand the frustration and the concern that exists with respect
to the length of time. This is a very complicated investigation.

I know that the Director is very committed to seeing some kind
of conclusion in the relatively near future, and so we are prepared
to sit down and brief the Chairman with respect to the progress.

Chairman LEAHY. If the Senator would just yield a moment. If
there is going to be a briefing of me as Chairman, I would want
the Ranking Member included in that briefing. Obviously I have
beyond a professional interest. I have a personal interest, insofar
as somebody tried to kill me with those anthrax letters, and the at-
tempt killed at least two people.

One, I would like to know why I was singled out, but mostly, for
the now, I guess, five people who were killed and several others
who were crippled by that anthrax attack, I would like the perpe-
trator brought to justice. This was on my time, not on Senator
Specter’s.

Senator SPECTER. Well, let me reclaim just a little time, Mr.
Chairman, to finish up on this subject. The FBI has resisted telling
us what is happening in that matter.

We have had tremendous resistance from the Department every
time we move into what you claim is an ongoing investigation or
pending prosecution. Let me remind you of the commitment which
your Department has made.

I wrote to you and I wrote to Deputy Attorney General McNulty
referencing the standards set forth in extensive memorandum by
the Congressional Research Service, which concluded that “the De-
partment of Justice has been consistently obliged to submit to con-
gressional oversight, regardless of whether litigation is pending,
and that the oversight authority of the Congress extends to docu-
ments respecting open or closed cases that include prosecutorial
memoranda, FBI investigative reports, summaries of FBI inter-
views, memoranda, and correspondence prepared during the pend-
ency of cases.”

Then I asked Mr. McNulty, “I would like your specific agreement
that the Department of Justice recognizes the oversight authority
of this committee.” Mr. McNulty said, “You have my agreement.”

Now, let me remind you, Mr. Attorney General, that we have not
had that agreement carried out. I cite the anthrax investigation
and the Weldon matter as two matters which have attracted the
attention of this committee, and would ask for your responses spe-
cifically.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you.
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Next, we will call on actually the most senior of this committee
and nearest the Chairman of the committee, Senator Kennedy.

Senator KENNEDY. Thank you very much.

Welcome, General Gonzales. Many of us believe that the war
that we are fighting in Iraq today bears no resemblance to the war
Congress authorized in 2002. Our troops are being asked to take
sides in a civil war in a country where militias operate with impu-
nity, where sectarian violence is the norm, and where ethnic
cleansing is taking place neighborhood by neighborhood. I do not
believe any Member of Congress would have authorized our in-
volvement in a civil war.

I have introduced legislation to require congressional authoriza-
tion to escalate our involvement in Iraq. The bill would prevent the
President from increasing the number of troops unless Congress
authorized him to do so.

Article 1, Section 8 of the Constitution clearly gives Congress the
extensive power over a war. It gives it the power, under Article 1,
to lay and collect taxes, to provide for the common defense, to de-
clare war, grant letters of mark and reprisal, make rules con-
cerning captures on land and water, raise and support armies, to
provide and maintain a navy, to make rules for the government,
regulation of the land and naval forces, to provide for calling forth
the militia to execute the laws of the Nation, suppress insurrec-
tions and repel invasions, to provide for organizing, arming, and
disciplining the militia.

James Madison wrote, “The Constitution supposes, but the his-
tory of all governments demonstrate, that the executive is the
branch of power most interested in war and most prone to it. It
has, accordingly, with studied care, bested the question of war in
the legislative branch.”

So I have a letter here which I will share with you, and I will
ask that it be included in the record, from leading constitutional
scholars confirming that Congress has this authority.

They say, “Congress may limit the scope of the present Iraq war
by either of two mechanisms. First, it may directly define limits on
the scope of that war, such as by imposing geographic restrictions
or a ceiling on the number of troops assigned to that conflict. Sec-
ond, it may achieve the same objective by enacting appropriations
restrictions that limit the use of appropriated funds.”

The letter concludes, “Far from an invasion of Presidential
power, it would be an abdication of its own constitutional role if
Congress were to fail to inquire, debate, and legislate as it sees fit
regarding the best way forward in Iraq.”

Now, my question, General, do you accept that Congress does
have the authority to prevent the President from increasing troop
levels in Iraq in the manner I have described?

Attorney General GONZALES. Senator, I do not know if I am pre-
pared to answer that question. I am prepared to say that I have
had many conversations about this, and I may have said that dur-
ing my confirmation hearings, I think if you look at the framework
of the Constitution, the framers clearly intended that, during a
time of war, that both branches of government would have a legiti-
mate role to play.
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At the far end, you have got the power of the Congress to declare
war. I think at the other end you have the core sort of commander-
in-chief authority to say, take that hill. Then things get kind of
murky.

But, clearly, you recited certain provisions in the Constitution
which clearly provide Congress the authority to raise and support
armies, to provide and maintain a navy, the power of the purse.

So, clearly, Congress does have a role to play in the execution of
the war. As to whether or not the legislation that you were refer-
ring to would be constitutional, would be one that I would have to
evaluate under the Youngstown framework.

Senator KENNEDY. All right.

But you recognize that when the Constitution says it may limit,
we are not talking about assigning battalions into different field
positions or we are superimposing a judgment on the use of troops
in any form, we are talking about the general direction or the scope
of the war.

As this memo points out, “imposing the geographic restrictions or
ceiling on the number of troops assigned to it,” or it may achieve
the same by enacting appropriations. You do not deny that those
two powers rest in the Congress.

As I understand your question, it is whether the legislation con-
forms with that. Are you questioning whether the Constitution
gives us the authority and the power?

Attorney General GONZALES. Rather than giving you an answer
here without looking at the words as to the constitutional of the
Congress vis-a-vis the President during a time of war, I would like
the opportunity to look at it and respond back to you.

Senator KENNEDY. All right. I will make it available to you.

I believe that the President needs to have congressional author-
ization if he is going to invade Iran. What is your position on that?
Do you agree with me?

Attorney General GONZALES. I am not aware of any plans to in-
vade Iran.

Senator KENNEDY. I am not asking whether he is planning to. If
he were to invade Iran, I believe that he would have to come to
the Congress for authorization.

Attorney General GONZALES. Senator, for example, if there were
an attack by Iran, I think the President would have constitutional
authority to defend this country. So there may be circumstances
where I am not sure that that would necessarily be true. It would
depend on a lot of circumstances and factors that we would have
to look at.

Senator KENNEDY. I am not talking if it is an attack of retalia-
tion. It is clearly described in the Constitution, and also in the War
Powers Act. That is all clearly outlined, after a great deal of debate
and passage by Republicans and Democrats, with a great time of
deliberation.

I am asking, now, just as we are looking at the current situation
in Iran, whether it is your understanding, as the principal advisor
of the President on legal matters, that he has a requirement to
come to the Congress for an authorization prior to the time of inva-
sion?
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Attorney General GONZALES. Well, again, I am not aware of any
plans to invade Iran, and I can assure you, in providing advice to
the President, I would make sure that he understood that the Con-
stitution does give to the Congress a role with respect to the coun-
try going into war. Again, you are asking me a difficult constitu-
tional question absent of any facts that I think would be important
in providing an answer.

Senator KENNEDY. Well, I think this is distressing and disturbing
to leave out there that somehow there are the circumstances where
you think that an invasion of Iran would not require an authoriza-
tion by the Congress of the United States.

Attorney General GONZALES. Senator, I think we all understand
that. Certainly I understand that. My reading of the interpretation
of the Constitution, is with respect to the country going into war,
the country is better off when the branches are working together.
Clearly, the framers intended that, with respect to the country
being at war, being in combat, that the Congress would have some
role as spelled out in the Constitution.

Senator KENNEDY. My time is up. Thank you, Mr. Chairman.

Chairman LEAHY. Senator Hatch.

Senator KENNEDY. Oh, Mr. Chairman? I get 7 minutes. I thought
it was five. I have another 2 minutes. Excuse me.

General, I am disturbed by the pattern of the administration of
pushing policies and practice that trample on the constitutional
legal rights—we referred to those, or the Chairman did, earlier—
and then backing off or purporting to back off when a court of law
is about to rule against you or Congress is about to act. This was
done yesterday in announcing that the warrantless wire tapping
program be brought under FISA.

We still have to learn more facts about that. After years of insist-
ing that it could not be, I am told you rushed to court to argue that
the most advanced challenge to that program is now moot.

In the case of José Padilla, when he was detained unlawfully for
years, about to go to the Supreme Court, at the last minute you
charged him with crimes unrelated to the allegations pursuant to
which he had been held, and you have done it in defending the use
of torture.

You were nominated for Attorney General and then went back
and had the repeal of the old torture statute, the Bybee memo-
randum, and then came up with a new torture statute and went
on for your confirmation.

All of the while, the administration was criticizing raising the
issue of the patriotism of individuals that were critical of those ac-
tions, whether it was torture or whether it was in these other
areas, FISA and other areas.

This, I think, raises, as has been pointed out, time, resources,
and really squandered the support of the other branches of govern-
ment and the American people.

Your reaction?

Attorney General GONZALES. Senator, we have taken actions that
we believed were absolutely necessary. The President has ordered
actions that he believed was absolutely necessary to protect the se-
curity of our country.
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You mentioned our actions with respect to obtaining orders from
the FISA court. This was not motivated by the litigation. We began
this process well in advance of the disclosure of the program, and
thus well in advance of the litigation.

We began this action simply because the President believed that
there was no other alternative, there was no other way to do it, no
other way to protect this country, and because there was a firm be-
lief—and that belief continues today—that he does have the au-
thority under the Constitution to engage in electronic surveillance
of the enemy, on a limited basis, during a time of war. That is con-
sistent with tradition and practice, and that is certainly not incon-
sistent with the various Circuit Courts that have looked at this
issue.

So I would simply say that the President at all times has been
motivated in terms of what he believes is the right thing to do to
protect this country in a manner that is consistent with the Con-
stitution and his obligation as the Chief Executive and the Com-
mander in Chief.

Chairman LEAHY. Thank you.

Senator Hatch?

Senator HATCH. Thank you. Thank you very much, Mr. Chair-
man.

General, welcome. I personally appreciate the service you have
given. I know you have inherited this job at one of the toughest
times in the history of the world, let alone our own country. These
issues are very difficult issues and there are differing points of
view with regard to many of these issues.

As we all know, that is why the Supreme Court is constantly
hearing constitutional cases, so they can determine whether one
side or the other is right, or just exactly what constitutional prin-
ciples to go with.

With regard to Iran, there are so many variable-fact situations
that you could conjure up where a president would have an obliga-
tion to defend the country, so to just come out and say, well, you
cannot go to war with Iran without approval of the Congress, I
mean, that is such an over-simplification that you cannot even dis-
cuss it constitutionally, other than, it is an over-simplification.
There are all kinds of problems.

In this world of terrorism where these people do not wear uni-
forms, they do not represent a country, they basically represent a
minority ideology that is not embraced by the vast majority of Mus-
lim people in the world, and they do not care about human life, in-
cluding their own.

It is easy to sit back and criticize, but we live in a world of real
controversy and real difficulty. I think you are in a very, very
tough position here. From what I have seen, you have done your
very dead-level best to make sure constitutional principles are fol-
lowed and that the Justice Department handles matters in a re-
spectable, decent, honorable way, and I want to commend you for
it.

But let me just change the subject. You correctly emphasized
that the Internet has radically changed the world of obscenity and
child exploitation. We hear every day about child exploitation in
this country.
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It has changed the way the material is produced, marketed, dis-
tributed, and even used. It has been 21 years since the Attorney
General established a commission to study obscenity and pornog-
raphy to make recommendations for us. The Internet did not even
exist when the commission did its work.

Last September when you testified before the Senate Banking
Committee, my colleague from Utah, Senator Bennett, raised this
issue with you and you were open to considering it. I want to re-
peat the suggestion here.

Will you consider establishing a new commission to study this
crisis and make recommendations, with a particular focus on the
Internet? I believe that the Internet is part of the problem when
we come to child molestation and some of these issues that have
been in the news every day for a long time.

Attorney General GONZALES. Senator, I have considered it. I am
willing to sit down with you and get your views about it. I think
we are doing a lot already in terms of, I established an obscenity
task force. We have got 52 obscenity convictions.

We had a training session down in South Carolina a few months
ago where a representative from every U.S. Attorneys’ Offices
came. I went and spoke, Paul McNulty went and spoke. The pur-
pose of this was to emphasize the obscenity prosecutions around
the country.

Many of the recommendations of the Meese Commission, of
course, are reflected in laws passed under the PROTECT Act, the
Adam Walsh Child Protection Act, so I think we have done a lot.
I am, however, still very concerned about this issue and the threat
to our children. I characterize it as a battle. It is a war and we
need more resources. So, if we need the commission, that is some-
thing I am happy to sit down and talk with you about.

Senator HATCH. Well, I think you ought to consider it.

You mentioned the Adam Walsh Act just a minute ago, and also
in your testimony. That is one of the most important goals we have
enacted around here in a long time, and I commend you for your
support of it and for the help that you gave the committee in the
process.

Now, Title 5 of the Act includes language I introduced strength-
ening the requirement that the producers of sexually explicit mate-
rial keep records regarding the age and identity of performers.
Now, the existing law, which covered one category of child porn,
had not been enforced and the Adam Walsh Act extended it to
cover a second category.

Has the Department issued new regulations for implementing
these recordkeeping requirements, and can you assure that you
will vigorously enforce this bill, and also any regulations that are
issued?

Attorney General GONZALES. Well, we already are enforcing the
provisions of 2257. We had a recent conviction with respect to
“Girls Gone Wild”. So we already are making some progress. You
are right, the Adam Walsh Child Protection Act required certain
amendments to the law.

We are in the process now of getting those regulations approved.
I am pushing as hard as we can to get it done. But, yes, sir, you
have my commitment that we will vigorously enforce the law.
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Senator HATCH. Well, thank you. You have, in the past, ex-
pressed concern that investigators in child exploitation cases some-
times hit dead ends because Internet service providers have not
kept data that would help determine the source of images posted
on the Internet. How big a problem is this for law enforcement, and
is there something Congress can do to help solve it?

Attorney General GONZALES. Well, it is a problem. You are right.
We have encountered investigations where the evidence is no
longer available because there is no requirement to retain the data.
Many ISPs do retain data for commercial purposes.

Let me just say, most ISP companies are great partners with the
law enforcement community, so I want to commend them for their
efforts.

However, those few cases where we need that information, the
question is, how do we maintain that evidence? So for that reason
I have had discussions with the ISP community, with victims’
groups, with privacy groups about whether or not it makes sense
to have some kind of legislation dealing with data retention, not
data retained by the government, but data retained by ISPs that
could be accessed through a court order by the Department of Jus-
tice from a court judge.

I think that I would like to have a discussion with the Congress
about that. I know we are all committed to doing everything we
can to ensure the safety of our kids.

Senator HATCH. Well, let us work on it.

Now, General Gonzales, we debated this issue of Presidential
signing statements before. I wonder sometimes if these debates
have not provided more heat than light. Am I right that this is not
something invested by President George W. Bush, but that many
presidents have issued such statements?

Attorney General GONZALES. They began with Thomas Jefferson,
so there have been a series of presidents, including President Clin-
ton, who made great use of signing statements, which represent
only a dialog between the President of the United States, the
American people, the Congress, but primarily the executive branch
about the interpretations of certain provisions and a piece of legis-
lation that may be constitutionally suspect.

Senator HATCH. Well, am I also right that top legal officials in
past administrations have repeatedly opined that these signing
statements can be used for various perfectly legitimate reasons,
and do these reasons include an explanation of how the administra-
tion, the executive branch, which is charged with enforcing or im-
plementing the laws Congress passes, will interpret and enforce a
particular statute? Is that not an accepted, legitimate use of Presi-
dential signing statements?

Attorney General GONZALES. That has been the uniform analysis
of the executive branch throughout various administrations of both
parties. I might also add that the Congressional Research Service
did a review of signing statements and, likewise, concluded that
they could not see any inherently unconstitutional or inappropriate
use of signing statements by presidents.

Senator HATCH. Well, I think it is very important. My time is up,
but let me just make this one comment. I think it is very important
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to be crystal clear about issues like the signing statement we dis-
cussed earlier.

As I understand it, the President was preserving other legal au-
thority he already has. He was not asserting any new authority. Is
that a fair statement?

Attorney General GONZALES. That is correct. In fact, I would
think that the Congress and the American people would want to
know his thinking about legislation and his thinking about the im-
plementation of legislation. I mean, again, this is a dialog between
the President of the United States, the American people, the Con-
gress, and, of course, the executive branch.

Senator HATCH. Well, thank you, General. My time is up.

Chairman LEAHY. Under our rules of appearance, Senator Kohl
of Wisconsin would go next. But Senator Feinstein of California is
managing a bill on the floor. Senator Kohl, in his usual gracious
manner, has yielded first to her.

Senator Feinstein, you are recognized.

Senator FEINSTEIN. Thank you very much. I want to thank my
friend and colleague, Senator Kohl. The bill goes up at 11, so I very
much appreciate this.

Good morning.

Attorney General GONZALES. Good morning, Senator. Good to
talk to you again.

Senator FEINSTEIN. Thank you. Mr. Gonzales, let me speak as a
member of the Intelligence Committee for a minute. I want to com-
mend you for the action—the corrective action—you have taken on
the Terrorist Surveillance Program.

I believe bringing it into conformance with the law is the right
thing to do. In my briefings on the program, I believe you are doing
that. I think there are a couple of things outstanding which we can
discuss, but not in this forum. I just want to say, I think it is over-
due, but thank you for taking that action.

Attorney General GONZALES. Senator, I just say that we continue
to believe that what has happened in the past, the President’s ac-
tions were, of course, lawful. But I think this is a good step. I think
involving all branches of government on such an important pro-
gram is best for the country.

Senator FEINSTEIN. Thank you.

Now, let me ask you one question. One part of the letter you sent
to the Chair and Ranking Member said that the President will not
be reauthorizing the Terrorist Surveillance Program following, I
guess, the end of this 45-day period. What will happen to it?

Attorney General GONZALES. Well, there will be no “Terrorist
Surveillance Program”. All electronic surveillance, as defined under
FISA, of the kind described in the letter, international communica-
tions outside the United States where we have reasonable grounds
to believe that a party to the communication is a member or agent
of Al Qaeda or an affiliate organization, that that will all be done
under an order issued by a judge in the FISA court.

Senator FEINSTEIN. Thank you.

You and I talked on Tuesday about what is happening with U.S.
Attorneys. It spurred me to do a little research, and let me begin.
Title 28, Section 541 states, “Each U.S. Attorney shall be appointed
for a term of 4 years. On the expiration of his term, a U.S. Attor-
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ney shall continue to perform the duties of his office until his suc-
cessor is appointed and qualified.”

Now, I understand that there is a pleasure aspect to it, but I also
understand what practice has been in the past. We have 13 vacan-
cies. Yesterday you sent up two nominees for the 13 existing vacan-
cies.

Attorney General GONZALES. There have been 11 vacancies cre-
ated since the law was changed, 11 vacancies in the U.S. Attorney’s
offices. The President has now nominated as to six of those. As to
the remaining five, we are in discussion with home-State Senators.
So let me publicly sort of preempt, perhaps, a question you are
going to ask me.

That is, I am fully committed, as the administration is fully com-
mitted, to ensure that with respect to every U.S. Attorney position
in this country, we will have a Presidentially appointed, Senate-
confirmed U.S. Attorney.

I think a U.S. Attorney, who I view as the leader, law enforce-
ment leader, my representative in the community, has greater im-
primatur of authority if in fact that person has been confirmed by
the Senate.

Senator FEINSTEIN. All right.

Now, let me get at where I am going. How many U.S. Attorneys
have been asked to resign in the past year?

Attorney General GONZALES. Senator, you are asking me to get
into a public discussion about personnel.

Senator FEINSTEIN. No. I am just asking you to give me a num-
ber, that is all.

Attorney General GONZALES. I do not know the answer.

Senator FEINSTEIN. I am just asking you to give me a number.

Attorney General GONZALES. I do not know the answer to that
question. But we have been very forthcoming—

Senator FEINSTEIN. You did not know it on Tuesday when I
spoke with you. You said you would find out and tell me.

Attorney General GONZALES. I am not sure I said that.

Senator FEINSTEIN. Yes, you did, Mr. Attorney General.

Attorney General GONZALES. Well, if that is what I said, that is
what I will do. But we did provide to you a letter where we gave
you a lot of information about—

Senator FEINSTEIN. I read the letter.

Attorney General GONZALES. All right.

Senator FEINSTEIN. It does not answer the questions that I have.
I know of at least six that have been asked to resign. I know that
we amended the law in the Patriot Act and we amended it because
if there were a national security problem the Attorney General
would have the ability to move into the gap. We did not amend it
to prevent the confirmation process from taking place.

I am very concerned. I have had two of them ask to resign in my
State from major jurisdictions with major cases ongoing, with sub-
stantially good records as prosecutors. I am very concerned be-
cause, technically, under the Patriot Act, you can appoint someone
without confirmation for the remainder of the President’s term. I
do not believe you should do that. We are going to try to change
the law back.
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Attorney General GONZALES. Senator, may I just say that I do
not think there is any evidence that that is what I am trying to
do? In fact, to the contrary. The evidence is quite clear that what
we are trying to do is ensure that, for the people in each of these
respective districts, we have the very best possible representative
for the Department of Justice and that we are working to nominate
people, and that we are working with home-State Senators to get
U.S. Attorneys nominated. So the evidence is just quite contrary to
what you are possibly suggesting. Let me just say—

Senator FEINSTEIN. Do you deny that you have asked, your office
has asked, U.S. Attorneys to resign in the past year, yes or no?

Attorney General GONZALES. Yes. No, I do not deny that. What
I am saying is, that happens during every administration, during
different periods for different reasons. So the fact that that has
happened, quite frankly, some people should view that as a sign of
good management.

What we do, is we make an evaluation about the performance of
individuals. I have a responsibility to the people in your district
that we have the best possible people in these positions. That is the
reason why changes sometimes have to be made, although there
are a number of reasons why changes get made and why people
leave on their own.

I think I would never, every make a change in a U.S. Attorney
position for political reasons or if it would in any way jeopardize
an ongoing serious investigation. I just would not do it.

Senator FEINSTEIN. Well, let me just say one thing. I believe very
strongly that these positions should come to this committee for con-
firmation.

Attorney General GONZALES. They are, Senator.

Senator FEINSTEIN. I believe very strongly we should have the
opportunity to answer questions about it.

Attorney General GONZALES. I agree with you.

Senator FEINSTEIN. I have been asked by another Senator to ask
this question, and I will. Was there any other reason for asking
Bud Cummings of Arkansas to resign, other than the desire to put
in Tim Griffin?

Attorney General GONZALES. Senator, again, I am not going to
get into a public discussion about the merits or not with respect to
personnel decisions. I will say that I have had two conversations,
one as recently as, I think, yesterday with the Senator from Arkan-
sas about this issue. He and I are in a dialog.

I am consulting with the home-State Senator so he understands
what is going on and the reasons why, and working with him to
try to get this thing resolved, to make sure for his benefit, for the
benefit of the Department of Justice, that we have the best possible
person manning that position.

Senator FEINSTEIN. All right. If I could move on quickly.

In 2000, the last year that the Bureau of Alcohol, Tobacco, Fire-
arms, and Explosives issued a report with an analysis, it was re-
vealed that 57 percent of all guns used in crimes in the United
States had come from 1.2 percent of licensed gun dealers. In other
words, the majority of crimes were not coming from guns from the
black market, but from a few licensed dealers.
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Now, this information was really quite useful. But starting in
2004, the Congress added amendments on the CJS appropriations
bill restricting BATFE’s ability to share gun trade data with local
jurisdictions.

In the 109th Congress there was no CJS bill, so therefore the
gun trace data effort died in the Senate. So, it is now possible to
provide this gun trace data to bona fide law enforcement organiza-
tions on a local level.

As you know, murder has gone up. As you know, there are real
substantial problems. I think the murder rate in one city in my
State is 33 percent. It is a real problem out there, what is hap-
pening.

My question is this: do you support allowing State and local law
enforcement to have access to BATFE gun trace data?

Attorney General GONZALES. Senator, I need to go back and look
at this because your question has confused me. It was my under-
standing that we already are sharing gun trace data, State and
local, for law enforcement purposes.

My understanding is that certain State and local officials wanted
the information for non-law enforcement purposes. That has been
the issue. I am told by professionals at ATF that that would jeop-
ardize their law enforcement efforts. I am not sure why that is the
case. I am happy to look into it and get back to you on that.

Senator FEINSTEIN. But you do support gun trace data going to
governmental entities on the local level?

Attorney General GONZALES. For law enforcement purposes.

Senator FEINSTEIN. For law enforcement purposes.

Attorney General GONZALES. Yes. And I believe that that is ongo-
ing, so that is why I am a little bit confused by your question.

Senator FEINSTEIN. All right. I think that is fair. I think we need
to check it out. But I know places where it has not gone for law
enforcement purposes, so I would be happy to talk with you about
that further. My time is up. Thank you.

Thank you, Mr. Chairman.

Chairman LEAHY. I am just wondering, when we take our break
for lunch, would it be possible to get the numbers that Senator
Feinstein has asked for?

Attorney General GONZALES. The number? I think it is possible.
I will certainly—

Senator FEINSTEIN. U.S. Attorneys asked to resign.

Attorney General GONZALES. Senator, that is information that I
would like to share with you. I do not want to have a public discus-
sion about personnel decisions. It is not fair, quite frankly, to the
people.

Chairman LEAHY. We are just curious as to the numbers. I do
not care who they are.

Attorney General GONZALES. Yes.

Chairman LEAHY. I want to know numbers. Thank you.

Senator FEINSTEIN. That is fine.

Chairman LEAHY. Senator Kyl?

Senator KYL. Thank you, Mr. Chairman.

Mr. Attorney General, first, let me say there have been several
stories—there was one in the Wall Street Journal yesterday as a
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matter of fact—about U.S. Attorneys’ Offices prosecuting people in
connection with Internet gambling.

I want to compliment you and the various offices that have en-
gaged in those prosecutions because they have begun to deal seri-
ously with a very difficult problem. Congress passed a law at the
end of last year that requires Treasury to issue some regulations
so that banks can more easily comply, and I hope that your office
will work with Treasury so that those can be done quickly and ef-
fectively and that your office can continue to engage in these pros-
ecutions.

Attorney General GONZALES. It is my understanding, Senator,
that we have already initiated discussions, or have been in discus-
sions with Treasury, so that process is moving and hopefully it can
be completed in an expeditious manner.

Senator KYL. Excellent.

You have taken quite a bit of abuse, I guess I would say, at this
hearing and in the media generally over a variety of efforts that
your office has been engaged in relating to the war against terror-
ists, the TSP program, detainee, habeus corpus issues, various
prosecutions.

I suppose that is somewhat inevitable, and I suspect you do not
need any reminder that if there were another terrorist attack on
this Nation, probably that criticism would quickly evaporate and
instead you would be up here trying to answer why you did not
connect all the dots and why you were not more vigorous in your
effort to protect the American people, and so on.

I suppose it is the nature of a body like the Senate always to en-
gage in that kind of second guessing, but I do want to encourage
you, notwithstanding this criticism which I know is heartfelt and
genuine in terms of the people who are making the criticism, but
I do strongly encourage you to continue to perform your functions
under the law as best you understand them for the benefit of the
American people, because this war against these international ter-
rorists is deadly serious. Much of our protection will come from the
efforts of the people that work in the Department of Justice and
the other agencies of the U.S. Government.

Attorney General GONZALES. You have my commitment to that,
Senator. Let me say one thing in response to some stories that I
read. The President of the United States would not have author-
ized the action that was disclosed yesterday if there was any doubt
in his mind that it would make the United States any less safe.

He has been advised by the Director of National Intelligence, by
the Director of NSA, that this is something that we can do and still
maintain the same level of safety and security for the United
States of America. I mean, that is his number-one priority and that
is what we kept in mind as we tried to find a way to bring this
program under FISA.

Senator KyL. Thank you, Mr. Attorney General. At any time that
you believe that you do not have the proper authority to engage in
what you believe are necessary activities to protect the American
people, I would expect you to come to this committee and let us
know.
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I know there are some outstanding things you would like to have
us do that we have not done that would assist in those efforts, and
hopefully we will be able to advance some of those in the future.

You stated in your testimony that various proposals to repeal the
enemy combat litigation provisions of the MCA and the DTA are
ill-advised and defy common sense. Again, with respect to those
who have made these comments, I have to agree that this would
be a very, very bad idea.

The effect would be to not only allow prisoners held at Guanta-
namo to literally sue the soldiers that are guarding them, their
captors, but also to contest all manner of conditions of their deten-
tion there, contrary to all precedent not only in this country, but
in other countries as well.

Then such as Khalid Shiek Mohammad and Ramsey ben Al-
Shied, both of whom were involved in the September 11th attacks.
These proposals would also, as I understand it, allow any enemy
detainees held inside the United States to sue to challenge deten-
tion and conditions of confinement. If I am incorrect in this in
terms of your understanding, please let me know, but I think this
is accurate.

I think back on World War II about the roughly 425,000 German
prisoners of war that were held in the United States. What would
the Justice Department have done, or the Defense Department at
that time, if these POWs had had the habeus corpus rights that are
being sought by the proponents of this legislative change?

By the way, did we allow these prisoners to bring habeus actions,
to sue?

Attorney General GONZALES. Sir, I am not aware of any specific
cases. Someone may have thought about it, but obviously we did
not have a situation. We had 400,000 claims, people claiming ille-
gal detention or people claiming mistreatment. That just did not
happen. People would have thought it rather odd, quite frankly.

These were lawful combatants. These were people that fought ac-
cording to the rules. So the notion that we would do that for people
that were unlawful combatants, who do not follow the rules, I think
people would say that is somewhat odd, also.

I think people lose sight of the fact that we, as a government,
provide more process to unlawful combatants than prisoners of war
get under Geneva, so you are actually penalized by finding accord-
ing to the rules.

Under Geneva, you are captured on the battlefield, you have a
battlefield determination: you are a prisoner of war. That is it.
There is no more determination. Here, if you are an unlawful com-
batant, you get multiple evaluations. If you are sent to Guanta-
namo you get a CSRT you get—

Senator KyL. What is that?

Attorney General GONZALES. That is a Combatant Status Review
Tribunal, where there is a proceeding that provides a meaningful
opportunity for the detainee to present his case that he is not law-
fully detained.

Senator KYL. Represented by American lawyers?

Attorney General GONZALES. He is not represented by a lawyer,
per se. There is a lawyer involved that is sort of his legal rep-
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resentative or helper. I would not call him his counsel, but he is
represented by counsel on appeal.

He has a direct right of repeal to the DC Circuit, and there he
is provided counsel. He also has a right, if the Supreme Court
wants to hear his challenge, to take it up to the Supreme Court.

Senator KYL. Now, that right of direct appeal to the Court of Ap-
peals, we wrote that in the statute. That was unprecedented. Is
that correct?

Attorney General GONZALES. Yes. The amount of process we pro-
vide is unprecedented not only for unlawful combatants, it is, quite
frankly, unprecedented for prisoners of war, lawful combatants. So
we have gone well, well past what is precedented.

I think the United States should, quite frankly, be proud of the
amount of process that it provides to unlawful combatants who kill
innocents indiscriminately, who do not follow the rules, and yet
nonetheless the people of the United States have decided we are
going to provide these individuals CSRTs, we are going to provide
them access to a court, when that has never, ever in the history
of this country been done before.

Senator KyL. Mr. Chairman, do I understand my time has ex-
pired?

Chairman LEAHY. The Senator’s time has expired.

Senator KYL. Thank you.

Chairman LEAHY. But we will be having another round.

Senator KYL. No, no. That is fine. I appreciate that. Thank you.

Chairman LEAHY. Senator Kohl, you were very patient and yield-
ed your time earlier. Please, go ahead.

Senator KOHL. Mr. Attorney General, I would like to discuss the
rise in violent crime in our country with you. As you may know,
I discussed this topic with the FBI Director in December, and since
then violent crime statistics for 2006 have been made available,
which unfortunately show that 2005 was not an aberration, but
rather part of a very unfortunate trend.

Our entire country has been hit hard by a crime wave, and my
own city of Milwaukee is no exception. There are no doubt a vari-
ety of factors that have contributed to this rise.

The FBI, for example, used 2,190 fewer agents in 2004 on tradi-
tional crime matters than it did in 2000 due to the essential focus
on terrorism. This decreased Federal involvement, as you know,
places a greater burden on our State and local law enforcement
communities.

For exmaple, the Milwaukee police received $1 million from the
COPS program in 2002, but last year it received no funding at all.

Mr. Attorney General, we are not giving our States and our local-
ities the help that they so desperately need. Now, we are all on the
same team, I know, and we all have the very same goal in mind.

I would like to make a particular request to you on behalf of Mil-
waukee. Can I ask you to pledge yourself to taking some time to
study the situation in Milwaukee and report back to me on what
can be done by way of some increased level of Federal funding on
behalf of law enforcement to help to reverse this trend?

Attorney General GONZALES. Senator, you do have my commit-
ment. I think we should all be proud of the historically low crime
rates that we have enjoyed recently. There have been some dis-
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turbing trends with respect to certain kinds of violent crime, with
respect to certain places in the country.

You talked about it in terms of a “crime wave”. What we are see-
ing are increases, disturbing trends, with respect to certain areas
of the country and certain-size communities.

Nonetheless, I am concerned about it and for that reason we ini-
tiated this Initiative for Safer Communities, where I sent out
teams to 18 cities. Milwaukee was one of them.

We wanted to study Milwaukee carefully and see what was work-
ing, what was not working, and we are going to take that informa-
tion and hopefully come up with some good ideas that we can share
with you and the American people about how we address this
issue.

As you also know, Milwaukee was one of the cities that I identi-
fied last year to receive $2.5 million for a special gang initiative,
where we would focus on prevention and education efforts, law en-
forcement efforts, and prisoner reentry efforts in your community.
We want to see how these initiatives around the country—Mil-
waukee being one of them—work.

If people come up with some good ideas, then perhaps we will
come to the Congress and try to get some more money and provide
similar grants to other communities around the country. We, of
course, have programs like Project Safe Neighborhood, where we
make funds available to State and local communities. I think we
are doing a lot, but I am worried about it, too.

Obviously, State and local officials are our best partners. We
want to feel like they are appreciated. I look forward to working
with you, and you have my commitment, in particular, with respect
to Milwaukee. We will look at it and see what else we can do there.

Senator KOHL. That is very kind of you and I very much appre-
ciate that. Thank you.

Chairman LEAHY. Thank you very much. Yes. Did you want to
say something?

Attorney General GONZALES. Yes. I received some bad informa-
tion, and I apologize for this. Milwaukee was not a city that re-
ceived one of these. I confused it with Minneapolis, and my apolo-
gies. But you still have my commitment that we are going to study
it.

Senator KoHL. If you will look at Milwaukee, that would be very
good of you. Thank you.

Chairman LEAHY. Senator Cornyn?

Senator CORNYN. Thank you, Mr. Chairman.

Welcome Attorney General Gonzales. I wanted to talk a minute
about the questions that Senator Feinstein raised about the process
by which interim U.S. Attorneys are appointed so that we can un-
derstand this better and perhaps put it in context.

My understanding is that prior to the reauthorization of the Pa-
triot Act, the Attorney General had the authority to appoint an in-
terim U.S. Attorney for a period up to 120 days. After 120 days the
courts, before which the U.S. Attorney would appear, would make
a longer term interim appointment until such time as the President
nominated, and the Senate confirmed, a permanent U.S. Attorney.
Is that correct?
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Attorney General GONZALES. That is correct. As you might imag-
ine, Senator, that creates a problem, a court where he has been ap-
pointed by the judge, and so that created a problem.

We had, also, a problem of judges, recognizing the oddity of the
situation, who kind of refused to act, so we have to take action, or
give them a name or something, but it created some discomfort
among some judges. Other judges were quite willing to make an
appointment.

Regrettably, though, you have the potential for a situation where
someone is appointed who has never worked at the Department of
Justice, does not have the necessary background check, cannot get
the necessary clearances, and so that is a serious problem, particu-
larly during a time of war.

So for these reasons, quite frankly, I think the change that was
made in the reauthorization of the Patriot Act makes sense. I have
said to the committee today under oath that we are fully com-
mitted to try to find Presidentially appointed, Senate confirmed
U.S. Attorneys for every position, but they are too important to let
go unfilled for any period of time, quite frankly.

It is very, very important for me, even on an interim basis, the
qualifications, the judgment of the individuals serving in that posi-
tion.

Senator CORNYN. Mr. Attorney General, this was not just sort of
an odd arrangement before the reauthorization of the Patriot Act,
it raised very serious concerns with regard to the separation of
powers doctrine under our Constitution, did it not?

Attorney General GONZALES. It does in my mind. Again, it would
be like a Federal judge telling you, I am putting this person on
your staff.

Senator CORNYN. That is because the U.S. Attorney is the chief
law enforcement officer for the district concerned. So it would seem
problematic for the top judicial branch official to name his execu-
tive branch counterpart. The process that Senator Feinstein asked
questions about that is now the norm after the reauthorization of
the Patriot Act, that is something Congress itself embraced and
passed by way of legislation, and the President has signed into law.
Is that correct?

Attorney General GONZALES. I believe it reflects the policy deci-
sion, the will of the Congress, yes.

Senator CORNYN. And I find it a little unusual that some of our
colleagues are critical of the Justice Department replacing Bush
appointees with interim appointments until such time as we can
get a permanent U.S. Attorney nominated by the President and
confirmed by the committee.

I just want to raise three quick examples of delays, unfortunately
not caused by the administration, but by this committee itself in
terms of confirming high-level nominees at the Justice Department.
For example, Alice Fisher, whose nomination waited a period of 17
months before this committee actually confirmed her nomination.

Then there is Kenneth Wainstein, who was appointed to a brand-
new position, as you know, the head of the Counterterrorism Divi-
sion at the Department of Justice. This was a recommendation by
the WMD Commission and others. This nomination was obstructed
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for 6 months, until September 6, 2006, which allowed this new, im-
portant position to remain vacant for a half a year.

Then there is the inexplicable—to me, anyway—case of Steve
Bradbury, who serves in a very important position as head of the
Office of Legal Counsel, Acting, who is yet to be confirmed even
though he was nominated June 23, 2005.

As you know, Mr. Bradbury was integral to our efforts to deal
with this issue of, how do we try terrorists like Khalid Sheik Mo-
hammad consistent with the Supreme Court’s decisions and our
Constitution?

So I appreciate your willingness to make sure that the adminis-
tration nominates U.S. Attorneys on a timely basis. Hopefully this
committee and the Congress, the Senate, will meet the administra-
tion more than half way and schedule up-or-down votes on the
nominees that the President sends forward.

Let me take off also on this issue of violent crime. You mention
the Project Safe Neighborhoods, and I want to ask you just a cou-
ple of words about that. You cover this at some length in your pre-
pared statement.

Of course, I have a special interest, as you know, because of the
origins of Project Exile out of Richmond, Virginia, originally a
project of the U.S. Attorney there which we embraced in Texas
when I was Attorney General, with then-Governor Bush.

We launched Texas Exile, which at the time was an innovative
program to combine the resources of Federal, State, and local law
enforcement agencies to focus on gun crime, of course, to make sure
that our laws were strictly enforced.

But I have to tell you that I am very pleased with what I see
are the results of Project Safe Neighborhoods, under which this ef-
fort has now been taken nationally, where you report a 66 percent
increase in the number of cases filed and a 55 percent increase in
defendants prosecuted since fiscal year 2000.

Could you just touch on, for a moment, the importance of our
prosecution of individuals who are violating our gun laws in this
country in terms of stemming the tide of violent crime? Also, I have
seen a lot of public service announcements pointing out the harm
inflicted on the families of those individuals who violate our gun
crime laws and what that does in terms of deterring those sorts of
crimes.

Attorney General GONZALES. I appreciate the question, Senator.
I think we have made good progress in addressing violent gun
crimes in this country because of the programs like Project Safe
Neighborhoods where we are working in partnership with State
and local communities in terms of providing training, sharing infor-
mation, making joint decisions about, where is it appropriate and
the best place to prosecute someone?

In certain cases it makes more sense to prosecute them in Fed-
eral court because, quite frankly, we have tougher gun laws and we
can get tougher sentences. So, I think it has made a big difference
in our ability to reduce the level of violent gun crime.

I am often asked, do we need additional gun laws? Obviously
that is something we would always be willing to look at, but I
think the evidence shows that if we continue our diligence in en-
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forcing existing laws, we can make a big difference in reducing gun
crime in this country.

Chairman LEAHY. Thank you,

Senator CORNYN.

Senator Feingold is next. I should note that Senator Feingold is
going to chair the Constitution Subcommittee, one of the more im-
portant subcommittees of this committee.

Senator Feingold?

Senator FEINGOLD. Thank you so much, Mr. Chairman. Thank
you, Mr. Attorney General.

First, let me associate myself with the remarks of my senior Sen-
ator, Senator Kohl, in raising the concerns about crime, in par-
ticular in the city of Milwaukee, and I want to thank him for his
leadership on this issue. Thank you for your response and your
willingness to take a real look at it.

In light of what he said about the loss of $2 million for the COPS
programs in Milwaukee, and in light of what you said about Min-
neapolis, I hope Milwaukee is next in line for that kind of money.

Mr. Attorney General, it was a welcome change to learn that the
President, with regard to the NSA program, has decided to return
to the law. For more than 5 years, this administration conducted
an illegal wire tapping program, including more than a year during
which you and others publicly asserted that this violation of the
law was absolutely essential to protecting the public from terror-
ists. As Senator Kennedy already mentioned, you actually ques-
tioned the patriotism of those who criticized you.

But the President has been forced to return to the law. Based on
your announcement yesterday, this illegal program has been termi-
nated. Now, that is a stunning—and I would say long overdue—
change of direction.

In light of these developments, I also hope that the type of in-
flammatory and inaccurate rhetoric we heard from you and the
President about this program is over. I was particularly concerned
about a speech you gave in November which I raised with the FBI
Director last month, so let me start by asking you the same ques-
tion I asked the FBI Director.

Do you know of anyone in this country, Democrat or Republican,
in government or on the outside, who has argued that the U.S.
Government should not wiretap suspected terrorists?

Attorney General GONZALES. Sure. I mean, if you look on the
blogs today there are all kinds of people who have very strong
views about the ability of the government to surveille anyone, for
any reason.

Senator FEINGOLD. Do you know of anybody in government that
has said that?

Attorney General GONZALES. No. But that is not what I said. I
have my remarks in front of me. I began by talking about how lim-
ited this program is, and what care we took in implementing this
program. Then I did say, some people would argue nothing could
justify the government being able to intercept conversations like
the ones the program targets.

I also said, instead of seeing the government protecting the coun-
try, they see it as on the verge of stifling freedom. I then said that
this view is short-sighted if the definition of freedom, one utterly
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divorced from civic responsibility, is superficial and is itself a seri-
ous threat to the liberty and security of the American people.

Senator FEINGOLD. Well, that is interesting because we got a
very different answer from the Director of the FBI, who had no
trouble saying he did not know of anyone that took that position.

Now, this actually was not an isolated remark. During the cam-
paign last year the President repeatedly said that the Democrats
opposed wiretapping terrorists. Let me read you a quote from a
campaign rally in Indiana: “When it comes to listening in on the
terrorists, what is the Democrats’ answer? Just say no.”

In your speech on November 20, you said that critics of the pro-
gram have a definition of freedom that is “utterly divorced from
civic responsibility,” and “is itself a grave threat to the liberty and
security of the American people.”

Mr. Attorney General, as I said when Director Mueller was here,
to me these comments are blatantly false. I think they do a dis-
service to the Office of the Attorney General. Falsely accusing the
majority of this committee of opposing the wiretapping of terrorists
is not going to be helpful to you, to the Justice Department, to Con-
gress, or to the American people.

Attorney General GONZALES. Senator, I did not have you or this
committee in mind when I made those comments. I went on to talk
about Justice Jackson’s remarks in the case of Terminello v. City
of Chicago, where he said, “The choice is not between order and lib-
erty, it is between liberty with order and anarchy without either.
There is danger that if the court is not temperate, is not chrono-
logic with a little practical wisdom, it will convert the constitu-
tional Bill of Rights into a suicide pact.” But again, I did not have
in mind either you or this committee.

Senator FEINGOLD. Well, that is nice that it was not in your
mind, and maybe it was not in the President’s mind. But no rea-
sonable person could interpret, during a political campaign that
has to do with whether Senators, Democrats or Republicans, are
elected or not elected has anything other than to do with accusing
those who are on this committee, and others, of having that mind-
set.

So I am pleased to hear you did not have that in mind. Let me
just say that the notion that somehow any of us or any one in the
Democratic party does not think we should wiretap terrorists, is
simply wrong.

Let me turn to the FISA statement itself. Why did you decide to
seek FISA court authorization in the spring of 2005 and not ear-
lier? Did this relate in any way to the administration learning that
the New York Times was looking into the program?

Attorney General GONZALES. No, not at all.
| S;}nator FEINGOLD. Why did you not seek the authorization ear-
ier?

Attorney General GONZALES. Senator, we certainly would not
have been prepared or be in a position to make any kind of applica-
tion. I must tell you, and I want to go back and think about this
in terms of, I am fairly certain—but again, I am under oath so I
want to be careful how I say this—that we have had from time to
time, when I was in the White House, discussions and thoughts
about, is there any way to get this under FISA, not because there
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was any concern that what the President was doing was unlawful.
Quite the contrary. We believed, and believe today, that what the
President is doing is lawful.

But because of the discourse, the concerns raised, questions
asked here in this committee, we felt an obligation to see, was
there a way to get this under FISA without jeopardizing the na-
tional security of this country?

Certainly when I came over to the Department of Justice I talked
our folks, all right, let us go back and look at this again. Let us
start over if we are going to have to. Is there a way we can do this?
Again, I must take issue with Senator Specter. This is a very com-
plicated application. In many ways it is innovative in terms of the
orders granted by the judge. It is not the kind of thing you just pull
off the shelf. We worked on it a long time.

Senator FEINGOLD. All right. Then once you submitted it, why
did it take 2 years for the FISA court to come to its decision?

Attorney General GONZALES. It did not take 2 years, Senator, for
the FISA court to come to its decision. It took us a period of time
to develop what we thought would be an acceptable legal argument
that would be acceptable by the FISA court, and it took us a period
of time to take that argument and fit it into the operational capa-
bilities and possibilities of NSA.

Senator FEINGOLD. How long did it actually take the court once
it had your proposal?

Attorney General GONZALES. Senator, again, I do not want to get
into a public discussion about the deliberations and work of the
court. I will say that it took longer than a normal FISA because
this was different than a normal FISA application.

So obviously the judge, looking at this, he was very, very careful
in his decision that the application satisfied all the requirements
of FISA, so it took a longer period of time because it was a different
type of application.

Senator FEINGOLD. Well, Mr. Chairman, I see my time is up, but
let me just say in conclusion that, while there will be matters to
pursue both here and on the Intelligence Committee about the deci-
sion, it is an important moment in the history of our Constitution
that this program has now been terminated and is now within the
FISA statute. I do hope that we recognize the importance of that
in terms of our constitutional history. Thank you, Mr. Attorney
General.

Chairman LEAHY. Thank you.

Attorney General GONZALES. Can I make one final point?

Chairman LEAHY. Of course.

Attorney General GONZALES. On your characterization that the
program was terminated, the country is no less safe today. I mean,
the fact that there will be electronic surveillance of the enemy dur-
ing a time of war will continue. The country will not be any less
safe. It will be conducted under the FISA court.

I do not want the American people to think that somehow the
President has backed off in any way from his commitment to doing
what he can do under the law to protect America.

Senator FEINGOLD. Which is exactly why we did not need the
TSP outside of FISA in the first place.
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Attorney General GONZALES. Senator, you would be a much bet-
ter lawyer than any of the lawyers at the Department of Justice
by simply looking at the statute, knowing what we do, that this is
something that could easily be approved by the FISA court. It took
us a period of time to work on it, to develop the legal strategy, the
legal analysis, and it took some time for a judge to get comfortable.
It was not easy.

Senator FEINGOLD. Mr. General, I recognize that. But the idea
that you did it before you had the court’s approval is the startling
part.

Thank you, Mr. Chairman.

Chairman LEAHY. We will take no more than a five- minute
break and then we will come back. Senator Grassley is going to be
next.

[Whereupon, at 11:30 a.m. the hearing was recessed and re-
sumed back on the record at 11:35 a.m.]

Chairman LEAHY. As we reconvene, I will go over the order, be-
cause Senator Grassley was one of the first ones here, but he has
also had, I would note, a very busy time in Finance this morning.

Senator Schumer will go next, and he has also been trying to
cover about four other things today. And then Senator Sessions,
each one of you have been doing the same thing. But let us go
through those, and, Senator Grassley, the floor is yours.

Senator GRASSLEY. General Gonzales, I gave you a copy of my
questions because I wanted to go through all the justification for
the questions before you answered them, so I hope you have this
sheet here.

The first one deals with the anthrax investigation. I wrote you
in October to ask a series of questions regarding the FBI’s inves-
tigation of the anthrax attacks. It has been over 5 years without
any sign of real progress. It has been over 3 years since the FBI
briefed any Congressman.

The FBI recently announced a policy of refusing to brief Congress
about the case even though it provided briefings earlier in the in-
vestigation. And while I was at Finance, I know that you have of-
fered to brief Chairman Leahy. And I say this only after I made
a great objection to the FBI on the no-briefing policy.

In December, 33 Senators and Congressmen wrote to you to ask
that you direct the FBI to provide a comprehensive briefing. That
letter included signatures from several members of this Committee,
the Intelligence Committee, Homeland Security, and not just the
Chairs and Ranking Members. We have not received a response to
that letter.

The Department’s policy is unacceptable. It is kind of like thumb-
ing the nose at congressional oversight, especially a topic that is as
important as this one, and especially since Congress was the target
of these attacks. Steven Hatfill, who was publicly labeled a person
of interest in the investigation, has alleged in his lawsuit that the
FBI and the Department of Justice personnel leaked sensitive case
information about him to make the public believe that he was
about to be arrested when, in fact, he was not.

It has been reported that two FBI agents were the sources of
leaks about Hatfill in the New York Times, but when I asked Di-



36

rector Mueller last month whether anyone had been disciplined, he
said no.

I believe that independent oversight is necessary to get to the
bottom of these issues. You have said that you respect congres-
sional oversight, but I do not see that your actions fit the words.
So that is my first question. Now I want to go on to DOJ oversight
before you answer.

Second, I understand that the Justice Department is conducting
a series of training events for other agencies on how to respond to
congressional oversight inquiries and hearings. I recently wrote to
you asking for information about these training events, including
a list of the agencies participating and copies of materials.

I asked to receive that information before this hearing so we
could discuss it in more detail, but I did not get a reply. In light
of the unnecessary hurdles and roadblocks that the Department
has put in my way on oversight issues, my concern is that these
training events may become lessons to stiff-arm Congress. So two
questions on that.

And then my last issue is the False Claims Act. Third, as author
of the 1986 amendments to the False Claims Act, I worked hard
to ensure that we would have an effective tool against fraud and
waste. Your Department reported that $18 billion has been recov-
ered under my whistleblower amendments to the False Claims Act
in the 20 years since they were passed.

In fact, $3.1 billion was recovered in the last fiscal year 2007,
nearly $1 billion more than any other previous years’ recovery. Can
you tell us what the Department has been doing to increase recov-
eries?

Also, Congress passed the Deficit Reduction Act. Section 6032 of
that provided financial incentives to the States to pass their own
False Claims Act. It requires the Inspector General of the Depart-
ment of Health and Human Services, in consultation with you, the
Attorney General, to determine if a State law complies.

Back in March and April, I wrote two letters to you and Inspec-
tor General Levinson outlining the requirements of Section 6032
and highlighting necessary requirements for a State False Claims
Act. Inspector General Levinson replied back in May that his office
was working on guidance to States in consultation with your De-
partment.

The formal guidance to States was issued this past August, and
the OIG recently released its initial determination to various
States that were submitted in accordance with Section 6032.

Of the 10 States that submitted the State False Claims Act, only
three were deemed compliant. The fact that only three of ten
passed muster tells me that there were some State legislatures
looking to pass these laws in the next few months.

My question is then, since you did not provide a written re-
sponse, what is the Department doing, in consultation with the
OIG of HHS to review and comment on legislation submitted to the
States?

So would you answer that series of questions on those three dif-
ferent points as I submitted them to you there in writing?

Attorney General GONZALES. I will do my best, Senator.



37

With respect to anthrax, you are correct, we have offered up a
briefing to the Chairman. There is, of course—here is my view
about oversight. I recognize that there is an institutional interest
in the legislative branch receiving information.

Quite frankly, when you do that, it helps us do our job better.
I recognize that. There is also an international interest in pro-
tecting certain kinds of information within the executive branch. I
think we each have an obligation to recognize those two competing
institutional interests.

As I read the case law, I think we each have an obligation to try
to accommodate those competing interests, and so it is not enough
for me to simply say no to a request from Congress. I do not think
it is legitimate for Congress to simply say, “This is what I want
and I am going to get it.” I think we have an obligation to try to
reach an accommodation in most kinds of cases.

Now, open investigations presents a unique set of challenges for
us. The truth of the matter is my experience has been that when
Congress inquires into open investigations, people quit providing
candid advice. Sometimes people make decisions that they would
not normally make for fear that if Congress is investigating what
they are currently doing, they do not want to be criticized for not
being tough enough.

I also, of course, worry about the privacy interests of the indi-
vidual being investigated. Oftentimes we do investigations. That
does not mean that someone has done anything criminal. We are
in the process of gathering up information to see whether or not
something has happened that is criminal.

So we are very, very careful and concerned about inadvertent
leaks. I am not suggesting that there are intentional leaks, but
sometimes there are inadvertent disclosures that hurt the privacy
interests of individuals that ultimately turn out to be innocent. It
is for that reason, that as a long matter of practice, we do try to
resist inquiries into open investigations.

The situation with the anthrax case is different. It is different in
terms of—I think it is—I would characterize it as a variance based
upon extraordinary circumstances. In this case, it was letter tar-
geted to Senator Leahy.

He has received briefings in the past, and for that reason, the Di-
rector of the FBI has offered and we are prepared to provide addi-
tional information that we can to the Chairman. So that is my re-
sponse to the anthrax investigation.

With respect to DOJ oversight training, quite frankly, it is a re-
sponsibility and role by statute and by regulation for the Depart-
ment to provide legal advice to the other executive branch agencies.
We want to provide guidance to ensure actually greater cooperation
and consultation with the legislative branch in this process.

I am told we never got your letter with respect to DOJ oversight
training. I do not know if that is a problem with your staff or a
problem with my staff, but I want to get to the bottom of it.

With respect to does the Department have plans to invite any
congressional oversight experts to provide a legislative branch per-
spective at these training sessions, quite frankly, that is up to each
agency. But we are their counsel as the Department, but they are
obviously free to seek input from congressional experts.
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Again, this is not a coordinated effort to try to coach them about
how to avoid answering questions. It is to make sure that we are
providing the appropriate level of cooperation, because we do have
an obligation, again, based upon the case law as I read it and
based upon tradition and history, to try to accommodate competing
legitimate interests.

False Claims Act questions. Can you tell us what the Depart-
ment has been doing to increase False Claims Act recoveries? I
think our record in this area is very, very good if you look at the
number of dollars that have been recovered.

I know there have been some complaints, Senator, that perhaps
we are taking too long in making the decisions to get involved in
some of these kinds of cases. But we take them very, very seri-
ously, and we want to be very, very careful in the decisions that
we make to be involved. But we are fully committed to this, and
I think that is evidenced by the record level of recoveries with re-
spect to these kinds of claims.

Then your question, Since you did not provide a written response
either to my March 2006 letter or April 2006 letter—which I am
told, again, we never got, and that is something we need to cor-
rect—what is DOJ doing, in consultation with HHS OIG, to review
and comment on FCA legislation? I am told the letter has gone up
to you, and you should have that. Quite frankly, sir, I do not know
what the letter says. I have not reviewed it. But I am told that
there has been some kind of response to you.

Senator GRASSLEY. Mr. Chairman, I would like to be involved in
that briefing that you have on anthrax, if I could be.

Chairman LEAHY. Senator, I found the last briefing to be so inad-
equate and so uninformative, I have not sought another one be-
cause I have learned more reading the papers, especially when I
read in the paper that the Department of Justice brought a number
of victims of the anthrax attacks or their families to Washington
to brief them. I do not want to use the mantle of “victim,” but inso-
far as I was a target, I guess targets were not invited, victims
were.

Be that as it may, if we have a briefing, as I said earlier, I would
certainly want at the very least the Ranking Member involved. It
should not be just a member of one party. But we can work that
out.

Attorney General GONZALES. Mr. Chairman, I have encouraged
the Director to try to provide as much information as we can. I
would also conclude that I want to thank Senator Grassley for his
amendment to increase DOJ’s HIPAA funding by providing an in-
flationary adjustment to help investigate health care fraud. Thank
you, Senator.

Chairman LEAHY. Thank you.

Senator Schumer is next. Go ahead.

Senator SCHUMER. Thank you, Mr. Chairman, and thank you,
Mr. Attorney General.

Now, as has been mentioned, we learned yesterday that after
more than 5 years of warrantless wiretapping, you finally obtained
an order from the FISA Court. It is a secret Court, to be sure, but
it is a Court nonetheless. And while many are rightly relieved that
you finally decided to seek the involvement of a court, there are
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still far too many unanswered questions to say that this issue has
been resolved. This is better than Cheney, but we still do not know
what “this” is.

So, first, let me ask you this: Do you now believe that FISA
Court approval is legally required for such wiretapping? Or do you
continue to believe that Court approval is merely voluntary? You
indicated the latter before. If that is the case, is it not true that
you could turn this on and off at will? If in a month the FISA
Court did not do what you wanted, you could go right back to the
old system?

Attorney General GONZALES. Senator, we commenced down this
road 5 years ago because of a belief that we could not do what we
felt was necessary to protect this country under FISA. That is why
the President relied upon his inherent authority under the Con-
stitution.

My own judgment is that the President has shown maturity and
wisdom here in this particular decision. He recognizes that there
is a reservoir of inherent power that belongs to every President.
You use it only when you have to. In this case you do not have to.

Senator SCHUMER. So you do not think you are legally required
to go to the FISA Court? That is correct, correct?

Attorney General GONZALES. Senator—

Senator SCHUMER. Please answer yes or no.

Attorney General GONZALES. We still—we believe—my belief is
that the actions taken by the administration, by this President,
were lawful in the past.

Senator SCHUMER. OK.

Attorney General GONZALES. But moving forward, our electronic
surveillance collection is going to be conducted under FISA.

Senator SCHUMER. All I would submit here, sir, is that at will,
just as at will you instituted this program, since you do not believe
you are legally bound, you could turn it off, particularly if you got
a decision that you did not want. That is one question I have.

Now, let me ask some questions about the nature of the Court
approval. Yesterday, Assistant Attorney General Bradbury refused
to answer whether this new program constitutes a program war-
rant. We need to get some information on this. Now, they did use
the word plural, so I assume it is more than one warrant. But are
we—

Attorney General GONZALES. Senator—

Senator SCHUMER. In other words, are the new FISA orders di-
rected at individuals, at entire groups of individuals, or even broad-
er brush than that?

Attorney General GONZALES. Senator, I am not at liberty to talk
about those kinds of specifics because it would require me to get
into operational details that I think I should not do in open session.

Senator SCHUMER. I will not ask you to get into operational de-
tails. I would like to know if there is an intention to do this on an
individual basis or at least on a case-by-case basis where 5, 6, 10,
20, 100 individuals are involved, or is it broader brush than that?

Because if it is a very broad brush approval—and, again, because
it is secret, we have no way of knowing—it does not do much good.
Your answering that question in no way compromises any security
interest. None. All it is, is a general outline of what you have done.
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It is no more than what Bradbury talked about yesterday. So could
you give us some idea of the breadth of these warrants?

Attorney General GONZALES. What I can tell you, Senator, is that
they meet the legal requirements under FISA.

Senator SCHUMER. OK.

Attorney General GONZALES. I will also tell you, Senator, that
the entirety of the Intel Committees, both in the House and Senate,
have received full briefings about these orders and our application.
We have provided a full briefing to Senator Specter.

We have offered a full briefing to the Chairman. And we are pre-
pared to answer the questions that we need to ensure that they are
comfortable about the application and the order.

Senator SCHUMER. But at least according to the paper, Senator
Rockefeller did not get answers to these types of questions at his
briefing. He said there are still too many unanswered questions
abl({)ut the kind—he did not say specifically about the kind I am
asking.

And in your letter, here is what you say: “I am writing to inform
you that on January 10th,” a judge of the FISA Court issued orders
authorizing the Government to target “for collection international
communications into or out of the United States where there is
probable cause to believe that one of the communicants is a mem-
ber or an agent of al Qaeda or an associated terrorist organization.”

That clearly sounds to me like a program warrant, not an indi-
vidual warrant. Is that not a program warrant?

Attorney General GONZALES. Senator, I do not know what you
are reading from or what is said in the paper. And I must tell you,
I am surprised if, in fact, Senator Rockefeller said—

Senator SCHUMER. This is in your letter. You signed this letter.

Attorney General GONZALES. If, in fact, Senator Rockefeller said
that he does not understand the program. I view our briefings as
the initial starting point of our discussions. If people do not under-
stand, all they have to do is ask questions. It is important from our
perspective for the Congress to understand what we are doing here
with respect to these FISA applications. And so—

Senator SCHUMER. Heather Wilson, a Republican on the Intel-
ligence Committee, says they are program warrants. I think we
have to assume these are broad program warrants barring some
comment from you, which I think is perfectly acceptable and that,
you know, the reason you might not want to state it is it would
open you up to criticism. And if it is a broad program warrant, it
really is not very satisfying in terms of protection that the Con-
stitution requires.

Again, can you tell us that these will be—can you give us some
assurance that there will be some degree of specificity in these
warrants?

Attorney General GONZALES. Senator, what I can tell you is that,
again, these meet all the requirements of the FISA statute. They
also include minimization procedures above and beyond what we
would normally find in a FISA order to ensure that any informa-
tion that should not be collected is disposed of in the appropriate
way.

Senator SCHUMER. OK. Next question. Getting some of the de-
tails here, the previous program has been going on for 5 years.
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That is longer than it took us to fight World War II. Your negotia-
tions, by your own admission, have gone on 2 years. That is longer
than this administration took to conceive a plan to invade Iraq—
mobilize the troops, invade Iraq, and topple Saddam Hussein.

Can you give us some documentation, whether it is in camera or
publicly, about why the negotiations took so long, what the change
in heart was in the administration?

Attorney General GONZALES. I think as we have these additional
briefings and there is a better understanding of how the applica-
tion is structured and how the orders work, I think people have a
better understanding of why it took so long to get this done.

Senator SCHUMER. There is a fundamental question a lot of peo-
ple are asking, sir, and, that is, if FISA was always sufficient to
facilitate this program, why did you not use it in the first place?

Attorney General GONZALES. Sir, we did not know that FISA was
sufficient until the very moment that the judge approved the order.
As I have said several times—

Senator SCHUMER. It took 5 years for that to happen?

Attorney General GONZALES. As I have said several times, we
started down this road, the administration started down this road
just months after the attacks of September 11th because we did not
believe that FISA was available to allow the United States to en-
gage in this kind of foreign collection in a manner that would pro-
tect the national security of our country.

Senator SCHUMER. Let me ask you a question. Did you negotiate
with the FISA judges or did you just propose something at once,
they looked at it, and came back to you? Or was there a lot of give
and take and back and forth?

Attorney General GONZALES. Senator, I am not going to get into
a discussion about our interaction with the Court on this order, as
I would not on any other order.

Senator SCHUMER. Well, let me just say this because, again, you
have received some plaudits here, and I am glad—as I said, this
is better than what we had. But I for one cannot feel very relieved
knowing that the administration’s view is they can go back and re-
institute the old program on a whim, that we do not know what
type of warrants are being approved by the FISA Court—is it two?
Is it 10? Is it 207—and whether it is individual; and, third, we do
not know what brought this all about, how long the negotiations
took, the way it came about, et cetera.

Remember, the FISA Court is a secret Court. The FISA Court
has no Supreme Court review. Now, that is not your doing. That
is established by statute. But that seems to me, if there were a new
spirit of cooperation and understanding of the checks and balances,
and balances of power, that, sir, you would be more forthcoming to
try and show the American people that this is a real change.

Attorney General GONZALES. Senator, we have provided a full
briefing to both Intel Committees. We have already provided a
briefing to Senator Specter, have offered a briefing to the Chair-
man. We are prepared to provide additional information to these
twokindividuals so that they fully understand how these orders
work.

Senator SCHUMER. The number of people who have received the
briefings are not very satisfied. That is what I was saying. Heather
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Wilson, a Republican, and Senator Rockefeller, by his quotes in the
New York times, are not very satisfied.

So for you to come tell us and tell us we cannot give you or the
American people, more to the point, a briefing that does not involve
secured information and we briefed these other people, and then
when we hear from them they still have a whole lot of un answered
questions, it is not very satisfying.

Attorney General GONZALES. Sir, if a Member of Congress is not
satisfied, they ought to tell us that, and we will provide additional
information and try to educate them about this very difficult appli-
cation and order so that they fully understand how it works.

Senator SCHUMER. I am telling you—

Attorney General GONZALES. We are committed to do that.

Senator SCHUMER. I am telling you that I am not satisfied and
would like to receive more information, either in camera or pub-
licly.

Chairman LEAHY. And I would note that Senator Specter and I
have written to the chief judge of the FISA Court asking for copies
of the decisions of that Court, those that were announced publicly
on Wednesday. They are apparently willing to provide those deci-
sions for this Committee. There was some discussion with the At-
torney General, who did seem overly approving of that idea or un-
willing to commit to approve the idea. Be that as it may, this Com-
mittee will seek them.

I want to clear up a couple misperceptions. Talking about taking
several years to work out something with FISA as though this was
a big roadblock. This Congress, and this Committee especially, has
amended FISA a number of times since 9/11 at the request of the
administration. There has never been a difficulty in getting that
done.

Also, there seems to be a misperception that, of course, if there
is another terrorist attack, we would all be ready to pounce on you.
The fact of the matter is that the first terrorist attack, 9/11, hap-
pened during the Bush administration, and Democrats and Repub-
licans came together to try to protect this country.

We could have just as well taken all that time to say, “How could
you let this happen on your watch?” Instead, we came together to
say, “How do we make sure it does not happen a second time on
the Bush administration’s watch or any other administration’s
watch?”

We have amended FISA a number of times, but I would leave
you with one thought, and we will go back to this with the Court.
The law is the law. No matter the motivation, nobody is above the
law, not the President, not you, not me, not anybody else.

And we will insist that the law be followed. If the law needs
changes, come and tell us that. But we will follow this discussion
with the FISA Court, and we will have the briefing on it.

But I would also say the Senator from Alabama has been waiting
patiently all morning long, and I would now yield to him. I know
that we have several Senators who have not had a chance to ask
their questions, and if they are here, we will go to them following
Senator Sessions. Otherwise, we will start our second round.
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Senator SESSIONS. Thank you, Attorney General Gonzales, for
your leadership and your hard work to defend this country and to
promote the rule of law, and I mean that sincerely.

I am not surprised that when you said yes, they still are not
happy. We have just had a professional complaint here. I would
just note that I am of the belief that at a time in which this Con-
gress has authorized hostile action against certain groups like al
Qaeda, it is perfectly appropriate for the United States President
to authorize his agents to intercept their phone calls in foreign
lands and intercept international phone calls that may come into
our country if one of the parties to that conversation are connected
to an entity with which we are at war. I think we have been
through this around and around many times.

You have said, OK, now we will go on and in light of the com-
plaints go through this procedure, and maybe that was a good deci-
sion. Maybe it is just throwing a little more chum in the water for
the sharks. I do not know. But at any rate, I thank you for trying
to work with the Congress.

There has been some complaints about replacement of the United
States Attorneys. I served as United States Attorney for 12 years.
I am sure some people would have liked to have removed me before
that. But I am well aware that the United States Attorneys serve
as the pleasure of the President.

The United States Attorneys that are being replaced here, as I
understand it, all have served 4 years or more, had 4-year terms.
And we are now in the second term of this President, and I think
to make seven changes that I think are involved here is not that
many, and that the office of the United States Attorney is a very
important office, and it has tremendous management responsibil-
ities and law enforcement responsibilities that cannot fail to meet
standards. And if someone is not producing, I think the President
has every right to seek a change for that or other reasons that may
come up. I would just—

Attorney General GONZALES. Senator, could I just interrupt you?

Senator SESSIONS. Yes.

Attorney General GONZALES. There are constant changes in the
ranks of our U.S. Attorneys.

Senator SESSIONS. Absolutely.

Attorney General GONZALES. They come and go, and they leave
for a variety of reasons. And so the fact that someone is leaving—
I do not want to—again, I do not want to get into personal details
of individual U.S. Attorneys. I do want to say, however—and I have
said this publicly a lot recently, it seems—the U.S. Attorney posi-
tions are very, very important to me personally.

They are my representatives in the community. They are the face
of the administration, quite frankly. They are often viewed as the
leader of the law enforcement effort within a community, not just
by State and locals, but by other Federal components, and so I care
very much about who my U.S. Attorney is in a particular district.
That is very, very important to me. And so decisions with respect
to U.S. Attorneys are made on what is best for the Department, but
also what is best for the people in the respective district.
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Senator SESSIONS. I fully understand that, and I know in my dis-
trict where I used to be United States Attorney, a vacancy occurred
and someone left and an interim was appointed.

She was a professional prosecutor in San Diego, Deborah Rhodes.
She won great respect in the office and brought the office together
when there had been problems. And I am pleased to say Senator
Shelby and I recommended her to you and you appointed her per-
manently, somebody who had never lived in the district before.

But I know you want the best type persons for those offices. I
would just note, though, that there have been complaints about
United States Attorneys where some of them are not very aggres-
sive and they do not need to stay if they are not doing their job.

Here we had 14 House Members expressing concerns about U.S.
Attorney Carol Lam in San Diego on the border there, saying in
effect that she had a firm policy not to prosecute criminal aliens
unless they have previously been convicted of two felonies in the
district.

Well, I do not think that is justifiable.

Attorney General GONZALES. Senator, I—

Senator SESSIONS. I do not know if that had anything to do with
her removal, but I know there were a series of 19 House Members
wrote letters complaining about their performance, and if that is
so, I think change is necessary. Go ahead.

Attorney General GONZALES. Well, I was going to say I am not
going to comment on those kind of reports, quite frankly.

Senator SESSIONS. I am sure you are not.

Attorney General GONZALES. It is not fair to individuals. It is not
fair to their privacy. And, quite frankly, it is not fair to others who
may have left for different reasons.

Senator SESSIONS. I understand. Now, the Bureau of Justice As-
sistance administers the Scout Program, which is with immigra-
tion, to help fund the cost of illegal criminal activity enforcement.
This month, the DOJ Inspector General released an audit titled,
“Cooperation of Scout Recipients in the Removal of Criminal Aliens
from the United States.”

One of the questions that the Congress asked the Inspector Gen-
eral to examine was how many criminal offenses were committed
by criminal aliens who were released from State or local custody
without a referral for removal from the United States.

A pretty good question. Are these people committing crimes or
not? The report came in with a staggering result. It found, “The
rate at which released criminal aliens are rearrested is extremely
high.” Within the sample of individuals examined, 100 individuals
examined, 73 had had at least one arrest after their release from
State custody.

They accounted for a total—these 73 accounted for a total of 429
arrests, 878 charges, and 241 convictions. To put it another way,
those 73 individuals had been arrested on an average of 5.8 times
apiece after their initial release.

This is clear statistical evidence, I think, that if the Department
wants to reduce recidivism, they need to take action, and one of
those is to remove people who are arrested and prosecute criminal
aliens.
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Would you agree that that is supportive of that enforcement con-
cept?

Attorney General GONZALES. I think people who commit crimes
are much more deterred from doing so again if, in fact, they are
prosecuted and locked away. Yes, sir.

Senator SESSIONS. And with regard to the proposal that would
change the United States Attorney appointment we discussed ear-
lier, I think the Feinstein amendment is not just re-establishing
previous law. It goes beyond the previous law. And I think at this
point we do not have a basis to make that change. Would you agree
it goes beyond the previous law?

Attorney General GONZALES. Quite frankly, Senator, I am not
in—I do not know what her amendment would do, but I would
have concerns if her amendment would require or allow a judge to
make a decision about who is going to serve on my staff.

Senator SESSIONS. If a United States Attorney is appointed by
the power—a U.S. Attorney is part of the executive branch. You
would bring that nomination to the Senate for an up-or-down vote,
would you not?

Attorney General GONZALES. Again, I have said it before, but I
will say it again. I am fully committed to work with the Senate to
ensure that we have Presidentially appointed, Senate-confirmed
U.S. Attorneys in every district.

Now, these are, of course, very, very important, and I do not
have the luxury of letting vacancies sit vacant. And so I have an
obligation to the people in those district to appoint interims. And,
of course, even though there may be an interim appointment, their
judgment, their experience or qualifications are still, nonetheless,
very, very important to me.

Senator SESSIONS. You are exactly right. And let me ask you, on
the court system in Iraq, it is something I have been very con-
cerned about. The Department of Justice has a role in that. We
have got almost, what, 150,000 soldiers over there. I believe the
Department of Justice has got to do more.

I am well aware that one fine Assistant United States Attorney
in my home district I hired, with a fine family, felt he ought to
serve his country, and he participated in working on big trials, in-
cluding Saddam Hussein’s trial in Baghdad, away from his fine
family.

But my experience from asking about this for a number of years
leads me to believe every agency of Government has got to step up
to help our military policy be successful. Will you assure us that
you will do all you can to make sure that you are fulfilling your
role in helping to establish a court system and a prison system that
works in Iraq?

Attorney General GONZALES. We can not achieve success here
without the rule of law. I think we have done a lot, and we obvi-
ously can give you a lot of facts and figures about what we are al-
ready doing. Obviously, we need to do more. And so we are looking
to see what else we can do.

Senator SESSIONS. It is not an academic matter. This is life and
death. If we cannot be assured that people who are arrested are
not going to be released, they are not going to be tried promptly,
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they are not going to be incarcerated securely, that undermines the
rule of law and can undermine our entire mission over there.

And, finally, Mr. Chairman, my time is up, but I want to thank
you for providing technical support to a bill that Senator Biden and
I and I think Senator Feinstein and Norm Coleman have worked
on called the online pharmacy bill, which people are able to order
controlled substances from and through the Internet without ever
being physically examined by a physician. And I think that is a
major loophole.

People who are addicted to these prescription drugs, they are ad-
dicted as deeply as cocaine. And they get obsessed with getting
them. They go around town buying them from multiple doctors.
Frequently, they are apprehended when they do that. But if they
can just buy large numbers without every seeing a physician
through on-line pharmacies, then we have got a big loophole.

Thank you.

Attorney General GONZALES. Thank you. I appreciate your lead-
ership on that, Senator. We look forward to working with you.

Chairman LeAHY. Thank you. Then-Congressman Ben Cardin
served with great distinction in the House of Representatives for
years as a Representative from Maryland. He is now here as a new
Senator from Maryland, and I want to welcome him to this Com-
mittee. I usually have a better voice than this. It is the Attorney
General who should be without a voice at this point, not me. But
I now yield to Senator Cardin of Maryland.

Senator CARDIN. Senator Leahy, thank you very much for your
kind comments, and thank you for your leadership on this Com-
mittee; and, Senator Specter, it is a pleasure to be on the Judiciary
Committee.

Mr. Gonzales, I want to use my time to talk about the Voting
Rights Act and the concerns about voter intimidation and the de-
ceptive practices particularly against minority communities. And I
would like to explore the energy of your Department in pursuing
these issues.

There have been many reports nationally of problems. Problems
concerning voting machines, we know about that. We have heard
and seen instructions given by major political parties to the poll
watchers to discriminately challenge certain voters in order to try
to intimidate a vote.

We have seen material that has been given out that has been
misleading as to the day of an election or as to responsibility for
being arrested if you have outstanding parking violations, clearly
targeted to particular communities.

But I am going to mention two specific things that happened in
Maryland in this past campaign that have been brought to your at-
tention—at least one has been brought to your attention through
Senator Schumer. But I want to get your comments on it and try
to explore a little bit further what is being done by your agency.

In Prince George’s County and Baltimore City, the two jurisdic-
tions in Maryland that have predominantly African-American vot-
ers and citizens, there were long lines on election day to vote. The
reasons for these long lines were inadequate equipment, improper
training for the supervisors, and a whole host of reasons.
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I personally visited polling places in Prince George’s County and
in Baltimore City where, during the low peak, low times in voting,
voters had to wait 2 hours in order to vote. And it was not unusual
for someone to wait 3 hours in order to vote in these two counties.

We did not have similar problems in other counties in Maryland,
raising a serious question as to whether those that are responsible
for managing our voting system were really sincere in trying to get
the maximum amount of participation on November the 7th.

The second specific issue that I want to bring to your attention
that I am personally aware of is literature that was given out on
the eve of the election, and we will make sure you get a copy of
it. And, Mr. Chairman, I would like a copy placed in our record,
if that would be agreeable.

Chairman LEAHY. Without objection, it will be so ordered.

Senator CARDIN. The literature is under the authority of a major
candidate running for Governor and a major candidate running for
U.S. Senate in our State. It is labeled “Ehrlich-Steele Democrats.”
And as I am certain you are aware, Mr. Ehrlich and Mr. Steele are
Republicans, and the “Official Voter’s Guide,” has the photographs
of three prominent African-Americans in our State.

“These are our choices,” the Guide says, giving the clear impres-
sion that these three individuals have endorsed the candidacy of
those that are on this literature. Two of the people in this lit-
erature, Kweisi Mfume, the former head of the NAACP, endorsed
my candidacy and not Mr. Steele’s candidacy for the United States
Senate; Jack Johnson, the county executive for Prince George’s
County, endorsed my candidacy, certainly not Mr. Steele’s can-
didacy.

The literature goes on and gives a Democratic sample ballot with
all the Democrats listed, except for Mr. Ehrlich and Mr. Steele,
under the authority of Mr. Ehrlich and Mr. Steele, clearly mis-
leading voters.

To compound this, there were hundreds of individuals from
Pennsylvania who were in homeless shelters who were bused into
Maryland by Mr. Ehrlich and Mr. Steele to give out this literature.
I talked to these individuals. They had no idea what they were
doing. They just thought they were picking up a job and were sur-
prised to find out what they were actually being bused to Baltimore
and to Prince George’s County to do.

This troubles me. I think there is a limit as to what you can do,
and it seems to me that there has been a pattern, at least in my
State, to try to diminish the voting of minorities. And I know that
Senator Schumer sent you a letter, and I have been informed that
you have responded to that letter although I have not seen that re-
sponse. But I want to get your views here today as to what you
have done to look into these matters.

I must tell you, in another role that I had in the other body, I
was the Democratic leader on the Helsinki Commission, the Com-
mission for Security and Cooperation in Europe, and we monitored
elections around Europe and Central Asia.

And I must tell you, Mr. Chairman, there are practices that
occur here in America that we would not tolerate in other coun-
tries. And I look to you, as the principal leader to make sure that
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our justice system is available to all through empowerment and
voting, through the Voting Rights Act.

And I would just like to know what resources you are devoting
to make sure that this Nation encourages all of its citizens to vote
and that we act against any effort to deny participation, particu-
larly among minorities in America.

Attorney General GONZALES. First of all, Senator, let me also ex-
tend my welcome. This is the first time you and I have spoken, I
think, and I look forward to working with you.

Voting is very, very important to me. The protection of the fran-
chise is very, very important to me, because I come from a back-
ground where I did not have much, perhaps like you. And on vot-
ing, however, you are equal to everyone else, and that is a right
that is so precious in our country.

And so I agree with you that it is something that we should
guard zealously and ensure that we are doing what we can to en-
sure that everyone has a right to exercise their franchise on elec-
tion day.

Having said that, I will say that, as we all know, elections are
primarily a State and local function. They are not primarily a Fed-
eral function. They are run, conducted by State and local officials.

Senator CARDIN. The Voting Rights Act is a Federal law.

Attorney General GONZALES. Pardon me?

Senator CARDIN. The Voting Rights Act.

Attorney General GONZALES. No question about it. Obviously, we
have the Civil Rights Division and we have the Criminal Division.
The Civil Rights Division is there to ensure that no one is intimi-
dated or discriminated against in the exercise of voting based upon
their race or color. The Criminal Division is there to ensure ballot
integrity, to ensure that there is no voter fraud.

I have spoken with Wan Kim certainly about the flyer. They
have looked at it very, very carefully—Wan Kim being head of the
Civil Rights Division—and I think the general notion is that, unfor-
tunately, as a general matter, our Federal laws are not—I do not
want to say they are really intended to, but they do not provide
much in terms of tools in terms of going after campaign tactics or
rhetoric by candidates. And you have to ask yourself, I mean, is
that really what you want prosecutors to do in connection with
campaigns.

Senator CARDIN. What I want prosecutors to do is look for a pat-
tern of conduct.

Attorney General GONZALES. Exactly.

Senator CARDIN. And if this was the only thing that happened
in Maryland—I think it is wrong. I think you should look at it. I
think it is reprehensible. But if there is an effort made to deny mi-
norities full participation in the State of Maryland, you have a re-
sponsibility to do something about that.

Attorney General GONZALES. I do have a responsibility, and I be-
lieve I am discharging that responsibility. Wan Kim and I have
talked about this several times. He understands my commitment to
this issue and how important it is for the Department of Justice
to ensure that people are not discriminated against based upon
their race or color in terms of exercising their right to vote.
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And I think we have a strong record in terms of civil rights en-
forcement, and when these kinds of allegations are made, we, of
course, investigate. If we can prosecute a case, we will do so.

In some cases, States have laws where this kind of conduct could
be prosecuted. I do not know what exists in Maryland, but that
would be something we would always do as well, is consult with
our State counterparts to see whether or not, if we cannot pros-
ecute, is there some law, some State law that it can be prosecuted.

So, I mean, you have my commitment—and I am happy to sit
down and talk with you further about these cases and others in
your State. I can tell this is something that is very, very important
to you. It is important to me. And it seems to me this is something
we could be allies on.

Senator CARDIN. Well, I appreciate that. This is important to the
people of Maryland and important to the people of our country. I
am not as concerned about getting people prosecuted as I am to
make sure people have the right to vote and it is not infringed.

And I think the activism of your Department could go a long way
to show that we have a concern at the national level with the Vot-
ing Rights Act that all people have the right to participate and any
form of intimidation will not be tolerated, particularly when there
has been a pattern to try as part of a campaign strategy to reduce
the participation of minority voters. That is what happened in our
State, and I look forward to your invitation, and I plan to take you
up on that.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you, Senator Cardin.

What I will do is begin the second round, and my intention would
be, after Senator Specter and I have finished, and for the notice of
other Senators, we will then recess until quarter of 2. That will
allow the Attorney General time to actually get a bite to eat, but
also, I am sure, if he is like all the rest of us, he probably has a
hundred phone calls backed up in his office.

Senator Specter?

Senator SPECTER. Thank you, Mr. Chairman.

The subject of local law enforcement is one which you have ad-
dressed, Mr. Attorney General, and I would like to pursue the issue
with reference to my State. The city of Philadelphia has had more
than 400 homicides last year, and the city of Reading was ranked
as the 21st most dangerous cities in the country. And you have an
excellent United States Attorney’s Office covering that jurisdiction,
U.S. Attorney Patrick Meehan is there.

Attorney General GONZALES. Yes, sir.

Senator SPECTER. He had been my chief of staff in Philadelphia
and was district attorney of Delaware County and has done an out-
standing job for you. His office received three awards for their work
in prosecuting a major drug organization last year, and he needs
help. I know your budgetary limitations have caused some reduc-
tions in staff there.

In taking a look at the situation—and I have seen it for many
years since my days as district attorney of Philadelphia—it has
been my thought that mentoring might provide the best short-term
assistance to eliminate the killings and the gang warfare. It is not
going to be eliminated, but it can be ameliorated.
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Attorney General GONZALES. I could not agree with you more,
Senator. I think you are right, absolutely right.

Senator SPECTER. And toward that end, I have contacted Super-
intendent Paul Vallas, a very distinguished superintendent of
schools, and members of the School Board, and also talked to Gov-
ernor Rendell, talked to Mayor Street, District Attorney Lynne
Abraham.

Both Governor Rendell and D.A. Lynne Abraham were assistants
in my office. I have worked with them over the years. And I dis-
cussed with the Mayor convening a meeting, which we are having
in Philadelphia tomorrow, to pool together the mentoring resources
to see how much we have and to make a plea to the citizens of
Philadelphia to come forward and volunteer to be mentors.

I think if the Governor, the Mayor, and the D.A., public officials
and I join together, we can get a response. And what I would like
to do with you, Mr. Attorney General, is have our staffs meet and
go over the resources which you see available on mentoring and
then pick it up in the Department of Justice budget and in the
budget of education and health care, which would have overlapping
interests. And I know that you share the deep concern, and let us
work together on it.

Attorney General GONZALES. Senator, I am sure you know, of
course, that we have $2.5 million committed to the 222 Corridor,
which really is a part within, to focus on gangs. They have sub-
mitted a plan that has three pillars—one being prevention, one
being law enforcement, and the third being prison re-entry.

And so obviously the prevention piece would include education
and would include mentoring. And so there is already, I think,
some good work being done within the 222 Corridor. But I would
look forward to working with you because I think, quite frankly, by
the time they get into gangs, it is tough to get it reversed. We need
to get to these kids before they join gangs.

Senator SPECTER. Mr. Attorney General, let me return to a cou-
ple of subjects we talked about this morning and see if we can not
come to a meeting of the minds.

On the signing statements, let me illustrate the issue with the
PATRIOT Act. You and I personally worked on the PATRIOT Act,
as did our staffs, and we gave law enforcement additional powers.

Now, in return, we took additional safeguards on oversight. But
when the President signed the PATRIOT Act, he reserved what he
calls his right to disregard those oversight provisions.

Now, in the context where the Chairman of the Committee and
the Attorney General negotiate an arrangement, is it appropriate
for the President to put in a signing statement which negates the
?v%rsight which had been bargained for, which has been bargained
or?

Attorney General GONZALES. Senator, I would just say that, you
know, a signing statement cannot give to the President any author-
ity that he does not already have under the Constitution.

And so to the extent that the President makes that kind of state-
ment and informs the Congress and the American people about his
interpretation, I would view that as a good thing. But there is no
additional—he has that authority already. He does not need to
say—
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Senator SPECTER. But if he thinks those provisions derogate, in-
appropriately take away his constitutional authority and the act is
unconstitutional, then he ought to veto it.

Attorney General GONZALES. But, Senator, I think—

Senator SPECTER. Or at least he ought not to bargain it away.

Attorney General GONZALES. There may be a feeling that, of
course, the act may be totally constitutional depending on its appli-
cation, and the President wants to ensure that—he wants to give
direction to the executive branch as to what he thinks would be a
constitutional application.

And, of course, quite frankly, the President, knowing how much
work is involved in getting legislation passed, particularly pieces of
legislation like the reauthorization of the PATRIOT Act, I mean,
the last thing he wants to do is veto all that hard work if he does
not need to. And, you know, Presidents of both parties have taken
this approach.

Senator SPECTER. And then let him tell us in the negotiations
that he is not going to agree to the oversight, and then we can de-
cide whether to give him more power. He cannot get the power un-
less Congress gives it to him.

Attorney General GONZALES. Senator, I do not know—

Senator SPECTER. He does not have inherent constitutional au-
thority to take power that is not granted by Congress.

Attorney General GONZALES. Unless it is granted by the Con-
stitution.

Senator SPECTER. Well, if he wants specific law enforcement au-
thority, there has to be an express grant by Congress.

Let me pick up one other subject, if I may, Mr. Chairman. I may
go a little over time, which I do not like to do, but let me take up
this habeas corpus issue very briefly.

Where you have the Constitution having an explicit provision
that the writ of habeas corpus cannot be suspended except in cases
of rebellion or invasion, and you have the Supreme Court saying
that habeas corpus rights apply to Guantanamo detainees, aliens
in Guantanamo, after an elaborate discussion as to why, how can
there be a statutory taking of habeas corpus when there is an ex-
press constitutional provision that it cannot be suspended and an
explicit Supreme Court holding that it applies to Guantanamo
alien detainees?

Attorney General GONZALES. A couple of things, Senator. I be-
lieve that the Supreme Court case you are referring to dealt only
with the statutory right to habeas, not the constitutional right to
habeas.

Senator SPECTER. Well, you are not right about that. It is plain
on its face they are talking about the constitutional right to habeas
corpus. They talk about habeas corpus being guaranteed by the
Constitution except in cases of an invasion or rebellion. And they
talk about John at Runnymede and the Magna Carta and the doc-
trine being embedded in the Constitution.

Attorney General GONZALES. Sir, the fact that they may have
talked about the constitutional right to habeas does not mean that
the decision dealt with the constitutional right to habeas.

Senator SPECTER. When did you last read the case?
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Attorney General GONZALES. It has been a while, but I would be
happy to go back—I will go back and look at it.

Senator SPECTER. I looked at it yesterday and this morning
again.

Attorney General GONZALES. I will go back and look at it. The
fact that the Constitution—again, there is no express grant of ha-
beas in the Constitution. There is a prohibition against taking it
away. But it has never been the case—I am not aware of a Su-
preme—

Senator SPECTER. Now, wait a minute, wait a minute. The Con-
stitution says you cannot take it away except in case of rebellion
or invasion. Does that not mean you have the right of habeas cor-
pus unless there is an invasion or rebellion?

Attorney General GONZALES. I meant by that comment the Con-
stitution does not say every individual in the United States or
every citizen is hereby granted or assured the right to habeas. It
does not say that. It simply says the right of habeas corpus shall
not be suspended except by—

Senator SPECTER. You may be treading on your interdiction and
violating common sense, Mr. Attorney General.

Chairman LEAHY. Mr. Attorney General, just so that—I want to
make one thing very clear on this habeas corpus.

Attorney General GONZALES. Sir, your mike. I cannot hear you.

Chairman LEAHY. I want to make one thing very clear on the ha-
beas corpus, and we can go back and forth on what the case held
or anything else. I feel that the Congress of the United States and
the administration made a horrible mistake last year in a very
short period of time and debate, basically undercut the writ of ha-
beas corpus, the Great Writ. There are those who talked about 9/
11 and why they were doing it. I talked about the year 1215, I be-
lieve it was, when it first came into our concept. But the great writ
of habeas corpus was done horrible damage by the Congress in a
law the President signed last year.

I just want to put everybody on notice that as Chairman of this
Committee, I will do everything possible to restore all the rights
under the writ of habeas corpus that were there before we passed
the legislation we did, legislation I voted against. I will make every
effort to restore it. I just want everybody to know that.

Now, I would like to have allies in that, but I will try to do it
no matter what.

On the question of signing statements, you said that a signing
statement cannot give a President more authority. Well, it also—
and this President has used signing statements far more than any
other President.

Attorney General GONZALES. Sir, I would disagree with that.
Probably more but not far more.

Chairman LEAHY. We have actually done numbers on it. We have
actually run the numbers on it, and I will put the numbers in the
record. Certainly on the issues of constitutional issues, far more
than anybody in the history of the ABA Task Force, so the 800 pro-
visions of law challenged by Presidential signing statements in this
administration, 86 percent of the President’s signing statements
have related to constitutional challenges. You talked about Presi-
dent Clinton; 26 percent of his did.
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But the fact of the matter is while you say they cannot give him
more power, he also has the duty under the Constitution to faith-
fully execute our laws. Now, it is one thing to make a big political
thing of negotiating a piece of legislation. I will give one example.

The President, the Vice President did that with a member of this
body on the question of torture. Everybody went out, declared vic-
tory on that. Congress passes the bill outlawing torture. And then
quietly, on a Friday, the White House issues a signing statement
saying, however—and this was after a full negotiation of the law—
these parts will not apply to this President or those people acting
under his direction.

The chief sponsor of the legislation made a modest one-para-
graph—again, on Friday afternoon, saying, gosh, that is not what
I intended, and that was the end of it. And there have been hun-
dreds of others. So we will look at that.

Let me ask you, though, in a specific area. When the Congress
reconvened this month—or convened, I should say, I reintroduced
my war profiteering prevention bill. That is going to make it a
crime for military contractors to overvalue goods and services with
the specific intent to defraud the United States in connection with
war or the reconstruction efforts in Iraq.

Now, we spent more than half a trillion dollars in Iraq so far.
Last week, the President said he is going to spend at least another
$1.2 billion more on reconstruction. The Special Inspector General
for Iraq Reconstruction says millions of U.S. taxpayer funds remain
unaccounted for because of fraud by contractors. So let me ask you
about the Department’s investigation on contracting fraud in Iraq.

According to Taxpayers Against Fraud, a nonprofit watchdog
group, there are more than 50 Iraq fraud investigations currently
ongoing in the Government. At least five False Claims Act cases in-
volving Iraq contracting fraud have been filed under seal. But, to
date, the Justice Department has not brought a single criminal
case against a corporate contractor in Iraq. Why? It appears you
may be avoiding investigating and prosecuting fraud. Is that the
case? Why not a single one?

Attorney General GONZALES. Well, no, it is not the case.

Chairman LEAHY. It is not the case that you have not brought
a single criminal case against a corporate contractor in Iragq.

Attorney General GONZALES. No. It is not the case that we are
trying to avoid bringing these kinds of cases. These are difficult
cases to make. In the normal case, fraud cases are difficult to
make, and depending on the complexity and the size, it may take
years to get them ready for trial.

Chairman LEAHY. Would they be easier with the war profiteering
legislation that I have submitted, something that passed the Sen-
ate overwhelmingly the last time it came up, but I understand that
at the request of the administration was taken out by the Repub-
licans in the House.

Attorney General GONZALES. I do not know, Senator. I would be
happy to look at it and let you know. But when you are talking
about also investigations overseas, particularly in a war zone, it
complicates our efforts. But I can tell you that we are committed—
we have established a—
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Chairman LEAHY. We find Halliburton gives water with E. coli
in it to our troops. The press was able to find that out. We find
that an enormous number of weapons we sent over there have been
sold on the black market. There should be some ability to trace
some of this.

Attorney General GONZALES. Well, sure there is. But, I mean,
can you make a case? I mean, that is the thing. We do operate
under a system of laws and procedures.

Chairman LEAHY. Well, how many prosecutors or investigators
are currently assigned to investigate contracting fraud in Iraq?

Attorney General GONZALES. We can give you that number, but
let me just mention we do have a procurement fraud task force
where we are working with IGs and investigators, including in
Iraq, to ensure that we have the best practices in place, that we
are coordinated, that we are communicating with each other. And
so there is a coordinated effort to go after procurement fraud gen-
erally, but also within Iraq.

Chairman LEAHY. Do you know offhand how many prosecutors—

Attorney General GONZALES. I do not, sir, but I will get you that
information.

Chairman LEAHY. Can we have it before we come—

Attorney General GONZALES. I will try to do that.

Chairman LEAHY. Let me ask you another question, and then we
can take a break. You know, I live about an hour’s drive from Can-
ada and go up there often, and in Vermont we tend to get a lot of
Canadian news on the radio and so on.

But something that made the news here in the United States
was the question of Maher Arar. That is M-a-h-e-r, A-r-a-r, in case
I mispronounced it. He is a Canadian citizen. He was returning
home from a vacation. The plane stops at JFK in New York and
continues on to Canada. He was detained by Federal agents at JFK
Airport in 2002 on suspicion of ties to terrorism. He was deported
to Syria.

He was not sent on the couple hundred miles to Canada and
turned over to the Canadian authorities, but he was sent thou-
sands of miles away to Syria. He was held for 10 months.

The Canadian Commission later found that there was no evi-
dence to support he had any terrorist connection or posed any
threat, but that he was tortured in Syria. He was held in abhorrent
conditions there, and those sending him back must have known he
was going to be tortured.

The Canadian Government has apologized for its part in this de-
bacle. In fact, the head of the Royal Canadian Mounted Police actu-
ally resigned over it. The country is prepared to compensate him
for it.

This country has not said anything at all that we made any mis-
take or had any apology. Press accounts indicate the Justice De-
partment approved his deportation to Syria. I have not heard any-
}:‘hing clear from the Justice Department about their role in this af-
air.

And I understand he remains on the United States terrorist
watchlist so he could not come 50 miles or 75 miles, or whatever
it is, south into the United States without fear of being picked up
again and sent back to Syria.
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Why is he on a Government watchlist if he has been found com-
pletely innocent by this Canadian Commission, which actually had
information from us?

Attorney General GONZALES. Senator, I have got some very defi-
nite views about this particular case. As you—

Chairman LEAaHY. Well, go ahead.

Attorney General GONZALES. As you know, we are in litigation.
What I want to do is hopefully in the next few days, I am happy
to sit down with you and Senator Specter and give you more infor-
mation. In fact, we may be able to publicly say more about this
shortly. I am just not at liberty at this time to say—

Chairman LEAHY. Let me ask you this: Why are not you at lib-
erty? I do not understand that. This is not a matter of Executive
privilege.

Attorney General GONZALES. No, sir. Again, I am not—

Chairman LEAHY. Because only the President could claim it. You
cannot.

Attorney General GONZALES. I am not suggesting that I will not
be able to answer your questions. I am just suggesting I cannot do
it today.

Chairman LEAHY. Why?

Attorney General GONZALES. Sir, I am not—there is not a posi-
tion—I cannot represent the position of the executive branch on
this particular issue, but I think in a relatively short period of
time, there is more information that I should be able to share with
you, and hopefully that we can share publicly.

dC{I)lairman LEAHY. Well, why was he sent to Syria instead of Can-
ada?

Attorney General GONzALES. Well, again, Senator, I would be
happy to answer these questions. I am aware of the list of ques-
tions you—I think you and Chairman Biden have submitted with
respect to this particular case. I think we can say a lot more about
it if you will just simply give me some additional time.

Chairman LEAHY. Can you tell me whether you took steps to en-
sure that he would not be tortured? Of course, he was.

Attorney General GONZALES. I believe that piece of information
is public. There were steps—I think General Ashcroft confirmed
this publicly that there were assurances sought that he would not
be tortured from Syria. But—

Chairman LEAHY. Attorney General, I am sorry. I do not mean
to treat this lightly. We knew damn well if he went to Canada he
would not be tortured. He would be held and he would be inves-
tigated. We also knew damn well if he went to Syria he would be
tortured.

It is beneath the dignity of this country, a country that has al-
ways been a beacon of human rights, to send somebody to another
country to be tortured. You know and I know that has happened
a number of times in the past 5 years by this country. It is a black
mark on us.

It has brought about the condemnation of some of our closest and
best allies. They have made those comments both publicly and pri-
vately to the President of the United States and others.

It is easy for us to sit here comfortably in this room knowing that
we are not going to be sent off to another country to be tortured,
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to treat it as though, well, Attorney General Ashcroft said we got
assurances. Assurances from a country that we also say now, oh,
vifle cannot talk to them because we cannot take their word for any-
thing.

Attorney General GONZALES. Well, Senator, I—

Chairman LEAHY. I am somewhat upset.

Attorney General GONZALES. Yes, sir, I can tell. But before you
get more upset, perhaps you should wait to receive the briefing—

Chairman LEAHY. How long?

Attorney General GONZALES. I am hoping that we can get you
the information next week.

Chairman LeEAaHY. Well, Attorney General, I will tell you what I
will do. I will meet you halfway on this. I will wait next week for
that briefing. If we do not get it, I guarantee you there will be an-
other hearing on this issue.

The Canadians have been our closest allies, the longest un-
guarded frontier in the world. They are justifiably upset. They are
wondering what has happened to us. They are wondering what has
happened to us.

Now, you know and I know we are a country with a great, great
tradition of protecting people’s individual liberties and rights. You
take an oath of office to do that. I take an oath of office to do that.
I believe in my basic core nature in that.

My grandparents when they immigrated to this country believed
that. Let us not create more terrorism around the world by telling
the world that we cannot keep up to our basic standards and be-
liefs.

So I will wait a week. I will wait a week. But I will not wait
more than a week for that briefing.
hWe will stand in recess unless you want to say something fur-
ther.

Attorney General GONZALES. Only, Mr. Chairman, that we un-
derstand what our legal obligations are with respect to when some-
one is either removed, extradited, or rendered to another country.
We understand what our obligations are under the Convention
Against Torture, and we do take the steps to ensure that those ob-
ligations are being met.

I look forward to be able to provide the briefing that you are re-
questing.

Chairman LEAHY. Thank you.

We will stand in recess until 2.

[Whereupon, at 12:40 p.m., the Committee recessed, to reconvene
at 2 p.m., this same day.]

Chairman LEAHY. Before we start, first I will yield a minute to
the Senator from Iowa, because he had something he wanted to
correct.

Senator GRASSLEY. Only a minute, for my colleagues over there
that have not had their first round yet.

I took what you said about not receiving letters from me, and we
have checked with the Department of Justice Legislative Affairs.
You received my January 9th letter by fax at 6:16 p.m. that day;
my March 17th letter by e-mail at 5:41 p.m. on that day; and my
April 26th letter by e-mail at 1:49 on that day. So I hope you will
do that.
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And then because I have to go, I am going to submit a question
on agricultural concentration, and I would appreciate an answer in
writing because I have a great deal of interest to make sure that
we keep a competitive environment within agriculture.

Attorney General GONZALES. Thank you for the information, Sen-
ator.

Chairman LEAHY. Thank you.

Senator GRASSLEY. Thank you, Mr. Chairman.

Chairman LEAHY. Of course.

Mr. Attorney General, let me just make a short observation, and
I realize Senator Specter is back here, but you made a comment
with him, speaking about habeas corpus, that troubles me.

You argued that the Constitution does not guarantee a right to
habeas corpus because in a negative construction, what it literally
does is prohibits the Congress from suspending the privilege or the
writ of habeas corpus except in cases of rebellion or invasion.

Well, many of our most cherished rights are guaranteed by the
Constitution in much the same way. For example, the First
Amendment is also a negative construction. It prohibits Congress
from making laws infringing on religious freedom and our freedom
of speech. But you would not say that it does not guarantee free
speech and religion.

The Fifth Amendment is negative. It prohibits the Government
very overreaching in the deprivation of life, liberty, and property
without due process of law. I mean, I could go into the Second
Amendment and the Fourth Amendment.

But you see what I am doing here. They do not lay out a right.
They prohibit you from taking away a right. So why would not that
apply the same thing to the writ of habeas corpus?

Attorney General GONZALES. I do not disagree at all, Mr. Chair-
man. I was just simply making an observation that there is not an
express grant. My understanding is that in the debate during the
framing of the Constitution, there was discussion as to whether or
not there should be an express grant, and the decision was made
not to do so.

But what you see in the language is a compromise. I think the
fact that in 1789 the Judiciary Act—they passed statutory habeas
for the first time. They reflect maybe—I do not want to say a con-
cern, but why pass a statutory right associated to the Constitution?
Perhaps because there was not an express grant of habeas.

I believe that the right of habeas is something that is very, very
important, one of our most cherished rights, and so I was simply
making an observation as to the literal language that the—

Chairman LEAHY. I think one wants to be very careful in making
the argument the way it is. I will continue to make the argument
that the Congress made a disastrous mistake in restricting the writ
of habeas corpus by legislation.

And T and I understand a number of Republicans, Senator Spec-
ter among others, will join together to try to rectify that mistake.
But I am on the time of the senior Senator from Illinois, who is
also the Deputy Majority Leader, Senator Durbin.

Senator DURBIN. Thank you, Mr. Chairman, and thank you, Mr.
Attorney General, for your service to our country and for joining us
today. Thanks to all of your staff for your hard work.
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I would like to ask you, Mr. Attorney General, to allow me to say
a few words and then react to them if you would.

Attorney General GONZALES. Yes, sir.

Senator DURBIN. I am trying to understand in my mind what the
image of America is when it comes to the treatment of prisoners
who are being detained. I am afraid that in many parts of the
world they believe that we have abandoned some of our time-hon-
ored principles of due process since 9/11, and they question wheth-
er the United States is now following a course of conduct that for
years we have said does not define us as a Nation. Let me give you
three specific examples.

First, on military commissions, Senator Specter and I prepared
a bill back in 2002 trying to find a congressional answer to the con-
struction of these military commissions which would meet the secu-
rity needs of our country.

The administration decided, the executive branch, not to deal
with Congress but to try to create these military commissions on
their own and, unfortunately, the outcome was not good. So here
we are 5 years and zero convictions at Guantanamo because the
administration would not work with Congress to create military
commissions.

No. 2, you gave a speech very recently—in fact, it was yester-
day—Dbefore the American Enterprise Institute which raised some
troubling observations. In this speech, as it was reported, you said,
and I quote, “A judge will never be in a position to know what is
in the national security interests of the country.”

“I tried to imagine myself being a judge. What do I know about
what is going on in Afghanistan or Guantanamo?”

Now, the person who wrote the article opened it by saying,
“Alberto Gonzales on Wednesday warned Federal judges not to
meddle in cases involving national security following a string of ju-
dicial rebukes of the administration’s antiterrorism initiatives.”

An observer of your statement in that article would conclude that
you have not only at the executive level forsaken cooperation with
the legislative branch of our Government, you are now suggesting
the judicial branch cannot be trusted when it comes to issues of na-
tional security.

But it does not end there. Cully Stimson, the Assistant Secretary
in the Department of Defense, took it a step further and questioned
whether or not there was a right to counsel and raised the specter
that if we allowed detainees to have an opportunity to be rep-
resented, it would mean that the cases would take longer and the
desired result might not be attained.

Now, Mr. Stimson, in fairness, apologized for his remarks yester-
day. But step back for a moment, if you will, as an average Amer-
ican or someone observing America under these circumstances and
say, well, this is just an effort to consolidate power in the executive
branch of Government, to deny right to counsel, to deny judicial
oversight because they cannot be up to the job, and not to involve
Congress in creating commissions that might result in more due
process.

Can you understand how some could draw that conclusion from
those three examples?
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Attorney General GONZALES. Thank you, Senator. Can I speak
about my reaction?

Senator DURBIN. Of course.

Attorney General GONZALES. Obviously, military commissions,
you are right. We began the process several years ago believing,
based upon previous precedent and tradition, that the President of
the United States, relying upon the model in Quirin during World
War II, could establish military commissions.

The Supreme Court of the United States said no, that given the
fact that Congress has spoken in this area, if the President wanted
to use military commissions that differed from the procedures out-
lined by Congress, there would have to be a necessity for that and
the President had not articulated such a necessity.

And so because of that we went to the Congress and worked with
the Congress to get a set of procedures for military commissions.
I think that they reflect an agreement between the executive
branch and the legislative branch to ensure that unlawful combat-
ants who do not play by the rules, who are indiscriminately killing
innocents, nonetheless are going to receive a fair trial as we bring
them to justice.

My speech to the American Enterprise Institute, I want to make
sure you get a copy of it, because the focus of the speech was to
put into context in my mind the appropriate role of the judiciary
in our system of Government and that there really ought to be
strong deference by the judicial branch not just to the executive
branch but primarily to the Congress in terms of making policy de-
cisions, particularly with respect to national security.

You have the ability to have hearings and gather up information
in deciding what is in the best interests of the country. We have
embassies around the world. We have national intelligence agen-
cies which gather up information. The Congress and the executive
branch are in a much better place to determine what is in the na-
tional security interests of our country as opposed to the courts.

Clearly, I am not saying that courts do not have a role in decid-
ing legal issues relating to terrorism cases. That is their job. I just
want to make sure that they are deciding the legal issues and not
making policy decisions. That was the purpose of the speech that
I gave yesterday.

Finally, with respect to lawyers, I am already on record saying
that we are supporting a process where lawyers will be made avail-
able in the trials at Guantanamo. My own sense is that they will
be represented by the best counsel that is available. We will have
good lawyers on our side. And that is the best way to ensure justice
with respect to these trials.

I do share your concern about our image around the world, and
I think that there are some things we probably could have done
better, could have done differently. And I think we have an obliga-
tion in the executive branch to try to do a better job and try to—
I do not want to say rehabilitate ourselves, but give a better expla-
nation of what we are doing.

Senator DURBIN. Well, Mr. Attorney General, in fairness to the
President when asked about mistakes said Abu Ghraib was a mis-
take. He concedes, and I think we all do, that the treatment of de-
tainees was a mistake.
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Now, let me ask you a specific question on that, though. When
it comes to the mistreatment of detainees, we know the Defense
Department has responsibility to judge the actions of military per-
sonnel. When it comes, however, to civilian personnel, whether we
are talking about people who work for the CIA or other agencies,
that is being handled by your Department.

Attorney General GONZALES. That is correct.

Senator DURBIN. Attorney General Ashcroft several years ago
transferred pending cases to the Eastern District of Virginia. Two
and a half years since the transfer, there has not been a single in-
dictment in any cases. While soldiers have been sent to prison for
abuses of detainees, our Department of Justice has not prosecuted
a single individual.

Attorney General GONZALES. I think there was an individual
name Basara who was, in fact, convicted. I am obviously aware of
your very strong interest in this. We have responded with a letter
sort of outlining—giving as much information as we can about the
status of the investigations.

Quite candidly, as the letter indicates, there are very difficult
hurdles that we have to deal with, with respect to these kinds of
prosecutions when you are talking about trying to prosecute a case
that occurred—for activities that occurred in a war zone, for exam-
ple. There are unique challenges. Nonetheless, we are committed to
try to bring people to justice and—

Senator DURBIN. May I ask you about a specific instance?

Attorney General GONZALES. Yes, sir.

Senator DURBIN. I know my time is up here, but the use of dogs
in interrogation was part of specifically authorized activity by then-
Defense Secretary Rumsfeld as well as Mr. Haynes, whose name
has now been withdrawn for appointment to the circuit court.

Can you assure us that none of the civilian cases under inves-
tigation by the Justice Department involve the use of techniques
that were authorized by the administration and later abandoned as
inconsistent with our opposition to torture and our adherence to
Geneva Convention rules?

Attorney General GONZALES. Well, Senator, I would be happy to
go back and look at that before giving you that kind of assurances.
But I know that our prosecutors understand that if, in fact, some-
one is engaged in conduct which violates the law, they are going
to be prosecuted if we can make the case.

Senator DURBIN. But it has not happened. And you understand
soldiers have gone to jail.

Attorney General GONZALES. Yes, sir, I do understand.

Senator DURBIN. Men and women in uniform have gone to jail,
and the average American has to step back and say, Wait a
minute, why would you hold the soldiers to a high standard, im-
prison them and convict them, and then not find a civilian involved
in similar conduct responsible as well?

Attorney General GONZALES. Again, Senator, I think, you know,
one is better than zero. I think there has been at least one. But
these are difficult cases. We are committed to get to the bottom of
it because you are correct.

You know, it is one thing for us to say—you know, when people
raise the possibility that the United States is involved in torture,
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what I say is, listen, the difference between the United States and
a lot of other countries is that when there are allegations about
mistreatment, there are investigations; and if people are not adher-
ing to the legal standards, then they are held accountable.

I know that is what the President expects of us. That is what I
have asked of our prosecutors. I am not saying this is an excuse
because there is no excuse for not prosecuting cases that should be
prosecuted. These do present unique challenges for us, and I can
commit to you that we will continue looking to see what cases can
be brought, if, in fact, there are legitimate cases to bring.

Senator DURBIN. One last short question about letters that Sen-
ator Grassley raised. Last August, Senators Kennedy, Feingold,
and myself sent a letter to the President and to your attention ask-
ing him to reconsider his decision to block the Office of Professional
Responsibility from investigating Justice Department attorneys
who approved the NSA program engaged in misconduct. Do you be-
lieve the OPR investigation should be permitted to go forward?

Attorney General GONZALES. Senator, well, I mean, the President
has made the decision as to whether or not they should be read
into the program, which, of course, as announced yesterday by the
President, will not be reauthorized.

I can tell you that the IG, the Inspector General of the Depart-
ment, is doing an investigation with respect to the FBI’s role in
this program.

Senator DURBIN. I just hope that you agree with me that Mr.
Bradbury’s confirmation should not go forward if he is still under
investigation by the Office of Professional Responsibility.

Attorney General GONZALES. Sir, I am not aware that he is
under investigation by the Office of Professional Responsibility.

Senator DURBIN. I hope we can get an answer to our letter of last
August.

Attorney General GONZALES. Yes, sir.

Senator DURBIN. Thank you, Mr. Chairman.

Chairman LEAHY. I agree with the Senator from Illinois—

Attorney General GONZALES. Senator, your microphone?

Chairman LEAHY. I am new at this. I agree with the Senator
from Illinois. If there is such an investigation going on, we should
know that, and I would want to know that definitively one way or
the other before any confirmation hearing would be scheduled.

I think that the Senator from Illinois asks a legitimate question.
I think it is one that could be cleared up quickly one way or the
other. I think that perhaps the best way would be to respond to me
and to Senator Specter on that issue.

We have also been joined by a new member of this Committee,
Senator Sheldon Whitehouse from Rhode Island. Senator
Whitehouse is a distinguished former Attorney General, and I ap-
preciate very much his willingness to come on this Committee. He
has already been extraordinarily helpful to the Committee in plan-
ning purposes. Senator Whitehouse, the floor is yours.

Senator WHITEHOUSE. Thank you, Mr. Chairman.

Attorney General, it is nice to see you. Thank you for being here.
I would like to start with an observation in response to the colloquy
between you and Senator Feinstein. As a former United States At-
torney and somebody who as U.S. Attorney had very active inves-
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tigations into public corruption in Rhode Island, I share a bit the
concern of the removal of U.S. Attorneys under these cir-
cumstances.

And in your response, you indicated that you would never do
anything for, I think you said, political reasons, and you would cer-
tainly never do anything that would impede the ongoing investiga-
tion.

I would suggest to you that in your analysis of what the Depart-
ment’s posture should be in these situations, you should also con-
sider the potential chilling effect on other United States Attorneys
when a United States Attorney who is involved in an ongoing pub-
lic corruption case is removed from office.

They are not easy cases to do technically, as you know. They are
fraught with a lot of risk. And I think that U.S. Attorneys show
a lot of courage when they proceed with those cases. And any sig-
nal that might be interpreted or misinterpreted as discouraging
those kinds of activities I think is one you would want to be very,
very careful about.

So I would propose to you that that is a consideration you should
have in mind as you make those removal and reappointment deci-
sions.

Attorney General GONZALES. It already is, but thank you, Sen-
ator. I appreciate that.

Senator WHITEHOUSE. The other question I have is—the Chair-
man has been good enough to suggest that he is new at this. I am
really new at this, and I would like to start really right at the very,
very beginning, and that is, with the nature of executive testimony
before a congressional inquiry.

You and I have both been in courtrooms and tried cases. We
have both dealt with witnesses. And I have a pretty established set
of expectations about what a witness is obliged to do.

First, let me ask you, Has the Department ever provided formal
advice to the executive branch as to the responsibilities and obliga-
tions that a member of the executive branch accept by testifying
before Congress in a hearing?

Attorney General GONZALES. If I understand your question, the
Department is charged by regulation and by statute to provide
legal advice to the executive branch. We have had one meeting at
the Department in the last few months, I guess, with various indi-
viduals from other agencies to provide advice with respect to en-
sure better coordination and consultation with sharing information
with the Congress. And I believe there has also been a series of
sort of a smaller set of meetings with the same objective.

Our advice is—I mean our role as a Department is to- -we are
the counsel for the executive branch, and our role is to give advice,
and that advice is for the purpose of ensuring that we are meeting
our appropriate level of accommodation and consultation and co-
ordination and cooperation with the Congress. Yes, sir.

Senator WHITEHOUSE. Have you published anything?

Attorney General GONZALES. I have not published anything—

Senator WHITEHOUSE. Say a handout that you give to a witness
that says, look, you are going up to testify before Congress, here
are your responsibilities?
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Attorney General GONZALES. I do not know if there was a—I cer-
tainly read something. It is very much consistent with what I sent
the Chairman. I sent the Chairman a letter last week in response
to a request for information that he had made. We had sent back
a response. It was one that disappointed him.

Therefore, I sent back a response saying, well, let us get our
staffs together and see if we can reach some kind of accommodation
here. And, by the way, this is a set of principles that I intend to
follow. They are a set of principles outlined in the letter from the
Assistant Attorney General under Janet Reno to a gentleman
named Linder. It goes through various categories in explaining—

Senator WHITEHOUSE. Rather than explaining it to me now,
would you mind just sending me a copy and I can go on from there.

Attorney General GONZALES. Yes, sir.

Senator WHITEHOUSE. Because there are other questions I want
to followup on a little bit. First of all, do you think whether a wit-
ness is sworn or not makes a difference in what their obligations
are when they are the witness before a congressional hearing?

Attorney General GONZALES. Well, it certainly would not matter
to me in terms of the answer that I would provide. I think there
are statutes that would make it a crime in any event, even if you
were not sworn in.

And so I think that the repercussions—the legal ramifications of
being sworn in or not being sworn in, I think they are the same.
There are statutes that would kick in whether or not you are sworn
in or not.

Senator WHITEHOUSE. And if obviously we are aware that if
somebody comes and provides an affirmative untruth or falsehood
to a congressional committee, there are consequences from that.

Moving on to the next step, we have all been in courtrooms
where witnesses engage in what you might call the old “bob and
weave” and simply did not answer the question, and whether it is
the exalted United States District Courts right down to the District
Court in Rhode Island, administrative law judges all over Govern-
ment, when a lawyer has a witness and is asking questions, if the
witness is dodging the question, there comes a point where the law-
yer is entitled to ask the judge to direct the witness to answer the
question.

Is there any such authority that you believe exists in Congress
to penetrate the “bob and weave” if it is happening that is akin to
what you and I as lawyers have experienced in the courtroom when
finally a properly propounded question that is not being fairly an-
swered, you can kind of cut to the chase and get an answer?

Attorney General GONZALES. Sir, I do not know what that would
be. Obviously, there are times where it is difficult to give the kind
of response that a question may seek to solicit. It may be that for
reasons of national security—

Senator WHITEHOUSE. Well, let us assume for a minute that it
is not Executive privilege, it is not Fifth Amendment privilege, it
is not national security. My hypothetical is that the question is
simply being avoided, and we have all—

Attorney General GONZALES. It may be embarrassing or some-
thing.
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Senator WHITEHOUSE.—encountered witnesses who are capable
of doing that in court proceedings all our lives. And I do not think
it is going to stop just because I am a Member of Congress now
that people are evasive about questions. Do you think the Chair-
man has the authority to direct a witness to answer?

Attorney General GONZALES. I think the Chairman has a great
deal of authority, and I think what would normally happen in that
kind of situation is that there would be discussions, if not between
the Chairman and the witness, perhaps between the individual
Senator and the witness. It may not occur at during the hearing,
but the fact that, for example, during our exchange you may not
get an answer that you are satisfied with.

My obligation, I think, to communicate and consult with the Con-
gress does not end when this hearing ends, and so if you are
unsatisfied with the answer to a question, I think you and I should
have additional discussions, quite frankly. And we will figure out
whether or not we can give you the answer that would satisfy you
in terms of—I mean, a responsive answer.

Senator WHITEHOUSE. I appreciate your sharing with me your
sense of those ground rules, and thank you, Mr. Chairman.

Chairman LEAHY. Thank you. Let me just wrap on this.

In the wake of Hurricane Katrina, New Orleans has seen a par-
ticularly painful surge in crime. I base this just on what I see in
the news. It is recovering from the devastation of the hurricane.
The recovery effort was too little, too late.

Without going into the catalogue of things that went wrong, the
fact is you now have a wave of violent crime that makes it—it
would make it difficult for any city to get back on its feet, but cer-
tainly for a city in the State of Louisiana, it is especially difficult.

I know Senator Landrieu, the senior Senator from Louisiana, has
proposed a plan, a 10-point plan, to crack down on crime in New
Orleans. It is going to require a lot of new Federal manpower and
resources.

Will you work with Senator Landrieu to make sure that anything
that could be available from the Federal Government is available
in that devastated area?

Attorney General GONZALES. I am reminded that I am speaking
to Senator Landrieu tomorrow. Senator, there are some serious
issues, particularly in law enforcement, in New Orleans. I think we
have done a lot as a Department. I am happy to sit down with Sen-
ator Landrieu and see what else we can do. I am aware of the chal-
lenges that currently exist and still exist in Louisiana.

Chairman LEAHY. And I am not sitting here suggesting I have
got an automatic road map of how to make it better. It is going to
be very, very difficult. You have got criminal matters, social mat-
ters, reconstruction matters.

But that city—none of us have experienced in our homes any-
thing that devastating, and I think as a country, just as we banded
together as a country for earthquake victims and flood victims and
fire victims in other parts of the Nation, that is the benefit of a na-
tion like ours. And I would urge you to do whatever you can do to
help down there, and if there is anything I can do, I will add to
that.
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Attorney General GONZALES. Senator, the President has been
very clear in terms of our obligation to try to do what we can do
to be helpful to the locals.

Chairman LEAHY. And Senator Durbin has already raised this
issue about Cully Stimson. I cannot tell you how angry I was that
here he is the Assistant Secretary in charge of detainee affairs at
the Department of Defense, condemning lawyers for donating their
legal services. I was a defense attorney before I was a prosecutor.

One of the things I knew very well: your best chance of getting
justice done is you have a very good lawyer for the prosecution and
a very good lawyer for the defense, and then things work well.

I think it was outrageous. I was glad to hear what you said here
today. I am going to put into the record a letter from the deans
from several prominent law schools who tried to teach young law-
yers the value of pro bono. And I went to—I was at a law firm ini-
tially with a very—the senior partner was a very conservative Re-
publican. I think I was about the second Democrat in 30 years ever
to be put in there. And he pounded home to everybody that you did
pro bono work or you did not serve in his law firm. I will put that
in the record.

But, you know, even Mr. Stimson’s apology, if I might say, I
thought was very much too little, too late. His comments were so
carefully timed to coincide with a broadside and the right to coun-
sel and an op-ed piece published in the Wall Street Journal.

Am I correct in assuming that you feel very strongly that there
should be adequate counsel on both sides in any of these issues?

Attorney General GONZALES. Certainly, Senator, with respect to
the trials going on at Guantanamo, our whole structure is focused
on adversary proceeding where we will be—the United States will
be well represented and I am sure the detainees will be well rep-
resented as well.

Chairman LEAHY. Let us not condemn those lawyers. They are
very, very good lawyers, many of whom are doing it at great person
cost to themselves, who want to stand in and make sure rights are
handled. They deserve our praise for doing it.

Now, I hope the disagreements today do not totally obscure my
desire to work with you and make the Department of Justice a bet-
ter defender of our rights, our constitutional rights.

Even when I was a law school student, I remember being invited
with a dozen other students to go and meet with the then-Attorney
General of the United States, Robert Kennedy. We thought it was
1gloing to be a grip-and-grin. It turned out to be at least a couple

ours.

I have never forgotten that meeting. Never forgotten that meet-
ing. Some of us went on to be prosecutors, some defense attorneys,
some judges out of that dozen. All of us were inspired by his com-
mitment that the Department of Justice defends everybody’s rights.

Now, working with Senator Specter and Senator Kennedy and
others in a bipartisan way, I hope we can enact fair and com-
prehensive immigration reform. I have had, along with others, long
talks with the President who says he wants a comprehensive immi-
gration reform.

I realize the talking points got way down the line during last
fall’s elections. We do not have elections this year. If we are going
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to have comprehensive immigration reform, it is going to require
every one of us to leave our political labels at the door and work
together.

The same with rising violent crime. Many will say we have got
to put money into police forces in Iraq, and that may well be. I am
not here to debate that. But I do think we have to do more Federal
assistance, State and local law enforcement partners. I have seen
how well it works.

Attorney General GONZALES. Mr. Chairman, as you—

Chairman LEAHY. And, you know, those are just some of the
areas that I think that we have to provide more to our U.S. Attor-
neys around the country. They are on the front lines.

We have some of the most—and this has been true with most ad-
ministrations—some of the best men and women you can imagine
working there. And I admire what they are doing. I believe Senator
Whitehouse is a former U.S. Attorney, and we know how difficult
that is.

So let us find those areas where we can work together. We will
still lock horns in a number of areas, as we have in the past. But
there are so many areas for the good of this country that this Com-
mittee and your office have got to work together.

Attorney General GONZALES. I agree. Thank you, Mr. Chairman.

Chairman LEAHY. Thank you.

We stand adjourned.

[Whereupon, at 2:31 p.m., the Committee was adjourned.]

[Questions and answers and submissions for the record follow.]
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QUESTIONS AND ANSWERS

U.S. Department of Justice

Office of Legislative Affairs

Washington, D.C 20530

April 5, 2007

The Honorable Patrick I. Leahy
Chairman

Committee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman:

Please find enclosed responses to questions for the record, which were posed to Attorney
General Alberto Gonzales following his appearance before the Committee on January 18, 2007.
The hearing concemed Department of Justice Oversight. The Department is working
expeditiously to provide the remaining responses, and we will forward them to the Committee as
soon as possible.

The Office of Management and Budget has advised us that from the perspective of the
Administration’s program, they have no objection to submission of this letter.

We hope this information is helpful. Please do not hesitate to contact this office if we may
be of further assistance on other matiers.

Sincerely,

Richard A. Hertling
Acting Assistant Attorney General
Enclosures

cc:  The Honorable Arlen Specter
Ranking Minority Member
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Department of Justice Respouses to
Questions for the Record posed to
Attorney General Alberto Gonzales
Senate Judiciary Committee
Oversight Hearing January 18, 2007
(Part 1)

QUESTIONS FROM CHAIRMAN LEAHY

Leahy 2 While we are sending more resources and funds for Iraqi police, this
Administration is cutting funding for state and local police. How do you explain this
policy? Would you support increasing federal funding for state and local law
enforcement?

ANSWER: The Department’s portion of the President’s FY 2008 budget contains over $1.2
billion in discretionary grant assistance to State, local, and Tribal governments including funding
for the creation of four new, competitive grant programs: (1) Violent Crime Reduction
Partnership, (2) Byme Public Safety and Protection (Byme) Program, (3) Child Safety and
Juvenile Justice Program, (4) Violence Against Women Grants. These programs will provide
States, localities, and Tribes with considerable flexibility to address their most critical needs and
allow the Department to respond in a targeted way to local up-ticks in the crime rate. Like the
recently-passed joint resolution providing full-year continuing appropriations for FY 2007, the
FY 2008 President’s Budget also proposes to eliminate earmarks from state and local funding so
that limited federal resources can be directed to the most urgent crime problems.

The Violent Crime Reduction Partnerships Program will be used to help communities
suffering from high rates of violent crime address this problem by forming and developing
effective multi-jurisdictional law enforcement partnerships between local, State and federal law
enforcement agencies. We believe that this focused approach will allow communities to tackle
their violent crime problem quickly after receiving their grant,

Leahy 3 In recommendation #57, the Iraq Study Group recommends that the
practice of embedding U.S. police trainers with Iraqi pelice units be expanded and that the
number of civilian officers training Iraqi police be increased. In your January 16, 2007
letter, you stated that the Department’s International Criminal Investigative Training and
Assistance Program (“ICITAP”) has deployed senior law enforcement advisors to oversee
teams of approximately 250 police trainers and 80 trainers for the Iraqi Correctional
System. Will the Department send additional advisors to participate in the training of the
Iraqi Police Service? If so, how many advisors will the Department send?
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ANSWER: The size and functional scope of the ICITAP police training efforts are determined
by the Department of Defense’s Civilian Police Assistance Training Team (CPATT) and are
closely controlled by the Department of State’s Bureau for International Narcotics and Law
Enforcement Affairs (INL). CPATT controls the number of ICITAP assets required for police
program efforts and INL orchestrates ICITAP participation through budgetary control measures.
Accordingly, we respectfully defer to those agencies to answer this question.

Leahy 8 Will the Department meet its reporting requirements for this
upcoming calendar year?

ANSWER: The Department will continue to make every effort to meet its reporting
requirements.

Leahy 10 Recently released FBI documents reveal that the Nixon and Reagan
Administrations ordered the FBI to run background checks on Senate witnesses who were
critical of the late Chief Justice William Rehnquist when he was nominated to the Supreme
Court in 1971, and later nominated to the position of Chief Justice in 1986. According to
press reports, in 1971, Deputy Attorney General Richard Kleindienst directed the FBI to
conduct criminal investigations of witnesses who were scheduled to testify against Chief
Justice Rehnquist during his conformation hearing. The press also reports that, 15 years
later, the late Senator Strom Thurmond asked John R. Bolten, then an Assistant Attorney
General in the Reagan Justice Department, to investigate Democratic witnesses for the
1986 confirmation hearing. (a) Please state whether you believe that such blatant political
use of the FBI is appropriate?

ANSWER: Political use of the FBI is never appropriate.

Leahy I Did the Bush Administration direct the FBI to criminally investigate
witnesses that testified during the Alito and Roberts confirmation hearings, or for other
judicial nominees? If so, please explain why.

ANSWER: The Bush Administration did not direct the FBI to criminally investigate witnesses
who testified during the Roberts and Alito confirmation hearings or during confirmation hearings
for other judicial nominees.

Once a candidate’s biographical information is submitted to the FBI by the Department’s
Office of Legal Policy on behalf of the White House, the FBI interviews appropriate individuals
who have knowledge of the candidate in the context of a background investigation (BI).
Following completion of the BI, it is provided to the Department and, along with other checks
conducted by Department, is provided to the White House for review and thereafter to members
of the Senate Judiciary Committee. The Committee may also make independent inquiries
concerning information in the package. The American Bar Association also investigates and
rates each nominee. In those rare circumstances in which a BI reveals criminal allegations
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regarding a candidate or witness, the allegations are appropriately addressed independent of the
BI. A 4/15/02 memorandum from the Attorney General advises that the Department will not
provide information to the White House concerning pending criminal investigations except when
doing so is important to the performance of the President's duties. In accordance with this
protocol, the FBI does not directly advise the White House or the Senate of pending criminal or
other investigations revealed in the context of a BI.

Leahy 12 Will you give me your assurances that you will not permit the FBI to
be used in this pelitical manner while you are the Attorney General?

ANSWER: As stated above, political use of the FBI is never appropriate. Moreover, the FBI’s
authority to conduct investigations is governed by several sources, including Federal regulations
and Attorney General (AG) Guidelines. For example, the AG Guidelines on General Crimes,
Racketeering Enterprise, and Terrorism Enterprise Investigations (5/30/02) govern the
circumstances under which the FBI’s general crimes and criminal intelligence investigations may
be begun, and the permissible scope, duration, subject matters, and objectives of these
investigations. The FBI understands that investigations must be authorized by competent
authority.

Leahy 15 Do you believe the interrogation techniques used on Mr. Padilla are
consistent with the Constitutional gnarantees protecting all American citizens? For
example, Mr. Padilla was denied any contact with counsel for 21 months.

ANSWER: As you are aware, this case is currently pending in the Southern District of Florida
and pursuant to Department policy we do not comment on pending matters beyond what is in the
public record. The District Court recently found Mr. Padilla competent to stand trial. However,
as a general matter and consistent with what we have publicly stated before, the right to counsel,
among others, is a critical component of our civilian criminal justice system. This system has an
extremely important role to play in the struggle against global terrorism, as shown by the
successful prosecutions brought by the Department of Justice. But in limited cases, after careful
consideration of a host of factors, the President has deemed it necessary to defend our Nation by
detaining individuals as enemy combatants. A critical element of that detention is intelligence
gathering. Accordingly, where individuals have associated themselves with terrorist forces in
armed conflict with the United States, detention as an enemy combatant allows immediate,
ongoing, and uninterrupted interrogations for intelligence that are critical to protecting our
citizens and armed forces.

Leahy 16 Were you aware of the interrogation techniques used on Mr. Padilla
at the time you approved of his prosecution, and, if so, what was your analysis of these
interrogation techniques at the time? Did you believe they violated Mr. Padilla’s rights at
the time you approved his prosecution? Please provide the Committee with copies of any
documents regarding your review of the interrogation techniques used on Mr. Padilla.
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ANSWER: As you are aware, this case is currently pending in the Southern District of Florida
and pursuant to Department policy we do not comment on pending matters beyond what is in the
public record. The District Court recently found Mr. Padilla competent to stand trial.

Leahy 19 This Committee seriously considered media shield law legislation last
Congress, holding several hearings on this important issue. I plan to work on legislation
this session with my colleague Senator Specter, as well as Senators Lugar and Dodd. The
Department of Justice testified in opposition to the shield law bills last Congress. Are there
any media shield law proposals that would be acceptable to the Department? If so, please
identify these proposals.

ANSWER: On multiple occasions over the last two years — both in written and spoken
testimony before this Committee — the Department has made clear its position in opposition to
proposed legislation in this area.

Specifically, the Department believes that the media shield legislation inevitably would
transfer to the judiciary determinations rightfully vested in the Executive  including
determinations about what evidence is “critical” to an ongoing criminal investigation or
prosecution and what constitutes harm to the national security. Indeed, under the most recent
version of the proposed legislation, the government would bear the burden of establishing its
need for the information it seeks — a dramatic departure from existing law, which requires the
party resisting a subpoena to prove that the subpoena is unreasonable and oppressive.

One of the halimarks of the Department’s own policies governing the issuance of
compulsory process to the media, see 28 C.F.R. § 50.10, is the flexibility afforded the
Department in times of emergency. The proposed legislation, however, would vitiate that
flexibility by shifting final authority over core executive and prosecutorial decisions to the
judiciary, and by forcing the government to bear a heavy burden of proof in order to obtain
information that is essential to the investigation and prosecution of serious crimes.

For these reasons — and numerous others set forth in the Department’s written and oral
testimony before this Committee — the Department continues to believe that legislation in this
area is both unnecessary and likely to cause substantial harm to law enforcement and national
security.

Leahy 20 In your responses to questions submitted after your July 18, 2006
testimony before the Committee, you declined “to comment upon the existence or non-
existence of any investigation . . . of journalists for publishing classified information.” Yet,
in response to other questions related to ongoing investigations you have offered to provide
briefings to the Chairman and Ranking Member, as well as provide basic information on
the number and general status of investigations in other areas. Will you provide the
Committee with the same non-specific information related to investigations of journalists
or news erganizations for publishing classified information? If so, how many of these
investigations are ongoing at the Department and what is there general status?
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ANSWER: Where possible, the Department makes every effort to provide Congress with
information essential to the fulfillment of its oversight responsibilities. These efforts, however,
cannot extend to the provision of information that could imperil a pending investigation or
wrongfully prejudice an innocent party. Moreover, there are instances in which simply affirming
or denying that an investigation exists — even in general terms — can have similarly harmful
effects. This is one of those instances. Accordingly, it would be inappropriate for me to
comment upon the existence or non-existence of any investigation.

Leahy 21 The media shield legislation proposed last Congress was largely based
on the current DOJ guidelines for requesting information from the media. However, the
statutory codification would apply these guidelines to civil cases and special prosecutors,
This would be a very positive outcome. What is the Department’s position on the
application of these provisions to civil cases and special prosecutors?

ANSWER: As an initial matter, we would like to address the assertion that the media shield
legislation proposed in the last Congress was “largely based on the current DOJ Guidelines for
requesting information from the media.” Some supporters of the media shield legislation have
suggested that the proposed bill is no more than a codification of the Department’s own
guidelines. That view is mistaken. The Department’s guidelines preserve the constitutional
prerogatives of the Executive branch with respect to key decisions regarding, for example, the
kind of evidence that is presented in grand jury investigations and what constitutes harm to
national security. The proposed legislation, by contrast, would shift ultimate authority over these
and other quintessentially executive and prosecutorial decisions to the judiciary.

Furthermore, the proposed legislation would replace the inherent flexibility of the
Department’s guidelines, which can be adapted as circumstances require — an especially valuable
attribute in a time of war — with a framework that is at once more rigid (by virtue of being
codified by statute) and less predictable (by virtue of being subject to the interpretations of many
different judges, as opposed to a single Department with a clear track record of carefully
balancing the competing interests at stake).

It is important to note that the Department’s policies, set forth at 28 C.F.R. § 50.10, apply
in both civil and criminal cases alike. See 28 C.F.R. § 50.10(f)(4) As with subpoenas to the news
media in criminal cases, we believe that the Department’s policies regarding subpoenas in civil
cases strike an appropriate balance between the government’s interest in successfully litigating
cases of substantial importance with the public interest in a free press.

Finally, in at least one recent high-profile case from which the Department was recused, a
federal court concluded that the Special Prosecutor had complied with the Department’s policies
on the issuance of subpoenas to the news media. See In re Grand Jury Subpoena, Judith Miller,
438 F.3d 1141, 1152 (D.C. Cir. 2006) (noting that the District Court “found that . . . Special
Counsel had fully complied with the [Justice Department] guidelines™).
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Leahy 22 There have been a number of concerns raised about the Department’s
decision to criminally prosecute reporters for refusing to reveal their confidential sources
in the BALCO case. (a) Is the Department’s decision to investigate the “leak™ in the
BALCO case consistent the Justice Department’s guidelines for issuing subpoenas to the
news media? If so, what were the exigent circumstances that warranted issuing a subpoena
to the reporters involved in this case?

ANSWER: The Department’s decisions related to the media subpoenas issued in connection
with the BALCO matter were fully consistent with the Department’s guidelines governing such
media subpoenas. The conduct at issue is serious and potentially criminal, including contempt of
court, perjury before the District Court, and obstruction of justice. In light of the seriousness of
the conduct and the inability to complete the investigation through other means, the subpoenas
were fully consistent with Department policy.

Leahy 23 Why is the Department seeking jail time for these reporters, who
simply asserted their First Amendment rights in this case, which would be for a longer
term than the jail sentences for all of the BALCO defendants combined?

ANSWER: The federal courts, including the Supreme Court, have consistently refused to
recognize a First Amendment right on the behalf of a reporter to refuse to comply with a grand
jury subpoena. The length of any time in jail (including no time in jail) would be completely the
result of the reporter’s own choice, since the reporter could eliminate any such action simply by
complying with the grand jury subpoena. The Department has not sought jail time for the
reporters; it has sought the information that the reporters are legally obligated to provide.
Moreover, the Department agreed that the reporters should not be jailed during the pendency of
their appeal.

Leahy 25 Last year, when the President signed into law a measure
reauthorizing the Voting Rights Act that had passed 390-33 in the House and 98-0 in the
Senate, I commended him for committing to aggressive enforcement of the Voting Rights
Act and to defending the VRA from legal attacks. In nearly 20 hearings in the House and
Senate, Congress established not only that the VRA remains one of the landmark
achievements of the Civil Rights Era, but that a continuing need exists for the vital voting
rights protections it provides all Americans. Yet, in nearly six years of power, the Bush
Administration has brought only one suit on behalf of African-American voters alleging
discrimination under Section 2 of the Voting Rights Act, the key section that provides a
cause of action for discrimination against minority voters. Under President Bush, the
Department has brought only a handful of cases alleging discrimination in voting on behalf
of Hispanic Americans. (a) Given the President’s statement last year that he would
aggressively enforce the Voting Rights Act and after Congress voted nearly unanimously to
reauthorize it after reviewing extensive evidence of ongoing discrimination in veting
against minorities why has your Justice Department not brought more Section 2 actions on
behalf of minority voters?
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ANSWER: The Administration strongly supported reauthorization of the Voting Rights Act and
is currently vigorously defending the Act’s constitutionality in court. When Congress approved
the Fannie Lou Hamer, Rosa Parks, and Coretta Scott King Voting Rights Act Reauthorization
and Amendments Act of 2006, the Attorney General stated that: “The Department of Justice is
proud to have supported the passage of this historic legislation. The Voting Rights Act of 1965
was a critical chapter in the still-unfolding story of American freedom. As President Johnson
said when he signed that bill, the right to vote is the lifeblood of our democracy. The
reauthorization of this act is an important and proud American moment, and 1 know that
President Bush looks forward to signing the bill. The Department of Justice stands ready and
fooks forward to continuing, vigorous enforcement of its protections.”

During this Administration, the Department has vigorously enforced all of the provisions,
including Section 2, of the Voting Rights Act. In fact, the 18 new lawsuits we have filed in CY
2006 is more than twice the average number of lawsuits filed by the Division annually over the
preceding 30 years, During this Administration, moreover, we have filed approximately 60
percent of all cases ever filed under the minority language provisions of the Voting Rights Act,
as well as approximately 75 percent of all cases ever filed under Section 208. We also have used
Section 2 of the Voting Rights Act to challenge barriers to participation, as in United States v.
Long County (S.D. Ga.), which specifically involved race-based challenges to Latino voters, and
United States v. City of Boston (D. Mass.), which involved practices and procedures that
discriminate against members of language-minority groups, specifically persons of Spanish,
Chinese, and Vietnamese heritage, so as to deny and abridge their right to vote in violation of
Section 2. We have filed the first voting rights case in the Division’s history on behalf of Haitian
Americans; the first voting rights case in the Division’s history on behalf of Filipino Americans;
and the first voting rights cases in the Division’s history on behalf of Vietnamese Americans. We
will continue vigorously to protect afl Americans from unlawful discrimination in voting.

Leahy 26 I am concerned that the relative few voting rights cases brought by
the Justice Department suggests that you have determined that enforcing laws to combat
racial discrimination - particularly against African-American voters — is no longer a
priority. If this is still a priority, why have you brought the same number of Section 2
voting discrimination cases against white voters — one — as you have against African-
American voters?

ANSWER: In this Administration, the Voting Section of the Civil Rights Division has filed a
number of cases, in addition to a number of Section 5 objections, on behalf of African-American
voters in various jurisdictions. The cases filed include United States v. Crockett County (W.D.
Tenn.); United States v. Euclid (N.D. Ohio); United States v. Miami-Dade County (8.D. Fla.);
and United States v. North Harris Monigomery Community College District (S.D. Tex.), which
also involved protecting the rights of Hispanic citizens. In addition, we successfully litigated
United States v. Charleston County, South Carolina (D.S.C.) and successfully defended that
victory through appeal to the U.S. Supreme Court. Crockett County, Euclid, and Charleston
County are all Section 2 cases.
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The Department continues to seek out, investigate and, when facts warrant, prosecute
cases on behalf of African-American citizens. The Voting Section continues to actively identify
at-large and other election systems that violate the Voting Rights Act. Where we find such
systems and where the facts support a claim, we do not hesitate to bring lawsuits. We continue
to be interested in allegations of possible Voting Rights Act violations from all sources and have
solicited such information widely.

Leahy 29 At last November’s Civil Rights Division Oversight Hearing, I asked
Assistant Attorney General Wan Kim about a letter Senator Kennedy and I sent you last
October 20 requesting a federal investigation into the activities of Republican congressional
candidate Tan Nguyen. Mr. Nguyen admitted that his campaign staffer sent letters to
73,000 households, spreading misinformation about voting requirements apparently
designed to suppress Latino voter turnout. At the November 16, 2006 Civil Rights Division
Oversight Hearing, Mr. Kim assared me that an investigation into the Orange County case
was ongoing. However, Mr. Kim has yet to respond to my written-follow question asking
for a description and status report on this investigation. Can you update me on the status
of the Department’s investigation?

ANSWER: Upon learning of the Orange County mailing, the Division immediately initiated an
investigation. In addition, the Division also dispatched Department personnel to monitor the
polls in Orange County for the November 7, 2006, elections. The matter remains the subject of
an ongoing investigation. As you are aware, we are not at liberty to discuss the details of any
ongoing investigation.

Leahy 31 ‘What conclusions do you draw about the success of the Department’s
efforts to combat voter intimidation and suppression from the Department’s decision as
expressed in the January 11 letter not to pursue charges arising from the deceptive conduct
during the elections in Maryland?

ANSWER: The Department’s decisions regarding the enforcement of federal law are always
based on a careful and impartial review of the relevant facts and the applicable legal standards.

Leahy 32 "Recent news reports have brought to light the degree to which the
Civil Rights Division has cut career attorneys out of the decision-making process and
disregarded their recommendations, driving away many veteran attorneys, and
undermining those you have not been able to replace. According to an October 6, 2005
article in Legal Affairs, “[sJome career professionals whe have left the Civil Rights Division
say they left because they were shut out of the decision making process in a way that did
not occur under previous administrations.” For example, as reported in a November 17,
2005 Washington Post article, political appointees overruled the recommendation of career
attorneys to block a Georgia voter ID law under Section 5 of the Voting Rights Act.
Ultimately, federal and state courts blocked Georgia from implementing its ID requirement
for voting, calling the law a “poll tax.” By ignoring the advice of career attorneys in
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evaluating compliance with the Voting Rights Act, is the Justice Department allowing
political considerations to trump enforcement of one of our nation’s most impoertant civil
rights laws?

ANSWER: The Department is committed to the vigorous and even-handed enforcement of the
Voting Rights Act on behalf of all Americans and has brought lawsuits on behalf of African-
American voters, Hispanic-American voters, Asian-American voters, Native-American voters,
and white voters. This Administration also has brought the first lawsuits in history to protect the
voting rights of citizens of Vietnamese, Filipino, and Haitian heritage.

Qur record of even-handediy enforcing federal taw best demonstrates that the Division
makes litigation decisions that do not turn on partisan considerations. Career staff continues to
be involved in the recommendation and decision-making process of every enforcement action
brought by the Division under the Voting Rights Act, including the review of every Section 5
submission. Voting Section (and other Civil Rights Division) attorneys are in fact required to
prepare detailed memoranda in enforcement actions, including Section 5 preclearance decisions,
setting forth the facts and law on each proposed matter. Every legal analysis, including
recommendations under Section 5, must be balanced and include all relevant information. The
Voting Section Chief — a 30 year veteran career attorney — expects and encourages thoughtful
deliberation and recommendations from Section staff, and this career official has decisional
responsibility for many matters. When the decisions come to the Assistant Attorney General for
the Civil Rights Division, he also welcomes opposing views and is available for responsible,
productive discussion.

During the period between the 2004 and 2006 general elections, the Department filed far
more actions to protect voters against discrimination at the polls than in any time in its history.
These lawsuits included key cases to (1) protect the rights of minority voters against race-based
challenges to the eligibility of minority voters; (2) ensure appropriate treatment of minority
voters; (3) prevent improperly influencing, coercing, or ignoring the ballot choices of minority
voters; (4) ensure that voters, including minority voters, are provided with provisional ballots;
(5) ensure that voters, including minority voters, are provided the assistance in voting that they
are legally entitled to receive; (6) ensure that minority language voters are provided the bilingual
assistance in voting that they need and are legally entitled to receive; and (7) ensure that
localities provide voters, including minority voters, with the information Congress determined
necessary in all polling places, including the posting of information on voters’ rights. See, e.g.,
United States v. Long County; United States v. City of Boston; United States v. Hale County, TX;
United States v. Brazos County, TX; United States v. City of Springfield, MA; United States v.
Westchester County, NY; United States v. City of Azusa, CA; United States v. City of Paramount,
C4; United States v. City of Rosemead, CA; United States v. Ector County, TX; United States v.
Cochise County, AZ; United States v. San Benito County, CA. These cases accelerated
enforcement of the rights of voters to participate free from barriers at the polls during the 2002-
2004 period.

The 18 new lawsuits we filed in CY 2006 is more than twice the average number of
lawsuits filed by the Division annually over the preceding 30 years.
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During CY 2006, the Division’s Voting Section continued to aggressively enforce all
provisions of the Voting Rights Act, filing nine lawsuits to enforce various provisions of the Act.
These cases included a lawsuit under Section 2 against Long County, Georgia, for improper
challenges to Hispanic voters, including at least three United States citizens on active duty with
the United States Army, based entirely on their perceived race and ethnicity, and challenges to
election systems that discriminate against African American voters in Euclid, Ohio, and Hispanic
citizens of Port Chester, New York. We also recently won a major Section 2 lawsuit against
Osceola County, Florida, overturning that county’s discriminatory at-large election system. The
Civil Rights Division also currently is defending the constitutionality of the VRARA.

In FY 2006, the Voting Section processed the largest number of Section 5 submissions in
its history, and interposed important objections to protect minority voters in Texas and Georgia.
With over 7,100 submissions, the Division handled roughly 40 percent more submissions in FY
2006 than in a normal year. The Voting Section also brought the first Section 5 enforcement
action since 1998. And the Voting Section has begun a major enhancement of the Section 3
review process; soon jurisdictions will be able to submit voting changes online, making the
process easier, more efficient, and more cost effective for covered jurisdictions and for the
Department.

Our commitment to enforcing the language minority requirements of the Voting Rights
Act, reauthorized by Congress this summer, remains strong. We filed five such lawsuits in 2006,
which was only one short of the all-time record set in 2005.

The Division also had a record-breaking year with regard to enforcement of Section 208
of the Voting Rights Act. In FY 2006, the Division’s Voting Section obtained 37.5%, or three
out of eight, of the judgments ever obtained under Section 208 in its twenty-four year history.

In CY 2006 the Voting Section filed the largest number of cases under UOCAVA in any
year since 1992. We filed successful UOCAVA suits in Alabama, Connecticut, and North
Carolina. In addition, we reached a voluntary legislative solution without the need for litigation
in South Carolina and worked with some additional states and localities to forestall or mitigate
late ballot transmissions.

In CY 2006, the Voting Section also filed the largest number of suits under the National
Voter Registration Act since immediately following the passage of the Act in 1995. We filed
and successfully resolved lawsuits in Indiana, Maine, and New Jersey and are litigating a fourth
suit filed in Missouri.

As of January 1, 2006, virtually all of HAVA’s requirements became fully enforceable.
In advance of this first year of nationwide implementation of the database and accessible voting
machine requirements of HAVA and into this year, the Division worked hard to help states
achieve timely voluntary compliance. Where that did not appear possible, the Division brought
enforcement actions, filing five lawsuits under HAVA in 2006. Four suits were filed against
states for failure to complete the database requirements of HAVA; two of those suits also were
for violations of the accessible voting requirements. In addition, one suit was filed against a
locality for its failure to meet the Election Day informational posting requirements of HAVA.
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We also successfully defended three additional lawsuits challenging the congressional
mandates of HAVA. In addition, in Pennsylvania, where a state court had enjoined compliance
with HAVA, our formal notice to the state of our intended lawsuit assisted state officials in
overturning an erroneous lower court decision, so that we did not ultimately need to file to
ensure compliance in Pennsylvania.

During CY 2006, the Division also deployed a record number of monitors and observers
to jurisdictions across the country for a mid-term election. On November 7, 2006, more than 800
federal personnel monitored the polls in 69 political subdivisions in 22 states. In CY 2006, we
sent over 1,500 federal personnel to monitor elections, double the number sent in CY 2000, a
presidential election year.

With regard to the preclearance of the Georgia identification law, in August 2005, the
Department precleared a Georgia voter identification law, which itself amended an existing voter
identification statute that had been precleared by the prior Administration. This preclearance
decision followed a careful analysis that lasted several months and considered all of the relevant
factors, including the most recent data available from the State of Georgia on the issuance of
state photo identification and driver’s license cards and the views of minority legislators in
Georgia (as well other current and former minority elected officials). The data showed, among
other things, that the number of people in Georgia who already possessed a valid photo
identification greatly exceeded the total number of registered voters, and that there was no racial
disparity in access to the identification cards. The state subsequently adopted, and the
Department precieared in April 2006, a new form of voter identification that would be available
to voters for free at one or more locations in each of the 159 Georgia counties.

In Common Cause/Georgia v. Billups, the district court did not conclude that the
identification requirement violated the Voting Rights Act. To the contrary, the court refused to
issue a preliminary injunction on that ground. The court instead issued a preliminary injunction
on constitutional grounds that the Department cannot lawfully consider in conducting a
preclearance review under Section 5 of the Voting Rights Act. Accordingly, the court’s
preliminary ruling, in a matter that is still being actively litigated, does not call into question the
Department’s preclearance decision. In addition, the state court decision blocking Georgia’s
implementation of the identification requirement was issued on state constitutional grounds, and,
therefore, also did not call into question the Department’s preclearance decision.

Leahy 33 According to a December 8, 2005 article in the Dallas Morning News,
after public reports surfaced about the overruling of career staff, the Justice Department
adopted a new policy barring career staff from making recommendations in voting rights
cases. Has the Department implemented a policy to exclude the recommendations of career
voting rights lawyers in certain voting cases? If so, why did the Department change this
policy? Do you believe the Section 5 pre-clearance decisions of career attorneys in the
Voting Section are being accorded sufficient weight?

ANSWER: Please see our response to question 32, above.
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Leahy 34 I find it troubling that the Bush Administration has been remaking
the Justice Department’s Civil Rights Division by filling the permanent ranks with lawyers
who have strong ideological backgrounds but little civil rights experience. Hiring for
career jobs in the Civil Rights Division under all recent administrations, Democratic and
Republican, had been handled by civil servants — not political appointees. However,
according to a July 23, 2006 article in the Boston Globe, “in the fall of 2002, then-
[A]ttorney [Gleneral John Asheroft changed the procedures. The Civil Rights Division
disbanded the hiring committees made up of veteran career lawyers” and “since 2003 [] the
administration changed the rules to give political appointees more influence in the hiring
process.” (a) Why did the Civil Rights Division disband the career lawyer hiring
committees and diminish the role of veteran career lawyers in hiring new career lawyers?

ANSWER: We respectfully disagree with many of the assertions made in the Boston Globe
article. There is no political litmus test used in deciding to hire attorneys in the Civil Rights
Division. During the past six years, we have hired people from an extremely wide variety of
backgrounds and experiences. We will continue to hire the best attorneys available. It is our
goal to ensure that every attorney hired to work in the Civil Rights Division has a demonstrated
record of excellence, is a talented attorney consistent with that excellent record, and shares a
commitment to the work of the Division.

The Globe article, among other things, incorrectly suggests that a central hiring
committee of career employees within the Civil Rights Division made all hiring decisions during
previous Administrations; obtained limited information regarding attorneys hired in only three of
the ten litigating sections in the Division; and did not obtain resumes of attorneys hired during
previous Administrations in order to make an objective comparison. Most significantly, the
Globe article was not based on any personal interviews of these attorneys to measure their
interest in, and dedication to, enforcing the nation’s civil rights laws.

The talented and accomplished individuals hired in the Civil Rights Division have a
profound commitment to public service and law enforcement. Generalizations are often
inaccurate and unhelpful in defining an individual. No attorney is hired based solely on his or
her resume, but rather after a profoundly more comprehensive review, including detailed
personal interviews.

In addition, veteran career attorneys continue to make hiring recommendations
throughout the Department and within the Civil Rights Division. The procedure implemented by
Attorney General Ashcroft throughout the Department for hiring attorneys through the Attorney
General’s Honors Program (HP) offers several improvements to the previous program. Prior to
2002, HP applicants paid their own way to interview in various locations across the country; they
often met with a single representative from the Justice Department. The Department of Justice
now pays for candidates to come to Washington, D.C., or other major cities, where they meet
with both political and career attorneys for an interview. More individuals are now typically
involved in the hiring process, not fewer. And applicants who might have otherwise been
prohibited from seeking an interview because of costs and location now have equal access to the
program.
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Leahy 35 Considering the laudable purpose of having career attorneys and the
essential role they play in the Division, how can you justify the decision to disband the
career attorney hiring committees?

ANSWER: Please see our response to question 34, above.

Leahy 36 The effects of this shift in the Division’s hiring policy have been
significant. The Boston Globe examined the resumes of “successful applicants to the voting
rights, employment litigation, and appellate sections” for the past five years. According to
the July 23 Boston Globe article, “[t]he documents show that only 42 percent of the lawyers
hired since 2003 [] have civil rights experience. In the two years before the change, 77
percent of those who were hired had civil rights backgrounds.” What steps has the
Department taken to ensure that the dramatic shift away from hiring career attorneys with
a civil rights background does not interfere with the ability of the Civil Rights Division to
vigorously enforce anti-discrimination laws?

ANSWER: We respectfully disagree with many of the assertions made in the Boston Globe
article. It is also unclear what methodology the Globe employed in reaching its conclusions.
The Civil Rights Division, like every other component of the Department of Justice, is charged
with enforcing the laws passed by Congress. As such, we seek to hire outstanding attorneys with
demonstrated legal skills and abilities. The Department considers attorneys from a wide variety
of educational backgrounds, professional experiences, and demonstrated qualities. Attorneys
from an extremely wide variety of backgrounds and experiences have been hired to work in the
Division under this Administration. For example, the Division has hired not only attorneys with
significant prior civil rights experience but also attorneys with other crucial skills, such as a
significant record of actual litigation or management experience.

The Boston Globe article ignores salient facts pertaining to the Division’s hiring record
during this Administration. For example, all five individuals hired as career section chiefs
during this Administration had previously served as career attorneys in the Division. These five
chiefs have an average of approximately 17 years of experience in the Division, and also had a
wide variety of work experiences, including working in the Clinton White House, with the
American Civil Liberties Union, and as Special Assistant to Acting Assistant Attorney General
Bill Lann Lee. In sum, there is no political litmus test used in deciding to hire attorneys in the
Civil Rights Division.

Leahy 41 In response to the recent statistics, you announced a study to be
conducted by the Justice Department in 18 cities to understand what might explain the
recent rise in violent crime. Have you drawn any conclusions yet based on this study?
How long before the Department expects results?

ANSWER: The Attorney General’s Initiative for Safer Communities is ongoing. The initiative
has brought together local law enforcement from 18 jurisdictions throughout the country and
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Department of Justice officials to investigate the factors contributing to a rise in violent crime in
certain cities and identify programs that have been successful at keeping communities safer.

The Department has recently completed its city visits. This spring, with the benefit of the
information received during these meetings, the Attorney General will announce additional steps
the Department of Justice will take to assist state and {ocal law enforcement to address the
violent crime issues in their respective communities.

Leahy 47 "Recent press reports indicated that the Secret Service and the White
House secrefly signed an agreement last spring closing from public view the records
identifying visitors to the White House. This agreement was apparently signed in the midst
of the Justice Department’s investigation into disgraced lobbyist Jack Abramoff and
related litigation concerning visitor logs referencing Mr. Abramoff. Press reports further
indicate that the agreement has been used by the White House in litigation in an effort to
fight public disclosure of visitor logs. (a) Did you play any role in this agreement between
the Secret Service and the White House, and did the Department of Justice provide any
legal basis for the agreement?

ANSWER: We cannot comment on the confidential and privileged advice that the Department
of Justice provides to clients within the Executive Branch. We can, however, discuss the legal
basis supporting the agreement, which we will transmit to the Committee in a supplemental
response containing Question 48.

Leahy 50 Given concerns about resources available for corruption
investigations and prosecutions, as well as this disturbing agreement with the Secret
Service, can you assure me that the offices investigating and prosecuting the Abramoff case
and related matters are receiving the resources and the access they need to fully and
successfully investigate that matter?

ANSWER: The investigation and prosecution of public corruption is one of the top priorities of
the Federal Bureau of Investigation and the Department of Justice, and we are dedicated to
providing ample resources to aggressively combat this form of crime. There is a formidable
team of experienced FBI agents and career prosecutors assigned to handle the Abramoff
investigation, and that team has had, and will continue to have, all of the resources needed to
handle this very important matter fairly, thoroughly, and appropriately.

Leahy 53 Would the FBI, the U.S. Attorney’s offices, and the Public Integrity
Section of the Department of Justice benefit from additional resources to combat public
corruption? If so, what types of resources would be the most helpful?

ANSWER: The investigation and prosecution of public corruption is a labor- and resource-
intensive effort. The Federal Bureau of Investigation, the United States Attorneys’ Offices, and
the Public Integrity Section of the Department’s Criminal Division currently devote substantiat



82

resources to combating public corruption. The resources that contribute most greatly to this
effort are investigators and prosecutors, supported by sufficient funds for investigative
techniques, litigation expenses, and travel.

Leahy 67 In January, I joined with Senator Specter in asking the Chief Judge of
the Foreign Intelligence Surveillance Court (“FISC”) to provide copies of the decisions of
the FISC that the Department cited when it publicly announced that it would terminate the
Terrorist Surveillance Program (“TSP”). During the hearing, I asked you whether you

had any objection to the FISC providing these materials to the Judiciary Committee and
you said that you had no objection, but wanted to consult with the President.

(a) Do you consent to the FISC providing these materials, including the applications,
affidavits, and orders, to the Committee? If not, please explain the basis for your decision,
and whether you assert the documents are classified or subject to any privilege.

ANSWER: As you know, Members of the Intelligence Committees have been briefed on the
new orders, consistent with their oversight authority relating to intelligence matters and the
National Security Act. Copies of these highly classified documents, specifically the January 10,
2007 orders, the Government’s applications, and certain exhibits to the applications (including
supporting memoranda of law) have been provided to both Intelligence Committees. We note
that these documents contain information involving intelligence sources and methods and that
the provision of Foreign Intelligence Surveillance Act (“FISA”) applications to even these
Committees is an extraordinary action. For these reasons, the Intelligence Committees have
agreed to strict access limitations with respect to these particularly sensitive documents.

In addition, we have taken the extraordinary step of offering briefings to the Chairmen
and Ranking Members of both Judiciary Committees on this highly classified matter. We also
agreed to allow the Chairmen and Ranking Members to review certain exceptionally sensitive
documents, including the orders, applications, and supporting memoranda of law, in the
Intelligence Committee’s special facilities.

Leahy 68 Notwithstanding the FISC court’s willingness to provide these
materials to the Committee, please state whether the Department has copies of these
materials, and whether the Department will provide them to the Committee. If not, please
explain the basis for your decision, and whether you assert the documents are classified or
subject to any privilege

ANSWER: Please see our response to Question 67, above.

Leahy 69 Do any of these materials contain legal arguments concerning the
interpretation of FISA, the Fourth Amendment, or the President’s inherent authority, and,
if so, would you agree to provide those portions of the materials? If not, please explain the
basis for you decision, and whether you assert those portions of the documents are
classified, or subject to privilege.
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ANSWER: Please see our response to Question 67, above.

Leahy 70 To the extent you claim that the documents are classified or
privileged, do you claim that the entire documents are classified or privileged, and no
portions can be released to the Committee? Please explain the basis for this decision.

ANSWER: Please see our response to Question 67, above. The materials made available to the
Chairmen and Ranking Members of the Judiciary Committees are highly classified.

Leahy 71 You also testified that, shortly after you became Attorney General, the
Department redoubled its efforts to bring the TSP into compliance with the FISA laws and
that the Department has been working on this effort for a long time. Please state exactly
when the Department began this process and specifically what efforts were undertaken.

ANSWER: First, we emphasize that the recent orders of a Judge of the Foreign Intelligence
Surveillance Court (“FISC”) did not “bring the TSP into compliance with the FISA laws.” As
noted in the Attorney General’s letter, dated January 17, 2007, and as he reiterated in the hearing,
the TSP was fully consistent with FISA.

As noted in the January 17" letter, the Department of Justice began exploring options for
subjecting to FISC approval any electronic surveillance that may have occurred as part of the
Terrorist Surveillance Program (“TSP”) in the spring of 2003, well before the first press account
disclosing the existence of the TSP. It took considerable time and work for the Government to
develop the approach that was proposed to the Court and for the Judge on the FISC to consider
and approve the January 10 orders. Further details on this matter have been provided in briefings
to the Intelligence Committees and have been made available to the Chairmen and Ranking
Members of both Judiciary Committees.

Leahy 73 Please state when the Department first learned of the FISC’s orders
with respect to these application(s).

ANSWER: As noted in our letter of January 17, the relevant orders were issued by the FISC on
January 10, 2007. The Department learned of the FISC’s orders on that date.

Leahy 74 Please state whether you were personally involved in reviewing the
FISA application(s) or participated in the “negotiations” with the FISC, and, if so, please
briefly describe your involvement in this process?

ANSWER: As you know, FISA requires that the Attorney General (as that term is defined in

FISA) approve applications for electronic surveillance orders under FISA based upon his finding
that such applications satisfy the requirements of FISA. See 50 U.S.C. §§ 1804(a), 1805(f). The
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Attorney General approved the applications that resulted in the orders issued by a Judge of the
FISC on January 10, 2007, before the applications were filed.

Leahy 75 Please state whether there were other Administration officials
involved in this process, and, if so, please identify those officials and briefly describe their
invelvement in this process?

ANSWER: As noted in our letter of January 17, 2007, the orders issued on January 10 are
innovative and complex, and many attorneys in the Department of Justice and throughout the
Executive Branch worked diligently to prepare the applications that resulted in these orders.
Further details on this matter have been provided in briefings to the Intelligence Committees and
have been made available to the Chairmen and Ranking Members of both Judiciary Committees.

Leahy 78 Please provide copies of any memoranda or other documents
reflecting your responses to questions 44(a-f) and, if you decline to provide these materials,
please explain the basis for your decision, including whether you assert the documents are
classified or subject to any privilege.

ANSWER: Please see our response to Question 67, above.

Leahy 79 The Administration has been operating its warrantless surveillance
program for five years, without any court review and amid growing concerns from
Congress and the American people. You testified that it took the Department “a period of
time to develop what we thought would be an acceptable legal argument and fit it into the
operational capabilities and possibilities of NSA.” Given the clear requirements of the
FISA statute, why did it take at least two years to complete this process?” Please explain
why the Department did not seek the FISC’s approval of the TSP much earlier?

ANSWER: As we have previously explained, the TSP fully complied with the law, including
FISA. Nevertheless, in the spring of 2005, the Administration began exploring options for
subjecting to FISC approval any electronic surveillance that may have occurred as part of the
TSP. Any court authorization had to ensure that the Intelligence Community would have the
speed and agility necessary to protect the Nation from al Qaeda—the very speed and agility that
was offered by the TSP. The orders issued by the FISC on January 10, 2007, are innovative and
complex, and it took considerable time and work for the Government to develop the approach
that was proposed to the Court and for the Judge on the FISC to consider and approve these
orders. Further details on this matter have been provided in briefings to the Intelligence
Committees and have been made available to the Chairmen and Ranking Members of both
Judiciary Committees.
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Leahy 80 You also testified that the FISA application(s) approved by the FISC
was different than a normal application. Please explain how so. Does the subject FISA
application(s) apply to specific individuals, locations or facilities? If not, is it more general
authority to conduct surveillance of terrorism suspects?

ANSWER: As we have explained, the contents of the FISC orders are highly classified. As
noted above, the Intelligence Committees have been briefed on them, and we have offered to
brief the Chairmen and Ranking Members of both Judiciary Committees on these orders.

Leahy 87 You also testified that FISA allows for physical searches under certain
circumstances. First, please identify the provision in the FISA statute that you maintain
permits the Government to open Americans’ mail. Second, please state whether the
Government has conducted physical searches of Americans’ mail based upon FISA, and if
so, please state how many such searches have occurred since September 11, 20017

ANSWER: As you know, FISA specifically authorizes the Attomey General to seck a court
order from the Foreign Intelligence Surveillance Court (“FISC”) to conduct “a physical search in
the United States of the . . . property, information, or material of a foreign power or an agent ofa
foreign power for the purpose of collecting foreign intelligence information.” See 50 U.S.C. §
1822(b). The property that may be searched pursuant to an order from the FISC includes
property that is “in transit to or from an agent of a foreign power or a foreign power.” Id. §
1824(a)(3)(B). FISA also specifically authorizes the Attorney General, under certain
circumstances, to authorize the emergency physical search of such property if he then obtains an
order from the FISC authorizing the search. See id. § 1824(e). In addition, FISA specifically
authorizes the Attorney General to “authorize physical searches without a court order . . . to
acquire foreign intelligence information™ if the “physical search is solely directed at . . .
information, material, or property used exclusively by, or under the open and exclusive control
of, a foreign power or powers.” Id. § 1822(a)(1). The use of these authorities for the purpose of
collecting foreign-intelligence information is highly classified, and it would be inappropriate to
reveal the use of such authorities in this setting. Consistent with long-standing practice, the
Department of Justice informs Congress of this information through classified semi-annual
reports and through appropriate briefings pursuant to the National Security Act of 1947,

Leahy 88 During the hearing, I also asked you about press reports in the New
York Times and elsewhere stating that the Department of Defense and CIA have greatly
expanded their use of non-compulsory national security letters to acquire Americans'
sensitive financial records. According to the New York Times, DoD has made more than
500 requests for financial records since September 11, 2001. What legal authority are DoD
and the CIA relying upon to request these records?

ANSWER: The Department of Justice defers to the Department of Defense and the Central
Intelligence Agency for a response to this inquiry.
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Leahy 91 One of the lessons from 9-11 was that the Government’s law
enforcement and counterterrorism agencies must better coordinate and share critical
counterterrorism information. If the press reports are true, the DoD and CIA are not
sharing this critical information with the FBI when it comes to their own domestic
investigations. In you view, does this suggests that the Administration has failed in its
efforts to improve information-sharing across the government?

ANSWER: The FBI is actively engaged with the Department of Defense (DoD) and the Central
Intelligence agency (CIA) elements that have “homeland” responsibilities to ensure that our
mutual engagement and information exchange is consistent with the expectations of the 9/11
Commission and the American people. That engagement extends to operational, investigative,
intelligence, process, and procedural matters, as well as to how we can best integrate our
activities related to the Information Sharing Environment. One example of this is the number of
FBI field offices that participate in exchanges of analysts and operational personnel with C1A
and DoD entities; a number of CIA and DoD analysts are integrated in or working closely with
FBI Field Intelligence Groups or serving in Joint Terrorism Task Forces (JTTFs), and ina
number of State Fusion Centers, both FBI and DoD elements are included in the core intelligence
presence. While we are always looking for ways to formalize and strengthen our joint targeting,
joint source development, and joint reporting enterprises, we believe the successes and progress
are clear.

Leahy 94 Are there safeguards in place to ensure that state and local law
enforcement agencies will protect the security of this data and not abuse it? If so, please
describe these safegnards and how they will be implemented.

ANSWER: The information is shared with other trusted federal, state and local law enforcement
entities in selected geographic areas of the country so that those entities can more effectively
investigate, disrupt, and deter criminal activity, including terrorism, to better protect the nation.

User role-based access is implemented to ensure that R-DEX is used for law enforcement
purposes only and that access to R-DEx information only is provided to law enforcement
personnel who have undergone background checks and have received appropriate training, and
who have an official need for access in order to perform their professional duties. In addition, the
security controls, both administrative and technological, were developed and implemented in
order to reduce the risk of unauthorized access to the data,

R-DEXx has an audit capability that logs the date, time, subject, and otiginating account of
all user queries. The parties maintain these audit logs for five years or for the life of the records
accessed, whichever is longer.

Memorandums of Understanding (MOUs) have been established between all information
sharing partners. The MOUs govern use of all information and stipulate how recipients may use
data shared via R-DEx. One stipulation states that R-DEx information may not be used as the
basis for any action or disseminated for any other purpose or in any other manner outside of the
agency that accessed the information, unless that agency first obtains the express permission of
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the agency that contributed the information. These MOUs include sanctions for misuse of the
system and/or the submitted component data. Sanctions can be applied to an individual or entire
agency, depending on the circumstances and severity of the misuse.

Training is required for all R-DEx users. This training is provided to make users of R-
DEx information aware of what information can be accessed from R-DEx and the procedures
applicable to such access.

Leahy 97 You also mention the Procurement Fraud Task Force. Please state
how many prosecutors and investigators are assigned to this task force? What percentage
of the task force’s work involves contracting fraud in fraq? Would you support creating a
separate task force to focus exclusively on Iraq contractor fraud, similar to the Hurricane
Katrina Fraud Task Force?

ANSWER: The National Procurement Fraud Task Force utilizes the prosecutorial resources of
six key sections or divisions within the Department including the Public Integrity Section, the
Fraud Section, the Asset Forfeiture and Money Laundering Section, the Antitrust Division, the
Tax Division, and the Civil Division — in addition to calling upon the 94 U.S. Attorneys’ Offices
across the country - to ensure that competing resource needs are balanced and meritorious cases
are identified, investigated, and prosecuted efficiently and effectively in appropriate venues.

The U.S. Attorneys’ Offices that are participating in the Task Force have coordinated and
organized their own procurement fraud regional working groups, which are working to
implement the strategies and mission of the Task Force as well as to facilitate the exchange of
information among agencies at the regional level. To date, the following U.S. Attorneys’ Offices
have agreed to lead regional procurement fraud working groups: Central District of California,
Eastern District of Virginia (through which the District of Maryland and the District of Columbia
are participating), Southern District of Florida, Northern District of Alabama, District of
Connecticut, the District of Massachusetts, Eastern District of Pennsylvania, Central District of
Illinois; Northern District of Georgia, Northern District of Texas, Southern District of Texas and
Western District of Washington.

Additionally, investigative resources are being provided by a number of federal agencies
participating in the Task Force including, among others, the FBI, the Special Inspector General
for Iraq Reconstruction (SIGIR) and the OIGs associated with DoD, Central Intelligence
Agency, National Aeronautics and Space Administration, GSA, Department of Housing and
Urban Development, Department of Justice, Department of Homeland Security, Department of
Energy, Department of Veterans Affairs, Nuclear Regulatory Commission, Small Business
Administration, Social Security Administration, U.S. Postal Service, Office of the Director of
National Intelligence, National Reconnaissance Office, Department of State, Department of
Transportation, Department of the Treasury, Department of the Interior, and Department of
Agriculture. In addition, given the overwhelming size of the defense slice of the procurement
pie, all defense-related investigative agencies -- Defense Criminal Investigative Service (DCIS),
Naval Criminal Investigative Service, Army-CID, and the Air Force Office of Special
Investigations -- are full participants.

20



88

The Task Force’s emphasis is accelerating civil and criminal prosecutions, forfeitures, and
other lawful means to recover ill-gotten gains from procurement fraud. The Task Force is
evaluating cases involving fraud and corruption associated with the war effort and will
aggressively pursue those cases with prosecutive potential. In addition, the Task Force has
established a special committee to address fraud and corruption associated with the war effort.
Among other things, this committee is operating its own International Contract Corruption Task
Force (ICCTF) consisting of members of the law enforcement community including DCIS,
Army-CID, SIGIR, FBI, and the Offices of Inspectors General for the State Department and the
Agency for International Development. Agents from the ICCTF currently are deployed in Iraq,
Afghanistan and Kuwait for the purpose of providing real-time investigative support on cases
involving contracting fraud and corruption.

To date, the Department has charged 18 individuals criminally for fraud associated with
government contracting in support of the Iraq war effort. Thirteen (13) of these individuals have
been convicted (nine are awaiting sentencing). The other five individuals have charges pending
either through indictments or criminal complaints. Two civil cases have been settled involving
contracting in connection with the Iraq war.

Leahy 98 On January 21, 2007, the Department of Justice’s Office of the
Inspector General issued a report highly critical of the Department’s handling of the
investigation into allegations that former Congressman Mark Foley sent sexually explicit
emails to former Congressional Pages. The OIG’s report found, among other things, that
the FBI should have taken at least some follow-up steps with regard to these e-mails, such
as interviewing the former page involved or netifying the House of Representatives
authorities in charge of the page program about the allegations. Do you agree with the
OIG’s conclusions regarding the FBI’s handling of this matter, and if so, what steps will
the Department take to ensure that it handles investigations of this nature better in the
future?

ANSWER: The Department of Justice Office of the Inspector General (OIG) concluded that the
FBI acted within the range of its discretion in deciding not to open a criminal investigation in
July 2006 after receiving e-mails between Foley and a former page from Citizens for
Responsibility and Ethics in Washington (CREW). As detailed in the OIG report, the United
States Attorney's Office for the District of Columbia later reviewed these same e-mails and
agreed that no further investigation was warranted.

The OIG determined that the e-mails were reviewed by three separate investigative
squads and that FBI agents acted quickly and appropriately in assessing the information and
providing it to the Cyber Crimes Squad where the decision was made not to pursue a criminal
investigation. The OIG found that this decision was not influenced in any way by the fact that
Foley was then a Member of Congress. Although the OIG concluded that the FBI acted within
its discretion, the review suggests certain follow-up steps that could have been undertaken with
regard to the e-mails. The OIG acknowledges that its assessment was conducted after the fact
and after explicit instant messages surfaced, none of which were part of the FBI's initial
evaluation.
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The OIG also reviewed the accuracy of DOJ and FBI statements made to the media in
October 2006 regarding the e-mails received from CREW, concluding that inaccurate
information about the emails provided by CREW was disseminated within the FBI and DOJ.
This information resulted in misunderstandings on the part of FBI and DOIJ spokespersons and
may have contributed to the provision of inaccurate information to the news media.

The FBI shares the OIG's interest in ensuring that information regarding potential
criminal activity is evaluated objectively and in conformance with established policies and
practices. Accordingly, the FBI will carefully examine the OIG review for any changes to
existing policies or procedures that may be warranted.

Leahy 99 The OIG also found that the information about the Foley matter
provided by the FBI and the Department to the media inaccurately portrayed the
information that CREW provided to the FBI, and inaccurately suggested that CREW’s
actions were the cause of the FBI’s decision not to investigate Mr. Foley’s conduct. The
OIG alse indicated that it was unable to identify the Department officials responsible for
these inaccurate statements. Have you identified the individual(s) responsible for this
conduct? If so, will the individual(s) who made these misleading statements been
disciplined?

ANSWER: According to the OIG report, three FBI media representatives were interviewed and
said they “d[id] not recall making any of these statements to any reporter.” The OIG report
characterized what reporters were told as “incorrect information” which was “mistakenly
believed” by FBI and DOJ spokespersons as a result of information provided by investigators.
The OIG did not find intentional misconduct, but instead unintentional communications errors,
concluding only that “these misunderstandings may have contributed to inaccurate information
being provided to the media.”

Leahy 100 Maher Arar, a Canadian citizen whe was returning home from a
vacation, was detained by federal agents at JFK Airport in New York City in 2002 on
suspicion of ties to terrorism and deported to Syria, where he was held for 10 months. A
Canadian commission found that there was no evidence to support that Arar had any
terrorist connection or posed any threat, but that he was tortured and held in abhorrent
conditions in Syria. Why was Mr. Arar sent to Syria, rather than to Canada, where heisa
citizen, which would have been easier and would have eliminated the risk that he could be
tortured?

ANSWER: The Department provided a classified briefing on the Arar matter to Chairman
Leahy and Ranking Member Specter on February 1, 2007. In addition, the Department has sent
classified documents regarding the Arar matter to the Senate Select Committee on Intelligence
(SSCI), and notified Chairman Leahy and Senator Specter that they can view those documents
via SSCIL
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Leahy 101 What steps have you taken to make sure that the United States does
not send other people in the future to places where they will be tortured?

ANSWER: Please see our response to Question 100, above.
Leahy 102 Is the government taking any steps to apologize to Mr. Arar or to
compensate him for his ordeal?

ANSWER: Please see our response to Question 100, above.
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QUESTIONS FROM RANKING MEMBER SPECTER

Specter 109  Despite the murder wave and other gun crime resources funded
through Project Safe Neighborhoods, the Philadelphia Police Department is suffering
declining resources among its balflistics and firearms examiners. The Department has gone
from 14 examiners to only 5. Without these examiners, the justice system remains
backlogged on shooting cases. What is DOJ doing to address this problem?

ANSWER: ATF is committed to assisting local law enforcement by helping to train firearms
examiners. While the demand for such training increases each year, budget constraints allow
ATF to select only a limited number of attendees for each session. As such, there are a number
of rigorous criteria ATF uses to choose students for admittance into the National Firearms
Examiner Academy NFEA, a 12-month program. One requirement is that each applicant be
employed full-time as a firearm examiner trainee in a law enforcement laboratory. Another
requirement is that the laboratory with which the applicant is affiliated must have a low
examiner-to-trainee ratio. The rationale behind this requirement is that a laboratory with a low
ratio is particularly burdened because the few experienced examiners must spend a significant
amount of their time training the trainees, which takes away from their case work; however a
laboratory with a high ratio allows its experienced examiners to spread out their training
responsibilities and spend more time on their case work. ATF typically selects students from
laboratories with ratios of 2 to 1 or lower. With respect to Philadelphia, 2005 was the last time
they submitted an application. At that time, its laboratory has 11 examiners and 2 trainees, fora
ratio of 5.5 to 1. In January 2007, ATF offered a 3-day Serial Number Restoration class, and
trained 2 examiners from the Philadelphia Police Department. Another offering is scheduled for
March 2007, and 3 of the 13 attendees will be from the Philadelphia.

Specter 110 Can something be done to allow ATF to expedite firearms
examination training so the Police Department can train new personnel? What is the
current delay for such training?

ANSWER: The National Firearms Examiner Academy is an aggressive 12-month program.
The training curriculum was designed based upon peer review consensus, and to modify the
program in any way would compromise the training standards established by field experts. The
training delivery for the current fiscal year has been postponed due to the uncertainty of final
budget figures. Without a final budget allocation, ATF must ensure that mandatory training
needs for Bureau employees are met prior to those of our State and local partners.

Specter 115 Other than advice in furtherance of a crime or fraud and advice that
is the subject of an advice of counsel defense — both of which are expressly exempted from
the memo’s requirements—why does DOJ need to acquire the attorney advice given to
corporations? Give examples of instances where this would be needed to effectively

24



92

prosecute a case and where the instance isn’t already covered by the crime/fraud exception
or an advice of counsel defense?

ANSWER: The Department would rarely request attorney-client advice not related to an advice
of counsel defense or covered by the crime-fraud exception. In fact, such instances would be
extremely unusual. However, there may be instances where the advice is relevant and necessary
to the investigation. For example, the Department may want the legal conclusions of an internal
investigation to determine when and how officers and directors of a corporation may have been
put on notice about regulatory or criminal violations. Or the Department may want the legal
advice given to the corporation at the time of an employee’s termination if the government
concluded that employee was part of a fraud scheme, especially if the corporation is now giving
the government a more benign reason for the termination. In cases where the corporation’s
actions are the basis for a defense or for the impeachment of corporate witnesses, the Department
may also need the substance of legal advice to explain the corporation’s actions and thus rebut
the defense or rehabilitate the impeached corporate witnesses. Those instances would not be
covered by the above exceptions.

Specter 116 What standards does the DAG intend to use in determining whether
or not to approve such a request?

ANSWER: Before federal prosecutors, through their United States Attorney or component
head, can even make a request of the Deputy Attorney General, they must establish a legitimate
need for the information. If they cannot meet that test, the request to obtain the privileged
information will not be authorized. To meet that test, prosecutors must show: (1) the likelihood
and degree to which the privileged information will benefit the government’s investigation; (2)
whether the information sought can be obtained in a timely and complete fashion by using
alternative means that do not require waiver; (3) the completeness of the voluntary disclosure
already provided; and (4) collateral consequences to a corporation of a waiver.

Specter 117 What safeguards are in place to prevent a routine approval of every
single request made?

ANSWER: This question assumes that the approval process is illusory. The approval process
outlined in the McNulty Memorandum sets forth a specific test, the legitimate needs test, that
federal prosecutors have to meet to seek any waiver of privileged materials. The United States
Attorney must personally authorize a request for factual information in writing and the Deputy
Attorney General must personally authorize a request for attorney-client communications in
writing. Records must be kept for these approvals. These officials will review each request in
good faith to determine whether the legitimate needs test is met and act accordingly. If the test is
not met, the request will not be approved.

The approval process set forth in the McNulty Memorandum is very similar to other

Main Justice approval requirements in the USAM which require no additional safeguards to
ensure that requests are properly processed. The fact that records are maintained will allow the
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Department to keep track of how many waiver requests are submitted and how many of those
requests are approved over time.

Specter 120  Can the Assistant Attorney General overrule the U.S. Attorney’s
decision?

ANSWER: The United States Attorney must consult with the AAG, but the AAG cannot
overrule the ultimate decision by the United States Attorney. If warranted, the AAG can always
request further review from the Office of the Deputy Attorney General.

Specter 121 Is there a standard for this type of review?

ANSWER: The standard of review for all requests is the legitimate needs test. When the AAG
is consulted, the AAG reviews the request to make a determination that the test is satisfied and to
render advice to the United States Attorney requesting the consultation.

Specter 123 This decision relies upon the fact that “Hamdan is to face a military
commission newly designed . .. acting according to guidelines laid down by the Supreme
Court.” What is the DOJ doing to ensure that, after five years, Hamdan will have swift
access to a hearing on the merits of his case?

ANSWER: Military prosecutors charged Salim Hamdan with conspiracy and material support
of terrorism on February 2, 2007. If and when those charges are approved by the Convening
Authority, they will be referred for trial by military commission. Under the Rules for Military
Commissions (“RMC™), that trial must begin within 120 days following the referral of charges,
unless the military judge finds good cause for departing from that schedule. See RMC 707. We
therefore would expect that the trial would be scheduled for the summer of 2007, although the
exact timing of the trial may be influenced by pretrial motions and discovery over the next
several months.

Specter 124 How can you say that the Habeas Corpus Restoration Act, which I
authored along with Chairman Leahy “deflies] common sense,” when we are merely
seeking to restore through legisiation the opinion propounded by the United States
Supreme Court in Rasul v. Bush?

ANSWER: The Supreme Court’s decision in Rasul v. Bush, 542 U.S. 466 (2004), reflected the
Court’s interpretation of the existing habeas statute, not a policy judgment as to whether enemy
combatants should have the opportunity to file writs of habeas corpus. Before Rasul, alien
enemy combatants captured outside the United States during prior armed conflicts had no right to
file a writ of habeas corpus under the Constitution, nor had such a right been recognized under
the statute. Thereafter, in both the Detainee Treatment of 2005 and the Military Commissions
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Act of 2006, Congress reaffirmed that alien enemy combatants have no entitlement to access our
Nation’s courts.

At the same time, we provide those at Guantanamo Bay, Cuba, with the opportunity to
challenge the legality of their detention in federal court by appealing the determinations of their
Combatant Status Review Tribunals. This process goes well beyond what is required for lawful
prisoners of war under both international and domestic law. Accordingly, we believe it would be
a mistake to open an additional, and historically unprecedented, path of litigation by amending
the Military Commissions Act to provide alien enemy combatants with the opportunity to file
habeas actions and civil suits against the Department of Defense.

Specter 125  Has the Department of Justice prevented detainees, such as Mr.
Khan, from disclosing facts about their detention and interrogation from their lawyers and
others?

ANSWER: No. The Department of Justice, of course, does not have control over the access to
any detainee. The Department of Defense generally has permitted the detainees at Guantanamo
Bay, Cuba, to have access to lawyers, where those individuals are represented by counsel and
where an appropriate protective order is in place.

Majid Khan is one of the fourteen high-value al Qaeda operatives who were recently
transferred from the custody of the CIA to that of the Department of Defense in Guantanamo
Bay. In that regard, Khan possesses extremely classified information about the nature of the CIA
interrogation program. In connection with a next-friend habeas suit filed in federal district court,
an attorney retained by Khan’s wife sought a court order to permit visits with Khan. Because
that proposed order was insufficient to protect the classified information in question, and because
the federal court had no jurisdiction over the habeas action in the first place, the Department of
Justice opposed the requested order. On November 17, 2006, the district court denied the
motion. Khan will have the opportunity to consult fully with counsel, subject to an appropriate
protective order, in the event that a Combatant Status Review Tribunal confirms his status as an
enemy combatant (and he chooses to appeal), or in the event that he is charged with an offense
under the Military Commissions Act.

Specter 126 As for matters of national security, why would Mr. Khan and other
detainees be exposed to information that is classified at the TOP SECRET level?

ANSWER: As mentioned above, Khan was detained and interrogated by the CIA as part of a
program that remains highly classified. As the President explained on September 6, 2006,
disclosing the details of the CIA program “would help the terrorists learn how to resist
questioning, and to keep information from us that we need to prevent new attacks on our
country.” Thus, Khan has been exposed to highly classified information, and appropriate steps
must be taken to guard against his disclosure of that information.
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Specter 127  What would be the rationale for not allowing Mr. Khan access to a
lawyer?

ANSWER: As mentioned above, Khan is currently being held by the Department of Defense at
Guantanamo Bay. In light of the classified information in his possession, we must restrict access
to the detainee except where measures have been taken to protect national security. Khan will
have the opportunity to consult with a lawyer in the event he appeals the determination of a
Combatant Status Review Tribunal that he is an enemy combatant or that he is charged under the
Military Commissions Act. See 10 U.S.C. § 948k(a)(3).

Specter 135  Why didn’t you disclose that DOJ was exploring ways to submit the
program to the FISC?

ANSWER: We repeatedly noted in response to questions from Members of Congress that we
were continually exploring our legal options concerning the TSP. With that said, the Department
of Justice does not generally disclose to Congress internal deliberations regarding legal theories,
strategies, or arguments, and the disclosure of such deliberations would have been particutarly
problematic here, given the highly classified nature of the subject matter. Further details on this
matter have been provided in briefings to the Intelligence Committees and have been made
available to the Chairmen and Ranking Members of both Judiciary Committees.

Specter 136  Why did it take nearly two years — from spring 2005 until early 2007 —
to determine that the program could be submitted to the FISC?

ANSWER: As stated in our letter of January 17, 2007, any court authorization had to ensure
that the Intelligence Community would have the speed and agility necessary to protect the Nation
from al Qaeda—the very speed and agility that was offered by the TSP. The orders issued by the
FISC on January 10 are innovative and complex, and it took considerable time and work by the
Government to develop the approach that was presented to the Court and for the Judge to
consider and approve these orders. Further details on this matter are highly classified and have
been provided in briefings to the Intelligence Committees and have been made available to the
Chairmen and Ranking Members of both Judiciary Committees.

Specter 137  Was the decision to submit the program to the FISC motivated by a
desire to remove jurisdiction from courts now hearing challenges?

ANSWER: As you know from our letter of January 17, the Administration began exploring
options for seeking FISC approval in this matter in the spring of 2005, well before the first press
account disclosing the existence of the TSP, and well before the filing of any court challenges to
the program were filed in court.
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Specter 138  Does DOJ now intend to seek the dismissal of those cases?

ANSWER: On January 25, 2007, the Department of Justice filed submissions in the United
States Court of Appeals for the Sixth Circuit in cases 06-2095 and 06-2140 arguing that the cases
should be dismissed. The impact of the January 10 orders on other litigation will be assessed on
a case-by-case basis.

Specter 139  Why doesn’t the administration terminate the program now?

ANSWER: As noted in our letter of January 17, any electronic surveillance that was occurring
as part of the TSP will now be subject to the approval of the FISC. As a result, the President did
not reauthorize the TSP when the then-current authorization expired.

Specter 142 How do you square this prosecution with Department of Justice
regulations (28 CFR § 50.10) that say “the prosecutorial power of the government should
not be used in such a way that it impairs a reporter’s responsibility to cover as broadly as
possible controversial public issues.”?

ANSWER: The Department is not prosecuting the reporters and the reporters face no criminal
charges or criminal sanctions. Instead, the Department has sought only to secure information
relevant to the grand jury’s investigation of possible violations of criminal law by those who
violated the District Court’s order protecting certain materials and who may have lied to the
District Court about their role in the release of protected materials. The Department guidelines
identify a set of considerations and a review process that insure a careful balancing of the
media’s interest in broadly covering events with the public’s interest in the fair administration of
justice. In this case, various efforts were made to secure the necessary information before the
subpoenas issued. The subpoenas, therefore, were fully consistent with the Department’s
guidelines related to media subpoenas.

Specter 143 The guidelines require Attorney General approval before a federal
subpoena is issued to a reporter. Did you approve the subpoena? Did DOJ first seek to get
the needed information from alternative sources in accordance with Section 50.10(b)?

ANSWER: The Attorney General approved issuance of the subpoenas, Efforts were made to
secure the needed information through alternative sources before the subpoenas were issued.

Specter 144 The guidelines provide that "[t]he use of subpoenas to members of the
news media should, except under exigent circumstances, be limited to the verification of
published information” and its accuracy. How does the BALCO leak investigation --
which involves steroid and banned substance use in sporting events years ago -- involve
exigent circumstances? If so, why and what definition are you using?
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ANSWER: The BALCO leak investigation involves potentially serious criminal violations
including violation of a District Court confidentiality order, perjury before the District Court, and
obstruction of justice. The fact that the conduct here involved significant matters warranting
thorough investigation is shown by the District Court’s decision to formally refer the conduct to
the Department for investigation.

Specter 149  On January 9, the New York Times published an article highlighting
the need for sentencing reform to prevent low-level offenders from burdening prison
systems without achieving any real reduction in crime rates. Given the increase in both
crime rates and incarceration rates, what changes, if any, in federal sentencing law might
you suggest?

ANSWER: The suggestion that America’s prisons are filled with low-level offenders is
inaccurate. According fo the Bureau of Justice Statistics, of the more than 600,000 ex-offenders
now returning to society from prison annually, 85% are either violent or repeat offenders or
both. We think low-level offenders should not be subject to unduly harsh sentences, but we also
believe federal law largely and adequately assures that this does not happen in federal criminal
cases.

As to suggestions for change in federal sentencing law, we remain committed to the core
principles underlying the Sentencing Reform Act of 1984 and the Federal Sentencing Guidelines
that resulted from the Act—fair, tough, uniform, predictable and proportionate sentences.
According to the FBI UCR, the violent crime rate in 2005 was 23% lower than it was when the
Guidelines went into effect, and the property crime rate was 31% lower. (2006 data are not yet
available.) Both rates increased from 1987 to 1991 but have been in steady decline for over a
decade until the recent slight uptick from the historical lows of 2004. Some experts have argued
that the reduction in crime is directly attributable to the increased incarceration rates and that it
took some time for the Guidelines to have an effect both as to the federal offenders and as a
model that resulted in increased sentences at the state level.

Consistency and fairness in sentencing are important; a defendant’s sentence should not
depend on which judge happens to preside over the case. It is for this reason that we have
favored legislation that would restore the full protections and principles of the Sentencing
Reform Act in a manner consistent with the requirements of the Sixth Amendment. In United
States v. Booker, the Supreme Court held that judicial fact-finding pursuant to the Guidelines
violated defendant’s Sixth Amendment right to a jury trial, and remedied the problem by
rendering the Guidelines advisory. Thus, sentencing courts are no longer bound to follow the
Guidelines as they once were but must consult the Guidelines and take them into account when
sentencing. Under our proposed legislation, sentencing courts would once again be bound by
the Guidelines minimum, just as they were before the Booker decision. The Guidelines
maximum would remain advisory, and the court would be bound to consider it, but not bound to
adhere to it.

30



98

Specter 151 Mr. Attorney General, on December 12 of last year Director Mueller
testified before this committee and verified that the FBI is pursuing the Weldon
investigation and is, in fact, “having some success.” Is the Department of Justice pursuing
this investigation and have there been any conclusions as to the source of the leak and the
circumstances surrounding it?

ANSWER: An internal review of this matter is being conducted by the FBL. Pursuant to
longstanding Department policy prohibiting disclosure of non-public information concerning
pending matters, we are unable to provide further information at this time.

Specter152

Specter 152 Has it been determined if the leak was politically motivated to
coincide with the November election?

ANSWER: An internal review of this matter is being conducted by the FBIL. Pursuant to
fongstanding Department policy prohibiting disclosure of non-public information concerning
pending matters, we are unable to provide further information at this time.

Specter 159  Have the ISG recommendations been useful and weould you give
examples of successes and failures experienced by DOJ following ISG’s recommendations?

ANSWER: The ISG report presents many recommendations that relate to the Department’s
efforts in Iraq that are currently under review. To date, the Department has not made any
decisions relating to those recommendations. The ISG report’s recommendations relating to the
Department of Justice presume dramatic realignment of several Iragi ministries. As outlined in
the letter from Assistant Attorney General Richard Hertling, dated January 16, 2007, the
Department has undertaken numerous significant projects which collectively aim to provide
Iraqgis with the skills, experience and insight to assume responsibility for their own judicial
security on or about the end of calendar year 2007.
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QUESTIONS FROM SENATOR KENNEDY

Kennedy 163  Warrantless Surveillance Programs: Please provide the following
information on any and all warrantless telephone and electronic communication
surveillance programs conducted by the US Government within the United States since
September 2001: (a) The total number of any and all telephone and electronic
communications intercepted, recorded or tracked in each year, by type of surveillance and
by state or territory.

ANSWER: As you know, operational details concerning the Terrorist Surveillance Program
remain highly classified. Throughout the war on terror, the Administration has notified the
Congress concerning the classified intelligence activities of the United States through
appropriate briefings of the intelligence committees and congressional leadership. The full
membership of each Intelligence Committee has been briefed on the TSP, as have other
Members of the Congressional leadership.

Kennedy 164 A complete list of any and all criminal convictions and indictments for
terrorist-related activities, which relied upon information obtained by the warrantless
telephone and electronic surveillance programs.

ANSWER: Please see our response to Question 163, above.

Kennedy 165  The total number of any and all warrantless telephone and electronic
communication intercepts in which the snbject or subjects had no connection to terrorism.
ANSWER: Please see our response to Question 163, above.

Kennedy 166  The total number of records generated by the warrantless
surveillance programs in question that have since been destroyed.

ANSWER: Please see our response to Question 163, above.

Kennedy 167  The total number of records acquired via Warrantless Surveillance
Programs that have been or are currently stored in databases, broken out by database, and

the criteria used in approving data for storage in the databases.

ANSWER: Please see our response to Question 163, above.
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Kennedy 178  The [Law Enforcement Officers' Safety Act] lacks adequate
safeguards. It doesn’t allow a police department to deny permits. The privilege to carry a
concealed weapon is not one which should be handed out routinely. What is the benefit of
taking such decisions out of the hands of the agencies and states that will be enforcing the
law, when the law was very clearly designed to leave licensing discretion in their hands?

ANSWER; The Law Enforcement Officers’ Safety Act permits certain active and retired law
enforcement officers to catry a concealed firearm notwithstanding any other provision of the law
of any State or any political subdivision. The law defines who is qualified for this exemption. In
particular, the law provides that a qualified law enforcement officer means an employee of a
governmental agency who is authorized by the agency to carry a firearm; who is not the subject
of any disciplinary action by the agency; and who meets standards established by the agency
which require the employee to regularly qualify in the use of a firearm.

The law also provides certain conditions and certain exceptions. For example, the law
“shall not be construed to supersede or limit the laws of any State that permit private persons or
entities to prohibit or restrict the possession of concealed firearms on their property; or prohibit
or restrict the possession of firearms on any State or local government property, installation,
building, base, or park.”

Congress established the criteria under which law enforcement agents can carry a
concealed firearm.

Kennedy 183  Is OneDOJ a data-mining program?

ANSWER: OneDOJ is a concept to foster a broader exchange of existing criminal investigative
data among DOJ components and trusted law enforcement partners. R-DEx is the system the
Department of Justice currently uses to implement the OneDOJ concept. R-DEX is not a data
mining program. R-DEx allows agents and officers to query specific items, such as vehicle
descriptions, license plates, specific crime scene data, and types of weapons used in a crime. R-
DEx has analytical capabilities, such as link analysis and geo-mapping of related incidents.
However, these analytical capabilities are used only on data within existing law enforcement case
management source systems. The information contained in source systems consists of
unclassified criminal law enforcement records collected and produced by the following
Department of Justice components: Federal Bureau of Investigation (FBI), Federal Bureau of
Prisons (BOP), United States Marshals Service (USMS), Bureau of Alcohol, Tobacco, Firearms
and Explosives (ATF), and Drug Enforcement Administration (DEA). R-DEx does not merge
law enforcement data with commercial data sources or non-law enforcement data.

Kennedy 185  What types or categories of information are included? Are any types
or categories of information specifically excluded?

ANSWER: The information submitted to R-DEx consists of unclassified criminal law
enforcement records collected and produced by ATF and DEA (closed case information), and
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FBI, BOP, and USMS (open case information), including: investigative reports and witness
interviews from both open and closed cases; criminal event data (e.g., characteristics of criminal
activities and incidents that identify links or patterns); criminal history information {e.g., history
of arrests, nature and disposition of criminal charges, sentencing, confinement, and release); and
identifying information about criminal offenders (e.g., name, address, date of birth, birthplace,
physical description). The system also consists of audit logs that contain information regarding
queries made of the system. Aside from the audit logs, all information in R-DEx represents
copies of files from existing source systems. The following categories of information are
generally excluded from the system: public corruption investigations; internal investigations;
administrative and personnel investigations; regulatory matters; civil rights investigations
involving color of law violations; sensitive sources, methods, and targets; and information
prohibited from release by law or policy.

Kennedy 186  Is the program effective? Please describe typical cases in which
information gathered under the program leads to an investigation, arrest, or prosecution.

ANSWER: Yes, the OneDOJ program is effective. The information shared among the
Department’s contributing components and with other federal, state and local law enforcement
entities helps those entities to more effectively investigate, disrupt, and deter criminal activity,
including terrorism, and protect the national security.

There have been success stories from the pilot implementations of R-DEx from around
the country:

(1) In Seattle, the DEA was able to find important information on four specific cases last
year where part of the data was with local police and the federal agents had another piece
of key data. By finding the critical link, arrests were made. In another case, results from
an R-DEx search identified potential targets and associates in other criminal acts not
before captured through traditional investigative tools such as the National Crime
Information Center. The result significantly aided law enforcement in identifying gang-
related crime trends not seen before due to local jurisdictional issues, differing reporting
protocols, and in some cases, even variable spelling of potential subjects’ names.

(2) A detective from the St. Louis Metropolitan Police Department performed an R-DEx
query on a phone number that had been recovered from a suspect. The search provided
important and relevant information not previously known. This allowed the detective to
make a significant arrest in an investigation that had otherwise been stalled.

(3) In Missouri, a witness described a man with a teardrop tattoo who was seen leaving
the scene of one of the crimes. A law enforcement official from the Missouri State
Highway Patrol ran a search in R-DEx for anyone who fit the description and
immediately found several matches. Locating suspects with similar descriptions across
the St. Louis region would have previously taken 1 — 2 days.
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Kennedy 187  What safeguards are in place to ensure that the information included
in the OneDOJ database is both complete and accurate?

ANSWER: The Regional Data Exchange System (R-DEX) system that the Department uses to
implement its OneDOJ program was developed and is operated consistent with the Federal
Information Security and Management Act (FISMA). Data within R-DEX is limited to that
contributed from existing records maintained by the Department’s investigative components.
Each DOJ contributing component has the duty, responsibility, and accountability to make
reasonable efforts to ensure that the information it collects and then shares via R-DEx is accurate,
complete, timely, and relevant. Within each component, investigators verify the information
within the particular components records system. In addition, each component conducts periodic
file reviews in order to verify the information.

Kennedy 188  What safeguards are in place to ensure that the privacy rights and
civil liberties of individuals are not violated by the OneDOJ program?

ANSWER: The Regional Data Exchange System (R-DEx) system that the Department uses to
implement its OneDOJ program was developed and is operated consistent with the Federal
Information Security and Management Act (FISMA) and the Privacy Act.

Records submitted to R-DEx may be used for official criminal law enforcement and
national security purposes only. R-DEx information may not be accessed or used_for any other
purpose, including general licensing, employment, eligibility for federal or state benefits, and
background investigations. The Department retains control and ownership of the information that
its components contribute to R-DEx. The Department information available via R-DEx may not
be disclosed in response to a request made under any state or local access law, and is disclosable
only in accordance with applicable federal law, including the Freedom of Information Act and the
Privacy Act.

All users and the participating agencies of R-DEXx are responsible for protecting the
privacy interests of individuals identified in the system. These responsibilities are mandated in
the Memorandums of Understanding (MOUs) between each law enforcement partner and are
reiterated to each user through training.

Each Department component that contributes records to R-DEX is responsible for auditing
access by other agencies to ensure appropriate use of the information. Each participating
Department component is responsible for reviewing its own use of the R-DEx system and taking
action to address any misuse.

Access to the R-DEX system is restricted to authorized law enforcement personnel who
have undergone background checks and have appropriate training, and who have an official need
for access in order to perform their professional duties, such as supervisors, law enforcement
agents/officers, and task force members associated with agencies that have signed the MOU. In
addition, limited access to the R-DEx system is provided to system administration and system
security personnel for purposes of conducting system operation and maintenance tasks. All such
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personnel (either government employees or contractors/subcontractors) are required to be vetted
and cleared for system access and their access is required to be monitored and audited.

Kennedy 203 Your response of January 18, to question 88 simply restates part of
the Department of Justice regulation on the administration of Section 5 of the Voting
Rights Act of 1965. Please clarify your response by listing the specific statute or statutes
the Department used as the benchmark for its review of the 2006 Georgia voter photo ID
law. In particular, please state whether the Department relied on the 2005 Georgia photo
ID law, which was enjoined by the federal district court in Common Cause v. Billups, and
if so, explain the reason for that reliance.

ANSWER: In 2006, we precleared only those portions of the submitted 2006 Act that had
neither been previously precleared, nor enjoined, which would thus make them legally
unenforceable and incapable of administration pursuant to a court order, consistent with our
long-standing practice.

As set forth in the State’s submission, therefore, the only specific changes before us were
that the Act:

(1)  Required the State Election Board to formulate and conduct a voter education program
with particular emphasis on proper voter identification subject to funding, whereas there
was no such requirement before;

(2)  Created and provided the requirements for issuance of the Georgia voter identification
card, a new form of permissible voter identification to be available without cost or an
oath requirement, as an acceptable form of identification for voting purposes, whereas
there was no such form of identification before;

(3)  Required each county board of registrars to provide at least one location within the
county for the issuance of Georgia voter identification cards, whereas there had been no
such requirement before;

(4)  Required that the State Election Board provide each county board of
registrars with the necessary equipment, forms, supplies, and training to produce Georgia
voter identification cards referenced in (2); and

(5) Required the State Election Board to adopt rules and regulations for the administration of
the Georgia voter identification card program referenced in (2).

Kennedy 204 You failed to respond fully to question 89 in your answer on January
18. Please provide a report of your review of the Civil Rights Division’s enforcement of
Section 5, including a description of any involuntary transfers from the Voting Section.
Where you mention involuntary transfers, please include the involuntary detail of Robert
Berman to the Office of Personal Development.
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ANSWER: The Attorney General has had discussions with both the current Assistant Attorney
General for the Civil Rights Division, who began serving in this position in November 2005, and
with his predecessor about the Division’s enforcement of Section 5. The Department remains
confident that the Division is appropriately enforcing Section 5.

Generally, with regard to involuntary transfers, the authority to involuntarily reassign
attorneys has been delegated to component heads, such as an Assistant Attorney General.
Staffing decisions in the Division are based on the talents and interests of an individual and the
needs of the Department. In this process, great weight is placed on the judgments of career
section management.

There has been one involuntary transfer of a line attorney from the Voting Section to
another Section within the Division during this Administration. That attorney was not
specifically assigned to Section 5 enforcement but, as with most Section attorneys during the
period between 2002 and 2005, was involved with some Section 5 review. He was not involved
at all in the Georgia or Texas submissions referenced in question 89.

With regard to Mr. Berman, he requested and received a detail with the Administrative
Office of the United States Courts, which he completed from September 26, 2005, to January 27,
2006. Mr. Berman decided to pursue this detail in connection with a program designed to better
prepare employees for becoming candidates for the Senior Executive Service. Since Mr.
Berman’s return to the Civil Rights Division, he has served in a senior position in the Office of
Professional Development based on the conclusion that this transfer would serve Mr. Berman’s
talents and interests and the needs of the Department, as they were understood.

Kennedy 205  The Washington Post and ether publications have reported that after
it became public that the Department had overruled career personnel’s recommendation
against preclearing Georgia’s 2005 voter photo ID law, Civil Rights Division employees
were told to omit preclearance recommendations from their memoranda on Section 5
submissions. Please provide copies of all communications from the Chief of the Voting
Section to employees of the Section addressing the procedures for administering Section 5.

ANSWER: Career staff continues to be involved in the review and decision-making process of
every Section 5 submission. We are not aware of any written communication announcing a
change in policy of career staff involvement in Section 5 analysis. As with every legal analysis,
recommendations under Section 5 must be balanced and include all relevant information. It is
my understanding that each person involved in the Section 5 analysis shares his or her
assessment and recommendation with senior career management, and the ultimate
recommendation of the Section is made with the full awareness of the views of each staff
member involved in the matter. For those Section 5 recommendations that are forwarded to the
Assistant Attorney General, see 28 CFR § 51.3, it is my understanding that he is informed
whenever a difference of opinion may exist.
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Kennedy 206  Enforcing Section 5 of the Voting Rights Act is one of the
Department’s most important responsibilities. Yet it appears that in recent years, the
number of personnel, particularly civil rights analysts, assigned to the unit that reviews
Section 5 submissions has declined sharply. Has the Department reduced the resources for
the Voting Section’s Section 5 enforcement unit? If so, please explain the reasons for this
decision. Given the reduction in personnel, how does the Division plan to ensure that
Section 5 submissions are thoroughly reviewed within the 60-day limit provided in the
statute?

ANSWER: Traditionally, resources devoted to Section 5 review have risen during the periods
with many submissions for review of redistricting plans, as occurred during the first half of this
decade, and receded as the redistricting season waned. In FY 2006, contrary to tradition, the
Voting Section reviewed a record number of Section 5 submissions. The more than 7,000
submissions were approximately 40 percent over the normal Section 5 review workload. The
Section responded with an “all hands on deck” effort; virtually all Section attorneys, including
the Section Chief, assisted in the review of routine submissions.

Moreover, the Department has invigorated the Section 5 review process in the past couple
of years. For example, the Voting Section has eliminated redundant and ministerial tasks
previously handled by analysts, is better using technology to more efficiently use resources, is
increasing the number and diversity of contacts with minority community members during
review of a submission, and has increased Section 5 review process training of Section
personnel.

Kennedy 207  Please state: The number of Section 5 analysts who have left the
Voting Section since 2004.

ANSWER: Since January 1, 2004, six Section 5 analysts have retired, 4 have lef to attend
graduate school, 1 has left for a promotion, 1 has been promoted to attorney status, and 2 have
moved to other Sections of the Civil Rights Division.

As of January 1 of each year, beginning in 2004, the number of analysts assigned to
Section 5 review are as follows: 2004 - 14 analysts; 2005 - 12 analysts; 2006 - 14 analysts; and
2007 - 12 analysts.

Kennedy 208  The number of Section 5 analysts currently in the Voting Section.

ANSWER: As of April 1, 2007, there were 11 full time Section 5 analysts. There are also three
attorneys who currently work full time on Section 5 review. In addition to these personnel
resources devoted full time to Section 5 review, there are a number of additional personnel
resources spent on Section 5 review on an ongoing basis: (1) there is an additional attorney
currently working part time on Section 5 review; (2) each of the 8 paralegal specialists in the
Section also now assist with Section 5 review; (3) each new Section attorney assists with Section
5 review; (4) Section support staff who are interested are provided the opportunity to assist in
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Section 5 review; and (5) annually, the Section brings on board over 25 college and law school
interns who assist in review of Section 5 submissions. Finally, other Section attorneys assist in
the review of Section 5 submissions on an as-needed basis.

Kennedy 209  The number of supervisory attorneys assigned to the Voting Section’s
Section 5 unit.

ANSWER: There is one supervisory attorney for the Section 5 unit. Two additional attorneys
are assigned on a full-time basis to review the work generated by the full-time Section 5 analysts,
as well as the other non-full time personnel assisting in review of Section 5 submissions. At this
time, one additional attorney is working temporarily on Section 5 review and other attorneys are
assigned on an as-needed basis.

Kennedy 210 In July 2006, the Boston Globe reported that political ideology has an
increased role in the hiring of career attorneys in the Civil Rights Division. The Globe
also reported that after the Department’s hiring rules were changed in 2002 to reduce the
input of career attorneys in the hiring process, only 42% of new attorneys have civil rights
experience, while previously 77% had such experience. Do you agree that ideology and
partisanship should have no role in the Department’s hiring? Do you agree that civil rights
experience is a significant qualification for those seeking employment as career attorneys in
the Civil Rights Division.

ANSWER: We respectfully disagree with many of the assertions made in the Boston Globe
article. It is also unclear what methodology the Globe employed in reaching its conclusions.
The Civil Rights Division, like every other component of the Department of Justice, is charged
with enforcing the laws passed by Congress. As such, we seek to hire outstanding attorneys with
demonstrated legal skills and abilities. The Department considers attorneys from a wide variety
of educational backgrounds, professional experiences, and demonstrated qualities. Attorneys
from an extremely wide variety of backgrounds and experiences have been hired to work in the
Division under this Administration. For example, the Division has hired not only attorneys with
significant prior civil rights experience, but also attorneys with other crucial skills, such as a
significant record of actual litigation or management experience.

The Boston Globe article ignores salient facts pertaining to the Division’s hiring record
during this Administration. For example, all five individuals hired as career section chiefs
during this Administration had previously served as career attorneys in the Division. These five
chiefs have an average of approximately 17 years of experience in the Division, and also had a
wide variety of work experiences, including working in the Clinton White House, with the
American Civil Liberties Union, and as Special Assistant to Acting Assistant Attorney General
Bill Lann Lee. In sum, there is no political litmus test used in deciding to hire attorneys in the
Civil Rights Division.
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Kennedy 212 At the November 2006 hearing on oversight of the Civil Rights
Division, former Deputy Assistant Attorney General Robert Driscoll testified that a
number of new attorneys had been hired to work in the Special Litigation Section during
the current Bush Administration. Please state: (a) How many new attorneys have been
hired to work in the Civil Rights Division’s Special Litigation Section since 2001?

ANSWER: Fifty attorneys were hired to work in the Special Litigation Section between 2001
and 2006. Three of these attorneys were hired by the previous Administration. An additional six
attorneys were hired by the Special Litigation Section from other Civil Rights Division sections.

Kennedy 213 How many of these attorneys had litigation experience in federal court
before they were hired?

ANSWER: The Department does not track this information.

Kennedy 214  How many of these attorneys had experience in civil rights cases?

ANSWER: The Department does not track this information.

Kennedy 215  How many were members of the Federalist Society?

ANSWER: The Department does not track this information.

Kennedy 216 In 2003, the Department announced a diversity initiative to improve
its personnel policies with respect to all employees, including minorities and women. The
Department hired an outside consultant, KPMG, which examined the Department’s
practices, interviewed a large number of employees, and issued a report of its findings,
which included concerns by minority and female attorneys and staff that they did not
receive equal opportunities with respect to assignments and promotions. After the report
was completed, the diversity initiative seems to have been abandoned. Please state whether
the Department remains committed to the principle of diversity in its workforce, and what,
if anything, has been done in response to the recommendations in the consultant’s report.
ANSWER: The Department of Justice is committed, as it has always been, to an open work
force with equitable opportunities for all employees. Pursuant to the 2003 initiative, during the
past four years the Department has developed and implemented a number of new programs and
initiatives to promote transparency and to address essential elements of employment impacting
attorneys in our work force.

These new initiatives include:

» increased outreach to students and lawyers about careers at Justice via the creation
of a Deputy Director for Recruitment and Outreach;
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o the requirement that components advertise all career attorney vacancies on the
Department’s Internet web site;

e the development and implementation of a management training program that
provided coordinated diversity training to more than 300 department managers
and several component heads;

o the establishment of an SES career development program that includes attorneys
and other staff who may wish to apply and develop the skills necessary to assume
these positions;

s the establishment of an Attorney Student Loan Repayment Program open to all
Department attorneys with qualifying student loans on a competitive basis; and

o the creation of a Mentor Program for new Department attorneys and Assistant
United States Attorneys.

Currently, the Department is developing additional management training programs and
an improved Exit Survey system to assist in identifying what factors influence attorneys who
leave the Department and what steps we can take to encourage them to stay.

Kennedy 217  Recently, anonymous postings have appeared on the internet website
criticizing the Civil Rights Division’s only African American Section Chief and other
Division employees. Some of these postings appear to have racial overtones, and contain
information suggesting that they may have been posted by a Department employee. Is the
Civil Rights Division aware of these internet postings, and has the Department taken any
steps to determine whether they were made using a Department of Justice computer?

ANSWER: The Civil Rights Division is aware of the internet postings to which you refer, and
we can assure you that the Department is taking appropriate action with respect to this matter.

Kennedy 220 For each calendar year since 2001, please list the number of section 5
analysts in the Voting Section and the number of Section S submissions received by the
Voting Section.

ANSWER: There were 14 Section 5 analysts in the Voting Section in 2001, 15 in 2002, 13 in
2003, 14 in 2004, 12 in 2005, and 14 in 2006. There are currently 12 Section 5 analysts in the
Voting Section. The Voting Section received 4,227 Section 5 submissions in 2001; 5,910 in
2002; 4,829 in 2003; 5,211 in 2004; 4,699 in 2005; and 7,080 in 2006.

Kennedy 221  What criteria does ATF use to decide which gun dealers to inspect?
Does ATF focus its inspections on gun dealers with the largest number of crime gun traces?

ANSWER: ATF uses several criteria in determining which Federal firearms licensees to inspect
each year. ATF considers, for example, the number of firearms traces (especially the number of
unsuccessful traces), the number of multiple sales transactions, and the geographical location of

the states from which the firearms were manufactured or lawfully transferred prior to the
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firearms’ recovery at a crime scene. Local offices may also assign inspections based upon
information received locally (e.g., allegations of wrongdoing received from purchasers,
employees, or the public).

Where a licensee is inspected and violations are found, ATF meets with the licensee and
explains the nature of the violations uncovered and the licensee has the opportunity to ask
questions and learn how to avoid violations in the future. ATF conducts recall inspections of all
firearms licensees with whom such a conference was held. ATF also plans to inspect ali licensed
pawnbrokers by the end of FY 08 because of the high correlation between firearms recovered in
crime and pawnbroker transactions.

Kennedy 222 In light of the inordinate length of time that it takes to revoke the
license of lawbreaking gun dealers, does the Department support reducing the burden of
proof to revoke a license from a “willful” violation to a “knowing” vielation, one that would
not require years of repeat offenses to revoke a license? Does ATF support repealing the
Federal law that requires it to stay license revocations through lengthy administrative
appeals?

ANSWER: The Gun Control Act (GCA) employs the “wiltful” standard for revocation of
licenses held by manufacturers, importers, dealers and collectors. As courts have explained,
willful violations require ATF to prove the licensee intentionally violated a known legal duty or
acted with indifference 1o a known obligation.

Since 1986 and the passage of the Firearms Owners Protection Act, ATF has revoked
Federal firearms licensees for “willful violations™ of the Gun Control Act. The courts have
repeatedly upheld revocations of licenses based on the current willfulness standard.

There is no Federal law requiring the issuance of a stay during the appeal process. The
current Federal regulation pertaining to revocation procedures provides ATF with discretion to
grant a stay where “justice so requires” and ATF finds this authority sufficient to issue or deny a
stay of revocation where appropriate.

Kennedy 223 Inlight of the atrocious record of these and other gun dealers who
have had their licenses revoked and the failure to bring charges against them, does the
Department’s failure to bring such charges suggest that the laws regulating gun dealers
need to be strengthened?

ANSWER: The Gun Control Act contains sufficient authority to pursue criminal charges
against Federal Firearms licensees who have violated the law. ATF conducts criminal
investigations and—working with the United States Attorneys’ Offices-- pursues criminal
charges when appropriate.
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Kennedy 225  Given the value of trace data to Congress, law enforcement agencies,
researchers and the public, does the Department support ending these legislative
restrictions on ATF’s disclosure of crime gun trace data? If not, why shouldn’t the public
know as much as possible about how guns get into the hands of criminals, with appropriate
exemptions for ongoing investigations, as ATF has done in the past?

ANSWER: Both ATF and the Department of Justice are in favor of protecting law enforcement
sensitive trace data from disclosures unrelated to law enforcement investigations. By way of
background, a form of the disclosure restriction has appeared in ATF’s annual appropriation
since 2003. The restriction was originally passed in support of ATF’s long-standing policy of
disclosing firearms trace results only to the law enforcement agency that recovered the crime gun
and requested ATF to trace the firearm. See, e.g., H.R. Rep. No. 575, 107th Cong., 2d Sess. 20
(2002). This policy recognizes the legitimate interest of the law enforcement agency that
provided the investigative information to ATF concerning the traced crime gun in deciding how
to utilize and whether to disseminate sensitive law enforcement information that could jeopardize
pending investigations. These law enforcement concerns would not be present with respect to
releases of aggregate trace-related information that does not provide information relative to a
specific investigation.

Kennedy 226  Why shouldn’t ATF have maximum flexibility in sharing crime gun
trace information with other law enforcement agencies and Congress? Isn’tit true that the
release of the aggregate number of FN Herstal Five Seven firearms traced to crime would
not hinder law enforcement investigations?

ANSWER: ATF has the flexibility to share crime gun trace information with a law enforcement
agency or a prosecutor as pertains to their geographic jurisdiction. The current restriction also
allows for the disclosure of statistical information concerning total production, importation, and
exportation by each licensed manufacturer and importer. ATF’s primary law enforcement
concern is the disclosure of data that could impact ongoing investigations, i.e., by linking the
traced firearm to the firearms dealer, retail purchaser(s) and possessor(s), and where the crime
occurred, which is prohibited under the current restriction. The release of the “aggregate”
number of FN Herstal Five Seven firearms traced would not hinder law enforcement
investigations.

Kennedy 227  Please explain whether this review of California license revocations
was initiated by ATF and why ATF is conducting this review. Please provide a copy of any
“ATF guidelines and policy” concerning license revocations. Please explain ATF’s
procedure for conducting this review and how and when the results of this review will be
disseminated to the public.

ANSWER: At the request of an industry association, ATF initiated a review of license
revocations in California. Partnerships are critical to ATF’s success; therefore, ATF takes very
seriously concerns from members of the industry concerning alleged abuse of discretion in
pursuing administrative actions such as license revocations.
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ATF has thoroughly reviewed each case requested by the association and has found that,
in every case, ATF field officials acted appropriately in pursuing license revocation, or, as the
case may be, a lesser sanction, for apparent willful violations of the law. ATF typically does not
release the results of internal deliberations and has no plans to do so in this case. ATF’s license
revocation policies are not released to the public under the Freedom of Information Act because
such release could reasonably be expected to interfere with pending or prospective enforcement
proceedings.

Kennedy 228  Please state the number of federal firearms license revocations in
California and nationwide each year from 2000 to the present, and any actions that ATF is
planning to take as a result of this review.

ANSWER:

FFLs Revoked National Totals CA Totals
2000 37 4

2001 22 2

2002 22 0

2003 21 4

2004 54 4

2005 104 4

2006 115 19

ATF has thoroughly reviewed each case brought to its attention by the industry
association and has found that, in each instance, ATF field officials acted appropriately in
pursuing license revocation, or, as the case may be, a lesser remedy, for apparent willful
violations of the law. ATF does not anticipate taking any further action at this time,

Kennedy 229  Did anyone at ATF or the Justice Department bring to the gun
industry’s attention what NSSF calls an “apparent spike” in license revocations? Has ATF
or the Justice Department met with or spoken with any representatives of NSSF, gun
dealers, or manufacturers, or gun lobby groups such as the National Rifle Association,
concerning gun dealer revocations or this review of dealer revocations? If so, with whom
has ATF or the Department met or spoken, and when did these meetings or conversations
occur?

ANSWER: ATF routinely discusses firearms compliance-related matters with industry
members and other interested parties. For example, ATF makes a presentation and hosts a booth
at the Sporting and Hunting and Outdoor Trade Show, holds quarterly meetings with major
firearms industry trade groups, and communicates with the firearms industry and the public
through newsletters, web postings and other media. Further, ATF field offices regularly hold
firearms seminars throughout the country (in FY 06, ATF conducted approximately 120 firearms
industry seminars).
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Kennedy 234 Does the Department attach a high priority to ensuring that the NICS
system operates as effectively as possible to prevent sales of guns to criminals?

ANSWER: Yes.
Kennedy 239  Please state the number of cases that the ATF has referred to
prosecutors for Brady Law violations in each year from 2003 to 2006, and the number of

convictions obtained in each of these years.

ANSWER: Please see the chart, below.

NICS/Brady Cases

Referred to US Attorney Convictions
Year Cases Defendants
2003 363 161
2004 307 154
2005 293 133
2006 222 101

Kennedy 240 Are you satisfied with the Bush Administration’s record of failing to
prosecute 99% of the cases where criminals have committed a federal crime by lying about
their criminal records in attempting to obtain guns?

ANSWER: The Administration takes gun crime seriously and the Department of Justice has
made the aggressive prosecution of those who violate our nation’s gun laws a top priority. In the
six years since Project Safe Neighborhood’s inception, the Department has filed twice as many
federal firearm cases than in the six years prior to Project Safe Neighborhood. The
Administration maximizes limited resources by targeting the most serious offenders who lie on
criminal background checks, especially those who have used that lie to successfully obtain a
firearm. It is paramount to note that the overwhelming majority of the individuals who lie on the
background check form are prevented from illegally buying firearms from federally licensed
firearm dealers. In short, the system works. Individuals who are ineligible to possess firearms
are denied firearms by the National Instant Background Check System (NICS). Moreover, in the
small number of cases in which NICS is able to obtain information about a purchaser’s
prohibited status only after the sale, NICS refers the case to the Bureau of Alcohol, Tobacco,
Firearms and Explosives for retrieval of the firearm.
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QUESTIONS FROM SENATOR BIDEN

Biden 243 Can you assure the members of the Senate Judiciary Committee and
the Senate Select Committee on Intelligence that if the Administration revives the so-called
Terrorist Surveillance Program or initiates any program that intercepts without Article Il
or FISA Court approval the communications of American citizens in the United States, you
will inform all members of both Committees?

ANSWER: Throughout the War on Terror, the Administration has notified the Congress
concerning the classified intelligence activities of the United States through appropriate briefings
of the intelligence committees and congressional leadership. The Administration is committed to
this process and will continue to provide such briefings.

Biden 244  The so-called Terrorist Surveillance Program was begun in October
2001. You noted in your Janunary 17, 2007 letter to Judiciary Committee Chairman Leahy
and Ranking Member Specter that, “In the spring of 2005 ... the Administration began
exploring options for seeking such FISA Court approval.” Why did it take the
Administration three-and-a-half years to explore options for obtaining FISA Court
approval?

ANSWER: As explained in our letter, the orders are innovative and complex. The President
has been committed to making maximum use of the authorities provided by FISA, and taking full
advantage of developments in the law. Further details on this question have been provided in
briefings to the Intelligence Committees and have been made available to the Chairmen and
Ranking Members of both Judiciary Committees.

Biden 245  Your January 17, 2007 letter also stated that “any electronic
surveillance that was occurring as part of the Terrorist Surveillance Program will now be
conducted subject to the approval of the Foreign Intelligence Surveillance Court.” Can
you assure the American people that all national security related interception of
communications will now be overseen by the FISA Court?

ANSWER: We take your question to refer to electronic surveillance, as that term is defined in
FISA, that is conducted by the Executive Branch for foreign intelligence purposes. FISA itself
expressly authorizes electronic surveillance without court order under certain circumstances.
See, e.g., S50 U.S.C. § 1802; 50 U.S.C. § 1805(f). Outside of these circumstances, we are not
aware of any electronic surveillance that is being conducted without FISA Court approval or the
approval of a federal court under Title TIIL.
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Biden 246  Please provide me and my appropriately cleared staff a copy of the
FISA Court orders referenced in your January 17, 2007 letter to Judiciary Committee
Chairman Leahy and Ranking Member Specter.

ANSWER: Please see our response to Question 67, above.

Biden 253 On November 30, 2001, you wrote an op-ed touting the
Administration’s decision to implement military commissions, saying they can “dispense
justice swiftly.” But more than five years after September 11, 2001, the Administration has
not successfully tried a single person under the military commission system. If the
Administration’s objective was to “dispense justice swiftly,” why did the Administration
not seek to utilize 2 more cstablished legal forum?

ANSWER: As that op-ed noted, military commissions were, and remain, necessary not only to
administer justice efficiently, but also to deal with issues relating to classified information and
the availability of witnesses. Those issues would make it difficult in many cases to simply
utilize the federal courts. Moreover, we must take issue with the suggestion that military
commissions are not well established: George Washington used military commissions during the
American Revolution, President Lincoln used military commissions during the Civil War, and
President Roosevelt used military commissions during World War II. The commissions
established pursuant to the President’s initial order went above and beyond the process provided
in those historical examples.

In those past conflicts, the United States was successful in relying on military
commisstons “to dispense justice swiftly.” In this case, the detainees charged before military
commissions succeeded in using the federal courts to stop military commission trials before they
could even begin. Such a challenge was historically unprecedented and reflects the more
assertive role that the courts have assumed in recent decades. Now that Congress has clarified
the governing law under the Military Commissions Act, we are hopeful that the trials will move
forward expeditiously.

Biden 254  Why did the Administration choose not to work with Congress
immediately after September 11,2001, to ensure that the Administration’s approach to the
trial of terrorist detainees was firmly supported by law?

ANSWER: As the Supreme Court recognized in Hamdan v. Rumsfeld, 126 S. Ct. 2749 (2006),
the President’s power to convene military commissions is firmly supported by both the
Constitution and the law of war. See id. at 2774. In our Nation’s history, Congress had never
established a statutory system of military commissions, and indeed, Article 21 of the Uniform
Code of Military Justice expressly preserved the President’s authority to conduct such trials apart
from the court-martial system. Following the Supreme Court’s decision in Hamdan, the
Administration worked with Congress to establish a statutory structure under the Military
Commissions Act.
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Biden 255  Have you learned any lessons through this experience? If so, please
explain those lessons learned.

ANSWER: We have learned that the institutions of American democracy are strong and flexible
enough to respond to the threats posed by the War on Terror. The Military Commissions Act
reflects an extended conversation among the Executive Branch, Congress, and the Supreme
Court that has resulted in a fair and appropriate system for the trial of captured terrorists in this
armed conflict.

Biden 261  How many DEA agents and non-agents do you expect to retire in the
next two years? How does the Department intend to ensure that DEA retains the
personnel, resources, and capabilities to do its job as current agents and non-agents resign
and retire, and new personnel are not hired to assume their duties?

ANSWER: Our retirement statistics for the last four Fiscal Years are as follows:

s

Agents 86 86 99 95
Non-Agents 93 110 123 114
Total 179 196 222 200

The population is aging at a steady rate, and in light of the decrease in retirements during
FY 06, we project between 230 and 300 retirements (for both agents and non-agents) for each of
the next two Fiscal Years. The chart below displays total annual losses of employees due to ali
factors, including resignations, retirements and other employee actions.

Other 271 321 315 327 1234
Special Agent 158 149 156 157 620
Total 429 470 4714 484 1854

DEA will stretch its resources using the “force multiplier” effect of its agent force, task
force officers and technological investments in order not to lose ground gained in past years. In
doing so DEA will continue to support its most critical programs such as priority drug
investigations, the drug flow prevention strategy and financial investigations. Relying on the
cooperative partnerships nurtured around the country, DEA will continue to carry out its core
missions and enforcement efforts.
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Biden 264  Please provide data in the form of a chart regarding DEA agent and
non-agent personnel for the years 1996-2006. Please also list specifically: (1) the number of
personnel employed under each category (agent and non-agent) for each year; (2) the cost
of each agent and non-agent; (3) the percentage of the President’s DEA budget request that
relates to these positi and (4) the per of appropriated funds that were dedicated
to salary and expense for these DEA agents and non-agents.

ANSWER: Please sce the four charts, below.

264 (1) — The number of personnel employed under each category {agent and non-agent) for
each year.

Drug Enforcement Administration
On Board Totals Through CY 2006

12000
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264 (2)- Cost of each agent and non-agent for each fiscal year covering the period:
(FY 1996 - FY 2006)

Special Agent Non-Agent

Pay & Other Pay & Other

Benefits Expenses Total Benefits Expenses Total
:2)(96 93,992 55,396 149,388 | 56,860 27,120 | 83,980
§g97 94,473 60,784 155,267 57,151 29,758 | 86,909
‘1:;98 99,580 62,407 161,987 | 60,240 30,552 | 90,792
2:599 103,314 60,908 164,222 62,500 28,818 | 92,318
ggoo 110,161 62,183 172,344 66,641 30,443 | 97,084
ggﬂ‘l 117,854 68,970 187,823 71,285 34,255 | 105,549
;(ZOZ 125,397 76,317 201,714 75,858 37,362 | 113,221
;g03 130,273 81,933 212,206 78,808 40,111 | 118,919
;8,04 139,104 80,915 220,019 | 84,150 39,613 | 123,763
gz)los 144,990 83,127 228,117 | 87,711 40,696 | 128,407
‘2:506 151,833 83,443 235076 91,730 40,851 | 132,580
Notes:

1. Pay and Benefits obligations were obtained via DEA's Financial System. Please note that DEA converledto a
new financial system in FY 1998, and as a result, FY 1996 and FY 1997 figures are based on estimates.

2. Other expenses (non-pay and non-benefits) were obtained using the recurring costs from DEA's new position
cost modules. Via this methodology, approximately 50% of DEA's non-pay and non-benefits obligations are tied
to FTE. Other expenses exciude program costs not directly tied to a position.
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264 (3)- Percentage of FY 2007 President's Budget request that relates to these positions:

Special Agent Non-Agent

Pay & Other Pay & Other

Benefits Expenses Total Benefits Expenses Total
FY
2007 30% 18% 48% 17% 8% 25%

Note: Of the FY 2007 President's Budget, 48% (30% Pay & Benefits; 18% Other Expenses) funds Special Agent
positions, and 25% (17% Pay & Benefits; 8% Other Expenses) funds non-Special Agent positions.

264 (4)- Percentage of appropriated funds that were dedicated to salary and expense for these DEA
agents and non-agents for each fiscal year covering the period: (FY 1996 - FY 2006)

Special Agent Non-Agent

Pay & Other Pay & Other

Benefits Expenses Total Benefits Expenses Total
:‘;96 32% 19% 51% 17% 8% 25%
'1:;97 32% 19% 51% 17% 8% 25%
:gQS 30% 19% 49% 16% 8% 25%
ggg 31% 18% 49% 18% 8% 26%
ggoo 31% 18% 49% 18% 8% 26%
;gm 31% 19% 50% 18% 8% 26%
EOYOZ 31% 19% 50% 18% 9% 26%
;(\)!03 31% 20% 51% 18% 9% 26%
23,04 32% 19% 51% 18% 8% 26%
;;J{OS 33% 19% 53% 18% 8% 26%
;(\)106 32% 17% 49% 17% 8% 25%

Notes: Please see the notes that accompany Part 2 of Question 264.
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Biden 272 Irecently introduced legislation, entitled the Homeland Security
Trust Fund Act of 2007, to create a homeland security trust fund that will set aside $53.3
billion for the exclusive purpose of investing in our homeland security. With this funding, 1
propose to implement the 9/11 Commission Recommendations, fully fund the COPS
program, hire 1,000 new FBI agents, and invest in critical infrastructure protection. What
priorities would you fund with the benefit of the additional resources contemplated by the
legislation?

ANSWER: On Monday, February 5, 2007, the President transmitted his FY 2008 budget
request to the Congress. The President’s Budget contains the details of the Justice Department’s
resource requirements, including a total of $3.3 billion in counterterrorism and homeland
security-related program needs for the FBI, DEA, ATF, the litigating components (including the
U.S. Attorneys and the National Security Division), and the Office of Justice Programs
(including the COPS program), as well as other DOJ components engaged in protecting the
Nation from acts of terrorism. Of the Department’s total FY 2008 budget, some $227 million is
requested to fund program enhancements in these components. These investments, as detailed in
our FY 2008 budget request, represent the priorities that would benefit from additional resources.

Biden 273 "Several years ago, the Voting Section of the Civil Rights Division
began tracking the time spent by its attorneys and staff on each case to facilitate responses
to congressional inquiries and congressional oversight requests. To facilitate this
Committee’s oversight efforts, please provide the following information concerning the
work of the Voting Section staff: a) For each year between January 2003 and the present,
identify the total number of staff hours, broken down by job title (e.g., Chief, Deputy Chief,
Trial Lawyer, Paralegal, Civil Rights Analyst, etc.) for the following (“litigation” includes
pre-filing settlement negotiations and time spent developing and implementing any consent
decrees or memoranda of agreement):

(1) Investigations under Section 2 of the Voting Rights Act (“VRA”);

(2) Litigation under Section 2 of the VRA;

(3) Investigations under Section 203 of the VRA;

(4) Litigation under Section 203 of the VRA;

(5) Investigations under Section 208 of the VRA;

(6) Litigation under Section 208 of the VRA;

(7) Investigations under the National Voter Registration Act (“NVRA™);

(8) Litigation nnder the NVRA;

(9) Investigations under the Help America Vote Act (“HAVA”);

(10) Litigation under HAVA;

(11) Investigations under the Uniformed and Overseas Citizens Absentee Voting Act
(“UOCAVA”)

{12) Litigation under UOCAVA;

(13) Investigations for failure to comply with Section 5 of the VRA;

(14) Section 5 enforcement actions;

(15) Investigations in response to Section 5 declaratory judgment actions;

(16) Litigation of Section 5 declaratory judgment actions;

(17) Investigation of bailout actions under Section 4(a) of the VRA;
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(18) Litigation of bailout actions under Section 4(a) of the VRA;
(19) Federal observer coverage;
(20) Review of submissions under Section 5 of the VRA;

ANSWER: The Voting Section uses the Interactive Case Management System, as does every
litigating section in the Civil Rights Division. ICM does not provide for accurate calculation
and/or categorization of the information requested. The Department of Justice is in the process
of developing a Department-wide Litigation Case Management System (L.LCMS). The LCMS is
projected to improve the flow of case information across components in the Department. The
Division’s ICM system will be replaced by LCMS in the next few years.

Biden 274  "For each activity identified in (a), specify the number of staff hours
broken down by job title (e.g., Chief, Deputy Chief, Trial Lawyer, Paralegal, Civil Rights
Analyst, etc.) and case (if applicable) for all actions primarily for the benefit of the
following groups (e.g., a Section 2 case brought on behalf of African-American voters).
Jurisdictions currently under investigation that have not been sued need not be identified
by name, but the staff time spent on all such investigations should be included separately.
(1) African-Americans;

(2) Latinos;

(3) American Indians;

(4) Alaska Natives;

(5) Asian-Americans; and

(6) Arab-Americans.

ANSWER: Please see our response to question 273, above.

Biden 276 Do you support a congressional effort to ban it?

ANSWER: President George W. Bush has said that “racial profiling is wrong and we will end it
in America.” In 2001, the President directed the Attorney General to review the use of race by
federal law enforcement agents and to develop specific recommendations to end racial profiling.
Implementing that directive, the Department of Justice issued racial profiling guidelines in 2003,
becoming the first Administration in history to generally prohibit the use of racial profiling by
federal law enforcement officials.
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QUESTION FROM SENATOR FEINSTEIN

Feinstein 285  Are there mechanisms in place to allow individuals to correct records
in the OneDQJ database if it collects false or inaccurate information about them? If so,
what are they? If not, why not?

ANSWER: Each Department component that contributes data to R-DEx is responsible for
making reasonable efforts to ensure that information contributed is accurate, complete, timely,
and relevant. Individuals seeking to contest or amend information maintained in the R-DEx
system are entitled to do so in accordance with the Privacy Act of 1974, 5 U.S.C. § 552a. The R-
DEXx Privacy Act system of records notice, 70 Fed. Reg. 29,790, 39,792 (July 11, 2005), amended
in non-pertinent part, 70 Fed. Reg. 72,315 (December 2, 2005) and 72 Fed. Reg. 4532 (January
31, 2007), sets forth procedures for individuals seeking to contest or amend information
maintained in R-DEx. In the system notice, it is noted that certain information may be exempt
from contesting record procedures in accordance with the exemption established for criminal law
enforcement information in subsection (j)}(2) of the Privacy Act, 5 U.S.C. § 552a(j)(2). In
accordance with the Privacy Act, the Department has published an exemption regulation
applicable to R-DEx at 28 C.F.R. 16.33 (2006).
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QUESTIONS FROM SENATOR FEINGOLD

Feingold 289  On January 17, 2007, you sent a letter to the Chairman and Ranking
Member of the Senate Judiciary Committee informing them that the President had decided
to terminate the NSA wiretapping program and bring it under recently issued FISA court
orders. Section 601 of FISA requires that the Department provide the following, as part of
its next semi-annual report: “a summary of significant legal interpretations of [FISA]
involving matters before the Foreign Intelligence Surveillance Court or the Foreign
Intelligence Surveillance Court of Review, including interpretations presented in
applications or pleadings filed with the Foreign Intelligence Surveillance Court or the
Foreign Intelligence Surveillance Court of Review by the Department of Justice,” and
“copies of all decisions (not including orders) or opinions of the Foreign Intelligence
Surveillance Court or Foreign Intelligence Surveillance Court of Review that include
significant construction or interpretation of the provisions of this Act.” Because of the
significance of these materials, and the Committee’s strong interest in them, please provide
them immediately. If you are not willing to do so, explain why not.

ANSWER: Please see our response to Question 67, above. The Department also will continue
to submit semi-annual reports consistent with 50 U.S.C. § 1871.

Feingold 260  Please answer the following questions about the FISA court’s orders.
To the extent that your answers require the disclosure of classified information, please
provide them in the appropriate setting. (a) You told the Senate Judiciary Committee that
the President is still “doing what he can do under the law to protect America.” What
circumstances caused you to conclude that the NSA wiretapping program could be
conducted under FISA without undermining American security interests?

ANSWER: As we stated in our letter of January 17, any court authorization had to ensure that
the Intelligence Community would have the speed and agility necessary to protect the Nation
from al Qaeda—the very speed and agility that was offered by the TSP. The orders issued by the
FISC on January 10 will allow the necessary speed and agility while providing substantial
advantages. Further details on this highly classified matter have been provided in briefings to the
Intelligence Committees and have been made available to the Chairmen and Ranking Members
of both Judiciary Committees.

Feingold 292 Your letter referred to the FISA court issuing “orders.” How many
orders did the FISC issue?

ANSWER: The contents of the orders (including the number of orders) are highly classified.

However, the highly classified orders have been provided to the Intelligence Committees, and
have been made available to the Chairmen and Ranking Members of both Judiciary Committees.
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Feingold 293 Do you currently have plans to file more applications with the FISA
court under this new framework?

ANSWER: As you know, FISA requires periodic renewals of orders issued authorizing
electronic surveillance. See 50 U.S.C. § 1805(e). The Government anticipates filing
applications for renewals of the January 10, 2007 orders.

Feingold 294  Are the court’s orders based on the court’s determination that
probable cause exists with respect to particular identified individuals, to identifiable
groups of individuals, or to some other classification?

ANSWER: As we have explained, further details concerning the FISC orders cannot
meaningfully be provided in this format without exposing highly classified operational details.
Further details concerning the orders have been provided to the Intelligence Committees and
have been made available to the Chairmen and Ranking Members of both Judiciary Committees.

Feingold 295 The FISA statute requires that each FISA court order contain
findings that there is probable cause to believe that the specific target of the electronic
surveillance is a foreign power or an agent of a foreign power, and that each of the facilities
or places at which the electronic surveillance is directed is being used or is about to be used
by a foreign power or an agent of a foreign power. Were each of these requirements met in
this case?

ANSWER: Yes.

Feingold 296  During your testimony, you mentioned that the relevant FISA
applications are “different than a normal FISA application.” If you are utilizing
individualized orders, as FISA contemplates, how do the FISA orders your letter discusses
differ from standard FISA orders?

ANSWER: Please see our response to Question 294, above.

Feingold 297 1 understand that the Department filed your January 17 letter in the
pending lawsuit in the Sixth Circuit Court of Appeals, which is currently considering
whether the wiretapping program is unconstitutional. What effect does the Department
think this letter will have on that and other pending lawsuits?

ANSWER: On January 25, the Department of Justice filed submissions in the United States
Court of Appeals for the Sixth Circuit in cases 06-2095 and 06-2140 arguing that the cases
should be dismissed. The impact of the January 10 orders on other litigation will be assessed on
a case-by-case basis.
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Feingold 298  Does the Department intend to seek to dismiss the constitutional
challenge currently pending before the Sixth Circuit on the NSA wiretapping program?

ANSWER: On January 25, the Department of Justice filed submissions in the United States
Court of Appeals for the Sixth Circuit in cases 06-2095 and 06-2140 arguing that the cases
should be dismissed.

Feingold 300  According to the New York Times’> Executive Editor, Bill Keller, the
Bush Administration knew the New York Times was investigating this program a year
before the story broke on December 16, 2005. Your letter states you first sought FISA
authorization in the spring of 2005, which would apparently have been after you knew the
New York Times investigation was under way. When you were before the Judiciary
Committee on January 18, 2007, you said your decision to seek FISA Court approval for
the NSA wiretapping program did not relate to the New York Times investigation of the
program. Instead, you said, you were moved to seek FISA approval “because of the
discourse, the concerns raised, questions asked in [the Judiciary] Committee.” However,
the New York Times story was not published until December 16, 2005, so there was no
public discourse or Committee questions abeut the program in the spring of 2005. With
that in mind, do you wish to add to your ANSWER to my question? Why did you decide to
seek FISA Court approval in the spring of 20057

ANSWER: Our January 17 letter does not state that the Administration first sought FISA
authorization in the spring of 2005. Rather, our letter states that “[i]n the spring of 2005 — well
before the first press account disclosing the TSP — the Administration began exploring options
for seeking . . . FISA Court approval” of the electronic surveillance being conducted as part of
the TSP. As you know, the first press account of the TSP was published in December 2005, and
the FISC did not issue orders until January 10, 2007. During the time period between when TSP
was publicly disclosed and the FISC orders were issued, substantial public discourse took place.
This discourse, of course, was one of the factors that contributed to the ultimate decision to seek
FISC orders, but the fact is that the Administration began exploring options for obtaining such
authorization well before the TSP was publicly disclosed. Further details concerning the orders
have been provided to the Intelligence Committees and have been made available to the
Chairmen and Ranking Members of both Judiciary Committees.

Feingold 301  When you were last before the Committee in July 2006, I asked you to
provide the Judiciary Committee with some basic information about the Administration’s
legal theories, as they evolved from 2001 to 2005, regarding the NSA wiretapping program.
At that time, you would not commit to providing this information to the Committee. I also
received a letter on January 16, 2007, from the Office of Legislative Affairs indicating that
you will not do so. (a) Given your letter of January 17, 2007, will you now provide this
information to this Committee? If not, why not? What privilege do you rely on in refusing
to comply with a legitimate oversight request?
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ANSWER: With respect to the FISC orders, see response to Question 67. To the extent your
question concerns the Terrorist Surveillance Program (TSP), operational details concerning the
TSP remain highly classified. Throughout the war on terror, the Administration has notified the
Congress concerning the classified intelligence activities of the United States through
appropriate briefings of the intelligence committees and congressional leadership. The full
membership of both intelligence committees has been briefed on the TSP.

Feingold 302  Please explain to what you were referring in your January 17, 2007,
letter when you used the phrase “developments in the law.”

ANSWER: Please see our response to Question 294, above.

Feingold 304 Isit the position of the Justice Department that after the Military
Commissions Aet, individuals who are picked up inside the United States and detained as
enemy combatants, and who are not U.S. citizens, cannot challenge their detention in court
through habeas proceedings?

ANSWER: We believe Congress answered that question in section 7 of the Military
Commissions Act (MCA), which provides that “[n]o court, justice, or judge shall have
jurisdiction to hear or consider an application for a writ of habeas corpus filed by or on behalf of
an alien detained by the United States who has been determined by the United States to have
been properly detained as an enemy combatant or is awaiting such determination.” 28 US.C. §
2241{e}(1). We would expect, however, that any individual picked up inside the United States
and detained as an enemy combatant would be given a hearing before a CSRT, with a subsequent
appeal to the United States Court of Appeals for the District of Columbia Circuit. That appeal
would provide for federal court review of the lawfulness of the detention of the individual in a
manner that fully satisfies the constitutional right to habeas corpus, even if that right applied.

Feingold 305  The Defense Department recently issued its rules for trial by military
commission. (a) What rele did the Justice Department play in drafting these rules? Who,
specifically, was involved?

ANSWER: The Department of Defense had the primary responsibility for issuing the Manual
for Mititary Commissions. The MCA provides that the Secretary of Defense shall consult with
the Attorney General in issuing those rules, and accordingly, members of the Department of
Justice worked with the Department of Defense on the Manual. See 10 U.S.C. § 949a(a).

The initial draft was prepared by career military Jawyers from the Office of Military
Commissions within the Department of Defense. Attorneys from the Department of Justice then
worked with that Office and representatives from DOD’s Office of General Counsel, the service
general counsels, and the Judge Advocates General in further developing the draft. The results
of that work were submitted for comment to other interested departments in the Executive
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Branch, and the final product was submitted for review and approval by the Secretary of
Defense.

Feingold 306 To what extent did Justice Department officials working on these
rules consult with Judge Advocates General with experience in military trials?

ANSWER: As noted, representatives of the Judge Advocates General worked closely with other
attorneys at the Department of Defense and the Department of Justice in preparing the Manual
for Military Commissions. These rules were developed through an exhaustive and collaborative
interagency process, which drew upon the experience of military lawyers and civilian lawyers at
both departments.

Feingold 307  What other agencies and officials were involved in developing these
rules?

ANSWER: In addition to the Department of Justice, we understand that the Department of
Defense received input from other interested departments and agencies in the Executive Branch,
including the Department of State, the Central Intelligence Agency, and the Office of the
Director of National Intelligence.

Feingold 308  Has the Department engaged in contingency planning for any future
attack inside the United States?

ANSWER: Yes. The Department participates actively in interagency planning to prepare for a
future attack in the United States. Pursuant to Homeland Security Directive (HSPD) - 5, the
Department participated in the development of the National Response Plan to align Federal
coordination structures, capabilities and resources into a unified, all-discipline, and all-hazards
approach to the management of domestic incidents, including terrorist attacks. A copy of this
plan, including its Terrorism Incident Law Enforcement and Investigation Annex, is publicly
available on the Department of Homeland Security home page at www.dhs.cov/nrp. Every
United States Attorney’s Office nationwide has a critical incident plan in place as well. Since
September 11, 2001, these plans have been strengthened and an annual exercise requirement was
added to them. The Department also plans and participates in exercises throughout the year, at
the intergovernmental and interagency level, as well as within the Department itself, to work to
ensure preparedness in the event of an attack.

Feingold 309  Does it have written plans for steps to take in the event of another
attack, inclading such steps as arrests, detentions, or legislative proposals? Have you
considered how to respond to an attack effectively without alienating the communities that
may be important to helping with an investigation? If so, please describe these plans and
supply a copy of them.
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ANSWER: As described in the answer to question 308, above, the Department has undertaken
extensive activities with the goal of preventing, containing, and responding to another attack.
The Department regularly evaluates whether additional authorities or other legislation is needed
to better protect the country against the threat of terrorism, but none of the Department’s
legislative proposals are contingent on the occurrence of another terrorist incident. The
Department is engaged in ongoing outreach efforts to the Arab-American and Muslim
communities on civil rights issues. This effort was particularly intense at critical junctures, such
as the three months after 9/11 or during events such as the conflict in Lebanon and the London
bombings, but is part of a sustained and ongoing process of outreach. The Department
participates in a Department of Homeland Security rapid response protocol that brings together
government officials and community representatives within hours after an incident. This protocol
was, for example, activated after the London terror arrests in August 2006, and allowed
government officials to help dispel rumors, as well as to hear community concerns about public
rhetoric and the government response.

Feingold 319 Do you support legislation banning racial profiling?

ANSWER: President Bush has said that “racial profiling is wrong and we will end it in
America.” In 2001, the President directed the Attorney General to review the use of race by
federal law enforcement agents and to develop specific recommendations to end racial profiling.
Implementing that directive, the Department of Justice issued racial profiling guidelines in 2003,
becoming the first Administration in history to generally prohibit the use of racial profiling by
federal law enforcement officials.

Feingold 322 If the reports are true, do you believe that barring the Ismails from
entering the U.S. was legal? If so, under what legal authority?

ANSWER: Pursuant to the longstanding DOJ policy against disclosing non-public information
concerning pending law enforcement and litigation matters, we are unable to provide a response
at this time.

Feingold 323 If the reports are true, did you or anyone else under your authority
participate in the decision to keep the Ismails out of the country, including giving advice on
whether such actions would be legal?

ANSWER: Pursuant to the longstanding DOJ policy against disclosing non-public information

concerning pending law enforcement and litigation matters, we are unable to provide a response
at this time.
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Feingold 325  Have any charges been filed against Muhammad or Jaber Ismail?

ANSWER: Pursuant to the longstanding DOJ policy against disclosing non-public information
concerning pending law enforcement and litigation matters, we are unable to provide a response
at this time.

Feingold 327 Do you believe that the law could benefit from any legislative
improvements? Please provide detailed recommendations for what areas might benefit
from further reform.

ANSWER: The statistics indicate that the PLRA is successfully striking an appropriate balance
between discouraging meritless suits while allowing inmates with substantive claims to litigate in
the federal courts without prepayment of filing fees. The jurisprudence regarding the PLRA’s
application is fairly well-settled at this juncture, providing ample guidance to litigants.
Accordingly, we do not believe that the PLRA requires amendment at this time.

Feingold 328  The Commission specifically suggested four improvements: 1)
eliminating the physical injury requirement; 2) amending the rules governing filing fees
and attorneys fees; 3) revising the settlement requirements; 4) changing the exhaustion
rule. Which of these, if any, do you think would be worthwhile?

ANSWER: We believe the PLRA is functioning effectively and we do not support the
amendments proposed by the Commission.

The physical injury requirement codified at 42 U.S.C. § 1997¢(e) discourages the filing
of unsupported claims for mental and emotional injuries, and accomplishes Congress’ purpose in
limiting unmeritorious prisoner lawsuits. This requirement comports with well-settled tort
principles and the Supreme Court’s decision in Memphis Community School Dist. v. Stachura,
477 U.S. 299, 309-10 (1986), which held that a constitutional tort plaintiff could not recover for
the abstract “value” or “importance” of a constitutional right. /d. at 309-10; see also Carey v.
Piphus, 435 U.S. 247, 255 (1978) (holding constitutional tort plaintiff must prove actual injury to
be entitled to recover damages).

The PLRA’s filing fee provisions permit inmates to pay the filing fee over time — a right
not afforded to other plaintiffs in federal courts. This approach strikes a good balance between
giving inmates access to the courts and deterring frivolous suits. As several courts of appeals
have noted, the filing fee provisions of the PLRA, codified at 28 U.S.C. § 1915, serve a valuable
purpose by exposing inmates to the same financial risks and considerations faced by other
litigants. See, e.g., Lyon v. Krol, 127 F.3d 763, 764 (8th Cir. 1997); Leonard v. Lacy, 88 F.3d
181, 185 (2d Cir. 1996). Also, the PLRA’s provisions on attorneys’ fees, codified at 42 U.S.C.

§ 1997e(d)(2)-(3), allow attorneys who represent inmates who prevail in suits filed under 42
U.S.C. § 1983 to be fairly compensated for their services.
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The PLRA generally requires that consent decrees including prospective relief be
narrowly drawn, extend no further than necessary to correct the violation of a federal right, and
be the least intrusive means necessary. Moreover, the PLRA requires courts to give substantial
weight to any adverse impact on public safety or the operation of the criminal justice system.
See 18 U.S.C. § 3626(a)(1), 3626(c)(1). These provisions permit parties to litigation raising
broad challenges to prison conditions to resolve those cases via settlement, while at the same
time ensuring that prison administrators retain appropriate flexibility to accomplish their critical
mission of protecting public safety.

With regard to the PLRA’s requirement that inmates permit prison officials to
administratively resolve their grievances before filing suit, subsequent to the publication of the
Commission’s report, the Supreme Court decided two cases interpreting 42 U.S.C. § 1997¢(a),
Woodford v. Ngo, 126 S. Ct. 2378 (2006) and Jones v. Bock, 75 U.S.L.W. 4058 (U.S. Jan. 22,
2007). Combined with the Supreme Court’s decision in Porter v. Nussle, 534 U.S. 516 (2002),
those opinions have appropriately resolved the main concerns regarding the PLRA’s exhaustion
requirement.
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QUESTIONS FROM SENATOR SCHUMER

Schumer 331 At the hearing on January 18, 2007, you refused to answer whether

the orders signed by a judge or judges of the FISA Court authorized individual warrants
or broader program warrants. Please answer that question. If you do not, please explain
what national security interest would be jeopardized by answering that general question.

ANSWER: As we have explained, further details concerning the FISC orders—including the
legal theories underpinning those orders—cannot meaningfully be provided in this format
without exposing highly classified operational details. Further details concerning the orders have
been provided to the Intelligence Committees and have been made available to the Chairmen and
Ranking Members of both Judiciary Committees.

Schumer 332 At the hearing on January 18, 2007, I asked you whether —
notwithstanding the apparent decision finally to conduct the NSA surveillance program
within FISA — you believed that you were legally required to go to the FISA court. You
evaded the question. Please answer directly and provide an answer beyond merely stating
that “moving forward,” it is the Administration’s intent to work within FISA. Do you
believe that FISA court approval is legally required to conduct electronic surveillance of
the type you have described or do you believe court approval is merely voluntary?

ANSWER: With respect, the Attorney General did not “evade” questions concerning whether
the Administration was legally “required” to obtain the orders issued by a Judge of the FISC on
January 10, 2007. The Administration was not required to do so. As we have consistently
explained, the TSP was fully consistent with the law.

Schumer 333  If and when the Administration were to conduct electronic
surveillance outside of FISA once more, how would members of Congress and the public
discover that fact?

ANSWER: At the outset, we note that the TSP was fully consistent with FISA, for reasons that
have been explained in detail to this Committee. With that said, throughout the war on terror the
Administration has notified the Congress concerning the classified intelligence activities of the
United States through appropriate briefings of the intelligence committees and congressional
leadership. The Administration will continue such notifications to the appropriate committees
and Members of Congress.

Schumer 334 Do you commit to advising the full Congress and the American people
if and when the Administration ever decides to conduct electronic surveillance outside of
FISA?

ANSWER: Please see our response to Question 333, above.
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Schumer 335  Often during your prior testimony before the Committee, you have
been careful to limit your statements to “the program the President described.”

With respect to the announcement that the TSP program will shortly be terminated, will
you confirm that when that happens, the Administration will thereafter not be conducting
any electronic surveillance collection of any sort outside of FISA, whether or not it is of the
type you or the President have previously described?

ANSWER: As you know, not all electronic surveillance is subject to the provisions of FISA.
For example, electronic surveillance is also authorized by statute under Title III. The President
is committed to using all lawful tools to protect our Nation from the terrorist threat. However, as
noted in our letter of January 17, 2007, any electronic surveillance that was occurring as part of
the TSP is now subject to the approval of the FISC. We are aware of no programs of electronic
surveillance, as that term is defined in FISA, that are being conducted by the executive branch
for foreign intelligence purposes pursuant to the Authorization to Use Military Force, or pursuant
solely to the President’s authority under Article II of the Constitution. We note that FISA itself
expressly authorizes electronic surveillance without court order under certain circumstances. See
50 U.S.C. § 1802; S0 U.S.C. § 1805(f).

Schumer 336  In the same vein, will you confirm that the Administration does not
intend to conduct any electronic surveillance collection of any sort outside of FISA,
whether or noet it is of the type you or the President have previously described?

ANSWER: Please see our response to Question 335, above.

Schumer 337  Some have suggested that your surprise announcement that the NSA
surveillance program would now be conducted within the FISA law and with the
supervision of the FISA court is that it is, among other things, an attempt fo head off any
pending legal challenge to the NSA surveillance program. Indeed, one of your own officials
was quoted in the media as saying that current challenges to the constitutionality and
legality of the program are “now moot.” Does the Department of Justice plan to file any
motion or application in any court arguing that such challenges are moot or otherwise
without merit in light of the decision to terminate the so-called Terrorist Surveillance
Program? If so, please describe such intentions.

ANSWER: At the outset, we respectfully disagree with your statement that the TSP was not
“conducted within the FISA law.” As the Department has repeatedly explained to this
Committee, the TSP was fully consistent with FISA. On January 25, the Department of Justice
filed submissions in the United States Court of Appeals for the Sixth Circuit in cases 06-2095
and 06-2140 arguing that the cases should be dismissed.
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Schumer 339 Your letter, dated January 24, 2007, announced that the FISA Court
had issued one or more orders in connection with the NSA surveillance program.

Given that those applications were ex parte and may (because you have not denied it)
involve warrants or orders that did not issue on an individualized basis, is there any
mechanism for further judicial review of the constitutionality and legality of those already-
issued orders?

ANSWER: FISA requires periodic renewals of all orders issued pursuant to its provisions. See
50 U.S.C. § 1805(e). This statutory renewal process provides for ongoing judicial review of the
orders.

Schumer 340  Your January 17, 2007 letter also claims that this new program is the
result of “taking full advantage of developments in the law.” Please explain to which
developments you refer, with specific citations to case law and other legal authority.

ANSWER: As we have explained, further details concerning the FISC orders cannot
meaningfully be provided in this format without exposing highly classified operational details.
Further details concerning the orders have been provided to the Intelligence Committees and
have been made available to the Chairmen and Ranking Members of both Judiciary Committees.

Schumer 343 In order to resolve its recommendation to the FBI, the Office of the
Inspector General asked that the FBI provide, by December 1, 2006, an update on the
status of improvements to the FBI’s Correctional Intelligence Initiative. Did the FBI
provide this information to the IG by the deadline of December 1, 20067 Please provide me
with a copy of this update on the Correctional Intelligence Initiative.

ANSWER: Attached as an Enclosure is the FBI’s update regarding the status of completed and
pending improvements regarding the Correctional Intelligence Initiative, highlighting those
enhancements or accomplishments that will directly assist the Bureau of Prisons (BOP).

Schumer 344 In the same study of prison policies and practices, the Inspector
General reported that detention center personnel receive only a single page of information
when a terrorist suspect is sent into their custody. In one shocking incident, staff at the
Metropolitan Correctional Center in New York learned only from a news report that one
of their inmates was a high-level al Qaeda operative trained in martial arts and urban
warfare. What specific steps, if any, are you taking to improve information sharing
between the FBI and BOP to ensure that the FBI is providing the BOP with the
information that prison staff need to manage terrorist inmates safely and securely?

ANSWER: Foremost in our efforts to ensure a fully effective intelligence partnership with the
BOP is the comprehensive access to FBI intelligence information resources afforded BOP staff
assigned to the National Joint Terrorism Task Force and to a number of local JTTFs. We have
recently provided Intelligence Analyst (IA) training to BOP intelligence staff, and we will
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continue to provide this training as appropriate. We are also in the process of developing
additional instructions to all FBI field offices emphasizing intelligence sharing procedures with
BOP facilities.

Schumer 347  The Inspector General’s September 2006 report on federal prisons’
mail and telephone monitoring also found that your Department has no mandatory review
process to determine whether SAMs are needed for inmates suspected or convicted of
terrorism-related crimes. To close this gap in security, the Criminal Division merely needs
to make a simple change to the U.S. Attorneys’ Manual. Has this been done yet? If not, can
you commit to a firm date when this change will be made?

ANSWER: The United States Attorneys’ Manual (USAM) has not been changed to create a
specific mandatory procedure for reviewing each terrorism-related prisoner to determine whether
special administrative measures (SAMs) should be sought. A proposal for a USAM change
specifically mandating such a procedure is currently under discussion by appropriate Department
officials. We will complete those discussions as soon as possible.

The Department of Justice is dedicated to considering and addressing all issues that
involve the protection of our nation from acts of terrorism. The appropriate use of SAMs in
terrorism-related prosecutions is one such issue. The Department’s terrorism prosecutors have
been directed to vigilantly consider the appropriate use of SAMs in every terrorism-related
matter. Furthermore, several existing USAM provisions require prosecutors to notify, consult
with, and obtain the approval of the National Security Division at several stages of terrorism-
related cases. This procedure ensures appropriate Department oversight over each terrorism
prosecution.

Schumer 354  The campaign season and midterm elections of November 7, 2006,
were marred by many instances of wrongdoers cynically attempting, probably with some
success, to intimidate or deceive voters headed to the polls with the aim of disenfranchising
these voters. According to media reports, these attempts ranged from calls to Virginia
voters wrongly telling them that they were not registered, to deceptive flyers distributed by
the Ehrlich and Steele campaigns in southern Maryland, to an armed man who harassed
Hispanic voters outside a polling place in Arizona. I believe that the Department of Justice
should be using all available means to respond to these despicable tactics.

How many investigations, if any, is the FBI conducting that pertain to questionable or
illegal tactics used during the midterm election of November 7, 2006, and the campaign
season leading up to it?

ANSWER: Specific facts indicating that a violation has occurred are required in order for the
FBI to initiate an investigation into allegations of election-related crimes. The initiation of each
investigation must be supported by the Public Integrity Section, Election Crimes Branch or the
Criminal Section of the Civil Rights Division. As a result, the FBI does not initiate
investigations related to "questionable” tactics; only allegations involving violations of
applicable federal law. Between 1/1/06 and 11/30/06, the FBI opened 38 formal investigations
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involving alleged federal election law violations related to activity leading up to and surrounding
the 11/7/06 election. These investigations encompass allegations of campaign finance violations,
ballot fraud, voter intimidation, and voter fraud.

Schumer 355  Please list all completed or ongoing FBI investigations, if any, into
tactics used during the campaigns or elections of November 7, 2006, and for each case give
the location and nature of the conduct being investigated.

ANSWER: Longstanding Department policy generally precludes the FBI from commenting on
the existence or status of ongoing investigations. In addition to protecting the privacy interests
of those affected, the policy serves to avoid disclosures that could provide subjects with
information that might result in the destruction of evidence, witness tampering, or other activity
that would impede the FBI's investigation.

The following election crime investigations related to the 11/7/06 national election were
opened by the FBI on or after 1/1/06 and closed on or before 12/22/06.

. Diebold software theft: investigation by the Baltimore Division into the
possible theft of Diebold Election Systems, Inc., electronic voting machine
software.

. Ohio State Medical Association (OSMA) Political Action Committee

(PAC) embezzlement: investigation by the Cincinnati Division regarding
allegations of an $83,000 embezzlement from the OSMA PAC and related
false filings with the Federal Election Commission.

. Lieberman “denial of service” website attack: investigation by the New
Haven Division regarding allegations of an attempted “denial of service”
attack on Senator Joseph Lieberman's official Internet website
immediately prior to the Democratic primary in August 2006.

. Multiple voting referral {Galesburg, lilinois, Election Department):
investigation by the Springfield Division of allegations of multiple voting
by a specifically identified individual.

. Harrington felon voting: investigation by the Tampa Division of taunting

letters from a convicted felon who claimed to be regularly voting, despite
his previous disqualifying federal felony conviction.
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Schumer 359  During Assistant Attorney General Wan Kim’s appearance before the
Senate Committee on the Judiciary on November 16, 2006, he indicated that voting-related
enforcement is divided between the Civil Rights and Criminal Divisions due to historic
“concerns that Federal prosecutors being involved in voter access issues would lead to
intimidation of voters at the polls.” Federal criminal prosecutors, including Assistant
United States Attorneys, reportedly have served as election monitors under the auspices of
the Department of Justice. Please explain how you reconcile deploying prosecutors as
election monitors with the historic division between the Civil Rights and Criminal
Divisions.

ANSWER: A person’s status as an Office Personnel Management employee, an attorney, ora
prosecutor does not conflict at all with his or her sole function on Election Day as an observer or
monitor. When Assistant United States Attorneys, prosecutors in the Criminal Section of the
Civil Rights Division, or other Department attorneys and staff monitor elections, they are under
the supervision and control of the Voting Section of the Civil Rights Division. Such monitoring
is focused solely on the enforcement of the federal civil voting rights statutes for which the
Voting Section is responsible. Any investigation of federal criminal statutes is kept separate
from the enforcement of federal civil voting rights laws and is conducted under the supervision
of the appropriate prosecuting office. Non-Voting Section personnel provide necessary
resources that allow the Section to investigate and deter discrimination in far more places than
would be possible otherwise. These personnel also add to the language skills available to the
Section and enhance our ability to obtain evidence of mistreatment of language minority voters.

Schumer 360  Currently, what Department of Justice Division or official is
ultimately responsible for protecting the right to vote in America?

ANSWER: The Attorney General of the United States bears the ultimate responsibility to
enforce the federal laws that protect the right to vote in the United States.

Schumer 361  As an organizational alternative to this historic division, the
Department could unify its voting rights activities under a single manager to provide
accountability and programmatic coherence. Of course, any such reorganization should be
structured to ensure that voter protection activities by DOJ prosecutors will not
unintentionally inhibit the exercise of the right to vote. In your view, what would be the
costs and benefits of unifying the Department of Justice’s voter protection activities under
a single manager?

ANSWER: The Department has historically concluded that the responsibility to ensure voter
access, on the one hand, should be distinct from the responsibility to police voter fraud, on the
other. For example, the Criminal Division has a great deal of institutional expertise in
prosecuting all types of fraud, including voter fraud, while the Civil Rights Division is best
situated to deal with issues of discrimination at the polis.
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Schumer 362  Can you suggest any restructuring of the Department’s activities that
would enhance your ability to protect the right to vote?

ANSWER: The Department is constantly reevaluating its structure and performance. We
welcome ideas on how we can better enforce federal law.

Schumer 363  Currently, under 18 U.S.C. § 594, the maximum sentence of
imprisonment for voter intimidation is 1 year imprisonment. Do you believe that a higher
maximum penalty would be appropriate for this crime?

ANSWER: The Department has not been presented with a specific legislative proposal in this
regard but will enforce, as appropriate, any legislation that is enacted into law.

Schumer 374  Recently released papers revealed that the FBI conducted background
investigations of witnesses who were scheduled to appear at the confirmation hearings of
the late Chief Justice Rehnquist. Did the FBI or any other law enforcement agency engage
in any investigation of any actual or potential witness in connection with the confirmation
hearing of then-judge John Roberts?

ANSWER: To the best of our knowledge, neither the FBI nor any other law enforcement
agency investigated actual or potential witnesses in connection with the confirmation of Judge
Roberts. Additionally, as indicated in our answer to Question 10, above, political use of the FBI
is never appropriate.

Schumer 375  Did the FBI or any other law enforcement agency engage in any
investigation of any actual or potential witness in connection with the confirmation hearing
of then-judge Samuel Alito?

ANSWER: To the best of our knowledge, neither the FBI nor any other law enforcement
agency investigated actual or potential witnesses in connection with the confirmation of Judge
Alito.

Schumer 379  Please explain what specific steps, if any, you and/or Director Mueller
are taking to raise the percentage of agents who have proficiency or advanced proficiency
in Arabie.

ANSWER: The FBI has a variety of training programs designed to improve the language
abilities of onboard Special Agents (SAs). For example, in October 2005, the FBI established a
year-long overseas Arabic language training program for SAs, with instruction concentrating on
practical Arabic for professional use and including familiarization with Arab customs and
traditions and with the culture of Islam. Six SAs completed the first program in November 2006.
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In addition to this program, the FBI provides shorter-term Arabic language training to
SAs on a regular basis. In FY 2006, 34 SAs at various levels of proficiency were provided with
survival, full-time, and immersion Arabic language training. For FY 2007, 72 SAs at varying
levels of proficiency have submitted applications for Arabic language training programs at
DOS’s Foreign Service Institute, Middlebury College, and commercial schools with which the
FBI has contracts. Approval of these training requests will depend on available funding.

The FBI is in the process of developing an interactive self-study computer-based
“survival” Arabic language training program that will target the specific language needs of SAs,
providing them with a strong foundation in language skills on which to build higher-level
proficiency. The FBI has also originated a self-study computer-based program both to teach
agents to Romanize Arabic names according to Intelligence Community (IC) standards and to
predict nonstandard Romanizations that may be encountered. In addition, the FBI has created
new listening and speaking exams that can test for dialect-specific Arabic ability, including
Egyptian, Palestinian (Levintine), Algerian, and Iraqi, and we are considering adding other
dialects. In the past, all SAs studying Arabic and those applying for SA positions were tested
only with exams that measured ability in the Modern Standard Arabic. These exams were not
always indicative of true useful speaking or comprehension ability.

The FBI’s recruitment and marketing strategies targeting Arab Americans for FBI
recruitment have greatly expanded to include the following initiatives:

. A strategy to expedite the testing of SA candidates possessing fluency in
Middle Eastern languages has been implemented and will continue
throughout FY 2007 and 2008. This strategy immediately identifies new
applicants possessing language fluency and expedites all FBI testing and
processing of these critically skilled language candidates.

. The FBI has dedicated staff who are solely responsible for the
development and implementation of targeted Middle Eastern recruitment
strategies. These strategies include building relationships (national and
regional outreach to both the public and private sector and to the academic
community); education (dispelling myths and misconceptions); direct
recruitment; candidate referrals, special career invitational events;
collegiate recruitment; high school information sessions and career days;
enhanced advertising and marketing; and the promotion of cultural
awareness.

. The National Recruitment Program has been restructured to ensure greater

accountability and targeted recruitment programs have been implemented
nationwide.
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A Middle Eastern Recruitment Task Force has been developed,
comprising respected member of Middle Eastern Professional
Organizations, a Middle Eastern Advertising Agency, and current Middle
Eastern FBI SAs. The Task Force held its first meeting on 11/13/06 and
will meet monthly throughout FY 2007 to develop targeted recruitment
strategies and to ensure these strategies are implemented with measurable
results. The Task Force will also develop plans to build relationships with
Middie Eastern communities and to provide appropriate training to FBI
personnel and recruiters in all 56 field offices.

The FBI is using the services of both Allied Media {(a Middle Eastern
Marketing Agency) and Bernard Hodes Advertising Agency to develop
and implement a robust marketing strategy targeting Middle Eastern
linguists for the SA position. This marketing campaign includes special
career invitational events and Internet and direct marketing strategies.

In 2006, the FBI developed the Middle Eastern Foreign Language Honors
Internship Program, a targeted internship program designed specifically
for students fluent in critical Middle Eastern languages. This program
creates an immediate pipeline of SA candidates fluent in Middle Eastern
languages.

Advertisements have been placed in various mediums, including Al
Manassah Weekly, Al Arab Weekly, Arab American Business, Copts.net,
Arab American News, Aramica, The Arab Voice, Al Hureya, Al Akhbar,
Al Nahar, Al Offok, Al Arabi, Detroit Chaldean Times, Arab World, Al
Nashra, The Beirut, The Foreign Affairs Journal, Language Magazine,
Arab American Business Journal, The Arab American Chaldean Council,
Al Sahafa newspaper, Dandana Arabic Television.

In partnership with numerous Middle Eastern organizations, the FBI
hosted "An Evening with the FBI - Career Invitational" on 10/25/06 at FBI
Headquarters (FBIHQ). The participating organizations invited selected
members of their communities who qualified and were interested in SA
positions to attend the event, and 80% of the attendees spoke a critical
foreign language.

The FBI continues to identify and participate in career and job fairs

throughout the country in an effort to reach Middle Easterners interested
in SA positions.
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Schumer 380  Earlier this year, the DOJ Inspector General reported that nearly 1 in
3 intelligence analyst positions at the FBI were not filled. The FBI was reportedly aiming to
hire 880 new intelligence analysts by the end of this year, yet Director Mueller’s testimony
prepared for his last appearance before the Senate Committee on the Judiciary stated that
the FBI hired only 370 analysts in FY 2006. How many intelligence analyst positions at the
FBI remain to be filled, and can you commit to a date by which all of these positions will be
filled?

ANSWER: The FBI has a funded staffing level of 2,579 [As (hollow work-year reductions are
not represented in this FSL total), with an onboard complement of 2,193 IAs. Currently, we
have 25 IA applicants who have completed the background investigation (BI) process and are
waiting to receive letters of appointment to the FBI. Additionally, 162 1A applicants are in the
BI process, and we expect that this number will yield approximately 80 new IAs, who will be
eligible for hire in FY 2007. We are continuing our efforts to recruit and hire top level
candidates to the FBI and are working to assess and develop workforce strategies to retain and
attract applicants to the specific job skills and backgrounds needed to fill our remaining
vacancies through a targeted recruitment approach.

Schumer 381  What percentage of intelligence analysts left FBI employment in FY
20067

ANSWER: In FY 2006, the overall attrition rate of FBI 1As was 9%, which includes individuals
who were removed, who retired, and who left the [A position but remained with the FBIL.
Excluding retirements and removals, the attrition rate for [As leaving the FBI was 4.3%.

Schumer 383  What specific steps, if any, are you and/or Director Mueller taking to
remedy the current situation and to ensure that top FBI officials have a basic
understanding of Islam and of Middle Eastern cultures?

ANSWER: It is important that all FBI investigators understand the dynamics that shape the
terrorist threat facing our country. The FBI has placed particular emphasis on understanding
Muslim culture and the Islamic religion and has also made it a priority to ensure that our work
force understands the bases of violent Islamic extremist ideologies. This dual effort is evidenced
by the counterterrorism and cultural training made available to our employees. This training
teaches us to interact better with Muslim communities and to build the trust critical to effective
community policing. Within the counterterrorism program, the provision to our counterterrorism
workforce of the correct tools and relevant knowledge is one of our highest priorities. The
current senior leaders in the FBI’s Counterterrorism Division (CTD) have acquired this
familiarity through their daily work, their past interactions with Muslim communities during
field assignments, and study in this area. These leaders are also knowledgeable regarding
terrorists’ operational methods and their criminal activities. Because management and leadership
qualities are as important as substantive expertise, it is also important that CTD managers come
to their jobs with lengthy and in-depth experience managing high-profile investigative and
intelligence efforts.
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Since 9/11, the FBI's counterterrorism program has grown quickly and is the FBI's top
investigative priority. This rapid growth has been fueled by a reallocation of our best
investigators, managers, and leaders to the counterterrorism mission. We have also refocused
our recruiting and hiring to attract individuals with skills critical to our counterterrorism and
intelligence missions. These new recruits have included hundreds of 1As, translators, and SAs.

Schumer 384  In April 2005, a DOJ Inspector General review of eight FBI field
offices, conducted over three days, found that three of these offices failed to review their
high-priority FISA interceptions within 24 hours.

Please state the FBI's current rule regarding how quickly FISA interceptions must be
reviewed.

ANSWER: FBI policy is to review within 24 hours those intercepts under the Foreign
Intelligence Surveillance Act (FISA) in the highest priority counterterrorism and
counterintelligence cases (those in which the subject potentially presents a direct threat of violent
terrorist activity).

Schumer 385  Please describe what is entailed by such a review of a FISA
interception.

ANSWER: A review is completed when the linguist or analyst determines whether a session
contains a threat to safety and/or security or contains actionable intelligence. If the reviewer
determines there is a threat or actionable intelligence contained in the session, this information is
immediately reported to parties that can act on the information.

Schumer 386  Please explain what specific steps, if any, you and/or Director Mueller
are taking to clarify the rule on reviewing FISA interceptions and to ensure that field
offices are abiding by this rule.

ANSWER: The FBI disseminated policy in 2004 and in 2006 reiterating the rule that a session

is not considered reviewed until the threat information/actionable intelligence or lack thereof has
been determined. This policy is reinforced through repeated FISA training.

Schumer 387  Asyou know, the United Kingdom has a domestic agency, known as
MIS, that is devoted to counter-intelligence and national security. Some have called for the
creation of a similar agency in the United States.

Do you think that creating an agency like MI5 would make our domestic counterterrorism
efforts more effective?

ANSWER: Please see our answer to Question 388, below.
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Schumer 388  What would be the costs and benefits of using an MIS model instead
of our current counterterrorism model?

ANSWER: The FBI believes there is no reason to separate the functions of law enforcement
and domestic intelligence, as would occur if the M1-5 model were adopted. On the contrary,
combining law enforcement and intelligence atfords us ready access to every weapon in the
government’s arsenal against terrorists, allowing us to make strategic and tactical choices
between the use of information for law enforcement purposes (arrest and incarceration) or
intelligence purposes (surveillance and source development).

The benefits of this approach have been clearly borne out. Since 9/11/01, the FBI has
identified, disrupted, and neutralized numerous terrorist threats and cells, and we have done so in
ways an intelligence-only agency like the United Kingdom’s MI-5 cannot.

Because of its personnel, tools, and assets, the FBI is uniquely suited for the
counterterrorism mission. These resources include:

. A worldwide network of highly trained and dedicated SAs;

. Intelligence tools to collect and analyze information on threats to national
security;

. Law enforcement tools to act against and neutralize those threats;

. Expertise in investigations and in the recruitment and cultivation of human

sources of information;

. Longstanding and improving relationships with those in state and local
law enforcement, who are the intelligence gatherers closest to the
information we seek from these communities; and

. Nearly a century of experience working within the bounds of the United
States Constitution.

For these reasons, the FBI believes the United States is better served by enhancing the
FBI’s dual capacity for law enforcement and intelligence gathering/analysis than by creating a
new and separate domestic intelligence agency, which would constitute a step backward in the
war on tetror, not a step forward.

Experience has taught the FBI that there are no neat dividing lines distinguishing
criminal, terrorist, and foreign intelligence activities. Criminal, terrorist, and foreign intelligence
organizations and activities are often interrelated or interdependent. FBI files contain numerous
examples of investigations in which information sharing between counterterrorism,
counterintelligence, and criminal intelligence efforts and investigations was essential to the FBI's
ability to protect the United States from terrorists, foreign intelligence activities, and criminal
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efforts. Some cases that begin as criminal cases become counterterrorism cases, and vice versa.
The FBI must sometimes initiate paralle} criminal and counterterrorism or counterintelligence
cases to maximize the FBI's ability to identify, investigate, and address threats to the United
States. The success of these cases is entirely dependent on the free flow of information between
the respective investigations, investigators, and analysts.

That said, the FBI is in the process of adopting some aspects of MI-5. One of the benefits
inherent in an intelligence organization like MI-5 is its ability to establish a “requirements”
process where current intelligence requirements are reviewed (whether they be terrorism,
international crime, cyber crime, etc.) and knowledge gaps are identified. The next step is to get
the intelligence collectors (in this case, FBI SAs from around the country) to fill in those gaps.
The FBI has adapted and is incorporating this kind of intelligence requirements process, not just
with respect to terrorism but for all programs. This process is invaluable in helping to better
prioritize FBI resources and to identify the gaps in understanding.

In arguing that a separate domestic intelligence agency should be created, Judge Posner
asserts that “the bureau’s conception of intelligence is of information that can be used to obtain a
criminal conviction.” We emphatically disagree with this assertion. In the nearly 5 years since
the attacks of 9/11/01, the FBI has evolved from a law enforcement agency focused on
investigating crimes after the fact into an intelligence and law enforcement organization focused
largely on preventing terrorist attacks. We have entered an era of unprecedented information
sharing among the law enforcement and intelligence communities and we are continuing to build
on our success in strengthening our intelligence capabilities.

The most recent step in the FBI's evolution is the establishment of its National Security
Branch (NSB), which combines the capabilities, resources, and missions of the CTD, the
Counterintelligence Division, and the Directorate of Intelligence (DI) under one leadership
umbrella. The NSB will build on the FBI's strengths, ensure the integration of national security
intelligence and investigations, promote the development of a national security workforce, and
facilitate a new level of coordination with others in the IC.

Three major assessments of the FBI's intelligence capabilities have agreed that the FBI
should retain its domestic intelligence responsibilities: the report of the National Commission on
Terrorist Attacks Upon the United States (9/11 Commission), the assessment by the National
Academy of Public Administration (NAPA) of the FBI's evolving emphasis on intelligence
functions, and the report of The Commission on the Intelligence Capabilities of the United States
Regarding Weapons of Mass Destruction (WMD Commission). In its March 2005 report,
“Transforming the FBI: Progress and Challenges,” the NAPA Panel on FBI Reorganization
wrote: “This Panel, like the 9/11 Commission, is convinced that the FBI is making substantial
progress in transforming itself into a strong domestic intelligence entity, and has the will and
many of the competencies required to accomplish it. That Panel recommended that the FBI
continue to be the key domestic intelligence agency responsible for such national security
concerns as terrorism, counterintelligence, cyber, and transnational criminal activity."
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The WMD Commission also examined the FBI’s intelligence program and concluded in
March 20035 that it had been significantly improved since 9/11/01. The commission rejected the
need for a separate agency devoted to internal security without any law enforcement powers,
recognizing that the FBI’s hybrid intelligence and investigative nature is one of its greatest
strengths and emphasizing the importance of the ongoing effort to integrate intelligence and
investigative operations. At the same time, the commission noted that the FBI’s structure did not
sufficiently ensure that intelligence activities were coordinated with the rest of the IC.
Accordingly, the commission recommended the creation of a “National Security Service.” In
response to the President’s directive endorsing that recommendation, the FBI created the NSB.

Schumer 389 I have previously questioned Department of Justice personnel about
reports of FBI personnel’s non-compliance with the Attorney General’s guidelines on to
confidential informants. To address these concerns, Director Mueller pledged that new
training would be implemented as a part of the Confidential Human Source Re-engineering
Project by the fall 2006. Has that training been implemented? If not, please explain why
and provide a deadline for when it will be implemented.

ANSWER: The formal training regarding the Confidential Human Source Re-engineering
Project has not yet been implemented. For the past two years, the DI Human Source Re-
engineering Team has worked to revise and simplify policies and processes associated with the
management of confidential human sources. The principal results of this effort are the December
2006 AG Guidelines, consolidated FBI policy, and the Validation Standards Manual that flows
from the AG Guidelines and the validation standards of the Office of the Director of National
Intelligence. These extensively cross-referenced documents have been developed to standardize
processes and ensure agency-wide compliance in terms of source management, operation,
administration, and validation. Although we originally anticipated beginning training in the fall
of 2006, we had to revise our training schedule because much of our time was devoted to
revising the draft AG Guidelines. Only after the revised those Guidelines were signed in mid-
December 2006 could detailed planning for the required training program begin. We plan to
deliver this training beginning in April 2007.

The training phase of the DI’s Re-engineering Project is being addressed by the Policy
Implementation Team, which is composed of representatives from the FBI’s Training and
Development Division and DI, as well as contractors from the MITRE Corporation. The core
team is augmented by an attorney from the FBI’s OGC, an IA from the Criminal Investigations
Branch, a member of the NSB’s Communications Unit, and confidential file room personnel
from the Washington Field Office. This team works in close coordination with a team
representing the information technology system (Delta) that is being designed in order to ensure
consistency between the information technology piece and the policy implementation piece and
to facilitate the administration of the re-engineered source management processes.

The implementation plan includes Bureau-wide training for all employees (FBIHQ and
the field) who are involved in human source matters. Most immediately, this plan proposes an
initial three-day train-the-trainer conference on 4/15-27/07 (two consecutive sessions) for all
Human Sources Coordinators and other confidential file room personnel. FBIHQ entities with a

76



144

role in Human Intelligence (HUMINT) will also be required to attend one of these sessions. The
training is designed to be very interactive, consisting of an overview of the Human Source Re-
engineering Project, presentations on the new and old AG Guidelines, a detailed presentation on
the new validation standards policy and manual, inspection implications, and integrated case
scenarios.

The newly trained trainers will be responsible for training personnel in their respective
field offices and others who work with HUMINT (such as Special Agents in Charge (SACs),
Assistant SACs, Chief Division Counsel, and 1As) will receive revised blocks of instruction
during management and program conferences. The New Agents Training curriculum is also
being revised to accommodate training in this regard.

Schumer 396 In Director Mueller’s written responses to questions I submitted
following his appearance at a May 2006 oversight hearing, he stated that it was too early to
determine the value of the FBI’s new wlnsight software toel to improve tracking of project
costs. Is the winsight program now fully functional?

ANSWER: Yes. The winsight software suite used by the FBI's Sentinel Program became fully
operational in October 2006. Since then, winsight has been available to multiple Sentinel
managers to access data and analyze Sentinel's Earned Value Management (EVM) performance
through the FBI's unclassified intranet.

Schumer 391  Hyes, please state whether the wlnsight tool is meeting the FBI’s
expectations and requirements for project cost tracking.

ANSWER: Please sce our answer to Question 392, below.

Schumer 392 Ifitis not yet fully functional, when do you expect that it will be
sufficiently implemented to determine whether the Inspector General’s concerns have been
resolved?

ANSWER: The winsight tool is meeting the FBI's expectations. The Sentinel EVM System
includes winsight as a primary EVM data collection and performance analysis tool. The Sentinel
EVM system has proven to be an excellent means of capturing accrued costs and the value of
work accomplished, months before they appear in an invoice from Lockheed Martin. This gives
the FBI an early view into work accomplished versus work planned in terms of value associated
with that work.

EVM data is briefed to the FBI Director weekly and to the DOJ's Department Investment
Review Board monthly. EVM data is also provided at least quarterly to the eight Congressional
committees and/or Subcommittees that have Sentinel oversight. In addition, as it becomes
available, EVM data is provided to GAO auditors, DOJ's OIG, and DOJ EVM auditors.
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Schumer 396  What future changes, if any, do you intend to make to respond to
concerns about politicization of the hiring process?

ANSWER: We do not intend to make any future changes in response to concerns about
politicization. However, we have included a large number of career employees to participate in
the Honors Program hiring process.
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QUESTIONS FROM SENATOR DURBIN

Durbin 397  Iam concerned about the Justice Department’s commitment to
enforcing our nation’s civil rights laws. I was pleased that the President signed Congress’s
re-authorization of the Voting Rights Act last summer, but it is one thing to have civil
rights laws on the books and another thing to enforce them. In six years, the Bush
Administration has filed only one lawsuit on behalf of African Americans. Last week, the
Justice Department went to trial to enforce the Voting Rights Act on behalf of white voters.
The 1965 Voting Rights Act has never been used to vindicate Caucasian voting rights, until
now. Where is this bastion of discrimination against white voters? In Noxubee County,
Mississippi, a county with a long history of discrimination against African Americans. As a
prominent black Republican lawyer recently told the Washington Post: “Majority rule
came to South Africa before it came to Noxubee County.”

The Justice Department has alse used the Voting Rights Act to approve state photo ID
laws that have an adverse impact against minority voters, the poor, and the elderly. Such
laws constitute a “poll tax™ according to a federal judge in Georgia. It has been reported in
the Washington Post that decisions in these and other voting rights cases have been
influenced by a cadre of political appointees in the Justice Department with partisan
Republican backgrounds who, in several instances, have overruled the recommendations of
career attorneys. At your nomination hearing in 2005, you testified that you would give
“special emphasis” to the protection of voting rights. Mr. Attorney General, what efforts
have you made, if any, te try and take politics out of the Justice Department when it comes
to enforcing our veting rights laws?

ANSWER: The Department is committed to the vigorous and even-handed enforcement of the
Voting Rights Act on behalf of all Americans and has brought lawsuits on behalf of African-
American voters, Hispanic-American voters, Asian-American voters, Native-American voters,
and white voters. This Administration also has brought the first lawsuits in history to protect the
voting rights of citizens of Vietnamese, Filipino, and Haitian heritage. As the Jackson,
Mississippi, Clarion-Ledger editorialized on January 31, 2007, “Discrimination is discrimination
—and it's wrong in whatever color it comes. That's the law.”

Our record of even-handedly enforcing federal law best demonstrates that the Civil
Rights Division (“Division™) makes litigation decisions that do not turn on partisan
considerations. Career staff continues to be involved in the recommendation and decision-
making process of every enforcement action brought by the Division under the Voting Rights
Act, including the review of every Section 5 submission. Voting Section (and other Civil Rights
Division) attorneys are in fact required to prepare detailed memoranda in enforcement actions,
including Section 5 preclearance decisions, setting forth the facts and law on each proposed
matter. Every legal analysis, including recommendations under Section 5, must be balanced and
include all relevant information. The Voting Section Chief ~ a 30 year veteran career attorney —
expects and encourages thoughtful deliberation and recommendations from Section staff, and
this career official has decisional responsibility for many matters. When the decisions come to
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the Assistant Attorney General for the Civil Rights Division, he also welcomes opposing views
and is available for responsible, productive discussion.

During the period between the 2004 and 2006 general elections, the Department filed far
more actions to protect voters against discrimination at the polls than in any time in its history.
These lawsuits included key cases to: (1) protect the rights of minority voters against race-based
challenges to the eligibility of minority voters; (2) ensure appropriate treatment of minority
voters; (3) prevent improperly influencing, coercing, or ignoring the ballot choices of minority
voters; (4) ensure that voters, including minority voters, are provided with provisional ballots;
(5) ensure that voters, including minority voters, are provided the assistance in voting that they
are legally entitled to receive; (6) ensure that minority language voters are provided the bilingual
assistance in voting that they need and are legally entitled to receive; and (7) ensure that
localities provide voters, including minority voters, with the information Congress determined
necessary in all polling places, including the posting of information on voters’ rights. See, e.g.,
United States v. Long County; United States v. City of Boston; United States v. Hale County, TX;
United States v. Brazos County, TX; United States v. City of Springfield, MA; United States v.
Westchester County, NY; United States v. City of Azusa, CA; United States v. City of Paramount,
CA; United States v. City of Rosemead, CA; United States v. Ector County, TX; United States v.
Cochise County, AZ;, United States v. San Benito County, CA. These cases accelerated
enforcement of the rights of voters to participate free from barriers at the polls during the 2002-
2004 period.

The 18 new lawsuits we filed in CY 2006 is more than twice the average number of
lawsuits filed by the Division annually over the preceding 30 years. During CY 2006, the
Division’s Voting Section continued to aggressively enforce all provisions of the Voting Rights
Act, filing nine lawsuits to enforce various provisions of the Act. These cases included a lawsuit
under Section 2 against Long County, Georgia, for improper challenges to Hispanic voters,
including at least three United States citizens on active duty with the United States Army, based
entirely on their perceived race and ethnicity, and challenges to election systems that
discriminate against African American voters in Euclid, Ohio, and Hispanic citizens of Port
Chester, New York. We also recently won a major Section 2 lawsuit against Osceola County,
Florida, overturning that county’s discriminatory at-large election system. The Civil Rights
Division also currently is defending the constitutionality of the VRARA.

In FY 2006, the Voting Section processed the largest number of Section 5 submissions in
its history, and interposed important objections to protect minority voters in Texas and Georgia.
With over 7,100 submissions, the Division handled roughly 40 percent more submissions in FY
2006 than in a normal year. The Voting Section also brought the first Section 5 enforcement
action since 1998. And the Voting Section has begun a major enhancement of the Section 5
review process; soon jurisdictions will be able to submit voting changes online, making the
process easier, more efficient, and more cost-effective for covered jurisdictions and for the
Department.

Our commitment to enforcing the language minority requirements of the Voting Rights

Act, reauthorized by Congress this summer, remains strong. We filed five such lawsuits in 2006,
which was only one short of the all-time record set in 2005.
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The Division also had a record-breaking year with regard to enforcement of Section 208
of the Voting Rights Act. In FY 2006, the Division’s Voting Section obtained 37.5%, or three
out of eight, of the judgments ever obtained under Section 208 in its twenty-four year history.

In CY 2006 the Voting Section filed the largest number of cases under UOCAVA in any
year since 1992. We filed successful UOCAVA suits in Alabama, Connecticut, and North
Carolina. In addition, we reached a voluntary legislative solution without the need for litigation
in South Carolina and worked with some additional states and localities to forestall or mitigate
late ballot transmissions.

In CY 2006, the Voting Section also filed the largest number of suits under the National
Voter Registration Act since immediately following the passage of the Act in 1995. We filed
and successfully resolved lawsuits in Indiana, Maine, and New Jersey and are litigating a fourth
suit filed in Missouri.

As of January 1, 2006, virtually all of HAVA’s requirements became fully enforceable.
In advance of this first year of nationwide implementation of the database and accessible voting
machine requirements of HAVA and into this year, the Division worked hard to help states
achieve timely voluntary compliance. Where that did not appear possible, the Division brought
enforcement actions, filing five lawsuits under HAVA in 2006. Four suits were filed against
states for failure to complete the database requirements of HAVA; two of those suits also were
for violations of the accessible voting requirements. In addition, one suit was filed against a
locality for its failure to meet the Election Day informational posting requirements of HAVA.
We also successfully defended three additional lawsuits challenging the congressional mandates
of HAVA. In addition, in Pennsylvania, where a state court had enjoined compliance with
HAVA, our formal notice to the state of our intended lawsuit assisted state officials in
overturning an erroneous lower court decision, so that we did not ultimately need to file to
ensure compliance in Pennsylvania.

During CY 2006, the Division also deployed a record number of monitors and observers
to jurisdictions across the country for a mid-term election. On November 7, 2006, more than 800
federal personnel monitored the polls in 69 political subdivisions in 22 states. In CY 2006, we
sent over 1,500 federal personnel to monitor elections, double the number sent in CY 2000, a
presidential election year.

With regard to the preclearance of the Georgia identification law, in August 20035, the
Department precleared a Georgia voter identification law, which itself amended an existing voter
identification statute that had been precleared by the prior Administration. This preclearance
decision followed a careful analysis that lasted several months and considered all of the relevant
factors, including the most recent data available from the State of Georgia on the issuance of
state photo identification and driver’s license cards and the views of minority legislators in
Georgia (as well other current and former minority elected officials). The data showed, among
other things, that the number of people in Georgia who already possessed a valid photo
identification greatly exceeded the total number of registered voters, and that there was no racial
disparity in access to the identification cards. The state subsequently adopted, and the
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Department precleared in April 2006, a new form of voter identification that would be available
to voters for free at one or more locations in each of the 159 Georgia counties.

In Common Cause/Georgia v. Billups, the district court did not conclude that the
identification requirement violated the Voting Rights Act. To the contrary, the court refused to
issue a preliminary injunction on that ground. The court instead issued a preliminary injunction
on constitutional grounds that the Department cannot lawfully consider in conducting a
preclearance review under Section S of the Voting Rights Act. Accordingly, the court’s
preliminary ruling, in a matter that is still being actively litigated, does not call into question the
Department’s preclearance decision. In addition, the state court decision blocking Georgia’s
implementation of the identification requirement was issued on state constitutional grounds, and,
therefore, also did not call into question the Department’s preclearance decision.

Durbin 398  What assurance can you make to African Americans that the Justice
Department will do a better job of enforcing their voting rights?

ANSWER: The Department is committed to the vigorous and even-handed enforcement of the
Voting Rights Act on behalf of all Americans, including African Americans. In this
Administration, the Voting Section of the Civil Rights Division has filed cases on behalf of
African-American voters in many jurisdictions, including: United States v. Crockett County
(W.D. Tenn.); United States v. Euclid (N.D. Ohio); United States v. Miami-Dade County (S.D.
Fla.); and United States v. North Harris Montgomery Community College District (8.D. Tex.),
which also involved protecting the rights of Hispanic citizens. We also successfully litigated
United States v. Charleston County, South Carolina (D.S.C.) and successfully defended that
victory through appeal to the U.S. Supreme Court.

The Department continues to seek out and prosecute cases on behalf of African-American
citizens. The Voting Section continues to actively identify at-large and other election systems
that violate the Voting Rights Act. Where we find such systems and where the facts support a
claim, we do not hesitate to bring lawsuits. We are interested in allegations of possible Voting
Rights violations from all sources and have solicited such information widely. The Department,
of course, vigorously enforces all of the provisions of the Voting Rights Act. During FY 2006,
the Voting Section filed 17 new lawsuits, which is double the average number of lawsuits filed in
the preceding 30 years. In FY 2006, the Voting Section also processed the largest number of
Section 5 submissions in its history and interposed important objections to protect minority
voters in Texas and Georgia. During this Administration, moreover, we have filed
approximately 60 percent of all cases ever filed under the minority language provisions of the
Voting Rights Act, as well as approximately 75 percent of all cases ever filed under Section 208.
We also have used Section 2 of the Voting Rights Act to challenge barriers to participation, as in
United States v. Long County (S.D. Ga.) and United States v. City of Boston (D. Mass.). We
have filed the first voting rights case in the Division’s history on behalf of Haitian Americans;
the first voting rights case in the Division’s history on behalf of Filipino Americans; and the first
voting rights cases in the Division’s history on behalf of Vietnamese Americans. We will
continue vigorously to protect all Americans from unlawful discrimination in voting.
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Durbin 399  Last summer, an article in the Boston Globe entitled “Civil rights
hiring shifted in Bush era” raised troubling questions about the hiring practices of the
Justice Department’s Civil Rights Division. The article said:

“For decades, [career attorney hiring] committees had screened thousands of resumes,
interviewed candidates, and made recommendations that were only rarely rejected. Now,
hiring is closely overseen by Bush administration political appointees to Justice, effectively
turning hundreds of career jobs into politically appointed positions.”

The Boston Globe article reported that 26% of the lawyers hired into key sections of the
Civil Rights Division since 2003 are members of the Federalist Seciety, and 17% are
members of the Republican National Lawyers Association. The article also indicated that
only 42% of lawyers hired into the Civil Rights Division since 2003 had any civil rights
experience, while 77% hired in 2001 and 2002 had such experience. And of the 42% who
had civil rights experience, half of those attorneys gained that experience by defending
allegations of discrimination or fighting affirmative action. Mr. Gonzales, are you
concerned about the politicization of the Civil Rights Division hiring process? Please
explain.

ANSWER: We respectfully disagree with many of the assertions made in the Boston Globe
article. It is also unclear what methodology the Globe employed in reaching its conclusions.
There is no political litmus test used in deciding to hire attorneys in the Civil Rights Division.
The Civil Rights Division, like every other component of the Department of Justice, is charged
with enforcing the laws passed by Congress. As such, we seek to hire outstanding attorneys with
demonstrated legal skills and abilities. The Department considers attorneys from a wide variety
of educational backgrounds, professional experiences, and demonstrated qualities. Attorneys
from an extremely wide variety of backgrounds and experiences have been hired to work in the
Division under this Administration. For example, the Division has hired not only attorneys with
significant prior civil rights experience, but also attorneys with other crucial skills, such as a
significant record of actual litigation or management experience. In addition, veteran career
attorneys continue to make hiring recommendations throughout the Department and within the
Civil Rights Division.

The Globe article, among other things, incorrectly suggests that a central hiring
committee of career employees within the Civil Rights Division made all hiring decisions during
previous Administrations; obtained limited information regarding attorneys hired in only three of
the ten litigating sections in the Division; and did not obtain resumes of attorneys hired during
previous Administrations in order to make an objective comparison. Most significantly, the
Globe article was not based on any personal interviews of these attorneys to measure their
interest in, and dedication to, enforcing the nation’s civil rights laws.

The talented and accomplished individuals hired in the Civil Rights Division have a

profound commitment to public service and law enforcement. Generalizations are often
inaccurate and unhelpful in defining an individual. No attorney is hired based solely on his or
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her resume, but rather after a profoundly more comprehensive review, including detailed
personal interviews.

The Boston Globe article ignores salient facts pertaining to the Division’s hiring record
during this Administration. For example, all five individuals hired as career section chiefs
during this Administration had previously served as career attorneys in the Division. These five
chiefs have an average of approximately 17 years of experience in the Division, and also had a
wide variety of work experiences, including working in the Clinton White House, with the
American Civil Liberties Union, and as Special Assistant to Acting Assistant Attorney General
Bill Lann Lee. In sum, there is no political litmus test used in deciding to hire attorneys in the
Civil Rights Division.

Durbin 400  What steps have you taken, if any, to take politics out of the hiring of
career attorneys in the Civil Rights Division?

ANSWER: Please see our response to question 399, above.

Durbin 401 "The Justice Department has taken some troubling positions in civil
rights cases that have come before the U.S. Supreme Court. In two recent cases, your
department filed briefs endorsing a very restrictive view of Title VI, the nation’s primary
employment discrimination law. In the area of education, you have supported positions
that would turn Brown v. Board of Education on its head. In the University of Michigan
cases, the Supreme Court rejected your attempt to stop affirmative action on our college
campuses.

And in two cases that are pending before the Supreme Court this year, the Justice
Department filed amicus briefs on behalf of white parents in opposition to voluntary school
integration programs. The Justice Department briefs argue that the Seattle and Louisville
public school districts should not be permitted to use race as a factor in attempting to
achieve a degree of racial diversity in their schools. If the Justice Department prevails, it
would likely result in the re-segregation of America’s high schools and elementary schools.

Mr. Gonzales, why did the Bush Administration file amicus briefs in the Seattle and
Louisville cases? Why did you feel it was in the United States Government’s interest to tell
loeal school districts that they could not try and integrate their schools?

ANSWER: The Department’s position was set forth clearly in the briefs that we filed in these
cases, including our statement of interest. A copy of these briefs can be found at:
http://www.usdoj.gov/osg/briefs/2006/3mer/ 1 ami/2003-0908.mer.ami.htm! (Seattle) and
http:/iwww.usdoi.gov/osa/briefs/2006/3mer/1ami/2005-0913.mer.ami.html (Louisville).
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Durbin 402  When you were debating internally what position to take in the
Seattle and Louisville cases, what position did you personally advocate? Do you agree with
the pesition taken by the Bush Administration in these cases?

ANSWER: Disclosure of the requested information would violate the Department’s long-

standing policy against revealing internal deliberations.

Durbin 403  In your briefs to the Supreme Court in the Seattle and Louisville
cases, you argued that the use of race to try and achieve integrated schools is just as
invidious as old-fashioned racial discrimination and segregation. Do you truly hold that
belief?

ANSWER: The Attorney General supports the position set forth in the briefs.
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QUESTIONS FROM SENATOR GRASSLEY

Grassley 404  Iam a strong supporter of the False Claims Act, the law under which
whistieblowers can sue those who have defrauded the federal government by filing false
claims. These whistleblowers are key to uncovering waste, frand, and abuse in the
government and returning money to its rightful place, saving the American taxpayer
millions of dollars. Your department reported that $18 billion has been recovered under
my whistleblower amendments to the FCA in the 20 years since they were passed. In fact,
$3.1 billion was recovered in FY06 under the FCA, nearly a billion dollars more than any
other previous year’s recovery. Can you tell us what the Department has been doing to
increase these recoveries? Can you also tell us what kind of return that is on what is
invested in these investigations? How much is being recovered for every dollar spent?

ANSWER: The Department has always taken an aggressive approach in fighting fraud, waste,
and abuse, and whistleblowers have certainly been a significant part of that fight. As you know,
settlements and judgments under the False Claims Act have grown exponentially in the years
since Congress amended the statute in 1986, significantly enhancing the qui tam provisions
under the Act. Of the $18 billion recovered since 1986, $12 billion has been recovered in the last
seven years. Since fiscal year 2000, the Department has recovered an average of $1.7 billion a
year, with a record $3.1 million in fiscal year 2006. It is difficult to pinpoint our return on
investment, but it is certainly good. False Claims Act litigation is handled jointly between Civil
Division attorneys and U.S. Attorneys’ Offices, along with the intensive etforts of agency
lawyers, investigators, auditors, and others essential to the Department’s success, each with its
separate budget. It would be misleading to single out the Department’s costs alone to measure
return, but there can be no question that the return is high.

Regarding the Department’s efforts, we have endeavored to form good relationships with
whistleblowers who have brought claims of fraud against the Government supported by
substantial evidence. Even when those claims are based on a mere suspicion, we work tirelessly
to investigate each claim thoroughly before deciding whether to intervene or decline. We have
also formed teams or task forces to handle similar claims brought in an array of cases against an
industry, such as the pharmaceutical cases and the Iragi procurement cases. This team approach
establishes a reservoir of expertise and fosters cross-pollination of ideas. But, above all, we hire
the best lawyers available, who are dedicated to protecting the public and whose goal in every
case is to obtain the best resolution possible in the interests of justice and the United States.

Grassley 405  Is there something more we can do here in Congress to enable you to
continue or increase these investigations and recoveries?

ANSWER: First, keep the False Claims Act strong. The False Claims Act remains one of our
most effective tools in fighting fraud, both as a means of recovering funds paid as a result of
fraud and as a deterrent to those who would commit fraud. From time to time, various groups
have proposed amendments that would weaken the False Claims Act and make enforcement of
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its provisions more difficult. We will remain vigilant in our review of such proposals and trust
that we can work with Congress in keeping the False Claims Act strong.

Second, we urge Congress to pass the President’s budget which includes increased
funding for our enforcement efforts. With increased spending in health care, defense, homeland
security, and disaster relief, it is now more critical than ever that our enforcement resources keep
pace in order to address fraud adequately in those areas.

Grassley 406  Are there other things Congress has considered doing, such as a
limitation on extensions of the 60-day seal in gui tam cases, which would hamper your
ability to fully investigate and prosecuie the cases?

ANSWER: We are unaware of any proposals currently being considered by Congress that
would hamper our ability to fully investigate and prosecute cases, although limiting extensions of
the seal to investigate what are often complex fraud allegations with criminal implications
certainly would pose obstacles. We would also be wary of the establishment of reporting or
other requirements which would affect the manner in which False Claims Act matters were
required to be settled.

Grassley 407  During your confirmation hearings to be Attorney General in 2005,
the number of cases, brought to it by whistleblowers, the Department was joining was
between 17 — 25%. You explained in your answers to my written questions that in FY03, it
was 18%, and 25% in FY04.

Can you tell me what percentage of these cases DOJ has joined in FY05 and FY06?

ANSWER: In FY05, the Department intervened in 24.8% of gui tam cases, and in FY06,
24.2%.

Grassley 408  Of the cases that were declined by the Government, how many
produced significant recoveries? What were the dollar amounts recovered in those cases?

ANSWER: In FY05-06, the United States recovered $42.6 million in declined cases (as
compared to over $2.5 billion in intervened or otherwise pursued cases). Recoveries ranged
from $2,000 to $9.6 million, with the majority being well under $1 million. Settlements
exceeded $1 million in only seven qui tam cases in which the Government declined to intervene.
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Grassley 409  Also during your confirmation hearings, you promised to increase the
Department’s commitment to qui tam cases and the whistleblowers who aid in those
investigations. This commitment includes interpretation of the laws that foster qui tam,
filing briefs in support of these interpretations, increased interaction with relators and
their attorneys, and improved publication of successful recoveries. Can you tell me how
your Department has improved in these areas in the nearly two years you’ve been at its
helm?

ANSWER: Our commitment to qui tam cases is first and foremost demonstrated by the $368
million in settlement and judgment proceeds awarded to relators in FY05-06, and also in the
overwhelming success we have in such suits. Even in qui fam cases the Department declines, the
Department continues to give support to relators in the form of amicus briefs to assist courts in
interpreting the False Claims Act. The Department has spent extensive time monitoring qui tam
cases pursued by relators and filing amicus briefs supporting the legal positions advanced by the
relators in such cases. During the past year alone, the Department filed several dozen amicus
briefs in the district and appellate courts (where we often also appeared at oral argument) arguing
that cases pursued by relators were improperly dismissed due to erroneous interpretations of the
False Claims Act, including whether and to what extent the Act contains a presentment
requirement, the test for determining when a false statement or misrepresentation is material, and
the proper standard for assessing damages. In addition, in United States ex rel. Stone v. Rockwell
International Corp., a case in which the United States intervened, the Department filed an
amicus brief in the Supreme Court and appeared at oral argument defending the relator’s right to
receive a share of the Government’s recovery. In that case, the defendant challenged the
relator’s right to proceed on the ground that there had been a prior public disclosure of the
relator’s allegations and the relator did not qualify as the original source of those allegations. In
its amicus brief, the Government argued that the relator did qualify as an original source and
urged the Supreme Court to uphold the Tenth Circuit’s ruling that the relator was a proper relator
under the False Claims Act.

We also continue to foster relations with relators and their counsel in other ways as well.
For example, we recently amended our agreement that we typically enter into with relators and
their counsel regarding information sharing. We made these changes specifically to address
concerns by the relator bar.

We also participate in TAF’s annual conference on qui fam litigation. As you know,
TAF (Taxpayers Against Fraud) is a private, non-profit organization dedicated to promoting and
facilitating qui tam litigation for whistleblowers and their counsel. We provide our more senior
staff as speakers to this conference and send our more junior attorneys as participants.

Regarding publication of successful recoveries, as a matter of policy, we issue press
releases in virtually all significant settlements. In qui tam cases, we are careful to attribute the
source of the claims to the gui ram relator and to identify the relator award, if known at the time
of settlement. In our year-end press release, we again identify our most significant recoveries
and the awards made to the relators in those cases. In addition to touting the Department’s
successes, we regard this press release as a means of promoting the importance of qui tam
litigation and the partnership we have with the whistleblowers who file these cases.
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Grassley 410 As you know, the President signed into law a bill many of us here on
Committee worked hard on, the Adam Walsh Child Protection and Safety Act, on July 27
of last year. Can you tell us how this bill has helped in your efforts to prosecute child sex

offenders so far?

ANSWER: The Department of Justice was pleased to work with you on the Adam Walsh Act.
While the Act is still relatively new, it has helped us in the following ways:

First, new 18 U.S.C. § 3509(m) is helping prosecutors keep contraband — images of child
pornography — in the care, custody, and control of either the government or the court during the
pendency of criminal proceedings. While defendants are currently challenging this new statute,
we are cautiously optimistic that ultimately the courts will recognize that just as any other item
of contraband, images of child pornography should property remain in the custody of the
government or the court.

Second, new 18 U.S.C. § 4248 provides us an important new tool to protect society from
sexually dangerous persons by providing for civil commitment of these persons. As of March 2,
2007, the Bureau of Prisons had certified 26 sexually dangerous persons. While this statute has
also been challenged, we are aware that one district court has rejected that challenge, finding it
constitutional facially as well as applied. We look forward to continuing to use this new
authority.

Third, the amendment to 18 U.S.C. § 3142 providing for electronic monitoring as a
mandatory condition of pre-trial release for specified sex offenses involving minors is an
additional means to protect society in those cases where courts find pre-trial release is
appropriate. This amendment has also been challenged, with conflicting results so far in the
conrts. We are hopeful, however, that ultimately the courts will find that this amendment is
constitutional.

Fourth, new 18 U.S.C. § 2250 establishes a new federal offense for failure to register as a
sex offender. The United States Marshals Service has been engaged, in coordination with the
Federal Bureau of Investigation and the National Center for Missing & Exploited Children, in
efforts to identify and locate unregistered sex offenders. We are aware of two defense challenges
to indictments under the new statute, both of which have been rejected by the courts. In one of
these cases, the defendant has already pled guilty. We anticipate additional cases as the
Marshals Service has, as of February 20, 2007, arrested 33 fugitives in investigations of Section
2250 violations since the enactment of the statute.

Fifth, the creation of the SMART Office within the Department of Justice’s Office of
Justice Programs has enabled us to provide guidance to states and other jurisdictions concerning
their sex offender registration and notification programs, and to provide guidance to state
legislators regarding updating of current applicable legislation. The SMART office is actively
engaged in training front line state and federal law enforcement professionals, state prosecutors
and other relevant parties regarding SORNA requirements. The SMART office is looking
forward to the publication of guidelines that will assist jurisdictions in the implementation of the
Adam Walsh Act.
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Grassley 413 Attorney General Gonzales, you probably know that I’ve been
concerned about concentration in agriculture for quite some time. Just this past
September, I wrote a letter to the Antitrust Division expressing my serious reservations
with the proposed merger between Smithfield Foods and Premium Standard Farms. P'm
concerned about reduced market opportunities, possible anti-competitive and predatory
business practices, and increasing agribusiness consolidation. For example, in the pork
industry, expanded packer ownership of hogs, exclusive contracting and captive supply are
adversely impacting the ability of small independent producers and family farmers to
compete in the marketplace. I’'m concerned about fewer competitors, vertical integration,
as well as less choice for consumers. So I wasn’t particularly happy when a January 8, 2007
Legal Times article questioning the Antitrust Division’s merger enforcement record was
brought to my attention. I’d like some assurances that the Justice Department is doing all
it can to enforce the antitrust laws, by challenging problematic deals, as well as being
aggressive in going after anti-competitive business practices. How do you respond to the
allegations that the Justice Department’s Antitrust Division is not challenging anti-
competitive mergers?

ANSWER: The Department has a strong commitment to effective merger enforcement. In the
last year, the Antitrust Division has achieved tangible results in improving its ability to identify
and investigate thoroughly mergers that threaten harm to competition, and to block such mergers
when appropriate. In its 2006 fiscal year, the Antitrust Division filed ten merger enforcement
actions in federal district court, and in response to Division investigations, an additional six
transactions were restructured by the merging parties in a manner that preserves competition
without the Department needing to go to court. This represents the highest level of merger
enforcement activity in the last five years. Consequently, we disagree with the allegations
referenced in the question.

Grassley 414 What is the status of the Justice Department’s review of the
Smithfield Foods/Preminm Standard Farms merger?

ANSWER: The Department is reviewing the proposed Smithfield Foods/Premium Standard
Farms merger to determine whether it would likely harm competition in any affected market.
While we cannot comment in detail on an ongoing investigation, it can be noted that the parties
to this merger have publicly disclosed that they have received “second requests” for information
from the Antitrust Division. The Antitrust Division is conducting a thorough analysis of the
proposed merger. If it determines that the proposed merger would substantially lessen
competition in any affected market, we will take appropriate enforcement action to prevent such
harm.
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Grassley 415  How is the Justice Department going to be pro-active in its efforts to
police anti-competitive activity in the agriculture industry?

ANSWER: The Department takes concerns expressed by agricultural producers about
competitive problems very setiously, and accordingly, the Department has been actively
involved to protect competition in the agricultural sector with aggressive antitrust enforcement.
Two of the Antitrust Division’s litigating sections usually handle matters involving agriculture,
including mergers and conduct aimed at exercising market power, and over many years of
activity in the field, these sections maintain expertise specific to many agricultural industries.
They are on the lookout for anticompetitive practices in the agricultural sector of our economy.
In addition, the Antitrust Division’s Special Counsel for Agriculture, who engages in special
outreach and contact with producers and the agriculture community, works with the litigating
sections to evaluate and, if appropriate, investigate complaints they learn about from that
community and other sources. Finally, the Department has a longstanding practice of consulting
with and sharing information and expertise with the Department of Agriculture.

Grassley 416 Will the Justice Department work with the U.S. Department of
Agriculture to address concerns that are raised by family farmers and independent
producers about possible anti-competitive and abusive business practices?

ANSWER: We are committed to preventing anticompetitive mergers or conduct from harming
the agricultural marketplace, and when the facts warrant it, we take appropriate enforcement
action. We have had a longstanding practice of consulting and sharing expertise with the
Department of Agriculture, as memorialized in the 1999 “Memorandum of Understanding
between the Antitrust Division, Department of Justice and the Federal Trade Commission and
the Department of Agriculture Relative to Cooperation with respect to Monitoring Competitive
Conditions in the Agricultural Marketplace.” Pursuant to the Memorandum of Understanding,
for many years the Department has consulted with the Department of Agriculture when
appropriate regarding a number of mergers or business practices to get their views on how
agricultural producers stand to be affected by the merger or practice in question, and to take
advantage of USDA’s knowledge and expertise in our efforts to understand the workings of often
complex agricultural markets. In addition to cooperation on specific investigations, upper
management of the Antitrust Division and the USDA meet intermittently to share information on
agricultural issues that affect competition under our respective missions. Moreover, we have
held several antitrust training sessions for USDA employees, including having an economist
from USDA work on detail for several months at the Antitrust Division.
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Grassley 417  Please explain what steps the Justice Department has taken, in
conjunction with its responsibility to oversee the operations of the FBI, to investigate and
determine the source of leaks to the media of sensitive case information to the media in the
Amerithrax case. Have any reporters been questioned about stories citing anonymous FBI
sources?

ANSWER: Pursuant to the longstanding Department policy against disclosing non-public
information concerning pending law enforcement and litigation matters, we are unable to provide
a response at this time.

Grassley 418  Have the phone records of FBI personnel been reviewed to determine
whether and when they had contact with reporters?

ANSWER: Pursuant to the longstanding Department policy against disclosing non-public
information concerning pending law enforcement and litigation matters, we are unable to provide
a response at this time.

Grassley 419  If the Justice Department has not taken these steps to determine who
is responsible for the media leaks in the Amerithrax case, then please explain why not and
describe how the Department expects to hold any individuals responsible for inappropriate
disclosures.

ANSWER: Pursuant to the longstanding Department policy against disclosing non-public

information concerning pending law enforcement and litigation matters, we are unable to provide
a response at this time.
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to
File No January 25, 2007

The Honorable Paul A. Price
Assistant Inspector General

Office of the Inspector General
Evaluation and Inspection Division
Department of Justice

Suite 6100

1425 New York Avenue, NW
Washington, D.C. 20530

RE: OIG Recommendation 14, Status Update
Dear Mr. Price:

This letter is in response to the Office of the
Inspector General (OIG) review of the "Federal Bureau of Prisons’
Monitoring of Mail for High-Risk Inmates™, A-2005-006,
specifically Recommendation number 14. This Recommendation
states "The FBI should continue to develop and reinforce
procedures for interacting with the Bureau of Prisons (BOP)
regarding international terrorist inmates, including monitoring
of inmates, intelligence gathering, and sharing information and
intelligence.” The FBI agrees with this Recommendation and will
continue to develop procedures regarding information sharing with
BOP.

The FBI provided you with a letter dated September 22,
2006 in which we outlined our continuing efforts to improve and
expand information sharing with the BOP. The purpose of this
letter to provide you with a status report regarding our ongoing
efforts.

Central to the success of the Correctional Intelligence
Initiative (CII) is effective training for correctional staff in
the skills necessary to accomplish the program goals. The
following training initiatives have recently been completed or
are well under way:

1. During the week of December 4-8, 2006, the FBI Center
for Intelligence Training in Quantico, VA provided
Intelligence Analyst Training for 20 BOP staff assigned
as Special Investigative Agent and Lingulsts from ADX
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Florence, Colorado; Intelligence Officers and
Intelligence Research Specialists from the Joint
Intelligence Sharing Initiative (JISI}; the BOP’s Chief
of Intelligence, Central Office; the Chief,
Intelligence Analysts, and Linguists from the Counter
Terrorism Unit, Martinsburg, WV; and the Deputy Chief
of the Sacramento Intelligence Unit.

The FBI held the 2006 National CII Coordinators
Conference on December 12-13 at the National Counter
Terrorism Center in McClean, Virginia. This training
was based on the "train the trainer" concept. CII
Coordinators from each FBI field office who will
conduct the ocutreach and training for all correctional
agencies within their geographical area, to include BOP
facilities were in attendance.

An electronic communication (EC) issued on December 7,
2006 which directed all FBI field offices to develop
formalized CII Outreach and Training Plans by March 1,
2007. Field offices were directed to include target
dates, performance measures, CII program updates, and
required reporting dates.

Progress continues to be made in the following areas:

Continued FBI support of BOP intelligence needs with
regard to vetting and screening of contractors and
volunteers, information on terrorist offenders entering
BOP custody, and special monitoring of BOP offenders
under Special Administrative Measures (SAMs) controls.

Continued comprehensive access to FBI resources through
BOP staff assigned to the National Joint Terrorism Task
Force (NJTTF) and respective JITFs.

FBI support to the new BOP Counterterrorism Unit (CTU)
recently opened in Martinsburg, WV. Specifically, the
FBI will assess the staffing of two personnel and
identify necessary databases to support the mission.

Provide guidance to all FBI field offices to clarify
and expand intelligence sharing initiatives regarding
terrorism matters between the FBI, BOP, and other
state, county, and private correctional agencies.

Provide continued CII training at various state,
regional and national conferences. Completed CII
training at recent conferences which BOP attended have
included the 2006 Major Gang Task Force National
Training Conference in Indianapolis, IN on September
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12, 2006; FBI Boston regional training conference on
September 28, 2006; and the FBI Atlanta regional
conference on December 18, 2006. A CII presentation
will also be made at the pending American Correctional
Association (ACA) Winter Conference in Tampa on January
24, 2007, and as well as the scheduled National JTTF
Conference during fiscal year 2007.

. The FBI will continue to support BOP efforts regarding
internal intelligence training by providing speakers
and resources as appropriate.

We believe the above noted steps will help ensure that
the FBI continues our current emphasis on our ever-expanding
intelligence partnership with the BOP regarding terrorism
matters.

Sincerely,

Joseph Billy, Jr.
Assistant Director
Counterterrorism Division
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QUESTIONS FROM SENATOR CORNYN

Cornyn 427 "The REAL ID Act of 2005, Pub. L. 109-13, amended section
242(a)(2)(B) of the Immigration and Nationality Act (INA) and clarified the
limitations on judicial review of certain agency determinations. Motivated in part
by concerns raised by the U.S. Supreme Court in INS v. St. Cyr, 533 U.S. 289 (2001)
—namely that an alien might face removal from the U.S. without having the
opportunity to obtain any judicial review, especially of questions of law or
constitutional claims — Congress passed the REAL ID Act to ensure that the alien
could raise such claims in the appropriate forum, the Circuit Courts of Appeal. The
REAL ID Act also was designed to reduce the piecemeal district court and Circuit
Court litigation, which permitted criminal aliens to take advantage of multiple
opportunities for judicial review and for the purpose of ultimately delay their
removal from the United States. The REAL ID Act corrected this anomaly and
required that all statutory and constitutional challenges to agency determinations
raised by criminal aliens had to be funneled into a single forum — the Circuit Courts
of Appeal. A survey of recent litigation addressing the jurisdiction stripping
provisions of section 242(a)(2)(B) of the INA reveals confusion on the extent to
which the REAL ID Act amendments affected district court jurisdiction to review
agency determinations. Certain district courts have found that, in the context of the
enumerated provisions in section 242(a)(2)(B)(i) of the INA (e.g., adjustment of
status, eancellation of removal, voluntary departure and request for waivers of
inadmissibility), they lack any jurisdiction to review agency determinations,
whether or not the decisions were based on discretionary or statutory grounds.
Other district courts have found that they retain jurisdiction over statutory or
constitutional claims, even if the agency decision involves an exercise of discretion.
As a result of the confusion on this issue, it appears that the anomaly the REAL ID
Act was designed to correct has returned. Aliens, especially those who DHS may not
be able to place in removal proceedings due to ongoing investigations or national
security interests, have another opportunity to continue litigating their cases in
multiple forums and ultimately delay their departure from the United States.

Are additional amendments needed to section 242(a)(2)(B) of the INA to address this
problem?

ANSWER: Yes. Section 242(a)(2)(B) should be amended to read as follows:

“(B) Discretionary determinations and certain factual determinations. Notwithstanding
any other provision of law (statutory or nonstatutory), including section 2241 of Title 28,
or any other habeas corpus provision, and sections 1361 and 1651 of such title, and
except as provided in subparagraph (D), and regardiess of whether the individual
determination, decision, or action is made in removal proceedings, no court shall have
jurisdiction to review—

“(i) any individual determination regarding the granting of status or relief under
section 212(h), 212(i), 240A, 240B, or 245 of this Act; or
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“(ii) any discretionary decision or action of the Attorney General or the Secretary
of Homeland Security under this Act or the regulations promulgated hereunder,
other than the granting of relief under section 208(a) of this Act, irrespective of
whether such decision or action is guided or informed by standards or guidelines,
regulatory, statutory, or otherwise.”

This would ensure that constitutional claims and questions of law would be
reviewable in the court of appeals when DHS denies an alien adjustment of status,
removal proceedings are commenced, and adjustment of status is denied before the
Executive Office for Immigration Review. Discretionary decisions and factual findings
would not be reviewable either in the district court or the court of appeals.

Cornyn 428 Ifyes to # 1, what specific language should be amended and
what impact would such changes have on DOJ attorney resources and workload?

ANSWER: Please see the response question 427, above. There is likely to be some
reduction in the workload if this provision is enacted.

Cornyn 429  Are there additional agency determinations, whether made by
DOJ or DHS, that Congress should specifically enumerate in the statute to eliminate
judicial review at the district court level and limit judicial review at the Circuit
Courts of Appeals?

ANSWER: Yes. Section 242(a)(2)X(C) should be amended as follows:

“Notwithstanding any other provision of law (statutory or nonstatutory), including
section 2241 of Title 28, or any other habeas corpus provision, and sections 1361 and
1651 of such title, and except as provided in subparagraph (D), no court shall have
jurisdiction to review-any final order of removal (irrespective of whether relief or
protection was denied on the basis of the alien’s having committed a criminal offense)
against an alien who is removable by reason of having committed a criminal offense
covered in section 212(a)(2) or 237(a)(2)(A)(iii), (B), (C), or (D) of this Act, or any
offense covered by section 237(a)(2)(A)(ii) of this Act for which both predicate offenses
are, without regard to their date of commission, otherwise covered by section
237(a)(2)(A)(i) of this Act.”

This would ensure that judicial review for criminal aliens is limited to
constitutional claims and questions of law in the court of appeals irrespective of whether
the alien was denied relief or protection based on having committed a criminal offense.
Such criminal aliens also would not be able to seek judicial review in district court.
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QUESTIONS FROM SENATOR CORNYN

Comyn 420 Can you update me on the efforts of the VCIT in general, as
well as the efforts of federal law enforcement in working on the kidnappings of the
Laredo Missing?

ANSWER: The ATF is currently operating a VCIT through its field office in Laredo,
Texas. The VCIT was established in October 2005. As a result of the VCIT efforts, ATF
has established very successful partnerships with every local, state, and Federal agency
in the area. The FBI, Laredo Police Department, and the Webb County Sheriff's office
are currently the lead agencies addressing kidnappings and missing persons along the
U.8.-Mexico border. Since 2005, ATF has assisted with several investigations involving
attempted kidnappings, attempted murders, and a variety of other criminal acts related to
the ongoing rivalry between two major drug cartels fighting for control of the northern
border, specifically Nuevo Laredo, Tamaulipas, Mexico and Laredo, Texas. ATF has
been successful in working with the Assistant United States Attorney’s Office in the
Southern District of Texas in applying Gun Control Act and National Firearms Act
statutes against numerous criminal aliens and members of local organized gangs who
engage in criminal conspiracies that enhance major Drug Trafficking Organizations’
operations, i.e. kidnappings, murder for hire, straw purchases, and general firearms and
ammunition trafficking.

Additionally, in response to your inquiry regarding violence in the Laredo region,
we are attaching our responses to Questions for the Record, dated March 3, 2006, which
were posed to the Federal Bureau of Investigation following a House Committee on the
Judiciary Subcommittee hearing.

Cornyn 421  Please describe the level of cooperation the Mexican
government is providing to our law enforcement officials related to the violence
along the Texas/Mexico border?

ANSWER: The Department of Justice continues to strive to investigate and prosecute
“narco-violence” at the Southwest Border. Recently, the Government of Mexico has
demonstrated its commitment to quelling this violence and to working cooperatively
with U.S. law enforcement to this end. In January 2007, Attorney General Gonzales and
Mexican Attomey General Medina Mora met in Mexico City to explore ways to deepen
our law enforcement cooperation, particularly as it relates to the “narco-violence” at our
shared border. Several avenues for strengthening our bilateral cooperation were agreed
upon, for example, the Mexican Secretary of Public Security will visit one of our
Bureau of Prisons maximum security institutions and learn of our regulations to reduce
contact of high security inmates with their criminal cohorts, and the Acting Director of
the Bureau of Alcohol, Tobacco, and Firearms will travel to Mexico City this month to
meet with Attorney General Medina Mora and his staff to discuss arms trafficking
concerns. In addition, in January, the Government of Mexico extradited to the U.S.
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15 fugitives who had been sought for extradition to the U.S,, including the leader of the
Gulf Cartel (Osiel Cardenas Guillen) who is believed to be responsible for fomenting a
great deal of the narco-violence at the border, two high level members of the Tijuana
Cartel, and Hector Palma Salazar, a former leader of the Sonora group. In addition, the
group included other traffickers, a defendant sought for trafficking in persons, two
accused of homicide, and one charged with sexual assauit on minors. The cooperation
level between law enforcement of our two countries is the strongest in recent memory.

The foundation for this improvement was laid over the past several years. For
example, in October 2005, the Attorneys General from Mexico, the United States, the
State of Tamaulipas in Mexico, and the State of Texas met in San Antonio, Texas to
discuss and launch a series of law enforcement initiatives aimed at strengthening the
coordinated attack on border narco-violence. The commitment demonstrated and
bilateral efforts agreed upon at the time resulted in improved operational responses on
both sides of the United States/Mexico border and the Mexican Government has
continued to come through on that commitment. Coordination of law enforcement
information-sharing between Mexican and United States law enforcement agencies, as it
relates to forensics, prison security, victim/witness security, cross-border currency flows,
and firearms trafficking, was also the subject of a bilateral initiative stemming from the
October 2005 meeting. For instance, Mexican law enforcement has and continues to
share with United States agencies critical real-time information and intelligence on
criminal organizations operating along the border. Mexican law enforcement has also
coordinated with the United States on search warrants, surveillance points on cartel
targets, and operation checkpoints in Nuevo Laredo. In October 2005, the governments
also agreed to establish points of contact and a regular course of meetings to improve
and expedite information sharing opportunities to combat cross-border firearms
trafficking. To that end, Mexican law enforcement has, among other efforts, been
provided remote electronic acoess to trace seized firearms through the ATF databank,
which has allowed the ATF to pursue rogue dealers in the U.S. who sold those weapons
later used in drug trafficking and other violent crimes in Mexico.

In addition, as part of the U.S.-Mexico Senior Law Enforcement Plenary (SLEP),
the two countries have regular meetings to coordinate initiatives, learn the progress of
technical working groups, and overcome obstacles in our efforts against international
criminal organizations. In October 2006, Mexican and United States SLEP officials met
in Washington, D.C. where SLEP working group representatives reported on efforts
against major drug trafficking groups, chemical controls, interdiction, firearms
trafficking, fugitives and mutual legal assistance, money laundering and asset forfeiture,
cybercrime and intellectual property violations, as well as on bilateral training and
technical assistance and prisoner transfers. Among those bilateral efforts was the
increased cooperation between DEA and Mexican law enforcement, particularly SIEDO
(the Organized Crime Unit of the Mexican Attorney General’s Office), in the sharing of
information from judicially-authorized wiretaps, which in turn has resulted in an
increased number of arrests in both Mexico and the United States. SLEP working group
representatives also reported that in both 2005 and 2006, Mexico set new records for the
number of fugitives extradited to the United States. Deportations from Mexico of
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fugitives wanted in the United States also increased over these time periods, further
enabling United States prosecutions. Mexican SLEP representatives also reported they
have established a tip-line to deal with persons involved in trafficking activities and have
proposed an outreach program in which Mexican consulates would contact the Mexican
community living in the United States to educate their citizens about the dangers of
trafficking in persons and how they could help law enforcement efforts. Human
trafficking along the border with Mexico continues to be a serious concern for both
countries.

The Department of Justice and the entire federal law enforcement community
will continue to explore with Mexican law enforcement opportunities that maximize
efforts on both sides for disrupting and dismantling those criminal organizations
responsible for the violence along our border.

Cornyn 422 Does the FBI or the VCIT need any additional resources or
authorities in dealing with these types of cross-border crimes?

ANSWER: The Department of Justice will work with the Office of Management and
Budget and the Congress to identify the programs and budgeting needed for the FBI to
continue to fulfill its responsibilities.

Comyn 423  What is FBI doing to reduce the background check backlog?

ANSWER: The FBI is sensitive to the impact of the delays in processing name check
requests and is doing all it can to streamline the current process. Prior to 9/11/01, annual
incoming workload averaged 2,500,000 name checks requests per year, while the current
incoming workload is approximately 3,600,000 name checks per year. Below are the
short-term and long-term strategies the FBI is employing to address name check requests
Short-term strategies:

. The FBI’s National Name Check Program Section (NNCPS) is
partnering with its customer agencies to obtain contractor and/or
personnel support. For example, in July 2006, the Office of
Personnel Management (OPM) provided contractors cleared at the
Top Secret level to work on OPM’s name check requests.

NNCPS is working closely with USCIS to develop a similar
strategy to reduce its backlog.

. The NNCPS continues to improve its Name Check Dissemination
Database, eliminating the manual preparation of duplicative
reports.
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. The NNCPS has established standard operating procedures and
implemented a new NNCP Employee Development Training
Program to decrease the time it takes new employees and
contractors to learn the Name Check Program processes.

. The NNCPS has begun to build an Electronic Records System
comprised of scanned paper files. Efficiencies will be realized
when retained files can be stored and accessed electronically.

» In an effort to ensure a more secure and timely method of sending
and receiving data, the NNCPS is continually exploring
innovative means of streamlining the incoming product and
automating the exchange of data with our customers.

Long-term strategies:

. The FBI is developing a central repository of records in digitized
form, called the Central Records Complex. Currently, when
information is needed, paper files must be retrieved from one or
more of over 265 locations throughout the FBI. The Central
Records Complex will simplify both the storage and production of
these documents.

. The FBI is conducting a fee study to permit adjustment of the fee
schedule to reflect the cost of providing name check services,
allowing the FBI to scale resources proportionally with workload
demands.

Comyn 424  What is FBI doing to address the potential national security
concerns that may be raised because of the delays in providing responses on
background checks?

ANSWER: For terrorism-related national security threats, the National Name Check
Program (NNCP) backlog delays should not raise the concern of an undetected terrorist at
large in the U.S. for the following reason. It is USCIS practice to first run an applicant's
name through the Interagency Border Inspection System (IBIS). If the applicant is a
known or suspected terrorist (KST) who has been watch listed as such pursuant to
terrorist watch list nomination and notice protocols established by HSPDs 6 and 11, his
or her name will generate an IBIS "hit,” which will be immediately referred to the
Terrorist Screening Center (TSC) for verification in the Terrorist Screening Data Base
and further referral to the FBI's Counter-Terrorism Division (CTD) for appropriate
follow-up. CTD operational response personnel refer the matter to the FBI field office
where the KST is being investigated or, if another agency nominated the KST for the
watch list, to that agency. In other words, any watch listed KST applicant will not be
placed in the NNCP process. In addition, it is common practice in many USCIS field
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offices to also contact the local FBI field office if they receive an IBIS "hit." For these
KST applicants, USCIS works directly with the TSC and FBI CTD to ensure that USCIS
is provided the most complete information known about them for use as appropriate in
the USCIS adjudication process. DHS, the FBI and the TSC recently completed and
signed a Memorandum of Understanding (MOU) to memorialize this process.

Applicants who may pose non-terrorism national security threats (e.g., economic
espionage) and applicants who are not watch listed as KSTs but may be included in FBI
terrorism investigations (as, for example, associates of KSTs) are referred to the NNCP
process. For those and all other USCIS applicants in the NNCP process, USCIS and
NNCP personnel are working on re-engineering the background process to expedite it
and make it more efficient. This effort will also be memorialized in an MOU in the near
future.

Cornyn 425  What actions has DOJ taken to ensure that DHS receives
expedited responses to background checks and that these responses contain
sufficient information for the agency to make a decision on any immigration
benefit?

ANSWER: As explained in the response to Question 423 above, the FBI is actively
engaged with USCIS in improving the background check process. The goal of USCIS
and FBI efforts is to ensure that the most complete information available is disseminated
to USCIS to enable the agency to perform its work. FBI and USCIS work within legal
parameters in these efforts. At the same time, we are working to streamline the process
by which information is gathered and shared. While FBI understands that USCIS has a
need to know the derogatory information in order to perform its mission, the FBI is faced
with certain legal and policy barriers that restrict the dissemination and use of some
information in USCIS adjudication, such as grand jury information in purely criminal
case files. We have met with USCIS numerous times and will continue to do so until the
process is enhanced to our mutual satisfaction.

Cornyn 426  'When will DOJ provide DHS, particularly USCIS, with
systems access to all FBI information that it needs to make defensible decisions on
requests for immigration benefits (adjustment of status, employment authorization,
petitions, ete.)?

ANSWER: In addition to the MOU referenced in the response to Question 424, above,
the FBI is in the process of establishing another MOU with USCIS regarding USCIS
access to FBI systems in non-national security cases that complies with applicable laws,
regulations, and policies. Discussions between the FBI and the USCIS in this regard are
ongoing. The FBI/USCIS MOU now being negotiated will reflect an emphasis on
prioritizing the search of the FBI files most likely to produce pertinent information for
adjudication of the application,
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

March 3, 2006

Honorable Howard Coble

Chairman

Subcommittee on Crime, Terrorism,
and Homeland Security

The Committee on the Judiciary

U.S. House of Representatives

Washington, D.C. 20515

Dear Mr, Chairman:

Enclosed please find responses to questions posed to FBI Assistant Director Chris
Swecker, following Mr, Swecker’s appearance before the Subcommitiee on November
17,2005, The subject of the Subcommittee’s hearing was "Weak Bilateral Law
Enforcement Presence at the U.S.-Mexico Border: Territorial Integrity and Safety Issues
for American Citizens."

‘We hope that this information is helpful to you. The Office of Management and
Budget has advised that there is no objection to the presentation of these responses from
the standpoint of the Administration's program. If we may be of additional assistance,
please do not hesitate to contact this office.

Sincerely,

Ntk € el

William E. Moschella
Assistant Attorney General

Enclosure

cc: The Honorable Robert C. Scott
Ranking Minority Member
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Responses of the Federal Burean of Investigation
Based Upon the November 17, 2005 Hearing Before the
House Committee on the Judiciary
Subcommittee on Crime, Terrorism, and Homeland Security
Regarding “Weak Bilateral Law Enforcement Presence
at the U.S. - Mexico Border:

Territorial Integrity and Safety Issues for American Citizens”

1. Recently, there has been an obvious and dramatic increase in the level of violence in the
Laredo region and I understand the U.S. Federal law enforcement community has
responded with additional personnel. Do you think that the current level of federal agents
is adequate to effectively combat the vielence and prevent it frem spreading into the United
States?

Response:

Currently, violence on the U.S. side of the border is addressed through the coordination
and leveraging of resources by U.S. federal law enforcement agencies in conjunction with
additional focused support to address particular matters or events. The FBI is working with other
federal entities and reviewing personne! levels to determine whether the assignment of additional
personne! is necessary to prevent an increase in violence in the U.S. portion of this region.

The FBI has been advised by the Department of State (DOS) that, on the Mexico side of
the border, DOS is working to assign Diplomatic Security (DS) Special Agents, known as
Regional Security Officers, to the Consulates in Nuevo Laredo, Matamoros, and Nogales. DOS
believes the assignment of these DS Special Agents to the border Consulates will facilitate
improved information sharing between Mexican and U.S. law enforcement and intelligence
authorities. According to DOS, DS Special Agents currently assigned in the border consulates of
Tijuana and Ciudad Juarez have proven to be instrumental in cross-border investigations and
threat counteractions.

2. Much of the violence along the border is atiributed to narcetics trafficking. Would you
agree with this characterization? Is it safe for U.S. citizens who are not connected to
narcotics trafficking to visit Nuevo Larede?

Response:

We believe that much of the violence along the Mexican side of the border historically
has been attributable to the combination of narcotics trafficking and justice institutions that are
more susceptible to corruption, rather than due to the mere presence of narcotics trafficking
alone. However, the recent escalation of violence in the border area appears to be specifically

1
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attributable to a drug cartel war over contro! of the Nuevo Laredo/Laredo corridor, or “plaza.”
Strong and effective justice institutions and greater law enforcement presence in the U.S, serve
as a deterrent to violence because they increase the likelihood of apprehension and incarceration.
DOS issues travel advisories to U.S. citizens who travel abroad and is the appropriate agency to
comment on the safety of visits to Nuevo Laredo.

3, In June, it was reported that Mexican troops and federal officers took over law
enforcement activities in Nuevo Laredo. How would you rate the success of this initiative
by the Mexican government? How long do you anticipate they will be present and what
type of atmosphere do you foresee once they leave?

Response:

Pursuant to Operation “Secure Mexico,” there was an initial period of several weeks in
the early summer of 2005 during which Mexican federal officers replaced Nuevo Laredo
Municipal Police Officers. While violence was not reduced during this period, the presence of
Mexican federal law enforcement and military officials in Nuevo Laredo disrupted the operations
of the Guif Cartel and its enforcement arm, the Zetas, to some degree as high-value Cartel
members temporarily fled the area, leaving subordinates to control the drug trafficking “plaza” in
their absence. It is not clear, however, that overall drug activity was reduced, since the Cartel
likely continued its operations unabated in other areas. At the end of this period, approximately
300 members of the municipal police force were fired and 250 members were re-armed and
allowed to resume their duties in Nuevo Laredo, The federal military and law enforcement
presence in Nuevo Laredo lessened around August 2005, but the “Secure Mexico” program
continues today.

A continued Mexican federal law enforcement and military presence in the border areas
over the next 12-18 months could have a significant impact on border violence in the Nuevo
Laredo area if a regular rotation of federal personnel is used to avoid the compromise or
corruption of these units by drug trafficking organizations and if there is improved coordination
between federal and local Mexican law enforcement authorities. A reduction in drug trafficking
and related violence in the broader region would require the additional use of focused,
intelligence-driven operations against those who plan, direct, and engage in violence.

4, In your testimony, you outline the problem of kidnapping in the region and specifically
point to the disappearance of Yvette Martinez and Brenda Cisneros. How would you

describe the level of caoperation you have received from the Mexican authorities and what
limitations does your agency face when attempting to locate these victims?

Response:

Notwithstanding the difficulties presented when two very different legal systems are
involved, there is generally good cooperation between the FBI and Mexican authorities when we

2



175

are investigating crimes in Mexico invelving United States victims. Typically, the exchange of
information between FBI investigators and Mexican authorities is coordinated by FBI agents
assigned as Border Liaison Officers. This liaison occurs with respect to the investigations of
both non-drug related violent crimes along the U.S.-Mexico border and kidnappings, murders,
home invasions, and other violent crimes motivated by drug trafficking activities. In all cases,
the focus of these Border Liaison Officers is the identification of those responsible for these
crimes and the safe return of any kidnapping victims.

This task is often quite challenging, because the families of kidnap victims and other
victims of border violence are often unwilling to cooperate with either U.S. or Mexican
authorities. This lack of cooperation may be founded on a fundamental lack of trust for law
enforcement authorities, a fear of further retaliation from the criminals, or worry that law
enforcement authorities will learn that the victim or family were involved in drug trafficking or
ather criminal activity that led to the kidnapping or other offense.

According to ordinary protocol, Mexican and U.S. authorities have exchanged
information regarding the disappearance of Yvette Martinez and Brenda Cisneros.
Unfortunately, as often occurs in such cases, few leads have been developed becatise those with
information have been difficult to identify. Currently, there are few investigative avenues to
pursue.

5. In August of 2005, Ambassador Garza temporarily closed the U.S. Consulate in Nueva
Laredo due to the escalation in violence in the city. Does the FBI work with the State
Department in protecting U.S. Citizens in the region considering the extreme proximity to
U.S. soil?

Response:

Through its Border Liaison Officers, the FBI's San Antonio Division maintains contact
with DS Special Agents and other personne! assigned to the U.S. Consulates near the U.S.-
Mexico border, and U.S. Consulate personne! pass along to the FBI information relevant to
violent crimes and other matters under the FBI's investigative jurisdiction. Among other things,
the FBI has included DOS personnel in briefings conducted by Mexican authorities regarding
violent crime in the Nuevo Laredo area and in meetings with Mexican and U.S. authorities to
discuss methods of reducing border violence and better coordinating cross-border efforts. The
FBI insures the timely dissemination of information regarding criminal activity in the border
areas so the State Department and others can take appropriate action. The FBI also enhances
U.S. efforts to protect citizens in these areas through the assignment of FBI Special Agents to
Drug Enforcement Administration offices in this region pursuant to the “Resolution 6”
agreement.

DOS has informed the FBI that, while the Consulates in Nuevo Laredo, Matamoros, and Nogales
are currently covered as constituent posts by Regional Security Officers in Monterrey and
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Ciudad Juarez, DOS is working to assign dedicated Special Agents to these Consulates in
response to the increased violence in these border areas and to enhance the U.S. government’s
investigative capabilities regarding visa fraud and illegal trafficking in humans. DOS further
advises that, during the temporary closure of the Consulate in Nuevo Laredo, DS Agents and
other personnel were sent there to provide additional security and an intelligence/threat
assessment, and that DS also provided additional security personnel to other border Consulates
during 2005. DOS believes DS is crucial in keeping its Consular Affairs up to date by providing
timely and relevant security and crime information that is also disseminated to U.S. citizens and
law enforcement agencies.
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EMBARGOED FOR RELEASE: 12:01 am E.S.T., Wednesday, January 17, 2007

Sample TALON Reports from the ACLU FOIA

902-01-03-05-152..full_text
UNCLASSTFIED//FOUO
TALON REPORT 902-01-03-05-152
01-MAR-2005

CAUTION: ¢

THIS TALON REPORY IS NOT. FULLY EVALUATED INFORMATION. THE INFORMATION IN THIS TALON
REPORT IS NOT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TO ALERY COMMANDERS AND STAFF,
TO POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTION ISSUES.

REPORT NUMBER: 902-01:-03-05~152

REPORY DATE: 2005-03-01

CLASSTFICATION: Unclassified//Fouo .

INCIDENT TYPE: Suspicious Activities/Incidents

SYATUS: Closed/Unresolved .

CONTAINS, US PERSON INFO: ™ No

FROM: 9020.MI GP . . o e

igsJEcr(:)sProtest at Mititary Recruiting Station and Federal Building in Akron, OH on
Mar E K A

SODURCE: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.5, DEPARTMENT. OF

HOMELAND SECURITY. SOURCE IS RELYABLE, . .

DETAILS: The Source received an e-mail on 25 Feb 05, subject: upcoming .

peace/apti-war events. The e-mail was from the American Friends Service Committee

{AFSC) in Northeast Ohio. :

Specifically, .on 18 Mar 05, there will be a 'Stop the War NOW!' rally in.
commemoration of the second anniversary of the u.S. Invasion/Occupation of Irag. The
Akron Rally will have a March and Reading of Mames of war Dead Assemble at 11730 AM
in Grace Park at the corner of Prospect and Park streets. The akron March begins at
Noon and goes past a Jocal milivary recruiting station and the f8I office. The march
will end at the Federal suilding in Akron, for a rally, followed by reading of names
of U.S, and Iraqi war dead.

The groug needs ‘'Hundreds of people are needed to read names.' They requested that
e-mails be sent to AkronMarchlS@riseup.net. Also, for more information you can
contact AFSC at] bifc

PERSONS GRIEFED LOCALLY: FPS, JTTF Dayton, OH, Fort Knox RO .
COMMENTS: Per’ spurce, the information contained within this report was from an email
received directly from the Internet. No effort has been made by the source to
validate the.credibility of the information. The contents are shared solely for
informational pu«;?gses. . )
INCIDENT SITE: Military Recruiting Station and Federal Building

INCIDENT CXTY: Akron

INCIDENT STATE: OM

INCIDENT COUNTRY: US

TNCIDENT LATITUDE: 41.0433349609375

INCIDENY LONGITUDE; -81,5216674804688

INCIDENT UTM: Horthing: 4543698.74 Easting: 456155.63 Zone: 177

INCIDENT OATE/TIME: 15-MAR-05 ’

Page 1
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EMBARGOED FOR RELEASE: 12:01 am E.S.T,, Wednesday, January 17, 2007

902-24-02-05~136,_full._vext
UNCLASSTRIED/ /LES//FOUO
TALON REPORT 902-24-02-05-136
24-FEB2005

CAUTEONS

THIS YALON REPORY IS N_(ST FULLY EVALUATED INFORMATION, THE- INFORMATION .IN THIS TALON
REPORT IS5 NOT.TO BE USED IN ANY FYNISHED PRODUCT WITHOUT THE .SPECIFIC APPROVAL. OF
COMMAND HQ. VHIS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS AND STAKE
TO POTENTIAL TERRORISY.ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTION ISSUES.

"REPORY NUMBER: 902-24-02-05-136

REPORT DATE: 2005-02-24

CLASSIFICATION: Unclassified//LEs//Fouo

INCIOENT TYPE: sSuspicious activities/Incidents

STATUS: Closed/Unresolved

CONTAINS S PERSON INFOT 'Yes

FROM: 9020 MI &P - .

ggs:u]zg’: .cizi; ‘Disobledience Planped.at three New York City Area Recruiting Stations
r Mar N e e . S .o

SOURCE: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U,S. DEPARTMENT OF -

HOMELAND. SECURETY, SQURCE IS RELTABLE * - S o
ETAILS: Source received an e-mail fmmt; Ye-mail address: RUICE Mo

‘Fon 21 reb 05, subjett: 'city-wide Mobilization Mtg wED .Feb. 23

FRI3 . ’l(b]m(gl §§QE‘

The e~‘ma§]- discusses the planwing for the 2-year anniversary of the War on Irdg. The
planning “includes four areas: : '

1. Buses for 250-275 people to go to a protest in Fayetteville, NC set for 18220.
t_aarch 2005. : :

2. 18 Mar b;i. This. concerns a send=off rally apparently of the 250-275 people going
to Fayettéville, NC. .

Start Quote

3. saturday, March 19. Civil Disobedience at recryiting centers. Ya YA Network and
Code pink have Joined WRL et &l in this effort. Thiee Recruitment center
sites--rlatbush, Kingsbridge, and Times square--have been selected. There will be a
raily at each. site and then a march to the recruitment center, where those who |
choose to will cemmit civil disobedience, others who do not want to risk arrest will
Teaflet, hold baniiers and ceffins and talk to peogle.

end Quote
4. 20 Mar 05. A church service for peace.

<sgparatelg, an Internet search of the term 'WRL,® using www.google.com, Yocated a
‘Tink to the war Resisters League website. At A .. N
http://wew.warresisters, org/counter-recruitMards. htm, the recriitment statjons were

rage 1
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. . . 902-24-02-05-136. ful }..Yext
Tisted as Civil pisobedience at 43 Street and Broadwa¥ in manhattan at 12 noon.
Also, listed was a demonstration in Brooklyn at 102 Flatbush Ave (near State Street)
?th ggtaﬂs t_o be announced later. 7The webpage also contmins links to two flyers
or this event.

PERSONS BRIEFED LOCALLY: JTTF Atlanta, JTTF New York, atlanta rield Intelligence
Group, 902d MI Group Fort Knox RO, NCIS, AFSOI y s
COMMENTS: 1. This “information was from an e-mail and a website on the Internet. The
source made np effort to validate the credibility-of the informarion. The source
shared the information solely for informational purposes. .

2. The source feels the e-mail and website listing the locations of the New vork
City recruiting stations.has a theme that vandalism or a direct attack on a .
recruiting station s permitting and encouraged by the sender. Also, civil
disobedience cgn range from a sit-in to forcibly removing personnel from thé station
aleng with vandalism of the building(s). The source also states that there is an-
intense debate among the anti-war protest groups concerni ether to be ponviolent
or to ‘conduct civil disobedience. while a‘group may publicly call for nonviolent
protests, individually many of the individual may members actually favor civil
dischedience and vandalism. Alse, wany members of these groups view vandalism as
Tnonviclent’ action. :

INCIDENT CITY: New York

INCIDENT STATE: NY

INCIDENT COUNTRY: US

INCIDENT LATITUDE: 40,75 :

INCIDENT LONGITUDE: -73.9988861083984 .

(INCIDENT UTM: Northmg: 4511487.28 Easting: 3584513.19 zone: 18T
INCIDENT DATE/TINE: 21-FEB~0

UPDATE: (1) 02-mAR-C5

DEFAILS:

received 3/1/2005 2:25:14 P

épouo)' ‘The original source received an additional e-mail over the Internet with the
ollowing new Information:

(Fouo) On 28 Feb 05, organizers for one of the protests met at the International
Action Center (NFI), on behalf .of *CAN,’ to discuss plans for 19 Mar 05. They want a
vibrant anti-war message from a strong youth and student contifigent, lively 5igns,
and loud chants. For the protest, they plan to.start their rally at 10:00 at
varcus Garvey Park, before marching tb_Central park. They further stated, 'the march
to the East Meadow of Central park will be intérrupted, not by the NYPD, but'by a.
quick but an Tmportant stop at the recruiting center at 125th Street.to protest
militarism in our schools, and the return to the draft.

(FoUD) There was. no information provided on planned protests at the other New York
City recruiting center locations, .

UPDATE: (2) 08-MAR-05 .
DETAILS: 2. received 3/7/2005 6:51:22 pM

The source received another e-mail directly from the Internet. Source made no effort
to validate the credibility of the information and shared it solely for
ipformational.purposes.

rage 2
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EMBARGOED FOR RELEASE: 12:01 am E.S.T., Wednesday, January 17, 2007

902-24-02-05-136_full_text

The key text of thé e-mail follows:

ot L%t‘;‘:z. s3g lb)iﬂ!‘zi%gi
Fm:mﬂlﬁi, J[maﬂt“oi: : ’ g
sent: Sunddy, March 06, 2005 9:34 AM
Subject: wRy _Mai'ch ls'scenan%o. maps, fliers, guidelines

The easiest 1s to visit huip://www.warresisters.drg/counter~reécruitvar05.htm instead
- of reading this, re may alse be'info someplace deep in the unitedferpeace.org
site, thouigh tHere was none a few days ago. If yoli're rushed, see text below --
clumsily pasted from warresisters.org:.

Map of Manhattan march .
http://wew. warresister's org/inages/ui dtownManhattan. ibg

Map of Brooklyn warch
,hft;i://v-ww.waﬁresist’grs +org/images/downtownsreokiyn, ipg

tliers
htep://wr . warresisters.org/coflyer3~19-05. verl., pdf
-http://wew.warresisters.org/Coflyer3-19-05_ver2; pdf

versions that Include blank *Tocal contact’ boxes
http://fwwe.warresisters .ong/counter-vecruimaéﬂs it

MANHATTAN [cTick on map (left) to see detail of ‘route]

March 19" (Saturday)

10:30 am Gather -at-Dag Hamuarskjold plaza

(47 sv. btwn First & Second Aves.)

1130 am_;o’l emn procession yvi;tfi coffins ‘to Times Square Recruiting Station

begins 12 noon Civil disobedience at.military recruin‘ng\ station.(43 St. & Broadway)-

Page 3

000763



181
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902-24-02-05-136_Ful text

BROOKLYN [click on map (right) to see detail of rout‘e]
march 19 (Saturday)
10:45 am Gather at two Tocations:

Bi‘ookly‘n/?iablic i brary
{on. Flatbush Ave. near Grand Army plaza and Prospect Park)

srooklys Borough 'uan
11:30 am Two solemn processions with coffins will begin: oﬁé along ‘Flatbush A\}e_.
From the Tibrary and the other-through the Fulton Mall from Borough Hall 12 noon

teafletting and civi] disobedience at the military recruiting offices av 102
Flatbush Ave. (near-State st.) . .

THE BRONX
March ‘13 (Saturday)

11 .am vigil at recruiving offices, Fordham nd. and Grand c'onco,ui‘ge {also, the day
before -"on Friday, Mar, 18 - there will be a demonstration at Kingsbridge Armoryl

Nowviolence Training & Affinity Groups. Ywo nonviolence trainings are pTamned; one:
Jocated at a church ih Brooklyh and another at a churéh in Manhattan.

This civil disobedience action will be structured by affinity groups who will be
able-to act autonomously (within the nonviolence guidelines) and tvo participatre in
decision-making with the whole yroup, :

Nonviolence Guidelines. For the purpose of buildin trust and a common “foundation

For ‘safety, and ensure that we act in the spirit of nonviolence, participants in the
action agree to the followihg:

= our attitude will be one of openness and. t‘esnecyz ‘.towa,rq peoplie we éncounter,
* we vfﬂ] not use physica'i;v‘ip‘lence-'or verbal abise toward any'per‘san.

= we will not damage any property.

* we will not bring or use any -dTcohol or drugs other than for medical purposes.
* we will not carry weapons.

Page 4

0600766



182

EMBARGOED FOR RELEASE: 12:01 am E.S.T., Wednesday, January 17, 2007

902-24~02-05-136_ful 1 tekt

Participating Organizations. The NYC war Resisters League is organizir_\g this ¢ivil -
~disobedience action with the endorsement of United for Peace and Justice; Socialist
Party USA; Voices in the wilderness; Brooklyn Parents for Peace; Park Slope Greens;
catholic Worker;. Code.Pink, Not in Our Name; Ya-Ya Network; Socialist Party of NYC;
Progressive Programmers League; Kairos Community:. World war IXT Arts in Action; No.
rolice state Coalition: )

COMMENTS: Believing war to be a-crime against humanity, the war Resisters League,
founded in 1923, advocates Gandhian ponviclence as the method for creating 2

democratic society free of war, racism, sexism, and human exploitatioa.

Next Meeting. Thursday, march 17, 7 pm, 339 Lafayette st. (at ‘sleecker St.) in
Maphattan, Next meeting about the Brooklyn action will be March 15, 7 pm, 123
Garfield 1, (bwm. Fifth & Sixth aves.), park Slope, Braoklyn.

3I0INUS
—
Paxe
: BTG e )
For more -information_og.how to vargicipate in this action, please e-mail .
nyowrli@att.det or call T you haven't contactedfus before, please give

us your name, e-mail address, telephone number, where you're from, and what previous
experience df any} you have had with nonviclent direct action,

Page §
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TECH-12-04-05-008_full_text
UNCLASSIFIED
TALON REPORT TECH-12-04-05-008
12-APR~2005

CAUTION: .

THIS TALON REPORT IS NOT FULLY EVALUATED INFORMATION. THE INFORMATION IN THIS TALOM
REPORT IS NOT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS AND STAFF
TO POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTION ISSUES.

REPORT NUMBER: TECH-12-04-05-008

REPORT DATE: 2005-04-12

CLASSIFICATION: unclassified

INCIDENT TYPE: Suspicious activities/Incidents

STATUS: Open/unresolved

CONTAINS US PERSON INFO: No

FROM: CS-TECH

SUBJECT: Protest planned for Fort tauderdale Air & Sea Show
SOURCE: Miami-Dade PD !

DETAILS: The Broward Anti-war Coalition (BAWC), with support from other lacal
groups, NFI, is planning to conduct a large scale protest at the Fort Lauderdale Air
and sea show. BAWC plans to reserve space at a small park south of the show on
highway AlA and shuttle protestors to the show. BAWC plans to counter military
recruitment and the ‘pro-war’ message with 'guerilla theater and other forms of
subversive propaganda', NFI.

original Serial Number: S02dMI-11-04-05-002

original Repert Date: 11 APR 05

PERSONS BRIEFED LOCALLY: USAREC, Miami J3TTF .
COMMENTS: 1. The Fort Lauderdale Air and Sea Show is an annual South Florida event
featuring military hardware and other standard air-show events. This event attracts
a large crowd and South Florida Military recruiters say this event is one of their
biggest recruiting arenas.

2. previous TALONS have reported various threats and actions by BAWC against
recruiters in the South Florida area.

INCIDENT SITE: fort Lauderdale Air and Sea show

INCIDENT CITY: Fort tauderdale

INCIDENT STATE: FL

INCIDENT COUNTRY; US

INCIDENT LATITUDE: 26.0874996185303

INCIDENT LONGITUDE: -80,1852798461914

INCIDENT UTM: Northing: 2885628.67 tasting: 581476.49 Zone: 17R

INCIDENT DATE/TIME: 30-APR-05

Page 1
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902-07-03-05-167_full_text
UNCLASSIFIED//FOUO
TALON REPORT 902-07-03-05-167
07-MAR-2005

CAUTION:
THIS TALON REPORT. IS NOT FULLY EVALUATED INFORMATION. THE INFORMATION IN THIS TALON
REPORT IS NOT TO BE USED IN ANY FINLISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF

D

COMMAND HQ. THXS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS AND STAFF
TO POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHE}} FORCE PROTECTION ISSUES,

REPORT NUMBER: 902-07-03-05-167

REPORT DATE: 2005-03-07 .

CLASSIFICATION: Unclassified//Fouo

INCIDENT TYPE: sSpecific Threats

STATUS: Open/unresolved -

CONTAINS US PERSON INFOT NO

FROM: 9020 MI GP » . o

SUBJECT: Protests Planned-Against Recruiting Centers in Springfiled, IL Area on 18
Mar @5 - .

SOURCE: A SPECTAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S. DEPARTMENT OF
HOMELAND SECURITY. SOURCE IS RELIABLE .

SUMMA%Y: protests planned Against Recruiting cCenters in Springfiled, IL Area on 18
Mar O

DETAILS: UNCLASSIFIED//FOUD

ArmyTALON 902dMI-28-02-05-002
&

2 —
Ph&:»ne:L b2 b7(c l

Report Date: 28 FEB 05

Acquisition pate: 28 FEB 05
Incident pate: 18 MAR 05

Incident Type: Phone/voice/eMail Threats
status: Open/Unresolved

From:  902nd MI Grp/atlanta ITTF

subject: Protests Planned Against Recruiting Centers in Springfiled, IL Area
on 18 wMar 05 .

vetails: Source received i on the American Friends Service
Committee (AFSC), e-mail addresss[ b/(c)  lthat stated that on March 18-20 a
series of protest actions were planned in the Springfield, YL area. For 18 Mar 05,
they want to focus on actions at military recruitment offices with the goals to-
include: raising awareness, education, visibility in community, visibility to
recruiters as part of a national day of action focused op military recruiters. The
?rotegts are in response to a called for by the uUFP), The AFSC identified three
locations and noted there were more recruitment stations. ip the Ipcal area. The
identified Jocations are the Springfield (Federal Building), South Hadley, and .
Greenfield. The group is_preparing a handout for all locations. Further, the e-mail
stated, ‘The actions would be simultaneous, beginnin$ around 2pm (schools letting
out) and lasting until 6pm (through commuting time).

Currently, the group is organizing one speaker for each location, to help spread the

2



185

EMBARGOED FOR RELEASE: 12:01 am E.S.T., Wednesday, January 17, 2007

902-07-03-05-167_full_text .
message, speak with the media, etc. The group wants one coordinator for each R
Jocation. The coordinator would help hold the space at the location for the duration
of the action, be the liaison with media, help with outreach,. etc. The AFSC further
needs community members wi]h’ng to fiyer, hold ans.and banners, etc. The event is
forma{]jly being coordinated by 'AFSC/MRENJ b7(c] land all are welcome to
attend.

Source: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S. DEPARTMENT OF
HOMELAND SECURITY. SOQURCE IS RELIABLE.

country: united states (US)/USNORTHCOM

Address: Springfield township, IL

GeoCoords: Latitude: 39,831085; tongitude: -89.638334
persons Invelved: - N/A

coordinating Agencies: FPS, Atlanta FIG, Fort Know RO, NCIS, AFOXS, JITTF chicago

Agent Notes: 1. This information was from an e-mail sent over the Internet. The
source made no effort to validate the credibility of the information. The source
shared the information solely for informational purposes.

2. oOther events sponsored by the National Front for Peace and Justice (NFPY) during

this period have called for civil discbadience. .
updates: 1. received 3/4/2005 1:09:05 pPM

This protest as)pears to be set to occur in Springfield, MA; not Springfield, IL. The
original e-mai) did not provide a name of the State and a check of an address.in the
e-mail came back to JL. However, a street in Springfield, MA also has the same name
and 2 check of two phone numbers with area code in the e-mails shows they are in
springfield, wa, E

UNCLASSIFIED//FOUQ

ASSOCIATED COUNTRIES: UNLTED STATES (US) . .
PERSONS BRIEFED LOCALLY: FPS, Atlanta FIG, Fort Know RO, NCIS, AFOIS, ITTF chicago
ACTIONS TAKEN: Agent Notes:

1. this information was from an e-mail sent over the Internet. The source made no
effort 1o validate the credibility of the information. The source shared the

information solely for informational purposes.

2, other events sponsored by the national Front for Peace and Justice (NFP3) during
this period have called for civil disobedience.
COMMENTS: updates:

1. « received 3/4/2005 1:09:05 PM

This protest aprears to be set to occur in Springfield, Ma; not springfield, I1t. The
original e-mail did not provide a name of the State and a check of an address in the
e-mail came back to IL. However, a street in springfield, MA_also has the same name
and a check of two phone numbers with area code in the e-mails shows they are in

springfield, .

INCIDENT ADDRESS: Country; United States (US)/USNORTHCOM
Address: Springfield township, It

GeoCoords: tatitude: 39.831085; Longitude: -89.638334

INCIDENT CITY: Springfield
INCIDENT STATE: MA
INCIDENT COUNTRY: US

Page 2
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902-07-03-05-167_full_text
INCIDENT LATITUDE: 39,8310852050781

INCIDENT LONGITUDE: -89.6383361816406
INCIDENT UTMI Northing: 4412340.47 Easting: 274224.19 Zone: 165
INCIDENT DATE/TIME: 1B-MAR-DS

Page 3
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902~01—QV3-05-148;Fun_text
UNCLASSIFIED//FOUO
TALON REPORT 902-01-03-05-148
01-MAR-2005

CAUTION: ’

THIS TALON REPORT IS NOT FULLY EVALUATED INFORMATION. THE INFORMATION IN THIS TALON
REPORT IS NOT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
-COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS AND STAFF
TO POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTION ISSUES.

REPORT NUMBER: 902-01-03-05-143
REPORT DATE: 2005~03-01

CLASSIFICATION: Unclassified//Fouo .

INCIDENT TYPE: susgﬂ:ious Activities/Incidents

STATUS: Open/unresolved

CONTAINS US‘ PERSON INFO: NO

FROM: 9020 MI 6P . . s

suan(s.T: Protests Planned Against Recruiting Centers in Springfiled, IL Area on 18
Mar .

SQURCE: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S. DEPARTMENT OF
HOMELAND SECURITY. SOURCE IS RELIABLE . o . )
DETAILS: Source received ag om the American Friends Service Committee
(AFSC), e-mail address:i b7(c) __[that stated that on March 18-20 a series of
protest actions were plapped in the Springfield, IL area, For 18 Mar 05, they want
to_focus on actions at military recruitment offices with ti_ue.?oa‘ls to include: -
ra\S\ng awareness, education, visibility in community, visibility to recruiters as
part -of a-national day of action focused on military recruiters. The protests are in
response to a called for by the UFp). The ArSC identified three locarions and noted
there were more recruitment stations in the local area. The identified locations are
the Springfield (Federal Building), South Hadley, and Greenfield. The ‘groug is
preparing a handout for all locations. Further, the e-mail stated, 'The actions
would be simultaneous, beginning around 2pm {schools letting out) and lasting until

6pm (through commuting time).'

currently, the group is organizing one speaker for each location, to help sgread the”
message,” speak with the media, etc, The group wants one coordinator for eac .
location. The coordinator would help hold the space at the location for the duration
of the action, be the 1iaison with media, help with outreach, etc. The AFSC further
needs_community members wﬂhng to fliyer,, and banners, etc. The event is

formally being coordinated by AFSC/MREN.and all are welcome to

attend.

PERSONS BRIEFED LOCALLY: FPS, Atlanta FIG, Fort Know RO, NCIS, AFOIS, JTTF Chicage
COMMENTS: 1. This information was from an e-mail sent over the Internet. the Source
made no effort to validate the credibility of the information. The source shared the
information solely for-informational purposes.

2. Other events sponsored by the National front for Peace and Justice (NFPI) during
this period have called for civil disobedience.

INCIDENT SITE: Recruiting Centers

INCIDENT CITY: Springfield

INCIDENT STATE: IL

INCIDENT COUNTRY: US

INCIDENT LATITUDE: 39.7997207641602

INCIDENT LONGITUDE: -89.6483306884766
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902-01-03-05-148_full_text .
INCIDENT UTM! Northing: 4408884.08 Easting: 27326%.49 Zone: 16s
INCIDENT DATE/TIME: 18-MAR-05
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902-10-12-04-201_full_text
UNCLASSIFIED//FOUQ

TALON REPORT 902-10-12-04-201
10-pEC-2004

CAUTION:

THIS TALON REPORT IS NOT FULLY EVALUATED INFORMATION. THE INFORMATION IN THIS TALON
REPORT IS NOT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS AND STAFF
TO POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTION ISSUES,

REPORT NUMBER: 902-10-12-04-201
REPORT DATE: 2004-12-10

CLASSIFICATION: unclassified//FOuo

INCIDENT TYPE: sSpecific Threats

STATUS: Open/unresolved

CONTAINS US PERSON INFO: No

FROM: 902D MI GP X

SUBJECT: Protesting and Picketing Planned at a Rhode Island National Guard
Recruitment Station

SOURCE: A SPECIAL AGENT OF A FEDERAL LAW ENFORCEMENT AGENCY

DETAILS: An emerging RI coalition in opposition to the war in Irag will hold a
picketing action in front of a RI National Guard Recruitment Station. The date is
set for 13 pec 04 from 1630 to 1800 at the National Guard Recruitment Station on
weybosset Street_in downtown Providence, RI. The coalitjon's stated goal and
outcomes for a planning meeting are:

Start Quote:

Goals:

1. 'raise the flag,’ The primary goal of the action is to create an awareness of an

organized, action oriented, anti-war movement in Providence. This mainly will be

achieved through one on one interactions at the picket, additional, media attention

through press releases and letters to the editor about the action will annocunce the
group’'s presence.

Qutcomes:

The desired outcomes for the action are:

1. build the teach-in schedule for 12-15/16

2, gain active membership to the anti-war group

3. develop a Tist of contacts for future actions/meetings of the anti-war group
End Quote--

The coalition’s stated main slogan, per a poster, is 'Stop the call up of R
National Guard and end the occupation of Iraq’.
Page 1
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902-10~12-04-201_ful1_text

ASSOCIATED COUNTRIES: IRAQ (XZ)
PERSONS BRIEFED LOCALLY: Federal Protective Serive, FORSCOM G2, JTTF Bosten
COMMENTS: 1. The number of [:')rotestors is unknown. It is not known if there are any
plans for any type of vandilism, blocking of entr¥ into the recruiting station, or a
sit-in at the station. At a recent grotest in Phi idelphia, protesters entered into
% recruitment station and left the building when police instructed them to leave or
ace arrest.

2. The original source document was a posting on an Internet bulletin board. The Taw
enforcement agencz providing the information has not made any effort to validate the
information, but has provided it solely for informational purposes only.

INCIDENT SITE: Rhode Island National Guard Recruitment Station
INCIDENT CITY: Providence

INCIDENT STATE: RI

-INCIDENT COUNTRY: US

INCIDENT LATITUDE: 41.8263893127441

INCIDENT LONGITUDE: -71.4094467163086

INCIDENT UTM: Northing: 4633307.30 easting: 299907.25 Zone: 197
INCIDENT OATE/TIME: 13-DEC-04

INCIDENT DURATION: 2 HOURS

Page 2
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902-09-21~04-T10_Fil1_text
UNCLASSIFIED

TALON REPORT 907-09-11-04-110
09-Nov-2004

THIS TALON REPORT IS NOT FULLY’ EVALUATED INFORMATION. THE INFORMATION IN THIS TALON
REPORT IS NOT TG BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS AND STAFF
TQ POTENTIAL TERRORYST ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTION ISSUES.
REPORT NUMBER: 902-09-11-04-110

REPORT DATE: 2004-11-09 .

CLASSIFICATION: Unclassified

JINCIDENY TYPE: Specific Threats

STATUS: Open/unresolved .

CONTAINS US RERSON INFO: No

FROM: 9020 MI 6P . )

SUBJECT: Protest Planned at ‘Sacramento Military Estrance Processing Station

T SOURCE: A FEDERAL LAW ENFORCEMENT AGENCY

DETAILS: On 11 Nov 2004, a protest against the Irag war is planned by a Sacramento
chapter of a US domestic group at the Sacramento military Entrance Processing -
station (MEPS). This specific group is dee;‘ﬂg into 'counter-recruiting' and wints to
use MEPS stations.as new induction centers for their cause. The groups views MEPS,as
their last chance to influence a decision te enlist. The promoter of this event -
further states there are 65 MEPS stations and ‘maybe one 15 Tocated near yoy' and
provides the following Hy?gﬂ_ink: http: //www . mepcom. acmy i l/meps.hitm. A chéck of
this 1ink shews it does provide a Tisting of MEPS facilities throughout cowus,
PERSONS BRIEFED LOCALLY: Federal protéctive Service, Fort mcpherson CIp

COMMENTS: 1. Based strictly on this information, it appears this protest will most
Tikely be peaceful, but some type of vandalism 1s always a possibility.

2. The"ori?ina_-l report of this information states that only the Sacramento MEPS will
specifica?_¥ be protested. It camnot be determined based on eriginal reporting if
protests will actually occur at other MEPS stations in CONUS.

INCIDENT SITE: Sacramento chapter of a us domestic group at the Sacramento Military
Entrance Processing Station (ME

INCIDENT CITY: Sacramente

INCIDENT STATE: CA

E 5
INCIDENT LONGITUDE: -171,44334 )
INCIDENT UTM; Northing: 4274155.28 Easting: 635543.15 Zone: 10%
INCIDENT DATE/TIME: 11-NOv-@
UPDATE: (1) 18-NOV-04 .
DETAILS: 1. - received 11/17/2004 4:35:40 M

On 10 No 2004, the San Francisco JTTF advised the commanders of the Sacramento and
San Jose MEPS of the intended protest at the SacCramento center. Both MEPS were
scheduled to be closed due to the holiday.

tocal news reported the following concerming the protest:

Page 1
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) 902-09-11-04-110_full text ) )
A group of military veterans took a different approach to cumemoratin% veterans
Day,dspergdjng the afternvon trying to discourage men and women from enlisting in the
armed serviges. - .

The group US ORGANIZATION (Veterans for Peace) held 2 Veterans Day protest just
outside the Military Entrince Processing Station in: Sacramento. They were joined by
the US ORGANIZATION (Physig¢ians for Social ‘Responsibility).

About 50 members of the groups conducted solemn reading of the nawies of 18 soldiers.;
who came through the processing station and later-died in Irag.

According to members of the group, demonstrating in front of the ‘stavion could he -
thelr last chance to dissuade young people from signing up to-serve.

*This is where qur. child will ‘Tine 4o to'die in an unjust war that can have no
winners,' said us PERSDNE BTG _ﬂ?thvz groep’s president.
' ’ e TCE

The group's president says the protest was the First of a planned weekly series of
‘demonstration at the station,

‘the demonstration. did not go without controversy; A group of approximately a .
half-dozen military supporters from the US ORGANIZATION (Patriot watch) turned up in
an effort to shout down the veteran protesters

D'esfﬁte the difference of opinion, the confronfaﬁoq ended peacefyily. The MEPS
Commander reported there was no kaown vandalism or incidents as a result of the
protest.

rage 2
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902-~08-04-05-320_full text
UNCLASSIFIER//FOUD
TALON ‘REPORT 502-08-04-05-320
08-APR-2005

CAUTT

THIS TALON REPORT IS NOT FULLY EVALUATED IﬂFORMATION. THE INFORMATION IN THIS TALON
REPORT IS NOT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROV&L OF
COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS AND STAFF
TC POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHER FORCE PRGTECTION ISSUES.

REPORT NUMBER: 902-08-04 05~320

REPORT DATE: 2005-04

CLASSIFICATION: unc1ass1ﬁed//muo

INCIDENT TYPE: Specific Threats

STATUS: Open/unresolved

CONTAINS US PERSON INFO: No

FROM: 902D MI,

SUBJECT! Protast by an antx—war/anﬂ ~military urgamzatmn and yﬂanned futute
protest throughout CONUS,

SOURCE: Active Duty US Al ofFicer

SUMMARY: Protest by an antw-war/am:i -military orgamzamon and planned future
protest throughout

DETAILS: UNCLASSIFIED//FOUO

ArYTALON ‘902dmi-08-04-05-001

Agent: Gregory Johnson

Phone: .7577882467

fepirt Date: 08 APR 05

Acquisition pate: 07 APR 05

tncident batei 05 APR 05

Incident Typé: Threat to Military Facilities -
_STatus: Op.en/ui\reso'lved

Fiofi: | 902nd MX Gro/Fort Monroe RO

subject: rotest by an ant1—war/ant1~mhtary organization and planned future
protest throughout CONUS.

Detaﬂs. on 5 April 2005 veterans for peace (www, veteransforpeace, org
peaceful anti-war/anti-military organization held a protest east of the stus

upion on the New Mexico State University campus in Las Cruces, New Mekico. veterans
for peace members set up hundreds of white crosses 1n an open Tield, .representing
-soidiers killed in Iraq and were handing out antw-uar/ann mititary literature. One
of their handouts said. the organizations intent is “to abolish war as an instrument
of national policy.' vetrerans for Peace appiied fnr and rece‘ived permission for
their protest the previous day.

According to handouts, veterans for Peace ws planning to ho1d protest on the
foltowing campuses:

UTEP, 7-8 APR

UTsA, 11-13 APR
rage 1
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902-08~04-05-320_full_text
university of New orleans, 18-19 APR
Auburn Um'versify, 21-22 ARR
Emory University, 25-26 APR
Kent ‘State University, 3-4 Ay
.Hnward‘ university, 6-7 MAY
New York Ccity (places TBp) 9-10 may
Northwestern University, 16-17 MAY .
Source: Active Duty US Army OFFicer

country: United States (US)/USNORTHCOM

Address: Las Cruces,".N,M §§§03

Geocoords: T ratituder 32.319593; Longitude: ~106.765157
persons Invoived: /A :

Coordinating agencies: TRADOC, Cadet Command

Agent Notes: veterans for Peace is a peaceful organization, but there {s
potential future protest could become violent. It is unknown at this time if .
veterans for Peace has applied for or been granted perwission to hold protest on the
campuses ¥isted in this report.

updates: N/A

UNCLASSYFIED//FOU0 .

ASSOCIATED COUNTRIES: UNIVED STATES (US)

PERSONS BRIEFED LOCALLY: Coordinating Agencies: TRADOG,. Cadet Command .
COMMENTS: Agent Notes: veterans for peace s a peaceful organization, but there is
potential future protest could become vinlent. It is unknown at this time if
Veterans for Peace has applied for or been granted permission to hold protest on the

campuses 1isted in this report.
IN

CIDENT ADDRESS! Country: - united States (US)/USNORTHCOM
Address: ras Crucds, NM 88003
GeoCoords: Latitude: 32.319693; Longitude: -106,765157

INCIDENT CITY: Las Cruces
INCIDENT STATE: NR .

INCIDENT ZIP CODE: 88003

INCIDENT COUNTRY: US

INCIDENY LATITUDE; 32.2788887023926
INCIDENT LONGITUDE: ~106.759719848633
INCIDENT UTM: Northing: 3572708.42 Easting: 334278.85 Zone: 13§
INCYDENT DATE/TIME: 05~APR-05

Page 2
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EMBARGOED FOR RELEASE: 12:01 am E.S.T., Wednesday, January 17, 2007

A-MON1-07042005-6134. full text

ALICEA~DIAZAL
A-MON1-07042005~6134
6134

2005-04-07 °
FL_Monroe

USA . .
Ft Monroe
HQ'TRADGC,- DCSOPSET

openlunrescﬂved

Non-Specific Threat

pemonstrations by veterans for pPeace
AT/Crim Intel Analyst

an organization caﬂed - eterans For Prace, Inc.” (www.veteransfor Fpeace .0rg) set up
.a-protest just.east of the Student Union, They set up hundreds of white crosses in
an open field, representing soldiers killed in 1rag.

- g uUnjversities (see 1ist in comments section)

us
UNITED STATES

Apr 07 2005 00:00:00 GMT-7

DCSINT
EOC watch
MI

uTeP
7~8 Apr

UTSA

11-12 Apr

university of New orleans
18-19 Apr

Jzuiburn umversity

€mory umverswty

25-26 A

Kent state university, ‘3 -4 May
Howard University, 6-7 M
New York City (p P TBD 9-10 May
Page 1
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R A-MON1-07042005-6134_full text
Northwestern University,. 16-17 may 05 -

vage 2
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902-06-04-05-303.full_text

UNCLASSIFIED//PSUQ

TALON REPORT 902-06-04-05-303
06-APR-2005

CAUTION:

THIS TALON REPORT IS NOT FULLY EVALUATED INFORMATION. THE INFORMATION IN THIS TALON
REPORT IS NQT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS AND STAFF
TO POTENTIAL TERRORIST ACTIVITY DR APPRISE THREM OF OTHER FORCE PROTECTION ISSUES.

REPORT NUMBER: 902-06-04-05-303

REPORT DATE: 2005-04-06

CLASSIFICATION: Unclassified//

INCIDENT TYPE: Specific Threats

STATUS: Closed/unresolved

CONTAINS US PERSON INFO: NoO

FROM: 8020 MI GP . . )

SUBJECT: Protest Against Military Recruiters at university of California at santa
Cruz {UCSC) on S Apr 05

SOURCE: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S$. DEPARTMENT OF
HOMELAND SECURITY. SOURCE IS RELTABLE . . . .

SUMMARY: Pratest Against Military Recruiters at University of Californiz at santa
Cruz (UCSC) on 5 Apr

DETAILS: UNCLASSIFIED//POUQ

ArmyTALON 502dMI-04-04-05-003

agent: [TTEENNNEN

rhone: NN
Report Date: 04 APR 05
acquisition pate: 04 apPR 05

Incident pate: 05 APR 05
Incident Type: phone/voice/eMail Threats
status: Closed/unresolved

From: 902nd ML Grp/fatlanta JTTF

subject: Protest Against Military Recruiters at University of california at
santa Cruz (UCSC) pn 5 Apr 05
perails: source received an e-mail from ISR 2t e-nail address

dated 1 Apr 2005 (PST), subject: SACTION TUESDAY TO KICK
MILITARY RECRUITERS OQUT OF UCSCHg

The e-mai) starts out with the Tine: JKICK MILITARY RECRUITERS OUT OF UCSCIs Then,
the e-mai] states that on 5 Apr 05, recruiters from the U.S. Army, .S, Marine
Corps, and U.S. Navy will be at the Last Chance Job & Internship Fair, organized by
the University of California at Santa Cruz (UCSC) Career Center.

In response, there is a jCOUNTER-RECRUITMENT MARCH, at 11:30. 5 Apr 2005 that starts
at the JBAYTREE PLAZA,. gelow Career Center, and ends outside the job fair at the
Stevenson Event Center. The e-mail states to jhave fun and bring 5 friends.¢

also, the e-mail urges people tor !ISIGN THE PETITION TO BAN RECRUITERS FROM UCSC
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902-06-04-05-303_full_text
AND JOIN US 11:30am TUE, APRIL Sth @ BAYTREE PLAZAlly

Finally, the e-mail states:

UCSC students Against war's
Counter-Recruitment working Group

counterrecruitment@yahoo. com

Source: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S. DEPARTMENT OF
HOMELAND SECURITY. SOURCE IS RELIABLE.

Country: united States (US)/USNORTHCOM

Address: Santa Cruz, CA 95064

GeoCoords: vatitude: 36.97205; tongitude: -122.026252

persons Involved: N/A

Coordinating Agencies: FPS, Fort Know Resident office, 802d MI Group, JTTF San
francisco

Agent Notes: 1. This information was from an e-mail sent over the Internet. The

source made no effort to validate the credibility of the information. The source
shared the information solely for informational purposes,

2. several recent protests along the west Coast have drawn an estimated 200 - 400
protesters with one incident in January 2005 resulting in polite escorting the
military recruiters off the campus.

3. The text of the e-mail does not state if civil disobedience is planned to occur
at this protest.

4, per the Career Center, UCSC website, the following military organizations will be

at the 'Last Chance Job and Internship Fair;
U.5. Army

2121 41st Ave, Ste 204

capitloa, CA 95010

U.S. Marine Corps officer programs

$46 vernon Ave, Ste 246

Mountain View, CA 94035

U.s. Navy Officer Programs

346 vernon Ave, Ste 246

Mountain View, CA 94035

géAThe Last Chance Job and Internship Fair is scheduled from 12:00 to 15:00 on 5 Apr

Page 2
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902-06-04-05-303_full text
tUpdates: N/A
UNCLASSTFIED//Poua,
ASSQUIATED COUNTRIES: UNITED STATES (US) . .
PERSONS BRIEFED LOCALLY: Coordinating Agencies: FPS, Fort Know Resident office, 902d
MI Group, JTTF san Francisco
COMMENTS: Agent Notes: 1. This information was from an e-mail sent over the
Internet. The source made no effort to validate the credibility of the information.
The source shared the information solely for informational purposes.
2. several recent protests along the west Coast have drawn an estimated 200 - 400
protesters with one incident in January 2005 resulting in police escorting the
military recruiters off the campus.

3. The text of the e-mail does not state if civil disobedience is planned to occur
at this protest.

4. per the Career Center, UCSC website, the foﬂowmg military organizations will be
at the 'tast Chance Job and Internship Fair:

U.s. army
2121 41st Ave, Ste 204
Capitioa, CA 95010

U.S. Marine Corps Officer Programs
5346 vernon Ave, Ste 246

mountain view, CA 94035

U.S. Navy officer Programs
546 vernon Ave, Ste 246
Mountain View, CA 94035

5. The Last chance Job and Internship fair is scheduled from 12:00 to 15:00 on § Apr

INCIDENT ADDRESS: Country: uUnited States (US)/USNORTHCOM
Address: Santa Cruz, CA 95064
GeoCoords: taritude: 36.97205; Longitude: -122.028252

INCIDENT CITY: Santa Cruz

INCIDENT STATE: CA

INCIDENT 2IP CODE: 95064

INCIDENT COUNTRY: US$

INCIDENT LATITUDE: 36.9900016784668

INCIDENT LONGITUDE: ~122.061943054199

INCIDENT UTM: Northing: 4094174.40 Easting: 583476.58 Zone: 105
INCIDENT DATE/TIME: 05-aPR-05

Page 3
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902-21-04-05-358. full_ text.txt
UNCLASSIFIED//POMQ_
TALON REPORT 902-21-04-05-358
21-APR~2005

CAUTION:

THIS TALON REPORY IS5 NOT FULLY EVALUATED INFORMATION. THE INFORMATION IN THIS TALON
REPCRT IS NOT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TQ ALERT COMMANDERS AND STAFF
TO POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTION ISSUES.

REPORT NUMBER: 902-21-~04-05-358

REPORT DATE: 2005-04-21

CLASSIFICATION: Unclassified//Fova_

INCIDENT TYPE: Specific Threats

STATUS: Closed/unresolved

CONTAINS US PERSON INFD; No

FROM: 902D MI GP 3 .
SUE&E%T: Direct action Planned Against Recruiters at University of California at
Berkeley

SQURCE: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S. DEPARTMENT OF
HOMELAND SECURITY, SOURCE IS RELIABLE.

SUMMARY: Direct Action Planned Against Recruiters at University of cCalifornia at
gg;:§l§¥ UNCLASSIFLED//FONQ

ArmyTALON 902dMI-20-04-05-010

phone: [N

Report pate: 20 APR 05

Acquisition Date: 20 APR 05

Incident Date: 21 APR 05

Incident Type: #ehone/voice/eMail Threats

status: Clesed/Unresolved

From: 902nd MI Grp/Atlanta ITTF

Subject: Direct Action Planned Against Recruiters at University of California
at Berkeley

Details: Source received an_e-mail from e-mail ad@ress:*
The e-mail was sent on Monday, April 18, 2005 with a Subject Line o Y4/21: Direct
Action Against military Recruitment at UCB.' The protest is scheduled ar 1030, 21
Apr 05 at Fountain on Sproul Plaza, UC Berkeley with the recruiters located at the
Career Fair at the MLK Student Center, The text of the e-mail follows:

Quote--

*prorest Against Military Recruiters*

WHEN: Thursday, April 21st * 10:30 am

WHERE: The fFountain on sproul plaza, UC serkeley

Page 1
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902-21-04-05-358_full_text.txt
Counter Recruitment has become a national issue, and it’s working. Between these
efforts and widespread anger about the war, all branches of the United states
Military have seen drastic drops in their recryitment_rates. In February, the army
missed its recruiting goal for the first time in nearly five years, and it missed
its March goal by 32 percent, The Army Reserve is 10 percent behind their
year-to-date recruiting target and the National Guard is 26 percent short, while the
need for soldiers is on the rise, Counter Recruitment has proven to be an effective
tool in actually hindering the Military's abi?itz to carry out this immoral and
unjust war, and Berkeley Stop the war Coalition has been working to bring the
Counter Recruitment movement to UC Berkeley'’s campus.

recently, the associated Students at the upiversity of California (ASuC) passed a
resolution that argued that military recruiters (who refuse to recruit ?gys and
lesbians) violate the university of California's anti-discrimination policy and
therefore should not be allowed access to ASUC facilities (S8 107). still, military
recruiters have announced their intention to show up at the Career Fair in the MLK
student union. We have to build the biggest protest possible to Tet them know that
we won't stand for the military‘s discriminatory policies and that we oppose the war
on Iraq that they are recruiting for. Join a growing movement of schools that are
taking a stand against military recruitment on campuses!

COME THE LAST PLANNING MEETING & CIVIL DISOBEDIANCE TEACH-IN FOR THE PROTEST
WEDNESDAY APRIL 20th, 225 WHEELER @ 7pm

SPONSORED BY: Berkeley Stop the war coalition, member of the Campus Anti-war Network
{Can)

WEBSTTES AND CONTACT INFO:
http://groups.yahoo‘com/group/ucbstopthewarl

www. campusantiwar. net

Contacl: vcbstopthewar@hotmail.com, or Daniel at 510-708-6803 and
dsaver@berkeley.edu

£nd Quote--

Sgurce: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S. DEPARTMENT OF
HOMELAND SECURITY, SOURCE IS RELIABLE.

Country: United States (US)/USNORTHCOM

Address: Berkeley, CA

GeoCoords: Latitude: 37.871775; Longitude: ~122.274603
parsons Invoived: N/A

Coordinating Agencies: FpPS, JTTF San francisce

Agent Notes: 1. This information was from an e-mail sent over the Internet. The
source made no effort to validate the credibility of the information. The source
shared the information solely for informational purposes.

2. There is a strong potential for a confrontation at this protest given the strong
support for anti-war protests and movements in the past.

3. The fact the protest is in a different locatrion from the recruiters does not mean
anything. Protester tactics have included using mass text paging to inform others of
the location of the recruiters. Also, protesters have used diversions to bypass
security personncl To get into events to conduct protrests.

Page 2
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updates; N/A

UNCLASSIFIED//

ASSOCIATED COUNTRIES: UNITED STATES (US)

PERSONS BRIEFED LOCALLY: Coordinating Agencies: FPS, JTTF San Francisce

COMMENTS: Agent Notes: 1, This information was from an e-mail sent over the
internet. The source made no effort to validate the credibility of the information.
The source shared the information solely for informational purposes.

2. There is a strong potential for a confrontation at this protest given the streng
support for anti-war protests and movements in the past.

3. The fact the protest is in a different location from the recruiters does not mean
anything. Protester tactics have included using mass text paging to inform others of
the location of the recruiters. Also, protesters have used diversions to bypass
security personnel to get inte events to conduct protests.

INCIDENT ADDRESS: Country: united States (US)/USNORTHCOM
Address: Berkeley, CA
GeoCoords: tatitude: 37.871775; tongitude: -122.274603

INCIDENT CITY: Berkeley

INCIDENT STATE: CA

INCIDENT COUNTRY: US

INCIDENT LATITUDE: 37.8717765808105

INCIDENT LONGITUDE: -122.274597167969

INCIDENT UTM; Northing: 4191836.29 Easting: $63799.34 Zone: 105
INCIDENT DATE/TIME: 21-APR-0

UPDATE: (1) 29-APR-05

DETAILS: 1.

received 4/28/2005 10:51:14 AM

source received a follow-up e-mail on 26 apr 05 stating that 100 students showed up
to protest against US Marine recruiters, that were at the career fa1r, The ¢ivil
disobedience plan was called off due to the ‘Berkeley administration’ planning a
police attack against the protesters and the protesters did not want to 'walk iAto a
trap.' Instead, 60 Berkeley students filed into the career fair in ‘sign-file' and
confronted the recruiters one at a time, challenging their anti-gay policies and the
war in Irag. This action took over an hour and effectively shut down the Marine's
operation for most of the day.

rage 3
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902-01-04-05-294_Full_text
UNCLASSIFIED//LES//FOUQ
TALON REPORT 902-01-04-05-294 °
01-APR~2005

CAUTION:

THIS TALON REPORT IS NOT FULLY EVALUATED INFORMATION. THE INFORMATION IN THIS TALON
REPORT IS NOT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS AND STAFF
TO POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTION ISSUES.

REPORT NUMBER: 902-01-04~05-294
REPORT DATE: 2005-04-01

CLASSIFICATION: Unclassified//LES//FOUO

INCIDENT TYPE: Suspicious Activities/Incidents

STATUS: Open/unresolved

CONTAINS US PERSON INFO: No

FROM: 902D MI_GP .

SUBJECT: weekly Protests Planned at Atlanta, GA Area Recruiting Station
SOURCE: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S. DEPARTMENT OF

HOMELAND SECURITY. SOURCE IS RELIABLE.

DETAILS: Source received an e-mail formw sent 29 MAR 05,
subject: Anti-Recruitment picket on 8 Aprii ACross trom City Hall East.

The_source received an e-mail that stated an Anti-recruitment Picket on 8 APR 05
will occur across from City Hall East and would be the 'First of weekly
antirecruitment rallies to be held facing City #all fast in front of Ponce
(recruiting office inside) starting at 5 PM ... Visually effective coffins will be
12 view. Participants urged to make own signs e.g., bon't sign up for a Coffin,
etc,

This e-mail was sent from the GSU Students peace and Justice. If you'd like to
get involived with the group, email

original Serial Number: 902dMI-30-03-05-003

original Report Date: 30 MAR 05

PERSONS BRIEFED LOCALLY: Atlanta Police Department, FPS, Fort McPherson CID, Georgia
Information and Sharing intelligence Center, atlanta Recruiting sattalion

COMMENTS: 1. This information was from an e-mail sent over the Internet. The source
made no effort to validate the credibility of the information. The source shared the
information solely for informational purposes.

2. civil disobedience may occur at these protests.
INCIDENT SITE: City Hall e£ast
INCIDENT CITY; Atlanta
INCIDENT STATE: GA
INCIDENT ZIP CODE: 30308
INCIDENT COUNTRY: US
INCIDENT LATITUDE: 33,7688903808594
INCIDENT LONGIYUDE: -84,3761138516016
INCIDENT UTM: Northing: 3739625.55 gasting: 742997.14 Zone: 16S
INCIDENT DATE/TIME: 08-APR-0
UPDATE: (1) 31-MAY~
DETAILS: 1. received 5/27/2005 6:32:23 PM
Page 1
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902-01-04-05-294_full_text

1. This update is submitted to clarify why the Students for peace and Justice
represent a potential threat to DOD personnel. Per source, in April 2005 nearly 300
university of California-Santa Cruz students and community allies shut down the
annual career fair, where recruiters from the Army, Navy and Marines had set up
tables. The activists demanded that recruiters Jeave immediately and turn their
tabling spots over to student counter-recruitment activists. Also, two of the
recruiter's vehicles were vandalized while parked on the campus. Several Tocal
_campus groups supported this action including the Students for Peace and Justice.
Also, students for Peace and Justice conducted an impromptu march to the Army
recruitment offices in Dobie Mall because in a previous attempt to protest
recruitment at Dobie, the offices closed for the day, ending the action, The
protesters blocked the entrance to the recruitment office with two coffins, one
draped with an American flag and the other covered with an Iraqi flag, taped posters
on the window of the office and chanted, 'No more war and occupation. You don’t have
to die for an education.' Recruitment officers who were on duty during the protest
had no comment and told protesters who tried to enter the recruiting office to leave
unljess they want to enlist, The on-duty manager of Dobie Mall, gave protesters a
criminal trespass warning and called ﬁo]ice to the scene. The Austin Police
pepartment responded and reiterated the manager’s requests to leave or they would be
arrested for criminal trespass. The Students for Peace and Justice departed the
area.

2. The clear purpose of these civil disobedience actions was to disrupt the
recruiting mission of the US Army Recruiting Command by blocking the entrance to the
recruiting station and causing the stations to shutdown early.

3. Additiqnaﬂy,_ger source students for peace and Justice and CAN have been
involved in ‘civil disobedience’ in New York City in Feb 05. Per source, in Mar
2005, at least two members of the Atlanta area Students for Peace and Justice have
expressed interest in doing more than_just protesting and want to be more aggressive
in conducting ‘civil disobedience.’ Also, Source, a ederal law enforcement officer
with 20 years of experience in intelligence collection on domestic groups, stated
*eivil disobedience’ can range from a sit-in to forcibly removing personnel from the
station along with vandalism of the building(s). The source also states that there
is an intense debate among the anti-war protest ?roups concerning whether to be
nonviolent or to conduct civil disobedience. while a group may publicly call for
nonviolent protests, individually many of the individual may members actually favor
civil disobedience and vandalism. Also, many members of these groups view vandalism
as 'nonviolent’ action.

4. For the Atlanta area, if must be noted that the 'City Hall East Area' is directly
across the street from an Army recruitment office. In addition, military personnel
use the Metro Atlanta Regional Transportation Authority (MARTA) stations for rail
transportarion around Atlanta.

5. To date, no reported incidents have sccurred at these protests.

Page 2
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902-22-04-05~368_ful 1 text .
UNéMSSIFIED
TALON REPORT 902-22-04-05-368
22-APR-2005

CAUTION: .

THIS TALON REPORT IS NOT FULLY EVALUATED INFORMATEON. THE INFORMATION IN THIS TALON
REPORT X5 NOT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
COMMAND HQ, THXS INFORMATION IS BEING PROVIDED ONLY TQ ALERT COMMANDERS AND STAFF
TO POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTVION ISSUES.

REPORT NUMBER; 902-22-04-05-368
REPORT DATE: 2005-D4-22_
CLASSIFICATION: Unclasgified =~ . .

INCIDENT TYPE: vsusxlaic'lous Activities/Incidents

SYATUS: Openfunresolved '

CONTAINS US PERSON INFO: No

FROM: 902D MI GP ’ . N

SUBJECT: Veterans For Peace anti-war display in New Orleans; Ref: Army TALON
902dMT-08-04-05-001 . )

SOURCE! Army Recruiting sattalion - New Orleans

OETAILS: veterans for Peace erected an anti-war display the week of.18 april 2005 at
a local umiversity., A Jocal Army recruiter, through the Jocal media, mistook the
event as a memorial to fallen service members and arrived to.view the display.

Uponi arrival, the soldier realized the dispiay was anti-war in nature and proceeded
to depart the area, He was pursued by six individuals who shouted ‘war monger’ and
‘baby killer® at Him,

one of the individuals blocked the SoTdier from enterin? His vehicle while the other
individuals surrounded Him., The Soldier attempted to talk His way out of a .
confrontation, but was struck by the individual blocking #is exit, The soldier
defended Himself. A security officer arrived and instructed the Soldier to depart
the area while the individuals were kept back. The soldier stated the other
individuals were chastising the individual who had struck the Soldier,

The soldier immediately reported the incident to His chain of command,

original serial number: 902dmi-21-04-05-001

original-Report Date: 21 APR 05

PERSONS BRIEFED LOCALLY: N,0. Army Recruiting BN, NOPD, N.G. ITTF

COMMENTS: As reported in Army TALON 902dMI-08-04-05-001, veterans for Peace claim to
be non-vigient. This incident demonstrates a propensity for violence, and the
veterans for Peace should be viewad as a possible threat to Army-and.DoD personnel.

It is unknown if the individuals involved in the ncident are students at the local

university or asspciated with the veterans for peace organization.

Page 1
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EMBARGOED FOR RELEASE: 12:01 am E.S.T.,, Wednesday, January 17, 2007

. . . 902-22-04-05-368. Full_text . )
According to NOPD liaison with university police, the organization was granted a
pernit for the display. .

INCEIDENT CITY: New Orleans

INCIDENT STATED tA |

INCIDENT COUNTRY: US

INCIDENT LATITUDE: 29,9558334350586

INCIDENT LONGIYUDE! -90,0774993896484

INCIDENT uTM:_Northing: 3317485.23 Easting: 782054.91 Zone: 15w
INCIDENT DATE/TIME: 20-APR-05

pPage 2~
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902-06-04-05~304_Full_text
UNCLASSIFIED//FOUC
TALON REPORY 902-06-04-05-304
06-APR-2005

CAUTION:

THIS TALON REPORT IS NOT FULLY EVALUATED INFORMATION. THE INFORMATION IN-THIS TALON
REPORT IS NOT TO BE USED IN ANY FINISHED PRODUCT WITHOUT THE SPECIFIC APPROVAL OF
COMMAND HQ. THIS INFORMATION IS BEING PROVIDED ONLY TO ALERT COMMANDERS -AND STAFF
TO POTENTIAL TERRORIST ACTIVITY OR APPRISE THEM OF OTHER FORCE PROTECTION ISSUES.

REPORT NUMBER: 902-06-04-05-304

REPORT DATE: 2005-04-06

CLASSIFICATION: unclassified//Fouo

INCIDENT TYPE: Specific Threats

STATUS: Closed/Unresclved

CONTAINS US PERSON INFO: No

FROM: 802D MI_GP

SUBJECT: weekly Thursday and Friday atlanta, GA Area Protests
SOURCE: A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S. DEPARTMENT OF
HOMELAND SECURYTY. SOURCE IS RELTIABLE

SUMMARY: weekly Thursday and Friday AtYanta, GA Ared Protests
DETAILS: UNCLASSIFIED//FOUO

ArmyTALON 902dMI-04-04-05-004

agene! (BTG '

phoney |b2 b7(c 1

Repart Date: 04 APR 05

Acquisition Date: 04 APR 05

Incident pate: 08 APR 05

Incident Type: Phone/vVoice/eMail Threats

Sstatus: Closad/unresolved

From:'  902nd MI Grp/Atlanta JTTF

Subject: weekly Thursday and Friday Atlanta, GA Area Protests

|-

roeti S: purce received an e-mail frome-maﬂ address
I”dated 2 Apr 2005, subject: (_Annwa & cbunter-recruitment

TAT17€5 on T ursays Z rnays -

in the e-maﬂstated that every twe months, the Antiwar &

Counter-recruitment raliies would move to a pew Jocation. For the Thursday

antiwar/peace rallies, so far ;we have been in Five points, Lenox MARTA station,

Decatur, and for the next coup([e months will be in front of Notrth Ave MARATA
© Station.z The GPJC/Aﬂanta and YAC/Atlanta organized this protest.

on Thursdays, for the months of April and May, we will be 1700 to 1800 at North Ave.

MARTA Statwn corner of‘ W. Peachtree. and North Ave, The 6PIC/Atlanta ap

an organized grotest. For more 1nformat10n, contadc b7(c)

L

on Frwdays for the moaths of April and May, counter-recruitment raThes will be at

18:00 - 19:00 at the pronce de teon Shopping Center across from Atlanta City Hall
Page 1
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. ) . 902-06-04-05-304_full_text . 3
Fast, launching weekly antiwar protests to be held at milit sruiting offices.,
For - more information, ccntac Q bigy  Ialso. : bring your own

signs and banners.

For next Friday only, 8 April 2005, a counter-recruitment ri-‘y is planned for the,
ponce de Leon shopping Center across from Atlanta City Hall &:st, 1700 to 1800. this
st will launch weekly protests to be held at military recruiting of fices,
from Iraq veterans Against the War, other members of veterans for
Feace and MiTiTary rFamilies Speak out will hold a news conference as part of the

protest. K v A

N . P .
Finally, the e-mail states, for mgre information on[ P70 —— — hispeaking tour go
to GPIC website, http://www.?eorgiapeace.erg. Also, webpage that 1ists all rallies
in different locations in Atlanta at the GPIC website,
http://wew, georgiapeace.org/Outreach. html

Source; A SPECIAL AGENT OF THE FEDERAL PROTECTIVE SERVICE, U.S. DEPARTMENT OF
HOMELAND SECURITY. SOURCE IS RELIABLE.

country: united States (US)/USNORTHCOM

Address: Atlanta, GA

GeocCoords: tatitude: 33.759506; Longitude: -84.403176
persons Involved: N/A

coordinating Agencies: Atlanta Recruiting Batralion, FP§, Fort Knox RO, 902d wx
Garoup, Atlanta Police Department, Dekalb and Fulton County Police Department

Agent Notes: 1. This information was from an e-mail sent over the Internet. The,
source made no effort to validate the credibility of the information. The source
shared the information solely for informational purposes. .

2. GPXC is the Georgia Peace and Justice Coalition and JAC is the Taternational’
action Center: Per an FBI Intelligence Analyst, the JAC can have members that are
very radical and on an individual basis, they could conduct civi 1, disobedience.

3. This report expands on information contained in ArmyTALON 9020MI-30-03-05-003.
Updates: N/A

UNGLASSIFIED//FOU0

ASSOCIATED COUNTRIES: UNITED STATES (US)

PERSONS BRIEFED LOCALLY: Coordinating Agencies: atlanta Recruiting Battalion, FPS,
FOIT Knox RO, 902d MI Group, Atlanta Police Department, Dekalb and Fulton County
police Department : o
COMMENTS: Agent Notes: 1. This information was from an e-mail sent over the
Internet. The source made no effort to validate the credibility of the information.
The source shared the information sclely for informational purposes.

2. GPIC i5 the Georgia peace and Justice Coalition and JAC is the International
Action Center. Per an FBI Intelligence analyst, the IAC can have members that are
very radical and on an individual basis, they could conduct ¢ivil disobedience.

3. This report expands on information contained in ArmyTALON 902dMI-30-03-05-003.

INCIDENT ADDRESS: Gountry: . umited States (US)/USNORTHCOM
Address: Atlanta, GA
‘GeoCoords: Latitude: 33.759506; tongitude: -84.403176

© INCIDENT CITY: Atlanta
INCIDENT STATE: GA

rage 2 BEST COPY AVAILABLE
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. 902-06-04-05-304_fulT_text
INCIDENT COUNTRY: WU

S
INCIDENT LATITUDE: 33.7595062255859
IMCIDENT LONGITUDE: -84.4031753540039%
T [DENT UTM: Northing: 3738521.13 Easting: 740516.51 Zone: 167
INCIDENT DATE/TIME: OB-APR-0
UPDATE: (1) 31-MAY-QS
DEYAILS: 1. - received 5/27/2005 6:29:00 #M

1. This update is submitted to clarify why the Students for peace and Justice .
represent a potential threat to DOD.personnel. Per source, in April 2005 nearly 300
universiry of califernia-santa Cruz students and community allies shut down the
annual career fair, where recruiters from the Army, Navy and Marines had set up
tables. The activists demanded that recruiters leave immediately and turn their
1:iling spots over to student counter-recruitment acrivists. Also, two of the -

r. ruiter's vehicles were vandalized while parked on the campus. Several local

< ous groups supported this action including the Students for Peace and Justice.

0, Students for peace and Justice conducted an impromptu march. t6 the Army
cruitment offices jin Dobie Mall because in a previous attempt to protest
recruitment at Dobie, the offices closed for the day, ending thé action. The
protesters blocked the entrance to the recruitment office with two coffins, one
draped with an American flag and the other covered with an Yragi flag, taped posters
on the window'of the office and chanted, 'No more war and occupation. You don't have
to die for an education.' Recruitment officers who.were on duty during the protest
had no comment and told protesters who tried to enter the recruiting office to leave
unless they want to enlist. The op-duty manager of Dobie Mall, gave protesters a. -
criminal trespass warning and called police to the scene, The Austin Police .
Department responded and -reiterated the manager's requests to leave or they would be
arrested for criminal trespass. The Students for peace and Justice departed the
area, - - . .

2. The clear purpose of these civil disobedience actions was ro disrupt the

recruiting mission of the Us Armx Recruiting Command by blocking the entrance to the
recruiting station and causing the statiens to shutdown early.

3, Additionally, ?er source Students for Peace and Justice and CAN have been .
involved in ‘civil disobedience' in New York City in Feb ‘05. Per source, in Mar
2005, at least two members of the Atlanta area Students for Peace and Justice have
expressed interest in doing more than just protesting and want to be more aggressive
in conducting 'civil disobedience.' Also, Source, a Yederal law enforcement officer
with 20 years of exgerience‘in intelligence collection on domestic groups, stated
‘civil disobedience’ can_range from a $it-in to forcibly removing personnel from the
station along with vandalism of the building(s). the source also states that there
is an intense debate among the anti-war protest ?roups coricerning whether to be
nonviolent or to conduct civil disobedience. while @ group may pubiicly call for
nonyiolent protests, individually many of the individua) may mesbers actually favor
civil disobedience and vandalism. Also, many members of theSe groups view vandilism

as ‘nonviolent' action. '

4. For the Atlanta area, if must be noted that the 'City Hall-gasy Area' is directly
across the street from an Arm¥ recruitment office. In addition, military personnel
use the Metro Atlanta Regional Transportation Authority (MARTA} stations for rail
transportation around Atlanta. h

$. To-date, no reported incidents have occurred 'ai_ fhese,protest__s.

National Office
125 Broad Street, 18th FL
New York, NY 10004-2400
{2121 549-2500
www.aclu.org
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Statement of Alberto R. Gonzales
Justice Department Oversight Hearing of the Senate Judiciary Committee
January 18, 2007

Thank you, Chairman Leahy and Ranking Member Specter, and members of the
committee. I appreciate the opportunity to be here today.

As you know, the Department of Justice’s responsibilities are broad, ranging from
preventing tetrorist attacks upon the United States to prosecuting violations of civil rights
to interdicting international drug trafficking. In my testimony today, I have time to touch
on only a few of the Department’s many important functions.

I"d like to discuss today several of my top priorities: our efforts to combat terrorism,
including the usefulness of some of the tools Congress has recently given us to do so and
additional tools we still need; the need for comprehensive reform of our immigration
system; our commitment to working with state and local law enforcement to keep
Americans safe from violent crime and from the scourge of illegal drugs; our extensive
work to bring to justice those who prey on and exploit innocent children through the
Internet; our efforts to prevent and prosecute identity theft, other types of fraud, and
intellectual property crimes; and our work to protect voting rights.

This is just some of the work of the Justice Department, and I am humbled to be its
steward during this critical time in our nation’s history.

Preventing Terrorist Attacks

For those of us in government whose job it is to protect our country from terrorism, every
day is September 127,

Since the horrific attacks of September 11, 2001, the Department of Justice has
undertaken a significant re-orientation to a preventive and proactive approach to
combating terrorism. While bringing terrorists to justice remains a top priority,
preventing attacks from happening in the first place is the first priority.

National Security Division (NSD)

In previous testimony, my predecessor and I have discussed the FBI’s reorganization.
Creation of a new National Security Division in the Department of Justice was the next
step shifting toward an approach focused on the prevention, disruption, and dismantling
of terrorism.

Previously, as the Commission on the Intelligence Capabilities of the United States
Regarding Weapons of Mass Destruction noted, several different divisions and offices in
Main Justice handled various parts of our national security operations, without
centralized, coordinated management other than the Deputy Attorney General or me. The



214

Administration proposed creation of the National Security Division to bring all of these
functions together in one component, and you authorized it in the USA PATRIOT
Improvement and Reauthorization Act, signed by the President last March.

Ken Wainstein was confirmed as the Assistant Attorney General for the Division last
year, and it is now fully operational. The Division brings together the Office of
Intelligence Policy and Review, which is responsible for processing Foreign Intelligence
Surveillance Act (“FISA”) applications and presenting them to the Foreign Intelligence
Surveillance Court, and the Counterterrorism and Counterespionage Sections, which
previously resided within the Criminal Division. This reorganization allows lawyers with
a criminal prosecutorial focus and lawyers with an intelligence focus to coordinate and
share information on a daily basis, ensuring the best coordination, planning, and strategic
thinking about how to deal with every emerging terrorist threat.

The Division also has continued to build upon the Department’s success in reducing the
number of pending FISA applications. The use of FISA is a critical tool in the
government’s efforts to collect foreign intelligence to prevent acts of terrorism and
espionage against America, and I am pleased to report that the Department has
dramatically increased its production and efficiency in processing applications to the
FISA Court in recent years. From the end of 2004 to September 2006, for instance, the
Department reduced the number of days it takes to process FISA applications by the FBI
by on average 35 percent. In that same time span, the Department reduced the number of
FBI FISA applications pending by roughly 65 percent.

These improvements have occurred even as the volume of FISA applications has grown.
Applications to the FISA Court have surged in recent years, from a mere 973 in 2001, to
roughly 1,754 in 2004, to ronghly 2,072 in 2005. The Department expects this demand
for FISA collection authority to continue to increase in the coming years.

USA PATRIOT Act Reauthorization and Successful Implementation

The members of this Committee are very familiar with the provisions of the USA
PATRIOT Act and the legislation that reauthorized it last year. The provisions of this
Act have been for the last several years, and continue to be, extremely valuable to the
Department in preventing and prosecuting terrorism and other crimes.

I appreciate the productive working relationship we enjoyed with the Congress last year
in reauthorizing this legislation. Removing the sunset dates on most of the sections
subject to them — including critical provisions such as the one that was instrumental in
taking down the “wall” that prevented law enforcement and intelligence officials from
effectively sharing vital information and coordinating — eliminated a level of uncertainty
that had hung over our counterterrorism strategies and procedures. The reauthorization
also made a number of important improvements to the existing provisions of the law and
created at least thirty new safeguards for civil liberties. Since the reauthorization’s
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enactment, the Department has been able to incorporate the changes to the law, including
those bolstering civil liberties protections, into our operations. The President charged all
of us in the Administration with ensuring that none of the amendments to the Act harmed
our ability fo prevent, investigate, and prosecute terrorism, and we believe the
reauthorization bill complied with that directive.

Indeed, it improved the utility of certain authorities. For example, section 128 of the
reauthorizing legislation included new authority that supplemented existing FISA pen
register/trap and trace provisions. Pursuant to Congress’s revisions, we can now obtain
subscriber information in connection with a court-approved FISA pen register or trap and
trace order. This commonsense revision obviates the need to use other authorities in
addition to the pen register/trap and trace order to obtain this information. As before the
reauthorization, a court must approve the application and issue the order, but the
modification saves time and resources and gets critically useful information into the
hands of our counterterrorism and counterintelligence investigators more efficiently and
without compromising any American's civil liberties.

We look forward to a similarly productive working relationship with this Committee
during the current Congress in ensuring that the Department has the tools it needs to keep
our nation safe from the threat of terrorism.

Military Commissions Act

I also appreciate the work of this committee on the Military Commissions Act. The
MCA provides for the full and fair trial of captured terrorists; reinforces and clarifies
United States obligations under the Geneva Conventions; and buttresses our ability to
gather vital intelligence and disrupt future terrorist attacks.

1 am aware that two bills were introduced in the last Congress, and are likely to be re-
introduced, that would amend the federal habeas statute by deleting the MCA restrictions
in their entirety. I believe that such proposals to amend the MCA are ill-advised and
frankly defy common sense.

The MCA's restrictions on habeas corpus petitions did not represent any break from the
past. Indeed, it has been well-established since World War 2 that enemy combatants
captured abroad have no constitutional right to habeas petitions in the United States
courts. As the Supreme Court recognized in Joknson v. Eisentrager, 339 U.S. 763
(1950), the extension of habeas corpus to alien combatants captured abroad “would
hamper the war effort and bring aid and comfort to the enemy,” id. at 779, and the
Constitution requires no such thing, see id. at 780-81. The Constitution did not give the
right of habeas corpus to the several hundred thousand German and Japanese soldiers
detained by the United States during World War 2, and it does not provide that right to
the alien enemy combatants detained in the present conflict.
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Congress endorsed this principle in the Detainee Treatment Act of 2005, which removed
federal courts jurisdiction over habeas corpus petitions filed by the detainees at
Guantanamo Bay. After the Supreme Court held in Hamdan v. Rumsfeld that these
restrictions did not apply to the several hundred petitions pending at the time of its
enactment, Congress passed the broader restrictions under the MCA, which apply to the
petitions of all enemy combatants in United States custody, including pending petitions.
The MCA’s restrictions prevent terrorists captured on the battlefield from continuing to
fight us in our courts. They are necessary to limit the burden that litigating the hundreds,
and potentially thousands, of enemy combatant petitions would impose on the United
States in this conflict and future conflicts.

The existing restrictions should be preserved. Given the military necessities of the war
on terror, it is common sense to do so, and to preserve, more broadly, that which the
MCA achieved so well — a priority system that puts the security of our country and
citizens first and still respects human rights while ensuring that terrorists are not given
more rights than our men and women in uniform.

Terrorist Surveillance Program

When necessary, the government has developed tools to increase our flexibility in
fighting the war on terror. The Terrorist Surveillance Program (TSP) helped us to adapt
to a new enemy that attempts to blend into our society while it plans its attacks. The TSP
operates with the speed and agility needed to counter this new enemy, providing us with a
critical early warning system that alerts us to the presence of al Qaeda agents in the
United States. The TSP is limited to targeting only international communications in
which we have reasonable grounds to believe that one party is a member or agent of al
Qaeda or an affiliated terrorist organization.

Alan Raul, Vice Chairman of the Privacy and Civil Liberties Oversight Board said that
the Board “found there was a great appreciation inside government, both at the political
and career levels, for protections on privacy and civil liberties.” In fact, he noted

that “the public may have an underappreciation for the degree of seriousness the
government is giving these protections.” The TSP is reviewed approximately every 45
days to ensure that it is still necessary and consistent with the Fourth Amendment.

It is helpful to think of the TSP as a modern-day version of the “signals” intelligence that
our country has gathered and relied upon in every conflict in our history, and that every
nation has relied upon.

In every conflict we have been in, the United States government has needed to know
what the enemy is doing, and signals intelligence provides one of the most important
ways to do that.

During the Civil War, telegrams were intercepted. During both World Wars, we
intercepted telegrams in and out of the United States.
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The Terrorist Surveillance Program has proven to be one of our most effective tools in
the war against terrorism. U.S. intelligence officials have confirmed that the program has
helped detect and prevent terrorist attacks and has saved American lives.

I hope that Congress will act to provide additional authority for this narrow, essential
program as soon as possible. Congress should also act to modernize FISA — another
valuable intelligence tool. Revolutions in telecommunications technology since FISA
was enacted in 1978 have brought within FISA’s scope communications that Congress
did not intend to be covered — and as a result, extensive resources are now expended
obtaining Court approval for acquiring communications that do not substantially
implicate the privacy rights of Americans. We urge Congress to modernize FISA so that
we can more effectively confront the new threats and technologies of the 21% Century.

The Importance of Cooperation with international, state, and local partners in
preventing terrorism

Last summer, we were given a vivid illustration of the importance of a prevention
strategy when we learned of the disruption in England of what would have been a major
terrorist attack with massive casualties. Thanks to the vigilance of the British authorities,
a terrorist plot to kill innocent men, women, and children was disrupted.

It was an international success for intelligence and law enforcement, with over 200 FBI
agents working with their British counterparts to investigate every possible lead here in
America.

The disruption of the UK bomb plot highlights the success of international cooperation.
Our prosecutors train one another and share information and intelligence. The level of
cooperation between the United States and our foreign counterparts is outstanding.

At home, we have dramatically improved collaboration among federal agencies. Indeed,
we have applied a new mentality of constant information sharing.

We are strongly supporting the standup of intelligence fusion centers where the federal
government can work with our state, local, and tribal partners to better protect the nation.
The FBI 1s a relatively small organization when compared to the tremendous number of
state and local law enforcement officers across the country. Our combined abilities are
much greater, so we will leverage these combined resources.

Homegrown Threat and Response of DOJ/Law Enforcement

The threat from homegrown terrorists and cells — often radicalized online, in prisons, and
among other socially isolated groups — may be as dangerous to the safety of Americans as



218

that from international terrorist organizations. Together with its federal, State and local
partners, the Department has worked steadily to prevent the spread of these cells and the
danger of attacks by them.

With respect to prisons, for instance, the Correctional Intelligence Initiative within the
National Joint Terrorism Task Force has implemented a number of initiatives to identify,
interdict, and deter radicalization and recruiting of inmates in federal, State, and local
correctional facilities. In federal prisons, we have enhanced the screening process to
wdentify existing and entering inmates who may already be radicalized and have
separately housed the most dangerous and sophisticated international terrorists so that
they cannot influence others, gain prestige, or use other inmates to send or receive
messages. In addition, we have improved supervision of inmate-led groups and enhanced
training and other requirements for religious staff and volunteers.

We are also able to use the tools that have been given to us by the Congress to identify,
investigate and prosecute would-be homegrown terrorists, including those inspired by the
tdeology of al Qaeda and those who use violent means to advocate such causes as animal
rights and environmental protection. Just this past summer, for example, we arrested
seven men in Florida who, in support of al Qaeda, were planning attacks on targets in the
United States, including the Sears Tower in Chicago and the Miami FBI building. And
this past year, nineteen defendants connected with the Earth Liberation Front and the
Animal Liberation Front were charged with a variety of crimes relating to attacks against
government facilities and private enterprises. Twelve defendants have already pleaded
guilty. These investigations and arrests were the product of the hard work and
cooperation of federal, State, and local agencies. I applaud the work of state and local
law enforcement in identifying and investigating these threats.

Immigration Reform

As you well know, one of the most pressing and complex issues facing this Committee is
the need for comprehensive immigration reform. Such reform is urgently needed to
facilitate effective law enforcement, to maintain the productivity of the American
economy, and — most importantly — to help ensure the national security of the United
States. The Department of Justice has substantial responsibility, of course, for
immigration enforcement. Among other things, the Department is responsible for all
criminal prosecutions arising from violations of the nation’s immigration laws, for
incarcerating convicted immigration offenders, and for administratively adjudicating (and
defending in federal court) orders for the removal of illegal aliens, As a result, the
Department is keenly interested in working with this Committee in pursuit of practical
and comprehensive immigration reform.

The President has made clear that such reform must include at least five clements:
securing our borders, enforcing immigration laws in the interior (specifically including
laws preventing the employment of aliens who are not authorized to work in the United
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States), establishing a temporary worker program so that foreign workers can do jobs for
which U.S. employers cannot find American workers, dealing with the millions of
undocumented workers that are already in the United States, and promoting the
assimilation of new immigrants. All of these elements are essential to successful and
workable immigration reform and must be pursued in tandem.

The Department of Justice in cooperation with the Department of Homeland Security has
already increased its efforts to help secure the border and step up interior enforcement by
allocating more resources to prosecuting criminal immigration offenders and adjudicating
removals of illegal aliens who are here now, but more resources and statutory
improvements will be essential in helping the Department to combat immigration fraud,
alien smuggling, and other threats to the nation’s security.

As the Committee considers new legislation in this Congress, I urge it to bear in mind the
importance of all five elements of successful reform and look forward to helping ensure
that the Administration has the tools it needs to implement that reform.

Yiolent Crime and Drugs

Keeping our communities and citizens safe from violent crime is a top priority for law
enforcement at all levels, including the United States Department of Justice. Although
the vast majority of the work of preventing, investigating, and prosecuting these crimes is
done by state and local law enforcement, federal investigators and prosecutors can have a
significant beneficial impact by, for example: prosecuting federal gun crimes, which
carry stiff sentences and remove violent offenders from the streets of our cities;
dismantling and prosecuting national gangs under RICO and other federal statutes;
mterdicting international and interstate drug shipments; and prosecuting the worst drug
offenders on federal charges. We look forward to working with this Committee to
continue to ensure that the federal criminal justice system can play these vital roles by
making reforms to the federal sentencing system. Because of the Supreme Court’s
decision in Booker v. United States, disparity among the sentences handed down to
federal convicts has increased. We need to restore the fairness and consistency that
existed prior to Booker in a way that meets the constitutional requirements established by
the Supreme Court in that decision.

We are pleased that the violent crime rates in our nation remain near historic lows.
However, as you know, the rates of violent crime in certain cities have shown a slight
increase over the last two years, and law enforcement at all levels must be vigilant in
determining how we can best address this issue. Last year I announced the Safe
Communities Initiative, in which senior Department officials would visit cities around the
country to discuss crime issues with state and local law enforcement to better understand
what crime issues faced those cities and which law enforcement approaches are the most
effective in addressing them. In November and December, they visited 18 cities,
including cities where crime rates had increased from 2004 to 2005 and cities where
crime had decreased during that period. We are now in the process of digesting what we
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learned from those visits and assessing what suggestions and proposals we may make to
improve law enforcement efforts at the federal, state, and local levels to combat violent
crime.

I"d like to give you a brief overview of a few of the Department’s current efforts against
violent crime.

Project Safe Neighborheods (PSN)

Project Safe Neighborhoods (PSN) is central to the Department’s approach. Project Safe
Neighborhoods is the nation's largest and most visible effort to combat violent crime and
criminal gang activity at a community level. Originally focused on gun crime, the PSN
strategy has since been expanded to help America’s communities address all forms of
violent crime and violent gang activity by providing locally based programs with the
tools and resources they need to succeed. The goal is simple and uniform: Get armed
criminals off the street so that there are fewer victims of crime and our communities
become safer.

In order to make PSN operational, United States Attorneys’ Offices across the country
have assembled task forces that consist of community stakeholders — those individuals or
agencies with an interest in reducing gun crime in the district and/or a specific role in
implementing the district gun crime response. Task force members vary by district, but
they often include representatives from the U.S. Attorney’s Office, federal, state and local
law enforcement, state and local prosecutors, parole and probation, corrections, social
service agencies, non-profits, local businesses, and educational wnstitutions. The task
force is responsible for creating the district’s PSN strategy and periodically reviewing
and revising the strategy as needed.

Though the ultimate goal is the same, the PSN strategy is unique in every district. The
ability of districts to tailor their responses to violent crime under this initiative is one of
the reasons PSN is so successful and is highly regarded by those in the field. We know
that the districts are in the best position to assess their crime problem and its primary
source. PSN gives districts the flexibility to identify their needs and potential solutions.

I hear from law enforcement officials on a regular basis regarding concerns that they have
about crime. I cannot tell you how often I hear praise for PSN and the community
partnerships that it has created and sustained.

In FY 2006, through the PSN initiative, the Department filed 10,425 cases against 12,479
defendants under sections 922 and 924 of title 18, which regulate the possession and
transfer of certain weapons in specified circumstances. This is a 66% increase in cases
filed and a 55% increase in defendants prosecuted under those sections since FY

2000. The conviction rate in FY 2006 for federal firearms defendants was 92% — the
highest it has ever been. Over 93% of those offenders received prison terms, and over
50% were sentenced to five or more years in prison. This information is important, but it
only reflects what is occurring within federal prosecutions. We also know that there is a
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great deal of good work being done by our partners, the state and local prosecutors, to
punish firearms offenders.

Gangs

Prosecuting gang violence and preventing America’s youth from becoming involved with
gangs are top priorities for the Department of Justice. We also are committed to working
with our partners in state and local law enforcement to take apart the criminal gangs that
are responsible for so much violence. The Department has established the necessary
infrastructure to focus our resources and carry out our anti-gang mission. First, we
established an Anti-Gang Coordination Committee to organize the Department’s wide-
ranging efforts to combat gangs. Each United States Attorney has appointed an Anti-
Gang Coordinator to provide leadership and focus to our anti-gang efforts at the district
level. The Anti-Gang Coordinators, in consultation with their local law enforcement and
community partners, have developed comprehensive, district-wide strategies to address
the gang problems in their districts.

Within the last year, the Department has further improved our ability to achieve this goal
by establishing national coordination, intelligence and enforcement mechanisms aimed at
dismantling the most significant violent, national and regional gangs.

The Department created and launched the new National Gang Targeting, Enforcement &
Coordination Center (GangTECC) to be the coordination arm of the Department's effort
to achieve maximum national impact on America's most dangerous and far-reaching
gangs. Led by the Criminal Division, the center coordinates overlapping investigations,
ensures that tactical and strategic intelligence is shared among law enforcement agencies,
and serves as a central coordinating center for multi-jurisdictional gang investigations
involving federal law enforcement agencies.

GangTECC works hand-in-hand with the new National Gang Intelligence Center
(NGIC). The NGIC integrates the gang intelligence assets of all Department of Justice
agencies and has established partnerships with other federal, state, and local agencies that
possess gang-related information. The Department’s Criminal Division, under the
leadership of Assistant Attorney General Alice Fisher, established the new Gang Squad
composed of prosecutors to serve as the prosecutorial arm of the Department's efforts to
achieve maximum national impact against violent gangs.

Additionally, the Department launched a Six Site Comprehensive Anti-Gang initiative
that focuses on reducing gang membership and gang violence through enforcement,
prevention and reentry strategies. The program provides $2.5 million in grant funds to
each of six sites across the country: Los Angeles, Tampa, Toledo, Dallas/Ft. Worth,
Milwaukee, and Pennsylvania’s 222 Corridor. Each city’s program employs a multi-
faceted and comprehensive approach, focusing on enforcement, prevention, and prison
re-entry.
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On the prevention front, I directed each U.S. Attomey to convene a Gang Prevention
Sumimit in his or her district to explore additional opportunities in the area of gang
prevention. These summits bring together law enforcement and community leaders to
discuss best practices, identify gaps in services, and create a prevention plan to target at-
risk youth within their individual communities. These summits have already reached
over 10,000 law enforcement officers, prosecutors, community members, social-service
providers and members of the faith-based community.

Drug Enforcement

The Department continues to devote substantial investigative and prosecutorial resources
to addressing the problem of drug trafficking. In Fiscal Year 2006, drug cases
represented over 25% of all cases filed by our U.8. Attorneys and 35% of federal
defendants.

The vast majority of illegal drugs sold in the United States are supplied by drug
trafficking organizations (DTOs). The Department continues to believe that utilizing
intelligence to target the highest priority DTOs and those entities and individuals linked
to the DTOs, using the Drug Enforcement Administration (DEA) and the Organized
Crime and Drug Enforcement Task Force program, is the most effective approach to
fighting the global drug trade and its attendant threats. It is within this strategic
framework that the Department generally organizes its efforts to reduce the supply of
illegal drugs. These efforts combine the expertise of multiple federal agencies with
international, state, and local partners, to mount a comprehensive attack on major drug
organizations and the financial infrastructures that support them. This approach has been
successful. Just this past fall, the most significant drug traffickers ever to face justice in
the United States — Miguel and Alberto Rodriguez-Orejuela — pleaded guilty in a federal
court in Miami to a charge of conspiracy to import cocaine into the United States.

The Department recognizes that the Southwest Border remains a critical front in our
nation’s defense against both illegal drug trafficking and terrorism. Because a significant
amount of drugs that enters the U.S. is trafficked by DTOs based in Mexico, the
Department has been working closely with the Government of Mexico, including in joint
cooperative efforts by law enforcement. In addition, the Department is continuing
discussions with the Government of Mexico regarding extraditions of major drug
traffickers.

In addition to its continued efforts on drug trafficking organizations, over the past several
years the Department has placed a special emphasis on reducing the demand for, and
supply of, methamphetamine and controlled substance prescription drugs.

In support of the Administration’s plan to combat methamphetamine, the Department
established the Anti-Methamphetamine Coordination Committee to oversee the ongoing
implementation of initiatives and to ensure the most effective coordination of its anti-
methamphetamine efforts. The Department is enhancing the anti-methamphetamine
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trafficking and intelligence capabilities of law enforcement; assisting tribal, state, and
local authorities with training, cleanup, and enforcement initiatives; and providing grants
to state drug court programs that assist methamphetamine abusers. On the international
front, the Department is working to cut off the illicit supply of precursor chemicals by
working with our international partners.

The United States Government has established a strong partnership with Mexico to
combat methamphetamine. In May 2005, the Attorney General of Mexico and I
announced several anti-methamphetamine initiatives designed to address improved
enforcement, increased law enforcement training, improved information sharing, and
increased public awareness. Most of those initiatives are now underway and our goals
are being met.

This past year, Congress enacted important legislation, the Combat Methamphetamine
Epidemic Act, which regulates the sale of the legal ingredients used to make
methamphetamine; strengthens criminal penalties; authorizes resources for state and local
governments; enhances international enforcement of methamphetamine trafficking; and
enhances the regulation of methamphetamine by-products, among other things. The
Department is committed to enforcing rigorously these new provisions of the law in order
to address the domestic production of methamphetamine. As state laws regulating
methamphetamine precursors went into effect, along with the new federal law, we have
seen a decline in domestic methamphetamine labs.

The Department remains concerned about the nonmedical use of controlled substance
prescription drugs, which continues to be the fastest rising category of drug abuse in
recent years. At the same time, the Department recognizes that it is critical that
individuals who are prescribed controlled substance prescription drugs for a legitimate
medical purpose have access to these important drugs. Rogue pharmacies operating
illicitly through Internet increasingly have become a source for the illegal supply of
controlled substances. This issue is a priority for the Department and we are aggressively
applying the full range of enforcement tools available to us to address this increasing
problem. The Department looks forward to working with Congress on additional
enforcement tools that may be appropriate.

Project Safe Childhood

I appreciate the work of this committee to safeguard the innocence of our children,
including its support for the Adam Walsh Act, which included authorization of Project
Safe Childhood.

As you know, the Internet is increasingly used by sexual predators and abusers as a tool
for exploiting and victimizing our children through both child pornography and cyber-

enticement.

The term child pornography imperfectly describes what really are crime-scene photos of
the sexual assault of children. The Internet has contributed to a significant increase in the
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proliferation and severity of such images. It provides deviants with an easily accessible
and seemingly anonymous means of accumulating and distributing vast collections of
images of child sexual abuse. In the past, pedophiles were constrained by social norms,
difficulty in obtaining images, and their consciences; today, the Internet provides
community, affirmation, and easy access to images for sexual deviants. Eventually,
many who initially seek images turn to abusing children themselves and producing their
own images. The result has been that images of child sexual abuse today are more
disturbing, more graphic, and more sadistic than ever before. Worse yet, they involve
younger and younger children.

This is not a victimless crime. Most images of child pornography depict actual sexual
abuse of real children. I’ve seen some of the shocking and vulgar images we’ve
uncovered, such as the rape of a girl as young as five years old by an adult man. Though
she is unnamed in the series of images cataloguing her abuse, she has been given a
distinctive nickname known throughout the world to those who trade in images of child
exploitation. This is the reality of child pornography and sexual exploitation on the
Internet today.

Masha Allen offered a victim impact statement at a recent criminal trial of a child
pornography defendant who was convicted of possessing images of the sexual abuse of
Allen by her adoptive father when she was child. “I know that these pictures will never
end and my 'virtual abuse’ will go on forever....Usually when someone is raped and
abused, the criminal goes to prison and the abuse ends. But since [my abuser] put these
pictures on the Internet, my abuse is still going on...I want every single person who
downloads my picture to go to jail and really be punished as much as possible...They are
as evil as [my abuser.] They want to see me suffer. Child pornography is nota
victimless crime.”

As the Internet and related technologies have grown and evolved, children are also
increasingly at risk of being sexually solicited online by predators. Law enforcement is
uncovering an escalating number of “enticement” cases, where perpetrators contact
children in chat rooms or through instant messaging and arrange to meet at a designated
location for the purpose of making sexual contact. The threat posed to our children in
cyberspace was highlighted by a national survey, released in August 2006, conducted by
University of New Hampshire researchers for the National Center for Missing &
Exploited Children. The study revealed that 1 in 7 youth Internet users received
unwanted sexual solicitations or approaches in the past year. One in 3 of those that
received an unwanted solicitation described the contact as an aggressive sexual
solicitation, which threatened to spill over into “real life” because the solicitor asked to
meet the youth in person, called him or her on the telephone, or sent him or her offline
mail, money, or gifts.

The challenge is great, but we have stepped up to the challenge. Through Project Safe
Childhood, which, as I mentioned, was authorized by the Adam Walsh Act and is the
backbone of the Department’s efforts to combat child exploitation, we have begun to
marshal our collective resources and raise online exploitation and abuse of children as a
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matter of public concemn. I see Project Safe Childhood as a strong, three-legged stool:
one leg is the federal contribution led by United States Attorneys around the country.
Another leg is state and local law enforcement, including the outstanding work of the
Internet Crimes Against Children task forces funded by the Department’s Office of
Justice Programs. And the third leg is non-governmental organizations, such as the
Financial Coalition Against Child Pornography and the National Center for Missing and
Exploited Children (NCMEC). On this sturdy platform we are certain to build on our
success to date, in terms of investigations commenced, defendants prosecuted, and
children rescued.

In 2006, federal prosecutors charged 1,638 defendants with child pornography or cyber-
enticement. Of these, 1,242 were sentenced to prison. This is up from 715 defendants
charged in 2000. Over the last ten years, the FBI's Innocent Images National Initiative
has gone from 68 defendants charged and convicted as a result of their efforts to 1,018 in
2006. The ICAC task force program opened a remarkable total of 13,667 investigations
in 2006 involving suspicion of cyber-enticement and child pornography.

Cooperation among law enforcement and NCMEC has yielded more than arrests and
convictions; it also has contributed to the identification and, in many cases, rescue of 296
children depicted in images of sex abuse. This is a 50% increase over all preceding
years.

We also have made progress in keeping child predators off the street. In late October,
1,659 sex offenders were arrested through “Operation Falcon III” led by the U.S.
Marshals with hundreds of partners from state, local and other federal agencies. The
effort to separate our children from dangerous offenders will continue to be advanced by
the tools provided Congress in the Adam Walsh Act. :

For example, T am supporting the development and implementation of new regulations
for the Bureau of Prisons to pursue the civil commitment authority provided in the Adam
Walsh Act, which will allow a court to civilly commit a sexually dangerous person.

We already are implementing a number of other mandates that were included in the
Adam Walsh Act. For example, the President recently appointed Laura Rogers to be the
Department’s first SMART office coordinator. With this appointment, the Sex Offender
Sentencing, Monitoring, Apprehending, Registering and Tracking Office will now be
able to get to work on numerous important functions relating to the sex offender registry.
Improving that registry and giving the registration requirement some teeth was a step that
is going to help all of us protect America’s children. In further support of the Adam
Walsh Act, the United States Marshals Service has established a Sex Offender
Investigations Branch. With these efforts, we hope that unregistered sex offenders will
finally understand that non-compliance will not be tolerated.

I think the President put it very well when he signed the Adam Walsh Act. He said:
“Protecting our children is our solemn responsibility. It's what we must do. When a
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child's life or innocence is taken it is a terrible loss — it's an act of unforgivable cruelty.
Our society has a duty to protect our children from exploitation and danger.”

I look forward to continued work with this committee on this issue that I care about
deeply.

Identity Theft

On May 20, 2006, the President signed Executive Order 13402, establishing an Identity
Theft Task Force aimed at using federal resources effectively to deter, prevent, detect,
investigate, proceed against, prosecute, and remediate Identity Theft. I have served as the
Chairman of that Task Force, with Chairman Majoras of the Federal Trade Commission
as my Co-Chair. The Task Force, and we at the Department of Justice, have been very
concerned about the current prevalence of the crime of identity theft — some studies
indicate that about four percent of Americans are identity theft victims each year —
combined with the lingering burdens and effects on victims. As part of the Task Force’s
efforts, we have looked at the adequacy of the current federal response, including
whether we at the Department of Justice have the tools and authorities we need to protect
and assist Americans and prosecute wrongdoers.

The prosecution of identity theft and related crimes has been a focus of the Department of
Justice. In 2004, the aggravated identity theft statute was signed into law, and since that
time, the Department has used the statute aggressively. The number of aggravated
identity theft cases filed increased from 177 in FY 2005 to 344 in FY 2006. The number
of individual defendants against whom aggravated identity theft charges were brought
increased from 226 in FY 2005 to 507 in FY 2006. For all cases that included aggravated
identity theft charges, the conviction rate rose from 87.5 percent in FY 2005 to 93.5
percent in FY 2006. In recent weeks, we have federally charged 148 individuals with
identity-theft related crimes in connection with DHS's recent enforcement action at the
Swift meatpacking facilities, and have worked with state authorities who have charged
another 98 defendants under similar state statutes.

1 am proud of our record, but we can do more. Looking forward, the Task Force has
identified areas for improvement and will present final recommendations to the President
in a comprehensive strategic plan containing recommendations for a fully coordinated
federal strategy to combat identity theft. In order to make sure that the Task Force has all
of the information that it needs, it is currently seeking public comment on numerous
potential recommendations.

The recommendations will build on and ensure effective coordination of robust efforts
already under way to prevent identity theft, to assist victims of identity theft, and to
investigate and prosecute the identity thieves. We look forward to sharing those final
recommendations with this committee, but we have made some interim recommendations
already that I can report on today. We conveyed these recommendations to the President
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on September 19, 2006, and to date, the Task Force has either implemented or taken steps
to implement each of the recommendations.

When we look at the problem of identity theft, we are reminded that the same
technological advances that have improved our lives have also given new and broad
opportunities to criminals including identity thieves. These criminals are clever and
sophisticated, and they leave their victims with more than financial loss. As with any
crime, victims suffer feelings of violation and stress, but in these cases, victims have the
added burden of essentially cleaning up the mess that the identity thieves leave behind.
One of the interim recommendations adopted this past September by the Task Force
squarely addresses that problem.

We also recommended the development and use of a universal police report for identity
theft victims. This will ensure that victims are able to obtain police reports documenting
the misuse of their personal information, which in many cases they need in order to
obtain fraud alerts, to request that fraudulent information in their credit report be blocked,
and to undo the other damage the identity thief has done. Great progress has already
been made in this regard.

We recommended that the public sector look seriously at ways to reduce unnecessary use
of social security numbers. Social Security Numbers are ubiquitous in government and,
as the most valuable piece of consumer information to identity thieves, we must identify
ways to keep them more confidential. Furthermore, by reducing unnecessary use of
social security numbers in the public sector, we can serve as an example for the private
sector.

The Task Force also developed concrete guidance on how federal agencies should
respond to data breaches, which the Task Force recommended be immediately issued to
all agencies. This step-by-step roadmap, which was issued to all federal agencies and
departments in September 2006, is the first guidance of this kind, and it will allow
agencies to more quickly, effectively, and intelligently respond to the types of data
breaches that have become more and more common in recent years.

A quick and effective response by agencies to data breaches is good government and also
has the important effect of allowing the individuals affected by the breach to protect
themselves before they become victims. I'm proud of the work of the Task Force to date,
and I believe that we are on track to produce a strong set of final recommendations to the
President.

Katrina Fraud Task Force and Combating Fraud

After hurricanes left the Gulf Coast region in ruins, with thousands of lives lost and
dismantled, the vast majority of the nation responded with compassion. Government,
private sector, and individual efforts to help the people of the region were as
unprecedented as Hurricane Katrina herself.
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Yet while most Americans were sending donations and prayers, some chose to plot their
own corrupt enrichment instead. For example, one woman who was living in Belleville,
[llinois, at the time of Hurricane Katrina defrauded FEMA by claiming she was displaced
by the storm and even went so far as to tell FEMA that her two daughters had died during
the flooding in New Orleans and that she had watched their bodies float away. In reality,
this woman had no daughters. It was all an elaborate fabrication that resulted in her
indictment by the Justice Department this summer.

Other fraudsters had the audacity to set up websites to collect charitable donations only to
pocket the money personally. The examples go on and on.

This problem required a robust, national response, and the Department created the
Hurricane Katrina Fraud Task Force to investigate and prosecute these crimes. The Task
Force has cracked down on criminal activity ranging from charity and assistance fraud to
identity theft, Internet fraud and public corruption involving federal or state contracts.
Through the work of the Task Force, private, taxpayer and charitable dollars have been
protected and would-be criminals have been prevented from taking advantage of the
situation in the Guif Coast.

In the past year, the Task Force’s efforts have resulted in charges against more than 400
defendants in 30 separate judicial districts around the country. I believe the Task Force’s
efforts have had a significant deterrent effect as well. Since the establishment of the Task
Force, FEMA and the Red Cross report that more than $18.2 million has been returned by
recipients of individual-assistance benefits.

Of course, the work of the Task Force is not yet done. Billions of dollars are headed to
the Gulf Coast region for the rebuilding effort — and we know that fraud, sadly, follows
dollars.

A report released in the fall detailed the trends and patterns the Task Force has identified,
and that is one of the things that will assist Task Force members in the considerable work
that lies ahead.

The report identified the cycles of fraud after disasters — beginning with charity-fraud
schemes, then moving into emergency-assistance schemes, and later into procurement
and insurance fraud.

The Task Force has also identified, and detailed in its report, how systemic weaknesses
are exploited by criminals. In short, when these criminals find a weak spot, an easy route
to the money, they tend to return for more — giving law enforcement an opportunity to
stop them. This report is now serving as a guide for the Task Force’s ongoing work.

The Department of Justice remains absolutely dedicated to vigorously investigating and
prosecuting all types of fraud in the hurricane region.
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Intellectual Property Rights

In our 2 Ist-century economy, intellectual property is among the most valuable assets in
enterprises as diverse as manufacturing, communications and medicine. Whether it is the
copyright of a blockbuster film, the trade secret for an innovative product, the patent on a
life-saving drug or the trademark of a valuable brand, intellectual property is a significant
source of growth in the American economy and a key driver of global economic activity.
America’s intellectual-property-based industries are the biggest exporters in our economy
and a strong factor in American competitiveness.

Although our economy suffers from intellectual property theft, intellectual property crime
more significantly harms public health and safety. Counterfeit automotive and aviation
parts that are prone to failure can cause accidents and injuries. The risks from fake
pharmaceuticals are obvious. Intellectual property crimes are serious and by no means
victimless.

The key to addressing the threat of intellectual property theft is cooperation among law
enforcement authorities, other government agencies, Congress and victims.

This Administration has led an unprecedented effort to crack down on intellectual
property theft. This has been possible only because we have made cooperation among
government agencies the cornerstone of our efforts. That is what our ongoing “STOP”
initiative is all about. The Strategy Targeting Organized Piracy is a comprehensive and
coordinated strategy to crack down on the growing global trade in counterfeit and pirated
goods. This initiative attacks the problem in a number of ways with nine federal
agencies, including the Department of Justice, working together to highlight and to
enforce intellectual property rights and to prevent intellectual property theft. I am proud
of the Administration’s accomplishments with the STOP Initiative over the last two
years.

The success of this strategy is made clear in the 2006 Report to the President and
Congress on Coordination of Intellectual Property Enforcement and Protection that was
released last September. This important document sets forth the Administration’s
significant and substantial efforts to stem the tide of intellectual property theft and our
coordinated strategy to ensure that intellectual property rights are protected.

The Department of Justice’s efforts are also set forth in the report of the Department’s
own Task Force on Intellectnal Property, which I unveiled last June. As you may
remember, in March 2004 we had established a Task Force of high-level Department of
Justice officials who were given the task of reviewing how the Department enforced and
protected intellectual property rights.

The Task Force made 31 substantive recommendations to improve the Department’s

efforts to protect and enforce intellectual property rights through criminal, civil, and
antitrust enforcement; international cooperation; legislation; and prevention programs.
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When 1 became Attorney General in 2003, I charged the Task Force with implementing
all of the recommendations contained in the Report as soon as possible. And I was glad
to be able to announce to you in June that the Department had met, and in some ways
exceeded, its goals.

Among our many achievements, the Department of Justice increased the number of
defendants indicted for intellectual property offenses by 98% from fiscal year 2004 to
2005. Through these prosecutions, the Department has dismantled international criminal
organizations that commit these crimes. We have obtained convictions against sellers of
counterfeit medications, IP-crime rings that engaged in terrorist financing through the
proceeds from IP offenses, online software and music pirates, and thieves of trade secrets,
among many others,

To expand on our successes, we increased the number of prosecutors focusing on
intellectual property crimes in the field by creating 12 new Computer Hacking and
Intellectual Property, or CHIP, Units in U.S. Attorneys” offices around the country,
including offices in Pittsburgh, Pennsylvania; Orlando, Florida; Detroit, Michigan;
Sacramento, California; and Nashville, Tennessee. The FBI has also increased the
number of its agents assigned to search for digital evidence in intellectual property cases.

In addition, the Department of Justice has deployed an intellectual property law
enforcement coordinator in Asia, and we are adding a coordinator in Eastern Europe. We
have trained more than two thousand foreign prosecutors, investigators, and judges
regarding intellectual property investigations and prosecutions. We have protected
victims’ rights and established victim-industry partnerships, educated youth on the
importance of intellectual property protections, developed a comprehensive resource
manual on prosecuting intellectual property crimes, and defended appropriate protections
for intellectual property through filings in the Supreme Court.

‘While I am proud of our efforts and those of our partners, there is more that we can do.
We will continue to seek legislation that would, among other things, increase penalties
for intellectual property crimes, clarify that registration of a copyright is not required for
a criminal prosecution, make attempts to commit copyright infringement a crime and
increase the tools investigators have at their disposal to track potential intellectual
property crimes. I know that widespread support for intellectual property protection
exists in the Congress. We will be pleased to work with you to enact this important
legislation.

At the Department of Justice, we realize that we did not achieve the important milestones
already reached — and will not continue to make progress — without the cooperation of
other federal agencies, and most importantly, the cooperation of victims. I recognize and
appreciate as well the support we received from the Congress on previous bills and
treaties, and I hope to build upon that support in the next two years.
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Civil Rights and Voting

The right to vote is the foundation of our democratic system of government. The
Department’s Civil Rights Division has the solemn duty to protect this right.

Last year, the President and I strongly supported the Voting Rights Act Reauthorization
and Amendments Act of 2006, appropriately named for three heroines of the Civil Rights
movement: Fannie Lou Hamer, Rosa Parks, and Coretta Scott King. This legislation
renewed for another 25 years certain provisions of the Act that had been set to expire,
including Section 5, under which all voting changes in certain jurisdictions must be
“precleared” prior to implementation; sections relating to federal observers and
examiners; and the bilingual requirements of Sections 4 and 203.

The Voting Rights Act has proven to be one of the most successful pieces of civil rights
legislation ever enacted. However, as long as all citizens do not have equal access to the
polls, our work is not finished. As President Bush said, “In four decades since the Voting
Rights Act was first passed, we've made progress toward equality, yet the work fora
more perfect union is never ending.”

During the signing ceremony at the White House, President Bush said, “My
administration will vigorously enforce the provisions of this law, and we will defend it in
court.” The Department of Justice is committed to carrying out the President’s promise.
In fact, the Civil Rights Division is currently vigorously defending the Act against a
constitutional challenge in federal court here in the District of Columbia. A major
component of the Division’s work to protect voting rights is its election monitoring
program. Our election monitoring efforts are among the most effective means of
ensuring that federal voting rights are respected on election day.

In 2006, we sent over 1,500 federal personnel to monitor elections, doubling the number
sent in 2000, a presidential election year. During the general election on November 7,
2006, the Division deployed a record number of monitors and observers to jurisdictions
across the country for a mid-term election. In total, over 800 federal personnel monitored
the polls in 69 political subdivisions in 22 states.

In addition to our presence at the polls, Department personnel here in Washington stood
ready with numerous telephone lines to handle calls from citizens with election
complaints, as well as an Internet-based mechanism for reporting problems. We had
personnel at the call center who were fluent in Spanish and had the Division's language
interpretation service to provide translators in other languages. The Department received
over 200 complaints through its telephone- and Internet-based system on election day.
Many of these complaints were subsequently resolved on election day, and we are
continuing to follow up on the rest.

Our commitment to protecting the right to vote is further demonstrated by our recent
enforcement efforts. In 2006, the Voting Section filed 17 new lawsuits, which is double
the average number of lawsuits filed in the preceding 30 years. Moreover, during 2006,
the Division filed the largest number of cases under the Uniformed and Overseas Citizens
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Absentee Voting Act, which ensures that overseas citizens and members of the military
are able to participate in federal elections, in any year since 1992. Finally, in 2006, the
Voting Section processed the largest number of Section 5 submissions in its history. The
Division made two objections to submissions pursnant to Section 5, and filed its first
Section 5 enforcement action since 1998.

Last year furthered our record of accomplishment during this Administration. During the
past six years, the Civil Rights Division has litigated more cases on behalf of minority
language voters than in all other years combined since 1965. Specifically, we have
successfully litigated approximately 60 percent of all language minority cases in the
history of the Voting Rights Act. Moreover, during the past six years, we have brought
six of the eight cases ever filed under Section 208 in the history of the Act, including the
first case ever under the Voting Rights Act to protect the rights of Haitian Americans.

The work of the Civil Rights Division in recent years reflects the need for continued
vigilance in the prosecution and enforcement of our nation’s civil rights laws. Tam
committed to build upon our accomplishments, and continue to create a record that
reflects the profound significance of this right for all Americans.

The Department’s responsibility to protect access to the ballot box extends not only to
civil enforcement of federal voting laws, but also to criminal prosecution of those who
commit election fraud. The Criminal Division and the United States Attorneys’ Offices
have made enforcement against election fraud and campaign financing offenses a top
priority. With the assistance of the FBI, we have investigated over 300 election crime
matters, charged more than 170 individuals with election fraud or campaign fraud
offenses and secured more than 130 convictions. At the present time, over 200 election
crime investigations are pending throughout the country. Every prosecution, settlement,
or other public resolution puts would-be wrong-doers on notice: We will not tolerate the
infringement of voting rights or election fraud, period.

Conclusion
Finally, I am committed to working with the Committee to confirm the President’s
judicial nominees. Ensuring that the federal judiciary is fully staffed is essential to our
system of justice and to fulfilling many of the Department’s critical mandates.
Thank you for your dedication to all of the issues I have just outlined. I look forward to

working with you in the coming months on these topics and the Department’s other
missions and priorities.
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Judiciary Committee Hearing
“DOJ Oversight”
January 18, 2007

Opening Statement of Senator Grassley

Chairman Leahy, thank you for holding this DOJ Oversight hearing today. As the
new Congress begins its work, there is lots of talk about renewed interest in
Congressional oversight because of the new Majority. But, oversight shouldn’t be a
partisan issue. Oversight should be about good government, accountability, and
transparency — things both parties ought to agree on. Ihave been a long-time advocate
of more vigorous Congressional oversight of the Executive Branch throughout my time
in the Senate, regardless of whether the Administration is Republican or Democrat and
regardless of whether the Congress is Republican or Democrat.

1 intend to continue that practice and I'm going to take this hearing as an
opportunity to begin by asking the Attorney General about some important oversight
issues. My goal isn't to score political points for one party or the other. My goal is to
make sure our government is doing what’s right and operating efficiently.

The Amerithrax Investigation

As 1 said in our December hearing with FBI Director Mueller, I am shocked that
the FBI and the Justice Department continue to deny Congressional requests for
briefings on the Anthrax investigation. Five years with no signs of progress and three
years without a briefing to Congress on one of the largest and most important
investigations the FBI has ever undertaken is simply unacceptable. There are
accusations that FBI agents leaked information to the New York Times, and yet Director
Mueller told us in December that no one has been disciplined for those leaks.

I would like to hear from the Attorney General when the Department plans to
respond to the questions in my October 2374 letter to him. That letter posed legitimate
oversight questions seeking basic information necessary to ensure that Congress can
evaluate how its post-9/11 legislation is being implemented. For example, I asked about
whether and how often grand jury information gathered during the investigation has
been shared with other elements of the intelligence community. A detailed answer to
that question is key to understanding whether one of the major mistakes of our pre-g/11
system has been adequately addressed.

Refusing to answer basic questions like these just doesn’t make sense. Since the
December hearing, 32 other Senators and Congressmen, including several members of
this Committee, joined me in asking the Attorney General to direct the FBI to provide a
comprehensive briefing on the status of the investigation. We haven’t received a reply.
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DOJ Oversight Training

1 also have questions for the Attorney General on the Justice Department’s
activities in training other agencies on how to respond to Congressional oversight
requests. I understand that the Office of Legislative Affairs at DOJ has been conducting
some of these sessions, and frankly, 'm concerned about what that means for the ability
of Congress to get access to the documents and witnesses it needs to do the everyday
business of Congressional oversight. The DOJ Office of Legislative Affairs has been the
source of unnecessary and inappropriate foot dragging in many of my oversight efforts
over the years. That sort of attitude should not be allowed to infect other agencies as
well. Therefore, I've asked the Attorney General to provide copies of the training
materials and explain the nature of the program, so that we can ensure that agencies are
receiving accurate information about history and precedents that govern Congressional
access to information. Unfortunately, I have not received a response. To be fair, any
such training should include materials and input from experts in Congressional
oversight that address issues from the Legislative Branch perspective as well as the
Executive Branch perspective.

False Claims Act

Today’s hearing also affords an opportunity to ask some detailed questions of
Attorney General Gonzales regarding the False Claims Act. The False Claims Act
represents this nations number one tool for fighting fraud, waste, and abuse of taxpayer
dollars by allowing qui tam relators to act as private attorney’s general and recover
money on behalf of the government. As the principal author of the 1986 revisions to the
False Claims Act, I take pride in the fact that the FCA has recovered nearly $18 billion of
taxpayer money that otherwise would have been lost.

Based upon the success of the 1986 amendments, I authored a provision in the
Deficit Reduction Act of 2005 which created an incentive for states to pass their own
version of the false claims act. It is my hope that states will take advantage of this
incentive and pass an act that meets the qualifications. Working together, states and
the federal government will be able to uncover even more money that would have
slipped through the cracks, cost the taxpayers, and lined the pockets of wrongdoers. I
look forward to discussing the FCA and the new state FCA incentive with Attorney
General Gonzales.

Antitrust Enforcement

In addition, I've been concerned about concentration in agriculture for quite
some time. In fact, just this past September, I wrote a letter to the Antitrust Division
expressing my serious reservations with the proposed merger between Smithfield Foods
and Premium Standard Farms.

I'm concerned about reduced market opportunities, possible anti-competitive
and predatory business practices, and increasing agribusiness consolidation. For
example, in the pork industry, expanded packer ownership of hogs, exclusive
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contracting and captive supply are adversely impacting the ability of small independent
producers and family farmers to compete in the marketplace. I'm concerned about
fewer competitors, vertical integration, as well as less choice for consumers.

So I wasn’t particularly happy when a January 8, 2007 Legal Times article
questioning the Antitrust Division’s merger enforcement record was brought to my
attention. I will want assurances that the Justice Department is doing all it can to
enforce the antitrust laws, by challenging problematic deals, as well as being aggressive
in going after anti-competitive business practices. The Justice Department must be pro-
active in policing anti-competitive activity not just in the agriculture industry, but all
other industries.
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January 15, 2007
Statement of Law Deans

We, the undersigned law deans, are appailed by the January 11, 2007 statement of
Deputy Assistant Secretary of Defense Charles “Cully” Stimson, criticizing law firms for
their pro bono representation of suspected terrorist detainees and encouraging corporate
executives to force these law firms to choose between their pro bono and paying clients.

As law deans and professors, we find Secretary Stimson’s statement to be contrary to
basic tenets of American law. We teach our students that lawyers have a professional
obligation to ensure that even the most despised and unpopular individuals and groups
receive zealous and effective legal representation. Our American legal tradition has
honored lawyers who, despite their personal beliefs, have zealously represented mass
murderers, suspected terrorists, and Nazi marchers. At this moment in time, when our
courts have endorsed the right of the Guantanamo detainees to be heard in courts of law,
it is critical that qualified lawyers provide effective representation to these individuals.
By doing so, these lawyers protect not only the rights of the detainees, but also our shared
constitutional principles. In a free and democratic society, government officials should
not encourage intimidation of or retaliation against lawyers who are fulfilling their pro
bono obligations.

We urge the Administration promptly and unequivocally to repudiate Secretary Stimson’s
remarks.

Sincerely,

Gail B. Agrawal
Dean and Professor of Law, University of Kansas School of Law

T. Alexander Aleinikoff
Dean, Georgetown University Law Center

Peter C. Alexander
Dean and Professor of Law
Southern Illinois University School of Law

James J. Alfini
President and Dean
South Texas College of Law

Michelle J. Anderson
Dean and Professor of Law
CUNY School of Law

Richard L. Aynes
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Dean & Professor of Law, University of Akron School of Law
Katharine T. Bartlett
Dean, Duke University School of Law

Louis D. Bilionis
Dean, University of Cincinnati College of Law

Terence L. Blackburn
Dean and Professor of Law
Michigan State University College of Law

John Charles Boger
Dean, University of North Carolina School of Law

Patrick J. Borchers
Dean and Professor of Law
Creighton University

Jeffrey S. Brand
Dean, University of San Francisco School of Law

Katherine S. Broderick
Dean, University of the District of Columbia

Brian Bromberger

Dean and Professor of Law
Loyola University, New Orleans
College of Law

Don Burnett
Dean, University of Idaho College of Law

Robert Butkin
Dean and Professor of Law
The University of Tulsa College of Law

Evan H. Caminker
Dean, University of Michigan Law School

Judge John L. Carroll
Dean and Ethel P. Malugen Professor of Law
Cumberland School of Law, Samford University

Guy-Uriel Charles & Fred Morrison
Co-Deans, University of Minnesota Law School
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Jim Chen

Dean and Professor of Law
Louis D. Brandeis School of Law
University of Louisville

Neil H. Cogan
Vice President and Dean
Whittier Law School

Kevin Cole
Dean and Professor of Law, University of San Diego

Jay Conison
Dean, Valparaiso University School of Law

John Costonis
Chancellor, LSU Law Center

Mary Crossley
Dean, University of Pittsburgh School of Law

Mary C. Daly
Dean, St. John's University School of Law

Kenneth B, Davis, Jr.
Dean, University of Wisconsin Law School

R. Lawrence Dessem
Dean and Professor of Law
University of Missouri-Columbia School of Law

Stuart L. Deutsch
Dean and Professor of Law
Rutgers School of Law-Newark

Darby Dickerson
Vice President and Dean, Stetson University College of Law

Allen K. Easley
President & Dean
William Mitchell College of Law

E. Edwin Eck
Dean, University of Montana School of Law

Christopher Edley
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Dean and Professor of Law
University of California, Berkeley, Boalt Hall School of Law

John W. Fisher, II
Dean and Professor of Law
West Virginia University College of Law

Michael Fitts
Dean, University of Pennsylvania School of Law

Daisy Hurst Floyd
Dean and Professor of Law
Mercer University School of Law

Cynthia L. Fountaine
Interim Dean and Professor of Law,
Texas Wesleyan University School of Law

Stephen J. Friedman
Dean and Professor of Law
Pace University School of Law

John Garvey
Dean, Boston College Law School

Arthur R, Gaudio
Dean and Professor of Law
Western New England College School of Law

Jon M. Garon
Dean, Hamline University School of Law

Charles W. Goldner, Jr.

Dean and Professor of Law

William H. Bowen School of Law
University of Arkansas at Little Rock

Peter Goplerud
Dean, Florida Coastal School of Law

Mark Gordon
Dean, University of Detroit Mercy School of Law

Claudio Grossman
Dean and Raymond Geraldson Scholar for International and Humanitarian Law,
American University, Washington College of Law
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Don Guter
Dean, Duquesne University School of Law

Jack A. Guttenberg
Dean & Professor of Law
Capital University Law School

Joseph D. Harbaugh

Dean and Professor

Shepard Broad Law Center
Nova Southeastern University

Lawrence K. Hellman
Dean and Professor of Law
Oklahoma City University School of Law

Patrick E. Hobbs
Dean, Seton Hall University School of Law

Gilbert A, Holmes
Dean and Professor of Law
University of Baltimore School of Law

Dean Dennis R, Honabach
Chase College of Law
Northern Kentucky University

Walter B. Huffman
Dean and Professor of Law
Texas Tech University School of Law

Heidi M. Hurd
Dean, David C. Baum Professor of Law and Professor of Philosophy
University of Illinois College of Law

John D, Hutson

RADM JAGC USN (ret.)
Dean and President
Franklin Pierce Law Center

José Roberto Judrez, Jr.
Dean and Professor of Law
University of Denver Sturm College of Law

John C. Jeffries, Jr.
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Dean, University of Virginia School of Law

Robert H. Jerry, 11
Dean and Levin, Mabie and Levin Professor
Levin College of Law, University of Florida

Carolyn Jones
Dean, University of Jowa College of Law

Elena Kagan
Dean, Harvard Law School

W. H. (Joe) Knight, Jr.
Dean, University of Washington School of Law

Harold Hongju Koh
Dean, Yale Law School

Larry Kramer
Richard E. Lang Professor and Dean
Stanford Law School

Harold J. Krent
Dean & Professor
Chicago-Kent College of Law

Frederick M. Lawrence
Dean and Robert Kramer Research Professor of Law
The George Washington University Law School

Paul LeBel
Dean & Professor of Law
University of North Dakota School of Law

Jeffrey E. Lewis
Dean, Saint Louis University Schoo! of Law

David A, Logan

Dean and Professor of Law
Ralph R. Papitto School of Law
Roger Williams University

Lydia Pallas Loren
Interim Dean and Professor of Law
Lewis & Clark Law School
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Dean and Professor of Law
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Dean & Professor of Law
Gonzaga University School of Law
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Fred Morrison & Guy-Uriel Charles
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Dean and Professor of Law
University of Arkansas School of Law--Fayetteville

Charles 1. Nelson
Dean and Professor of Law
Faulkner University
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Nell Jessup Newton
Dean, UC Hastings College of Law
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Dean and Professor of Law
University at Buffalo Law School
State University of New York
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Statement
United States Senate Committee on the Judiciary

Oversight of the U.S. Department of Justice
January 18, 2007

The Honorable Patrick Leahy
United States Senator , Vermont

Statement of Senator Patrick Leahy,
Chairman, Cormittee On The Judiciary
Hearing On Department of Justice Oversight
January 18, 2007

Today, this Committee holds an important hearing to examine the operations of the Department of
Justice — the federal agency entrusted with ensuring the fair and impartial administration of justice for
all Americans. I take our oversight responsibility very seriously.

Restoring Privacy and Civil Liberties

In the 32 years since I first came to the Senate — during the era of Watergate and Vietnam — [ have
never seen a time when our Constitution and fundamental rights as Americans were more threatened
by their own government. Just this last weekend, the President and Vice President indicated that they
intended to override the will of the American people, as expressed in the most recent national
elections, and ignore actions of Congress in order to escalate the war in Iraq. This Administration has
circumvented express congressional prohibitions on creating databanks of information on law-abiding
Americans over the last five years.

For years, this Administration has engaged in warrantless wiretapping of Americans contrary to the
law. Since this troubling program was first revealed, I have urged this Administration to inform
Congress about what the government is doing and to comply with the checks and balances Congress
wrote into law in the Foreign Intelligence Surveillance Act. I welcome the President’s change of
course yesterday to not reauthorize this program and to, instead, seek approval for all wiretaps from
the Foreign Intelligence Surveillance Court, as the law requires. We must engage in all surveillance
necessary to prevent acts of terrorism, but we can and should do so in ways that protect the basic
rights of all Americans, including the right to privacy. The issue has never been whether to monitor
suspected terrorists but doing it legally and with proper checks and balances to prevent abuses. This
reversal is a good first step, but there are still several outstanding questions that remain. To ensure the
balance necessary to achieve both security and liberty for our Nation, the President must also fully
inform Congress and the American people about the contours of the Foreign Intelligence Surveillance
Court order authorizing this surveillance program and of the program itself,

The President has issued signing statement after signing statement declaring the law to be not what
Congress passed and he has signed, but what he finds convenient. And, regrettably, the
Administration has all too often refused to answer the legitimate oversight questions of the duly-
elected representatives of the American people. Unfortunately, this Justice Department has been
complicit in advancing these government policies which threaten our basic liberties and overstep the
bounds of our Constitution.

Human Rights

http://judiciary.senate.gov/print_member_statement.cfm?id=2473& wit_id=2629 2/5/2007
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The Department has also played a pivotal role, in my view, in eroding basic human rights and
undercutting America’s leading role as an advocate for human rights throughout the world. Last week,
the world marked the fifth anniversary of the arrival of the first prisoners at Guantanamo Bay with
protests. That facility has replaced Abu Ghraib in the eyes of many, including some of our closest
allies, as a symbol of repression. Although the President had said that he wanted to close it down, he
is now proposing stepped up use and construction projects that threaten to make the detention center
at Guantanamo Bay a permanent fixture in the world.

For more than two years, we have sought answers from the Department of Justice about reported and,
in some instances, documented cases of the abuse of detainees in U.S. custody. I wrote to Attorney
General Gonzales regarding press reports that the Central Intelligence Agency has finally
acknowledged the existence of additional classified documents detailing the Bush Administration’s
interrogation and detention policy for terrorism suspects. [ am glad that, after initially refusing to
provide any new information in response to my inquiries, the Attorney General wrote to me last week
to say that he would work to develop “an accommodation that provides the Judiciary Committee with
a sufficient understanding of the Department’s position on legal questions related to the CIA
program.” That is a good first step, and I will work with him to reach the accommodation that he
suggested. But, I remain disappointed that the Department of Justice and the White House have
continued to refuse to provide the requested documents to the Committee.

We have a democratic government in which Congress is entitled to know and review government
actions. The President and Vice President of the United States should not be operating a secret and
separate regime in which their official acts and policies cannot be known by the people’s elected
representatives.

The Administration’s secret policies have not only reduced America’s standing around the world to
one of the lowest point in our history, but these policies also jeopardize the Department’s own efforts
to prosecute terrorism. Last week, USA Today reported that the Department’s terrorism case against
Jose Padilla is imperiled by concerns that Mr. Padilla’s treatment during his lengthy detention and
back and forth designations as a defendant and enemy combatant have eroded his mental capacity to
such a great extent that he cannot fairly be tried. Any trial of Khalid Sheikh Mohammad as the
mastermind of 9/11 will have to overcome challenges based on his treatment and detention.

And, after the Administration and the Republican-led Congress eviscerated the Great Writ of habeas
corpus -- not just for detainees but for millions of permanent residents living in the United States --
this Department of Justice filed a legal brief expressly supporting that result, raising the specter that
millions living in the United States today can now be subjected to indefinite government detention.

Civil Rights and Crime

This week we commemorated the life and contributions of Dr. Martin Luther King, Jr. Sadly, the
while the Department has defended the constitutionality of the Voting Rights Act, [ am concerned that
it is backing away from the vigorous enforcement of the Voting Rights Act that the President
promised only a few months ago. I am concerned that, in nearly six years of power, the Bush
Administration has filed only one suit on behalf of African-American voters under Section 2 of the
Voting Rights Act, the key section that provides a cause of action for discritnination against minority
voters.

I am also deeply concerned that the Department of Justice is retreating from its core mission to hold
those who would violate our criminal laws accountable. Last week, the President told us that he plans

http://judiciary senate.gov/print_member_statement.cfm?id=2473&wit_id=2629 2/5/2007
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to spend $1.2 billion more, on top of the billions already sent to Iraq for reconstruction. Despite
mounting evidence of widespread corruption, contracting fraud and billions unaccounted for, the
Department of Justice has not brought a single criminal case against a corporate contractor in Iraq.

The Department must also do better at addressing the dangers that Americans face at home.
According to the FBI’s preliminary crime statistics for the first half of 2006, violent crimes in the
United States rose, again. Some of us are concerned that this Administration has forgotten the lessons
that led to our success during the Clinton years and that the rise in violent crime is related to this
Administration’s $2 billion cut in aid to state and local law enforcement programs. While it is more
than willing to spend more and more American taxpayers’ funds for police in Iraq, this
Administration is cutting back funding for our state and local police at home.

Conclusion

This Committee has a special stewardship role to protect our most cherished rights and liberties as
Americans and to make sure that our fundamental freedoms are preserved for future generations.
There is much work to be done to repair the damage inflicted on our Constitution and civil liberties

during the last six years.

Attorney General Gonzales, I thank you for agreeing to come here today. I look forward to hearing
your views and answers to our questions. We need to work together to move forward.

http://judiciary. senate.gov/print_member_statement.cfm?id=2473&wit_id=2629 2/5/2007
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The Attorney General
Washington, D.C.

January 17, 2007

The Honorable Patrick Leahy
Chairman

Committee on the Judiciary
United States Senate
Washington, D.C. 20510

The Honorable Arlen Specter
Ranking Minority Member
Committee of the Judiciary
United States Senate
Washington, D.C. 20510

Dear Chairman Leghy and Senator Specter:

1 am writing to inform you that on January 10, 2007, a Judge of the Foreign
Intelligence Surveillance Court issued orders authorizing the Government to target for
collection international communications into or out of the United States where there is
probable cause to believe that one of the communicants is a member or agent of al Qaeda
or an associated terrorist organization. As a result of these orders, any electronic
surveillance that was occurring as part of the Terrorist Surveillance Program will now be
conducted subject to the approval of the Foreign Intelligence Surveillance Court,

It the spring of 2005—well before the first press account disclosing the existence
of the Terrorist Surveillance Program~the Administration began exploring options for
seeking such FISA Court approval. Any court authorization had to ensure that the
Intelligence Community would have the speed and agility necessary to protect the Nation
from al Qaeda—the very speed and agility that was offered by the Terrorist Surveillance
Program. These orders are innovative, they are complex, and it took considerable time
and work for the Government to develop the approach that was proposed to the Court and
for the Judge on the FISC to consider and approve these orders.

The President is committed to using all lawful tools to protect our Nation from the
terrorist threat, including making maximum use of the authorities provided by FISA and
taking full advantage of developments in the law, Although, as we have previously
explained, the Terrorist Surveillance Program fully complies with the law, the orders the
Government has obtained will allow the necessary speed and agility while providing
substantial advantages. Accordingly, under these circumstances, the President has
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Letter to Chairman Leahy and Senator Specter
January 17, 2007
Page 2

determined not to reauthorize the Terrorist Surveillance Program when the current
authorization expires.

The Intelligence Committees have been briefed on the highly classified details of
these orders. In addition, I have directed Steve Bradbury, Acting Assistant Attorney
General for the Office of Legal Counsel, and Ken Wainstein, Assistant Attorney General
for National Security, to provide a classified briefing to you on the details of these orders.

Sincerely,

Alberto R. Gonzales
Attorney General

ce: The Honorable John D. Rockefeller, IV
The Honorable Christopher Bond
The Honorable Sylvester Reyes
The Honorable Peter Hoekstra
The Honorable John Conyers, Jr.
The Honorable Lamar S. Smith
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PATRICK J. LEAHY, VERMONT, CHAIRMAN

EDWARD M, KENNEDY, MASSACHUSETTS  ARLEN SPECTER, PENNSYLVANIA
JOSEPH R BIDEN, Jn., DELAWARE ORRIN G. HATCH, UTAH
HERB KOHL, WISCONSIN CHARLES E. GRASSLEY, OWA
DIANNE FEINSTEIN, CALIFORNIA JON KYL, ARIZONA .
RUSSELL D. FEINGOLD, WISCONSIN JEFE SESSIONS, ALABAMA n
CHARLES £ SCHUMER, NEW YORK LINDSEY 0. GRAHAM, SOUTH CAROLINA (4] enate
RICHARD J. DURBIN, ILLINOIS JOHN CORNYN, TEXAS
BENJAMIN L. CARDIN, MARYLAND SAM BROWNBACK, KANSAS TTE
SHELDON WHITEHOUSE, RHODE ISLAND TOM COBURN, OKLAHOMA COMMITTEE ON THE JUDICIARY
Bruce A, Coue, Chief Counsel and Staft Directar WASHINGTON, DC 20510-6275

MicHast O'NewL, Republicen Chief Counssi and Staff Director

January 17, 2007

The Honorable Colieen Kollar-Kotelly
Presiding Judge

U.S. Foreign Intelligence Surveillance Court
DOJ Building, Room 6725

10th & Constitution Avenue, NW,
Washington, D.C. 20530

Dear Judge Kollar-Kotelly:

Attorney General Gonzales revealed today that the Foreign Intelligence Surveillance
Court issued orders on January 10, 2007 authorizing the government fo engage in
electronic surveillance of communications into or out of the United States by terrorism
suspects, subject to approval of the Court. 1enclose a copy of the letter he sent to us and
also note that the Department of Justice briefed the media on these matters at 2:30 this
afternoon.

On behalf of the Senate Judiciary Commitiee, we ask that you provide the Committee
with copies of the orders and opinions. We also request that you make the Court’s
decision public to the extent possible.

These are matters of significant interest to the Judiciary Committee and the Congress and
to the American people, as well. We all have an interest in ensuring that the government
is performing surveillance necessary to prevent acts of terrorism and that it is doing so in
ways that protect the basic rights of all Americans, including the right to privacy.

Sing
T ARLEN SPEC
Chai Ranking Member

Encl.
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INTELLIGENCE SURVEILLANCE COURT
Washington, D.C.

Honorable Colleen Kollar-Kotelly
Presiding Judge

January 17, 2007

Honorable Patrick Leahy
Chairman, United States Senate
Committee on the Judiciary
Senate Office Building
‘Washington, DC 20510-6275

Honorable Arlen Specter

Ranking Member, United States Senate
Committee on the Judiciary

Senate Office Building

Washington, DC 20510-6275

Dear Chairman Leahy and Ranking Member Specter:

1 am writing in response to your request that I provide the Committee on the Judiciary with
“copies of the orders and opinions” issued in the matier referenced in Attorney General Alberto R,
Gonzales’ letter to you, dated January 17, 2007. As the presiding judge of the Foreign Intelligence
Surveillance Court (FISC), I have no objection to this material being made available to the Committee.
However, the Court’s practice is to refer any requests for classified information to the Department of
Justice. In this instance, the documents that are responsive to your request contain classified
information and, therefore, T would ask you to discuss the matter with the Attorney General or his

representatives. If the Executive and Legislative Branches reach agr for to this material,
the Court will, of course, cooperate with the agreement.

Sincerely,

Colleen Kollar-Kotelly

Presiding Judge
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WASHINGTON, OC 205104502
January 12, 2007

The Honorable George W. Bush
The White House

1600 Pennsylvania Avenue
Washington, DC 20500

Dear Mr. President:

Recently a high-ranking official in the Defense Dcpanmem threatened govemmcntal retaliation

and intimidation of attorneys that might rep i These repre} cc g0
against some of the basic tenets of our society, and I respectfully ask that you disavow those
statements.

In a recent radio interview, Mr. Cully Stimson, a Deputy Assistant Secretary of Defense for
Detainee Affairs, strongly criticized civilian law firms that might represent detainees. He then
proceeded to list the names of several law firms, which he obtained from 2 media organization's
freedom of information request, and asked business executives to reevaluate their relationship
with those firms because they might be representing detainees, whatever their status. Worse, Mr.
Stimson intimated that some of these firms are supportive of, and being funded by, terrorists.

Mr. Stimson's remarks would be outrageous accusations from anybody or any governmental
official, but it is especially appalling that they come from a semor defense official responsible for

U.S. detention policy. Mr. Stimson's show compl gard for a bedrock principle
of our legal system, the right to counsel As 1 learned in all my years as a prosecutor, our legal
system works best when the d is d by 1. Iwas also deeply

disappointed to see the Freedom of anormauon Act, a law desxgnod to promote governmental
transparency, instead, used as a tool for government intimidation.

I hope you will immediately disavow Mr. Stimson's statements and take the appropriate action
against this official.

Sincergl

¢ Honorable Robert\Gates, Secretary of Defense
he Honorable Alberto R. Gonzales, Attorney General of the United States

VERMONT

3 HoUsE
FEOENAL BUNDING, RODM 338, MONTPELIER 80212290509
DR CIAL YOLL FREE 1-000/642.3193

SENATOR_LEAHY GLEAHY SENATE GOV
PRINTED ON RECYCLED PAPER
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The Gitmo High Life Robert L. Pollock. Wall Street Journal. (Eastern edition). New
York, N.Y.: Jan 12, 2007. pg. A.12

For sheer irony it's hard to beat this week's spectacle of Cindy Sheehan protesting the
U.S. detention facilities at Guantanamo Bay -- from inside the prison that is Cuba itself.
It's not uncommon for asylum-seeking Cubans to brave minefields and shark-infested
waters to enter the U.S. naval base, which five years ago this week also became home to
many top figures from al Qaeda and the Taliban.

That anniversary has brought forth predictable demands that Guantanamo be closed from
the self-styled human rights activists at Amnesty International and other groups. But the
world needs a place to hold al Qaeda terrorists, who continue to strike in Europe, Iraq and
Afghanistan -- even if they have failed to hit the United States since 2001. And after
visiting Guantanamo just before Christmas, it was easy to understand why Belgian Police
official Alain Grignard (who came last year with a delegation from the Organization for
Security and Cooperation in Europe) was moved to declare it "a model prison, where
people are better treated than in Belgian prisons.”

This is no less true of Camp Five, Gitmo's maximum security facility that houses its most
dangerous detainees. Modern and clean, it looks just like a U.S. jail. Meals (1 ate the
same lunch the detainees did that day) are high in caloric content, if not exactly gourmet,
The average detainee has gained 18 pounds. And in the interrogation room it's the
Americans who may have to suffer long hours in straight-back chairs, while the detainees
-- I kid you not -- get a (!La-Z-Boy. I was shown a Syrian under interrogation via closed
circuit television. His questioners were two pleasant-looking young women. He was
smiling.

I'm not under the impression that these sessions are always fun and games. But detainees
in Defense Department custody are treated according to the restrictive rules of the Army
Field Manual, which bans all forms of coercive interrogation. 1 double checked with the
camp's lead interrogator: other government agencies -- read CIA and FBI -- have to
follow those rules too. Not only does that mean no "torture” is going on. Your average
good-cop bad-cop routine isn't allowed. Cooperative detainees get rewards like movies.
"Harry Potter" is one of their favorites.

When it comes to medical care, almost no expense is spared -- as I discovered after
spotting an overweight man lounging in the rec yard of Camp Five. "Khalid Sheikh
Mohammed?" I inquired (he was some distance away). "No, that's Paracha," came the
somewhat exasperated reply.

Saifullah Paracha is a Pakistani businessman and media owner who claims two meetings
with Osama bin Laden were purely for journalistic interest. He is believed to be an
important figure in the case against Majid Khan, one of the 14 "high value" detainees
recently transferred to Gitmo from CIA custody. Last year Mr. Paracha's son Uzair was
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sentenced to 30 years in a U.S. prison for aiding an al Qaeda operative in a plot to bomb
U.S. targets.

Maybe terrorism is stressful work. But whatever the reason, the elder Paracha also suffers
from heart disease. So late last year -- at an expense of some $400,000 -- the U.S.
government flew down doctors and equipment to perform cardiac catheterization. Mr.
Paracha’s response was to refuse treatment and file a petition in U.S. federal court for
transfer to a hospital in the U.S. or Pakistan. At least his lawyers were frank about their
cynical motives: "His death in U.S. captivity would be a blow to American prestige.”

The medical care at Guantanamo seems state of the art. All detainees over 50 are offered
colonoscopies; at least 16 have been performed. Gitmo's psychiatrist told me that fewer
that 1% of detainees suffer from mood disorders, a rate lower than that of the general
population. That would appear to undercut claims that indefinite detention is itself a form
of "mental torture.”

Guantanamo detainees don't lack for legal representation. A list of lead counsel released
this week in response to a Freedom of Information Act request reads like a who's who of
America's most prestigious law firms: OShearman and Sterling; Wilmer Cutler Pickering
Hale & Dorr; ©Covington & Burling; @Hunton & Williams; &Sullivan & Cromwell; ‘&
Debevoise & Plimpton; Cleary Gottlieb; and Blank Rome are among the marquee names.

A senior U.S. official I spoke to speculates that this information might cause something
of scandal, since so much of the pro bono work being done to tilt the playing field in
favor of al Qaeda appears to be subsidized by legal fees from the Fortune 500. "Corporate
CEOs seeing this should ask firms to choose between lucrative retainers and representing
terrorists” who deliberately target the U.S. economy, he opined.

None of the above is meant to suggest Guantanamo is a fun place. What terrorist
detention facility would be? (Base commander Adm. Harry Harris rejects the term
"prison," by the way: "We are not about punishment; we are about keeping enemy
combatants off the battlefield.”) But the picture of Guantanamo usually painted by the
press and human-rights activists is a terribly distorted one. Americans should rest assured
that the men held there are probably getting better treatment than they deserve.

Mr. Pollock is a member of The Wall Street Journal's editorial board.
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They've Got Mail

It might be yours.
Saturday, January 13,2007; A18

IS THE FEDERAL government opening citizens' mail without obtaining warrants? Was
a statemnent that was quietly issued when the president signed an obscure Postal Service
reform bill last month a new assertion of power by the administration to engage in such
warrantless searches? The answer to both these questions is disturbingly unclear.

No reasonable person doubts that in emergency circumstances -- a ticking bomb inside a
package -- government agents shouldn't have to wait for court approval to open private
mail. That authority has been clear for years. In signing the Postal Accountability and
Enhancement Act, President Bush took pains to note that he would interpret the law "in a
manner consistent . . . with the need to conduct searches in exigent circumstances, such
as to protect human life and safety against hazardous materials, and the need for physical
searches specifically authorized by law for foreign intelligence collection.”

That's not troubling if, as administration officials contend, the signing statement simply
reinforces existing law. "There is nothing new here," said White House press secretary
Tony Snow. -

Okay, but what does present law allow? Does the administration contend, as in the case
of its warrantless wiretaps, that the president has the inherent constitutional authority, or
power granted by the post-Sept. 11 Authorization for the Use of Military Force (AUMF),
to open mail without going through the process outlined in the Foreign Intelligence
Surveillance Act? Administration officials have been less than eager to answer these
questions.

At a hearing of the Senate Judiciary Committee last February, Sen. Patrick J. Leahy (D-
Vt.), asked Attorney General Alberto R. Gonzales whether the administration believed
that the AUMF also permitted the warrantless opening of méil:

Mr. Gonzales: "There is all kinds of wild speculation out there about what the president
has authorized and what we're actually doing. And I'm not going to get into a discussion,
Senator, about hypotheticals."

Mr. Leahy: "Mr. Attorney General, you're not answering my question . . . Does this law --
you're the chief law enforcement officer of the country. Does this law authorize the
opening of first-class mail of U.S. citizens -- yes or no -- under your interpretation?"

Mr. Gonzales: "Senator, I think -- | think that, again, that is not what is going on here.
We're only focused on communications -~ international communications where one part
of the communication is al-Qaeda. That's what this program is all about.”

Mr. Leahy: "You haven't answered my question.”

Given the president's signing statement, given his demonstrated willingness to stretch the
boundaries of his authority and dispense with inconvenient legal niceties, it seems
necessary to ask again.
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