AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

DEPARTMENT OF HOMELAND SECURITY

APPROPRIATIONS FOR 2011

HEARINGS

BEFORE A

SUBCOW TTEE OF THE
COMW TTEE ON APPRCPRI ATl ONS
HOUSE OF REPRESENTATI VES

ONE HUNDRED ELEVENTH CONGRESS
SECOND SESSION

SUBCOMMITTEE ON HOMELAND SECURITY

DAVID E. PRICE, North Carolina, Chairman

CIRO RODRIGUEZ, Texas HAROLD ROGERS, Kentucky
C.A. “DUTCH” RUPPERSBERGER, Maryland JOHN R. CARTER, Texas

ALAN B. MOLLOHAN, West Virginia JOHN ABNEY CULBERSON, Texas
NITA M. LOWEY, New York MARK STEVEN KIRK, Illinois
LUCILLE ROYBAL-ALLARD, California KEN CALVERT, California

SAM FARR, California
STEVEN R. ROTHMAN, New Jersey
MARION BERRY, Arkansas

NOTE: Under Committee Rules, Mr. Obey, as Chairman of the Full Committee, and Mr. Lewis, as Ranking

Minority Member of the Full Committee, are authorized to sit as Members of all Subcommittees.

STEPHANIE GUPTA, JEFF ASHFORD, JIM HOLM,
KARYN KENDALL, WILL PAINTER, and MIKE BIRSIC,
Staff Assistants

PART 4
DEPARTMENT OF HOMELAND SECURITY

Transportation Security Administration: Are We
Making Smart Investments for Real Transportation
SECUNTLY? e

Biosurveillance: Smart Investments for Early Warning

United States Secret Service FY 2011 Budget ..................

Coast Guard FY 2011 Budget .......cccooccuiiieiiiiiiiieeiieeee e,

FEMA—Preparing for Disasters and Minimizing
LLOSSES i e

DHS Cyber Security Programs—What Progress Has
Been Made and What Still Needs to be Improved? .....

Printed for the use of the Committee on Appropriations

755



PART 4—DEPARTMENT OF HOMELAND SECURITY APPROPRIATIONS FOR 2011



TSA
OHA
USSS
USCG
FEMA
NPPD






DEPARTMENT OF HOMELAND SECURITY
APPROPRIATIONS FOR 2011

HEARINGS

BEFORE A

SUBCOW TTEE OF THE
COMW TTEE ON APPRCPRI ATl ONS
HOUSE OF REPRESENTATI VES

ONE HUNDRED ELEVENTH CONGRESS
SECOND SESSION

SUBCOMMITTEE ON HOMELAND SECURITY
DAVID E. PRICE, North Carolina, Chairman

CIRO RODRIGUEZ, Texas HAROLD ROGERS, Kentucky

C.A. “DUTCH” RUPPERSBERGER, Maryland JOHN R. CARTER, Texas

ALAN B. MOLLOHAN, West Virginia JOHN ABNEY CULBERSON, Texas
NITA M. LOWEY, New York MARK STEVEN KIRK, Illinois
LUCILLE ROYBAL-ALLARD, California KEN CALVERT, California

SAM FARR, California
STEVEN R. ROTHMAN, New Jersey
MARION BERRY, Arkansas

NOTE: Under Committee Rules, Mr. Obey, as Chairman of the Full Committee, and Mr. Lewis, as Ranking

Minority Member of the Full Committee, are authorized to sit as Members of all Subcommittees.

STEPHANIE GUPTA, JEFF ASHFORD, JIM HOLM,
KARYN KENDALL, WILL PAINTER, and MIKE BIRSIC,
Staff Assistants

PART 4
DEPARTMENT OF HOMELAND SECURITY

Transportation Security Administration: Are We
Making Smart Investments for Real Transportation
SECUNTLY? e

Biosurveillance: Smart Investments for Early Warning

United States Secret Service FY 2011 Budget ..................

Coast Guard FY 2011 Budget .......cccooociiiiiiiiiiiieeiieeee e,

FEMA—Preparing for Disasters and Minimizing
LLOSSES i e

DHS Cyber Security Programs—What Progress Has
Been Made and What Still Needs to be Improved? .....

Printed for the use of the Committee on Appropriations

U.S. GOVERNMENT PRINTING OFFICE
57-185 WASHINGTON : 2010

755



COMMITTEE ON APPROPRIATIONS
DAVID R. OBEY, Wisconsin, Chairman

NORMAN D. DICKS, Washington
ALAN B. MOLLOHAN, West Virginia
MARCY KAPTUR, Ohio

PETER J. VISCLOSKY, Indiana
NITA M. LOWEY, New York

JOSE E. SERRANO, New York
ROSA L. DELAURO, Connecticut
JAMES P. MORAN, Virginia

JOHN W. OLVER, Massachusetts

ED PASTOR, Arizona

DAVID E. PRICE, North Carolina
CHET EDWARDS, Texas

PATRICK J. KENNEDY, Rhode Island
MAURICE D. HINCHEY, New York
LUCILLE ROYBAL-ALLARD, California
SAM FARR, California

JESSE L. JACKSON, JR., Illinois
CAROLYN C. KILPATRICK, Michigan
ALLEN BOYD, Florida

CHAKA FATTAH, Pennsylvania
STEVEN R. ROTHMAN, New Jersey
SANFORD D. BISHOP, JR., Georgia
MARION BERRY, Arkansas
BARBARA LEE, California

ADAM SCHIFF, California

MICHAEL HONDA, California
BETTY MCCOLLUM, Minnesota
STEVE ISRAEL, New York

TIM RYAN, Ohio

C.A. "DUTCH” RUPPERSBERGER, Maryland

BEN CHANDLER, Kentucky

DEBBIE WASSERMAN SCHULTZ, Florida

CIRO RODRIGUEZ, Texas
LINCOLN DAVIS, Tennessee

JOHN T. SALAZAR, Colorado
PATRICK J. MURPHY, Pennsylvania

JERRY LEWIS, California

C. W. BILL YOUNG, Florida
HAROLD ROGERS, Kentucky
FRANK R. WOLF, Virginia

JACK KINGSTON, Georgia
RODNEY P. FRELINGHUYSEN, New
Jersey

TODD TIAHRT, Kansas

ZACH WAMP, Tennessee

TOM LATHAM, lowa

ROBERT B. ADERHOLT, Alabama
JO ANN EMERSON, Missouri
KAY GRANGER, Texas

MICHAEL K. SIMPSON, Idaho
JOHN ABNEY CULBERSON, Texas
MARK STEVEN KIRK, Illinois
ANDER CRENSHAW, Florida
DENNIS R. REHBERG, Montana
JOHN R. CARTER, Texas
RODNEY ALEXANDER, Louisiana
KEN CALVERT, California

JO BONNER, Alabama

STEVEN C. LATOURETTE, Ohio
TOM COLE, Oklahoma

BEVERLY PHETO, Clerk and Staff Director



DEPARTMENT OF HOMELAND SECURITY
APPROPRIATIONS FOR 2011

THURSDAY, MARCH 4, 2010.

TRANSPORTATION SECURITY ADMINISTRATION: ARE
WE MAKING SMART INVESTMENTS FOR REAL TRANS-
PORTATION SECURITY?

WITNESS
GALE D. ROSSIDES, ACTING ASSISTANT SECRETARY, TRANSPOR-

TATION SECURITY ADMINISTRATION, DEPARTMENT OF HOMELAND
SECURITY

OPENING STATEMENT OF CHAIRMAN DAVID PRICE

Mr. PRICE. The Committee will come to order. This afternoon we
are pleased to welcome Acting Assistant Secretary Gale Rossides to
her second hearing on transportation security issues before this
Subcommittee. You have been the Transportation Security Admin-
istration’s Acting Assistant Secretary for much longer than any of
us anticipated. We all look forward to having some certainty about
the long-term leadership of the agency, but in the meantime you
have stepped up admirably to the demands of your role and we ap-
preciate your strong and diligent leadership, which I am confident
has made air travel in our country more secure. Thank you for
serving your country with distinction in what is sometimes a
thankless job.

Created in the wake of the attacks of September 11th, the initial
focus of the TSA was securing the aviation sector in this country.
But soon thereafter, attacks in London, Madrid and Mumbai point-
ed to other transportation vulnerabilities, especially in transit sys-
tems. Based upon the threat environment, this Subcommittee has
worked diligently over the years to fill security gaps in all of our
transportation networks.

Since 2003, we have appropriated over $8 billion to give TSA
screeners better tools to detect weapons and explosives in luggage
and on people. We have appropriated over $400 million for TSA to
vet passengers for links to terrorism in order to prevent certain in-
dividuals from boarding an aircraft. Additionally, Congress has set
an August 2010 deadline for screening all cargo on passenger air-
craft, appropriating $468 million to date to accomplish this task.

To address threats outside the aviation environment, Congress
has provided $1.8 billion in grants to help local transit agencies
and Amtrak secure rail and transit networks. We worked with the
new Administration last year to place additional emphasis on sur-
face transportation security with new special response teams, or

)
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VIPRs, and funding to better coordinate security efforts in nonavia-
tion modes, such as pipelines, highways, motor carriers, mass tran-
sit, rail and shipping.

This Subcommittee has also encouraged research and develop-
ment of technologies to thwart threats that have yet to materialize.
Well before the Christmas Day bomb plot, TSA had been working
to field a solution to the nonmetallic explosives threat by testing
and evaluating advanced imaging technology which this Sub-
committee supported.

On December 25th, when Umar Farouk Abdulmutallab at-
tempted to detonate an explosive device on board a Northwest Air-
lines flight from Amsterdam to Detroit, our fears about this threat
were materialized. As a result, TSA ramped up its procurement
and deployment plan for the new screening capacity. For that, you
should be commended.

However, the failure of Dutch screeners to detect the explosive
on Christmas Day was just one piece of the breakdown in our intel-
ligence and aviation security systems that permitted the would be
bomber to get as far as he did. After ordering a top-down review
of all the aviation security procedures, President Obama initiated
a number of reforms, including enhanced screening for passengers
flying into the United States from, or flying through, nations on
our list of state sponsors of terrorism and other countries of inter-
est; the deployment of additional law enforcement at airports, air
marshals on flights, and explosives detection canine teams to keep
our air traffic safe; ramped-up deployment of passenger screening
technologies that can better detect hidden explosives; and impor-
tantly, improvements to the terrorist watch list system, including
placing more individuals on the no-fly list. We will want to discuss
your efforts since the announcement of these reforms and of course
how your 2011 budget builds on these measures to create lasting
security solutions for the American people.

The high threat environment that we face makes plain the need
to close critical gaps in the aviation sector. The 2011 request,
which totals $7.87 billion overall, includes an additional $946 mil-
lion above the 2010 level for increased measures to secure the Na-
tion’s airports and flights on the heels of the Christmas Day
botched attack. We will need to closely scrutinize your request
today, bearing in mind that the enemy is constantly watching and
evolving and no single tool is a foolproof solution.

We will be watching TSA to ensure that the agency itself is
evolving to thwart potential attackers. One thing we rely on to give
us perspective on the agency’s strategic vision is your annual ex-
penditure plan for checkpoint systems, checked baggage, and air
cargo. This plan is our guidebook indicating how funds will be allo-
cated within various programs. It is routinely updated to address
changes in the threat environment or to revise estimates for tech-
nology development. Without knowing what you plan to procure in
2010 for airport checkpoints, we cannot make complete sense of
your 2011 budget request for such items as advanced imaging tech-
nologies and portable explosive trace machines. We need to know
if what you are requesting for 2011 is the best use of resources,
and not just a response to the latest incident.
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Today, I look forward to learning more about this cohesive strat-
egy. As part of this discussion, we expect you to be able to answer
not only why a 9 percent increase in aviation security is a smart
investment in 2011, but also whether we are devoting the correct
amount of resources to domestic versus international activities.
After all, aviation security does not start at our borders. We need
to work across the globe to make sure that the threats are identi-
fied at their originating point, not when a terrorist boards an air-
craft headed to the United States. So we will also want to hear
about how TSA and the Department are cooperating with foreign
authorities to secure air travel worldwide as well as discuss the op-
timal mix of manpower and screening technology for the 2011 fiscal
year.

I want to thank you again for your service to the country. I look
forward to continuing to work with you to ensure our transpor-
tation security professionals are equipped with the resources they
need to keep the American people safe.

We will ask you, Ms. Rossides, to take 5 minutes to summarize
your written statement and we will be happy to include your full
statement in the record.

Now before you begin, | recognize our distinguished Ranking
Member, Mr. Rogers, for his comments.

[The information follows:]
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This afternoon we welcome Acting Assistant Secretary Gale Rossides to her second budget hearing on

transportation security issues before this Subcommittee. Ms. Rossides, at this point, you have been the
Transportation Security Administration’s (TSA) Acting Assistant Secretary for much longer than any of us
anticipated. While we all look forward to having some certainty about the long-term leadership at your agency,
you have stepped up to the demands of your role, and we appreciate your strong and diligent leadership, which |
am confident, has made air travel in our country more secure. Thank you for serving your country with

distinction in what is sometimes a thankless job.

Created in the wake of the attacks on September 11™, the initial focus of the TSA was securing the
aviation sector in this country. But soon thereafter. attacks in London. Madrid and Mumbai pointed to other
transportation vulnerabilities — especially in transit systems. Based upon the threat environment. this

Subcommittee has worked diligently over the years to fill security gaps in all our transportation networks.

Since 2003, we have appropriated over $8 billion to give TSA screeners better tools to detect weapons
and explosives in luggage and on people. We have appropriated over $400 million for TSA to vet passengers
for links to terrorism in order to prevent certain individuals from boarding an aircraft. Plus, Congress has set an
August 2010 deadline for screcning all cargo on passenger aircraft, appropriating $468 million to date to

accomplish this task.

To address threats outside the aviation environment, Congress has provided $1.8 billion in grants to help
local transit agencies and Amtrak secure rail and transit networks. We worked with the new Administration last
year to place additional emphasis on surface transportation security with new special response teams (or VIPRs)
and funding to better coordinate security efforts in non-aviation modes, such as pipelines, highways. motor

carriers. mass transit. rail, and shipping.
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This Subcommittee has also encouraged research and development of technologies to thwart threats that
have yet to materialize. Well before the Christmas Day bomb plot, TSA had been working to field a solution to
the non-metallic explosives threat by testing and evaluating Advanced Imaging Technology (AIT), which this
Subcommittee supported. On December 25®, when Umar Farouk Abdulmutallab attempted to detonate an
explosive device on board a Northwest Airlines flight from Amsterdam to Detroit, our fears about this threat

were realized. As a result, TSA ramped up its procurement and deployment plan for the new screening capacity.

For that, you should be commended.

However, the failure of Dutch screeners to detect the explosive on Christmas Day was just one piece of
the breakdown in our intelligence and aviation security systems that permitted Mr. Abdulmutalab to get as far
as he did. After ordering a top-down review of all aviation security procedures, including our terrorist watch-
list system, President Obama initiated a number of reforms, including:

e Enhanced screening for passengers flying into the United States from. or flying through, nations on our
list of state sponsors of terrorism and other countries of interest:

* The deployment of additional law enforcement at airports, air marshals on flights, and explosives
detection canine teams to keep our air traffic safe;

¢ Ramped-up deployment of passenger screening technologies that can better detect hidden explosives;

* And, importantly, improvements to the terrorist watch list system, including placing more individuals on
the “no fly” fist.

We will want to discuss your efforts since the announcement of these reforms, and of course, how your 2011

budget builds on these measures to create lasting security solutions for the American people.

The high threat environment we face makes plain the need to close critical gaps in the aviation sector.
The 2011 request, which totals $7.87 billion overall, includes an additional $946 million above the 2010 level
for increased measures to secure the nation's airports and flights on the heels of Christmas Day's botched attack.
We will need to closely scrutinize your request today, bearing in mind that the enemy is constantly watching

and evolving, and that no single tool is a foolproof solution to the threat.

We will also be watching TSA to ensure the agency itself is evolving to thwart potential attackers. One
thing we rely on to give us perspective on the agency’s strategic vision is your annual expenditure plan for
checkpoint systems, checked baggage, and air cargo. This plan is our guidebook, indicating how funds will be
allocated within various programs. 1t is routinely updated to address changes in the threat environment or to
revise estimates for technology development. Without knowing what you plan to procure in 2010 for airport

checkpoints, we cannot make complete sense of your 2011 budget request for such items as advanced imaging
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technologies and portable explosives trace machines. We need to know what you are requesting for 2011 is the

best use of resources and not just an impulsive response to the latest incident.

Today 1 look forward to learning more about this cohesive strategy. As part of this discussion, I expect
you to be able to answer not only why a 9 percent increase in aviation security is a smart investment in 2011,
but also whether we are devoting the correct amount of resources to domestic versus international activities.
After all. aviation security does not start at our borders. We need to work across the globe to make sure that
threats are identified at their originating point, not when a terrorist boards an aircraft headed for the United
States. So we’ll also want to hear about how TSA and the Department are cooperating with foreign authorities
to secure air travel worldwide as well as discuss the optimal mix of manpower and screening technology for the

2011 fiscal year.

T want to thank you, again, for your service to our country. I look forward to continuing to work with
you to ensure our transportation security professionals are equipped with the resources they need to keep the
American people safe.  Please take five minutes to summarize your written statement. However, before we
begin, let me recognize our distinguished Ranking Member Mr. Rogers for any comments he may wish to

make.

###4
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OPENING STATEMENT OF RANKING MEMBER HAROLD ROGERS

Mr. ROGERS. Thank you, Mr. Chairman.

And welcome to Ms. Rossides for what is perhaps your final ap-
pearance before the Subcommittee, regrettably.

When TSA was established in 2002, | voiced strong concerns
about the agency’s inclination to become overly reliant on man-
power as opposed to the smart use of effective technology and its
effort to bolster aviation security.

Today, some 8 years later, in the wake of another terrorist at-
tack, it feels like deja vu all over again as | review TSA’s proposed
response to the vulnerabilities exposed by the Christmas Day plot.

Back in 2002, just as today, Congress was presented a request
for funds to support thousands of thousands of screeners rather
than a clearly articulated strategy for achieving meaningful avia-
tion security. My concern back then, as it is today, is that we are
not thinking through the proposed security enhancements in terms
of portability, effectiveness, and adaptability for the next threat en-
countered.

So as | look at the fiscal 2011 budget request for more than 500
additional whole body imagers and more than 5,300 additional
screeners | am apprehensive because it is unclear whether such a
costly and manpower intensive approach is the absolute best course
of action, especially when the initial deployment of these whole
body imagers appears to be an interim step against the use of even
more advanced technology.

My position on enhancing aviation security is one of cautious ur-
gency. Far too often government overreacts in the wake of a crisis
and a reactionary posture is one that habitually leads us into over-
spending on solutions that don’t pan out.

Let me be clear, I am not saying there isn't some merit in what
TSA is proposing for fiscal 2011. Rather, my concern is that this
costly proposal appears to be a short-term fix, not a long-term sus-
tainable solution that effectively balances legitimate travel, needed
security, and limited resources.

Unfortunately, these questions cannot be fully answered until we
have a better understanding of the direction that TSA is heading
in the current fiscal year, which is difficult to do until we receive
TSA's fiscal 2010 spending plans, as required by law, even though
we are well into fiscal 2010. But don't get me off on that subject.

As this Subcommittee continues its oversight responsibilities, |
intend to press DHS on the prioritization of its budget. 1 have
made it very clear in previous hearings that | believe that the fis-
cal 2011 budget emphasizes aviation security and administration
costs at the expense of virtually every other operational security
program across the Department.

While | do not dispute the need to enhance aviation security and
to improve program management, it is important to recall that two
very distinct al Qaeda plots were revealed this past year—the
Christmas Day attack and the Zazi plot to reportedly detonate ex-
plosives in New York City. So what this means to me is that we
cannot exclusively focus upon the aviation sector at the expense of
other areas. We must remain vigilant on the entire spectrum of
threats facing the country.
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Now having said all of that, 1 would be remiss if I did not take
a moment to recognize the notable efforts of all the TSA personnel
that have worked tirelessly to identify solutions to very difficult
challenges since the Christmas Day attack.

And finally, Mr. Chairman, | think we need to highlight, as you
have, Ms. Rossides’ noteworthy service since the establishment of
TSA. She is one of the six original employees at TSA, as young as
she is, and she has endured the full range of challenges facing
aviation security in the post-9/11 era. She will be taking up further
pursuits, but we want to thank you for your service to your country
for many years in this chore. To put it mildly, this Subcommittee
and this Nation owes you a debt of gratitude for your dedicated
service.

Thank you.

[The information follows:]
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Thank you, Mr. Chairman, and welcome to Ms. Rossides for what is perhaps your final

appearance before the Subcommittee.

When TSA was established in 2002, I voiced strong concerns about the agency’s
inclination to become overly reliant on manpower as opposed to the smart use of effective

technology in its efforts to bolster aviation security.

Today, some eight years later, in the wake of another terrorist attack, it feels like
déja vu all over again as I review TSA’s proposed response to the vulnerabilities exposed

by the Christmas Day plot.

Back in 2002, just as today, Congress was presented a request for funds to support
thousands upon thousands of screeners, rather than a clearly articulated strategy for
achieving meaningful aviation security.

My concern back then, just as today, is that we are not thinking through the
proposed security enhancements in terms of affordability, effectiveness, and adaptability

for the next threat down-range.

So, as I look at the FY11 budget request for more than 500 additional whole body
imagers and more than 5,300 additional screeners, | am apprehensive because it is unclear
whether such a costly and manpower-intensive approach is the absolute best course of
action; especially when the initial deployment of whole body imagers appears to be an

interim step towards the use of even more advanced technology.

My position on enhancing aviation security is one of cautious urgency. Far too
often, government over-reacts in the wake of a crisis.
And, a reactionary posture is one that habitually leads us into over-spending on solutions

that don’t pan out.
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Let me be clear -- I’'m not saying there isn’t some merit in what TSA is proposing
for FY11. Rather, my concern is that this costly proposal appears to be a short-term fix,
not a long-term, sustainable solution that effectively balances legitimate travel, needed

security, and limited resources.

Unfortunately these questions cannot be fully answered until we have a better
understanding of the direction that TSA is heading in the current fiscal year — which is

difficult to do until we receive TSA’s FY 2010 spend plans, as required by law.

As this subcommittee continues its oversight responsibilities, I intend to press DHS
on the prioritization of its budget. I’ve made it very clear in previous hearings that I
believe the FY 11 budget emphasizes aviation security and administrative costs at the

expense of virtually every other operational security program across DHS.

While I do not dispute the need to enhance aviation security and to improve program
management, it’s important to recall that two very distinct al Qaeda plots were revealed
this past year: the Christmas Day attack and the Zazi plot to reportedly detonate an
explosive in New York City.

= So, what this means to me is that we cannot exclusively focus upon the aviation
sector at the expense of other areas. We must remain vigilant on the entire spectrum

of threats facing our Nation.

Now, having said all that, I'd be remiss if I did not take a moment to recognize the
notable efforts of all the TSA personnel that have worked tirelessly to identify solutions to

very difficult challenges since the Christmas Day attack.

And, finally, I must also highlight Ms. Rossides’ noteworthy service since the
establishment of TSA.
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= As one of the six original employees at TSA, she has endured the full range of

challenges facing aviation security in the post-9/11 era.

= To put it mildly, this Subcommittee and our Nation owes you a debt of gratitude for

your dedicated service.

Thank you, Mr. Chairman. I look forward to today’s discussion.

H#HH
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Mr. PRICE. Thank you very much. Ms. Rossides, please proceed.

STATEMENT OF GALE ROSSIDES

Ms. ROSSIDES. Good afternoon, Chairman Price and Ranking
Member Rogers. It is my great privilege to appear before you today
to ask on behalf of the Transportation Security Administration, to
ask for your support of the President’s fiscal year 2011 total budget
request of $8.2 billion for TSA, an increase of $512 million over fis-
cal year 2010.

I also thank you both personally for your very kind words. Hav-
ing been with TSA since its first days, | have witnessed and appre-
ciate our enduring partnership with this Subcommittee as we have
achieved and continue to strive to meet important objectives to-
wards securing our Nation’s vital transportation systems.

I also greatly appreciate the work we have done with partners
at all levels of government, industry representatives, our inter-
national partners, the privacy sector, and especially the traveling
public we serve.

This year, we expect to fully implement our Secure Flight pro-
gram, a key security vetting measure effected before airline pas-
sengers ever arrive at the airport. GAO has now certified that we
have generally met all 10 program certification requirements set by
this committee.

We will also screen 100 percent of air cargo on domestic flights
by August and make substantial progress on screening air cargo on
inbound international passenger flights.

We will obligate all $1 billion provided under the Recovery Act,
accelerating important passenger and baggage screening enhance-
ments.

We will further initiate over $1.3 billion in checkpoint and explo-
sives detection systems with funds provided in fiscal year 2010.

We will stand up 15 new VIPR teams dedicated to surface trans-
portation security and serve as the executive agent for decisions on
$300 million in FEMA public transportation and railroad security
grants.

TSA operates in a high threat environment day in and day out.
This drives us to be ever vigilant. The attack on Northwest Flight
253 on Christmas Day was a stark reminder that there are still
those who wish to do us harm. They are studying our security
measures and will exploit our social norms to their advantage. The
men and women of TSA live with that reality every day.

I truly appreciate the time that you, Mr. Chairman, and Ranking
Member Rogers took to visit our Transportation Security Integra-
tion Facility, the TSIF, last week to discuss many of the advance-
ments we are seeking in fiscal year 2011, most notably our ad-
vanced imaging technology. For years, TSA has recognized the
threat of improvised explosive devices and focused our efforts there.
We began testing advanced imaging technology in 2007 to detect
metallic and nonmetallic threats hidden on the body. Because of
the 3 years we have put into this we currently have 40 machines
already in place at 19 airports. We will field approximately 500
units systemwide by the end of this year and our fiscal year 2011
request of $215 million doubles that equipment capability.
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The almost 1,000 units will allow us to screen over 60 percent
of all airline passages with AIT. This requires also 5,000 TSOs,
which are also requested in our budget along with supporting costs.

I want to emphasize that TSA is the world leader in the market-
place for this advanced imaging technology, and the work we have
done to date has paved the way for other countries to follow suit
in the wake of the December 25th incident.

TSA does not screen passengers in other countries, but we are
committed to helping our foreign partners enhance the security of
flights coming into the United States. We have built strong rela-
tionships with our international partners, proven by the high level
of cooperation we received in December. Within 5 hours of TSA
issuing new security directives, 95 percent of foreign partners were
in compliance. TSA seeks an additional $40 million for our inter-
national programs.

Our request also seeks to better equip our TSOs to better iden-
tify threats through operational intelligence by expanding our field
intelligence officer program. We are also requesting $60 million for
800 additional portable explosive trace detection machines which
have been proven to be very successful at detecting a wide array
of explosives. We propose to add 350 behavior detection officers,
and with an additional $71 million, TSA is requesting to add 275
proprietary canine teams.

The President’'s budget also requests an additional $85 million
for FAMS to sustain domestic and international flight coverage on
our highest risk flights.

In closing, | would like to state that TSA's core mission is one
of counterterrorism. We continue the work we began 8 years ago
to close vulnerabilities with new technology and with new proc-
esses in a very complex security regime.

As this will likely be my final appearance before the sub-
committee as Acting Assistant Secretary, | am extremely grateful
for your support of TSA, for our programs, and for the everyday he-
roes | have been honored to serve alongside with. | appreciate your
support in achieving our shared security goals, and | am happy to
respond to your questions.

[The statement of Ms. Rossides follows:]
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UNITED STATES DEPARTMENT OF HOMELAND SECURITY
TRANSPORTATION SECURITY ADMINISTRATION
Statement of
GALE D. ROSSIDES
ACTING ADMINISTRATOR
Before the
SUBCOMMITTEE ON HOMELAND SECURITY

COMMITTEE ON APPROPRIATIONS
UNITED STATES HOUSE OF REPRESENTATIVES

March 4, 2010

Good morning Chairman Price, Ranking Member Rogers, and distinguished Members of
the Subcommittee. Thank you for the opportunity to appear today to discuss the President’s
Fiscal Year (FY) 2011 budget request for the Transportation Security Administration (TSA) and
the steps the TSA is taking to enhance transportation security.

| want to thank the Subcommittee for consistently ensuring that TSA has the resources to
carry out its critical security mission and express my appreciation for your continued partnership
in meeting the changing and challenging security threats that confront us. Today I will outline
TSA’s plans to protect the transportation sector and ask for your support of the President’s FY

2011 budget request of $8.2 billion for TSA to help us meet these challenges.
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Since 9/11, TSA has employed multiple layers to secure the aviation system and ensure
the safety of the traveling public. Long before passengers reach the airport, TSA uses the latest
intelligence to influence our daily operational decisions and to provide security information to
public and private partners. Passengers are vetted against the No-Fly List to determine who
should not receive a boarding pass for a flight to, from, or within the United States and the
Selectee List to determine who must go through additional security measures. At the airport, our
layered approach to security employs measures both seen and unseen by travelers. The 48,000
Transportation Security Officers (TSOs) at hundreds of airports across the United States screen
1.8 million passengers and their baggage every day using advanced technology X-Ray systems,
walk-through metal detectors, explosive trace detection equipment, trained canines, Bottled
Liguid Scanners, Advanced Imaging Technology (ALT), full-body pat-downs, and explosives
detection systems both at the checkpoint and at other key locations in the airport. Bomb
Appraisal Officers (BAOs), and Behavior Detection Officers (BDOs) also assist in the screening
process. Through programs such as the Aviation Direct Access Screening Program, TSA also
uses random and unpredictable measures to enhance security along the airport perimeter and in
limited access areas of airports. The $1 billion in the American Recovery and Reinvestment Act
of 2009 (ARRA) funds provided to TSA for checkpoint and checked baggage screening
technology have enabled TSA to greatly accelerate deployment of these critical tools to keep
passengers safe.

To support in-flight security, Federal Air Marshals (FAMs) are deployed on domestic and
international flights where international partners allow FAMs to enter their country on U.S.-
flagged carriers. Thousands more pilots volunteer to serve as armed, deputized Federal Flight

Deck Officers on domestic flights.
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While we have made enormous strides to improve aviation security, terrorists continue to
pose a threat to the United States; there is no silver bullet, nor any single measure that provides a
100 percent guarantee of security. Therefore, we cannot afford to become complacent.

The attempted attack on Northwest Flight 253 on Dec. 25, 2009, was a powerful
reminder that terrorists will go to great lengths to defeat the security measures that have been put
in place since September 11, 2001. As Department of Homeland Security (DHS) Secretary Janet
Napolitano has testified at recent hearings, this Administration is determined to thwart terrorist
plots and disrupt, dismantle, and defeat terrorist networks by employing and enhancing
the multiple layers of defense that work in concert with one another to secure our country. This
effort involves not just TSA, but components across the DHS and many other Federal agencies
as well as State, local, tribal, territorial, private sector, and international partners. TSA works
closely with other DHS agencies, such as U.S. Customs and Border Protection (CBP) and the
U.S. Coast Guard (USCG), to continually evaluate and improve security programs and processes.

Following the first reports of an attempted terrorist attack on Northwest Flight 253 on
Dec. 25, 2009, DHS immediately put in place additional security measures. TSA requested that
the Federal Aviation Administration apprise all 128 U.S.-bound international flights from Europe
of the attempted attack and asked them to maintain heightened vigilance on their flights.
Increased security measures were put in place at domestic airports, including additional
explosives detection canine teams, state and local law enforcement, expanded presence of BDOs,
and enhanced screening. TSA conducted calls with all major airlines and the Air Transport
Association and issued Security Directives and Emergency Amendments for all international
flights to the U.S., which mandated enhanced screening prior to departure and additional security

measures during flight.
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On Jan. 3, DHS/TSA issued a new Security Directive, effective on Jan. 4 and still
operational today, which includes security measures developed in consultation with law
enforcement officials and our domestic and international partners. This Security Directive
mandates that every individual flying into the U.S. from anywhere in the world traveling from or
through nations that are state sponsors of terrorism or other countries of interest will be required
to go through enhanced screening. The directive also increases the use of enhanced screening
technologies and mandates threat-based and random additional screening for passengers on U.S.
bound international flights. These measures are being implemented with extraordinary
cooperation from our global aviation partners.

These steps helped strengthen our security posture to face current threats to our country,
yet as President Obama has made clear, we need to take additional actions to address the
systemic vulnerabilities highlighted by this attack. At President Obama and Secretary
Napolitano’s direction, DHS and TSA are pursuing new initiatives to enhance the protection of
air travel from acts of terrorism. The President’s FY 2011 budget request would provide TSA

with the resources it needs to carry out these critical new initiatives.

Enhanced Screening Technology

TSA is aggressively pursuing the deployment of enhanced screening technology to
domestic airports and encouraging our international partners to do the same. While no
technology is guaranteed to stop a terrorist attack, a number of technologies, when employed as
part of a multi-layered security strategy, can increase our ability to detect dangerous materials.
To this end, TSA is accelerating deployment of AIT units to increase capabilities to identify

materials such as those used in the attempted Dec. 25, 2009, attack. These efforts are already
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well underway. TSA has 40 machines deployed at 19 airports throughout the United States.

Last September, TSA purchased 150 additional AIT units with ARRA funding, and this year,
TSA expects to deploy these and at least 300 additional units across the country. The units
purchased with ARRA funds are scheduled to be deployed to U.S. airports this summer, with the
first units set to arrive at Boston Logan and Chicago O Hare international airports next week.
The President’s FY 2011 budget requests $214.7 million to purchase and install an additional
500 AIT units at checkpoints, to bring the total number of AIT units to approximately 1,000.

An additional $314.6 million is requested for 5,355 TSO positions to operate these AIT machines
at their accelerated deployment pace.

TSA also continues to explore additional privacy protections for AIT machines through
automated threat detection, which would transmit images only when an alarm is triggered. In
collaboration with the DHS Science and Technology Dircctorate, the security technology
industry, and our international partners, software development is currently underway and will be
followed by testing to ensure effective detection with minimal false alarms.

TSA is also increasing assets in the area of explosives detection equipment and highly
trained security personnel to strengthen our abilities to find dangerous materials and stop
dangerous people from boarding aircraft.

TSA has expanded the random use of Explosives Trace Detection (ETD) machines,
which are effective against a wide scope of explosives, to screen both passengers and bags. The
President’s FY 2011 budget requests $60 million to purchase and supply approximately 800
additional portable ETD machines.

Further, the President’s budget seeks approximately $20 million in funding to increase

the ranks of BDOs by 350, enhancing coverage of lanes and shifts at Category X, I, II, and 111
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airports and expanding coverage to smaller airports. BDOs provide an extra layer of security
based on proven behavior observation and analysis techniques to make timely security risk
assessments of travelers. They add an additional measure of unpredictability in aviation security,
which is an important feature for disrupting terrorists” ability to plan attacks.

TSA also has determined that critical TSA field locations would benefit from enhanced
access to operational intelligence information by providing up-to-date guidance and context to
TSA officials stationed in the field, as well as local stakeholders. The President’s FY 2011
budget requests $7.1 million to expand TSA’s Field Intelligence Officer program by 31 officers
to enhance classified communications and information sharing. The more relevant information
we can provide to our TSOs, the more equipped they will be to detect and prevent a range of
threats.

Nearly 950 Advanced Technology X-Ray machines have been deployed to U.S. airports
to enhance the screening of carry-on bags. Additional machines will follow this year and include
automated detection software to improve their capability. With support provided by this
Subcommittee, TSA will approach full operational capability of this explosives detection
technology in FY 2010. As we make improvements in detection capabilities for carry-on bags, it
will be important to proceed with AIT deployment for passenger screening to avoid a potential
shift of vulnerabilities.

The Explosives Detection Systems (EDS) Strategic Plan outlined a process for achieving
optimal screening solutions at 250 commercial airports. This number has been increased to 285
to now incorporate smaller airports. By the end of this fiscal year, it is projected that 200
airports will have one or more operational in-line systems, which provide greater efficiency and

increased baggage throughput. TSA appreciates the Subcommittee’s continuing support for
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EDS, which has allowed us to proceed aggressively with these multiyear projects and provide
greater attention to medium and smaller airports as projects at larger airports are completed.

To further bolster security, DHS has established a new partnership with the Department
of Energy (DOE) and its National Laboratories. The Deputy Secretaries of Homeland Security
and Energy are leading the effort to bring the paramount capabilities and critical resources of the
DOE National Laboratories to bear on developing advanced technical solutions to key aviation
security challenges. This partnership will focus on advancing current technology., assessing
system capabilities to determine gaps, and developing emerging technologies to fill those gaps in
an efficient and effective manner.

Two years ago. DHS and DOE formed the National Explosive Engineering Sciences
Security (NEXESS) Center, a consortium of National Laboratories including Sandia National
Laboratory, Los Alamos National Laboratory, and Lawrence Livermore National Laboratory, to
provide an agile and aggressive means to anticipate and understand explosive threats and to
develop countermeasures to protect the homeland. The NEXESS Center provides informed
scientific analysis for short- to mid-term priority assessments as well as mid- to long-term
research and technology development. The Deputy Secretaries of both DHS and DOE are
working collaboratively to strengthen these efforts in light of the December 25" attempted

attack.

Aviation Law Enforcement

To strengthen the presence and capacity of aviation law enforcement. the President’s
budget requests an additional $85 million to support the costs of increasing the number of FAMs.
As a result of threat mitigations put in place following the Northwest Flight 253 incident, FAMS

increased coverage of international flights and, as an interim measure, DHS has deployed
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additional law enforcement officers from across the Department—including the U.S. Secret
Service, CBP, U.S. Immigration and Customs Enforcement, and the USCG—to assist FAMs. In
January 2010, these highly trained officers participated in an accelerated specialized Federal Air
Marshal Service (FAMS)-led training program on the unique methods employed to protect and
defend an aircraft. This augmentation program allows FAMS to continue the increased
international operational tempo while maintaining appropriate domestic flight coverage. With
the funding requested for FY 2011, TSA would sustain the higher level of international flight
coverage while continuing domestic flight coverage at appropriate levels.

The President’s FY 2011 budget also requests $71 million for an additional 275
proprietary explosives detection canine teams for Category X and | airports. TSA's National
Explosives Detection Canine Team Program develops. trains. deploys, and certifies explosives
detection canine teams to deter and detect the introduction of explosive devices into the

transportation system.

International Parinerships

DHS and TSA will continue to work with international partners to strengthen
international security measures and standards for aviation security. Much of our success in
ensuring that terrorists do not board flights to the United States is dependent on what happens in
foreign airports and the commitment of our foreign partners to enhance security. DHS
leadership has embarked upon an aggressive international outreach initiative to enhance
international aviation security standards and practices — particularly for international flights
bound for the United States. To build upon and sustain the vision achieved in these international

efforts, the President’s FY 2011 budget requests an additional $40 million for TSA to develop
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and promote enhanced global transportation security processes and structures worldwide and to
ensure compliance with international and TSA standards. These funds would provide field and
support personnel to manage international programs at 15 existing offices and deploy additional
personnel to the Middle East and Africa. TSA plans to add 34 intemational Transportation
Security Specialists, 10 International Industry Representatives, and a 10-person Rapid Response
Team. TSA will work proactively with foreign partners by representing TSA in a variety of
international and domestic settings, including major transnational aviation-related organizations,
regional bodies dealing with transportation security, bilateral cooperative efforts, as well as
interagency transportation security efforts.

Because TSA does not conduct screening at international airports, TSA works closely
with our foreign partners to ensure international screening standards are followed, particularly
for flights bound to the United States. TSA annually conducts approximately 300 airport
assessments and inspections at foreign airports using International Civil Aviation Organization
(ICAO) standards and inspections of foreign and U.S. air carriers that fly to the United States
using TSA standards. If an airport does not meet these standards, TSA works with the host
government to rectify the deficiencies and raise airport security to an acceptable level.
Ultimately, it is the foreign government that must work to address these security issues. If non-
compliance with international standards continues long-term, TSA may recommend suspension
of flight service from these airports to the United States.

TSA inspects all U.S. and foreign air carriers that fly to the United States from each
airport that is a last point of departure to ensure compliance with TSA standards and directives.
Should air carrier security deficiencies exist, TSA works with the air carrier to raise compliance

to an acceptable level.
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Watchlists

As one critical layer of defense, DHS conducts pre-departure passenger screening in
partnership with the airline industry and foreign governments in order fo prevent known or
suspected terrorists from boarding a plane bound for the United States or, as appropriate, to
identify them for additional screening. TSA uses the No-Fly List and the Selectee List, two
important subsets within the Terrorist Screening Database managed by the FBI's Terrorist
Screening Center, to determine who may board, who requires further screening, and who should
be referred to appropriate law enforcement personnel. Individuals on the No-Fly List should not
receive a boarding pass for a flight to, from, or within the United States. Individuals on the
Selectee List must go through additional security measures, including a full-body pat-down and a
full physical examination of personal effects.

I want to thank the Subcommittee for the support it has provided over the years for TSA’s
Secure Flight program. Through Secure Flight, the Department is making an important change
to the process of matching passenger identities against the No-Fly List and Selectee List and
fulfilling an important recommendation of the 9/11 Commission. Previously, responsibility for
checking passenger manifests against these lists rested with the air carriers themselves. Under
the Secure Flight program, TSA will fully assume this function in 2010. The transition for
domestic carriers will be completed this spring and international carriers are targeted for
completion by the end of this year. In addition to creating a more consistent matching process
for all domestic and international travel to the United States and strengthening the effectiveness

of redress in preventing misidentifications, Secure Flight will flag potential watchlist matches
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and immediately trigger law enforcement notification and coordination. When fully

implemented, Secure Flight will screen more than 2.5 million passengers daily.

Air Cargo Screening

In FY 2009, TSA achieved its goals to require the screening of 50 percent of all cargo on
passengcr aircraft and 100 percent screening of cargo on all narrow body passenger aircraft.
This year we are confident that we will achieve 100 percent screening of all cargo on passenger
aircraft departing from U.S. airports by the August deadline mandated under the Implementing
Recommendations of the 9/11 Commission Act of 2007. To help reach this goal, TSA
developed and implemented the Certified Cargo Screening Program (CCSP), which allows
screening of cargo early in the air cargo supply chain by a trusted, vetted, and validated facility.
TSA certifies and regulates shippers, indirect air carriers, and other entities to screen cargo prior
to its being tendered for transport on passenger aircraft. We are working with the supply chain
industry to encourage maximum participation in the CCSP.

TSA air cargo inspectors facilitate air carrier and indirect air carrier implementation of
the required security measures and promote compliance through outreach to industry. In FY
2009, TSA's air cargo inspectors completed more than double the number of inspections
conducted in the preceding year. With additional resources provided in FY 2010, TSA is
increasing inspector ranks by 50 to oversee the implementation of CCSP and validate new
program entrants.

TSA also is working with ICAO to develop a “supply chain approach” to securing air



26

cargo on passenger flights, similar to TSA’s CCSP. This effort will go a long way toward
enhancing the current level of international civil aviation security and in particular to raise the
baseline of air cargo security on a global basis.

Finally, TSA is working with other key international partners, on both a bilateral and
multilateral basis, to develop common understandings and objectives for the enhancement of air
cargo security standards and to ensure each country’s air cargo security systems provide
comparable levels of security, both across the air cargo supply chain and in international air

transport.

Enhancing Security throughout the Transportation System

TSA'’s vetting responsibilities have grown significantly in recent years, and TSA has
responded with the development and implementation of efficient, reliable, and cost-effective
antiterrorism screening programs.

Almost 1.4 million workers—Ilongshoremen, truck drivers, and port employees—
requiring unescorted access to secure areas of ports have been enrolled in the Transportation
Worker ldentification Credential (TWIC) program since October 2007. In FY 2009, TSA’s
Hazardous Materials Endorsement Threat Assessment Program (HTAP) conducted threat
assessments on 297,473 applicants, a continued increase from the program’s inception.
Operational costs for the TWIC program and the HTAP program are entirely funded by fee
revenue.

TSA conducts Visible Intermodal Prevention and Response (VIPR) deployments in all
modes of transportation to detect, deter, defeat, and disrupt potential terrorist or criminal activity.

VIPR operations employing multi-disciplinary teams of FAMs, Surface Inspectors, BDOs, and
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TSOs are planned and implemented through a risk-based approach. In FY 2009, TSA

completed the hiring and deployment of 10 additional VIPR teams.

Conclusion

In closing, Mr. Chairman, the President’s FY 2011 budget request ensures TSA will have
the human and technology resources it needs to take critical next steps to improve aviation and
transportation sector security. We are expanding and improving the use of tecﬁnology.
strengthening aviation security protocols with our foreign partners, developing long-term law
enforcement capacities, and strengthening a TSA workforce that is highly trained, agile and
dedicated to this mission. In all of these action areas to bolster security, we are also mindful of
our obligations to safeguard the privacy and rights of travelers, and to ensure freedom of
movement for people and commerce.

Thank you for your continued support to TSA and for the opportunity to discuss the
President’s budget request for TSA for Fiscal Year 2011. 1 would be pleased to respond to your

questions.
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Gale D. Rossides

Acting Administrator

As Acting Administrator, Gale Rossides oversees the management of the 50,000-strong
workforce and the security operations of 450 federalized airports throughout the U.S., including
the widely-acclaimed Federal Air Marshal Service (FAMS), and the security regime for
highways, railroads, ports and mass transit systems. Rossides represents the face of TSA to many
stakeholders and partners throughout the world.

Rossides was one of the six original federal executives hand-picked in 2002 to build TSA — the
largest public mobilization since World War I1. From December 2002 through September 2004,
she served as TSA's Associate Administrator/Chief Support Systems Officer. In 2004, Rossides
was tapped to serve as a senior advisor to the Deputy Secretary and Under Secretary for
Management for the Department of Homeland Security (DHS).

In 2005, Rossides returned to TSA. Her proven leadership skills in organizational development,
business process improvement and security operations provided key expertise in transforming
TSA into the more flexible and dynamic agency that it is today.

Rossides’ accomplishments include re-engineering a multi-layered security strategy; increasing
comprehensive intelligence-sharing; developing network-centric, collaborative partnerships with
stakeholders; establishment of Transportation Sector Network Management (TSNM); creation of
TSA's Senior Leadership Team (SLT); and the inclusion of core competencies in critical incident
management, acquisition and program management.

Rossides also launched leadership development programs as a proactive agency maturity
strategy. She created innovative workforce programs to encourage communication, collaboration
and conflict management to facilitate the development of an inclusive environment across a
multi-generational, diverse and engaged workforce.

Prior to joining TSA, Rossides was appointed as the co-chair of a Blue Ribbon panel to overhaul
the Bureau of Alcohol, Tobacco, and Firearms in the aftermath of the Waco event. She served at
ATF for § years as the director of all law enforcement, regulatory and leadership training; she
also served for 6 years as a member of Federal Law Enforcement Training Center's (FLETC)
Board of Directors for state and local law enforcement training.

Gale Rossides earned her bachelor's degree from Wheaton College in Norton, Massachusetts and
is a graduate of George Washington University's Masters in Public Administration for Federal
Executives program.
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ADVANCED IMAGING TECHNOLOGY

Mr. PRICE. Thank you very much. The first question | will ask
is having to do with the advanced imaging technology. Over the
past 2 years, the TSA has worked to develop and test advanced im-
aging technology for use in airport screening checkpoints with an
eye toward replacing metal detectors at primary screening check-
points. This replacement effort has been well under way, actually
well over a year before the Christmas Day bombing.

Because of your efforts, TSA was quickly able to develop plans
to screen 100 percent of passengers both with AITs in primary or
to use an equivalent method to detect nonmetallic threats after the
Christmas Day incident. Unlike pat-downs or traditional metal de-
tectors, DHS believes that AlTs, which see beyond a passenger’s
clothes and identifies threat objects on a body, could have detected
the explosive powders that Abdulmutallab smuggled inside his un-
derwear when he went through security in Amsterdam.

The budget request notes that if funded, the 1,000 AlTs pur-
chased in 2010 and 2011 would allow this technology to be in place
at 75 percent of the country’s largest airports. It remains unclear
as to how you deploy these systems since they have a much larger
footprint than metal detectors and a slower processing time. For
example, AlTs take longer to scan a single passenger than a metal
detector, 1.3 versus 22 seconds. In a briefing with staff, TSA stated
they do not expect increased processing times with AlITs because
current passengers have to wait on the X-ray to scan their carry-
on bags and shoes. Accordingly to TSA, this 22-second X-ray is
about the same time that it takes an AIT to scan a passenger. |
really wonder if the AITs will increase wait times. Could you help
us figure this out?

And if wait times begin growing, how are you going to alleviate
the lines of passengers backing up and the potential security threat
as they wait to be screened by an AIT?

What is your deployment plan for the AITs? Is it your intention
to deploy AIT equipment within the existing screening checkpoint
footprint in all airports? Do you plan on doing a one-for-one re-
placement of metal detectors? How is this going to move forward?

And then finally, let me just recall the situation we faced when
we wanted quickly to be able to screen checked baggage after 9/11.
You will recall TSA placed explosive detection machines in less
than ideal locations in a number of airports on a temporary basis,
which created a series of problems and ultimately made permanent
solutions more costly and more time consuming. I am sure that ex-
perience is on your mind as you look forward to how we are going
to do the AIT project. How are you going to avoid repeating these
same mistakes as you begin to deploy the AIT equipment at exist-
ing screening checkpoints?

Ms. ROSSIDES. Yes, sir. Let me start by talking about the work
that has been done to date. We gained a tremendous amount of
knowledge from the pilots that we ran over the last couple of years
in terms of how to process the passengers through, how to measure
the wait times. And, from the time passengers enter the queue to
the time they actually leave the checkpoint, there are multiple
processes going on, one of which is walking through the advanced
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imaging technology. But the other is the screening of their carry-
on bags. And it is the combination of those processes working in
parallel for the passengers that go through that tells us that we do
not believe that deploying this AIT is going to significantly increase
the wait times for the passengers.

We also believe that deploying the TSOs in the right positions in
the checkpoint to inform the passengers how to properly divest to
go into the AIT is going to contribute to keeping those wait times
down.

The integration of the AIT equipment into the checkpoint has
been something that we have looked at as part of our piloting, and
as we are looking at this deployment. We have airports around the
country now that have raised their hands and said they are ready
to take this technology and put it in their existing checkpoints. We
are confident that those that we are rolling out this year can be
done and put in the existing checkpoints and not have to go
through major construction issues, not have the kinds of things we
had where we had the checked baggage technologies in lobby areas,
et cetera.

We are also very much focused on how do we educate the trav-
eling public so that when they show up at the checkpoint they un-
derstand exactly what they can expect as they go through the AIT
machines. So, it is the combination of looking at the entire process
within the checkpoint, looking at the public education element,
making sure that we have the TSOs properly stationed in front of
the equipment so that they can make sure that the passengers are
properly divested. This technology gives us such an improvement
in the detection capability that we are looking to make sure that
the processes, the technology and the people are all well integrated
so that it is both a very effective screening process as well as very
efficient.

Mr. PRICE. The footprint of these AIT machines though is greater
than the metal detectors?

Ms. ROSSIDES. Yes, it is, sir. But what we have found is that in
a lot of these airports as the checkpoints were built, they actually
had more room in them, you know, more room within the check-
point footprint itself. So the initial deployment is to look at those
checkpoints that are ready right now to handle this equipment.

Mr. PRICE. And the idea is that the carry-on baggage will still
go down the line and be screened but the time the individual
spends in the AIT machine will parallel or be concurrent with that
time used for carry-on baggage screening?

Ms. ROSSIDES. Correct; right.

Mr. PRICE. That is how you come up with very little net increase
in time spent?

Ms. ROSSIDES. Correct. Correct. And it is something that we will
be very focused on. Frankly, as passenger loads increase over the
next couple of years, we will look to make sure that we are prop-
erly managing both queues. As we are setting these machines up,
we will also have the ability to direct the passengers either through
the advanced imaging technology or through the walk-through
metal detector and receive alternate screening so we can manage
the process that way as well.
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AIT PASSENGER RESPONSE AND PRIVACY

Mr. PRICE. These pilot efforts that you have undergone in the
last couple of years to check out this technology, has that also in-
cluded extensive work on what we are talking about right now?
The deploying of the machines? The way the passenger flow works?

Ms. ROSSIDES. Yes.

Mr. PRICE. And for that matter, passenger acceptance of the new
technology in general?

Ms. ROSSIDES. Yes, and | am very, very pleased to be able to re-
port to you that the passenger response to this technology has been
overwhelmingly positive and that was part of our pilot. I believe
that we had an over-90-percent acceptance rate by the traveling
public when they opted to go through the equipment. This has been
a great piece of technology for persons with disabilities going
through checkpoints. During our pilots, we looked at the configura-
tion, officer training requirements, passenger throughput and we
looked at passenger acceptance.

Mr. PRICE. And by passenger acceptance, you are also referring
to the measures taken to protect privacy?

Ms. ROSSIDES. Yes, sir. And we have signage up in the check-
point area that informs the passengers that first of all this is op-
tional. They do not have to go through the advanced imaging tech-
nology if they choose not to. It also informs them that the officer
that is guiding them through this technology will never see the
image that the officer in the remote location is using for detection
purposes. And we have made sure that those privacy concerns have
been addressed with the public.

We have had a privacy impact statement out during this deploy-
ment of the technology in pilot phase and again we have worked
very hard with privacy groups, as well as the traveling public, to
ensure that they accept and understand the privacy measures that
are in place.

Mr. PRICE. Thank you.

Mr. Rogers.

Mr. ROGERS. So continuing on the privacy aspect, the machine
makes an image which is telecast, if you will, to a room where just
one person is located; correct? And that is the only place where this
image is shown?

Ms. ROSSIDES. Correct.

Mr. ROGERS. To the one person in the closed room, an employee?

Ms. ROSSIDES. That is right.

Mr. ROGERS. And the face is blurred?

Ms. ROSSIDES. Correct.

Mr. ROGERS. Now you say this is optional to the passenger. Sup-
pose they say no, | don't want to do that. What do you do then?

Ms. ROSSIDES. Then they are directed through the walk-through
metal detector. They could be subjected to hand wanding and a
full-body pat-down, so we are ensuring that an alternative and
comparable form of screening applies to passengers if they choose
not to go through the technology.

Mr. ROGERS. So every person that refuses the whole body imager
scan would be patted down?
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Ms. ROSSIDES. Possibly; they could either be patted down, they
could have a review of their carry-on luggage. There is a variety
of alternative measures that we would have that could be applied
depending on, again, the particular technology that is available in
the checkpoint.

EFFECTIVENESS OF AITS

Mr. ROGERS. Now, is this new machine, is it as effective as a pat-
down?

Ms. ROSSIDES. From an effectiveness standpoint and an efficiency
standpoint, it is better. Because it allows us to view the images
quickly. It identifies anomalies on the body. It identifies anomalies
that may be in sensitive parts of the body and it is much faster
than doing a full-body pat-down on somebody.

Mr. ROGERS. Well, considering the Christmas Day bomber, would
this machine have detected the bomb on that person?

Ms. ROSSIDES. Without going into the specifics of that, because
of the ongoing criminal investigation, | will tell you that the experi-
ence we have had, both in the labs and in our pilots, our officers
are identifying objects on the body that are comparable to what
that threat was.

Mr. ROGERS. Every time?

Ms. ROSSIDES. Our officers are doing a very good job.

Mr. ROGERS. Every time?

Ms. ROSSIDES. | would have to get back to you, but you know,
we have very, very good measures in place for evaluating our offi-
cers.

[The information follows:]

No single security technology or procedure is 100% effective. Consequently, TSA
has instituted multilayer and dynamic threat mitigations, some of which are visible
to the traveling public and some of which are not. However, the capability of screen-
ing technology and the ability of screeners to detect threat items are classified and

cannot be disclosed in a public forum. TSA would be pleased to provide that infor-
mation to the Committee in an appropriate environment.

Mr. ROGERS. Well, contrariwise, if you had patted this man
down, would we have found the bomb?

Ms. ROSSIDES. Today we do not do a full-body pat-down that goes
into the sensitive parts of the body where that bomb was secreted.

Mr. ROGERS. Now, this machine is not foolproof; correct? | mean
it is not 100 percent?

Ms. ROSSIDES. It requires the experience of the operator as well,
yes.

Mr. ROGERS. And we may be getting into some confidential mat-
ters here, but what | need to do as well as you can state it in these
circumstances, is this machine the end all?

Ms. ROSSIDES. This machine gives us an increased detection ca-
pability that is significantly greater than what we have at the
checkpoint today. And what we, in working with industry and
these manufacturers, we are driving these manufacturers to con-
tinue to improve this technology because of the demands that we
have for aviation security.

Mr. ROGERS. And if a bomb were secreted in an article of the
body, the machine would not detect that of course, would it?

Ms. ROSSIDES. Inside the body?
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Mr. ROGERS. Yes.
Ms. ROSSIDES. Correct.

AIT AND METAL DETECTORS

Mr. ROGERS. On the footprint, the machine would not replace the
magnetometers; correct?

Ms. ROSSIDES. Right now we do not have plans to fully replace
all the walk-through metal detectors; that is correct.

Mr. ROGERS. So you would have the metal detectors as well as
the full body imager?

Ms. ROSSIDES. Correct, right now.

Mr. ROGERS. Why would you need both?

Ms. ROSSIDES. Part of it is to manage the flow of the passengers
so that we would be able to have an alternative first. If passengers
say they don't want to go through the advanced imaging tech-
nology, we would have the walk-through metal detector and couple
that with other security measures.

But also what we are looking at right now is, as we are deploying
these, maximize the use of the advanced imaging technology but
also direct passengers through the walk-through metal detector in
checkpoints. So that when a passenger shows up, the security ad-
vantage we have is that as the passenger shows up in the queue
line they will be directed by the officer to either the advanced im-
aging technology or the walk-through metal detector and they
won’'t know which. And so the advantage to us is somebody couldn’t
predict he would get in this line and go through the advanced im-
aging technology or get in this line and go through the walk-
through metal detector. Long term, we hope to drive the industry
to provide us with the technology where the walk-through metal
detector capabilities would be a part of the advanced imaging tech-
nology equipment.

Mr. ROGERS. You would have a combined machine?

Ms. ROSSIDES. That would be a great setup for us down the road.

Mr. ROGERS. Why haven't we done that?

Ms. ROSSIDES. We are pushing the industry to do that. The in-
dustry has not gotten to that point yet.

Mr. ROGERS. 1 bet if you put out a spec and asked for bids you
would get some bids.

Ms. ROSSIDES. | believe we are asking for that in the labs, and
we are working with the DHS science and technology lab to help
us push the industry towards that.

Mr. ROGERS. Would that save money in the acquisition and de-
ployment, wouldn't it?

Ms. ROSSIDES. I am not sure that it would, sir. 1 would have to
get back to you.

Mr. ROGERS. Let me know.

Ms. ROSSIDES. 1 will.

[The information follows:]

TSA is working with vendors on adding new capability to AIT machines, including
metal detection. Costs cannot be determined until systems have been developed and

qualified for use at checkpoint. We will inform the Committee as soon as additional
information becomes available.
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Mr. ROGERS. There is the machine and then there is the separate
room where the image is viewed by an operator, which has to be
fairly close to the machine, but not terribly close; right?

Ms. ROSSIDES. Uh-huh.

Mr. ROGERS. Nevertheless it requires some space that is not now
required with magnetometers or the check-in procedure; right?

Ms. ROSSIDES. Right.

AIT INSTALLATIONS AT AIRPORTS

Mr. ROGERS. Now, does your budget request cover the costs of in-
stalling the machines and acquiring space for the room and all of
that?

Ms. ROSSIDES. What the budget request includes, money for con-
structing a viewing room, you know within the checkpoint area.
What we are doing, for example, in a lot of places, we are taking
a supervisor's office. We are using other pieces of the real estate
there close by to the checkpoint to create that alternative viewing
room. But the budget does have some money in it to cover some
of those infrastructure costs to build out the viewing room.

Mr. ROGERS. What about the airports? What will be their finan-
cial involvement with this change?

Ms. ROSSIDES. The airports’ financial involvement? Some of them
are providing us the room. And in some cases we are providing
them nominal amounts of money to pay for this infrastructure cost.
But | think for the most part the investment is TSA's that we are
making in the checkpoint area.

Mr. ROGERS. So, will you pay the airports for taking more of
their space?

Ms. ROSSIDES. | don't believe we are. 1 will get back to you on
that though. | have not seen that cost factor as we are looking at
these deployments. But | will get back to you and double check.

[The information follows:]

In order to carry out the statutory mandate of the Aviation Transportation Secu-
rity Act (ATSA), it is necessary for TSA to use certain airport space and facilities
defined under federal law as “necessary security checkpoints.” Pursuant to Section
511 of the DHS Appropriations Act, 2005, Pub. L. 108-334, 118 Stat. 1317 (October
18, 2004) airports must provide such space rent free to TSA. The space required for
the AIT machines is the direct result of TSA’s mandate to screen airline passengers.

In accordance with Section 511 referenced above, TSA will continue to pay for nec-
essary services and utilities associated with such checkpoint space.

Mr. PRICE. Thank you.
Mr. Rodriguez.

PRIVATE AIRCRAFT REGULATION

Mr. RODRIGUEZ. Thank you. Thank you very much. Madam Sec-
retary, thank you very much for your service to our country and
thank you for the work that you have been doing. We had a recent
incident that occurred in Texas in Austin, the IRS facility there,
and it could have taken a lot more lives. It did take the life of a
wonderful individual veteran who served our country well.

In 2008, TSA had proposed a plan to propose new rules for some
15,000 planes, including requirements for jet operators to check the
passengers on a watch list and those kind of things, and this pro-
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posal was met with a great deal of opposition in the private pilot
industry groups and others.

When will the TSA’s new proposal for regulating private aircraft
be made available?

And number two, what changes, if any, will be taken into consid-
eration as a result of the incident that occurred in Austin at the
IRS facility?

Ms. ROSSIDES. Yes, Mr. Congressman, in answer to your question
first, we are going to go out with a supplemental or a second notice
of proposed rulemaking on the general aircraft, large aircraft secu-
rity program. And we are hoping to have that through the Admin-
istration and posted by the end of the year. And we did receive a
lot of comments on the first round and we had a terrific collabora-
tion with the industry and with GA pilots on comments. And we
are really looking at that.

AUSTIN, TEXAS, INTERNAL REVENUE SERVICE SECURITY INCIDENT

In the aftermath of the Austin, Texas, crash and that incident,
we actually went back to the Homeland Security institute that had
done the engineering studies for us and asked them to take a look
at the specifics of that crash and if it should formulate any changes
in that proposed rulemaking. And so we are waiting for the results
of that study. And that may help us and it definitely will inform
us as to any changes that we may need to make in the rule.

Mr. RODRIGUEZ. What kind of security do we have, if any, in
some of the small airports that we have in terms of any kind of
assessments that we might make at the present time?

Ms. ROSSIDES. Right now in most very small GA airports we
don’t really have any.

Mr. RODRIGUEZ. We don't have any at all?

Ms. ROSSIDES. No, sir.

Mr. RODRIGUEZ. Do we have any kind of establishment, | guess
we do have the number of flights that go out of there but we don't
have any way of checking to see who flies out of there, who doesn't
and those kind of things?

Ms. ROSSIDES. Right now—well, mostly the FAA knows who is
flying. They would know the registration of the small plane and
they would know generally who the pilots are. The pilots have to
be certified by the FAA. So most of the regulation to date has been
via the FAA’s programs.

Mr. RODRIGUEZ. So not even once a year or twice a year do we
do any spot check on any of those?

Ms. ROSSIDES. We have done so on occasion, for national security
events. For example, with the inauguration last year of President
Obama we actually went and visited every general aviation airport
on the route for the train that he took from Philadelphia to D.C.
During the Olympics, the plan for the Olympics that just ended, we
did work looking at the general aviation airports and we did that
with state and local law enforcement in concert with our inspec-
tors. Depending on national events, significant activities in an
area, we will go and look at the general aviation airports. And if
intel suggests something, we definitely then work in looking at
them.
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Mr. RODRIGUEZ. If | can just follow up on that one again. When
you referred to intel, are you in direct contact on the border with
Border Patrol and others?

Ms. ROSSIDES. Yes, we have a very close working relationship
with the Border Patrol.

Mr. RODRIGUEZ. The number of flights coming over? The Cana-
dian border also?

Ms. ROSSIDES. Yes, sir.

Mr. PRICE. Mrs. Lowey.

ADVANCED IMAGING TECHNOLOGY DEPLOYMENT

Mrs. LOWEY. Thank you. In the American Recovery and Rein-
vestment Act the Committee provided TSA with $25 million for air-
port screening machines that have been discussed rather thor-
oughly to be deployed at airports over the country. However, last
Tuesday it was reported that not one of these devices has yet to
be deployed. | was really shocked to read that because we know the
importance of quickly deploying this technology to our most trav-
eled airports, including Kennedy and LaGuardia in New York.

Why did it take 7 months just to purchase 150 advanced imaging
technology machines? You mentioned the time frame for deploying
this technology in Boston and Chicago. What about New York? And
if you struggled to spend the $25 million, what assurances can you
give this Committee that you can quickly and effectively spend the
more than $214 million being proposed by the President to deploy
nearly 1,000 machines across the country?

Ms. ROSSIDES. Thank you. Yes, Congresswoman, we bought 150
of the machines last September and we are in the process now of
receiving those and they will be this first group to go out to the
airports. The reason that it took some time is we put in the order
in September and the manufacturer has been delivering those, we
have made sure that they are ready and equipped in the way that
we need them to be for the delivery to the airport. We are also in
the process of awarding a contract, an integration contract, and
that will be a contractor that will be—their expertise is in deploy-
ing this kind of technology and rolling this out and supporting us
to do that.

So we have two qualified vendors with this technology today, and
as we make these purchases we will be able to use that vendor’s
list. And in the meantime our lab is continuing to certify additional
vendors. And that is why the industry is responding very quickly
to this demand and with our integration contract we believe we
will be able to deploy these. And it is going to take all of our energy
and our commitment, but we are very, very committed to doing
this.

Mrs. LOWEY. You mentioned Boston and Chicago; how about New
York?

Ms. ROSSIDES. | don't have the schedule in front of me but I will
be happy to provide it. Secretary Napolitano tomorrow will be an-
nouncing the deployment to 11 airports and our team is working
on the deployment all 150 machines, plus those that we will be re-
ceiving this year and hopefully next.

[The information follows:]
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ANSWER: The near-term deployment schedule is provided in the following. in
the New York area, LGA, EWR, and JFK are expected to receive AT units later
in calendar year 2010

Transportation
§e$u§u}
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Mrs. LOWEY. | hope the decisions are made according to threat.
Ms. ROSSIDES. They are.

UNIONS

Mrs. LOWEY. I just wanted to check that out.

Another issue, Secretary Napolitano testified last week before
the authorizing committee that DHS did in fact have the authority
to grant TSO's bargaining rights administratively.

Can you tell me what is holding up the Department from taking
this action which President Obama stated many times over during
the campaign that he supported it? | mean it seems to me that the
threat to the traveling public is the terrorists, not the labor unions.
And the fact that we cannot even get someone to head up the agen-
cy bgcause of this issue doesn't make any sense. Could you re-
spond?

Ms. ROSSIDES. Yes, ma’am, Congresswoman. The Secretary has
indicated that she wants to get a permanent TSA Administrator in
place before the final decision is made on collective bargaining.

Mrs. LOWEY. That is a good excuse, but what does she—well—

Ms. ROSSIDES. | will tell you what | have done in my tenure as
the Acting Assistant Secretary. | have held meetings with both
NTEU and AFGE in the last year where the leadership of the
unions have brought in officers from around the country that are
members of their respective unions and we have sat down and had
great dialogue with those frontline officers and the leadership of
both unions on issues of mutual concern. And | will tell you that
if you put me in a room with a bunch of TSOs it is a great, great
exchange. And we have had, | consider the leadership of TSA today
to have a very good working relationship with both unions. And we
will await the Secretary’s——

Ms. LOWEY. | thank you for that response, and | see the Chair-
man is about to crack the whip. I want to remind you that Customs
and Border Protection, Immigration, Customs Enforcement, Capitol
Police and the Pentagon Force Protection Agency have collective
bargaining rights.

Ms. ROSSIDES. Yes, | know.

Ms. LOWEY. You are aware of that?

Ms. ROSSIDES. Yes, | am.

Mr. PRICE. Thank you.

Mr. Farr.

AIR MARSHALS

Mr. FARR. Thank you, Mr. Chairman. | probably fly more than
anyone on this Committee because of the distance from here and
I go home every weekend. So | have a lot of experience with TSA.
And frankly | have been very critical of the air marshals, won-
dering what the cost-effectiveness of them are. It would be like us
having to have a marshal to take us from this room to the floor.
After you are in the building, the building is secure, and after you
get through the airports, it should be secure. We have locked down
cabins and cabins that are armed. And with the Christmas bomber
I don't think it would have made a difference whether an air mar-
shal was on that plane because the air marshals sit in first class
and that incident happened in the back.
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So the Committee last year asked for a report on the cost effec-
tiveness of the air marshal program and we have not received any-
thing yet. And in your request you want $85 million more for air
marshals. |1 don't think our Committee ought to give it to you until
we get that report.

I just wondered if you want to comment on what we are getting
out of that program. | mean, this is a priority issue. Although I am
a big fan of law enforcement, | don't think this is the best. From
what | understand talking to air marshals, they have nothing to
do when they are not flying. They are not reviewing rosters. They
are not helping with the no-fly list and things like that. They have
no access to the information of who is on the plane. They are also
shocked to find out that I am a Congress member. They only find
that out because they sit next to me and they can read my mate-
rial. And they are asking me afterwards after we get off, why didn't
anybody tell me? There were five other Members of Congress on
this plane and they didn't know who they were either. | guess that
is what has led to this issue of wondering why we ought to keep
beefing up this program.

Ms. ROSSIDES. So Congressman, | would be happy to come myself
and bring the leadership of the Federal Air Marshal Service to give
you a briefing, including some of the issues that you questioned
there that | don’'t want to talk about in an open setting.

I can tell you that the Air Marshal Service is a group of ex-
tremely well-trained law enforcement professionals.

Mr. FARR. | don’t doubt that.

Ms. ROSSIDES. When they are not in mission status they are
doing other things, including training. They are supporting our op-
erations in airports, and they work closely with the FBI. They are
assigned to the JTTF in the interest of aviation security. So we do
have a number of deployments when they are not in the air.

But they are——

Mr. FARR. Why don’t you submit the report that we asked for
and then we can have a meeting after that?

Ms. ROSSIDES. We will do that and I will follow up on where that
report is.

[The information follows:]

The draft Federal Air Marshal Service Assessment report to Congress is currently
undergoing Executive Level review within the Transportation Security Administra-
tion (TSA). After the draft report clears TSA, it will undergo review at the Depart-
ment of Homeland Security and the Office of Management and Budget. Once all

these entities clear the report it will be delivered to the House and Senate Appro-
priations Committees.

LANGUAGE TRAINING

Mr. FARR. The other, I wondered how the TSA is addressing the
language barriers in their national field personnel in the Middle
East and Africa; this is; what are you doing to train people in the
native languages or hire host country nationals to work for you
with field personnel in sort of the risky areas of the world?

Ms. ROSSIDES. So one of the things that we do look for as we de-
ploy our TSA representatives around the globe is whether or not
they are fluent in the language to which they are being deployed.
And if they are not, then they go through the Department of State
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language schools so that they at least have some basic capability
in the language.

Mr. FARR. And who pays for the screening equipment in foreign
countries?

Ms. ROSSIDES. In the foreign countries, the foreign country pays
for that equipment.

Mr. FARR. What lessons did TSA learn from its involvement and
cooperation with so many other agencies in other countries during
the Vancouver Olympics?

Ms. ROSSIDES. We are in the process of doing a lessons learned
now. And we had great cooperation both from the general aviation
and the commercial airports back and forth to Vancouver. We had
a greater intergovernmental interagency cooperative effort. And the
lessons learned are being reviewed now immediately in the after-
math of the Olympics.

Mr. FARR. Can you report those to the Committee?

Ms. ROSSIDES. Happy to.

[The information follows:]
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ANSWER: At the request of the Government of Canada, CBP and TSA
conducted “Operations Gateway” from February 1, 2010, through March 1, 2010.
Under this project, CBP and TSA personnel screened 234 General Aviation
aircraft and 1,114 passengers that were flying from 16 “Gateway” airports in the
U.S. into Vancouver. By and large, this screening operation was performed
without incident.

In addition to CBP and TSA, the Federal Aviation Administration also was
involved in this project. This project included coordination and cooperation
between various entities within the Government of Canada — among them
Transport Canada, the Royal Canadian Mounted Police (RCMP), NAV Canada,
and the Canada Border Services Agency.

Lessons learned:

1. The importance of public outreach. Aithough public outreach is a
critical component of the overall standard operating procedure for
TSA support to international athletic events, the level of outreach in
this particular instance highlighted the need to conduct this outreach
through multiple avenues and by multiple agencies in order to ensure
all relevant communities received similar messages. One of the key
requirements for making this a successful operation was ensuring
that the General Aviation (GA) community was aware of the
requirements that it had to follow. Both U.S. and Canada agencies
engaged in public outreach. TSA met with members of the aviation
community to provide information on the Gateways project. FAA
conducted public meetings in and around Washington State to
explain that the airspace in Canada during the Olympic Games would
be restricted. Additionally, the RCMP and other components of the
Government of Canada conducted similar campaigns north of the
border. Also, both FAA and Transport Canada issued NOTAMs
(Notices to Airmen) on the Gateways and the restricted Canadian
airspace. As a result of these public outreaches and
communications, it is believed that the GA community was sufficiently
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apprised of the specific requirements that it had to follow in order to
fly to Vancouver.

. Coordination within agencies. The most challenging part of the
project was the process of determining, prior to the start of the
Games, what the respective roles of CBP and TSA would be at the
Gateway airports. Once discussions were held and the roles were
clarified, the operations ran smoothly. In addition to the
communications within DHS components, it was also necessary to
clarify how CBP and TSA's work at the Gateways in the U.S. was
going to be coordinated with the RCMP and other components of the
Government of Canada. There were a number of complex, but not
intractable, issues that had to be resolved through frequent
discussions and meetings regarding communications between the
two sides of the border. All of this underscored the importance of
holding discussions on respective responsibilities as early as
possible in the planning process. Although every event is different,
TSA has advised its counterparts in the Department of Homeland
Security of the need to clarify roles and responsibilities at the
beginning stages of the planning process.

Advance notice on anticipated flight traffic. Because this was a one-
time project, there was no historical data that could be used to predict
the numbers of GA flights that would be flying to Vancouver from the
U.S. during the Games. Although flight plans are filed through the
FAA, these plans are submitted too close to the flight to allow for the
identification of staffing needs. To resolve this issue, the Vancouver
International Airport did an excellent job on collecting reservation
information and in communicating with the U.S. Gateway airports to
get a sense from them as to what kind of traffic they were expecting.
As a result of this information, the U.S. Government was able to plan
for the level of staffing that was needed to screen at the Gateway
airports.
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Mr. FARR. And lastly, what you are doing with private aviation.

Mr. PRICE. Very quickly. We have a vote coming up.

Ms. ROSSIDES. As | mentioned to Congressman Rodriguez, we are
in the process of preparing the supplemental notice of proposed
rulemaking for general aviation, which will go out later this year.

Mr. PRICE. Mr. Culberson.

TERRORIST WATCH LIST

Mr. CULBERSON. Thank you, Mr. Chairman. We really appreciate
your service. Thank you for the job you have been doing. There is
a lot of concern that the Christmas Day bomber was on a terror
watch list and was able to get on an airplane. How and why did
that happen and what can we do in the future to make sure that
if they are on the watch list they are not able to get on the plane?

Ms. ROSSIDES. Sir, he was not on any terrorist watch list. He was
neither a no-fly nor a selectee. So we did not have any visibility
into him.

Mr. CULBERSON. Of course he had apparently a valid visa, but
it was my understanding he was on a terror watch list. That is not
correct?

Ms. ROSSIDES. He was not.

Mr. CULBERSON. Oh, he was on a British terror watch list, my
colleague Mr. Kirk tells me. Are we looking at watch lists from
other countries?

Ms. ROSSIDES. | probably shouldn't answer that in an open ses-
sion. But | will tell you that right now President Obama did direct
that the U.S. Government, both the Homeland Security and the In-
telligence Community, look at the watch list process, and that re-
view right now is ongoing to see how we can improve that.

Mr. CULBERSON. I am glad you are doing that. But common
sense, if they are on a watch list just automatic pilot you shouldn’t
let them on the airplane with my wife and Kkids, anybody’s wife and
kids.

Ms. ROSSIDES. One of the things that the TSA will have imple-
mented by the end of this year is the Secure Flight Program which
will ensure that no-flies and selectees are properly screened and
no-flies are not permitted to fly.

PROFILING

Mr. CULBERSON. One of the things that | know frustrates all
Americans—I hear a lot about it and | know my colleagues do from
their constituents—is common sense. It is very frustrating to see
the TSA apply these restrictions to all of us. Frisking and search-
ing 70, 80-year-old women. | remember a horrible case, a medal of
honor winner, an 80-year-old gentleman who had served his coun-
try and was pulled aside, yet young Muslim men—this guy had
been traveling to Pakistan—are not treated any differently. What
statute, what Federal regulation prevents you from singling out
young Muslim men and giving them a little more attention than an
80-year-old medal of honor winner?

Ms. ROSSIDES. Well, sir, when | hear of circumstances like that
as you just described, it troubles us too. We want to make sure that
our officers are respectful of all passengers. But in reality, the law
requires us to screen all passengers. And TSA does not profile and
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therefore we do not single out different categories of individual pas-
sengers.

Mr. CULBERSON. That is why | was asking. Is there a Federal
statute that prohibits you from singling out a group of people or
particular characteristics? Or is there an internal regulation? Is it
a Federal regulation or a Federal statute that prohibits you from
profiling?

Ms. ROSSIDES. | would have to get back to you, but I know as
a matter of policy we do not profile.

[The information follows:]

The Transportation Security Administration adheres to “Guidance Regarding the
Use of Race by Federal Law Enforcement Agencies” developed by the U.S. Depart-
ment of Justice (DOJ) in June 2003 that is premised upon the constitutional prohi-
bition against selected enforcement of law based on considerations such as race.
Under the DOJ Guidance, federal law enforcement officers may not use race or eth-
nicity to any degree in making routine or spontaneous law enforcement decisions.
Applying that standard to TSA, Transportation Security Officers (TSOs) do not fac-
tor race or ethnicity in conducting routine screening operations at an airport secu-
rity checkpoint. The DOJ Guidance also states that, in preventing threats to na-
tional security or in enforcement laws protecting the integrity of U.S. borders, fed-
eral law enforcement officers may not consider race or ethnicity except to the extent
permitted by the U.S. Constitution and laws of the United States. As an example,
the DOJ Guidance indicates that, if U.S. intelligence sources were to report that a
particular ethnic group was planning to use commercial jetliners in connection with
a terrorist attack at a specific airport within a specified timeframe, then it would
be permissible for TSA personnel to subject individuals of that ethic group to height-
ened scrutiny in that location during that period of time.

ISRAELI MODEL

Mr. CULBERSON. It is disturbing. It is something that needs to
change. It defies common sense. | got here in 2001 and was on the
transportation authorizing committee before | joined this wonderful
Committee. And right after 9/11 we brought in the head—I think
you were on there with me, Mark—we brought in the head of the
Israeli, of ElI Al security. He was terrific. And we heard terrific
input from the head of Israeli security. They just don’'t have this
problem. If you are an 80-year-old grandmother they don't bother.
And they obviously are going to screen you and check you. But they
have a security professional that will talk to them. And if you fit
certain characteristics you are going to have a conversation with
Officer Lewis here and you will have a special visit.

It just defies common sense. What do we need to do to make that
happen? Because we do not have a problem with Baptists or Hin-
dus or Buddhists blowing up airplanes it is just common sense.
What needs to happen so you can let your officers use their own
common sense and good judgment and zero in on the population
that is the problem?

Ms. ROSSIDES. So let me answer that in a couple of ways. First
of all, we have consulted with the Israelis frequently on the secu-
rity measures that they have there and what we can do here. We
have also a behavior detection officer program that has officers
looking for behaviors that would warrant us to give somebody addi-
tional screening.

In terms of what legislative remedy would we possibly need for
this, 1 would have to get back to you.
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Mr. CULBERSON. Please do. Specifically, where is the problem?
And if | could, let me let Mr. Kirk, he is very knowledgeable as a
naval intelligence officer.

Mr. PRICE. Mr. Kirk, we will try to get your question in before
we go to vote.

O'HARE

Mr. KIRK. Thank you, Mr. Chairman. | just have to ask because
the second busiest airport in the world is in my State. We just had
the head of security at O'Hare, Jim Maurer, say that it was the
least secured airport in America. This is in the front page of the
Chicago Sun Times today. Can you comment on his charges? He
has got some pretty specific complaints against O’Hare.

Ms. ROSSIDES. Yes, Congressman, I am familiar with the state-
ments that he made, but I will tell you that O'Hare has an airport
security plan. TSA inspects that plan. They are in compliance with
that plan. And any time that we have something reported to us or
we notice in our inspections that they are not in compliance we will
take it up with any airport authority.

Mr. KIRK. Just one specific thing that he has here that | want
to raise. He said, quote: O’'Hare is the only airport in the country
that allows private vehicles to park on the secure side of the air-
port.

Ms. ROSSIDES. | saw that and | am aware of the parking setup
there, but basically right now they have a security plan that they
are in compliance with.

WORKING WITH EUROPEANS ON WATCH LISTS

Mr. KIRK. Right. Do you have regular liaison with your European
counterparts?

Ms. ROSSIDES. Yes, sir, we do.

Mr. KIRK. One of the things that | would hope that you do, and
maybe at the initiative of this Committee, if you are on a British
no-fly list at a minimum you would be on the selectee list for the
United States.

Ms. ROSSIDES. And | believe that that is part of what we are
looking at in terms of how we share information across govern-
ments and how we make sure that information gets to the United
States so that we can properly act on it.

Mr. KIRK. This may take some money, some foreign liaison, and
some work, but | think especially the no-fly list of NATO allies
should immediately trigger membership on the selectee list for the
United States.

Ms. ROSSIDES. Thank you. 1 will take it back and | will add
that——

Mr. KIRK. It would be expensive in liaison, but I believe the pub-
lic would——

Mr. PRICE. The recommendation that the gentleman is making
does not depend on this, but I am told that as a matter of fact
Abdulmutallab was not on the British no-fly list.

Mr. KIRK. It was actually worse, he was denied a visa.

Mr. PRICE. He was denied a visa because of a related problem.

Mr. KIRK. That even means that the Foreign Office even had its
act together.
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Mr. PRICE. He was on our TIDE list but that does not automati-
cally translate into being placed on the terrorist watch or no-fly
list. For the record we will straighten that out.

Mr. KIRK. Basic point, you ought to have the resources to when
they update their list they immediately go on the selectee list for
us.

Ms. ROSSIDES. And Congressman, | would just say TSA actually
does not nominate and maintain that list. But it is something that
I vxiill take back to the committee that is looking at this issue ex-
actly.

Mr. KIRK. Thank you.

Mr. PRICE. | apologize for having to take a break. We will make
it as brief as possible. We will come back for one final round after
2 votes.

[Recess.]

Mr. PRICE. The Committee will come to order. Once again we
have had a little more delay than we anticipated but we will have
one more round of questions. We appreciate your patience, Ms.
Rossides.

I will have some questions for the record, following up on my
first line of questioning having to do with where these AIT ma-
chines are going to be deployed, particularly with the manpower
aspect of that request. I will not get into detail on that now, but
we do have this request for five screeners for each machine. We
will want to explore with you just how hard and fast that estimate
is and what the possibilities might be for a less manpower inten-
sive operation.

CARGO SCREENING

I also want to ask you some questions about the plans for port-
able explosive trace machines. But | think in this exchange here
to end this hearing, 1 want to ask you about the goal that we all
share and that we trust will be achieved, although there are some
significant challenges. That is the goal of 100 percent screening of
cargo transported on passenger aircraft.

The 9/11 Act requires that you establish a system to screen 50
percent of cargo by February of 2009, and 100 percent of cargo by
August of 2010. You met the 50 percent by last February yet it is
going to be more difficult to achieve 100 percent screening and, as
we understand it, the difficulty lies in two areas, that is inter-
national cargo and also cargo in large pallets.

Let me ask you about the nature of both challenges and what
you are doing to overcome them. You estimated last year, Ms.
Rossides, that TSA may reach 75 percent for international cargo by
August of this year. You have been working on the problem for
over a year now in addition to the years before that. So | wonder
if you would still stand by that estimate. What is the screening es-
timate for international air cargo now? Any possibility we can do
better than that 75 percent? If not, when are we going to achieve
this?

Now, the other problem is the pallets. There are no machines
qualified to screen air cargo delivered as pallets or in oversized
containers. TSA and S+T have been working on this problem for
multiple years. But it appears we do not have a solution at least
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in the near term to this dilemma, well after the mandate has ex-
pired.

So the lack of technology means that screening air cargo will be
more person dependent and more canine dependent in the near
term. Here, too, can you help us understand the technical challenge
that we are facing and the likely timeline for achieving our goals?

Ms. ROSSIDES. Yes, Mr. Chairman. So with respect to air cargo
domestically, let's talk about that first, which is part of the require-
ment by August. We are confident that we will meet the domestic
requirement to screen 100 percent, which means that all passenger
airplanes leaving the United States, lifting off from domestic air-
ports, that that cargo on those passenger flights will be screened.
The challenge and the really significant challenge is the inter-
national inbound. There are 98 countries that we need to gain com-
pliance to that requirement. And right now we are working with
those countries, for example, the U.K., that their procedures, their
screening methods will meet the standards that we have set. But
in looking at those countries we have literally got to look at their
methods, how are they screening, are they using a similar supply
chain approach, and are we comfortable with those methods?

I do not believe that we will get to that 100 percent by August.
The 75 percent that | testified to last year might even be opti-
mistic. What the staff is telling me is that it may be 65 percent
by August. We are aggressively looking at every country and work-
ing with ICAO and looking at our global strategies office; our peo-
ple that do work around the globe are working with these host gov-
ernments and the air carriers to begin to address this, but it is
going to be quite a challenge.

We have about 20 countries that account for about 84 percent of
the volume coming in and so those are obviously where we are fo-
cusing our attention the most so that we can get the biggest bang
for our buck, so to speak, with those countries. We have been asked
before what is our timeline, how much longer would it take, and
our estimate is it could be a couple more years beyond August 2010
that we would have 100 percent compliance in some of those for-
eign countries.

Mr. PRICE. Will you turn to the pallet question? What is the na-
ture of the issue with the most difficult cases? Is it simply or main-
ly the technological capability that these countries possess? The re-
sources with which to do this? Are there more intractable problems
of a diplomatic nature? And it does lead one to wonder, if the latter
is the case, what is going to be taken to overcome this?

Ms. ROSSIDES. So, most of the challenges are either their basic
capability to do it. We have actually gotten great cooperation every
place where we have visited and talked to the host governments
and the foreign carriers. So it is more that they just simply lack
the resources to make the investment in the technology or to build
the capability.

We are going to have to look at alternative measures if it comes
down to that in terms of how we enable these foreign governments
to meet this challenge. But right now we are working with ICAO,
which has supported our supply chain approach. We are hoping
that they too can assist at some of these locations.
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The issue with the pallets is that these very large pallets, there
basically is just not a very good technology to screen the huge con-
figuration that some of these pallets are. We are looking at what
kind of technology and our labs can look at that and how we first
try to break down the commodity into smaller packages that we
can use to address the compliance requirement. So we go and look
at smaller packages versus the huge large, palletized size configu-
ration of these shipments.

TRANSIT SECURITY GRANTS

Mr. PRICE. Let me quickly and finally refer to an item that will
not surprise you, given the content of last year's hearings. In fact
we had two hearings last year with TSA and FEMA on what solu-
tions could be implemented to improve the timeliness of transit
grant drawdowns for fiscal years 2006 through 2008. At that time
93 percent of the 2006 transit grants remained unspent and 99 per-
cent was unspent from 2007. For the 2006 grants, it took about 285
days after DHS announced the awards for the actual projects to be
approved. And slightly less in 2007, 207 days.

Last spring TSA and FEMA announced that all Tier 1 projects
would be approved at the time the awards were announced. This
was to be a significant change allowing transit entities to the ac-
cess these funds faster. Yet 1 year later, despite this change in the
process for approving this funding, it appears the disbursement of
these funds has really not improved dramatically. Certainly for
grants awarded in 2006 there have been improvements, with 67
percent of the grants remaining unspent, compared to 93 percent
a year ago. But there have been marginal improvements at best for
2007, with 93 percent of the grants unspent compared to 99 per-
cent a year earlier.

So why have these changes, which certainly on paper appear to
be major changes to expedite the disbursement of these grants, not
produced the results we all anticipated?

We had intense interest in this, as you know. We had a second
hearing. We asked you to report on your progress by August of
2009. We know you worked hard trying to solve this problem. We
saw some improvement, but we still haven't seen the report. It is
over 6 months late.

So the main concern here is the underlying problem. But at the
same time it is hard for us to get a handle on the problem when
we don't have the kind of information that we deemed necessary.

Ms. ROSSIDES. Yes, Mr. Chairman, and first let me apologize that
the report is not to the Committee yet, and we are working to get
that through and to you.

What we have done, though, is look at the recipients of these
grant funds because what we know is regardless of the process be-
tween TSA and FEMA, we wanted to focus locally on the recipients
of these funds, how were they spending those. So TSA has actually
met with the recipients of 80 percent of these funds. And what we
are seeing is that at the local level these funds are being managed
well. The challenge is they do not necessarily invoice, and so the
drawdown rates do not actually reflect the progress that is being
made with each of the individual projects. So we are attempting to



50

work with them so that they do actually invoice us in a way that
would show higher percentages of drawdown rates.

What most of these local recipients and agencies do is they wait
for the project to be completely over, and then they submit their
invoices for payment. And so it looks like projects are not moving
along in due course when in fact our visits with them and our work
with them locally are showing that they are actually making some
progress.

But we will get you that report, and | again apologize it is not
to the Committee.

Mr. PRICE. What you have said really underscores, | think, the
need for an accounting of this. We have no way of assessing what
you just said of this being an artifact of an accounting method. |
suppose on the face of it I would wonder how much of the problem
that really explains. But to the extent some other way of account-
ing for this would help us understand what the real rate looks like,
we of course would like to see that. But we do need an accounting
and we are still very concerned about the underlying problem.
These are funds that are not getting out to our communities for vi-
tally needed protections. So we will look for that report in very
short order.

Mr. Rogers.

ADVANCED IMAGING TECHNOLOGY

Mr. ROGERS. Let me get back to the whole body imaging, or AIT,
machines with you. Tell me, | read your statement about the sched-
ule of deployment. Summarize that for us.

Ms. ROSSIDES. So you asked before about our ability to deploy
the technology and install them in the checkpoints. And TSA has
the designs for all the checkpoints across our U.S. airports. And
what we are looking at right now is we know what the two current
manufacturers’ technology requirements in terms of the size of
these units are. And we are looking at the airport configurations
that we know and where we can deploy this technology so that it
has minimal impact on the configuration of these checkpoints. And
that process is ongoing between the TSA technology staff and the
airports.

And we are very confident that these first 500 we can deploy
very effectively and in a fairly accelerated manner and time frame
because we know what those checkpoints look like today. We have
had airports volunteer because they know as well that they can
take this technology in the checkpoint as configured.

As we look ahead and as we continue to press the industry, we
are not going to just stop with this technology and the advance-
ment and the capabilities that this technology promises. We want
to see the industry get us to a kind of technology that has both the
walk-through metal detector capability as well as the imaging tech-
nology capability. But we are very confident right now, based on
our planning, based on what we know about these checkpoints, and
based upon the cooperation from the airport industry across the
system that we can deploy these in a very, very effective fashion.

Mr. ROGERS. On the schedule you say in your statement on page
5 that 40 machines have been deployed at 19 airports already.

Ms. ROSSIDES. That is correct.
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Mr. ROGERS. Last September you bought 150 additional units
and this year you expect to deploy those and at least 300 additional
units across the country, which would be 450 additional units.

Ms. ROSSIDES. Yes.

Mr. ROGERS. And that the first units set to arrive at Boston
Logan and Chicago O’Hare next week.

Ms. ROSSIDES. Right.

Mr. ROGERS. And then as you point out, the budget requests
$214-plus million to buy and install an additional 500 units at
checkpoints to bring the total number of units to about 1,000.

AIT MANPOWER REQUIREMENTS

And so you are asking then on top of the money to acquire the
machines, you are asking an additional $314-plus million for 5,355
new positions to run these machines at their accelerated deploy-
ment pace. Now assumedly, if these machines work out well,
assumedly you will increase the number even further; correct?

Ms. ROSSIDES. That is part of this ongoing assessment we are
doing right now, is what would be the optimum full operational ca-
pability across all airports in the country beyond the thousand. But
we have not come to a final number on that.

Mr. ROGERS. So your initial guesstimate on the manpower to op-
erate the 1,000 machines is 5,355 people. Five FTEs per machine.
Is there any hope that we could get that down?

Ms. ROSSIDES. What we are looking at is that requirement for
this initial 1,000 machines. | believe that as we continue to deploy
additional machines across the whole system you will have dif-
ferent requirements for the Cat X airports versus the smaller. And
it is our commitment as we are going forward to get the maximum
efficiencies and effectiveness out of both the resources of our people
and that technology. That 5,000 FTE per machine basically really
represents a little over 1¥4, 1% FTEs but you are adding in 3
shifts 24/7 operation, so that is how we get the five per machine.

Mr. ROGERS. But some airports won't be open 24/7.

Ms. ROSSIDES. That is right. That is the average across the whole
system that that represents. So as we continue to move into more
and more airports we will be looking at what that right combina-
tion and what that FTE would be once we are at a full capability.

Mr. ROGERS. Well, you are asking for a 12 percent increase in
the money for the FTEs in 1 year. Now as you recollect, when we
first started this organization before this Department ever existed,
when it was under the old Transportation Department, TSA, we
capped the number of employee FTEs at 45,000. What is it now?

Ms. ROSSIDES. Today in the checked baggage and passenger
screening we have 38,000 FTEs working in those areas.

Mr. ROGERS. But for total screeners?

Ms. ROSSIDES. Total, it is just under 45,000.

Mr. ROGERS. Which you would bump up with these new ones to
plus-50,000?

Now, | notice that there is some comment that there is some
auto detect function which might be possible on these body scanner
machines. What do you mean by that?

Ms. ROSSIDES. The auto detection capability is where the ma-
chine actually identifies on the image the anomaly so that the oper-
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ator does not have to study the image, the machine basically tells
the operator that there is an anomaly here that requires further
examination.

Mr. ROGERS. Well, does that exist now?

Ms. ROSSIDES. No, it is in our labs being evaluated right now,
that kind of technology.

Mr. ROGERS. If that works out, would that help us reduce the
FTEs per machine?

Ms. ROSSIDES. No, sir, it really does not because the configura-
tion for the staffing right now, that staffing is to actually be in the
checkpoint assisting with the divesting process and the anomaly
resolution process. So it would not necessarily save on the auto de-
tection capabilities.

Mr. ROGERS. You have the magnetometer at the checkpoint plus
the whole body imager. Would the FTEs for the body imager, the
5 FTEs, would that also cover the magnetometer work?

Ms. ROSSIDES. Well, we look at it in terms of the whole check-
point being a cell that requires staffing, and so the additional re-
sources that we are asking for would accommodate the checkpoint
with the advanced imaging technology as well as if we had the
walk-through metal detector. So we don't really save FTEs if we
get rid of the walk-through metal detector. It is still the number
of people required in that checkpoint unit.

Mr. ROGERS. Without the whole body imaging machine, what is
the manpower requirement per checkpoint?

Ms. ROSSIDES. | believe that the checkpoint configuration with
the AIT in this design is 9.5 FTEs. And then you normalize it
across the whole system. And so the request that you are seeing
is for the increase, which is 1% to 1% FTEs per machine, and then
you multiply that by the shifts and by the 24/7 operations in the
major airports.

Mr. ROGERS. Well, your estimate of 5 FTEs per machine per day
looks to me like it is going to be conservative.

Ms. ROSSIDES. Well, sir, we have looked at what we can do with
our existing resources and with this technology, and that is a good
faith estimate on our part of what our modeling shows.

Mr. ROGERS. Well, 1 hope, Mr. Chairman, at some point in time
we can talk about on the Subcommittee withholding some money
in the later part of the year until we see a practical application
that we actually need 5 FTEs per machine per day, because it very
well may work out as they deploy these machines they we will find
some efficiencies that we are not now thinking. But if we go ahead
and hire these people then we are stuck. So I would hope that we
could talk about staging the manpower as time goes on.

Ms. ROSSIDES. And we will be happy to keep the committee in-
formed as we are deploying these in terms of what we are seeing
operationally.

Mr. ROGERS. Thank you.

Mr. PRICE. All right. Mr. Ruppersberger, you can wrap up today’s
Subcommittee hearing.

TRAINING FOR SCREENERS

Mr. RUPPERSBERGER. Excuse me. We have a lot of hearings at
the same time. This is very important and relevant. One of the



53

issues that | want to discuss, and if I am repeating let me know,
is your personnel, the training of your personnel, and looking at
how there are techniques used in other parts of the world that
might work. And Israel is a perfect example. We are not talking
about profiling, but | think Israel talks about behavior. And that
is what we would really like to talk about.

But let me ask you this. From a training point of view what
standards do you have for your average TSA person? Do they have
to have former law enforcement experience? Any education experi-
ence? Any experience at all? What are your standards as far as hir-
ing?

Ms. ROSSIDES. Sir, the standards for the transportation security
officer are spelled out in law, and those require a high school de-
gree or its equivalency. There are requirements once they are hired
for extensive training. They must have a minimum of 80 hours of
training, and that training runs the gamut from how to operate the
technology that is in the checkpoint, how to deal with passengers
properly, how to resolve alarms, how to conduct physical body pat-
downs. So it is a variety of training.

The officers are also required annually to be certified, meaning
that they have to demonstrate their proficiency to conduct those
duties and, if they are not, they are subject to dismissal.

We have another group of officers called behavior detection offi-
cers, and they are trained and get to what you are talking about
in terms of the lIsraelis with looking for anomalous behaviors of
passengers as they are coming through the checkpoint. And then
based on the behaviors that they observe, they may refer the pas-
senger for secondary or additional screening.

Mr. RUPPERSBERGER. This is what | want to get into. | think a
lot of times we do repetition because we have always done it and
yet are we really wasting our personnel’s time when they could be
focusing in other areas that might create a better way of detecting.

I will give you an example. | am going to use myself personally.
I have two artificial shoulders, my back is fused, and | have five
screws in each foot. And so | set off everything when | go through.
So automatically | stand in line and elected officials know you don’'t
complain. You get in the back of the line. And then every time you
go in you wait for somebody to come, and you have maybe one or
two people that are there.

Now, you know eventually there has got to be some judgment on
whether it is me or somebody on a regular basis that does this type
of thing. Because | wonder if the people that are working on me,
because of my artificial body parts—I am bionic, by the way—but
if they would be looking at not only behavioral but also there is the
issue of the manifest. In port security we look at manifests. We
look at the port of embarkation. If we are going to have airlines
involved in this process, we have to be more open and get them
more information and more intelligence.

And | think that if you look at the Israel system it works. They
are probably more exposed than any other country in the world
from the terrorist’s point of view. And whether you would consider
evaluating first thing, the standards of the people that you hire, do
we need more law enforcement? And if you do hire—I am not com-
plaining about the people that are being hired. I am not judging
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them. | don't know their performance records. They need to be
trained and are we really doing the same thing over and over,
wasting time with certain individuals even though we know that
al Qaeda might try to find more Caucasians or whatever? Are we
putting ourselves in a better position by that reevaluation and
doing what really might work better?

Ms. ROSSIDES. Sir, you have actually described part of the rea-
sons why we are moving in this direction, we are moving with the
advanced imaging technology. One of the advantages that the ad-
vanced imaging technology is going to give us is that persons like
yourself having metal implants will now go through the machine
and avoid a total pat-down and the time that that takes. We have
actually had tremendous positive response from veterans and per-
sons with disabilities going through that technology in the pilot
phase.

Mr. RUPPERSBERGER. I am not talking about me or that person.
I am talking about the system and whether the personnel that
spend their time with someone like a veteran or people that have
these, that they could be doing something that would be making
the system more safer and not just doing something that makes us
feel good but what do we really get?

Ms. ROSSIDES. And in fact what we do do is, in addition to our
behavior detection officers, we actually utilize our TSOs in other
parts of the airport to look for and do random unpredictable screen-
ing procedures. And that is exactly some of the lessons we have
learned from the Israeli models, is to have multiple layers of secu-
rity. We have actually worked closely with the Israelis on the num-
ber of our programs besides behavior detection, but also our covert
testing program and we did actually consult with them after the
Christmas Day attack to talk about what might that have done in
their system versus how it was carried out across the globe through
the Amsterdam process that the suspect went through.

So our approach to multiple layers of security and utilizing our
officers in those multiple layers is exactly what we are trying to do
similar to the lIsraelis, where it is not just focusing on the pas-
senger that is coming through that is perfectly compliant.

Mr. RUPPERSBERGER. | represent the BWI airport and | have
seen, | think, a lot of advancement in your personnel, the quality
of the personnel, the way they treat the public. But again | think
some of the system seems that it is repetitive and redundant and
you wonder where they are going to work and a lot of it, which |
believe you agree with is the technology.

Mr. PRICE. Thank you, Ms. Rossides. Let me again thank you for
a very useful afternoon of testimony, good exchanges that are help-
ful to us, and beyond that for the outstanding quality of your serv-
ice.

Ms. ROSSIDES. Thank you so much, Mr. Chairman. And | appre-
ciate tremendously the engagement with this Committee. We enjoy
and are appreciative of the support that you give to the TSA.

Mr. ROGERS. We sort of started out together this business when
TSA was created before the Department was created in the old De-
partment of Transportation. So we have been laboring over these
things for a good while, and we are going to miss your expertise.
You have been a very competent manager. You have demonstrated
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today again your knowledge of these subjects. And we are going to
miss you. And we want to say thank you again for your long serv-
ice.

Ms. ROSSIDES. Thank you.

Mr. RUPPERSBERGER. Where are you going?

Ms. ROSSIDES. Well, right now | am waiting for the Administra-
tion to appoint a permanent Administrator, sir.

Mr. RUPPERSBERGER. Are you holding your breath?

Mr. PRICE. | think we best adjourn this hearing. Thank you very
much.
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QUESTIONS FOR THE RECORD SUBMITTED BY
CHAIRMAN DAVID PRICE
Gale Rossides, Acting Assistant Secretary,

Transportation Security Administration
Smart Investments for Real Transportation Security

Checkpoint Technologies

Question: The American Recovery and Reinvestment Act provided $1 billion for aviation security
technologies. Of that total, TSA planned to spend $300 million on next generation checkpoint technologies.
However, one year after this bill was signed into law, less than one-third of the funding TSA designated for
checkpoint technologies has been obligated. What is taking so long to award these funds? Please detail when
and how TSA plans to make further awards for checkpoint technologies.

ANSWER: The Transportation Security Administration (TSA) is in the process of finalizing awards for
Advanced Imaging Technology (AIT), Chemical Analysis Device (CAD), and Technology System Integrator
(SI) awards, which will significantly advance TSAs obligation amount.

Although the agency understands the need to obligate the American Recovery and Reinvestment Act (ARRA)
funds in a timely manner, TSA is also committed to applying the highest standards regarding product
development and validation. TSA follows a rigorous technology qualification process to ensure all security
technologies meet TSA-specified requirements. Security technologies undergo laboratory testing, with a typical
duration of 30 days, to confirm operational effectiveness, which includes confirmation of requirements for
detection and false alarms, safety, privacy. human factors, and other requirements.

Laboratory testing is conducted primarily at the Department of Homeland Security (DHS) Science and
Technology Directorate’s (§&T) Transportation Security Laboratory in Atlantic City, New Jersey, but may also
take place at a variety of other facilities, such as the Department of Defense laboratories or the Department of
Energy’s National Laboratories. After passing laboratory testing, security technologies go into operational
testing at multiple airports for a period of 30 1o 60 days.

Depending on the technology, TSA may also utilize the TSA Systems Integration Facility to conduct additional
operational scenarios and Concept of Operations testing on security technologies before they are fielded.
Testing results are then compiled, analyzed, and briefed to TSA leadership, the DHS’s Director of Operational
Test & Evaluation and the relevant DHS Acquisition Review Board before a contract award is made. When the
ARRA was enacted, TSA was at the beginning of that acquisition process and was working with vendors to
ensure availability of mature technologies that meet TSA specifications.

TSA is in the process of finalizing awards for AIT, CAD, and SI awards. In addition, the Next Generation
Advanced Technology (AT-2) X-ray is currently undergoing operational field testing to ensure that it meets all
requirements. An AT-2 X-ray contract award is anticipated in July 2010.
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Advanced Imaging Technologies

Question: In September and December of last year, TSA made two Indefinite Delivery Indefinite Quantity
awards for the procurement of Advanced Imaging Technology (AIT) passenger screening systems. Following
the December 25, 2009 failed attempt to sabotage Northwest flight 253, President Obama and the senior
leadership of the Department of Homeland Security stated publically that accelerating the deployment of AIT
systems was a top priority.

Because we have not yet received the 2010 expenditure plan for checkpoint technologies, please outline for the
Committee where we are in placing the orders for additional AIT systems following the Northwest 253 incident.
We know that 150 systems have been purchased and are in the process of being installed. Please provide more
details on this plan. When will the remaining 300 systems TSA keeps saying will be procured and installed in
2010 be awarded? Do you plan any additional procurements in 2010 (beyond these 300) or does TSA plan to
wait until 2011 to procure the additional 500 systems requested?

ANSWER: TSA intends to procure an additional 300 AIT units in FY 2010 with ARRA funds. This award is
currently in the final stages of review and TSA intends to announce the recipient(s) in the late-March/April
2010 timeframe.

In March 2010, TSA began deployment of the 150 previously purchased systems, The first 11 airports to
receive units from the 150 allotment are Chicago O'Hare International, Logan International Airport,
Cincinnati/Northern Kentucky International Airport, San Jose International Airport, Los Angeles International
Airport, Port Columbus International Airport, Kansas City International Airport, Ft. Lauderdale-Hollywood
International Airport, Metropolitan Oakland International Airport, San Diego International Airport (Lindbergh
Field), and Charlotte/Douglas International Airport. TSA intends to fully deploy these units and the next 300
systems by December 2010,

Procurement of the 300 systems is currently in the final stages of review. TSA intends to announce the award
in the late-March/April 2010 timeframe. TSA does not plan to procure more than the 300 announced units in
FY 2010. Funding for an additional 500 units is requested in the FY 2011 budget.

Question: How do you intend to prioritize the deployment of AIT equipment at airports?

ANSWER: TSA’s deployment strategies are based on risk, airport readiness, and operational suitability.
Modifications to checkpoint infrastructure that may be required to accommodate AIT units at a checkpoint are
also taken into consideration.

Question: What efforts are being undertaken by the agency to involve airports in planning the deployment of
AIT equipment at individual airport facilities?

ANSWER: As checkpoints are reconfigured to accommodate the installation of AITs, TSA is working in close
collaboration with individual airport operators and local TSA officials prior to finalization. TSA also discusses
designs with airport authorities and obtains their approval before any work is started.

Question: How do you intend to balance the need to deploy AIT equipment quickly with the imperative to
deploy it “smartly” — in a way that avoids disruptions to operations or costly facility modifications?
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ANSWER: TSA has made preliminary estimates of the required space needed for multiple configurations of
AIT units. These diagrams will assist in the deployment of AIT and other new technologies. In addition, TSA
will closely coordinate with local airport authorities to ensure that all space/facility requirements and constraints
have been taken into consideration. This process is designed to minimize disruptions to airport operations.

Question: [s it your intention to deploy AT equipment within the existing screening checkpoint footprint at all
airports? If not, do you have estimates as to how much space is needed and at how many airports? How do you
intend to pay for any additional space beyond existing screening checkpoints that TSA may require?

ANSWER: TSA intends to deploy AIT units with a minimal amount of impact to the currently established
checkpoints. The size of the unit and the requirement for a separate, isolated viewing station may require that
the current checkpoint footprint be exceeded. Some airports may not be able to accommodate AIT units at their
checkpoints. In those instances, an equivalent level of screening will be provided with other screening
measures.

TSA has made preliminary estimates of the required space needed for multiple configurations of AIT units. To
support and confirm these estimates, TSA is currently in the process of developing or updating detailed
checkpoint drawings of all airports nationwide. TSA will utilize the detailed checkpoint drawings to determine
the quantity and placement of AIT units that each airport checkpoint can accommodate. These diagrams will
also assist in the deployment of AIT and other new technologies. TSA will closely coordinate with local airport
authorities to ensure that all space/facility requirements and constraints have been taken into consideration.

The FY 2011 President’s Budget Request includes funding to pay for any necessary minor facility upgrades to
accommodate AIT equipment. TSA will work with the airport if any changes are needed to the checkpoint
footprint, but emphasize designs that limit checkpoint size requirements. Currently, TSA is not required to
purchase checkpoint space so no funding is needed to purchase additional area.

Question: With the utilization of AIT equipment for primary screening, the passenger throughput level relative
to magnetometers will decline greatly. Are you concerned about passenger throughput levels as AIT machines
become operational at additional airports? Are you concerned about the agency’s ability to handle the
inevitable increase in passenger traffic levels that will likely occur in the near future? Have you done modeling
on walt times at individual airports? The budget includes a goal of a 20 minute maximum wait time in 2012,
What sort of wait times do you anticipate in 20117

ANSWER: TSA is working with AIT vendors to develop and deploy Automatic Targeting Recognition (ATR)
capability. ATR is expected to enhance throughput of the AIT. In addition, there are multiple configurations
under consideration for the installation of the AIT which will also optimize passenger throughput. For example,
there are plans to have one AIT per lane as well as providing a walk-through metal detector with equivalent
screening to accommodate passenger overflow. TSA will monitor the operational effectiveness of the units and
will adjust plans accordingly based on airport needs.

The primary data source utilized by the TSA to project future traffic trends are the annual Federal Aviation
Administration (FAA) Aerospace Forecasts. Currently, the FAA projects only a 2 percent increase to traffic
over 2009. TSA employs a Staffing Allocation Model which reassesses traffic patterns on an annual basis and
reallocates staffing as needed. These reallocations occur 8-10 months in advance of peak month travel for the
majority of airports. TSA also monitors actual passenger traffic at the airport level every two weeks and makes
adjustments throughout the year based on traffic trends.
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TSA continuously models the effect of changes in passenger volume, standard operating procedures,
technology, and passenger characteristics to determine the effects on throughput, wait times, and staffing
requirements. The FY 2011 request continues to assume a 10 minute wait time standard in providing
appropriate staffing levels and equipment. TSA monitors wait times exceeding 20 minutes. TSA does not
anticipate any changes in wait times in FY 2011.

Question: AlTs take a lot more screeners to operate than a metal detector (5 to 1). As aresult, TSA is asking
for 5,355 new screeners in fiscal year 2011. However, it may be possible to reduce the number of screeners if
there are ways to decrease the AIT processing time, for example if manufacturers are able to automatically
detect a threat object, we would not need a screener reviewing images in a separate room. Why do you need to
hire 5,355 screeners just to operate AIT systems? Won't there be some savings as you phase out current metal
detectors to install AITs, meaning that we could hire fewer screeners?

ANSWER: The FY 2011 Budget Request assumes that ATR capability is deployed to the AIT fleet. TSA will
begin testing ATR in FY 2010 with subsequent deployment to the fleet in FY 2011. Consequently, it is
anticipated that TSA will be able to remove the image operator from the checkpoint as ATR is deployed in
calendar years 2010 and 2011.

The additional personnel to operate an AIT average 1.3 to 1.5 Full-Time Equivalent (FTE). When extrapolated
over the multiple shifts, a seven day work week, and time for training, sick leave, annual leave and military
deployments, TSA will require over 5,000 FTE in FY 2011. The additional personnel are necessary to ensure
proper passenger divestment of personal items and resolutions of anomalies detected by the AIT.

Currently, the TSA does not have plans to fully replace all the walk-through metal detectors (WTMDs). TSA
has made a decision to utilize WTMD:s in a collocated fashion with AIT units until the AIT’s performance in a
primary position, chiefly relating to throughput, can be confirmed. As more AIT units are deployed, acceptable
throughput performance is demonstrated, and ATR functionality is implemented on fielded AITs, TSA will
gradually phase out metal detectors, resulting in greater resource efficiencies. TSA does not expect cost savings
until AITs are deployed to smaller airports.

Question: While I understand that having a TSO instruct passengers to take everything out of their pockets
before entering an AIT would dramatically reduce false alarms (i.e., delays), why could this function not be
performed by the identification checker, or by visual instructions on a computer screen that would clearly cost
less than having screeners perform this task?

ANSWER: Over the past eight years, TSA has found that signage and video direction are largely ignored by
the majority of traveling passengers. Face to face, personal engagement is the only method that has worked
consistently and there is a direct correlation between a divesting coach and passenger throughput. Furthermore,
the Travel Document Checker (TDC) is fully engaged in verification of boarding passes and identification and
within the queue, not optimally positioned for AIT passenger divestiture instruction.

Question: Could technological advancements decrease the AIT processing time? Is this feasible in the near
term?
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ANSWER: The AIT units that have been awarded to date meet or exceed stated requirements for processing
time. However, the TSA continues to work aggressively with vendors and encourages them to improve upon
the required processing times for their systems. TSA is also working with industry to develop ATR algorithms
that will reduce the overall screening time for AIT systems while maintaining the required level of security
effectiveness.

Question: AITs have a larger footprint than metal detectors and weigh significantly more. In the past, when
TSA has swapped out smaller, lighter weight machines (x-rays for ATs), there has been a need to reinforce
floors at certain airports to handle this additional weight. Have you factored this in for AITs? Do you have any
funding in your checkpoint support request for 2011 for reinforced floors if necessary? What about 20107

ANSWER: TSA has made preliminary estimates of the required space needed for multiple configurations of
AIT units. In addition, the procurement specification for AIT included unit size and weight requirements which
were based on previous experience with deployed technologies. TSA has made the assumption that certain
modifications to checkpoints may be required to support deployment, but these will not significantly delay
technology integration.

Funding in FY 2010 and the FY 2011 President’s Budget Request includes funds to pay for minor facility
modifications as necessary. TSA has modeled every checkpoint and airport, including the load bearing
capability of the checkpoint flooring, and has identified a sufficient number of checkpoints to install all planned
AIT systems for FY 2010 and FY 2011,

Liquid Detection Technologies

Question: More than a year and a half ago, then TSA Assistant Secretary Hawley announced that the public
would soon be able to fly with liquids greater than 3 fluid ounces in their carry-on bags. However, it appears
that no change in the liquid policy is on the immediate horizon. Please detail for the Committee why this
problem cannot be easily resolved. What is the status of this initiative? What are the challenges and obstacles
that you face to make this change? What is your best estimate as to when TSA can begin testing technologies
both at the lab and in an operational environment that better detect threat liquids?

ANSWER: TSA has been working with vendors on the development of a next generation AT-2 X-ray, which
is intended to have better detection capabilities for liquids. TSA is also working to deploy a layered solution
using multiple technologies such as bottled liquids scanners that will ultimately result in eased liquids
restrictions for passengers.

TSA has procured, and is in the process of deploying, 500 next generation Bottled Liquids Scanners (BLS-2) to
replace the 300+ legacy units currently in the field. These units will temporarily serve as the primary screening
device for medically exempt liquids that are allowed through the checkpoint until the liquids detection
capabilities of the AT-2 X-ray have been developed to an acceptable level of security cffectiveness. At that
time, the AT-2 X-ray units will begin primary screening of liquids and the BLS-2 units will serve as alarm
resolution. Full deployment of hoth systems remains several years into the future.

The current technology does not afford adequate detection capability for liquids, aerosols, and gels. The current
maturity level of liquids detection is steadily improving and the technology will be fully deployed when it meets
TSA’s operational and security needs. TSA works directly with vendors to ensure that requirements and test
results are communicated in a timely fashion and allows for the testing and re-testing of units that may need to
address detection deficiencies.
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Laboratory testing for liquids detection was conducted at multiple facilities for Bottled Liquids Scanners and
AT X-ray systems that are equipped with liquid detection algorithms. AT X-ray system field testing will begin
in May 2010 with a focus on bulk explosives detection and other system improvements. TSA will continue to
work with AT X-ray vendors to apply the latest liquid detection algorithms to the AT X-ray systems when they
become available.

Portable Trace Machines

Question: Recently, TSA has begun swabbing passengers’ hands looking for trace amounts of explosives.

Yet, the trace machines that are in use are not portable so the screeners need to run back and forth to the
machines for a reading. The fiscal year 2011 budget requests funding for portable trace machines. Do you plan
on procuring any portable machines in 20107

ANSWER: In 2010, TSA began planning for the laboratory and field testing of portable Explosives Trace
Detectors (ETDs), which may yield a suitable unit for addition to the Qualified Products List. Upon the
successful conclusion of the testing process, TSA intends to award contracts to vendors for units to be
purchased in calendar year 2010.

Question: If an airport has an AIT in primary, do you still plan on using portable trace machines randomly on
passengers or will portable trace machines be deployed at airports that will not be receiving AlTs in 2010 or
20117

ANSWER: TSA is currently planning to deploy AIT systems in the primary position at the checkpeint.
Portable/Non-portable ETDs will also be used as a part of the screening protocol to resolve detected anomalies.
In the event of an AIT being unsuitable due to inflexible space constraints or unavailability of a unit for a
checkpoint, the ETD will provide the capability to screen passengers for the presence of explosives residue.
ETDs will continue to be used for random screening as part of layered security at the checkpoint.

Question: Will you need to hire new screeners to operate these portable trace machines? The budget does not
indicate that you will; however, these systems may be operating outside of the usual places.

ANSWER: TSA will use portable trace equipment in conjunction with TSA’s Playbook (random and
unpredictable screening) program and, therefore, additional staffing is not needed.

Question: What are the common findings you are seeing to date when you swab a person’s hands? In the past,
explosive trace residue was noted if a person had used certain types of hand lotions as well as had been around
farm implements or fertilizers. Are you getting a lot of *hits” based on residues that could also be used in the
explosive making process? If so, what is your procedure to handle them? Will airport law enforcement need to
respond to each case because you never know what is an actual trace “hit”.

ANSWER: Since TSA's employment of ETDs, there have been a small number of ETD alarms. When an
alarm has been triggered, the individual has been cleared through additional screening. To date, no dangerous
findings have been found as a result of this new procedure. ETDs are designed to hit on very specific explosive
components. The components found in various common products rarely alarm the ETD,
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In the event of an ETD alarm, the passenger is directed for additional screening of their person and property to
ensure no dangerous articles are present before they can be cleared through the checkpoint.

Law enforcement is only brought in when the Transportation Security Officer (TSO) and Supervisory TSO
cannot properly or completely clear the passenger. If the passenger’s person and property are cleared of any
dangerous items and, absent any other signs of suspicious behavior, the individual is cleared to enter the sterile
area.

Question: To date, are airport travelers grumbling about TSA airport screeners adding another layer to their
daily security routine?

ANSWER: A Gallup poll conducted in January 2010 favors the use of the technology, with 78 percent of
respondents saying they approve of the use of AI'T machines at airports and 84 percent saying AIT machines
would help stop terrorists from carrying explosives onto planes. During the TSA’s pilot project, passengers
responded with a 99 percent AIT acceptance rate.

Standoff Detection Technologies

Question: Do you consider airport lobby areas and other “non-sterile” areas of airports to be vulnerable today
to terrorist attack? Are the current “human-based” non-technology assisted layers sufficient to deter, detect, and
prevent a suicide bomber from attacking these areas?

ANSWER: TSA and airports, working from TSA’s layered approach to aviation security, incorporate varying
security practices and procedures into their daily operations to mitigate any risk that may be present in non-
sterile areas. TSA can certainly provide a briefing to the Committee if more information is needed.

No single security layer, human-based or technology-based is adequate to deter, detect. and prevent a suicide
bomber. The Screening Passengers by Observation Technique program, the primary human-based security
layer employed by TSA, utilizes TSOs who are trained to observe and resolve anomalous behaviors. These
specialized TSOs are called Behavior Detection Officers (BDOs). Because the behavior detection capability
seeks to discover hostile actors rather than threat anomalies, it is applicable across multiple threats (e.g., body-
bomb, carry-on bomb, etc.). Each layer of security is important on its own, but it is the cumulative effect of the
multiple layers that maximizes the security force. Thus TSA strongly supports an integrated approach that
promotes both human-based and technology-based security.

Question: Do you have advanced technelogy systems under evaluation to provide standoff detection of
explosives before someone enters the security checkpoint?

ANSWER: TSA has conducted extensive laboratory testing of representative standoff detection technologies,
from a variety of manufacturers, as well as conducted proof of concept testing of a couple of systems in several
transportation venues. The technical capabilities and limitations of current standoff detection technologies
detmonstrate that the systems are better employed in intermodal and surface transportation environments than in
passenger aviation venues. TSA will move to add these systems to the Authorized Equipment List for the TSA
transportation security grants programs.
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Question: What assets do you use today for surveillance and screening in airport lobbies, and what
improvements is TSA seeking from the new technologies?

ANSWER: TSA, along with airport authorities and local law enforcement, has employed BDOs, K-9s, and the
Advanced Surveillance Program for surveillance in airport lobbies. TSA continues to look for new technologies
to enhance surveillance and screening in airport lobbies.

Question: President Obama’s January 10" directive on corrective actions to agency heads specifically charged
DHS to “*aggressively pursue enhanced screening technology, protocols, and procedures, especially in regard to
aviation and other transportation sectors”. Given this directive and TSA risk-based passenger screening
approach, is standoff detection one of the screening technologies you're considering to meet the President’s
direction? If not, what is the rationale for not considering it?

ANSWER: TSA intends to re-evaluate standoff detection technology once it has been determined that vendors
can provide an appropriate level of detection capability balanced with TSA’s desired level of operational
feasibility.

To date, vendors have not developed technology capable of providing the combination of detection capability
and operational feasibility that the TSA’s standards require.

Question: These systems have been at seaports and transit stations. How have they performed technically?
When do you anticipate putting such systems on TSA’s qualified products list?

ANSWER: TSA'’s extensive experience with and knowledge of the technical capabilities and limitations of
current standoff detection technologies has led to the determination that the systems are better employed in
intermodal and surface transportation environments than in passenger aviation venues. The operational
requirements for maritime and surface are very different than those for airports. Actual technical performance
data is Sensitive Security Information and can be provided separately to the Committee.

TSA intends to forward a recommendation to the Federal Emergency Management Agency to add standoff
detection systems to the Authorized Equipment List for TSA transportation security grants programs by the end
of the third quarter in FY 2010.

Question: The Science and Technology budget also notes that Directorate will be involved in development and
testing efforts for standoff detection in fiscal year 2011. Are they doing this work in conjunction with TSA? If
50, what needs to be done since TSA has already tested at least one of these systems in an operational
environment and had planned to procure a limited quantity in 20107 How is this not a step backwards?

ANSWER: TSA works closely S&T to leverage efforts to determine new and innovative technology
capabilities. Information gathered by both organizations is routinely shared and discussed in forums, such as
the Capstone Integrated Project Team.

TSA intends to delay procurement of standoff detection technology for TSA’s use in pre-checkpoint screening
until the technology is mature enough to meet TSA’s aviation passenger screening requirements. TSA will
continue to evaluate this technology for potential placement on the Qualified Technology List for TSA
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procurements, if it can be demonstrated to meet aviation threat requirements. TSA will continue to monitor the

market and collaborate with vendors to help advance the technology.

TSA determined that standoff detection systems assessed for airport environments did not adequately meet the
operational needs of the airport, while they did meet different requirements for surface and maritime uses.
Based on these assessments and market research, TSA determined that such technology is not ready for the
airport environment. TSA will continue to monitor the market and collaborate with vendors to help advance the
technology and consider procurement if the technology is mature enough to meet airport requirements.

Explosive Detection Systems (EDS)

Question: TSA is having better success in awarding the $700 million of ARRA funding for the procurement
and installation of explosive detection equipment. Please detail what funding has been awarded to date, by
airport, and your plans to complete these obligations. As part of this response, clearly delineate between how
mugch of these funds will be devoted to upgrading airport baggage systems and how much will be spent on

terminal modifications.

ANSWER: The following table lists airport projects that have been awarded with ARRA funds as of March 4,
2010. The listed “Other Transactional Agreements (OTA) Facility Modifications” are airport terminal

modifications. None of these projects include airport baggage systems upgrades.

Funding Amount

Project (SM)
OTA Facility Modifications
Hartsfield Atlanta International Airport (ATL) $20.00
Gallatin Field Airport (BZN) $3.27
Port Columbus International Airport (CMH) $35.21
Yellowstone Regional Airport (COD) $0.28
James M. Cox Dayton International Airport (DAY) $9.71
Honolulu International Airport (HNL) $24.57
Washington-Dulles International Airport (IAD) $154.00
Jackson Hole Airport (JAC) $6.21
Orlando International Airport (MCQ) - Disney Design $1.30
Orlando (FL) International Airport (MCQ) - East $14.93
Kahului Airport (OGG) $7.24
Philadelphia International Airport (PHL) - AE6 $7.06
Philadelphia International Airport (PHL) - A East $19.55
Portland International Jetport (PWM) $9.19
San Antonio International Airport (SAT) $14.39
San Francisco International Airport (SFO) $15.35
San Jose International Airport (SJC) $20.92
Sacramento International Airport (SMF) $11.34
SUBTOTAL $374.52
Advanced Surveillance Program OTAs
Boise Air Terminal/Gowen Field (BOY) $0.45
Cincinnati/Northern Kentucky International Airport (CVG) $0.14
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Ronald Reagan Washington National Airport (DCA) $1.77
Spokane International Airport (GEG) $0.43
CGerald R, Ford International Airport (GRR) $0.17
Washington-Dulles International Airport (1AD) $5.49
Little Rock National Airport (Adams Field) (LIT) $5.52
Kansas City International Airport (MCD $6.55
Chicago Midway Airport (MDW) $1.33
Will Rogers World Airport (OKC) $3.43
Eppley Airfield (OMA) $2.86
Tampa International Airport (TPA) $6.02
SUBTOTAL $34.16
Reduced-Size Explosive Detection System (RSEDS)

RSEDS $77.37
SUBTOTAL $77.37
Program Operations & Management
PO&M $6.08
SUBTOTAL $6.08

TOTAL AWARDED $492.13

The following table lists planned airport projects utilizing ARRA funds. The listed “Other Transactional
Agreements (OTA) Facility Modifications™ are for airport terminal modifications. None of these projects
include airport baggage systems upgrades.

. Planned

Project Fundu(:gl\.%mount Obligation
Month
OTA Facility Modifications
St. Petersburg-Clearwater International Airport (PIE) $0.63 Mar-10
Lambert St. Louis International Airport (STL) $31.50 Mar-10
Charlotte/Douglas International Airport (CLT) $33.78 Mar-10
Little Rock National Airport (Adams Field) (LIT) $8.96 Mar-10
Orlando (FL) International Airport (MCO) - Disney $12.49 May-10
Colorado Springs Municipal Airport (Peterson Field) (COS) $7.41 Jul-10
New Orleans International Airport (MSY) $24.97
Tulsa International Airpert (TUL) $4.72
William P. Hobby Airport (HOU) $0.51
Huntsville-Madison County Airport (HSV) $1.50 Sep-10
SUBTOTAL $126.47
Advanced Surveillance Program OTAs
James M. Cox Dayton International Airport (DAY) | $3.00 |
SUBTOTAL | $3.00 |
Reduced-Size Explosive Detection System (RSEDS)

RSEDS | $16.83 | Jul-10
SUBTOTAL $16.83 |

Program Operations & Manag t (PO&M)
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PO&M $48.72 Sep-10
SUBTOTAL $48.72
TOTAL PLANNED $195.02

Question: Earlier this year, TSA informed the Subcommittee 45 of the top 84 airports (54 percent) had optimal
screening systems throughout the entire airport and another 24 (29 percent) have optimal screening systems in
some part of the airport. With the $623,832,000 in discretionary and mandatory funds requested in 2011, how
will these figures change? How many more of the top 84 airports will have optimal baggage systems throughout
the entire airport following our 2011 appropriation (if enacted as requested)?

ANSWER: It is estimated that a total of approximately 52 of the top 84 airports would have complete systems
throughout the entire airport, and another 21 would have complete systems in some parts of the airport.

If the request is enacted, it is estimated that 52 airports will have completed systems throughout the entire
airport.

Question: Time and time again, this Committee has been told that in-line baggage screening systems hold huge
advantages in terms of increased efficiency and accuracy and dramatically reduce TSA personnel requirements.
Unfortunately, cumbersome and inefficient in-lobby EDS systems remain in place, including at some of the
busiest airports in the country. According to your budget request, TSA does not plan on having all Category X
and [ airports with some type of completed in-line baggage screening system until 20187 Why will it take so
long?

ANSWER: TSA prioritizes airports based on a number of factors, such as risk and airport readiness, in
addition to airport category. As a result, some Category 11 and Category III airports are moving towards
completion at the same time as Category X and Category I airports.

Question: Ifit isn’t until 2018 for the largest airports, when do you plan on having optimal systems in place at
all of the Category 11 and ITI airports?

ANSWER: Category II and I11 airports are projected to have optimal systems in place by FY 2019.

Question: For fiscal year 2011, what plans do you have in place for getting in-line systems into those and other
facilities across the country that lack an in-line solution? Wil this be through Letters of Intent or will you
fargely continue to utilize yearly other transactional agreements? Please detail for the Committee the number
and terms of the LOIs TSA has entered into since the 9/11 Act was signed and what is planned for in both 2010
and 20112

ANSWER: Optimal baggage screening configurations vary from airport to airport, and may not always reflect
an in-line system. TSA continues to make significant efforts to implement a proactive outreach process to
airports that do not yet have optimal screening systems. This outreach process includes engaging airports on the
local level to encourage them to participate in the funding application process. TSA is continually working with
airport stakeholders to help guide them through the design initiation process and, by publishing the Planning
Guidelines and Design Standards document, has made it easier for airports to understand and meet TSA’s
requirements for system performance.
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The determination of optimal solutions for airports, including in-line systems, is based on critical needs to
accommodate growth, increase operational efficiencies, and maximize automation of baggage movement to
minimize screener injury rates. Other considerations for funding include preexisting plans to build new
terminals or terminal expansions and airport readiness to begin a project. TSA continues to balance many
competing priorities for available funds.

Title 49, Section 44923 (h) requires that, of the amount made available under the Aviation Security Capital
Fund for a fiscal year, not less than $200 million shall be allocated to fulfill Letters of Intent (LOIs), and
Section 44923 (h)(3) requires that up to $50 million be used for other transaction agreements with priority
given to small airports” projects. Therefore, TSA will continue to use both LOIs and Other Transaction
Agreements.

Please see the table below for the number and terms of the LOIs TSA has entered into since the 9/11 Act was
signed into law.

FY 2008 FY 2009 FY 2010 FY 2011 Total
Number of LOIs 3 3 4 4 14
Total ($ in millions) $200.00 $200.00 $200.00 $200.00 $800.00

Question: Congress has appropriated significant resources in recent years to upgrade baggage screening
systems at the nation’s airports, yet much of that funding remains unobligated — a fact that some airports
attribute to a lack of flexibility on the agency’s part to pay for significant costs associated with these projects.
While the Committee applauds agency efforts to be good stewards of federal resources, we are concerned about
reports that the agency is dramatically narrowing the scope of project eligibility in some cases and shifting
significant costs to airport operators. How, specifically, is the agency determining the associated project costs it
will cover on individual airport projects? Are these decisions being made on a case-by-case basis or uniformly
for all airport projects? Is the agency now declining to pay for associated costs that it has previously been
willing to pay for? If so, why?

ANSWER: In 2009, TSA added guidance to the Planning Guidelines and Design Standards, Version 3.0,
Appendix F that provides clear guidelines for allocable/allowable costs and broadens allowable costs to include
additional conveyors associated with a screening matrix. This encourages airport stakeholders to build a more
efficient centralized screening system with lower life cycle costs. Airports submit designs along with estimates
broken out by allowable/non-allowable costs. These costs are validated by TSA. Even with more liberal
guidelines, there are still significant costs that are not allowable in most airport projects.

TSA strives to make uniform decisions regarding allocable/allowable costs. The Planning Guidelines and
Design Standards, Version 3, Appendix F provides uniform guidance to the airports and is posted with the
funding application guidance on the TSA Web site. Some decisions are made on a case-by-case basis
depending on the cost effectiveness of the solutions.

In an effort to be fair and equitable to all airports and ensure the TSA addresses project costs associated with
checked baggage screening systems, TSA published Appendix F of the Planning Guidelines and Design
Standards. Appendix F not only provides clear guidance of what is and is not allocable/allowable cost, but it
also broadened allowable cost to include additional conveyors associated with a screening matrix.

Appendix F has broadened allowable project costs with two primary changes of a more liberal allowance for )
basic bag sorting to airline carriers and 2) incoming/outgoing conveyor runs outside the screening matrix.
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TSA’s standard approach to project allowable/allocable costs does not decline costs that were previously paid
for, rather, due to the complexity of airport specific designs and projects, TSA allows for a case-by-case basis
review of allowable/allocable costs where project specific exceptions may be negotiated.

Question: Please update the table found on page AS-30 of the budget justification to show the program’s
progress in EDS/ETD deployment and facility modifications to reflect Category IIT airports.

ANSWER: The following chart shows current EDS/ETD equipment deployment and facility modification for
Category X, I, II, and III airports through FY 2010.

Total Some Screening | Total Number of Percentage of

Number of | Entire Airport Areas with Airports with . .

oy s Airports with Some

TSA Comp Comy Some Completed Completed Systems

Airports Systems Systems

CATX 28 13 11 26 93%
CATI 56 30 13 43 7%
CATIH 77 51 18 69 90%
CAT I 124 62 0 62 0%
Total 285 158 42 200 0%

Question: Of the $632,832,000 requested in 2011, $103,600,000 is to purchase checked baggage equipment.
Please detail for the Committee how this funding will be split? How much do you expect to spend on reduced
sized equipment, medium throughput, and high throughput (above 900 bags per hour) systems? As part of this
response, please identify the systems that fall into each category.

ANSWER: TSA’s FY 2011 budget request of $103.6 million for checked baggage screening equipment
designates $28 million for reduced size EDS, $66.5 million for medium-throughput EDS equipment and $9.1
million for high-speed EDS equipment.

In FY 2011, TSA anticipates spending $28 million on reduced size EDS, $66.5 million on medium-throughput
EDS equipment, and $9.1 million on high-speed EDS equipment.

Technologies that fall into each category are as follows:

s Reduced-size equipment includes: Reveal CT-80 DR and Reveal CT-80 XL
e Medium-throughput equipment includes: MDI CTX-9400 and L-3 6600
* High-speed equipment includes: XLB 1100

TSA’s competitive procurement initiative will determine which systems will be procured from each category
following the anticipated contract award in January 2011.

Question: Update the Committee on the certification and testing of new EDS machines? Have any new
systems been certified so far in 20107 What is expected for the remainder of this fiscal year and for next fiscal
year?
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ANSWER: No new EDS have been certified thus far in 2010. Each EDS unit will be required to successfully
pass Certification Testing at S& T"s Transportation Security Laboratory and Baggage Handling integration
testing at the TSA’s Transportation Systems Integrated Facility. Only those EDS units that pass certification
and integration testing will undergo Operational Test and Evaluation at selected airports.

The EDS testing cycle is scheduled to begin with Certification Testing at S&T’s Transportation Security
Laboratory from May through September 2010. Baggage Handling integration testing will take place from May
through July 2010 at the TSA's Transportation Systems Integrated Facility. Operational Test and Evaluation
will then occur from October through November 2010 at selected airports allowing 45 days of field testin