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FEDERAL ELECTRONIC RECORDS
MANAGEMENT: A STATUS REPORT

THURSDAY, JUNE 17, 2010

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON INFORMATION PoLICY, CENSUS, AND
NATIONAL ARCHIVES,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:20 p.m., in room
2154, Rayburn House Office Building, Hon. Wm. Lacy Clay (chair-
man of the subcommittee) presiding.

Present: Representatives Clay, Norton, Driehaus, Cuellar, Chu,
Issa, and McHenry.

Staff present: Darryl Piggee, staff director/counsel; Anthony
Clark, professional staff member; Charisma Williams, staff assist-
ant; Ron Stroman, full committee chief of staff; Leneal Scott, full
committee IT specialist; Rob Borden, minority general counsel; Jen-
nifer Safavian, minority chief counsel for oversight and investiga-
tions; Adam Fromm, minority chief clerk and Member liaison; Jus-
tin LoFranco, minority press assistant and clerk; Christopher
Hixon, minority senior counsel; Ashley Callen, Sery Kim, and Jona-
than Skladany, minority counsels; and Mark Marin and Molly
Boyle, minority professional staff members.

Mr. CrAY. Good afternoon. The Information Policy, Census, and
National Archives Subcommittee will now come to order.

Without objection, the chairman and ranking minority member
will have 5 minutes to make opening statements, followed by open-
ing statements not to exceed 3 minutes by any other Member who
seeks recognition. And, without objection, Members and witnesses
may have 5 legislative days to submit a written statement or extra-
neous materials for the record.

Welcome to today’s hearing, a status report on Federal electronic
records management. My opening statement, which I would have
made now, will be entered into the record. However, I would like
to address an issue that the minority raised during a hearing held
by this subcommittee last week on reauthorizing the National His-
torical Publications and Records Commission.

My Republican colleagues repeatedly questioned the accuracy of
the information provided by a witness, Dr. Ira Berlin, on his disclo-
sure form. I had thought that we had resolved the issue during the
hearing last week when Dr. Berlin answered the increasingly un-
pleasant questions directly. However, in a letter dated yesterday,
June 16th, to Dr. Berlin, signed by Mr. Chaffetz of Utah and Mr.
Jordan of Ohio, the minority continued to assert that Dr. Berlin

o))



2

was not accurate and completely forthcoming in his disclosure form
and his testimony.

Further, the minority asked the Archivist of the United States,
Mr. Ferriero, during the hearing for his opinion about duplication
among grant programs, and the Archivist gave his opinion. I concur
with his opinion, as did the many expert witnesses who came be-
fore the subcommittee, that the NHPRC is not duplicative of other
programs. And yet, in a second letter, also dated yesterday and
sent to Archivist Ferriero, Mr. Chaffetz and Mr. Jordan suggest
that the Archivist was not accurate during his testimony at the
same hearing.

In both letters the minority strongly suggests that the witnesses
were not truthful and urged them to reflect on their testimony and
correct it as soon as possible.

Let me state unequivocally and for the record that Dr. Berlin
completed his disclosure form accurately and thoroughly. He has
provided the subcommittee, and the minority has received a copy,
with this information that confirms his form and his testimony was
accurate and complete.

I also want to state for the record that Archivist Ferriero was
asked his opinion and he gave it truthfully. The minority may cer-
tainly disagree with that opinion, just as they may fundamentally
misunderstand the nature of the NHPRC, its critical value to this
Nation, the distinction between teaching at a university and rep-
resenting that university, and the differences among Federal grant
programs. But to suggest that either of these distinguished wit-
nesses were anything but candid and forthright when appearing
before this subcommittee is disgraceful.

I think the minority owes both Dr. Berlin and Archivist Ferriero,
who is here today, apologies for the way they treated these honor-
able and widely respected witnesses.

Now I will yield to my colleague, the ranking minority member,
Mr. McHenry, of North Carolina, to respond to what I just said or
for an opening statement.

[The prepared statement of Hon. Wm. Lacy Clay follows:]
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Statement
or
Chairman Wm. Lacy Clay, Chairman
Information Policy, Census, and National Archives Subcommittee
Oversight and Government Reform Committee
Thursday, June 17, 2010
2154 Rayburn HOB

2:00 p.m.

“Federal Electronic Records Management: A Status Report”

Welcome to today’s hearing, a status report on federal electronic records
management. In the course of carrying out their responsibilities, federal agencies create
records, many of them electronic, that document the rights of American citizens, the
actions of federal officials, and the national experience.

It is the responsibility of each agency, with the support of the National Archives, or
NARA, to economically and effectively create and manage records necessary to meet
business needs and to keep records long enough to protect rights and assure accountability.
The National Archives has an additional responsibility to make sure that records of
permanent archival value are preserved and made available for future generations. The
focus of today’s hearing is not on NARA's responsibility to preserve and make those
records available, but on federal agencies’ management of their electronic records.

This has been a topic of interest to Congress for many years. In 2003, the
Government Accountability Office, or GAQ, testified at a hearing of this Subcommittee
that “most electronic records...remain unscheduled...and as a result, they were at risk of
loss.” The Subcommittee Chairman at the time stated that “while NARA has been charged
with oversight responsibility regarding these matters, they have been provided little, if any
authority, to enforce compliance.”

As we will hear from our witnesses today, the state of electronic records
management has not changed much since 2003. During a recent self-assessment
administered by NARA, seventy nine percent of agencies were found to be at moderate or
high risk of improper destruction of their electronic records.

However, initiatives adopted by the Administration within the last eighteen months
as well as renewed congressional oversight have produced signs of hope. The requirements
of the Open Government Initiative and NARA’s public ratings of agencies may finally give
records management programs the high level of attention they need in order to improve.
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Mr. McHENRY. Well, Mr. Chairman, thank you. And I appreciate
your courtesy in working with me on this subcommittee, especially
on this important issue. I see that my ranking member is here.
This is an issue that I think was dealt with and would be better
addressed by the ranking member, so I would be happy to yield to
the ranking member.

Mr. IssA. I thank the gentleman, and I join with the ranking
member of the subcommittee reiterating that all we want to do is
maintain the importance of this committee, which requires all wit-
nesses be sworn, that they all make signed statements before they
testify as to their truthful testimony, and that we be able to check
that for consistency.

Last week, I know the chairman is aware of this, we were half-
way through and people were still getting the paperwork right. We
asked for no more than we would give if the shoe was on the other
foot, and we hope to be held to that standard in the future.

Having said that, certainly it is not our interest today to slow up
our witnesses from testifying because of failures previously, so I
would yield back the time to the gentleman.

Mr. McHENRY. I thank the ranking member. Thank you for clari-
fying that.

In the interest of what is happening today, I appreciate the panel
being here today. We are talking about a very important issue that
Archivist Ferriero and I have discussed personally, and I know is
of distinct interest to him in his new position. And much of what
we are talking about now has a much longer time period that we
are discussing than the current leadership of the Archives.

So, having said that, we want to talk about how we are going to
move forward. Certainly, it is important that we have the Archives
efficiently and effectively fulfilling their mission to secure our Na-
tion’s records. Our history can so easily be lost by a misplaced com-
puter file, records destroyed, theft, and all these discussions that
we have had previously in this subcommittee with testimony from
the Archives, from the testimony from the GAO, from the IG, and
that record is there; it is established. We have millions of records
lost and we want to ensure that, going forward, we are able to keep
records.

Archivist Ferriero was quoted on May 25th in the Washington
Post as saying, “I think the electronic records archive is probably
the biggest, most complex visible and important project that we
need to get running. Citizens will be able to, from their home, at
any time of the day or night, access the records of government. All
the agencies now are experimenting with electronic records and our
job is to make sure that we have created the capacity to ingest
these records, keep them for perpetuity, and make them available
in perpetuity. So that, I think, is my biggest chore.”

That might be an understatement. It is certainly a large chore,
and that is what we want to discuss today.

The GAO has highlighted some of these challenges in recent re-
ports and criticized the Archives for failing to accurately disclose
program costs, schedules, and performance. In addition to sharing
the GAQO’s concerns, I think as we all do, I am concerned about the
fact that 21 agencies failed to participate in the Archives records
management self-assessment. The self-assessment is a critical tool
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for the Archives to evaluate the progress of each and every agency
as they transition into digital records management systems.

I think this is the larger issue overall of modernizing our Federal
Government so that we have a 21st century bureaucracy, not a
1920’s bureaucracy. And, unfortunately, we have the worst of both
worlds currently with a quasi-digital, yet quasi-paper management
technique, or lack of even management, period.

As I mentioned before, boxes of paper documents fill dozens of
the Archives’ warehouses across the country. These are the records
of our Federal Government and certainly important to the history
of our country. And a warehouse is susceptible to fire, flood, bur-
glary, and so many of the other challenges based on just storing in
that form.

Finally, I would say that even storing digitally, the question is,
50 years from now, how can we access these things. As a layperson
and as individuals, 20 years ago we had a DOS prompt. Nobody
uses a DOS prompt anymore. Well, except a few Federal agencies
still. Google didn’t exist 20 years ago. I mean, everything is evolv-
ing so quickly, so the importance of getting it right now, so that
we can build on this, is certainly very important.

And I think the American people should be concerned about this
because it is our history and our records, and we want to be able
to look at our records today just as we look today at records from
100 years ago, and the nice written correspondence with the
squiggly handwriting, and we can look at handwriting and judge
those things. We are in a different day and age.

So I am interested to hear the testimony. I do think this is im-
portant. I certainly appreciate the chairman calling this important
hearing and, with his work that we have done together on this sub-
committee and his willingness to work across party lines, I appre-
ciate that. Thank you.

Mr. CrAY. I thank the ranking member too. I see that the rank-
ing member of the full committee is still here, and the two col-
leagues that wrote these letters, Mr. Chaffetz and Mr. Jordan, are
not here. Perhaps staff can find them somewhere and perhaps they
want to offer up an apology to the Archivist, as well as the——

Mr. IssAa. Mr. Chairman.

Mr. CLAY. I yield.

Mr. IssA. Thank you. We stand by our letter. We recognize that
anyone’s interpretation of the letter is subject to many things, but
as of this moment we still have inconsistency in the Archivist’s pre-
vious testimony as to duplicate grants and so on. We don’t consider
that there were false statements, but they do need to be corrected
for the record. I will be glad to inform both Members to come down.

Mr. CLAY. I know that Professor Berlin did correct the record or
state it for the record, his involvement. Here is the point. The point
is that we should not invite witnesses here and then continually
berate them even after they leave through communications from
the full committee.

Mr. IssAa. Mr. Chairman——

Mr. CLAY. I have the letters here, Mr. Issa, and I think it is inap-
propriate.

Mr. IssA. Mr. Chairman, I speak for the full committee; the other
two Members do not. It is our intention to hold accountability while
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not berate any witness or have anything other than respect for
their accurate statements. And if they are inaccurate, give them
full opportunity to correct the record.

We know that mistakes happen in live testimony all the time,
and we have no intention of doing anything more than making sure
that the final record is correct. So on behalf of the full committee,
if anything was taken other than that from our letter, I apologize.

Mr. CLAY. Thank you.

Mr. MCHENRY. And, Mr. Chairman, I reserve the right to berate
witnesses if they are from BP.

Mr. Cray. We will continue with the hearing.

Let me introduce our first panel. Our first witness will be the Ar-
chivist of the United States, David Ferriero. Mr. Ferriero has led
the National Archives since his confirmation last November. He
previously served as the Andrew W. Mellon Director of the New
York Public Library, the largest public library system in the United
States. Mr. Ferriero earned Bachelors and Masters degrees in
English Literature from Northeastern University in Boston and a
Masters Degree from the Simmons College of Library and Informa-
tion Science, also in Boston.

Mr. Ferriero is accompanied by Mr. Jason Baron, who has been
the Director of Litigation for the National Archives since 2000. He
is a frequent public speaker on the subject of the Federal Govern-
ment’s obligations with respect to the preservation of electronic
records and he is an adjunct professor at the University of Mary-
land, which happens to be my alma mater.

After the Archivist, we will hear from Mr. Paul Wester, the Di-
rector of Modern Records Program at the National Archives. Mr.
Wester joined NARA in 1990 as a graduate student also from the
University of Maryland. He has delivered speeches on electronic
records issues and NARA’s strategic direction for Federal records
management.

Our next witness will be Mr. David Wennergren, the Deputy As-
sistant Secretary of Defense for Information Management, Integra-
tion and Technology, and Deputy Chief Information Officer. He is
also the vice chairman of the U.S. Government’s Federal CIO
Council. Mr. Wennergren received his Master of Public Policy from
the University of Maryland, a continuing theme.

And our final witness on this panel will be Ms. Valerie Melvin,
Director of Information Management and Human Capital Issues
within the U.S. Government Accountability Office’s Information
Technology Team. Ms. Melvin is also a graduate of, you guessed it,
the University of Maryland, with a B.S. degree in business admin-
istration and a Master’s degree

Mr. MCHENRY. And I must chime in. I got married 2 weeks ago
and I married a graduate from the University of Maryland.

Mr. CrAY. We are so happy that you married up.

Mr. McHENRY. Thank you. [Laughter.]

Mr. CLAY. Archivist Ferriero, it looks like you are the only one
who is not a Terp. The University has connections to the National
Archives. Maybe they might want to think about granting you an
honorary degree.

I thank all of our witnesses for appearing today and look forward
to their testimony.




7

It is the policy of the subcommittee to swear in all witnesses be-
fore they testify. Would you all please stand and raise your right
hands?

[Witnesses sworn.]

Mr. Cray. Thank you. You may be seated.

Let the record reflect that the witnesses answered in the affirma-
tive.

Of course, as you all know, you will have 5 minutes to summa-
rize your testimony. Your complete written statement will be in-
cluded in the hearing record.

Archivist Ferriero, please begin.

STATEMENTS OF DAVID S. FERRIERO, ARCHIVIST OF THE
UNITED STATES, U.S. NATIONAL ARCHIVES AND RECORDS
ADMINISTRATION, ACCOMPANIED BY JASON BARON, DIREC-
TOR OF LITIGATION, U.S. NATIONAL ARCHIVES AND
RECORDS ADMINISTRATION; PAUL WESTER, DIRECTOR,
MODERN RECORDS PROGRAMS, U.S. NATIONAL ARCHIVES
AND RECORDS ADMINISTRATION; DAVID M. WENNERGREN,
DEPUTY ASSISTANT SECRETARY OF DEFENSE FOR INFOR-
MATION MANAGEMENT, INTEGRATION AND TECHNOLOGY,
DEPUTY CHIEF INFORMATION OFFICER, U.S. DEPARTMENT
OF DEFENSE; AND VALERIE C. MELVIN, DIRECTOR, INFOR-
MATION MANAGEMENT AND HUMAN CAPITAL ISSUES, U.S.
GOVERNMENT ACCOUNTABILITY OFFICE

STATEMENT OF DAVID S. FERRIERO

Mr. FERRIERO. Chairman Clay, Ranking Member McHenry, con-
gratulations, and Congresswoman Chu, I am David Ferriero. I am
the Archivist of the United States, and thank you for providing me
the opportunity for the National Archives and Records Administra-
tion to testify about governmentwide Federal records management
and the central role that records management plays in the accom-
plishment of the mission of the National Archives.

The backbone of transparent and accountable government is good
records management. To put it simply, the Government cannot be
open or accountable if it does not preserve and cannot find its
records.

NARA believes that across the Federal Government agencies can
do more to fulfill their records management responsibilities, par-
ticularly with regard to the exponential growth in electronic
records.

NARA'’s records management approach is grounded in three prin-
ciples: Federal agencies must economically and effectively create
and manage records necessary to meet business needs; Federal
records must be kept long enough to protect rights and assure ac-
countability; and, third, Federal records of archival value must be
preserved and made available by the National Archives for future
generations.

Most Federal agencies need to do a more effective job managing
their records and other information assets to meet their business
needs, to protect or assure accountability for the citizen or the Fed-
eral Government, and to ensure records that document the national
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experience are preserved and made available for future generations
in the National Archives.

Agency heads and senior leaders must work with NARA, the Of-
fice of Management and Budget, and General Services Administra-
tion, as well as with groups like Chief Information Officers Council,
the Federal Records Council, and the Federal Web Managers Com-
munity to develop the information technology tools necessary to
manage electronic records in a cost-effective way.

The technical changes associated with developing the IT tools for
electronic records management are not insignificant. The lack of ef-
fective tools today is due in part because heads of agencies and sen-
ior leaders across the Federal Government have not been held ac-
countable in meaningful ways for meeting their Federal records
and information management obligations. The Federal Government
spends $80 billion annually on information technology, most, if not
all, of which create or receive Federal records in some form. Devel-
oping cost-effective electronic records management tools that work
and then integrating them into agency IT systems is essential to
managing this national asset.

Over the past 10 years, NARA has developed a substantial body
of electronic records management policy and guidance. The policy
includes the first full revision of Federal records management regu-
lations in nearly 25 years. The endorsement for civilian agency use
of Department of Defense Electronic Records Management Applica-
tion Design Criteria Standard, the development of the Records
Management Profile, and associated tools for use by Federal agency
CIOs to help them think about and account for records manage-
ment and enterprise architecture; and the issuance of Federal
records management guidance on topics such as managing Web
records, managing records in a multi-agency environment, and
using email archiving applications to store and manage Federal
records. All of our electronic records management policy and guid-
ance documents can be found on our Web site, Archives.gov.

In the past 18 to 24 months, NARA has been much more asser-
tive in exercising its statutory authority in this area and reporting
on its activities. However, work remains to be done by both NARA
and the Federal agencies in creating, preserving, and making avail-
able the electronic Federal records that are part of the Nation’s
documentary heritage.

Our Nation’s historical record hinges on the ability of each Fed-
eral agency to effectively manage their records. Heads of agencies
and senior leaders across the Federal Government need to under-
stand that the records and information they and their organiza-
tions are creating are national assets that must be effectively man-
aged and secured so that the public can be assured of the authen-
ticity of the record. Heads of agencies and senior leaders need to
be held accountable for managing these assets. Not only is it re-
quired by law in the Federal Records Act, effective records manage-
ment, adequate and proper documentation of the Federal Govern-
ment’s activities and transactions is good government and a nec-
essary condition of an open government.

To more fully explain the concerns in the electronic environment,
my colleague, Paul Wester, Director of Modern Records Programs
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at NARA, will discuss the results of two recent analyses completed
by NARA’s National Records Management Program.

Thank you for the opportunity to appear today, and I look for-
ward to answering any questions that you have.

[The prepared statement of Mr. Ferriero follows:]
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TESTIMONY OF DAVID S. FERRIERO
ARCHIVIST OF THE UNITED STATES

BEFORE THE SUBCOMMITTEE ON
INFORMATION POLICY, CENSUS AND NATIONAL ARCHIVES

OF THE
HOUSE COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM

ON
“FEDERAL ELECTRONIC RECORDS MANAGEMENT: A STATUS REPORT”

JUNE 17, 2010

Chairman Clay, Ranking Member McHenry, and members of the Subcommittee, [ am David S.
Ferriero, Archivist of the United States. Thank you for providing the opportunity for the
National Archives and Records Administration (NARA) to testify about government-wide
Federal records management and the central role that records management plays in the
accomplishment of the mission of the National Archives.

The backbone of a transparent and accountable Government is good records management. To
put it simply, the Government cannot be open or accountable if it does not preserve — and cannot
find ~ its records.

NARA believes that across the Federal Government agencies can do more to fulfill their records
management responsibilities, particularly with regard to the exponential growth in electronic
records.

NARA'’s records management approach is grounded in three principles:

¢ Federal agencies must economically and effectively create and manage records necessary
to meet business needs

* Federal records must be kept long enough to protect rights and assure accountability, and

» Federal records of archival value must be preserved and made available by the National
Archives for future generations.

Most Federal agencies need to do a more effective job managing their records and other
information assets to meet their business needs; to protect rights or assure accountability for the
citizen or the Federal government; and to ensure records that document the national experience
are preserved and made available for future generations in the National Archives.

Agency heads and senior leaders must work with NARA, the Office of Management and Budget,
and the General Services Administration, as well as with groups like the Chief Information
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Officers (CIO) Council, the Federal Records Council, and the Federal Web Managers
Community to develop the Information Technology (IT) tools necessary to manage electronic
records in cost effective ways.

The technical challenges associated with developing the IT tools for electronic records
management are not insignificant; the lack of effective tools today is due in part because heads of
agencies and senior leaders across the Federal government have not been held accountable in
meaningful ways for meeting their Federal records and information management obligations.

The Federal Government spends $80 billion annually on information technology, most — if not
all — of which create or receive Federal records in some form. Developing cost effective
electronic records management tools that work — and then integrating them into agency IT
systems - is essential to managing this national asset.

Over the past ten years, NARA has developed a substantial body of electronic records
management policy and guidance. The policy includes the first full revision of Federal records
management regulations in nearly 25 years; the endorsement for civilian agency use of
Department of Defense Electronic Records Management Application (RMA) Design Criteria
Standard; the development of the Records Management Profile and associated tools for use by
Federal agency CIOs to help them think about and account for records management in enterprise
architectures; and the issuance of Federal records management guidance on topics such as
managing web records, managing records in a multi-agency environment, and using e-mail
archiving applications to store and manage Federal records. All of our electronic records
management policy and guidance documents can be found at www.archives.gov/records-mgmt/.

In the past 18 to 24 months, NARA has been much more assertive in exercising its statutory
authorities in this area and reporting on its activities. However, work remains to be done by both
NARA and the Federal agencies in creating, preserving, and making available the electronic
Federal records that are part of the nation’s documentary heritage.

Our nation’s historical record hinges on the ability of each Federal agency to effectively manage
their records. Heads of Agencies and senior leaders across the Federal Government need to
understand that the records and information they and their organizations are creating are national
assets that must be effectively managed and secured so that the public can be assured of the
authenticity of the record. Heads of Agencies and senior leaders need to be held accountable for
managing these assets. Not only is it required by law in the Federal Records Act; effective
records management — adequate and proper documentation of the Federal government’s
activities and transactions — is good government and a necessary condition of an open
government,

To more fully explain our concerns in the electronic environment, my colleague Paul Wester,
Director of Modern Records Programs at NARA, will discuss the results of two recent analyses
completed by NARA’s National Records Management Program.

Thank you for the opportunity to appear today and I look forward to answering any questions
you may have.
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Mr. CrAY. Thank you, Archivist Ferriero.
Mr. Wester, we will proceed with your testimony.

STATEMENT OF PAUL WESTER

Mr. WESTER. Good afternoon, Chairman Clay, Ranking Member
McHenry, and Congresswoman Chu. My name is Paul Wester, and
I am the Director of the Modern Records Programs at the National
Archives and Records Administration. I am pleased to appear be-
fore you today to provide a status report on Federal electronic
records management.

On April 20th, NARA issued a report entitled, “Records Manage-
ment Self-Assessment 2009: An Assessment of Records Manage-
ment Programs in the Federal Government.” In this report we ana-
lyzed the responses to a self-assessment survey NARA sent to 242
Federal cabinet level agencies, their components, and independent
agencies. The goal of the self-assessment was to gather data to de-
termine how effective Federal agencies are in meeting the statutory
and regulatory requirements for Federal records management.

Based on our analysis and scoring of 220 agency responses, we
rated 36 percent of Federal agencies as being at high risk and 43
percent of Federal agencies as being at moderate risk in their
records management programs.

Earlier this week NARA completed and issued a report entitled,
“NARA’s Electronic Records Project, Summary Report: Fiscal Year
2005 through Fiscal Year 2009.” In this report we detailed Federal
agency compliance with NARA Bulletin 20062002, NARA Guid-
ance for Implementing Section 207(e) of the E-Government Act of
2002. In this Bulletin, issued in December 2009, NARA formally es-
tablished a September 30, 2009, deadline for all Federal agencies
to submit records schedules to NARA for all of their existing elec-
tronic records systems. It also required Federal agencies to sched-
ule new electronic records systems as they are developed.

By the September 30, 2009, deadline, NARA had received elec-
tronic records scheduling reports from 160 of 240 Federal agencies
for a 67 percent response rate. Of the reporting agencies, 42 per-
cent were considered low risk. However, 25 percent of the reporting
agencies were categorized as moderate to high-risk agencies, hav-
ing submitted schedules to NARA for less than 90 percent of all of
their electronic records systems. Thirty-three percent of agencies
did not respond to the deadline at all.

We are troubled by the results of this report, as well as the self-
assessment of Federal agencies’ records management programs.
Even though these are baseline reports, we are troubled by the po-
tential levels of risk to Federal records. Overall, the results are un-
acceptable. We in the agencies need to find ways to do better.

Toward this end, we have undertaken a number of activities.
First, we are working to increase awareness of electronic records
management requirements and raise accountability for noncompli-
ance. Second, in conjunction with an audit from NARA’s Office of
the Inspector General, we are undertaking a year-long study of
ways to improve NARA’s oversight of records management prac-
tices. We expect this work to be completed in June 2011.
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NARA is also reviewing areas where it maybe useful to clarify
the direction in which the Federal Government must move to im-
prove the management of electronic records.

While we will likely identify others in the course of our analysis,
there are two broad areas that we know we must examine now.
First, we need to identify cost-efficient ways to ensure that agen-
cies manage electronic records electronically and do not rely on
paper-based recordkeeping systems to manage electronic records.
We need to transition away from traditional print and file record-
keeping systems.

Second, given the special long-term preservation and access chal-
lenges associated with electronic records, NARA plans to identify
ways in which Federal agencies can be encouraged to transfer pres-
ervation copies of permanently valuable electronic records to the
National Archives as soon as possible for safe keeping.

If NARA is not actively engaged with agencies to fully under-
stand the electronic formats in which records are being created and
used, then records may be at risk. As part of its comprehensive re-
view of records management practices, NARA will review options
for mitigating this particular risk.

As we state in our strategic plan: Fundamental changes in the
Federal Government’s business processes, and in the wider infor-
mation management environment, have critical implications for the
records life cycle. Today, the Federal Government creates the bulk
of its records and information in electronic form. To deal with these
challenges and carry out our mission, NARA must provide leader-
ship and be more agile in adapting to change in information tech-
nology and in the Federal recordkeeping environment.

NARA'’s role as the Nation’s record keeper is vital to the future
of our Nation. Without a vigorous, forward-thinking records man-
agement program, we risk losing the information that documents
the daily work of our government and ultimately the history of our
Nation.

We look forward to meeting these challenges and carrying out
the mission of the National Archives and Records Administration
in the years to come.

Thank you for this opportunity to discuss Federal electronic
records management with the committee, and I look forward to an-
swering your questions.

[The prepared statement of Mr. Wester follows:]
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Good afternoon Chairman Clay, Ranking Member McHenry, and members of the Subcommittee.
My name is Paul Wester and I am the Director of the Modern Records Programs at the National
Archives and Records Administration (NARA). I am pleased to appear before you to provide a
status report on Federal electronic records management.

The Federal Records Act (FRA) gives NARA responsibility to conduct studies, inspections, or
surveys of the records and the records management programs and practices within and between
Federal agencies; and to report to the appropriate oversight and appropriations committees of the
Congress on these inspections, surveys, and other records management matters.

On April 20, 2010, NARA issued a report entitled “Records Management Self-Assessment,
2009: An Assessment of Records Management Programs in the Federal Government.” In this
report we analyzed the responses to a mandatory records management self-assessment survey
NARA sent to 242 Federal Cabinet Level Agencies, their components, and independent
agencies. The goal of the self-assessment was to gather data to determine how effective Federal
agencies are in meeting the statutory and regulatory requirements for Federal records
management.

Based on our analysis and scoring of 220 agency responses, we rated 36% of Federal agencies as
being at High Risk and 43% of Federal agencies as being at Moderate Risk in their records
management programs. Only 21% of Federal agencies were found to be at Low Risk in their
records management programs.

In the report, we offered the following findings:



15

e There are varying levels of agency compliance with NARA’s required records
management regulations and policy, and there are a wide variety of approaches that
Federal agencies take in attempting to meet their responsibilities.

* Records management training is not offered consistently or required across the Federal
Government, and where it is offered or even required, it is unevenly offered within each
Federal agency. If an agency trains only a fraction of its employees — and trains them in
an ad hoc manner — it is unlikely that training will significantly improve an agency’s
ability to manage its records.

* Agencies still struggle to address electronic records, web records, and e-mail
management issues. Nearly half of responding records officers do not participate in
Capital Planning and Investment Control (CPIC), Systems Development Life Cycle
(SDLC), or Business Process Design (BPD) processes in their agencies.

Overall, the findings from the self-assessment are troubling. It is unacceptable that 79% of
reporting Federal agencies have moderate to high levels of risk associated with their records
management programs, particularly their electronic records management programs.

In June 2010, we issued a second electronic records management report entitled, “NARA’s
Electronic Records Project, Summary Report: FY 2005 — FY 2009.” In this report we detailed
Federal agency compliance with NARA Bulletin 2006-02, NARA Guidance for Implementing
Section 207(e) of the E-Government Act of 2002. In this Bulletin, issued in December 2005,
NARA formally established a September 30, 2009, deadline for all Federal agencies to submit
records schedules to NARA for all of their existing electronic records and the scheduling of new
electronic records systems as they are developed. In subsequent years, we issued additional
Bulletins providing agencies with more direction and information on how to meet the September
30, 2009, deadline to assure compliance with the Bulletin.

By the September 30, 2009, deadline, NARA had received electronic records scheduling reports
from 160 of 240 Federal agencies for a 67% response rate. Of the reporting agencies, 42% were
considered low risk, with records schedules submitted for 90% or more of their existing
electronic records.

However, 25% of the reporting agencies were categorized as moderate to high risk, having
submitted records schedules to NARA for less than 90 percent of their electronic records, and
33% of agencies did not respond to the deadline at all.

Again, as with the self-assessment, the results of our electronic records project work are
troubling. While a great number of Federal electronic records series have been identified and
scheduled between FY 2005 and FY 2009-- 2,404 separate series were approved during the
period ~ it is unacceptable that a third of Federal agencies did not respond to the requirement and
that 25% of the reporting agencies are at high risk with regard to scheduling their electronic
records.



16

Litigation is focusing more public attention on how agencies manage their electronic records. At
least two prominent lawsuits from the past two decades have involved preservation of White
House e-mail records. One result of the lawsuit captioned Armstrong v. Executive Office of the
President, filed in 1989 and originally involving records on National Security Council backup
tapes, was that NARA revised its electronic recordkeeping regulations in 1995 to expressly
provide for management of e-mail communications as Federal records. In a subsequent lawsuit,
Public Citizen v. Carlin, the Archivist’s authority to promulgate a general records schedule
covering e-mail records was upheld. More recently, we understand that in various settings
Federal records are increasingly being demanded in their native or “electronic” format, so as to
meet the Government’s e-discovery litigation obligations. This trend supports our view that
agencies need to pay more attention to Jong-term management of their electronic records in
electronic form.

Toward this end, and beyond the two reports cited above and other ongoing work based on our
current statutory authority, we have undertaken a number of activities.

First, building on existing work done by the leading information policy agencies like the Office
of Management and Budget and the General Services Administration — as well as formal
advisory or policymaking groups like the CIO Council, the Federal Records Council, and others
— we are working to increase awareness of electronic records management requirements and
raise accountability for noncompliance with those requirements.

Second, in conjunction with an audit from NARA’s Office of the Inspector General that
coincided with the appointment of a new Archivist of the United States in November 2009, we
are undertaking a year-long study of ways to improve NARA’s oversight of records management
practices. A particular area of interest will be an evaluation of the Archivist’s statutory authority
to conduct oversight responsibilities. We expect this work to be completed in June 2011.

NARA is also reviewing areas where it may be useful to clarify the direction in which the
Federal Government must move to improve the management of electronic records, while
analyzing the costs and benefits of different approaches.

While we will likely identify others in the course of our analysis, there are two broad areas that
we know we must examine.

First, we need to identify cost efficient ways to ensure that agencies manage electronic records
electronically and transition away from relying on official recordkeeping systems for electronic
records that require the printing and filing of e-mail and other electronic records, Currently,
most agencies have “print and file” policies for managing their e-mail. These policies require
agency personnel print out and file individual e-mails into official, usually paper-based,
recordkeeping systems. Without changing recordkeeping policies to reflect the current
environment, while simultaneously also supporting the development and deployment of more
robust electronic recordkeeping systems, the permanent record of our nation that is in electronic
form will be compromised.
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Second, given the special long-term preservation and access challenges associated with
electronic records, NARA plans to identify ways in which Federal agencies can be encouraged —
to transfer preservation copies of permanently valuable electronic records to the National
Archives as soon as possible.

Under existing authorities, agencies can retain permanently valuable records for more than thirty
years or when no longer needed for agency business purposes. If NARA is not actively engaged
with agencies to fully understand the electronic formats being used, then records may become at
risk when they are eventually accessioned and the formats are no longer widely used. As part of
its comprehensive review of records management practices, NARA plans to review options for
mitigating this potential issue.

While our staff are often able to negotiate early transfers of electronic and special media records,
and while we are increasingly working with Federal agencies to pre-accession permanent
electronic records into the National Archives, the current piecemeal approach does not ensure
NARA’s long-term ability to preserve and eventually provide continuing access to electronic
records of enduring value.

For every case where we are able to negotiate the early transfer of preservation copies of
permanent electronic records — as we are currently working with the Bureau of the Census to
transfer the 2010 enumeration with its 500 terabytes of scanned images which will come to the
National Archives in the next 18 to 24 months for preservation until their releasc in 2082 — there
are many, many other series of permanently valuable electronic records that are in jeopardy
because we are unaware of them or a preservation copy has not been provided to the National
Archives for safekeeping.

As we state in our strategic plan:

Fundamental changes in the Federal Government’s business processes, and in the wider
information management environment, have critical implications for the records
lifecycle. Today, the Federal Government creates the bulk of its records and information
in electronic form. To deal with these challenges and carry out our mission, NARA must
provide leadership and be more agile in adapting to change in information technology
and in the Federal recordkeeping environment.

NARA's role as the nation’s record keeper is vital to the future of our nation. Without a
vigorous, forward-thinking records management program, we risk losing the information
that documents the daily work of our Government and, ultimately, the history of our
nation.

We look forward to meeting these challenges and carrying out the mission of the National
Archives and Records Administration for many years into the future.

Thank you for this opportunity to discuss Federal electronic records management with the
Committee, and I look forward to answering your questions.
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Mr. CrAY. Thank you so much, Mr. Wester.
Mr. Wennergren, you are up.

STATEMENT OF DAVID M. WENNERGREN

Mr. WENNERGREN. Mr. Chairman, Ranking Member McHenry,
and distinguished members of the subcommittee, thank you for the
opportunity to appear before you today.

The information age is providing tremendous opportunities for
the Department of Defense to improve operational effectiveness
through the accelerated and expanded use of information tech-
nology. Paper-based business processes are being transitioned to
electronic-based solutions.

And thanks to technology advances like service-oriented architec-
ture and the advent of Web 2.0 tools, new information capabilities
can be delivered much more rapidly today than we even dreamed
possible a few years ago. There is an imperative to have informa-
tion tools in place both to realize the power of information sharing
and to address crucial issues of information security.

Accompanying this pervasive transformation is the ever-increas-
ing importance of electronic records management. And while the
challenges that we encounter in implementing electronic records
management are significant, we are committed to ensuring compli-
ance with records management rules and regulations, as well as
ensuring that records management solutions are transparent to
war fighters, relatively simple to use, and aligned with business
processes. We have policy and standards in place to address the life
cycle of management of records and to ensure compliance with
NARA policies.

I would like to take a moment and highlight our electronic
records management application standard. This standard identifies
the mandatory requirements for records management application
software. It leverages our joint interoperability test command to
certify applications as compliant and allows DOD components to
procure and implement compliant-records management application
software. We are pleased that the standard was endorsed by NARA
in 2008 and recommended for use by all Federal agencies.

Like all large organizations, we face several challenges in this
work: the scope of deploying records management applications
across a 3% million person organization; the need to also simulta-
neously ensure legacy IT systems are compliant; and the impera-
tive of having a work force that is trained and adept at electronic
records management.

While DOD already maintains trained records managers
throughout the organization, information technology advances have
shifted records management responsibilities from central records
management organizations to individual employees. Consequently,
our training efforts have expanded to ensure the entire work force
understands the importance of making records management an in-
tegral part of daily operations.

In closing, we are committed to working with NARA to ensure
we effectively address records management, while simultaneously
transforming the Department.
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Thank you again for allowing me the opportunity to appear, and
I am happy to answer any questions that you have.
[The prepared statement of Mr. Wennergren follows:]
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Good afternoon, Chairman Clay, Congressman McHenry and Members of the
Information Policy, Census, and National Archives Subcommittee. My name is David
Wennergren, and [ am the Deputy Assistant Secretary of Defense for Information
Management, Integration and Technology and Deputy Chief Information Officer (CIO).
I want to thank you for the opportunity to appear before the Subcommittee to discuss
issues related to electronic records management and the Department’s efforts in
complying with existing statutory and regulatory requirements from the National

Archives and Records Administration (NARA).

TRANSITIONING THE DEPARTMENT INTO THE INFORMATION AGE

The Information Age provides tremendous opportunities to improve operational
effectiveness through the accelerated use of information technology. The Department of
Defense is increasingly reliant on information technology in all aspects of its operations,
and our success will be measured by how we effectively manage information in a
contested environment. Across the Department, paper-based business processes are
being transitioned to electronic-based solutions. And thanks to technology advances like
service-oriented architecture and the advent of Web 2.0 tools, new information
capabilities are able to be delivered much more rapidly today than was even dreamed
possible a few years ago. To this end, the Department has been making significant
strides in implementing a Service-Oriented Information Enterprise where data assets,
services, and information sharing solutions are visible, accessible, understandable, and

trusted by all authorized users. This service-oriented environment strategy for DoD
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establishes web services as the preferred means by which data producers and capability
providers can make their data assets and capabilities available across the DoD and
beyond. It also establishes services as the preferred means by which consumers can

access and use these data assets and capabilities.

Accompanying this transformation is the ever increasing importance of electronic records
management, to include records storage, records scheduling of electronic information
systems, proper disposition of records, and preservation of media devices. The
Department is committed to ensuring compliance with records management regulations,
integrating records management into any newly developed information system and
bringing legacy systems into compliance.

The challenges that we encounter as we develop Information Technology (IT)
tools for records management are not inconsequential and our goal is to develop records
management application software that is transparent to the worker, relatively simple to
use, consistent and compatible with existing business processes, and scalable to grow as

electronic demands evolve.

DoD RECORDS MANAGEMENT INTRODUCTION

Policy and standards to implement the DoD Records Management Program are in
place, and this guidance addresses both the life cycle management of information as
records in all types of media, as well as ensuring compliance with policies and

procedures issued by NARA. Effective records management involves close
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collaboration across all DoD Components as they implement records management
solutions within their respective subordinate organizations. Together, we ensure that all
DoD Component Records Managers adhere to the core tenets outlined by the Archivist of
NARA to:

- create and manage the records needed to meet our DoD business needs,

- keep records long enough to protect rights and assure accountability, and

- preserve those DoD records of archival value for future generations.
DoD maintains trained records managers at all levels to help achieve these principles. In
addition, as information technology advances have resulted in the shifting of
responsibility for records management from central records management organizations to
individual employees, we are all working to ensure that we have a trained and educated
workforce that understands the importance of making records management an integral
part of the daily operational cycle for all organizations.

Two key DoD policies drive this records management work. The first is DoD
Directive 5015.02, “DoD Records Management Program,” which provides overarching
guidance to the entire Department. The second is DoD 5015.02-Standard, “Electronic
Records Management Software Applications Design Criteria Standard,” April 2007. This
latter document, known as the Standard, is used primarily to test and verify software

proposed for use within DoD as a records management application or “RMA.”
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DoD 5015.02 STANDARD

The DoD Standard identifies mandatory baseline requirements for Records
Management Application (RMA) software used by DoD Components in implementing
their records management programs. Use of the Standard allows Components to procure,
test and implement compliant records management application software. In addition, the
Standard defines required system interfaces and search criteria that RMAs shall support,
outlines requirements for classified marking and access control, and identifies non-
mandatory features deemed desirable for RMA software. It includes requirements for
managing Freedom of Information Act and Privacy Act records. The Standard also
includes requirements for RMA-to-RMA interoperability, archival transfer to the NARA,
and the use of metadata. Information sharing is a key focus for the Department and the
use of metadata is an important element in DoD's information sharing strategy. Metadata
can also be an important tool used for records management, which is why it was included
in the latest revision of the standard.

We are pleased that the DoD Standard was endorsed by NARA in 2008 for use by
all Federal agencies. NARA’s endorsement states that the Standard complies with
NARA'’s instruction for transferring permanent electronic records to NARA and the
official endorsement is included in its entirety in NARA Bulletin 2008-07. Through this
endorsement, NARA has recommended that agencies use the DoD Standard and the
DoD-certified products as a baseline when selecting an RMA to manage an agency's

electronic records.
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Currently, the Joint Interoperability Test Command (JITC), under the Defense
Information Systems Agency, manages the compliance testing process for the DOD
Standard and certifies records management applications as compliant to our Standard.
An example of how this standards process has influenced our enterprise-wide
environment can be seen in the deployment of a tested RMA solution on the Navy
Marine Corps Intranet, which serves well over 350,000 users. DoD Components use this
Standard in the implementation of their records management programs to include
certification testing by Joint Interoperability Test Command (JITC). The DoD Standard
has also been used by some states, other Federal agencies and even some in the
international community. It is open enough to encompass different functions and

infrastructures, but serves to assure consistently useful electronic records products.

PLANNED UPDATE TO DOD DIRECTIVE FOR RECORDS MANAGEMENT

Just as the information management environment is continually changing, so must
our policies for records management need to adapt to stay relevant. Consequently, we are
in the process of revising the DoD Directive for Records Management. Our revised
directive will incorporate the NARA Federal Enterprise Architecture Records
Management Profile. We are also building records management requirements into our
DoD Information Technology (IT) governance processes for capital planning, enterprise
architecture, business process design, and system development life cycle. To avoid
having to retrofit IT systems with RM software, we plan to ensure that records

management is built into newly created electronic information systems and that legacy
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systems, in their next stages of delivery, include an electronic records management
solution. The revised Directive will ensure interoperability of electronic information at
the DoD Component and interagency levels where electronic records are shared or
transferred to another federal agency. And finally, to focus on comprehensive training,
DoD will ensure its employees and contractors receive records management training to
include understanding user responsibilities in managing DoD information as records,
knowing the proper records disposition procedures, and learning to use records

management software tools, if applicable.

SUMMARY

In conclusion, the Department is focused, in concert with NARA, on creating
responsive policies for ensuring all information systems are developed with records
management in the forefront and not as an afterthought. We are committed to
successfully managing a diverse records management portfolio to comply with NARA
guidance while leading the Department toward service-oriented enterprise operations and

aggressively working to move away from paper-based, labor intensive processes.
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Mr. CraYy. Thank you so much for your testimony.
Ms. Melvin, you have 5 minutes.

STATEMENT OF VALERIE C. MELVIN

Ms. MELVIN. Thank you, Mr. Chairman, Ranking Member
McHenry, and members of the subcommittee. I am pleased to par-
ticipate in today’s hearing on the electronic records management in
the Federal Government. As you have requested, I will provide
some background on the roles of agencies and NARA, and briefly
discuss some of the challenges of managing electronic records.

As you know, the Federal Records Act requires agencies to have
programs and appropriate systems to manage information docu-
menting government functions, decisions, and other important
transactions. If such records are poorly managed, individuals might
lose access to legitimate benefits, the Government could be exposed
to legal liabilities, and records of historical interest could be lost
forever. Poorly managed records also increase the costs of respond-
ing to FOIA requests or litigation-related discovery actions and im-
pede accountability and efficiency.

Nonetheless, as we have long reported, records management has
historically been subject to neglect, in part because it is not a core
agency mission. A major challenge for agency records managers is
to make the case for investing in records management in an envi-
ronment of limited resources.

Although agency heads are ultimately responsible for their agen-
cies’ records, NARA has a role in improving Federal records man-
agement through providing guidance, assistance, and oversight. In
its oversight role, NARA 1is responsible for conducting inspections
or surveys, conducting records management studies, and reporting
the results.

However, in 2008, we reported that NARA had not fully used its
oversight authority, as it had not conducted any inspections of
agency programs since 2000, nor consistently reported the results
of its oversight activities. Accordingly, we recommended that NARA
implement a new approach to oversight that more fully used its ex-
isting authority.

In response, as has been mentioned already, NARA developed an
oversight strategy that included the agency records management
self-assessment survey, which it recently reported on. NARA had
said that it plans to use annual surveys to provide an overall pic-
ture of Federal records management and to inform its oversight ac-
tivities, including inspections.

As weaknesses reported in NARA’s survey indicate, giving prior-
ity to records management remains a major challenge. Effective
records management, electronic or otherwise, requires investing
time and resources to analyze the information an agency receives,
produces, and uses to fulfill its mission. This allows an agency to
determine what categories of documents and informational records,
and it can then associate its records with information that will help
it find and use those records, and finally dispose of those no longer
needed.

Electronic records are particularly challenging because of their
complexity, ever-increasing volume, and decentralized environment
in which they are created. In the desktop computer age, individual
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users create and store large numbers of documents, particularly
email, and it is difficult to get users to distinguish record from non-
record material and treat it appropriately.

Even when electronic record keeping features are integrated into
email systems, users may resist having to categorize every email
they send or receive. In an ideal situation, records would be auto-
matically identified and captured, with little or no user interven-
tion. Technology that aims to automatically categorize records is
beginning to appear, but its effectiveness will depend on devoting
resources to proper implementation and the context of established
records management programs.

As our work has demonstrated, technology is a tool to help solve
problems, not a solution in itself, however. Like any technology,
electronic records management systems require careful planning
and analysis of agency requirements, business processes and infor-
mation, along with the necessary management attention and re-
sources to ensure effective implementation.

The long history of records management neglect suggests that
raising its priority will not happen easily. However, several factors
could encourage progress: first, NARA’s public scoring of agency
records management programs could raise their profile within
agencies; second, greater recognition of the increasing risk posed by
weak management of electronic records and information could focus
management attention; third, the recent Open Government Direc-
tive includes specific requirements for records management as part
of its push to make more information public. This could help make
records and information management a more central agency mis-
sion. Finally, congressional oversight, such as this hearing, could
also help raise the priority given to this important issue.

Mr. Chairman, this completes my prepared statement, and I
would be pleased to respond to any questions.

[The prepared statement of Ms. Melvin follows:]
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INFORMATION MANAGEMENT

The Challenges of Managing Electronic Records

What GAO Found

Under the Federal Records Act, agencies are to manage the creation,
maintenance, use, and disposition of records in order to achieve adequate and
proper documentation of the policies and transactions of the federal
government and effective and economical management of agency operations,
If records are poorly managed, individuals might lose access to benefits for
which they are entitled, the government could be exposed to legal Habilities,
and records of historical interest could be lost forever. NARA is responsible,
among other things, for providing records management guidance, assistance,
and oversight.

However, as GAQ has previously reported, records management has received
low priority within the federal government. Prior reports have identified
persistent weaknesses in federal records management, including a lack of
policies and training. GAO's most recent report, in 2008, found weaknesses in
e-mail management at the four agencies reviewed due in part to insufficient
oversight and training. This year, NARA published the resuits of its first
annual agency records t self- survey, indicating that
almost 80 percent of agencies were at moderate to high risk of improper
disposition of records.

Electronic records are challenging to manage, especially as electronic
information is being created in volumes that pose a significant technical
challenge to the ability to organize and make it accessible. Further, electronic
records range in complexity from simple text files to highly complex formats
with embedded computational formulas and dynamic content, and new
formats continue to be created. Finally, in a decentralized environment, it is
difficult to ensure that records are properly identified and managed by end
users on individual desktops (the “user challenge”). E-mail is particularly
problematic, because it combines all these challenges and is ubiquitous.

Technology alone cannot solve the problem without commiiment from
agencies. Flectronic recordkeeping sy can be challenging to impl t
and can require considerable resources for planning and iraplementation,
including establishing a sound records management program as a basis. In
addition, the “user problem” is not yet solved, particularly for e-mail
messages. Further, automation will not solve the problem of lack of priority,
which is of long standing. However, several developments may lead to
increased senior-level attention to records management: NARA's use of public
ratings as a spur to agency management, growing recognition of risks entailed
in poor information and records management, the requirements and emphasis
of the recent Open Government Directive, and the influence of congressional
oversight. Senior management commitment, if followed through with effective
implementation, could improve the governmentwide manageraent of
electronic and other records.

United States Office
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Mr. Chairman and Members of the Subcommittee:

I appreciate the opportunity to discuss critical issues surrounding
electronic records management in the federal government. As you
are aware, federal agencies are increasingly using electronic means
to create, exchange, and store information, and in doing so, they
frequently create federal records. According to the Federal Records
Act, federal records are information in whatever form that
documents government functions, activities, decisions, and other
fmportant transactions, and such records must be managed and
preserved in accordance with the act” As the volume of
electronically stored information grows, so does the challenge of
managing electronic records.

As requested, after providing some context about records
management in the federal government and the roles of federal
agencies and the National Archives and Records Administration
{NARA), my statement will focus on describing the challenges of
electronic records management and potential means of addressing
these challenges.

My comments today are based primarily on our previous work, all of
which was conducted in accordance with generally accepted
government auditing standards, supplemented by analysis of
information contained in publicly available documents, following
appropriate GAO quality assurance processes.

Background

The federal government collects, generates, and uses large amounts
of information in electronic form, from enormous geographic
databases to individual e-mails. Much of that information can
constitute official federal records, and agencies must have ways to
manage such records.

} 44 U.S.C. chapters 21, 29, 31, and 33. .
*The definition of a record is given at 44 U.S.C. 3301.
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Federal Agencies and NARA Have Responsibilities for Federal Records Management

Under the Federal Records Act,” each federal agency is required to
make and preserve records that (1) document the organization,
functions, policies, decisions, procedures, and essential transactions
of the agency and (2) provide the information necessary to protect
the legal and financial rights of the government and of persons
directly affected by the agency’s activities.! If these records are not
effectively managed, individuals might lose access to benefits for
which they are entitled, the government could be exposed to legal
liabilities, and historical records of vital interest could be lost
forever. In addition, agencies with poorly managed records risk
increased costs when attempting to search their records in response
to Freedom of Information Act requests or litigation-related
discovery actions. Finally, without-effective management of the
documentation of government actions, the ability of the people to
hold the government accountable is jeopardized.

Effective records management is also an important tool for efficient
government operation. Without adequate and readily accessible
documentation, agencies may not have access to important
operational information to make decisions and carry out their
missions.?

Accordingly, to ensure that they have appropriate recordkeeping
systems with which to manage and preserve their records, agencies
are required to develop records management programs.® These
programs are intended, among other things, to provide for accurate
and complete documentation of the policies and transactions of
each federal agency, to control the quality and quantity of records
they produce, and to provide for judicious preservation and disposal
of federal records.

%44 U.S.C. chapters 21, 29, 31, and 33,
‘44 US.C. §310L

* See, generally, Standards for Internal Control in the Federal Government, GAO/AIMD-00-
21.3.1 (Washington, D.C.: November 1999).

£44U.8.C. §3102.
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Among the activities of a records management program are
identifying records and sources of records and providing records
management guidance, including agency-specific recordkeeping
practices that establish what records need to be created in order to
conduct agency business.

Under the Federal Records Act and the regulations issued by NARA,
records must be effectively managed throughout their life cycle,
which includes records creation or receipt, maintenance and use,
and disposition. Agencies create records to meet the business needs
and legal responsibilities of federal programs and (to the extent
known) the needs of internal and external stakeholders who may
make secondary use of the records. To maintain and use the records
created, agencies are to establish internal recordkeeping
requirements for maintaining records, consistently apply these
requirements, and establish systems that allow them to find records
that they need. Disposition involves transferring records of
permanent, historical value to NARA for archiving and destroying all
other records that are no longer needed for agency operations.

One key records management process is scheduling, the means by
which NARA and agencies identify federal records and determine
time frames for disposition. Creating records schedules involves
identifying and inventorying records, appraising their value,
determining whether they are temporary or permanent, and
determining how long records should be kept before they are
destroyed or turned over to NARA for archiving. For example, one
general records schedule permits civilian agencies to destroy case
files for merit promotions’ (2 years after the personnel action is
completed, or after an audit by the Office of Personnel Management,
whichever is sooner). No record may be destroyed or permanently
transferred to NARA unless it has been scheduled, so the schedule is
of critical importance. Without schedules, agencies would have no
clear criteria for when to dispose of records and, to avoid disposing
of them unlawfully, would have to maintain them indefinitely.

? That is, records relating to the promotion of an individual that document qualification
standards, evaluation methods, selection procedures, and evaluations of candidates, Such
records are covered under the General Records Schedule 1, Civilian Personnel Records.
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Scheduling records, electronic or otherwise, requires agencies to
invest time and resources to analyze the information that an agency
receives, produces, and uses to fulfill its mission. Such an analysis
allows an agency to set up processes and structures to associate
records with schedules and other information (metadata) to help it
find and use records during their useful lives and dispose of those
no longer needed.

Records schedules are based on content and are media-neutral; that
is, electronic records are classified on the same basis—by content—
as physical records. In addition, agencies are to compile inventories
of their information systems, after which the agency is required to
develop a schedule for the electronic records maintained in those
systems.

NARA also has responsibilities related to scheduling records. NARA
works with agencies to help schedule records, and it must approve
all agency records schedules. It also develops and maintains general
records schedules covering records common to several or all
agencies. According to NARA, records covered by general records
schedules make up about a third of all federal records. For the other
two thirds, NARA and the agencies must agree upon agency-specific
records schedules.

Under the Federal Records Act, NARA is given general oversight
responsibilities for records management as well as general
responsibilities for archiving—the preservation in the National
Archives of the United States of permanent records documenting
the activities of the government.® Of the total number of federal
records, less than 3 percent are permanent. {(However, under the act
and other statutes, some of the responsibilities for oversight over
federal records management are divided across several agencies,
Under the Federal Records Act, NARA shares a number of records
management responsibilities and authorities with the General

$44 U5.C. § 2004, Relevant NARA regulations implementing the Federal Records Act are
found at 36 C.F.R. §§ 1220-1238.
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Services Administration (GSA).” The Office of Management and
Budget (OMB) also has records management oversight
responsibilities under the Paperwork Reduction Act and the E-
Government Act.")

For records management, NARA is responsible for issuing guidance;
working with agencies to implement effective controls over the
creation, maintenance, and use of records in the conduct of agency
business; providing oversight of agencies’ records management
programs; approving the disposition (destruction or preservation) of
records; and providing storage facilities for agency records. The act
also gives NARA the responsibility for conducting inspections or
surveys of agency records and records management programs.

Federal Records Management Has Been Given Low Priority and Has Had Persistent

Weaknesses

Historically, despite the requirements of the Federal Records Act,
records management has received low priority within the federal
government. As early as 1981, in a report entitled Federal Records
Management: A History of Neglect,” we stated that “persistent
records management shortcomings” had been attributed to causes
that included “lack of commitment by top management, emphasis
on agency missions, and the low priority of records management.”
Almost 30 years later, the priority problem has remained remarkably
persistent.

For instance, a 2001 study prepared for NARA by SRA International,
Inc., on perceptions in the federal government with respect to
records management, concluded that recordkeeping and records

? These shared responsibilities are due in part to the origins of NARA. The 1984 National
Archives and Records Administration Act, Pub. L. No. 98-487, 98 Stat. 2280 (Oct. 19, 1984),
transferred the functions of GSA’s National Archives and Records Service to the newly
created NARA.

™ Seed4 U.S.C. § 3504.

Y See 44 U.8.C. § 3602

2 GAQ, Federal Records Management: A History of Neglect, PLRD-81-2 (Washington, D.C.:
Feb. 24, 1981).
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management in general receive low priority, as evidenced by lack of
staff or budget resources, absence of up-to-date policies and
procedures, lack of training, and lack of accountability.” This
assessment also concluded that although agencies were creating
and maintaining records appropriately, most electronic records
remained unscheduled, and records of historical value were not
being identified and provided to NARA for archiving.

In 2002, drawing on the 2001 study, we reported that the low priority
given to records management programs was a factor in program
weaknesses.” We noted that records management is generally
considered a “support” activity. Because support functions are
typically the most dispensable in agencies, resources for and focus
on these functions are often limited.

In 2008, we reported on weaknesses in federal e-mail management
at four agencies.” The four agencies reviewed generally managed e-
mail records through paper-based processes, rather than using
electronic recordkeeping. (A transition to electronic recordkeeping
was under way at one of the four agencies, and two had long-term
plans to use elecironic recordkeeping.) We attributed weaknesses in
agency e-mail management (such as senior officials not conforming
to regulations) to factors including insufficient training and
oversight regarding recordkeeping practices (as well as the
onerousness of handling large volumes of e-mail)—similar to the
effects of low priority described by SRA. Accordingly, we
recommended that agencies with weaknesses in oversight, policies,
and practices develop and apply oversight practices, such as
reviews and monitoring of records management training and
practices, that would be adequate to ensure that policies were

' SRA International, Inc., Report on Current Recordkeeping Practices within the Federal
Government (Dec. 10, 2001) (www.archives.gov/records-mgmt/fags/pdf/report-on-
recordkeeping-practices.pdf ). This document reports on both a recordkeeping study
performed by SRA International and a series of records system analyses performed by
NARA staff.

H“GAO, I fon M: Challe in Mz ing and Preserving Electronic
Records, GAO-02-586 (Washington, D.C.: June 17, 2002).

% GAQ, Federal Records: National Archives and Selected. ‘Agencies Need to Strengthen E-
Mail Management, GAO-08-742 (Washington, D.C.: June 13, 2008).
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effective and that staff were adequately trained and were
implementing policies appropriately.

Further evidence of the persistence of the priority issue was
provided in 2008, when NARA surveyed federal senior managers
about their perception of records management. According to the
survey, only 64 percent of managers saw records management as a
useful tool for mitigating risk.

In April 2010, NARA released a report on its first annual records
management self-assessment, which analyzed responses to a survey
sent in September 2009 to 245 federal cabinet-level agencies, agency
components, and independent agencies.” According to NARA, the
survey results showed that almost 80 percent of agencies were at
moderate to high risk of improper disposition of records.” For
exaraple, the survey found that not all agencies had appropriate
policies in place for handling e-raail, and that only a little over half
of the responding agencies had training in place for high-level
executives and political appointees on how to manage e-mail; this is
consistent with the finding in our 2008 report on e-mail practices
regarding insufficient training and oversight regarding
recordkeeping practices. NARA rated almost half of the responding
agencies (105 of 221) as high risk in the area of e-mail.

NARA's survey also indicated, among other things, that a large
proportion of agencies have not scheduled existing systems that
contain electronic records. In December 2005, NARA issued a
bulletin requiring agencies to have NARA-approved records
schedules for all records in existing electronic information systems
by September 30, 2009. 27 percent of agencies responding to NARA's

i 2, "

' NARA, Becords Mz Self-A 2009: An
Management Programs in the Federal Government (April 2010); 220 agencies responded,
for a response rate of 81 percent.

Y NARA assessed risk by calculating a weighted score based on agencies’ responses to the
34 survey questions. Scores above 90 of 100 possible points are consideved low risk, 60 to
89 are moderate risk, and below 80 are high risk. NARA also identified issues that impact
the reliability of the data including not covering the full universe of agencies, issues relating
to the roles of department vs. component-level records officers, and problems involving
some questions being unclear. NARA did not validate agencies’ self-reported results.
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September 2009 agency self-assessment survey indicated that fewer
than half of their electronic systems were scheduled. Such large
numbers of unscheduled systems are a problem for agencies
because their records cannot legally be disposed of, with the
consequences for increased cost and risk mentioned earlier.

NARA concluded that the varying levels of agency compliance with
its records management regulations and policies have implications
for the government’s effectiveness and efficiency in conducting its
business, protecting citizens’ rights, assuring government
accountability, and preserving our national history.

QOur Previous Reports Have Recommended Strengthening NARA's Oversight Approach

The Federal Records Act gave NARA responsibility for oversight of
agency records management programs by, among other functions,
making it responsible for conducting inspections or surveys of
agencies’ records and records management programs and practices;
conducting records management studies; and reporting the results
of these activities to the Congress and OMB.*

We have made recommendations to NARA in previous reports that
were aimed at improving NARA's insight into the state of federal
records management as a basis for determining where its attention
is most needed. In 1999, in reporting on the substantial challenge of
managing and preserving electronic records in an era of rapidly
changing technology,” we noted that NARA did not have
governmentwide data on the electronic records management
capabilities and programs of all federal agencies. Accordingly, we
recommended that NARA conduct a governmentwide survey of
these programs and use the information as input to its efforts to
reengineer its business processes. However, instead of doing a
governmentwide baseline assessment survey as we recommended,

% 1n particular, the reports are to include evaluations of responses by agencies to any
recommendations resulting from inspections or studies that NARA conducts and, to the
extent practicable, estimates of costs to the government if agencies do not implement such
recommendations.

' GAQ, National Archives: Preserving Electronic Records in an Era of Rapidly Changing
Technology, GGD-89-84 (Washington, D.C.: July 19, 1999).
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NARA planned to obtain information from a limited sample of
agencies, stating that it would evaluate the need for such a survey
later.”

In 2002, we reported that because NARA did not perform systematic
inspections of agency records management, it did not have
comprehensive information on implementation issues and areas
where guidance needed strengthening.® We noted that in 2000,
NARA had suspended agency evaluations (inspections) because it
considered that these reached only a few agencies, were often
perceived negatively, and resulted in a list of records management
problems that agencies then had to resolve on their own. However,
we concluded that the new approach that NARA initiated (targeted
assistance) did not provide systematic and comprehensive
information for assessing progress over time. (Only agencies
requesting assistance were evaluated, and the scope and focus of
the assistance were determined not by NARA but by the requesting
agency.) Accordingly, we recommended that it develop a strategy
for conducting systematic inspections of agency records
management programs to (1) periodically assess agency progress in
improving records management programs and (2) evaluate the
efficacy of NARA's governmentwide guidance.

In response to our recommendations, NARA devised a strategy for a
comprehensive approach to improving agency records management
that included inspections and identification of risks and priorities.
Subsequently, it also developed an implementation plan that
included undertaking agency inspections based on a risk-based
model, government studies, or media reports.®

2 1n 2001, as mentioned earlier, the NARA-sponsored SRA study was released
{www.archives.gov/records-mgmt/fags/pdfireport-on-recordkeeping-practices.pdf). This
document reports on both a recordkeeping study performed by SRA and a series of records
system analyses performned by NARA staff,

“GAO, I ion M: : Challe in ing and Preserving Electronic
Records, GAQ-02-586 (Washington, D.C.: June 17, 2002).

% GAO, Electronic Records Archives: The National Archives and Records Administration’s
Fiscal Year 2006 Expenditure Plan, GAO-06-906 (Washington, D.C.: Aug. 18, 2006).
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In 2008, we reported that under its oversight strategy, NARA had
performed or sponsored six records management studies in the
previous 5 years, but it had not conducted any inspections since
2000, because it used inspections only to address cases of the
highest risk, and no recent cases met its criteria.” In addition,
NARA’s reporting to the Congress and OMB did not consistently
provide evaluations of responses by federal agencies to its
recommendations, as required, or details on records management
problems or recommended practices that were discovered as a
result of inspections, studies, or targeted assistance projects.

Accordingly, we recommended that NARA develop and implement
an oversight approach that provides adequate assurance that
agencies are following NARA guidance, including both regular
assessments of agency records and records management programs
and reporting on these assessments. NARA agreed with our
recommendations and devised a strategy that included annual self-
assessment surveys, inspections, and reporting. It has now begun
implementing that strategy, having released the results of its first
governmentwide self-assessment survey, as mentioned earlier.

Managing Records in Electronic Form Presents Major Challenges

As we have previously reported,” electronic records pose major
management challenges: their volume, their complexity, and the
increasingly decentralized environment in which they are created. E-
mail epitomizes the challenge, as it is not only voluminous and
complex, but also ubiquitous.

o Huge volumes of electronic information are being created.

Electronic information is increasingly being created in volumes that
pose a significant technical challenge to our ability to organize it and

® GAO, Federal Records: National Archives and Sel d Agencies Need to hen E-
Mail Management, GAO-08-742 (Washington, D.C.: June 13, 2008).

2

GAO, I o M: - Ch in Managing and Preserving Electronic
/s, GAO-02-586 (Washi D.C.: June 17, 2002).
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make it accessible. An example of this growth is provided by the
difference between the digital records of the George W. Bush
administration and that of the Clinton administration: NARA has
reported that the Bush administration transferred 77 terabytes® of
data to the Archives on leaving office, which was about 35 times the
amount of data transferred by the Clinton administration. Another
example is the Department of Energy’s National Energy Research
Scientific Computing Center, which said that, as of January 2009, it
had over 3.9 petabytes of data (that is, about 4,000,000,000,000,000
bytes) in over 66 million files and that the volume of data in storage
doubles almost every year.”

Electronic records are complex.

Electronic records have evolved from simple text-based files to
complex digital objects that may contain embedded images (still and
moving), sounds, hyperlinks, or spreadsheets with computational
formulas. Some portions of electronic records, such as the content
of dynamic Web pages, are created on the fly from databases and
exist only during the viewing session. Others, such as e-mail, may
contain multiple attachments, and they may be threaded (that is,
related e-mail messages are linked into send-reply chains). They
may depend heavily on context. For example, to understand the
significance of an e-mail, we may need to know not only the identity
but the position in the agency of the sender and recipients. (Was it
sent by an executive or a low-level employee?) In addition, new
technologies, such as blogs, wikis, tweets, and social media,
continue to emerge, posing new challenges to records managers.

Identification and classification of electronic records are difficult in
a decentralized computing envirorument.

The challenge of managing electronic records significantly increases
with the decentralization of the computing environment. In the
centralized environment of a mainframe computer, it is

* A terabyte is about 1 trillion bytes, or 1000 gigabytes.

® We did not verify the specific nurabers, which are provided for illustrative purposes only.
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comparatively simple to identify, assess, and manage electronic
records. However, in the decentralized environment of agencies’
office automation systems, every user can create electronic files of
generally unstractured data that may be formal records and thus
should be managed. Documents can be created on individuals’
desktop computers and stored on local hard drives. E-mail can come
from outside the agency. In cases like these, the agency generally
depends on the individual to identify the document or the e-mail as a
record, and, through placing it in a recordkeeping system, associate
it with its appropriate schedule, make it searchable and retrievable,
and preserve it until it is due for disposal.

As we reported in 2008, e-mail is especially problematic. E-mail
embodies several major challenges to records management:

It is unstructured data, and it can be about anything, or about
several subjects in the same message, making it difficult to classify
by content.

There is a very large volume of it: one study estimates that a typical
corporate user sends or receives around 110 messages a day.®
Further, there may be many copies of the same e-mail, which can
increase storage requirements or require a means of determining
which copy to keep. Keeping large numbers of messages potentially
increases the time, effort, and expense needed to search for
information in response to a business need or an outside inquiry,
such as a Freedom of Information Act request.

It is complex: e-mail records may have multiple attachments in a
variety of formats, they may include formatting that is important for
meaning, and they include information about senders, recipients,
and time of sending. Recordkeeping systems must be able to capture
all this information and must maintain the association between the
e-mail and its attachment(s).

* GAQ, Federal Records: National Archives and Selected Agencies Need to Strengthen E-
Mail Management, GAO-08-742 (Washington, D.C.. June 13, 2008).

* The Radicati Group, Inc., Email Statistics Report, 2016 (Palo Alto, Calif.: April 2010).
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o Its relevance depends on context. It may be part of a message thread

that is necessary to understand its content, or it may discuss other
documents or issues that are not well identified. An e-mail that says
“I agree. Let’s do it” may be about a major decision or about going to
lanch next week.

It may not be obvious who is responsible for identifying an e-mail as
arecord and at what point. NARA regulations require that both
senders and recipients may be responsible for identifying records.
However, an e-mail may have multiple recipients and be forwarded
to still other recipients.

Agency Commitment Is a Prerequisite for Addressing the Electronic

Records Challenge

As NARA has pointed out, the decision to move to electronic
recordkeeping is inevitable, but as we and NARA have previously
reported, implementing such systems requires that agencies commit
the necessary resources for planning and implementation, including
establishing a sound records management program as a basis.
Further, automation will not, at least at the current state of the
technology, solve the “end user problem”—relying on individual
users to make sound record decisions. Nor will automation solve the
problem of lack of priority, which, as our previous work has shown,
is of long standing. However, several developments could lead to
increased senior-level attention to records management: NARA's use
of public ratings as a spur to agency management, growing
recognition of risks entailed in poor information and records
management, the requirements and emphasis of the recent Open
Government Directive, and the influence of congressional oversight.
Senior management commitment, if followed through with effective
irplementation, could improve the governmentwide management of
electronic and other records.

Electronic Recordkeeping Systeras Are Challenging to Implement and Will Not Yet Solve

the End User Problem

Moving to electronic recordkeeping is not a simple or easy process.
Agencies must balance the potential benefits against the costs of
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redesigning business processes and investing in technology. Our
previous work has shown that such investments, like any
information technology investment, require careful planning in the
context of the specific agency's circumstances, in addition to well-
managed implementation.

In 2007, a NARA study team examined the experiences of five
federal agencies (including itself) with electronic records
management applications, with a particular emphasis on how these
organizations used these applications to manage e-mail.”* Among the
major conclusions was that although the functionality of the
software product itself is important, other factors are also crucial,
such as agency culture and the quality of the records management
program in place. With regard to e-mail in particular, the survey
concluded that for some agencies, the volume of e-mail messages
created and received may be too overwhelming to be managed at
the desktop by thousands of employees across many sites using a
records management application alone. A follow-up study in 2008
added that although a records management application offers
cornpliant electronic recordkeeping, “it can be expensive to acquire,
time consuming to prepare for and implement, requires user
intervention to file records, and can be costly over the long haul for
data migration and system upgrades.” NARA found that in most
instances agencies had to work to overcome user resistance to using
the systen.

This user challenge has led records management experts to believe
that end users cannot be relied on to manage e-mail records, or
indeed any other types of records. A recent Gartner study concluded
that user-driven classification of records, especially e-mail, has
failed and will continue to fail;* a study by the Association for

® NARA, A Survey of Federal Agency Records Management Applications 2007 (Jan. 22,
2008).

" NARA, Continuing Study of Federal Agency Recordkeeping Technologies 2008
{Washington, D.C.: 2008).

* Gartner Research, How to Address the Federal Government's Records Management
Challenges, GO0165869 (Mar. 14, 2009).
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Information and Image Management (AIIMY* stated “it is simply not
plausible to expect all creators of records to perform accurate,
manual declaration and classification.” According to Gartner,
“What enterprises really need (and want) is a mechanism that
automatically classifies messages by records management type ...
without user intervention.”™ At the time of writing (August 2007),
Gartner described such technology as “in its infancy,” but expected
it to mature rapidly because of high demand.

This technology, automated records classification (sometimes called
“autocategorization”), might help address the user problem. (The Air
Force is currently working with autocategorization projects.”)
However, like other information fechnology, it requires resources
for setup and maintenance to be effective, and it is not simple to
implement.” Further, according to AIIM, autocategorization might
not work for an agency’s particular documents or file plan, and
might not be sufficiently accurate or cost effective.

Some proposals have been made to simplify the e-mail problem.
Gartner recommends treati