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CONTRACTING IN COMBAT ZONES: WHO ARE
OUR CONTRACTORS?

TUESDAY, JUNE 29, 2010

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY AND FOREIGN
AFFAIRS,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:05 a.m., in room
2154, Rayburn House Office Building, Hon. John F. Tierney (chair-
man of the subcommittee) presiding.

Present: Representatives Tierney, Lynch, Van Hollen, Welch,
Quigley, Chu, Flake, Duncan, and Luetkemeyer.

Staft present: Andy Wright, staff director; Talia Dubovi and Scott
Lindsay, counsels; LaToya King, GAO detailee; Boris Maguire,
clerk; Aaron Blacksberg, professional staff member; Brendon Olson
and Alexandra Mahler-Haug, interns; John Cuaderes, minority
deputy staff director; Jennifer Safavian, minority chief counsel for
oversight and investigations; Adam Fromm, minority chief clerk
and Member liaison; Seamus Kraft, minority director of new media
and press secretary; Justin LoFranco, minority press assistant and
clerk; Ashley Callen, minority counsel; and Christopher Bright, mi-
nority senior professional staff member.

Mr. TIERNEY. A quorum being present, the Subcommittee on Na-
tional Security and Foreign Affairs hearing entitled, “Contracting
indCombat Zones: Who Are Our Subcontractors?” will come to
order.

I ask unanimous consent that only the chairman and the ranking
member of the subcommittee be allowed the make opening state-
ments.

Without objection, so ordered.

I ask unanimous consent that the hearing record be kept open
for 5 business days so that all members of the subcommittee may
be allowed to submit a written statement for the record.

Without objection, so ordered.

Good morning. And my apologies for being a bit late. I have to
say, it is seldom that Mr. Flake is here before I am. So we know
that it certainly was not intended, but I appreciate Jeff for being
here and all of you for showing up today and giving us your consid-
erable expertise.

I sadly report that I understand we are going to have votes at
about 10:30, so that there will be an interruption. And we will try
to make it as brief a one as possible and get back here.

o))
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Today, we are continuing our oversight on the U.S. Government
contracting in our conflicts overseas. We are going to ask the im-
portant questions: Who is getting U.S. taxpayer money? And how
are they using those funds once they get it?

Last week, this subcommittee held a hearing that examined the
results of a 6-month examination into the Host Nation Trucking
contract in Afghanistan. That investigation uncovered distressing
details of how U.S. taxpayer money is funding warlordism and cor-
ruption in Afghanistan and how the contractors are undermining
U.S. counterinsurgency strategy.

Equally troubling is the finding that the U.S. officials charged
with overseeing this contract had no visibility into the actual oper-
ations of the contractors and subcontractors. In most cases, officials
did not know who the subcontractors were, let alone who they em-
ployed, how they functioned, and where they spent their money.

To give one example, seven of the eight prime contractors in the
Host Nation Trucking contract employ, either directly or indirectly,
a man by the name of Commander Ruhullah. And he provides se-
curity for the supply convoys. Commander Ruhullah claims to
spend $1V2 million per month on ammunition and has reportedly
attacked convoys that do not use his security services. Still, no U.S.
military officials have ever met with Commander Ruhullah. And,
despite the fact that he receives millions of dollars of taxpayer
money, there have been no attempts to enforce the U.S. laws that
govern his U.S.-funded contractual relationship. With $2.16 billion
of taxpayer funds at stake, it is unconscionable that the military
does not have tighter control over Host Nation Trucking sub-
contractors.

But the Host Nation Trucking contract is not the only problem.
This week’s Economist reports that 570 NATO contracts worth mil-
lions of dollars were issued in southern Afghanistan but nobody is
quite sure to whom. In January, the Special Inspector General for
Iraq Reconstruction, one of our witnesses here today, issued a re-
port about a State Department contract with DynCorp which noted
that, “Over $2.5 billion in U.S. funds were vulnerable to waste and
fraud.”

In May, the Inspector General for the U.S. Agency for Inter-
national Development issued an audit of its private security con-
tractors in Afghanistan which highlighted significant problems
with USAID contracts. It found that USAID does not have, “rea-
sonable assurance that private security contractors are reporting
all serious security incidents, are suitably qualified, and are au-
thorized to operate in Afghanistan.”

Audits from the Department of State, USAID, and others have
found problems with subcontractor management in areas as diverse
as embassy construction, fuel delivery, and educational outreach
programs. The Government Accountability Office, another of our
witnesses here today, has reported that the agencies are not even
able to accurately report the number of contractor and subcontrac-
tor personnel working on U.S. contracts.

And just yesterday, the Wall Street Journal reported that over
$3 billion in cash has been flown out of Afghanistan in the last 3
years. That is $3 billion of cash on a plane flying out Afghanistan.



3

Officials believe that at least some of that money has been
skimmed from U.S. contracts and aid projects.

The conflicts in Iraq and Afghanistan have dramatically changed
the way the U.S. wages war. With more contractors than combat
troops currently in both countries, the role that these civilians play
has become increasingly important. The changing role of contrac-
tors have challenged the agencies that employ them. Thus far, the
agencies have not risen to meet those challenges.

Over the last several years, Congress has tried to impose greater
control over contingency contractors and subcontractors, including
private security companies. The last three Defense Authorization
Acts included provisions aimed to strengthen oversight mecha-
nisms and mandate more stringent controls over all of the contrac-
tors and subcontractors working on U.S. contracts. These new regu-
lations apparently have not been sufficient.

We are here today, however, not to criticize what has or has not
been done so far. We want to work in the spirit of constructive
oversight. So today we are asking what can be done to keep from
these significant problems from reoccurring.

We have invited a panel of witnesses with considerable expertise
and experience in the area of contingency contracting. It is my
hope that today we can discuss what more Congress, the agencies,
and others can do to increase visibility, oversight, and accountabil-
ity over the contractors and subcontractors who are now crucial to
the success of our missions in Iraq and Afghanistan.

As we learned from the Host Nation Trucking investigation, the
actions of the subcontractors on that contract may be undermining
our entire strategy in the region. With so much at stake, it is time
to dig in and find solutions. I look forward to continuing that con-
versation today.

And, with that, I would like to recognize Mr. Flake for his open-
ing statement.

Mr. FLAKE. I thank the chairman for holding this hearing and
thank the witnesses for coming.

As the chairman said, given the report that was issued just a
couple of weeks ago and the hearing held last week, this is a very
important hearing. There is enough water under the bridge, we
have enough time with Iraq and Afghanistan, with these contracts
in place, to have some kind of history that we can look to and to
see what we are doing wrong and what we can do better.

So I look forward to the testimony.

Mr. TiERNEY. Well, thank you.

And, with that, we will introduce the witnesses for today’s hear-
ing. And I will introduce each of you here now, and then we will
start again with Mr. Solis at the end of the introductions.

Mr. William Solis is Director of the Defense Capabilities and
Management Team at the U.S. Government Accountability Office,
where he is responsible for a wide range of program audits and
evaluations in the area of defense logistics and warfighter support.
Throughout his career at GAO, Mr. Solis’s audit engagements have
included work on military readiness and training, weapons system
effectiveness, housing, and military doctrine. He has received nu-
merous GAO awards, including the GAO Distinguished Service
Award in 2008.
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Ms. Mary Ugone is the Deputy Inspector General for Auditing in
the Department of Defense Office of the Inspector General. Ms.
Ugone is a certified public accountant with more than 29 years of
accounting experience, the last 26 of which have been with the In-
spector General. Ms. Ugone was also chair of the Federal Audit Ex-
ecutive Council from 2007 to 2009 and publicly was recognized by
the President of the United States as the 2007 recipient of the
Prestigious Meritorious Executive Presidential Rank Award. This
award is one of the highest in the Federal Government service. She
is also a recipient of the Inspector General Distinguished Service
Award and the Secretary of Defense Exceptional Civilian Service
Award and a member of the Association of Government Account-
ants and a graduate of the Federal Executive Institute.

And now that I have said your name three times, have I said it
properly?

Ms. UGONE. Yes.

Mr. TIERNEY. Thank you. Appreciate that.

Mr. Stuart Bowen, Jr., is the Special Inspector General for Iraq
Reconstruction. He previously served as the Inspector General for
the Coalition Provisional Authority. Mr. Bowen’s mission includes
ensuring effective oversight of the $52 billion appropriated for the
reconstruction of Iraq. Under the previous administration, Mr.
Bowen served as the Deputy Assistant to the President, the Deputy
Staff Secretary, and the Special Assistant to the President and As-
sociate Counsel. Prior to his White House tenure, Mr. Bowen was
a partner at the law firm of Patton Boggs LLP. He also spent 4
years on active duty as an intelligence officer in the U.S. Air Force,
achieving the rank of Captain. He holds a BA from the University
of the South and received a JD from St. Mary’s Law School.

We welcome you back, sir. You have been with us before.

Mr. Richard Fontaine is a senior fellow at the Center for a New
American Security. He previously served as foreign policy advisor
to Senator John McCain for more than 5 years. During his tenure
with Senator McCain, Mr. Fontaine worked on numerous pieces of
important foreign policy legislation, such as the 9/11 Commission
Report Implementation Act. He also served as Associate Director
for Near Eastern Affairs at the National Security Council from
2003 to 2004 and as a policy analyst in that same council’s Asian
Affairs Directorate. Prior to that, Mr. Fontaine worked in the office
of former Deputy Secretary of State Richard Armitage and in the
State Department’s South Asia Bureau. Mr. Fontaine holds a BA
from Tulane University and an MA in international affairs from
the Johns Hopkins School of Advanced International Studies.

I want to thank all of you for being our witnesses here today and
for taking time out of your schedules.

It looks like I will swear you in and we will go down and vote.
Maybe we will get one or two statements in before we head off, if
we could.

But it is the practice of this committee to swear our witnesses
in, so if you would please rise and raise your right hands.

[Witnesses sworn.]

Mr. TiERNEY. The record will please reflect that all of the wit-
nesses answered in the affirmative.
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As Mr. Bowen knows and I think the others also probably know,
your full statement is going to be entered into the record, by con-
sent of the committee members. So we ask that you try to synop-
size your remarks down to about 5 minutes so that we will have
some time for questions and answers after that.

So, Mr. Solis, please, if you would.

STATEMENTS OF WILLIAM SOLIS, DIRECTOR, DEFENSE CAPA-
BILITIES AND MANAGEMENT, GOVERNMENT ACCOUNTABIL-
ITY OFFICE; MARY UGONE, DEPUTY INSPECTOR GENERAL
FOR AUDITING, DEPARTMENT OF DEFENSE INSPECTOR
GENERAL; STUART BOWEN, JR., SPECIAL INSPECTOR GEN-
ERAL FOR IRAQ RECONSTRUCTION; AND RICHARD
FONTAINE, SENIOR FELLOW, CENTER FOR A NEW AMER-
ICAN SECURITY

STATEMENT OF WILLIAM SOLIS

Mr. Soris. Chairman Tierney, Ranking Member Flake, members
of the subcommittee, I appreciate the opportunity to be here to dis-
cuss a number of issues related to DOD’s use of contractors to sup-
port U.S. forces and contingency operations.

The report the subcommittee issued and the hearing held last
week focused on a number of oversight challenges related to the
Host Nation Trucking contract, an important logistics contract pro-
viding support to U.S. forces. The oversight issues associated with
this contract highlight many of the longstanding challenges that
our reports have addressed in the past.

My statement today will focus on some of the challenges the De-
partment continues to face when it uses contractors in contin-
gencies like Afghanistan. I will also discuss two steps the Depart-
ment needs to take to address these challenges in future oper-
ations, to include the need for DOD to systematically evaluate its
reliance on contractors and institutionally plan for their use.

As you know, DOD relies greatly on contractors to support its
current operations. Currently, there are about 95,000 contractors in
Iraq supporting about 90,000 troops and over 112,000 contract per-
sonnel in Afghanistan supporting 94,000 troops. In addition, GAO
reported that DOD had more than 30,000 contracts in place during
fiscal year 2008 and for the first 6 months of 2009 to support oper-
ations in Afghanistan. DOD officials have stated that the Depart-
ment is likely to continue to rely on contractors to support future
contingencies.

Based on our ongoing audit work in Iraq and Afghanistan, DOD
continues to face a number of challenges to fully integrate oper-
ational contract support within the Department, to include: finaliz-
ing joint guidance for operational contract support, as required by
Congress; identifying and planning for the use of contractors in
support of ongoing operations and in DOD’s plans for future contin-
gencies; providing an adequate number of personnel to conduct
oversight and management of contractors; training of non-acquisi-
tion personnel, such as unit commanders and contracting officer
representatives, on how to work effectively with contractors in con-
tingency operations; and, last, ensuring that local and host-country
nationals have been properly screened and badged.
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Since the mid-’90’s, we have made numerous recommendations
aimed at addressing each of these challenges. While DOD has
taken some actions in response to our recommendations, it has
been slow to implement others. For example, DOD continues to
face challenges in identifying a plan for operations for contract sup-
port for ongoing operations.

Recently, officials from several battalions who had just returned
from Afghanistan told us that, when they arrived at their locations
that were intended to be their combat outpost, that they lacked
housing, heating, laundry facilities, showers, and food services. Ad-
ditionally, because these units were unaware that they would have
the responsibility for obtaining these prior to deploying, they did
not plan for and allocate adequate personnel to handle the exten-
sive contract management and oversight duties associated with
building and maintaining their combat outpost. As a result, these
units had to assign military personnel away from their primary
missions in order to handle these contract management duties.

Failure to identify and plan for contractor support goes well be-
yond Iraq and Afghanistan. As we reported earlier this year, the
Department has also made limited progress in including the roles
of contractors in operational plans for future contingencies. For ex-
ample, DOD guidance calls for the inclusion of operational contract
support annex in some operation plans. However, of the 89 plans
that required such annexes, we found only four plans where these
annexes had been approved, and the annexes had been drafted for
an additional 30 plans.

As a result, DOD continues to risk, one, not understanding the
extent to which the Department will rely on contractors to support
combat operations and, two, being unprepared to provide manage-
ment and oversight of these contractor personnel because they have
not been included in the planning process.

Let me just say quickly, DOD has taken some steps to institu-
tionalize contract support, such as establishing a focal point. And,
in addition, they have issued a variety of contractor guidance.

Let me just close and say that, in looking toward the future,
what is needed is a cultural change across DOD that emphasizes
the importance of operational contract support throughout all as-
pects of the Department, including planning, training, and person-
nel requirements. Only when DOD has established its future vision
for the use and role of contractors supporting deployed forces and
fully institutionalizes the concepts of operational contract support
can it effectively address its long-term capability to oversee and
manage those contractors.

It is important that this change occur quickly while current oper-
ations keep a significant amount of attention focused on the use
and role of contractors and the political will exists to effect such
a change within DOD. A failure to do so will likely result in the
Department continuing to confront the challenges it faces today in
future contingencies.

This concludes my statement. I will be happy to answer any
questions.

[The prepared statement of Mr. Solis follows:]
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WARFIGHTER SUPPORT

Cuitural Change Needed to Improve How DOD Plans
for and Manages Operational Contract Support

What GAC Found

In response to congressional direction and GAO recommendations, DOD has
taken some actions to address challenges in overseeing and managing
contractors in ongoing operations. However, DOD still faces challenges that
stem from the department’s failure to fully integrate operational contract
support within DOD, including planning for the use of contractors, (raining
military personnel on the use of contractor support, accurately tracking
contractor use, and establishing measures to ensure that contractors are
accountable. A cultural change in DOD that emphasizes an awareness of
operational contract support throughout all aspects of the department,
including planning, fraining, and personnel requirements, would help the
department address these challenges in ongoing and future operations.

Developing guidance. DOD has issued some guidance to assist in planning
{or and conducting and ing operational contract support, but it has yet
to finalize joint policies required by Cong in the National Defense
Authorization Acts for Fiscal Years 2007 and 2008,

Planning for operations, DOD has not fully planned for the use of
contractors in support of ongoing operations in Irag and Afghanistan,
although sowe efforts are under way at the individual unit level. In addition,
while the department has started to Integrate operational confract support
into plans for future operations, it has not made significant prog

Tracking contractor personnel. DOD has developed a system to track
contractor personnet deploved with ULS, forces, but the data collected by the
system are unreliable.

Providing oversight personnel. DOD continues to face challeng
ensuring that it has an adeguate number of personnel to provide oversight and
management of contracts. DOD has acknowledged shortages of persornel and
has made some efforts to address them, but these efforts are in the early
stages of implemeniation.

Training non-acguisition personnel. DOD continues to be challenged in
ensuring that nonacguisition personnel, such as unit comumanders, have been
trained on how to work effectively with contractors in contingency
operations, a resull, officials from seve s ihat recently redeployed
from Afghanistan indicated that a lack of knowledge of contracting resulied in
shortfalls in critical oversight areas.

Sereening contractor personnel. While a significant number of contractor
personnel supporting DOD are local or third-country national personnel, DOD
has yet to develop a departmentwide policy for ening then.

nited Siates Government Accountabiiity Office




Mr. Chairman and Members of the Subcomunittee:

I am pleased to be here today to discuss the challenges the Department of
Defense (DOD) faces in institutionalizing operational confract support
throughout the department. The institutionalization of operational
contract support includes planning for the use of contractors, training of
military personnel on the use of contractor support, accurately tracking
contractor use, and establishing measures to ensure that contractors are
accountable. For decades, DOD has relied on contractors to support
contingency operations and has long considered them a part of the total
force. For example, in its 2006 Quadrennial Defense Review the
department reiterated that contractors were part of a total force that
includes active and reserve military components, civilians and contractors.
Additionally, in 2008 the Deputy Under Secretary of Defense for Logistics
and Materiel Readiness testified that the structure of the U.S. military had
been adapted to an environment in which confractors were an important
part of the force, Further, an Army commission chaired by Dr. Jacques
Gansler acknowledged that contractors were a significant part of the
military’s total foree.!

While DOD joint guidance recognizes contractors as part of its total
workforce, we have previously reported that DOD has not yet developed a
strategy for determining the appropriate mix of contractor and
goverrunent personnel.® In addition, we recently testified that several long-
standing challenges have hindered DOD’s ability to manage and oversee
contractors at deployed locations. * For example, DOD has not followed
long-standing planning guidance, ensured that there Is an adequate
munber of contract oversight and managerment personnel, and
comprehensively trained non-acquisition personnel, such as military
commanders. Since 1992, we have designated DOD contract management
as a high-risk area, in part due to concerns over the adequacy of the
departrent’s acquisition and contract oversight workforce.” As we have

! Report of the G ission on drmy Acquisition and % Manay in
Expeditionary Operations (Washington, D.C. September 2007},

* GAQ, Contingency Condr
Supporting
{Washington, TLC; April 12, 2010).

s Needed in Management of Contry

0
Contract and Grand Administration in Fraq end Afghanisten, GAO-1

T GAO, Wasfighier Support: Continued Actions
Institutionalize Contracior Support in Continge
{Washington, D.C.: Max. 17, 2010).

Veeded by DOD to Improve and
g Operalions, GAO-LGS5LT

* GAO, High-Risk Series: An Update, GAQ-D0-271 (Washington, D.C.: January 22, 2009).

Page 1 GAO-10-828T
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previously testified, many of the long-standing problems we have
identified regarding managing and overseeing condractor support to
deployved forces stem from DOD's refuctance to plan for contractors as an
integral part of the total force.” We have also testified that DOD's long-
standing problems In managing and overseeing contractors at deployed
Iopcations make it dificult for the department to ensure that it is getting the
services it needs on time and at a fair and reasonable price. We have found
numerous instances where poor oversight and management of contractors
have led {o negative monetary and operational outcomes. As a result, since
the advent of our work on contractor support to deployed forces in 1987.°
we have made numerous recommendations to improve DOD’s
management of contractors in deployed locations. While DOD has taken
some actions to address these challenges, it has not addressed all of them,
as I will discuss in further detail.

My statement foday will focus on the extent to which DOD has
institutionali operational contract support. My staterment is based on
recently published reports and testimonies that examined planning for
operational contract support and the department’s efforts 1o manage and
oversee contractors in Irag and Afghanistan as well as our ongoing work
involving operational contract support related Issues in frag and
Afghanistan. Our work was conducted in accordance with generally
accepted government anditing standards.”

&

Background

The U8, military has long used coniractors to provide suppli
services to deployed U.S. forces. However, the scale of contractor support
DOD relies on today has increased considerably from what DOD relied on
curing previous military operations. In Iraq and Afghanistan contractor
personnel now outnumber deployed troops. For example, according to
DOD, as of March 2010, there were more than 55,000 DOD contractor

3 af Contraniors
Jan, 84, 2008).

&

GRAQ, Conting 'y Ope
Angmentation Program, (1

4]
shington,

ob. L1, 196

by aces 1 government auditing standards require that we plan and perform the
sbtain sulficlent, appropri enee to provide a reasovable basis for our
findings and conclusions based on our audit ohjectives. We beliove that the evidence
obtained provides a reasonable basis for our fndings and conclusions based on our audit
object

Page 2 GAD-10-8207
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personnel operating in Iraq and more than 112,000 DOD contractor
personnel operating in Afghanistan. While the number of troops fluctuates
based on the drawdown in Iraq and the troop increase in Afghanistan, as
of June 2010 there were approximately 88,000 troops in Irag and DOD
estimates that the number of troops in Afghanistan will increase to 93,000
by the end of fiscal year 2010. DOD anticipates that the number of
contractor personnel will grow in Afghanistan as the department increases
its troop presence in that country. However, these numbers do not reflect
the thousands of contractor personnel located in Kuwait and elsewhere
who support operations in Iraq and Afghanistan. By way of contrast, an
estirnated 8,200 contractor personnel supported military operations in the
1991 Gulf War.

Furthermore, the composition of the contractor workforce in Irag and
Afghanistan differs. For exanmple, in Irag the majority of contractor
personnel are 1.8, citizens or third-country nationals (82 percent),
whereas in Afghanistan the majority of coniractor personnel are local
Afghan nationals (70 percent). The difference becomes even more
apparent when looking at the subset of private security contractor
personnel who perform personal security, convoy security, and static
security missions. In Iraq, 90 percent of private security contractors are
V.S, citizens or third-country nationals, whereas in Afghanistan 83 percent
of private security contractors are Afghans. Today, contractors located
throughout the Middle East and Southwest Asia provide U.S. forces with
such services as linguist support, equipment maintenance, and support for
base operations and security. Contractors are an integral part of DOD’s
operations, and DOD officials have stated that without a significant
increase in the department’s civilian and military workforce, DOD is likely
to continue to rely on contractors both in the United States and overseas
in support of future deployments. .

DOD defines operational contract support as the process of planning for
and obtaining supplies, services, and construction from commercial

sources in support of joint operations along with the associated contractor
management functions. According to DOD joint guidance, successful
operational contract support is the ability to orchestrate and synchronize
the provision of integrated contracted support and management of
contractor personnel providing that support to the joint force in a
designated operational area.

Page 3 GAO-10-829T
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DOD Has Taken Some
Steps to
Institutionalize
Operational Contract
Support, though
Challenges Remain

In response to congressional direction and GAO recommendations, DOD
has taken some actions to institutionalize operational contract support,
such as establishing a focal point to lead the department’s effort to
improve contingency contractor management and oversight at deployed
locations, issuing new guidance, and beginning to assess its reliance on
contractors. However, DOD still faces challenges in eight aveas related to
operational contract support.

(1) Developing guidonce. DOD has yet to finalize joint policies
required by Congress in the National Defense Authorization Acts
2007 and 2008.°

(&) Plasening for contractors in ongoing operations. The
departoent has not fully planned for the use of contractors in
support of ongoing operations in frag and Afghanistan, although
me efforts are underway at the individual unit level.

() Plenning for condracio wiure operations. DOD needs to
take additional actions to improve s planning for operational
contract support in future operations, For example, while DOD has
started to institutionalize operational contract support inde
combatant commands’ operation plans, i has not vet made
significant progress.

whing contracior personnel, While DOD has developed a
e to collect data on coniractors deployed with US. forces,
our reviews of this database have highlighted significant
shorteoraings in its implementation in Iraq and Afghanistan.

€

(8) Providing oversight personnel. DOD continues to face
challenges in providing an adequate number of personnel to
oversee and manage contractors in contingency operations, such
as Irag and Afghanistan.

(6) Training non-geguisition personnel. DOD faces challenges in
ensuring that non-acquisition personnel, such as unit commande

et National Defense Autho
06} (codifted at 10 US.CL §
38, Pub, L. Neo. 110-181,

tion Act for Fiscal Year 2007, Pub. L. No. 108364,
onal Defense Authorization Act for ¥

Paged GAD-R-B20T
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have been trained on how to work effectively with contractors in
contingency operations.

(7) Screening eontractor personnel. DOD has yet to develop a
departmentwide policy for screening the significant nuwmber of
{ocal and third-country national contractor personnel who support

deployed U.8. forces.

(8) Capturing lessons learned. DOD has not implemented previous
GAO recommendations to develop a departmentwide lessons
fearned program to capture the department’s institutional
knowledge regarding all forms of contractor support to deployed
forces in order to facilitate a more effective working relationship
between contractors and the military.

Given the contractorrelated challenges DOD continues to face, a cultural
change is necessary to integrate operational contract support throughout
the department. Without such a change, DOD is likely to continue to face
these challenges in ongoing and future contingency operations.

Some Departmentwide
Steps Taken to
Institutionalize
Operational Contract
Support

In October 2006, the Deputy Under Secretary of Defense for Logistics and
Materiel Readiness established the Office of the Assistant Deputy Under
Secretary of Defense (Program Support) to act as a focal point for leading
DOD's efforts to improve contingency contractor management and

ght at deployed locations. Among the office’s accomplishments is
the establishment of 2 community of practice for operational contract
support comprising of subject matter experts from the Office of the
of Defense, the Joint Staff, and the services, In March 2010 the
ed an Operational Contract Support Concept of Operations, and
it has provided the geographic combatant commanders with operational
contract support planners st them in meeting contract planning
requirements.

To provide additional a
the Army introduced s
contras

istance to deployed forces, the department and
>ral handbooks and other guidance to improve
iing and contract managewent in deployed locations. For example:

e In 2007 the department introduced the Joint Contingency Contracting
Handbook, Contingency Contracting: A Joint Hundbook for the 21st
Cendwry, which provides tools, templates, and training that enable a
contingency contracting officer to be effective in any contracting

Page 5 GAO-10-8207
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environment. The handbook is currently being updated and the
departtnent expects the revised edition to be issued in July 2010.

*  In 2008 the Army issued the Deployed Contracting Off
Representative Handbook. This handbook provides ¢ tools and
knowledge to use in conjunction with formal contracting officer’s
represetitative (COR) training and was designed to address the
realities that CORs face when operating outside the United States ina
contingency operation.

«  Additionally, in October 2008, the department issued Joint Publication
4-10, Operational Contract Support, which establishes doctrine and
provides standardized guidance for, and information on, planning,
conducting, and assessing operational contract support integration,
contractor management functions, and contracting command and
control organizational options in support of joint operations.”

Finally, in 2008, the Joint Staff (J4, Logistics), at the direction of the
Chairman of the Joint Chiefs of Staff, undertook a study to determine how
much the department relied on contractors in Iraq. The intent of the study
s to (1) better understand contracted capabilities in Iraq, to determine
areas of high reliance or dependence; (2) determine where the department
is most reliant, and in some cases dependent, on contractor support; and
(3} guide the development of future contingency planning and force
development. The Joint Staff’s initial findings suggest that in Iraq the
department was highly dependent on contractors in four of the nine joint
~apability areas, inchading Logistics.™ For example, the study showed that
in the third quarter of fiscal year 2008, over 150,000 contractors were
providing logistical support, while slightly more than 31,000 military
personnel were providing similar support. Having determined the level of
dependency and reliance on contractors in Iragq, the Joint Staff plans to
examine ways to improve operational contract support planning, including
the development of tools, rules, and refinements to the existing planning

Process.

v does not pertain to contracting support of routine,

recurring (Le., noncontingency) DOD operations.

cgy development, investment decision making, capability
portfolio management, and capabilities-based force development and operational planning.
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In addition, in July 2009, DOD provided Congress with a report containing
an inventory of contracts for al year 2008, including but not limited to
service contracts supporting contingency operations.” According to Army
officials, the Army is using information derived from this effort to help
inform discussions on the appropriate mix of DOD civilian, military and
contractor personnel in future contingency operations. However, DOD has
acknowledged and we have reported limitations assoclated with the
methodologies used to develop this initial inventory.”

Operational Contract
Support Guidance Has Not
Been Finalized

DOD has developed some policies and guidance as described above, but
has not finalized other key operational contract support guidance directed
by Congress. In 2006, Congress amended title 10 of the United States Code
by adding section 2333, which directed the Secretary of Defense, in
consuliation with the Chairman of the Joint Chiefs of Staff, to develop
Jjoint policies by April 2008 for requirements definition, contingency
program management, and contingency contracting during combat and
postecontlict operations.® In January 2008, the National Defense
Authorization Act for Fiseal Year 2008 amended section 2333 by adding a
new subsection directing that these joint policies also provide for training
of military personnel outside the acquisition workforce who are expected
to have acquisition responsibility, including oversight duties associated
with contracts or contractors, during combat operations, posteonflict
operations, and contingency operations.™ In 2008 we reported that DOD
was developing an Expeditionary Contracting Policy to address the

y of the

for or on behalf of DOD during the
ies are {0 contain a number of different elements for

s listed, including information on the functions and missions performed

ontractor, the funding source for the contract, and the number of fulltime

contractor employees or its equivalent working under the contract.

¥ GAQ, Defense Acquisitions: Observations on the Depariment of Defense Service
Contraet Inventories for Fiscal Fear 2008, GAO-10-350R (Washington, DG, January 20,
2010).

shn Warner National Defens
2006) (codified at 10

1 Year 2007, Pub. L. No. 109

Authori

fon Act for Fi
o )

0. 110-181, § 849
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requirement to develop a joint policy on contingency contracting.” In
addition, we reparted that DOD was revising the October 2005 version of
DOD Instruction 3020.41, Contractor Personnel Authorized to Accompany
the U.S. Armed Forces, to strengthen the department’s joint policies and
guidance on requirements definition; program management, including the
oversight of contractor personnel supporting a contingency operation; and
fraining. As of June 2010, the department has yet to issue either of these
documents, According to the £ stant Deputy Under Secretary of Defense
(Program Support), the revisions to DOD Instruction 3020.41 have heen
held up in the review process. Further, the departiment has determined
that it will not issue the Expeditionary Coniracting Policy because the
practitioners do not believe a joint poticy is neces

Identifying and Planning
for Operational Contract
Support Requirements in
Current Operations

DOD guidance highlights the need to plan for operational contract support
early in an operation’s planning process, in part because of the challenges
associated with using contractors In contingencies. These challenges
include overseeing and managing contractors in contingency operations,
However, in previous reports and testimonies we have noted that DOD has
not followed long-standing guidance on planning for operational contract
support. Gur work continues to show that DOD has not fully planned for
the use of contractors in support of ongoing contingency operations in
Irag and Afghanistan, although some efforts are under way at the
incividual unit level

On December 1, 2008, the President announced that an additional 30,000
U5, troops would be sent to Afghanistan to assist in the ongolng
operations there, and the Congressional Research Service has estimated
that from 26,000 to 56,000 additional contractors may be needed to
support the additional troops. Despite the additional contractors who will
be needed to support the troop increase, U.5. For R
" with the exception of planning for the increa
Civil Augmentation Program (LOGCAP),

s use of the Armay's
was engaged in very

» DOD Develope:
stative Regy

ot Met Al L

08)

5 the headquarters for
in October 2008,

forces operating in Afghanistan and was

s and base and life support services in contingency
environments and provides the majority of base and life support services to . forces in
Teag and Afghan
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little planning for contractors. We did, however, identify several individual
unit efforts to plan for contracfors.

For example, we found some planning being done by U.S. military officials
at Regional Command-East. According to planners from Regional
Command-East, the command had identified the types of units that are
being deployed to its operational area of Afgharistan and was
coordinating with similar units already in Afghanistan to determine what
types of contract support the units relied on. Furthermore, according to
operational contract support personnel associated with a Marine
Expeditionary Force getting ready to deploy to Afghanistan, the staff
offices within the Marine Expeditionary Force headquarters organization
were directed to identify force structure gaps that could be filled by
contractors prior to deployment and begin contracting for those services.
For exaniple, one section responsible for civil affairs identified the need to
supplement its staff with contractors possessing engineering expertise
because the needed engineers were not available from the Navy.

Additionally, in April 2010 we reported that while U.8. Forces-Iraq
(USFI)™ had taken steps to identify all the LOGCAP support it needed for
the drawdown, it had not identified the other contracted support it may
need to support the drawdown. ™ We reported that according to DOD joint
guidance and Army regulations, personne! who plan, support, and execute
military operations must also determine the contracted support needed to
accoraplish their missions. Such personnel include combat force
commanders, base commanders, and logis personnel. In particular,
these personnel are responsible for determining the best approach to
aceomplish thed guned tasks and—if the approach includes
contractors—rlor identifying the types and levels of contracted support
needed. As we reported in April 2010, Muiti-National Force-Irag's (MNF-I)
May 2009 drawdown plan delegated the responsibility for determining
contract stpport requirements to contracting agencies, such as the Joint
Contracting Command-Irag/Afghanistan, rather than to operational
personnel. However, Joint Contracting Command-Irag/Afghanistan

¥ MINFAT and its subordinate headguarters merged into a single headquarters, USFLL in
Jamuary 2010, Documents obtained and discussions held prior to Janwary 2010 will be
attributed to MNF- or one of its subordinate conunands as appropri Discussions held
and documents obtal 2010 will be attributed to 1

Operation fragi Freedom
Forces and Equipment,

Fioient Drawdown
April 19, 2010).
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officials told us that they could not determine the theaterwide levels of
contracted services required, or plan for reductions based on those needs,
because they lack sufficient, relevant information on future requirements
for contracted services—information that should have been provided by
operational personnel. For example, according to MNF- documentation,
during an October 2000 meeting between operational personnel and
contracting officials, MNF reiterated that the levels of contracted service
ultimately needed in Irag during the drawdown were unknown. This is
consistent with an overarching weakness identified by a Joint Staff task
force, which noted Himited, if any, visibility of contractor support and
plans and a lack of requirements definition. As a result, rather than relying
on information based on operationally driven requirements for contracted
services, MNF-I planned for, and USF- is subsequently tracking, the
reduction of contracted support in Iraq by using historical ratios of
contractor personnel to servicemembers in Trag. Such ratios may not
accurately reflect the levels of contracted support needed during the
drawdown.

In our April 2010 report we recommended, among other things, that DOD
direct the appropriate authorities to ensure that joint doctrine regarding
operational planning for contract support is followed and that operational
personnel identify contract support requirements in a timely manner to
avoid potential waste and abuse and facilitate the continuity of services,
DOD concurred with this recoramendation and noted that it recognized
that tmprovements could be made to DOD's planning for contractor
support and stated that the Joint Staff is working to improve strategic
guidance, processes, and tools available to plan for contracted support
through the Chalrman’s Operational Contract Support Task Force. DOD
also commented that it recognized the need for better synchronization
between operational needs and contractor activities and, to that end, U.S.
Central Command has taken steps to increase visibility and
synchronization of operational contract support through initiatives such
creating the Joint Theater Suppott Contracting Command, instituting a
Joint Contracting Support Board, and collaborating with the Joint Staff to
improve guidance, Also, in our April report, we recommended that DOD
direct the appropriate authorities to conduct an analysis of the benefits,
and risks of transitioning from LOGCAP I to LOGCAP IV and other
service contracts in Iraq under current withdrawal timelines to determine
the most efficient and effective means for providing essential services
during the drawdown. DOD concurred with this recommendation and as
of May of this year, has canceled the transition from LOGCAP Hl to
LOGCAP 1V for base life support in Iraq due partly to concerns about the
interruption of essential services. The decision to continue LOGCAP I

&
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rather than transition to LOGCAP 1V for base life support services was
based on three main factors: input from military commanders in Irag, the
projected cost of the transition, and contractor performance. Coramanders
in Irag had raised concerns that a transition from LOGCAP I {o LOGCAP
IV would strain logistics and transportation assets in Irag at the same time
that a massive withdrawal of ULS. forces, weapons, and equipment is under
way.

1.

In the past, we have repeatedly reported on DOD's failuve to fully plan for
contract support and the tmpact that this can have on operations. Several
units that recently retumed from Afghanistan discussed how a lack of
planning for contract support resulted in i hortages and diminished
operational capability. For example, officials from several battalions told
us that when they arrived at locations that were intended to be their
combat outposts, they found the area largely unprepared, including a lack
of housing, heating, washing machines, showers and food. These bases
were too small or too remote to rviced by LOGCAP, and therefore the
units had to make their own contract support arrangements through the
appropriate regional contracting command to build, equip and maintain
their bases. Becanse the units were unaware they would have to take on
this responsibility prior to deploying, they did not plan for and allocate
adequate personnel to handle the extensive contract management and
oversight duties associated with building and maintaining their combat
outpost. As a resuli, these units had to take military personnel away from
thelr primary my s in order to handle these contract management
duties. Other units faced different challenges as a result of a lack of
planning for contract support. For example, another unit that recently
retumned from Afghanistan stated that the lack of planning for an increased
requiremnent for lingnists due to increased troop levels led to shortages
that resulted in the delaying of sore operations.

Limited Progress
Integrating Contractors
into Combatant
Commands’ Operation
Plans

DOD guidance recognizes the need to include the role of contractors inits
aperation plans. For example, joint guidance indicates that military
commanders must ensure that requisite contract planning and guidance
are in place for any operations where significant rellance on contractors is
anticipated, and planning for contractors should be at a level of detail on
par with that for military forces. To provide greater details on contract
needed 1o support an operation and the capabilities that
contractors would bring, DOD's guidance for contingency planning was

Page 11 GAD10-828T
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revised in February 2006 to require planners to include an operational
contract support annex—knrown as Annex W— in the combatant,
commands’ most detailed operation plans, if applicable to the plan.® In
addition, joint guidance gives the combatant commanders the discretion to
require Arnex Ws for additional, less detailed plans. Incorporating
operational contract support into these types of plans represents a critical
opportunity to plan for the use of contractors at the strategic and tactical
levels.

Although DOD guidance has called for the integration of an operational
contract support annex—Annex W—into certain combatant command
operation plans since Febrnary 2006, the department has made limited
progress in meeting this requirement. We reported in Mareh 2010 that
while planners identified 89 plans that may require an Annex W, only four
operation plans with Annex Ws had been approved by the Secretary of
Defense or his designee, and planners had drafted Annex Ws for an
additional 30 plans.® According to combatant command officials, most of
the draft Annex Ws developed restated broad language from existing DOD
guidance on the use of contractors to support deployed forces, and they
included few details on the types of contractors needed to execute a given
plan, despite guidance requiring Annex Ws to list contracts likely to be
used in theater. As a result, DOD risks not fully understanding the extent
to which it will be relying on contractors to support combat operations
and being unprepared to provide the necessary management and oversight
of deployed contractor personnel. Moreover, the combatant commanders
are missing a chance to fully evaluate their overall requirements for
reliance on contraciors.

¥ Chatrman of the Joint Chiets of Staff Manual 3126

Execution System (JOPES), Vohwme I, Planning Formais (Feb,
Chairman of the Joint Chiefs of Staff Manual 3122.03C, Joint Oper
Exvecution System (JOPI Volume fI, Planniy

fon Plunning and
2006}, superseded by
iom Plenning and
Formats (Aag. 17, 2007).

* GAQ, Warfighter Support: DOD Needs to Inprove Jis Plowning fo
Support Future Militery Operations, GAD-10-472 (Washington, D.C.

ng Conlractors 1o
r. 30, 2010).
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Data Collected by DOD’s
System to Track
Contractor Personnel in
Irag and Afghanistan Are
Unreliable

In January 2007, DOD designated the Synchronized Pre-deployment and
Operational Tracker (SPOT) as its primary system for collecting data on
contractor personnel deployed with U.S. forces, and it directed the use of
a contract clause that requires contractor firms to enter personnel data for
contracts performed in Iraq and Afghanistan into this system.” In July
2008, DOD signed a memorandum of understanding with the Department
of State (State) and the U.S. Agency for International Development
(USAID) in which the three agencies agreed to track information on
contracts meeting specified thresholds performed in Iraq or Afghanistan
and the personnel working on those contracts.” Although the SPOT
database is designed to provide accountability of all U.S,, local, and third-
country national contractor personnel by name; a summary of the services
being provided; and information on government-provided support, our
reviews of SPOT have highlighted shortcomings in DOD’s implementation
of the system in Irag and Afghanistan.” For example, we found that as a.
result of diverse interpretations by DOD officials as to which contractor
personnel should be entered into the system, the information in SPOT
does not present an accurate picture of the total nuraber of contractor
personnel in Iraq and Afghanistan. While one of the functions of SPOT is

* This guidance was implemented in DFARS clause 252.225-7040(g), which specifies that
contractors are to enter information into SPOT for all personnel authorized to accompany
the U.S. Armed Forces during contingency operations and certain other actions outside the
United States. Class Deviation 2007-00010 (Oct. 17, 2007) provided a new clause for
contracts with performance in the U.S, Central Cornmand area of responsibility that were
not already covered by DFARS clause 252.225-7040. However, the class deviation excluded
contracts that did not exceed $25,000 and had a period of performance of less than 30 days.

* Section 861 of the National Defense Authorization Act for Fiscal Year 2008 directed the
Secretary of Defense, the Secretary of State, and the USAID Administrator to enter into a
memorandum of understanding (MOU) related to contracting in raq and Afghanistan. The
law specified a number of matters to be covered in the MOU, including the identification of
common databases to serve as repositories of information on contract and contractor
personnel. Pub. L. No. 110-181, § 861 (2008).

* GAO, Iraq and Afghani A ies Face Chall in Tracking Contracts, Grans,
Coop ive Ag: 1s, and A iated Pers {, GAO-10-509T (Washington, D.C.: Mar.
23, 2010); Contingency Contracting: DOD, State, and USAID Continue to Face Challenges
in Tracking Contractor P el and Contracts in Iraq and Afghani; GAO-10-1
{Washington, D.C.: October 1, 2009); and Contingency Contracting: DOD, State, and
USAID Contracts and Contractor Personnel in Irag and Afghanistan, GAO-09-19
{Washington, D.C: October 1, 2008).
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to generate letters of anthorization,™ not all contractor personnel in Irag,
particularly local nationals, need such letters, and agency officials
informed us that such personnel were not being entered into SPOT.
Similarly, officials at one contracting office in Afghanistan stated that the
need for a letter of authorization determined whether someone was
entered into SPOT, resulting in Afghans not being entered. Additionally,
tracking local nationals in SPOT presents particular challenges because
their numbers tend to fluctuate because of the use of day laborers and
because local firms do not always keep track of the individuals working on
their projects.”

We made several recommendations to DOD, State, and UBAID in October
2009 to better ensure consistency in requirements for data entry in SPOT
and to ensure that the use and reporting capabilities of SPOT ave fulfilling
statutory requirements among other things.” DOD, State, and USAID
agreed that coordination among the three agencies is important, but DOD
and State disagreed that they needed a new plan to address the issues we
identified. They cited their ongoing coordination efforts and anticipated
upgrades to SPOT as sufficient. However, we believe continued
coordination among the three agencies is important as they attempt to
obtain greater visibility into their reliance on contractors, grantees, and
cooperative agreement recipients in dynamic and complex environments.
Otherwise, the agencies not only risk not collecting the information they
need but also risk collecting detailed data they will not use.

Lack of Adequate Numbers
of Contract Oversight and
Management Personnel in
Deployed Locations

One important aspect of operational contract support is the oversight of
contracts—which can refer to contract administration functions, quality
assurance surveillance, eorrective action, property adminisiration, and
past performance evaluation. Our work has found, however, that DOD
frequently did not have a sufficient number of trained contracting and
oversight personnel to effectively manage and oversee its contracts. While

# A letter of authorization is a document issued by a government ¢ cting offi
designee that authorizes contractor personnel to travel to, from, and within a designated
avea and identifies any additional anthorizations, privileges, or government support the
contractor is entitled to under the contract, Contractor personnel need SPOT-generated

of author mong other thi . receive military identification
travel on ULS. mudlitary alrcraft, or, for security contractors, receive approval to carry
WEAPONS.

NO-10-BOGT.
AT
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several individual organizations or services within DOD have taken actions
to help mitigate the problem of not having enough personnel to oversee
and manage contractors in Afghanistan and Iraq, these efforts have been
driven by individual services and units and are not part of a systematic
approach by DOD.

Ultimately, the responsibility for contract oversight rests with the
contracting officer, who has the responsibility for ensuring that
contractors meet the requirements as set forth in the contract. Frequently,
however, contracting officers are not located in the contingency area or at
the installations where the services are being provided. As a result,
contracting officers appoint contract monitors, known as CORs, who are
responsible for providing much of the day-to-day oversight of a contract
during a contingency operation. CORs are typically drawn from units
receiving contractor-provided services and are not normally contracting
specialists. ® Often their service as CORs is an additional duty. They
cannot direct the contractor by making commitments or changes that
affect price, quality, quantity, delivery, or other terms and conditions of
the contract. Instead, they act as the eyes and ears of the contracting
officer and serve as the liaison between the contractor and the contracting
officer.

The Defense Federal Acquisition Regulation Supplement requires that
CORs be qualified by training and experience commensurate with the
responsibilities to be delegated to them; however, we have reported in the
past that individuals have been deployed without knowing that they would
be assigned as CORs, thus precluding their ability to take COR training
prior to deployment. This can be a problem because although the courses
are offered online, there is Bmited Internet connectivity in theater—
cularly in Afghanistan. During our recent visits with deployed and
recently returned uni we found that units contire to deploy to
Afghanistan without designating CORs beforehand. As a result, the
personnel assigned to serve as CORs have to take the required training
after arriving in theater, which provides technical challenges. Several
recently returned units told us that it could take days to complete the

* We recently reported that DOD also makes extensive nse of ¢
contract and grant administration functions in Irag and Afghar

ontractors to help perform
tan. See GAD-10-3

* We spoke with offi from a v
headquarters element and at the b

riety of military units at the

de and battalion e

including off
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Z-hour ondine training because of poor Internet connectivity in
g ¥ y
Afghanistan.

We also found that although CORs and other oversight personnel are
responsible for assisting in the technical monitoring or administration of a
contract, these oversight personnel often lack the technical knowledge
and training needed to effectively oversee certain contracts, Several units
that have recently returned from Afghanistan told us that CORs with no
engineering background are often asked to ov e construction proj
These CORs are unable {o ensure that the bulldings and projects they
oversee meet the technical specifications required in the drawing plans.
An additional complication is that the plans are not always provided in
English for the CORs or in the appropriate loeal language (Daxi or Pashio)
for the Afghan contractors,

Some steps have beer: taken to address these challenges. For example, the
Army issued an execution order on CORs in December 2008, in which the
Array Chief of Staff divected the commanders of deploying units to
coordinate with the units they will replace in theater to determine the
number of CORs they will need to designate prior to deployment. The
order states that if the commander is unable to determine specific COR
requirernents, each deploying brigade must identify and train 80 COR
candidates. In addition, the Army order directs the Army's Training and
Doctrine Command to develop training scenarios and include COR
contract oversight scenarios in mission rehearsal exercises by March 30,
2010. The order also directed the Training and Doctrine Command to
ensure that contingency contracting responsibititi ¢ included in
appropriate professional military education courses.

In addition, a deploying Marine Expeditionary Force has created an
operational contracting support cell within the logistics element of its
command headquarters. The members of the cell will assist subordinate
units with contracting oversight and guidance on policy, and they will act
as contracting Haisons to the Joint Contracting Coromand-Trag/Afghanistan
and as conduits to the regional contracting commands should any issues
arise. The Marines were prompted to set up this cell by lessons learned
from their deployment to Operation Iragi Freedom, where probletus arose
as a result of a lack of expertise and personnel to help oversee and
manage contractors, In addition, the Marine Expeditionary Foree trained
approximately 100 Marines as CORs prior to its deployment to Afghanistan
this spring. While not all these personnel have been designated as CORs
for the upeoming deployment, all could be called upon to serve as CORs
should the need arise.

Page 16 GAO-IO-B2HT



25

While we recognize the efforts DOD has under way to develop long-term
plans intended to address its personnel shortages, many of the problems
we have identified in the past continue. In previous reports we have
recommended that DOD develop strategies to address its oversight
problems, and noted that unless DOD takes steps to address its current
shortages, the department will continue to be at risk with regard to its
surance that contractors are providing their required services inan
effective and efficient manner.

Training of Non-
Acquisition Personnel to
Provide Contract
Oversight and
Management

Currently, military coramanders and other unit leaders are not required to
complete operational contract support training prior to deployment.™ We
have previously reported on the potential issues that can arise when
commanders are unaware of their responsibility toward contractors and
are unclear about the difference between command authority and contract
authority.

During our December 2009 trip to Afghanistan and in conversations with
personnel from recently redeployed units, we continued to find that some
commanders had to be advised by contract oversight personnel that they
had to provide certain support, such as housing, force protection, and
meals to the contractors they were overseeing, and concerns were raised
about the potential risk of military cornmanders divecting contractors to
perform work outside the scope of the contract—something commanders
lack the authority to do.” In addition, officials within several units we
spoke with that have just redeployed from Afghanistan told us that lack of
knowledge about contracting resulted in the failure to include the right
mix of personnel in thelr manpower planning document, This led to
shortfalls in critical oversight areas, such as in the badging and screening
office for contractor employees coming on base. Units that had recently
returned from Afghanistan whose personnel we spoke with also did not
anticipate the sheer volume of contractors and the time and manpower
they would need to devote to properly process and oversee these
contractor personnel. This led to the use of soldiers and Marines to

* While DOD does not require wilitary cormanders to take operational contract
courses, Joint Forces Command has two operational contract s
able through the Defense Acquisition Univ

online and other courses are ava
Army.

sity and the
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perform contract-related duties such as escort duty, which had not been
adequately planned for prior to deployment.

Contractors in contingency operations are integrated into a wide spectrum
of activities and support a diverse range of military functions and
operations that are not contined to the logistics world, and therefore all
military personnel should be aware of contractors and how to work with
them. We have previously recommended that DOD develop training
standards for the services to integrate basic familiarity with contractor
support to deployed forces into their professional military education to
ensure that military commanders and other senior leaders who may
deploy to locations with contractor support have the knowledge and skills
needed to effectively manage contractors. DOD concurred with this
recommendation and recognizes the need for broad training for non-
acquisition personnel in order for them to understand the basics regarding
contractor personnel. However, as DOD reported in November of 2000, the
effort to incorporate operational contract support into professional
military education was still ongoing. We continue to believe that
integrating operational contract support inte professional military
education is an important step in institutionalizing the concept throughout
DOD.

Screening and Providing
Badges to Contractors

In Irag and Afghanistan, military commanders and other military officials
have expressed concerns about the security risks that contractor
personnel, particudarty third-country and local nationals, pose to
se of limitations in the background screening proces
reported on the challenges that DOD faced in ensuring that
onnel had been thoroughly screened and vetted.™ In July
2009, we reported that DOD had not developed departmentwide
procedures to screen local national and third-country national contractor
personnel in part because two offices within the department—-those of
the Under Secretary of Defense for Intelligence and the Under Secre
Defense for Acq n, Technology and Logistics—could not agree on the
level of detall that shoukl be included in background screening for thivd-
country and local national employees and therefore lacked assurance that

20006, we fir
contractor pe

ing Deployed For
e the Risk Cont
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all contractor personnel were properly screened.™ As a result, we
recommended that the Secretary of Defense designate a focal pointata
sufficiently senior level and possessing the necessary authority to ensure
that the appropriate offices in DOD coordinate, develop, and implement
policies and procedures to conduct and adjudicate background screenings
in a timely manner. DOD partially concurred with our recommendation
and responded that the Office of the Assistant Deputy Under Secretary of
Defense (Program Support) has been given responsibility for monitoring
the registration, processing, and accounting of private security contractor
personng] in the area of contingency operations. We noted that while we
did not dispute this office’s role, we did not believe it was the correct
office to resolve disagreements among the offices responsible for
developing DODY's background screening policy. DOD has still not
developed a departmentwide policy on how to screen local national and
third-country national contractor personnel, and as a result it continues to
face challenges in conducting background screening of these personnel.
As we reported in July 2009, absent a DOD-wide policy, commanders
develop their own standards and processes to ensure that contractor
personnel have heen screened.

In Irag, USF-L, the US-led military organization responsible for conducting
the war in Iraq, has a commandwide policy for screening and badging
contractors. However, in Afghanistan, USFOR-A has not established a
commandwide policy for sereening and badging contractors. Instead, we
found that each base develops its own background screening and base
aceess procedures, resulting in a variety of different procedures. The lack
of guidance also affects the ability of force protection officials to
determine the sufficiency of their background screening procedures. For
example, at one base, force protection o als told us that while they
require contractor personnel to provide valid background screenings from

their home countries, they had not received guidance on how to interpret

renings, and did not know whether the screenings they received

those s
were valid. Officials stated that they rely on a biometric system, also used
inIraq, to screen local and third-country national cont or personnel.
However, as we have previously reported, the name checks and biometric
data collection associated with issuing badges rely primarily upon U.S.-
based databases of eriminal and terrorist information and background

3y Contre eetess t: DOD Needs to Develop and Finabize
cening and Other Standards for Privele Seeurity Contractors,
{Washington, Dn.C.; July 81, 2000).
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checks that rely on U.S-based databases, such as the biometric system
used in Iraq and Afghanistan, may not be effective in screening foreign
nationals who have not lived or traveled to the United States.™ As we
concluded in July 2009, without a coordinated DOD-wide effort to develop
and implement standardized policies and procedures {o ensure that
contractor personnel—particularty local nationals and third-country
nationals—have been screened, DOD cannot be assured that it has taken
all reasonable steps to thoroughly screen contractor personnel and
minimize any risks to the military posed by these personnel.

Collecting and Distributing
Lessons Learned

Although DOD has policy requiring the collection and distribution of
lessons learned to the maximum extent possible, we found in our previous
work that no procedures were in place to ensure that lessons learned are
collected and shared. Many issues that we continue to report result from
the failure to share lessons learned from previous deployments.

The lack of a lessons learned program means that the knowledge that is
gained by a currently or previously deployed unit is not fully leveraged to
DOD's advantage. Personnel we spoke to from units that were deployed or
had just retwrned from deployment told us that they left for their
deployment not knowing the extent to which they would have to rely on
contractors or how to staff their manpower planning document and, as a
result, were short handed in several critical oversight areas and had to use
troops to perform functions other than thelr primary duties.

We have previously recommended developing a departmentwide lessons
learned program to capture the experiences of military units that have
used logistics support contracts and establishing a focal point within the
Office of the Under Secretary of Defense for Acquisition, Technology and
Logistics, to lead and coordinate the uplementation of the
departmentwide lessons learned program to collect and distribute the
department’s nstitutional knowledge regarding all forms of contractor
support to deployed forces. DOD concurred with this reconumendation but
as of November 2009 these efforts were still ongoing. Iraplementing these
recommendations would facilitate a more effective working relationship
between contractors and the military.

Page 20 GAO-10-8297
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Concluding
Observations

POD has acknowledged that operational contract support plays an integral
role in contingency operations and that successful execution of
operational contract support requires significant planning and
management. While some efforts have been made within the department
and the individual services to improve the planning for and management of
contractors, these efforts do not fully work toward integrating operational
contract support throughout DOD. As we have discussed, many of the
operational contract support challenges the department continues to face
are long-standing and while the department has acknowledged many of
these challenges, and taken some actions, it has not systematically
addressed them.

Looking toward the future, the challenges we have discussed demonstrate
the need for DOD to consider how it currently uses contractors in
contingency operations, how it will use contractors to support future
operations, and the impact that providing management and oversight of
these contractors has on the operational effectiveness of deployed units.
These considerations would also help shift the department's culture as it
relates to operational contract support. As DOD doctrine recognizes,
operational contract support is more than just logistical support.
Therefore, it is important that a significant culture change occur, one that
emphasizes operational contract support throughout all aspects of the
department, including planning, training, and personnel requirements. It is
especially iraportant that these concepts be institutionalized among those
serving in leadership positions, including officers, noncommissioned
officers, and civilans. Only when DOD has established its future vision for
the use and role of contractors supporting deployed forces and fully
institutionalizes the concepts of operational contract support can it
effectively address its long-term capability to oversee and manage those
contractors.

Mr. Chairman, this concludes my statement. I would be happy to answer
any questions you or other members of the subcommitiee may have at this
time.

Page 21 GAO-10-8207



30

Contacts and Fm: ful‘th‘m“inff}!"!\l:(l’(iﬁ}l\ ahou.l this statemenf, please cpi)tact WiHi:m} M.

Solis at (202) 512-8365 or solisw@gao.gov. Contact points for our Offices
Ackncwledgments of Congressional Relations and Public Affairs may be found on the last
page of this statement. Individuals who made key contributions to this
statement are Carole F, Coffey, Assistant Director; James A. Reynolds,
Assistant Director; Vincent Balloon; Melissa L. Hermes; Charles Perdue;
Michael Shaughnessy; Cheryl Weissman; and Natasha Wilder.

(3515053 Page 22 GAO-10-8207T



31

This is a work of the U.S. government and is net subject to copyright protection in the
United States. The published product may be reproduced and distributed in its entirety
without further permission fror GAQ. However, because this work may contain
copyrighted images or other material, permission from the copyright holder may be
necassary if you wish to reprocuce this material separately.




32

GAQO’s Mission

The Government Accountability Office, the audit, evaluation, and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help iaprove the performance and
accountability of the federal government for the American people. GAO
examines the use of public funds; evaluates federal programs and policies;
and provides analyses, recommendations, and other assistance to help
Congress make informed oversight, policy, and funding decisions. GAO’s
commiiment to good government is reflected in its core values of
accountability, integrity, and reliability.

Obtaining Copies of
GAO Reports and
Testimony

The fastest and easiest way to obtain copies of GAQ documents at no cost
is through GAQ's Web site (www.gao.gov). Bach weekday afternoon, GAG
posts on its Web site newly released reports, testimony, and
correspondence. To have GAQ e-mall you alist of newly posted products,
go to www gao.gov and select “E-mall Updates.”

Order by Phone

The price of each GAO publication reflects GAO's actual cost of
production and distribution and depends on the nuraber of pages in the
publication and whether the publication is printed in color or black and
white. Pricing and ordering information is posted on GAO’s Web site,
httpwww, gao. govordering hitm.

ling (202) 5126000, toll free (866) 801-7077, or

Place orders by
TDD (202) 51

Orders may be paid for using American Express, Discover Card,
MasterCard, Visa, check, or money order. Call for additional information,

To Report Fraud,
Waste, and Abuse in
Federal Programs

Contact:

Congressional
Relations

Ralph Dawn, Managing Director, dawnr@
Fovernment Accountability Office,

10,80V, (20
G Street NW, Room 7125

Public Affairs

1.8, Government Accountability Office, 441 G Street NW, Room 7149
Washington, DC 20548

Please Print on Recycled Paper



33

Mr. TIERNEY. Thank you, Mr. Solis. We appreciate it.
Ms. Ugone.

STATEMENT OF MARY UGONE

Ms. UGONE. Chairman Tierney, Ranking Member Flake, and dis-
tinguished members of this subcommittee, thank you for the oppor-
tunity to appear on behalf of the Inspector General of the Depart-
ment of Defense to discuss contracting in combat zones. Specifi-
cally, I will highlight a few key deficiencies in contingency contract-
ing and discuss related ongoing actions to help prevent waste,
fraud, and abuse.

Since the early 1990’s, we have identified contract management
as a major challenge for the Department to overcome, and the Gov-
ernment Accountability Office has continued to identify this area
as high-risk. The need for expediency in contingency operations,
such as in Iraq and Afghanistan, can further increase risks.

In May 2010, we issued our report, “Contingency Contracting: A
Framework for Reform.” The intent of the report was to provide a
useful tool for commanders and contract managers in their efforts
to improve contingency contracting practices.

One of the most important areas in contingency contracting is re-
quirements definition, because the pace of contingency operations
should compel us to get it right in the beginning. In particular,
user requirements need to be appropriately translated into contrac-
tor performance expectations and measures.

In February 2010, we and our colleagues at the Department of
State Inspector General Office jointly reported that two task or-
ders, valued at $1 billion, did not meet defense needs in developing
the Afghan National Police because the contract did not allow for
rapid changes to the requirements as the security situation in Af-
ghanistan changed.

Another important area is adequate administration of the con-
tract. Fundamental steps include having a quality assurance plan
and assigning qualified contracting officer representatives. For ex-
ample, a Special Operations Forces support activity contracting of-
ficer did not assign a contracting officer representative to 44 serv-
ice task orders valued at $514 million. Only after a test caused
damage to a C—130 aircraft did command officials discover that the
contractor improperly installed a part that later cost $219,000 to
fix.

Sufficient controls of the payment process to ensure that pay-
ments are proper is another important area in contingency con-
tracting. For example, Marine Corps officials did not properly au-
thorize over 9,500 payments, totaling about $310 million. We found
that Marine Corps officials made 32 duplicate payments, totaling
$21% million. One vendor was paid over $200,000 when the Marine
Corps paid the same invoice three times.

Although the examples I provided today involve the relationship
between the Department and prime contractors, the need for effec-
tive contract management and oversight also exists when the De-
partment, through its prime contractors, relies on subcontractors.

Subcontracting guidance applies to the phases of the contracting
process. For example, during source selection, when required by the
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contracting officer, offers must demonstrate the responsibility of
their proposed subcontractors.

The contracting officer may also require consent to subcontract
to adequately protect the government because of the type of sub-
contract, its complexity or value, or because special surveillance is
needed. Additionally, the Federal Acquisition Regulation empha-
sizes that government quality assurance on subcontracted supplies
or services should only be performed when it is in the government’s
interest.

Ultimately, however, the prime contractor is responsible for de-
livering supplies or services that conform to the contract require-
ments. Therefore, it is the prime contractor’s responsibility to en-
sure that a proposed subcontract is appropriate for the risks in-
volved and is consistent with sound business judgment.

There remains continuing concern about whether a prime con-
tractor provides value to the contract when a subcontractor is per-
forming most or all of the tasks under the contract. In response to
section 852 of the National Defense Authorization Act for fiscal
year 2007, the Department of Defense has implemented contract
clauses providing the contracting officer with the authority to re-
cover excessive past-due charges for contracts where the prime con-
tractor or a subcontractor adds no or negligible value in accom-
plishing the work performed under the contract.

The effectiveness of contractor support to expand U.S. operations
in Afghanistan and other contingency operations can be improved
by applying lessons learned from contingency contracts already ex-
ecuted. Among the steps that can be taken to improve contingency
contracting are: define what is needed and how it can be measured,;
have both program and contracting personnel involved in imple-
menting a well-documented oversight plan; and have required doc-
umentary evidence, such as a receipt of goods and services, to sup-
port proper payments.

In closing, I would like to add that the top priority of the Office
of the Inspector General, Department of Defense, is to provide ef-
fective and meaningful oversight in Southwest Asia. We will con-
tinue to coordinate and integrate our efforts within the oversight
community. And I look forward to answering any questions you
may have. Thank you.

[The prepared statement of Ms. Ugone follows:]
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INH PECTOR GENERAL
SPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

May 14, 2010
MEMORANDUM FOR DISTRIBUTION

SUBIECT:  Contingency Contracting: A Framework for Reform (Report
No. D-2010-059)

We are providing this report for your information and use. We did not issue a draft
report. This report is based on a body of work performed by the DOD Office of Inspector
General related to DOD’s contingency confracling that was issued from October 1, 2007
through April 1, 2010, This report contains no recommendations; therefore, we do not
require written comments,

Questions should be directed to Bruce Burton at (703) 604-9071,

///m &\//(J’/‘f

Mm y L. Ugo
Deputy Inspector General
for Auditing
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May 14, 2010

Resuits in Brief - Contingency Contracting:
A Framework for Reform

What We Did

Our overall objective was to provide DOD field
commanders and contract managers with
information on systemic contracting issues
identified in DOD Inspector General products
issued from October 1, 2007 through April 1,
2010, that invelve high-risk areas of contract
management and identify actions that need to be
taken to correct these issues for future
contracting. We reviewed 34 reports and

19 Defense Criminal Investigative Service
investigations related to contracting in
contingency operations with the primary focus
being work done in Irag and Afghanistan.
Defense Criminal Investigative Service
investigations were included separately in
Appendix C because the fraud investigations are
distinctly different from the auditing process.
We also summarized the DOD Respause to the
Interim Report, “At What Cost-Contingency
Contracting in Iraq and Afghanistan,” by the
Commission on Wartime Contracting in Iraq
and Afghanistan. Qur summary of the DOD
response to the Commission on Wartime
Contracting in Iraq and Afghanistan was
included to show the progress and focus DOD
has on contingency contracting. Their work and
ours have a distinct correlation because we both
seck to improve program and contract
management.

What We Found

The DOD 1G issued 34 reports and completed
19 investigations of fraud from October 1, 2007
through April 1, 2010, that pertain to the
contracting process. We reviewed the 34
reports and found 10 systemic issues related to
contracting deficiencies with the top 5 issue
areas being:

Requiremerts,

Contract Pricing,

Oversight and Surveillance,
Property Accountability, and
Fipancial Management.

O S

Additionally, we reviewed the 19 fraud
investigations, shown on page 42, and
determined that the criminal offenses occurred
during the award and contract administration
phases.

The “Key Aspects of the Contracting Process”
flowchart on page i and the “Fraud Indicators
andd Poor Practices in Relation to the
Contracting Process” flowchart on page iv are
useful resources to DOD field commanders and
contract managers. These flowcharts provide:
e g useful snapshot of key contract issues
and fraud indicators related to
contingency operations, and
s avisual tool for Commanders and
contracting officers to assess the
strengths and weaknesses in their
contracting approaches and real-time
awareness of areas that might be
susceptible to fraud and contributors to
waste and abuse.
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The “Key Aspects of the Contracting Proces
flowchart shows the contracting process in four
distinct phases: pre-award, award, contract
administration, and contract closeout. Each
phase provides actions that should be taken
during program and contract management. The
red text indicates the systemic issue areas
identified in our audits.

The “Fraud Indicators and Poor Practices in
Relation to the Contracting Process”™ flowchart
identifies examples of fraud indicators and poor
contract administration practices that may occur
in the first three contracting process phases
{pre-award, award, and contract administration).

Use of this information should lead to
immediate improvements in the environment of
contingency operations. Commanders and
contract managers can use these charts to assess
their contracting operations, to identify arcas
that could be improved, to ensure the best
contracting practices are implemented, and to
identify vulnerabilities to fraud, waste, and
abuse.

What Has Been Done Based
On Our Audits

We compiled the recommendations made for
cach of the 5 top issue areas, Specifically, our
recommendations were for management to:
e ensure all requirements are fully defined
and properly compete all requirements;
e ensure a fair and reasonable price is
received;
e develop a Quality Assurance
Surveillance Plan and properly designate
a Contracting Officer Representative;
e establish records and maintain account-
ability for Government property; and
* review all invoices and reconcile the
services and products received.

May 14, 2010

What Needs To Be Done

The effectiveness of contractor support of
expanded U.S. operations in Afghanistan and
other contingency operations could be
compromised by the failure to extract and apply
lessons learned from Iraq. As we surge into
Afghanistan, it is critical that we review the
shortfalls identified and develop a framework to
achieve better contracting for contingency
operations in Afghanistan and future
contingencies. Consequently, we have
identified necessary steps to improve contracts
in current and future contingency operations,
based on our review of the reported deficiencies.
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What Has Been Done Based On Our Audits

We reviewed 32 Audit reports and 2 SPO reports that involve high-risk areas of contract
management and identify actions that need to be taken to correct future contracting
issues. The following encompasses the recommendations made and the actions taken.

Requirements®

We made 16 recommendations addressing inadequate requirements, Nine of the

16 recommendations are closed’ and 7 remain open.® Our recommendations were for
management to ensure all requirements are fully defined and properly compete all
requirements in accordance with the Competition in Contracting Act. For example, we
recommended that the Executive Director, Logistics Civil Augmentation Program, ensure
that performance work statements accurately reflect warfighter requirements. According
to the Logistics Civil Augmentation Program Project Management Office, to correct this
issue they have developed and trained the Irag, Afghanistan, and Kuwait Deputy Program
Directors and their staffs on the Logistics Civil Augmentation Program IV requirements
generation process to development appropriate performance work statements.

=

Contract Documentation

Thirty recommendations were made to correct confract documentation. Seventeen of
these are closed; the remaining 13 are open. Generally, we recommended that
management develop and maintain a contract file that could reconstruct the history of the
contract and provide adequate documentation to support all contractual actions. For
example, we recommended that the Commander, U.S. Army Contracting Command,
Southwest Asia-Kuwait, comply with FAR Subpart 4.8, “Government Contract Actions,”
regarding the retention of sufficient contract files that would constitute a complete history
for contracts under its purview. The U.S, Army Contracting Command, Southwest Asia-
Kuwait office has re-established management control processes to correct and improve
contract file maintenance in accordance with FAR Subpart 4.8,

Contract Type®

We made 12 recommendations addressing the selection of contract type. Two of the

12 recommendations are closed and 10 remain open. For example, we recommended that
the Executive Director, Logistics Civil Augmentation Program, require the procuring
contracting officer to establish a plan to identify goods and services within the task orders
that could be acquired using firm-fixed-price, and develop firm-fixed-price task order
requirements. In response, the Commander, U.S. Army Sustainment Command, stated

* Requirements consist of two subeategories: Unclear/Changing requirements and Out of Scope
requirements.

* A closed recommendation means that the actions taken by management satisfied the intent of the
recommendation.

* An open recommendation is a recommendation that we are still tracking to ensure that agreed-upon
actions are implemented.

* Contract type consists of three subcategories: firm-fixed-price, cost type, and commercial acquisition.
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that for future task order competitions, the contracting will document the rationale for the
contract type selected in the competition plan.

Source Selection

We made seven recommendations addressing contract source selection. Three of the
seven recommendations are closed and four remain open. For example, we
recommended that the Commander, Marine Corps Systems Command, direct the
Assistant Commander for Contracts to ensure that future procurements for Mine
Resistant Ambush Protected vehicles are properly competed or justified on a sole-source
basis. In response, the Marine Corps Systems Command incorporated the
recommendation into its acquisition strategies for the Mine Resistant Ambush Protected
vehicle Category IT and sole-source award Mine Resistant Ambush Protected vehicle
Category HI procurements.

Contract Pricing

We made 34 recommendations addressing contract pricing. Twenty of the 34 recom-
mendations are closed and 14 remain open. For example, we recommended that the
Commanding Officer, Naval Facilities Engineering Command Southeast, request a
refund of $1.4 million from Kellogg, Brown, and Root for the unreasonable lease charge
and fees associated with cooking equipment purchase by Commercial Marketing
Corporation. As a result of the recommendation, the Naval Facilities Engincering
Command Southeast withheld $1.6 million from invoices for unreasonable lease charges,
fees, and applicable overhead costs associated with the subcontract with Commercial
Marketing Corporation. On March 5, 2009, DCAA disapproved $1.6 million of contract
costs. On May 1, 2009, the Naval Facilities Engineering Command Southeast issued a
Contracting Officer Final Decision to Kellogg, Brown, and Root, demanding payment of
$1.6 million. Additionally, the Naval Facilities Engineering Command Southeast
executed two deductive contract modifications to recover the funds.

Oversight and Surveillance®

We made 155 recommendations to tmprove oversight and surveillance. Ninety-five of
the 155 recommendations are closed and 60 remain open. Generally, we recommended
that management develop a QASP and properly designate and train CORs. For example,
we recommended that the Commander, U.S. Army Corps of Engineers, Gulf Region
Division, develop and implement a QASP for transportation services, specifically for
future contracts, that clearly outlines roles and responsibilities for monitoring contractor
performance. As a result of the recommendation, the contracting officer issued a
modification to incorporate a QASP into the contract, The QASP identified the roles and
responsibilities of quality assurance personnel and specifically requires quality assurance
personnel to administer and monitor the contractor’s performance for the contracting
officer.

® Oversi ght and surveillance consists of six subcategories: Acceptance, Contracting Officer, COR, DCAA,
DCMA, and Written Procedures.

31



43

inherently Governmental Functions

We made 12 recommendations to eliminate the performance of inherently governmental
functions by contractors. Four of the 12 recommendations are closed and 8 remain open.
For example, we recommended that the Director, Special Operations Forces Support
Activity, develop internal controls to ensure that Special Operation Forces Support
Activity Business Management Division contractors and Government personnel follow
all elements of the FAR regarding inherently governmental activities. To prevent future
inherently governmental issues, the Special Operations Forces Support Activity
implemented an internal policy that directs all Special Operations Forces Support
Activity contractors to clearly identify themselves as contractors in all situations where
their contractor status is not obvious. Additionally, the internal policy states that Special
Operations Force Support Activity contractors are not authorized to sign or approve
contractual documentation, including documentation that defines requirements.

Property Accountability

We made 66 recommendations to improve property accountability. Forty-two of the

66 recommendations are closed and 24 remain open. For example, we recommended that
the Director, Gulf Region Division Contracting Division, reconcile and resolve inventory
discrepancies with the contractor. As a result, Gulf Region Division Internal Review
evaluators compared December 2008 inventory reports and found a difference of

10 vehicles, or 1.5 percent, because different counting methods were used to create the
reports,

Award Fee

We made eight recommendations addressing the award fee process. Two of the eight
recommendations are closed and six remain open. For example, we recommended that
the Commander Officer, Naval Facilities Engineering Command Atlantic, establish
procedures to verify that award fee assessments made by the contracting officer and
technical representatives are reconciled against each other and ensure that written
statements matched the performance ratings. In response to the recommendation, the
Global Contingency Construction Standard Operating Procedures Users Guide was
revised to address the award fee process. Specifically, the Global Contingency
Construction Standard Operating Procedures Users Guide requires the contracting officer
to collect the award fee evaluation from the techuical representatives, but allows the
contracting officer to provide input.

Financial Management’

We made 49 recommendations addressing financial management. Eighteen of the

49 recommendations are closed and 31 remain open. For example, we recommended that
the Director, Gulf Region Division Centracting Division, review all prior invoices and
reconcile the services received and services billed with the contractor. To address this

" Financial Management consists of three subcategories: Billing, Payments, and Potential Antideficiency
Act Violations,
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issue, all elements of the task order will be reviewed by the U.S. Army Corps of
Engineers and the Army Audit Agency, including invoice reconciliation, as part of the
closeout process.
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What Needs To Be Done

The effectiveness of contractor support for expanded U.S. operations in Afghanistan
could be compromised by the failure to extract and apply lessons learned from Irag. As
we surge into Afghanistan, is it critical that we review the shortfalls identified and
develop a framework to achieve better contracting for contingency operations in
Afghanistan and future contingencies. Based on our review of the reported deficiencies,
we believe the following steps need to be taken to improve the contracting process in
current and future contingency operations. These steps are not all-inclusive in a
contingency contracting environment and should be considered in unison with Federal
and DOD guidance and the contracting process flow chart (See page iii).

o Contract Decumentation
Complete and detailed documentation is essential to all phases of the
contracting process. The contracting officer should ensure that a complete
and well-documented contracting file, to include pre-award consideration on
requirements, acquisition strategy, pre-award pricing, the basic contract, and
all the modifications or task orders, exists for the life of the contract. The
contracting officer should ensure appropriate financial management occurs for
the life of the contract to include the type and amount of funds being obligated
to the contract,

¢ Requirements
Program personnel must ensure that clear, complete, well-defined
requirements exist for the entire contract. When conditions do not allow for
clearly defined requirements for the entire contract, the contracting officer
should use a type of contract structure that allows well-defined requirements
to be developed for segments of work, such as task orders or basic ordering
agreements.

e Acquisition Strategy
Contracting officers must prepare an acquisition strategy that considers the
contract type, a source selection strategy, a pricing strategy, and funding.
When preparing the acquisition strategy, program personnel should document
market research to assist in establishing a source selection strategy and must
develop a detailed, specific solicitation.

s  Contract Type
When determining whether the contract should be fixed price or a cost-type,
the contracting officer should consider the procurement history and, if
applicable, evaluate prior work to support the contract type decision.
Contracts should be structured to allow for fixed price and cost-type line items
when appropriate. Contract type is important to future surveillance
considerations. The more cost-type work that is included, the more
surveillance assets will be required.

34
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e Source Selection
The contracting officer must have well-defined and measurable source
selection criteria and well-documented selection decisions that appropriately
discuss price and technical tradeoffs for competitive procurements. For
negotiated procurements, prices must be properly supported and documented.

e Contract Pricing
The contracting officer should have robust pre-award pricing support. As a
general rule, DCAA is used to provide pricing support for pre-award
proposals for contract cost support and DCMA is used to provide technical
support for labor hours, labor mix, and procurement quantities. To the extent
available, DCAA and DCMA should be brought into the process early and
used throughout the life of the contract. In addition, for cost-type contracts,
DCAA should review the accounting and business system of the proposed
contractors. Contractors must be able to account for and properly record
costs. If DCAA and DCMA are not used, suitable pricing and technical
expertise or both should be used. Furthermore, pricing and technical support
decisions should be detailed and documented.

All aspects of the negotiation, specifically the price negotiation memorandum,
should be documented in detail to allow an independent party to understand
the conclusions negotiated. The contracting officer must have certified cost or
pricing data for sole-source procurements unless an exception applies. If
certified cost or pricing data are used in negotiation, the contracting officer
should document that he or she relied on the data. If an exception applies,
other cost or pricing data should be obtained to the extent necessary.
Comparison of independent goveriument cost estimates to proposed price
should normally not be the primary or only basis for establishing price
reasonableness. Independent government cost estimates, when used, should
be detailed and well-documented as to the basis for the supporting
documentation. Use of prior price history for other contracts should be
closely scrutinized. Relying on prior prices without knowing how those prices
were established or the scope of the other awards relative to the anticipated
procurements does not provide an appropriate comparison. As an example,
prior prices on a contract action for $200,000 likely could not be relied on to
establish price reasonableness for a newly proposed contract for $3 million.

e Oversight and Surveillance

Both program and contracting personnel must ensure a well-documented
surveillance approach is in place. QASPs and surveillance logs should be
measurable and documented to show the quality and quantity of actual
surveillance performed. Because of the magnitude of surveillance issues
found in our audit work, a robust surveillance system is essential. Program
and contracting personne! must ensure that sufficient contract oversight occurs
and that oversight personnel are adequately trained.

lad
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When evaluating the amount of oversight needed for a contract, the following
should be considered:

o contract type,

o products versus services,

o criticality of product and service, and

o number of locations.

For example, a cost-type service contract with contract performance at
multiple locations will require a much more robust oversight staff. Contracts
that allow for award fee should be well documented with measurable criteria,
and award fee decisions must be well documented. Contract oversight
personnel should perform realistic and measurable reviews and ratings of
contractor performance. It is crucial that contractors do not perform
inherently governmental functions such as oversight and surveillance,
especially for cost-type contracts.

e Acceptance and Payment
The contracting officer should ensure that the Government is accepting the
supplies and services being provided by the contractor and that acceptance
and inspection are adequately documented. Additionally, the contracting
officer should ensure that a documented process is in place for the review and
approval of interim vouchers including requirements for detailed supporting
documentation to be included with the payment voucher. DCAA should be
included in the interim voucher review process whenever possible.

There is a critical shortage of qualified contract management personnel in
theater and those who are there are stretched too thin. In particular, the
process for designating and training CORs to check contractor performance in
theater is broken. DOD should accelerate its plans to establish a contracting
command in Afghanistan. The troop surge in Afghanistan demands that
contracting oversight be conducted in country rather than from Irag, which is
currently the case.
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Mr. TIERNEY. Thank you very much, Ms. Ugone.
Mr. Bowen.

STATEMENT OF STUART BOWEN, JR.

Mr. BOWEN. Good morning, Chairman Tierney, Ranking Member
Flake, distinguished members. Thank you for inviting me again to
appear before the committee to address the challenges of contract-
ing in combat zones, and specifically to address the issue of “who
are our subcontractors.”

Permit me to provide three premises that frame my remarks at
the outset. First, the Iraq experience underscores the truism that
contracting in a war zone is uniquely challenging and vulnerable
to fraud, waste, and abuse. Second, fraud, waste, and abuse will
metastasize unless a well-managed oversight regime is imple-
mented that balances the principle of effective financial steward-
ship with the goal of mission accomplishment. Third, a weakly
resourced contracting corps, such as we have seen in Iraq and Af-
ghanistan, will vitiate oversight severely and, as you pointed out,
Chairman Tierney, potentially undermine mission accomplishment.

Since we have been studying the problems arising from Iraq con-
tracting for the last 6 years, we have issued 230 reports, chiefly
looking at primes, because that is what the FAR tells us about. But
we have gotten into some of the subcontracting issues, and, in
those cases, we have seen that the primes frequently don’t know
who their subcontractors are either. I think part of the reason that
Chairman Towns sent his letter to Secretary Gates last November
was to get at this issue, to find out what knowledge the Defense
Department had about their primes, about the subcontractors, and,
thus, this hearing.

Two paramount lessons learned arise from our reporting that I
think still need to be addressed to grapple with this issue. One, as
we pointed out 4 years ago in our contracting lessons learned re-
port, the U.S. Government should develop and implement contin-
gency Federal acquisition regulations, that are specifically shaped
and defined for contingency operations.

Two, as part of an overall reform and a recognition that there is
a lack of unity of command and, thus, a lack of unity of effort in
Iraq and Afghanistan, a new institution should be established, a
U.S. Office for Contingency Operations, that grasps contracting,
personnel, IT, all the elements essential to success. And that new
institution should be given responsibility.

Right now, we have a contingency contracting corps in GSA, but
it is not really functioning. The Coordinator for Reconstruction and
Stabilization at State has the personnel responsibilities—not really
engaged in Iraq at all, very limited in Afghanistan. And DOD,
meanwhile, is pushing forward with its significant stabilization en-
tities, but they are not effectively integrated. That reform, that
chz}llenge, that problem stands before the Congress and the country
to fix.

Finding out and understanding who our subcontractors are and
who our contractors are in Iraq and Afghanistan should be studied
through three lenses: policy, transparency, and accountability.

In Iraq, two policies shaped the overall contracting effort: the
heavy use of contractors to begin with, unprecedented in the his-
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tory of contingency operations, in 2008 reaching upwards of
190,000 contractors in-country, with the contracting corps simply
not sufficient, not capable of keeping track of them. Thus, you get
waste, the real issue in Iraq, and I think the real issue in Afghani-
stan. Severe waste ensued, billions of dollars wasted needlessly, be-
cause of poor quality assurance programs, which are intended to
ensure there are quality control programs, which primes are sup-
posed to implement to cover subcontractors. Didn’t get done
enough. And, as a result, this serious waste occurred.

Second, the movement toward using local contractors, under-
standably from a policy perspective to build capital, to improve em-
ployment. But, in Iraq, we don’t know who those contractors are.
We don’t have a data base. It’s difficult to track. And, thus, there
certainly was waste and corruption that ensued.

On the transparency front, I think that if the Congress wants to
know who our subcontractors are, amending the FAR is a good way
to do it. Right now, the only way that the contracts that Chairman
Towns requested from DOD will reveal who the subcontractors are
is if the terms of the contract required it. However, if you so chose,
you could amend the law to require a minimal disclosure of sub-
contracting. I think that’s a step in the right direction toward
transparency.

And on the accountability front, rebuilding the contracting corps
is an essential element to ensuring not just the oversight of primes,
but also the oversight of subcontractors.

So, in summary, I think there are four recommendations that we
put forward for the committee and for the Congress to consider.
First, implement the Contingency Federal Acquisition Regulation
and develop the U.S. Office for Contingency Operations to manage
these methods, this new way forward for protecting our national
security interests abroad.

Second, reexamine the heavy use of contractors in contingencies
and explore whether some inherently governmental functions are,
in fact, being incorrectly outsourced.

Third, rebuild the contracting corps. It’s ongoing at DOD, but I
think it’s a governmentwide issue. And, certainly, with respect to
contingencies, when you have 190,000 contractors in-country, you
have to have a contracting corps that is capable. We don’t have it
today.

And, finally, amend the FAR as you see fit to give you the trans-
parency, the information you need and want about who our sub-
contractors are.

And, with that, Mr. Chairman and Members, I look forward to
your questions. Thank you.

[The prepared statement of Mr. Bowen follows:]
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Chairman Tierney, Ranking Member Flake, and distinguished members of the subcommittee,
thank you for inviting me to discuss the oversight of subcontractors in combat zones. Thisisa
complex issue and one that deserves serious examination. have been the Special Inspector
General for Iraq Reconstruction (SIGIR) for more than six years and have traveled to Iraq 27
times. My statement will draw extensively on my personal observations as well as the specitic
work of my office.

In that spirit, Mr. Chairman, let me begin by observing that in a world where much of our
stabilization and reconstruction effort is carried out by contractors, we must consider how we can
keep subcontractors and those tiered below them from undermining national objectives as they
attempt to carry out contracts. This is, of course, largely a matter of transparency and oversight
— but it also requires hard thinking about the design of contracts before the operation starts.

Defense Department guidance now mandates that a detailed projection of contracting
requirements be prepared as part of operational planning. Military and civilian planners must,
however, also consider at the outset how the contracting that an operation pre-supposes might, in

1 SIGIR 10-004T
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fact, undermine national objectives, and how the downside of contracting and subcontracting
can be controlled. Moreover, during the course of the operation, senior leadership, program
officers, and acquisition personnel must understand the larger context of what the United States
government 1s trying to achieve, and they must convey this as best they can to contractors.
Government leaders must, in particular, remain alert to the fact that changing circumstances may
require that contracting arrangements be re-evaluated and restructured. We need to be ready to
act on what we learn.

Managers considering how to oversee contractors and subcontractors supporting U.S. operations
and objectives in Iraq, Afghanistan, and other countries must balance the risks of operating in an
unstable security environment, on the one hand, against the benefits of providing greater
stewardship over taxpayer dollars, on the other. My testimony today discusses achieving that
balance from three perspectives: policies, transparency, and accountability.

Before T address these specific issues,  want to make four overall points. First, the Iraq
experience has shown that contracting in a hostile/combat environment is much more difficult
and far more vulnerable to fraud and waste than is contracting in a benign environment. Second,
the risks associated with contracting in an environment such as Iraq or Afghanistan can be
mitigated through appropriate checks and balances, but those risks cannot be eliminated. Third,
contracting and procurement practices have long been a focus of SIGIR’s work; in July 2006, for
example, we issued a lessons learned report aimed at improving those practices. ! That report can
be found at hitp://www.sigir.miV/filles/lessonslearned/Lessons Learned July21.pdf, and [ ask that
it be incorporated into my testimony by reference. Fourth, SIGIR’s past work has shown that
contractor oversight problems affect all executive agencies operating in war zones.

To address these problems, SIGIR has made two key recommendations.

First, SIGIR has recommended that a working group led by the Department of Defense (DoD)
explore the creation of an enhanced Contingency Federal Acquisition Regulation {Contingency
FAR). The need for a Contingency FAR was reinforced during our discussions with the
Commanding General of Multi-National Forces-lrag (MNF-I) when he observed that there was a
compelling need for a single, simplified, and uniform contracting process for use during
contingency operations.

Second, SIGIR has proposed the creation of a new integrated office to manage stabilization and
reconstruction operations, which would significantly enhance planning and execution.
Developing policies and procedures for managing contractors in contingency operations is one of
the issues that office would address (although it would not directly address actions taken in direct

: {rog Reconstruction: Lessons in Controcting ond Procurement, Report Number 2, 7/2006,
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support of combat operations, such as the Host Nation Trucking contract addressed in the
Subcommittee Majority Staff's recent report).”

POLICY CHOICES SET THE OVERALL FRAMEWORK FOR OVERSIGHT

J.S. policies for using contractors in war zones significantly affect the U.S. government’s ability
to accomplish oversight. Questions such as the extent to which contractors will be used, the
types of services that will be performed, and the extent to which host- and third-country
contractors will be used all affect the U.S. government’s ability to provide oversight of
contractors. The size and qualifications of the acquisition workforce available in a combat zone,
and the ability of program managers to understand the contracting process and their role in it, are
also important factors. Senior leaders must strike the proper balance on all of these questions,
taking into account the need for proper stewardship of resources.

To illustrate these points, I want to focus on two policies implemented in Iraq. These policies,
although designed to meet program goals and objectives, created a greater oversight risk for the
U.S. government.

First, as a matter of policy, DoD relies heavily on contractors for services that were previously
provided by troops — services such as site security and logistical support for U.S. instaliations.
The civil reconstruction of Iraq has largely been accomplished by contractors, Our reporting on
reconstruction contracts has demonstrated significant shortfalls in most aspects of contractor
oversight: there are simply not enough qualified contracting and program personnel available to
secure the government’s interests even at the prime contractor level.

A second policy that increases oversight risk is specifying that local contractors receive priority
consideration for contracts. The Iragi First program, developed by DoD in 2006 to stimulate and
expand Iragi employment and skills, encouraged the use of Traqi contractors and personnel and
resulted in greater subcontracting. DoD reported that during fiscal year 2008 it awarded more
than $2.34 billion in contracts to Iragi vendors, an increase of $300 million over fiscal year 2007.
As of March 2010, DoD reported about 4,400 contractors were participating in the program.

Contracting with host-country firms has several benefits: it creates jobs, stimulates the local
economy, and supports counterinsurgency cfforts. However, in Iraq and other countries where
there are no reliable databases with information on contractors, the vetting process presents a
very real and difficult problem, especially at the subcontractor level. Often, records on personnel
and companies either do not exist or are very limited. Therefore, oversight risks increase
because it is difficult to determine the reliability, integrity, and allegiance of companies and
individuals. Ibelieve there needs to be a thorough examination of the policy implications of
using contractors, especially from the host country and from third countries.

* Applying lrag’s Hard Lesson to the Reform of Stabilization and Reconstruction Operations, 2/2010.
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1t should be noted that government activities sometimes work at cross-purposes for reasons that
may be totally unrelated to the fact that some activities may be contracted. For example, the
DoD’s Commander’s Emergency Response Program (CERP) and the Department of State/U.S.
Agency for International Development’s (USAID) Economic Support Fund programs in the Iragi
countryside often negated one another’s effects; but this had little to do with the contracted
elements and everything to do with the government’s inability to achieve unity of effort.

TRANSPARENCY IN CONTRACTS CAN BE DIFFICULT TO ACHIEVE

The FAR provides contracting agencies with considerable flexibility in requiring prime
contractors to identify subcontractors and their qualifications to perform on the contract.
However, the need or desire for greater information on subcontractors must be balanced with the
reality that the information may not be available in all cases and that such information comes at a
cost. Moreover, the desire for more specificity in contracts to hold contractors accountable for
their actions must be balanced against the reality that the government may have little practical
recourse when faced with poor performance by a contractor in a combat zone.

SIGIR believes that the provision of more information on contractors and subcontractors would
provide greater transparency in confracts and could give agencies the opportunity to determine
the acceptability of subcontractors. However, even prime contractors may have difficulty
identifying all of their subcontractors.

For example, in July 2007 SIGIR issued a report that discussed the difficulties in identifying
subcontractors involved in Iraq reconstruction work.> The study looked at USAID’s Phase 11
design-build construction contract awarded to Bechtel. The contract was awarded for $680
million on April 17, 2003, but was later modified and increased to approximately $1.03 billion.
The contract ended on February 28, 2006.

The Bechtel Phase II contract was geared toward the use of subcontractors according to its
USAID-approved subcontracting plan, which stated that Bechtel would subcontract
approximately 90% of the direct reconstruction costs. Bechtel awarded 66 subcontracts—64
fixed-price and 2 cost-plus fixed-fee. Of the 66 subcontractors, 11 further subcontracted to 102
lower-tier subcontractors. Thus, we were able to identify a total of 168 subcontractors. Bechtel
officials also told us that there were probably other subcontractors that were not specifically
identified. This lack of information creates oversight risks for the U.S. government.

The FAR also provides agencics considerable flexibility to incorporate requirements into
contracts that “flow down” from prime contractors to their subcontractors. Greater specificity in
confract requirements achieves a number of objectives such as putting subcontractors on notice
of government requirements, providing contract managers with firm criteria to evaluate

® Review of Bechtel’s Soending under Its Phose Il Irag Reconstruction Contract (SIGIR-07-008), 7/24/2007,
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contractor performance, and providing the government a sound basis to pursue adverse actions
against contractors who do not perform to those requirements.

I believe a Contingency FAR would better position agencies to identify requirements that should
be incorporated in contracts. To help ensure that contractors and subcontractors do not
undermine national policy, the Contingency FAR could require appropriate terms along these
lines in contracts. I also believe there is a necessary balance that needs to be struck between the
need and desire for greater transparency about subcontractors with the lack of reliable
information about them, in some cases.

ACCOUNTABILITY CANNOT ALWAYS BE ENSURED

Government agencies need to hold contractors accountable for the satisfactory performance of
their contracts and for their actions in the performance of that work. However, again, there isa
need to balance carefully risks against benefits. There are instances where the ability to perform
oversight is reduced due to security concerns or the nature of the program being implemented.
Those factors need 1o be considered in the government’s plans, and they were not considered, or
were inadequately considered, in the case of Irag’s reconstruction.

SIGIR’s work has identified a number of factors that have affected government oversight and
accountability with respect to reconstruction efforts in Iraq. One of our 2008 reports summarizes

right skills and the rapid turnover of personnel

reduced the U.S. government’s ability to
effectively manage contracts and programs and contributed to a perception that government
officials were inexperienced. We cite a specific contract where the contractor estimated it was
overseen by 17 different contracting officers between March 2004 and April 20006, the two years
of the contract.

With regard to security concerns, the same report states that the U.S. government did not fully
anticipate or plan for working in the unstable security environment that confronted U.S.
managers.

Programs involving host-country companies and direct payments to local nationals also can
present accountability challenges. While evidence of problems with such programs is not
widespread, SIGIR and the USAID Inspector General have identified several instances of
problems in this area.

In an audit currently being conducted by SIGIR, preliminary findings show accountability
problems with the MNF-{ Sons of Iraq program. The Sons of Iraq were local nongovernmental
security forces that worked with the MNF-I and, in some cases, the Iraqi government, to protect
their local communities,

* Key Recurring Management Issues Identified in Audits of Irag Reconstruction Efforts, SIGIR 08-020, 7/27/2008.

5



55

SIGIR’s preliminary work has identified accountability problems. Some of the problems include
ghost employees and poor controls over the distribution of cash payments to local leaders who
were responsible for paying their men. No rosters or receipts were provided to the U.S.
military’s fund managers.

The vulnerability of these types of programs was demonstrated when Captain Michael Dung
Nguyen pled guilty in December 2009 to the crimes of theft of government property and
structuring financial transactions. Nguyen admitted that while deployed to Iraq, he stole
approximately $690,000 in currency from the CERP program, which funded both the Sons of
Iraq program and local relief and reconstruction. Nguyen gained access to the currency in his
capacity as a project purchasing officer.

In March 2008, the USAID Inspector General reported that funds from its Community
Stabilization Program {CSP) were “being extorted by at least one known militia leader,” with
adverse consequences for U.S. military personnel.” USAID's CSP prograni is a $544 million
program intended to complement military security efforts and civilian local government
development with economic and social stabilization efforts such as community cleanup
campaigns and trash collection, rehabilitation of roads and schools, and larger-scale engineering
projects to improve water and sewage services.

In this instance, USAID received a letter from a USAID Provincial Reconstruction Team
representative embedded with the U.S. military stating that there were “compelling indications™
that funds from CSP projects in his area were being extorted. In response, the USAID Inspector
General gathered detailed evidence concerning the extortion of funds from CSP projects and
their possible diversion to militia activities.

The major factors contributing to the program’s vulnerability to fraud were the lack of regular,
independent site monitoring and the inadequate vetting of CSP contractors. Estimates of
potential fraud in this case ranged from $6.7 to $8.4 million. Evidence in USAID’s report
suggested that similar problems may exist elsewhere in Iraq.

In summary, I have presented a need to reach a balance between achieving program objectives
and fulfilling the responsibility to safeguard taxpayer funds that arises when using contractors in
a combat zone. To address concerns raised about current practices, I believe a Contingency FAR
would be useful in the short term to help agencies identify requirements that should be
incorporated in contracts. 1 also believe there is a longer-term need for a thorough examination
of the policy implications of using coniractors, especially local or third-country firms and

® Audit of USAID/Iraq’s Community Stabilization Program, USAID-E-267-08-001, 3/18/2008.
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employees. Lastly, and most importantly, I believe that a new integrated office to manage
stabilization and reconstruction operations could significantly enhance the U.S. government’s
ability to plan and execute these operations, including the use and oversight of contractors.

That concludes my testimony., Thank you for your attention, and I am happy to answer any
questions you may have.
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LESSONS IN CONTRACTING FROM
IRAQ RECONSTRUCTION

KEY LESSONS LEARNED: STRATEGY AND PLANNING

Include contracting and procurement personnel in all plan-
ning stages for post-conflict reconstruction operations. The
pre-deployment interagency working groups for lraq reconstruc-
tion did not adequately include contracting and procurement
personnel.

Clearly define, properly allocate, and effectively communicate
essential contracting and procurement roles and responsibili-
ties to all participating agencies. The failure to define contract-
ing and procurement roles and responsibilities at the outset of
the Iraq endeavor resulted in a subsequently fragmented system,
thus foreclosing opportunities for collaboration and coordination
on contracting and procurement strategies.

Emphasize contracting methods that sapport smaller projects
in the early phases of a contingency reconstruction effort. The
Commander’s Emergency Response Program (CERP) and simi-
lar initiatives in Iraq proved the value of relatively small, rapidly
executable projects that meet immediate local needs and thereby
have the salutary effect of enhancing relations with local commu-

nities.

Generally avoid using sole-source and limited-competition
contracting actions. These exceptional contracting actions
should be used as necessary, but the emphasis must always be
on full transparency in contracting and procurement. The use of
sole-source and limited competition contracting in Iraq should
have virtually ceased after hostilities ended (and previously

Gy | IRAQ RECONSTRUCTION: LESSONS IN CONTRACTING AND PROCUREMENT
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sole-sourced limited competition contracts should have been
promptly re-bid).

KEY LESSONS LEARNED: POLICIES AND PROCESS

®

Establish a single set of simiple contracting regulations and
procedures that provide uniform direction to all contracting
personnel in contingency environments. The contracting pro-
cess in Iraq reconstruction suffered from the variety of regula-
tions applied by diverse agencies, which caused inconsistencies
and inefliciencies that inhibited management and oversight. CPA
contracting developed CPA Memorandum 4 for contracts funded
by the Development Fund for Iraq (DFI). Other agencies used
the Federal Acquisition Regulation”™ (FAR) and its supplements.
Certain agencies used departmental regulations to modify their
application of the FAR for contracting in Iraq. USAID used its
own statutory authority for contingency contracting (within the
FAR).

Develop deployable contracting and procurement systems
before mobilizing for post-conflict efforts and test them to
ensure that they can be effectively implemented in contin-
gency situations. After reconstruction operations began in Irag,
contracting entities developed ad hoc operating systems and
procedures for monitoring contracts and maintaining contract-
ing and procurement histories; this limited contracting efliciency
and led to inconsistent documentation of contracting actions.*™

Designate a single unified contracting entity to coordinate all

contracting activity in theater. A unified contract review and
approval point would help secure the maintenance of accurate

HILY 2006 § SPECIAL INSPECTOR GENERAL FOR IRAG RECONSTRUCTION | 95



61

information on all contracts, thereby enhancing management
and oversight.

Ensure sufficient data collection and integration before devel-
oping contract or task order requirements. The lack of good
requirements data slowed progress early in the reconstruction
program.

Avoid using expensive design-build contracts to execute small
scale projects. While the use of large construction consortia may
be appropriate for very extensive projects, most projects in Iragq
were smaller and could have been executed through fixed-price
direct contracting.

Use operational assessment teams and audit teams to evaluate
and provide suggested improvements to post-conflict recon-
struction contracting processes and systems. Oversight entities
should play a consultative role (along with their evaluative role),
because the rapid pace of reconstruction contingency programs
cannot easily accommodate the recommendations of long-term
assessments or audits.

96 { IRAQ RECONSTRUCTION: LESSONS I CONTRACTING AND PROCUREMENT
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RECOMMENDATIONS

RECOMMENDATION 1:

Explore the creation of an enhanced Contingency FAR (CFAR).
When the SIGIR met with the Commanding General of the Multi-
National Forces-Iraq and told him of the contracting Lessons
Learned Initiative, he observed that there was a compelling need for
a single, simplified, and uniform contracting process for use during
contingency operations. Although the existing FAR provides avenues
for rapid contracting activity, the Iraq reconstruction experience
suggests that the FAR lacks ease of use. Moreover, promoting greater
uniformity through a single interagency CFAR could improve
contracting and procurement practices in multi-agency contin-
gency operations. An interagency working group led by DoD should
explore developing a single set of simple and accessible contracting
procedures for universal use in post-conflict reconstruction situa-
tions. Congress should take appropriate legislative action to imple-
ment the CFAR, once it is developed by the interagency working

group.

RECOMMENDATION 2:

Pursue the institutionalization of special contracting programs.
In Iraq, smaller scale contracting programs, like the Commander’s
Emergency Response Program (CERP) and the Commanders
Humanitarian Relief and Reconstruction Program (CHRRP),
achieved great success. Commanders used these programs to
accomplish projects that immediately met the needs of a post-war
population in distress. Given the positive performance of CERP
and CHRRP in Iraq, the Congress should legislatively institutional-
ize such programs for easy implementation in future contingency
operations.

JULY 2006 | SPECIAL INSPECTOR GENERAL FOR IRAQ RECONSTRUCTION | §7
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RECOMMENDATION 3:

Include contracting staff at all phases of planning for contingency
operations. Contracting plays a central role in the execution of
contingency operations, and thus it must be part of the pre-deploy-
ment planning process. Whether for stabilization or reconstruction
operations, contracting officials help provide an accurate picture of
the resources necessary to carry out the mission,

RECOMMENDATION 4:

Create a deployable reserve corps of contracting personnel who
are trained to execute rapid relief and reconstruction contract-
ing during contingency operations. This contracting reserve corps
could be coordinated by the DoS Office of the Coordinator for
Reconstruction and Stabilization as part of its civilian ready reserve
corps. An existing contingent of contracting professionals, trained in
the use of the CFAR and other aspects of contingency contracting,
could maximize contracting efficiency in a contingency environ-
ment.

RECOMMENDATION 5:

Develop and implement information systems for managing
contracting and procurement in contingency operations. The
interagency working group that explores the CFAR should also
review current contracting and procurement information systems
and develop guidelines and processes for enhancing these existing
systems or, if necessary, creating new ones to meet unique contin-
gency operational needs.

98 { IRAQ RECONSTRUCTION: LESSONS IN CONTRACTING AND PROCUREMENT



RECOMMENDATION 6:
Pre-compete and pre-qualify a diverse pool of contractors with

expertise in specialized reconstruction areas. These contractors
should receive initial reconstruction contracts during the start-up
phase of a post-conflict reconstruction event.

JULY 2006 § SPECIAL INSPECTOR GENERAL FOR IRAQ RECONSTRUCTION T Q9
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Mr. TIERNEY. Thank you very much.
Mr. Fontaine.

STATEMENT OF RICHARD FONTAINE

Mr. FONTAINE. Mr. Chairman, Ranking Member Flake, and
members of the subcommittee, thank you very much for granting
me the opportunity to testify today, and I'm honored to take part
in this hearing.

My testimony today is based on a report entitled, “Contracting
in Conflicts: The Path to Reform,” released by the Center for a New
American Security earlier this month.

In this report, my CNAS colleague John Nagl and I discuss pos-
sible solutions to many of the problems that have plagued the expe-
ditionary contracting process. The entire report is available for
download on the CNAS Web site.

Our report proceeds from the realization that, when our Nation
goes to war, contractors go with it. The 2001 invasion of Afghani-
stan, together with the March 2003 invasion of Iraq, saw an in-
crease in the size and scope of contracted support on the battlefield
that is unprecedented in U.S. history.

Yet the system within which this contracting takes place has not
caught up with the new reality. As America’s dependence on expe-
ditionary contractors in conflicts or stabilization or reconstruction
efforts is likely to continue, the need for reform is pressing.

My written testimony details the many recommendations we
have made to move down the path of reform. I would like to high-
light just a few that we believe are particularly important.

First, expand the work force. As the volume and scale of con-
tracts has exploded in recent years, the number of government
workers qualified to oversee them has remained stable or even fall-
en. It’s critical to grow the work force, both in Washington and
overseas. Only by expanding the quantity and quality of the gov-
ernment’s human infrastructure will the majority of other nec-
essary reforms be possible.

Second, increase transparency and scrutiny. The post-invasion
reconstruction environments in Iraq and Afghanistan represent the
largest-ever markets for private contracting firms, which has led to
opacity and inconsistent data. DOD, State, and USAID should es-
tablish uniform standards across agencies and contract type for
consistency and consolidation of data. They should improve the
transparency of subcontractors and establish a permanent Inspec-
tor General and include clauses in contracts that require firms to
enforce rules governing behavior that impacts the overall U.S. mis-
sion.

Third, establish a coordination mechanism within the executive
branch. The approach to contingency contracting remains frag-
mented and ad hoc. We propose establishing a formal but relatively
simple interagency coordination mechanism in which State, DOD,
and USAID would designate one individual and bureau to focus on
contingency contracting and then ensure that these individuals
meet on a regular basis with OMB and the NSC in order to har-
monize policies and standards.

Fourth, deal better with the military implications. The unprece-
dented number of private contractors on the battlefield and the
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vast scope of their activities pose special dilemmas in command co-
ordination and discipline for the U.S. military. The Department of
Defense needs to give much more strategic thought to the role that
private contractors play. They should consult with contractors dur-
ing the military’s mission planning process, include the expected
roles of contractors in operational plans and predeployment train-
ing, and incorporate contracting issues in professional military edu-
cation courses.

Fifth, clarify laws and regulations. The legal framework govern-
ing expeditionary contractors in wartime is complicated, it features
overlapping jurisdictions, and it’s somewhat ambiguous. The De-
partment of Defense, together with Department of Justice, should
clarify how the various laws that potentially apply to contractors
in-theater interact to create obligations for, or jurisdiction over, pri-
vate contractors. We believe that Congress should amend the Mili-
tary Exterritorial Jurisdiction Act to unambiguously cover all expe-
ditionary contractors and streamline acquisition regulations that
govern U.S. service contracting in hostile environments.

Sixth, and finally, resolve the inherently governmental conun-
drum. U.S. law has long aimed to protect the core functions of gov-
ernment by prohibiting anyone other than Federal employees from
performing such tasks, yet today there is little consensus about
what those functions are. The government should define as “inher-
ently governmental” those areas in which there is some consensus
and move toward a core-competencies approach in areas where
there is not. Such an approach would focus on the functions the
U.S. Government should possess and maintain, rather than debate
internally over which are inherently governmental.

To close, I would note that the U.S. Government and its contract
employees have been thrust together as partners in a shared en-
deavor, the scale, cost, and duration of which have taken nearly all
observers by surprise. The reality is that America’s reliance on pri-
vate contractors is not likely to fade, and it’s time for the United
States to adapt.

As a result, the government, the military, the contracting com-
munity, and, ultimately, the American people will benefit from
sweeping reform of the contracting system, reform that ensures the
private sector’s role in American engagements aligns firmly with
our Nation’s interests and values.

Thank you very much, and I look forward to your questions.

[The prepared statement of Mr. Fontaine follows:]
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Mr. Chairman and members of the subcommittee, thank you very much for granting me the
opportunity to testify today. | am honored to take part in this session,

itis, | believe, particularly appropriate that this subcommittee address the issues surrounding
American contractors in conflict zones. As my testimony will indicate, contracting issues have for too
long been consigned to those who handle contracting per se — whether in the executive branch, on
Capitol Hill, or elsewhere - rather than by those who manage the foreign policy and military
operations that drive it. Hearings by this subcommittee, which focuses not just on government
contracting but also on broad areas of American foreign policy, represent a step forward.

My testimony today is based on a report entitled "Contracting in Conflicts: The Path to Reform,”
released by the Center for a New American Security earlier this month. In this report, my CNAS
colleague John Nagl and | discuss possible solutions to many of the problems that have plagued the
expeditionary contracting process, particularly during our wars in frag and Afghanistan. The entire
report is available for download on the CNAS website.

Introduction

Our report proceeds from the realization that when our nation goes to war, contractors go with it. In
both rag and Afghanistan today, there are more private contractors than LS, troops on the ground.
This state of affairs is likely to endure. Now, and for the foreseeable future, the United States will be
unable to engage in conflicts or reconstruction and stabilization operations of any significant size
without private contractors. Changes in business practices, the provision of government services and
the character of modern conflicy, together with limits on the size of the American military, diplomatic
and development corps, are driving the size and scope of expeditionary contracting to unprecedented
proportions. Absent a significant reduction in America’s intermational commitments and perceived
global interests, the employment of private contractors in future American conflicts is here to stay.

Yet the system within which this contracting takes place has not caught up with the new reality, Tens
of billions of taxpayer dollars committed to contracts in Iraq and Afghanistan have been implemented
with little oversight. Contracting companies themselves crave clearer guidelines. The roles of
contractors remain incompletely integrated into the conduct of American operations. The legal
framework within which contractors work remains cloudy. And there have been serious allegations of
harm to both local civilians and U.S. personnel as a result of contractor malfeasance.

To adapt, the U.S. government must embark on a path of ambitious reform that will require new laws

WWW.Inds.org
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and regulations; an expansion of the government’s contracting workforce; a coordination mechanism
within the executive branch; greater scrutiny, more transparency and clearer standards; a strategic
view of the roles of contractors in American operations; and a change in culture within the
government.

As an initial step, the U.5, government must understand and then rethink how contractors are
employed in contingency environments. The vast majority of cantractors work for the Department of
Defense (DOD), the State Department and the U.S. Agency for International Development (USAID),
and they perform widely varied tasks, including in such areas as logistics, transport, linguistic support,
security, weapons systems maintenance, construction, intelligence analysis, local security force
training and agricuitural technical assistance.

This testimony looks beyond security providers, which have received the bulk of attention from
Congress and the media, to address the great majority of service contractors that handle duties other
than security, While less controversial, service contracts yield their own set of problems - including
insufficient oversight and management, inadequate integration into operational planning and
ambiguous legal status. The United States must establish new policies and rules of the road - not only
for armed security contractors but also for the 85 to 90 percent of contractors that carry out a wide
array of other tasks.

This testimony outlines a range of issues raised by expeditionary contracting and offers
recommendations for how the United States ~ both the government and the community of private
contracting firms — can strike a balance among the greater efficiency and effectiveness necessary to
support American missions overseas; the versatility and flexibility required in a rapidly evolving
strategic environment; and the proper oversight, accountability and transparency expected by
American taxpayers. Since America’s dependence on contractors is likely to continue, the need for
reform is pressing. The time to act is now.

ES&R Contracting

We have proposed a new term, Expeditionary Stabilization and Reconstruction (ES&R) contractors, to
capture the universe of companies and industries working in support of expeditionary operations
{both during and after combat operations) by providing logistical and many other kinds of support.
Stability operations contracting represents the transitional work that contracting industries carry out
in order to establish and maintain stability in all or part of a nation-state, usually in support of military
operations. Reconstruction contracting reprasents the work of private firms in building and rebuilding
physical infrastructure as well as political, social and economic infrastructure — in some cases for years
after the end of hostilities,

American reliance on such contractors has never been greater. The post-invasion reconstruction

environments in both countries represent the largest-ever markets for private firms providing ES&R
services. By 2007, the Congressional Budget Office estimated that at least 190,000 contractors were

Www.cnas.org
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working in the iraqi theater on U.S-funded contracts in support of the war effort.” Today there are
more contractors in lraq and Afghanistan - 100,000 and 107,000, respectively - than American troops.
Between 2003 and 2007, U.S. agencies awarded some $85 billion in contracts for services,
predominantly for contracts in traq.” The Department of Defense alone spent upward of $30 billion in
FY 2007 and the first half of FY 2008 on contractors in both theaters, in addition to significant sums
spent on contractors by the State Department ($1.9 billion) and USAID ($1.7 billion).” Through March
2010 Congress had appropriated a staggering $53 billion for reconstruction in Irag and $51 billion for
reconstruction in Afghanistan, and President Obama has since requested an additional $20 billion to
fund reconstruction in Afghanistan.”

3

Many factors have contributed to America’s unprecedented dependence on ES&R contracting. The
global rise in outsourcing, changes in the nature of warfare, the shift 10 an all-volunteer force, the
statutory limit on the overall size of U5, military forces, the decline in USAID personnel numbers, a
desire to reduce government costs during peacetime and the probable character of future US.
engagements are trends unlikely to change significantly in the foreseeable future,

Yet while the government's reliance on contractors has increased, the size of the government
workforce dedicated to oversesing those contracts has diminished, At DOD, USAID and other
government agencies, individual contracting officers (COs) have overseen a steadily increasing
volume of contracts while the number of contracting officers and contracting officer representatives
(individuals appointed by the contracting officer to monitor the day-to-day administration of a
contract, abbreviated as CORs) has held constant or even declined.

Today, the U.S. military can fight nothing but the most limited engagements without the extensive
use of contractors, and the State Department and USAID will continue to rely on contractors to carry
out a great deal of reconstruction work. Sinceit is unlikely that the (statutorily limited) U.S, force
structure will increase dramatically in the years ahead, and it is fikely that American commitments
overseas will remain great or even increase, U.S. reliance on private ES&R contractors is here to stay.
But accepting this reality makes reform imperative.

The U.S. government's increased dependence on contractors has provoked a number of concerns,
investigations and calls for reform. Five issues merit particular attention:

*  Fraud, waste and abuse

= Cost

*  Military implications

« Foreign policy implications

* Legal and regulatory implications
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Fraud, Waste and Abuse

One area of particular concern among public officials and concerned citizens has been the degree of
fraud, waste and abuse linked to reconstruction operations and contractor-provided services inlrag
and Afghanistan. The combined $104 billion Congress has appropriated thus far for reconstruction in
Irag and Afghanistan (which excludes an additional $20 billion Afghan reconstruction request),
represents an extremely large, complex, and swiftly changing set of contracted activities. The great
amounts of money disbursed, the speed with which the government demanded the reconstruction
projects move forward and the lack of oversight ~ particularly in the early stages of reconstruction
efforts in each country — has invited a significant degree of waste and corruption.

Cost

One of the fiercest debates over the role of private contractors in contingency operations concerns
the issue of cost. Are contractors Jess or more expensive than using federal employees? The answer is
much more complicated than it would appear at first glance and remains highly disputed. Most
experts agree that contracting out logistics and construction activities tends to result in significant
cost savings to the government, while more skitled labor - and private security functions in particular
~ tends toward parity with, or even exceeds, the cost of using federal employees. Hiring unskilled
tocals or third-country nationals can save the taxpayer substantial costs, As the required skills
increase, however, the picture changes. Per-day salary for an American contractor, for instance, can
easily excead the per-day salary for a member of the military carrying out the same duty.

Among military personnel, pay is just one element of total compensation, The other elements - which
constitute a significant portion of the compensation package — include retirement pay, services at
military installations {e.g., housing and food) and health care, which may continue for life. CBO has
estimated that, in calculating wartime costs alone, the Army could fulfill fogistics functions {under the
LOGCAP contract) for roughly the same cost as private contractors. At the same time, it estimated
that, over a 20-year period {in both wartime and peacetime), obtaining logistics support from a private
contractor would cost approximately 541 billion, while obtaining the same services from Army units
would cost around $78 billion, nearly double the cost of the contracted services.”

The government has had, however, extraordinary difficulties in making comprehensive cost
comparisons between government workers and private contractors carrying out the same functions.
For example, the U.S. Comptrolier General recently initiated a review of costs to DOD and the State
Department of using private security contractors versus using federal employees for the same
functions. As a March 2010 report of the Government Accountability Office (GAQ) indicates, the
Pentagon was unable to provide the information necessary for GAD to make such a comparison; it
lacked information about the number of military personnel that would be needed to meet contract
requirements or the cost of training personnel to carry out security functions, This occurred nearly five
years after GAQ issued a report calling on DOD to improve its transparency and data collection of
active duty compensation.®
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The clearest benefits of using contractors tend to center more on readiness issues such as flexibility
and speed of deployment and less on cost savings. As CBO has pointed out, "Because contractors
need not make long-term commitments to their employees, they are in a better position to 'surge’ to
meet a short-term demand for workers and then rapidly downsize later”®

Military Implications

The unprecedented numbers of private contractors on the battlefield and the vast scope of thelr
activities pose new challenges for the U.S. military. Despite efforts to align the conduct of contractors
with that of military personnel, these relationships remain poorly defined. Incorporating the role of
contractors in operational planning, predeployment training, and wargames remains ad hoc at best,
and the presence of farge numbers of contractors poses new challenges for command and controt and
discipline in theater. Today and in the future, properly marshalling the collective activities of private
contractors will be critical to a commander's ability to accomplish his mission, This will require
knowing the basics: how many contractors are in a particular battlespace, who and where they are,
and what they are doing; how their responsibilities mesh with the authorities and responsibilities of
American government personnel; and how operational plans incorporate contractors into the array of
forces in play.

Foreign Policy Implications

How America deals with ES&R contractors carries broad foreign policy implications. This is true most
obviously in the wars in which the United States is engaged. The testimony of military personnel and
contractors alike suggests that local populations draw little or no distinction between American
troops and the contractors they employ; an act committed by one can have the same effect on local or
national opinion as an act carried out by the other. In the midst of two counterinsurgency campaigns,
contractor conduct directly affects U.S. authority and legitimacy on the ground in Afghanistan and
fraq. In an effort premised on a strategy of “clear, hold and build,” and in which much of the "build”
mission will be executed by contractors, each of their actions impacts the effectiveness of American
policies and information operations on the ground.

The great reliance on contractors in wartime raises foreign policy questions that go well beyond the
domain of DOD. As the number of contract personnel increases, for instance, so too does the reliance
on host-nation and third-country nationats. in one example, the U.S, government has requested that a
contracting firm deploy into Afghanistan some 5,000 support contractors as soon as possible. The
vast majority of these will be Indian nationals — irrespective of Pakistan's acute sensitivity to the
perception of Indian encroachment in Afghanistan. There appears to be insufficient deliberation
within the State Department about the foreign policy implications of contracting decisions made at
the corporate level, both on State/USAID funded contracts and on DOD contracts.

Finally, and at perhaps the most overarching fevel, the role of private contractors may imply changes
in the rules-based international society that the United States has endeavored mightily to construct
and protect since 1945, Through legal precedents and norms of behavior established in the course of
current wars, U.S. employment of contractors could shape the way that current and rising powers
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conduct future wars. Washington has Jong been in the norm-setting and norm-enforcing business,
and as a result it should expect that many others will folow America’s lead.

t.egal implications

The legal framework governing ES&R contractors in wartime Is complicated, features overlapping
jurisdictions and is somewhat ambiguous. Contractors working for the United States can be held
accountable for crimes committed overseas under at feast two domestic American laws, the Military
Extra-Territorial Jurisdiction Act (MEJA) and the Uniform Code of Military Justice (UCMI).

Each has potential drawbacks. Serious constitutional questions surround the concept of trying civilian
contractors by courts-martial under the UCMJ, questions that may eventually require answers from
the U.S. Supreme Court.' MEJA, on the other hand, presents a constitutionally solid basis for trying
contractors but the scope of its jurisdiction is ambiguous and the practical difficulties associated with
its application are significant.

Further complicating the legal picture, ES&R contractors may also be subject to foreign and
international law, including the Geneva Conventions, The legal status of contractors varies by country,
depending on the jurisdiction and any agreements in place between the United States and the host
government. In sum, the status of contractors does not fall neatly into any one legal category. Thus
1.5, actions, particularly in the legal arena, will establish precedents that will likely be cited by other
countries and the international community as a whole as they employ their own contractors in similar
situations.

The “inherently Governmental” Conundrum

U.S taw has long aimed to protect the core functions of government by prohibiting anyone other than
federal employees from performing “inherently governmental” tasks. Today, while there appears to be
a rough consensus that there are some functions 5o intrinsic to the nature of American government
that they should never be outsourced, there is little or no consensus about precisely what those
functions are, The Office of Management and Budget released a draft policy letter on 31 March 2010
that aims to clarify “when work performed for the Federal government must be carried out, in whole,
or in part, by Federal employees,” and to have the U.S. government speak with one voice on the issue.
The letter adopts the definition contained in the 1998 FAIR Act: an inherently governmental function
is one that is “so intimately related to the public interest as to require performance by federal
government employees.””’ While the letter provides examples of such activities, the draft guidance
does not comment directly on some of the most contentious functions that have been contracted out,
including the provision of security services, interrogation of enemy combatants and coordination of
federal contractors.”

We believe that a better alternative is to focus on a “core competencies” approach, While Congress

should deem inherently governmental any acts it can agree should never be outsourced under any
circumstances, a core competencies approach would apply to all of those activities that do not fall
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under that rubric. It would focus on those functions the government should develop, maintain and
enforce, rather than trying to enumerate a list of specific activities for which it is impermissible, under
law and in any circumstance, to ever contract out. By eschewing contracting in specific areas as a
matter of policy, the federal government would leave the option legally open to afford itself the
flexibility to employ contractors in times of crisis or other extreme circumstances. Moreover, the core
competencies approach would give commanders and others in the field the access to surge capacity
and swiftness often necessary in an unpredictable contingency environment, while moving the U.S,
government away from dependence on certain forms of contractors as a more general principle, it
would also hold the promise of cutting through continued debates about what does or does not
constitute an “inherently governmental” activity and instead concentrate on what the government
should be doing and how it will ensure its competency to do so.

The Path to Reform

if the United States is facing an era of persistent engagement, it is also facing an era of persistent
contractors. 1t is time for a new, strategic approach to the role played by ES&R contractors in conflicts,
one that seeks to build upon past disparate attempts to reform unigue elements of the contracting
process. W is past time to rationalize, modernize and improve the system of contingency contracting.
The Department of Defense, the Department of State, the US. Agency for International Development
and their bureaus and offices must continue to seek reform in all phases of the contracting process:
policy, planning, formation and management,

improve U5, Government Management of ES&R Contracting

Coordination is key to everything the United States seeks to achieve via ES&R contracting. Despite the
years - and tens of billions of dollars - spent on ES&R contracting since 2001, the approach to
contingency contracting remains fragmented and ad hoc. Insufficient interagency coordination
before and during operations has been combined with an unprecedented degree of dependence by
the agencies on contracted support. The result too often has been inefficiency, lack of transparency
and insufficient unity of effort, Yet the problem goes beyond this: even expert contract managers
(and, ultimately, contractors themselves) will be unable to adequately contribute to the overall
mission if they receive incomplete, vague or contradictory instructions from policymakers and
program officers. Policy must drive contracting, not the other way around,

The Department of Defense has taken steps to remedy poor coordination within DOD™ but the State
Department and USAID appear to have made fewer improvements in their own internal systems. in
addition, interagency coordination has tended to be informal and incomplete; disjunctions between
policymakers and contract managers have emerged. (The one exception is a Memorandum of
Understanding agreed upon by the three agencies 10 manage private security contractors) Asa
result, it is imperative to improve coordination among policymakers, program officers and federal
contracting personnel, and also among the agencies. The best course is to increase the contracting
capacity at DOD, State and USAID and establish a formal (but relatively simple) interagency
coordination mechanism,
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This effort should include expanding the current DOD Office of Program Support, which is focated in
the Office of the Undersecretary of Defense for Acquisition, Technology and Logistics. This expanded
office, which would be renamed the Office of Contingency Contracting (OCC), should be led by a
Senate-confirmed Assistant Secretary of Defense for Contingency Contracting. It should be the
unambiguous Department locus for planning, funding, staffing and managing DOD's ES&R and
private security contracting.

Similarly, the State Department should expand its Office of Logistics Management into a new Bureau
of Contingency Contracting located under the Undersecretary for Management. The bureau should
be led by a Senate-confirmed Assistant Secretary (the current office is directed by a Deputy Assistant
Secretary). USAID should either direct that its Bureau of Democracy, Conflict and Humanitarian
Assistance develop a specific expertise in ES&R contracting (including adding contract specialist
personnel to the bureau) and provide guidance to USAID regional bureaus as they manage their own
contracts or it should establish a separate contracting bureau headed by an Assistant Administrator-
tevel official.

The objectives in making these changes are to expand the capacity within the agencies to handle
ES&R contracting, to ensure that the offices are directed by officials whose rank is commensurate with
the great tmportance of such contracting and 1o equalize within the agencies the ranks of responsible
officials in order to harmonize the coordination mechanism described below.

As part of this effort, and to establish quickly a cadre of well-trained contract professionals, the three
offices should recruit not only government civilians, active duty military and other direct hires, but
should also seek to modify the laws governing civil service retirements in order to induce former
federal contracting professionals to return to service without losing their pensions. This would permit
the government to quickly hire retired federal contract managers on a temporary basis when needed,
In addition, such a step would allow retirees to enlist in the contingency contracting reserve corps
{described below) and deploy for termporary duty — thus providing to the government a potentially
substantial pool of skilled personnel. The directors of the offices described above should encourage
their employees to accept temporary detailing to the corresponding offices in the other two agencies
and to contracting positions in theaters abroad in order to broaden their experience and expertise.

We propose a mechanism by which the three officials named above would take responsibility for
coordinating contingancy contracting in future operations. They should meet on a regular basis to
develop general guidance for contract managers (including translating policy and mission objectives
into specific guidance for contracting personnel), propose any needed changes to the FAR {or to other
statutes, regulations and procedures), ensure understanding across agencies, coordinate contracting
processes and plans and identify problems that can be resolved or referred to policymakers. This basic
structure should include a representative from the Office of Management and Budget (from either its
national security budget section or its Office of Federal Procurement Policy) and should be chaired by
a new National Security Council Senior Director for Reconstruction and Stabilization Operations {for
whom handling contracting issues would comprise just one of several responsibilities). In addition, to
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preserve institutional knowledge and enhance the stability of the three expanded offices, the agencies
should consider nominating career officers to head them or, at a minimum, direct that each political
appointee filling one of the three positions have support from a professional Deputy Assistant
Secretary (or Deputy Assistant Administrator).

Replacing an ad hoc process with this more formal mechanism would help ensure that the
government possesses the ability to articulate and carry out synchronized, efficient and effective
strategies 1o support contingency operations. Before the government initiates a contingency
operation, the officials named above and their staffs should coordinate with combatant commands,
chiefs of mission, contracting firms and others as appropriate in order to inform operational plans and
develop contracting-specific plans. They should also support policymakers in coordinating efforts
with foreign governments, non-governmental organizations and international organizations.

Rebuild, Expand and improve the Ranks of Contracting Personnel

Given the explosion in the number of contracts in recent years, and the degree to which American
operations have become dependent on outside contractors, growing the government contract
workforce has become the necessary but not sufficient condition for fixing the problems that continue
to plague the ES&R contracting process. The departments also must actively work to improve the
skills and elevate the rank of personnel involved in contract management and oversight. There is a
dire need for increased numbers of other government personnel involved in the contracting process,
including contracting officer representatives, auditors and investigators,

Reforming the ES&R contracting process also requires that government personnel not directly tasked
with overseeing contracts - including commanders, other military personnel, diplomats and
policymakers — are educated in basic contracting issues and procedures,

The Secretary of Defense should:

¢ Continue to significantly increase the number of qualified contract personnel responsible for ES&R
contracting.” The boost in personnel should include filling the remaining flag officer biflets for
acquisition authorized in the FY 2009 NDAA and increasing the number of CORs and other
government personnel responsible for quality assurance and contract oversight.

+ Continue to provide incentives for enlisted personnel, officers and civilians to pursue a career track
in contract management or auditing.

+ lssue a directive that prioritizes the education, training and assigning of ES&R contracting
personnel, as well as other relevant personnel outside the acquisition staff, This directive should:

» Direct that CORs shoulfd not have other duties that conflict with their contract responsibilities.
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»  Add basic contracting Issues to professional military education and flag officer training and
education. The aim should be to ensure that officers are qualified to assess compliance with
contracting regulations and are familiar with the role of contractors in hostile environments.

The Secretary of State and the USAID Administrator should:

»  Significantly increase the number of qualified contracting officers and CORs responsible for ES&R
contracting, including in current operational theaters.

«  Provide incentives for foreign service officers and civil servants to pursue a career track in contract
management.

*  Add basic contracting issues to education and training courses for senior Foreign Service Officers
and senior USAID personnel.

Establish a Contingency Contracting Reserve Corps

The FY 2009 National Defense Authorization Act created a government-wide Contingency Contracting
Corps — a pool of individuals currently working In the federal acquisition workforce who agree to make
themselves available for deployment in response to an emergency, major disaster or contingency
operation. The Corps is authorized to deploy either within or outside the United States, and voluntary
membership is open to all military and federal employees working in federal acquisition.

While the creation of this corps is a welcome development and provides an attractive model for
dealing with the problems associated with the lack of qualified contract managers in theater, itis
somewhat peculiarly housed at the General Services Administration {(GSA). A better model would
move the G5A-based contingency contracting reserve corps to an expanded DOD Office of
Contingency Contracting, with deployment authority resting with the Secretary of Defense. In
addition, deploying such a corps to manage ES&R contracts in a contingency environment should
serve as the beginning, rather than the end, of the government's efforts to deal with a future
mismatch between the requirements for skilled contract managers and the pool of such managers
available for deployment. The contingency contracting reserve corps should serve as a surge capacity
when needed, but the government should aim to transition to non-reserve corps federal contract
managers within a relatively fixed period of time (e.g, one year). This time could be used to hire and
deploy skilled contract specialists as temporary federal employees, ensuring both that the US.
government has the necessary capacity and that the necessary personnel are federal employees Gi.e.,
not themselves contractors).

increase Transparency and Accountability
A standard complaint voiced by Congress, inspectors general, the press and the Commission on
Wartime Contracting revalves around the lack of transparency and accountability in the ES&R

contracting process. This opacity has fed to poor management and glaring inefficiencies: as of
December 2009, federal auditors had identified nearly a billion dollars in wasteful spending in
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Afghanistan contracts.'® Various factors exacerbate the difficuities of monjtoring contract
performance, including the multitude of contracts awarded, the relatively small staff that monitors
them and the fact that contracting officers are often located far away from the area in which services
are actually provided,

A number of measures have been taken in recent years to address this problem. DOD now provides
Congress with periodic reports on the contractors and subcontractors it employs. The Army trains and
deploys CORs to sites wherg contractors are providing services in order to ensure on-the-ground
maonitoring.”” The U.S. government has also attempted to centralize responsibility for contractor
oversight at the country level. In Afghanistan, for example, the Coordinating Director for Development
and Economic Assistance in Kabul is tasked with reviewing each contract and ensuring its compliance
with U5, standards and strategy.’®

Another major step forward was the establishment of the Synchronized Pre-deployment and
Operational Tracker (SPOT) system in January 2007, SPOT was designed to serve as a unified database
for contingency contractor and contract services information. Although SPOT plays a useful role in
aggregating information for better contractor management and oversight, there are still areas in
which it falls short. GAO continues to report that many information fields in SPOT are left unfilled
because agencies differ in their interpretations regarding which contractor and subcontractor
personnel must be entered into the system, leading to important knowledge gaps.”® In addition, wide
discrepancies have emerged between the counts offered by SPOT and by the CENTCOM Quarterly
Census. DOD, which conducts a manual count to track contractor personnel, regards the census as
more accurate than SPOT, while GAQ has found shortcomings in both systems. In one recent
example, a 19 April 2010 SPOT report identified 32,000 contractors working for DOD in Afghanistan;
meanwhile, the Quarterly Census found 107,0002° Agencies continue to use a variety of other systems
- many of which are ad hoc - to obtain information on contractor personnel and contracts,
undearmining the utility of SPOT as a centralized database. This patchwork of practices must be
integrated in order to establish SPOT as a fully effective contractor monitoring tool.

The Secretary of Defense, in coordination with the Secretary of State and the USAID Administrator,
shouid:

»  Establish uniform standards across agencies and ES&R contract type for consistency and
consolidation of data. This standardization should include finalizing and standardizing the SPOT
system and issuing identical directives to DOD, State and USAID regarding the information each
must input into the system, To bolster the fidelity of this data, COs should rely not simply on firms’
reported employment figures but also confirm such reports in site visits,

»  Further integrate auditors into the contracting process by making wider use of co-located auditors
at large ES&R contracting firms.
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*  Improve accountability and monitoring of subcontractors, which account for 70 percent of the
contracting workload, by revising regulations to allow government contracting personnel to
demand more transparency in subcontracted projects.

*  Establish enhanced mechanisms for planning, executing and monitoring Commander’s
Emergency Response Program projects.

»  Establish a future baseline ratio of government contracting personnegl {e.q., investigators, COs and
CORs) to contractors to help ensure adequate oversight in future contingencies.

» Include clauses in ES8R contracts that require contracting firms to enforce rules governing
behavior that impacts the overalt U.S. mission, beyond the narrowly construed completion of their
contracted activities.

The Secretary of State and the USAID Administrator should:

= Develop a quarterly census to track the number of contractors in contingency operations, similar
to the one used currently by U.S. Central Command, until the SPOT system proves a refiable source
of contractor information.

The Administration, together with Congress, should:

*  Establish a permanent, independent inspector general that would (as SIGIR and SIGAR do today in
Irag and Afghanistan, respectively) provide audit, inspection and investigation services for ES&R
contracting in contingency environments. This inspector general should possess the authorities
enumerated in the Inspector General Act of 1978,

Increase Scrutiny of ES&R Contractors

Congress, the press, government watchdog groups and others have focused to a large degree on the
actions of private security contractors, Though they comprise the vast majority of U.S. contractors in
hostile environments, and receive the bulk of taxpayer dollars expended on contingency contracting,
ES&R contractors have received much less scrutiny. This phenomenon adds to the perceived Jack of
transparency in dealing with contractors on the battlefield and should be altered in order to enhance
transparency and accountability; illuminate contractor wrongdoing; uncover further instances of
fraud, waste and abuse; and highlight those firms and contractors that perform at a high level.

Congress, the media, government watchdog groups and the Commission on Wartime Contracting
should:

* Increase the amount of attention, time and resources dedicated to examining £ES&R contractor
conduct in America’s overseas engagements. In so doing, these groups might draw on the effective
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example set by the Special Inspector General for Iraq Reconstruction. Such examinations should
focus on, among other factors, contractor misconduct; fraud, waste and abuse in the contracting
process (both on the governmental and contractor sides); and whistleblower allegations. At the
same time as they point out these negative factors, they should highlight thase contracting firms
that are properly and efficiently performing a variety of tasks for the United States.

Improve the Legal and Requlatory Framework

Nine years after the commenceament of hostilities in Afghanistan, and seven years after the war in frag
began, the legal framework governing the use of ES&R contractors in hostile environments remains
patchy and even ambiguous in some areas. One reason for this is the generally improvised approach
Congress and two administrations have taken 1o codifying law in this area, coupled with a belief in
some quarters that the role of contractors in future contingencies will be - or can be forced to be~
seriously diminished. Because, as explained above, this is unfikely, it is vitally important to establish a
clear statutory and regulatory framework in which contractors aperate and are subject to stronger
oversight. Such a framework should resolve jurisdictional issues for all contractors working for the US,
government, including American citizens, host-nation citizens and third country contractors, In
addition, it is essential to educate contractors and government workers about their legal rights and
obligations and to provide the government personnel necessary both to ensure compliance and
handle violations.

The Department of Defense General Counsel, together with the Department of Justice, should:

»  Clarify how the various laws that potentially apply to ES&R contractors in theater - including the
Military Extraterritorial Jurisdiction Act, the Uniform Code of Military Justice, the Special Maritime
and Territorial Jurisdiction (SMTJ), host-nation law (including any Status of Forces Agreements)
and international law - interact to create obligations for or jurisdiction over private contractors.

»  This should include clarifying the laws and jurisdiction relevant to third-country nationals
employed by both contracting firms and subcontractors,

» It should also include engaging with America’s partners, and with NATO allies in particular,

to ensure a common coalition view of the ways in which host-nation law and international
law apply to private contractors.

The White House, the Secretary of Defense and the Attorney General, together with Congress, should:
«  Amend MEJA to unambiguously cover all ES&R contractors working for the U.S. government in

theater and remove the provision limiting MEJA jurisdiction to only those contractors working in
support of the “mission of the Department of Defense” overseas.
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o increase the number of Defense Criminal investigative Service (DCIS) special agents in lrag and
Afghanistan in order to enhance DOD's ability to investigate wrongdoing by contractor personnel.

s Establish in the Department of Justice a unit - a portion of which could be located in theater -
dedicated to investigating and prosecuting any crimes committed by contractors in violation of
MEJA, the Foreign Corrupt Practices Act or other refevant laws, This unit should work, when
appropriate, in cooperation with DTS,

+  Establish a new, streamiined contingency Federal Acquisition Regulation that reduces the
enormous amount of regulations contained in the current FAR and its laborious requirements
before a contract can be cancelled, The contingency FAR should include an automatic waivers
process and should attempt to achieve a better balance between preventing fraud, waste and
abuse and providing the flexibility and speed necessary to carry out contracting in a hostile
environment,

% The contingency FAR should establish protocols for coordinating among agencies on
decisions related to ES&R contracting in theater.

» The contingency FAR should establish a framework that actively encourages the sharing of
contractor information among agencies and U.S, government personnel including
ground commanders) in theater.

ES&R contracting firms should:
= Ensure that senior managers and in-theater supervisors are familiar with relevant U.S. and focal
taw, Status of Forces Agreements, the law of armed conflict and the applicable rules of

engagement,

s Precisely define the way in which legal obligations and rules of engagement apply to thelr
contract employees, including local nationals.

The U.5. government should:

«  Press for wider international adoption of the Montreux Document and initiate other efforts to
clarify the status of private contractors under the law of armed conflict.

Raise Standards Among Contractors

Just as the government must reform the way it handles ES&R contracts, so too should contracting
firms and individual contractors bear responsibility for effecting change. Contractors working inthe
service of the U.S. government must be pressed to eliminate waste, fraud and abuse; hold their
employees to the highest ethical and professional standards; and ensure that their employees are
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adequately trained and prepared for the unique demands of ES&R contracting in hostile
environments. Where contracting firms are reluctant to carry out these responsibilities individually or
in concert, the government should demand reasonable efforts to fulfill them as a condition of US-~
issued contracts.

ES&R contracting firms should:

»  Enforce existing rules that require key employees (such as those who will carry weapons or are
likely to see hostile fire) to have basic training in the law of armed conflict (e.g., the Geneva
Conventions) and the rules of engagement for a particular theater of operations.

+  [nstitute enhanced vetting procedures for third-country and local contractors to ensure that those
with criminal pasts, a history of human rights violations or connections to enemy forces are
prevented from obtaining employment,

+  Establish a trade association that includes as members firms specifically engaged in ES&R
contracting {as opposed to private security contracting). Such an association should:

» Establish an accreditation program and licensing standards for firms.

» Serve as an interlocutor with the government on ES&R contracting issues.

Establish a database of contractors working for licensed firms and put into place a process
_ for receiving and investigating complaints,

W

» Promulgate education and training guidance for contractors working for member firms.

» Encourage the development of, and participate in the design of, an international code of
conduct to which firms, both American and foreign, may voluntarily commit and which
spells out specific repercussions for severe violations,

«  Work with Congress, the Secretary of Defense, the Secretary of State and the USAID Administrator
to establish and mandate compensation mechanisms for victims of contractor abuse.

Clarify the Proper Roles of Contractors in Conflicts

One of the most passionate debates in the area of contingency contracting revolves around what
activities are, or are not, "inherently governmental.” The term seeks to draw a stark line between tasks
and behaviors that can be legitimately contracted out and those that cannot. In reality, such a clear
delineation is often difficult to establish. There currently exist various instances of contractors carrying
out precisely the sorts of tasks that many would deem to be “inherently governmental,” including
providing security, conducting interrogations of enemy prisoners, maintaining weapons and
coordinating the efforts of other contractors. An alternative approach would have the government
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determine, in advance, those areas it seeks to avold contracting out as a matter of policy but also leave
open the possibility of tegally employing contractors in the same positions during times of crisis. This
report proposes a hybrid to resolve the “inherently governmental” conundrum: the government
should define as "inherently governmental” those areas in which there is sorne consensus and mave
toward a “core competencies” approach in areas where there is not.

Congress should:

»  State in law any specific activities that it deems “inherently governmental.” It has already
designated offensive combat operations and direct contractual oversight as such, and should
expand the list to the degree that Congress can agree on enumerated activities.”

The Office of Management and Budget should work with Congress to:

»  Move toward a “core capabilities” approach to activities not specifically deemed by Congrass to be
inherently governmental. Such an approach would focus on the functions the U.S. government
should possess and maintain, rather than debate internally over which are inherently
governmental,

= Address structural and institutional factors that make hiring temporary federal workers (e.g.,
contracting officers as part of a surge capacity during a contingency operation) more difficult. The
factors addressed should include existing disincentives that discourage qualified contracting
personnel who have left government to returm to it, such as prohibitions against retaining
government pension payments while returning to temporary government service.

Congress should:

«  Require the executive branch to carry out comprehensive cost analyses that compare the costs of
contracted services with the costs of the same services provided by government personnel.

Integrate the Role of Contractors into Policy and Strategy

Until now, discussions on the role of contractors in conflict have emerged in a largely ad hoc fashion,
often in reaction to news stories highlighting their mistakes. While numerous statements and reports
have noted the indispensable nature of contractors in future U.S. engagements, this has not directly
wranslated into a policy discussion of the optimal features of a contracting force working alongside the
military, diplomatic corps or USAID officials, As described above, the increasing use of private
contractors has deep and widespread implications for American foreign and defense policy. The U5,
government must adopt a strategic view of the role of contractors and actively integrate them into
planning mechanisms to ensure thelr systematic, effective and lawful deployment in future conflicts.

The Secretaries of Defense and State, together with the USAID Administrator, should:
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= Establish an interagency process to determine the possible foreign policy implications of
contracting with particular third-country nationals (e.g., employing contractors whose nationality
and presence in a combat zone would provoke political sensitivities).

* Increase contracting coordination among International Security Assistance Force partnersin
Afghanistan and ensure that the role of contractors is considered in NATO policy decision making.

*  Further integrate the role of contractors in strategic-level guidance, military doctrine and
diplomatic strategy. Such efforts should include:

» Ensuring that all aspects of ES&R contracting are considered in the formulation of the National
Defense Strategy, the next QDR and future field manuals and joint publications, as well as
other relevant tactical and operational level manuals,

% Ensuring that all aspects of ES&R contracting are considered in the development of the
Quadrennial Diplomacy and Development Review {QDDR).

Integrate Contractors into Command and Control

Various hurdles have prevented the fully effective integration of contractors info existing command
and control structures, Commanders and officers have reported not knowing even basic facts about
the contractors operating in their areas of responsibility, such as their numbers and their missions.
Knowledge of the rules governing these contractors can be equally scarce. Private security contractors
generally operate outside the chain of command and the relationship between commander and
contractor is sometimes unclear, Communication failures between commanders and contractors
sharing an area of responsibility compound the problem; in Fallujah in 2004, for example, the Marine
unit based just outside the ¢ity did not find out about the attack that killed fouwr Blackwater contractors
until it was reported by journalists.’

in addition, both pre-deployment training and the development of operational and contingency plans
generally take place without adequate appreciation for the role of contractors on the battiefield.
Training often includes individuals playing every role but contractors, and operational plans - while
they now take into account the role of contractors - still tend to be developed without adequate
consultation with contractors or with fully developed plans for their use on the battlefield.

The Secretary of Defense should:

«  Ensure that operational and contingency plans take into account every aspect of contractor
support by:
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¥ Expanding Annex W, which contains information on the numbers of contractors required for a
military operation and the tasks they will perform, and ensuring that it contains relevant and
adequate detail,

»  Requiring that other functional annexes identify contracted support requirements.

>  Identifying probable transition points at which government employees will cede functions to
private contractors or vice versa.

= Consult with contractors during the military’s mission planning process, to the extent that the
mission will rely on contractor support. This process should include ensuring that commanders
know ~ before they deploy - the number of contractors they will encounter in an area of
operations and the services these contractors will provide.

= Require military staffs to establish contracting planning cells to:

> Determine the precise roles contractors will play in a given operation.
»  Develop contingency plans for the possibility that a contractor either fails or is not permitted
to perform a service as specified in a contract.

= Integrate contractor roles into pre-deployment training and war games. This should include
issuing the joint policy document mandated by Congress in 2008 and ensuring that it includes
guidance for the inclusion of contractor roles in all facets of training,

Change the U.5. Government’s Culture of Contracting

A change in the culture of DOD, State and USAID with respect to contracting is long overdue. As one
report noted, the Department of Defense has demonstrated an “inability to institutionalize operational
contract support by accepting contractors as an integral part of the total force Yet DOD may be the
agency that has become the most comfortable with contracting out functions that until recently were
performed largely by government personnel. In the State Department in particular, familiarity with
contractors is sparse and there are few incentives for skilled personnel to move into contracting rofes.
Only a continued cultural shift in the way the three agencies view ES&R contracting - a shift that leads to
changes in training, education, doctrine and planning - can lead to necessary change.

The Secretaries of Defense and State, together with the USAID Administrator, should:

Provide clear incentives, including financial bonuses and promotions, to skifled employees who
take on key contracting duties,

Encourage employees in the field to become familiar with managing and communicating with
private contractors, This should include promoting communication between military personnel
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and contractors o the hattlefield and interaction between relevant State Department and USAID
personnel {e.g., officials serving on Provincial Reconstruction Teams) and contractors.

Harvest And Apply Lessons Learned

The lessons learned in frag and Afghanistan constitute one of the most expensive educations in
American history. Only over a number of years has the United States begun to get a handle on the
broad implications of its reliance on great numbers of contractors to carry out missions in hostile
environments. As this report attests, that work is hardly done. The United States should net
compound its problems and mistakes by forgetting these lessons learned in thelr wake.

The Secretaries of Defense and State, together with the USAID Administrator, should:

*  Establish a contingancy contracting lessons-learned center to collect, process and disseminate 2
history of past contracting experiences and the lessons that can be drawn from them, This center
should attempt to capture lessons learned that apply not only to the employment of contractors
by the Department of Defense but also by the Department of State and USAID.

Conclusion

The U.S. government and its contract employees have been thrust together as partners in a shared
endeavor, the scale, cost and duration have taken nearly all observers by surprise.

Private contractors now represent an enduring feature of American conflicts, stabilization operations
and reconstruction effarts. in light of changes in business practices, the provision of government
service and the character of modern warfare, this surprising circumstance is unlikely to change. The
reality is that America’s reliance on private contractors is not likely to fade, and it is time for the United
States to adapt to this new way of war.

Nine years after America's initial engagement in Afghanistan, and seven years after the U.S. invasion of
Irag - and with continuing American commitments and interests across the globe - action is long
overdue. America's national security policy demands new ways of organizing, managing and
overseeing the use of private contractors in overseas engagements. It requires new standards and
new levels of oversight at home, 1t means thinking hard about what tasks should be outsourced and
which should not. And it entalls a greater understanding by policymakers and the American public of
the role that the private sector has come to play in current and future engagements,

This testimony aims to draw together the most salient issues surrounding the use of contractors in
American conflicts and chart a path forward, Taken together, the recommendations outlined above
would reform, rationalize and improve the process of employing private contractors in ES&R roles.
The government, the military, the contracting community and ultimately the American people will
benefit from reform of the ES&R contracting system that ensures the private sector’s role in American
engagements aligns firmly with our nation’s interests and values.
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* This figure is based on three sources: Department of Defense, Cantractor Support of U.S. Operations in USCENTCOM AQR,
Irag, and Afghanistan, USCENTCOM Quarterly Census T Quarter FY2010, http//www.acg.osd.mil/log/PS/hot_topicshmi;
General Ray Odierno interview with Fox News Sunday (18 Aprit 2010) stating that there are currently 95,000 U.S. troops in
frag; and John J. Kruze!, “Afghanistan Troop Level to Eclipse trag by Midyear,” identifying 83,000 U.5. military personnel in
Afghanistan {24 March 2010), http//www defense.gov/news/newsarticle aspx?id=58461,

* Congressional Budget Office, Contractors’ Support of U.S. Operations in frag {August 2008} 12,

*bid: 1.

1bid. From 2003-2007, the Department of Defense awarded contracts totaling $76 billion, whereas the U.5. Agency for
international Development and the Department of State obligated $5 billion and $4 billion, respectively, During this period,
75 percent of DOD contracts were obligated through the Army,

¥ Government Accountability Office, Contingency Contracting: DOD, State, and USAID Contracts and Contractor Personnel
in fraq and Afghanistan (October 2008): 20, 29, 34.

¢ James Glanz, “New Fraud Cases Foint to Lapses in Iraqg Projects,” New York Times {13 March 2010},
http:/fwww.nytimes.com/2010/03/14/world/middieeast/14reconstructhtml; Special Inspector General for Afghanistan
Reconstruction, Quarterly Report to the United States Congress {30 April 2010}

7 Congressional Budget Office, Logistics Support for Deployed Military Forces {Octaber 2005): xiii, 38.

8 Government Accountability Office, Military Personnel: DOD Needs to Improve the Transparency and Reassess the
Reasonableness, Appropriateness, Affordability, and Sustainability of its Military Compensation System, GAO-05-798 (July
2005).

? Congressional Budget Office, Logistics Support for Deployed Military Forces: xi-xit,

9A conversation one of the authors had with a U.S. senator suggests that, at least amaong supporters of the provision in
Congress, there exists confidence that its constitutionality will be upheid.

i Office of Management and Budget, “Work Reserved for Performance by Federal Government Employees,” Federal Register
{31 March 2010).

2 ibid: 16196-16197.

I Several observers have offered two potentially useful principles that might underlie any determination of what activities
should be considered core competencies, Under these principles, core competencies are those activities which, if removed,
would clearly lead to mission failure, and those which if performed by contractors would pose significant tegal complications.
An additional consideration is the desire to avoid lost skill sets; if the U.S. government outsources a function, it may risk losing
the capacity to carry out the activity at any point without contractors.

% Among other steps, DOD has issued doctrine in the 31 March 2010 "Operational Contract Support Concept of Operations”
establishing an Army Contracting Command and establishing a Joint Theater Support Contracting Command for
contingency-spacific contracts in irag and Afghanistan.

T Secretary of Defense Robert Gates stated that DOD intends to hire an additional 9,000 defense procurement professionals
by 2015, including 2,500 auditors at the DCAA, This cadre will have responsibility, however, for procurement across the
spectrum, not only for ES&R contracting. See DOD News Briefing by Secretary of Defense Robert Gates (6 April 2009).

% Opening statement by Senatar Claire McCaskill before the Subcommitiee on Contracting Oversight, US. Senate
Committee on Homeland Security and Governmental Affairs (17 December 2009},

T Edward M. Harrington and Jeffrey B, Parsons, Statement before the Subcommittee on Contracting Qversight (17 December
2009).

" Dan Feldman, Remarks before the Subcommitiee on Contracting Oversight, U.S. Senate Committee on Homeland Security
and Governmental Affairs (17 December 2009).

7 Government Accountability Office, Warfighter Support: Continued Actions Needed by DOD to Improve and Institutionalize
Contractor Support in Contingency Operations GAO 10-351T:17,

# Department of Defense, Contractor Support of U.S. Operations in USCENTCOM AOR, traqg, and Afghanistan, USCENTCOM
Quarterly Census 1% Quarter FY2010 and Synchronized Predeployment and Operational Tracker {SPOT), "Weekly SPOT
numbers for DOD, DOS, USAID, and Other” {19 April 2010).

1 peter Singer, Can't Win with ‘Em, Can’t Win Without 'Em: Private Military Contractors and Counterinsurgency, (Washington:
The Brookings Institution, September 2007): 13-14

# Government Accountability Office, Warfighter Support: Continued Actions Needed by DOD to improve and Institutionalize
Contractor Support in Contingency Operations GAD 10-551T {17 March 2010): 26-7.
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 Contracting in Conflicts: The Path to Reform

When our nation goes to war, contrac-

tors go with it The 2001 invasion of
Afghanistan, together with the March 2003
invasion of frag, saw an increase in the sive
and scope of contracted support on the bat-
tlefield that is, as the Congressional Budget
Office {CBO) has stated, “unprecedented in
U.S. history.” In both Iraq and Afghanistan
today, there are more private contractors
than US. troops on the ground. Yet the
system within which this contracting takes

place has not canght up with the new reality.

As America’s dependence on expeditionary
contractors in conflicts or stabilization and
reconstruction efforts is likely to continue,

the need for reform is pressing. The time to

actis now.

A new report by the Center for a New

American Security (CNAS) looks

closely at what we call Expeditionary,
Stabilization and Reconstruction (ES&R)

contractors - thase service contrac-
tors, most of whom are employed by
the Defense Department, the State
Department, or USAID, who are work-
ing in hostile environments, To adapt

to the new reality, the U.S. government
must embark on a path of ambitious
reform that will require an expansion of

the government's contracting workforee;
a coordination mechanism within the
executive branch; greater scrutiny of con-
tractors, more transparency and clearer
standards; a strategic view of the roles of

contrac n American operations; a
change in culture within the government;
and new laws and regulations under

which contractors will operate.

dding the Workforce

Given the explosion in the volume and
scale of contracts in recent years, and
the degree to which American opera-
tions have become dependent on them, it

is

itical to grow the government con-
tract workforce, The need for increased
numbers of able government personnel
familiar with contracting issues, inchud~
ing contracting officer representatives,
auditors and investigators, goes well

ing the number of
cantracting officers based in Washington
and overseas. The departments must

beyond simply incre

actively work to improve the skills and
elevate the rank of personnel involved in
contract management and oversight. The
Department of Defense, State Department
and LS. Agency for International
Development should significantly increase

the number of qualified contracting
personnel responsible for ES&R contract-
ing, including in current operational
theaters. Only by expanding the quantity
and quality of the government’s human
infrastructure will the majority of other

necessary reforms be possible.

Coordination Mechanism

within the Executive Branch
Coordination is key to everything
the United States seeks to achieve via

contingency contracting. Despite the

years - and tens of billions of dollars
- spent, the approach to contingency
contracting remains fragmented and
ad hoc. As a result, it is imperative to
improve coordination among policy-
makers, program officers and federal
contracting personnel, and also among

New American
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the agencies. The best course involves
increasing the contracting capacity at
DOD, State and USAID and estal
ing a formal (but relatively straple)

interagency coordination mechanism,
This effort should

Hude expanding
the current DOD Office of Program
which is located in the Office

Suppor
of the Undersecretary of Defense for

Acquis
Similarly, the State Dey
should expand its Office of Logistics

on, Technology and Logistics,

riment

nagement inte a new Bureau of
Contingency Contracting located under
the Undersecretary for Management
and USAID should either direct that

its Bureau of Democracy, Conflict and

Humanitarian Assistance develop a spe-

cific expertise in ES
pm\'ide guidan(c 10 wgimm bureaus or

<R contracting and

establish a separate contracting-focused
bureau. All three offic
a Senate-confirmed Assistant Secretary-

hould be led by

tevel official who coordinate regularly on
contracting policy,

areptey
and Cles
An area of particular concern among

e h

c Srandards

public officials and concerned citizens
has been the degree of fraud, waste and

abuse linked to reconstruction ope
provided ser

tions and contrac

in Iraq and Afghanistan. The post-
invasion reconstruction environments
in both countries represent the largest-

ever markets for private contr
firms; through March 2010 Cong
had appropriated 53 billion dotlars for

tar fora
New American
Security

hike Dees
Logistics

feft), fot supervisor, Marine Corps
ymand Forward) Retrograde Lot
rine where he should park his tacti-
cal vehicle during a transfer of equipment at
thie MCLC (Fwdd) Retrograde Lot in Camp Al
Tegaddum, frag, March 2009,

{GUNNERY SGT. KATESHA WASHINGTON /US.
Marine Corpsl

construction o Iraq and 51 billion dol-
ars for reconstruction in Afghanistan
{President Obama h
an additional 20 billien dolars to fund
struction in Afghanistan). The

1ce requested

res

Secretary of Defense, the Secretary of
State and the USALD Administrator
should establish uniform standards

across agencies and ES&R contract type
for consistency and consolidation of
data, improve transparency of subcon-
tractors, establish a permanent inspector
R

contracts that require firms to enforce

general, and include ¢ s in B

verning behavior that impacts
all US. m

~
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The unprecedented numbers of private
contractors on the battleficld and the
vast scope of their activities pose special
dilempas in command, coordination and
pline for the US. military, Despite

di
efforts 1o align the conduct of contrac-
tors with that of military personnel, these
relationships remain poorly defined.
Contractors are not in the chain of com-

mand; they are now, however, subject

to the Uniform Code of Military Justice
(UCM]), albeit only under certain cir-
cumstances and not to the entive Code.
“Today and in the futare, properly mar-
shalling the collective activities of private

contractors will be critical to a com

lity to a

on. For an institution that relies on

manders

complish his or her

private contractors to an unprecedented
s, DOD

stra-

degree for its operational suce

should give their role much mor
tegic thought. The Secretary of Defense
should consult with contractors during
the military’s mission planning process,
to the extent that the mis
contractor support, The milttary should

of contractor

on will rely on

include the expected role;
in operational plans and predeployment
training, and fncorporate comtracting
issues into professional military education
courses.

s

How Amerfea deals with ES&R con-

tractors carties broad foreign policy

implications. This is true most obvio
in the wars in which the United States is
engaged. Yet there appears to be insuf-

ficient deliberation within the State

Security

Department about the foreign policy
implications of contracting decisions
made af the corporate level, both on State/
USAID funded contracts and on DOD
contracts. Through leg
norms of behavior established in the

sgal precedents and

course of current wars, U.S. employment
s could shape the way that

of contr:

current and rising powers conduct future
wars. The U5, should encourage the
development of an intermational code of
conduct for contractors, clarify the ways
in which international faw applies to
contractors, and coordinate with coalt

tion partners on legal and policy decisions

regarding contracting.

Laws and Beguiations
framework governing ES&R

The lega

contractors in wartime is complicated,
featares overlapping jurisdictions and

is somewhat ambignous, Contractors

working for the United States can be
untable for crimes commit-

eas under af least two domestic

held a
ted over

American laws. Further complicating

the legal picture,

&R contractors may

also be subject to foreign law. The legal

status of contracto
try, depending on the jurisdiction and
any agreements in place between the

United States and the host-nation gov
ernment. The Department of Defense,

rogether with the Department of Justic
should clarify how the various Jaws
that potentially apply to ES&R contrac
tars in theater - including the Military
Extraterritorial Jarisdiction Act (MEJA),
the Uniform Code of Miitary Justice
1), the Special Maritime and
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Territorial Jurisdiction (SMTJ), host-
nation law (including any Status of
Forces Agreements) and international
law - interact to create obligations for

or jurisdiction over private contractors.
The Congress should amend MEJA to
unambiguously cover all ES&R contrac-
tors working for the U.S. government in
theater and streamline acquisition regula-
tions that govern U.S. service contracting
in hostile environments.

The “Inherently Governmental”
Conundrum

U.S. law has long aimed to protect the
core functions of government by prohibit-
ing anyone other than federal employees
from performing such tasks. Today, while
there appears to be a rough consensus
that there are some functions so intrinsic
to the nature of American government
that they should never be outsourced,
there is little or no consensus about
precisely what those functions are. The
government should define as “inherently
governmental” those areas in which there
is some consensus and move toward a
“core competencies” approach in areas
where there is not. Such an approach
would focus on the functions the U.S.
government should possess and maintain,
rather than debate internally over which
are inherently governmental.

Conclusion

The U.S. government and its contract
employees have been thrust together as
partners in a shared endeavor, the scale,
cost and duration of which have taken
nearly all observers by surprise. The real-
ity is that America’s reliance on private
contractors is not likely to fade, and it is
time for the United States to adapt to this
new way of war, This report aims to draw
together the most salient issues surround-
ing the use of contractors in American
conflicts and chart a path forward. Taken
together, the recommendations contained
in this new CNAS report would reform,
rationalize and improve the process of
employing private contractors in ES&R
roles. The government, the military, the
contracting community and ultimately
the American people will benefit from
sweeping reform of the ES&R contracting
system that ensures the private sector’s
role in American engagements aligns
firmly with our nation’s interests and
values.

The Centerfora New American Security
ASY indapendent and nonpartisar
researchvinstitution dedicated (o
developing strang pragivatic and

pled national vand:defense

policies that promote and protect American.
titerests and val
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T
contracting have become s

ars and

Nl
evious policy issues in
both Iraq and Afghanistan, and they will continue
to be so wherever American power is projected
abroad, In clear pr

s report could not be timelie

¢, the report’s authors identify
a host of important policy challenges generated
by Amer

@s current contracting practices that
demand our immediate attention and offer many
creative recommendations for confronting those
challenges head on,

call

Stabilization and Reconstru

plosion of what the antho

peditionary an
(ES&R) contracting - contracting in conflict envi-
rorments - is a pisce of a much larger puzzle that
amounts to a stealthy whole-

ale paradigm shift
in the core business of American foreign policy.
As Thave chroni

d elsewhere, contractors quietly
have become prominent across the so-called three
D of defense, diplomacy, and development, as well
as in homeland security. In all of these realms, the
mjority of what used to be the exclusive work of
government has been outsourced to private actors,
both for-profit and not-for-prof

. Contractors
nmen and women in
an. In the development realm,

today sutnumber Americ
fraq and Afghanis
contracts and grants have become the principal
vehicle for American efforts to help others help
themselves. These changes are not the resuit of

partisan politics; Democrats and Republicans altke
embraced the privatization imperative. Thus, while
no one consciously planned it, much of the envi-
sioning and execution of American objectives is
today in private hands.

The reinvention of government business has not
been confined to ULS, foreign policy institutions.
To cite just one telling statisti

¢, the federal govern-
ment had the same number of full-time employees
in 2008 as it had in 1963, Yet the federal budget, in
real terms, more than tripled in that same period,
That gap reflects the increased prominence of

contracto

P

he longstanding debate over the

of government thus takes on different dimensions;
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government can be big in terms of the amount of
woney it spends but small in terms of the number
of people it directly employs to manage that spend-
ing. In such a world, to quote President Obama’s
inaugural address, “the question... is not whether
our government is too big or too small, but
whether it works.” The employment of large mum-
bers of contractors ies benefits. For instance,
by circunventing the downsides of bureaucracy,
contracting can facilitate innovation, efficiency,
and flexibility in government operations.

But all of the potential problems that can accom-
pany privatization are exacerbated when the work
must be done beyond America’s borders, Fraud,
waste and abuse are more difficult to contain ina
war zone, Legal and regulatory challenges loom
arge. Despite these risks, the new normal for
policy will continue to involve a multi-sector work-

force of public and private actors. The challenge is
to ensure that this blended workforce serves the
interests of the American people rather than the
self-interest of special interests.

While the need to expand government capacity in
the right places is a recurrent theme in the pages
that follow, it bears mention that simply in-sourcing
whatever is easiest to in-source will not address the

serious problems identified in this report. Justas

it matters what tasks government chooses to out-
source, it matters what tasks government chooses to
bring back in-house. We do not need in-sourcing;
we need smart-sourcing that can restore proper gov-
ernment oversight while harne

ng the energy and
inittative of the private sector for the public good.

“Contractors in Conflicts” ably presents a smart-
sourcing approach for contractors in conflicts and
maps the reforms we need to get ES&R contracting
right. Those reforms all require striking a balance
between the innovation, energy, and efficiency

that private sector involvement can bring and the
requisite oversight to ensure that market energy is
properly harnessed to American interests, Smart-

sourcing means building government capacity for
effective management of the multi-sector workforce.

Smart-sourcing also means identifying tasks that
should never have been putsourced and bringing
those back in-house through what the authors calla

“core competencies approach.”

A key ingredient in Improving performance across
the board will be unprecedented transparency.
OMB efforts to improve contracts and grants

data quality, as well as the further development

of USAspending.gov to include subcontracts and
subgrants are steps in the right direction, as is the
administration’s Open Government Initlative,
Transparency and accountability are critical

alues in a smart-sourcing orientation, and U.S.
anti~corruption efforts abroad will have enhanced
credibility when the United States is perceived

o be upholding the same values at home, When
so much of government is outsourced, whole of

¢ all the more
imperative, and the information-sharing that
increased transparency delivers encourages unity
of effort.

government approaches grow onl

Lo the past, contracting has been perceived and
treated as a peripheral issue, yet as the authors
make eminently clear, this perception and practice
must not continue. No less than the very effective-

ness

of American foreign policy and our military
operations are at stake in getting ES&R contracting
right. T appland CNAS for tackling this weighty
issue in such an insightful way and hope that this
report generates the s

vious debate it deserves.

Allison Stanger is the Russell Leng '60 Pr
International Politics and Economics at Middlebury
College and the author of One Nation Under
Contract: The Quiseurcing of American Power and
the Future of Foreign Policy (Yale, 2009).
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When our nation goes to war, contractors go with
it. In both Iraq and Afghanistan today, there are
more private contraciors than US. troops on the
ground,! This state of affairs is likely 10 endure.
Now, and for the foreseeable future, the United
States will be anable to engage in conflicts or
reconstruction and stabilization operations of
any significant size without private contractors.
Changes in busine.

ss practices, the provision of
governruent services and the character of modern
conflicy, together with limits on the size of the
o military, diplomat
s, are driving the :

nd development

e and scope of expedition-
cting to unprecedented proportions.

g nt reduction in Americe
international commitments and perceived global
interests, the employment of private contractors in
future American conflicts i

s here to stay,

The sy;
place has not caught up with the new reality.
Tens of billions of taxpayer dollars committed

stemn within which this contracting takes

to contracts in Trag and Afghanistan have been
implemented with little oversight. Contracting
companies themselves crave clearer guidelines. The
roles of contractors remain incompletely integrated
into the conduct of American operations. The legal
framework within which contractors work remains
cloudy. And there have been serious allegations of
harm te both local civi

ians and U8, personnel as &
result of contractor malfe:

SanCce.

To adapt, the U8, government must embark ona
path of ambitious reform that will require new laws
and regulations; an expansion of the government’s
contracting workforce; a coordination mechanism

within the executive branch; greater serutiny,

more transparency and clearer standards; a stra-

tegic view of the roles of contractors in American
operations; and a change in culture within the
government.

As an initial step, the U.S. government must

understand and then rethink how contractors are
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emploved in contingency enviromments. The vast

majority of contractors work fo
of Defense (DOD), the State Department and

the U8, Agency for International Development
{USAID), and they perform a host of key tasks

the Department

. efforts overseas. These tasks

vary widely and include such areas as log

transport, linguistic support, security, weapons
systems maintenance, construction, intelligence
analysis, local security force training and agricul-
tural technical assistance.

“Thus far, efforts to understand the contracting
phenomenon bave been Hmited in two
First, mo

ucial way
st media, congre:
tion focuses on the activit
contractor {FSC) firm

ional and public atten.
of p
uch as Blackwater (now

known as Xe Services) that employ armed personnel

tvate security

1o protect private property, assets ansd individuals?

Yet while the activities of such PSCs have some

times fed to flashpoints in American conflicts - as
when the killing of four contractors in Fallujah,

irag, in 2004 sparked a U.S offensive into the city,
and in 2007 when contract workers allegedly shot

3t civilians in Baghdad’s Nisour Square - these
episodes and others like them tell just a small part
of the big

ger story of contracting on the battlefiel
Private security contractors comprise roughly 11
percent of all contractors in hostile environmen
In Iraq and Afghanistan today, for example, DOD
enp! 100,000 and 107,000 contractors, respec-
tively, of whom on

148 are armed security

contractors.” Similaxly, the State Department and
USAID employ thous
fraction of whom handle security duties.

nds of contractors, only a

This reportlooks beyond the security providers to

address the great majority of service contractors
that handle duties other than security. While les:

eld their own set
nt oversight and

controven

of prablems - including insutfict

RNageny

adequate integration into opera-
tional planning and ambiguous legal status. Thus, in
order for the United States to succeed in current and
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futre engagements, it must establish new policies
and rales of the road ~ not only for armed security
contractors but also for the 85 to 90 percent of con-
tractors that carry out a wide array of other tasks.

‘The second limitation is the almost exclusive focus
of Congress, government wa

hdog groups and
other observers on fraud, waste and sbuse in Iraq

and Afghanistan, and on the government’s faiture

to properly manage contracts. The focus is abso-

Tutely nec ry: ensuring the proper stewardship
of American taxpayer dollars represents a critical
insufficient,

aspect of such investigations. But it is

Other facets of the rise of contracting also require

action. 'The extensive use of contracting has deep

implications not just for federal expenditures

but also for the ways in which the United States
accomplishes its missions in theater. In addition,
there are broader strategi
erations at play

foreiga policy consid-

s many of which have received only

scant consideration thus far. The very existence of
private contractors inserts a profit motive onto the

battiefield; their primary r

onsibility is not the
1filling the terms of
, the United States

national interest but rather fu
their contracts® In light of th

has a keen interest in properly marshalling the
activities of contractors in America’s combat, stabi-

{ization and reconstruc

ion operations.

“This report outlines a fuller range of issues raised

by expeditionary contracting and offers recorn-
mendations for how the United States - both the
government and the community of private con-
tracting fitms - can strike a balance among the
greater efficien

oris overseas; the versatil-
ity and flexibility requived in a rapidly evolving

support American mi
strategic envirenment; and the proper oversight,
accountability and transparency expecied by

American taxpayers. To put the phenomenon of

contracting in context, this report offers a brief
history of such contracting and examines the

emergence of its unprecedented scope and scale
today. Tt discusses fraud, waste and abuse in
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Fxpmiate(maa’y Mabei;zatmn and R@ms}stmctmn {ES&R}

Giventhe vast array of fune
“tions carried out by the private
sectorduring and after cons

S flicts, contraciors have often:

been grouped into three broad :

categorres

s Mmtavy provxder ﬁ{ms that
“provide arnmed security
assistance..

i Mxhtaryconsulrmg ﬁrms that i

provide training; assessment
i and ana[ysss
i Mﬂrtary suppor‘ﬁrms that
. conduct] ogisti ‘mtelilgence
and mamtenance servmes

o} descnbe compames i

 these three categories; ohsery-

ershave offered Various terms;
< including “expeditionaty

- contractors, ‘private millitary:
“companies’and "contingency:
- contractors.” Yet such terris
- are often either arbitrarily.

limiting or insufficient to con=" =

veythe tremendous'scape of

: ‘actlvst»es 128 WhiCh COMtraciors. :

Sare now engaged mcludmg
their stabxhzanon and recons
structionroles.

- Expeditionary Stabiliz,

For the purpqses of this
raport, we thergfore
proposeia iew term;

fon 5
and Reconstitict n(ES&R)

contractors? This term captures.

the universe of cotripanies and.
industries working insuppert -

{both during and afterico
batoperations) by providing

‘logistical and many othed kinds

of suppoert. Stability operations

contracting represents the fran-
sitional work that contractmg
industries carry outinorderto
“establish and maintain stability.
“inall or part ofanation-state,

usually insupport-of mil itaty.
operations, Reconstruction cons
tracting répresents the work:

~of private finmis:in building and

rebuilding physical infrastiue

‘ture'as well as political, social
~and economic infrastructure

=i some cases for years after:

: §S&R comractmg i oives

: advsse govemmem mxmstnes

<ot expeditionary oparationss - o

- tors And these two theaters
‘donot repre&ent theiotak:
Cof ES&R contracting taking

n unprecedented ‘amount:

vast number of diverse acti

* tlesin theaters amund t e

place todav. The Umted&tatesf :

‘continues to emiploy private
~contractors in Colombia, the

Balkans and atherlo :
to provide support similar to

‘those tasks required in Iraq

and Afghamstan I emp!oymg

“these unprecedented num--
“bers of ESBR cantractors, the.

United Statesisalso. spendmg

of moriey 1o procure the
services:And while much; If
notinost of the wark these

theend of hostilities. The'th

Deferseand Stateand the
Us Agency for !ntematcona!

Deve opment

Cicontractorsha
‘chief US: government agencies
‘thatemploy ES&R contrac:
forsarethe Departmems of

Jems, ahging from misspent
funds to individual crimmat
~behayior. -

amed Ut
Has been vital to the sticcess of
American missions; it hasalso
~provoked high visibility prob:

contracting and the costs associated with employ-
ing contractors, as well as military, foreign policy
and legal implications. it concludes by offering a
series of specific recommendations for reform.

‘The recommendations in this report will, if imple-
mented, go a long way toward reforming America’s

use of private contractors in hostile environ-
ments. The United States government now relies

on contractors in its overseas engagements but its
regulation, management and oversight of these
contractors has not kept pace. Since America’s
dependence on contractors is Hikely to continue, the
need for reform is pressing. The time to act is now.
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oA BRIEF HISTORY
OF E58R CONTRACTING

While the current use of private contractors in

hostile envir i d

may be unprec in
magnitude, the provision of ES&R-type functions
by contractors on the battlefield is not a modern
phenomenen. During the Revolutionary Waz, the
Continental Congres

sought support from vari
ous individuals and commercial enterprises for
engineering, food, transportation, medical and

carpentry services. General George Washington's
army, for example, employed contractors to a

with the Delaware River defense in 1777 and o
help dig siege fortifications in Savannah,

2.,

two years later.” Similarly, the Quartermaster
General contracted teamsters to transport sup-
plies and private citizens ferried soldiers across the
Chesapeake Bay in preparation for the Yorktown
Campaign® Duc to the limited number of soldiers
employed to fight the British, Congress encouraged
the use of contractors for tasks deemed too menial

for soldiers {e.g., transporting supplies) or overly
specialized (such as surgeons and other specialized
medical personnel).!

Following the way, Congress adopted rules that
awarded low-bid contracts to provide supplies and
equipment to distant military posts.”® Contractor
neglect often led to operational failures during

the Indian Wars and the War of 1812; as a result,
railitary commanders advanced the idea of subject-
ing private contractors on the battlefield 1o militar
taw.”” Secretary of War John Calhoun attempted

v

to replace service contractors with commissary
officers to provide logistical support, but the ratio
of contractors to soldiers remained approximately
1:6 in both the Seminole and Mexican Wars™

During the Civil War the logistics capacity of both
nion and Confederate forces proved inadeguate
for sustaining troops in the field. As a result,
private cont

ctors served alongside soldiers as
cooks, medical officers, teamsters, blacksmiths and

in other support roles. To improve the intelligence
collection capabilities of the Army of the Potomac,
General George MeClellan hired the Allan
Pinkerton detective agency, while U.S, Military
Telegraphs employed thousands of operators and
iinesmen to help sustain the Union war effort}*
‘The first aviation element, the U.S. Army Balloon
Corps, was completely contracted.

The Spanish-American War gave birth to a new
era of expeditionary conflict. To coincide with

America’s ascendancy as a global power, the
military underwent a series of structural changes
intended fo professionalize the force. To this
end, the military began to transform previously
outsourced logistical functions into core compe-
tencies performed by government personnel, The
sion of the Quartermaster Corps

graled a

expar

growing trend of internalizing logistical training
and oversight.

‘The outbreak of World War { saw a tremendous
expansion in the use of private contractors for
military support. Despite a massive mobilization of
private industry, the task of transporting and sup-
plying the American Expeditionary Forces (AEF)
across Burope proved overwhelming for military
support services, American and foreign contrac-
tors filled the void by crewing ships, constructing
railroads, administering post offices and providing
other general logistical support. In total, the ABR

employed aver 85,000 contractors during the war'®

The mid- to late-20th century witn
nificant transition toward modern contracted
functional support in American operations. By
the time the United States entered the Second
World War, a technological revolution in military
hardware had altered the role of contractors on
the battlefield and the U.S, military found itself
without the requisite human capital to maintain
newly designed military aircraft and technologi-
cally advanced weapons ems. In addition, the
demand for labor outstripped the uniformed

od o sig-
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importance of Coptracting: A Historical Perspective

F S The United States has eraployed
contractors in direct support of
its military forces throughout
its history.

Al Army

Complexity of Conflict
{contractor to soldier ratio}
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Complexity of Services
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Source: Canter for Milltary History {0MH), The Comiission on Wartime {ontracting in frag and Afghanistan, Interim Repart, Juse 2009,
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supply; during the war, U.8. corporations manned
ammunition depots and expanded ports in North
Africa and the Middle Bast and built airfields and
forward operating bases in the Pacific. Through
the course of the war, sore 730,000 civilians, all

but 25,000 of whom were foreigners, supported the
roughly

{ million American soldiers deploved

overseas.”

From this point forward, operational success was
inextricably linked to contractor performance
and competence, The reconstruction of Japan and
postwar Europe under the Marshall Plan necessi
tated America’s largest reconstruction efforts until
2003 in Trag. Yet it was in Korea and Vietnam that
ES&R contracting was truly born.

During the Korean War, 156,000 Korean, Japanese
and American contractors, mostly in construc-
tion and engineering roles, supported 393,000

.S, military personnel on the battlefield.™ The
extensive use of contractor support, both in dollar
amounts (12 billion in current dollars) and person-
nel {with a military-to-contractor ratio), was
due in large part to the mass demobilization of
the U.S. military after World War 1LY Similarly,
ident Lyndon Johnson’s decision not to mobi-
lize reserve units during the Vietnam War led to
the increased use of contractors in theater” US.
military operations in Vietnam, branded the “War
by Contract” by Business Wee

i in 1966, created a
vast demand for physical infrastructure construe-
tion, and the Army awarded support contracts to a
number of farge American firms.” From 1965-1972
the United States disbursed over 2 billien dollars in
fees to contractors and involved them in building
everything from roads and bridges to power plants,

fuel storage depots and jet abrfields* Tn addi-

tion, the military’s dernand for skilled technicians
grew with the first extensive use of helicopters in
combat, Throughout the conflict, an estimated
130,000-150,000 contractors worked tn support of
U.S. military operations in Vietnam.”

The end of the Vietram War marked a hiatus in
this type of work abroad, due primarily t a lack
of extended U.S. contingency operations
upon lessons learned in Vietnam, howevs

Drawing
v, the
Pentagon attempted to streamline the process of
expeditionary contracting, The chief result was
the establishment of the Army's Logistics Civil
Augmentation Program (LOGCAP) in 1985 and
its activation in 1992. This program, created to

silian contractors to
perform selected services in wartime to augment
Army forces.” is now also used for logistics sup-
port in post-war stabilization and reconstruction
phases. The first LOGCAP award, valued at an
estimated 815 million dollars, aliowed the Army

“preplan for the use of ¢

to employ one company in support of all of its
field operations in places such as the Balkans,

Haiti, Italy, Rwanda, Saudi Arabia and Somalia. ¥
‘This initial agreement set an important precedent,
as the military would now depend on contractor
support for a wide range of services and prod-
ucts in-theater in future conflicts. To date, four
LOGCAP contracts have been awarded - the most
recent of which, LOGCAP 1V, allows the Army to
award a total annual maximum value of 15 billion

dollars to three competing contractors for a life-
time maximum value of 150 billion dollars*®

operations in the Balkans in the 1990s spurred
another evolation in the emergence of modern
ES&R contracting. The Balkans Support Contract
called for the provision of a huge array of logistics
and other services to U

forces in the Balkans and
remains in force today under a different name. The

Balkans hadowed the enormous

experience for

For the first
time, the ratio of contractors tw milit
was approximately 1:1.%

use of contractors in current

ary personnel

During the first Gulf War, the Army employed
just 9,200 contractors in support of

1.S. combat
units,™ In the 19903, following the collapse of the
Soviet Union and the end of the Cold War, the US.
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stashed the size and budger of the armed Torees
By the end of FY 2000, the U.S. military’s active
component had been reduced by one-third and the
budget of the Department of Defense was 22 per-

cent smaller thar it had been at the end of the Cold
War.™ As Ameri
incre;

international engagements

sed in the following years, employing private
contractors became an unavoidable reality of any

sizable expeditionary operation,

‘The 2001 invasion of Afghanistan, together with
the March 2003 invasion of Trag, saw an increase
in the size and scope of contracted supporton
the batilefield that was, as the Congressional
Budget Office (CBO) stated, “anprecedented in
U, history.™® By 2007, CBO estimated that at
least 190,000 contractors were working in the
fraqi theater on U.S-funded contracts, pushing
the ratio of contractors to members of the US.
military to greater than 1:1.* It also noted that

rded some 85 billion dollars in
ces between 2003 and 2007,
predominantly for contracts in Iraq.”” DOD spent
upward of 30 billion dollars in FY 2007 and the
first half of FY 2008 on contractors in Irag and

agenci

contracts for

Afghanistan, in addition to significant sums spent
on contractors by the Department of State (1.9

billion dol and USAID (1.7 billion doflars
These contractors engaged in activities as diverse

3%

as transportation, security, engineering and con-
struction, maintenance, weapons maintenance,
base operations and police and army training. For
those contractors operating in the field. this spike
in activity was accompanied by an equally high
level of uncertainty and danger.
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S&R CONTR

TING TODRAY

The rise of targe-scale ES&R contracting reflects
a more basic shift in the way the U.S
- and particularly the military - conducts its busi-
ness. As anyone whao has followed the debates over

. government

“outsourcing” will recognize, the use of contractors
has increased ac the spectrum of government

activities and within the business comnunity. The
transition t0 a mor

service-oriented economy and
increased outsourcing has spurred change even

in the functioning of DOD, long thought to be
among the most hardware-intensive of all govern-
Approximately 60 percent of DOD

E

ment agencies
contractors in fraq and Afghanistan carrently
perform logistical functions such as maintenance,
dining and faundry services; 11 percent protect
personnel and property;
out other forms of suppor!

nd the remainder carry
ee Figure 1),
Department contractors fulfill a number of roles,

including @ major police training effort in Irag, and

USAID contractors engage in reconstruction and
development projects in both theaters. In addition,
contractors provide support for other contrac-
tors, includiog food s
transportation.

vices, base security and

The
it has become common, for example, to see in
battlefield dining facilities
working with servers from another to dispense

contracting cadre is truly multinational.

cooks from one country

food to citizens of a third - perhaps in a facility
partially constructed by locals and guarded by
foreigners, In this sense, then, the United States
has achieved with its contractors precisely the
kind of multinational coalition etfort that has at
times eluded it when it cones to actual combat
operations. In Iraq teday, third-country nation-

als comprise the largest share of contractor

personnel (see Figure

Privatization Grows
"This large-scale U.S. relinnce on contractors in

expeditionary operations is likely to remainan
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Figure 1:lraq DOD Contractor Personnel
by Type of Service Provided {us of December 31, 2009}

TYPE OF sErVicE. foneo

Béée‘éuémn
‘}'ran‘siatorlimek;iretker‘ g
;cmm‘{c‘qon
Coﬁ\nipni?a{;iéné ‘s‘uiapott“

Tratning Coqama

TOTAL 100,035

Source: DO, USCENTCOM 15t Quarter Coneractor Census Report, FY 2010,

enduring feature of future contingencies. Many
factors contributed to this The
global rise in outsourcing, changes in the nature
of warfare, the shift to an all-volunteer force, the
statutory limit on the overall size of U.S. military
for

circumstance.

s, the decline in USAID personnel numbers,
a desire to reduce government costs during peace-
time and the probable character of future U.S.

engagements are trends unlikely to change signifi-
cantly in the foreseeable future. Meanwhile, the
globalization of business - and the attendant ease
with which information, individuals and invest-
ment travel the world - has transformed nearly

every

spect of the world’s economy
enterprises are exclusively Ameri
Japanese, and busine

oday, few
can, French or
ave increasingly turned
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Figure 2: DOD Contractor

Sther
IUSCENTCOM:
Slocations

Source: DO NTCOM Tt Quarter Contractor Census Report, FY 2018

e outside contractors to carry out all but their core
functions for reasons of speed, cost, expertise and

efficiency.

The U.S. government under s

admis

ns actively encouraged the shift to
contracting. In 1943, the Reagan admin

stated that “... it has been and continues to be the
general policy

of the government to rely on com-
mercial sources to supply the produc
government needs.”™

sand services
Similarly, Vice President Al
Gore’s famous pledge to “reinvent government”

led to new regulation; &

eneolraging an ¢

sion of putsourciy

g The government expl
expanded the contracting-out of functions that
tad previously been pe;
ers by rev

med by government

ng the A-76 process of the Office
anagerent and Budget {(OMB) and passing
deral Activities Inventory Reform (FAIR)
Actof 1998 This privatization was aimed mostly

at domestic activities; as the roles of contractors

Personnel In the USCENTCOM Area of Responsibility

expanded and they began to operate in expedition-
ary environments, changes in the legal and policy

framew

governing them lagged
behind. Neverthele: < fol-
lowing the end of the Clinton administration;

be

ss, the trends accele:

cen 2001 and 2008, federal spending on con-
=

tracted services more than doubled

The trajectory of USAID, the agency to which
Americans might naturaily look to carry out many
is emblematic of these
changes. Created to separate development aid from

reconstruction activi

foreign military and other security-type assis-
tance, the history of
toward privatization. In 1968, at the
SAID had {
hire employees, many of whom were active on the
battlefield. By 1980, the number was 6,000; it fell
to roughly 3,300 by 1990 and to less than 2,000 2
decade later® Today, when America’s s cant

AID highlights the shift
me of U

involvement in Vietnam

stabilization and reconstraction respon: ties
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would suggest the need for a substantially larger
USAID, the total stands at approximately 2,700,
Professor Allison Stanger, in an incisive book chap-
ter entitled “The Slow Death of USAID,” remarks
that the agency “at the end of the Bush era was

tittle more than a contract clearinghouse,” a “fund-
dispensing agency that provided only a marginal
management role and relied almost e

contractors and grantees 1o do the work.

the vol and

2

complexity of contracts

has increas
commensurate de
of government s

overseeing those contracts

has emerge

As Contracting Rose, Oversight Declined
Yet, while the government downsized itself and
increased its reliance on contractors, it alse

reduced the size of the government workforce
cated to overseeing those contracts. At DOD,
USAID and other government agencies, indi-
vidual contracting officers (CC

ded

) have overseen a
steadily increasing volume of contracts while the

nuntber of contracting officers and contracting
officer representatives (individuals appointed by
the contracting officer to monitor the day-to-day
administration of a contract, abbreviated as CORs)
hias held constant or even declined,

In addition, a5 the volume and complexity of

contracts has increased, a commensurate deficit of
government skill in ov
emerged. 1o the Army

ceing those contracts has
or example, while the overall
number of individuals working in contracting held

steady from 1996 to 2005 at approximately 5,500,

the same time span saw a 331 percent increase in the
dollar value of contra
inactions.” Between 1990 and 2006, the Defense

ts and a 654 percent increase

Contract Management Agency's civilian workforce
felt 60 percent, from roughly 24,000 personnel to
just shy of 10,000.* DOD has taken steps to address
its personnel deficits over the past year by boost-
ing the numbers of COs and COR

in Iraq and

Alfghanistan, in particular - but serious gaps in
contracting personnel remain** USATD saw similar

the number of employees overseeing con-
racts dropped significantly from 1997-2007. By the
end of 2007 the agency had just 109 employees man-
aging more than 8.9 billion dollars in contracts - 81

miltion dollars per employee Those contracting
officers and program managers who remain with the
government have often Jacked a familiarity with the
specialized characteristics of ES&R contracting and
tend to be located in the United States, thousands

of miles away from the sites at which contracts are
executed, The result, in Iraq and elsewhere, was that
the government has actually bad to hive cont
to coordinate the activities of other contractors,

tors

The Changing Nature of Conflict

Changes in the character of warfare are accelerating
the growing reliance on contractors on the batilefield.
Contractors oftens help to maintain technically sophis-
ticated weaponry and to construct and sustain large,
enduring bas

carps or logistical nod
operate. Long-term nation-building effor
in fraq and Afghanistan require an array of fur

rom which to
fike those

tons
~ from advising and training foreign security forces
to constructing and maintaining power plants and
waterworks - that the U.S, government is not manned

to carry out on its own, And the speed with which
commanders require support in the field, particularly
in Iraq and Afghanistan, places a premium on extend-
ing quick requests for bids from outside contractors.

for

To the extent that future conflicts involve messy
insurgencies and attempts to boost host-govern-
ment legitimacy rather than conventional battles
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between massed armies, contractors will continue
to play 2 large and prominent role. Even in more
conventional conflicts and postwar reconstruction

activities, contractors are likely to be numerous.
To extinguish support for insurgencies, build the
security forces of host nation governments, expand

the capacity to provide services to local populations,
create jobs, train civil services and construct (or
reconstruct) infrastructure, the US. government
will rely to an enormons extent o the use of private
contractors, including focal hires.

perts believe that American military
S. operations

Indeed, many
conflicts in the future will resemble
in the Balkans, Colombia {via “Plan Colombia™), lraq

and Afghanistan more than conventional conflicts

Jike Operation Desert Storm. Military force has tended
toward complex and protracted affairs, seeking not
rapid battlefield results such as the efection of the Iragl
army from Kuwait but rather establishing the condi-
tions under which political and economic development
can take hold. Sir Rupert Smith, a retived Britis
anal

of modern wa

general renowned for b
wrote, “We intervene in ... a contlict in order to estab-

fish a condition in which the political objective can be
achieved by other means and in other ways, We seek
to create a conceptual space for diplomacy; economic

incentives, political pressure and other measares to

create a desired political outcome of stability, and if
possible democracy”™* Following hostilities, the United

States may play a reconstruction role for years {in

creating or recreating physical, economic, social and

political infrastructure); indeed, the Balkans Support

Centractis still in force today.

Numbers

Shmple math ithyminates a major reason for the rise
of contractors: The U.S, military simply is not large
enough to handle all of the missions assigned to it
By employing contractors, the United States has been

able to maintain & much smaller standing Army than
would otherwise be requirved, quickly draw on poo

of expertise and manpower in the face of unexpected
events and attempt to reduce the cost to government

leading DO o)

wreasingly on buildi

a foree that generates

combat power,

between times of war, since the government does
not need to retain contractors on its payroll after a

condflict ends. The statutory limit on the armed forces
constrains the size and surge capacity of the mili-
tary, leading DOD to focus increasingly on building a

force that generates combat power. This emphasis on
combat forces has come at the expense of those who
support the effort: “KP” (“Kitchen Patrol.” logistical

support provided by soldiers temporarily reassigned
from combat units as recently as Operation Desert

Storm), for example, is Targely a thing of the past.
To cite a contemporary example, before the surge of

American troops to Afghanistan was announced in
December 2009, defense officials developed plans to
replace military support units with contractors, By
emploving private contractors to fulfill duties pre-
viously carried out by military personnel, defense
planners hoped to add as many as 14.000 combat
troops in Afghanistan while leaving the overall
nuraber of U.S. forces in the country unchanged.*®
Similarly, the State Department and USAID do not

possess the human infrastructure required to
out the tasks for which they are responsible.

dent Bar:

Py Tk Obama entered office intent on
reforming the way that government conducts busi-
“Trstarts,” he said, “with reforming our broken
stem of government contracting.™ To achieve
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this goal, the president set out to reduce the number

of contractors working for the federal government,
including ES&R contractors operating in hostile
environments. “In frag,” he said, “too much money
has been paid out for services that were never per-
formed, buildings that were never completed, fand]
companies that skimmed off the top ... We will stop
outsourcing services that should be performed by the

government.”* While the most recent Quadrennial
Defense Review (QDR) echoes the president’s posi-

tion and talks of finding a more appropriate balance
between contr.

ctors and federal employees in
carrying out necessary tasks, it fails to outline how
DOD would establish such a balance among mifitary,
federal civilian and contractor personnel, or what
exactly that balance would look like”® Even if efforts
10 in-source some functions are successful, they are
unlikely to significantly reduce U.S. dependence ont

contractors. It has become a new reality both of over-
seas engagements and of American foreign policy.

Political Costs and Commitments

‘The use of private contractors has reduced the
political costs associated with 1.8, deployments
and global commitments. American politicians
and policymakers routinely make reference to the
number of troops deployed in Iraq and Afghanistan
but almost never to the over 200,000 contractors

currently on the U.S. government payroll. American
troops, diplomats and other government work-

ers killed in combat zones are isted in casualty
totals and featured in “faces of the fallen” tributes;
American contractors killed in the same zones
barely register - to say nothing of focal or third-
country nationals. (Through 2009, an estimated
1,757 contractors have died in Irag and Afghanistan,
and nearly 40,000 wounded ¥ Had U.S. presidents

been required to deploy only American troops and
federal employees to carry out all duties in recent
conflicts, it seems likely that these operations would
have garnered less public support.

“There is another way inwhich the United States
could reduce its employment of private contractors

in combat and in stabilization and reconstruction
operations: limit the sumber, scope and duration
of such operations. While there

growing body
of opinion suggesting that the United States will
not carry out major, multivear operations on the
scale of Trag and Afghanistan again in the near

1o middle term, it is exceedingly unlikely that the
number of even much more limited operations will
drop to zero. Post-Cold War US. presidents, both
Republican and Democratic, have engaged in dozens
of overseas contingency operations; the current U.S
president, like his predecessors, continues to define
global in scope.

American securt

Challenges

‘The U.8. military can fight nothing buf the most
timited engagements without the extensive use of
contractors, and the State Department and USAID
will continue fo rely on contractors fo carry out a
great deal of reconstruction work. Since it is unlikely
that the (statutorily Hmited) U.S. force structure will
increase dramatically in the years ahead, and itis
likely that American commitments overseas will

remain great or even increase, US. reliance on pri-
vate ES&R contractors is here to stay. But accepting

is reality makes reform imperativ New York
Tirmes journalist Thomas Friedman put it in a recent
column, “We're also building a contractor-industrial-
complex in Washington that has an economic interest

in foreign expeditions. Doest't make it wrong; does
make you want to be watchful”*!

The LLS. government’s Increased dependence on
cantractors has provoked a number of concerns,
investigations and calls for reform., Five issues
merit particular attention:

» Fraud, waste and abuse

» Cost

« Military implications

« Foreign policy implications

» Legal and regulatory implications
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¥, FRAUD, WASTE AND ABUSE

One area of particular concern among public offi-
cials and concerned citizens has been the degres

of fraud, waste and abuse linked to reconstruction
operations and contractor-provided services in Traq
and Afghanistan. The post-invasion reconstruc-
Hon environments in both ¢

£

intries represent the
largest-ever markets for private firms providing
ES&H services: through March 2010 Congress had
appropriated 53 billion dollars for reconstruction

in Iraq and 51 billion dollars for reconstruction in
Afghanistan {President Obama has since requested
an additional 20 biltion dollars to fund reconstruc-
tion in Afghanistan).™ The great amounts of money
disbursed, the speed with which the government
demanded the reconstruction projects move forward
and the lack of oversight - particularly in the early
stages of reconstruction efforts in each country

invited a significant degree of waste and corruption,

To increase ove

rsight of reconstruction efforts, Congress
mandated the creation of the Special Inspector General
for Iraq Reconstruction (SGIR) in 2004. Originally
known as the Inspector General for the Coalition
Provisional Authority, it was tasked with examining
how biltions of dolars were spent on contracts in theater
— a signiticant amount of which was believed to have

Dbeen lost to frand, waste or abuse ™ Whik
sible to accuratel

impos-
gauge the level of this loss, SIGIR
Inspector General Stuart Bowen has suggested that poor
contract management in Iraq has left billions of taxpayer
dollars vulnerable to waste and fraud ™

In light of SIGIR's aggressive investigations into con-
tracting in Trag, and the targe and rising amounts
spent on contracting in Al

an, Congress
mandated a counterpart inspector general for
Afghanistan (SIGAR) in 2008 - after nearly seven
vears and 38 billion dollars bad been committed o
rebuilding the war-torn nation.”® Among thelr many
functions, these offices have conducted audits and
investigations into maximizing efficiency in contract
oversight and resource management.

Figure 3: Status of Investigative Activities of 1S, Agencies
other than SIGIR, as of March 31, 2010

AGENCY CASES™Y . OPENJONGOING
Defense Criminal - . . ‘
Investigative Service

‘i Federal Bureau: :
of investigation

- NavalCriminal -
Invastigative Service:
A0

* Daes aut incude cases under inve
frag Reconstruction (SiGIR).

458

igation by the Spedial Inspector General for

*“Humbers inchu
Operations Center.

pending cases d with ather agencies within the joint

Seurce: SIGIR, "Quarterly Report to the United States Congress” Apri 30, 2010

T date, SIGIR investigations have led to 39 indict-
ments for fraud and 30 convictions, not counting
investigations and indictments by other govern-
ment agencies.”” When these are included, the total
number of ronvictions for fraud stands at more
than 60 (as of March 2010). Tn addition, the govern-
ment has opened an additional 52 cases, at least

o
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45 of which deri
by the Treasury Department’s Financial Cr

ed from Information gathered

nforcement Network, an office that trac
cious financial transactions.™ Similarly, SIGAR is

expanding its operations o provi

1

e better oversight
and to increase its efforts to

of reconstruction efforts
deter corruption. SIGAR is carrently engaged in 12
ongoing audits of U.S. reconstruction efforts, includ
vhich involw

contrac

ing four s related to building

the Afghan National Security Forces

Regulations aimed at preventing fraud, waste and
abuse while ensuring proper contracting prac-

fices are er

hrined in the Federal Acquisition
Regulation (FAR}. The FAR, however, is not
itten for contracting in contingend

avie
ronments, contains an enormous number of

regulations and involves kaborious reguirements
before a contract can be cancelled, In addition,

few acqui sonnel ave fmiliar

with its use in hostile theaters, As retired Air Force

tion pe

Major General Darryl Scott, former head of Toint
‘ontracting Command Irag/Afghanistan, put itin
2006, “Our contracting officers are mostly trained
in the use of the Federal Acquisition Regulation

{FAR) and experienced in its application in non-

ney environments, We need to increase

raining for contingency operations”™ Other

rvers go further, saying that the
FAR represents regulations designed for peacetime
acquisition and that only very selected waivers to
FAR rule

contracting in contingency areas. T

for

tem, they

have thus far been permitted

i and time-cons

ER

gue, results fna i iing route
to fulfilling contracts, one that Hmits the military’s

authority and flexibility on the battlefield. “The real

tated, “Is whether w
s FAR authoer

cute off an acy

issue,” one DOD official s

can

ord

have an abbreviated Contingenc

50we inand ¢

an plan, tr
tion rule book that is

ssponsive to the needs of the
L and for which
w60

operation, not peacetime process

we can be held reasonably accountable.

Qaoe of the fiercest debates over the role of private
contractors in contingency operations concerns the
i 5

issue of cost. Are contractors fess of more expen-

sive than us

federal em 52 The ar
much more complicated than it would appear at
highly &

wer

ployes:

irst glance and remaing suted.

Most experts agree that contracting out fogis-

tics and construction activities tends to vesult in
significant cost savings to the government, while
more skilled labor — and private security functions
in particular - tends toward parity with the cost
of using federal employees. Hiring unskilled locals

or third-country nationals can save the taxpayer
costs. It is generally much Jes

to hire citizens from low

substanti

e

§ EXPEN:
environments to

carry out 2 variety of ES&R tasks (e.g., serving food,
constructing barracks, ete.) than it would be o have

uniformed personnel, foderal civilian employees or
1 civilian contractors perform the same

As the required skills inc

Americ
{funatior

, however;
alary for an Awerican
ils i the
per-day safary for a member of the military carry-
ing out the same duty. Many factors Influence the

the picture changes. Per-day

contractor, for instance, can ea

cost of hiring contractor

s for a particular function,
inchuding the type of skifled Iabor required, the
hackground of the contra hether or not

or (.8

a given individual served in the US. military and

cotlects benefits
vided), the tas

the previous training pro-

tself, the length of deployment and

the benefits incurred by the contractor or by the

government {e.g., housing, medical care in theater,
ar

od protection).

One setof

osts that is not always apparent in come-
parative caleulations is the “brain drain” aspect to
contracting when military pevsonnel who have been
rained by the United States, and who may
ion and lifetime health care, depart military

receive

ape
service or other federal employment i order to take
higher-paying jobs working for private contractors.
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Among military personnel, as a 2005 CBO report
points out, pay is just one element of total com-
pensation. The other elements - which constitute

significant pertion of the compensation package

- include retirement pay,
cod) and health care,

e. While CBO attempted
to convert the elements of military

tations {e.g. housing and
which may continue for

compensation
into present-value terms, this calculation proved
nearl

impossible for other federal emplovees or
contractors. In addition, there are substantial dif-
ferences in cost to the government depending on
whether the calculation involves both wartime
and peacetime costs, or wartime costs alone. CBO
has estimated that, in calenlating wartime costs
alone, the Army could fulfill LOGCAP functions
for roughly the same cost as private contractors,
At the same time, it estimated that, over a 20-year

iod (in both wartime and peacetime), obtaining
Togistics support from a private cont

cactor would
cost approximately 41 billion dollars, while obtain-
ing th rvices from Army units would cost
around 78 billion dollars, nearly double the cost of
the contracted services.”

me

This and other reports demonstrate, however,

the extraordinary difficulties the government

has had in making comprehensive cost compari-
sons between government workers and private
contractors carrying out the same functions, For
example, the US, Comptroller General recently
initiated a review of costs to DOD and the State
Department of using private security contractors
versus using federal employees for the same func-
tions. As the March 2010 report of the Government
Accountability Office (GAO) indicates, the
Pentagon was unable to provide the information
nece

ary for GAD to make such a comparison; it
Jacked information about the number of military
personnel that would be needed to meet contract
requirements or the cost of

raining personnel

security functions. This occurred

nearly five yea

ter GAQ issued a report calling

ervices at military instal-

ng conlractors cen

more on readin

an DOD to improve its transparency and data
collection of active duty compensation®* The
GAQ instead focused its 2010 report on State
Department security contractor

The clearest benefits of using contractors center
more on readiness fssues such as Rexibility and
speed of deployment and less on cost savings. As
CBQO points out, “Because contractors need not
make long-term commitments to their employees,
they are in a better position to ‘surge’ to meeta
short-term demand for workers and then rapidly
downsize later.* To cite one example, the US
vernment in Iraq shed over 40,000 contractors in

a matter of months as part of the redeployment of

American forces there.™ In addition, CBQ has said,

contractors may “be able to deploy to the wartime

theater more rapidly than could

upport units from
the Army Guard and Reserve ... which contain

T hirds of the Army’s logistics personnel.”®® At
the same time, the report notes, “A disadvantage of

using contractors is that the contracts theruselves
may be inflexible, requiring military commanders
to issue change orders to support contracts for even
minor shifts in tasks.

no?
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Vi MILITARY IMPLICATION

W

The unprecedented numbers of private contractors
on the battlefield and the vast scope of their activi-
ties pose new challenges for the U
recent address, General Stanley McChrystal, the
1op U.S, and NATO commander in Afghanistan,
expressed concarn about the militar

S military. Ina

s dependence
on private contractors. 1 think we've gove too far,”
McChrystal said, "1 think that the use of contrac-
tars was done with good intentions so that we

could limit the number of military. [ think in some
cases we thought it would save money.. We have

created in ourselves a dependency on contractors

that I think is greater than it ought to be™**

McChrystal's comments reflect the military’
ing effort to grapple with the new issues rai

ongo-
od by
America’s unprecedented dependence on private
contractors. Despite efforts to align the conduct of
contractors with that of military personnel, these
relationships remain poorly defined. For example,
operational plang have only recently taken the role
of contractors into account. Beginning in 2006,

DOD has required operational planners to include
in their operations orders an annex - Annex W~

that deta
foram

he numbers of contractors required
ary operation and the tasks they will
perform. The Department has moved abead in
developing Annex W content in operational plans,

but the quality of those plans often comes up
short” Beyond Annex W, DOD guidance encour-
ages eperational planners to include contract
requiremnents in other sections of their plans. Yet
detailed information about these requirements or
the role contractors will play is often minimal or

even nonesistent in other parts and annexes”®

GAQ has reported that most operational plan
annexes drafted thus far simply restate broad
language from existing guidance on contractors,
rather than precise details about the kinds and
numbers of contracto
By providing le:

5 11 ¢ outan

detail than expected

aperation

by Department leadership, GAD reports that cur-
rent plans are “limiting the utility of the Annex W

as a planning tool to assess and address contract
support requirements.””” GAQ indicates that this
lack of detail “can hinder the ability of combatant

commanders to understand the extent to which
their plan: reltant on contractors” and that

on makers may incorrectly
that operations plans have adequately addressed
contractor requirements *

suImne

In addition, training courses for U.S, soldiers
preparing to deploy to Afghanistan or Iraq ravely
address the role of contractors, even though half of
all those employed by the United States in theater
are contractors. In light of this fact, Congress in
2008 directed DOD to develop a joint policy docu-

Nt On CONLINGENCY Program management to

ensure the Department provides training to relevant
non-acquisition workforce personnel (including
operational fiek! commanders and their key staff)

i contracting i

ssues. Congress mandated that this
training be “sufficient to ensure that the military
personnel ... understand the scope and s
tractor support they

le of con-

y will experience in contingens
operations and are prepared for their roles and

* As of April 2010, DOD had not

issued the joint policy document.” The same deficit
appears with respect to pre-deployment war games.
In 2008, Congress mandated that DOD provide for
the incorporation of both contractors and contract
operations in mission readines: 7® Yetwar
games and role-playing exercises {which, somewhat

ponsibilities.”

werch

ironically, are themselves often staffed by contrac
tors) farel} incorperate the role of contractors. In
such exe s, contractors often play every role
2xcept contractors,

The extensive use of ES&R contractors - and their
presence on the battlefield along with American
troops - poses special dilemmas in command,
coordination and discipline. Contractors are not
in the chain of command; they are now, however,
subject to the Uniform Code of Military Justice
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Sontracting the lag Drawdowh
Recent experiehde in lraq demopnstrates”
DOD'S contined difficulty in iitegrating .
the role of contracting into militaty plan-
Cining - While UiS Forces-rag has identified the
CLOGCAP support that will e necessaty for
the coming drawdown 6FAmericah troops; it
has failéd 1 identify other contractor support
<neededito meet the stated UiS. objective ofa
+-50,000-troup ceiling by August 201077

‘DO doctiine requires operational personinel;
srather than contiacting officials, to determine
“the numbers of contractors that will be neces-
Sary to'cary.out s mission and the funictions

“they must catry out, According to GAO, hows

“ever;the lrag drawdown plan delegated this

sesponsibility 1o contracting agencies such as
the Joint Contracting Command (JCCL™

JEC stated thatit could not determine |
the'appraprizte lével of in-theater cons
Cttact SUpROTt required without relying on-"
‘Commanders to-provide the nisdessary
information; information it did not receive:
‘Remarkably; instead of emiplaying opers:
“Honally driven requirements to determine
contracted services, the raq drawdown plan
s based onvhistorical ratios of tontiactors 16
“millitaty personnel ity frag.” ;

{C
and not to the entire Code. AL DOD contracts now

A1, albeit only under certain circumstances

require contractors to follow relevant rule
regulations, including fragmentary orders s

by commanding officers in contingency areas.
the same time, failure to follow orders can result

in criminal prosecution for mili
but this is not true of civiian contractors. The

ry personnel,

contractors, tather than commanders in the field,
are responsible for ensuring that their employees
comply with laws and orders, and commanders
on the ground have in the past expressed repeated

ration with their own
regarding contractor activities - or even presence
in the battlespace”®

k of knowledge

Although DOD has designated

certain civilian employees as “emergency-essen

tial” personnel who ma

e sent overseas during
& crists, even involuntari
and US
to worldwide availability and can be subject 1o

and State Department

1D Foreign Service Officers must agree

directed {Le, involuntary} assignments in some
cases, this
tors

not the case with private contrac-

Federal employees who refuse may face
administrative penalties, including termination of
employment”®

Today and in the future, properly mavshalling the
collective activities of private contractors will be
critic

to a comumander’s ability to accomplish
his or her mission. This will require knowing the

basics:

how many contractors are in a particular
battlespace, who and where they are, and what they
are doing: how their responsibilities mesh with

the authorities and responsibilities of American
government personnek and how operational plans
incorporate contractors into the array of forces in
play.

Despite the enormous role now played by con-
tractors on the battlefield, defense planners still
pay them inadequate attention. 1t is striking, for
instance, that the QDR failed to discuss the role of

contractors on the battlefield and in stabilization

an better
integrate contractors into planning, training and

operations, how military commanders

operations, or a vision for the relationship between
contractors and government personnel {pther than
that there will be fewer of the former and more

ol the latter). Given the QDR srance that an
increasingly complex security environment will

demand U.S. military involvement in a broad range
of contingencies in the future, the QDR represents
a missed opportunity to outline a framework
within which contractors and military personnel
can partner. Apart from stating that DOD intends
to hire or convert 20,000 new acquisition positions
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by 2015, the 2010 QDR, while acknowledging that
the future force inchudes contractors, failed to

itutional
and cultural change within the Department*

Although Secretary of Defense Robert Gat
ordered his department to grow the Army con-

NS

s the groundwork for signify

tracting civilian workforce by 1,600 new positions
by FY 2015, the 2010 QDR devores just a few shori

Ov

paragraphs to the issue, noting simply, the
next five years, the Department will reduce the
number of support service contractors to their
pre-2001 level of 26 percent of the workforee (from
the current level of 39 percent) and replace them, i
needed, with full-time government employees.”™
This drive to in

SOUTY

> not only appears to be
based on an arbitrary target percentage, but it
also fails to distinguish between types of contrac-
it

5 - some of whose functions may cast less than
employing government employees and others
whose tasks the gov

RMENt may want to in-

SOUPCE
as 2 core competency, For an institution that relies
on private contractors to an unprecedented degree
for its operational success, DOD should g
role much more strategic thought.

ve their

VHIL FOREIGN POLICY IMPLICATIONS

with ES&R contractors carries
cy tnplications. This is true most
ars in which the United States is

How America dea

broad foreign poli ica

obviously in the w

engaged. The testimony of military personnel and
contractors alike suggests that local populations
draw little or no di

inction between American

troops and the contractors they employ; an act

committed by one can have the same effect on
local or national epinion as an act carried out by
the other. (Insurgents have also viewed contrac-
tors as potential targets; in Afghanistan, Taliban
fighters have begun regularly targeting USAID

contractors working with local Afghan officials on
civil infrastrnctare projects.)™ In the midst of twer
counteringurgency campaigns, contractor conduct
directly affects U.S. authority and legitimacy
the ground in Alfghanistan and Iraq. In an effort
premised on a strategy of “clear, hold and build,”
and in which much of the “build” mission will

F an

be executed by contractors, cach of their actions
impacts the effectiveness of American policies and
information operations on the ground.

Though most American private contrac

tors appear
o make a positive contribution, and to be honest,
patriotic and dedicated to the mission at hand,
tive

media accounts typically focus on the neg
aspects of contracting and the ways in which con-
fractors’ actions set back the American war effort,
“The Blackwater shootings in Baghdad’s Nisour

Square, for example, are well known; less known is
that & number of contractors provided interroga-
tion services at Abu Ghra

b prison.”®

ES&R contractors have played a significant role

in the counterinsurgency-intensive operations in
Iraq and Afghanistan, Such mi often require
providing employment for focal populations. By

“hiring tocal,” the United States attempts to boost

the local economy, reduce unemployment and
drain away the pool of vonng men willing to fight.
Major General Darryl Scott described the desi

red
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end state as one in which 75 percent or more of
available funds are awarded to host-nation con-

tractors and polic
subcontractor:
host-nation firms.

es encourage the use of focal
s not made directly to

ng significant amounts

of local Jabor to carry out contracted tasks can be
central to the success of counterinsurgency opera-
tions. At the same time, contracting - even Jocally
- can pose difficulties. Employing local labor can
draw talent away from the host government and
toward higher paying private sector jobs. And
there may be greater concerns about security and

reliabitity when employing local contractors vather

than Americans 1o carry ont the same tasks.

The great reliance on contractors in wartime
raises foreign policy questions that go well
beyond the domain of DODL To cite one exam-
ple, th
Afgha

nited States has brought to Iraq and

an tens of thousands of workers from

are fow.

developing countries in which labor co
30,000 U
gathers pace, the Congres

As the surge o fraops 1o stan

fgh
ional Research Service
profects that 130,000-160,000 contractors will sup-

hanistan

port the nearly 100,000 U
by August 2010
personnel increases, so too does the reliance on
host-nation and th

S troops in Af

As the number of contract

-

Inone
S. government has requested
that a contracting firm deploy into Afghanistan

country nationa

example, the

some 3,000 support contractors as $ooi as pos-
sible. The vast majority of th

se will be Indian
nationals — irrespective of Pakistan’s acute sensi-
tivity to the perception of Indian encroachment
in Alghanistan. There appears to be insufficient

deliberation within the State Department about the

foreign polic

v implications of contracting dec
arparate level, both on State/USAID
funded contracts and on DOD contracts,

made at the

v and at perhaps the most overarching level,
the role of private contractors may imply changes
in the rules-based international society that the
United States has endeavored mightily to construct

ons

and protect since 1945, Through legal precedents
andd norms of behavior establis

of cu

ed in the course
employment of contractors

rrent wars,

could shape the way that current and rising powers
conduct future wars. Washington bas long been

in the norm-setting and norm-enforcing business,
and as a result it shoukd expect that many others
will follow America’s lead. Ta this regard, efforts
such as the Montreux Document {discussed below)
and international legal interpretations will have
important precedent-setting implications for the
future conduct of American and foreign behavior.

an acl committed J?y’

i Ry

effect on local or national

apinion 4s an ack o

out by the other.
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POLEGAL IMPLICATIONS

“The legal framework governing ES&R contractors
in wartime is complicated, features overlap-

ping jurisdictions and is semewhat ambiguous.
Contractors working for the United States can be held
accountable for crimes committed overseas under
atleast fwo domestic American laws. The Military
ExtraTerritorial Jurisdiction Act (MEJA) allows
contractors hired by DOD to be tried in US. (¢
fan) federal court for crimes committed overseas.
In 2004, Congress expanded MEJA jurisdiction
to apply to contractors working for agencies other
than Defense as long as their “employment relates
to supporting the mission of the Department of

Defense overseas.” This phrase, however, remains
ambiguous and turns on how the “DOD mission”
is precisely construed. For instance, in the immedi-
ate attermath of the Blackwater shooting in Nisour
Square in Baghdad, the State Department argued
for a time that the law did not apply to those guard-
ing its personnel.” It remains unclear whether State
Department or USATD contraciors fall under MEJ.
even in a patently military environment, In addition,
MEJA originally written to provide jurisdiction
over crbminal acts committed in non-opey
environments. There ave practical and logistical chal-
lenges associated with trying contractors in federal

tional

court for crimes committed in hostile environments
abroad, including the requivements to procure wit-
nesses, ensure custody of evidence and so on. Perhaps
as a result of these factors, relatively few contractors
have been tried under MEJA since its passage in 2000
or even after its expansion. (Between March 2005 and
March 2010, 17 U.S. national contractors have been
prosecuted or charged under MEJA, with an addi-
tional 15 cases pending ™)

The murky legal status of contractors on the battle-
field has led numerous observers, including some in
the Pentagon, to call on Congress to pass legislation
applying MEJA unambiguously to all contractors

in a contingency environment. In 2008, then-Sen.
Barack Obama introduced an amendment with that

objective, but the effort falled. By adopting legista-
tion of this variety, Congress could significantly
increase legal accountability for ES&R contractors,

Given the challenge: ociated with holding
contractors accountable under MEJA, Congress
has pursued an alternative path by expanding the
jurisdiction of the UCMJ. The FY 2007 National

Defense Authorization Act extended military juris-

a

Z

diction and trial by court martial to contractors
“serving with or accompanyisg an armed force”

in a contingency operation. The new provision,
which expands UCM] jurisdiction to a potentially
broader pool of contractors than that covered by
MEJA, was greeted as a major step toward bring-
ing greater legal accountability to the actions of
contractors.” The fivst case brought under the
UCMJ dealt with an Tragi-Canadian who worked
as a contract interpreter for the US. Army and was

charged with stabbing a colleague.” The military,
given its presence on the battlef
i

eld - including
nvestigators, prosecutors, defense lawyers and

judges - and its experience in court-martialing its
own personuel for vielations of the Uniform Code.
is arguably in a better position to hold contractors
tegally accountable than is the federal court system.
Yet serious constitutional questions surround the
concept of trying civilian contractors by courts-

martial, questions that may eventually require
answers from the Supreme Court™

In short, MEJA presents a constitutionally solid
basis for trying contractors but the scope of its

jurisdiction is ambiguous
ties associated with it

and the practical difficul-
application are significant.
‘The UCM] represents a much more jurisdiction-
ally unambiguous way to proceed and is easier to

implement as a practical matter, but its application
to civilians is constitutionally questionable.

Further complicating the legal picture, ES&R
contractors may also be subject to foretgn law,
‘The legal status of contractors varies by country,

depending on the jurisdiction and any agreements
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in place between the United States and the host
government. In Irag, for instance, the Coalition
Provisional Authority issued an order just prior to
the transfer of sovereignty that granted contractors

immunity from Iragi law for acts related to their
contracts. This

situation changed radically follow-
ing the negotiation of a bilateral Status of Forces
Agreement between the United States and Irag,

r the nearly 80,000 American and third-

forces detained five ULS, contracto
them in custody under local law; the FBl a

vely
isted Traqi pelice in their investigation of the
contractors™ T

here exi

s no immunity clause that
protects contractors from local law in Afghanistan,

but given the poorly functioning police and court

system in that country, the application of Afghan
faw to U.S. contractors has not vet emerged as a
potent issue.

In general, however, the application of local law
presents novel challenges for those engaged in
ES&R contracting. The United States has a strong
interest in clarifying with host-nation governments
how local and U.S. law will apply to the activities
of contractors, particularly given the significant
differences in legal systems and the undeveloped

rule of law in theaters like Iraq and Afghanistan.
‘The kind of cooperation that developed between
the FBL and Tragi officials after the June 2609 arr
would ideally take pl
understanding of jurisdi
at play. In addition, the United States has an inter-
est in aveiding any politically motivated arvests of
its contractors in countries where legal traditions

251

ce in the context of a shared

ion and the various laws

are not as robust as its own, as well as in ensuring
that a perception of contractor impunity does not
damage American public diplomacy and counter-

insurgency efforts.

The status of contractors under international law
is also somewhat ambiguous. It is, in a way, easier
to state what categories such contractors do not fait

into, They are not mercenaries. This is an impor-
tand point, as the “mercenary” label has been used
routinely - often in a pejorative sense — to describe
private military contractors (and particularly
private security contractors). Yet the definition of

“mercenary” under international law is exceedingly
narrow and the vast majority of contractors do not

fall under its terms.
not fall peatly into either of the two main catego~

ries of individuals under the faw of armed conflict
- combatants
{in

he status of contractors does

ans. As a result, their rights
ample, whether they could be
bject to divect attack, are immune from prosecu-
tion and would be held with prisoner of war status
if captured by an enemy) remain unclear™

luding, for ex

Under the Geneva Conventions and the law of
armed conflict, it appears that most contractors
would be considered civilians and thus do not
constitute legitimate military targets

They would
retain this status so long as they take no active
part in hostilities, and enemy forces could not
legitimately target them for attack. Contractors
deploying with the military and who possess iden-
tification cards could qualify as prisoners of war if
captured, entitling them to a broader set of rights
and protections than those that apply to unlawful
combatants.

The fegal status is less clear, however, for contrac-
tors carrying out functions mere closely related
to military activitiss, such as intelligence collec-
tion and support, logistics support to forward
deployed troops, operating drones, maintain-

ing or repairing weapons systems, or (possibly}
using a weapon, even if fired in self-defense. (This

concern goes beyond private security contrac-
me ES&R contractors carry weapons for
personal protection.) If they are deemed to take
an active part in hostilities but do not meet the
definition of combatants (because, for example,
they are not fully integrated into the armed forces,

tors,

do not wear distinctive insignia, follow a chain of
command, carry a weapon openly, etc.), they would
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be classified as civilians under the law of armed
conflict. This, at least arguably, would open them
to criminal prosecution for any actions they had
taken during hostilities (as opposed to combat-
ants, who enjoy immuni

for
committing hostile acts on the battlefield). These

contractors would still be entitled to the base-

line humane treatment protections included in
Common Article 3 of the Geneva Conventions but
not to the broader set of protections they would
enjoy ted as POWs or noncombatants™

and obligations, remaing

ambignous under

international low.

2%

Despite useful efforts by the International
Committee of the Red Cross (ICRC), the precise
status of contractors, including their rights and
obligations, remains ambiguous under interna-
tional faw, n 2008, the ICRC and a number of
interested states issued the Montreux Document,
a nonbinding set of guidelines for states regulat-
ing the application of law to such contrz 5. The
United States, which participated in drafting the
document, is one of 34 signatories.*® The fact that
the United States - the world’s foreme

st employer

of BS&R contractors - was a direct participant in

120

the Montreux proces

vepresents an important step
ing enduring international nerms
for handling contraciors in conflicts. U.S. actions,
particularly in the legal avena, will establish prec-
edents that will likely be cited by other countries

toward establ

as they employ their own contractors in similar
situations.

Perhaps for this reason, senior Pentagon officials,
among others, have called for the establishment
of a widely accepted set of international stan-
dards governing the employment and conduct of
contractors, The International Peace Operations
Association (TPOA), a trade association represent-
ing contingency contracting firms, has adopted a
code of conduct for fts members and a complaints
for tracking alleged violations. 1PQ:

Proce:

of conduct is, however, limited in two respe

First, the association's member firms are largely

I solution to
the need for robust international norms. Second,
there is tittle coercive enfore
for vietators. After the 2007
ings, for example, IPOA initiated an independent
review to determine whether Blackwater had
vicated the IPOA code of conduct. Several days

American, and thus offer only a parti

crnent mechanism
sour Square shoot-

later, Blackwater simply withdrew jts membership
from the association. In addition to PO/
efforts are proceeding on the international level.
Following a mandate of the &
the Geneva Centre for the Democratic Controf of
Armed Forces (DC

5 moves,

riss government,

F) is working with the Geneva
Academy of International Humanttarian Law and

Human Rights to develop a global code of conduct
10

that will govern industry norms.

Efforts at Reform

Responding to the many chalienges and com-
plexities raised by the expansion of ES&R
contracting, Congress is advocating a number
of reforms. Tt firs

sparked a significant change
h by including a requirement

in DOD's approa
in the FY 2007 ional Defense Authorization
Act INDAA) that the Department put into place
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anew process for preparing for and execut-
ontingency contracting and that it place
these functions under the authority of a senior

officer.’” 1t has directed that contract suppost

requirements be included in pre-deployment

Y2009

d the addition of ten gene
108

training and war games, and the
NDAA author
officer billets for

acquisition”® In addition, as
described above, Congress established the Special
Inspector General for Irag Reconstruction and
the Special Tnspector General for Afghanistan
Reconstruction.

Efforts to enhance oversight of contracting in

hostile environments appear to be accelerat-

ing. The Senate and House Armed Ser

Committees have held hearings on the iss
surrounding contracting Senator Carl Levin,

an of the Senate committee, has initiated
v

chairy

a lengt

tigation into specific allegations

of wrongdoing, Senator Claire McCaskill, chair
of the Ad Hoc Subcommitiee on Contractis
Qrvers
issues, including transparency of the contract-
ing system, accountability

ight, has held numerous hearings into these

s of foreign contractors

and contracts for polt

> training in Afghanistan.,
also established a Comm

Hon on

Congre:
Wartime Contracting with a broad mandate,
Senator Tim Webb, who co-sponsored the legisla-

tion authorizing the conymission, describes its

role as “retroactive in terms of accountability and

proacti

e in terms of providing recommendations

on wartime contracting”* The required interim

report, released in July 2009, focused on contractor
managernent and accountability, security services,
ruction efforts. With

ation extended into 2011, the com-

logistical support and recons

authori

jon Hiustrates the increas

i) en

ng attention gi
w the role private contractors now play in major
American conflicts.

As with these efforts of reform, a s

s of reports
Has called for changes in the way the government
contracts for services on the battlefield and oversees

the process. The 2007 Gansler Commission report,

for instance, stated that there was “urgent reform

required” in the Army’s expeditionary contract-
ing system and laid out a series of recommended
changes in the contracting process.™ DOD has
acted on many of these recommendations, a
as those

U8

ate and

milar reviews, but

ver changes.™

ned s

113 have made far

Significant additional reforms are needed in

the Defense Department, the State Department,
USAID and the U8, government as a whole, As
summarized by one government participant in

a CNAS working group, the U.S. government

is trying to make up for neasly two decades of
neglecting contractor management and oversight
- and it 1s doing 5o in the midst of two ongo-

ing wars that invoelve unprecedented contractor
participation.
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X, THE PATH TO REFORM

If the United States is facing an era of persistent

engagement, it is also facing an era of persistent
contractors. It is time for a new, strategic approach
to the role played by ES&R contractors in con-
flicts, one that secks to build upon past disparate
attempts to reform unique elements of the con-
tracting process. It is past time to rationalize,
modernize and improve the system of contin-
gency contracting, This report proposes a new
system based on core principles that lead to a new
approach. This approach features an interlocking
set of recommendations for the way ahead.

Across the U8, government, there has been
insufficient discussion about the way in which
the rise in contracting has changed the nature of
our foreign policy and expeditionary operations.
There is no consensus on the way ahead. Bills
currently pending in both houses of Congress
would change the way in which contracting is
conducted, including its legal framework. Experts
disagree about which department(s) should
administer ES&R contracting in the future, with
some advocating the establishment of a new
agency altogether. As all these debates take place,
tens of thousands of U.S. contractors carry out
their duties every day in conflict environments,
often at great physical risk.

‘There does appear to be a consensus that the cur-
rent contracting system does not work the way it
should and that without change it will not func-
tion properly in the future. Future conflicts and
reconstruction efforts will not only involve federal
employees pursuing national interests but will also
depend on the expertise and willingness of for-profit
corporations and private citizens to augment federal

capacity overseas. This fact reflects the new reality of

21st-century economics, government and warfare.
In light of America’s ongoing wars and shifts in the
nature of conflicts, the U.S. government’s approach
to contracting in conflicts must change sooner

The Path [o Reform

s Raise. standards amo‘ 0% contractcr
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Contracting in Conflicts

A ﬁcxadmap o Refmm

Themany changes equ et fal l into1z crmcal‘
reforms Taken together, they would srgn
cantly-improve the contracting process for
American operatrons taday and far mto he
future:

improve U S govemmem managemem .
2of ES&R contractm B :

e Rebmld expand and mprovexhe ranks :
of contractmg personne!

“Establish a ccntxngency contractmg reserve
COS:

. Increase rranspa ey and accoumabmty

Jncrease scmtmy of ES&R ontractors

!mprove thelegal and reguiatory
B ﬂ‘amework :

in conﬂ:cts. b
g inﬁegrate the role of contractors mm po i y : :
and: strategy :

Integrate contracmrs mto ccmmand
“énd controli

Change the us: govemment S u!ture
ofi¢ contraﬁtmg

:Harvest and app y | tessons leamed

rather than later. Should it not, the negative con-
sequences ~ for the conduct of America’s overseas
engagements and for broader U.S. foreign policy
interests - could well be profound.

Contracting is no longer simply “someone else’s
business,” but rather the business of American
policymakers across the board. It will require time
and attention commensurate with its importance.
Senior policymakers can no longer simply rely on
specialists to handle the myriad factors that affect
the United States’ ability to carry out its missions.
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A change in culture and mentality begins, as it does

50 often inside the U.S, government, with leader-

ship at the top. Department heads and White House
officials must begin to place priority on rationalizing
the ES&R cont
critical importance to our foreign

ting proces
policy and national secarity efforts.

The recommendations enumerated below woukd,
if implemented, go a long way toward solving the
many current problems facing the U.S. approach

1o contingency contracting. The recommenda-
tions alone - even if all are fulfilled - will not be
suflicient to adequately improve the American
way of contingency contracting. On the contrary,

their implementation must be accompanied
by a shift in mentality and culture in the rel-
evant agencies. The Department of Defense,
the Department of State, the U.S. Agency
International Development and their bureaus and
offices must continue to seek reform in all phases

or

of the contracting proce

policy, planning, for-

mation and management.

Recommendation: inprove U.5. Government
Management of ES&R Contracting
Coordination is key to everything the United States
seeks to achieve via ES&R contracting. Despite

the years - and tens of billions of dollars - spent
on ES&R contracting since 2001, the approach to
contingency contracting remains fragmented and

ad hoc. Insufficient interagency coordination before
and durtng operations has been combined with an
unprecedented degree of dependence by the agencies
on contracted support, The result too often has been
inefficiency, lack of transparency and insufficient
unity of effort. Yet the problem goes beyond this:

Even expert contract managers {and, ultimately,
contractors themselves) will be unable to adequately

contribute to the overall mission if they receive
incomplete, vague or contradictory instructions

from policymakers and program officers. Policy

must drive contracting, not the other way around.

The Department of Defense has taken steps to
remedy poor coordination within DODY? but the
State Department and USAID appear to have made
sstems. In
addition, interagency coordination has tended to be
informal and incomplets; disjunctions between poli-

fewer improvements in their own internal §

cymakers and contract managers have emerged. (The
one exception is a Memorandum of Understanding
agreed upon by the three agencies to manage private
E

arity contractors) As a result, it is imperative to
improve coordination among policymakers, program
officers and federal contracting personnel, and also
. The best course is to increase the

among the agenci
g capacity at DOD, State and USAID and
formal (but refatively simple) interagency

contrac
establis!
coordination raechanism,

“this effort should include expanding the current
DOD Office of Prograrm Support, which is located
in the Office of the Undersecretary of Defense

for Acquisition, Technology and Logistics. This
expanded office, which would be renamed the
Office of Contingency Contracting (OCC), should
be led by a Senate-confirmed Assistant Secretary of
Contracting. It should be
the unambiguous Department focus for planning,
affing and managing DODYs ES&R and
ecurity contracting.

Defense

for Contingenc

funding, s

tly, the State Department should expand
its Otfice of Logistics Management into a new
“optracting located under

Bureau of Contingency

the Undersecretary for Management, The bureau
should be led by a Senate-confirmed Assistant
Secretary {the current office is directed by a
Deputy Assistant Secretary). USATD should either
direct that its Bureau of Democracy, Conilict

and Humanitarian Assistance develop a specific
expertise in ES&R contracting (including add-
ing contract specialist personnel to the bureau)
and provide guidance to USATID regional bureaus
s they manage their own contracts or it should

establish a separate contracting bureao headed by
ant Administrator-level official.
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The objectives in making these changes are to
expand the capacity within the agencies to handle
ES&R contracting, to ensure that the offices are
divected by officials whose rank is commensurate
with the great importance of such contracting
and to equalize within the agencies the ranks of
respensible officials in order to harmonize the
coordination mechanism described below.

As part of this effort, and to establish quickly a
cadre of well-trained contract professionals, the

three offices should recruit not only government
civilians, active duty military and other direct hires,
but should a

el to modify the laws governing
civil service retirements in order @ induce former

federal contracting professionals to return to servi
without Josing their pensions. would permit the

government 1o quickly hire retirved federal con-

tract managers on a temporary basis when needed,
In addition, such a step would allow retirees to

enlist in the contingency contracting reserve corps
{described below) and deploy for temporary duty

- thus providing to the government a potentially
substantial pool of skilled personnel. The directors
of the affices described above should encourage
their emplovees to accept temporary detailing to the
corresponding offices in the other two agencies and
o contracting positions in theaters abroad in order
to broaden their experience and expertise.

“This report proposes a mechanism by which the

representative from the Office of Management and
Budget {from either #ts national security budget
section or its Office of Federal Procurement Policy}

and should be chaired by a new National Security
Council Senior Director for Reconstruction and
Stabilization Operations {for whom handling
contracting issues would comprise just one of
several responsibilities), In addition, to preserve
institutional knowledge and enhance the stability
of the three expanded offices, the agencies should
areer officers to head them
or, at a minimumn, direct that each political appoin-
tee filling one of the three positions have support
from a professional Deputy Assistant Secretary {or
Deputy Assistant Administrator).

consider nominating

Replacing an ad hoc process with this more formal

mechanism would help ensure that the government
possesses the ability to articulate and carry out
synchronized, efficient and effective strategies to

support contingency operations. Refore the govern-
ment injtiates a contingency operation, the officials
named above and their staffs should coordinate
with combatant commands, chiefs of mission, con-
tracting firros and others as appropriate in order

to fnform operational plans and develop con-
tracting-specific plans. They should also support
policymakers in coordinating efforts with foreign
governments, non-governmental organizations and
international organizations.

three officials named above would take resp
bility for coordinating contingency contracting
in future operations. They should meet ona

regular bass to develop general guidance for
contract managers (including transtating policy
and mission objectives into specific guidance

for contracting personnel}, propose any needed
changes to the Federal Acquisition Regulation
{or to other statutes, regulations and procedures),
ensure understanding across agencies, coordi-
nate contracting pro s and plans and identify
problerms that can be resolved or referred 1o poli-
cymakers. T

s basic structure showld include a

Recomm tion: Rebulld, Expand and
Improve the Ranks of Contracting Personnet
Given the explosion in the number of contracts in
recent years, and the degree to which American
operations have become dependent on outside con-
tractors, growing the government contract workforce
has become the necessary but not sufficient condition
for fixing the problems that continue to plague the
ES&R contracting process. If the government takes

this step, i can implement the many other recom-
mendations offered here to reform the contracting
process. Ifit does not, it is highly likely that most, 1
not all, of these other reforms will simply flounder.
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The re dations below the great
need to hire more contract professionals in each
agency and acress the spectrum of contracting
responsibilities. [t may appear that this reportis
arguing mainly for a significant increase in gov-

ernment personnel able to oversee contracts. Itis,

Through working group meetings
consultations with government officia

and in many

3, private

contractors and others, one theme stood out above
all others: The LLS. government is

trained and qualified contract personnel. Over the

sorely facking in

past three decades, the number of U.S, government
personnal managing and overseeing ES&R contracts
v at a time in which

the volume and complexity of these contracts has

has fallen significantly, preci

increased tremendously. As a result of these changes,
today the government suffers from a serious lack of
trained professionals able to manage contracts both
from the United States and in theater. Expanding

the quantity and quality of the government’s con-
tracting workforce must be a top priority.

The need for increased numbers of able govern-
ment persennel familiar with contracting issues
goes well beyond simply increasing the number
s based in Washington and

of contracting offic
s, There is a dire need for increased num-

overs
bers of other gavernment personnel involved in the
including contracting officer

contracting proce
representatives, auditors and investigators.

Numbers alone are insufficient; the departments
must actively work to improve the skills and elevate
the rank of personnel involved in contract man-
agement and oversight. To cite one example, the
military often assigns contracting officer represen-
tative duties o low-ranking personnel in the field
who are often not acquisition professionals; their
COR duties ave viewed by the chain of command
as secondary responsibilities,

Reforming the ES&R contracting process also

requires that government personnel not directly
tasked with overseeing contracts ~ including

commanders, other military personnel, diplo-
mats and policymakers - are educated tn basic
As contractors

contracting issues and procedires.
continue to play an increasing role in the conduct
of U.S, foreign policy and national security, U8,
policymakers and other officials must broaden
their knowledge of the contracting process and the
nd limitations of outsourcing

potential benefits

activities previously

THE SECRETARY OF DEFENSE SHOULD:

+ Continue to significantly increase the number
of qualified contract personnel responsible for
ES&R contracting.!* The boost in personnel
should include filling the remaining flag officer
billets for acquisition authorized in the FY 2009
NDAA and increasing the number of CORs
and other government personnel responsible for
quality assurance and contract oversight.

Continue to provide incentives for enlisted per-
sonnel, officers and civilians to pursue a career
track in contract management or auditing.

Issue a divective that prioritizes the education,
training and assigning of ES&R contracting per-
sonnel, as well as other relevant personnel outside
the acquisition statf. This directive should:

» Direct that CORs should not have other dutles

that conflict with their contract responsibilities.

» Add basic contracting issues to professional
military education and flag officer training
and education. The aim should be to ensure
that officers are qualified to assess compli
ance with contracting regulations and are
familiar with the role of contractors in hos-
tile environments.

THE SECRETARY OF STATE AND THE USAID
ADMINISTRATOR SHOULD:
Significantly increase the number of qualified

contracting officers and CORs respongible for
S&R contracting, including in current opera-
tional theaters.

carried out by the governrent.
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A standard complaint
voiced by Congress,
inspectors geseral, the

press and the Commi

on W

rtime Contracting
revolves around the lack

of fransparency and

&R contracting proc

= Provide incentives for foreign service officers and
civil servants to pursue a carcer track in contract
management.

« Add basic contracting Issues to education and
training courses for senior Foreign Service
Officers and senior USAID personnel,

Recommendation: Establish a Contingancy
Contracting Reserve Corps

The FY 2009
Act created a government-wide Contingency
Contracting Corps - a pool of individuals cur-

ational Defense Authorization

rently working in the federal acquisition workforce
who agree to make themselves available for deploy-
ment in response to an emergency, major disa

ster

or contingency operation. The Corps is authorized
to deploy either within or outside the United
States, and voluntary membership is open to all

military and federal employees working in federal
acquisition,

While the creation of this corps is a welcome
development and provides an attractive model
for dealing with the problems associated with
the lack of qualified contract managers in

theater, it is somewhat peculiarly housed at the
General Services Administration ((GSA). The GSA
Admint

strator has vesponsibility for standing up
the corps and the OMB Director has the author

ity {with the concurrence of other agency heads)
to deploy member:

s of the corps. In addition, the
new corps replicates in large measure the deploy-

able contracting capacity housed at the Federal
Emergency Management Agency (FEMA); indeed,
many federal contracting personnel who have
agreed to join the FEMA-based contracting corps
for domestic deployment have also sought to join

the GSA-led contingency corps,

A better model would move the GSA-based con-
tingency contracting reserve corps to an expanded
DO Office of Contingency Contracting, with
deployment authority resting with the Secretary
of Defense. In addition, deploying such a corps to
manage

iS&R contracts in a contingency environ-
ment should serve as the beginning, rather than
the end, of the government's efforts to deal with

a future mismatch between the requirements for
skifled contract managers and the pool of such
managers available for deployment. The contin-
GENCY CONLT:

cting reserve corps should serve asa
surge capacity when needed, but the government
should aim to transition to non-reserve corps
federal contract managers within a relatively fixed
period of time {e.g., one year). This time could be
used to hire and deploy skilled contract special-
ists as temporary federal employees, ensuring both
that the U.S. government has the necessary capac-
ity and that the necessary personnel are federal
emplovees {i.e., not themselves contractors).

Recommendation: Increase Transparency
and Accountability

A standard complaint voiced by Congress, inspectors

general, the press and the Commission on Wartime
Contracting revolves around the lack of transparency
and accountability in the ES&R contracting process.
“This opacity has led to poor management and glaring
inefficienc s of December 2009, federal auditors
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rad identified nearty a billion dollars in wasteful
spending in Afghanistan contracts.” Congress has
held numerous hearings on issues related to mis-
spent contracting funds, revealing that the executive
branch for a time failed to keep sufficient records on

companies aperating under government contracts

or subcontracts in Irag ~ or was unwilling to provide
them." Various factors exacerbate the difficulties

of montoring contract performance, including the
multitude of contracts awarded, the relatively small
staff that ropitors them and the fact that contracting
officers are often located far away from the area in
which servi

s are actually provided.

A nuraber of measures have been taken in recent
years to address this problem. DOD now provides
Cangress with periodic reports an the contrac-
nd subcontractors it employ
s CORs to sites where contrac-
are providing services in order to ensure
on-the-ground monitoring.*** The U

The Army

us and deploy

tors

. government
has also attempred to centralize responsibil-

ity for contractor oversight at the country level,

In Afghanistan, for example, the Coordinating
Director for Development and Economic

As wing each
contract and ensuring its compliance with U.S,
standards and strategy."’

istance in Kabul is tasked with re

Another majc
ment of the Synchronized Predeployment and
Operational Tracker (SPOT
2007. SPOT was 4
database for contingency contractor

step forward was the establish-

erm in January
a unified

igned to s

and contract
rvices information. Although SPOT plays a

useful role in aggregating information for better
contractor management and oversight, there are
still areas in which it falls short. GAQ continues
to report that many information fields in SPOT

es differ in their
interpretations regarding which contractor and

are left unfilled because agenc

subcontractor personnel must be entered into the
systemy, leading to important knowledge gaps.™*
In addition, wide discrepancies have emerged

between the counts offered by SPOT and by the
CENTCOM Quarterly Census. DOD, which
conducts a marwal count o tra

k contractor per-
urate than
SPOT, while GAQ has found shortcomings in

sonnel, vegards the census as mo

both systems. In one recent example, an April 19,
2010 SPOT report identified 32,000 contractors
working for DOD in Afghanistan; meanwhile,
the Quarterly Census found 107,000 Agencies
continue to use 7 variety of other

sstems — many
of which are ad foc ~ to obtain information on
contractor personnel and contracts, undermin-
ing the utility of SPOT as a centralized database,
This patchwork of practices must be integrated in
order o establish SPOT as a fully effective con-

tractor monitoring tool.

T addition to aggregating data, there is a keen need
we full o to contracts for government

auditors. This at times requires auditors to Hink with

o eny

customers as closely

as possible. To cite one example,
the Defense Contract Audit Agency (DCAA) has

co-located auditors at the fa

s of some major
services contractors, creating what is essentially a
continuous audit. State, on the other hand, has not

i

been able to station auditors on site and has had to
rely on DCAA to audit some of its books,

THE SECRETARY OF DEFENSE, IN COORDINATION

WITH THE SECRETARY OF STATE AND THE USAID

ADMINISTRATOR, SHOULD:

« sk
ES&R contract type for consistency and con-
solidation of data, This standardization should

ablish uniform standards across agencies and

include finalizing and standardizing the SPOT
sterm and isseing identical directives to DOD,

State and U

1D regarding the information each
must input into the system. To bolster the fidelity
of this data, COs should rely not simply on firms’
reported employment figures but also confirm
such reports in site visits,

Further integrate auditors into the contracting
process by making wider use of ¢co-located audi-
tors at Jarge ES&R contracting firms.

&
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« Improve accountabifity and monitoring of sub-
contra sunt for 70 percent of the
contracting workload, by revising regulations

ctors, which 2

o allow government contracting personnel to
demand more transparency in subcontracted
projects.

ablish enhanced mechanisny

o1 plan-
ning, executing and monitoring Commander’s
Emergency Response Program projects.

Establish a future baseline ratio of government
contracting personnel {e.g., investigators, COs
and CORs) to contractors to help ensu
quate oversight in future

{

.

include clauses in ES&R contracts that require
contracting firms to enforce rules governing
behavior that impacts the overall U
beyond the narrowly construed completion of
their contracted activities.

THE SECRETARY OF STATE AND THE USAID
ADMINISTRATOR SHOULU
Develop a quarterly cens

K the number

§ Lo tra

of contractors in contingency operations, simi-

far to the one used currently by U.S. Central

Command, until the SPOT system proves a reli-
able source of contractor information.

THE ADMINISTRATION, TOGETHER WITH
CONGRESS, SHOULD:

Establish a permanent, independent fnspec-

tor general that would (as SIGIR and SIGAR do
today in Iraq and Afghanistan, respectively) pro-

.

vide audit, inspection and investigation ser
&R contracting in contingeney er
ments, This inspector general should possess the
authorities enumerated in the Inspector General
Actof 1978,

Recommendation: increase Scnstiny

of ES&R Contractors

Congress, the press, government watchdog groups
and others have focused to a large degree on the
actions of private security contractors. Though they

comprise the vast majority of US. contractors in
hostile environments, and receive the bulk of tax-
payer dollars ntracting,
ES&R contractors have received much less scrutiny.
"This phenomenon adds to the perceived lack of
transparency in dealing with contractors on the

expended on contingency

battlefield and should be altered in order to enhance
transparency and accountability; iluminate con-
tractor wrongdoing; uncover further instances of
fraud, waste and abuse: and highlight those firms
and contractors that perform at a high level.

CONGRESS, THE MEDIA, GOVERNMENT WATCHDOG
GROUPS AND THE COMMISSION ON WARTIME
CONTRACTING SHOULD:

« Increase the amount of attention, time and
resources dedicated to examining ES&R contrac-
tor conduct in America’s overseas engagements, In
so doing, these groups might drasv on the effective
example set by the Special Inspector General for
trag Reconstruction. Such examinations should
focus on, among other factors, contractor miscot-

duct; fraud, waste and abuse in the contrecting
process (both on the governmental and contractor
sides); and whistle-blower allegations. At the same

time as they point out these negative factors, they
should highlight those contracting rms that are
properly and efficiently performinga v
tasks for the United States.

oty of

Recommendation: improve the Legal

and Regulatory Framework

Nine years after the commencement of hostilities in
Afghanistat, and

even after the war in Trag
began, the legal framework governing the use of

ES&R contractors in hostile environments remains

patchy and even ambiguous in some areas. One

reason for this is the generally improvised approach
Congress and two administrations have taken to
codify law in this area, coupled with a belief in
some quarters that the role of contractors in future
contingencies will be ~ or can be fo
ously diminished. Because,

sed to be - seri-

plained above, this
is unlikely, itis vitally important to establish a clear
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statutory and regulatory framework in which con-
tractors operate and are subject 1o st ronger over: ight.
Such a framework should res isdictional §
ing for the US. government,
ens, host-nation citizens and

tve fu

for all contractors wor
including American ¢t

third country contractors, In addition, it is essential

to educate contractors and government workers about
their legal rights and obligations and to provide the
government personnel necessary both to ensure com-
phiance and handle violations.

THE DEPARTMENT OF DEFENSE GENERAL
COUNSEL, TOGETHER WITH THE DEPARTMENT
QOF JUSTICE, SHOULD:

that potentially
in theater - including

S&R contractor

Uniform Code of Military Justice, the Special

Maritime and Territorial Jurisdiction (SMT7),
host-nation law (including any Status of Forces
Agreements) and international law - interact to
create obligations for or jurisdiction over private
contracto

» This

should include clarifying the laws and

Jurisdiction refevant to third-country nation-

als employed by both contracting firms and
subcontracters,

1t should also include engaging with
America’s pariners, and with NATO allies
in particular, to easure a commeon coali-
tion view of the ways in which host-nation
law and international faw apply to private
contractors,

THE WHITE HOUSE, THE SECRETARY OF DEFENSE

AND THE ATTORNEY GENERAL, TOGETHER WITH

CONGRESS, SHOULD:

« Amend MEJA to unambiguously cover all ES&R
contractors working for the US, government in
theater and remove the provision limiting MEJA

jurisdiction to only those contractors working
in support of the “mission of the Department of

7 overseas.

« Increase the number of Defense Criminal
igative Service (DCIS) special agents in

Tnw
Trag and 2

fghanistan in order to enhance DOD'S
ability o investigate wrongdoing by contractor

personnel,

Establish in the Department of Justice a unit - a
portion of which could be located in theater ~

dedicated to investigating and prosecuting any

nes conmitted by contractors in violation

of MEJA, the Foreign Corrupt Practices Act or
other relevant faws. This unit should work, when

appropriate, in cooperation with DCIS

Establish a new, streamlined contingency Federal

Acquisition Regulation that reduces the enor-
mous amount of regulations contained in the
current FAR and its laborious requivements
before a contract can be cancelled. The contin-
gency FAR should include an antomatic waiver

and should attempt to achieve a better

proc
baiance between preveating fraud, waste and
abuse and providing the flexibility and speed

necessary to carry out contracting in a hostile
environment.

“AR should establish
protocols for coordinating among agencies
ated to BS&R contracting in

‘The contingency

on decistons
theater.

R should establish a
framework that actively encourages the
sharing of contractor information among

The contingency

agencies and U.S. government personnel
(including ground commanders) in theater,

ES&R CONTRACTING FIRMS SHOULD:

= Ensure that senior managers and in-theater
supervisors are familiar with relevant US. and
local faw, Status of Forces Agreements, the faw
of armed conflict and the applicable rules of

engagement,

Precisely define the way in which legal obliga-
tions and rules of engagement apply to their
contract employees, including local nationals,
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THE U.5, GOVERNMENT SHOULD:

= Press for wider international adoption of the
Montreux Document and initiate other efforts to
clarify the status of private contractors under the
law of armed conflict.

Recommendation: Raise Standards
Among Contractors

Tust as the government must reform the way it
<R contracts, 50 too should contrac

handles ting
firms and individual contractoss bear responsibil-

8

ity for effecting change. Contractors working in
the service of the U.S. government must be pressed
to eliminate fraud, waste and abuse; hold their
employees to the highest ethical and professional
standards; and ensure that their evoployees are
adequately trained and prepared for the unigue
demands of ES&R contracting in hostile environ-
firms are refuctant

ments. Where contractin
carry out these responsibilities individually or
in concert, the government should demand rea-
sonable efforts to fulfill them as a condition of
s

issued contracts,

ESER CONTRACTING FIRMS SHOULD:

« Enforce existing rules that require key employ-
ees {such as those who will carry weapons or are
likely to see hostile fire) to have basic training
in the Jaw of armed conflict {e.g., the Geneva
Conventions} and the rules of engagement fora
particular theater of operations.

»

Institute enhanced vetting procedures for third-
and local contractors to ensure that
h criminal pasts, & history of human

count
those

rights violations or connections to enemy forces
are prevented from obtaining employment,

. B

tablish a trade association that includes,

members, firms specifically engaged in ES&R

contra

ting {as opposed to private security con-
tracting). Such an association should:

» Establish an acereditation program and
Ticensing standards for firms.

as an interlocuter with the government

¥R contracting issues,

> of contractors worke
nd put into place

for receiving and Investigating

a proce
complaints.

Promulgate education and training guidance
for contractors working for member firms.

Encourage the development of, and partici-
pate in the design of, an international code of
o which firms, both American and

conduc
foreign, may voluntarily commit and which

ons for severe

spells out specific repercu
violations,

Waork with Congress, the Secretary of Defense, the
Secretary of State and the USAID Admini
1o establish and mandate compensation mecha
nisins for victims of contractor abuse,

rator

Recommendation: Clarify the Proper Roles
of Contractors in Conflicts

onate debates in the area of
contingency contracting revolves around what

One of the most pas

es are, or are not, “inherently governmen-

he term seeks to draw a stark Hine between
s and behaviors that can be legitimately

contracted out and those that cannot, In real-

cult to
& nsta
of contractors carrying out precisely the sorts of
s that many would deem to be “inherently

neation is often d

sch a clear de
establish. There currently ex

governmental,” including providing security,
conducting interrogations of enemy prison-

ers, maintaining weapons and coordinating

the efforts of other contractors. An alternative
approach would have the government deter-
ming, in advance, those areas it seeks to avoid
contracting out as a matter of policy but also
leave open the possibility of legally employing
contractors in the same positions during times
of crisis, This report proposes a hybrid to resolve
the “inherently governmental” conundrum: The
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government should define as “inherently gov-

srnmental” those areas in which ther

some
consensus and move toward a “core competen-

cies” approach in areas where there is not.

CONGRESS SHOULD:
o State in Jaw any specifi

activities that it deems

“inherently governmental.” It has already des
!é‘
contractual overs

nated offensiv

combat operations and direct

the Hist to the degree that Congress can agree on

120

enumerated activities.

THE OFFICE OF MANAGEMENT AND BUDGET
SHOULD WORK WITH CONGRESS TO:
» Move tov

ard a “core capabilities” approach to
activities not specifically deemed by Congress to
be inherently governmental, Such an approach

s the
and maintain, rather than
debate internally over which are inhevently

would focus en the functior 5. govert

rent should possess

governmental.

» Address stractural and institutional factors
that make hiring temporary federal work-

ers {e.g., contracting officers as part of a surge
capacity during a contingenc
difficult. The factors addressed should include

existing disincentives that discourage qualified

conty

operation) more

acting personnel who have left govern-

ment to retirn to {

such as prohibitions against
retaining government pension payments while

refurning to temporar

government ser

CONGRESS SHOULD:

» Require the executive branch to carry out com
prehensive cost analyses that compare the costs
of contracted services with the costs of the same

services provided by government personnel.
Recommendation: integrate the Role
of Contractors into Policy and Strategy
Until now, discussions en the role of contr

ctors in

conflict have emerged in a largely ad hoc fashion,
often in reaction o news stories highlighting their

$ hile numerous statements and reports
have noted the indispensable nature of contractors
in futare U gagements, thist
transtated into a po

mistakes, W

s not directly

assion of the optimal

features of & contrac

the military, diplomatic o

ing alongside

As described above, the increasing use of private

ons
for American foreign and defense policy. The U

contractors has deep and widespread imp!

government must adopt a strategic view of the role
of contractors and actively integrate them into
platming mechanisms to ensure their systematic,
effective and lawful deployment in future conflicts.

THE SECRETARIES OF DEFENSE AND STATE,

TOGETHER WIiTH THE USAID ADMINISTRATOR,

SHOULD:

« Establish an interagency proc
i

o determine
the possible foreign policy imphications of con-
cting with particular thivd-country nationals

{e.g., emple

1 contractors whose nationality
and presence in a combat zone would provoke
political sensitivities),

o Ir coordination among
International Security Assistance Force partners in
Afghant

crease contracting

tan and ensure that the role of contractors
is considered o NATO policy

ectsion making.

Further integrate the rele of contractors in

8t

ategic-level guidance, military doctrine and
diplomatic strategy. Such efforts should include:

&R contract-
ed in the formulation of the
ational Defense Strategy, the next QDR and
future field manuals and joint publications,

» Ensuring that all aspects of ES

ing are consid

as well as other relevant tactical and opera-
tional level manuals,

atal] : S&R contract
7 are considered in the development of the

tsuring th

spects of

ennial Diplomacy and Development
Review (QLDR).

bt
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Rerommendation: integrate Contr
inte Command and Control
Various hurdles have prevented the fully effective
integration of contractors into existing command
and control structures. Commanders and offi-
cers have reported not knowing even basic facts

about the contractors operating in their areas of
responsibility, such as their numbers and their
missions. Knowledge of the rules governing these
contractors can be equaltly scarce. Private security
contractors generally operate outside the chain

of command and the relationship between com-
mander and contractor is sometimes unclear.
Communication failures between commanders
and contractors sharing an area of responsibility
compound the problem. In Fallujah in 2004, for
example, the Marine unit based just outside the
city did pot find out about the attack that killed
four Blackwater contractors until it was reported
by journalists.!

In addition, both pre-deployment training and the
development of operational and contingency plans
generally take place without adequate apprecia-
tion for the role of contractors on the battlefield.
Training often includes individuals playing every
vole but contractors, and operational plans ~ while
they now take info account the rofe of contractors
~ still tend to be developed without adequate con-
sultation with contractors or with fully developed
plans for their use on the battlefield.

THE SECRETARY OF DEFENSE SHOULD:
= Ensure that operational and contingency plans take
into account every aspect of contractor support by:

» Expanding Annex W, which contains
information on the numbers of contractors
required for a military operation and the
tasks they will perform, and ensuring that it
contains relevant and adequate detail.

Requiring that other functional annexes
identify contracted support requirements.

» Identifying probable transition points at

which government employees will cede func-
tions to private contractors or vice versa.

» Consult with contractors during the military’s
mission planning process, to the extent that the
mssion will rely on contractor support. This
process should include ensuring that command-
ers know - before they deploy - the number of
contractors they will encounter in an area of

operations and the services these contractors will
provide.

-

Require military staffs to establish contracting
planning cells tor
» Determine the precise roles contractors will
play in a given operation.
» Develop contingency plans for the possibility
that a contractor gither fails or is not permitted
to perform a service as specified In a contract.

« Integrate contractor roles into pre-deployment
training and war games. This should include iss

ing
the joint policy document mandated by Congress in
2008 and ensuring that it includes guidance for the
inclusion of contractor roles in all facets of training.

Recommendation: Change the U8,
Government’s Culture of Contracting

A change in the culture of DOD, State and USAID
with respect to contracting is long overdue. As
one report noted, the Department of Defense has
demonstrated an “inability to institutionalize
operational contract support by accepting con-
tractors as an integral part of the total force.™#
Yet DOD) may be the agency that has become

the most comfortable with contracting out fune-
tions that until recently were performed largely by
government pe
particular, fami

sonnel. In the State Department in
g stors

sparse
and there are few incentives for skilled personnel
to move into contracting roles. Only a continued

cultural shift in the way the three agencies view
ES&R contracting — a shift that leads to changes in
training, education, doctrine and planning - can
lead to necessary change.
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THE SECRETARIES OF DEFENSE AND STATE,
TOGETHER WITH THE USAID ADMINISTRATOR,
SHOULD:

Provide clear incentives, inchuding financial

.

bonuses and promotions, to skilled employees
who take on key contracting duties.

.

Encourage employees in the field to become
familiar with managing and communicating
with private contractors. This should include
promoting communication between military
personnel and contractors on the battlefield and

interaction between relevant State Department
and USAID personnel (e.g., officials serv-

ing on Provincial Reconstruction Teams) and
COntractors.

Recammendation: Harvest and Apply
Lessons Learned

The lessons learned in Traq and Alghanistan
constitute one of the most expensive educations
in American history. Only over a number of years
has the United States begun to get a handle on the
broad imphications of its reliance on great num-
bers of contractors to car ons in hostile
his report attests, that work is

environments.

hardly done. The United States should not com-
pound its problems and mistakes by forgetting the
lessons learned in their wake.

THE SECRETARIES OF DEFENSE AND STATE,
TOGETHER WITH THE USAID ADMINISTRATOR,
SHOULD:

« Establish a contingency contracting lessons-

learned center to collect, process and disserinate

a history of past contracting experiences and the
lessons that can be drawn from them. This center
should attempt to capture lessons learned that

apply not only to the employment of contractors
by the Department of Defense but also by the
Department of State and USAID.

A
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The reality is that
The U.8. government and its contract employees )
icak reliance on

have been thrust together as partners in a shared
endeavor, the scale, cost and duration of which
have taken nearly all observers by surprise,

Private contractors now represent an enduring
stabilization opera-
s. Tn light of changes

feature of American conflicts.

tons and reconstruction effor
in business practices, the provision of government to adapt to this new way
serviee and the character of modern warfare, this

unlikely to change. The of war

surprising circumstance i
reality is that America’s reliance on private con-
tractors is not likely to fade, and it is time for the
United States to adapt to this new way of war.

Nine years after America’s initial engagement in
Afghanistan, and seven years after the US. invasion
of Iraq - and with continuing American commit-
ments and interests across the globe - action is

long overdue. America’s national security policy
demands new ways of organizing, managing and

overseeing the use of private contractors in overseas

engagements. It requires new standards and new
levels of oversight at home. It means thinking hard
about what tasks should be outsourced and which
should not, And it entails 2 greater understanding
by policymakers and the American public of the role
ctor has come to play in current

that the private
and future engagements.

This report aims to draw together the most
salient issues surrounding the use of contractors
in American conflicts and charta path forward,
ken together, the recommendations outlined
above would reform, rationalize and improve the
ate contractors in B

process of employing pri
roles. The government, the military, the contract-
ing community and ultimately the i

e of the

people will benefit from sweeping refe
S&R contracting system that ensures the pri-
vate sector’s role in American engagements aligns
and values.

firmly with our nation’s

42
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Mr. TIERNEY. Thank you, Mr. Fontaine.

Thank all of you.

And now, for the continuation of that bad news I spoke about.
I think it’s probably more prudent if we just break now and go and
vote. There’s only a few minutes left on the vote.

There are only two votes, so hopefully we will be back relatively
soon, I would say certainly by about 5 minutes of 11 or 11 a.m. So
if you want to get yourself a cup of coffee or relax a little bit. My
apologies, and we will be back. So we will be adjourned until 11.

[Recess.]

Mr. TiErRNEY. Thank you for your patience. We had one more
vote than had been anticipated, and so it took a little bit longer.
But we are happy that you are all back with us, and ready to start
asking some questions, which I will kick off for 5 minutes, because
I want to ask something about the basic premise of this whole op-
eration here.

Everybody seems to be testifying on the notion that we have ac-
cepted the premise that private contracting and subcontracting is
here to stay on contingency operations. Yet, every one of you cites
numerous problems with oversight, with management and person-
nel, integration of the planning, the command structure, legal
issues, liability, responsibility, control over individuals for whom
we are going to get the blame, whatever they do, even though they
may not be technically be in our Department of Defense or our
State Department or at USAID.

So, given all of those difficulties—and separating out the State
and USAID part of it right now, but start with Department of De-
fense—why aren’t we giving more consideration to the notion of not
having contractors and subcontractors in our military operations
where we already have established clear lines of responsibility for
those in the military, clear lines of management, clear lines of ac-
countability, and all of that?

I mean, it seems to me that if we just define military operations
as inherently governmental because the military operations are
under the name of the United States and under our flag overseas,
that would remedy a lot of these problems.

Mr. Solis.

Mr. Soris. I will take a first stab at it.

I think what we have tried to say is that we are not saying that
contractors should be used one way or the other. I think what we
try to say is that, from what we understand from the Department
and military operations, that it’s likely that they are going to be
part of it. So we are not saying that they are.

That being said, going back to what I mentioned in our state-
ment, is that there needs to be a fundamental look at the require-
ments for contracting, if, in fact, you want to do contracting. I don’t
think we’re trying to say that you will use contracting, but if that
is what you are going to do in terms of your military operations,
you have to plan that up front.

You have to look and say, are we going to contract for certain
things—not just on the logistical side, that we are using contrac-
tors on the intel side and network operations and a number of
other things. We are using them as linguists. Everywhere 1 go, you
know, military members say, “I think we have gone too far.”
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But I think there needs to be this fundamental look-see at the
beginning to say whether or not we are going to use them. And if
we are going to use them, then we need to put the proper oversight
and controls in place.

Mr. TIERNEY. I certainly would agree with you there.

I'll tell you something. You know, when I look at all of you talk-
ing about being on top of this issue since the 1990’s and advising
everybody to start looking at these contracts and moving forward
and, basically, there’s a large part just being blown off.

I mean, here we are 20 years later, and you have a little bit of
compliance with some of the recommendations and a whole lot of
noncompliance and sometimes inattention to them.

Ms. Ugone.

Ms. UGONE. Yeah, I think the whole issue, and I think my col-
leagues here have raised it, is the inherently governmental func-
tifonhissue, which is—I believe OMB has proposed policy definitions
of that.

The issue is, how closely related is it to the inherently govern-
mental function, and should these critical capabilities be in-
sourced? I believe there was legislation passed in the last couple
years that requires the military departments to take a look at their
contracted-out capabilities to see whether or not any of them
should actually be in-sourced, which is brought back in-house.

And that is one way in which the Department can analyze that
particular situation. I think there is already legislation out there
that allows

Mr. TIERNEY. The legislation is there; the compliance isn’t. And
that is the problem.

And, again, the question goes back to, when did war ever become
something that wasn’t inherently governmental, in all the things
that go with it?

When I see recommendations here, you know, trying to incor-
porate in and integrate into the command chain contractors so that
they are more involved in the planning and the operation and stuff
like that, well, if you're going to do that, you might as well have
them be on your payroll.

Mr. Bowen.

Mr. BowgN. Mr. Chairman, you say, when did that happen? I
think the time is the late 1980’s, when LOGCAP I was created and,
essentially, the support—fuel, food, billeting—of troops in the field
was outsourced. And we have spent now on LOGCAP in Iraq in ex-
cess of $35 billion in those three areas.

It has been incremental increases since the late 1980’s. “What
can be covered,” is a continuing question in every conflict, and the
answer is always, “a little bit more.”

Mr. TIERNEY. Has anybody ever looked at, you know, what is it
that we did in World War II, what is it that we did in the Korean
conflict?

Mr. Fontaine, what a segue, huh?

Mr. FONTAINE. Yeah, exactly. In our report, actually, we have a
historical section that looks back, actually, all the way to George
Washington. And contractors in some way, shape, or form have
played a role in all of our conflicts going back that far. There were,
you know, thousands of contractors working in Vietnam and Korea.
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The big change, though, has been what they’ve done and the de-
pendence that the United States has had upon what they've done.
So in Vietnam, for example, you had a large number of contractors
working on construction projects in Vietnam. And that, obviously,
is less controversial, in terms of what contractors do. You know,
now, in the current wars, we've had contractors doing interroga-
tion, private security operations, weapons maintenance, according
to reports even maintaining drone operations, those sort of things,
which are much more controversial.

So I think that is the big change that has happened over the
years, is the scope of activities that contractors have begun to carry
out. And because we have, you know, upwards of 200,000 contrac-
tors now in Iraq and Afghanistan, if you pulled those out of the op-
eration or tried to Federalize them all, it would be very difficult to
do so.

Mr. TIERNEY. And I wonder how easy it would be to keep voting
to be over there involved in these conflicts if it was 200,000 people,
U.S. citizens in combat, as opposed to 90,000 in one place, with
110,000 contractors, sort of, off the books. It’s a political consider-
ation.

Mr. FONTAINE. Right. I mean, I think this is another aspect of
it, is the political cost goes down to the degree that contracting
support goes up. Because, you know, we always mourn the losses
of American service people who are killed; they are on the “faces
of the fallen” tributes and everything else. But contractors die and
are hurt, and they barely register. So there’s a reduction in the po-
litical costs of these operations.

But I think, at the same time, unless the United States has a
very significant reduction in its international commitments—which,
personally, I think is relatively unlikely, at least in the near to
mid-term—then we will probably continue to rely with our current
force structure on contractors to do the work that our military is
not big enough to carry out on its own.

Mr. TIERNEY. Thank you.

Mr. Flake.

Mr. FLAKE. Let me just follow on that theme, if I could. And Mr.
Bowen and Mr. Fontaine first.

The report that was issued, “Warlord, Inc.,” this is one—and it
was mentioned before by Mr. Solis that you take into account both
efficiency and whether or not it aids our policy, our overall policy
goals. This is one where, when you have local contractors with the
trucking contract, it’s, I think, undoubtedly the most efficient way
to move goods between military bases in Afghanistan.

But when we find out that a significant portion of the money
that is used to pay those contracts is going for protection money
to some very unsavory characters, some of whom are very tight
with the Taliban or are contracting with the Taliban for this pro-
tection, that certainly runs counter to our policy, our
counterinsurgency policy, which calls for one source of authority—
that being the Afghan Government, and no parallel authority struc-
tures there—that we’re, in this case, not only tolerating, we're
building up these militias and warlords.

How do we reconcile that? It goes back to what the chairman was
talking about, you know, the political cost. Certainly, if we did
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what the Soviets did, used their force structure to guard the supply
lines—according to this report, it was 75 percent of their force
structure—that would require, you know, a doubling of our number
of troops. And it wouldn’t be very efficient, and we would have, cer-
tainly, more casualties. But it may be the only way to run an effec-
tive counterinsurgency policy as we have defined it.

How do we reconcile that? Or can we reconcile that?

Mr. Bowen, do you want to give it a shot?

Mr. BoweN. Well, the policy issue, I guess, is using financial re-
sources to pacify a region. And it was certainly expedient, an expe-
dient process, ad hoc, with respect to keeping the trucking routes
safe.

In Iraq, it was much more complicated, a much more thought-
through process. The “Anbar Awakening,” the Sons of Iraq pro-
gram, spent in excess of $450 million of Commander’s Emergency
Response Program money to pacify Anbar province and similar re-
gions. Similar policy issues, different approaches to how well-
thought-out, how well-structured the execution of the two programs
was.

In Afghanistan, the policy execution was essentially expedient
and almost outsourced, as you point out. In Iraq, it was carefully
thought through, as was the transition of the maintenance of that
pacification program, now borne financially by the Iraqi Govern-
ment.

Mr. FLAKE. Mr. Fontaine, do you have any thoughts on that?
From that 35,000-foot level, how does this look in terms of the use
of contractors in this trucking contract?

Mr. FONTAINE. Well, obviously, in any war, funneling money to
your enemy is not a good idea. So I think you should start from
that premise.

I do think that, at some point, there may need to be a fundamen-
tal choice made whether to proceed—whether the effects are miti-
gated through more oversight and that kind of thing, to proceed in
a fashion where we are willing to trade money in order to have a
pacified area through which our supply lines can travel, knowing
that some of that money will go to our enemy, or whether we are
willing to tolerate the potential of more casualties and more disrup-
tion of our supply lines. I think that is probably a fundamental
choice.

But when it comes to counterinsurgency, I think that not only do
they have all the problems that you just described when it comes
to aiding our enemies, reducing government legitimacy, giving
them more opportunity to attack rather than to not attack, but I
also think there is a strategic communications issue to this. We are
supposed to be on the side of the good guys. And so, as word gets
out that we are, sort of, willingly or knowingly providing money
that ends up in the hands of the Taliban, I wonder if that promotes
a sense that the United States is not in this, sort of, for the long
term, in order to actually see the government succeed, rather than
trying to go with short-term expediency.

Mr. FLAKE. Thank you.

Ms. Ugone, I have just a moment left. You mentioned that there
are provisions; if there is no value added from having the prime
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contractor or the subcontractors, that we have the authority to pull
back some of the funds used for that. How often is that utilized?

Ms. UGONE. We haven’t done work in the area, on the pass-
through. That was legislation that was enacted, I think, in fiscal
year 2007.

But one of the things that it focuses on is the subcontractor level.
We do plan to do some work based on the contingency contracting
framework for reform. We have identified where primes have had
problems, where we plan to take a look at the primes that are pri-
marily IDIQ contracts. And we are going to do down to the sub-
level to see if there are issues related to passthrough, as well as
other issues related to subcontractor responsibility as well.

Mr. FLAKE. OK. Let me just ask it another way quickly. You're
not aware of any instance where we have actually pulled back
funds?

Ms. UGONE. No. I'm not aware of any instances about recovering
excess costs.

Mr. FLAKE. OK. Thanks.

Mr. TIERNEY. Thank you.

Ms. Chu, you're recognized for 5 minutes.

Ms. CHU. Thank you, Mr. Chair.

Well, last week, we found out that, in the course of investigating
the Host Nation Trucking contract, that military logisticians were
relying on reports from prime contractors to gain visibility into the
subcontractors that were actually driving the trucks and providing
security for the convoys. And there was strong evidence that these
subcontractors were paying off the Taliban. This is a very distress-
ing situation.

And what I would like to ask the panelists is, in general, what
areas of oversight are appropriate for DOD to leave up to the prime
contractor, and what areas should DOD take a more direct role in
overseeing? And, in doing so, how can we prevent this corruption
from occurring?

Ms. UGONE. You know, I think one of the things—in preparing
for this hearing, it became quite apparent that the Federal Acquisi-
tion Regulation has not kept up with subcontract management. We
just took one contract out of here, an IDIQ contract with I believe
it was five prime contractors, and there were 200 subcontractors
under that prime.

If you take a look at the Federal Acquisition Regulation, there
are provisions, but as far as subcontract management, I don’t think
it’s kept up with the level of subcontractor performance that is re-
quired under these primes. So I think there needs to be a look at
the Federal Acquisition Regulation with respect to subcontract
management.

Ms. CHU. Are there not guidelines for this?

Ms. UGONE. There are. And there is—and I talked about it a lit-
tle bit in my opening statement—there is the consent to sub-
contract, which is, if the contracting officer requires a prime to pro-
vide information on their subs in order for the contracting officer
to consent to subcontract, then there is some insight into sub-
contractor responsibility. But if the contracting officer does not re-
quire that, then you’re not going to have the insight.
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And the provisions in the current FAR allow a lot of leeway to
the contracting officer.

Ms. CHU. And what would change it so that you could have this
more stringent oversight of the subcontractor?

Ms. UGONE. Excuse me? I didn’t quite hear the question.

. Ms. CHU. What would it take to change it so that you could
ave

Ms. UGONE. Well, one of the things is, I think the provisions—
let me just take the situation with the warlord situation. The con-
tracting officer can, under the current provisions of the FAR, des-
ignate subcontracts in that situation. If something requires special
surveillance or special oversight, it does allow, in the FAR, to do
that. For example, you could say to the prime, “I need to be able
to consent to you subcontracting with these primes. I need to get
insight into your subcontractors.” I can also establish, perhaps, a
special surveillance program for those particular subcontractors.

So there are some provisions, but it’s up to the contracting officer
to determine whether or not those provisions are invoked.

And there are some other additional requirements that have to
do with the contractor purchasing system, and it gets a little bit
more detailed, as to when you have to get a consent to subcontract
from a contracting officer.

Ms. CHu. I want to ask another question about the culture at the
Department of Defense.

And, Mr. Solis, you talked about the fact that the contracting re-
form at DOD is hampered by the Department’s inability to institu-
tionalize operational contract support by accepting contractors as
an integral part of the total force. But I also note that you had had
several recommendations but the DOD has been slow to implement
many of the recommendations.

What could change this culture?

Mr. SoLis. I think one of the things, again—and I think the Joint
Staff—and I think this was alluded to at the hearing last week.
There was a Joint Staff study to look at the reliance on contractors
in Iraq. And I think that, again, begins the process of looking at
how reliant the DOD is, not only for Iraq but for future operations,
in terms of the reliance.

I think, also, as I mentioned in the testimony here, when you
look for future operations, there are requirements to look for—
there are requirements to produce what was called an “Annex W,”
which looks at contractor requirements for new operations or fu-
ture operations. That has to be done. That has to be done very rig-
orously and on time. And I think, unless the Department does that
kind of thing, we are going to be in this same situation, talking
about another contract, the next time.

I think the only other thing I would offer is that I know in the
current version of the defense authorization bill that the Senate
just passed that they made some changes to the requirements for
looking at contractor requirements in the defense bill. And that is
going to be part of the QDR, at least as envisioned now. So it’s
going to bring that strategic look up to it at that point.

I still think there are some basic problems in terms of, again, as
I mentioned, lessons learned, you know, background screenings. I
think those things—we’re on record with some of the recommenda-
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tions to make changes to that. For whatever reason, the Depart-
ment has not acted upon all those in a timely manner. We are still
trying to pursue some of those. But, again, I think the fundamental
piece is that you have to look at your reliance on contractors before
you start making other adjustments.

Ms. CHU. Thank you. I yield back.

Mr. TIERNEY. Mr. Duncan, you're recognized for 5 minutes.

Mr. DuncAaN. Well, thank you. Thank you very much, Mr. Chair-
man, and thank you for holding another hearing and trying to call
attention to all the problems, all the waste, fraud, and abuse, the
one scandal after another that has gone on through these many
years that we have been in Iraq and Afghanistan.

Throughout all this time, we have had more contractors and sub-
contractors than we’ve had soldiers in these areas. I heard Mr.
Fontaine say a moment ago that the use of contractors by the mili-
tary has gone on since the founding of the country. But I can tell
you there’s never been the ridiculous markups, the excessive, al-
most obscene profiteering, there’s never been the rip-offs of the tax-
payers that have gone on to the extent that they have gone on in
Iraq and Afghanistan. And these wars have always been more
about—far more about money than they have been about any real
threat to this Nation.

It’s really shameful, and it’s very, very sad, what has gone on.
And there 1s really no real way to correct it. When you have private
companies dealing with each other, things are done at a fourth or
a third or half of the cost that you have when you have the Federal
Government involved dealing with contractors. And the Depart-
ment of Defense, because of the lobbying influence of the retired
admirals and generals, has been the worst and the most expensive
of any of the Federal contracting that has gone on by our govern-
ment.

But that is really all I have to say. I thank you very much for
giving me this time.

Mr. TiERNEY. Thank you, Mr. Duncan.

Mr. Lynch, you are recognized for 5 minutes.

Mr. LyncH. Thank you, Mr. Chairman. And I want to thank you
for holding this hearing.

Mr. Bowen, it’s good to see you again.

Mr. Bowen, you and I have had a pretty long history over the
Iraq reconstruction model. I have been to Iraq 12 times, working
with you to try to tighten up the situation there. We started at a
very low basis, and I think there were a lot of lessons learned.

What troubles me is that now, when I more often visit Afghani-
stan, I don’t see that the lessons learned in Iraq are being used in
Afghanistan. And it distresses me greatly.

I have been involved with the chairman on this Host Nation
Trucking issue. I went down and tried to meet with a couple of the
warlords down there on the Afghan-Pakistani border. They ended
up shutting down the pass there at Spin Boldak and shut off the
trucking because they didn’t want me down in that area asking
questions.

I just have come to question whether or not even the modest and
painful gains that were achieved in Iraq are possible in Afghani-
stan. And I'm wondering, Mr. Bowen, because, you know, you’re
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the Inspector General for Iraq Reconstruction, you're the one who
was the point person for us, can you point—now, I know you've
helped the Inspector General—the SIGAR, right? Special Inspector
General for Afghan Reconstruction?

Mr. BOWEN. Yes, sir, that’s right.

Mr. LYyNCH. I know you’ve helped them file some reports. The re-
ports, at least the ones that I have seen and asked for, they are,
well, very poor, I would say, in my estimation. Going into Afghani-
stan and asking for a progress report on where we were, just a sta-
tus report, even if there is no progress to report, just tell us where
we were—that information has been very poor, not very inform-
ative.

When 1 compare it to the information I get from you and your
office in Irag—and I know you have been helping them generate
some reports, but, look, I have low confidence in the Special Inspec-
tor General for Afghan Reconstruction. It may be because of the en-
vironment there; it may not be his office. It may be it’s just a dif-
ferent environment and my expectations are too high.

But I wonder if you could share, you know, just some of the les-
sons learned in Iraq and maybe some things going on in Afghani-
stan that you think could be done better.

Mr. BOwEN. First, Mr. Lynch, I think almost exactly 2 years ago,
we had a colloquy in this room about subcontractors, and that was
regarding the DynCorp contract. And you identified in our then-re-
cently released audit, our first one on DynCorp, that a subcontrac-
tor who apparently didn’t do much work but pocketed $8 million,
Cogen Corp and then Corporate Bank, you remember for the pohce
training camp that never got completed? I point that out simply to
say that this is a continuing and enduring problem, that is, ensur-
ing that taxpayer interests are protected while mission goals are
achieved. One doesn’t trump the other.

Reform is still needed, and the reason for that shortfall then and
the shortfalls that you saw in Afghanistan and the shortfalls that
are experienced today in both countries is the lack of transparency,
no required reporting, as we have heard today regarding sub-
contractors, the lack of effective accountability, and insufficient
oversight presence in country. You went outside the wire. We have
been outside the wire a lot in Iraq.

We have been together, you and I, sometimes when our inspec-
tors have visited sites. Frequently we are the first Americans that
they have seen in a long time. So the quality assurance programs
being done outside the wire are not sufficient to protect those tax-
paylers’ interests, notwithstanding the importance of the mission
goals.

What lessons should be applied? Two are in my statement. One,
the contingency Federal Acquisition Regulation that we have
talked about before, recommended 4 years ago in our lessons
learned report, I think these settings, as you point out, are unique-
ly difficult and uniquely susceptible, I believe to fraud, waste and
abuse; and, therefore, specially focused contracting regulations
should be used for all agencies to use in theater.

What I think most don’t realize is that there are multiple ver-
sions of the FAR at work in both Iraq and Afghanistan because
each agency can amend and apply the FAR as it sees fit to con-
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tracting overseas. That creates problems for contractors; it creates
problems for contract management, and causes waste, which is ul-
timately where the taxpayers’ interests are shortchanged.

I think also that we have talked about the need for unity of effort
in contingency operations and we don’t have that in Afghanistan,
and we haven’t seen it sufficiently in Iraq. It shouldn’t be depend-
ent on personality; it ought to be driven by structure, and that
structure ought to be something like the U.S. Office for Contin-
gency Operations that would bring contracting, bring IT, bring per-
sonnel, bring planning, bring oversight, and bring execution under
one roof. Right now all of those elements are diffused across the
agencies in a disordered fashion; and the results, unfortunately,
are occasionally revealed in oversight reporting.

Mr. LYNCH. Thank you, Mr. Chairman. I yield back the balance
of my time.

Mr. TIERNEY. Let me continue on that line.

Mr. Solis, your testimony recalled a December 2009 trip to Af-
ghanistan that you took, and you were told by members of the De-
fense Contract Management Agency that they required at least 47
more subject matter experts for contract oversight. And since gov-
ernment personnel were unavailable, they planned to staff those
positions with contractors. How are we doing? Obviously, I think
I know what your answer is going to be. I mean, is this wise strat-
egy? You are going to hire out contractors to oversee contractors?

Mr. Souis. It is being done. I am not saying that is the way it
should be done. I think it is through the lack of planning for the
use of contractors. I think, again, you have to look at what your
requirements are going to be. And if we are going to be doing more
contracting and if we are going to require people who have to have
technical backgrounds, particularly in the construction trades and
the engineering trades, is this where we want to be? I think ulti-
mately, this is what they may have had to do because they had no
other choice.

Mr. TIERNEY. The choice has been since the late 1980’s. As Mr.
Bowen said, they have had this issue since the late 1980’s. You
have pointed it out to them over and over again. It seems to me
to be total nonresponsiveness, or certainly very insufficient respon-
siveness.

Following along that line, you talked about the risk-based ap-
proach for contract officer representatives. They are going to assign
contract officer representatives to oversee only those contracted
services related to health and safety, such as food service and
power generation, leaving other services with no contractor officer
representative and only quarterly oversight. How smart is that?

Mr. Soris. Well, we haven’t looked at it in detail, but my under-
standing is that they were categorizing high and medium risk, and
it is not that they weren’t going to have oversight, it is that they
were going to have less oversight. They were not going to review
those contracts as often. I think it was maybe once a quarter or
longer periods of time. It does create risk. And certainly, just by
looking at some of these contracts and things, I think you’ve got
to continue to look at is this going to increase my risk. I think
there has to be a continual review. You cannot just say I am not
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going to do this ever again because I think you are going to set
yourself up for problems.

Mr. TIERNEY. Ms. Ugone, they talked about the deployable cadre
of experts. There was testimony to that regard. Do you have any
information on how the Department of Defense is progressing with
regar;i to identifying a so-called deployable cadre of contracting ex-
perts?

Ms. UGONE. As far as a deployable cadre of contracting experts,
I don’t have a macro view. I have a much more selected view, de-
pending on the contract. For example, the INLE contract, the Inter-
national Narcotics Law Enforcement contract we looked at, that
was a billion dollars, running, equipping and training the Afghan
National Police, we were told by the command that they stood up
a contracting officer representative oversight structure just for that
one contract.

But we do have concerns about contingency contracting in Af-
ghanistan, particularly using our framework for reform.

The area that is problematic is getting the requirements right
and translated into the contract correctly and then monitoring and
paying. We have concerns about those same issues again in Af-
ghanistan. And that’s one of the things that we want to watch as
the money flows in to equip and train the Afghan National Police
and the security forces.

Mr. TIERNEY. Thank you. I think you have made that point quite
well. Unfortunately, this cuts across a number of government agen-
cies, and it cuts across a number of functions. And we look at it
in the procurement aspect as well. Too little oversight, and too few
people who are professionalized in managing the contracts, and all
that pertains to that, so we had people in one case, we contracted
out the people to oversee the contractor, only they were from the
same company. That is how absurd it gets.

Ms. UGONE. Yes. I think the key is you are going to get it wrong
at the end if you don’t get it right at the beginning. If you don’t
translate those requirements correctly and you don’t plan the ac-
quisitions and you don’t have a strategy for how you are going to
spend the money, then you are going to have a problem definitely.

Mr. TIERNEY. I am beginning to think that we can’t rely on the
Department of Defense and maybe the State Department to do this
any longer. It has been since the late 1980’s. We are going to have
to maybe put a swat team together and just get these things in
place and just shove it on them. We will see about that.

I will yield to Mr. Flake.

Mr. FLAKE. Mr. Solis, obviously the contracting DOD does dwarf
everything, any other agency of the U.S. Government does; but
what best practices can we look at from some of the other agencies
that could be done here? What are some of the others agencies
doing, or is it applicable at all given the scale that we are dealing
with here at DOD?

Mr. Sovris. Congressman, my work has been focused on the DOD
side, so I can’t really answer your question in terms of best prac-
tices.

Obviously, I think the Department knows things that it has to
do. Again, it just hasn’t always translated into doing those best
practices. Again, doing lessons learned, as Stuart mentioned, I
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think translating that over from Iraq to Afghanistan, whether it is
reconstruction or military operations on the use of contractors, so
I think the Department is aware of the kinds of things that it
needs to do in terms of those best practices. And so I think it is
a matter of implementation at this point. And they do a lot of con-
tracting. I can’t really speak for State or AID as to what I would
deem is best practices for DOD. But I think DOD is aware of the
things that it needs to do, and I think it is a matter of implementa-
tion at this point.

Mr. FLAKE. Matter of implementation, so is it incumbent on us,
we can rewrite the regs, but nothing has seemed to work to prompt
them other than simply withholding funds, and then you get into
policy issues that are bigger than all of this.

Mr. Souis. There is obviously a lot of guidance out there already.
As I mentioned, I think there is another attempt in the current
version of the NDA to try to raise this at a more strategic level in
terms of planning for the overall use of contractors and operations
and military missions. I think that is one of the first things that
needs to be done.

I think holding folks accountable and feet to the fire in terms of
implementing these regulations is probably the next step; but I
think there is an awful lot of guidance.

The other thing I would mention, we talk about this in a con-
tracting sense. I think the other entity within DOD that has to
step up to the plate is Personnel and Readiness because I think it
is a force structure issue.

Again, how we look at Iraq or Afghanistan, we have nearly a cou-
ple hundred thousand personnel, both contractors and military
members, doing the mission. Is that where we want to be? Is that
how we want to do these things? Are the kinds of things contrac-
tors doing today the kinds of things that we want to do for future
operations? That is where I think it is not just the contracting side.
I agree with everything that my colleagues have said about things
like requirements and planning, but I also think it has to be a force
structure issue. It has to look and see where we want to be with
personnel, both contractors and military members.

Mr. FLAKE. Thank you, Mr. Chairman.

Mr. TiErRNEY. Mr. Bowen, we talked at one point in time about
the idea of having an Inspector General for Contingency Oper-
ations. What are your current thoughts on that and how would
that improve our ability to oversee any progress or lack of progress
from these various agencies in this area?

Mr. BoweN. Having a standing Inspector General for Contin-
gency Operations would simply ensure that the oversight was well
prepared in advance of any operation beginning. In both Iraq and
Afghanistan, adequate oversight was not created until well after
those operations were underway. In Afghanistan’s case, it was 7
years after it was underway. The dam had broken. The disaster
was unfolding. It is difficult to make a significant difference as I
think we were able to make in Iraq through lessons learned report-
ing that helped the course corrections get implemented.

Thus, I think it makes perfect sense and fits within the gist of
this hearing of the need for greater accountability together with
more transparency.
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Mr. TIERNEY. Mr. Fontaine, can you compare for us the com-
petencies involved when the military oversees its own personnel,
versus how well they do in overseeing the conduct of contractors?

Mr. FONTAINE. This is an ongoing problem related to the laws,
regulations, and internal command structures that the military has
versus what the contractors have. The contractors, at the end of
the day, are responsible to the terms of their contract. Nonfulfill-
ment of the contract has certain penalties, but not the same pen-
alties that military personnel have if they don’t obey an order
where they can be court-martialed.

So the discipline and the command and control procedures are
much clearer and crisper on the military side rather than the con-
tracting side. On the contracting side, there has been increasingly
an attempt to write into the contracts themselves some of these.
So, for example, contractors before were not subject to the Uniform
Code of Military Justice; they are now subject to some provisions
of the UCMJ. Contractors, in some cases before, were not subject
to fragmentary orders and other orders given by commanders in
the field. Now many contractors are subject to those.

So there has been a move in the right direction; but I think you
fundamentally will have a disjunction between the way military
personnel operate and contractors doing the same function simply
because of who they are responsible to at the end of the day.

Mr. TIERNEY. I didn’t see Mr. Welch was back, and I don’t want
to usurp his time.

Mr. Welch, I recognize you for 5 minutes.

Mr. WELCH. Thank you very much, Mr. Chairman. I thank the
witnesses for the good work they are doing.

One of the contradictions, of course, is the more we spend on con-
tracting, the more we undercut the chain of command in the mili-
tary. I want to just ask your opinions on things because you are
not the ones who make the decisions.

Mr. Solis, I understand it has been recently reported that there
is a $100 million contract to Blackwater, now known as Xe to pro-
vide security to CIA bases. As you know, Blackwater has an incred-
ible history. The Nisour Square incident, they fatally shot 17
Iraqis. It looks very much like it was a hair-trigger kind of re-
sponse.

In December 2007, Blackwater officials allegedly authorized a se-
cret payment of $1 million to Iraqi officials to buy their support for
allowing the company to continue in business. The company is
under continuing investigation with the Foreign Corrupt Practices
Act. In 2009, Blackwater lost its State Department contract to pro-
vide diplomatic security for U.S. officials in Iraq because of the
Nisour Square incident. And in April 2010, Federal prosecutors
charged five former senior Blackwater officials with weapons viola-
tions and making false statements. Why in the world would we
enter into any new contract with a company like that? Can you ex-
plain that to me?

Mr. SoLis. I'm not sure I can answer the question, Congressman,
in detail, but I think it is obvious that when the folks who were
making the decision on that contract, they obviously have to look
at past performance, how those folks have worked in the past. Ob-
viously the things you have raised would raise concern, I would
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imagine. But not being in the decision chain, I don’t know exactly
how that decision would have been made by the folks who are mak-
ing it.

Mr. WELCH. Ms. Ugone.

Ms. UGONE. Well, there are a couple of things. Definitely as Bill
said, past performance, and we did an audit a few years ago, and
frankly, the population of past performance information, we are not
doing a very good job of populating that. That actually would be
quite helpful in having primes register that kind of information.
They also have a section in the past performance information
blocks for also providing information on subcontractors.

At the same time, there also should be a look at whether or not
any of these subs are on the excluded parties list or have been sus-
pended or debarred. There are numerous checks that the contract-
ing officer can use.

Mr. WELCH. Let me just develop on this because obviously you
can have a list where the history of the subcontracts is made avail-
able to the people who are going to be signing a contract. But obvi-
ously, in the case of Blackwater, it is well known what their record
is. So that wasn’t a mystery to the CIA. One of the dilemmas that
we have, and maybe Mr. Bowen, I will ask you to comment on this,
is that the urgent requirements of providing security in this case
to our CIA officers in forward-operating bases, which obviously has
to be a compelling concern for Mr. Panetta, outweigh consider-
ations about criminal allegations, reckless use of violence by a com-
pany because they can, “more or less get the job done.” So that in-
ternal contradiction means that we waive decency in some respects
and go back to Blackwater, despite their sorry record. Do you have
any comment on that?

Mr. BOoweN. I think it is almost a rhetorical question. We can’t
waive our core principles of stewardship of the taxpayer dollars.
Mission accomplishment has to be balanced with the core principles
of oversight and execution in country. Mission accomplishment does
not trump those principles.

I think, though, regarding the subcontracting issue, we have
talked about it today, so much of it is discretionary. What kind of
information can you as an oversight body get access to to find out
what is going on below that surface so that you and, frankly, de-
partments can make better judgments? That calls for some, I think,
amendment of the Federal Acquisition Regulation that will give
you data, information, about subcontractors so that from here, from
this dais, you can make judgments about how the primes are doing.

Mr. WELCH. I commend you for the good work you have been
doing over the years.

Mr. Chairman, I yield back.

Mr. TIERNEY. Mr. Lynch, any further questions?

Mr. LYNCH. Mr. Chairman, thank you.

Mr. Fontaine, right now it seems since the beginning of the war
in Iraq and up to the present, there has been a trend to sub-
contract out, to contract out core government services. The argu-
ment initially made by the Bush administration was that this
would allow us to save some money here. There were efficiencies
gained here. But after all of our experience, I just don’t see that.
Is there cause to revisit that assumption that contracting out,
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while it does allow us to tap into some expertise that is not avail-
able or wasn’t available at the time, is there cause here for us to
review that decision to contract out government services rather
than to build internally our government capacity to actually do this
with government employees?

Mr. FONTAINE. Yes, I think I would divide that into two separate
points. First is on the cost and providing comprehensive cost com-
parisons between contractors and government personnel carrying
out the same function. I think our GAO colleague may be able to
say more on this, but it has proven to be exceedingly difficult for
a variety of reasons. One of the last GAO reports required data
from the Department of Defense in order to make this comparison,
and the Department of Defense was unable to provide the data.

But there seems to be a difference in cost as you move up the
skills chain. So if you are going to hire locals or third-party nation-
als to do things like construction or laundry or mail service, then
you are much more likely to save money than to do things at the
top of the skills chain, private security, more engineering functions,
where if you hire Americans, you may be paying on a per-day basis
more than you would pay to an American official to do the same
things. The benefits seem to be less on the cost side often and more
on the quick deployability of such contractors into a war zone.

On the inherently governmental side, there is certainly reason to
try to revisit this whole issue. Our recommendation has been to try
to move away from trying to divide every single activity into inher-
ently governmental and then against the law to ever contract out,
or not inherently governmental, which doesn’t mean that it is a
good idea to contract out, it just means it is not against the law,
and instead move to something you were suggesting which is to try
to determine the universe of activity which it is a good idea for the
U.S. Government to have an in-house capacity to carry out rather
than to contract out and then move toward that.

And then only in extremes, if we need to contract it out, we may
be allowed the flexibility to do that as a surge capacity, but that
should not be the run-of-the-mill way we do our operations.

Mr. LYNCH. In our recent experience, we have found that our
Federal pension rules, we have some very, very highly skilled, ex-
perienced personnel who we could really use in Afghanistan and
Iraq. The problem is that if we brought them back in as govern-
ment employees, and this goes for Treasury, DOD, the whole nine
yards, they would have to—well, they would basically violate their
pension rules and they would be penalized for coming back. Re-
cently in the subcommittee that I chair on Federal employees, we
have actually entertained creating some flexibility there to allow
folks to come back for a year, to come back into government em-
ployment without violating their pension rules and without being
penalized to come back onto the payroll and provide that service
for a year or 18 months and then go back into retirement. Is that
the type of flexibility that might help us in some of those upper
tranche responsibilities that you refer to?

Mr. FONTAINE. Yes, the double dipping problem you refer to is
a real issue. I think that definitely makes sense in the upper
tranche, but I would also say that it makes sense on the contract
officer, contract management level. A number of people have point-
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ed out correctly that we do not have enough contract officers in the
U.S. Government to oversee these contracts. That has led to fraud,
waste and abuse problems and all sorts of other problems. You can-
not mint a qualified government contracting officer in 5 days,
maybe not even in a year.

And you also often can’t just pluck one who has never done gov-
ernment contracting from the private sector. What you may be able
to do is get folks who were contract officers in the government be-
fore, but who have left the government and have pensions, don’t
have an incentive to come back in because they would have to give
that up, be able to come back in for a year or 2 years or something
like that to serve their country and put their expertise to use. I
think that makes perfect sense.

Mr. LYNCH. I yield back the balance of my time.

Mr. TIERNEY. Thank you.

Mr. Solis, you talk in your report about contracting reform and
the Department of Defense being hampered by the Department’s
inability to institutionalize operational contract support by accept-
ing contractors as an integral part of the total force. Part of my re-
action to that was if you are going to do that, you might as well
make them part of the total force. Assuming that what I think is
common sense doesn’t prevail, what are the major obstacles that
you think are preventing the Department of Defense from actually
doing that, from accepting contractors as an integral part of their
force?

Mr. SoLis. Again, I think that was reiterated going back to what
the Department said in its 2006 QDR. And I think it has always
been out there, just to reframe in terms of what the reliance on
contractors would be. They have said that their total force includes
military members, DA civilians and contractors.

I think in terms of trying to get to that point about institutional-
ization, and again, I keep hammering this thing about planning,
planning, planning, and I think it is something that while they do
a lot of on the military side, military force structure piece, it is left
out in gaps for the contractor side. I think the Army, for example,
does a total Army analysis. There was talk before I came to this
hearing about the fact that there is a piece in there about doing
something for contractors. To my knowledge, that has never been
done. I think what has to happen is you have to look at what you
are going to need for your military force structure; and if I have
gaps, then you have to make a policy decision, do I want to fill that
with military members? Do I want to fill that with civilians, or do
I want to fill that with contractors?

If I want to fill it with any of those, particularly contractors, then
what are the risks involved with those? What are the require-
ments? What am I going to need to absorb that contractor force
into that force structure.

I think again, it has to be something that the military makes as
a stop priority. I know that the Secretary has talked about this and
Admiral Mullen has talked about this, but I think the time is now,
and we have to do it at the highest level.

Mr. TIERNEY. We have heard the talk as well. Do you know of
any effort that has gone from talk to action?
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Mr. SoLis. Again, it has been ad hoc. I think there have been ef-
forts, as I mentioned the joint staff study was to look at reliance
on contractors in Iraq. I think there are efforts to put planners out
at the different combatant commands to help them prepare and do
the Nnnex W’s. But again, it has been slow. So I think there needs
to be a more forceful effort at the highest levels to implement and
do the things that are already on the books. There is a lot of guid-
ance. There is work force planning guidance out there that includes
not only just contractors but again military, the whole force struc-
ture of what you need to conduct your military operations.

Mr. TIERNEY. The slowness of activity borders on insubordina-
tion, almost. The failure to respond and actually do some of these
things, it is frustrating from the policy aspect. I think the legisla-
tion is pretty much in place. I think the regulation is pretty much
in place, it is just the actual execution that we keep waiting on and
waiting on and waiting on. We have to think of some strategy from
our end and from the White House’s end, frankly, to get this thing
in gear.

I want to just wrap things up if nobody else has any questions.
We didn’t talk a lot about background screening, badging and
tracking of local personnel, which did come up during our last
hearing on a trucking situation. It was an important factor. In fact,
the witnesses came up afterwards to reiterate how important it
was for them to be able to identify the subcontractors out there. In
Iraq, Mr. Bowen, we seem to do it one way sort of theater-wide;
and in Afghanistan, it appears they are doing it on an ad hoc in-
stallation-type basis, making sure there is some aspect on that.

If there is a Department of Defense wide screening policy that
is absent on that, do we know whether or not your agency, Mr.
Solis, or Ms. Ugone, have you done any work in this area or made
any recommendations?

Ms. UGONE. Actually, we do have some ongoing work right now
on the issue of contractors occupying sensitive positions who don’t
have proof of clearances.

There is existing regulation in the Department that needs to be
complied with, and the issue is a compliance issue. That report
that we are working on right now, we are expecting it to go final
in the next month or two. But we have issues in that regard as
well.

Mr. TiERNEY. The Department of Defense, are they moving for-
ward on this as well?

Ms. UGONE. It depends on their response to our report. We
haven’t received it yet as to where—we are predicting they will
agree with us, that there is an issue and we need to solve it.

Mr. TiIERNEY. We are going to track that. We are going to ask
the staff to make sure that we followup on that and move it on.

One obstacle cited in the GAO report on department-wide screen-
ing policy was a disagreement apparently between the Under Sec-
retary of Defense for Intelligence and the Under Secretary for Ac-
quisition, Technology and Logistics over the level of detail required
in screening local personnel. It seems sort of fantastic that would
bring things to a grinding halt and they wouldn’t find some way
to resolve that. Mr. Solis, have they resolved that particular dis-
pute or found someone that can referee it?
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Mr. Soris. My understanding is that has been turned over to
AT&L to resolve this issue in terms of trying to figure out what
the background screening requirements are going to be.

Mr. TiERNEY. You believe that will happen, that is the right
place to boot it to and get it resolved?

Mr. SoLis. Our recommendation was that there be somebody, a
sort of referee, between USDI and AT&L because I don’t know that
it clearly falls in either spot. But there needed to be some way of
coming up with a plan that would incorporate what USDI would
be looking for, as well as AT&L. But my understanding is that it
has been turned over to AT&L, and that is about as far as what
I know at this point and they have not responded in terms of the
specific things that they are going to do. We will continue to follow-
up on that. Obviously, it is a very important issue in terms of back-
ground screening, and that is something we will look into.

Mr. TIERNEY. Ms. Ugone, you mentioned that your report didn’t
really get into an examination of subcontractors on that. Do you
think most of your recommendations with respect to contractors
would also apply to subcontractors?

Ms. UGONE. Yes. The process itself is absolutely critical, particu-
larly when it comes to the requirements of translating it into a
statement of work and the actual contract administration. Those
two areas we think are absolutely critical. If you don’t get it right
in the beginning, you are going to have problems at the end. And
also, contract administration has the payment function in it. That
is a recurring problem in the contract administration, not having
the invoices and receipts of goods and services reconciled is a key
issue.

Mr. TIERNEY. Thank you. I suspect we could go on for quite a bit
of time because your written testimony, together with your oral tes-
timony was very provocative and very in depth and informing. I'm
going to stop at this point, but I'm going to give you each an oppor-
tunity to mention if there is one thing that we didn’t cover thor-
oughly enough or didn’t mention at all.

Mr. Solis.

Mr. Souis. I think we have covered a lot, and I appreciate the
fact that the subcommittee has had this hearing. I think there are
a lot of things that have gone on with operational contract support
that need to be looked into. Obviously, we have talked about a lot
of things that they haven’t done. I think there areopportunities for
the Department to move out and grasp these things. And I think
again, as Mr. Flake mentioned, asked about best practices, I think
they are aware of what they need to do. It is a matter of execution
at this point.

So I would just offer again, the only other thing, I think there
needs to be more planning for the use of contractors in contin-
gencies. I think by doing that, that will eliminate, or mitigate a
number of the issues to include things like the Host the Nation
Trucking contract problems.

Mr. TiERNEY. Thank you. Ms. Ugone.

Ms. UGONE. I think as money flows into equipping and training
the Afghan National Security Forces, the Department needs to
apply the lessons learned from prior contingency contracting prac-
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tices, particularly paying attention to planning for the acquisition
up front as billions of dollars are flowed in to do the mission.

Mr. TIERNEY. Thank you. Mr. Bowen.

Mr. BOwWEN. Mr. Chairman, you were exploring the causes of
these problems and when did they begin. And we were talking
about LOGCAP. I was thinking, contemporaneous with the expan-
sion of LOGCAP in the late 1980’s or early 1990’s was the decision,
perhaps as part of a cold war dividend, to drastically reduce the
contracting corps. So just as outsourcing was expanding, the capac-
ity to oversee and contract manage that outsourcing was contract-
ing; and the consequences therefrom, I think, are with us today.

Mr. TIERNEY. Mr. Fontaine.

Mr. FONTAINE. Just one final point, and it gets to training. If
contractors are going to be part of the total force which the 2010
QDR says that they are, then those military individuals or civilians
who go over to theaters who don’t do contract management will
need to know something about contractors, what they do, how to
find out what they do, what the regulations are, whether they can
order them to do something or not.

Currently, if you go out to one of the training places before the
predeployment training, they are actually run by contractors, but
there is almost no one playing contractors. And then when these
guys get over to Afghanistan or Iraq, they will actually find more
of them than they will find of the military. The same is true of war
gaming. The role of contractors is rarely incorporated.

In the 2008 National Defense Authorization Act, there was a re-
quirement that DOD issue a joint directive to bring together war
gaming and predeployment training, the role of contractors and in-
tegrate that, and they have not issued that document yet, even
though it was required in 2008. And I think moving down that
path would be a real step forward.

Mr. TIERNEY. Thank you.

So my final panel question, would each of you tell me what you
think is the place or person at the Department of Defense, the
State Department, and USAID where this committee should go to
inquire on progress in the area of contracting and put pressure on
them and make sure that results occur?

Mr. Sovris. Again, I will say for DOD, because I am not as famil-
iar with State Department or AID, it is combined between Dr.
Carter and the Under Secretary for Personnel and Readiness. I
think it falls between those two because as I mentioned, it is not
only a contracting and contract issue, it is a force structure and
personnel issue.

Mr. TIERNEY. Thank you. Ms. Ugone.

Ms. UGONE. Yes, two offices, NATO training mission, combined
security transition command Afghanistan; and the Under Secretary
of Defense Comptroller.

Mr. TIERNEY. Thank you. Mr. Bowen.

Mr. BOWEN. The only one I would add is Pat Kennedy, the Under
Secretary for Management at the State Department.

Mr. TiERNEY. Thank you. Mr. Fontaine.

Mr. FONTAINE. Since we are adding people as we go along the
table here, at AID it is actually somewhat split. But I think that
there are two areas both at AID, the bureau that handles conflict
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and humanitarian reconstruction would be the place to go. If you
don’t go above that, to say is there one locus at USAID that han-
dles these sorts of issues; and if not, why isn’t there?

Mr. TiERNEY. Well, thank you all very much once again for both
your written testimony and oral testimony here today. I think we
have benefited greatly from it. Thank you for your service.

We are adjourned.

[Whereupon, at 12:22 p.m., the subcommittee was adjourned.]
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