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COMMUNICATIONS NETWORKS AND CON-
SUMER PRIVACY: RECENT DEVELOPMENTS

THURSDAY, APRIL 23, 2009

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMUNICATIONS, TECHNOLOGY,
AND THE INTERNET,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 10:05 a.m., in Room
2322 of the Rayburn House Office Building, Hon. Rick Boucher
(chairman) presiding.

Members present: Representatives Boucher, Rush, Eshoo, Stu-
pak, DeGette, Weiner, Christensen, Castor, Space, Stearns, Shim-
kus, Buyer, Radanovich, Bono Mack, Terry, and Blackburn.

Staff present: Roger Sherman, Chief Counsel;, Tim Powderly,
Counsel; Shawn Chang, Counsel; Greg Guice, Counsel; Amy Le-
vine, Counsel, Sarah Fisher, Special Assistant; Pat Delgado, Chief
of Staff Congressman Waxman; Neil Fried, Counsel; and Sam Cos-
tello, Legislative Clerk.

OPENING STATEMENT OF HON. RICK BOUCHER, A REP-
RESENTATIVE IN CONGRESS FROM THE COMMONWEALTH
OF VIRGINIA

Mr. BOUCHER. The subcommittee will come to order. Broadband
networks are a primary driver of the national economy and it is
fundamentally in the Nation’s interest to encourage their expanded
use. One clear way Congress can promote a greater use of the
Internet for a variety of purposes including access to information,
electronic commerce and entertainment is to assure Internet users
of a higher degree of privacy protection with regard to data that
is collected concerning their Internet usage. It is my intention for
the subcommittee this year to develop on a bipartisan basis legisla-
tion extending to Internet users that assurance that their online
experience is more secure. We see this measure as a driver of
greater levels of Internet uses such as electronic commerce. Not as
a hindrance to them.

Today’s discussion is the first of two presently planned hearings
relating to consumer privacy on electronic networks. Today we ex-
plore network-based privacy matters including the growing deploy-
ment of deep packet inspection technologies and location-based pri-
vacy enabled by specific technologies. There are additional privacy
related matters that we intend to explore including targeted and
behavioral advertising. And we are now planning to conduct a joint
hearing with the full committee’s Subcommittee on Commerce,
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Trade and Consumer Protection during the early period of the sum-
mer in order to examine online privacy including behavioral adver-
tising at which Internet-based companies will be invited to testify
before the subcommittee.

A range of concerns related to online advertising should be vetted
and just as there are concerns about the privacy implications of the
network-based technologies upon which we are focusing this morn-
ing. Those online advertising concerns will be thoroughly vetted at
the joint hearing we will have with the other subcommittee this
summer. But today’s focus is on emerging network technologies
that have significant privacy implications and three of them will be
highlighted by witnesses testifying to us today.

Deep packet inspection enables the opening of the packets which
actually hold the content of Internet transported communications.
Through the use of DPI, the content can be fully revealed and fully
examined. It has generally been accepted that there are beneficial
uses for DPI, such as enabling better control of networks and the
blocking of Internet viruses and worms.

DPI also enables better compliance by Internet service providers
with warrants authorizing electronic message intercepts by law en-
forcement, but its privacy intrusion potential is nothing short of
frightening. The thought that a network operator could track a
user’s every move on the Internet, record the details of every
search and read every e-mail or document attached to an e-mail
message is alarming. And while I am certain that no one appearing
on the panel today uses DPI in this manner, our discussion today
of the capabilities of the technology and the extent of its current
deployment, any projection that could be made about its antici-
pated schedule and path of deployment and the uses to which that
technology is currently being put will give us as a subcommittee a
better understanding of where to draw the lines between permis-
sible and impermissible uses, or uses that might justify opt-in as
opposed to opt-out consent from Internet users.

I look forward to hearing from our witnesses this morning about
how we can best balance the deployment of DPI with adequate pro-
tection for consumers’ privacy. For example, should a network oper-
ator’s use of DPI always require opt-in consent or is opt-out some-
times appropriate and if so, under what circumstances would opt-
out be appropriate? What services that consumers consider essen-
tial to the safe and effective functioning of the Internet are ad-
vanced through deep packet inspection?

Since the death of NebuAd, DPI-based behavioral advertising
service last year, do we now see other companies using DPI in
order to deliver behavioral advertising? What if any safeguards are
in place to ensure that consumers are giving meaningful consent to
the tracking of their activities on the Internet? These and other
questions deserve our consideration this morning.

I also look forward to learning about other emerging network-
based technologies such as Project Canoe on the cable platform and
Loopt and the wireless-base employing new uses of cable set top
boxes and GPS tracking capabilities on wireless devices. What ben-
efits do these services offer to consumers and how should the net-
work operator procure meaningful consent from users for their use?
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We are also interested in hearing a preview of what the future
of network-based technologies may hold. What new services may
they enable and how do we accommodate with regard to them key
privacy concerns? So I look forward to hearing from our distin-
guished panel and I want to thank each of our witnesses for ap-
pearing here this morning and sharing their expertise and views
with the subcommittee.

At this time, I am pleased to recognize the Ranking Republican
lg/lember of the subcommittee, the gentleman from Florida, Mr.

tearns.

OPENING STATEMENT OF HON. CLIFF STEARNS, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF FLORIDA

Mr. STEARNS. Good morning and thank you, Mr. Chairman, and
I appreciate your opening statement and you are offering a bipar-
tisan tone to it, and your interest in having additional hearings in-
cluding with the Commerce, Consumer Protection Trade which I
chaired during Republican majority.

Our goal today should be to broadly examine how companies are
using consumer Internet behavior to tailor online advertising, both
the benefits to the consumers as well as any potential concerns
that have not already been addressed by industry. Our focus
should go beyond only broadband providers and also look at the en-
tire Internet universe, including search engines and Internet ad-
vertising networks. We cannot have this discussion without ad-
dressing them, as well.

Whatever the appropriate standards are, they should apply to ev-
eryone. We need to be consistent. Consumers don’t care if you are
a search engine or a broadband provider. They just want to ensure
that their privacy is protected.

I hope, Mr. Chairman, you will agree to hold more privacy hear-
ings on this subcommittee and I am glad to hear that you will so
that we hear from the network operators. That is the only way
members can be fully informed about these issues before marking
up any legislation.

As we move forward towards privacy legislation we must em-
power consumers to make their own privacy-related decisions. Only
the consumer knows how he or she feels about the information that
is being collected, the parties doing the collecting and the actual
purpose for which the information will ultimately be used. Con-
gress cannot and should not make that decision for them. We need
to place the control over consumer information with the consumer
himself. This means companies should be as transparent as pos-
sible about what information they collect and how do they use this
information, that way consumers will be better able to make in-
formed privacy decisions.

We also need to examine the ways in which the use of behavioral
information for marketing has been shown to have already harmed
consumers. It is imperative that there be some evidence of harm
if we are going to regulate this practice or we run the risk of pre-
maturely restricting the latest technological advancement related
to online marketing.

Consumers’ online activities provide advertisers with valuable
platforms upon which to market their products, their services. Col-
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lecting this type of information for targeted advertising is very im-
portant because it allows many of these products and services to
remain free to consumers. Without this information, Web sites
would either have to cut back on their free information and serv-
ices or would have to start charging a fee to see to consumers. Nei-
ther result is good. Over-reaching privacy regulations, particularly
in the absence of consumer harm, could have a significant negative
economic impact at a time while many businesses in our economy
are struggling. So let us look very closely at these issues before we
leap to legislative proposals.

We also need a consumer-based approach. Consumers are the
best judges. We will not truly address the privacy implications of
tailored Internet advertising unless we shift the discussion towards
consumer-centric approaches and away from the characteristics of
the companies, like the particular technology they use or their cor-
porate structure itself. Whatever we do, we must apply the same
standards of privacy to companies collecting this type of informa-
tion for the same type of purposes, whether it is a phone company,
a cable company or companies like Google, Yahoo or Microsoft.
Consumers don’t care how their privacy has been invaded. What
they care about is what the information is that is collected and how
it is being used.

Now, Mr. Chairman, as you have mentioned, I have had a record
of privacy when I was chairman of the trade and consumer protec-
tion subcommittee. We held the most extensive hearings on the
topic of privacy and following these hearings I offered and intro-
duced the Consumer Privacy Protection Act, which I hope will be
used as a baseline for new legislation. This bill would have re-
quired data-collectors to provide consumers with information on the
entity collecting the information and the purposes for which the in-
formation was being collected.

Furthermore, in 2005 I held two hearings on identity theft and
security breaches involving personal information. These hearings
led me to introduce the Data Accountability and Trust Act which
would have required any entity that experiences a breach of secu-
rity such as a business to notify all those in the United States
whose information was acquired by an unauthorized person as a
result of that breach.

So, Mr. Chairman, I look forward to our hearings. Protecting con-
sumers’ privacy is a very serious issue and one that needs to be
fully examined and I think your leadership on this is to be com-
mended and I look forward to continuing our work together.

Mr. BoOUCHER. Well, thank you very much, Mr. Stearns, and let
me simply briefly respond by saying that I appreciate and agree
with your suggestions for the focus of our future hearing or hear-
ings on this very important set of privacy concerns. And I want to
acknowledge the gentleman’s leadership in sponsoring comprehen-
sive and thoughtful legislation in previous Congresses relating to
privacy. I was pleased at that time to be the lead Democratic co-
sponsor of the gentleman’s bill. And will be, well, I couldn’t resist
noting that, and we will be relying on the gentleman’s experience
and expertise on this subject as we construct bipartisan privacy
legislation in this Congress.
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The gentlelady from California, Ms. Eshoo, is recognized for 2
minutes.

OPENING STATEMENT OF HON. ANNA G. ESHOO, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Ms. EsHOO. Thank you, Mr. Chairman, for holding this hearing
on network privacy.

As a member of the House Intelligence Committee, I understand
that the most valuable intelligence is to know how someone thinks
because that enables one to predict what they might or will do in
the future. Network operators want to monetize this predictability
and profit from it. On its face, this is not an insidious practice.
What is concerning is that the market is largely unregulated.

In the digital age we can aggregate enormous amounts of data,
including what Web sites are viewed, search terms entered, pro-
grams viewed, items bought and sold, web applications utilized and
other forms of data most of us don’t even realize is being collected.
With this information, a powerful profile can be created which can
be used to target specific advertisements that are more relevant to
the user.

We are here today to examine once again this growing issue.
How do we regulate personal data collected by web companies and
by network operators? Should we? And today we are obviously fo-
cusing on the network operators.

There is a growing tide of critics in this debate that I believe fun-
damentally do not understand the purpose of our privacy laws.
These voices, some of them testifying today, believe that web-based
services and telecommunications carriers should be subject to the
same privacy regulations. I don’t think this is practical or prudent.
There is a fundamental difference between offering up free web-
based advertiser supported applications and services, and a com-
mon carrier offering voice and broadband services. These separate
and distinct services should each be governed fairly. That doesn’t
mean within the same regulatory structure. A healthcare provider
and a stock broker shouldn’t be regulated, in my view, under the
same structure. Each should have its own. A consumer’s relation-
ship with their phone or broadband provider is not the same rela-
tionship they have with a search engine or an online vendor.

I am eager to hear from all of our witnesses. I am glad that you
are all here today to hear about your practices and how you would
envision privacy regulations. This is a very important debate and
I hope that the final result will be a very sound and prudent bill
that can be taken to the floor of the House.

So thank you, Mr. Chairman, for kicking off this series of hear-
ings.

Mr. BoucHER. Thank you very much, Ms. Eshoo.

The gentlelady from California, Ms. Bono Mack, is recognized for
2 minutes.
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OPENING STATEMENT OF HON. MARY BONO MACK, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Ms. BonO MAcK. Good morning, Chairman Boucher, Ranking
Member Stearns and distinguished panel. Thank you for holding a
hearing on the important issue of consumer privacy and broadband
networks.

When a consumer makes a telephone call, purchases a good on-
line, visits a Web site or watches a TV program on his couch, there
is a built-in expectation of privacy associated with each activity. It
is understood that our personal privacy is something of value. We
have laws which protect privacy and the assurance of privacy is a
marketable quality.

It is also important to note that cost of certain commercial activ-
ity on broadband networks is deflected away from the consumer be-
cause of advertising. As many of you know, I have a long history
of working to protect consumers in the online space. In past Con-
gresses I authored anti-spyware legislation and this is the second
consecutive Congress I have introduced the Informed P2P User Act,
therefore my legislative history speaks for itself. Additionally, I
also have a history of fighting to prevent piracy online so I am will-
ing to listen to efforts that reduce the impact piracy has on our na-
tional economy, as well.

As we begin the process of balancing consumer privacy and com-
mercial activities online, I would like to listen to all sides of the
debate and all parties involved in the online space. This includes
consumers, law enforcement, ISPs, tech companies, search engines,
advertisers, as well as content creators. It is my belief that both
the privacy expectations and commercial activity need to be meas-
ured before we act. The committee would be wise to begin with the
American consumers’ privacy expectations in mind. I do not look at
this issue as a partisan matter and I don’t think we should be out
to get one particular company or favor one particular industry.
With that said, I do admit that sometimes a one size fits all ap-
proach is not possible in achieving certain goals. As such, I will be
paying close attention to the debate and I look forward to working
on this important issue.

Thank you, Mr. Chairman. I yield back.

Mr. BoUucHER. Thank you very much, Ms. Bono Mack.

The gentlelady from Colorado, Ms. DeGette, is recognized for 2
minutes.

Ms. DEGETTE. Thank you very much, Mr. Chairman. I want to
thank you for having this important hearing today.

As technology changes and as consumer habits change, so do the
privacy concerns that we are faced with and so I am looking for-
ward to hearing from all of the witnesses today as we continue in
our evolving discussion of privacy.

And with that, I will yield back.

Mr. BoucHER. Thank you very much, Ms. DeGette. We will add
2 minutes to your time to question the panel of witnesses based
upon that waiver.

The gentleman from California, Mr. Radanovich, is recognized for
2 minutes.
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OPENING STATEMENT OF HON. GEORGE RADANOVICH, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI-
FORNIA

Mr. RabpaNOVICH. Thank you, Chairman Boucher. I want to
thank you and Mr. Stearns for holding this consumer privacy meet-
ing and I do want to thank you, Mr. Chairman, I am pleased to
hear that we will have a joint hearing on online advertising. It will
be important for us to hear from the full technology landscape that
utilizes private user information before we can move forward with
any comprehensive effort to address this issue. I look forward to
working with you on that hearing, as well.

One of the primary issues that has developed with communica-
tions and the Internet is the collection of consumer data. As tech-
nology advances and becomes more complex, consumers are right-
fully concerned about their personal information. What we should
focus on when it comes to consumer data is the consumers and
what they care about and I believe that we should invoke looking
at what data is collected, why it is collected and what is done with
it. This information will help us all work together with the indus-
try to achieve our goal of meeting the consumer needs by pre-
venting the misuse of their information.

What I think that we should be looking at for most is the most
effective way to protect our constituents’ information in a manner
that recognizes there are beneficial users for many of these new
technologies and continues to allow for innovation that can make
the communications experience more enjoyable, more productive
and safer for us all.

I want to thank all of our witnesses for being here today and to
discuss a wide variety of networks and their relationship to pri-
vacy. Your experience will certainly help us as we continue and I
look forward to a productive hearing.

Thank you, Mr. Chairman.

Mr. BOUCHER. Thank you, Mr. Radanovich.

The gentleman from Michigan, Mr. Stupak, is recognized for 2
minutes.

OPENING STATEMENT OF HON. BART STUPAK, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF MICHIGAN

Mr. StupAK. Thank you, Mr. Chairman, and thank you for hold-
ing this hearing.

It is time we modernized our telecommunications policies in re-
gard to privacy. An individual’s right to privacy has been under in-
creasing assault as more Americans are using the Internet for
more and more of their daily activities. Consumers do not have a
clear picture of what occurs with their information without their
consent and what needs to be done.

Last year this subcommittee held a hearing on a new type of
data gathering for the purpose of behavioral advertising. This new
method uses network technology known as deep pack inspection to
read 100 percent of a web user’s activities to create a profile for
purposes of reselling it to advertisers. Companies that wish to uti-
lize this technology have claimed that personally identifiable infor-
mation is protected but I have my doubts and concerns.
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As it stands right now, The Communication Act gives no clear
definition of when affirmative consent or opt-in is required in the
handling of a consumer’s personal identifiable information. Without
clear direction from Congress on this matter, technology will con-
tinue to outpace our privacy laws and consumer personal informa-
tion will continue to go unprotected. Any method of collecting per-
sonally identifiable information from an Internet user’s online ac-
tivity for the purpose of reselling that information must require an
opt-in from that user. In addition, that user should also be pro-
vided with the information on how and what is happening with
their data, how it is collected and who is receiving it.

I look forward to hearing from our witnesses today on how we
can modernize our privacy laws to protect, inform and empower
consumers.

Thank you, Mr. Chairman, again for holding this hearing. I look
forward to working with you and our colleagues to move legislation
on this subject.

Mr. BOUCHER. Thank you very much, Mr. Stupak.

The gentlelady from Tennessee, Ms. Blackburn, is recognized for
2 minutes.

OPENING STATEMENT OF HON. MARSHA BLACKBURN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF TEN-
NESSEE

Ms. BLACKBURN. Thank you, Mr. Chairman. I want to thank you
for holding the hearing today. And I want to welcome all of our wit-
nesses and thank you for being here with us today.

Consumer privacy as you have heard from everyone who has spo-
ken is a key element in the unspoken contract between the end
user and the ISP and the merchants who make their living pro-
viding goods and services online. When any link in that chain of
trust is broken, consumers at every level are going to suffer. It is
therefore critical for Congress and our partners in the administra-
tion, the private sector and the consumer advocacy community to
remain vigilant in securing consumer privacy online.

It is also critical on the other hand that Congress ensure vi-
brancy in the marketplace. And I think that is where many of us
are going to have questions and want to explore a little bit more
deeply with you to make certain that we have a good under-
standing of the deep packet inspection technologies and that we
move forward in the appropriate way.

Mr. Chairman, I am pleased to know that we are going to do an-
other hearing on the Google issues that are in front of us and I look
forward to working with you on that hearing. And I hope that we
can all send a message that piracy does not pay. That privacy and
respect for intellectual property is an imperative and I look forward
to the hearing.

I yield back.

Mr. BoucHER. Thank you very much, Ms. Blackburn.

The gentlelady from Florida, Ms. Castor, is recognized for 2 min-
utes.

Ms. CASTOR. Thank you, Mr. Chairman, for this timely hearing
on the evolution of our communications networks and consumer
privacy. Welcome to our panel. I look forward to your expert advice
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in learning a great deal more about this issue and I will yield back
the remaining portion of my time.

Mr. BOUCHER. Thank you very much, Ms. Castor. We will add 2
minutes to your questioning time for the first panel.

The gentleman from Nebraska, Mr. Terry, is recognized for 2
minutes.

Mr. TERRY. Thank you, Mr. Chairman. I would waive and appre-
ciate 2 minutes.

Mr. BOUCHER. You shall have the same.

[The prepared statement of Mr. Markey follows:]
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Statement of
U.S. Representative Edward J. Markey (D-MA)
Hearing on Electronic Privacy
April 23, 2009

Good Moming. Iwant to commend Chairman Boucher for
holding this hearing on electronic privacy issues.

Many of the issues the Subcommittee will explore this morning are
issues that the Subcommittee has touched on before, particularly
the issues surrounding deep packet inspection. Privacy however in
the digital environment must reflect the myriad ways in which
consumers now interact with technology and applications. We
have provisions to protect consumer privacy related to cable
operators for all communications-related services that utilize cable
facilities, on traditional telephone companies, and on wireless
service providers. This is an opportune moment to revisit these
provisions to ensure their adequacy and gauge whether
clarifications of provisions or the harmonization of obligations
across providers and platforms is warranted to reflect convergence
and the advent of new applications and services.

For instance, I successfully offered the amendment in this
Subcommittee 10 years ago to ensure that wireless providers that
implemented location technology and disclosed it during
emergencies, did not utilize the same technology to gather location
information about users or disclose it without the “prior express
authorization” of the subscriber. Now that our wireless policies
are yielding success to the extent 3° party application providers—
and not just the wireless carriers themselves — can offer such
location services, I believe such application providers ought to
have the same legal privacy obligations that wirelesscarriers do
today.
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When I sponsored and successfully passed the Children’s Online
Privacy Protection Act it was well before the current rise in
behavioral advertising and targeting. I believe we should revisit
the need to protect children from such business practices.

There will undoubtedly be many compelling services and
applications that will rely upon advertising as part oftheir business
model. Iam not interested in banning all advertising ormarketing
models. I do believe, however, that consumer privacy principles
are immutable and technologies and services should be animated
by these principles rather than effectively undermining them. Any
practices that sumreptitiously gather personal information, or
unreasonably retain such data, or fail to adequately and
meaningfully disclose important data security and data use
practices to consumers, or fail to extend to consumers the right to
effectively control such collection and subsequent e, are
operating on the edges ofethical conduct and straying from long-
held privacy principles.

This is a timely hearing. My Chairman, I understand that you and
Chairman Rush are planning a joint hearing of this Subcommittee
and the Subcommittee on Commerce, Trade and Consumer
Protection that will include witnesses from web-based services and
applications so that we more adequately cover the
telecommunications terrain that consumers traverse with their
personal data every day. I support such an approach because,
ultimately, I support legislating ina comprehensive fashion in this
area and look forward to working with Chairman Boucher,
Ranking Member Stearns, Chairman Waxman, Ranking Member
Barton, and other Committee colleagues on these important
consumer issues in the months ahead.

Thank you.
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Mr. BOUCHER. All members having now been recognized for
opening statements, we turn to our panel of witnesses and express
appreciation to each of you for your testimony here this morning.
Ms. Leslie Harris is the president and chief executive officer of the
Center for Democracy and Technology. Mr. Kyle McSlarrow is
president and chief executive officer of the National Cable and
Telecommunications Association. Mr. Marc Rotenberg is the execu-
tive director of the Electronic Privacy Information Center. Ms.
Dorothy Attwood is chief privacy officer for AT&T Services. Mr.
Ben Scott is policy director for Free Press. Mr. Brian Knapp is
chief operating officer of Loopt. And Mr. Richard Bennett is a net-
work engineer and a blogger and we welcome each of you. Without
objection, your prepared written statements will be made part of
the record. We would ask for your oral summary be kept to ap-
proximately 5 minutes so that we will have ample time for ques-
tions.

And, Ms. Harris, we are pleased to begin with you and you need
to turn your mike on. It is amazing how many people in the tech-
nolo%y subcommittee don’t have their mike on when they start to
testify.

STATEMENTS OF LESLIE HARRIS, PRESIDENT, CHIEF EXECU-
TIVE OFFICER, CENTER FOR DEMOCRACY AND TECH-
NOLOGY; KYLE MCSLARROW, PRESIDENT AND CEO, NA-
TIONAL CABLE AND TELECOMMUNICATIONS ASSOCIATION;
MARC ROTENBERG, PRESIDENT AND EXECUTIVE DIRECTOR,
ELECTRONIC PRIVACY INFORMATION CENTER; DOROTHY
ATTWOOD, SENIOR VICE PRESIDENT, PUBLIC POLICY AND
CHIEF PRIVACY OFFICER, AT&T SERVICES, INC.; BEN SCOTT,
POLICY DIRECTOR, FREE PRESS; BRIAN R. KNAPP, CHIEF
OPERATING OFFICER, LOOPT, INC.; AND RICHARD BENNETT,
PUBLISHER, BROADBANDPOLITICS.COM

STATEMENT OF LESLIE HARRIS

Ms. HARRIS. Mr. Chairman, Mr. Stearns, members of the sub-
committee, I appreciate the opportunity to testify on this important
question of the privacy implications of DPI.

In CDT’s view, DPI poses very serious challenges both to the pri-
vacy and to the openness of the Internet. The success of the Inter-
net can be traced to its defining end-to-end principle which is a
simple idea that applications are better left to be implemented at
the edges of a network and leave the core unfettered by gate-
keepers.

The end-to-end principle, as you know, is supported by a policy
framework that generally protects Internet service providers for li-
ability for the content that they are either posting or flowing over
their networks. And together these two policy choices have really
preserved the Internet as a trusted, open platform.

Today massive growth in data processing power has spurred the
development of DPI and potentially allowing Internet service pro-
viders and other intermediaries and partners to analyze all of the
Internet traffic of millions of users simultaneously. This raises pro-
found questions about the future of privacy, openness and innova-
tion online. Though deployment is still somewhat limited, applica-
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tions range from management of congestion on the networks and
network threats, content blocking, behavioral advertising and gov-
ernment surveillance.

It is my understanding that right now network operators are
only using the technology for security-related purposes although, of
course, last summer we did have a failed attempt to use it for be-
havioral advertising. Of course, some of these applications may
have other troubling legal policy concerns but it is important to
stress that all applications of DPI raise serious privacy concerns
because all applications of DPI begin with the interception and
analysis of traffic.

In our view, deep packet inspection is really no different than
postal employees opening envelopes, reading letters inside. DPI
networks intercept and examine the entire payload of a packet, the
actual data that the packet carries in addition to a packet header
unless the content is encrypted.

So even if ISP’s or advertising networks intend to only use a
small portion of what is captured by DPI and dispose of the rest,
it doesn’t diminish the breadth and intrusiveness of that initial
data capture. And DPI is being deployed within a technological en-
vironment where consumers are sending more and more informa-
tion through the networks. Providers of all kinds are acquiring and
collecting and holding more data and sharing it and it is being re-
tained for longer periods of time and all of this without an ade-
quate legal framework.

Consumers simply do not expect to be snooped on by their ISPs
or other intermediaries in the middle of the network. And so there-
fore DPI really defies the legitimate expectations of privacy that
consumers have and it is also at odds with fair information prac-
tices, concepts like transparency, concepts like limited collection of
data. The sectoral privacy laws that we have, have been far out-
paced by technological innovation and as many of you have said,
we have no baseline consumer privacy law.

Finally, as DPI matures and becomes more widely deployed, our
concern is that any notion of limited use is going to give way to
mission creep as new applications are deployed. And that mission
creep, frankly, is not just a concern that the providers will find new
ways but that government and policymakers will increasingly have
mandates to networks to use DPI for various purposes. And, of
course, we worry as well about the sort of unlimited appetite for
surveillance that our government appears to have and the fact that
DPI really is a game changer there as well.

For all these reasons, we applaud the fact you are taking a com-
prehensive look at DPI. We obviously think that, you know, the
most important thing that can happen this year is an acting base-
line, technology neutral consumer privacy legislation based on fair
information practices. We are very pleased to hear the announce-
ment, Mr. Chairman, and the support from the committee. I will
just say that we also hope the subcommittee might move ahead
with carefully crafted Internet neutrality legislation because we
think it might put some balance on the more worrisome uses of
DPI. And finally, it is outside of your jurisdiction, I think, but Con-
gress has to examine and strengthen the communications privacy
laws, ECPA, et cetera, at the same time which has to do with gov-
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ernment access because all of these have been outstripped by tech-
nology and really change the nature of what privacy protections
really exist at this point for consumers.

So thank you so much.

[The prepared statement of Ms. Harris follows:]
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Statement of Leslie Harris
President and Chief Executive Officer
Center for Democracy & Technology

Before the House Committee on Energy and Commerce,
Subcommittee on Communications, Technology and the Internet

“The Privacy Implications of Deep Packet Inspection”

April 23, 2009

Chairman Boucher and Members of the Subcommittee:

On behalf of the Center for Democracy & Technology (CDT), I thank you for the
opportunity to testify today. We applaud the Subcommittee’s leadership and
foresight in examining the privacy implications of the technique known as
“deep packet inspection” (DP]).

In CDT’s view, DPI poses serious challenges both to privacy and to the openness
and innovation that are the hallmarks of the Internet. The success of the Internet
can be traced in part to its defining “end-to-end” principle: the simple idea that
applications are better left to be implemented at the Internet’s endpoints rather
than its core, leaving the network itself unfettered by any particular party’s
interests.! Pursuant to this end-to-end design, data has traditionally traversed
the Internet without interference from gatekeepers.

The end-to-end principle is supported by a policy framework that generally
protects Internet service providers from intermediary liability (i.e, Hability for
content that originates with users) unless the network operator is directly
involved in the creation of the content? For decades, adherence to the end-to-

! ).H(. Salt)zer, D.P. Reed & D.D. Clark, End-to-End Arguments in System Design, 2 ACM Transactions on Computer Sys.
277 (1984).

2 As part of the Telecommunication Act of 1996, Congress enacted broad immunity for ISPs and online service providers
from liability for content posted by customers or third parties. See 47 U.5.C. § 23¢. Section 230 has been a critical
foundation for the huge explosion of “Web 2.0" content and services on the Internet. For information on the origin and
scope of Section 230, see an amicus brief that CDT filed with the 9th Circuit in 2008, available at

www.cdtorg/ privacy /spyware/ 20080505 amicus.pdf.

CENTER FOR
DEMBERAEY Keeping the Internet Open, Innovative, and Free
TECHNOLDGY 1534 1 St NW. Suite 1100, Washington, DC 20006 » v. +1.202.637.9800. « £, +1.202.637.0968 « http:/ /www.cdtorg
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end principle has preserved the Internet as a trusted platform and has
supported unparalleled levels of innovation, economic activity, and individual
expression.

In recent years, however, massive growth in data processing power has spurred
the development of new “deep packet inspection” (DPI) technologies that
potentially allow Internet service providers (ISPs) and other intermediaries to
analyze all of the Internet traffic of millions of users simultaneously. The use of
DPI technology, though still in somewhat limited deployment, raises profound
questions about the future of privacy, openness, and innovation online’

It is important to stress at the outset that all applications of DPI raise serious
privacy concerns because all applications of DPI begin with the interception and
analysis of Internet traffic. Policymakers must carefully consider each use of
DPI and balance the perceived benefit of its use against the risks to privacy and
civil liberties, as well as to the Internet's character as an open platform. CDT
believes that only rare uses of DPI will be acceptable after such a balancing.
Today, DPI applications include management of network congestion, detection
of network threats, content blocking for intellectual property protection and
child safety, behavioral advertising, and government surveillance.

CDT has been outspoken in opposition to government-mandated content
filtering by ISPs* and in support of the call for Internet neutrality legislation to
prohibit discrimination between Internet data streams.” While we will briefly
discuss those issues below, our testimony today will principally focus on the
privacy implications of DPI. This statement builds on testimony we gave to this
Subcommittee last July,® taking into account developments since then.

Unlike other media, the Internet is decentralized. Control is vested at the ends of
the network with its individual uses, and its end-to-end communications are
largely unfettered. Consumers expect that their Internet transmissions will not
be intercepted or analyzed en route by an intermediary. DPI systems defy this

® Packet inspection or data analysis that a user conducts on his or her own data stream is a different matter and does not
raise the same questions. There are many reasons why a user may want to conduct such analysis, and the ability to do so
empovwers users to better understand their own Internet usage or service plans. This testimony focuses exclusively on
packet inspection and analysis by intermediaries at the middle of the network rather than at the endpoints.

*See, e.g., CDT, Summary and Highlights of the Philadelphia District Court’s Dedision in Center for Democracy &
Technology v. Pappert (Case No. 03-5051 (E.D. Pa. Sept. 15, 2004),

http:/ /www.cdt.org/ speech/ pennwebwebblock / 20040915highlights.pdf.

® See CDT, PRESERVING THE ESSENTIAL INTERNET (2006), http:/ / cdt.org/ speech /20060620neutrality. pdf. More
recently, we recommended to the Federal Communications Commission that ISPs’ endeavors to manage congestion on
their networks - which may include the use of DPI - be transparent, evenly applied to all services and applications, and
consistent with core internetworking standards. See Comments of CDT, In the Matter of Broadband Industry Practices, WC
Docket No. 07-52 (Feb. 13, 2008), http:/ / cdt.org/ speech/20080213_FCC_comments.pdf.

¢ Alissa Cooper, Testimony of Alissa Cooper before the House Committee on Energy and Commerce, Subcommittee on
Telecommunications and the Internet: “What Your Broadband Provider Knows About Your Web Use: Deep Packet Inspection
and Communications Laws and Policies” (July 17, 2008}, htp:/ / cdt.org/ testimony / 200807 17cooper.pdf.

2
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expectation, threatening the basis for consumer trust online. The use of DPl is
also at odds with well accepted “Fair Information Practices,”” can be disruptive
to Internet and Web functionality,® and may ~ in some instances — run afoul of
existing communications privacy laws.’

Companies that use DPI to track consumers’ online activities to serve targeted
advertisements or to manage network congestion often stress the anonymous
and limited nature of the information they compile. However, the privacy
concerns that arise from the use of DPI begin with the interception, diversion or
copying of substantially all of the Internet traffic of all subscribers. Just because
ISPs or advertising networks may use only a small portion of what is captured
and do not retain other information does not diminish the breadth and
intrusiveness of the initial data capture.

DPI technologies are being deployed within a technological environment where
consumers are sending more personal data through their ISPs than ever before,
and more data is being collected, retained for longer periods, and shared among
more parties. However, even while existing sectoral privacy protections have
been far outpaced by technological innovation, our nation still has no baseline
consumer privacy law. Self-regulation, while important, has proven to be
insufficient to protect privacy in the online context. For all of these reasons,
Congress needs to take a comprehensive look at the current and emerging
practices associated with DPI, and should approach the technology with great
skepticism. Congress should also take a comprehensive look at online privacy
issues at large. We recommend that Congress take the following steps:

* Building on the inquiries posed last year by Chairman Markey,” the
Subcommittee should seek additional information directly from ISPs and
their partners about how they are using DPL  Specifically, for what
purposes are ISPs currently using DPI? Are additional uses anticipated?
What information are ISPs collecting or examining, and how long is that
information retained? Are ISPs using DPI on a continuous basis or only
intermittently, such as in response to security incidents or to sample
traffic for aggregate usage analysis? Are third parties paying ISPs to use

7 The FIPs are a set of generally accepted prindples for protecting the privacy of personal data in a variety of contexts.
The FIPs have become a standard model for privacy protection frameworks. See, e.g., Organisation for Economic Co-
operation and Development, QECD GUIDELINES ON THE PROTECTION OF PRIVACY AND TRANSBORDER FLOWS OF PERSONAL
DATA {Sept. 23, 1980}, http:/ / www.oecd.org/ document/ 18/0,2340,en_2649_34255_1815186_1_1_1_1,00.htmi.

& Richard Clayton, The Phorm “Webwise” System (May 2008), http:/ / www.dl.cam.ac.uk/ ~rncl/ 080518-phorm pdf.

° See An Overview of the Federal Wiretap Act, Electronic Communications Privacy Act, and State Two-Party Consent Laws of
Relevance to the NebuAd System and Other Uses of Internet Traffic Content from ISPs for Behavioral Advertising, Appendix A to
the Statement of Alissa Cooper Before the Subcommittee on Telecommunications and the Internet of the House
Committee on Energy and Commerce, 110th Cong. (2008), http:/ / cdt.org/ testimony / 200807 17cooper.pdf.

1° See Congressman Ed Markey, Lawmakers Ask Top Broadband and Internet Co.s to Detail Use of User-Tracking Tech, Aug. 1,
2008, http:/ / markey.house.gov/index.phpZoption=com_contentéctask=view&id=3425&Itemid=141.
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DPI to identify or manipulate or divert certain content? If so, for what
purposes? In what circumstance — if any — have ISPs obtained the
consent of their customers to conduct DPI? How has consent been
obtained? In what circumstances do ISPs believe consent is not
required?

* Based on its ongoing research into DPI and other critical privacy
concerns, the Subcommittee should take the lead in developing baseline,
technology-neutral consumer privacy legislation, based on Fair
Information Practices, that will address not only DPI but also the range
of privacy issues facing companies and consumers. Such legislation
could limit the use of DPI and provide safeguards for its deployment in
those cases where it is acceptable.

* Congress should work to enact Internet neutrality legislation that
specifically addresses content discrimination by Internet service
providers. This legislation should avoid overly detailed rulemakings or
specific technical mandates and should respect ISPs’ needs to secure
their networks and manage congestion, while ensuring that
discriminatory practices are not allowed to create new Internet
gatekeepers and erode the medium’s openness to innovation.

* Congress should examine and strengthen the communications privacy
laws regarding government surveillance to cover new services,
technologies and business models with consistent rules. In particular,
the Electronic Communications Privacy Act (ECPA) needs to be revised
to better reflect modern uses of digital communications technology.
While that effort must be broader than DP], and will probably fall under
the jurisdiction of another Committee, the effort may benefit from the
record created here.

Understanding Deep Packet Inspection

The easiest way to understand deep packet inspection is to consider an analogy
to the postal mail system. In the postal system, letters travel through the system
in envelopes, each of which is addressed to its appropriate recipient and
contains the return address information of the sender. On the Internet, data is
broken into “packets.” This is true for all kinds of Internet communications:
Web browsing, email, voice-over-IP (VoIP) phone calls, peer-to-peer (p2p) file
transfers, online gaming and so on. A single packet consist of two parts: a
“payload,” which is the actual data inside the packet, like the letter inside an
envelope; and a “header,” which contains the routing information that directs

4
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the packet to its destination (or back to the sender in case of errors), like the
address and return address on the outside of an envelope. For an Internet
packet, the IP addresses of the recipient and sender, respectively, are equivalent
to the address and return address on an envelope in the mail.

As postal employees and equipment move mail through the system, they
inspect the addressing information on the outside of each envelope to determine
the next step in directing the mail to its final destination. The same is true for
the Internet - the devices in the middle of the network responsible for routing
data (known as “routers”) inspect packet headers to decide where each packet
should go next. This is called “shallow packet inspection” because the analysis
is limited to the header information that is automatically exposed (by necessity)
to every router on the Internet. Just as the postal mail simply cannot be
delivered without postal employees and equipment inspecting addresses,
neither can Internet communications be delivered without routers inspecting
packet headers. However, this shallow sort of inspection does not reveal the
actual content of the Web browsing session, email, or VoIP call that a particular
packet may contain, just as looking at an address on an envelope reveals nothing
about the content of the Jetter inside.

Deep packet inspection is the equivalent of postal employees opening envelopes
and reading the letters inside. To do DP], network devices examine the payload
of a packet — the actual data the packet carries - in addition to the packet header.
To inspect a packet deeply means to examine the contents of the Web browsing
session, email, instant message, or whatever other data the packet contains.
Unless the content of the packet is encrypted (as with most online purchases and
bank transactions), the entirety of the packet can be analyzed with DPL

One slight complexity of Internet packets is that a packet payload itself may
contain some additional addressing information that is supplemental to the IP
addresses available in the packet header. When sending an email, for example,
the email address of the recipient appears in the packet payload, not in the
packet header. Likewise for Web browsing, the name of the Web site that a user
is trying to reach appears in the payload, not the header. These kinds of
additional addressing information are sometimes referred to as “application
headers” because they are specific to particular Internet applications (Web
browsing, email, or VolP, for example).

Although some may claim that examining such application headers does not
constitute deep packet inspection,” CDT disagrees. Application headers have

¥ See, e.g., Declan McCullagh, Q&A with Charter VP: Your Web activity, logged and loaded, C | Net, May 15, 2008,
http:/ / news.cnet.com /8301-13578_3-9945309-38.htm].
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the potential to reveal much more about a communication than packet headers,
and the task of determining where an application header stops and actual data
content begins often necessitates the inspection of the data content itself.
Therefore, we believe the line between shallow and deep inspection lies between
the packet header and the packet payload, regardless of whether the payload
contains these additional “application headers.”

DPI may be done in real-time as the data is in transmission, or it may be done
afterward if the data is retained. ISPs may house DPI equipment and conduct
the packet inspection themselves, or they may allow a third party intermediary
to attach equipment to collect and inspect the Internet transmissions of their
subscribers.

The Privacy Risks of Deep Packet Inspection

CDT believes that DPI in nearly every context raises substantial privacy
concerns. In part because the Internet was developed around the end-to-end
principle, consumers have come to expect that their Internet communications
pass through the network without being snooped on along the way. DPI
dramatically alters this landscape by providing an ISP or its partners with the
ability to inspect consumer communications en route. Thus, deploying a DPI
system defies the expectations consumers have built up over time. Absent
unmistakable notice, consumers simply do not expect their ISP or its partners to
be looking into the content of their Internet communications.

Many companies at every level of the Internet have worked to build trust in the
medium to the point where millions of consumers feel comfortable engaging in
a wide range of personal and commercial communications and transactions
online. ISPs are a critical part of that chain of trust. If consumers find reasons to
question what their ISPs are doing with their Internet data, DPI runs the risk of
damaging consumer confidence in the medium.

Certain characteristics of DPI also seriously challenge traditional Fair
Information Practices. Consider the FIPs principle of limiting data collection to
what is necessary to complete the task at hand. How can this idea be squared
with DPI equipment that has the capability to collect and analyze every single
Internet packet for millions of Internet users??  Although DPI can be
implemented with limits on the types of data collected, the legal framework

12 See Procera, PacketLogic PL10000 Series, http:/ / www.proceranetworks.com/images/ datasheets-2008-11-03/ DS-
PL10000-11-3-08.pdf (iast visited Apr. 19, 2009).
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provides almost no useful guidance for where such limits should be set, given
the lack of a comprehensive privacy law in the U.S.

Transparency is another core FIPs principle that DPI challenges. DPI equipment
vendors compete on how invisible an impact their technology will have on
overall network operations.”® Vendors seek to ensure that DPI equipment, even
as it processes masses of Internet data from millions of subscribers, will not slow
down network operations and will in fact be almost entirely undetectable. This
means ISPs and others may be able to deploy DPI systems that are invisible even
to sophisticated consumers. With DPI hidden from view, consumers will be
largely unaware that their data streams are being intercepted and thus those
doing the packet inspection may have little incentive to fully disclose their
practices.

In many cases, DPI equipment will automatically collect personally identifiable
information (PII), even if the ISP or its partners have no intentions of using such
data. Consider a third-party vendor using a DPI system to analyze the Web
browsing activities of an ISP’s subscribers. Although the vendor may not care to
know the home address of a subscriber, the DPI equipment surely intercepts
and collects PII when that subscriber conducts Web searches to obtain online
driving directions from his or her own home address. Furthermore, DPI
systems automatically collect IP addresses, which can sometimes be used to re-
identify individuals when combined with other information. In this way, DPI
tends to sweep in personal information even when the party doing the packet
inspection does not seek such information.

Similarly, sensitive information may be unintentionally collected in a DPI
system. Personal health data, for example, is migrating online through an ever-
expanding array of health information and search sites, online support groups,
and personal health record sites. Although the operator of a DPI system may
not care to store or analyze such information, a packet containing sensitive data
must first be inspected to determine its contents before the DPI system operator
can decide what to do with it. In short, DPI technology may look at all
information, including sensitive information; what is then done with that
information can vary widely and is unlikely to be directly observable by
consumers.

Finally, as DPI technology matures and becomes more widely deployed, it will
also pose serious threats in terms of government surveillance. As a general

1 See, e.g., The Tolly Group, Procera PacketLogic 7600 Evaluation of Accuracy and Scalability of Network Traffic and
Service Management System (May 2007),

hitp:/ / www.proceranetworks.com/images/ documents/ tolly207173procerapacketiogic7600may2007.pdf (highlighting
the fact that the Procera DPI device “generates less than 1 millisecond of one-way average latency™).
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matter, the rules for government surveillance have failed to provide adequate
privacy protection in the face of technological change. The implications of DPI
remain largely unexplored, although the government has clearly displayed a
seemingly unlimited appetite for electronic surveillance. For criminal
investigations, government monitoring of the content of communications is still
limited by the principles of probable cause and particularity, but the rules for
monitoring of transactional data are very weak.

In the context of national security, the 2008 changes to the Foreign Intelligence
Surveillance Act may have permitted bulk collection of both transactional data
and the content of international communications. Last week’s revelation in the
New York Times of significant “over collection” illustrates the risks of
permitting government surveillance without adequate judicial checks and
balances.” The problem is that the government can use any capability deployed
for commercial purposes. Widespread deployment of DPI, whether or not it is
initially used for legitimate commercial purposes, would offer to the
government a staggering ability to closely and constantly monitor Internet
communications. It is probably fair to say that there are not in place today
adequate rules of judicial approval and oversight to control the use of that
capability.

In sum, DPI poses unique risks to individual privacy. Moreover, once the
technology is acquired for a legitimate purpose such as responding to network
threats, it will be hard to draw the line at ever more intrusive uses as third
parties approach the network operators with proposals to monetize Internet
traffic and the government makes greater demands. Given DPI's intrusive
nature, this Subcommittee is right to closely examine its current and projected
uses and consider its risks.

Concerns in Addition to Privacy

In addition to the foregoing privacy concerns, which CDT believes are
implicated by all uses of DP], the practice can raise a number of other concerns
which will vary by specific application. While the focus of this testimony is on
the broad privacy consequences of DPI, this section will briefly address some
additional concerns which merit serious consideration as Congress continues its
investigation of DPL

 Eric Lichtblau and James Risen, Officials Say U.S, Wiretaps Exceeded Law, New York Times April 15, 2009,
http:/ / www.nytimes.com/2009/04/ 16 /us/ 16nsa.htm}.
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Using DPI to identify specific types of communications for the purposes of
prioritization — for example, in response to network congestion or pursuant to
ISP partnerships with content providers ~ can undermine the openness of the
Internet and threaten its status as a platform for innovation. Historically, open
and standardized technical protocols have enabled innovators to develop and
deploy new content and services on the Internet without needing to seek
permission from any gatekeeper. DPI could place the power to discriminate
among content and services in the hands of network-level intermediaries,
threatening this openness and hindering future innovation. CDT believes that
network providers should not be in the business of picking winners and losers
from among Internet content and services,”® and some uses of DPI could
increase the risk that this could happen.

Using DPI to identify and filter or block certain illegal or undesirable content,
for such diverse purposes as child protection or copyright enforcement, would
raise additional concerns. Content filters can suffer from overbreadth problems,
blocking material beyond that for which they are intended, including
constitutionally protected material.’® Filters designed for copyright enforcement
may fail to account for fair use and the possibility that a particular Internet user
might be authorized to make a particular intercepted transfer. Perhaps most
importantly from a policy perspective, broad use of DPI to detect and block
illegal or undesirable content on the network could undermine U.S. advocacy
for Internet freedom in repressive regimes around the world. As one example,
the Chinese government has already deployed DPI filtering to censor material it
finds objectionable from the Internet.” U.S. efforts to press foreign regimes to
abandon Internet surveillance and censorship may be undercut if we are seen to
engage in similar behavior with respect to our own designated classes of
forbidden content.

Assessing Potential Uses of Deep Packet Inspection

In assessing specific uses of DP], the first thing to note is that some may already
be regulated or prohibited under the federal Wiretap Act and the Cable Act. In
a memo issued last July, CDT explored in some depth the application of the

* CDT has proposed a framework for Internet neutrality legislation that specifically addresses the issue of content
discrimination by ISPs. See CDT, Transition Memo for President Barack Obama: Internet Neutrality, November 2008,
available at http:/ / cdt.org/ transition/ InternetNeutrality.pdf.

' See stpra note 4.

"7 Richard Clayton, Stephen J. Murdoch, and Robert N. M. Watson, Ignoring the Great Firewall of China, presented at 6th
Workshop on Privacy Enhancing Technologies, Robinson College, Cambridge, United Kingdom (June — June 30, 2006),
hitp:/ f www.cl.cam.ac.uk/ ~rncl/ignoring.pdf.
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Wiretap Act and related laws to DPL.™ We concluded that certain uses of DPI to
compile behavioral advertising profiles would probably run afoul of the
Wiretap Act absent unavoidable notice and “opt-in” consent. Last September,
without expressly embracing our legal analysis, AT&T, Verizon, and Time
Warner Cable committed to providing notice and obtaining affirmative consent
from consumers before tracking their Web activity for targeted online
advertising.”” However, the boundaries of the Wiretap Act are not dear in all
contexts. Moreover, the Act was last modified more than 20 years ago and has
not kept pace with technology. It simply does not provide sufficient protection
to consumers against DPI’s risks.

Also, consent has its limitations. For example, it is still difficult to see whether
and how unavoidable notice and true consent can be provided in settings where
there is little regular communications between the ISP and the customer.
Consent is further complicated in the residential context or any other situation
where more than one person uses a single Internet connection”® As a general
matter, online providers have not yet provided an opt-out mechanism in the
advertising context that the majority of consumers can effectively utilize, and
applications of DPI for behavioral advertising would seem to suffer from the
same limitations. Opt-out mechanisms for online advertising are often buried in
fine print, difficult to understand, hard to execute and technically inadequate.
Only the most sophisticated and technically savvy consumers are likely to
successfully negotiate such opt-out processes. Moreover, while a robust notice
and opt-in regime might mitigate some privacy concerns of DPI for behavioral
advertising, consumers may lack an incentive and are therefore highly unlikely
to opt-in to the use of DPI for content filtering or congestion management.

Looking beyond the limitations of consent and the current legal framework, ISPs
and policymakers should approach DPI with great skepticism. They should
carefully weigh any expected benefits of a proposed use of DPI against the
substantial privacy and other risks outlined above. They also should consider
whether there may be alternative methods for achieving their goals, with a
strong preference for means that do not require sweeping inspection of Internet
communications at the ISP level.

'® See An Querview of the Federal Wiretap Act, Electronic Communications Privacy Act, and State Two-Party Consent Laws of
Relevance to the NebuAd System and Other Uses of Internet Traffic Content from ISPs for Behuvioral Advertising, Appendix A to
the Statement of Alissa Cooper Before the Subcommittee on Telecommunications and the Internet of the House
Committee on Energy and Commerce, 110th Cong. (2008) http:/ / cdt.org/ testimony / 20080717cooper.pdf.

' See Broadband Providers and Consumer Privacy, Hearing before the Senate Committee on Commerce, Science and
Transportation, September 25, 2008

hitp:// commerce.senate.gov/ public/ index.cfm?FuseAction=Hearings. Hearing&Hearing_ID=778594fe-a171-4906-a585-
15£19e2d602a.

* Paul Ohm, The Rise and Fall of invasive ISP Surveillance, Unjversity of Illinois L. Rev (2009), Pgs. 62-65,

http:/ { ssrn.com/ abstract=1261344,

10
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In terms of alternatives to DPI that do not raise the same concerns, network
management offers a good example. It has been proposed that an ISP could use
DPI to help manage network congestion, by peering into the content of
subscribers’ traffic to try to identify which traffic appears to need delivery
priority and which does not. But alternative congestion management
techniques could serve the same goals without inspecting any packet payloads?
A congestion management tool that focuses on addressing high volume users
responsible for the majority of network traffic does not require DPI because it is
content-agnostic. It needs to know the overall volume of bandwidth each user is
consuming, but does not care what the content is.

Another proposed tool for DPI is to identify network threats such as spam,
malware, and denial-of-service attacks. There may be instances where this
would be the most effective and efficient technique. There are also, however, a
variety of other security tools available, including tools that operate at the
endpoints of the network. Spam filters and anti-malware software, for example,
can be deployed at the application level by individual computer users (on email
servers, for example), on Web servers, and so forth. There is also a big
difference between using DPI sporadically, in response to a current threat or
attack, and employing it on an ongoing basis. Security techniques based on DPI
should be employed only in targeted fashion when they are truly superior to
available alternatives.

DPI aimed at reducing online copyright infringement is likewise just one of a
number of possible anti-infringement tools. Other means include lawsuits
against infringers and the DMCA's notice-and-takedown regime. Just as
important, there are steps that can and are being employed at the edges of the
network. Individual websites and content hosting services, such as YouTube
and MySpace, actively employ filters to identify copyright-infringing material.?
Such filtering raises a variety of policy questions, but it does not involve ISP-
level DPI and hence does not raise the same level of privacy concerns.

In short, ISPs and policymakers assessing a proposed use of DPI need to
consider whether the practice is legal, whether the benefits would really
outweigh the substantial costs and whether there are preferable alternatives.
CDT believes strongly that this analysis will rarely favor the use of DPI on a
broad scale.

% See, e.g., Filing of Comeast, Inc, In the Matter of Broadband Industry Practices, WC Docket No. 07-52 (September 19, 2008),
http:/ / fallfoss.fce.gov/ prod/ ecfs/ retrieve.cgi?native_or_pdf=pdf&id_document=6520169715.

2 See, e.g., YouTube.com, “Audio ID and Video ID,” hitp:/ / www.youtube.com/t/ contentid.
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The Privacy of Location Information

N

The Subcommittee has also expressed interest in privacy issues relating to
location information.  Although disclosure of location information can
sometimes involve deep packet inspection, such disclosure more commonly
happens through a location-based service or application without DPI. However,
CDT strongly shares the Committee’s concern about the privacy of location
information.

The ubiquity of increasingly high-powered mobile devices has already spawned
the Internet’s first generation of location-based services and applications. As the
accuracy of location data improves and the expense of calculating and obtaining
it declines, location may well come to pervade the online experience, While the
increasing availability of location information paves the way for exciting new
applications and services, the increasingly easy availability of location
information raises several different kinds of privacy concerns. Ensuring that
location information is transmitted and accessed in a privacy-protective way is
essential to the future success of location-based applications and services.

Because individuals often carry their mobile devices with them, location data
may be collected everywhere and at any time, often without user interaction,
and it may potentially describe both what a person is doing and where he or she
is doing it. For example, triangulation of an individual’s mobile phone can
reveal the fact that he was at a particular medical clinic at a particular time. The
ubiquity of location information may also increase the risks of stalking and
domestic violence if perpetrators are able to use {or abuse) location-based
services to gain access to location information about their victims.

Furthermore, location information is and will continue to be of particular
interest to governments and law enforcers around the world. Standards for
government access to location information held by companies are unclear at best
and far too low at worst® The existence of detailed records of individuals’
movements should not automatically facilitate the ability for governments to
track their citizens, but in many cases, laws dictating what government agents
must do to obtain location data have not kept pace with technological evolution,

= See Center for Democracy & Technology, “Digital Search & Seizure: Updating Privacy Protections to Keep Pace with
Technology” (2006), available at http:/ / www.cdt.org/ publications/ digital-search-and-seizure.pdf. Over the past few
years courts have split on the standards protecting location information, with a majority of courts rejecting governmental
arguments for a low standard, See, e.g., In the Matter of the Application of the United States of America for an Order Directing a
Provider of Electronic Communications Service to Disclose Records to the Government, No, 07-524M (W.D. Pa. Sept. 10, 2008),
{available at hitp:/ / www.eff.org/ files/ filenode/ celltracking / lenihanorder.pdf). CDT joined an amicus brief that details
the key legal argument for a strong standards, available at http:/ / www.cdt.org/ security/ 20080731 lenihan_amicus.pdf.

12
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Location-based services can be built to protect against privacy risks by, for
example, obtaining affirmative user consent, strictly limiting how long location
data is retained, and allowing users to set the precision of their location
information.  But the comprehensive and sensitive nature of location
information collection demands that location-based services be deployed with
such heightened protections in place.

CDT believes that there are at least three specific measures needed to protect the
privacy of location information, the first two of which would benefit from
Congressional action:

* First, the disclosure of precise location information in a commercial
context must only be made with specific, informed, opt-in consent in
which a user has the ability to selectively disclose location only to trusted
parties. ** As Congress contemplates enacting baseline consumer privacy
legislation, such a requirement could easily be part of a broader
framework governing sensitive consumer data.

e Second, the standards for government and law enforcement access to
location information must be amended to make clear that a probable
cause warrant is required for the government to obtain location
information.

* Third, location-based services and applications should follow technical
standards that give users clear control over the use of their location
information and that require the transmittal of privacy rules with the
location information itself.”

As the Committee is aware, location information is particularly sensitive, and
location-aware applications are increasingly pervasive. We look forward to
working with the Committee to address the privacy concerns raised by the
increasing availability of location information.

% Some of the location-based sodial networks and services have been very cautious about privacy, while unfortunately,
some companies are seeking to distribution location with little or no privacy protections.

% CDT has worked since 2001 within the Internet Engineering Task Force (IETF) on the development of a location
privacy standard named Geopriv, See Geopriv Working Group Charter, http:/ / www.ietf.org/html.charters/ geopriv-
charter.htmi. For more information about this standard, see Jonn Morris and Jon Peterson, Who's Watching You Now?,
IEEE Security and Privacy Magazine, Vol. 5, Issue 1 (January/February 2007) {available at

http:/ / www.cdt.org/ publications/ 20070100ieee.pdf). See also Alissa Cooper and John Morris, Binding Privacy Rules to
Location on the Web, Proceedings of the 2nd International Workshop on Location and the Web, LOCWEB '09 (Boston,
Mass., Apr. 04, 2009) (available at http:/ / www.cdt.org/ privacy / LocWebFinal.pdf).

13
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The Role of Congress

‘=

Congress should take action to address the significant privacy concerns raised
by DPI and broader online privacy issues:

*  As afirst step, following up on the inquiries made last year, we urge the
Subcommittee to seek and compile for the public record additional
information directly from ISPs and their partners about how they are
using DPL Specifically, for what purposes are ISPs currently using DPI?
Are additional uses anticipated? What information are ISPs collecting or
examining, and how long is that information retained? Are ISPs using
DPI on a continuous basis or only intermittently, such as in response to
security incidents or to sample traffic for aggregate usage analysis? Are
third parties paying ISPs to use DPI to identify or manipulate or divert
certain content? If so, for what purposes? In what circumstance - if any
~ have ISPs obtained the consent of their customers to conduct DPI?
How has consent been obtained? In what circumstances do ISPs believe
consent is not required?

* This Subcommittee should set a goal of enacting within the next year
general privacy legislation covering both the online and offline worlds.
CDT has long argued for simple, flexible baseline consumer privacy
legislation that would protect consumers from inappropriate collection
and misuse of their personal information while enabling legitimate
business use to promote economic and social value. In principle, such
legislation would codify the fundamentals of Fair Information Practices,
including requiring transparency and notice of data collection practices,
minimizing data collection and retention, providing consumers with
meaningful choice regarding the use and disclosure of that information,
allowing consumers reasonable access to personal information they have
provided, providing remedies for misuse or unauthorized access, and
setting standards to limit data collection and ensure data security.
Although we believe communications privacy laws already apply to
some applications of DPI, enacting baseline privacy legislation would
further clarify consumers’ privacy rights and create protections for other
forms of data collection not covered under current law.

* Congress should work to enact Internet neutrality legislation that
specifically addresses content discrimination by Internet service
providers. This legislation should avoid overly detailed rulemakings or
specific technical mandates and should respect ISPs’ needs to secure
their networks and manage congestion, while ensuring that

14
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discriminatory practices are not allowed create new Internet gatekeepers
and erode the medium’s openness to innovation.

* Congress should examine and strengthen existing communications
privacy laws to cover new services, technologies and business models
with consistent rules. ECPA was passed more than 20 years ago, long
before there was a World Wide Web and the Internet became integrated
into Americans’ daily lives. The application of the law to common
online activities including Web search remains unclear and the legal
protections it provides for the enormous amounts of personal data stored
online are far too low.

Conclusion

CDT would like to thank the Subcommittee again for holding this important and
forward-looking hearing. We believe that Congress has a critical role to play in
ensuring that privacy is protected as deep packet inspection and other new
technologies contribute to an increasingly complex online environment. CDT
looks forward to working with the Subcommittee as it pursues these issues

further.
GEDERACY
o]
FOR MORE INFORMATION

Please contact: Leslie Harris, (202) 637-9800, leslie@cdt.org
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Mr. BoucHER. Thank you very much, Ms. Harris.
Mr. McSlarrow.

STATEMENT OF KYLE McSLARROW

Mr. MCSLARROW. Mr. Chairman, Mr. Stearns, distinguished
members of the subcommittee, thank you for giving me an oppor-
tunity to testify today.

I think the starting place for the cable industry is to recognize
that Congress passed probably what was at that time the first
broad based opt-in statute, a very forward-leaning, pro-consumer,
privacy protection regime that we have lived under for over 25
years for cable services. And today with digital voice services, we
now live under the similar privacy protections offered under Sec-
tion 222 of The Communications Act. And during that time I think
our track record has been excellent both in terms of safeguarding
consumer privacy and abiding by rules that I think people have
discovered prove that good privacy protection in also good business
so we believe that.

As I think everybody has acknowledged, the question on the
table isn’t so much what people are doing today. It is about the
emerging models and emerging ideas in creativity and what they
mean for privacy, and we think it is completely appropriate to ex-
amine all of that.

In the short time I have available, I do want to take a deeper
dive into deep packet inspection because I think it is actually em-
blematic of this entire conversation. It is true that today, at least
for my members, none of the cable ISPs are actually using any of
this information for behavioral targeting purposes. But obviously,
there are many industries including ours who are interested in try-
ing to figure out a way to provide more relevant and useful adver-
tising for the consumer. It is likely to support the entire Internet
ecosystem. It is likely to spur more growth in creative ideas and
content and services, but we recognize that it has to be done in a
way that is respectful of the consumer’s privacy.

Deep packet inspection is actually not something that is new.
One of the frustrations I think we have is that people act like
something just happened yesterday, something new and different
and scary. Deep packet inspection or packet inspection generally is
something the operators, all providers have used or tools like that
for many years and for very good reasons. I think the test is con-
sumer expectations and I think broadly speaking, when a consumer
sits down at a computer it is always on if they are a broadband
customer. They go anywhere they want. They access any applica-
tion they want. No one stops them. It all works. The speeds are
doubling. The price per megabyte is dropping. Deployment is con-
tinuing but on the other side of that computer, there is a war going
on. You have got network operators who are fighting malware and
viruses and spam. You have got botnet armies and things that I
don’t even know about that are taking place in a very complicated
regime. The consumer doesn’t know anything about that. They
don’t want to know anything about that. They don’t necessarily
need to know how you are dealing with it. They just want you to
deal with it and we do.
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Now, I think reading everybody’s testimony, I think everybody
concedes that the use of deep packet inspection has today benefi-
cent and pro-consumer purposes so I am not going to dwell on that.
But I will say there it is hard to do analogies because probably no
one in this room or very few are really technical experts here. But
I do think we have to be very careful. We require some precision
here when we are talking about deep packet inspection.

I have heard and I think Leslie just said as an example, this is
like the post office opening up your letter, going beyond looking at
the address and looking at the contents of the letter. And I myself
am guilty sometimes of just saying a packet of information on the
Internet has a header and a payload. But the truth is if you are
looking at the layers of a packet, each layer has a header and pay-
load. Each, you know, one layer, layer four is going to be some-
thing, you know, that has source and destination for IP addresses,
all the way down to layer seven where you could have a web brows-
er, URL address, source and destination. And when you hear enve-
lope and content you think there is just one step before you get to
the content but the truth is, it is really more like envelopes within
envelopes, each one of which has addresses and at some point you
do have content.

So far as I can tell, I haven’t done my own due diligence, the only
time we are actually scanning and what I mean by scan, I mean
a machine doing something in a billionth of a second, content is
what we are trying to deter spam. All of the other activities related
to deep packet inspections so far as I am aware, are looking at
headers. That is the addresses that most people say they are actu-
ally OK with.

So my point here is just a caution. Any technology can be used
for good purposes and for bad. We recognize that no one would
want us looking at the communications in an e-mail. We don’t par-
ticularly want to do that. In fact, the only tracking I actually want
to do is to track down the engineer who actually came up with the
term deep packet inspection and shoot him.

Last point and I realize I am rowing against the tide here and
you do have my commitment, Mr. Chairman, that as you consider
legislation to work constructively with you but I do want to make
a final plea to consider allowing self-regulation to work and I would
really say it for two reasons. Number one, this entire arena is mov-
ing so fast. There are new models being created. I know that is
what gives rise to the concerns but I also think it is a caution. It
is very hard to freeze one point in time with what is actually a fair-
ly immature marketplace when you think about it how young the
Internet system is and how young really the broadband market is.
And I think we should allow industry and all stake-holders to try
to work together using the oversight of this committee and the
bully pulpit, force us to come up with self-regulatory principles that
respect consumers’ privacies knowing that at least in my industry’s
case, we have a backstop of legislation that gives a lot of the rules
of the road. And the second is to recognize that behavioral adver-
tising can potentially be the most pro-consumer thing we do to en-
rich the Internet to allow new services that haven’t even been cre-
ated yet to survive and thrive by making it easy for those services’
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new web applications to monetize their services without having to
go out and get the capital necessary to launch a new service.
Thank you, Mr. Chairman.
[The prepared statement of Mr. McSlarrow follows:]
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TESTIMONY OF KYLE MCSLARROW
PRESIDENT & CEO, NATIONAL CABLE & TELECOMMUNICATIONS
ASSOCIATION

Good moming, Chairman Boucher, Ranking Member Stearns, and Members of
the Subcommittee. My name is Kyle McSlarrow and I am the President and Chief
Executive Officer of the National Cable & Telecommunications Association. Thank you
for inviting me today to testify on “Communications Networks and Consumer Privacy:
Recent Developments.”

NCTA represents cable operators serving more than 90 percent of the nation’s
cable television households and more than 200 cable program networks. The cable
industry is the nation’s largest provider of residential high-speed Internet service, having
invested more than $145 billion since 1996 to build two-way, interactive networks with
fiber optic technology. Cable companies also provide state-of-the-art digital telephone
service to more than 15 million American consumers. Cable operators are committed to
delivering an open and satisfying Internet experience to their customers, and the dramatic
growth in cable broadband subscribers is evidence of their success in doing so.

Our industry views the protection of our customers’ privacy as a fundamental part
of our relationship with our customers and central to the success of our businesses. We
operate in a highly competitive marketplace, and our ability to succeed depends on
winning and retaining the trust of those customers. And as new business models and new
network technologies are developed, we will ensure that they are deployed in 2 manner

that respects our customers’ privacy.
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Cable subscriber privacy is already enshrined in the Communications Act, in a
comprehensive consumer protection framework that has been in effect for almost 25
years. This law ~

s requires cable operators to provide annual written notice to consumers of the
nature of personally identifiable information (“PII") collected, including clearly
and conspicuously describing how it is used, disclosed to others, and maintained;

o prohibits cable operators from collecting PII without prior customer consent,
except as necessary to render service and detect service theft, and from disclosing
PII without prior customer consent, except as necessary to render services or
conduct other legitimate business activities related to rendering service;

» provides detailed requirements governing how subscriber records may be
disclosed pursuant to court order;

» requires that subscribers be given access, at reasonable times and convenient
locations, to all PII that is collected and maintained, and a reasonable opportunity
to correct any errors in PII; and

® requires cable operators to take “such actions as are necessary” to prevent
unauthorized access to PII, including destroying it if it is no longer necessary for
the purposes for which it was collected and there are no pending court orders or
requests for access to such information.

In addition, cable providers of digital voice service comply with the privacy
protections of section 222 of the Communications Act regarding customer proprietary
network information (“CPNT”).

We welcome the focus of this hearing; nearly all modern technologies — without
which broadband networks could not function effectively and efficiently — have a variety
of features and attributes that could implicate privacy concerns if misused. We believe
the right question is what principles appropriately protect reasonable expectations of
consumer privacy in a very complex online environment with many different actors.
While it is certainly reasonable to examine how technologies are used, we would

respectfully suggest that focusing exclusively on one particular technology — and how it

might be misused — risks obscuring an informed and reasonable discussion of online
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privacy when there are unlimited numbers of technologies and situations that could be
hypothesized. What matters are the purposes for which we use those technologies and
the principles by which we protect our customers’ privacy. We look forward to engaging

in that discussion with you.

Behavioral Advertising and Subscriber Privacy

Behavioral advertising has many advantages for consumers. Instead of a barrage
of irrelevant ads, subscribers can receive information about services and offerings
tailored to reflect their interests. Moreover, advertising remains a critical way to fund
content and services online, often for free. Thus, advertising that is more relevant for the
consumer is likely to be of more practical value to the consumer and essential to ensure
the continued explosion of new content and services.

Currently, none of our cable Internet Service Providers (“ISPs”) engages in
behavioral advertising — that is, they do not use network-based technologies to collect
behavioral data for the purpose of delivering targeted ads. But we believe that achieving
and sustaining subscribers’ trust requires adherence to a privacy framework that
addresses four principles: first, giving customers control; second, providing
transparency and notice; third, safeguarding personal information; and fourth,
providing customers with value. And, because of the complexities involved and because
the Internet is evolving so quickly, we think it is important for all industry stakeholders to
work cooperatively to establish self-regulatory principles. The Federal Trade

Commission’s recent staff report provides a useful guide to these discussions. We look
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forward to working with this Subcommittee, the FTC, and other interested policymakers
and stakeholders in developing this framework.

Let me add a word here about “Canoe Ventures.” Canoe Ventures was founded
last year by six of the nation’s leading cable operators to develop a national platform for
delivering more relevant video advertising to cable television subscribers. These efforts
are in the earliest stages, with two services slated for rollout later this year — one that does
not involve the collection of any personal information through set-top boxes or otherwise,
and one in which the subscriber would specifically and affirmatively consent to receiving
additional information about a product or service. When and if Canoe Ventures seeks to
use set-top box data to deliver behavioral ads, cable operators will do so in compliance

with the privacy requirements applicable to them.

Deep Packet Inspection

As Isaid at the outset, what matters are the principles that should apply, not the
technologies or tools that may be available today or invented tomorrow. Any technology
can be used for either benign or nefarious purposes. However, given the concerns raised
about deep packet inspection (“DPI”) by some of the other witnesses, I thought it would
be useful to explain how cable operators actually use this technology.

Packet inspection serves a number of pro-consumer purposes. First, it can be
used to detect and prevent spam and malware, and protect subscribers against invasions
of their home computers. It can identify packets that contain viruses or worms that will

trigger denial of service attacks; and it can proactively prevent so-called Trojan horse
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infections from opening a user’s PC to hackers and surreptitiously transmitting identity
information to the sender of the virus.

Packet inspection can also be used to help prevent phishing attacks from
malicious emails that promote fake bank sites and other sites. And it can be used to
prevent hackers from using infected customers’ PCs as “proxies,” a technique used by
criminals, in which user PCs are taken over and used as jumping-off points to access the
Internet, while the traffic appears to be generated by the subscriber’s PC. As a result, the
technology can be used in spam filters and firewalls.

Second, packet inspection can be used for network diagnostics and capacity
planning. Cable operators cannot plan for network growth without understanding how
Internet traffic is growing and the uses to which it is put. By using this technology to
analyze the aggregate growth and usage changes in network traffic patterns over time,
cable operators can anticipate the needs of their subscribers and appropriately plan for
network growth.

Third, packet inspection can help network operators accurately respond to formal
requests from law enforcement agencies for the interception of communications for law
enforcement purposes. When law enforcement agencies identify traffic of concern, this
technology allows network operators to comply with their legal obligations to flag that
traffic.

Finally, the Internet is not static. Different opportunities and challenges will
emerge and this technology may prove useful in providing consumers more choice and

control in ways that are difficult to predict today. For instance, as streaming video
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capabilities increase, this technology could be a means of supporting more advanced
parental controls.

Let me stress again that this technology — like any technology we deploy —is
being deployed in a manner that respects our customers’ privacy. We believe that

protection of subscriber privacy is the most useful focus for the policy debate.

Conclusion

NCTA believes that a dialogue addressing online privacy issues is healthy and a
necessary component of the ongoing evolution of broadband and online services. But we
respectfully suggest these discussions not be focused on one particular technology; rather,
the focus should be on principles that both ensure a vibrant Internet that supports current
and emerging content and services and also protect consumers’ privacy.

NCTA and its members remain committed to working cooperatively and
constructively with members of this Subcommittee and other stakeholders to address

these issues. Thank you again for the opportunity to appear today.
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Mr. BOUCHER. Thank you, Mr. McSlarrow.
Mr. Rotenberg.

STATEMENT OF MARC ROTENBERG

Mr. ROTENBERG. Thank you, Mr. Chairman and members of the
committee. I appreciate the opportunity to be here today.

EPIC has a broad interest in matters of consumer privacy and
network security. We have worked on technical issues at ICANN
and IETF on the evolving standards for Internet security. We have
been at the FCC on rule-making for consumer privacy and we have
even defended the commission’s authority to enforce consumer pro-
tections on the network. So we have a broad understanding I think
of the issues and the opportunities to safeguard consumers in this
emerging online environment and I agree very strongly with the
members of the committee who say that this is a vital issue for
consumers today. According to the Federal Trade Commission,
identity theft is the number one concern of American consumers.
We have serious problems also with security breaches and so the
need to find a policy here that makes it possible to take advantage
of new technology to grow new business opportunities and at the
same time to safeguard consumers is absolutely critical.

Now, let me say a few words about the DPI issue and I should
add I have also been teaching privacy law for many years over at
Georgetown. One of the things that has occurred to me is that
many of these issues that may seem new today, in fact have been
with us for a very long time. So I want to say a few words now
about The Communications Act of 1934. The Communications Act
of 1934 set out the first regulatory framework for communication
service providers in the United States and it tried to answer a sim-
ple question, in part. Under what circumstances should commu-
nication service providers get content to the information that they
are conveying on behalf of their customers. And the answer, gen-
erally speaking, was to ensure the provision of the service to make
sure that it worked and to protect security and to comply with a
legal requirement provided by the government such as a warrant.
And there really were no other exceptions which is to say you could
listen in on the telephone to make sure your line was working, and
you could deal with load leveling issues, and you could enforce a
wiretap if you were told to do so but you weren’t supposed to access
the communications traffic for your own commercial benefit.

And I think that commonsense understanding of the obligations
of communication service providers answers most of the questions
that have been asked about deep packet inspection today. I do not
think that companies that are in the business of providing network
services to customers should get access to the content of the com-
munications for a commercial benefit. There may be other good rea-
sons, spam, viruses, legal obligations which I think we would all
accept are appropriate exceptions but broadly speaking I don’t
think there should be access.

Now, here is where it gets interesting. The companies that have
come along in the last couple of years such as NebuAd and Phorm
have said we have a way to get access to the traffic that doesn’t
require us to know who the individual users are. We are going to
do this type of targeting without collecting personally identifiable
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information which from a privacy perspective is actually very at-
tractive because our big concern, of course, is that if companies
know who these users are they build very detailed profiles and peo-
ple just won’t know how much information about them is being col-
lected. And so NebuAd and Phorm, both companies that have been
highly criticized for their technique are at the same time devel-
oping some of the most innovative methods for advertising because
they are genuinely concerned about privacy.

Now, this actually creates for you a very interesting dilemma. I
don’t think it solves the intercept problem because the truth is they
are still going to the network without affirmative consent and they
are still getting access and I think they are still violating The
Wiretap Act as many of the members of this committee concluded
last year and as European Commission Vivian Redding said early
this month when she brought an action against the Government of
Great Britain for allowing the service to go forward. So the inter-
cept problem is still there but the question is let us say people
agreed. Let us say people said well if you can do this advertising
well and you are not profiling me maybe I am OK with that and
I think you still have a policy challenge. I think you have to ensure
that these new services really do protect the anonymity of the
users, really ensure that it doesn’t become possible later to figure
out who these folks are or don’t simply decide to change the busi-
ness model.

Now, why should you be concerned about that and why do you
ultimately need to legislate because that is actually what happened
10 years ago with online advertising. When a company called
DoubleClick said we can make anonymous advertising work on the
Internet, many of us supported that. Many companies partnered
with DoubleClick and then DoubleClick said well now that we got
all of these people in our advertising base, maybe we should start
identifying them. And that actually began the first wave of hear-
ings on the issue of Internet privacy when people were being tar-
geted because of who they were without adequate privacy protec-
tion. And I think that will be a critical question in this specific con-
text for this committee to address.

Mr. Chairman, if I would make one final point and I very much
appreciate the fact that you have held this hearing and plan to
hold another hearing, I do think from the user perspective we can’t
limit the discussion to concerns about DPI. There are a lot of other
activities that implicate online privacy, web-based e-mail for exam-
ple. I mean I am surprised that companies are able to get access
to the content of e-mail and provide advertising on that basis.
From the user’s perspective that is the functional equivalent of the
carrier getting access to the message and providing some, you
know, commercial benefit. It is a difficult question that hasn’t been
addressed yet but I hope the committee will get to that one, as
well.

Thank you very much.

[The prepared statement of Mr. Rotenberg follows:]
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Mr. Chairman and Members of the Committee, thank you for the opportunity
to testify today on “Communications Networks and Consumer Privacy: Recent
Developments.” My name is Marc Rotenberg and [ am the Executive Director of the
Electronic Privacy Information Center (EPIC) and Adjunct Professor at Georgetown
University Law Center where | teach Information Privacy Law.

EPIC is a non-partisan research organization, focused on emerging privacy
and civil liberties issues. We have a particular interest in communications networks
and consumer privacy. EPIC began with a national campaign -- the first online
petition -- to protect the freedom to use encryption, a critical technique for network
privacy and security. For the past 15 years, EPIC has pursued many of the critical
network privacy issues on behalf of Internet users. We have participated in the
work of the ICANN on such technical standards as WHOIS * and DNSSEC,2 and the
original IETF review of the RFC for cookie management.3

We also support the authority of the FCC to establish enforceable safeguards
for consumers. Over the past decade, EPIC has pursued several complaints at the
FCC to promote consumer privacy, to improve security, and to reduce the risk that
surveillance standards will jeopardize network integrity. * And EPIC has filed amicus
briefs in the courts on many occasions both to safeguard communications privacy
and to protect the rulemaking authority of the FCC.5 On this last point, I am pleased

1 EPIC, WHOIS, http://epic.org/privacy/whois/ (last visited Apr. 22, 2009).

2 EPIC, DNSSEC, http://epic.org/privacy/dnssec/ (last visited Apr. 22, 2009).

3 EPIC, Net Users Urge Standards Group to Protect Privacy, Apr. 7, 1997, available at
http:/ /epic.org/privacy/internet/cookies/ietf_letter.html.

4 See, e.g. EPIC, NCTA v. FCC: Concerning Privacy of Customer Proprietary Network
Information (CPNI), http://epic.org/privacy/nctafcc/; EPIC, Comments of the
Electronic Privacy Information Center in the Matter of ACA International Petition for
Expedited Clarification, FCC Docket No. 02-278, May 11, 2006, available at
http://epic.org/privacy/telemarketing/fcc_aca_05-11-06.html.

5 See, e.g. Brief of the Electronic Privacy Information Center, U.S. West v. Federal
Communications Commission, 182 F.3d 1224 (10th Cir. 1999} (FCC opt-in privacy
rule), available at

http://epic.org/privacy/litigation/uswest/amicus_brief SRPR.html; Supplemental
Brief, U.S. v. Councilman, 418 F.3d 67 (1st Cir. 2005) (No. 03-1383) (“intercept” of
stored communications), available at
http://epic.org/privacy/councilman/kerr_amicus.pdf. See also, EPIC. “US West v.
FCC -- The Privacy of Telephone Records,
http://epic.org/privacy/litigation/uswest/ (last visited Apr. 22, 2009), EPIC,
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to report that the D.C. Circuit Court of Appeals recently upheld an opt-in privacy
standard to a challenge brought by the cable companies to an agency rule that we
helped develop to safeguard consumers against data brokers.¢ EPIC filed an amicus
in support of the FCC in that case.”

Online Advertising

Today I will focus my remarks on growing concerns about consumer privacy
and network advertising. [ should say at the outset that we do not object to online
advertising. We recognize that advertising plays a critical role in enabling the
provision of services and information on the Internet. It supports the sites
maintained by bloggers and helps enable the free flow of information. Advertising
helped launch and maintain the Internet economy.

At the same time, we believe it is becoming clear that that unregulated
collection of consumer data is posing an increasing danger to online privacy and
maybe even to the economic model itself. A small number of companies and large
advertising networks are obtaining an extraordinarily detailed profile of the
interests, activities and personal characteristics of Internet users. Users have little
idea how much information is gathered, who has access to it, or how it is used. This
last point is critical because in the absence of legal rules, companies that are
gathering this data will be free to use it for whatever purpose they wish - the data
for a targeted ad today could become a detailed personal profile sold to a
prospective employer or a government agency tomorrow.

The harm to consumers is not easy to measure. We know there are serious
problems in the United States with identity theft® and security breaches,® but there

"United States v. Councilman,” http://epic.org/privacy/councilman/ (last visited
Apr. 22,2009).

6 National Cable and Telecommunications Association v. Federal Communications
Commission, No. 07-1312, slip op. (D.C. Cir. Feb. 13, 2009).

7 Brief for EPIC, Privacy and Consumer Organizations, Technical Experts, and Legal
Scholars as Amicus Curiae, National Cable and Telecommunications Association v.
Federal Communications Commission, 555 F.3d 996 (D.C. Cir. 2009) (No. 07-1312);
available at http:/ /epic.org/privacy/nctafcc/epic-ncta-050608.pdf.

8 Federal Trade Commission, 2006 Identity Theft Survey Report, Nov. 2007,
available at http:/ /www ftc.gov/os/2007/11/SynovateFinalReportiDTheft2006.pdf
(finding that nearly 4% of surveyed Americans were victimized by identity theft in
the previous year, and that the resultant costs topped $15 billion).

9 See, e.g.

In the Matter of The T/X Companies, Inc., FTC Docket No. 072-3055 (FTC 2008)
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has not been enough work on the specific link between excessive data gathering and
the enormous dangers that consumers face in the networked economy. Still, if the
TJX case in Massachusetts provides any indication of the scope of the problem, it is
clear that current data collection practices do place consumers at risk.® And there is
every reason to anticipate that these problems will get worse as long as there is
little protection for the data that is gathered.

Significantly also for the economics of the online advertising industry, the
profiles that are being developed are increasingly untethered from the editorial
content of web sites or the business-customer relations that online consumers have
with particular companies. By this I mean that advertisers are learning far more
about users than the sites that users actually visit or the businesses they actually
interact with. This has profound implications for the future of online advertising and
the relationship between users, web publishers, and advertising networks.

For example, Google recently announced that it would move to “Interest-
based” advertising, which means that the web-based advertising model will be less
dependent on the valuable content of web sites and more dependent simply on what
Google know about users. ' Google is not the only company to do this, and they have
tried to create some privacy safeguards, though in my opinion they are not very
effective. But the larger development is the increasing transfer from a customer-
business relationship to the user profile-advertiser model. Apart from the privacy
problems with this model, there are likely to be also substantial antitrust concerns

(Complaint}, available at
http://www.ftc.gov/os/caselist/0723055/080327complaint.pdf {data breach
involving the improper disclosure of personal information concerning
approximately 455,000 consumers, and resulting in tens of millions of dollars in
claims for fraudulent credit card charges, as well as the cancellation and reissuance
of millions of cards);

In the Matter of Reed Elsevier, Inc. and Seisint, Inc., FTC Docket No. 052-3094 (FTC
2008) (Complaint), available at
http://www.ftc.gov/os/caselist/0523094 /080327 complaint.pdf (data breach
leading to criminals acquisition of sensitive information about at least 316,000
consumers, and subsequent use to activate credit cards, open new accounts, and
make fraudulent purchases.).

10 U.S. Federal Trade Commission, Agency Announces Settlement of Separate Actions
Against Retailer T|X, and Data Brokers Reed Elsevier and Seisint for Failing to Provide
Adequate Security for Consumers’ Data, March 27, 2008, available at

http://www ftc.gov/opa/2008/03 /datasec.shtm.

11 Google, Making ads more interesting, Mar. 11, 2009,
http://googleblog.blogspot.com/2009/03/making-ads-more-interesting.htm] (last
visited Apr. 22, 2009).
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and a real question as to whether this approach will sustain web publishers in the
long-term.

EPIC attempted to address these issues in a complaint before the Federal
Trade Commission in 2007 regarding the Google-Doubleclick merger. 12 I will not go
into that topic this morning other than to say that as the Committee considers the
privacy risks that arise from networked-based advertising models, | hope you will
consider the full range of threats to consumers and also the long-term structure of
this market.

Recent Developments

Last year, Members of this Committee drew attention to a new threat to
users when it told an online advertising company, NebuAd, to back off a plan to
partner with cable and telephone companies.!3 NebuAd was proposing to use "deep
packet inspection” techniques to both profile users based on their Internet activity
and to place targeted advertisements. The technology deployed by NebuAd, third-
party tracking cookies, was hardly a new technique, but it was more invasive and it
took advantage of the ISP’s access to network traffic to develop user profiles.

Representative Markey and Representative Barton played a leading role in
the effort to stop Charter, a large national cable company, from adopting the
NebuAd targeting model. Eventually, the company backed off the plan. Members
rightly charged that intercepting network communications ran afoul of the Wiretap
Act. 14

These new threats to online privacy are not limited to the United States.
Because of the global nature of the networked economy, policy challenges that are

12 See EPIC, Privacy? Proposed Google/DoubleClick Deal,
http://epic.org/privacy/ftc/google/ (last visited Apr. 22, 2009).

13 Letter from Re. Edward J. Markey and Rep. Joe Barton to Mr. Neil Smit (May
16,2008) ("We are writing with respect to recent media reports that Charter
Communications has announced plans to begin collecting information about
websites that subscribers visit and then disclsoing such data to a firm called
NebuAd.”)
http://markey.house.gov/index.php?option=content&task=view&id=3401&Itemid=
125

4 The Wiretap Act provides for civil liability and criminal penalties against any
person who “intentionally intercepts, endeavors to intercept, or procures any other
person to intercept or endeavor to intercept any ... electronic communication
[except pursuant to a statutory exception].” 18 U.S.C. § 2511({1)(a) (2009).
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arising in the United States are also faced in many countries around the world. In
the United Kingdom, the debate over deep packet inspection continues. A company
called Phorm has pursued a business model similar to NebuAd. The UK Information
Commissioner’s Office, somewhat surprisingly, took the position that Phorm’s
monitoring of user activity did not violate user privacy as long as users had opted-
in. That decision did not sit well with UK users, UK online companies, or the
European Commission.

Earlier this month, European Commissioner Viviane Redding began legal
proceedings against the UK government for violating EU law by allowing Phorm to
go forward with its controversial Internet monitoring plan. Commissioner Redding
has alleged violations of both the 1995 EU Directive concerning data protection's as
well as the 2002 EU Directive concerning electronic communication. 16 If the
Commission is successful in this challenge, which appears likely, the UK government
will be required to change its privacy law so as to ensure that Phorm, and other
companies engaged in similar practices, cannot continue to monitor the private
activities of Internet users in the UK. In a statement, Commissioner Redding said,
“Technologies like Internet behavioral advertising can be useful for businesses and
consumers but they must be used in a way that complies with EU rules. These rules
are there to protect the privacy of citizens and must be rigorously enforced by all
member states.”

Several UK firms, including Wikipedia and Amazon, have also announced that
they do not want to be included in the Phorm advertising service. 17 While it is good
to see these organizations take steps to protect privacy, the opt-out scheme
currently in place in the UK is unworkable and will leave users without a clear
indication of whether their network traffic is being monitored. That is the reason
that a clear legal prohibition must be maintained.

15 European Commission, "Directive 95/46/EC on the protection of individuals with
regard to the processing of personal data and on the free movement of such data,”
available at http://eur-
lex.europa.eu/smartapi/cgi/sga_doc?smartapilcelexplus!prod!DocNumber&lg=en&t
ype_doc=Directive&an_doc=1995&nu_doc=46.

16 European Commission, "Directive 2002/58/EC of the European Parliament and of
the Council of 12 July 2002 concerning the processing of personal data and the
protection of privacy in the electronic communications sector,” available at
http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:HTML.

17 Wikimedia Technical Blog, “Wikimedia Foundation opting out of Phorm,” {Apr. 16
2009), http://techblog.wikimedia.org/2009/04/wikimedia-opting-out-of-phorm/
(last visited Apr. 22, 2009); BBC, “Amazon blocks Phorm adverts scan,” (Apr. 15,
2009), http://news.bbc.co.uk/2/hi/technology/7999635.stm.
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Policy Analysis

Companies such as NebuAd and Phorm claim that their techniques protect
privacy because they do not necessarily require the collection of personally
identifiable information, a traditional trigger for the application of a privacy law. But
this observation is not correct with respect to the privacy safeguards required for
communication service providers. In the communications context, service providers
and their businesses partners also have an obligation not to intercept the content of
a communication except for the purpose of providing the service, to comply with a
court order or other similar legal obligation. 18

It is possible that the techniques being developed by these firms may help in
some ways to safeguard privacy if they are robust, scalable and shown to provably
prevent the identification of Internet users. But the essential problem is that they
simply do not have the right to access communications traffic for this purpose. Also,
I would not recommend that you alter current law or enable consent schemes to
make this permissible.

First, companies have not demonstrated the viability of the non-PII model. It
is simply too easy to reconstruct actual identity from network traffic. While we
remain hopeful that advertising models based on non-personally identifiable
information can be made, there are still too many instances where companies,
particularly where there is no regulation, fail to fulfill their responsibilities.

Second, even if these privacy techniques are shown to be reliable, it will still
be necessary to enact legislation to place the burden on the advertising company to
prevent the reconstruction of user identity. Without this statutory obligation, there
would be no practical consequence if a company inadvertently disclosed personal
information or simply changed its business model to true user-based profiling. In
fact, this is exactly what happened in the early days of online advertising when the
company Doubleclick moved from an anonymous advertising model that was widely
supported to a true user-based targeting scheme.

Third, the long-term consequences of encouraging network-based
advertising will likely degrade network security and privacy. For example, it may
become more difficult to adopt good network security standards, such as IPsec
{Internet Protocol security), 1% if ISPs have a vested interest in access to their

18 See 18 U.S.C. § 2511(1)(a) (2009); 18 U.S.C. § 2511(1)(c)-(d) (2009); 18 US.C. §
2511(3)(a) (2009).

19 Wikipedia, IPsec, http://en.wikipedia.org/wiki/IPsec (last visited Apr. 22, 2009)
(describing IPsec as "a suite of protocols for securing Internet Protocol (1P)
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customers' network traffic for commercial benefit. Sealing the envelope will make it
more difficult to inspect its contents.

There are technical measures that may allow some users to avoid the risks of
deep packet inspection. For example, a Secure VPN uses cryptographic tunneling
protocols to enable private communications over unsecure networks. There are
both proprietary and open standards for Secure VPN. Significantly, the long-delayed
Internet Protocol standard 1Pv6 would include [Psec as a standard.

Congress needs to keep a long-term view of the growth of the Internet. If the
claims of Internet advertisers that they must have the unrestricted ability to
monetize user traffic goes unchallenged, users will face new privacy risks, web
publishers will find that their content is less valuable, and the technical standards
that are necessary for the integrity of the Internet will be further delayed. Once
down this road, it will be difficult to turn back.

Conclusion

From the user perspective, the threats to privacy online are increasing.
Unregulated data collection continues. Privacy policies are opaque and ineffective.
Users are unable to exercise any meaningful control over the personal information
that is obtained by firms when they visit sites, purchase online, or participate in the
rapidly growing world of social networking.

Some have simply given up and said that reduced privacy is the cost of new
technology. But even that approach may not work. The Federal Trade Commission
reports that identity theft and the related problem of security breaches continue to
grow. To give up a privacy protection would allow identity theft and security
breaches to escalate even further.

The Committee’s oversight on the Deep Packet Inspection matter is
commendable, but more needs to be done. There should be greater oversight of
practices in the online advertising industry and a greater willingness to distinguish
between sensible business practices and those that should not be permitted.
Regarding many of these new challenges, [ recommend in particular the work of the
Center for Digital Democracy. Mr. Jeff Chester has brought attention to fundamental

communications by authenticating and encrypting each IP packet of a data stream.
IPsec also includes protocols for establishing mutual authentication between agents
at the beginning of the session and negotiation of cryptographic keys to be used
during the session.")
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changes in online advertising that are generally not well understood by the
American public and that pose a real threat to the open evolution of the Internet

We also look forward to the development of the FCC's National Broadband
Plan. The Commission and the Acting Chair have identified privacy as a top concern
in the development of this important initiative. We agree and believe that
consumers across the country want the assurance that when they use new
technology their personal information will be protected and they will not be profiled
and tracked by secretive companies, hiding in the shadows of the Internet.

Thank you again for the opportunity to appear before the Committee today. |
will be pleased to answer your question.

Testimony of Marc Rotenberg, EPIC 8 “Communications Networks and
House Commerce Committee, Consumer Privacy:
Subcommittee on Communications Recent Developments”



51
ADDITIONAL REFERENCES

EPIC, “NCTA v. FCC: Concerning Privacy of Customer Proprietary Network
Information {CPNI))"(* Federal Appeals Court Upholds Opt-In Privacy Rule for
Telephone Services.” Feb. 13, 2009)

http://epic.org/privacy/nctafcc/

EPIC, “Deep Packet Inspection and Privacy”
http://epic.org/privacy/dpi/

EPIC, “FCC Approval of FBI Wiretap Standards Threaten Communications Privacy,”
(Aug. 27,1999)
http://www.epic.org/privacy/wiretap/calea/comments_12_98.html

EPIC Letter to FCC Chairman Martin, May 17, 2006 ("If telecommunication carriers
disclosed customer information to the NSA in the manner described in press
reports, then violations of section 222 of the Communications Act have occurred.” )
http://www.epic.org/privacy/wiretap/epic-fcc-nsa.pdf

FCC, Report and Order and Further Notice of Proposed Rulemaking, Adopted: March
13,2007 - Released April 2, 2007: "Our Order is directly responsive to the actions of
data brokers, or pretexters, to obtain unauthorized access to CPNI. As the Electronic
Privacy Information Center {EPIC) pointed out in its petition that led to this
rulemaking proceeding, numerous websites advertise the sale of personal telephone
records for a price. These data brokers have been able to obtain private and
personal information, including what calls were made to and/or from a particular
telephone number and the duration of such calls. In many cases, the data brokers
claim to be able to provide this information within fairly quick time frames, ranging
from a few hours to a few days. The additional privacy safeguards we adopt today
will sharply limit pretexters’ ability to obtain unauthorized access to this type of
personal customer information from carriers we regulate. We also adopt a Further
Notice of Proposed Rulemaking seeking comment on what steps the Commission
should take, if any, to secure further the privacy of customer information."
http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-07-22A1.doc

Testimony of Marc Rotenberg, EPIC 9 “Communications Networks and
House Commerce Committee, Consumer Privacy:
Subcommittee on Communications Recent Developments”



52

Mr. BOUCHER. Thank you, Mr. Rotenberg.
Ms. Attwood.

STATEMENT OF DOROTHY ATTWOOD

Ms. ATtTwooD. Thank you, Chairman Boucher and Ranking
Member Stearns for providing AT&T the opportunity to discuss
consumer privacy in the online world.

As the leading communications company in America, AT&T has
a profound interest as a major advertiser, as a Web site publisher,
as an Internet service provider and as a provider of communica-
tions generally, in seeing the Internet grow through an advertising-
supported model. After all, online advertising fuels investment and
innovation across a wide range of Internet activities and next gen-
eration forums of online advertising could prove quite valuable to
consumers and could dramatically improve their online experi-
ences.

At the same time, we balance our interest in the evolution of on-
line advertising with the unique investment we have in concentra-
tion on our customer relationships. These relationships are our
most treasured asset and we are doggedly focused on enhancing
them and ensuring that our customer expectations are met. For
this reason, AT&T has articulated and publicly supports a pro-con-
sumer framework that both promotes the privacy interests of our
customers as well as fostering advancements that lead to more use-
ful and relevant online advertising. We have endorsed the simple
principle that we need to engage consumers and offer them trans-
parency and control over their Internet experience.

The new forms of online advertising that is the subject of today’s
hearing which we generally refer to as behavioral advertising, can
take many forms. They can in theory involve the use by an ISP of
technologies such as deep packet inspection to capture and analyze
a user’s Internet browsing activities and experience across unre-
lated Web sites. They also involve search engines and advertising
networks implementing evermore sophisticated technologies to
track consumer web surfing and search activity over time, to de-
velop profiles of consumer activity and combine data from offline
and online sources. They are not inherently problematic but pitfalls
can arise because behavioral advertising in its current forms is
largely invisible to customers.

We have actually conducted focus groups and we have asked our
customers their views on behavioral advertising and the results
have been illuminating. Customers clearly appear to understand
and willingly accept that information will be collected in commer-
cial relationships and will be used to offer goods and services that
are of value to them. But these same consumers do not well under-
stand and fully embrace the concept that their online activity asso-
ciated across unrelated Web sites or their overall web browsing ac-
tivity can be and is used today to create detailed profiles of them.
They can see the benefits of more targeted and relevant advertising
but they want control over their personal information and they
want that control to be individualized.

These new online advertising paradigms must therefore be de-
signed to account for a new set of still evolving customer expecta-
tions about how personal information will be used and how per-
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sonal privacy will be safeguarded. As an industry then, we must
deploy next generation advertising techniques in tandem with next
generation privacy innovations and any solution must be achieved
by all elements of the Internet ecosystem.

For its part, AT&T is listening to its customers and we are con-
fronting the opportunities and challenges presented by behavioral
advertising by not thoughtlessly lurching into this realm. We will
initiate such a program only after testing and validating the var-
ious technologies and only after establishing clear and consistent
methods and procedures to engage customers, to ensure the protec-
tion of and ultimately their control over their information. If AT&T
deploys these technologies and processes, we will do it the right
way. So indeed, AT&T has already adopted flexible privacy prin-
ciples that will guide any effort to engage in behavioral advertising,
the pillars of which are transparency, customer control, privacy
protection and customer value. These principles can be the founda-
tion of an ethic of consumer engagement for all players in the on-
line behavioral advertising sphere and it both ensures that cus-
tomers have ultimate control over the use of their personal infor-
mation and guards against privacy abuse.

I want to thank you very much and look forward to your ques-
tions.

[The prepared statement of Ms. Attwood follows:]
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STATEMENT OF DOROTHY ATTWOOD
SENIOR VICE PRESIDENT, PUBLIC POLICY & CHIEF PRIVACY OFFICER
AT&T INC.
BEFORE:
SUBCOMMITTEE ON COMMUNICATIONS, TECHNOLOGY & THE INTERNET
COMMITTEE ON ENERGY & COMMERCE
UNITED STATES HOUSE OF REPRESENTATIVES
HEARING ON COMMUNICATIONS NETWORKS AND CONSUMER PRIVACY

April 23, 2009

Thank you, Chairman Boucher and Ranking Member Stearns, for providing AT&T Inc.
the opportunity to discuss consumer privacy in the online world. As you know, next-generation
forms of targeted online advertising — commonly referred to as “behavioral advertising” — raise
important privacy issues that are worthy of thoughtful consideration by policymakers and dictate
a cautious, consumer-focused approach by industry.

To be sure, your further inquiry into these matters is warranted. The interactive
advertising industry continues to grow and experiment with new business models, and new ways
of addressing privacy concerns. The attention of Congress, as well as the FTC, to these matters
has gone far to encourage industry innovation and robust self-regulation. Your continued
engagement in and growing understanding of this topic should, therefore, spur refinement of the
technologies, policies and practices that online advertisers adopt.

Today’s hearing is also quite timely. While the companies represented here today
generally are not engaged in behavioral advertising, the companies that are not present — most
notably search engines and online advertising networks — have moved well past experimentation
and have deployed sophisticated methods of tracking, targeting and delivering advertising to

online consumers. Thus, we respectfully encourage the committee to focus similar attention on
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the actors in the online ecosystem that are today actually engaged in behavioral and other forms
of next-generation online advertising. Otherwise, your understanding of these new modes of
advertising, their impact on consumers, and the best practices that can and should be utilized to
ensure personal privacy, will be incomplete.

The Challenge Posed by Behavioral Advertising

Given AT&T’s multi-faceted position as a major advertiser, a website publisher, an
Internet service provider (“ISP”), and the leading communications company in America, we have
a profound interest in seeing the Internet grow through an advertising-supported model. For this
reason, AT&T has articulated and publicly supports a pro-consumer framework that promotes
the privacy interests of our customers and fosters the advancements that lead to more useful and
relevant advertising. We have endorsed the simple principle that we need to engage consumers
and offer them transparency and control over their Internet experiences. Next-generation forms
of online advertising could prove quite valuable to consumers and could dramatically improve
their online experiences. After all, online advertising fuels investment and innovation across a
wide range of Internet activities, and provides the revenue that enables consumers to enjoy many
free and discounted services and a rich diversity of content and information. Our joint goal
should, therefore, be to improve the Internet experience for consumers while also increasing the
capabilities of and the consumer value created by the online advertising industry.

Behavioral advertising can take many forms. It can, in theory, involve the use by an ISP
of technologies to capture and analyze a user’s Internet browsing activities and experience across
unrelated websites. Various interactive advertising technologies also allow search engines and
advertising networks to implement ever more sophisticated business models to track consumer

web surfing and search activity over time, develop profiles of consumer activity, and combine
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data from offline and online sources. These techniques include, by way of example, an ad
network “dropping” third-party tracking “cookies” on a consumer’s computer to capture
consumer visits to any one of thousands of unrelated websites; embedding software on PCs; or
automatically downloading applications that — unbeknownst to the consumer ~ log the
consumer’s full session of browsing activity.

Yet, the concern here is not necessarily that there will be more or new forms of online
advertising. Rather, pitfalls arise because behavioral advertising in its current forms is largely
invisible to consumers. Consumers confront an overwhelming amount of online content and
advertising without the benefit of a cohesive explanation of the businesses or relationships that
underlie that content, the manner in which the consumer’s personal information is collected or
used, or the control ~ or lack thereof — that the consumer has over her personal information in the
first place. Against this backdrop, then, customers clearly appear to understand and willingly
accept that information will be collected in commercial relationships — both offline and online —
and will be used to offer goods and services that are of value to them. But it seems equally clear
that these same consumers do not well understand or fully embrace the concept — what we now
call “behavioral advertising” or “invisible tracking” — that their online activity associated across
unrelated websites, or their overall web-browsing activity, can be and is used to create detailed
profiles of them. These new online advertising paradigms must be designed to account for a new
set of still evolving consumer expectations and understandings about how personal information
will be used and how personal privacy will be safeguarded. As an industry, then, we must
deploy next-generation advertising techniques in tandem with next-generation privacy

innovations, and any solutions must be achieved by all elements of the Internet ecosystem.
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AT&T’s Response to the Challenge

The first thing that AT&T is doing to address the challenge of behavioral advertising — its
promise and potential pitfalls — is to avoid thoughtlessly hurching into this realm without proper
due diligence. We will initiate such a program only after testing and validating the various
technologies and only after establishing clear and consistent methods and procedures to engage
consumers and ensure the protection of, and ultimate consumer control over, consumer
information. To this end, we are working with privacy advocates, consumer privacy coalitions
and fellow industry participants in a cooperative, multi-faceted effort to develop a predictable
framework in this area. If AT&T deploys these technologies and processes, it will do so the
right way.

Indeed, AT&T already has adopted flexible privacy principles that will guide any effort
to engage in behavioral advertising. We summarize this consumer-centric framework as follows:

* Transparency: Consumers must have full and complete notice of what information will
be collected, how it will be used, and how it will be protected.

o Consumer Control: Consumers must have easily understood tools that will allow them
to exercise meaningful consent, which should be a sacrosanct precondition to tracking
online activities to be used for online behavioral advertising. AT&T will not use
consumer information for online behavioral advertising without an affirmative, advance
action by the consumer that is based on a clear explanation of how the consumer’s action
will affect the use of her information. This model differs materially from the default-
based privacy policies that advertising networks and search engines ~ which already are

engaged in behavioral advertising — currently employ.
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e Privacy protection: The privacy of consumers and their personal information will be
vigorously protected, and we will deploy technology to guard against unauthorized access
to personally identifiable information.

o Consumer Value: The consumer benefits of a behavioral advertising program include
the ability to receive a differentiated, secure Internet experience that provides consumers
with customized Internet advertisements that are relevant to their interests. But we think
the future is about much more than just customized advertising. Consumers have shown
that in a world of almost limitless choices in the content and services available on the
Internet, they see great value in being able to customize their unique online experience.
That is the ultimate promise of the technological advances that are emerging in the

market today.

The pillars of this framework — transparency, consumer control, privacy protection, and
consumer value — can be the foundation of an ethic of consumer engagement for all players in
the online behavioral advertising that both ensures that consumers have ultimate control over the
use of their personal information and guards against privacy abuses. We believe these principles
offer a rational approach to protecting consumer privacy while allowing the market for Internet
advertising and its related products and services to grow.

Regardless of any ultimate policy framework, though, in order for consumers truly to be
in control of their information, a/l entities involved in Internet advertising, including ad
networks, search engines and ISPs, will need to adhere to a consistent set of principles. A
regime that applies only to one set of actors will not protect consumers. In addition, it will

arbitrarily favor one business model or technology over another. After all, consumers do not



59
want information and control with respect to just a subset of potential online advertising or the
tracking and targeting that might underlie those ads. Thus, we trust that the committee will
evaluate all facets of the online advertising industry and ensure that any privacy protections

apply across the industry and across technologies.

HH#H##Y
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Mr. BOUCHER. Thank you very much, Ms. Attwood.
Mr. Scott.

STATEMENT OF BEN SCOTT

Mr. ScorT. Thank you, Chairman Boucher and Ranking Member
Stearns and members of the subcommittee.

I am the policy director for Free Press. We are the largest public
interest organization in the country that works on media policy
issues. I would like to focus my testimony this morning on deep
packet inspection or DPI. I have submitted a white paper on the
subject for the record which I will try to summarize here.

You have already heard about the uses for DPI for the collection
of personal information about Internet users for advertising pur-
poses. I would like to focus on other issues of DPI technology be-
cause really any time a network monitors Internet traffic as Mr.
Rotenberg pointed out, we have a potential privacy problem. That
harm is compounded by DPI tools that violate network neutrality
with any competitive practices.

Let me offer a little context. It is 3 years ago we had a robust
debate in the Congress over the necessity of net neutrality and pri-
vacy rules to protect the consumers, and that debate largely turned
on whether or not the harms were hypothetical, and indeed the
technology did not exist in 2006 that would have permitted wide-
scale violations. Today these technologies do exist. They are deep
packet inspection devices and they are now widely deployed. Worse
still, from my perspective, an entire industry of manufacturers has
emerged that markets DPI explicitly to monitor and control con-
sumer behavior online. All a network operator has to do is flip the
switch.

DPI will have a broad impact on the Internet. Without this tech-
nology, everything you do online is sent through the network basi-
cally anonymously, e-mail, sports scores, family photos. The net-
work doesn’t know or care what you are doing. Online anonymity
in this sense also has the virtue of nondiscrimination. But with
DPI, it is a whole new ballgame. This technology can track every
online click. Once a network owner can see what you are doing,
they have the power to manipulate your experience. They can sell
you ads. They can block content. They can speed things up. They
can slow things down. Perhaps there is no better way to describe
what DPI can do then to quote directly from the manufacturers’
marketing materials. Their selling points are exactly the uses that
trouble me most.

Let me offer a few examples. Zeugma Systems describes its tech-
nology as a way for network owners to “see, manage and monetize
individual flows to individual subscribers.” A company called Allot
promises that their equipment empowers ISPs “to meter and con-
trol individual use of applications and services” including to help
network owners “reduce the performance of applications with nega-
tive influence on revenues (e.g. competitive VoIP services).” Now,
that sounds like blatantly anti-competitive behavior to me. Procera
Networks went so far as to publish a brochure that was titled “If
You Can See It, You Can Monetize It.” That is chilling stuff and
there are more than a dozen of these companies. I could go on and
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on. They sell products marketed to help ISPs make more money by
spying on consumers and controlling how they use the Internet.

Let me be clear, the technology itself is not necessarily problem-
atic. However, in the past year deep packet inspection has evolved
from basically innocuous to potentially insidious. DPI was created
as a network security tool but has become a mechanism of precise
surveillance and content control. We have already begun to see in-
cidents of bad behavior.

This subcommittee has had hearings on Comcast and NebuAd
which both used DPI in secret, questionable ways. Today, Cox
Communications is using DPI to speed up some applications and
slow down others. These types of practices may have short term
traffic management benefits but the tradeoff is the unprecedented
step of putting a network owner in control of consumers’ online
choices. After this first step, it is a slippery slope. We could soon
see every major ISP in the country adopt a different traffic control
regime. Without oversight, this could vulcanize the Internet so that
applications that work on a network in Virginia may not work on
a network in Kansas or Florida.

The critical question is how to best protect consumers from these
kinds of harms. Let me offer an analogy. Think of DPI technologies
as similar to complex financial instruments like, I don’t know, cred-
it default swaps. Properly regulated they can be used as a construc-
tive part of our banking system. But without oversight, they can
run amuck and severely harm consumers.

What we need are bright line rules of consumer protections. The
negative implications for privacy network neutrality are already
clear but the new uses of DPI may also reduce incentives for infra-
structure investment. Installing DPI offers a tempting alternative
to building a robust network. At a fraction of the cost, a DPI can
discourage users from high-bandwidth applications or charge high-
er fees for priority access.

Before these technologies become firmly entrenched, we encour-
age Congress to open a broad inquiry to determine what is in the
best interest of consumers. Once DPI devices are activated across
the Internet, it will be very difficult to reverse course.

I thank you for your time and I do look forward to your ques-
tions.

[The prepared statement of Mr. Scott follows:]
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SUMMARY

On behalf of Free Press, I appreciate the opportunity to testify on the use of Deep Packet
Inspection technologies in broadband networks. As a public interest organization, Free Press
advocates for policies that will bting maximum benefit to the consumers of Internet access, services,
and content. We have long supported policies to bring Americans universal, affordable access to
the Internet — as well as policies to maintain its open marketplace for ideas and commerce. We have
strong concerns about the growth of Deep Packet Inspection (DPI) technologies and the intentions
of carriers that have deployed them. The technology itself is not necessatily problematic. However,
when it is used inappropriately, it has the potential to seriously damage the vibrant Internet
marketplace for online content and services,

This is a relatively nascent market, but the way new DPI devices are being designed, marketed and
utilized raises questions about anticompetitive activity, violations of consumer privacy, and a
fundamental distortion of the Intetnet’s open market that consumers have enjoyed for many years.
In the last year, we have witnessed a surge in bad behavior by Internet service providers (ISPs) using
DPI. They have monitored consumer behavior online to sell advertising based on behavior
tracking; they have secretly blocked legal Internet content from consumers’ computers; and they
have begun to discriminate between different kinds of online content, giving consumers no say in
the matter. The grand plans of the DPI manufacturers include using their technology to monitor
and monetize every use of the Internet in order to increase short-term profit margins by limiting
investment in network faciliies and captuting a toll on Internet commerce. Used for these

purposes, these invasive technologies threaten innovation, consumer choice, and privacy for every
user of the Internet.

Before these technologies are widely deployed and activated, we encourage Congress to open a
broad inquiry to determine whatis in the best interest of consumers. Once these new devices are in
active use across the Internet ecosystem, it will be very difficult to reverse course. We thank the
Subcommittee for taking the lead in scrutinizing the risks DPI poses for consumers.

Deep Packet Inspection ~ From Innocuous to Insidious

Deep Packet Inspection, or DPL has evolved dramatically in recent years. It was created as a tool to
protect network secutity by detecting and blocking viruses and denial of service attacks. But it has
become 2 mechanism of precise control — a technology capable of examining huge flows of Internet
traffic to and from users in real time, The ramifications of this transformation are only now
becoming clear. Without using DPI, Intetnet service providers simply read the top level of routing
information on any packet of data passing through the network. This is akin to the US Postal
Service reading the address on the outside of envelopes in order to ensure they reach their proper
destination. DPI allows for the ISP to open every packet, read its full contents in real time, and treat
that packet differently according to what is in it (e.g. adding advertising information, collecting data
about users, or blocking the content altogether.) This is as if the post office created a side business
by opening every letter, reading its contents before home delivery, and gathering saleable
information—all without the knowledge or consent of the sender or recipient.

The deployment of DPI devices capable of reading high volumes of traffic in this way is a relatively
recent phenomenon. But the negative implications for consumer privacy and network neutrality are
already clear. DPI permits an extraordinary transfer of power from the edges of the network to the
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center—allowing the network operator to play the role of all-knowing gatekeeper between
consumers and the Internet.

The debate over network neutrality (and its related concerns over consumer privacy), considered
hypothetical by many in 2006 when the first deaft bills wete circulated, is all too real now. In fact,
the Federal Communications Commission spent months in 2008 evaluating Comeast’s use of DPI
to close off a few specific uses of the Internet.! This Subcommittee has dealt with abuses of DP as
well. In the summer of 2008, both the House® and the Senate’ held hearings to evaluate Charter
Communications’ partnetship with NebuAd, designed to examine Intetnet traffic in real time, look
at content in the web pages viewed by the consumer, and insert targeted advertising into the data
strearn. For both Comcast and NebuAd, the anti-consumer behavior was stopped, but the DPI
industry marches on, building ever more powerful and mote tempting tools.

The Uses and Abuses of DPI

For network operatots, the new uses of DPI promise to increase revenue while decreasing
infrastructure investment; but, for consumers, DPI promises higher bills, fewer choices, and less
privacy on the Internet. The capabilities of these technologies to yteld extraordinaty short term
revenue at the expense of long term consumer welfare are stark and brazenly promoted by DPI
manufacturers. A company is unlikely to invest in infrastracture if DPI permits them to earn higher
returns at lower cost by charging a premium for users to access high-bandwidth applications or
routing their own preferred content along a faster path versus competitors. Beyond that, an ISP can
capture an incredibly rich revenue stream of behavioral advertising by gathering data on everything a
user does online. However, we should not expect to see DPT’s first widespread use in a case of
aggressive network control and anti-consumer activity. The descent on the slippety slope of DPI
technologies will begin with practices that seem plausibly reasonable but set a precedent that
undermines consumer choice and consutmer privacy.

Consider the example of Cox Communications. Cox is currently engaging in trials of a network
management system that uses DPI to classify Internet communications into high and low priority,
based on the application the consumer is using." Cox intends to use this technique to alleviate
congestion problems in its network by selectively slowing down some traffic. Even if we assume the
best possible motivation for Cox, another company might use the same technology and the same
rationale to avoid network infrastructure upgrades by making it harder for consumers to use the
Internet’s higher bandwidth applications. Cox’s use of DPI to change the routing system of Internet

! In re Formal Complaint of Free Press & Public Knowledge Against Comeast Corp. for Secretly Degrading Peer-
to-Peer Applications; Broadband Industry Practices; Petition of Free Press et al. for Declaratory Ruling That
Degrading an Internet Application Violates the FCC's Internet Policy Statement & Does Not Meet an Exception for
“Reasonable Network Management,” WC Docket No. 07-52, Memorandum Opinion and Order, FCC 08-183 (Aug.
20, 2008) (Comcast Order).

% See, e.g., Grant Gross, Lawmakers Call on Nebudd to Change Privacy Notification, PCWORLD (July 17, 2008), at
http:/fwww poworld com/businesscenter/article/148555/lawmakers_call_on_nebuad_to_change_privacy notificatio
nhtml.

® See, e.g., Nate Anderson, Nebud D CEO defends web tracking, rells Congress it's legal, ARS TECHNICA (July 9,
2008), at http://arstechnica.com/news.ars/post/20080709-nebuad-ceo-defends-web-tracking-tells-congress-its-
legal.html (“Dorgan noted that neither he nor most consumers "have the foggiest idea" about what's being tracked,
how long it's maintained, and what it's being used for.”).

* See generally Cox Communications, Congestion Management FAQs, at hitp://www.cox.com/policy/
congestionmanagement/.
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content sets a critical and troubling precedent — the choice of which applications work best now lies
with the network, not the end user. If this brand of consumer traffic manipulation is acceptable,
why not one that takes a step futther to prioritize content for commercial advantage ot to track
consumer behavior? In a matket where consumer choices for ISPs are slim and switching costs are
high, it is easy to see why this kind of control could lead to negative long term consequences for the
Internet economy in exchange for short-term gains for the netwotk owner.

The potential uses and abuses of DPI go far beyond the harms of Comcast, NebuAd, and Cox.
DPI enables ISPs to monitor and monetize the Internet at the most fine-grained level. The
manufacturers of DPI and related equipment desctibe it best. We need only to look at their sales
materials to see exactly what they have in mind. Their clear intent is to aid in anticompetitive
activity and violations of consumer privacy.

Andrew Hatries, CEO of Zeugma Systems, wants to help ISPs “see, manage and monetize
individual flows to individual subscribers.”® Promotional materials from Allot allege the equipment
empowers ISPs “to meter and control individual use of applications and setvices”® ~ including to
help realize the “Service Provider Need[]” to “reduce the performance of applications with negative
influence on revenues (e.g. competitive VolP services).”” Procera Networks went so far as to
publish a brochure with the title “If You Can See It, You Can Monetize 1t The intent of the DPI
industty is clear — help ISPs make more money by spying on consumers, controlling how they use
the Intemnet, and scrapping the Internet’s open platform for a system of tollbooths.

The Implications for Consumers

The ramifications of abuse of DPI for consumers are frightening. DPI reduces consumer privacy;
limits innovation; closes off the Intetnet; and threatens the online market for commerce and speech.

> Privagy Violations: Through DPI, Internet service providers possess the capacity to read, log, and
analyze every single Internet packet — and advertisets stand ready to pay highly for the

information, with greatet value and thus larget rewards going for more personalized and more
ptivate information.

> _Anti-competitive Activity. Increasing innovation in high-bandwidth Internet applications such as
online video may undermine the business models of other services offered by the ISP—such as
cable TV. ISPs could easily use DPI and other methods, such as metering, to limit the growth
of online video and other applications. This practice would keep infrastructure investment low
and protect parallel, non-Internet revenue streams in cable television and new kinds of
subscription services. The policy issues involved in the gradual transition from old media to new
media business models will squately confront DPI technologies.

% Carol Wilson, TelcoTV: Zeugma, Roku team on enhanced Net video, TELEPHONY ONLINE (Nov. 13, 2008),
available at hitp://telephonyonline.com/iptv/news/enhanced-net-video-1113/.

¢ Allot Communications, Subscriber Management Platform, available at htip://www.ipnetworks-
inc.com/pdfsiallot/Allot%20SMP%20Datasheet.pdf.

7 Allot Communications, Pushing the DPI Envelope (June 2007), available at
http://www.sysob.com/download/AllotServiceGateway.pdf.

® Procera Networks, If You Can See It, You Can Monetize it, available at
http://www.proceranetworks.com/images/documents/procera_brochure_web_0620.pdf.
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¥ Closed Markets: The value of the Internet lies in its openness — the knowledge that any legal
content is available, and that any legal application can be used according to well known
standards. This freedom encoutages Internet users to explore, and Internet developers to create.
DPI can tutn the Internet into the ultimate walled garden — applications, services, and even
content that do not benefit the service provider’s bottom line may risk being blocked or, if not
blocked, slowed to let the “preferred” traffic take priority. These are the classic issues of
network neutrality — and the technologies with the power to break the open Intemet are now
openly marketed and widely deployed.

> Balkanizing the Internet. DPI technology on an individual network creates substantial harms by
itself; different DPI systems in place on many interconnected networks may be even worse,
tugning the Internet into just a group of different, loosely connected networks. Uncertainty
surrounding the behavior of applications or the availability of content generates obstacles and
batriers in the online market for commerce and speech. Through the multiplication of network
practices using DPI, we could easily witness the balkanization of the Internet — a disaster for
developers and consumets of next generation Internet applications.

The Internet as an Infrastructure

The abuses of DPI, along with many othet recent non-DPI issues such as the growing popularity of
metered billing at rates likely well above marginal cost, ate symptoms of a larger policy problem —
the failure of network operatots to join Congress in treating the Internet itself as an infrastructure.
The Intetnet is not an entertainment product to be commoditized and consumed ~ it is a vehicle for
economic growth and civic patticipation. The purpose of broadband policy is, first and foremost, to
promote the Internet’s genetativity, not the profit margins of the ISPs. However, detegulation of
broadband services has created an effective duopoly, one that serves its own interests to presetve
and grow its matket power, leading to anticompetitive practices and DPI-driven, anti-consumer
solutions to problems that are better fixed by continued investment in and expansion of the
Internet. The question of how DPI technologies are deployed and utilized will be a critical testing
ground for whether or not we ate serious about creating a 21" centuty communications
infrastructure.

Conclusion

We have already seen substantial consumer harm as a result of the use and abuse of Deep Packet
Inspection technology in Internet networks — and, if the DPI industry’s dreams come true, it seems
we haven’t seen anything yet. Attempts to increase broadband competition have failed, resulting in a
weakly competitive duopoly in which consumers lack the power to effectively resist these
developments. Public policy must step in to fill the void. The Intetnet is the 21" century
infrastructate of information economy. We cannot permit its long-term sustainability to be
weakened, balkanized, or cashiered in the name of quarterly returns. Instead, we should work with
consumers and network owners to find acceptable, beneficial uses of these technologies.

Thete are many possible avenues to continue exploring these dangers and possible solutions. As the
investigation continues down these paths, we utge the Subcommittee to place the interest of the
public first and foremost. The Internet as infrastructure must be preserved, to protect it as a source
of innovation and social and economic value unlike any other media in human history, We submit
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for the record a recent white paper on this subject that offets a more detailed analysis of DPI
technologies and the risks they pose for consumers.

We look forward to wotking with the industry and the Subcommittee to seek constructive solutions
to these concerns.
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INTRODUCTION

During the explosive rise of the Internet, one fundamental principle governed: All users and all content
were treated alike. The physical network of cables and routers did not know or care about the user or
the content. The principle of nondiscrimination, or “Net Neutrality,” allowed users to travel anywhere
on the Internet, free from interference. Nondiscrimination, in various forms, has been a foundation of
communications law and policy for decades.

In the early days of the Internet, nondiscrimination was easy to uphold because it was not
technologically feasible for service providers to inspect messages and evaluate their content in real
time. But recently, electronics manufacturers have developed so-called Deep Packet Inspection (DPI)
technology capable of tracking Internet communications in real time, monitoring the content, and
deciding which messages or applications will get through the fastest.

Here's how it works: Messages on the Internet are broken down into small units called packets. Each
packet contains a header and a data field. The header contains processing information, including the
source and destination addresses. The data field contains everything else, including the identity of the
source application (such as a Web browser request, a peer-to-peer transfer, or an e-mail), as well as the
message itself {part of the contents of a Web page, file or e-mail). Packets are much like letters ~ the
outside of the envelope is like the packet header, and the inside, like the data field, carries the message.

Historically, Internet communications were processed using only information in the header, because
only that information is needed to transfer packets from their source to their destination. By contrast,
DPI technology opens and reads the data field in real time, allowing network operators to identify and
control, at a precise level, everyday uses of the Internet. Operators can tag packets for fast-lane or slow-
lane treatment - or block the packets altogether - based on what they contain or which application sent
them.

The first DPI devices were used for manual troubleshooting of network problems and to block viruses,
worms and Denial of Service attacks. Initially, DPI was not powerful enough to monitor users’ Internet
communications in real time. But today, DPI is capable of far more than security ~ it enables new
revenue-generating capabilities through discrimination.

This new use of DP1 is changing the game. In fact, improper use of DPI can change the Internet as

we know it ~ turning an open and innovative platform into just another form of pay-for-play media.
Although early uses of real-time DPI by ISPs have been geared toward targeted advertising and reducing
congestion, manufacturers market the technology for its ability to determine and control every use of

a subscriber’s Internet connection. When a network provider chooses to install DPI equipment, that
provider knowingly arms itself with the capacity to monitor and monetize the Internet in ways that
threaten to destroy Net Neutrality and the essential open nature of the Internet.
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DPI HISTORY: COMCAST AND NEBUAD

The principle of nondiscrimination on the Internet has been codified in law in different ways over

the past 20 years. In the first years of network technologies, when users connected to the Internet
exclusively over telephone lines, the law of nondiscrimination was carried over from telephone
regulations. The rules in place at the Federal Communications Commission prohibited “unjust and
unreasonable discrimination” in the operation of phone service.! Known as “common carriage,” this
regime governed network services for decades until the advent of broadband Internet access services led
Congress and the FCC down another path.

Under intense pressure from incumbent phone and cable companies, the FCC moved ISPs out from
under common carriage regulations, effectively lifting their nondiscrimination obligations.? But the

FCC also issued an Internet Policy Statement, declaring that it would protect the rights of Internet users

to access the content and attach the devices of their choice.’ The decision to swap out regulations for
principles was based, in part, on assurances major broadband providers gave to the FCC that they would
not discriminate.* But soon after, network operators began to concoct plans to create new revenue
streams by speeding up certain content at the expense of other content — in other words, discriminating.®
A major legislative debate followed in Congress — with cable and phone companies lining up on

one side and public interest groups and Internet innovators on the other - as to whether to reinstate
nondiscrimination rules (aka “Net Neutrality”) or to terminate them permanently. The outcome was a
deadlock, leaving the Internet Policy Statement as the only remaining line of defense for Internet users.

COMCAST AND INTERNET BLOCKING

A series of events in 2007 led to a high-profile case at the FCC testing the strength of the Internet Policy
Statement. It began when Comcast users started posting complaints on user message boards about

the cable operator’s treatrnent of peer-to-peer traffic. Though no-one could identify quite how it was
happening, it appeared that Comcast was blocking file transfers between users. Robb Topolski, a
network engineer in Portland, Ore., cracked the code with a series of experiments in the fall of 2007,
Additional tests were done by Topolski, the Associated Press and the Electronic Frontier Foundation,
which collectively determined that Comcast was using DPI technology to identify packets coming

from peer-to-peer applications. Comcast was then secretly blocking those packets, while allowing other
packets to pass through unimpeded. Comcast's actions presented a clear case of network discrimination.

In November 2007, Free Press and other public interest organizations filed a petition with the FCC to
demand that Comcast's activities be stopped and ruled unlawful ® After two public hearings, substantial
media attention, and overwhelming public opposition to the practice, the FCC ruled against Comcast
and ordered a halt to the company’s blocking practices.” The ruling was a major victory for backers of
Net Neutrality. However, the FCC's order fell short of making Net Neutrality the unambiguous law of
the land. The commission’s ruling found that 1SPs could not block consumers from accessing online
content - but it did not squarely address the underlying issue of discrimination that stopped short of
blocking.

Following the commission’s order, Comcast stopped its peer-to-peer blocking practices and instituted
a new network management system that does not discriminate against or in favor of any Internet
applications.® Comcast's new system identifies neighborhoods that are growing substantially congested,

4
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and then identifies individual users within those neighborhoods that are using a substantial amount
of bandwidth, and slows down those heavy users for a short period of time.® Although imperfect,®
Comeast has adopted a non-discriminatory network management regime that deals with congestion
without attempting to pick winners and losers on the Internet.

NEBUAD AND INTERNET MONITORING

The dangers of DPI are not limited to violations of Net Neutrality; they extend to violations of privacy
as well. Until its reorganization in 2008, a company called NebuAd offered an advertising service

to network providers. With this service, NebuAd devices would secretly sit at key places within the
network and monitor all consumer communications passing through the network, using DPI to
search within packets for URLs and search terms. The devices would then analyze some or all of that
traffic to identify consumer behavior patterns.” But NebuAd's activities went beyond information
gathering. NebuAd artificially inserted packets of data into the stream of traffic to redirect Web
browsers to a NebuAd-owned domain for the purpose of placing unsolicited tracking cookies on the
user's computer.’

In March 2008, Internet users began detecting unsolicited cookies originating from NebuAd systems
put in place by ISPs without notice.'® In May 2008, NebuAd made headlines by announcing a targeted
advertising partnership with Charter Communications." After substantial pressure from public
interest groups, subcommittees from both the House'® and the Senate'® held hearings to investigate
the arrangement and NebuAd's practices. As a result of intense negative feedback from Congress and
its customers, Charter terminated its arrangement with NebuAd in June 2008."” The company has now
virtually disappeared, but the enticing business of consumer tracking remains an attractive proposition
for many ISPs.

In the cases of Comcast and NebuAd, consumer interests won the battle, though the war is far from
over. The manufacturers of DPI equipment are commiitted to selling tools for network monitoring and
discrimination, and were not deterred by the Comcast and NebuAd debacles. The debate over the use
of DPI has only begun. Appropriate uses of DPI technologies do exist. But the applications we have
seen thus far are not encouraging, and the burden of proof for their benefit rests squarely with the
network operator.
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THE PRESENT DAY: :
PRIORITIZATION ON THE INTERNET

COX COMMUNICATIONS

Despite the examples of Comcast and NebuAd, other providers are instituting discriminatory network
management practices. The most high-profile of these is Cox Communications. Cox operates a cable
network, which by design shares bandwidth among a large number of users. When the network
becomes congested at peak usage times, the user experience suffers. Cable operators therefore have

an incentive to figure out a way to manage traffic to ease the congestion by discouraging bandwidth-
intensive uses of the network ~ thus avoiding further investment in physical network upgrades. In the
short term, practices that target specific uses or users may well improve consumer experiences. But

in the long term, these management practices may hurt innovation in high-bandwidth applications,
reduce consumer choice and shackle the free market of Internet content and services.

Cox is currently engaging in trials of a new network management system that uses DPI to identify
traffic from various Internet applications, and then chooses which applications deserve high priority
and which can be slowed down. Cox has not deployed these systerns across its network, but is currently
testing them on subscribers in Kansas and Arkansas. Cox may be well-intentioned in trying to ensure
that a congested network still performs well for users. But questions remain as to why the provider
opted for this system rather than adopting the network management practices publicly disclosed by
Comcast after the FCC decision. In contrast to Cox's system, Comcast’s current network management
practices slow down all traffic from high-bandwidth users, rather than traffic from specific high-
bandwidth applications.®

If extended to a network-wide practice, Cox’s network management system would set an alarming
precedent that a service provider may choose how different applications are treated. This practice

takes away user choice and threatens to diminish the innovation at the edges that has long made the
Internet valuable. Although Cox may not choose to use that power for commercial purposes, business
models designed to take advantage of discrimination will emerge. These future ramifications should be
seriously considered in analysis of the Cox tests or of any other company in pursuit of similar activities.

QUEUING WINNERS AND LOSERS

Prioritization in the Cox system is performed through traffic queuing. Queuing is normal behavior
on the Internet — every modern router has a queue. Ordinary network operation queues packets for a
second or two during bursts of usage to maintain smooth and fast traffic flow. Default queues on the
Internet operate under what is known as the “best efforts” model: The router forwards the packets at
the front of the queue as fast as it can; if the queue is overwhelmed, some packets are lost. This is why
the Internet is sometimes referred to as a “best efforts” network.

Although the full details have not been publicly disclosed, based on Cox's initial statements, Cox’s
new system splits the normal queue into two queues: “less time-sensitive” or low-priority traffic and
“time-sensitive” or high-priority traffic.' The system identifies the application from which the traffic
originates through the use of DPI technology. It then selects a queue based on the time sensitivity
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of the application, as determined by Cox. The system sends the traffic from the low-priority queue
through the router less frequently than from the high-priority queue.

By placing the two types of traffic into separate queues in the router, Cox’s system can speed up certain
uses of the Internet at the expense of others. For example, Cox might choose to forward three packets
from the low-priority queue for every seven it forwards from the high-priority queue. Another approach
would be one in which the system sends any and all packets from the high-priority queue before
sending any from the low-priority queue.” The result of either approach, from the user’s perspective,

is that some applications will work better than others. In some cases, the differences may not be
perceptible - but in other cases, they would be.

Cox hopes that the delays on low-priority traffic will be minimal - on the order of milliseconds. If
delays are limited to a tiny fraction of a second, the harm to the user should be minimal. However,
queues any longer than a few seconds are significantly harmful to the normal operation of the Internet.
Network applications generally treat packets as lost if an acknowledgement of receipt has not been
received by the destination within a couple of seconds. With most applications, this causes the original
sender to resend the packet. Additionally, routing protocols and devices often treat late packets as
expired, and will drop them and wait for the sender to retransmit the data. If it takes too long for
packets to be sent, the use of the queue will in fact generate additional congestion rather than limiting
it. Cox’s system can avoid a large queue delay by aggressively dropping old packets - but that also leads
to retransmission of packets. The result could be both a highly inefficient network, and a frustrated
user experience as a result of even longer delays.

Internet users and policymakers should monitor closely whether the trial run of this new DPI
equipment produces more harm than good. Although it may reduce congestion in some circumstances
and allow some applications to function better, putting some applications into a fast lane may cause
other applications to work poorly or not at all. And because of packet retransmission, Cox’s system
‘may ultimately cause more congestion, rather than less. Finally, and most importantly, the user has

no control over which of their applications are treated favorably and which unfavorably. Though
consumers can give feedback to Cox and alert them to problems in the new system, the power to make
changes will rest with Cox.

RISKS TO INNOVATION AND THE INTERNET

Cox's DPI technology marks a major shift in the operation of the Internet. Instead of consumers and
application providers controlling traffic priority, the network itself makes the choice. Even assuming

a perfectly innocent motive, DPI-enabled prioritization opens a Pandora’s box of unintended
consequences. First, moving control over content into the network destabilizes the market for
applications and services by creating an artificial preference for one protocol or type of communication
over others. Second, other unexpected problems may arise with user experiences under DPI-enabled
prioritization because of varying uses of the same protocol or application by different users. Ultimately,
if we accept the use of non-standard network management regimes that discriminate against specific
applications, we risk a “balkanization” of the Internet - a world in which every ISP operates according
to its own set of rules. The result would be a hodgepodge of different networks instead of one unified
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and universal Internet, undermining the open platform and open market principles at the root of the
Internet’s success.

DPl-enabled prioritization puts innovation on the Internet at risk. Innovation in peer-to-peer protocols
has resulted in valuable new applications and businesses ~ such as BitTorrent DNA, Vuze and P2P Next
~ based on the use of peer-to-peer for streaming video in particular. However, if all peer-to-peer traffic
is labeled low priority, efforts by these companies to provide a superior video streaming experience
will fail. Over time, application developers will steer clear of disfavored protocols and make services
that do not run afoul of the latest network management tools. This would create an artificial pressure
point in the market and misdirect innovation around barriers that have nothing to do with user choice.
It also might force application providers to pay for priority access to avoid being deprioritized and to
remain competitive. Finally, DPl-enabled prioritization might lead to an encryption arms race in which
disfavored applications would encrypt all traffic to evade identification by DPI. Such an outcome
would render the congestion-reduction purpose of DPI ineffective.

DPl-enabled prioritization also puts the user experience at risk. Consider the FIP protocol, declared by
Cox to be “low priority.” One person may use FIP to upload a photo album from a recent vacation to a
Web server to share with friends and family; another may use the protocol to upload real-time images
of a security system. The former can fairly be considered “low priority,” but the latter cannot. The service
provider, sitting in the middle of the network and using DPI to determine that the protocol in use is FIP,
cannot make that distinction — only the user can. Over the Internet, the relative urgency of traffic is not
best determined centrally, but by the host applications and users generating the traffic. If some traffic
needs or deserves prioritized treatment, the technical standards underlying the Internet provide a way
to do this, and to allow the user (rather than the network operator) to specify which traffic is important
and which is not, through the use of DiffServ or IntServ. These methods have the additional advantage
of not requiring the use of DPI, making the determination of priority faster and simpler.

It is easy to imagine a future when, in the pursuit of short-term benefits, network operators choose to
implement dozens of different DPJ tools that discriminate against certain types of applications, ISPs
would apply a variety of tools based upon the particular characteristics of their networks, producing an
environment in which content, services and applications function differently from ISP to ISP. Consider
the example of Primus Telecommunications Canada. Primus has announced a network management
system similar to Cox’s, but using different classes and classifications of priority.” Even if such a
system seems reasonable as a response to an individual company’s congestion problems, together, the
varying systems of multiple ISPs would break the Internet into a collection of distinct networks. Such
balkanization would place immense burdens on developers seeking to produce consistent and useful
applications and services. Such an outcome would be disastrous not only for the user experience, but
for all innovation and entrepreneurship on the Internet - a market that has always assumed an open
platform where any application will work across the global network of networks.

Given the range and risk of harms, Internet users and policymakers alike should be wary of permitting
a wide variety of DPI management tools to enter the market without scrutiny and investigation.
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ZILLIONTV: THE FUTURE OF DISCRIMINATION?

Beyond the prioritization system employed by Cox, the future of disarimination on the Internet can be -
previewed today through ZillionTV. The ZillionTV service streams video programming over Internet access
services directly to their subscribers, without the aid of any form of local storage or buffering - offering
instant availability of content.?? Subscribers to ZillionTV purchase an inexpensive box ($50), which may
contain little more than an Internet port and a video decoder, and pay no subscription fees. They can then
stream video programming content, for free, if they view a few minutes of advertisements per hour®

ZillionTV serves the same purpose as mainstream over-the-top video services such as Hulu or Netflix's
on-demand technology, with one distinct difference. To support 2.7 Mbps streams without any
substantial local caching while maintaining a steady, high-quality picture without glitches over current-
generation broadband networks, ZillionTV requires assistance from ISPs.

As it turns out, this assistance may be substantial. For starters, the ZillionTV box will only be available
for purchase through the ISP2* According to one source, the ISP must provide “dedicated bandwidth”
that is “unaffected by any Net congestion that might degrade competing services.”* Similarly, another
report claims, “Video wouldn't actually traverse the public Internet; rather, ISP distributors would
collocate VOD servers in their own facilities for optimal performance.”” Another article says that the
ZillionTV deal with Hollywood studios and ISPs hinges on the delivery of video through ZillionTV faster
than through Hulu or BitTorrent or other competing video delivery platforms.?®

It may be that ZillionTV will turn out to be nothing more than an add-on to cable TV service - a video
product offered over the non-Internet portion of a local network. ZillionTV might use edge caching

and might be able to operate without any prioritization or DPL But their marketing blurs the lines,
suggesting that ZillionTV may be transmitted over the Internet and gain advantages through DPL The
details remain murky, but the potential problem is clear: ZillionTV could work by claiming part of the
Internet for its own use, and it would do so with the willing assistance of the ISP, which would assuredly
be rewarded for the effort. And, ZillionTV has at least one major ISP already lined up as a customer.?

ZillionTV's analysis of its own behavior is worthy of note. ZillionTV justifies prioritization of streaming
video by citing Cox’s network management trial, contending that streaming video has been recognized
as a service that deserves extra "help.”*® Notably, if ZillionTV were not traversing the Internet, it would
not need the benefit of Cox’s network management practices. ZillionTV has not yet officially launched
its service, and some of its initial statements and reports appear contradictory. The alleged details of
prioritization and established deals with ISPs have yet to be substantiated.

But if the ZillionTV business model relies on DPI-enabled prioritization, it represents the forefront of
the next generation of discrimination on the Internet: carving out a portion of the once-neutral Internet
for special treatment of its own traffic. And if ZillionTV succeeds over Netflix, Hulu and other competing
services that operate over the “best efforts” Internet, it will have done so not because of superior
technology or new ideas, but because it broke the neutrality and nondiscrimination of the Internet.

Regardless of the credibility of the system, ZillionTV's public messaging and the media attention it has
garnered hint that an entire industry waits in the wings to use DPI and discrimination fo transform the
Internet into a mechanism to advance its business models. ZillionTV is the first of the dangers to peek out
from the Pandora’s box that will be opened if we allow DPI prioritization to operate unchecked.
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THE FUTURE: MONITORING
AND MONETIZING THROUGH DPI

Network operators and affiliated organizations seek to frame the Net Neutrality debate in terms

of the need to manage congestion, to ensure that “fairness” exists among customers” or to resolve
emotionally charged issues like dialing 911 with a VoIP service.*? Although helpful in presenting the
operators’ case to the public, these arguments disguise the true purpose of “network management,”
which is to support new tools and business models based on real-time monitoring and control of
Internet traffic.

These new tools and business models, including those of Comcast, NebuAd, Cox and ZillionTV, are
enabled by abuses of DPL. In fact, an entire electronics industry has arisen as this technology has
matured, creating equipment that is more affordable, efficient and sophisticated. These new devices have
been developed and marketed for their capacity to enable ISPs to monitor and monetize the Internet.

DPI technology itself need not be anti-consumer if it is used to resolve congestion or security problems
without harmful discrimination. But the value of DPI as marketed by prominent vendors derives
instead from real-time monitoring and control of the Internet, uses that are explicitly contrary to the
principles of an open Internet and to consumer choice.

MARKETING DPITO INTERNET SERVICE PROVIDERS

Marketing for DPI equipment extends well beyond private conversations with ISPs about the powers
and pitfalls of the technology. Publicly available marketing materials and statements by manufacturers
reveal that these devices are designed for ISPs to develop new methods to charge for individual uses
of the Internet. Consider Andrew Harries, CEO of Zeugma Systems, a DPI equipment manufacturer:
“Qur view is that our customers’ most pressing concern is how to insert themselves into the over-the-
top value chain,” he says.* Harries' vision is to “enable our customers to see, manage and monetize
individual flows to individual subscribers” - for example, “to deliver video quality over the Net, to
either a PC or a TV, that convinces consumers to pay a little extra 1o the broadband service provider.”*

A Telephony Online article describes Zeugma this way:

Zeugma enables service providers to sell QoS [Quality of Service] to content delivery networks
such as Akamai, insert customer-specific advertising into content for advertisers, charge
consumers for certain content and also get a percentage of sales from digital storefronts, as those
increase over a higher performing network.*

This elaborate marketing scheme is far from hypothetical. Zeugma partnered with Netflix and Roku
to demonstrate how Zeugma technology could guarantee Netflix movies reach customers faster than
other movie services. In one article, a Roku representative said a deal like this “gives broadband
service providers an additional product that they can use to increase per-subscriber revenue.”*¢ At the
same time, the article observes, it “remains to be seen how consumers will react to paying extra for
bandwidth they can already use now.”¥ Network operators seem keen on exploring DPY's potential

10
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to generate new sources of revenue. Prior to launching in May 2008, Zeugma had already established
trials with two North American Tier-1 providers.’®
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Source: Zeugma, http:/fwww.zeugmasystems.comy/solutions/applicationdrivengos/default.aspx

Another DPI equipment manufacturer, Allot, published a marketing brochure touting its ability to
increase ARPU (Average Revenue Per User) through “Tiered Services” and “Quota Management.” ¥
Allot claims their equipment “enables quota-based service plans that allow providers to meter and
control individual use of applications and services.”® Another Allot document states:

The platform delivers high performance, reliability, application awareness and subscriber
awareness, which are key components for implementing solutions to control infrastructure and
operating costs, and for deploying value added services to increase total and per-subscriber
revenues (ARPU).

Allot created a tool that “enables service providers to project potential revenues and profits from setting
up a tiered service infrastructure.”*? Even more blatantly, one of the “Service Provider Needs” listed by
the company is to “reduce the performance of applications with negative influence on revenues {e.g.
competitive VoIP services).”®

Service Provider Needs

Have an accurate view of content and applications and
who is using them

improve the performance of applications with positive
influence on revenues {e.g. churn reduction)

Reduce the performance of applications with negative
influence on revenues (e.g. competitive VolP services)

Manage ever-increasing volumes and types of traffic
on the network

Source: Allot Communications, http//www.sysob.com/download/AllotServiceGateway.pdf

Camiant, another equipment manufacturer, similarly characterizes their “Multimedia Policy Engine” as
“an intelligent platform for applying operator-defined business rules that determine which customers,
tiers and/or applications receive bandwidth priority, at what charge and how much they may use.”*
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The firmn's marketing has been effective — Camiant claims its DPI equipment “now reaches more than
70 percent of North American cable modem subscribers.”#

Broadband Service Internet
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Broadband Service Internet
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Source: Network Strategy Partners, http://0299d3f netsolhost.com/NewPages/DPipdf
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Openet, whose dlients include AT&T and Verizon, makes a similar value proposition to carriers:

In an era when subscriber acquisition rates are declining, the focus of service providers is on
increasing profitability and competitiveness, which are largely dependent upon gaining visibility
into and control over the events and transactions on their networks. In fact, network activity is

a valuable resource that can be exploited to produce measurable business value by the savvy
service providers that have the expertise and technology to extract that value from it.%

Along these same lines, DPI firm Procera Networks markets a brochure titled, “If You Can See It, You Can
Monetize It."% Procera recently boasted they had added 120 new customers in the second half of 2008.%

. H.You Can See It
You Can

Evolved DPI - Seg what's flowing through your natwo

Source: Procera, hitp://www.proceranetworks.comy/images/documents/procera_brochure_web_0620.pdf

The latest DPI assessment from the industry publication Light Reading parrots the device manufacturers’
claims: “Most important, [DP1} technology also offers service providers new ways of monetizing the
traffic on their networks.”* Similarly, Cisco Systems writes, “[Bly identifying services that might be
riding an operator’s network for free, a provider can truly differentiate its own ‘branded’ VoIP service
traffic from best-effort traffic or extend QoS guarantees to that third party for a share of the profits, "

DPI SHORTCHANGES CONSUMERS

Network providers can and will use DPI technology to improve their profits at the expense of their
customers. The technology permits network operators to reduce the amount they spend on network
upgrades by allowing them to oversell their networks while simultaneously increasing the amount
the average customer pays, through the creation of new revenue streams.” Or, in marketing language,
providers want to “deliver customized service plans that increase customer satisfaction and reduce
churn,”*?

Yes, DPI can help alleviate problems of congestion in a network, thus improving the user experience.
But the same DPI technology - the same electronics equipment, in fact - also allows providers

to monitor and monetize every use of the Internet, and DPI vendors succeed by developing and
marketing this capability. These DPI systems may already be installed in some operators’ networks. A
Yankee Group analyst asserts that U.S. ISPs are currently deploying advanced DPI equipment, although

13
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many do not disclose it publicly.”® Through these secret arrangements, the DPY industry is experiencing
remarkable growth.**

Precedent, motivation and capability all exist for providers of wireline and wireless Internet services
to discriminate in the transmission of Internet content in search of new revenue streams. DPI now
offers capabilities far beyond simply protecting Internet users from harm, and the service providers
purchasing and installing DPI equipment are well aware of these possibilities.

If service providers flip the switch and turn on these control mechanisms, it might mean the end of
the Internet as we know it.
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Mr. BOUCHER. Thank you, Mr. Scott.
Mr. Knapp.

STATEMENT OF BRIAN R. KNAPP

Mr. KNAPP. Good morning, Chairman Boucher, nice to see you
again, Ranking Member Stearns and members of the sub-
committee.

My name is Brian Knapp, Chief Operating Officer. I have respon-
sibility at Loopt for day-to-day business operations, as well as pri-
vacy policy, data security matters and legal affairs.

Since you may not be familiar with my company, Loopt, please
allow me to tell you a little bit about our company. We are a loca-
tion-based service that can change the way friends and family con-
nect, share and explore in the mobile environment. Loopt facilitates
real world interactions by helping users connect on the go and
navigate their social and family lives. Loopt users can see their
friends and family where they are located and what is going on
around them via detailed interactive maps on their mobile phones.
And users can also share location information and updates with
their networks of friends on a variety of popular social networks
and communities. Over one million users have already registered
for Loopt, and by all accounts, consumers are very excited about
emerging mobile services and location services like Loopt.

Loopt itself got started back in 2005 when Sam Altman, a sopho-
more computer science major at Stanford University had an epiph-
any as he walked out of class, realizing that it would be great if
he could open his mobile phone and see a map of where all his
friends were. Since 2005, Loopt has grown. We are located in
Mountain View, proud to be in Congresswoman Eshoo’s district. We
have grown to over 40 employees and our service is launched
across multiple wireless carriers and mobile devices.

Today we are available on AT&T Mobility, Sprint Nextel, Boost
Mobile, MetroPCS, T-Mobile and Verizon Wireless networks, as
well as popular devices such as the Apple iPhone, Blackberry, and
Google’s Android G1. Depending on the service provider and the de-
vice, the cost of Loopt ranges from free and advertising-supported
to $3.99 per month.

From its inception, Loopt’s founders and investors made a com-
mitment to the development of strong privacy practices and poli-
cies. I began working with the company in late 2005 and was hired
full-time by the company as chief privacy officer and general coun-
sel two years ago, and they asked me specifically to focus on these
areas as we developed our service and grew the company. At that
time, we only had 13 other employees and we were alive on one
network operator at the time. However, even in our early days, we
knew that investing in an effective privacy program was necessary
for our users and an important foundation for our future business
growth and success.

Our privacy approach is based on the key principles of user-con-
trol, education and notice and our regime specifically includes in-
formed consent. Our service is 100 percent permission-based, so
users are choosing to download and access Loopt. We receive this
informed consent from every user. They must proceed through a
multi-step registration process which has key information about
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how the service works and how they should use it responsibly. And
there are several ways to access our key user agreements and pri-
vacy policies. At the end of my testimony there is actually a flow
chart of this process that you can see.

We have reminders and notifi