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NOMINATION OF HON. RAND BEERS

TUESDAY, JUNE 2, 2009

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY AND
GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 2:35 p.m., in room
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber-
man, Chairman of the Committee, presiding.

Plﬁesent: Senators Lieberman, Akaka, Burris, Collins, and Voin-
ovich.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. Good afternoon and thanks to all of you
for coming to this hearing today for the nomination of Rand Beers
to be the Under Secretary for the National Protection and Pro-
grams Directorate (NPPD) at the Department of Homeland Secu-
rity (DHS).

Rand Beers is a highly qualified nominee with a record of more
than 30 years of public service, dating back to his service as a
Marine in Vietnam. He has served in Democratic and Republican
Administrations, working as the Senior Director for Combating
Terrorism at the National Security Council (NSC) during the Ad-
ministration of President George W. Bush, as Assistant Secretary
of State for International Narcotics and Law Enforcement Affairs
during the Clinton Administration, and as Director of Counterter-
rorism and Counternarcotics at the NSC during the Administration
of President George Herbert Walker Bush.

More recently, Mr. Beers played a key role in the transition at
the Department of Homeland Security from the Bush to the Obama
Administrations, which by all accounts was about as good as a
transition can possibly be, and since then has been a chief coun-
selor to Secretary Napolitano.

If confirmed, Mr. Beers will be required to apply this wealth of
experience to harness and provide vision for the National Protec-
tion and Programs Directorate, which includes quite a wide variety
of responsibilities, including cyber security, infrastructure protec-
tion, foreign traveler screening, and emergency communications.
The President’s fiscal year 2010 budget proposes to expand this Di-
rectorate further by moving the Federal Protective Service (FPS)
into it.

Let me just talk about a few of the areas that I hope and I know
will be priorities, if confirmed. Cyber security is clearly one of
those. The threat of cyber attacks is an urgent national security,

o))
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homeland security challenge, as we know. Last week, President
Obama announced the results of the 60-day review of cyber secu-
rity policy and government structures. I am grateful for the Presi-
dent’s focus on this issue and particularly reassured that, as the
President sees it, the Department of Homeland Security has a cen-
tral role to play in any government-wide cyber security strategy,
and the NPPD is the part of the Department that will lead its ef-
forts in that regard. I look forward to hearing what Mr. Beers
thinks the Department’s role should be and how he will ensure
that DHS has the necessary tools to perform the job.

NPPD’s critical infrastructure responsibilities are equally chal-
lenging because the majority of the Nation’s critical infrastruc-
ture—our energy, communications, and transportation networks,
all potential targets of terrorism—are owned and operated by the
private sector. The Department must work closely with the private
sector to ascertain that the appropriate security measures are
being taken. The lesson from Mumbai, London, and Madrid is that
terrorists will seek out soft targets, such as hotels, shopping malls,
and inner-city transit lines, so we must accelerate our efforts to
harden those targets.

NPPD also plays a critical role in our Nation’s security through
the U.S. Visitor and Immigrant Status Indicator Technology (US-
VISIT) program, which requires foreign nationals to undergo bio-
metric screening as they enter the country. The 9/11 Commission
concluded that three of the September 11, 2001, hijackers had over-
stayed their U.S. visas and concluded that requiring biometric exit
screening was vital to homeland security. In fact, if we had imple-
mented a biometric system to detect overstays prior to September
11, 2001, there is some reason to believe that we could have pre-
vented the attacks of September 11, 2001. I am very concerned that
almost 8 years later, despite the clear need for a viable biometric
exit system, we still do not have such a workable system in place.
The Committee will continue to work with the Department of
Homeland Security to ensure that a secure system is expeditiously
deployed, of course, at the Nation’s airports, and I look forward to
discussing that with Mr. Beers today.

Many other challenges face the NPPD, including the future of
our chemical security regulation system, the Directorate’s challenge
in hiring and retaining qualified staff, and the overdependence, as
I see it, on contractors to do what otherwise might be considered
inherently governmental work. I look forward to working closely
with the new Under Secretary to reauthorize and strengthen the
Department’s Chemical Facility Anti-Terrorism Standards
(CFATS), the chemical security site program.

So, bottom line, Rand Beers is a very experienced public servant.
If confirmed, he will need all that experience to be put to use as
the Director of the NPPD to protect our homeland security.

Senator Collins.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman. I join the Chairman
in welcoming Rand Beers as the nominee today. As the Chairman
has indicated, the scope and importance of the NPPD’s responsibil-
ities are daunting. The Directorate is charged with ensuring suc-
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cessful implementation of the chemical facility security program
that was authorized in 2006 due to the work of this Committee.
This program is one that needs to be reauthorized this year. It also
is charged with assessing the risk to our Nation’s critical infra-
structure, managing voluntary private sector coordination pro-
grams to achieve the goals of the National Infrastructure Protec-
tion Plan, leading the Department’s effort to protect our Nation
against improvised explosive devices and working to combat terror-
ists’ use of such explosives in the United States, and protecting the
Nation’s cyber networks.

The Chairman and I have focused a great deal on that last re-
sponsibility, cyber security. It is both critical and complex. The
complexity arises not just from the technical nature of the issue,
but from the disjointed approach that the Federal Government has
taken. In the course of the coming months, cyber security respon-
sibilities across the Federal Government will be the subject of
much debate as we consider the Administration’s plan and alter-
native legislative proposals to strengthen our cyber security efforts.

DHS’s relationships with the critical infrastructure sectors that
both provide for and rely on information technology services will re-
main invaluable in ensuring a coordinated defense against cyber
attacks. I look forward to hearing from Mr. Beers about how, if
confirmed, his management of DHS’s cyber security efforts will be
affected by the White House’s new cyber security initiative.

NPPD also manages programs that benefit components across
the Department, including, as the Chairman has indicated, the US-
VISIT program that screens the biometrics collected from visitors
to the United States against immigration and criminal databases.
US-VISIT has been struggling for years with implementing a solu-
tion to collect biometric information on foreign travelers departing
the country, a responsibility that is required by law but has not
been fully realized.

Should Mr. Beers be confirmed, these are just some of the critical
challenges that are awaiting his leadership and considerable exper-
tise. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Collins.

I would like to welcome retired General John Gordon of the U.S.
Air Force, who is here to introduce our nominee. We are honored
to have you take the time to be here for that purpose, and I call
on you at this time.

TESTIMONY OF GENERAL JOHN A. GORDON, U.S. AIR FORCE,
RETIRED

General GORDON. Thank you, Chairman Lieberman, Senator Col-
lins. Good afternoon. I am a retired Air Force officer and a former
Deputy Director of Central Intelligence, a former Secretary of En-
ergy, a former Homeland Security advisor, and so I now am a rath-
er interested observer of the national security and homeland secu-
rity scene without a lot of responsibilities, and limited responsibil-
ities. But today, I have the most pleasant responsibility I have had
in a while, which is to introduce my friend and my colleague, Rand
Beers, to the Committee as you consider his nomination to be
Under Secretary of Homeland Security.
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To cut to the chase, I know of no individual who is better quali-
fied nor anyone more suited to take on the vital task of protection
of America’s critical infrastructure, as you both have said, the cen-
tral responsibility of this position. Nor in my book is anyone more
suited to be a member of Secretary Napolitano’s leadership team.
I offer my unqualified and total support for his confirmation.

Now, to be entirely transparent and with full disclosure, Mr.
Beers is a close friend and a longtime professional colleague. We
have worked together in the State Department and in the White
House for several Presidents, and even so, I do not believe that I
suffer from any lack of objectivity in considering his suitability and
qualifications for this vital position.

First, and I do rate this first, Mr. Beers is a patriot. He has com-
mitted his entire working life to the security of our Nation, begin-
ning as a Marine officer and a rifle company commander in Viet-
nam, where he served 4 years. Virtually his entire career since
then has been in government, largely at the State Department and
the White House, and he always found his true reward in the serv-
ice he gave to our Nation. He is the very model of an American
committed to good government, willing to give his time, talent, and
energy toward that end.

Mr. Beers is a man of integrity. He can always be counted on to
do the right thing, to give his objective and well-considered advice.

Mr. Beers is proven under fire, and I refer not only to his combat
experience in Vietnam, but his ability to keep his head and work
calmly and effectively through some of the toughest national secu-
rity and foreign policy situations, and he experienced many of these
literal crises as he served in senior positions in peacekeeping,
counterterrorism, counternarcotics, intelligence, and Middle East
policy.

These items all help define the character of the man, but can he
actually do the job? Yes, I am certain he can. Mr. Beers is certainly
among the most experienced if not the most experienced candidate
for a senior position in Homeland Security. As mentioned already,
he has had huge responsibilities in counterterrorism, counter-
narcotics, political and military affairs, peacekeeping and intel-
ligence, continuously since he joined the Foreign Service in 1971.
As you mentioned, Mr. Chairman, he served four Presidents in the
National Security Council.

Most recently, Mr. Beers has had the opportunity, I think, to re-
flect a bit about his experiences and about how the complex issues
of national and homeland security all fit together, or at least how
they should fit together. For several years, he was President of Na-
tional Security Network, an organization that he founded to bring
together experts seeking to foster discussion of progressive national
security ideas. At the same time, he was an adjunct professor at
the Kennedy School of Government at Harvard. My sense is that
this time of reflection, observation, and teaching has given him a
new and broader perspective of the national homeland security,
along with a renewed commitment to the urgent task ahead, as
well as a deeper appreciation of the long-term strategic goals we
must achieve.

If confirmed, we can expect Mr. Beers to immediately be effective
with no spin-up time needed. He co-led the transition team, as you
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mentioned, Mr. Chairman, at the Department for the incoming ad-
ministration where he really looked into every aspect of the new
and still evolving Department. And today, he serves as counselor
to Secretary Napolitano, advising her on the full breadth of the
Secretary’s mission. I suspect he has identified no shortage of
issues worthy of his time and effort, and I commend the list that
both of you put forward, headed in many ways by cyber security
in addition to the more standard infrastructure protection items.

Mr. Chairman, as I mentioned at the outset, I am not an entirely
disinterested observer in this nomination before the Committee
today. The Department needs the very best leadership and the full
commitment of true professionals as it comes of age and reaches its
full stride in what are still very dangerous times, and the country
needs the very best to take on these tough jobs. Rand Beers is one
of the very best, and I respectfully commend him to the Committee
to become Under Secretary of Homeland Security. Thank you.

Chairman LIEBERMAN. Thanks very much, General Gordon. We
honor you as a former advisor here. The statement was a very
strong one on Rand Beers’ behalf, and we thank you for your serv-
ice.

We know that you are busy. If you would like to stay, we would
be happy to have you. If you need to depart, we understand that
and send you off with our thanks.

General GORDON. Thank you very much, Mr. Chairman.

Chairman LIEBERMAN. Rand Beers has filed responses to a bio-
graphical and financial questionnaire, answered pre-hearing ques-
tions submitted by the Committee, and has had his financial state-
ments reviewed by the Office of Government Ethics. Without objec-
tion, this information will be made part of the hearing record with
the exception of the financial data, which are on file and available
for public inspection in the Committee’s offices.

Mr. Beers, our Committee rules require that all witnesses at
nomination hearings give their testimony under oath, so I would
ask you to please stand at this time and raise your right hand.

Do you swear that the testimony you are about to give is the
gug?l, the whole truth, and nothing but the truth, so help you,

od?

Mr. BEERs. I do.

Chairman LIEBERMAN. Thank you, and please be seated. We
would be happy to hear an opening statement at this time and
would welcome also, of course, the introduction of any family or
guests you have with you.

TESTIMONY OF HON. RAND BEERS! TO BE UNDER
SECRETARY, U.S. DEPARTMENT OF HOMELAND SECURITY

Mr. BEERS. Thank you very much, Mr. Chairman and Senator
Collins. Thank you for the opportunity to appear before your Com-
mittee for confirmation. I want to thank the President of the
United States for nominating me and Secretary Napolitano for rec-
ommending my nomination to the President.

I also want to take this opportunity to introduce the members of
my family, without whom I surely would not be here. First, my

1The prepared statement of Mr. Beers appears in the Appendix on page 28.
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wife, Bonnie Beers, my son, Nathaniel Beers, and my brother,
Chuck Appleby, who have all come here to stand behind me. In
fact, my brother has flown all the way from Vienna, Virginia.
[Laughter.]

Sir, as you and others have said, I have spent about 36 years of
my life working for the U.S. Government, and it is a profession
that I feel honored to have been part of, and I am grateful for the
opportunity with the President’s nomination and hopefully with
your confirmation to continue to serve the government in some ca-
pacity. The position for which I have been nominated is at the cen-
ter of protecting America in the 21st Century, and I hope that my
experience has prepared me amply in order to undertake this. The
areas of responsibility, starting with cyber, are indeed serious and
challenging.

As the President said on Friday, this is a challenge which has
serious threats to the very national security of our country and re-
quires a major response. The President has afforded the notion
that the White House would have a coordinating function, but that
the departments and agencies would continue to be responsible for
the implementation of that policy. And as you all are aware, DHS
has a major role both in the civilian side of the U.S. Government
and in the private sector for drawing together the best defensive
measures and the best partnership to make this Nation’s cyber in-
frastructure secure. For that civilian side of this ledger, I am a firm
supporter and believer and believe that DHS is the logical place for
that responsibility to reside.

With respect to infrastructure protection, it is and represents the
core of our post-September 11, 2001, protection system, with the 18
Sector Coordinating Councils, the four Cross-Sector Councils, as
you mentioned, the National Infrastructure Protection Plan and
the Sector Security Plans, which are now underway, the Bomb Pre-
vention Unit, and, of course, the chemical section.

US-VISIT is at the heart of our identity management for U.S.
visitors and immigrants and as such is linked not just to several
of the elements within the Department of Homeland Security, but
with the Departments of State, Justice, and Defense, as well. And
DHS has two very important pilots in this area about which you
have spoken, the Air Exit and the Land Exit programs, with which
we will be working if I am confirmed.

And finally, the Risk Management and Analysis Office, which
represents the brain trust for risk management tools and concepts
to help the Department decision makers make the best possible de-
cisions against the risks that we have using the resources, both
monetary and personnel, to meet them.

We also have, as you mentioned, the possibility of the Federal
Protective Service becoming part of NPPD, should Congress pass
the required legislation for its shift. That, too, represents an impor-
tant addition to the infrastructure protection responsibilities of
NPPD.

I think in my briefings in NPPD that it will be an exciting place
to work, with very talented people facing enormous challenges with
great opportunities, and I hope that the Committee will give me
the opportunity to be part of that team in confirming me as the
Under Secretary.
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Thank you very much, and I stand open to your questions.

Chairman LIEBERMAN. Thanks very much, Mr. Beers.

I am going to start my questioning with the standard three ques-
tions we ask of all nominees. First, is there anything you are aware
of in your background that might present a conflict of interest with
the duties of the office to which you have been nominated?

Mr. BEERS. No, sir.

Chairman LIEBERMAN. Do you know of anything personal or oth-
erwise that would in any way prevent you from fully and honorably
discharging the responsibilities of the office to which you have been
nominated?

Mr. BEERS. No, sir.

Chairman LIEBERMAN. And finally, do you agree without reserva-
tion to respond to any reasonable summons to appear and testify
before any duly constituted committee of Congress if you are con-
firmed?

Mr. BEERS. I do, sir.

Chairman LIEBERMAN. Thank you. We are going to start with a
round of questions of 7 minutes each.

Mr. Beers, let me just get some old business out of the way be-
fore we get to the new business and just do so for the open record
here. As you know, questions have been raised about something
that happened when you were on the NSC staff. In 1996, you re-
ceived a preliminary briefing regarding efforts by the Chinese gov-
ernment to influence congressional elections in the United States
that year. The briefing you received later became a point of conten-
tion between the White House and the Federal Bureau of Inves-
tigation (FBI), in part because your superiors were not informed
about the briefing at the time it occurred.

I wanted to ask you at the outset here if you could set that expe-
rience in context and really to ask a question in a way with the
hardest edge to it. Is there any reason why your involvement in
that should lead the Members of the Committee to have second
thoughts about confirming your nomination?

Mr. BEERS. Senator, thank you for the opportunity to speak on
the record about this. I have not to this point spoken on the record
about this issue with the exception of the questionnaire, which you
all asked me to fill out, and I welcome this opportunity to correct
some of the characterizations and misstatements that occurred in
that public discussion.

I was serving as the Senior Director for Intelligence Programs in
the National Security Council staff. One of the responsibilities of
the Senior Director was to be briefed on a regular basis by the Fed-
eral Bureau of Investigation with respect to counterintelligence ac-
tivities that the Bureau had responsibility for. In the summer of
1996, I was briefed along with my FBI assistant by two FBI agents
about a new activity that they were looking at concerning, as you
mentioned, the possibility that the Chinese government was seek-
ing in some way to influence congressional elections. The briefing
itself was very preliminary, very sketchy, very limited in detail.
The Bureau was unable to tell me if they had identified any indi-
vidual Members of Congress or any particular congressional races
that were being focused on, and the answer to that was that they
were not.
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As a result of that, I determined that there was not a great deal
of information available but that it was something that I should
continue to monitor and asked that I continue to be informed about
further developments in that process.

Later on that year, there was a public controversy about Chinese
efforts to influence the reelection of President Clinton and Vice
President Gore, and in the course of the media discussion of that,
this particular piece of information and briefing got swept up in the
broader discussion, although I must say some of the media report-
ing suggested that this particular briefing actually referred to the
presidential election rather than, as you stated, congressional elec-
tions.

Chairman LIEBERMAN. But there was no reference to the presi-
dential election in that briefing that you received?

Mr. BEERS. None whatsoever, sir. And as a result of that, Sandy
Berger, who was then the National Security Advisor, together with
the White House General Counsel, launched an investigation to
find out what was known, what was not known, how it had come
to pass.

In the course of that particular investigation, my colleague indi-
cated that it was his recollection that the FBI told us that we were
not to brief more senior members of the White House staff. I indi-
cated that I did not remember that particular injunction, and I in-
dicated that had that particular injunction been communicated to
me, I would have ignored it had I thought that the information was
significant enough that more senior members, particularly the Na-
tional Security Advisor, needed to be briefed of that.

That particular piece of information came to the media’s atten-
tion and those remarks about not being permitted to brief up were
attributed to me. The FBI then indicated that in no way were those
briefers ever instructed to make that kind of statement, and that
became part of the media swirl about all this. But I was asked not
to talk to the press during that period, so I never had an oppor-
tunity to correct the record with respect to my own involvement in
that.

In retrospect, looking back, I certainly think that my judgment
at the time would probably have been better served had I briefed
Anthony Lake, but that was my judgment, and I have to accept re-
sponsibility for that.

As a result of that, Sandy Berger gave me a verbal reprimand
in the spring of 1997, and that was, as far as I know, the end of
the matter, and it was not a subject of my previous confirmation
hearing.

Chairman LIEBERMAN. I appreciate that very much. So as I hear
it, in addition to nothing being mentioned about the presidential
election, the reason you did not report up was that this was one
of a number of items that the FBI was briefing you on at that
meeting, is that right?

Mr. BEERS. That is correct, sir.

Chairman LIEBERMAN. And that the level of the briefing was
general or vague?

Mr. BEERS. Yes, sir.
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Chairman LIEBERMAN. Obviously, everybody has to make their
own judgments, but certainly for myself, that is no obstacle to sup-
porting your nomination.

I am heading to the end of my time, but let me just take us to
cyber security. There was a lot of concern, certainly on this Com-
mittee and I hope more broadly, that the review and change in pol-
icy that we thought might be forthcoming from the President last
week might undercut the role of the Department of Homeland Se-
curity. I was personally very relieved to see that it did not happen,
at least not in what I read. Of course, for me, the reason is not just
turf, it is that this is a very critical element of Homeland Security
and it will continue to be so for some time to come, to protect both
our non-defense Federal cyberspace and the private sector that
DHS has a primary responsibility for.

Just give me your reaction. You were inside—am I reading it
right? Do you feel that the role of the Directorate you would head,
if confirmed, in the Department is being at least sustained, if not
strengthened, and that you will not be undercut by the Cyber Secu-
rity Coordinator in the White House?

Mr. BEERS. Yes, sir, that is my understanding as recently as this
morning in a conversation with John Brennan that I had before I
came up here for my confirmation hearing.

Chairman LIEBERMAN. Yes, on both counts?

Mr. BEERS. On both counts, that is correct. There was no realign-
ment of roles and missions of the Department, and it is the view
in the White House that the Department of Homeland Security will
continue to play an absolutely essential role in the protection of
America’s cyber infrastructure.

Chairman LIEBERMAN. Very good. Thank you. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

I want to go back to the issue in 1996 on the briefing that you
received from the FBI agents who alerted you to the interest of
Chinese operatives in influencing our congressional elections. I was
not clear from your answer to Senator Lieberman whether you
were saying that the FBI briefers told you not to report the infor-
mation up the chain.

Mr. BEERS. Senator Collins, I do not remember being told that.
My colleague is the person who stated that, but to the best of my
memory then and to this day, I remember nothing with respect to
any limitations on our ability to inform seniors—that would have
been the National Security Advisor and the Deputy National Secu-
rity Advisor in this case—due to the nature of the briefing.

Senator COLLINS. That leads me to ask you why you did not re-
port the information. I know you said in response to a question
from Senator Lieberman that this was one of many items and that
it was not that specific, that it was vague reporting, but it seems
to me that any report that a foreign country was trying to influence
elections in the United States would cause you to bring that infor-
mation to the attention of either the Deputy National Security Ad-
visor or the National Security Advisor. So I am trying to better un-
derstand why you decided not to.

Mr. BEERS. Senator, if I thought that there was a program to try
to influence the election that was known to be underway, I would
have briefed my superiors. It was not clear to me from that briefing
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that this was not more than chatter with respect to an idea. But
because they were unable to brief me on any specific targets or any
more detail other than the notion that there was a notion that the
Chinese might be thinking about doing something like this, I felt
that it was in the nature of a preliminary briefing and I wanted
to have more information before I briefed more senior people.

Senator COLLINS. Did you follow up on the briefing to ask for ad-
ditional briefings?

Mr. BEERS. Yes, ma’am, I did ask for additional information at
that briefing. By the time this issue became a media discussion, I
had not had an opportunity for a second follow-up on my own be-
half. My colleague did talk to them, or at least I understand that
he did talk to the Bureau about any additional information, but I
was not privy to any details that there was any more information
at that point in time.

Senator COLLINS. By your colleague, are you talking about the
FBI detailee assigned to you?

Mr. BEERS. That is correct.

Senator COLLINS. So you did, at the conclusion of this briefing,
ask your detailee to follow up and report back to you if there were
subsequent developments?

Mr. BEERS. I asked both my colleague and the Bureau briefers
to do the same.

Senator COLLINS. And there never was further reporting to you?

Mr. BEERS. No. In fact, I never saw any further reporting on that
subject.

Senator COLLINS. So later that same year, the contributions by
Chinese nationals to the presidential campaign, the Clinton-Gore
campaign, became a major issue, in fact, had led this Committee
to do a major investigation. At that time, did you then recall the
briefing that you had had indicating that there may have been an
attempt by the Chinese to influence congressional campaigns?

Mr. BEERS. I did, and I spoke to the NSC Counsel at that point
in time.

Senator COLLINS. And was it at that point that Sandy Berger
said to you, you should have brought this to our attention earlier?

Mr. BEERS. That is the point at which Mr. Berger and the White
House General Counsel sought more information on what we knew.

Senator COLLINS. Thank you. That is very helpful.

Let me follow up with Senator Lieberman’s other question, and
that is on the cyber security issue. I have a lot of reservations
about the establishment of a White House cyber security czar be-
cause it makes it far more difficult for Members of Congress to ex-
ercise our oversight responsibilities. We traditionally cannot call
presidential advisors before the Committee. But I am also con-
cerned in terms of accountability.

Just this past Friday, the President announced that he is cre-
ating the cyber czar, and then yesterday Secretary Napolitano ap-
pointed a number of individuals within the Department of Home-
land Security with cyber security responsibilities. In your testi-
mony, you stated that the Directorate’s overarching mission is to
mitigate the risk to the Nation’s cyberspace by cyber criminals and
nation-states.
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So you have the cyber czar within the White House. You have
a Director of the National Cyber Security Center within DHS. You
have the head of the National Cyber Security Division. You have
the Assistant Secretary for Cyber Security and Communications.
And you have your position. So my question to you, Mr. Beers, is
who is in charge?

Mr. BEERS. Senator Collins, thank you for that question. I think
that it is an absolutely appropriate question. What Secretary
Napolitano has sought to do in terms of aligning responsibilities
within the Department is to create as close as possible, respecting
the rules of the Senate about reorganizations of the Department of
Homeland Security without recourse to congressional approval, a
single chain of command that ends with the position of the Under
Secretary for National Protection and Programs, which if you con-
firm me would be me. Working for me will be a respected cyber se-
curity individual, Philip Reitinger, who is already appointed the
Deputy Under Secretary for NPPD, but is now also dual-hatted as
the Director of the National Cyber Security Center. Under him
would be the Assistant Secretary for Cyber Security and Commu-
nications, and under him would be the office within that assistant
secretaryship which carries out the specific and detailed and oper-
ational functions within the Department.

We believe that with respect to the individuals who are already
in place or who are now named, we are assembling the strongest
possible team that DHS could put together in order to give you and
the country some assurance that DHS is here to do whatever it
can, within the law, obviously, to protect America’s cyber infra-
structure, and I would hope that you would confirm me to be a part
of that team.

Senator COLLINS. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks, Senator Collins.

If I may, with Senator Akaka’s permission, that was a really im-
portant question that Senator Collins asked you. I was going to ask
it myself in a second round. To me, your answer was clear, which
is that if you are confirmed, you will be in charge of the cyber secu-
rity effort for the Department of Homeland Security.

Mr. BEERS. Yes, sir.

Chairman LIEBERMAN. Can I ask just one more quick question?
On the so-called cyber czar in the White House, not yet named, do
I understand correctly that the position will have no operational
authority?

Mr. BEERS. That is my understanding, as well, sir. That was the
discussion that went through the review study, as I was able to as-
certain, and it will be a coordinating function in the tradition of the
National Security Council staff, or now the National Security staff
based on the new reorganization.

Chairman LIEBERMAN. Right. And what the new Cyber Security
Coordinator will be coordinating is the work that you will be doing,
that the NSA will be doing, that the Department of Defense will
be doing. Have I left any big ones out?

Mr. BEERS. Yes, sir, you have. The Department of the Treasury,
the Department of Commerce——

Chairman LIEBERMAN. Right.
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Mr. BEERS [continuing]. And the Department of Justice would be
three other major participants in this, as well as the rest of the ci-
vilian side of the government. As you will recall, the National
Cyber Security Center and the Department of Homeland Security
Cyber Security and Communications Office are together working to
provide a defensive system to protect the U.S. Government from
cyber intrusions. That will require our working with all of those
cabinet departments and agencies, and sometimes, I am sorry to
say, we need help from the White House in order to get people to
play in the same sandbox.

Chairman LIEBERMAN. Understood. Thank you.

Senator Akaka, thanks for being here.

OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. Thank you very much, Mr. Chairman. I am glad
to be here and add my welcome to Mr. Beers and also welcome his
family, wife, son, and brother to this hearing.

Mr. Beers, looking over what you have consented to do, you have
a tremendous position, a tremendous job, and tremendous chal-
lenges before you. As Under Secretary for National Protection and
Programs, your charge will be to take proactive steps to protect our
national infrastructure and resources, and that is a huge under-
taking. I am pleased with your focus on resiliency in your approach
to strengthening homeland security, as well as your interest in
working with partners. That is another part of your position, to
work with other parts of the government at all levels, as well as
the private sector. So, in looking at all of this, my feeling is that
you are going to be all over the place in homeland security, but I
am hopeful that you will address the human capital and manage-
ment challenges within NPPD so that the Directorate can meet its
operational requirements. All in all, I feel that your job is hugely
operational.

In your response to the Committee’s policy questions, you stated
that NPPD’s most significant challenge to accomplishing its mis-
sion is its ability to hire enough highly qualified employees to meet
the rapidly growing demands on the Directorate. So my question to
you is, what is your overall approach not only to recruiting these
workers, but also to training and even retaining them?

Mr. BEERS. Senator, thank you for that question. It is truly the
first challenge, if I am confirmed, that I will face, and I have
thought about it. I have been briefed about it. I have talked with
my colleagues about it. Philip Reitinger has already begun some of
the process that we need to put in place in order to bring people
on board.

We have no absence of people who apply for the positions. We
have no absence of people who are fully qualified for the positions.
We have a problem with the process for actually taking them on
board, and that represents the challenge that he has begun and
that I hope I might be permitted to continue. In particular, we
have to look very carefully at all of the processes leading up to the
job offer and the security clearance, and that means that the proc-
esses for posting the positions, reviewing the individuals who are
considered qualified, and selecting those for hiring are done in an
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expeditious fashion, and they have not been always done as quickly
as they might be, and Mr. Reitinger has taken that task on.

We have discussed further what more might be done with respect
to the security clearance process, not to make the clearance less se-
rious or robust, but to determine whether or not we are putting
ourselves in a bind with respect to the over-classification of some
of the positions, that is, positions where it might be nice to have
a “top secret” clearance, but the “top secret” information would only
be necessary in very rare occasions, or whether or not for those in-
dividuals who have clearances from other agencies there might be
a better arrangement in order to at least grant interim clearances
while the full background was done by the Department of Home-
land Security, if in fact that was even necessary.

This was one of the things that the 9/11 Commission looked at
in terms of the granting of clearances in the U.S. Government and
the stovepipe system that currently exists, and it is certainly one
that I want to examine with my colleagues if I am confirmed and
one that I know the Office of the Director of National Intelligence
is also interested in. So I think that there are opportunities to
move from the current level of Federal employees to a higher level
in a much shorter period of time than it has taken to get to the
level that we are at at this particular point in time, and I regard
that as a major challenge.

Senator AKAKA. Well, I am glad to hear that you look upon that
as an opportunity. This is one area where we have been lacking.
Senator Voinovich and I, he is the champion, have been working
hard on human capital over the years, and for good reason, and we
are still working on it. So your work on human capital would cer-
tainly help, and I hope, as you said, you look upon it as an oppor-
tunity.

I am pleased that you see the need to convert some contract work
into career civil service positions to ensure that NPPD has the in-
ternal capacity to perform its core functions and that contractors
are not performing inherently governmental work. In particular,
your response to the Committee’s policy questions noted that con-
tract employees are currently serving as NPPD’s Directors for Re-
source Administration and Human Capital. In my opinion, these
seem to be inherently governmental functions. What is your
timeline for converting these and other contract positions into civil
service positions?

Mr. BEERS. Sir, it is my intention to move as quickly as I pos-
sibly can to make those conversions, recognizing that it is not al-
ways a one-for-one replacement. But with respect to inherently gov-
ernmental functions, I want to move as quickly as possible to put
in place Federal employees, recognizing that the contracting func-
tion that the Department and NPPD has may not allow the termi-
nation of the contract without financial penalties. We will have to
look at all of those considerations in how we move forward, but I
do not believe that it has to be a restriction in terms of bringing
on board the right people for the right positions as Federal employ-
ees. So as a general answer, we will move as quickly as possible
to bring people in. How quickly we can terminate the contractors
and replace them will depend on the contract itself and the finan-
cial obligations of the contract.
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Senator AKAKA. Well, thank you very much for your responses,
Mr. Beers.

Chairman LIEBERMAN. Thank you, Senator Akaka. Senator
Burris, welcome.

OPENING STATEMENT OF SENATOR BURRIS

o %enator Burris. Thank you, Mr. Chairman and Ranking Member
ollins.

I would like to welcome Mr. Beers before the Committee as we
consider his nomination for Under Secretary for the Department of
Homeland Security and the National Protection and Programs Di-
rectorate. Mr. Beers, from what I have read, you have a remark-
able career in public service, and I was really impressed with that.
I am glad to see you continuing to want to serve. Your background
and demonstrated expertise in the field of national security will
serve you well if you are confirmed.

I heard Senator Akaka just ask a couple of questions that I was
going to ask, so let me switch back further in my notes and see if
we can get you to answer this question.

You stated that although you believe the organization of the Na-
tional Protection and Programs Directorate allows it to complete its
mission, you would review its structure, if confirmed. Are there any
specific aspects of the National Protection and Programs Direc-
torate that you can identify at this point that will yield greater effi-
ciencies? Would a review of the organizational structure be an im-
mediate priority?

Mr. BEERS. Sir, I have looked at the Directorate. We have actu-
ally focused on one of the major changes that I would make, which
is not so much organizational, although it would result in a dif-
ferent culture, and that is, move from the 50 percent level of con-
tract employees present in our offices and move in the direction of
a much higher percentage of Federal employees as quickly as pos-
sible.

With respect to organization and reorganization, the Department
has put forward in the appropriation for fiscal year 2010 a major
reorganization move which would move the Federal Protective
Service from Immigration and Customs Enforcement to the Na-
tional Protection and Programs Directorate. That would be a major
reorganization, if approved. There are over 1,000 Federal law en-
forcement officers within the FPS, and they supervise over 15,000
contract employees which have been part of the Federal system of
protecting our Federal buildings, from cabinet agencies to court-
houses, around the country. That would represent a major change
in both the size and management challenges. The Directorate has
already begun a series of discussions and seminars with the Fed-
eral Protective Service so that if Congress approves that change,
we would be ready to move as seamlessly as possible to including
them within the NPPD umbrella.

Beyond that, I have some ideas that I have been tossing around
in my mind, but sir, I have to say I have been around government
long enough to know that, first, there is a whole lot of difference
between observing an organization from the outside and observing
an organization from the inside, and I am reluctant to go entirely
on my preliminary visions about what I might be prepared to do.

VerDate Nov 24 2008  09:17 Oct 29, 2010 Jkt 051780 PO 00000 Frm 00018 Fmt6633 Sfmt6633 P:\DOCS\51780.TXT SAFFAIRS PsN: PAT



ph44585 on D330-44585-7600 with DISTILLER

15

And second, sir, I want to be able to talk to the employees spe-
cifically about this. I do not want them to hear about my thinking
about reorganization without an opportunity to talk to them. So be-
yond the FPS proposal, there are some ideas that I have, but I
would prefer not to talk about them publicly until [——

Senator BURRIS. It sounds like to me, Mr. Beers, that you are
going to do the reverse. It was always contracting services. Govern-
ment is contracting everything out. It looks like to me you are say-
ing that you will look at, when those contracts expire, hiring some
of those people who have been working for the contractor and
bringing them back into the government. Where else are you going
to get the talent and experience to bring these people in? There
would be a timetable involved if you were to use individuals who
are not experienced and currently working with the contractor,
would that not be so?

Mr. BEERS. Sir, we have right now a hiring program for approxi-
mately 500 individuals. A number of those individuals would come
on as chemical inspectors. A large other number would come to
work in our National Cyber Security Division. We have had no
dearth of applicants from the private sector, retired government of-
ficials, retired military and law enforcement officials, people who do
come out of the contracting world

Senator BURRIS. Well, now, if they are retired officials and they
are on a pension, would they come back and have to deal with their
pension arrangements with the Federal Government?

Mr. BEERS. It depends on what system they were under, sir. If
they were in the military, they would be permitted to receive a sec-
ond government salary in addition to their pension. If they were
with a law enforcement agency, some of them would be permitted
to come back and have a second contract. If they were like me, and
I am a pensioner, sir, no. You get just your government salary.

Senator BURRIS. So are you telling me you are giving up your
pension to come back?

Mr. BEERS. Yes, I am giving up my pension, but the amount of
money I would receive if I am confirmed will be larger than my
pension:

Senator BURRIS. OK.

Mr. BEERS [continuing]. Although my pension is a very generous
pension for 36 years of government service.

Senator BURRIS. I would imagine so. That is a great deal of serv-
ice. Thank you very much, Mr. Beers.

Mr. BEERS. Thank you, sir.

Senator BURRIS. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks, Senator Burris. Senator Voin-
ovich.

OPENING STATEMENT OF SENATOR VOINOVICH

Senator VOINOVICH. First of all, Mr. Beers, I think that we are
lucky to have someone like you with experience and background
who is interested in continuing to serve our country. Thank you for
your willingness to do that.

Mr. BEERS. Thank you, sir.

Senator VOINOVICH. When you are confirmed, you will oversee ef-
forts to develop and implement a biometric entry and exit system,
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which Congress has been calling for since the PATRIOT Act was
enacted back in 2001 and which the 9/11 Commission called an es-
sential investment in national security. You have said that “imple-
menting an effective air entrance and exit solution,” would be one
of your top priorities, if confirmed, but I notice that you excluded
the word “biometric” from your description. Will implementing a bi-
ometric air entry and exit system be a priority for you?

Mr. BEERS. Yes, sir, and I regret that I neglected to use the word
“biometric.” It was certainly in my mind when I reviewed the an-
swers to those questions and signed the statement. Yes, it will be
biometric, sir.

Senator VOINOVICH. Recently, I met with the head of another
DHS component, and he told me that he believes implementing a
biometric air entry and exit system would be cost prohibitive. Do
you agree with that assessment, and why or why not? Maybe you
have not been around long enough to be able to answer that, but
this is a pretty high up person, and he said that it would be prohib-
itive.

Mr. BEERS. Sir, if the solution selected involves using U.S. Gov-
ernment employees to implement such a system, we would have to
come back to the Congress with a budget proposal that would allow
us to undertake those responsibilities. We are currently looking at
the pilot program. When we have the results from that pilot pro-
gram and are ready to make a selection between an airline imple-
menting solution or a government implementing solution, we will
also do our homework to talk about what the cost would be, and
we will come back to you with that.

Senator VOINOVICH. Now, I think

Mr. BEERS. Whether it is cost prohibitive or not, I am not in a
position at this point in time to tell you because we have not actu-
ally run the numbers in a hard fashion for that particular option.

Senator VOINOVICH. It is my understanding the airlines opted
out of the biometric pilot being conducted now and that Customs
and Border Protection is part of this testing and the other group
that is doing it is the Transportation Security Administration
(TSA).

Mr. BEERS. That is correct, sir. The airlines declined to partici-
pate in the test program. We will factor that into the pilot results
and make our judgments known and work with Congress to move
forward.

Senator VOINOVICH. Well, one of the things I would like to point
out is that there is no money requested in the budget to actually
begin implementing biometric air exit during fiscal year 2010. I un-
derstand there is more than $20 million in prior year funds that
can be used for further biometric air exit work in 2010, but the 2-
month-long air exit pilot projects that US-VISIT is conducting will
cost more than $5 million. So $20 million will not go very far. I am
concerned about the lack of significant funding for this system be-
cause the Department’s waiver authority to bring new countries in
to the visa waiver program is linked to the creation of a biometric
air exit system. Without funding, how would we move forward in
fiscal year 2010 to meet congressional mandates to develop that bi-
ometric air exit system?
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The point I am getting at is that we have countries now that
have come into the visa waiver program, a total of eight new ones.
There are no other countries ready to come in right now, but there
may be, I think, in 2010. But the statute provides that if the bio-
metric air exit system is not in place, then the Secretary authority
to waive visa refusal rates exceeding 3 percent stops. That is, you
cannot bring in many more countries, so aspirant countries go into
limbo. And my concern is that if we do go forward with biometric
air exit, and you said you think it is a good idea, then I think there
ought to be some money so that you can implement it and we do
not end up, as I say, in limbo with our visa waiver program expan-
sion, which is not only important to our national security, but also
to public diplomacy for this country because there are a lot of coun-
tries out there right now that would like to get into the program
and are hoping to get in, but without this system, they cannot be
waived in.

Mr. BEERS. Sir, you are absolutely right in that regard. It would
appear to me, as well, that $20 million would not be enough to im-
plement that kind of a program if it becomes a government pro-
gram, and that is why I said what we need to do at the conclusion
of the pilot test is come forward with, first of all, where we think
the solution ought to go and, if it is a government program, with
a way to pay for it because I am committed to it and want to work
with you and other Members of Congress to implement that pro-
gram because I believe it is important to the security of this coun-
try.

Senator VOINOVICH. Well, I may call the Secretary because I am
Ranking Member on that Homeland Security Appropriations Sub-
committee and maybe we could stick some money in there so that
if you do decide to go forward with it, you have some money to
work with and we can move forward with it.

In 2007, DHS released scorecards evaluating the interoperable
communications capabilities with major cities. I took it upon myself
to visit the four cities in Ohio where those scorecards were issued.
I thought the scorecards were terrific because they showed that we
only had one city that really was up to snuff in Ohio. The rest of
them were not there. I would like to suggest to you that those
scorecards were a great idea, and I would hope that you might re-
visit that program so that we could go out and do another evalua-
tion of where cities are to see if they have made any improvements
because interoperability is fundamental, I think, to any kind of re-
sponse to either a natural disaster or a terrorist attack.

Mr. BEERS. Sir, you and other Members of this Committee and
the Congress have made that clear to us, and I totally agree with
you that this is an absolutely vital program to protecting America,
and I look forward to working together with you and other Mem-
bers of this Committee to make that program a reality. So you
have my commitment to that.

Senator VOINOVICH. Thank you.

Chairman LIEBERMAN. Thank you. Well done.

Let us do a second round of 5 minutes each, if Members have ad-
ditional questions.

Mr. Beers, let me focus on the Office of Infrastructure Protection
that comes under the Directorate you have been nominated to
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head, which is now, as you said, tasked with coordinating a na-
tional program to reduce the risk to the Nation’s 18 critical infra-
structure and key resources sectors. These sectors are wide-ranging
and include areas such as energy, information technology, water,
and financial—really the basis of the way we live in our country
today. All of them are critical, but obviously we have limited re-
sources and therefore prioritization is necessary.

I would say up until this point that the transportation and chem-
ical sectors have been a focus of the Department. Are there sectors
that you believe have not yet received adequate focus and should
now become added to the Department’s top priority list?

Mr. BEERS. Sir, one of the major reasons that I took this job was
the cyber function that was embedded in this job——

Chairman LIEBERMAN. Yes.

Mr. BEERS [continuing]. And in that particular sector and the
cross-sector committee on cyber security, that would be one of my
major efforts in the 18 critical sectors. The second would be the
electrical sector. It is hard for cyber security to work without elec-
tricity. It is hard for the critical infrastructure, cyber infrastruc-
ture, to work without electricity. So I would want to make sure
that we were as confident as we might be that those two sectors
were receiving as much attention as needed.

I do not want to in any way, however, diminish the importance
of the other sectors

Chairman LIEBERMAN. Sure.

Mr. BEERS [continuing]. But you asked for the principal ones
that I would focus on at the start, and those are the two, sir.

Chairman LIEBERMAN. Well, that is a helpful and encouraging
answer. One related question is we know, of course, that today,
electricity depends on cyber systems, as well. In 2007, the Depart-
ment of Homeland Security, working with the Idaho National Lab-
oratory, discovered a cyber vulnerability known as “Aurora,” which
has the potential to do really long-term costly damage to mechan-
ical equipment essential to the operations of the electric sector. The
reality is that if vulnerabilities like Aurora are strategically com-
promised in a coordinated manner, large portions of the United
States could be without electricity for a long period of time.

Do you believe that current efforts to secure the electric sector
from cyber attack are sufficient? If not, give us a general idea what
your plan would be to try to improve them.

Mr. BEERS. Sir, you are absolutely right in referring to that
study in terms of the significant vulnerability. I do not believe we
have adequately addressed that vulnerability or other vulner-
abilities, and that is why I intend to look at the individual protec-
tions for these data systems that serve as the controls for the elec-
trical grid and specifically at those generators that were deemed to
be so vulnerable. I think we need to erect our cyber defenses not
just in the U.S. Government, but ensure that the private sector is
aware of the possibilities and takes advantage of those defenses in-
sofar as they can bring them to bear on the vast amount of our crit-
ical infrastructure that is in the private sector.

Chairman LIEBERMAN. Well, I appreciate that answer. I appre-
ciate what you said earlier, that cyber defense is probably the No.
1 reason why you have taken on this assignment. Part of the chal-
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lenge obviously is how do you and all those working with you in
the Department of Homeland Security get the private sector, which
owns and operates most of the critical infrastructure, to do what
needs to be done to protect our homeland security, particularly if
it costs money to do it at a difficult economic time.

I will come back to this with you, Mr. Beers, but I hope as you
go through these issues, if you are confirmed, at the beginning of
your service in this position, if you feel that you need additional
legislative authority to get the private sector to do what we need
them to do in the national interest, I hope you will not hesitate to
let this Committee know.

Mr. BEERS. Thank you, sir. I will.

Chairman LIEBERMAN. Thank you. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

I want to follow up on an exchange you had with Senator
Voinovich, who talked about the importance of interoperable com-
munications. This has been a priority of the Chairman and mine
for several years, and we made some progress, but not enough.

Several years ago, the Integrated Wireless Network project was
begun and the goal was to create a nationwide consolidated inter-
operable wireless communications system for the law enforcement
officials at the Department of Homeland Security, the Department
of Justice, and the Treasury Department. Despite spending hun-
dreds of millions of dollars, a Government Accountability Office
(GAO) report in December of last year found that the program had
failed, and it had failed due to a lack of leadership within the par-
ticipating agencies. In the Department of Homeland Security’s re-
sponse to the GAO report, the reason given for abandoning the
joint program was “because the Department of Justice and DHS
have different regional priorities, a common system will not work
at the national level.” Now, keep in mind this is after spending
hundreds of millions of dollars to achieve this.

What is your view of having an interoperable communications
system for Federal law enforcement officers regardless of which
agency they are employed by?

Mr. BEERS. First of all, as a general proposition, Senator Collins,
I am committed to that objective. I think that it just makes really
good common sense. I understand that the Department has spent
a large amount of money without success, although I am told that
there was a successful test bid in the Pacific Northwest that
seemed to be operating effectively. But you are right about the
GAO report conclusion and the statement that the Department
gave you in response to that GAO report.

I am committed to looking into this. I understand that the con-
cept of the Emergency Communications Preparedness Center is a
hoped-for solution to this problem, but it is the kind of thing that
I am going to have to dig into if I am confirmed and probably work
further with you all in order to get the right answer. But I am com-
mitted to getting to yes in this general proposition. The notion that
somehow we cannot find a common solution just because different
departments and agencies have different ways of doing business is
kind of the same thing that we are wrestling with US-VISIT, which
is how do you merge the databases that different departments and
agencies have in order to have the most effective common database.
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And I am not saying that it is easy, but it also seems to me that
it is something that a little bit of elbow grease and attention might
be able to resolve a little more easily than throwing up your hands.

Senator COLLINS. I certainly agree with you. The Department’s
response to the GAO report sounds like a turf battle to me rather
than focusing on what the objectives should be. It is certainly ironic
that the Department—correctly, in my view—has pushed State, re-
gional, and local law enforcement to work together on interoperable
systems and yet has thrown up its hands and apparently aban-
doned an attempt to have an interoperable system across the Fed-
eral Government. So I am pleased to hear your response, and we
look forward to working with you on that.

Let me switch to another issue, which is the chemical security
law, which as an author of that law is of great interest to me. I
read with interest that in 2006, you co-chaired a task force on
homeland security established by the Century Foundation, which
issued a report that had a chapter on chemical site security. Now,
this was before we were successful in getting the law passed. But
you have two recommendations that are not included in the current
law. One was to provide liability protection and the other terrorism
insurance premium reductions for chemical plants that are in com-
pliance with the Federal chemical security regime. Do you still
agree with those recommendations, or is it something you would
still pursue?

Mr. BEERS. It is something that I certainly want to look at in the
context of the chemical legislation reauthorization, although, as
you know, the Administration only asked to roll over the existing
authorization in this fiscal year in order to give ourselves in the
Executive Branch time to make sure that we had the right answer
to that question.

I would certainly like to look at that, if I am confirmed, as an
element. As I said earlier, being on the inside and looking in from
the outside are two different perspectives. I am not saying that my
perspective will not change. I am not saying that it will change.
But I certainly want to take the opportunity to look at this reau-
thorization and thank all of you on this Committee for that legisla-
tion. I care deeply about that, as indicated in that book and efforts
that I undertook to look at this issue from the time that I left gov-
ernment, and so you all are to be commended for a terrific piece
of legislation.

Senator COLLINS. Thank you. I appreciate that. This Committee
has tried to identify gaps and emerging vulnerabilities and pass
legislation to try to get ahead of the curve, and I will be looking
forward to your recommendations. I am aware that the Department
and the Administration has asked for a one-year extension of the
sunset deadline, or the expiration of that law, and we look forward
to working with you.

Just one final question. In your responses to Senator Lieberman
and in your responses to the pre-hearing questions, you indicated
your willingness to respond to requests for information from this
Committee. I would be remiss in my duties as the Ranking Minor-
ity Member if I did not ask that you treat requests from the Chair-
man and from the Ranking Member equally, even though I can as-
sure you that 90 percent of the time, those will be joint requests
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and this Committee prides itself on its bipartisan approach to these
issues. But would you respond to requests from the minority equal-
ly?

Mr. BEERS. Without reservation.

Senator COLLINS. Thank you.

Mr. BEERS. I have worked for Administrations in which the Exec-
utive Branch and the Legislative Branch were not always led by
the same party, and I have worked when they were the same
party, and I have worked with both parties and served both par-
ties. I look forward to working with the minority as well as the ma-
jority.

Senator COLLINS. Thank you. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Collins.

I want to give you a special assignment, Mr. Beers, in your re-
view of the Chemical Facility Anti-Terrorism Standards Act. It is
called CFATS, which has become pronounced in government circles
as “see-fats.” We can do better than that, and I am counting on
you. [Laughter.]

Mr. BEERS. Thank you, sir. That is a challenge.

Chairman LIEBERMAN. I think they have a whole unit over at the
Pentagon because in the Pentagon, this would be called Operation
Sturdy Strong Cleanup or something. [Laughter.]

Senator Burris.

Senator BURRIS. Thank you, Mr. Chairman. I just have a general
question.

Mr. Beers, Homeland Security is a relatively new Department. It
was a conglomeration of responsibilities coming from various other
sources and agencies. If you are confirmed, do you think that you
will have a pretty good working knowledge to pull all of those func-
tions together and overcome all the turf battles? Do you see any
turf battles that might be inhibiting you at this point to carry out
NPPD’s major functions?

Mr. BEERS. Sir, you are absolutely correct in your characteriza-
tion of the Department, and the evolution of this bringing together
of a number of different agencies from different departments was
a challenge at the beginning and continues to be an ongoing issue.
It is certainly one that Secretary Napolitano recognized when she
took over the Department and one which she has listed as one of
her five major priorities.

There are some rivalries. There are some turf battles. I do not
believe that any of them are insurmountable, but I also have to tell
you in all candor, sir, I served much of my career in the Depart-
ment of State, and to say that there are not turf battles in the De-
partment of State among the offices in that Department would be
to ignore over 100 years of history in that particular Department.
So it is not always true that the passage of time resolves all chal-
lenges, but it is certainly one that the Secretary and I, if I am con-
firmed, will take on as an important issue, to make sure that she
says we have one DHS and not 37 different entities within a De-
partment.

Senator BURRIS. Yes, because I see that you are going to take
over, what is it, the FPC, or——

Mr. BEERS. FPS, sir. The Federal Protective Service.
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Senator BURRIS. Yes. So if you begin to try to move that away,
I can just see that there might be some turf problems starting
there if that were the case.

Mr. BEERS. Sir, that is an interesting question because there has
been a lot of discussion about where the Federal Protective Service
would be best located, including some people who have said that
perhaps it ought to go back to the General Services Administration
from which it was plucked and put into the Department of Home-
land Security.

Senator BURRIS. I used to run a similar General Services for the
State of Illinois

Mr. BEERS. Yes, sir.

Senator BURRIS [continuing]. And have had this experience of
turf problems.

Mr. BEERS. Yes, sir. When you think conceptually about what
that law enforcement agency does, protecting Federal critical infra-
structure, and the responsibility of the Infrastructure Protection
Office in NPPD, there really is, I think, an alignment here of mis-
sions, and one of our sectors is the Federal, State, local, tribal, and
territorial governmental infrastructure. So this actually, I think,
represents a good conceptual fit. Now, if that happens, what NPPD
will need to do is make sure that the transfer from Immigration
and Customs Enforcement to NPPD is done as smoothly as possible
so that the normal turbulence associated with any kind of a move
of that magnitude does not come to be crippling to the roles and
missions of the FPS or NPPD.

Senator BURRIS. Mr. Beers, I want to congratulate you and look
forward to you continuing your work with public service. I am just
admiring your ability to come back and extend that talent and com-
mitment that we need at such a crucial time. Congratulations to
you.

Mr. BEERS. Thank you, sir, for your kind words.

Chairman LIEBERMAN. Well said, Senator Burris.

Thanks, Mr. Beers, for your testimony today, for your willingness
to serve. If confirmed, you are going to be in a truly critical position
for our homeland security, and your entire career, fortunately for
us, prepares you for it, so I thank you for your willingness to serve
again. I thank your family for backing you up. We have almost a
reflex reaction that is quite appropriate in the Armed Services
Committee of thanking the nominees and their families. We prob-
ably do not do that enough in the other committees, so we thank
the people behind you.

Without objection, the record for this hearing will be kept open
until 12 noon tomorrow for the submission of any written questions
or statements for the record, and we hope very much to be able to
move your nomination out of the Committee and through the Sen-
ate as soon as possible.

Do you have anything else you would like to say in your defense
before we execute judgment? [Laughter.]

Mr. BEERS. No, sir. Thank you very much for the opportunity to
appear before you and to answer your questions. It was a pleasure.

Chairman LIEBERMAN. Thank you. Senator Collins.

Senator COLLINS. Mr. Chairman, I just want the nominee to
know that I have introduced a bill to allow the reemployment of
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annuitants without having their pensions offset in order to help us
attract people back into government. However, in your case, the
bill, T regret to tell you, would not apply because it is limited to
part-time work over a limited period of time, and if all goes well,
we hope that you will not be doing part-time work when you are
at the Department.

Thank you, Mr. Chairman.

Mr. BEERS. Thank you.

Chairman LIEBERMAN. Thanks, Senator Collins.

The hearing is adjourned.

[Whereupon, at 3:55 p.m., the Committee was adjourned.]
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APPENDIX

Prepared Statement of Joseph Lieberman

The Nomination of Rand Beers
to be Under Secretary for the National Protection and Programs
June 2, 2009

Good afternoon. Thank you all for coming to our hearing today on the nomination
of Rand Beers to be Under Secretary for the National Protection and Programs
Directorate (NPPD) at the Department of Homeland Security (DHS).

Mr. Beers is a highly-qualified nominee with a record of more than 30 years of
public service, dating back to his service as a Marine in Vietnam. He has served in
Democratic and Republican administrations, working as the Senior Director for
Combating Terrorism at the National Security Council (NSC) during the Administration
of George W. Bush, as Assistant Secretary of State for International Narcotics and Law
Enforcement Affairs during the Clinton Administration, and Director of Counter
Terrorism and Counternarcotics at the NSC for the Administration of George Herbert
Walker Bush. More recently, Mr. Beers played a key role in the transition at the
Department of Homeland Security from the Bush to Obama Administrations and has
been a chief counselor to Secretary Napolitano since that time.

If confirmed, Mr. Beers will be required to apply his wealth of experiences to
harness and provide vision for the National Protection and Programs Directorate, which
includes programs covering cyber security, infrastructure protection, foreign traveler
screening, and emergency communications. The President’s FY2010 budget proposes to
expand this Directorate further by moving the Federal Protective Service into the NPPD.

Cybersecurity is clearly one of the directorate’s top priorities. The threat of cyber
attacks is an urgent national security challenge. Last week, President Obama announced
the results of the 60-day review of cyber security policy and government structures, and I
am grateful for the President’s focus on this issue. We believe, and the President has
confirmed, that DHS has a central role to play in any government-wide cyber security
strategy, and NPPD will lead the Department’s efforts in that regard. 1look forward to
hearing what Mr. Beers thinks the Department’s role should be and how he will ensure
that DHS has the necessary tools to perform its job.

NPPD’s critical infrastructure responsibilities are no less challenging. Because
the majority of the nation’s critical infrastructure — our energy, communications, and
transportation networks, for example - are owned and operated by the private sector,
DHS must work closely with the private sector to put appropriate security structures in
place.

The lesson from the Mumbai, London, and Madrid attacks is that terrorists will

seek out “soft targets” such as hotels, shopping districts, and inner city transit lines. So
we must accelerate our efforts to harden those targets.

(25)
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NPPD also plays a critical role in our nation’s security through the US-VISIT
program, which requires foreign nationals to undergo biometric screening as they enter
the country. The 9/11 Commission concluded that three of the September 11 hijackers
had overstayed their U.S. visas, and concluded that requiring biometric exit screening
was vital to homeland security. In fact, if we had implemented a biometric system to
detect overstays prior to 9/11, we could have prevented the attacks of 9/11. 1 am very
concerned that almost eight years later, despite the clear need for a viable biometric exit
system to ensure that we know when foreign nationals overstay their visas, we still do not
have a workable exit system in place. This committee will continue to work with DHS to
ensure that a secure biometric exit system is expeditiously deployed at the nation’s
airports.

Many other challenges face the NPPD, including the future of chemical security,
the directorate’s challenge in hiring and retaining qualified staff, and the over dependence
on contractors to do what otherwise might be considered inherently governmental work. 1
intend to work closely with the new Under Secretary to reauthorize and strengthen the
Department’s Chemical Facility Anti-Terrorism Standards (CFATS), the chemical
security site program.

T also want to discuss with him whether DHS is becoming so dependent on
contractors that it risks having too little in-house ability to evaluate the solutions its
contractors propose, or to develop options on its own. And I want to know how he
intends to attract and hire the necessary permanent staff to fulfill the directorate’s critical
missions.

Mr. Beers is an experienced public servant of long standing. If confirmed, his

expertise will be put to good use at NPPD. I look forward to hearing his views on the
direction of the Directorate.
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Prepared Statement of Senator Susan M. Collins

Nomination of Rand Beers to be Under Secretary of the National Protection
and Programs Directorate at the Department of Homeland Security

Committee on Homeland Security and Governmental Affairs
June 2, 2009

I join the Chairman in welcoming Rand Beers as the nominee to be Under
Secretary of the National Protection and Programs Directorate, or NPPD, at the
Department of Homeland Security.

As the Chairman has indicated, the scope and importance of the NPPD's
responsibilities are daunting. NPPD is charged with:

- ensuring successful implementation of the chemical-facility security
program that was authorized in 2006 due to the work of this
Committee ~ a program that will need to be re-authorized this year;

- assessing risks to our nation’s critical infrastructure;

- leading DHS’s effort to protect our nation against Improvised Explosive
Devices and working to combat terrorists’ use of explosives in the
United States; and

- protecting the nation’s cyber networks.

This last responsibility - eybersecurity - is both critical and complex.
The complexity arises not just from the technical nature of the issue, but from
the disjointed approach the federal government has taken. In the course of the
coming months, cybersecurity responsibilities across the federal government
will be debated as we consider the Administration’s plan and alternative
legislative proposals.

DHS’s relationships with the critical infrastructure sectors that both
provide for and rely on information technology services will remain invaluable
in ensuring a coordinated defense against cyber attacks. Ilook forward to
hearing from Mr. Beers about how, if confirmed, his management of DHS
cybersecurity efforts will be affected by the White House’s new cybersecurity
initative.

NPPD also manages programs that benefit components across the
Department, including the US- VISIT program that screens the biometrics
collected from visitors to the United States against immigration and criminal
databases. US-VISIT has been struggling for years with implementing a solution
to collect biometric information on foreign travelers departing the country ~ a
responsibility that is required by law.

Should Mr. Beers be confirmed, these are just some of the critical
challenges awaiting his leadership and expertise.
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Mr. Chairman, Senator Coilins, and Members of the Committee, I am honored to appear
before you today. Iam humbled by the confidence that President Obama and Secretary
Napolitano have placed in me by nominating me for the position of Under Secretary of
the Department of Homeland Security. If confirmed, I hope to work closely with you to
address the critical challenges facing the National Protections and Programs Directorate
(NPPD).

At this point, | want to recognize my wife Bonnie Beers without whom [ would not be
here today and my two children, Drs. Nathaniel and Benjamin Beers.

In your respective opening statements for Secretary Napolitano’s confirmation hearing in
January, you recognized the progress that DHS has made to date, and outlined priorities
for the work that must now be addressed by both the Department and this Committee.
Notably, many of these key issues fall under NPPD's responsibilities.

For example, you both highlighted the need to reauthorize the expiring chemical security
legislation. Chairman Lieberman raised the issues of furthering border security progress,
and bringing rail and transit security on par with improvements to air travel — areas that
NPPD supports through the US-VISIT program, cross-sector critical infrastructure
protection, and through partnerships with Immigration and Customs Enforcement (ICE),
Customs and Border Protection (CBP), the Coast Guard, and the Transportation Security
Administration (TSA). Senator Collins, you emphasized the importance of an
empowered cybersecurity expert who can “enforce best practices across the federal
government” and improve coordination with private sector cyber stakeholders. You also
called for increased critical infrastructure protection, including improved cooperation
with the private sector and efforts to “strengthen the framework embodied in the National
Infrastructure Protection Plan.”

1 fully share your focus on these essential issues, and if confirmed, will work diligently
with you to address these and all NPPD’s duties. NPPD needs an appropriately sized
federal workforce to accomplish its missions, and I am dedicated to recruiting the right
talent while reducing the time needed to bring those we’ve selected on board. If
confirmed, my priorities would be to:

¢ Continue building NPPD’s capabilities to defend the nation’s cyberspace.

» Continue to increase the security of the country’s chemical facilities by building a
strong Chemical Facilities Anti-Terrorism Standards (CFATS) program.

» Strengthen our private sector partnerships to allow for increased information sharing
and coordination among the federal, state, local, tribal, and territorial governments
and private industry regarding the protection of critical infrastructure and key
resources.

» Secure our nation’s borders by implementing an effective Air Entrance and Exit
solution.

I have served this nation in the field and here in Washington since 1964, from the fields
of Vietnam, to the embassies and headquarters of the Department of State, as well as on
the National Security Council (NSC) and the White House staffs. My engagement in
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critical infrastructure far predates the establishment of DHS, serving in the mid-1990s as
the NSC Staff lead for the Presidential (Marsh) Commission on Critical Infrastructure
Protection, and beginning the follow-on work on the first Presidential Decision Directive
(PDD) on the subject — PDD 63.

In the decades that 1 have worked on the prevention of and response to terrorism, I have
been involved in some of the most prominent cyber and critical infrastructure challenges
this country has faced. I have rare first-hand knowledge of how inherently
interdependent traditional critical infrastructure protection and cybersecurity are. For
example, my NSC colleagues and I were involved in the immediate response to the first
World Trade Center bombing in 1993 when the New York Fire Department was
encouraged to allow members of a bond trading company to return to the evacuated top
floors of that building to recover data so that open trading positions in billions of dollars
left hanging in cyberspace could be closed out in order to restore stability in the financial
markets. Subsequently, we worked with the financial sector to bolster redundancies and
resiliencies within the system.

Existing gaps in cybersecurity pose a tremendous vulnerability to our nation, and, if
confirmed, I intend to support Secretary Napolitano in bringing the right people, strategy,
and resources to bear in this area. The Directorate’s Office of Cybersecurity and
Communications has made significant strides in advancing the Department’s
cybersecurity efforts, however much more needs to be done. This process has begun
already, as the Secretary recruited Phil Reitinger to serve as the Deputy Under Secretary
at NPPD, and to take the lead for DHS on cyber issues. Phil brings unquestioned public
and private-sector expertise into the cyber arena, and he embodies the quality of
personnel I hope to bring to NPPD in addressing the need for a strong government
workforce across the directorate. I believe that my experience in the interagency process
and in cyber issues will complement Phil’s expertise and ensure that DHS’s cyber
equities are fully represented and remain at the forefront of the national effort.

As T have stated, another priority for the Department, the Directorate, and this Committee
is the continued implementation of the Chemical Facility Anti-Terrorism Standards
(CFATS) program. I firmly believe CFATS is an effective program for addressing the
security risks associated with the nation’s high-risk chemical facilities, and is a key
program in making our nation more secure. Since the Department was granted authority
to regulate security at high-risk chemical facilities two and one-half years ago, I believe
the Department has developed an effective approach for both identifying high-risk
chemical facilities and assessing the security risks associated with them. If confirmed, 1
look forward to working with the Committee and Congress to reauthorize the program.

As this Committee knows well, the Department of Homeland Security also has a unique
federal role in bridging our nation’s security interests with the concerns and needs of the
private sector. Particularly in physical critical infrastructure protection and cybersecurity
where the overwhelming majority of assets are not government-owned, partnership with
the private sector is paramount to our nation’s success. NPPD must be the government’s
lead in fostering such cooperation for the commeon good. If confirmed, 1 will seek private

VerDate Nov 24 2008  09:17 Oct 29, 2010 Jkt 051780 PO 00000 Frm 00034 Fmt6601 Sfmt6601 P:\DOCS\51780.TXT SAFFAIRS PsN: PAT

51780.006



ph44585 on D330-44585-7600 with DISTILLER

31

sector input at the outset of the policymaking process to ensure that they are true
stakeholders in developing comprehensive national solutions to the joint issues we must
address.

The Directorate’s Office of Infrastructure Protection (IP) has worked diligently with our
partners over the past several years in standing up the National Infrastructure Protection
Plan (NIPP) framework, which in my opinion has greatly benefited the collaboration
between the Department and our federal and private sector partners. If confirmed, I look
forward to working closely with IP to ensure that we continue our emphasis on the NIPP
partnerships and, in fact, strengthen these efforts with state, territorial, tribal and local
jurisdictions, regional coalitions, and State and local fusion centers.

Furthermore, the President’s Fiscal Year 2010 budget would transfer the Federal
Protective Service (FPS) from the U.S. Immigration and Customs Enforcement (ICE) to
NPPD. FPS has distinguished itself for its expertise in physical security operations and
its mission complements those of the Directorate’s other core missions. If approved by
Congress, I believe this move aligns the federal critical infrastructure protection mission
of FPS with those under the direction of the Directorate’s Office of Infrastructure
Protection and enhances the Department’s ability to fill its crucial role in leading our
nation’s efforts to protect critical infrastructure and key resources.

If confirmed, I intend to further strengthen and develop NPPD's US-VISIT program, a
critical component of the Directorate and the Department's mission of securing our
national borders while facilitating legitimate travel and trade. As the Committee knows,
US-VISIT works collaboratively across the Department - with ICE, CBP, the Coast
Guard, and TSA - as well as with the federal interagency process — including the State
Department, the Justice Department and Defense Department — on a number of efforts to
enhance security, increase efficiency of screening processes, and improve identity
management. Through US-VISIT, these DHS partners have prevented thousands of
ineligible and potentially dangerous persons from entering our country as well as those
apprehended while illegally crossing the border or present in the interior of our country.
And through the Secure Communities effort operated by ICE, local law enforcement
officers have identified criminal aliens who were incarcerated in state and local jails by
accessing the biometric information managed by US-VISIT. 1 am particularly interested
in the development and outcome of the air exit pilot program, and I fully recognize the
implications that air exit holds for related efforts such as the Visa Waiver Program
(VWP), and large-scale issues such as national security and immigration. If confirmed, I
look forward to working with Members of this Committee and Congress at large as we
move forward on this critical component of the US-VISIT program.

I see the Directorate’s overarching mission to be the mitigation of risk to the nation and
its citizens: the risk to the nation’s critical infrastructure by manmade or natural disasters;
the risk to the country’s cyberspace by cyber criminals and nation-states; and the risk of
individuals entering into this country with the intent to do harm. To this end, the
Directorate, through the Office of Risk Management and Analysis (RMA), has a
leadership role in synchronizing, integrating, and coordinating risk management and risk
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analysis approaches within DHS. RMA has made progress, but I believe more needs to
be done. Of note, RMA has worked to develop the DHS Risk Lexicon through the
Department’s Risk Steering Committee and completed the prototype for the Risk
Assessment Process for Informed Decision-making (RAPID), to inform strategic policy
and budgetary decision-making by taking into account risk, risk reduction efforts, and
alternative resource allocation strategies. If confirmed, I plan to continue to support RMA
in its efforts to work collaboratively across DHS and with our homeland security partners
to build an integrated risk management program that ensures that risk information and
analysis are provided to decision-makers to inform their decision-making in the
allocation of time, people, and funding.

Mr. Chairman and Members of the Committee, we stand at a juncture in homeland
security where the challenges and the opportunities are enormous and the missions of
NPPD are at the forefront. 1 ask that you afford me the opportunity to take up the
leadership mantle and help build and direct an empowered NPPD workforce to address
these challenges.
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BIOGRAPHICAL AND FINANCIAL INFORMATION REQUESTED OF NOMINEES

6.
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A, BIOGRAPHICAL INFORMATION

Name: (Include any former names used.)
* Rand Brittingham Beers. 1 have also used the following names: Robert Rand Beers,
R. Rand Beers, Robert Rand Appleby (mother’s remarricd name, used from age 4 to
15), nickname Randy

Position to which nominated:
¢ Under Sccretary, Department of Homeland Sccurity

Date of nomination:
e April 20, 2009

Address: (I.ist current place of residence and office addresses.)

* Home  REDACTED
e Office: Deparment of Homeland Security, Nebraska Avenue Complex,
Washingron, D.C, 20548

Date and place of birth:
o 11/30/1942
¢ Washington, D.C.

Marital status: (Inclade maiden name of wife or husband’s name.)
¢ Married to Marion Alice Brittingham Beers (Maiden name — Brittingham)

Names and ages of children:
®  Nathaniel Britingham Beers, age 38
* Benjamin Britungham Beers, age 34

Education: List secondary and higher cducation institutions, dates artended, degree received
and date degree granted.
* Episcopal High School, Alexandria, Virginia, 1958-60, HS Diploma, June 1960
¢ Darmouth College, Hanover N.H., 1960-64, BA, June 1964
e University of Michigan, Ann Arbor, ML, 1968-71, MA, June 1970 (Note: 1 wasina
PhD program during this rime, and also spent time from 1978-1979 working on my
PhD but did not finish my dissertation. ‘The subject was military history.)

Employment record: List all jobs held since college, and any relevant or significant jobs
held prior 1o that time, including the title or description of job, name of employer, location
of work, and dates of employment. (Please use separate attachment, if necessary.)

¢ Apdl 3, 2009 — present and January 21 February 11, 2009
o Counsclor to the Secretary, Department of Homeland Security
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*  Fcbruary 11 - Apxl 3, 2009
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o Acting Deputy Secrerary, Department of Homeland Security

*  September 2008 - January 2009

o  Worked on the Obama transition effort, Department of Homeland Security,

Volunteer
o 2005 - 2009

© President, National Security Network (previously called Alliance for
American [Leadership and Valley Forge Initative)

2006 - 2007

o Good Harbor Consulting, Contract Consulmnt

¢ July 2004 - 2008

o Adjunct Professor, Kennedy School of Government, Harvard University

s 2004

o Adjunct Professor, Georgetown University

s 2003-04

o National Security Advisor, John Kerry Campaign for President

e 2002-2003

o Senior Dircctor for Combating Terrorism, Natonal Security Council

o 1998-2002

o Assistant Secretary for International Narcotics and Law Enforcement
Affairs, United States Department of State

+  1995.98

o Senior Dircctor for Intelligence Programs, Natonal Security Council

* 1993 -1995

o Dircctor for Peacckeeping, National Security Council

s 199293

o Deputy Assistant Secretary for Regional Affairs, Bureau of Politico-Military
Affairs, United States Department of State

o Director for Counterterrorism and Counternarcotics, National Security

e 1988.92
Council
e 1971.88

o United States Depastment of State
*  1986-88, Deputy for Strategy, Burcau of Polidco-Military Affairs
= 1984-86, Office Director, Office of Regional Affairs, Burcau of

Politico-Military Affairs
*  1979-84: Politico-Military Officer, Burcau of Politico-Military
Affairs; Deputy Office Dircetor, Office of Policy Analysis,

Washington, D.C.

*  1978-79: l.cave without pay working on PhD, Washington, D.C.

®*  1976-78: Population Affairs Officer, Bureau of Oceans,
Environment and Science, Washington, D.C.

= 1975.76: Attended Vorcign Service Instirute Economics Course,

Adlingron, Va.
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1973-75: Deputy Political Advisor to Supreme Allied Commander
Lurope (SACLUR), Supreme Headquarters Allied Powers Hurope
(SHAPL), Casteau, Belgium

1972-73: Politico-Military Officer, Bureau of Politico-Military
Affairs, Washington, D.C.

1971-72: Awtended A-100 Orientation Course, Arlington, Va.

o United Stares Marine Corps

2™ Lieutenant. to Captain;

Basic School, Basic Officer Training, Quantico, VA.

Platoon Commander, 2d Battalion., 2d Marines, Camp lejeune, N.C
Platoon Commander,1* Military Police Battalion, Camp Pendleton,
CA

Platoon Commander,1™ Military Police Battalion, Victnam
Regimental Deputy Operations Officer, 2d Marines, Vietnam
Company Commander, | Company, 3* Batralion, 3™ Marines,
Vietnam

Guard Officer, Marine Security Guard Unit, Norfolk Naval Base,
Norfolk, VA,

10.  Government experience: list any advisory, consultative, honorary or other part-time
service or positions with federal, State, or local governments, other than those listed above.

e Nonce

1L Business relationships: List all positions currently or formerly held as an officer, director,
trustee, partmer, proprietor, agent, representative, or consultant of any corporation,
company, firm, parmership, or other business enterprise, educational or other institution.

¢ National Security Network, President, 2005-2009
¢ National Sccurity Initiative, President, 2005-2009
¢ Markle Foundation
¢  Good Harbor Consulting, 1.1.C
12.  Memberships: List all memberships, affiliations, or and offices currently or formerly held in

professional, business, fraternal, scholarly, civic, public, charitable or other organizations.

¢ 7octa Psi Pratesnty, Dartmouth College, 1961-64;
®  President Stoddert Soccer 1.eague, 1982-85

13. Politcal affiliations and activities:

(@) List all offices with a political party which you have held or any public office for
which you have been a candidate.

*  None
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15.

16.
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()  List all memberships and offices held in and services rendered to any political party
or clection committee during the last 10 years.

*  Secrved as an advisor and foreign policy expert resource to Democratic Congressional
and Senate Candidates in the 2006 and 2008 election cycle
Worked on the Obama campaign as a volunteer (2007-2008)
National Sceurity Advisor, John Kerry Campaign for President (2003-2004)

{©) Ttemize all political contributions to any individual, campaign organizadon, political
party, political action committec, or similar entity of $50 or more during the past 5
years.

Congressman Joe Sestak 2006: $1000
Congressman Joc Sestak 2007: $250
Obama for President 2008: $2300, spouse $2300

Honors and awards: List all scholarships, fellowships, honorary degrees, honorary society
memberships, military medals and any other special recognition for ourstanding service or
achievements,

e None

Published writings: Provide the Commirtee with two copies of any books, articles, reports,
or other published materials which you have written.

» the Forgotten Homeland, A Century Foundation 'U'ask Force Report, chaired with
Richard Clarke, 2006
» Untitled article on rorture, Washingron Monthly, Jan/Feb/March 2008

Speeches:

(®) Provide the Committee with two copies of any formal speeches you have delivered
during the last 5 years which you have copies of and ate on topics relevant to the
position for which you have been nominated. Provide copies of any testimony to
Congress, or to any other legislative or administrative body.

»  Speech delivered to the American Academy of Diplomacy in Philadelphia
and Chicago in fall 2007 and spring 2008.

® ‘Testimony before the U.S, Congress Joint Heonomic Committee, “Trug: The
Cost to America’s Security” February 28, 2008,

(b)  Provide a list of all speeches and testimony you have delivered in the past 10 years,
except for those the text of which you are providing to the Committee. Please
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provide a short description of the speech or testimony, its date of dclivery, and the
audience to whom you delivered it.

.

‘Lestimony before the Senate Committee on the Judiciary, Subcommittee on
Terrorism and Homeland Sceutity, “Nareo-Terror: The Worldwide Connection
Between Drugs and Terrorism.” March 13, 2002,

‘Lestimony before the Scnate Committee on Appropriatons, “Foreign
Operations, Eixport Vinancing, und Related Programs AAppropriations for Viscal Year
2002,"May 8, 2001,

Testimony before House Committee on Government Reform, “Study of Plan
Colombia: AAn Assessment of Successes and Challenges,” March 2, 2001,

Testimony before Senate Committee on Foreign Relations, “Revfew of the
Anti-Drug Certification Process,” March 1, 2001,

Testimony before Senate Caucus on Intemational Natcotics Control, “Phlan
Colombia: AAn Initial Assesiment,” February 28, 2001,

Testimony before House Committee on Government Reform, “Gerting U.S.
Aid to Colomibra.” Qctober 12, 2000,

Testimony before House Committee on International Reladons, “Inplmenting
Plun Colombia: The U.S. Rote,” September 21, 2000.

Testimony before Senate Caucus on Internatonal Narcotics Control,
“Hestasy: Underestimating the Threat,” July 25, 2000.

Testimony before House Committee on Government Reform, “Counlerdrug
Tmplications of the U.S. Leaving Panama,” June 9, 2000.

Testimony before Criminal Justice, Drug Policy and Human Resources
Subcommittee, House Committee on Government Reform, “Counternaratics
Cogperation with Panama.” June 9, 2000.

Testimony before Senate Committee on Armed Services, “U.S. Support for
Counter-Narcotics Activities in the Andean Ridge and Neighboring
Countries and the Impact of Narcotrafficking on the Seability of the Region,”
April 4, 2000.

Testmony before the House Atmed Services Committee, #2007 National
Defense <Yuthorigation Act: U5, Policy Towards Colombia™ March 23, 2000.
Testimony before Senate Caucus on Intemational Narcotics Control, “Revew
of President’s Annwal Certification Process,” March 21, 2000.

Testimony before House Committee on Appropriations, “Foreign Operations,
Fxport Finanding, and Related Programs Appropriations for 2001, Part 27 February
29, 2000.

"Lestimony before House Committee on Armed Services, “Hearings on
National Defense Authorigution ~1et for Iiscal Year 2001.” February 8, 2000.
‘Tesumony before Senate Commitree on Foreign Reladons, “2000 ['oreign
Poticy Qverview and the President’s I'iscal Year 2001 Foreign AAffairs Budget Reguest,”
Febrary 8, 2000.

Testimony before House Committee on Government Reform, “Cuba’s Link
1o Drug Trafficking” November 17, 1999,
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® ‘lestimony before Senate Caucus on International Narcotics Control,
“Colombria: Counter-Insurgenty vs. Cosnter-Narcotivs” September 21, 1999.

®  Testimony before House Commitree on Government Reform, “Narcotics
Threat from Colombia,” August 61999,

¢ Testimony before House Committee on Government Reform, “Oversight of
U.8./Mexico Counternarcotics Efforts,” March 4, 1999.

* ‘Testimony before House Committee on International Relatons, “Ant-Drug
Effort in the Americas and the Implementation of the Western Hemisphere
Drug Climinaton Act,” March 3, 1999,

* ‘Testimony before Senare Caucus on International Narcotics Control, “Drg
Cantrol: Update on U.S.-Mexican Conntermarcotics Fifforts” February 24, 1999,

*  Testimony before Senate Caucus on International Narcotics Conurol, “U.S.
Eifforts in International Demand Reduction Programs,” June 18, 1998,

* ‘festimony before House Committee on International Relatons, “ULS.
Naretics Policy Towards Colombia,” Mazrch 31, 1998,

» ‘lestimony before House Commitiee on Government Reform, “Oversight of
U8/ Mexico Drug Cooperation.” March 18, 1998.

*  Statcment before the House International Relations Committee on update of
Countemarcotcs Program in Colombia, March 1998,

"T'o my best recollection, this is the complete list of speeches and testimonies 1 have given.

17. Selection:

@®

Do you know why you were chosen for this nomination by the President?

I believe that T was nominated by the President because my 36-year professional
carcer spent implementing, analyzing, and shaping national and homeland security
has uniquely prepared me for the challenges facing DHS’ Nadonal Protection and
Programs Directorate (NPPD).

My carcer began in the field, serving first as a Marine in Vietnam, and later rising
through the ranks of the Foreign Service and Civil Service. Having spent neatly 30
years on both the military and diplomatic front lines of the Cold War, I spent the
following 15 years working on the prominent emerging threats facing the United
States after the fall of the Soviet Union. I have served on the National Security
Council Staff as a Director or Senior Director and Special Assistant to the President
under the previous four Presidents on mattets relating to counter-terrorism, counter-
narcotics, and intclligence matters (1988-98, 2002-2003). 1 was the Assistant
Secretary of State for International Narcotics and Law Enforcement Affairs (1998-
2002); and 1 worked on national security affairs on the 2004 and 2008 Presidential
campaigns and on the 2008-2009 Presidential transition. Between Mr, Schneider’s
resignation and Ms. Holl Lute’s confirmation, T served as the Acting Depury
Sccretary for Homeland Security.
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During my carecr, I worked directly on such major national, international, and
homeland sceurity issues as:

Middle Iast airplane high jackings in the mid-80s

The Pan Am 103 bombing investigadon

UN sanctions on Libya

Various aviation security reviews including those following the crashes of Pan
Am 103 and "TWA 800

Post-9/11 aviation security measurcs and regional counter-tetrorism programs
for the Hom of Africa and Southeast Asia

Plan Colombia

Counter-narcotics assistance for Mexico

Drug Kingpin legislation

Counternarcotics programs in Afghanistan and Pakistan

International law enforcement training around the world, including Internadonal
Law Enforcement Academies in Budapest, Bangkok, San Salvador, and Roswell,
New Mexico.

e 8 &

® & o ¢ o

During the George W. Bush Administration, | worked with the Homeland Security
Staff on a number of issues prior to the standup of the Department of Homeland
Security, ¢.g., aviation security ranging from the first days of the Transportation
Sccurity Administration to the threat from shoulder-fired surface-to-air-missiles, and
database and identity management.

1 have dealt with budgets of over $1 billion—- both on budget preparations and
implementation within vardous Administratons and on appropriations with the Hill
since 1980 ~ including Security Assistance at the State Department, peacckeeping
assistance at the NSC, and counter-narcotics assistance at the NSC

and the Statc Department. | have also supervised the Burcau of International
Narcotics and Law Enforcement Affairs (1998-2002), which numbered over 1000
personnel in Washington and in numerous embassies around the world.

With respect to specific issue arcas under NPPD’s purview, I began working on the
first World Trade Center bombing when it was scen as both a physical and cyber
security concern for critical infrastructure. | similarly worked on the Oklahoma City
bombing, Twas the NSC Staff lead for the Presidential (Marsh) Commission on
Critical Infrastructure Protection, and I began the follow-on work on the first
Presidential Decision Document on the subject (PDD) 63). 1 have been a member of
the Markle Foundation T'ask Force on National Security in the Information Age for
the last four years. I have also worked on a wide range of homeland security issucs at
the National Security Network and co-chaired the T'ask Fotce that wrote The
Forgotten Llomeland.

NPPD is responsible for some of the most challenging vulnerabilities facing our
nation today —~ such as cyber security, chemical security, and protecting critical
infrastrucrure. If confirmed, T will dedicate myself to meeting these challenges, and
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believe that my nomination speaks to the confidence of the President and the
Secretary that | can do so.

(b} What do you believe in your background or employment experience affiomatively
qualifies you for this particular appointment?

®  Sece response to 17(a)
B. EMPLOYMENT RELATIONSHIPS
Will you sever all connections with your present employers, business firms, business

associations or business organizations if you are confirmed by the Senate?

® I work at IDHS and have no other business relations.

Do you have any plans, commitments ot agreements to pursue outside employment, with or
without compensation, during your service with the government? If so, explain.

* No

Do you have any plans, commitments or agreements after completing government service to
resume employment, affiliadon or practice with your previous employer, business firm,
association or organization, or to start employment with any other entity?

¢ No

Has anybody made a commitment to employ your services in any capacity after you leave
government service?

* No

If confirmied, do you expect to serve out your full term or unti) the next Presidentdal election,
whichever is applicable?

s Yes
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Have you cver been asked by an employer to leave a job or otherwise left a job on a non-
voluntary basis? If so, please explain.

¢ No

C. POTENTIAL CONFLICTS OF INTEREST

Describe any business relationship, dealing or financial transaction which you have had
during the last 10 years, whether for yourself, on behalf of a client, or acting as an agent, that
could in any way constitute or result in 2 possible conflict of interest in the position to which
you have been nominated.

In connection with the nomination process, I have consulted with the Office of
Government Fthics and the Department of Homeland Security's designated agency ethics
official to identify potential conflicts of interest.  Any potential conflicts of interest will be
resolved in accordance with the terms of an cthics agreement that 1 have entered into with
the Department's designated agency ethics official.

Describe any activity during the past 10 years in which you have engaged for the purpose of
directly or indirectly influencing the passage, defeat or modification of any legislation or
affecting the administration or execution of law ot public policy, other than while in & federal
government capacity,

1 have never been a registered lobbyist. As the President of the National Security Network, 1
provided information and analysis to Members of Congress and their staff.

During the Spring of 2007, 1 joined a national advocacy campaign to urge Congress to pass
legislation restricting US troop presence in Iraq. My cfforts in this effort were unpaid.

Do you agree to have written opinions provided to the Committee by the designated agency
ethics officer of the agency o which you are nominated and by the Office of Government
Lithics concerning potential conflicts of interest or any legal impediments to your serving in
this position?

*  Yes
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D. LEGAL MATTERS

L Have you ever been disciplined o cited for a breach of cthics for unprofessional conduct by,
or been the subject of 2 complaint to any court, administrative agency, professional
association, disciplinary committee, or other professional group? If so, provide details,

While.serving on the National Security Council in 1996, 1 received a preliminary briefing
from the FBI that indicated the People’s Republic of China may be attempting to
influence certain U.S. congressional elections. Due 1o the preliminary nature of the
briefing and the other pressing matters facing the NSC at the time, I did not immediately
report this briefing to my superiors. Several months later, other developments put the
issue of potential Chinese influence in U.S. elections in the national spotlight. 1
subsequently received a verbal reprimand from my superior at the National Security
Council for failing to report the FBI briefing,

2. Have you ever been investigated, arvested, chazged or convicted (including pleas of guilty or
nolo contenderc) by any federal, State, or other law enforcement authority for violation of
any federal, Stare, county or municipal law, other than a minor traffic offense? If so, provide

details.
® [ was interviewed ar some point in 2007 by the FBI in relation to the FBI
investigation of the terrodst surveillance program. I have been told that [
am not a target of the investigation.
3. Have you or any business of which you are or wetc an officer, ditector or owner ever been

involved as a party in intercst in any administratve agency proceeding or civil litigadon? If
$0, provide derails,

¢ No
4, For responses ro question 3, please identify and provide details for any proceedings or civil
lirigation that involve actions taken or omitted by you, or alleged 1o have been taken or

omitted by you, while serving in your official capacity.
¢ N/A

5. Please advise the Committee of any additonal information, favorable or unfavorable, which
you feel should be considered in connection with your nominadon.
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* In late 2001, 1 provided a sworn deposition in a civil proceeding
concerning DynCorp, a firm contracted for aerial eradication in
Colombia by the State Deparrment Bureau for which T was the Assistant
Secretary. The firm was being sued on behalf of several people in
Ecuador who alleged that the spray had crossed into Eeuador and injured
them. Several months later, T learned that a statement | had made in the
deposition regarding a connection berween FARC guerrillas in Colombia
and Al Qacda was incorrect. I had believed the statement was accurate at
the time of the deposition, In 2002, upon learning the statement was
incorrect, T issued a written statement regretting the inaccuracy.

E. FINANCIAL DATA

All informadon requested under this heading must be provided for yoursclf, your spouse,
and your dependents, (This information will not be published in the record of the hearing on your
nomination, but it will be retained in the Commirtee's files and will be available for public
inspection.)

REDACTED

AFFIDAVIT

3 z being duly swom, hercby states that he/she has read and
signed the foregoing Statement on Biographical and Financial Information and that the information

provided therein i3, to the best of his/her knowledge, current, accurate, and complete.
s -
vl |
oo+ U ~Z
s A" Apr,\
Subseribed and swom before me this day of. { ? y 2004

b
d\

Notary Public

Stuart A. Connolly
Notary Public, District of Columbia
My Commission Expires 1/1/2012
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U.S. Senate Committee on Homeland Security and Governmental Affairs
Pre-hearing Questionnaire
For the Nomination of Rand Beers, to be
Under Secretary at the Department of Homeland Security

I. Nomination Process and Conflicts of Interest

i. Why do you believe the President nominated you to serve as Under Secretary for the
National Protection and Programs Directorate (NPPD)?

I believe that | was nominated by the President because my 36-year professional career
spent implementing, analyzing, and shaping national and homeland security has uniquely
prepared me for the challenges facing DHS” National Protection and Programs
Directorate (NPPD).

My career began in the field. serving first as a Marine in Vietnam, and later rising
through the ranks of the Foreign Service and Civil Service. Having spent nearly 30 years
on both the military and diplomatic front lines of the Cold War, 1 spent the following 15
years working on the prominent emerging threats facing the United States after the fall of
the Soviet Union. T have served on the National Security Council Staff as a Director or
Senior Director and Special Assistant to the President under the previous four Presidents
on matters relating to counter-terrorism, counter-narcotics, and intelligence matters
(1988-98, 2002-2003). 1was the Assistant Secretary of State for International Narcotics
and Law Enforcement Affairs (1998-2002); and | worked on national security affairs on
the 2004 and 2008 Presidential campaigns and on the 2008-2009 Presidential transition.
Between Mr. Schneider’s resignation and Ms. Holl Lute’s confirmation, I served as the
Acting Deputy Secretary for Homeland Security.

During my career, 1 worked directly on such major national, international, and homeland
security issues as:
. Middle East airplane high jackings in the mid-80s
s The Pan Am 103 bombing investigation
. UN sanctions on Libya
. Various aviation security reviews including those following the crashes of Pan
Am 103 and TWA 800

» Post-9/11 aviation security measures and regional counter-terrorism programs
for the Horn of Africa and Southeast Asia

. Plan Colombia

+  Counter-narcotics assistance for Mexico

¢« Drug Kingpin legisiation

*  Counternarcotics programs in Afghanistan and Pakistan

e International law enforcement training around the world, including

International Law Enforcement Academies in Budapest, Bangkok, San
Salvador, and Roswell, New Mexico.

U.S. Senate Committee on Homeland Security and Governmental Affairs Pre-hearing Questionnaire  Page 1 of 50
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During the Bush Administration, [ worked with the Homeland Security Staff on a number
of issues prior to the standup of the Department of Homeland Security,

e.g., aviation security ranging from the first days of the Transportation Security
Administration to the threat from shoulder-fired surface-to-air-missiles, and

databasc and identity management.

I have dealt with budgets of over $1 billion- both on budget preparations and
implementation within various Administrations and on appropriations with the Hill since
1980 — including Security Assistance at the State Department, peacekeeping assistance at
the NSC, and counter-narcotics assistance at the NSC and the State Department. | have
also supervised the Bureau of International Narcotics and Law Enforcement Affairs
{1998-2002). which numbered over 1000 personnel in Washington and in numerous
embassies around the world.

With respect to specific issue areas under NPPD’s purview, | began working on the first
World Trade Center bombing when it was seen as both a physical and cybersecurity
concern for critical infrastructure. 1 similarly worked on the Oklahoma City bombing. 1
was the NSC Staff lead for the Presidential (Marsh) Commission on Critical
[nfrastructure Protection, and I began the follow-on work on the first Presidential
Decision Document on the subject (PDD 63). I have been a member of the Markle
Foundation Task Force on National Security in the Information Age for the last four
years, I have also worked on a wide range of homeland security issues at the National
Security Network and co-chaired the Task Force that wrote The Forgorten Homeland.

NPPD is responsible for some of the most challenging valnerabilities facing our nation
today — such as cybersecurity, chemical security, and protecting critical infrastructure. If
confirmed, | will dedicate mysclf to meeting these challenges, and I believe that my
nomination speaks to the confidence of the President and the Secretary that T can do so.

2. Were any conditions, express or implied, attached to your nomination? If so, please
explain.
No.

3. What specific background and experience affirmatively qualifies you to be Under

Secretary for NPPD?

See response for question 1.

4, Have you made any commitments with respect to the policies and principles you will
attempt to implement as Under Secretary for NPPD? If so, what are they, and to whom
were the commitments made?

No.

U.S. Senate Committee on Homeland Security and Governmental Affairs Pre-hearing Questionnaire Page 2 of 50
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5. If confirmed, are there any issues from which you may have to recuse or disqualify
yourself because of a conflict of interest or the appearance of a conflict of interest? If so,
please explain what procedures and/or criteria that you will use to carry out such a
recusal or disqualification.

I have recused myself from any dealings with Good Harbor Consulting and the National
Security Network.

6. Have you ever been asked by an employer to leave a job or otherwise left a job on a non-
voluntary basis? If so, please explain.

No.

7. In your responses to the biographical questionnaire, you stated that while working as the
senior director for inteltigence programs for the National Security Council you received a
briefing from the FBI in 1996 indicating that China might be attempting to influence
certain U.S, Congressional elections, but that you did not immediately report this
information to your superiors due its preliminary nature and the other pressing matters
facing the NSC at that time. Please provide a more detailed explanation and timeline of
this incident, including a summary of who was present, what you were told regarding
both the matter itself and with whom you could share the information, why you did not
immediately inform your superiors what you had learned, what other actions you took
and/or believed were necessary based on the information conveyed, when your
supervisors learned of the briefing, whether you received subsequent briefings on the
matter, and the timing and substance of the verbal reprimand.

I was the Senior Director for Intelligence Programs at the NSC from 1995 to 1998. A
regular part of my duties was to be briefed by the FBI about counterintelligence cases.
The timing of the FBI Chinese espionage briefing was the summer of 1996, The briefing
was oral. My FBI assistant also attended. Two FBI counterintelligence agents provided
the briefing. The essence of the briefing was that Chinese intelligence operatives were
interested in gaining influence through political contributions. The details of the briefing
were classified, The content indicated a case which appeared to be in the very carly
stages and [ asked to be kept informed. As a result of the preliminary nature of the case, |
did not feel there was enough useful information to brief the National Security Advisor,
Tony Lake, at that time.

Following the 1996 election and the controversy surrounding possible Chinese
contributions to the Clinton-Gore campaign, this briefing became public. As the White
House conducted an inquiry into the briefing, my assistant indicated that he had
remembered being told that we were not to brief our superiors and that version of the
briefing became public. When the FBI became aware of that version of the briefing they
denied that was the case. My own personal recollection which 1 stated during the inquiry
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was that | did not remember such a restriction and that I would have disregarded it if' |
had felt the need to brief the National Security Advisor. Following the completion of the
inquiry, 1 was verbally reprimanded by the new National Security Advisor Sandy Berger
in early 1997, following Tony Lake’s withdrawal of his nomination for CIA Director.

I

fand

Role and Responsibilities of the Under Secretary for the National Protection and
Programs Directorate

8. Why do you wish to serve as Under Secretary for NPPD?

NPPLY's mission encompasses some of the most significant issues related to the safety
and security of the nation and its citizens, including the defense of our nation’s
cyberspace, the protection of the critical infrastructure and key resources, and the
securing of our borders by tracking the entrance and exit of foreign travelers. These
mission areas pose significant challenges for which my 36 years of professional
experience has well prepared me. If confirmed, I will tackle these challenges to the best
of my abilities.

9. For the past few months, you served as the Acting Deputy Secretary of the Department of
Homeland Security (“DHS” or “the Department”) giving you a unique view into all
components of DHS. What did you learn during that time that you intend to apply as
Under Secretary of NPPD?

As Acting Deputy Secretary T had broad perspective of the Department and gained a
detailed understanding of its mission areas, the relationship between the various
components, and of its inner workings. As Under Secretary, | would leverage this
knowledge and experience to ensure that NPPD was closely aligned with overall
Departmental policies and priorities and to more effectively advocate for NPPD,

10.  The Post-Katrina Emergency Management Reform Act of 2006 (Post-Katrina Act)
eliminated the Preparedness Directorate and merged the Department’s preparedness
functions with the response and recovery functions in FEMA to create a new, revitalized
FEMA. In the wake of this statutory reorganization, the Department created NPPD to
house some of the remaining components of the earlier Preparedness Directorate as well
as some other new and existing offices. Thus, the Directorate currently encompasses a
disparate set of functions, ranging from infrastructure protection to emergency
communications to US-VISIT to risk analysis and management to cybersecurity.

a. What do you see as the Directorate’s overarching mission?
I see the Directorate’s overarching mission to be the mitigation of risk to the nation
and its citizens: the risk to the nation’s critical infrastructure by manmade or natural

disasters: the risk to the country’s cyberspace by cyber eriminals and nation states;
and the risk of individuals entering into this country with the intent to do harm.
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b. What do you see as the NPPD’s strengths and weaknesses in its ability to accomplish
this mission?

NPPD has number of strengthens that support it ability to accomplish it mission.
Most important of these is the overall quality of its employees, who are experts in
their respective fields and work incredibly hard on daily basis to ensure that NPPD is
successful. However, NPPD faces several challenges. The most significant being
NPPD’s ability to hire an ever increasing number of employees to meet the demand
of its rapidly growing components. A further challenge is acquiring the necessary
facilities to house the growing size of its components and to consolidate these
facilities in a way to allow NPPD to more effectively carry out its mission.

¢. Do you think the current organization of NPPD continues to make sense?

I believe that NPPD’s organization structure allows it to accomplish its current
missions. However, if confirmed. I intend review the Directorate’s organizational
structure to identify potential improvements to gain greater efficiencies,

d. Are there changes to the scope or structure of the Directorate that you would
recommend?

I am in the process of reviewing the overall structure and scope of the Directorate and
not yet able to provide any definitive conclusions. However, if confirmed, T will
review the structure of the Directorate to determine if improvements can be made, |
look forward to working with the Committee on this issue. That said, there are two
organizational changes that are called for in the FY 2010 President’s budget request:
moving IGP out of NPPD and moving FPS into NPPD.

e. How does NPPD complement the missions of other DHS functions?

NPPD complements other DHS functions very well, For example, NPPD's Office of
Infrastructure Protection coordinates with FEMA and the DHS Office of Operations
during a response to a disaster, providing information regarding critical infrastructure
and acting as a point-of-contact with the private sector owners to help recovery
efforts. Further, NPPD’s US-VISIT program provides its biometric database,
IDENT, to CBP and even the U.S. Coast Guard to help identify potentially dangerous
individuals as they enter the country.

11, Inhis March 5, 2009, resignation letter to Secretary Napolitano, former Director of the
National Cybersecurity Center Rob Beckstrom referenced a plan to move NPPD to an
NSA facility at Fort Meade. Are you aware of any plans to physically move the
Directorate or any part of the Directorate to NSA facilities?

The Department has examined a number of potential options for meeting the growing
facilities requirement of the Office of Cybersecurity and Communication (CS&C).
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NPPD is currently implementing a short- to mid-term facilities plan that will consolidate
the majority of CS&C in the Ballston area. The Department is in the process of
developing a long-term facilities plan for CS&C and a move to Fort Meade was an option
in the previous Administration; however, no final determination has been made as to
where CS&C will be physically located in the long-term.

12. On March 11, 2009, Secretary Napolitano named Philip Reitinger to be Deputy
Undersecretary of NPPD. The press release indicated that Mr. Reitinger’s principal
responsibility would be cybersecurity stating, “Reitinger will be charged with protecting
the U.S. government’s computing systems from domestic and foreign threats.”

a. What is your understanding of your respective roles?

If confirmed as Under Secretary, 1 will be responsible for providing overall leadership
to NPPD and setting Directorate policies and priorities. The Deputy Under Secretary,
Philip Reitinger, comes to the Department with broad experience in cybersecurity.
As my deputy he we will be primarily responsible for overseeing the Department’s
cybersecurity etforts. He will also assist me in the day-to-day management of NPPD.

b. What will be the reporting structure?
If I am confirmed as Under Secretary, Mr. Reitinger will report directly to me.
c.  Will Mr. Reitinger have responsibility for any NPPD issues other than cybersecurity?

In addition to Mr. Reitinger's primary cybersecurity duties, he will be responsible for
assisting me in the management of NPPD, including helping set strategic direction,
building NPPDY’s organizational capabilities, and overseeing the significant expansion
of NPPD components.

d. How will his responsibilities interact with those charged to the Assistant Secretary for
Cybersecurity and Communications?

Mr. Reitinger will have overall responsibility for the strategic direction of DHS'
cybersecurity efforts. The Assistant Secretary of Cybersecurity and Communications
(CS&C) will support Mr. Reitinger but will also oversee the day-to-day operations of
CS&C.

13, If confirmed, what would be your top priorities? What do you hope to have accomplished
at the end of your tenure?

I befieve that NPPD is responsible for some of the most difficult challenges facing our
Nation. If confirmed, my priorities would be to:
e Continue building NPPD’s capabilities to defend the nation’s cyberspace.
« Continue to increase the security of the country’s chemical facilities by building a
strong Chemical Facilities Anti-Terrorism Standards (CFATS) program,
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« Strengthen our private sector partnerships to allow for increased information
sharing and coordination between the federal government and private industry
regarding the protection of critical infrastructure and key resources.

»  Secure our nation’s borders by implementing an effective Air Entrance and Exit
solution.

HI. Policy Questions
Management

14, What is your approach to managing staff, and how has it developed in your previous
management experiences?

[ believe that the three major elements of good management are:
¢ selection, training. and career development of personnel;
o empowering staff to take initiative; and
* providing clear guidance and feed back to ensure proper direction and course
corrections when necessary.

15.  NPPD has a large number of vacant positions due to both significant growth in the
responsibilities and budget of certain programs within the Directorate, such as
cybersecurity and chemical security, and to challenges in attracting, hiring, and retaining
qualified personnel. In 2008, NPPD established a dedicated hiring team within the
Directorate to help expedite the hiring process.

a. How do you intend to address the large numbers of vacancies in NPPD?

Based on my interactions with NPPD leadership, I understand that this is a priority
for the Directorate and it will be a priority of mine if T am confirmed.

It is my understanding that at the beginning of FY 2008 there were 491 employees
within NPPD. Nine months later the total workforce had only had a net gain of two,
after you offset the number hired by the number of attritions. At that same time
NPPD contracted with Booz, Allen Hamilton (BAH) and brought on board two very
seasoned professionals to serve in the capacity of Director of Resource
Administration and Human Capital Officer. Under their direction, over the course of
the next 10 months, the NPPD workforce has grown to 780, While this isa
noteworthy improvement, there are significant challenges that continue o be
addressed in order to accomplish NPPIY’s hiring commitment. It is my understanding
that NPPD intends to address the remaining large number of vacancies through a
multi-pronged approach.

The NPPD Resource Administration leadership has conducted a comprehensive
review of the entire hiring process over the past 6 months in order to identify those
aspects that could be streamlined or improved. A number of steps are being
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undertaken as a result of that analysis including: streamlining aspects of the current
security process; utilizing more cost efficient staffing services available through
OPM: enhancing partnership with the CHCO’s office; hiring experienced federal HR
staft: as well as exploring the possibility of requesting delegated personnel authorities
similar to the non-HQ DHS components in order to improve efficiency. Employing
these changes in coordination with an aggressive hiring strategy within each of the
NPPD components should enable the directorate to make significant progress towards
accomplishing these goals.

b. Do you believe you need direct hire authority for certain positions within the
Directorate in order to hiring qualified staff in a timely manner?

NPPD is currently reviewing ways to increase the efficiency of its hiring process to
bring on qualified staff in a timely manner. This may include requesting that NPPD
be granted direct hire authority or that NPPD be delegated broader personnel
authorities.

16.  Contractors are prohibited by law from performing “inherently governmental functions,”
However, various sources define “inherently governmental” differently and, in any event,
it is not unusual for government contractors to provide services that, even if they do not
technically meet the definition, closely support “inherently governmental functions.” The
Committee, the Government Accountability Office (GAO), and many outside observers
recognized the need for DHS’s heavy reliance on contractors during its early days, given
the need for DHS to attain specific expertise quickly. More than six years later, many
offices remain heavily staffed by contractors who perform a variety of tasks at the core of
DHS’s operations, including policy planning, the drafting of regulations, intelligence
analysis, and preparation of budget requests,

a. What will you do to strengthen NPPD’s own ability to perform those tasks at the core
of its operations, whether inherently governmental or closely supportive of
“inherently governmental functions?”

If confirmed, I will work to identify and reduce the number of contractors that
perform "nearly inherently governmental functions™ by hiring additional government
personnel. Some of the areas that I will pursue will be as follows: Human Capital.
Budget and Financial Operations and Procurement. This will require the
reprogramming of funds and the increase in the numbers of government positions
allocated to NPPD.

b. Given the government's extensive reliance on contractors, what would you suggest
are the key considerations in determining the appropriate role for contractors in
supporting government operations (particularly, in the areas that border on
“inherently governmental functions,” such as rulemaking or determining agency
policy)?
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I believe that the key considerations in determining the appropriate role for
contractors in supporting government operations is the determination whether the
activity requires the exercise of substantial discretion (decision making and/or
signature authority). Otherwise, if the service is listed in the “yellow pages,” It is
probably not inherently governmental,

Therefore, rulemaking and the determination of the agency policy should be
considered inherently governmental functions. I do not believe that “fact-gathering”™
and analysis in support of those areas are inherently governmental; however,
oversight of those functions is a government function. Moreover, it is my general
intention to replace as many contractors as possible as quickly as possible.

Government contractor employees often work side-by-side with federal employees,
and also perform the same or similar functions as their federal employee counterparts,
Please discuss any experiences that you have had managing such augmented
workforce and your views on ensuring that government agencies establish appropriate
safeguards to prevent conflicts of interest by contractor employees?

During my time as Assistant Secretary of State for International Narcotics and Law
Enforcement Affairs [ had contractors who worked in the areas of aviation, training.
and recruitment. My personal opinion based on this experience is that contractors
provide a service but must be closely supervised to ensure that their actions represent
the ULS. government and comply with our laws and procedures. Moreover, we must
keep basic distinctions between government employees and contractors. | believe
that contractors should perform tasks as assigned and should not be required to
exercise substantial discretion (decision making and/or signature authority).

Do you believe that contracting out work, even if not “inherently governmental,” can
reduce essential staff expertise or otherwise diminish the institutional strength of
agencies? If so, how should such considerations be taken into account in determining
whether work should be contracted out or done in-house?

Yes, I believe that contracting can reduce essential staff expertise or otherwise
diminish the institutional strength of agencies if not managed properly. If managed
properly, contracting can expand essential staff expertise or otherwise improve the
institutional strength of agencies, Specifically, if contractors are limited to advisory
functions they should serve as force multipliers allowing the government to
concentrate in more important tasks,

Proper management of contractor support requires limiting contractors to
administrative and advisory functions. At the same time government personnel
should be required to remain as task lead and be responsible for the work performed.

The previous NPPD Under Secretary committed at his confirmation hearing to try to
reduce the Directorate’s over-reliance on contractors by converting contractors
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performing inherently governmental functions to federal positions. Is this a policy you
intend to continue?

Yes. If confirmed, I will work to more broadly replace contractors as well.

Critical Infrastructure Protection

18.

19.

What is your assessment of the key challenges facing our country with respect to
protecting critical infrastructure?

Achieving protection and resiliency across all 18 critical infrastructure and key resources
{CIKR) sectors from man-made events (accidents, terrorism) and natural hazards is a
complex challenge because of the diversity of the sectors, the fact that the majority of the
mission is accomplished through voluntary rather than regulatory relationships, and the
dynamic risk environment. The Office of Infrastructure Protection (IP) and its Federal,
regional, State, local, territorial, tribal, and private sector partners developed and are
implementing the National Infrastructure Protection Plan (NIPP). Using the NIPP as its
guide, IP leads the coordinated national effort to reduce risk to the Nation’s CIKR and to
enable national preparedness, timely response, and rapid recovery of CIKR in the event
of an attack, natural disaster, or other emergency.

The President’s National Infrastructure Advisory Council (NTAC), in its 2008 report,
Critical Infrostructure Partnership Strategic Assessment, concluded that the public-
private sector partnership represents the best long-term strategy to secure the Nation’s
CIKR. IP has forged strong, effective relationships with stakeholders at all levels that
continue to mature and enhance protection and resiliency. Currently, IP is focused on
expanding partnership efforts to the next level with State, territorial, tribal and local

Jjurisdictions, regional coalitions. and State and local fusion centers, providing them with

capabilities and tools to develop critical infrastructure protection programs, and ensuring
NIPP implementation at those levels. Challenges to address as we move into the future
include sustaining the robustness of the partnership among all stakeholders, and
addressing the aging of key CIKR assets and systems throughout the country, If
confirmed, [ will work to meet those challenges.

Ensuring the security of the nation’s most critical infrastructure and key resourcesis a
vital mission of the Department. In 2003, former President Bush issued Homeland
Security Presidential Directive (HSPD) 7 (Critical Infrastructure Identification,
Prioritization, and Protection) to coordinate federal infrastructure protection
responsibilities, directing the Secretary of Homeland Security to lead these efforts.
HSPD-7 tasked the Secretary of Homeland Security with developing the National
Infrastructure Protection Plan (NIPP) and encouraged the Department and sector-specific
agencies to develop voluntary private-public structures, such as the private sector and
government coordinating councils, to set national priorities for, and provide a coordinated
approach to, critical infrastructure and key resources protection,
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a. What role do you believe DHS should play in critical infrastructure protection within
the federal government?

I firmly believe that DHS must continue to fill its crucial role in leading our Nation’s
efforts for critical infrastructure and key resource (CIKR) protection. In addition to
HSPD-7, DHS’ efforts are also based on the Homeland Security Act of 2002 which
establishes DHS" responsibilities and authorities for the protection of the Nation’s
CIKR. It assigns DHS responsibility for ensuring the NIPP’s implementation. and
recommending the “measures necessary to protect the key resources and critical
infrastructure of the United States in coordination with other agencies and authorities,
the private sector and other entities.”

Do you believe this role differs from the direction provided under HSPD-7?

No, I think they are aligned. MSPD-7 designates the Secretary of DHS as the principal
Federal official to lead CIKR protection efforts among Federal departments and agencies,
State and local governments, and the private sector and provides additional clarity to the
2002 Act. Under the direction of HSPD-7, the National Infrastructure Protection Plan
was developed and issued; it delineates the roles and responsibilities of DHS and the 18
Sector Specific Agencies (SSAs), in carrying out CIKR protection activities while
respecting and integrating the authorities, jurisdiction, and prerogatives of these and other
pariners.

What relationship do you believe DHS should have with sector-specific agencies?

It is my understanding that DHS has established solid relations with the SSAs. As set out
in the NIPP, the enormity and complexity of the Nations CIKR, the distributed character
of our national protective architecture. and the uncertain nature of terrorists, manmade or
natural hazards, make effective implementation of protection and resiliency efforts a
great challenge. Successful protection and resiliency efforts can only be achieved
through active collaboration, coordination and information sharing with the SSAs; and
must also include State, local, tribal and territorial representatives at all levels, and
private sector owners and operators.

Do you believe this relationship can be strengthened, if so, how?

The bedrock of any relationship is trusted, honest communication, and the NIPP affords
us the established processes and mechanisms to foster such communication. Therefore, |
believe that strengthening the relationship with the SSAs, and all of our public and
private sector partners, simply requires a sincere, ongoing commitment to what we have
already built together.

If confirmed I will work with the Office of Infrastructure Protection to review the current
relationship and determine if there are additional mechanisms that could be employed to
further strengthen our relationship with the SSAs. Based on the ongoing DHS focus on
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the spread of the HINI influenza, I believe that more planning on continuity of business
applications in such a scenario is an important task ahcad.

b. What is your view of the NIPP and the sector-specific plans developed in association

with the NIPP?

I believe it is important to continue to build on existing structures and lessons learned
but make sure these structures are used to drive measurable improvements in security.
The NIPP is our national strategy for CIKR protection and resiliency, and its
implementation to date clearly demonstrates what we have been able to achieve

through partnership building and information sharing. The NIPP is the framework for

how the 18 sectors will prioritize their CIKR and resiliency initiatives while building
on public and private sector protective strategies to allow for a partnership that will
further fortify these national assets. It provides the overarching approach for
integrating the Nation’s many CIKR protection initiatives into a single national effort.
Because of the unique and individual needs of each sector, developing a generalized
risk management strategy would be ineffective. Sector Specific Plans (8SP) provide
that next step which is an exclusive snapshot of the sector profiles, partaers, security
goals as well as infrastructure prioritization methodologies. The SSPs are a direct
result of the collaboration between both public and private sector representatives at all
levels and permit DHS and the SSAs to fully identify risk and threat landscapes of
each sector while coordinating with security partners to mitigate these issues.

Do you intend to make significant changes to these documents?

It is my understanding that the updated version of the NIPP, “Partnering to Enhance
Protection and Resiliency,” was reviewed, revised and reissued carlier this year.
Currently, the SSAs are involved in their SSP triennial review and rewrite process, in
collaboration with DHS, with their expected reissue in 2010. The Department
anticipates the SSPs to reflect the maturation of the sectors, protection and resiliency
programs and initiatives, and information sharing mechanisms that has taken place
since their first release in May of 2007.

If confirmed, I will review the SSP guidance and the response documents to make
sure they work towards the Department’s goal of improving the security of our
Nation’s critical infrastructure/ key resources.

How would you make these documents more proactive and actionable?

As 1 noted previously, an updated version of the NIPP was reviewed and reissued in
2009, and the triennial review and reissue of the SSPs is currently underway. As a
national-level plan, the NIPP establishes the framework for the implementation of
actionable CIKR protection and resiliency efforts. It also codifies many of the
mechanisms utilized for information sharing and during all-hazards incident
management activities. Therefore, the NIPP enables a broad spectrum of proactive
and reactive CIKR capabilities and actions. | believe the SSPs are continuing to

U.S. Senate Committee on Homeland Security and Governmental Affuirs Pre-hearing Questionnaire  Page 12 of 50

VerDate Nov 24 2008  09:17 Oct 29, 2010 Jkt 051780 PO 00000 Frm 00059 Fmt6601 Sfmt6601 P:\DOCS\51780.TXT SAFFAIRS PsN: PAT

51780.031



ph44585 on D330-44585-7600 with DISTILLER

56

mature in their comprehensiveness, as a direct result of the ongoing efforts of the
SSAs and their State, local, regional, and private sector partners. During this
maturation process, through ongoing engagement by DHS, we will encourage all
stakeholders to further clarify goals and objectives, and actively approach the
measurement of their programmatic effectiveness,

¢. What is your view on voluntary private-public partnerships as a tool to ensure the
security of our nation’s critical infrastructure and key resources?

Voluntary private-public partnerships are an important tool for the Department 1o use
when interfacing with the private sector, given that the private sector owns much of
the Nation’s critical infrastructure. The benefits derived from voluntary private sector
engagement have assisted in the creation of information sharing environments and
security enhancement products that otherwise could not have been achieved. Support
through the partnership model brings representatives from all CIKR sectors to
participate in a wide range of critical infrastructure activities. Government programs
are informed by CIKR sector councils with valuable industry knowledge. This
interaction provides the government with the information necessary to produce
effective planning tools, programs and deployment of resources,

Do you believe the current model utilizing Sector Coordinating Councils,
Government Coordinating Councils, and Information Sharing and Analysis Councils
is an etfective framework?

Yes, I believe that the structure provides a trusted environment for the engagement
and exchange of information between the Government and the owners and operators
of the nation’s critical infrastructure. Additional evidence of the councils’ value and
effectiveness is demonstrated by the formation of similar partnership frameworks at
the state and local levels. The Sector Specific Coordinating Councils, Government
Coordinating Councils and Information Sharing and Analysis Centers are vital to
continued effective collaboration with our CIKR partners.

During significant incidents, the partnership framework provides an essential
mechanism to enable free flow of information between the Government and the
owners and operators of our Nation’s CIKR. This information flow assists CIKR
decision-makers in executing their business continuity and recovery plans while
simultaneously ensuring that all levels of government are aware of and able to
respond to critical issues faced by CIKR owners and operators. This promotes greater
resiliency by ensuring that decisions affecting and affected by CIKR status are
carefully considered, and all available information is used to make the best decisions
to protect and restore essential critical infrastructure.

That said, if confirmed. I will look closely at this framework to ensure that it is fully
effective.

d. What actions as Under Secretary would you take to develop and improve voluntary
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public-private programs?

If confirmed. I will work with our Federal. State and local, and private sector partners
to identify where any gaps may exist in our current programs. A high priority will be
to develop an understanding of what if any changes are occurring at the State and
local level and within the private sector regarding infrastructure protection and
resiliency efforts and spending given the current economic condition. Continuity of
operations plans will be an important area for review.

20.  Voluntary relationships are not always enough to secure critical infrastructure and protect
the American people. For this reason, Congress has authorized various federal agencies to
regulate the activities of select sectors, such as the chemical, nuclear, and transportation
sectors. However, the majority of critical infrastructure sectors are not subject to federal
security regulation.

a. How do you respond to concerns that the private sector, which owns at least §5% of
our nation’s critical infrastructure, may lack sufficient incentive to invest in securing
key assets, particularly if their competitors are not held accountable for meeting the
same standards?

There cannot be a one-size-fits-all approach to CIKR protection, which is often the
outcome of a rigid regulatory framework. 1 think that effective infrastructure
protection must be built on a combination of considerations that reflects an
understanding of vulnerabilities, interdependencies, and priorities in the all-hazards
context. The diversity of the CIKR sectors means that different types of protection
activities may be the most effective for the unique circumstance of an individual
facility or system. The owners and operators of the nation’s infrastructure, whether
they are in the private sector or the public sector, have a vested interest in and
responsibility to ensure that their assets, systems or networks are protected 1o a level
commensurate with the risk they face.

b. How can DHS better leverage exiting regulatory entities not currently focused on
security, but that have long-standing relationships and in-depth familiarity with the
sectors that they oversec?

DHS maintains robust relationships with a number of agencies with regulatory
authority outside the security domain. We will continue to actively engage the full
spectrum of these agencies and organizations that have ongoing relationships and
interactions with our CIKR partners.

¢. In your opinion, are there any sectors that are not currently regulated and should be?
If so, which ones and why?

As | stated, regulation should be applied where risk and consequences are the
greatest, and should be outcomes-based. At this point, it would be premature for me
to offer an opinion on this subject. If confirmed, 1 will ensure that NPPD continues to
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work with all of its partaers to identify any gaps that exist with regard to high risk and
high consequence assets and systems and takes the appropriate actions to close those
gaps.

Do you believe new authority from Congress would be required for the Department to
regulate additional sectors?

I believe that the consideration of additional regulatory authorities for the Department

would require the involvement of Congress.

21.  The Office of Infrastructure Protection (OIP) initially focused its activities on protecting
rather than ensuring the resiliency of our nation’s critical infrastructure and key
resources. Last year the Homeland Security Advisory Council recommended refocusing
the Department’s critical infrastructure and key resources protection activities on
resiliency as a top priority for the next Secretary because “we cannot protect everything,
against all things, at all times, and at all costs.” Some experts have also argued that the
private sector is more open to the concept of resiliency than protection because the
business case for investing in resiliency is more compelling.

a. What role do you believe resiliency should have in the Department’s critical

infrastructure and key resources activities?

I believe that resiliency is an essential element of ensuring that the critical goods and
services provided by the nation’s infrastructure can continue to be provided to the
nation in a sustained manner. The 2009 NIPP, subtitled “Partnering to Enhance
Protection and Resiliency,” not only provides the baseline for DHS infrastructure
protection guidance, but more significantly it sets the tone for the Department’s
commitment to resiliency and further outlines how the concepts of protection and
resiliency are interlinked. Certain sectors are more likely to embrace resiliency given
their inherent operational characteristics, while others may focus more on specific
types of physical protection or training or rapid response to reduce risk and minimize
consequences.

What are your views regarding the appropriate balance between protection and
resiliency?

Protection depends on an overarching risk-management strategy that fully
acknowledges and supports the concept of resiliency where it offers the best solution
to managing a particular risk or set of risks.

Since 9/11, significant efforts have been underway to define the scope of work
required to establish the processes and mechanisms to secure and mitigate the
vulnerability and ensure the functionality of CIKR across our country. The private
sector has made substantial investments to boost resiliency, increase redundancy, and
develop contingency plans, To support these efforts, the Department has provided
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significant amounts of risk-based grant funding to deter threats. reduce
vulnerabilities. and build resiliency.

Because the private sector owns and operates most of the Nation’s critical
infrastructure, DHS has pursued a voluntary partnership approach, where government
and the private sector work together under a common framework to set goals and
priorities, identify key assets, assign roles and responsibilities, allocate resources, and
measure progress against national priorities. As important as resiliency isto a
number of our critical sectors, adopting a “one size fits all” solution could create an
imbalance. The chemical, nuclear and energy sectors are prime examples of the need
to balance our concerns about infrastructure restoration after an incident, with our
ability to prevent the release of dangerous substances into populated areas.
Preventing the loss of human life must remain our number one goal.

¢. How would you encourage resiliency throughout the private sector?

I think that protecting and ensuring the resiliency of the nation’s infrastructure
requires a wide range of activities. There cannot be a single common approach to
CIKR protection and resiliency, this requires that DHS work with a variety of
partners in a dynamic risk landscape to prioritize activities and devise a strategy
based on a combination of considerations that reflect an understanding of
vulnerabilities and interdependencies in the all hazards context. The NIPP and its
supporting SSPs chart the path for continuous improvement of security and resiliency
of our critical infrastructures, and the focused activities of TP in concert with all of our
CIKR partners ensures their preparedness. Furthermore, participation in the
Voluntary Private Sector preparedness Standards Program (PS-Prep) will make a
significant enhancement in the preparedness and resiliency of the nation’s critical
infrastructure.

22, After finding a large majority of the private sector was unprepared for a terrorist attack,
the 9-11 Commission recommended that the federal government promote a preparedness
standard for the private sector. To this end, the Implementing Recommendations of the
9/11 Commission Act of 2007 (9/11 Commission Recommendation Act) (P.L. 110-53)
established the Voluntary Private Sector Preparedness Accreditation and Certification
Program within DHS, which will allow interested private sector companies to be certified
as complying with voluntary preparedness standards. Former Secretary Michael Chertoff
gave FEMA the lead responsibility for managing the program, and the Office of
Infrastructure Protection is among the components working closely with FEMA on the
program. The deadlines in the statute for developing and implementing the program have
passed, but the program is not yet fully implemented.

a. Do you believe DHS has a responsibility to encourage private sector preparedness?
Yes. I believe that DHS has a responsibility, but it is a shared responsibility as the

private sector owns and operates most of the essential functions and services in
communities: therefore, a high level of private sector preparedness is essential to both
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the nation and to individual communities. We must work with our state, local, and
private sector partners, as well as other federal entities in creating a culture of
preparedness. Improved private sector preparedness is needed to meet the wide
range of disruptive challenges that may occur. Evidence and intuition suggests that
the better prepared the private scctor is, especially the nation’s critical infrastructure,
the carlier it can recover and resume operating after a disruption, reducing the impacts
to the nation and to local communities. Our current activities associated with the
HINTI influenza outbreak are a clear indication that more work is needed.

b. Do you believe OIP should continue to play a leadership role in the implementation
of the Voluntary Private Sector Preparedness Accreditation and Certification
Program? Will you make quickly implementing the program a priority?

I think that the public-private partnership framework under the NIPP has been a
success and has significantly improved the protection of our nation’s critical
infrastructure. The program has the potential to make additional significant
contributions to the preparedness and resilience of the country’s critical
infrastructure. I understand that FEMA has the lead for the program, and IP’s
leadership and contributions have been instrumental in the development of the
program. As the 18 CIKR sectors will be key participants in the program, [P must
remain engaged in the development and implementation of the program, especially as
it relates to those 18 CIKR sectors. From the critical infrastructure perspective, it is
important that the program is implemented in a way that recognizes and takes into
account the regulations, best practices and, other ongoing activities that alveady
contribute to preparedness in the critical infrastructure sectors. 1P will work with each
of the CIKR sectors to identify those existing laws, regulations, and sector best
practices, and develop a framework for applying DHS-adopted voluntary
preparedness standards to the individual sectors in ways that make sense for each.

¢. During the development of the Voluntary Private Sector Preparedness Accreditation
and Certification Program, some expressed concern that the views of smaller private
sector companies are not adequately being taken into account. Will you commit to
working to ensure that the program meets the statute’s requirements for small
business concerns?

As noted previously, FEMA is the lead for this program. However, if confirmed, 1
will work with the Office of Infrastructure Protection to ensure the concerns of small
businesses are considered.

23, The Department’s Office for Bombing Prevention (OBP), located within the Office of
Infrastructure Protection, leads the Department’s efforts to deter, detect, prevent, protect
against, and respond to terrorist improvised explosive device (IED) threats, OBP is also
the Department’s lead for coordinating DHS’ roles and responsibilities as assigned by
HSPD-19 implementation plan. OBP also provides a number of services on behalf of OIP
such as grant support and infrastructure protection training courses to private sector
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personnel and state and local officials. In November 2007, the Committee approved a

bill, the National Bombing Prevention Act of 2007 (S. 2292) to codify the existence of

this office within OIP and strengthen the authority and budget of this critical office.

a. Do you support the mission of the Office for Bombing Prevention?

Yes, I support the mission of OBP which serves as DHS” focal point for strategic
planning, coordination, capacity building, and information sharing in the effort to
improve bombing prevention activities throughout the Federal government, State and
local jurisdictions, and the private sector as outlined in Homeland Security
Presidential Directive-19 (HSPD-19) and associated Implementation Plan (IPLAN).
OBP provides national leadership to coordinate programs and improve capabilities
that address the threat of bombing attacks targeting CIKR and public gathering
places. If confirmed, I will continue the focus on successful implementation of the
IPLAN.

Do you agree that OIP is the appropriate place for OBP within the Department?

Yes, | believe that NPPD/IP is the appropriate location for OBP. Through NPPD/IP,
OBP leverages key initiatives to assist with the Department’s unique responsibilities
to counter terrorist use of explosives through preparedness activities, infrastructure
protection, information sharing, capabilities analysis and enhancement. public
awareness, and outreach to the private sector.

Historically OBP’s budget and staffing levels have been relatively small in
comparison to its significant mission. $.2292 called for an annual budget of $25
million to appropriately support OBP’s important missions. Will you commit to
properly support OBP and advocate for increase funding and staffing levels?

The FY 2010 budget request is $14.2M, which is an increase of $4M from the FY
2009 enacted funding. This enhancement will allow for the completion of 16 0f 22
HSPD-19 Implementation Plan recommendations that are the responsibility of DHS,
increased capability assessments of bombing prevention capabilities across the
country, and increased bombing prevention information services for Federal, State,
local and private sectors.

OIP is also responsible for managing the Protective Security Advisor (PSA) program.
PSAs are located in communities throughout the country to assist and support local
community and business efforts to protect critical infrastructure and further State and

local homeland security initiatives. As DHS’s infrastructure representatives in the field,
PSAs regularly interact with State Homeland Security Advisors, emergency managers,
private sector owners and operators of infrastructure, local representatives of other DHS
components and federal agencies, neighboring States, territorial, and tribal entities. What
is your view of the PSA program and do you believe it needs to be strengthened? If so,

how will you strengthen it?
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1 believe that the PSA Program has proven to be of considerable value to our Federal.
State, local and owner/operator CIKR partners nationwide.. There are currently 86 PSAs
deployed to 50 States and 1 Territory. The PSAs serve as liaisons between DHS, the
private sector, and Federal, State, territorial, local, and tribal entities; and serve as the
DHS onsite critical infrastructure and vulnerability assessment specialists. During
natural disasters and contingency events, PSAs work in State and local Emergency
Operations Centers, and the Joint Field Office (JFO) if established and provide expertise
and support to the IP Infrastructure Liaison Cell. working to support the Principal Federal
Official (PFO) and Federal Coordinating Officer (FCO) responsible for domestic incident
management. Additionally, PSAs provide support to officials responsible for special
events planning and exercises. and provide real-time information on facility criticality
and recommended protective measures to facility owners and operators, and State and
local representatives. 1f confirmed, I will work to ensure that the PSA program is fully
staffed and funded.

Cybersecurity

25.  NPPD includes the Office of Cybersecurity and Communications (CS&C), which has
broad responsibilities for protecting our communications and cyber infrastructure. As you
know, for years there have been significant vulnerabilities in these networks.
Vulnerabilities have led to massive identity theft, monetary loss, and leaks of classified
information, and have had an effect on all levels of government and throughout industry.
Additionally, cyber threats to Supervisory Control and Data Acquisition (SCADA)
systems — which control industrial processes — have the potential to cause devastating
impacts on critical infrastructure, including the electric grid and the water supply.

a. Please discuss your familiarity and experience with cybersecurity issues.

During my time on the NSC Staff, I worked on a variety of cyber related issues. As
indicated earlier, they included supervision of the Presidential (Marsh) Commission
on the Protection of Critical Infrastructure and direction of the initial drafting of PDD
63, the first major Presidential decision concerning cybersecurity. As Assistant
Secretary of State for International Law Enforcement Affairs | led delegation to
Canada and the UK to discuss cybersecurity. In addition, I worked with Richard
Clarke in directing the task force which produced The Forgotten Homeland and the
chapter on cybersecurity and have discussed cyber issues on a regular basis with
Clarke from the time I handed oft PDD 63 until the present. While lam nota
technologist, I believe that my early and continued involvement in the subject give
me a detailed knowledge of the associated public policy issues, ranging from privacy
concerns to the role and limitations of the intelligence community to the need for
clear direction from a central authority and the need to breakdown barriers in the
establishment of an effective cybersecurity regime.
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b. If confirmed, what steps do you intend to take to improve the nation’s cybersecurity,
both with respect to the government and private networks?

Cybersecurity is one of the most serious challenges we face. Information networks
are vital to our economic and national security. This is a significant undertaking. and
one where [ understand that DHS has taken important steps that create the foundation
for a more secure cyber infrastructure for government and the critical infrastructure. 1
intend to build upon DHS’s efforts with respect to the Comprehensive National
Cybersecurity Initiative. Significant work has been done to assist Agencies
consolidate and reduce their Internet access points; to develop and deploy intrusion
detection systems: and to prepare for deployment of intrusion prevention systems,
DHS must ook at current strategies to see if they remain effective and efficient across
the civilian executive branch departments and agencies. DHS must also continue to
recruit and retain the right work force, and I will work to lead that effort.

DHS must also continue to work closely with the private sector to identify
appropriate roles and responsibilities for securing private sector networks and cyber
infrastructure. If confirmed, T will work with the Interagency and the private sector to
determine how we can best assist the private sector and determine if DHS has the
right capacity, capability and authority to help the private sector secure its
infrastructure.

c. Given the respective roles of the Office of Management and Budget, the Department
of Defense, the National Security Agency and other agencies, what do you believe to
be the role of DHS with regard to cybersecurity?

DHS is the lead agency in coordinating the security of Federal Civil Executive
Branch networks and working with owners and operators of critical infrastructure and
key resources (CIKR) sector to defend their networks. It works with the private
sector, academia, and Federal, State, local, tribal and international governments to
assess and mitigate cyber risk and prepare for, prevent, and respond to cyber
incidents. In exccuting its cybersecurity missions, DHS encounters common threats
and vulnerabilities to government, public and private sector critical information
infrastructure and is establishing processes and coordination mechanisms to share that
information to assist non governmental entities defend their networks.

d. Do you believe additional federal regulation or enhanced private sector cooperation is
needed to ensure that private sector companies act to protect critical cyber
infrastructure?

While the security of our nation’s critical infrastructure networks is vital to our
national and economic security, it it is determined that any new regulation is required,
it must be carefully crafted to avoid unintended consequences. Poorly developed
regulations could have a damaging effect on our economy or result in a situation
where established standards are viewed and implemented by industry asa
“maximum” rather than a “minimum” level of security.
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However. regardless of possibility of new regulations, DHS must continue to enhance
its private sector cooperation. We frequently hear the figure that 85% of the nation’s
critical infrastructure is owned and operated by the private sector. Because the
government does not own and operate cyberspace, DHS absolutely must continue to
build on and improve its partnership with industry. The National Infrastructure
Protection Plan framework and coordinating bodies like the I'T Sector Coordinating
Council and the Cross Sector Cybersecurity Working Group provide a foundation on
which we can build. To date, efforts with industry have largely focused on planning.
Now is the time for the Department to collaborate with private sector partners to take
meaningful steps to share actionable threat, vulnerability and mitigation information
with each other and to coordinate research and development activities for new cyber
technologies and protective programs,

26.  Currently, many distinct components of DHS play a role in the Department’s
cybersecurity mission including but not limited to: the Office of Cybersecurity and
Communications (under the leadership of NPPD), the National Cybersecurity Center, and
the Office of Policy. What do you believe are the appropriate roles and responsibilities of
the various DHS components with regard to cybersecurity?

1 believe the Department is currently organized to deliver expert advice through its
components which have responsibility for cybersecurity. Specifically, the Office of
Cybersecurity and Communications (CS&C) is responsible for enhancing the security,
resiliency, and reliability of the nation's cyber and communications infrastructure, It has
a heavy operational role working with both the federal government and private sector, In
addition, CS&C was formed to ensure a proactive Government capability and capacity as
the IT and communications sectors continue to converge. CS&C includes the National
Communications System (NCS) and National Cybersecurity Division (NCSD) as well as
the Office of Emergency Communications, to ensure coordination and synergy between
these closely coupled organization.

The National Cybersecurity Center was created to deliver cross-domain situational
awareness; analyze and report on the composite state ot U.S. cyber networks and
systems; and foster collaboration among the six largest federal cyber centers,

Within the Office of Policy, the Director of Cybersecurity Policy Development provides
substantive policy guidance related to national cyber risk governance and management.
This official helps to develop departmental policy positions and negotiate these positions
within the interagency.

There are other components within the Department Headquarters that have a role in
Cybersecurity, for example the Office of Science and Technology, the Office of

Intelligence and Analysis, as well as other operational components of DHS, including
CBP, FEMA and ICE.
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27.  The Conficker worm has infected millions of computers worldwide. In response 1o this
threat, the federal government and private industry have partnered to share information
and develop countermeasures to prevent the spread of the worm and to mitigate its
ultimate effect. However, the lines of authority in responding to the Conficker worm are
unclear. Consequently, when US-CERT disseminated instructions on how to protect
federal systems against the worm, those instructions were ignored by a significant
number of agencies.

a. Do you believe that under the current law there is a clearly designated lead agency for
cybersecurity?

No, there is not one clearly designated lead for cybersecurity, and that is because
several agencies have different, yet important responsibilities with respect to
cybersecurity. DHS™ mission, however, places it in prime position to coordinate many
of the actions required during situations similar to the Conficker worm. For example,
DHS’ responsibilities related to the .gov Federal Civilian Exccutive Branch networks
and critical cyber infrastructure positioned it to distribute critical information fo
Federal and non-Federal partners and mitigate the potential impact Conficker could
have had.

b. In the case of the Conficker worm, what would your response have been if US-CERT
had reported to you that a substantial number of federal agencies were ignoring its
guidance?

Working with the White House and the Office of Management and Budget (OMB),
would engage with the leadership of those federal agencies to ensure they had
complete comprehension of the incident and the potential impact of ignoring US-
CERT guidance. As OMB is responsible for the overall implementation of
information security activities on Federal Executive Branch networks under the
Federal Information Security Management Act (FISMA), it would be a key ally in
communicating the importance of an issue such as this to the Departments and
Agencies. That said. I would also turn to the Office of Cabinet Affairs and even the
White House Chief of Staff if necessary.

28. In addition to the Under Secretary, a number of officials within the NPPD have
responsibilities for cybersecurity, including the Deputy Undersecretary of NPPD, the
Assistant Secretary of CS&C, and the Director of the United States Computer Emergency
Readiness Team (US-CERT).

a. How will you manage these offices to ensure there is effective leadership and
management with regards to cybersecurity?

These roles fall within a clearly delineated chain of command. The Deputy Under
Secretary provides not only expertise and senior leadership oversight on cyber issues,

but also ensures coordination and collaboration between cyber and physical
protection for the Nation's eritical infrastructure. It is critical that NPPD’s
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components are able to effectively coordinate and collaborate. DU/S Reitinger’s

experience both in government and in industry, as an attorney, a technology leader,

and an experienced manager, make him exceptionally qualified for this role,

The Assistant Secretary of CS&C reports to the Office of the Undersecretary of
NPPD. CS&C was created, along with an Assistant Secretary position within that
Office, in recognition of the importance of cybersecurity and the need for senior
appointed eadership focused on this critical topic. The Assistant Secretary is
responsible for timely and successtul execution of deliverables under the
Cybersecurity Initiative to include deployment of the TIC and EINSTEIN 2 and 3

programs, Supply Chain Risk Management, Education and Workforce Development,
and improving collaboration with private sector and the security of CIKR networks.

The Director of the US-CERT is responsible for managing DHS' 24x7 cyber
operations center. US-CERT analyzes data received from the Einstein sensors, the
Intelligence Community, government and industry partners, and other sources fo

identify threats, vulnerabilities, and trends. US-CERT collaborates with public and

private sector partners to develop and promulgate protective and mitigation
strategies. US-CERT provides cyber incident response and recovery coordination
and support for federal, state, local, tribal and territorial, international and private
sector partners. US-CERT also produces products made available to the general
public on www us-cert.gov. The Director of the US-CERT reports to the Assistant
Secretary through the Director of the National Cybersecurity Division.

b. How do you see the responsibilities of the Under Secretary of NPPD in relation to
these officials?

The Under Secretary provides overall leadership to all NPPD components and is

responsible for setting the strategic direction for the organization. He or she ensures
the alignment of the individual components with broader Departmental policies and

priorities. The Deputy Under Secretary, the Assistant Secretary of CS&C, and the
Director of US-CERT all support the Under Secretary in developing policies and
setting Directorate priorities and each is responsible for implementing specific
strategies.

In January 2008, President Bush signed National Security Presidential Directive 54 /

Homeland Security Presidential Directive 23 — a multi-agency, multi-year plan that laid
out twelve steps to securing the federal government’s cyber networks, Also known as the

Comprehensive National Cybersecurity Initiative (CNCI), this plan represented a
fundamental shift in how the federal government approached cybersecurity and gave

DHS new responsibilities as well as a significant increase in funding and staffing to carry
out these responsibilities. Specifically, the CNCI gave DHS additional responsibilities for

coordinating cybersecurity across all civilian federal agencies. However, the CNCI did
not give DHS any authority to compel coordination or compliance across the federal
government.
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a, What authorities do you believe DHS needs to effectively secure our federal
government networks against ongoing cyber attacks?

Secretary Napolitano is reviewing the response to her Action Directive requesting
information on the Department’s cybersecurity authorities, responsibilities, programs.
and timelines. If confirmed, ! look forward to joining her in that review and
determining where authorities might need to be strengthened for each of our missions.

b. What resources do you believe DHS needs to accomplish this mission?

Secretary Napolitano is reviewing the response to her Action Directive requesting
information on the Department’s cybersecurity authorities, responsibilities, programs,
and timelines. If confirmed, | will review and work to determine appropriate resource
tevels for DHS’s various cybersecurity missions.

¢. The CNCI was developed with little input from the private sector even though the
private sector owns most of the cyber infrastructure, even in the context of federal
information technology networks. What steps will you take to ensure that the private
sector is adequately involved in the development of policies and protocols for federal
cybersecurity?

Itis my understanding that DHS has worked very closely with the private sector to
ensure they were represented in the creation of the implementation plans that wil] be
used to meet the DHS-lead initiatives of the CNCL It is my understanding that the
President’s 60-day review of cybersecurity engaged the private sector extensively. If
confirmed, T look forward to building on the recommendations made through these
engagements utilizing the framework outlined in the National Infrastructure
Protection Plan in order to ensure all appropriate stakeholders are engaged, our
private sector partnership meets our Nation’s needs and our Nation’s cyber
infrastructure is robustly and effectively protected.

30.  The CNCl also created the National Cybersecurity Center (NCSC) to synthesize
information from various cybersecurity centers across the federal government and
develop situation awareness, loosely modeled after NCTC. The NCSC was established in
DHS, but outside of the existing structure in the National Cybersecurity Division, with a
direct report to the Secretary. Last month, Rod Beckstrom, the Director of the NCSC
resigned, stating in his resignation letter that the “NCSC did not receive appropriate
support inside DHS during the last administration to fully realize this vital role.”

a. Given that the Director of the NCSC reports directly to the Secretary while the Under
Secretary of NPPD reports through the Deputy Secretary for the Department, what is
your understanding of how NPPD coordinates its work with NCSC or responds to
requests from NCSC?

NCSC and NPPD are but two DHS components with responsibilities regarding
cybersecurity — other components such as S&T. Policy. and the United States Secret
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Service also play key roles. We must coordinate among all these components, and
also with departments and agencies outside DHS to be fully effective. and that will be
a key role both for me, if confirmed, and for DU/S Reitinger. In particular, US-
CERT must rapidly respond to and fully participate in NCSC actions as one of ifs key
stakeholders.

b. Do you believe any organizational changes are necessary within DHS regarding the
relationship between the NCSC and NPPD?

The Departiment is exploring options to more effectively align the operations of
NCSC and the work of NPPD while remaining faithful to the interagency mission of
NCSC. We hope to move forward in the near-term.

Chemical Site Security

31, Congress authorized the Department’s chemical site security program, now known as the
Chemical Facility Anti-Terrorism Standards (CFATS), as part of the Department of
Homeland Security Appropriations Act, 2007 (P.L. 109-295). While the original
authorization for the program expires this year, it appears that both Congress and
Secretary Napolitano are committed to keeping the program going. If confirmed as Under
Secretary for NPPD, you would be responsible for overseeing the CFATS program and
would presumably play a significant role in efforts to reauthorize the program,

a. What is your assessment of the CFATS program to date?

Based on my current knowledge of the CFATS program, | believe that it is an
effective program for addressing the security risks associated with the Nation’s high-
risk chemical facilities and is helping to make the country more secure.
Implementation is now underway and CFATS is working to improve security at high-
risk facilities, and will even more significantly enhance security and protect
communities as the program matures.

In the two and one-half years since the Department was granted authority to regulate
security at high-risk chemical facilities, 1 believe the Department has developed an
effective approach for both identifying high-risk chemical facilities and assessing the
security risks associated with them. To date. the Department has reviewed
consequence assessments (Top-screens) for more than 36,000 potentially high-risk
chemical facilities, from which the Department has preliminarily identified
approximately 6,400 facilities as preliminarily high-risk. Of those preliminarily high-
risk facilities, over 5,600 have submitted Security Vulnerability Assessments (SVA).
It is my understanding that the Department is in the process of reviewing those SVAs,
and will very soon issue the first set of final tiering determination letters to
approximately 140 Tier 1 facilities, and set the due date for their Site Security Plans
(SSP). The Department will simultaneously release the next module of the CFATS
online suite of compliance tools, the SSP template and instructions, as well as the
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Risk-Based Performance Standards Guidance Document, which will assist facilities
in completing the $SSPs,

Do you believe the CFATS program needs any significant modifications and what
impact do you believe any such programmatic changes would have on the existing
program?

I believe that CFATS needs to be made a permanent program. Currently, CFATS is
slated to expire in October 2009 if not reauthorized by Congress. T would urge the
Congress to act to ensure continued implementation of this important program
without requiring extensive revisiting of the program currently in place. As
previously stated, I believe that CFATS is enhancing security by helping to ensure
high-risk chemical facilities throughout the country have security postures
commensurate to their level of risk.

Do you believe the CFATS program should be expanded to include drinking water
and wastewater facilities?

1 believe that there is an important gap in the framework for regulating the security of

chemicals in the United States, in that the current statutory authority for CFATS
excludes from its coverage water and wastewater treatment facilities. T think that the
Department needs to work with the Congress to close this gap in authorities in order
to secure chemicals of concern at these facilities and protect the communities they
serve, Water and wastewater treatment facilities that are determined to be high-risk
due to the presence of chemicals of concern should be regulated for security ina
manner that is consistent with the CFATS risk and performance-based framework.

Do you believe the CFATS program should be harmonized with the MTSA chemical
facility security regulations? If so, how?

Because CFATS and MTSA both address chemical facility security, there certainly
should be harmonization, where applicable, between these programs. 1 am aware of
this issue and if confirmed, will ensure it is fully explored and appropriately
addressed. | think it’s important, for example, to have full visibility on what
chemicals of interest are out there, whether at facilities subject to MTSA or facilities
potentially subject to CFATS, so that security risks can be evaluated at the national
fevel. )

What role do you expect your office to play regarding a reauthorization effort and
what, if any, challenges do you foresee in this effort?

As the entity responsible for implementing CFATS, I believe NPPD and IP are in a
excellent position to provide insight on the experience and lessons learned during the
first years of developing and implementing CFATS. We welcome the opportunity to
continue to engage with Congress as permanent CFATS legislation is developed, and
to assist in any way that Congress believes would be helpful,
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In 2006, you co-chaired a task force on homeland security established by the Century
Foundation, which issued a report titled *“The Forgotten Homeland.” That report, which
predated the establishment of the CFATS program, included a chapter on chemical site
security that called for a rigorous regulatory program to be established at DHS. Some
elements of the CFATS program — such as the use of tiering and performance standards —
track recommendations from the report. However, the CFATS program does not
incorporate other elements that were recommended by the report.

a. Do your views on chemical site security generally track those expressed in the report?

R

If not, please discuss any differences you may have with the recommendations.
Yes.

The report says an effective chemical site security program should be sufficiently
rigorous to give high risk facilities an incentive to implement safer technologies or
move dangerous operations to more remote locations as a means to achieve greater
security. Do you agree with this view? Do you believe the CFATS program as
currently designed provides meaningful incentives for facilities to adopt safer
technologies as a means of increasing site security?

Based on my understanding, CFATS currently provides facilities with flexibility to
assess and determine how they will meet the Risk-Based Performance Standards
applicable to their tier. This could include adoption of safer technologies where
appropriate. CFATS also allows facilities to notify the Department by submitting a
revised Top Screen when they make a material modification, such as changing
holdings of a CFATS chemical of interest. 1 understand that some facilities that have
voluntarily made changes to, among other things, their chemical holdings and
distribution practices, and that NPPD supports such measures to reduce risk, as long

_ as they do not shift risks inappropriately.

Do you believe the CFATS program’s current requirements for the physical
protection of a facility are sufficient?

Yes, the Risk-Based Performance Standards (RBPS) address specific areas related to
physical protection, and a final high-risk facility will articulate in its SSP how it will
meet each applicable RPBS with security measures appropriate for its tier level and
facility-specific circumstances. The RBPS are:

Restrict area perimeter

Secure site assets

Screen and control access
Deter, detect, delay
Shipping, receipt, and storage
Theft and diversion

Sabotage
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8. Cyber

9. Response

10. Monitoring

t1. Training

12. Personnel surety

13. Elevated threats

14. Specific threats, vulnerabilities, or risks
15. Reporting of significant security incidents
16. Significant security incidents and suspicious activitics
17. Officials and organization

18. Records

d. The same report recommends providing liability protection and terrorism insurance
premium reductions for chemical facilities that are in compliance with a federal
security program such as CFATS. Do you agree that recommendation?

I certainly think that we should look into it.

33.  The authorizing language and subsequent regulations for the CFATS program generally
shields data about the program, including site vulnerability assessments and security
plans, from public disclosure, although it does allow for some information sharing with
certain state and local government officials possessing the necessary security clearances.
This information is given a new designation — Chemical Vulnerability Information or
CVI - and is subject to strict controls.

a. Do you think the CVI provisions strike the correct balance between protecting
sensitive information and allowing for adequate accountability for the CFATS
program?

Based on my current understanding of the program, 1 believe that Chemical-terrorism
Vulnerability Information (CVI) successfully strikes a balance between protecting
sensitive information companies have provided to the government under CFATS and
ensuring appropriate information-sharing with our security partners at the Federal,
state, and local level, as well as ensuring adequate accountability for the CFATS
program. CVI was specifically designed to address information sharing and
protection concerns surrounding chemical facilities potentially regulated under
CFATS. Individuals in possession of CVI must verify that the individual with whom
the CV1 will be shared is both: (1) a CV] Authorized User (i.e. successfully
completed CVI training and been issued a CVI Authorized User number by DHS)
and, {2) has a “need to know” that specific CVL

b. How should the CVI program relate to the broader effort to create a more unified
framework for all controlled unclassified information to allow for more effective
information sharing?
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[ understand that the Department supports the government-wide effort to create a
more unified framework for all controlied unclassified information and is committed
to its successtul implementation. 1 also understand that the Department seeks to align
CVI, to the degree possible, with direction and guidance relating to the
implementation and execution of controlled unclassified information. The provisions
of the CV1 program as they relate to need to know, authorized users and handling
protocols are important to the ability to assure chemical facility owners and operators
that their information will be protected, and continuing the ability to share
information with other Federal, State and local authorized users with need to know,

Intergovernmental Affairs

34.  The Homeland Security Act established the Office for State and Local Government
Coordination - a forerunner of the current Office of Intergovernmental Programs — in the
Office of the Secretary. In a subsequent reorganization undertaken by the Department
under section 872 of the Homeland Security Act, this Office was moved into the then-
existing Preparedness Directorate. Under the Post-Katrina Emergency Management
Reform Act, the Office — along with much of the rest of the Preparedness Directorate ~
was statutorily merged with FEMA. Currently, the Department through budget and
appropriations mechanisms manages the Office as part of NPPD.

a. Do you believe that the use of these mechanisms is consistent with the merger
required by the Post-Katrina Act?

I have been briefed on the history of the Office of Intergovernmental Programs, and
the past movement of the Office. These actions were undertaken during the previous
Administration. It is my understanding that the FY 2010 President’s budget request
seeks to move the Office of Intergovernmental Programs from FEMA to the Office of
the Secretary. The Assistant Secretary of IGP would then report directly to the
Secretary. 1 believe that the Secretary of Homeland Security should have a dedicated
office to liaise with State, local, tribal and territorial governments,

b. Do you believe the Office of Intergovernmental Programs should be part of NPPD?
1f so, how do you see it fitting into the overall mission of NPPD and what steps would
you take to improve it?

As noted in my previous response, [ believe that the Office should be a direct report
to the Secretary of Homeland Security as requested in the President’s FY 2010 budget
submission.

Office of Risk Management and Analysis Questions

35.  There has been substantial debate in the last several years as to how to conceptualize,
quantify, and manage homeland security-related risk.

a. How do you personally assess the issue of homeland security-related risk?
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Homeland Security risks arise from potential acts of terrorism, natural disasters, and
other emergencies and threats to our people and economy, as well as violations of the
Nation’s borders that threaten the lawful flow of trade, travel, and immigration. |
assess, as does DHS, homeland security risk by evaluating the potential for an
unwanted outcome as a function of threats, vulnerabilities, and consequences
associated with all hazards to the homeland.

b. Which experiences from your career inform your perspective on risk? How should the
various components of risk (e.g. threat, vulnerability, consequence) be assessed and
weighed?

My entire career, including my time at the NSC, has informed my perspective on risk.
The assessment and weighting of risk variables (including threat. vulnerability, and
consequence) is dependant on a variety of considerations, including availability of
information, the decision context, and resource (staffing. time, etc.} constraints.
Threat, vulnerability, and consequence can each be addressed in many ways, but they
need to be addressed in a comparable manner. In addition, any risk analysis
methodology needs to be tested. reviewed, validated, and have a built-in lessons
fearned process to ensure that it is defensible, that it benefits from outside
perspectives, and that it has a process for continuous improvement,

¢. How should risk and risk assessment be used to inform the Department’s activities
and priorities?

Understanding and managing the risks to the American homeland is a fundamental
task of homeland security. Since its inception, DHS and its partners have espoused
the principle that homeland security decisions should be risk-informed. This principle
has been articulated and repeated in a multitude of high-level policy documents,
including presidential directives, national strategies and plans, and Department-level
strategic and policy documents. Components and programs within the Department
have taken this requirement seriously and worked to build the ability to fulfill it.

Managing homeland security risk depends on making prioritization tradeoffs across
the entire homeland security mission space. These tradeoffs need to be made among
disparate programs, which are designed to address a variety of risks including
terrorism. natural disasters, immigration and customs issues, among others. Doing
this requires identifying the risks to homeland security; assessing those risks in a
comparable manner, transparently, and defensibly; determining alternative courses of
action to manage those risks; making and implementing decisions amongst those
alternatives; and monitoring and evaluating the actions taken to ensure they are
performing as expected and reducing the risks to the Nation.

36. Do you agree that risk management should consider a wide variety of costs, including
costs to regulated private sector entities and a policy’s impact on privacy and civil
liberties
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Yes, the costs to regulated private sector entities, policies that impact on privacy,
as well as many other costs should be considered.

37.  The DHS Office of Risk Management and Analysis (RMA) was established within NPPD
in 2007, and is intended to “lead the Department’s efforts to establish a common
framework to address the overall management and analysis of homeland security risk.”
The Under Secretary for NPPD chairs the Department-wide Risk Steering Committee.

a. Based on your work on the DHS Agency Review Team and your work at the

Department to date, what is your assessment as to how effective the RMA office has
been in its first two years of existence?

I think that RMA has been effective. T have been briefed on RMA's efforts and [
understand that the office has created the Department-wide Risk Steering Committee
(RSC). to serve as the Department’s risk management governance structure;
published the IDHS Risk Lexicon through the RSC; completed the first prototype for
the Risk Assessment Process for Informed Decision-making (RAPID), to inform
strategic policy and budgetary decision making by taking into account risk, risk
reduction efforts, and alternative resource allocation strategies; published a set of
Analytical Guidelines for DHS and its components to improve their risk management
capabilities: supported HSPD-8 Annex 1 by drafting the risk management annex
(Annex D), which was published as part of the Integrated Planning System; and led
the development of the Department’s Interim Integrated Risk Management
Framework published in January 2009 The Framework provides a foundation for
developing subsequent policy. doctrine and guidance that will institutionalize
integrated risk management in the Department. That said, the concept of risk-based
decision making is an evolutionary process. and more development is needed.

Do you believe the office should continue to exist in its current form in NPPD? If so,
what are your plans to improve the effectiveness of this office and its integration of
activities across the Department? If not, how would you recommend risk assessment
issues be addressed across the Department?

Yes. | believe that RMA should remain as a component of NPPD. RMA is a core
NPPD function at the heart of DHS’s efforts to match requirements and resources in a
prioritized manner to ensure that we focus on the protection and resiliency of our
most critical infrastructure and key resources.

I plan to continue to support RMA as it works collaboratively across DHS and in
conjunction with its homeland security partners to build an integrated risk
management program that ensures that risk information and analysis are provided to
decision-makers to inform a full range of decisions. These decisions include the
allocation of resources. provision of preparedness assistance, prioritization of
capability development, operational decisions, regulatory actions undertaken, and
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research and development investment. This integrated risk management program
should be based on the establishment of

s An integrated framework;

» Anassessment of the risks facing the Nation and its security domains, as
well as the risks to DHS missions:

s Processes to determine possible risk management strategies, and analyze
alternative courses of action and homeland security countermeasures, in
terms of costs, risk reduction benefits, and likely effectiveness; and

»  Metrics to evaluate how effective activities are at reducing risks.

38.  GAO has kept “Implementing and Transforming the Department of Homeland Security”
on its High-Risk List from 2003 to the present. The Department’s 2008 Corrective Action
Plan for removing this issue from the High-Risk List' discussed the Department’s
development of a strategic risk management framework within the context of broader
management processes, including the establishment of a DHS Risk Steering Committee
and the Risk Analysis Process for Informed Decision-Making (RAPID), which is
intended to serve as a Department-wide process that integrates risk into strategic
planning, programming, budgeting, and execution processes.

a. Do you intend to continue implementing the risk management section of the GAO
Corrective Action Plan? What modifications, if any, would you recommend be made
to this section of the plan?

The Under Secretary for Management has designed and implemented a management
framework based upon the need to address various Department challenges. This
framework is the foundation for the Department’s transformation and outlines the
manner by which strategic goals are developed, resources are utilized, and
performance is monitored and is enabling DHS to manage and overcome all GAO
high risk challenges. Part of this framework is the Risk Assessment Process for
Informed Decision-Making (RAPID), which is fed by RMA.

RAPID’s goal is to provide a common and consistent approach for top-level decision-
makers to assess programs across the Components in a single framework. RAPID
supports strategic policy and budgetary decision making by assessing risk, evaluating
risk reduction effects of DHS programs, and evaluating alternative resource allocation
strategies. Once requirements are developed by the Strategic Requirements Planning
Process, RAPID will help prioritize various strategic requirements aimed at different
goals and objectives.

NPPD will continue to support Management and make adjustments as required to
ensure effective execution of the Corrective Action Plan.
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b. How is RAPID being integrated into the strategic planning, programming, budgeting
and execution processes of the Department? Please provide several recent examples.

The Secretary of Homeland Security has committed to using risk analysis to inform
resource allocation through the Department’s Planning, Programming, Budgeting and
Execution (PPBE) process. RAPID currently is the Department’s primary assessment
tool for providing risk information to the planning, programming and budgeting
phases of the process. Although RAPID is curreatly in prototype, it is already being
integrated into the process. Specifically.

o  The FY 2011-2015 Integrated Planning Guidance (IPG) defines RAPID's
application and mandates participation amongst the DHS components in the
annual process to support the build of the FY 2012-2016 1PG.

s The IPG states that RAPID will produce usable results related to chemical and
biological terrorism scenarios and DHS’ efforts to manage the risk of those
scenarios for the purpose of informing decisions.

»  The FY 2011-2015 Resource Allocation Planning (RAP) process requires
components to link their program budget request to risk reduction areas so as to
be used to gather information and support RAPID analysis.

»  RAPID’s early efforts to map DHS operational programs to risk reduction areas
have enabled the Department to better identify gaps in seams in its risk
management efforts and has supported work done by the Program Analysis and
Evaluation (PA&E) office within the Management Directorate to develop an

integrated budget.

« The creation of the RAPID working group, co-chaired by RMA, the Office of
Policy, and PA&E, has created a forum for which planners, risk analysts, and
budgeters from across the Department convene to evaluate potential methods for
enhancing component-level risk-informed decision-making in support of RAPID
and building Department-wide processes.

+ In the future, RAPID results will be used, as appropriate, to more fully inform

both the development of the IPG

which articulates annual priorities for the

Departiment, enable the creation of program risk reduction metrics, and support
resource tradeoff decisions across disparate programs. The second prototype of
RAPID will be an opportunity to test these applications and more fully integrate

RAPID into PPBE.

39. A March 2008 presentation by the Deputy Director of the RMA office (formerly
available at http://risk.lanl.gov) indicated that one of the objectives of the office was to
“Develop the Department’s Risk Communication Strategy.”

a. Is this still an objective of the RMA office? If so, what are the plans and timeline for

the development of such a strategy?

Among RMA’s objectives is improving the Department’s risk communications efforts.
RMA supports the development of the Department’s risk communications strategy
through its work to develop a Department-wide integrated risk management capability fo
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enhance DHS” ability to identify, analyze, assess and communicate risk to support
decisions about strategies for managing that risk. Part of the effort is to ensure that the
Department has processes in place to share information with key stakeholders and
communicate with the public about homeland security risks and efforts being taken to
manage those risks. Such communications depends on the ability to build two-way
communications mechanisms and establish DHS as a trusted provider of information
related to homeland security risks.

b. What is your personal assessment of the Department’s risk communication efforts
since its establishment in 20037

While DHS has made some achievements, more remains to be done within DHS and
externally.

A good indication of the importance of risk communications is the Department’s
experience in the past weeks. As the outbreak of the FIINT flu virus and the response
by DHS and its partners indicates, DHS has made great strides in its risk
communications efforts, The Office of Infrastructure Protection was conducting
conference calls with CIKR public and private sector partners and the Secretary, in
her role as the principal federal official, was able to coordinate across the Federal
government to ensure that accurate information was provided to the public to support
the ability of individuals and groups to take proactive and appropriate action,

Having said that, there is still work that needs to be done to improve the Department’s
risk communications efforts, however. RMA working on behalf of DHS will
continue to work to advance DHS risk communications efforts.

c. Do you support increased transparency in the Department’s assessment of risk?
Should the Department publish a concise list of its assessment of the top threats and
vulnerabilities that the nation faces?

I support the idea of transparency in the Department’s programs, including our work
related to identifying threats to our Nation's critical infrastructure and key resources.
1 support sharing threat assessment information with both the private sector as well as
the public as a whole. However, I believe that vulnerability information should not
be publicly disseminated.

As an example, in 2007, the inaugural Homeland Security Threat Assessment
(HSTA) was published as an assessment of the major threats to the Homeland for
which the U.S. Government must prepare and respond—to include the actions,
capabilitics, and intentions of domestic and foreign terrorists and extremists and the
possible occurrence of systemic threats. The HSTA was not classified and was
released to our private sector partners through formal information sharing channels
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including the Homeland Security Information Network (HSIN). The HSTA was a
good step forward even though much more needs to be done. For example. the
HSTA did not address natural disasters or the full scope of threats that fall within the
statutory responsibilities of the individual Components of DHS.

40.  The 9/11 Commission Recommendations Act includes amendments to the Homeland
Security Act governing the distribution of grants under two of the major homeland
security grant programs, the State Homeland Security Grant Program (SHSGP) and the
Urban Area Security Initiative (UASI). These provisions guarantee each state a minimum
allocation under SHSGP, but otherwise largely leave to the Secretary’s discretion the
allocation of grant funds to states and high-risk urban areas based on a jurisdiction’s
relative threat, vulnerability and consequences faced from acts of terrorism and on the
anticipated effectiveness of the proposed use of the grant, provided that certain basic risk
factors are taken into account.

To help it allocate grants, DHS has developed (or contracted with others to develop) a
terrorism risk model. Reflecting the difficulties in determining the true risk of terrorism,
however, the model in past years has been incomplete, depended on subjective weighting
and has been difficult if not impossible to externally validate. Given the uncertainties
inherent in measuring the risk of terrorism, how would you approach the issue of risk
analysis for the purposes of distributing homeland security grants and what criteria would
you use to evaluate whether a proposed method for allocating grants is appropriate and
adequately reflects the likely risk of terrorism? Do you believe that DHS’s current risk
model should be changed?

The major homeland security grant programs are administered within DHS by the Federal
Emergency Management Agency (FEMA) and the risk model to determine allocation
eligibility has been developed by FEMA in conjunction with the risk community across
DHS. The risk formulas used in the SHSP, UASI, Transit Security Grant Program
(TSGP), Port Security Grant Program (PSGP) and Interoperable Emergency
Communications Grant Program (IEGCP) are all based on a common formula  Each of
the formulas have different variables, however, depending on the grant program. For
example, the Transit Security Grant Program measures ridership on transit systems, but
the Port Security Grant Program looks at variables such as domestic cargo volume. The
basic form is derived from standard risk theory: namely, risk is the Likelihood of an
adverse event occurring multiplied by the expected value of the Consequence were that
event 1o oceur.

RMA is working with FEMA's Grants Program Directorate to support its efforts to refine
and improve the existing methodology for the Interoperable Emergency Communications
Grant Program for the FY 2010 cycle, in order to more accurately capture the multi-
hazards risk  The Interoperability Emergency Communications Grant Program is jointly
administered by FEMA and the Office of Emergency Communications in NPPD. The
work will seek to bring an evaluation of both the risk of terrorism and selected natural
disasters into the grant formula to determine State eligibility amounts for the IECGP.
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In response to the specific question of the existing terrorism risk model, it is important to
note that we will never know the “true” (i.e,, objectively measured) risk of terrorism.
Risk is a concept that is inherently related to uncertainty. and terrorism risk includes
additional factors of uncertainty such as the threat from an adaptive adversary and the
ability for mitigation measures to deter, shift, or reduce risk. Further, the assessment of
terrorism risks will always be dependant on subject matter expert opinion, as historical
data cannot be relied upon. It would be a mistake to establish the expectation that a
terrorism risk formula could ever produce a *“true” view of risk. The criteria for
evaluating a risk analysis, such as the grant allocation, should be 1) is it useful in the
decision being made; 2) is it methodologically defensible; 3) does it utilize appropriate
information in an analytically sound manner; and 4) are the results appropriately
transparent and communicated in a usable manner.

The RAND Corporation noted in a 2004 report, “When Terrorism Hits Home: How
Prepared are State and Local Law Enforcement,” that “[hJomeland-security experts and
first-responders have cautioned against an overemphasis on improving the preparedness
of large cities to the exclusion of smaller communities or rural areas, noting that much of
our critical infrastructure and some potential high value targets (nuclear power plants,
military installations, agriculture facilities, etc.) are located in less-populated areas.”
Moreover, we know that al Qaeda attackers lived, trained, transited, hid, and otherwise
used smaller communities and rural areas as a staging ground for the September 11, 2001
attacks. Do you agree that smaller communities and rural states and localities need to
receive adequate federal assistance to prevent, prepare for, respond to, and recover from
terrorist attacks?

The Secretary has noted publicly that risk exists everywhere in both urban and rural
areas. As such, | support an approach to grants that address all the threats and risks faced
by communities whether natural or man-made.

US- VISIT

42,

The previous Administration, in placing US-VISIT within NPPD, argued that US-VISIT
was not just a border management program, but that it interacted with a number of
different federal agencies and thus fell within the overarching theme of the NPPD. Part of
the rationale for this was an argument that US-VISIT was not a terrorism prevention
program as much as it was an identity management/immigration program.

a. What is your assessment of this contention?

US-VISIT primarily provides biometric based, identity verification services—the
collection, storage, matching, and analysis of biometric-based data—to the
immigration and border management, law enforcement, and intelligence
communities, While US- VISIT continues to fulfill its original mission of
implementing an integrated entry and exit system for the United States, US-VISIT
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has evolved into a Department-wide resource for biometric storage and matching. |
believe that it is for this reason that US-VISIT is not associated with a single
operational DHS component. Instead, it is organizationally situated to provide
services to the entire Department as well as other Federal agencies. Additionally, the
management of the contained data and the acquisition of new data require
Department-led attention,

b. Please provide specific examples of how the US-VISIT program coordinates or
shares information with non-DHS law enforcement entities.

The Departments of Justice, State, and Homeland Security signed a memorandum of
understanding that creates an agreed-upon framework for the three departments to
share their biometric data. DHS and the Federal Bureau of Investigation (FBI) are
working to establish full interoperability between the DHS/US-VISIT Automated
Biometric Identification System (IDENT) and the [ntegrated Automated Fingerprint
Identification System (IAFIS) of the FBI’s Criminal Justice Information Services
(CIIS) Division. Through this interoperability, US-VISIT is able to provide DHS
biometric data to State and local law enforcement agencies. through CJIS, which
enables the identification of non-citizens who are of an interest to the U.S,
Immigration and Customs Enforcement (ICE). This sharing of biometric information
also enables the DOS to better screen visa applicants against not only DHS data but
also FFBI criminal history. Additionally this interoperability allows the US Office of
Personnel Management (OPM) to run federal job applicants against the DHS database
to identify those individuals who are not US citizens and ineligible for federal
employment. Furthermore, this interoperability allows DOD to run fingerprints
collected during overseas operations against the DHS data which results in them
being able to identify those individuals that have visited or attempted to visit the
United States.

In addition US-VISIT has provided DHS biographic arrival and departure information
that has enabled DOS to identify fraudulent visa application activities, Currently
DHS and DOS are working to establish a real time system to system interface which
will enable all consular officers to have access to DHS arrival and departure data.

¢. What specific actions will you take if confirmed to ensure that US-VISIT is
proactively engaging the general law enforcement community to ensure that its
services are used by other agencies and departments?

A prime example is US-VISIT’s support of the Department’s mission through the
US-VISIT Executive Stakeholder Board (ESB), a formal structure that US-VISIT
uses to coordinate with other agency stakeholders. The ESB is a forum in which US-
VISIT can solicit input from, and discuss issues with, the customer agencies it
supports. The ESB has enabled US-VISIT to coordinate its budgets to ensure that the
operational missions of'its customer agencies are met. For purposes of the ESB,
stakeholders represent a DHS component or office. The members of the ESB include
DHS components CBP, ICE, CIS, USCG, TSA, FEMA, and the Secret Service, If
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confirmed, 1 will support US-VISIT’s mission by ensuring that the ESB includes
representation from non DHS entities such as DOD, DOJ and DOS to ensure that all
mission requirements are being coordinated and considered.

d. Do you believe the US-VISIT program is an immigration program or a terrorism
prevention program? Is such a distinction valid?

The US-VISIT program is a biometric identity service provider that supports
decisionmakers implementing the DHS mission. That mission includes border
security, immigration management, antiterrorism, disaster response and recovery, and
infrastructure protection, among other goals,

US-VISIT was created as a critical component of the DHS strategy to protect our
Nation from dangerous people and to facilitate the movement of legitimate travel and
trade-—a role it continues to fulfill today. However, US-VISIT s value is not limited
to border security and immigration management. US-VISIT provides the capability
for DHS components and other agencies to establish an individual’s identity through
the capture of biometric information and its association with biographic information.
Decisionmakers are able to access information, appropriate to their business needs.
associated with any one individual, including the results of watchlist and criminal
background checks.

43.  In 2008, GAO raised concerns that US-VISIT, despite making progress towards
identifying and implementing strategic goals, had “yet to fully define its relationships
with other immigration and border management programs.” GAO was particularly
concerned about the lack of a cohesive strategy for integrating other Customs and Border
Protection (CBP)-run border management programs such as SBInet and the Western
Hemisphere Travel Initiative with the US-VISIT program.

a. Given that the US-VISIT program is administered by CBP in the field, why does its
placement in NPPD make sense?

While CBP is a major contributor to the US-VISIT biometric data base, US-VISIT
provides a Department-wide service in biometric storage and matching. In addition,
US-VISIT provides services to ICE for interior immigration enforcement; to the U.S.
Coast Guard for interdiction operations; to the Transportation Security
Administration (TSA) for vetting and credentialing of airport workers; to U.S.
Citizenship and Immigration Services (USCIS) for immigration benefits; to the
Department of State for visa applications: and to the FBI for law enforcement
purposes. The placement of US-VISIT in NPPD recognizes that US-VISIT has
evolved from a border control program created to address specific legislative
mandates to an organization that is a strategically placed for the entire Department.

b. What specific actions will you take if confirmed to ensure that US-VISIT is
proactively coordinating with CBP to ensure that its technology and program goals
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are integrated into other border management programs?

US-VISIT is actively engaged with CBP to complement its border management
programs and meets regularly with CBP’s Offices of Field Operations, Border Patrol,
Air and Marine, and Information and Technology. Additionally, CBP has detailed
CBP officers to US-VISIT. As an example, US-VISIT is working with CBP, the
DHS Office of Policy, and USCIS on a pilot project to test the collection of
biometrics from the holders of H-2 visas for temporary and seasonal workers who
exit the United States. The pilot will be conducted at two locations: the Douglas and
San Luis, Arizona, ports of entry. It specifically addresses the requirement to expand
exit so that persons who overstay limited-duration visits to the United States can be
identified.

In December of 2008, GAO issued a report that criticized US-VISIT for failing to “fully
satisfy any of the eleven conditions required of DHS by the Consolidated Appropriations
Act of 2008, either because the plan does not address key aspects of the condition or
because what it does address is not adequately supported or is otherwise not reflective of
known program weaknesses.” In particular, GAO reported that US-VISIT had failed to
adequately implement its risk assessment model, that the program’s air-exit solution used
cost estimates that were not realistic, and that its expenditure plan had not met
congressional conditions. This was the latest in a long line of GAO reports criticizing the
agency for failing to meet congressional requirements.

a.

If confirmed, what specific actions will you take to ensure that US-VISIT complies
with legislative mandates?

If confirmed, 1 will review the report and consult with the Commitiee on a way
forward.

What specific actions will you take to address GAO’s concerns about the failure to
adequately and proactively implement the risk assessment model?
If confirmed, I will review the report and consult with the Committee on a way

forward.

What specific actions will you take to ensure that cost estimates associated with US-
VISIT programs are realistic?

US-VISIT has taken numerous steps to improve its cost estimating practices, They
include:

Hiring experienced and certified cost estimating personnel to improve development of
both project estimates and the program life cycle cost model.
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» Program participation in the development of the new GAQO Cost Assessment Guide,
GAO’s best practices manual for cost estimation, over the last year,

¢ [nvolvement of the Cost Analysis Division. Office of the DHS Chief Procurement
Officer, in the review and improvement of program estimates and estimating practices
and techniques.

* Active engagement in the adoption of recently developed DHS program acquisition
management policies and procedures (e.g., Acquisition Directive 102-01) that will
facilitate the improvement of program cost estimates.

Additionally, US-VISIT has worked with GAO to provide a detailed program cost
analysis self-assessment, with corresponding documentation, to remove the outstanding
recommendation to improve program cost estimation. Follow-up discussions with GAO
are scheduled in the next 10 days and initial responses indicate closure of'this
recommendation is imminent,

A biometric entry and exit program is considered by many people, including the 9/11
Commission, to be a vital component of homeland security. DHS has failed to meet a
number of statutory deadlines associated with the exit component of the US-VISIT
system, and is currently working on a pilot program for the airport exit component that
was required by the Consolidated Security, Disaster Assistance, and Continuing
Appropriations Act of 2009 (P.L. 110-329). In its announced notice of rule making, DHS
proposed that the air carriers be responsible for collecting biometric exit data from
eligible travelers and allowing the carriers to decide where in the airport this collection
would take place. The airlines have complained that this represents an unfunded mandate
and that they are being asked to take on a federal responsibility.

a, Do you believe that a biometric exit system is needed? Please explain your reasoning
either for or against a biometric exit system.

US-VISITs efforts to plan, develop, and deploy biometric exit capabilities are
directly aligned with the Department’s core mission and goals. The use of biometric
and biographic data gives officials the information needed to authenticate travel
documents; verify identity: and identify criminals, immigration violators, and other
individuals who may threaten the Nation’s security. Moreover, there are considerable
law enforcement and intelligence benefits from being able to accurately document the
entry and exit of foreign nationals and to conduct trend analyses on arrivals and
departures. Additionally. accurately identifying individuals who stay in the United
States beyond their authorized periods of admission (overstays) allows DHS to focus
resources on addressing known (confirmed) overstays and permit both DHS and the
Department of State to place greater emphasis on properly adjudicating travel and
immigration benefits. The data collected on overstays supports the Visa Waiver
Program in providing information to assist in determining what countries should be
considered for inclusion of the Visa Waiver Program.
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b. What should be the goal of an exit system?

I believe that the goal of an exit system is to assist in the enforcement the Nation’s
immigration laws. It requires the capability to determine whether foreign nationals
have legally entered and exited our country and complied with the terms of their
admission. Decision-makers must determine who is in the United States, who is
eligible to enter the United States, and who may have violated the terms of their
admission or benefits, A comprehensive biometric exit recording and processing
capability will significantly improve US-VISIT’s ability to completely and accurately
match entries and exits and to identify overstays. 1t will also provide another
opportunity to identify individuals who, upon subsequent analysis, are determined to
be criminals, potential terrorists, or other persons of interest.

If confirmed, what steps would you recommend DHS take to ensure that an exit
component is deployed to the airports as soon as possible?

I betieve that DHS and US-VISIT are already taking the steps necessary to deploy
Air/Sea Biometric Exit as expeditiously as possible, such as by publishing a notice of
proposed rulemaking, conducting the upcoming pilots in two locations, and
evaluating the pilots to determine the path forward for Air/Sea Exit. [ would support
US-VISIT in its continued efforts.

Do you believe that the airlines should be responsible for collecting biometric exit
data for the US-VISIT program? If not, who do you think should be responsible for
this data collection?

Due to the limited existing infrastructure and processes for air and sea exit
inspections, DHS considered all possible options for implementing Air/Sea Biometric
Exit. Per the direction of Congress, DHS will not decide responsibility or location for
implementing Air/Sea Biometric Exit until further information is available from the
planned air exit pilots. These decisions will be articulated in the final rule for Air/Sea
Biometric Exit. 1 will reserve judgment on this matter until DHS has the opportunity
to review the results of the pilot program.

46,  Some have argued that the only logical place for the collection of exit biometric data is at
the gate as people are entering the jetway, to ensure that individuals cannot enroll their
biometrics in the system and then leave the airport — something that would be possible if
the data were collected at any other location in the airport.

a. What is your assessment of this argument?

As mentioned above, DHS will be conducting two Air Exit pilots very shortly. One
of the pilots will involve CBP officers taking biometrics at the gate. The results of
this specific pilot. combined with results of the pilot involving TSA at the security
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checkpoint, will help the Department, and myself reach a fully informed decision on
the best way to implement a biometric Air Exit solution.

b. Where do you believe that the exit data collection should take place?

DHS will not decide the responsibility or location for implementing Air/Sea
Biometric Exit until further information is available from the planned air exit pilots.
The pilots will test two of the options as proposed in the notice of proposed
rulemaking published last year. Afler the evaluation of the pilots, DHS will articulate
a decision in the Final Air/Sea Biometric Exit Rule.

c. What is the law-enforcement benefit to ensuring that individuals cannot exit once
their biometric information has been collected by US-VISIT?

The benefit to ensuring that individuals cannot exit until their biometric information
has been collected is that immigration law enforcement will have a better sense of
who has left and who has not, and will be able to allocate resources to apprehend
illegal overstays. A clear picturc of who has left is necessary to ensure that U.S,
Immigration and Customs Enforcement does not deploy enforcement resources in
pursuit of individuals who have already departed the country but whose exit was not
recorded.

47.  Collection of biometric exit data at the land border is highly problematic due to the
current lack of outbound infrastructure at the Ports of Entry (POE) and the fact that the
U.S. does not currently require exit inspections of all travelers.

a. Do you believe that the collection of biometric exit data should also take place at the
land POEs?

Implementing the biometric confirmation of the departure of travelers via land ports
of entry is significantly more complicated and costly than for air or sea environments,
Enabling biometric, much less biographic, collection of data upon exit would require
a massive expansion of exit capacity, including physical infrastructure, land
acquisition, and staffing. That said, it is my understanding that US-VISIT believes it
is possible to develop and deploy a biometric exit capability at U.S. land borders.
US-VISIT continues to pursue a deliberate, phased, and tailored approach to
implementing a biometric land exit recording system over the next several years,

b. What steps would you take to ensure that DHS continues to examine the issue of exit
data collection at the land border?
1 will work with Department leadership so that, as land exit policy is formulated, the

process is informed by the subject matter expertise of US-VISIT. 1 believe that the
implementation of Air/Sea Biometric Exit is DHS's priority.
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Do you believe that the current focus on southbound smuggling of guns and cash into
Mexico by the cartels, which has led DHS to increase its southbound inspections,
may provide an opportunity to reassess the feasibility of enhancing southbound
infrastructure and implementing southbound inspections on a more systemic basis?
What would US-VISIT’s role and function be in such a decision making process?

The inspection of outbound vehicles is a CBP operation. Should DHS decide to do
50, US-VISIT would support CBP operations in the identification of foreign nationals
who are stopped. as well as vetting those individuals against watchlists.

The President’s budget overview includes $45 million for an exit pilot at key land
ports of entry. What is your understanding of the details of this exit pilot?

The budget funds $45 million for the expansion of an exit pilot at key land ports of
entry and other border security priorities. A portion of this $43 million will be used
by DHS for departure recording activities.

Specifically, on August 10, 2007, former DHS Secretary Chertoff and former
Commerce Secretary Gutierrez announced a 26-point immigration plan that the Bush
Administration would pursue to address border security and immigration challenges.
One of these initiatives included the establishment of a new land border exit system
for guest workers, starting on a pilot basis. This will help ensure that temporary
workers in the United States now follow the mandate to leave when their work
authorization expires.

On February 13, 2008, DHS published a notice of proposed rulemaking (NPRM)
proposing changes to requirements affecting temporary and seasonal agricultural
workers within the H-2A nonimmigrant classification. On August 20, 2008, DHS
published an NPRM proposing changes to requirements affecting H-2B
nonimmigrants H-2B (temporary nonagricultural workers) and their employers. DHS
also proposed to institute an exit pilot program for this population as well. In
December 2008, DHS published final rules for these programs in: Changes to
Requirements Affecting H-2A Nonimmigrants and Changes to Requirements
Affecting H-2B Nonimniigrants. The pilot program establishes a land border exit
registration procedure to record the departures of these temporary workers from the
United States at the completion of their authorized work periods. The San Luis and
Douglas, Arizona ports of entry were selected to be the sites for this land border exit
pilot.

Some have proposed allowing Mexican and Canadian border authorities to collect exit
information during their inspections at the land borders. This would seem to obviate the
need to construct expensive infrastructure at the land border to accommodate exit
inspections, and would increase the information sharing that is occurring at the border.
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a. What is your assessment of this proposal?

We believe partnering with Canada or Mexico to use their entry as our exit is an
option that we should continue to examine. However, such a strategy has not been
successful to date, largely because of its dependency on the ability and willingness of
our neighbors to participate.

DHS has proposed the idea of “their entry/our exit”™ to both Canada and Mexico with
mixed results. In regard to Mexico, that country does not currently have a robust land
port of entry infrastructure either in terms of technical or facility capabilities from
which they can absorb additional requirements. They also do not currently collect
biometrics at primary inspection facilities. Mexico would require significant
financial, technical. facility. and human resources to significantly alter their collection
processes. The Merida initiative will provide some funds towards enhancing their
capabilities and infrastructure. We will continue to work with Mexico and examine
options.

DHS has discussed this issue several times with Canada over the years, with
particular emphasis on land border port of entry collection. It is important to
recognize that Canada would also still require a significant enhancement of its
information technology and facilities in order to absorb the additional collection
requirements compared to their current processes. Most importantly, however,
Canada has noted on previous occasions that its Charter of Rights prevents Canadian
officials from taking fingerprints of landed immigrants and Canadians who are
subject to US-VISIT. As these are most of the northern land border crossers, if they
are unable to collect this data, the U.S. would not be able to use their collection as a
mechanism to avoid the implementation costs.

b. Would you consider implementing a pilot program to test its feasibility?

Yes. We would be happy to discuss the opportunities for pilots with our neighbors.

49.  DHS recently announced the appointment of Alan Bersin as DHS Assistant Secretary for
International Affairs and Special Representative for Border Affairs. Bersin will be
charged with, among other things, improving our relationship with our foreign partners
and coordinating border enforcement programs.

a. What will be the relationship between US-VISIT and Mr. Bersin’s new position?

[ believe the Mr. Bersin will play an important role in assisting the Department’s
efforts in strengthening its border enforcement programs and coordinating cross-
Departmental efforts. 1 further believe that US-VISIT plays an important role in the
Department’s border security and immigration efforts. If confirmed as Under
Secretary of NPPD, I will encourage an open dialogue between NPPD's offices,
including US-VISIT, and Mr. Bersin and his team.
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b. What actions will US-VISIT take to help Mr. Bersin improve our relationships with
foreign partners?

It is my understanding that US-VISIT works closely with a number of foreign
partners, 1 firmly believe that the Department’s numerous offices and agencies must
coordinate its activities in order to operate in the most efficient and effective manner.
If confirmed as NPPD Under Secretary, I will work with US-VISIT to determine the
most appropriate means to leverage the expertise at US-VISIT to assist the efforts of
Mr. Bersin and his office.

DHS is currently working on a number of agreements with Visa Waiver Program nations

to incorporate biometric data from other nations into our current border screening system,
How does US-VISIT work with the Visa Waiver Program office to ensure that this data is
incorporated as efficiently as possible into our screening process at the POEs?

US-VISIT works with the DHS Office of Policy, and its components the Office of
International Affairs, Screening Coordination Office, and Visa Waiver Program Office to
ensure that data collected from our foreign partners is appropriate and usable for US-
VISIT.

Loran Program

51,

The President’s budget proposes eliminating the Coast Guard’s LORAN program. The
federal government has already invested $160 million over the last 10 years to modernize
LORAN-C in an effort toward deploying eLORAN as a national Position, Navigation,
and Timing (PNT) back-up to GPS. GPS, because it uses a low-power satellite signal, is
vulnerable to atmospheric interference and jamming. A national back-up system is
therefore vital for mariners, aviators, and critical infrastructure operators. The decision to
eliminate funding for the LORAN program appears to have been made without
considering the value that eELORAN would provide as a national PNT back-up.

In 2006, DHS and the Department of Transportation jointly commissioned the Institute
for Defense Analyses to conduct an assessment of the continuing need for the current
LORAN infrastructure, as well as evaluate eLORAN as a potential next generation PNT
back-up to GPS. The Institute created an Independent Assessment Team (IAT) to conduct
this analysis, with a diverse group of senior decision-makers and experts from
government, industry, and academia. The IAT reviewed about 40 previous reports and
interviewed key stakeholders, industry representatives, and other relevant subject matter
experts. In January 2009, the IAT released its report which unanimously concluded that
eLORAN should serve as the national PNT back-up system for GPS and that U.S.
LORAN infrastructure should be maintained until full eELORAN deployment.

a. DHS has not finished its assessment of whether a single, national system is needed to
back-up GPS. If confirmed, will you ensure that LORAN infrastructure is maintained
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and funded until a final decision is made on whether eLORAN should serve as the
national PNT back-up system for GPS?

The United States Coast Guard has been charged with the maintenance and operation
of the LORAN System. Funding LORAN is not a responsibility of NPPD.

b. NPPD has requested that the 18 national Critical Infrastructure and Key Resources
(CIKR) sectors provide PNT requirements, supporting DHS’ ongoing effort to
determine if a single, national back-up system is needed for GPS. During her
confirmation hearing, Deputy Secretary Lute stated that DHS expected NPPD’s
assessment to be completed by July 30, 2009. If you are confirmed, will you
personally ensure this deadline is met?

The DHS Under Secretary of Management, Elaine Duke, has been tasked to assess
whether there is a requirement for a national GPS back-up. She has requested a data
call from Federal Agency’s detailing their position, navigation and timing
capabilities, requirements and assessment in the event of a loss of GPS-based
services. NPPD is assisting the DHS Office of Management in reaching out and
coordinating with the 18 CTKR sectors in regards to the data call, but NPPD is not
conducting the actual assessment,

¢. There are multiple, limited systems that could back-up GPS, but these would not
provide a national system with universal coverage for users. DHS is presently
conducting a survey of critical infrastructure operators on their need for GPS back-up
systems, but this has not been completed. Do you agree that it would be premature to
discontinue the LORAN program before the Department reviews the operators’
surveys and considers the comprehensive risk of not having a national system?

The Department of Homeland Security acknowledges the vulnerability of the nation’s
Global Positioning System (GPS) and is evaluating whether a national systemic
backup is necessary. NPPD is not responsible for the LORAN program; however, the
DHS Office of Management is currently assessing the need for a national GPS back-
up. The DHS Office of Management will conduct an analysis of alternatives in the
event Federal Agencies and Critical Infrastructor /Key Resource Sectors respond with
requirements stating a need for a national backup capability.

d. What is the estimated decommissioning cost of shutting down LORAN-C
transmitting stations, and securing LORAN-C infrastructure nationwide?

The United States Coast Guard is responsible for the maintenance and operation of
the LORAN-C system. It is my understanding that the United States Coast Guard is
in the process of developing an estimate for the overall decommissioning costs for the
system.

Maritime Security
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48. One of the provisions of the SAFE Port Act of 2006, which this Committee authored, was
the requirement to establish Interagency Operations Centers (I0Cs) for port security at all
high-priority ports not later than three years from the date of enactment. The Act
authorized $60 million each year from 2007 - 2012. In 2007, DHS identified the 24 high-
priority ports that would require interagency operations centers and estimated that the
entire project at the 24 ports would cost $260 million, with an annual operating cost of $3
million per center. What is the Department’s timeline to fund and establish these first 24
10Cs? What role will IOCs play in helping prevent attacks on our nation’s critical
infrastructure and key resources?

I am aware of the provision in the SAFE Port Act requiring the stand-up of interagency
operations centers. As I understand it, DHS intends to fully implement this provision;
however, | have no details, at this point, on the timeline for the establishment of the
10Cs, If confirmed. ! will make sure that NPPD works to support this effort consistent
with the goals and priorities of the program. The protection of critical infrastructure and
key resources is best done through a collaborative approach. As such, | believe the 10Cs
can play an important role in securing the high-priority ports through collaboration and
coordination with our Federal, State. and local partners.

49, It has been over a year since the Department issued its Small Vessel Security Strategy in
April, 2008. What role, if any, has the Office of Risk Management and Analysis had in
evaluating the small vessel threat, and drafting the subsequent implementation plan?

The goal of RMA is not to mandate that DHS components use a certain tool, analytical
technique, or implementation plan to conduct their specific risk analyses. Instead, RMA
is serving as the bridge to connect these existing efforts together and is building products
and collaboration forums to better ensure they are harmonized moving forward.

Emergency Communications

50.  Communications interoperability problems often create chaos when different units and
levels of government simultaneously respond to a crisis. In 2006, Congress established
the Office of Emergency Communications (OEC) to coordinate DHS’s responsibilities on
interoperability, develop a National Emergency Communications Plan, and conduct
national outreach to foster interoperability among State, local, regional, and tribal
governments. The National Communications System (NCS), also within NPPD, is the
coordinator for Emergency Support Function 2 (Communications) under the National
Response Framework. Other units within DHS also have significant responsibilities
related to interoperability. For example, FEMA administers the Interoperable Emergency
Communications Grant Program and has created a Disaster Emergency Communications
Division to provide tactical emergency communications support to emergency responders
at all levels of government. The Science and Technology Directorate is responsible for
research, development, testing, evaluation, and standards related to interoperability.
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a. In its oversight of DHS, the Committee has found weak coordination among the
various components within the Department responsible for interoperability. The DHS
Inspector General (IG) also found only modest progress in this area within DHS in its
2008 report, “FEMA’s Preparedness for the Next Catastrophic Disaster.” How will
you ensure that OEC and NCS properly coordinate with other entities within DHS to
advance solutions to interoperability?

I strongly agree that close coordination among all DHS components with emergency
communications responsibilities is required to achieve our Nation’s National
Security/ Emergency Preparedness and Interoperability communications goals. T will
provide direction to NCS and OEC to fulfill their intended roles and missions as the
lead integrators and coordinators of such DHS efforts. If confirmed, T will ensure that
OEC, NCS and other NPPD components continue to coordinate on a regular basis and
report regularly to me on their progress. OEC and NCS currently collaborate on a
nurmber of issues with respect to resilient and interoperable emergency
communications. | will ensure OEC and NCS have the appropriate standard
operating procedures for coordination with FEMA and other DHS components, thus
providing a cohesive DHS approach.

In order to be effective, OEC and NCS must not only coordinate among and between
themselves, but they must coordinate, collaborate and consult with the Nation’s
emergency responders and emergency response officials. Ongoing outreach efforts
with our State, local, Territorial and tribal stakeholders, as well as with the private
sector are an essential part to reaching this core constituency. I will strongly
encourage continued collaboration between OFEC, NCS, the Private Sector Office, the
Office of International Affairs and the Office of Intergovernmental Programs to
ensure mission bridging and efficiencies of efforts.

b. Meeting immediate and long-term emergency communications needs also requires
coordination among numerous federal agencies, including DHS, the Department of
Commerce, and the Federal Communications Commission. In your experience, what
is the key to a successful interagency effort involving numerous stakeholders?

I believe the key to a successful interagency effort involving numerous stakeholders
is clear and concise communication, planning. and resource allocations among all
parties. The most important among these is clear and concise communication;
sharing information about goals and objectives leads to the development of a team
that can advance the mission.

If confirmed, I will work to enhance emergency communications, and to strengthen
inter- and intra-agency coordination.

¢. While OEC has made progress in recent months in hiring permanent staff, it remains
heavily dependent on contractors. What steps will you take to strengthen OEC’s
organic capabilities and to ensure that OEC fulfills the role that the Committee
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envisioned for it as the lead integrator for DHS’s efforts to enhance emergency
communications?

1 believe that OEC has made significant hiring progress since its inception. It is my
understanding that when the office stood up in April 2007, four federal employees
were on board. As of May 1, 2009, OEC has 28 Federal employees on board, 9 other
identified candidates in the hiring process, and is aggressively moving towards its full
FY09 complement of 42 FTEs. In addition, the Office makes use of the Presidential
Management Fellowship program, the DHS Policy Honors Fellowship program and
detailee assignments to bolster its workforce.

To strengthen its organic capabilities, and to more effectively engage its stakeholders
in the implementation of the National Emergency Communications Plan, OEC leads a
number of advisory bodies and working groups, including the Emergency
Communications Preparedness Center, the SAFECOM Executive
Committee/Emergency Response Council, the Metropolitan Area Working Group, the
Statewide Interoperability Coordinator Council, and others. These groups act as force
multipliers by providing support, gathering input and disseminating information to
and among emergency responders at all levels — Federal, State, territorial, tribal, local
jurisdictions and national associations.

d. The Integrated Wireless Network (IWN) project began in 2003 to create a
nationwide, consolidated, interoperable wireless communications system for
employees of DHS, the Department of Justice, and the Treasury Department. Despite
the hundreds of millions of dollars spent, a December 2008 GAOQ report found that
the program had failed due to a lack of leadership within the participating agencies.
What is your understanding of the current level of collaboration and coordination
among the Departments? Do you believe IWN can be revived to become an effective
network to enable interagency interoperability? What are your plans for pursuing
interagency coordination to ensure that employees of federal agencies are able to
communicate with each other during a disaster?

While the Integrated Wireless Network (IWN) system in the Pacific Northwest has
successfully transitioned from the pilot stage to a functional and user accepted
system, the three partner agencics have jointly determined that ['WN is not a viable
nationwide solution. As such, the three partners signed a new Memorandum of
Understanding in January 2008 establishing a partnership agreement entitled the Joint
Wireless Program.

However, 1 believe the basic IWN concept of shared systems and resources can be
implemented effectively within the framework of the Emergency Communications
Preparedness Center. Through this Center, DHS and the Office of Emergency
Communications will continue to work with other Federal departments and agencies,
including the Departments of Justice and the Treasury, as well as state and local
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agencies to identify potential partnerships and to leverage common resources and

infrastructure.
IV. Relations with Congress
51 Do you agree, without reservation, to respond to any reasonable summons to appear and

testify before any duly constituted committee of the Congress iF you are confirmed?

Yes.
32, Do you agree, without reservation, to reply to any reasonable request for information
from any duly constituted committes of the Congress if you are confirmed?
Yes.
¥, Assistance
33, Arcthesc answers your own? lave you consulted with DHS or any intorested parties? [f

so, please indicate which entities.

T an effort 1o be as forthright and responsive as possible to the Committee in the time
available, T have participated in normal pre-confirmation consultations with DS stafy,
mnchuding officials in the National Protection and Programs Dircetorate. These
consultations were used 1o inform my knowledge regarding the background, current
operations and potential policies for the Depurtment. Howoever, and in all cases, these
answers are my own, and are based on my understanding and consideration of the
mformation provided to me.

AFFIDAVIT

8 ﬁﬂ/’b &QZS being duly sworn, hereby state that T have read and signed the

forugmnﬁ Statement on Pre-hearing Questions and that the information provided thercin is, to the
best of my knowledge, current, accurate, and complete.

Wl Jr

Subscribed and sworn beforeme this 717

f}iay of M. v , 2009,

Stuart A, Connolty
; WXZ-A Ld ,M Notary Public, District of Columbiz
omry Public :\: My Commission Expires 1/1/2012
fal
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United States

ice of Government Ethics
1201 New York Avenue, NW., Suite 500
Washington, DC 20005-3917

April 23, 2008

The Honorable Joseph I. Lieberman

Chairman

Committee on Homeland Security and
Governmental Affairs

United States Senate

Washington, DC 20510-6250

Dear Mr, Chairman:

In accordance with the Ethics in Government Act of 1978, Tenclose a copy of the
financial disclosure report filed by Rand B. Beers, who has been nominated by President Obama
for the position of Under Secretary for National Protection and Programs, Department of
Homeland Security.

We have reviewed the report and have also obtained advice from the agency concerning
any possible conflict in light of its functions and the nominee’s proposed duties. Also enclosed
is an ethics agreement outlining the actions that the nominee will undertake to avoid conflicts of
interest. Unless a date for compliance is indicated in the ethics agreement, the nominee must
fully comply within three months of confirmation with any action specified in the ethics
agreement.

Based thereon, we believe that this nominee is in compliance with applicable laws and

regulations governing conflicts of interest.
Atk 2

Robert I Cusick
Director

Enclosures - REDACTED
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April 22, 2009

Robert E. Coyle

Designated Agency Ethics Official
Department of Homeland Security
Washington, DC 20528-3650

Dear Mr., Coyle:

The purpose of this letter is to describe the steps that I will take to avoid any
actual or apparent conflict of interest in the event that I am conflrmed for the position of
Under Secrctary for National Protection and Programs, Department of Homeland
Security.

As required by 18 U.S.C. § 208(a), I will not participate personally and
substantially in any particular matter that has a direct and predictable effect on my
financial interests or those of any person whose interests are imputed to me, unless 1 first
obtain a written waiver, pursuant to 18 U.S.C. § 208(b)(1), or qualify for a regulatory
exemption, pursuant to 18 U.S.C. § 208(b)(2). I understand that the interests of the
following persons are imputed to me: any spouse or minor ¢hild of mine; any general
partner of a partnership in which ] am a limited or general partner; any organization in
which I serve as officer, director, trustee, general partner or cmployee; and any person or
organization with which I am negotiating or have an arrangement concerning prospective
employment.

In January 2009, I resigned from my position of President and Chairman of the
Board of National Security Network and President and Board member of National
Security Initiative. For a period of one year after my resignation {from cach of these
entities, [ will not participate personally and substantially in any particular matter
involving specific parties in which either of these entities is a party or represents a party,
unless I am first authorized to participate, pursuant to 5 C.F.R. § 2635.502(d).

Since February 2004, I have served as an Adjunct Professor for Harvard
University. The last course | taught ended in December 2008. For a period of one year |
will not participate personally and substantially in any particular matter involving
specific parties in which Harvard University is a party or represents a party, unless T am
first authorized to participate, pursuant to 5 C.F.R. § 2635.502(d).

Finally, I understand that as an appointee I am required to sign the Ethics Pledge
(Exec. Order No. 13490) and that I will be bound by the requirements and restrictions

therein in addition to the commitments that 1 have made in this or any other ethics
agreement.

Sincerely,

M)

Robert R, Beers
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Senator Daniel K. Akaka
Additional Questions for the Record
Nomination Hearing of Rand Beers

June 2, 2009

You stated in response to the Committee’s policy questions that consideration of a
potential policy’s impact on privacy and civil liberties should be included in risk
management decisions.

How will the National Protection and Programs Directorate (NPPD) ensure that
privacy and civil liberties are integrated into those decisions at the Department of
Homeland Security (DHS)?

The DHS approach to integrated risk management acknowledges that decisions
are rarely purely risk based, but instead should be risk informed. Risk-informed
decision making is the determination of what actions to take predicated on the
assessment of risk and the expected impact of those actions on that risk, as well as
on other factors related to the context of the decision, such as the effects of a risk
mitigation strategy on privacy and civil liberties.

In January, the Department released an Interim Integrated Risk Management
Framework. The Department is now in the process of drafting the final Integrated
Risk Management Framework for DHS, scheduled to be finalized this fall, which
will incorporate discussion on the potential of impacts to policies from risk
management decisions, including specific language on privacy and civil liberties.

Homeland security is a national mission that involves a number of Federal
agencies, all levels of government, the private sector, and citizens. As you know,
DHS is using a risk management framework called Risk Assessment Process for
Informed Decision-Making (RAPID) to provide a common approach for decision-
makers to assess component programs. It does not appear that other stakeholders
are using consistent risk-based, decision-making approaches.

a. How does DHS intend to work with stakeholders to ensure a more consistent
framework for risk assessment?

One of the studies being conducted as part of the Quadrennial Homeland Security
Review (QHSR) is a review of the concept of conducting a homeland security
national risk assessment to guide strategic prioritization across the homeland
security community. The study is intended to answer the question of: What
process and methodology should be used to assess all-hazard national homeland
security risk, and how will that assessment inform strategic prioritization and
decision-making?
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In addition, to the QHSR effort, DHS, led by the Federal Emergency Management
Agency and the Office of Risk Management and Analysis, is currently working
with State and local governments and private sector stakeholders to revise the
“risk management” target capability. The risk management target capability
effort is designed to provide guidance and identify resources to help State and
local governments enhance their capability to make risk-informed decisions
amongst their homeland security needs in a consistent manner. It also will
provide performance objectives against which jurisdictions and DHS can measure
risk management progress in a standardized manner.

b. How will input from stakeholders be incorporated into that process?

Both of these processes are being conducted transparently with community-wide
involvement. As part of the QHSR, stakeholders will be asked to provide
thoughts, positions and ideas on possible solutions and comment on issues under
consideration during the study through a systematic process. In addition, Federal
interagency partners will be part of the QHSR.

The target capability definition will be driven by State and local government
feedback, and include private sector participation. This summer, FEMA is
hosting regional workshops led by RMA to define the target capability and
develop performance objectives. In addition, DHS is exploring options for
broader community feedback through national homeland security associations and
the use of organizations which partner with FEMA.

DHS’s Fiscal Year 2010 budget proposes moving the Federal Protective Service
(FPS) from Immigration and Customs Enforcement (ICE) to NPPD. Recently,
the DHS Inspector General identified a number of weaknesses in the FPS contract
security guard program, including inconsistent selection practices and a lack of
oversight by FPS. Currently, FPS relies on the ICE Consolidated Contract Group
for contract guard procurement and other acquisitions,

a. IfFPS is moved, what steps will you take to minimize disruptions to FPS
operations and procurement during its transition to NPPD?

Since the rollout of the President’s FY10 Budget Proposal on May 7, and
announcement of the proposed shift of the FPS from ICE to NPPD, a senior group
from all three organizations has met to exchange initial information and establish
communications, in the event that Congress moves FPS in the Department’s
annual appropriations act. This group has recently established an FPS Transition
Senior Working Group consisting of senior leadership from ICE, NPPD and FPS
as Co-Chairs with reporting of more than a dozen staff-level working groups,
which includes an Operations Working Group and Acquisitions Working Group.
The purpose of this FPS Transition Senior Working Group will be to work
through the transition process and produce an FPS Transition Plan, anticipating a
favorable response from Congress. This document is intended to serve as a
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planning tool and will include milestones for implementation and can be adjusted
accordingly and as necessary.

b. How will you address the procurement and acquisitions issues raised by the
DHS Inspector General?

In its response to Inspector General Skinner, FPS identified measures it has taken
and others that it will take to address the three procurement and acquisitions
issues identified in the OIG Report. For example, FPS and ICE completed a full
review and revision of the Request for Quotes (RFQ) and Request for Proposals
(RFP) templates this year. FPS, ICE and NPPD will continue their commitment
to identify and refine existing templates and to develop new templates and
standardized policies/procedures within the contract guard acquisition program to
ensure contracts are awarded in the government’s best interest. Acknowledging
its contracting resource constraints, FPS identified approaches it has taken to
provide an ongoing assessment of evaluations being conducted to ensure that they
meet or exceed established thresholds for quality and timeliness. In addition, FPS
has expanded training, as well as the development and use of standardized
templates and evaluation guides that has resulted in a streamlined process and a
more knowledgeable workforce and an increased ability of regional personnel to
conduct technical evaluations. These and other actions submitted in response to
the DHS/OIG final report titled, “Federal Protective Service Contract Guard
Procurement and Oversight Process”, will be carefully reviewed by the FPS
Transition Senior Working Group to ensure that the actions proposed and those
implemented will ensure that FPS consistently solicits and awards guard contracts
that are in the government’s best interest.
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Senator Susan M. Collins
Additional Questions for the Record
Nomination Hearing of Rand Beers

June 2, 2009

I understand that the Department is continuing its assessment into whether a single,
national back-up system is needed for GPS. This assessment is due to be completed no
later than July 30, 2009, with a final decision on eLORAN’s future expected within days
of this deadline. In your pre-hearing policy questionnaire you stated that, “NPPD is
assisting the DHS Office of Management in reaching out and coordinating with the 18
Critical Infrastructure and Key Resources (CIKR) sectors in regards to the data call, but
NPPD is not conducting the actual assessment.”

Can you update the Committee on the status of this data call? Specifically, which Critical
Infrastructure and Key Resource sectors have responded to the data call, and what
information have they provided?

The current data call is being administered by the Department’s Under Secretary for
Management. Upon reaching out to the Under Secretary for Management’s lead on this
effort, I was informed that at this point DHS has not received any responses from the 18
CIKR sectors on the GPS backup capabilities data call. The sectors have until June 19,
2009, to respond to the data call. The Department will continue to work with the
Committee on this issue, and will follow-up with the Committee upon completion of the
data call and analysis of the results the end of July 2009.
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GROUP

The Honorable Joseph Lieberman The Honorable Susan Collins
Chairman Ranking Member
Committee on Homeland Security Committee on Homeland Security
and Governmental Affairs and Governmental Affairs
U.S. Senate U.S. Senate
Washington, DC 20510 Washington, DC 20510

Dear Senators Lieberman and Collins:

| am writing to offer my unequivocal support for Rand Beers' nomination as Under Secretary of
the Department of Homeland Security. Rand is quite simply a public servant of the highest order,
The skills and expertise he has demonstrated over his unique professional career make him
perfectly suited to run the DHS Natignal Protection and Programs Directorate (NPPD) at a truly
critical time in our nation’s history.

While his resume stands as a testament to a diverse and patriotic career, | can personally attest
to Rand's professional commitment and abilities. 1 had the pleasure of working with Rand during
my time as Assistant Attorney General running the Criminal Division of the Department of Justice.
In this capacity, | oversaw Justice's international narcotics portfolio, while Rand was serving as
Assistant Secretary for International Narcotics and Law Enforcement Affairs at the State
Department. | will state wholeheartedly that Rand is an outstanding manager and a genuine
expert In the fields of Homeland, National, and International Security.

As | have personally discussed with you both, cyber security, critical infrastructure protection, and
risk management are central to the threats currently facing our counfry. You have appropriately
identified these areas as key priorities for the committee moving forward under your leadership. |
believe that nominating Rand to run the very directorate charged with these issues demonstrates
that this Administration and Secretary Napolitano recognize the importance of addressing such
critical vulnerabilities.

As you both know, | have the utmost respect for this committee, and for your diligent oversight of

DHS. To that end, | urge swift confirmation of Rand Beers ~ so that you have a partner of
unquestionable quality in your endeavor to protect our nation.

Sincerely,
Michael Chertoff
Co-Founder and Managing Principal

1110 VERMONT AVENUE Nw, SUTTE 1200
WASHINGTON, DT 20005
1. 202643.4260  +, 202.30.5505
WV, CHERTOFFGROUP.COM

O
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