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PROMOTING INVESTMENT AND PROTECTING
COMMERCE ONLINE: THE ART ACT, THE
NET ACT AND ILLEGAL STREAMING

WEDNESDAY, JUNE 1, 2011

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON INTELLECTUAL PROPERTY,
COMPETITION, AND THE INTERNET,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to call, at 2:05 p.m., in room
2141, Rayburn Office Building, the Honorable Bob Goodlatte
(Chairman of the Subcommittee) presiding.

Present: Representatives Goodlatte, Quayle, Sensenbrenner,
Coble, Chabot, Marino, Watt, Conyers, Berman, Chu, and Lofgren.

Staff present: (Majority) David Whitney, Counsel; Olivia Lee,
Clerk; and Stephanie Moore, Minority Counsel.

Mr. GOODLATTE. Good afternoon. The Subcommittee on Intellec-
tual Property, Competition, and the Internet will come to order.

I have an opening statement.

To advance progress and effectively secure the exclusive rights of
authors for a limited time as the drafters of our Constitution in-
tended, Congress must, from time to time, revisit existing authori-
ties and assess their efficacy. When authorities are found wanting,
we have a responsibility to take action to update the law to ensure
it properly accounts for changed circumstances and anticipates rea-
sonably foreseeable developments.

With the enactment of the No Electronic Theft Act, or NET Act,
in 1997 and the Artists Rights and Theft Prevention Act, or ART
Act, in 2005, Congress exercised this responsibility in the context
of online infringement. In both instances, we took decisive action
to update the criminal copyright infringement provisions of Federal
law to better secure the rights of authors.

The NET Act was enacted in direct response to the 1994 U.S.
district court decision in U.S. v. LaMacchia. In that case, the court
dismissed an indictment against the defendant because the law did
not provide criminal penalties for someone who willfully engaged in
large-scale copyright infringement unless there was also evidence
they acted with a commercial motive or had benefitted financially.
The NET Act closed this loophole and made additional improve-
ments to the criminal code and related provisions to the Copyright
Act to better protect copyrighted works online. Its unanimous pas-
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sage affirmed the belief that intellectual property is no less valu-
able than physical property.

Several years later, the predecessor to this Subcommittee, acting
under the leadership of Chairman Smith, developed the ART Act.
That measure sought to protect pre-release works by targeting in-
fringers who knowingly distributed unauthorized copies prior to
their commercial distribution to the public. The ART Act recog-
nized that copyright owners are disproportionately harmed by theft
that occurs during these windows and provided prosecutors with an
important new tool to deter the reproduction and distribution of
such works.

Notwithstanding these authorities, technological advances in re-
cent years have enabled infringers to employ new ways to misuse
the Internet in the delivery of unauthorized content. Their success
undermines investments by copyright owners and has an outsized
impact on independent artists and creators as we will soon hear in
more detail from Ms. Aistars of the Copyright Alliance.

Contrary to some beliefs, their success also undercuts innovative
companies like Netflix, a licensed provider that developed propri-
etary technology that allows subscribers to instantly watch movies
and TV programs streamed over the Internet to their computers
and TV’s.

Without objection, I ask that I be permitted to place a May 30,
2011 letter from Netflix to myself and the Ranking Member into
the hearing record. Without objection, so ordered.

[The information referred to follows:]






Mr. GOODLATTE. Similar streaming technologies are employed by
other services and websites not to generate legal revenue that is
used to license existing works and incentivize the creation of new
works, but instead to undercut legitimate producers and undermine
the legal marketplace. Quite simply, when the NET and ART Acts
were under development in this Committee, the technology and in-
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frastructure needed to promote large-scale illicit streaming either
didn’t exist or wasn’t deployed. If it had, we would have provided
appropriate authorities at that time. As a result, the amendments
to the criminal copyright infringement statutes that were adopted
were confined to technologies that impacted the exclusive rights of
reproduction and distribution, not the public performance right,
which is impacted by streaming.

As infringers have moved to adapt technology to more efficiently
deliver unlicensed content online and evade prosecution, it is in-
cumbent on Congress to review the law and to adapt it in a man-
ner that permits contemporary prosecutors to meaningfully pursue
and deter today’s copyright criminals.

My view is that Congress adopted the right policies when it en-
acted the NET and ART Acts. What is needed is for us to extend
these policies to illicit streaming in a similar fashion and to ensure
our prosecutors are provided with the necessary tools to meaning-
fully enforce the law. Going forward, I want to work with inter-
ested colleagues to accomplish these purposes.

But for now, I look forward to welcoming our witnesses and hear-
ing their specific thoughts on how we should best approach this
matter.

It is now my pleasure to recognize the Ranking Member of the
Subcommittee, the gentleman from North Carolina, Mr. Watt.

Mr. WATT. Thank you, Mr. Chairman. I thank the Chairman for
holding the hearing.

I share the Chairman’s views that we need to get aggressive on
this issue, and I look forward to the witnesses’ testimony to help
us figure out how best to do that.

With that, I yield back the balance of my time.

Mr. GooDLATTE. That is about as succinct as can be.

I now see that the Ranking Member of the full Committee, Mr.
Conyers, is here. Would you like to be recognized for an opening
statement?

Mr. CoONYERS. No. I will submit my statement.

[The prepared statement of Mr. Conyers follows:]

Prepared Statement of the Honorable John Conyers, Jr., a Representative
in Congress from the State of Michigan, Ranking Member, Committee on
the Judiciary, and Member, Subcommittee on Intellectual Property, Com-
petition, and the Internet

Copyright owners face unique challenges to enforcing their rights on the Internet.
Today, our Subcommittee will consider streaming technology—a subject the Full
Committee began consideration of last Congress on December 16, 2009.

More and more of our media—the music we listen to, the TV shows we tune into,
and the sports we watch—is moving to the Internet.

Piracy has increasingly injured artists and intellectual property owners as indi-
vidual consumers have access to faster, more powerful Internet connections.

There is a loophole in current law that makes illegal streaming a misdemeanor
instead of a felony and fails to capture all of the bad actors, and I expect that this
Committee will begin consideration of what I hope will be bipartisan legislation to
solve this problem.

I want to make clear at this point that I am not talking about directing the Jus-
tice Department to go after every individual who takes part in illegal streaming
with this legislative effort, like college students downloading unauthorized music.
We need to first go after the people who profit from these illegal activities; the Jus-
tice Department needs to be able to prosecute those who commercially gain from il-
legal streaming as felons.
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As Internet connections become standard features for TV sets and people watch
their favorite TV shows from their cell phones, content creators are having to rely
more and more on the Internet to market and broadcast their property. The “Infor-
mation Superhighway” is not just for information; it is a one-stop-shop for every
form of media and entertainment.

For content owners and broadcasters, this means new and expanding fan bases,
but it also leaves the value of their product vulnerable to piracy.

In a study by the research organization Envisional, it was found that one-quarter
of all global Internet traffic is already devoted to video streaming, and it is the fast-
est growing category of traffic. Unfortunately, as streaming traffic grows, so does
the streaming traffic dedicated to infringement.

As we will hear from representatives from the Motion Picture Association and the
Copyright Alliance, millions of dollars are lost to the U.S. economy because of
streaming and other online piracy.

The copyright and criminal code unfortunately contains a gaping loophole—not
because Congress intended to create a carve-out, but because when laws like the
ART Act and the NET Act were enacted in this arena, no one anticipated that
streaming technology would become such a dominant source of disseminating infor-
mation.

Because felony penalties require a “reproduction” or “distribution”—as codified in
Title 18 Section 2319(b)(1)—federal law has unwittingly overlooked streaming-re-
lated infringement.

As the Intellectual Property Enforcement Coordinator, Victoria Espinel, noted in
her legislative recommendations to Congress, we should update the copyright code
to reflect technology and ensure parity in enforcement provisions.

I would applaud Senator Klobuchar for her efforts in this arena, although I am
sensitive to the fact that the concerns of some industries—including making sure
that music is adequately covered—should be addressed in a House effort.

I would yield back and thank the Chairman and Ranking Member for this impor-
tant hearing.

Mr. GOODLATTE. I thank the gentleman.

Without objection, all other Members’ opening statements will be
made a part of the record.

And we will now turn to our witnesses. We have a very distin-
guished panel of witnesses today. All of your written statements
will be entered into the record in their entirety. And I ask that
each witness summarize their testimony in 5 minutes or less. To
help you stay within that time, there is a timing light on your
table. When the light switches from green to yellow, you will have
1 minute to conclude your testimony. When the light turns red, you
are done.

Before I introduce our witnesses, I ask them to stand and be
sworn, as is the custom of this Committee.

[Witnesses sworn.]

Mr. GOODLATTE. Thank you and please be seated.

Our first witness is Maria Pallante, the 12th appointed Register
of Copyrights in the history of the United States. Perhaps I should
allow that to sink in for a moment. For those of you who haven’t
heard the news. The Librarian of Congress, Dr. James H.
Billington, formally appointed Ms. Pallante as Register in a perma-
nent capacity today. Ms. Pallante takes over leadership of the office
at a time of great challenge and transition. Her immediate prede-
cessor, Marybeth Peters, served as Register for 16 years and de-
voted more than 45 years to public service. We are pleased to share
this momentous day with Ms. Pallante and honored that one of her
first public acts as Register will be to continue the tradition of hav-
ing the Register serve as the principal advisor to the Congress on
matters of copyright policy.
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Mr. CONYERS. Mr. Chairman, can we give her a round of ap-
plause for that?

Mr. GOODLATTE. Absolutely. [Applause.]

Now, to tell you more about the person you just applauded, Ms.
Pallante has spent much of her career in the office where she pre-
viously served as the Associate Register for Policy and Inter-
national Affairs, Deputy General Counsel and Policy Adviser. In
addition, Ms. Pallante spent nearly a decade as Intellectual Prop-
erty Counsel and Director of Licensing for the Guggenheim Muse-
ums in New York. She earned her J.D. from George Washington
University and her bachelor’s degree from Misericordia University
where she was also awarded an honorary degree of humane letters.

Given the significance of today’s news and if there is no objec-
tion, then I offer Ms. Pallante a moment to address the Sub-
committee before introducing our two remaining distinguished wit-
nesses. Ms. Pallante?

Ms. PALLANTE. Thank you very much, Mr. Chairman. I am deep-
ly honored by Dr. Billington’s appointment today and it is a privi-
lege to begin my tenure as Register by appearing before this Sub-
committee.

Marybeth Peters left behind a tremendous legacy, and it is my
goal to continue her work and to build the premier copyright reg-
istration system for the United States and one that is the envy of
the world.

I also believe that the role of my office is increasingly impor-
tant—perhaps more important than ever before—in policy and
international affairs, and I feel very fortunate to have a talented
staff and a diverse and vibrant stakeholder community to draw
upon for assistance.

Thank you again, Mr. Chairman, and I look forward to sup-
porting the work of this Subcommittee.

Mr. GOODLATTE. Thank you, Ms. Pallante, and we look forward
to working with you as well to advance the interests of authors and
the public.

Our second witness is Ms. Sandra Aistars. Am I pronouncing
that correctly? The Executive Director of the Copyright Alliance, a
nonprofit organization established in 2006. Ms. Aistars took over
leadership of the alliance in January of 2011. Immediately prior,
Ms. Aistars spent 7 years with Time Warner where she served in
a variety of positions. These included Vice President and Associate
General Counsel. While there, she coordinated the company’s intel-
lectual property strategies, which included taking advantage of
new opportunities and responding to the challenges associated with
emerging digital technologies.

Before moving to Time Warner, Ms. Aistars spent 12 years as an
attorney in private practice here in Washington. She acquired her
J.D. from the University of Baltimore School of Law and earned
{1er B.A. in political science, history and philosophy at Bard Col-
ege.

Our final witness is Michael O’Leary, the Executive Vice Presi-
dent of Government Relations at the Motion Picture Association of
America. In that position, Mr. O’Leary is responsible for overseeing
all Federal and State legislative and regulatory strategies for
MPAA. Before moving to MPAA, Mr. O’Leary served more than a
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dozen years at the Department of Justice where he worked on leg-
islative, intellectual property, and enforcement issues. During his
tenure there, he served as the Deputy Chief of the Computer Crime
and Intellectual Property Section where he prosecuted and super-
vised some of the most significant domestic and international
criminal and IP cases ever undertaken by the Department. Before
joining the Department of Justice, Mr. O’Leary spent 5 years serv-
ing as counsel to the Senate Judiciary Committee. He grew up in
Montana and is a graduate of Arizona State University and the
University of Arizona School of Law.

We welcome all of our witnesses to the Subcommittee, and we
will begin with the Register’s opening statement.

TESTIMONY OF THE HONORABLE MARIA A. PALLANTE,
REGISTER, U.S. COPYRIGHT OFFICE

Ms. PALLANTE. Thank you, Mr. Chairman and Ranking Members
Watt and Conyers, for this hearing and also for your attention to
copyright enforcement these past few months.

At the outset, I just want to underscore that our conversation
today is about criminal conduct. In the context of copyright law,
this means willful, large-scale, and egregious, and it is the type of
activity that does not happen by accident and which inflicts serious
economic harm.

Criminal provisions are necessarily stronger than civil provi-
sions, and they are not a recent development. We have had crimi-
nal provisions in copyright law since 1897.

As described in your opening remarks, Mr. Chairman, the Inter-
net has brought new challenges for copyright enforcement, and as
you noted, Congress has amended the criminal law twice in the
past 15 years directly responding to copyright theft online, albeit
it for the rights of reproduction and distribution. If I may make an
obvious statement, such work is a necessary but never-ending task
for Congress. Copyright policy will never be static because tech-
nology will always create new business models for authors and new
opportunities for infringers.

So against this backdrop, I would like to make three brief points.

First, streaming implicates the exclusive right of public perform-
ance, which is fundamentally important to authors of certain kinds
of works, for example, movies, television programming, live sport-
ing events, and music. And thanks to improved bandwidth and in-
novative business models, it is of growing importance in the mar-
ketplace.

Second, there is a disparity in how the law treats criminal viola-
tions of the exclusive rights of reproduction and distribution on the
one hand and infringement of the exclusive right of public perform-
ance on the other. The disparity was once appropriate, but it is
now outdated.

Third, there are important policy reasons to give prosecutors the
necessary tools to combat illegal streaming, allowing them in their
discretion to bring felony charges.

So starting with my first point, today authors and other copy-
right owners license streaming of all kinds of creative content,
often directly to consumers. Performances can be pre-recorded and
streamed to customers on demand or streams can provide access to
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live content such as basketball and football games on a subscrip-
tion or a pay-per-view basis including from websites. Customers
can also store licensed content or content they have created them-
selves in the cloud and access it through their smart phones and
video game consoles.

So all of this suggests that new products and platforms relying
on streaming are a growing segment of the information and enter-
tainment markets and, therefore, of increasing consequence for
copyright owners. Indeed, according to one recent study, which I
cite in my written testimony, video streaming traffic accounts for
more than one-quarter of all Internet traffic.

Turning to the disparity under current law, in our analysis, cur-
rent law is insufficient to provide a basis for prosecutions in cases
where the primary cause of action is infringement of the exclusive
right of public performance. This is because an unauthorized public
performance is at most a misdemeanor under current law, even
where the conduct is undertaken purposely and with a profit mo-
tive.

So what are the policy issues for Congress? Simply put, the dis-
parity in treatment requires attention. Illegal streaming—just like
illegal downloading and copying and distribution—has the capacity
to ruin the economic market for a copyrighted work. Recognizing
that, as a practical matter, prosecutors have little incentive to file
charges for a misdemeanor, we believe the Department of Justice
should always have the tools necessary to file felony charges
against infringers when infringement meets the standards of crimi-
nal conduct and causes great harm to copyright owners and to the
global marketplace that is so important to the United States.

To be clear, the Copyright Office is not offering an opinion on
when it might or might not be appropriate for the Department of
Justice to bring criminal felony charges under any particular set of
circumstances. Rather, we are underscoring the fact that prosecu-
tors have a handicap when pursuing egregious cases of unauthor-
ized streaming. Moreover, Congress may have a chance here to get
in front of the issue of illegal streaming before it proliferates fur-
ther.

Thank you, Mr. Chairman.

[The prepared statement of Ms. Pallante follows:]
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Introduction

Chairman Goodlatte, Ranking Member Watt, and Members of the Subcommittee, thank you
for the opportunity to appear before you this afternoon to discuss some of the problems created
by illegal streaming of television programs (including broadcasts of sporting events), motion
pictures and other copyrighted works and the current impediments to effective prosecution of
those who infringe the right to publicly perform such works by willfully streaming them to the
world at large, sometimes at the same time as the legitimate broadcast or release. We also
appreciate the continued work and attention of Chairman Smith and Ranking Member Conyers
of the full committee on these important issues.

New technologies have always presented opportunities as well as challenges for copyright
owners. The evolving technologies that gave us piano rolls, silent movies, television,
photocopiers, satellite transmissions and countless other ways of reproducing and distributing
works of authorship have been nothing short of revolutionary in the creation of new commercial
opportunities for authors and their licensees as well as global markets for the United States. At
the same time, these technologies have provided opportunities for nefarious actors to undertake
ever more pervasive forms of infringement. Such actors usurp the economic value that the
author depends upon as an incentive for and means to create original works of authorship,
thereby destroying the bargain envisioned in the Constitution’s Copyright Clause. And to make
things more complicated, not all of them act for purposes of financial gain. Some have no profit
motive at all, yet cause great damage all the same by infringing purposely and irresponsibly.

Congress has worked diligently to keep pace with technological developments relating to
the Internet, including by amending the criminal copyright statutes to permit prosecution of
large-scale infringers when appropriate. Up to now, those efforts have focused on the
unauthorized transmission of copies of works over the Internet because the bulk of Internet-
based infringement has taken the form of violations of the reproduction and distribution rights.'
In recent years, however, it has become easier to infringe by streaming directly to the computers
or television sets of end-users. As streaming becomes an increasingly popular means of
accessing creative works (for information and for entertainment), it will continue to be attractive
to infringers. Unfortunately, the problem of unauthorized streaming is here to stay.

My testimony today will: (1) trace the history of Congress’s efforts to permit criminal
prosecution of serious acts of copyright infringement on the Internet; (2) discuss the
development of streaming technology, which has created a growing market for legitimate
providers of entertainment and information but which also enables new forms of copyright
infringement; (3) set forth policy reasons for updating the law, namely to ensure the same tools
exist for prosecution with respect to the exclusive right of public performance as currently exist
for the exclusive rights of reproduction and distribution; and (4) outline some possible legislative

! The copyright owner’s exclusive rights, set forth in section 106 of the Copyright Act, 17 U.S.C. § 106, include (he
rights to reproduce, distribute, publicly perform, and publicly display the copyrighted work, as well as the right to
make a derivative work (such as an adaptation or revision of the original work).

1
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steps that the Committee should consider as it decides whether to make unauthorized streaming
of copyrighted works a felony criminal offense under appropriate circumstances.

(1) The Legislative Background

In the context of copyright law, Congress has considered and addressed the benefits and
challenges of the Internet for more than 15 years now, enacting, for example, an exclusive right
of public performance in sound recordings for digital transmissions; passing legislation
governing circumvention of technological measures used by copyright owners to protect their
works; providing Internet service providers with safe harbors from liability for damages in cases
where persons using their services engage in copyright infringement; and providing exemptions
from liability for distance learning, among other statutes.> Both Congress and the courts have
upheld the rule of law on the Internet, recognizing both civil and criminal remedies for copyright
owners. Congress has also worked to stay in front of the most egregious forms of infringement,
amending the criminal provisions of Titles 17 and 18 twice to ensure that prosecutors are
equipped to confront certain willful actors — specifically those who cause great harm despite the
absence of a commercial motive and those who cause great harm by disseminating valuable
works prior to public release.

The NIT Act-1997

The first copyright legislation enacted by Congress specifically in response to
infringement on the Internet was the No Electronic Theft Act (NET Act), introduced in 1997. It
addressed the reality that infringers on the Internet can instill tremendous damage with relative
ease and with little to no monetary investment, despite the absence of a commercial purpose.

When this Subcommittee was considering the NET Actin 1997, then-Register of
Copyrights Marybeth Peters testified that “[a]s it becomes easier to transmit large amounts of
information quickly over the NII [National Information Infrastructure], it becomes easier for
those without a commercial stake or profit motive — a disgruntled former employee, a dissatisfied
customer, an Internet user opposed to the fundamental concept of copyright law — to inflict
tremendous damage to the market for a copyrighted work ™

Chairman Goodlatte noted that, “through a loophole in the law [those] who pirate works
willfully and knowingly, but not for profit, are outside the reach of our Nation’s law enforcement
officials,” further stating:

2 See Digital Performance Right in Sound Recordings Act of 1995, Pub. L. No. 104-39. 109 Stat. 336, enacted
November 1, 1995; Digital Millennium Copyright Act, Pub. L. No. 103-304, 112 S(at. 2860, 2887, cnacted Oclober
28, 1998; and Technology, Education, and Copyright Harmonization Act of 2002, Division C, Title TIT, Subtitle C of
the 21st Century Department of Justice Appropriations Authorization Act. Pub. L. No. 107-273, 116 Stat. 1758,
1910, cnacted November 2, 2002,

3 Copyright Piracy, and ILR. 2263, the No Electronic Thefi (NET) Act: Hearing before the 11. Comm. on the
Judiciary, Subcommittee on Courts and Intellectual Property, 105th Cong. 12 (1997) (statement of Marybeth Peters,
Register of Copyrights) (September 11, 1997) (“NET Act Hearing”).

2
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The Intemet allows a single computer program or other copyrighted work to be
illegally distributed to millions of users, virtually without cost, if an individual
merely makes it available on a single server and points others to the location.
Other users can contact that server at any time of day and download the
copyrighted work to their own computers. It is unacceptable that today this
activity can be carried out by individuals without fear of eriminal prosecution.*

The NET Act was a direct response to the 1994 decision in United States v. LaMacchia,”
in which a federal district court made clear that the existing criminal provisions of the Copyright
Act were inadequate to address serious forms of copyright violations on the Internet. To be
clear, the copyright law has included criminal penalties since 1897. However, these were
available only when infringement was “willful and for profit.” In the words of the Copyright Act
of 1976, a finding of profit motive required that the infringement be “for purposes of commercial
advantage or private financial gain.”

In LaMacchia, the court dismissed an indictment against an MIT graduate student who
operated an electronic bulletin board on the Internet and encouraged and enabled the
unauthorized transfer of copies of copyrighted computer games among persons who accessed the
electronic bulletin board. The Department of Justice had prosecuted LaMacchia under the
federal wire fraud statute because at the time the criminal copyright statute required proof that
the defendant acted for commercial advantage or private financial gain, and LaMacchia did not
meet those requirements. In dismissing the indictment, the district court held that the wire fraud
statute did not cover copyright infringement and noted that a criminal copyright prosecution
would have failed because LaMacchia lacked a commercial motive. Note the court’s description
of LaMacchia’s actions and its recommendation to the legislature:

If the indictment is to be believed, one might at best describe his actions as heedlessly
irresponsible and at worst as nihilistic, self-indulgent, and lacking in any fundamental
sense of values. Criminal as well as civil penalties should probably attach to willful,
multiple infringements of copyrighted software even absent a commercial motive on
the part of the infringer. One can envision ways that the copyright law could be
modified to permit such prosecution. But, it is the legislature, not the Court which is to
define a crime, and ordain its punishment.®

Congress responded to the LaMacchia decision decisively by redefining the crime of
copyright infringement in three ways. First, it revised section 101 of the Copyright Act to
provide that “[t]he term ‘financial gain’ includes receipt, or expectation of receipt, of anything of
value, including the receipt of other copyrighted works.” This enables prosecution of criminal

1143 Cong. Rec. E1529 (July 25, 1997) (statement of Rep. Goodlatte).
5 United Statesv. LaMacchia, 871 F. Supp. 535 (D. Mass. 1994).

¢ LaMacchia, 871 F. Supp. at 545 (internal quotation marks and citations omitted).
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copyright infringement so long as the defendant expected to receive something of value as a
result of the infringement, even when the defendant receives no money from the transaction.’

Second, Congress provided an independent basis for criminal prosecution regardless of
whether the defendant had any expectation that he would receive anything of value. Thus,
section 506(a)(1)B) of the Copyright Act now provides that it is a criminal offense to engage in
willful infringement of a copyright “by the reproduction or distribution, including by electronic
means, during any 180-day period, of 1 or more copies or phonorecords of 1 or more copyrighted
works, which have a total retail value of more than $1,000,” even if the perpetrator does not
benefit or expect to benefit from the infringement. The Report language of the NET Act
underscored Congress’ intentions on this point, noting that, “[t]he practical significance of these
changes is that they criminalize LaMacchia-like behavior; that is, ‘computerized’
misappropriation in which the infringer does not realize a direct financial benefit but whose
actions nonetheless substantially damage the market for copyrighted works.”®

Third, the NET Act amended section 2319 of the Criminal Code, 18 U.S.C. § 2319,
which already provided that it was a felony to reproduce or distribute at least 10 or more copies
with a total retail value of at least $2,500, by adding the words “by electronic means” after
“reproduction or distribution.” This language, along with the similar language in newly enacted
section 506(a)(1)(B), made “explicit that reproduction and distribution of electronic copies via
the Internet can qualify for criminal sanctions.”

Congress did not address the issue of infringement of the public performance right in
1997, either in the NET Act itself or the legislative history. As discussed below, that is not
surprising, given both the state of technology and the means by which copyrighted works were
packaged and delivered to the public 14 years ago.

The ART Act-2005

Seven years later, Congress revisited the criminal provisions of the copyright law when it
enacted the Artists Rights and Theft Prevention Act (ART Act).”® Among other things, the ART
Act addressed a new phenomenon on the Internet: the making available for distribution on the
Internet copies of motion pictures and other audiovisual works, musical works and sound
recordings, and computer programs prior to their authorized release to the public. It was —and is
— not infrequent that days or even weeks before the premiere of a motion picture or the release of

? See also NET Act Hearing (statcment of Rep. Goodlalte) (noting that the NET Act made clear “(hat receiving other
copyrighted works in exchange for piraied copics, bartering, is as unlaw/lul as simply sclling pirated works [or
cash.”).

¥ HR. Rep. No. 105-339, at 8 (1997).
“NET Act Hearing at 13 (statement of Marybeth Peters, Register of Copyrights)

! The ART Act was cnacted as part of the Family Entertainment and Copyright Act of 2003, Pub, L. No. 109-9, 119
Stat. 218 (2005).
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a sound recording, illicit copies are made available for downloading on the Internet (as well as in
physical copies) by persons who acquired them unlawfully. The commercial harm to the market
for such works was obvious. This Committee’s report on the ART Act stated:

The Committee has been made aware of numerous examples of efforts to
camcord new movies during their opening days of release followed immediately
by either mass duplication and distribution of DVD copies or Internet
distribution of the same movie. Although the harm to the distribution of
physical or Internet copies of works when legal copies are available has long
been established, the Committee notes the larger harm caused by those who
distribute copies of works even before they are legally available to the
consumer. . . .. Finally, the Committee is aware of, and encouraged by,
Department of Justice investigations and prosecutions of pre-release cases
involving motion pictures, sound recordings, business software, videogame
softwlalre, and book publications once the works have been released in final
form.

In recognition of the harm caused by prerelease infringement, Congress updated the work begun
with the NET Act by adding a third basis for criminal prosecution in cases involving
infringement of a “work being prepared for commercial distribution.” Specifically, a new
subparagraph (C) was added to section 506(a)(1) of the Copyright Act, making it a crime to
distribute “a work being prepared for commercial distribution, by making it available on a
computer network accessible to members of the public, if such person knew or should have
known that the work was intended for commercial distribution.”

The ART Act addressed some other related issues as well. A definition of “work being
prepared for commercial distribution” was added to section 506. With respect to a computer
program, musical work, motion picture or other audiovisual work, or a sound recording, the
definition applies if at the time of the unauthorized distribution, the copyright owner had a
reasonable expectation of commercial distribution and copies or phonorecords of the work had
not yet been commercially distributed. For motion pictures, the definition includes works that
have already been theatrically released but have not yet been made available in copies for sale in
formats such as DVDs or downloads. The purpose of the latter definition was to penalize the
unauthorized exploitation of the market for the sale of copies of a motion picture in such formats
before the copyright owner had entered that market while or after the motion picture was in
theatrical release. Chairman Smith summarized the objectives of the ART Act as follows:

Such activity is clearly wrong; yet existing law does not create a penalty targeted at this
activity. Title I creates a minimum penalty of 3 years in jail for those who undertake
such activity. Combined with the camcording provisions in Title I, this legislation will
impose new and significant penalties on organized groups that camcord movies on the

'"HR. Rep. No 109-33, al 4. (2005).
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first day of their release and then distribute pirated DVDs the following day on streets
worldwide."

As with the NET Act, the legislative history of the ART Act reveals no concern about
streaming or any other transmissions of performances of copyrighted works. In early 2005,
when the ART Act was enacted, piracy was still almost exclusively a matter of infringing
reproduction and distribution. Today, we are here to consider the ways in which Internet
bandwidth and streaming technology have changed the importance of the public performance
right in recent years relative to infringement and, correspondingly, the ability of the law to reach
nefarious actors.

(2) Streaming over the Internet

Today, as technology has developed, network bandwidth has increased, and products and
delivery platforms have become more varied, the streaming of copyrighted content over the
Internet is becoming a popular choice among consumers. Streaming technology allows users to
view or listen to public performances over the Internet without necessarily requiring a full
download of the file containing the performance to be made to the recipient’s computer. While
at the time of the NET Act and ART Act streaming was largely limited to music, all types of
creative content, including performances of movies, television programs and sporting events, can
now be streamed via the Internet. Performances can be pre-recorded and streamed to the user on
demand, or streams can provide access to live content, such as basketball and football games.
According to one recent study, video streaming traftic alone now accounts for more than one
quarter of all Internet traffic and is among the fastest growing areas of the Internet.> YouTube,
a popular video streaming site, now streams more than three billion videos per day which,
according to the site, is the equivalent of every U.S. resident watching nine videos per day.**

Streaming technology itself is content neutral. Indeed, today there are many ways for
users to enjoy streamed content legally, through legitimate video streaming websites like Hulu or
Netflix, user generated content sites like YouTube and streaming music services. Streamed
content is also often provided legally by content owners through their own websites and Internet
portals such as ABC.com and HBO GO. And now users can even stream content through
applications on their smart phones or their video game consoles.

As with any technology that provides access to creative content, however, this technology
can be misused in ways not originally intended by the developers — to provide the means for
thieves to steal huge amounts of copyrighted works. And the technology to do so is surprisingly

2151 Cong. Rec. H2118 (April 19, 2005) (statcment of Rep. Smilly),

3 Envisional, Technical Report: An Estimate of Infringing Use of the Internet 3, 19 (2011) (“Every recent report
which examines the recent past and immediate [uture of inlernet usage . . . identifies streaming, video as (he [astest
growing scgment of bandwidth consumption worldwide.”) (“Envisional Report™).

" Broadcasting Oursclves, The Official YouTube Blog, hitp:/youtube-global. blogspot.com/2011/05/thanks-
youtubc-community -for-lwo-big. html (May 25, 2011).
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simple. Often with nothing more than an additional cable or satellite line connected to a
television set and readily available (and often free) streaming software, an infringer can capture
television programming signals or Internet streams and re-transmit popular television shows and
live sporting events over the Internet through unauthorized unicast websites, cyber lockers or
peer-to-peer applications.

Unicast websites transmit streams through a central computer server directly to an end
user’s computer where software on the computer converts it for viewing.'> Unauthorized unicast
sites often collect paid subscriptions or are supported by advertising because the technology
requires significant computer processing and bandwidth.'® More recently, peer-to-peer
technology has developed to allow users to create a video stream that can be passed on to other
users who join the network, without having to maintain the significant bandwidth costs of a
central server.)” Cloud computing services (which allow all types of digital media to be stored,
accessed and synced from any web-connected device, including computers, personal tablets and
smart phones), cyber-lockers (a particular type of cloud-based service), user-generated content
sites (which allow users to upload self-created digital content that is then made widely available)
and life-casting sites (which allow users to upload and stream live videos of themselves and
those around them) all have legitimate, lawful uses, but can also be used as a mechanism by
which users can transmit public performances of copyrighted content without permission of the
copyright owner.

The Copyright Office is not aware of any studies focusing solely on the overall impact of
illegal streaming on the Internet ecosystem. However, it is clear that unauthorized streaming of
copyrighted content is a significant problem that will only increase in severity if technology
outpaces legal reforms. Two years ago, this committee held a comprehensive hearing on the
subject of piracy of live sports broadcasting over the Internet. Various industry representatives
testified to the very real harm arising from this method of copyright infringement. Witnesses
noted among other things that tens of thousands of hours of live television programming from
networks around the world were being pirated, and that “entire bouquets of pay-tv channels”
were being made available through pirate streaming services in China."® An OECD 2009 study
noted that on just one day in December 2007, nearly 1.2 million viewers were registered to view
an unauthorized stream of a Dallas Mavericks versus Houston Rockets game. '’

' Qrganisation for Economic Co-operation and Development (OECD), Piracy: of Digital Content, Case Study: the
Sports Owners Sector, 90 (2009) (“Piracy of Digital Contens™).

1 d. at 90-91.

Y 1d. aL 95.

'8 Piracy of Live Sports Broadcasting Over the Internet: Hearing before the H. Comm. on the Judiciary, 111th
Cong. 8 (2009) (statement of Michacl J. Mcllis, Scnior Vice President and General Counsel, MLB Advanced Media)
(December 16, 2009) (citing Cable and Satellite Broadcasting Ass'n of Asia Comments, Special 301 Review:
Identification of Countries Under Section 182 of the Trade Act of 1974 (Feb. 17, 2009)).

'Y Piracy of Digital Content at 111 (the vast majority of these viewers were located in China).
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Since that time the problem has not gone away. For the past four years, the United States
Trade Representative has noted the growing impact of illegal streaming of live sporting events in
the 2008-2011 Special 301 Reports.?’ During its 2009-2010 professional basketball season, the
NBA identified 2,975 unauthorized streams on just eight websites/services, while in the current
2010-2011 NBA season, the NBA identified more than 2,700 unlawful streams of games on just
one foreign website alone. ' According to industry sources, monthly traffic to ten of the cyber
lockers that provide unauthorized access to streamed content grew by 13 million separate users
per month during 2010, to 105 million separate users per month.”> And a recent NBC Universal-
commissioned study found that one site that provided access to pirated movie streams had 6.5
million unique users each month, while another similar website had 5 million unique users each
month.® Recent legal challenges involving claims of unauthorized streaming include a
complaint by the Ultimate Fighting Championship (UFC) against life-casting website Justin.tv
alleging that more than 50,000 viewers watched illegal streams of a live UFC bout, “UFC 121
Lesnar v. Velasquez” through the site, and that UFC vendors removed over 200 infringing feeds
during just that live event.*

(3) Policy Considerations in 2011

Congress amended the law in 1997 and 2005 in order to protect and ensure the exclusive
rights of reproduction and distribution. However, there are six exclusive rights afforded to
authors under copyright law — and the right of public performance is of major and growing
importance for television programming, motion pictures and other works that may be delivered
to consumers through streaming technologies and products.

It’s not that streaming hasn’t been around for a little while. Indeed, RealPlayer, the
ploneer in making streaming available on the Internet, first streamed an audio performance to the
public over the Internet in 1995, and in 1997 it launched its video streaming technology.
However, for years the bandwidth available to the public has not supported the high-quality
video streaming that we have come to know today. Only in the past few years has the
widespread proliferation of high-speed Internet connections and the advancement of new
transmission protocols made online streaming a viable alternative to delivering video content on
traditional television or on DVD copies. When the NET Act and ART Act were enacted, nobody

2 See, e.g., Office of the United States Trade Representative, Special 301 Report, 11 (2011) (“Unauthorized
retransmission of live sports telecasts over the Internet continues to be a growing problem for many trading partners,
particularly in China, and ‘linking sitcs’ arc cxacerbating the problem.”); Office of the Unitcd States Trade
Representative, Special 301 Report, 11 (2010); Office of the United States Trade Representative, Special 30/
Report. 5 (2009); Office of the United States Trade Representative. Special 301 Report, 10 (2008).

*! Data provided by NBA Properties, Inc.
2 ComScore (April 2011).

* Envisional Report at 20, 23 (2011) (recognizing the difficulty in fully measuring streaming content, the study
provided a “cautious cstimate” that infringing strcaming is 5.34% of all strecaming traffic).

M Zuffa, 1.1.C. v. Justin.tv, Inc., No. 11-CV-00114 at 1 46 (D. Nev. January 21, 2011).
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perceived streaming as a vehicle for serving (or threatening) the commercial marketplace for
public performances of copyrighted works. And no other technology existed that easily
permitted the large-scale piracy of performances — versus reproductions or distributions — of
copyrighted works.

In the context of criminal activity, depending on the specific contours of the alleged
conduct, unauthorized streams may infringe upon multiple exclusive rights protected under the
Copyright Act. First of all, the act of streaming a performance is an exercise of the public
performance right, and unauthorized streaming infringes that right. The Copyright Act defines
“to perform a work publicly” as, among other things, “to transmit or otherwise communicate a
performance or display of the work . . . to the public, by means of any device or process, whether
the members of the public capable of receiving the performance or display receive it in the same
place or in separate places and at the same time or at different times.”” Streaming, which
transmits a performance to members of the public, fits comfortably within this definition. And
the unauthorized retransmission of a stream simultaneously over the Internet to a user’s
computer or other device infringes the public performance right, whether the stream is a
retransmission of a live broadcast or a transmission of a performance of prerecorded material.

In the case of streaming of prerecorded material, the transmission is typically made from
a copy of the audiovisual or other work that has been made on a server. The making of such
server copies without authorization constitutes infringement of the reproduction right. And in
some cases, streaming can also implicate the distribution right: some forms of streaming
actually transmit a copy of the entire work to the recipient’s device, where the copy will remain
for some period of time and can be used for subsequent replays of the copyrighted work.

Although streaming can implicate various exclusive rights, our current law could
potentially apply vastly different penalties to this conduct simply based on the unique technology
involved and regardless of the ultimate result — the illegal and unauthorized dissemination of
copyrighted works. The Copyright Office believes that this disparity deserves consideration as
Congress considers whether to amend the criminal copyright statutes to address streaming that
causes serious harm to the legitimate market for performances of works of authorship.

The Copyright Office is not opining on when it might or might not be appropriate for the
Department of Justice to bring criminal felony charges for streaming under any particular set of
circumstances. Rather, we are underscoring the fact that prosecutors have a handicap when
pursuing egregious cases of infringement when that infringement is accomplished via streaming.

(4) Possible Legislative Action

The Copyright Office commends the Subcommittee for holding this hearing today. It is
our view that the Department of Justice should always have the tools necessary to prosecute
infringers when such infringement causes great harm to copyright owners and the global
marketplace that is so important to the United States. In our analysis, the current criminal
provisions of the Copyright Act and related provisions in Title 18 are insufficient to provide a

17U.S.C. § 101 (definition of “to perform or display a work ‘publicly ™).
9
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basis for such prosecutions in cases where the primary cause of action is infringement of the
exclusive right of public performance.

As indicated earlier in my testimony, there are currently three bases for criminal
prosecution for copyright infringement. All three require that the infringement be willful. The
first basis — infringement for purposes of commercial advantage or private financial gain®® — may
in many cases justify prosecution of one who engages in infringement of the public performance
right by means of streaming.

However, existing law provides a disincentive for prosecutors to take action under this
provision because it is not possible to charge a felony for criminal infringement of the public
performance right — only a misdemeanor. Section 2319(b)(1) of the criminal code permits felony
prosecution under this prong only when the crime consists of “the reproduction or distribution,
including by electronic means, during any 180-day period, of at least 10 copies or phonorecords,
of 1 or more copyrighted works, which have a total retail value of more than $2,500 (emphasis
added).”

To be clear, there may well be instances in which the act of streaming implicates not only
the public performance right but also the reproduction right, and perhaps in some cases also the
distribution right, but the outcome will greatly depend on the facts and, possibly, future judicial
interpretations of the statutory language. And while it is usually, and perhaps always, true that
streaming requires a reproduction of the streamed work on a server,” it is not clear whether that
kind of reproduction would qualify under section 2319(b)(1) or whether such reproductions in
the form of server copies would have a retail value of more than $2,500. Given the
circumstances under which section 2319(b)(1) was enacted, it seems much more plausible that
Congress intended that the $2,500 threshold apply to the value of copies that are distributed.

The second basis for criminal prosecution — “the reproduction or distribution, including
by electronic means, during any 180-day period, of 1 or more copies or phonorecords of 1 or
more copyrighted works, which have a total retail value of more than $1,000"*® - requires
reproduction or distribution, and does not apply to public performances. Again, it is conceivable

617 U.S.C. § 506(a)(1)(A).

 Streaming may also entail the making of what arc known as bufler copics. Streaming involves (he (ransmission of
small packets of information (which may be audio or audiovisual information, depending on the nature of the
performance being streamed). The software nsed to play the streamed performance maintains a “buffer” —a portion
of memory scl aside (o store thal information until it has been rendered.  Inconsisiencics in the rale at which audio
packets are delivered over the Internet are thus evened out, so that the software can render the information at a
constant rate. As information is rendered, it is discarded and new information is put into the buffer as it is received.
U.S. Copyright Office. Section 104 Report 108 (2001). Cumnulatively. all of the buffer copies made in the course of
strecaming a perfornnance of a work would constitute a copy of the entire work, although thosc buller copics would
not exist at the same time. Whether the buffer copy is a “copy™ under the Copyright Act is a matter of some dispute.
and may depend on the particular facts in any given case. In any event, it is difficult to imagine that the buffer
copics made in the course of strecaming would have a valuc that would meet the threshold for felony prosccution.

E17U.8.C. § 506(a)(1)(B).
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that making a server copy for purposes of streaming might qualify for this provision, but such an
interpretation is subject to the same uncertainties that apply to the application of section
2319(b)(1). Moreover, a violation of section 506(a)(1)(B) would be a felony only in cases where
“the offense consists of the reproduction or distribution of 10 or more copies or phonorecords of
1 or more copyrighted works, which have a total retail value of $2,500 or more.”

Finally, the third basis for prosecution — “the distribution of a work being prepared for
commercial distribution”*” — requires distribution and therefore is not applicable to streaming.

One might ask why it is not sufficient to prosecute streaming as a misdemeanor. The fact
is, as a practical matter, prosecutors have little incentive to file charges for a mere misdemeanor.
This means that, compared to similar infringing conduct involving the large-scale making or
distributing of copies (e.g. DVDs of a movie), streaming is not only a lesser crime on the books,
itis a crime that may never be punished at all. As a matter of policy, the public performance
right should enjoy the same measure of protection from criminals as the reproduction and
distribution rights; prosecutors should have the option of seeking felony penalties for such
activity, when appropriate.

If Congress concludes that sections 506 and 2319 should be amended to enable
prosecution of unauthorized streaming, there are a number of ways to accomplish that end. One
means would be to amend section 506(a)(1)(B) to add “public performance” to the “reproduction
or distribution” which currently provide a basis for prosecution, with a similar amendment to
section 2319(b)(2). Another means would be to amend section 506(a)(1)(C), which currently
penalizes prerelease distribution, by adding prerelease public performances to the acts that
provide a basis for prosecution. Moreover, an amendment to section 2319(b)(1), adding “public
performance” to the “reproduction or distribution” that provide a basis for felony prosecution for
willful infringement for purposes of commercial advantage or private financial gain, would
likely make it possible to prosecute many cases of unauthorized streaming.

Further thought would also have to be given to the current quantitative and monetary
thresholds imposed by section 2319(b) for felony prosecution. It is not clear to us at this time
how easy it would be to ascertain the total retail value of unauthorized streams, or how easy it
would be to ascertain how many public performances were made by an unauthorized streamer.

Finally, the concept of works being prepared for commercial distribution may need to be
reconsidered in cases involving infringement of the public performance right rather than the
distribution right. Many works that copyright owners offer for public performance are not
prepared for commercial distribution. For example, many television programs, including many
broadcasts of sports events, are never distributed in copies to the public. Yet, it is logical, if not
obvious, that the unauthorized streaming of a television program before its authorized broadcast
would cause just as much harm to the market for that program as the unauthorized distribution of
copies of a motion picture would cause to the market for legitimate copies of that motion picture.
Moreover, it seems likely that even the unauthorized streaming of a broadcast program, such as a

P17 U.8.C. § 506(a)(1)C).
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live broadcast of a sports event, at the same time as the authorized broadcast would cause great
harm to the legitimate market for the works being broadcast. This would be especially likely in
cases where authorized performances are transmitted to the public by cable networks or by
means of pay-per-view and similar services. A person who offers unauthorized streaming of
such programs for no cost or a lower cost at the same time as the authorized transmission — or
even within a few hours of the authorized transmission — could cause significant harm to the
legitimate market.

Conclusion

Copyright policy is never finished. As technology makes it possible for authors to
deliver their creative works in new formats and through new platforms, nefarious actors devise
new ways to play the spoiler, sometimes seeking to divert profits and amass wealth illegally,
other times merely to bask in the glory of interfering with and doing great harm to the
investments of others. Congress has repeatedly legislated to confine these bad actors and hold
them accountable, including giving prosecutors the tools necessary to do their jobs. By updating
the law, Congress ensures the constitutional bargain that promotes the progress of our culture by
giving authors the exclusive rights to their works for limited times.

The issue of unauthorized streaming is a growing threat to the livelihood of authors and
copyright owners and, as discussed above, requires the attention of Congress. As you further
consider the issues, the Copyright Office will be pleased to assist you in your work.

#H##
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Mr. GOODLATTE. Thank you.
Ms. Aistars, welcome.

TESTIMONY OF SANDRA AISTARS, EXECUTIVE DIRECTOR,
COPYRIGHT ALLIANCE

Ms. A1sTARS. Thank you. Chairman Goodlatte, Ranking Member
Watt and Ranking Member Conyers and Members of the Sub-
committee, it is an honor to appear before you today on behalf of
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the Copyright Alliance to discuss illegal streaming and its impact
on the creative community.

The Copyright Alliance is a public interest and educational orga-
nization supported by more than 40 entities comprised of indi-
vidual artists and creators, as well as the associations, guilds, and
corporations that support and invest in them. Besides these institu-
tional members, we have more than 7,000 individual, one-voice art-
ist advocates who give their personal time and creativity to support
our work.

To be specific, we support harmonizing the laws applicable to
criminal streaming of copyrighted works with those applicable to
criminal reproduction and distribution of copyrighted works. This
is an issue of great importance to many of our members, including
independent filmmakers, songwriters and composers, sports
leagues and creators of live events, sound recording artists, and
unions and guilds in the creative community.

In truth, making illegal streaming a felony crime is simply a
technical clarification. Illegally disseminating other people’s works
without their permission should be punished the same way under
law regardless of the technology used.

On a grander scale, however, this issue is another phase in the
battle between creators and lawful distributors of copyrighted
works on the one hand and parasitic websites on the other. Opera-
tors of these websites expropriate the property of creators, diminish
the compensation and benefits of creators and workers and harm
communities across the United States by depriving them of jobs
and of tax revenues.

The Copyright Alliance represents the copyright holder next
door. Our members are living and working in all 50 States and in-
clude, among others, the independent filmmakers who self-finance
films that tell as-yet-untold stories, the talented crafts people who
are behind every television show and motion picture you enjoy, the
tens of thousands of professional photographers and videographers
across the country who run their own studios, employ a handful of
workers, and contract with a dozen more, and there are people
working in unexpected places on extraordinary projects, like a
music producer living in Wrightsville, North Carolina, who is work-
ing from his home studio with musicians as far away as Glasgow
and as recognized as Neil Young.

Copyright Alliance members unreservedly embrace the tech-
nologies that enable our works to be seen and heard by our audi-
ences. Nevertheless we are daily faced with an ever-changing pa-
rade of unlawful website operators who stream our members’
works, yet stand little risk of criminal prosecution under today’s
laws.

Just like the legitimate marketplace, which has embraced
streaming technology, illegitimate distributors are increasingly
turning to streaming because it is faster, cheaper, and more con-
venient for the consumer.

Enacting legislation to ensure that such sites can’t avoid criminal
prosecution based purely on their choice of technology is critical.
Bringing penalties for illegal streaming online with other forms of
infringement would send a message that operators of and large-
scale contributors to rogue streaming sites are not immune from
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serious prosecution. It would also provide the Justice Department
the same tools to battle infringing streaming sites as they use to
battle physical or download operations.

When considering issues of copyright infringement, the public
often thinks about large copyright owners and distributors, but dig-
ital theft, regardless of the methods that are employed to accom-
plish it, affects all creators and it has an outsized impact on inde-
pendent artists and creators.

The experience of Copyright Alliance member, Ellen Seidler, is
representative of the experiences of other independent artists and
is instructive. Ms. Seidler is the director and creator of the film
“And Then Came Lola.” She and her co-director financed the film
by taking loans from their families, by putting liens on their
homes, and by borrowing against their retirement savings. While
the total budget for the movie would be considered small in terms
of major Hollywood productions, the $250,000 of personal capital
invested by Ms. Seidler and her colleague is a huge amount for an
individual creator to put at risk for a single project. Ms. Seidler re-
leased the movie approximately 1 year ago and it was very popular.
Within a few days, illegal copies began circulating online and with-
in a couple of months, Ms. Seidler had counted 35,000 illegal
streams and downloads, and she was overwhelmed and stopped
counting.

The film could be viewed legally for less than the cost of a latte,
and Ms. Seidler had spared no effort to ensure that it was available
conveniently in multiple languages and formats. Yet, the film
popped up on illegal streaming sites in the U.S. and throughout the
world. She counted the film on one Chinese streaming site which
claimed 300,000 views and on another site in Spain claiming more
than 60,000 views. Often the sites that were streaming her works
were monetizing her work by selling advertising against the
streams, and ironically on one of the sites, Google’s AdSense pro-
gram was placing ads for legitimate streaming services including
Netflix, a legitimate distributor of her film.

When she contacted the sites and the advertising networks that
were placing ads on them, she got very dismissive responses. One
website in Russia basically responded your laws don’t apply here,
and she is still involved in an unresolved exchange with Google
about the use of AdSense by such sites.

Ms. Seidler describes the remedies available to her and to other
independent artists as the equivalent of being handed an umbrella
and being told to stand under Niagara Falls.

Despite the diligent efforts of creators to police against illegal
streaming of their works, the problem is only growing, in part, be-
cause the risk to operators of such sites is so low. Law enforcement
agencies don’t readily take on such cases because with limited re-
sources, misdemeanor crimes are just not a priority.

So we applaud the Subcommittee for its focus on harmonizing
the penalties applicable to illegal streaming with those applicable
to other forms of infringements, and we stand ready to assist you
in your work.

[The prepared statement of Ms. Aistars follows:]
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COMMITTEE ON THE JUDICIARY

SUBCOMMITTEE ON INTELLECTUAL PROPERTY, COMPETITION AND THE
INTERNET

U.S. HOUSE OF REPRESENTATIVES

“Protecting Legitimate Commerce Online:
The ART Act, the NET Act

and Illegal Streaming”

Statement of Sandra Aistars, Executive Director, Copyright Alliance

Chairman Goodlatte, Ranking Member Watt and Members of the Subcommittee, it is an honor to
appear before you today on behalf of the Copyright Alliance to discuss the important issue of
illegal streaming and its impact on the creative community.

The Copyright Alliance is a public interest and educational organization supported by more than
40 entities comprised of individual artists and creators, as well as the associations, guilds and
corporations that support and invest in them. Besides these institutional members, we have more
than 7,000 individual “One Voi©e Artist Advocates” who give their personal time and creativity
to support our work.

We applaud the Chairman and Subcommittee members for holding this hearing on the important
topic of protecting legitimate online commerce from illegal streaming. This is an issue of great
importance to many of our members, including independent filmmakers, videographers, and
those individuals who work on their projects; sports leagues and creators of live events; motion
picture studios; sound recording artists, songwriters and record labels, and unions and guilds of
creators, film artists and workers in the creative community.

At a narrow level, the issue of making illegal streaming a felony crime is simply a technical
clarification. Illegally disseminating other people's works without their permission should be
punished the same way under law regardless of the technology used to accomplish such
dissemination.

On a grander scale, this issue is another phase in the battle between creators and lawful
distributors of copyrighted works on one hand, and on the other parasitic websites that
expropriate their property, diminish the compensation and pension and health benefits of creators
and workers, and harm communities across the United States by depriving them of jobs and
diminishing their tax revenues.

The Copyright Alliance quite literally represents the copyright holder next door. Our members
are living and working in all 50 states and include, among others,
e The independent filmmakers who borrow against their retirement income to finance films
that capture unique voices, tell untold stories and contribute to our understanding of ideas
and communities often not adequately reflected by mainstream media;
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e The “below the line” workers — that army of talented craftspeople who are behind every
television show and motion picture you enjoy — whose health insurance and retirement
benefits are typically determined by credits earned on legitimate sales of works to which
they have contributed;

e The tens of thousands of professional photographers and videographers across the
country who run their own studios, employ a handful of workers, and contract with
dozens more. These entrepreneurs make a middle class living, and contribute to the tax
base of their local communities, but see their ability to continue to make a living eroded
daily by digital thieves who steal their images, commercialize them and pass them off as
their own.

¢ And they are people working in unexpected places on extraordinary projects, like a music
producer living in Reidsville, North Carolina, who is working from his home studio with
musicians as far away as Glasgow and as recognized as Neil Young.

Copyright Alliance members unreservedly embrace all of the new technologies that enable our
works to be seen and heard through a wide range of methods, including —
e traditional broadcast methods like TV, cable, satellite and radio;
e online methods including both download and streaming services, as well as cloud storage
and delivery models; and
e apps for mobile phones and tablet computers that allow consumers to obtain works
directly from the author or legitimate distributor even in territories where major
distributors like iTunes are not offering the work.

Nevertheless, we are daily faced with an ever-changing parade of unlawful website operators
who stream and otherwise distribute our members’ works, stand little risk of criminal
prosecution under today’s laws, and erode legal commerce.

Just like the legitimate marketplace, which has long embraced streaming technology, illegitimate
distributors are increasingly turning to streaming to deliver works because it is faster, cheaper
and more convenient. As a result, at any given time, users are one or two clicks away from
listening to or viewing any television program, movie, music video or song in the world - all
with no return to the creator.

Enacting legislation to address felony streaming is an important battle in this war. Bringing
penalties for illegal streaming in line with other forms of infringement would send a message to
operators and large scale contributors to rogue streaming sites that they are not immune from
serious prosecution. It would also provide the Justice Department the same tools to battle
fraudulent streaming operations as it uses to battle infringing physical or download operations.

The proposal to harmonize penalties for illegal streaming operations with those applicable to
other copyright infringements is supported not only by artists and creators like our members, but
is consistent with the recommendations of all of the relevant Federal agencies, including the
Departments of Commerce, Health and Human Services, Homeland Security (DHS), Justice
(DOJ), and State, and the U.S. Trade Representative. In suggesting this change in March of this
year, the Administration rightly noted that:
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It is imperative that our laws account for changes in technology used by infringers. One recent
technological change is the illegal streaming of content. Existing law provides felony penalties
for willful copyright infringement, but felony penalties are predicated on the defendant either
illegally reproducing or distributing the copyrighted work. Questions have arisen about whether
streaming constitutes the distribution of copyvrighted works (and thereby is a felony) and/or
performance of those works (and thereby is a not a felony). These questions have impaired the
criminal enforcement of copyright laws. To ensure that Federal copyright law keeps pace with
infringers, and to ensure that DOJ and U.S. law enforcement agencies are able to effectively
combat infringement involving new technology, the Administration recommends that Congress
clarify that infringement by streaming, or by means of other similar new technology, is a felony
in appropriatc circumstances.

We urge this Subcommittee to act to implement these recommendations.

The Impact of Tllegal Streaming on Independent Artists and Creators

When considering issues of copyright infringement, the public often thinks in terms of its impact
on the largest copyright owners and distributors. But digital theft — regardless of the means used
to accomplish it — affects all creators and has an outsized impact on independent artists and

1
creators.

The experience of Copyright Alliance member independent filmmaker Ellen Seidler is
representative of the experiences of other independent artists. As in many creative disciplines,
young directors, actors and craftspeople often work on independent projects to develop their skill
and gain entry to larger projects. These independent films represent the great diversity of the
filmmaking community. Sadly, they are also the most at risk of vanishing if the directors and
producers of such films cannot make a return on their investment, so Ms. Seidler’s story is
instructive.

Ms. Seidler is the director and creator of the critically acclaimed film “And Then Came Lola”.
She and her co-director financed the film by taking loans from their families, putting liens on
their homes, and borrowing against their retirement savings. While the total budget for the
movie would be considered small in terms of major Hollywood movies (where production costs
can often run into the hundreds of millions of dollars), the $250,000 of personal capital invested
by Ms. Seidler and her colleague is a huge amount for an individual creator to put at risk for a
single project. Based on research and experience in the field, Ms. Seidler nevertheless reasonably
anticipated breaking even on the project, and even hoped for a modest profit.

To understand the magnitude of the threat illegal streaming operations pose to independent
filmmakers, it is important to understand that many independent films are typically shown at

! 1 is also worth noting that illegal strcaming sitcs have a similarly profound impact (but for somewhat diffcrent
rcasons) on those who own or license the rights to live cvents such as concerls and sporting events, This is because
much of the value of such programming is inherent in the live (or pay per view broadcast) nature of the event. With
streaming of live events in particular, remedies available after the fact, such as notice and takedown, are ineffective
in preventing or remedying the harm.
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festivals, but often do not have any theatrical release. Instead they depend entirely on “back end
distribution” through DVD sales and legitimate online and other channels to earn returns and
recoup investment that they cannot secure through theatrical release.” Knowing this, Ms. Seidler
ensured the film would have the most widespread distribution possible. She secured
international distribution, and in addition to DVD sales, lined up distribution on Amazon, Netflix
and iTunes. To ensure that the film would be available even in jurisdictions where the services
she licensed did not distribute it, Ms. Seidler additionally created an app which was made
available worldwide for free to give viewers access to behind-the-scenes video, extras,
interviews and clips, and enable them to rent or purchase the movie inside the app.

Ms. Seidler released the movie approximately one year ago, and it was popular. Within days
illegal copies began circulating on line. Within a couple of months Ms. Seidler had counted
35,000 illegal streams and downloads. At that point, overwhelmed, she stopped counting.
Despite the fact that the film could be viewed legally for less than the cost of a latte, and Ms.
Seidler had spared no effort to ensure that it was available conveniently in multiple formats and
languages via a variety of delivery models (including streaming), the film popped up on illegal
streaming and download sites not only in the U.S. but throughout Europe, Asia and the Arab
world. It appeared in Arabic, Finnish, Korean, Mandarin, Russian, Turkish, and other languages
(see Appendix la and 1b).

Ms. Seidler found the film on one Chinese streaming site which claimed 300,000 views, and on
another site in Spain claiming more than 60,000 views (see Appendix 2). Often, the sites
streaming and offering downloads of her film were monetizing her work by selling advertising
program was placing ads for legitimate streaming services i;g]—udingT\I-etﬂix, a legitimate
distributor of “And Then Came Lola” (see Appendix 3).

Ms. Seidler has documented her efforts to get her film removed from these illegal sites on her
website www.popuppirates.com . When she contacted the operators of such sites and the
advertising networks that were placing ads on them to seek help in stopping the illegal
distribution of her film, she received many dismissive responses. They ranged from websites in
Russia that responded “your laws don’t apply here,” to a still unresolved exchange with Google.
In that instance, Google refused to remove an illegal site from its AdSense program despite
having received extensive documentation from Ms. Seidler establishing that the site persists in
illegally streaming her works and those of other copyright holders. She describes the remedies
available to her and other independent artists as “the equivalent of being handed an umbrella and
being told to stand under Niagara Falls.”

Despite the diligent efforts of creators like Ms. Seidler to police against the illegal streaming of
their works, the problem is only growing, in part because the risk to the operators of such sites is
so low. Legitimate third parties do business with such sites and thus help perpetuate their
existence, and law enforcement agencies are loathe to prosecute such sites for their criminal
activities because of the lack of clarity about what remedies are available against them, and also

* But the effect of global piracy is similarly felt by even Oscar-nominated independent work that likewise depends
on downmarkel salcs (o recoup investment
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because misdemeanor crimes are often not perceived as having a great enough return on time and
resources invested.

Along with illegal streaming and download sites, illegal cyberlockers are now emerging as
another threat. Indeed, some rogue operators are even recruiting the general public to help them
steal works by offering cash incentives for every 1,000 streams or downloads a file generates
(see Appendix 4). These illegitimate websites are creating the infrastructure to expand the digital
theft problem exponentially, and they rely on the relatively low risk associated with operating an
illegal streaming site to do so.

Many Legal Streaming Services are Available

There is no excuse for allowing illegal streaming services to flourish, when so many legal
alternatives are available. All creative sectors of the economy have long ago moved online, and
are at the forefront of delivering news, entertainment, and information to consumers in creative,
cutting edge formats including by streaming, and cloud computing.

For example:

Most professional sports leagues offer subscription streaming services that give fans access to
their favorite teams on their favorite devices.

* MLB com offers a subscription streaming service that lets consumers watch every out-of-
market game live from devices such as the Roku and PlayStation 3. Premium packages
offer the ability to choose home or away team video broadcasts, DVR functionality, and
split-screen viewing.

e NHL GameCenter is a subscription streaming service that lets fans watch up to 40 out-of-
market games every week live online.

o The National Basketball Association's (NBA) "League Pass Broadband" lets fans follow
seven teams, and a premium option lets viewers watch games from all 30 teams,
amounting to more than 40 games a week during the season.

* Motion picture companies are daily releasing their works on virtually every digital device
and format, including in apps and through Facebook. These efforts ensure that consumers
around the world can receive their content legally, and with additional features and
functionality, even in cases where the content may not be available in their jurisdiction
via popular services such as iTunes.

e The recording industry likewise delivers legal content via innovative services, partnering
with technology companies. For instance, Sony has recently launched a new subscription-
based music service, Music Unlimited powered by Qriocity. The service will give
subscribers access to more than 6 million songs through the cloud-based network used by
more than 60 million PlayStation gamers. Music Unlimited subscribers can stream
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millions of songs infinitely on Internet-connected devices like personal computers, as
well as Sony’s Playstation 3 game console, Blu-ray Disc player and Bravia televisions.
Fans can also import their personal music collections and iTunes libraries into their
Qriocity accounts to access all of their music in one place and receive personalized music
recommendations.

Despite the Herculean efforts taken by individual entrepreneurs and corporate stake holders to
bring high quality, professional work to audiences on line legally and in multiple formats,
individual livelihoods and corporate investments alike are jeopardized by relentless battles with
rogue streaming site operators. These individuals steal and redistribute the content, often
profiting handsomely by monetizing the content through payment systems and subsidizing it by
advertising.

Numerous studies released recently demonstrate the devastating impact of parasitic sites on
legitimate commerce.

e According to the Organization for Economic Cooperation and Development,
international trade in counterfeit and pirated physical goods was as high as $250
billion in 2007; but if the significant volume of online distribution of pirated goods
via the Internet were included, the total could be “several hundred billion dollars
more.”

e According to research by Envisional, nearly 25 percent of Intemnet traffic consists of
pirated copyrighted works. According to the study: 23.8 percent of global internet
traffic is infringing; more than 17 percent of intemet traffic in the U.S. is infringing;
bitTorrents account for around half of the global and U.S. infringing traffic; and
cyberlockers and infringing video streaming sites also contribute significantly. It is
notable that this study confirms earlier research by Princeton Professor Edward
Felten, who is often critical of the creative industries, and his student Sauhard Sahi
that approximately 99 percent of content shared on a bitTorrent system they surveyed
last year was infringing.

¢ Finally, building on the OECD’s research, Frontier Economics issued a report
predicting that by 2015, the annual global economic impact of piracy and
counterfeiting will reach $1.7 trillion and put 2.5 million jobs at risk each year.
According to Frontier’s research the total global economic and social impact of
counterfeiting and piracy is $775 billion every year.

At a time when communities and individuals across the country are struggling to recover from a
lengthy recession, when not only individual but local, state and Federal budgets are stressed
beyond measure, these data points demonstrate that the case for combating piracy in all its
forms, and improving IP protection and enforcement could not be more clear.

We applaud the Subcommittee for its focus on harmonizing the penalties applicable to illegal
streaming with those applicable to other forms of infringement, and stand ready to assist in the
Subcommittee’s consideration of this important topic.
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Mr. GOODLATTE. Thank you.
Mr. O’Leary, welcome.
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TESTIMONY OF MICHAEL P. O’LEARY, EXECUTIVE VICE PRESI-
DENT, GOVERNMENT AFFAIRS, MOTION PICTURE ASSOCIA-
TION OF AMERICA

Mr. O’LEARY. Thank you. Mr. Chairman, Ranking Member Watt,
Members of the Subcommittee, I appreciate the opportunity to tes-
tify today on behalf of the Motion Picture Association of America
and our member companies regarding online streaming and the
role that it plays in global theft.

The U.S. motion picture industry plays a unique role in today’s
American economic infrastructure. We provide high-paying jobs to
workers in all 50 States. We fuel small business growth. We inject
capital at the State and local level, and we are one of the few in-
dustries in the United States that has a consistently positive bal-
ance of trade around the globe.

High-speed broadband networks present tremendous opportuni-
ties for exchanging information and ideas. Unfortunately, as you
have heard today, the laws and regulations put in place to protect
consumers and innovation in the physical marketplace have not
kept pace with the growth of illegal conduct online. As a result, a
key foundation of American industry, the expectation that hard
work and innovation is rewarded, is imperiled by thieves that steal
America’s creative products and enrich themselves along the way.

Currently the most pernicious forms of digital theft occur
through the use of so-called rogue websites. These are increasingly
sophisticated websites that look to the untrained eye to be legiti-
mate. They use legitimate payment processors like Visa and
MasterCard and PayPal, and they run legitimate advertising. Fre-
quently they offer reward programs for frequent buyers who pur-
chase their illegal wares. Streaming technology is rapidly becoming
the most popular mechanism for transmitting stolen content on
these rogue sites.

I want to be very clear at the outset, that the subject that we
are here to talk about today is not a debate between technology
and innovation and the creation of content. The issue before us
today is about crafting a policy that favors legitimacy over theft,
about promoting and preserving creativity and production and pun-
islllling people that seek to profit through stealing the hard work of
others.

Streaming technology is an emerging way to deliver content and
information to consumers the world over, and it is a technology
being used and embraced by our industry. There are more than 35
legitimate business ventures such as Hulu, Crackle, Netflix, and
HBO GO using streaming to deliver their products today.

In December of 2009, the full Judiciary Committee held a hear-
ing on this very issue in the context of live sporting events. In the
year and a half since that hearing, the problem has gotten worse.
And it is a problem that doesn’t just affect live sports events but
all forms of audiovisual entertainment from live transmission of
television programming to streaming of major motion pictures.

In preparation for today’s hearing, I visited one of the websites
that I was talking about. If you go to that website, you will see a
number of interesting things. For example, there were a number of
comments by users that are waiting in anticipation for an illegal
copy of a movie that will be released this coming Friday. It is not
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in the theaters until Friday, but they anticipate that they will be
able to see an illegal copy in the next 24 to 48 hours.

It also had the top three box office films from last week avail-
able, Hangover II, Kung Fu Panda, and Pirates of the Caribbean.
There is really something for everybody in that trio. And they were
all available from multiple links to other sites where you could
watch any of those movies.

What was particularly interesting was a “coming soon” page
which detailed the movies that will be available in the coming
days. It listed four blockbusters which will be released in the
United States between June 10th and July 1st of this year. There
are over 800 people who have put comments on the site saying that
they can’t wait to see those movies. Those are movies that won’t
even be out for 3 or 4 weeks and people are already queuing up
to see an illegal copy.

A recent review of this very same site found that 33 percent of
all traffic generated from the search query “free streaming movies”
ended up on this site. This site and the people who run it are not
engaged in innovation in any way, shape, or form. What they are
engaged in is theft. And this is just one example of the types of
criminal infringement we confront every day.

As you have heard through the other witnesses and through the
Chairman’s statement, the law in this area in the past has gone
through different changes. We have typically focused on distribu-
tion and reproduction. There was the NET Act which was very im-
portant, and there was also the ART Act which was very impor-
tant. But today, as copyrighted content is increasingly streamed
online, uncertainty remains whether Internet streaming can be
prosecuted as a felony. This results in a significant gap in the en-
forcement of this Nation’s intellectual property laws which must be
addressed legislatively.

This point was made clear earlier this year by the U.S. Intellec-
tual Property Enforcement Coordinator when she recommended
that the Congress clarify that infringement by streaming or by
other means of similar technology is a felony or should be made a
felony in appropriate circumstances. This is a real problem with
real consequences for American creators and workers. And we ap-
plaud the Committee’s decision to address this threat.

If we fail to address this problem now, in addition to leaving a
sizeable gap in the U.S. law, we will promote additional theft of
America’s creative work by allowing emerging means of illegal dis-
tribution to persist without remedy.

We will permit an unjustified technology-specific disparity be-
tween the forms of infringement that have increasingly similar
commercially destructive impacts.

Third, we will ensure that very few, if any, Federal prosecutions,
even for the most blatant and notorious global intellectual property
criminals, will go forward as Federal prosecutors and investigative
agencies will be unlikely to devote limited resources to cases that
will net, at most, a misdemeanor conviction.

Fourth, failure to act will harm America’s long-held role as a
world leader in protecting and promoting creativity by signaling to
the rest of the world that our products are not protected in the on-
line world in the same manner that they are in the physical world.
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The failure of the United States to move against criminals engaged
in streaming will undoubtedly result in less enforcement around
the world, and that will be particularly true in cases where you
have an American victim.

Fifth, the failure to move forward at this time will stifle innova-
tion and creativity by allowing thieves that utilize streaming to
continue to have an advantage in the online marketplace. We must
set policies that favor legitimate business models over theft.

These are consequences which are all avoidable if we work to
fashion a comprehensive and focused legislative response. We look
forward to working with this Committee to achieve this critically
important goal.

Again, I want to thank the Committee on behalf of the members
that I represent for holding this hearing and for allowing us to tes-
tify today.

[The prepared statement of Mr. O’Leary follows:]
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A. Background and Introduction

I want to thank the Committee for holding this important hearing on protecting
the legitimate online market and for addressing the increasing misuse of streaming
technology to facilitate illicit online activity. I appreciate the opportunity to testify
on behalf of the Motion Picture Association of America, Inc.! and its member
companies regarding the role online streaming plays in the global theft and
unauthorized dissemination of America’s creative content, and the negative impact
that theft has on the lives of our creative community.

! ‘the Motion Picturc Association of Amcrica and its intornational countarpart, the Motion Picture Association (MPA) .serve as the voice and
advocatc of the Amcrican motion picture, home video and tclevision industrics, domeatically through the MPAA and internationally through the
MPA. MPAA members are Paramnount Pictures Corporation, Sony Pictures Entertainment Inc.. Twentieth Century Fox Film Corporation,
Universal City Studios LLC, Walt Disney Studios Motion Pictures, and Wamer Dros. Intertainment Inc.
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As the primary voice and advocate for the American motion picture, home
video and television industries in the U.S. and around the world, we have
witnessed the world-wide proliferation and increased sophistication of web-based
enterprises dedicated to stealing the product of our workforce. We are gravely
concerned about the detrimental impact that digital theft has on the millions of
American men and women who work in our industry.

The U.S. motion picture and television industry plays a unique role in today’s
American economic infrastructure, providing high-paying jobs to workers in all 50
states; fueling small business growth; injecting capital into local, state, and national
revenue pools and consistently generating a positive balance of trade. Of the over
two million American workers who depend on the entertainment industry for their
jobs, about 12 percent are directly employed in motion picture and television
production and distribution—f{rom behind-the-scenes production technicians to
make-up artists and set-builders—across all 50 states. These jobs pay an average
salary of nearly $76,000, 72 percent higher than the average salary nationwide,

In addition, more than 95,000 small businesses—93 percent of which employ
fewer than 10 people—are involved in the production and distribution of movies
and television. On-location filmed productions infuse, on average, $223,000 per
day into a local economy. Nationwide, our industry generates more than $15
billion in public revenue. As one of the few industries that return a positive
balance of trade, our industry is critical to the U.S. export economy.

Every day we are pursuing new and innovative ways to deliver content to our
consumers. In the last three years we have launched numerous on-line distribution
models to make content available legally to consumers when they want it, where
they want it, wherever they are.

B. Websites Trafficking in Stolen Digital Content Create Consumer
Confusion, Harm the Online Marketplace and Damage the Motion Picture
and Television Industry

High-speed broadband networks present tremendous opportunities for
exchanging information and ideas; unfortunately, the laws and regulations put in
place to protect consumers and innovation in the physical marketplace have not
kept pace with the growth of illegal conduct online. The illicit use of online
networks can facilitate the anonymous theft and rapid, ubiquitous, illegal
distribution of copyrighted works. The key foundation of American industrv—the
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expectation that hard work and innovation is rewarded—is imperiled when thieves,
whether online or on the strect, are allowed to steal America’s creative products
and enrich themselves along the way.

Rampant theft of American intellectual property puts at risk the livelihoods
of the workers who invest time, energy and fortune to create the filmed
entertainment enjoyed by millions. To these men, women, and their families,
digital theft means declining incomes, lost jobs and reduced health and retirement
benefits.

Currently, the most pernicious forms of digital theft occur through the use of
so-called “rogue™ websites. The sites, whose content is hosted and whose
operators are located throughout the world, take many forms, including
downloading and streaming, but all materially contribute to and facilitate the
illegal distribution of copyrighted works, such as movies and television
programming.

These websites weaken the film and TV industry by undercutting,
eliminating or reducing the legitimate market for filmed entertainment, and thus
the financial support for additional film and television production, which millions
rely on for jobs and support for the U.S. economy as a whole. In addition, these
often legitimate-looking websites expose consumers to criminals, who routinely
collect personal and financial information from unsuspecting targets, subjecting
those consumers not only to fraud and deceit, but also to identity theft and other
harms. Furthermore, legitimate companies that want to invest in and develop new
and innovative business models centered around high-quality online content and
greater consuimer choice have a limited potential for growth when they are forced
to compete with entities that are distributing the exact same content through illicit
means.

C. Streaming Technology Makes Content Theft Quick, Easy and Virtually
Risk-Free

In addressing the subject of illegal streaming, it is important to note what this
debate is not about. It is not a debate between technology and innovation and the
creation of content. Thatis a false choice raised by too many people. This issue is
really about favoring legitimacy over theft — about promoting and preserving
creativity and production and punishing people that seck to profit through stealing
the hard work of others. Technology and content should agree on that point.
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Streaming technology is an emerging way to deliver content and information to
consumers the world over, and it is a technology being embraced by our industry -
more than 35° legitimate business ventures such as Hulu, Crackle, Netflix and
HBO GO use streaming to deliver their products today.

The activity that is the subject of today’s hearing is not innovation, it s theft.
Streaming technology is rapidly becoming the most popular mechanism for
transmitting stolen content on rogue sites. Users have instant access to illegally
distributed movies and television shows without the risk or inconvenience of
sometimes lengthy downloads.

In December of 2009, the full Judiciary Committee held a hearing on this very
issue in the context of live sporting events. In the year and a half since that
hearing, the problem has gotten worse, and it is a problem that affects not just
sports, but all forms of audiovisual entertainiment from live retransmission of
television programming to streaming of major motion pictures. Illegal sites such
as quicksilverscreen.im, solarmovie.com and 10starmovies.com link U.S.
consumers to illegally streamed content. Streaming cyberlockers, like
videobb.com, novamov.com and Loomboo.com, offer illegal storage and streaming
of copyrighted content and encourage the uploading of this content as the primary
means of driving monetizable traffic to their sites. This is not innovation, its theft.

While existing law makes an infringement of any of the copyright owner’s
exclusive rights a criminal act when done willfully and for commercial advantage
or private financial gain, felony penalties only apply to defendants engaged in the
illegal reproduction or distribution of copies of one or more copyrighted works
meeting specified numerical and monetary value thresholds. Similarly, the NET
Act ensured the availability of criminal penalties against willful acts of
infringement engaged in without profit motive but on a commercial scale, but
defined those acts in terms of acts of unlawful reproduction and distribution. And
the ART Act provided for felony penalties against those engaged in the unlawful
electronic distribution of pre-release works. As these have historically been the
dominant means of commercial-scale infringement, it is perhaps not surprising that
the criminal code focuses on these acts in defining felony conduct. As technology
has advanced since enactment of these penalty provisions, however, so too have
the means of willtful and commercially destructive infringement. While
copvrighted content is increasingly illegally streamed, not just downloaded online,

2 Alist of legitimate sites for film and television can be found at http://www.mpaa.org/contentprotection/gat-
movies-tv-shows
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uncertainty remains whether Internet streaming can be prosecuted as a felony
based on the distribution of copyrighted works. This results in a significant gap in
the enforcement of this nation’s intellectual property laws that must be addressed.

D. Legislative Action and Administration Enforcement Is Necessary to Clarify
Consequences of Online Theft via Streaming Technology

Legislation is necessary to make it clear that criminal streaming is eligible for
felony treatment under U.S. law. In fact, earlier this year, the U.S. Intellectual
Property Enforcement Coordinator recommended that Congress clarity that
infringement by streaming, or by means of other similar technology, is a felony in
appropriate circumstances. The report transmitted to Congress in March 2011,
entitled “White Paper on Intellectual Property Enforcement Legislative
Recommendations™ stated the following:

Ensure Felony Penaities for Infringement By Streaming and by Means of Other
New Technology: It is imperative that our laws account for changes in technology used by
infringers. One recent technological change is the illegal streaming of content. Existing law
provides felony penalties for willful copyright infringement, but felony penalties are predicated
on the defendant either illegally reproducing or distributing the copyrighted work. Questions have
arisen about whether streaming constitutes the distribution of copvnghted works (and thereby is a
felony) and/or performance of those works (and thereby 1s a not a felony). These questions have
impaired the criminal enforcement of copyright laws. To ensure that Federal copyright law keeps
pace with infringers, and to ensure that DOJ and U.S. law enforcement agencies are able to
effectively combat infringement involving new technology, the Administration recominends that
Congress clarify that infringement by streaming, or by means of other similar new technology, is
a fclony in appropriate circumstances.

The failure to address this problem legislatively, in addition to leaving a
sizeable gap in the U. S. law, will:

1. Promote additional theft of America’s creative works by allowing an
emerging means of illegal distribution to persist without adequate
remedies.

2. Permit an unjustified, technology specific, disparity between forms of
infringement that have increasingly similar commercially-destructive
impacts.

3. Result in very few, if any, federal prosecutions, even for the most blatant
and notorious global intellectual property criminals, as federal
prosecutors and investigative agents will be uniikely to devote scarce
resources to cases that will net, at most, misdemeanor penalties.
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4. Harm America’s long-held role as a world leader in the protection and
promotion of creativity by signaling the rest of the world that our
products are not protected in the online world in the same manner as they
are in the physical world. The failure of the United States to move
against criminals engaged in streaming will undoubtedly result in less
enforcement around the world — particularly in cases where the victim is
an American creator.

5. Stifle innovation and creativity by allowing thieves that utilize streaming to
continue to have an advantage in the online marketplace. We must favor
legitimate business models over theft.

We look forward to working with this Committee to craft comprehensive and
focused legislation that will help address this growing threat. Again, I thank the
Committee on behalf of our member companies for the opportunity to testify
today. We look forward to working with you, Chairman Goodlatte, Ranking
Member Watt, and other Members of the Subcommittee to ensure adequate
remedies are available to deal with and deter this criminal activity.

Mr. GOODLATTE. Thank you, Mr. O’Leary.

I will begin the questioning with a general one directed to all of
you.

Do you agree with the principles and policies embodied in the
NET Act and ART Act. And specifically, do you agree that a pros-
ecutor should have discretion to pursue a felony indictment in a
streaming case where the evidence shows a violator willfully com-
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mitted large-scale infringement but there is no evidence of a com-
mercial motive?

Ms. Pallante, we will start with you.

Ms. PALLANTE. Yes, thank you for the question.

I do. I think the NET Act and the ART Act were quite responsive
to evidence of online infringement in 1997 and 2005, respectively.
But today we know that streaming is a primary and growing mar-
ket for copyright owners. And I will say as a person who has young
teenagers in my house, not everybody thinks in terms of copies
anymore. Streaming is a major way of receiving content and only
likely to get bigger.

So as a pure policy issue, it is a question of parity. We have cer-
tain tools available to prosecutors for reproduction and distribution
which once were the primary means of exploitation. We don’t have
the same tools available for the right of public performance.

Mr. GOODLATTE. Thank you.

Ms. Aistars?

Ms. A1sTARS. Yes. Thank you, Mr. Chairman.

I agree with Ms. Pallante’s comments and I would also add that
I think that the ART Act and the NET Act were both motivated
by very important policy considerations and that the Committee
was very thoughtful in crafting a solution to those policy questions.

I know from our experience that there are definitely hard core
uploaders, hard core opponents of copyright issues who sometimes
work in organized release groups to upload content for purposes of
notoriety or who otherwise aren’t necessarily motivated by private
commercial gain. And those sorts of uploads and distribution by
streaming by these rogue websites are equally harmful to creators
like Ms. Seidler and independent creators throughout this country
who don’t have the resources to go after those sites and don’t have
the ability to be taken seriously by those sites when they raise
their concerns with them.

Mr. GOODLATTE. Indeed, those were the facts in the LaMacchia
case that motivated the NET Act, which I introduced almost 15
years ago.

Mr. O’Leary?

Mr. O’'LEARY. I would answer yes to both of your questions. The
policy base that went into both the decision to pass the NET Act
and the ART Act were sound at the time, and they are still sound
today.

Mr. GOODLATTE. Let me direct another question to all three of
you.

Are you satisfied that the pre-release provision in current law
clearly addresses unauthorized streaming of live performances such
as live pay-per-view sporting events? If not, how would that provi-
sion need to be amended in order to encompass infringement occur-
ring simultaneously with the live performance, and do you think it
should be clear that these types of performances should be covered?

We will start with you.

Mr. O'LEARY. Mr. Chairman, I think that it should be made clear
that those types of performances should be covered. I think that
the ART Act is very effective at protecting products which will have
a subsequent distribution to the public like a motion picture, but
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when you are dealing with live sporting events and also with tele-
vision programming, it has proven to be perhaps less effective.

And so I would encourage this Committee in your deliberations
to look very closely at both of those factors and see if there are not
amendments necessary to fulfill the full intent of the ART Act and
cover those types of activities. Your hearing in 2009 focused on the
harm caused to live sports. It is also a problem caused for people
that create television, and we would welcome the Committee look-
ing at that issue.

Mr. GOODLATTE. Thank you.

Ms. Aistars?

Ms. AISTARS. I don’t have much to add to Mr. O’Leary’s response
other than to note the probably obvious to the Committee point
that with respect to a sporting event or other live events—it is very
hard to have a pre-release of that sort of an activity since you have
got to wait for the event to begin in order to stream it.

Mr. GOODLATTE. Quite right.

Ms. Pallante?

Ms. PALLANTE. Yes, I completely agree. The current law is fo-
cused on distribution of copies as the intended marketplace, and as
we know, that is not always the case for some kinds of works.

Mr. GOODLATTE. Further to you, what exclusive rights under
copyright are implicated by the streaming of copyrighted works?
What protected rights are infringed by illegal streaming?

Ms. PALLANTE. Thank you for the question.

Potentially three exclusive rights could be infringed but in dif-
ferent ways and potentially with different outcomes under the law.

Starting with perhaps the major right for most streaming, we are
almost always going to have the exclusive right of public perform-
ance at issue. Beyond that, it is also possible that the right of re-
production could be implicated. For example, there could be a copy
on the sender’s server. There could be a buffer copy implicated.
And it is possible also, though not likely, with the distribution right
that perhaps a file is being sent through the stream that resides
on the receiving person’s computer.

The issue, though, is does Congress want prosecutors to be able
to address these kinds of issues, illegal streaming, through the
back door or the front door. In other words, even if prosecutors
could cobble together a case focused on the reproduction and dis-
tribution right, which personally I think is very difficult, is that
really the right policy outcome?

Mr. GOODLATTE. Thank you.

And one last question. Mr. O’Leary, you noted in your testimony
that illegal streaming is a problem that affects not just sports but
all forms of audiovisual entertainment from live retransmission of
television programming to streaming of major motion pictures.
What industries in particular are impacted by illegal streaming
and have these industries taken any action on their own to address
the issue such as civil litigation or non-litigation enforcement such
as notice and takedown?

Mr. O'LEARY. Absolutely, Mr. Chairman. The industry that I rep-
resent, the American motion picture and television production in-
dustry—we frequently avail ourselves of civil remedies. In fact, we
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are frequently criticized for doing that. But we believe that it is an
important part of the IP enforcement regime.

It is important to state up front that what we are talking about
today is the criminal enforcement. Criminal enforcement is a very
small piece of a much larger IP enforcement regime, and we take
our responsibility under the civil part of that very seriously. We
have moved against a number of sites that are engaged in this type
of activity in different types of civil settings, and we would be
happy to provide the Committee with further specifics on that fol-
lowing the hearing.

I think that, as I mentioned in my previous answer, this impli-
cates not just motion pictures. It implicates sports. It implicates
television. Television has a significant problem, frankly, with this
type of thing. You can have a situation where you could be sitting
in your home in Virginia watching a show and it could be stream-
ing to someone on the West Coast before it is even aired on the
West Coast, and that has a significant impact.

And so I think also another factor to look at is it is not just the
major studios that I represent. This has a significant impact on
independents and smaller creators as well, a number of whom San-
dra identified in her opening remarks. So there really is no part
of the creative community that is immune from the harm of
streaming.

Mr. GOODLATTE. Thank you.

I now recognize the gentleman from North Carolina, Mr. Watt.

Mr. WATT. Thank you, Mr. Chairman.

I think I started to develop a reputation on this Committee as
one who tries to get diverse views, and we had trouble getting di-
verse views on this issue, as the panel seems to be all in one loca-
tion, one position. Even when I disagree with the folks who are on
one side or the other, I think the purpose of these hearings is to
educate ourselves and understand. But all of you seem to be saying
the same thing.

Is there somebody out there who is not a crook who would be
saying something different I have asked myself, and I haven’t come
up with an answer, although there seems to be some mounting ob-
jection to a Senate bill that prohibits streaming as a public per-
formance by electronic means. I am advised—this is secondhand, so
I apologize to the cable people if I am misrepresenting their posi-
tion. But they seem to be arguing that public performance by elec-
tronic means is too broad a language.

Mr. O’Leary, can you give me your perspective on that? They
seem to be saying that it would allow criminal prosecutions of exec-
utive managers of companies which are in commercial licensing
disputes with programmers. Does that have any credibility? Or am
I misunderstanding what they are saying?

Mr. O’LEARY. Mr. Watt, I don’t want to characterize what they
are saying. From my perspective, you are not misunderstanding
what they are saying. From the perspective that I look at this, I
do not believe that that is a legitimate concern for a number of rea-
sons.

First of all, if you look at the current situation in the law, there
are any number of commercial disputes between producers and dis-
tributors of content. And those inevitably always take the form of
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some type of civil dispute. There are disagreements over what the
contract says, what the license says, those types of arrangements.
Under the current law, for reproduction and distribution, to my
knowledge there has not been one cable company executive pros-
ecuted as a result of anything that was going on in regard to those
disputes.

Looking at the streaming issue, this is, as you have heard from
the other witnesses, just the logical extension of the existing law.

Mr. WATT. Well, I can’t say that I disagree with you. I just want-
ed to make sure I understood. And had I known prior to scheduling
all the witnesses, I would have invited whoever has a different po-
sition to come and state that position. I am just trying to under-
stand it.

The more important question, it seems to me, is how we get to
foreign culprits. Can I have each one of you give me your thoughts
on how we do that? Because a lot of this stuff that is going on off-
shore or by websites or through electronic means that are offshore
are very, very difficult to get to.

Mr. O'LEARY. Mr. Chairman, I think you raise a very important
point. This is a global problem and we need to deal with it in a
global way. I think there is a number of things that we can do.

One, this country has historically been a leader in strong enforce-
ment of intellectual property rights. Setting the right precedent
here, making it clear to the rest of the world that in the United
States we take this seriously and we protect creative works will
allow the Administration, any Administration, to go around the
world and to spread that message and to get other nations to put
similar laws in place.

I also think—and this is based on my experience at the Justice
Department—having these laws in place is an enforcement tool
that allows our Justice Department to work with their contem-
poraries in other countries. When I was at the Justice Department,
we did one case that involved police activity in 12 nations dealing
with an organization which was global——

Mr. WATT. But is there any way we can do this statutorily here?
Anybody have any suggestions on that? We are having that prob-
lem in a number of different contexts it seems. Is there anything
we can do domestically to really get at this?

Mr. O'LEARY. As a practical matter, Mr. Chairman, if you don’t
have the law in place here, there is virtually no chance that a for-
eign law enforcement agency will even have a discussion with you.
So that would be the first step I would think.

Mr. WATT. Any other ideas from either of the other two wit-
nesses?

Ms. PALLANTE. Well, I would just say as a kind of global issue
that the rogue websites discussions that this Committee has al-
ready had this session and this streaming issue are related and to
some degree overlap, but they are both important. So for stream-
ing, even if the streaming is happening abroad, keep in mind that
it is often U.S. programming that we are talking about.

I don’t want to prejudge the issue of unintended consequences
and whether there should be carve-outs, for example. But my im-
pression is that they are not necessary because, again, we are in
the criminal code and we have two safeguards. We have the re-
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quirement that the behavior be willful and we have the discretion
given to the Department of Justice.

Mr. WATT. I am out of time, but I want to clarify. I am just ad-
vised that NCTA was invited to be a part of this hearing and they
declined our invitation. I would just say to them publicly if they
want me to understand what they are saying, they better come and
talk to me because I don’t think it has much credibility right about
now with me. Maybe I just don’t understand it. So I am sending
that shot over the bow and publicly right now.

I yield back, Mr. Chairman.

Mr. GOODLATTE. I thank the gentleman.

And to clarify further, I share the gentleman’s interest in hear-
ing other perspectives on this. A number of other major companies,
cable, satellite, and so on were invited and all declined.

We have a vote on with just 3 minutes remaining, and the Com-
mittee will stand in recess until the completion of the votes. We
will resume as soon as the votes are over.

[Recess.]

Mr. GOODLATTE. The Committee will reconvene.

And the Chair recognizes the Vice-Chairman of the Sub-
committee, the gentleman from Arizona, Mr. Quayle.

Mr. QUAYLE. Thank you, Mr. Chairman, and thank you for hold-
ing this hearing.

Ms. Aistars, we have had a couple of hearings on this matter,
and a lot of times we were dealing with the large economic implica-
tions that affect a lot of U.S. companies. And they are huge and
they are broad that happen because of these parasitic websites. But
the one thing that you brought up and I wanted to kind of go into
a little further is if we don’t do anything right now in terms of in-
creasing the penalties, what happens in the future to the creativity
that occurs in this process? Because like you said, it is not just the
large companies, the large motion picture studios, it is also the in-
dividual creators that are getting hit by this because it seems like
it will be creating a disincentive for them to actually create things
because they won’t be properly rewarded for their efforts.

Ms. A1STARS. Thank you for the question, Mr. Quayle.

I think you have outlined it exactly correctly. You can look at the
independent artists and creators as the canary in the coal mine for
the rest of the creative community. They are the ones that are
going to be hit first by any infringement. They are the ones that
have the lowest level of resources to combat infringement by these
sites.

I know in my past experience I have worked with large teams
at big corporate entities that pursue online infringements of copy-
righted works, and the resources that those entities devote are as-
tounding in terms of pursuing notice and takedown processes,
cease and desist letters, negotiations with sites, and so forth.

If you are an independent artist or creator, you don’t have those
resources at your disposal. You don’t usually have the money to
hire a lawyer to help you through the process. And more impor-
tantly, these people make their living by actually creating. So if
you are spending your whole day on the phone and on the com-
puter trying to knock down these illegal streaming sites, then you
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are not doing what you are trained to do. So you are exactly right.
It will impact creativity in the United States.

I would also note, for instance, Ms. Seidler’s example is a very
good one, and it is instructive about the impacts of illegal piracy,
streaming by rogue websites on the creative community as a whole.
Oftentimes that is where independent artists and creators get their
start in these small, independent projects. They cut their teeth on
this work and they move on to bigger projects and have more re-
sources to devote to them. So if you cut them off at the very begin-
ning stages of their career, you are also depriving our community
across the country of those voices. They just won’t be heard.

Mr. QUAYLE. Thank you.

Mr. O’Leary, a lot of the young people right now have come up
in an age where they can get pirated music, pirated movies at their
fingertips. They don’t really realize that there is a place where you
are supposed to be paying for them.

Now, if you are going to have felony penalties put on this, how
does that actually help dissuade those young people? And actually
on the demand side, will it have the effect necessary to actually be
able to make a dent in the piracy that is going on right now?

Mr. O’LEARY. It is a good question, Mr. Quayle. I think that we
don’t look at felony penalties as a silver bullet. They are part of a
larger effort to deal with this problem.

You are exactly right when you talk about the problem of young
people wanting things now, wanting them for free. I have two
young boys. They have grown up in that environment. And as a
parent, obviously, you do the best you can and you tell them not
to steal. But there are a lot more temptations perhaps than there
were when I was a kid.

But what this deals with is kind of a different part of the same
issue, and that has to do with people that are putting massive
amounts of illegal content into the environment which people can
then ultimately see. So you would take different approaches in re-
gard to both of the groups that are in your question.

Obviously, dealing with the criminal element, there is probably
no amount of education in the world that is going to stop a rogue
website operator from being one. He is in it for the profit and try-
ing to do the different things that he is trying to do to make money
off of other people’s hard work.

With young people, I think you are starting to see a recognition
that there—a part of our responsibility and it is something we take
very seriously is educating kids at a younger age and teaching the
difference between right from wrong and showing them that there
are legitimate alternatives out there. In my testimony, I mentioned
that there are at least 35 legitimate sites in our industry alone
that are now using streaming. We have a responsibility to get that
message out there so that kids have someplace else to go and that
they can actually get things in a legitimate fashion.

So these are all part of a large puzzle that we are trying to deal
with. The felony piece that we are talking about today is very im-
portant, but so is the educational piece that your question ref-
erences.

Mr. QUAYLE. This isn’t about streaming, but do you see any other
technological advances that we should be addressing with this com-
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ing up on the horizon? We are dealing with streaming now and
technology advances very quickly, but do you see any other mode
of transmission that we should be taking notice of?

Mr. O’LEARY. Well, I would suspect that right now somewhere in
the city there is probably a 14- or 15-year-old who has already got
the next iteration in his head and it is bouncing around and prob-
ably 6 or 7 years from now he will be a multi-millionaire because
he is able to bring that to fruition.

But I think that your question evidences an important part of
this debate which is that if we do deal with this problem, it is im-
portant to maintain kind of the tech-neutrality approach that the
copyright code has because if you don’t do that, then in 5 or 6
years, when there is the next version of streaming, we will be right
back in this room trying to deal with that, and 5 years after that,
the next iteration. So I suspect that there are smarter people out
there than me who can tell you what the next version will be. I
think from a policy perspective, we need to put down kind of a
broad imprint that allows us to deal with whatever that is.

Again, we are not against technology. We support technology.
This is not a debate between us and the technology industry. This
is a debate between the creators and the people who are stealing
from the creators.

Mr. QUAYLE. Thank you.

Thank you, Mr. Chairman. I yield back.

Mr. GOODLATTE. I thank the gentleman.

The Chair recognizes the gentleman from California, Mr. Ber-
man, for 5 minutes.

Mr. BERMAN. Since I came late, if it is all right, I would yield
to my—without waiving my——

Mr. GOODLATTE. We will come back to you.

Ms. Chu, are you also going to defer down to Ms. Lofgren? She
was here before you, but I was instructed to go by seniority on your
side of the aisle. It is your choice.

We are going to recognize the gentlewoman from California, Ms.
Lofgren, for 5 minutes.

Ms. LOFGREN. I just want to make it clear I would be happy to
go in seniority order, but I appreciate being recognized.

Professor Seidler has been mentioned. I had a chance to meet
with her for an extended period of time in my district office which
was very helpful. And what happened to her was completely wrong.
It is just not right what happened to her. There is no question
about it.

In our extensive conversations, it is clear to me, given what hap-
pened to her, if this had been the law, it wouldn’t have kept that
from happening to her. And really, we got into a big discussion
about the need to follow the money really. That is the answer. You
follow the money. You are not going to prevent all crime through
criminal law statutes. I mean, we know that from everything else.
But if you follow the money, that is our best chance I think to get
ahead of this whole situation.

I have a couple of questions, and I am going to direct them all
to the Register because she is the neutral party. And that is not
negative about the other witnesses. They are advocates. They have



52

ﬁvery right to be advocates. But the Register is the neutral party
ere.

I wanted to explore potential for collateral damage on innovation.
It has been suggested—and I agree—that we do not want to deter
creators. We also do not want to deter innovators. And so here is
the question about how the statute could play out. I am going to
go where the Ranking Member did not. There are two cases that
I know of—there may be others—where there is an argument about
whether something is infringing or not.

In one case, Viacom sued Time Warner Cable over its iPad app.
Now, Time Warner Cable thinks that this just allows their own
cable customers to watch their cable content on the iPad. Viacom
says no. And they are in court, and that will be settled in court
hopefully, whatever the proper way is. I don’t have a side in that
litigation.

The other has to do with the MPAA has sued a company called
Zediva. Zediva has come up with a novel way to stream movies,
and it is based on the ability to rent an individual DVD. And what
they have done, apparently from the press reports is they have
bought physical DVD’s and they have a whole bunch of machines,
and they are streaming them. And they think that that fits within
the copyright law. MPAA disagrees. And again, that is in court. It
will be settled there.

Here is the question. The companies that are engaging in these
activities are certainly doing it willfully. They know what they are
doing, but they don’t believe that they are infringing. I don’t want
to just trust the prosecutors. I want to make sure that we have
some protections in here so that people who believe in good faith
that they are pursuing a lawful business model don’t get caught up
in the criminal justice system when really it is a civil dispute. It
needs to be settled civilly.

I also have concerns about liability for people who are not di-
rectly infringing, and let me give you an example. YouTube has lots
of stuff, and I think they do—it has been acknowledged by other
witnesses on other panels. They are making an aggressive effort to
try and get infringing content off of their site. However, they get
lots of notice and takedown notices, and they comply readily. The
volume of notice and takedown really is an indicator of knowledge,
and the question is with that level of knowledge, could they be
prosecuted because they did not successfully remove all content.

And the reason why I am asking this question is that John Mor-
ton, the Director of ICE, in a letter to me said they completely dis-
regard the DMCA in the prosecution of crime. And the fact that a
technology company has made every effort to stem infringement is
meaningless to them, they are going to prosecute them anyhow.
And so the question is on innovation, if you know that somebody
might be using your site—say you are Facebook or Twitter or
Google or YouTube—that there could be infringing sites despite
your best efforts, you are going to be afraid to innovate. You are
going to be afraid to have that new technology.

So do we need a safe harbor here as we did in DMCA? Do we
need to closely define—because you can’t just say we will trust the
prosecutors, they would never do a bad thing because the chilling
aspect is the possibility of criminal obligation. And it is not just
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that the individuals who are largely like 23 years old might be de-

terred but they will never get venture capital to actually build the

business. And so you could end up destroying tech innovation even

flhough I am absolutely sure that is not the motivation of any party
ere.

Could you address those issues?

Ms. PALLANTE. Yes, thank you, Congresswoman Lofgren.

Those are very important questions, particularly the issue of un-
intended consequences, and that is why we are having this discus-
sion.

But let me maybe step back and at the risk of sounding like a
copyright lawyer start again with what we are looking at as a mat-
ter of statutory law. So nobody is suggesting that the Department
of Justice should, even if they were inclined to and had the re-
sources, start going after actors who, as part of their business
model, inadvertently may implicate the right of public performance
and, for that matter, already may implicate the rights of reproduc-
tion and distribution.

There are two threshold prongs. One is willfulness and that is
not defined in the Copyright Act, but I can read to you for some
peace of mind from Nimmer on Copyrights. It is in my view a pret-
ty high standard. So willfulness in terms of copyright infringement
is voluntary, intentional violation of a known legal duty, not acci-
dental, not inadvertent.

Ms. LOFGREN. Could I interrupt? If I may indulge the Chairman,
on the duty part, if you could address that issue because this is a
new frontier in some of these areas. And I think it is still an un-
known issue. ICE and the DOJ—well, ICE went after—I don’t
know that the prosecution has occurred—search engines. Nobody
ever thought search engines had any liability, and yet there was
a law enforcement action. So what is the duty there? Because we
had a whole different scheme that we put in place in the DMCA
when we acted in the 1990’s.

And I am sorry for interrupting, but if you could address that as
well, it would be very helpful.

Ms. PALLANTE. Certainly. And yes, the standard for civil in-
fringement is very different from the standard for criminal prosecu-
tion.

But in addition to willfulness and understanding that there is a
clear duty, say, in this instance to obtain permission before stream-
ing because it implicates the copyright interest that is the public
performance right—under current law. Let me do it in reverse.

Under current law, even if you are implicating the public per-
formance right and you are doing it for commercial advantage and
with a profit motive, at most that is a misdemeanor, and that is
at odds with the law for the same activity with respect to reproduc-
tion and distribution. So I really do see it as a parity issue. I see
it as an extension of the work begun with the NET Act in 1997 and
the ART Act in 2005, and it is timely now because streaming is

Ms. LOFGREN. I understand that. And I actually supported those
measures as you may or may not recall.

But what is new here is prosecution for activity that no one ever
thought was a violation of law.

Mr. GOODLATTE. The time of the gentlewoman has expired.
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The Chair recognizes the gentleman from North Carolina, Mr.
Coble, for 5 minutes.

Mr. CoBLE. Thank you, Mr. Chairman.

Ms. Aistars, you refer in your testimony to an outsized impact on
independent artists and creators. Elaborate on that, if you will, in
a little bit more detail.

Ms. AISTARS. Sure. As I was referring to in my testimony, Ms.
Seidler is a very good example of what independent artists across
the country face when dealing with these companies and websites
that stream their works. It is an outsized impact on these inde-
pendent creators because of the lack of resources they have to pur-
sue these bad actors civilly and because of the lack of attention
that these types of websites are willing to afford them as inde-
pendent creators.

It is also an outsized impact on creativity in this country gen-
erally because these independent projects are where creators kind
of get their start and hone their skills and their craft.

These are also the projects that are difficult to fund. They are
self-funded. They are independent voices that probably wouldn’t be
heard in a big studio environment perhaps. So if those voices dis-
appear from our culture and our communities, we will all be the
poorer for it.

Mr. CoBLE. Thank you.

Mr. O’Leary, piracy has a chilling effect on innovation. Can you
predict any consequences that we should expect if illegal streaming
continues unabated?

Mr. O’LEARY. Thank you, Mr. Coble.

I think certainly one of the consequences if it continues unabated
is that you will see a dramatic—the shift is already happening.
People engaged in content theft are shifting to streaming, and that
will become probably the primary and the most often used means
for engaging in this type of piracy not just in the United States but
on a global basis.

I think that the amount of resources that are put into trying to
deal with content theft right now, certainly for the studios that I
represent, is an enormous number, and that is money that is not
going into production. That is money that is not going into innova-
tion. One of the things that we like to talk to people about—you
are talking about the impact of content theft. It doesn’t impact the
names you see on the marquis when you walk into the theater, but
if you sit through the movie and you watch the credits at the end,
that long list of people that you have never heard of that go by,
they are the ones who feel the pinch because there is less produc-
tion. There is less opportunity to work. A lot of those people work
project to project. They may string together six or eight projects a
year. If a studio has to cut back because they are not having a
chance to recoup their investment, those are the people who are
going to feel it the most acutely. So that is going to be the impact
overall.

Mr. CoBLE. I thank you, sir.

Finally, Ms. Pallante, what exclusive rights under copyright are
implicated by the streaming of copyrighted works, and what pro-
tected rights are infringed by illegal streaming?

Ms. PALLANTE. Thank you, Mr. Coble.
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Three exclusive rights. In the context of streaming, we are talk-
ing about one that is of growing importance for certain kinds of
works, and that is the public performance right. That is very im-
portant to works, for example, like the movies that Ms. Aistars is
describing and Mr. O’Leary, as well as music, as well as television
programming, and live sporting events. They are streamed. That
implicates the public performance right.

It is also possible that the reproduction right is implicated and
it is conceivable that the distribution right could be implicated, but
probably not in the ways that Congress intended. So, for example,
current law talks a lot about the reproduction and distribution of
copies of works because that is the way that copyright owners pri-
marily exploited their copyright interest in the past. Today when
we talk about illegal streaming, we are talking about buffer copies.
We are talking about copies left on servers, not the copies that are
out in the marketplace doing damage. The damage isn’t coming
from the copies. The damage is coming from the streaming.

Mr. CoBLE. I thank you.

I yield back, Mr. Chairman.

Mr. GOODLATTE. Thank you, Mr. Chairman.

The Chair will again turn to the gentleman from California, Mr.
Berman, and ask if he would like to be recognized for 5 minutes.

Mr. BERMAN. On behalf of the Ranking Member’s desire, I will.

Ms. Lofgren and I have had discussions around these issues for
many, many years, and I throw out a different scenario. We want
to incentivize creators but not necessarily creators of pornography
or materials on how to make nuclear weapons. We want to
incentivize innovators, but not necessarily all—I mean, our whole
export control laws and a lot of other regulations we have are to
discourage and disincentivize certain kinds of innovators. So I am
not so sure the sweeping generalization will necessarily decide the
issue.

On this issue of civil liability under DMCA versus criminal liabil-
ity, it seems to me—well, first of all, the fact that there is a safe
harbor in DMCA done at a certain time, given a certain technology,
may not mean that is the exact, correct safe harbor 10 or 20 years
later based on the advances in technology. I just throw that out.
This issue isn’t coming up in this hearing.

But secondly, hypothetically what if someone was marketing a
process by which people would put—encouraging people to put in-
fringing material on their site, saying then, oh, and we will comply
with the notice and takedown, but they had a willful intent to dis-
seminate copyright protected material. Why under criminal law
couldn’t that under the right circumstances meet the test of a
criminal violation without—why should Customs automatically as-
sume that any conduct should—if you comply with notice and take-
down, you have a safe harbor from any of your conduct, even if it
has nothing to do with getting a notice and taking it down. I throw
that out perhaps to the Copyright Office.

And then just to pursue a line of questioning that I think Mr.
Watt got into.

Streaming, by the way, is not exempt from copyright law as Ms.
Pallante said. Its offense is a misdemeanor offense.
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As we try to make consistent the application of law over different
technologies, whether they are viewed as a reproduction, a dis-
tribution, or a public performance, what would the person who was
against that say here to say there should be a difference between
streaming as a public performance—and even that, of course, is a
matter under some discussion—versus a reproduction and distribu-
tion? The witness who isn’t on the panel—what would they give as
their most compelling argument?

And is there something—as we draft legislation, if we decide to
try and get a consistent approach, are there things we need to be
careful of in drafting the legislation?

Ms. PALLANTE. Thank you, Mr. Berman. I will start.

I suppose that a person not on this panel might say there is a
reason that the public performance right has been treated dif-
ferently since 1897 under criminal law. That is because the great-
est harm to copyright owners occurs through reproduction and dis-
tribution. And I think our answer is the time has come for Con-
gress to be reasonably out in front of this issue, and I say that
knowing that the content owners next to me do not believe that we
are in front of this issue, but I think relatively speaking, it
shouldn’t be the case that we wait until the illegal streaming activ-
ity has so terribly proliferated that we can hardly make a dent.

They might also say that there haven’t been any prosecutions for
illegal streaming. There haven’t been any attempts that at least we
know about. Again, I think that is not a symptom that it isn’t an
issue so much as it is not easy to get the attention of the Depart-
ment of Justice to go after illegal streaming and to expend re-
sources when the most that they can do is bring misdemeanor
charges.

Ms. A1STARS. Congressman Berman, in answer to the beginning
part of your question where you raised the possibility of a site actu-
ally going out there and incentivizing people to contribute copy-
righted materials to an illegal rogue site, I would just like to com-
ment that those sites actually do exist today. I put an example of
one of them in my testimony which was streaming Ms. Seidler’s
work, as well as the work of many, many other copyright owners.
This is only one of numerous such sites. But this particular site
was offering cash rewards for people who were uploading the most
popular files. So if you got 1,000 streams of a particular file that
you had uploaded, you would get a cash incentive from that com-
pany. So it shows that you are, in fact, correct, that these sorts of
risks do exist today and that there are companies out there that
are incentivizing people to aid in their piracy.

Mr. O’LEARY. Mr. Berman, I think that your hypothetical that
you posited at the beginning of your question highlights the signifi-
cant drawbacks to creating exceptions to the criminal law. I think
as was alluded to earlier in the hearing, there are a number of
safeguards in place that will protect legitimate businesses that are
in legitimate business disputes from prosecution. The willfulness
standard has been mentioned. There are a number of activities
that lawful businesses engage in.

And I think having sat in those conversations where you are
making charging decisions, I can also tell you that Federal prosecu-
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tors do not make decisions rashly and they do not make decisions
without looking at all the evidence.

One of the things which I think is important to note is if you look
at the website of the Computer Crime and Intellectual Property
Section, there is a victim referral sheet that they would ideally like
everyone coming forward with a criminal claim to fill out. Among
the list of questions on that sheet are is this part of a civil dispute
or do you anticipate this becoming a civil dispute. The reality of it
is, most prosecutors—if you answer yes to either of those questions,
it is a big red flag and you are not going to get embroiled in some-
thing like that.

The hypothetical you were talking about would be that instance
where someone maybe is engaging in some type of sham or some-
thing. They are actually engaged in a criminal act but they are try-
ing to avail themselves of kind of the patina of legitimacy that a
legitimate company would have in order to avoid prosecution. The
way the criminal law in this country works is the prosecutors are
vested—Congress writes the laws, obviously, and then prosecutors
have the discretion to enforce those. The scenario that you are talk-
ing about where someone has set up kind of a fraudulent scenario
to pretend they are a legitimate company—there is no policy reason
that should not be prosecuted if the evidence is there. And that
means meeting the elements of the crime: willfulness, commercial
or private financial gain, and commercial scale impact, those types
of things. So to answer that question, you have highlighted the
very problem when we start to carve people out of the criminal law.

I also think to highlight the point that Ms. Pallante made, as a
practical matter, having been in these discussions, investigative
agencies and prosecutors are just not going to spend resources on
cases that are going to yield at best a misdemeanor. It just doesn’t
get the attention. There is a ton of pressure on law enforcement
and they are not going to have the time or the resources to do it.
It is not a criticism of them. It is kind of a fact of the world we
live in particularly in the last decade. They are given more and
more things to do every year and it just doesn’t fit with the current
approach to things.

Mr. GOODLATTE. The time of the gentleman has expired.

The Chair recognizes the gentleman from Pennsylvania, Mr.
Marino, for 5 minutes. The gentleman has no questions.

The gentlewoman from California, Ms. Chu, is recognized for 5
minutes.

Ms. CHu. Thank you, Mr. Chair.

Ms. Aistars and Mr. O’Leary, you both talked about cyberlockers
and the fact that it is one of the new places for hosting and dis-
seminating illegal content. And there are companies like SideReel
that claim that they are nothing more than a specialized search en-
gine. They claim that they only link to content that they think
users would find relevant, including legitimate sources like Ama-
zon.com, iTunes, and Hulu. Any illegal content on their sites is
hosted by other sources. More commonly they link to cyberlockers
such as Megavideo which actually hosts the streaming video files,
some legal and some not. SideReel claimed that they immediately
remove links whenever they receive notice that it is directing peo-
ple to infringing content.
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So based on your experience, what is the best way to tackle sites
that provide the links to the illegal content?

Ms. AISTARS. Is your question what is the best way to handle the
sites that provide links you mentioned out to some legal sites, and
some sites that aren’t legal?

Ms. CHU. Yes, that they are providing the link to some legal
sites, but then also to the illegal sites.

Ms. AISTARS. I mean, I guess I would say to begin with that I
think the Judiciary Committee as a whole and this Subcommittee
in particular has done an excellent job in setting out the criminal
penalties that are applicable to all manner of websites in terms of
addressing the policy considerations that one looks at to determine
whether you should be bringing a prosecution or not, whether
someone has met the threshold for being held criminally liable.
And what we are looking to adjust here is simply a technical fix
that one should not determine that a site is either in or out based
on the fact that they are using streaming versus reproduction and
distribution of a work.

So I guess I would want to think this through a bit more closely
and discuss this a little further, but my initial impression would
be that one way to address these issues would simply be by adding
the public performance right to all of the currently existing crimi-
nal provisions and then you would have the benefit of the protec-
tions that are already built into the ART Act and the NET Act that
ensure that these are truly large-scale illegal reproduction oper-
ations and the infringers are acting willfully and there are com-
mercial motives and that sort of thing.

Ms. CHU. Mr. O’Leary, and then I would like to hear from Ms.
Pallante on this.

Mr. O’LEARY. I agree with what Ms. Aistars has said. There are
instances out there, hypotheticals and different instances that
arise, that are rarely black and white. And that is part of the proc-
ess.

As I said earlier, the vast majority of enforcement takes place on
kind of the civil plane. When we reach out to sites and ask them
to stop, the ones that are trying to do the right thing stop. Some
don’t. Now, that may be a situation where we would proceed
against them civilly, and in many cases, if not most cases, that re-
solves the problem in some fashion, assuming that you can actually
get civil jurisdiction over them.

When we make a referral to the Justice Department for criminal
prosecution, it is not uncommon—and I did this when I was there
and they do it now, as they should, but they will look at a case and
say this doesn’t meet the requirements for bringing us a criminal
case. You should handle this civilly or we are not going to take it.
It is not as though the simple referral of a case to the Justice De-
partment will result in it being prosecuted. In fact, I think you
would find in a lot of cases there are probably as many cases de-
nied as are accepted, if not more. So I think that depending on the
facts and the circumstances, it is kind of a holistic approach to
dealing with different facts and different types of activity. Again,
though, the vast majority of it is going to be handled civilly.
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What we are really talking about here is the willful, massive,
clearly criminal type of activity, and that is the distinction that has
to be made looking at the specific facts of the specific case.

Ms. PALLANTE. Thank you.

I will just add to that by saying cyberlockers are, in my opinion,
the most difficult issue at play in general with online enforcement.
They have a lot of very legitimate uses. A lot of people are very
excited by the multiple things they can do and the multiple ways
they can be used. It is possible that in the rogue website legislation
in the follow-the-money approach, depending on the definition of a
rogue website, you can get to them that way, at least the ones that,
for example, may offer rewards programs to encourage the
downloading and sharing of files that are found to be unauthorized.
And it is possible in the criminal context that you could get to some
kind of aiding and abetting if the providing of links itself is not suf-
ficient for a cause of action. That is kind of the general answer. But
it is an extremely difficult issue.

Ms. CHU. Thank you. I see my time is up. I yield back.

Mr. GOODLATTE. I thank the gentlewoman.

Mr. O’Leary, I think you may have been wanting to respond to
Ms. Lofgren’s question regarding the knowledge of infringement
based upon receipt of DMCA notices.

Mr. O’LEARY. Thank you, Mr. Chairman. I think it is a legitimate
question and one that is worthy of discussion. I am not familiar
with Mr. Morton’s letter, so I am not going to address that. I would
note that it is the prosecutor who will ultimately make the charg-
ing decision, not the investigative agency, and that is true in any
case.

At the same time, I think again we keep going back to the fact
that there are

Ms. LOFGREN. Could the gentleman yield on that point? And I
will be happy to make a copy of Mr. Morton’s letter available to
you.

But the point I am making is that if there is an enforcement ac-
tion, somebody is arrested, that is sufficient to deter. I mean, even
if there is no prosecution, that is definitely going to have a chilling
effect on people engaging in that activity and certain chill venture
financing for a technology developer.

Mr. O’LEARY. Again, your question is well taken. I am not quar-
reling with your point.

One thing I will say is there has been this notion that has been
bandied about that people are going to be arrested. Most of these
cases will not result in an arrest. It will be handled in a different
way.

But having said that, I think the important thing is within the
criminal statutes, within the criminal code that we have now, there
are safeguards built in. Ms. Pallante talked about them. They are
the elements of the crime, their willfulness. If you have a legiti-
mate business that is truly involved in a legitimate dispute with
another legitimate business, as a first principle that is going to
send up a red flag with 99 percent of the prosecutors, if not all of
them out there.

The second part of it is—let’s take the YouTube example that you
mentioned. YouTube does a number of things. And I am speaking
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generally, not in regard to any specific case, and I am not speaking
to the case they are involved in. But they do a number of things
that go directly to the state of mind of that organization. For exam-
ple, they are not members of the UGC principles but they adhere
with them, which basically is a process whereby if they are notified
that something infringing is there, they take it down. They utilize
filters. They utilize notice and takedown. These are all steps that
go to their state of mind.

I suppose it is possible that there is a hypothetical that you could
somehow ignore all of those facts and say that they are willfully
violating a known legal duty and somehow engaging in some type
of commercial-scale infringement. I just think it is very unlikely,
and I think that that risk exists for them right now, to the extent
it exists at all, under reproduction and distribution. That is my
only point. I don’t know that there is anything new going on here
frankly. I think this is just a variation on the same theme that has
been in place for decades.

Ms. LOFGREN. Could I do just a quick follow-up on that, Mr.
Chairman?

Mr. GOODLATTE. Sure.

Ms. LOFGREN. YouTube—I mean, they have evolved. I mean,
there was a time when they didn’t do those things. Now they are
doing all kinds of things, filtering and the like.

Facebook doesn’t do any of that. I don’t know, but I assume there
is a lot of infringing material on people’s Facebook websites. But
they don’t do filtering. Twitter does a lot of notice and takedown.
I don’t know how that has really worked with Facebook.

I just think when the next Facebook comes along, you don’t want
to deter that innovation by chilling the whole tech development en-
vironment. By their state of mind, they are not doing any of the
things that YouTube is doing now, and so what would their intent
be?

Mr. O’LEARY. I don’t disagree with anything you just said. I don’t
want to deter the next Facebook. I would like them to play by the
rules, though. That is my point.

Mr. GOODLATTE. I thank the panel and the witnesses because
this has been a great discussion and very helpful as we craft this
component of legislation that will be forthcoming.

Without objection, all Members will have 5 legislative days to
submit to the Chair additional written questions for the witnesses
which we will forward and ask the witnesses to respond as prompt-
ly as they can so that their answers can be made a part of the
record.

Without objection, all Members will have 5 legislative days to
submit any additional materials for inclusion in the record.

And with that, I again thank our witnesses and congratulate our
new Register of Copyrights and declare the hearing adjourned.

[Whereupon, at 4:22 p.m., the Subcommittee was adjourned.]
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