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CYBERSECURITY: ASSESSING THE
IMMEDIATE THREAT TO THE UNITED STATES

WEDNESDAY, MAY 25, 2011

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY, HOMELAND
DEFENSE AND FOREIGN OPERATIONS,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 3 p.m. in room
2157, Rayburn House Office Building, Hon. Jason Chaffetz (chair-
man of the subcommittee) presiding.

Present: Representatives Chaffetz, Labrador, Tierney, Quigley
and Kucinich.

Staff present: Ali Ahmad, deputy press secretary; Thomas A. Al-
exander, senior counsel; Molly Boyl, parliamentarian; Kate Dunbar,
staff assistant; Mitchell S. Kominsky, counsel; John Ohly and Tim
Lewis, professional staff members; Kevin Corbin, minority staff as-
sistant; Scott Lindsay and Carlos Uriarte, minority counsels; and
Amy Miller, minority professional staff member.

Mr. CHAFFETZ. The subcommittee will come to order.

Good afternoon and welcome to today’s hearing, Cybersecurity:
Assessing the Immediate Threat to the United States.

We appreciate your patience and understanding as we had votes
earlier. I know we are getting off to a delayed start, but I appre-
ciate you all being here and participating.

Welcome, Ranking Member Tierney and members of the sub-
committee. I appreciate everybody being here today.

Today’s hearing is designed to act as a prelude to the full com-
mittee hearing which will be conducted a week later on June 1st,
just a short time from now. It is entitled, “Cybersecurity: Assessing
the Nation’s Ability to Address the Growing Cyber Threat.”

During today’s hearing, the subcommittee is scheduled to receive
testimony from the administration, industry and civilian cyber
threat experts, all of whom will likely state that cyber-related in-
trusions pose one of the greatest threats to our national security.

The intent is to obtain detailed information from various sources
and from various perspectives as to what the current threat actu-
ally entails so the committee can later delve more deeply into how
effective the Nation has been in confronting the immediate cyber
threat as well as building defenses which safeguard us from what
appears to be a daunting future cyber-security environment.

Given the unusual nature of the cyber threat, it cannot be ad-
dressed solely by using the traditional national security apparatus.
In short, the Federal Government is currently incapable of securing
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the Nation against cyber threats on its own and must embrace the
broad, transparent involvement of non-government entities.

Like other countries, approximately 85 percent of the Nation’s
critical infrastructure is owned by the private sector—many of
which are small businesses. Because the Nation relies so heavily
on private industry to protect this infrastructure, trusted partner-
ships between the government and the private sector must also be
a priority.

In the words of the President, “Cybersecurity is a challenge that
we as a government or as a country are not adequately prepared
to counter.” In addition, in a recent interview, Howard Schmidt,
the U.S. Cybersecurity Coordinator, emphasized the critical nature
of public-private partnerships as it relates to cybersecurity.

Unfortunately, Mr. Schmidt refused to testify today. I truly do
find this unfortunate because I believe he should be here in this
important discussion. I am deeply concerned that Mr. Schmidt, as
the executive branch’s Cybersecurity Coordinator, charged with the
responsibility for “orchestrating the many important cybersecurity
activities across the government,” believes that his management of
this critical issue is exempt from congressional oversight. That is
certainly inconsistent with what I have heard the administration
and this President say about the openness and transparency of the
administration.

In his absence, the administration sent to us an expert from the
Department of Homeland Security. There was quite a debate
whether the administration would allow him to sit on the same
panel as the industry experts sitting in front of us today. I am glad
the issue was resolved, in a matter of a few hours ago and we will
now be able to receive testimony from both the public and private
perspective together on one panel. In the future, I hope this is not
so difficult.

That said, I must stress my sincere disappointment in the num-
ber of days waste debating the need to hear testimony from govern-
ment and private witnesses alike at the same time on the same
panel in a manner that allows Members to most effectively oversee
this critical public/private partnership.

I believe it is critical that while we focus on the cyber threat, we
also keep in mind the need to develop well coordinated, strategic
cybersecurity partnerships with the private sector in order to con-
front the threat. The administration has made repeated public
statements about the importance of this partnership. Even the
White House-directed cyberspace policy review concluded that the
United States cannot succeed in securing cyberspace if it works in
isolation and should enhance its partnerships with the private sec-
tor.

Cybersecurity experts agree that given the likely national secu-
rity impact of cyber attacks on the economy, our critical infrastruc-
ture such as transportation, energy and communications, both pri-
vate and public sectors must work together closely and in a very
transparent way. This would also appear to be in line with the
President’s stated commitment to “create an unprecedented level of
openness in government” and “to establish a system of trans-
parency, public participation and collaboration.”
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The ever changing face of the cyber threat means that the au-
thorities and capabilities needed to confront the threat will likely
need to be changed or updated on a regular basis. This is the rea-
son why Congress must be as attentive to the threat as any other
part of the government. I do not believe anybody knowledgeable of
cyber security would deny that cyber threat is a major national se-
curity issue for the United States.

The National Security Strategy published in May 2010 highlights
that cyber security threats represent one of the most serious na-
tional security, public safety and economic challenges we face as a
Nation. Therefore, a national dialog in securing the Nation’s digital
infrastructure must happen now and continue indefinitely.

It is my sincere hope that this dialog can include many segments
of society and can be done in a nonpartisan way. It is my hope that
we as a Nation bring to bear against this threat all expertise that
resides within the country. Strangely, we are faced with the critical
national security threat to which the expertise needed to confront
it does not necessarily reside solely in the Federal Government but
also in the private sector.

A recent research project conducted by McAfee and the Center
for Strategic and International Studies looked at the threats to
power grids, oil, gas and water across 14 countries. It concluded
that there had been dramatic increases in cyber attacks against
critical infrastructure with as much as 80 percent of the companies
experiencing “large scale attacks.”

According to the project report, nearly 30 percent of the compa-
nies believed they were unprepared for the attack and more than
40 percent expected a major cyber attack within the next 12
months. Also, according to an Office of Management and Budget re-
port, the number of reported cyber incidents affecting U.S. Federal
agencies shot up 39 percent in 2010, approximately 41,776 reported
attacks, up from roughly 30,000 the year before.

I am positive the witnesses will elaborate on the threat and I
look forward to hearing from the panel.

[The prepared statement of Hon. Jason Chaffetz follows:]
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Subcommittee on National Security, Homeland Defense, and Foreign
Operations hearing:

“Cybersecurity: Assessing the Immediate Threat to the United States.”

Good afternoon and welcome to today’s hearing: “Cybersecurity: Assessing the
Immediate Threat to the United States.”

Welcome Ranking Member Tierney and members of the Subcommittee. Thanks
for being here today.

Today’s hearing is designed to act as a prelude to the full Committee hearing
which will be conducted a week later on June 1, 2011, titled "Cybersecurity:
Assessing the Nation's Ability to Address the Growing Cyber Threat."

During today’s hearing, the Subcommittee was scheduled to receive testimony
from the Administration, industry and civilian cyber threat experts, all of whom
would likely state that cyber-related intrusions pose one of the greatest threats to
our national security. The intent was to obtain detailed information from various
sources and from various perspectives as to what the current threat actually entails,
so that the Committee can later delve more deeply into how effective the Nation
has been in confronting the immediate cyber threat as well as building defenses
which safeguard us from what appears to be a daunting future cybersecurity
environment.

Given the unusual nature of the cyber threat, it cannot be addressed solely by using
the traditional national security apparatus. In short, the federal government is
currently incapable of securing the Nation against cyber threats on its own and
must embrace the broad, transparent involvement of non-government entities.

Like in other countries, approximately 85 percent of the nation’s critical
infrastructure is owned by the private sector — many of which are small businesses.
Because the nation relies so heavily on private industry to protect this
infrastructure, trusted partnerships between the government and the private sector
must be a priority.
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In the words of the President, “cybersecurity is a challenge that we as a
government or as a country are not adequately prepared to counter.” In addition, in
a recent interview, Howard A. Schmidt, the U.S. Cybersecurity Coordinator,
emphasized the critical nature of public-private partnerships as it relates to
cybersecurity.

Unfortunately, witnesses such as Mr. Schmidt refused to testify today.

I am deeply concerned that Mr. Schmidt, as the Executive Branch’s Cybersecurity
Coordinator, charged with the responsibility for “orchestrating the many important
cybersecurity activities across the government,” believes that his management of
this critical issue is exempt from Congressional oversight.

In his absence, the Administration offered to send two experts from the
Department of Homeland Security, but would not allow them to sit on the same
panel as the experts sitting in front of us today. This action seems in stark
contradiction to the Administration’s repeated public statements about the
importance of public/private partnerships. Even the White House directed
Cyberspace Policy Review concluded that the United States cannot succeed in
securing cyberspace if it works in isolation and should enhance its partnerships
with the private sector.

Cybersecurity experts agree that given the likely national security impact of cyber
attacks to the economy and our critical infrastructure such as transportation, energy
and communications, both private and public sectors must work together closely
and in a transparent way. This would also appear to be in line with the President’s
stated commitment “to create an unprecedented level of openness in Government”
and “to establish a system of transparency, public participation, and collaboration.”
However, the fact that we are hearing from only non-government witnesses today
makes me question the Administration’s commitment to public participation.

The ever-changing face of the cyber threat means that the authorities and
capabilities needed to confront this threat will likely need to be changed or updated
on a regular basis. This is the reason why Congress must be as attentive to the
threat as any other part of the Government.

I do not believe anybody knowledgeable of cybersecurity would deny that the
cyber threat is a major national security issue for the United States. The National
Security Strategy, published in May 2010, highlights that cybersecurity threats
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represent one of the most serious national security, public safety, and economic
challenges we face as a nation. Therefore, a national dialogue on the securing the
Nation’s digital infrastructure must happen now and continue indefinitely.

It is my sincere hope that this dialogue can include all segments of society and can
be done in a non-partisan way. It is also my hope that we as a nation bring to bear
against this threat all expertise that resides in this country. Strangely, we are faced
with a critical national security threat to which the expertise needed to confront it
does not necessarily reside solely in the Federal government, but also in the private
sector.

A recent research project conducted by McAfee and the Center for Strategic and
International Studies looked at the threats to power grids, oil, gas and water across
14 countries. It concluded that there had been a “dramatic” increase in cyber
attacks against critical infrastructure, with as much as 80 percent of the companies
experiencing a “large-scale attack.” According to the project report, nearly 30
percent of the companies believed they were unprepared for the attack and more
than 40 percent expected a major cyber attack within the next year.

Also, according to an Office of Management and Budget report, the number of
reported cyber incidents affecting U.S. federal agencies shot up 39 percent in 2010,
approximately 41,776 reported attacks, up from 30,000 the year before.

1 am positive that the witnesses will elaborate on the threat, so I look forward to
hearing from the panel.

o
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Mr. CHAFFETZ. I will now recognize the distinguished ranking
member, the gentleman from Massachusetts, Mr. Tierney, for his
opening statement.

Mr. TIERNEY. Thank you, Chairman Chaffetz, for convening this
hearing today. Thank you to our witnesses for agreeing to testify.

I particularly want to thank the administration’s witnesses here
today, Sean McGurk, the Director of the Control Systems Security
Program at the Department of Homeland Security’s National Cyber
Security Division. Mr. McGurk has agreed to testify before the sub-
committee on very short notice and during a week in which the De-
partment of Homeland Security will testify at five different
cybersecurity hearings, including a similar hearing held this morn-
ing.

Next week, the full committee is going to hold another hearing
on cybersecurity featuring four different senior-level administration
witnesses to discuss the administration’s comprehensive legislative
proposal to improve cybersecurity with a focus on our Nation’s crit-
ical infrastructure and the Federal Government’s own networks
and computers.

The proposal was drafted in response to numerous legislative
proposals introduced in the last Congress and specific requests
from congressional leadership. That White House legislation won’t
be the focus of today’s hearing, but is still a much needed starting
point for very important conversation.

As someone who doesn’t purport to be a techie at all, I can tell
you I have a great deal of concern about the exposure we have in
this area, particularly having served a number of years on the In-
telligence Committee and where that conversation goes should
cause some sleepless nights for a lot of people.

As computer technology has advanced, Federal agencies and our
Nation’s critical infrastructure, such as power distribution, water
supply, telecommunications and emergency services, have all be-
come increasingly dependent on computerized information systems
to carry out their operations and to process, maintain and report
essential information.

Public and private organizations increasingly rely on computer
systems to transfer money and sensitive and proprietary informa-
tion, conduct operations and deliver services. The interconnected
nature of these systems creates risks for our national security, eco-
nomic security and public safety.

Just last month, in Massachusetts, a virus -called
“W32.QAKBOT” was discovered on computers at the Executive Of-
fice of Labor and Workforce Development. As a result, the Labor
Department said as many as 210,000 unemployed workers may
have had data compromised, including their names, social security
gumbers, employer identification numbers, addresses and email ad-

resses.

Although the virus was originally discovered back in April, it
wasn’t until last week that the Labor Department realized the
virus had survived its early eradication efforts and results in a
data breach. That specific example happened at a State govern-
ment agency, but highlights the potential threat to Americans
across the country if our Federal computer networks are not ade-
quately protected.
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As many commentators have documents, cyber attacks on our
Federal IT systems are on the rise. The chairman just went
through the numbers on that. It is becoming increasingly clear that
current efforts to counteract the attacks are woefully insufficient.

The connectivity between information systems, the Internet and
other infrastructures also creates opportunities for attackers to dis-
rupt telecommunications, electrical power and other critical serv-
ices. Some industry sectors are so vital to the Nation that their in-
capacity or destruction would have a debilitating impact on na-
tional security, national economic security or public health and
safety.

Federal law enforcement and intelligence agencies have identi-
fied multiple sources of threats to our information systems and our
critical infrastructure. These threats include foreign nations en-
gaged in espionage and information warfare, criminals, hackers,
disgruntled employees and contractors. In one recent example, it
has been alleged that the Chinese Government spread a virus that
attacked Google and at least 80 other U.S. companies.

Not all threats to Federal cybersecurity are external. In June
2010, Wikileaks released thousands of classified Department of
State and Department of Defense documents. Immediately fol-
lowing the release of those documents, the Secretary of Defense
commissioned two internal Department of Defense studies to evalu-
ate any weaknesses in their systems.

The studies found that the Department’s policies for dealing with
an internal security threat were inadequate and that the Depart-
ment had limited capability to detect and monitor anomalous be-
havior on its classified computer networks.

These examples simply underline the need for a comprehensive
legislative approach that will protect our national security and the
health and safety of the American people. We have an obligation
to ensure that the government’s IT systems are secure and that
any critical infrastructure is protected from the threat of a cyber
attack. The failure to properly secure these networks could have
dire consequences.

I look forward to this hearing and learning more about the threat
landscape and the challenges we face in addressing this growing
problem.

Again, I thank our witnesses and the chairman for bringing this
hearing.

Mr. CHAFFETZ. Thank you.

Members will have 7 days to submit opening statements for the
record.

We will now recognize the panel.

Mr. Sean McGurk is the Director of National Cybersecurity &
Communications Integration Center at the U.S. Department of
Homeland Security. Mr. Phillip Bond is the president of
TechAmerica. Mr. James A. Lewis is the director, Technology and
Public Policy Program at the Center for Strategic and International
Studies. Mr. Dean Turner is the director, Global Intelligence Net-
work Security Response at Symantec.

Again gentlemen, we appreciate your being here. I would like to
recognize each of you for 5 minutes for an opening statement. If
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you will try to keep it to 5 minutes, any additional information you
want to provide we will submit to the record.

Pursuant to committee rule, all witnesses must be sworn before
they testify. Please rise and raise your right hands.

[Witnesses sworn.]

Mr. CHAFFETZ. Let the record reflect that all witnesses answered
in the affirmative.

We will now recognize Mr. McGurk for 5 minutes.

STATEMENTS OF SEAN MCGURK, DIRECTOR, NATIONAL
CYBERSECURITY & COMMUNICATIONS INTEGRATION CEN-
TER, U.S. DEPARTMENT OF HOMELAND SECURITY; PHILLIP
BOND, PRESIDENT, TECHAMERICA; JAMES A. LEWIS, DIREC-
TOR, TECHNOLOGY AND PUBLIC POLICY PROGRAM, CENTER
FOR STRATEGIC AND INTERNATIONAL STUDIES; AND DEAN
TURNER, DIRECTOR, GLOBAL INTELLIGENCE NETWORK,
SYMANTEC CORP.

STATEMENT OF SEAN MCGURK

Mr. McGURK. Thank you, Chairman Chaffetz, Ranking Member
Tierney and distinguished members of the committee. My name is
Sean McGurk. I am the Director for the National Cybersecurity &
Communications Integration Center [NCCIC]. Thank you for invit-
ing me today to discuss this important issue along with this distin-
guished panel of experts on cyber threats and the impact on critical
infrastructure.

As both the chairman and ranking member have already identi-
fied, sensitive information is routinely stolen from both government
and private sector networks. Last year, we saw an increase in the
threat as a result of not what was being taken from networks but
what was being left behind in the result of what was known as
Stuxnet.

Successful cyber attacks could potentially result in physical dam-
age and loss of life. There are many challenges in the current land-
scape, strong and rapidly expanding capabilities, lack of com-
prehensive threat and vulnerability awareness and our information
infrastructure is dependent upon its continual availability for our
way of life.

The cyber environment is not homogenous under a single depart-
ment or agency or the private sector. We recognize that
cybersecurity is a team sport. Government does not have all the
answers, so we must work closely with the private sector to provide
solutions. There is no one size fits all and there is no magical line
to protect the cyber domain. It is about information sharing and it
is about sharing knowledge collectively. Knowledge is only power
when it is shared. We must leverage our expertise and our access
to information along with industry’s specific needs, capabilities and
timelines.

Each partner has a significant role to play and a unique capa-
bility in this environment. In my 34 years of experience, with over
28 years serving in the U.S. Navy, you learn that everyone has an
ability to contribute. The mission in cyber is manyfold and our
goals are clear.
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In the law enforcement environment, they work closely with the
other agencies to identify and prosecute cyber intrusions. The intel-
ligence and military community work to attribute, to defend and to
pursue those individuals. DHS, along with the private sector, in-
cluding the financial services sector, the energy sector, communica-
tions and others, work to prepare, prevent, respond, recover and re-
store. Coordinating the national response to domestic emergencies
is more of a matter of what and how and not necessarily of who
and why until much later.

To that end, I would like to emphasize that my responsibilities
from an operational standpoint are focused on preventing and re-
solving attacks, not attributing the source of those threats.

I would be willing to take any questions in the future regarding
the cyber threats and the cyber capabilities of other countries with
the committee under an appropriately classified setting with the
available interagency representatives.

NCCIC or the National Cybersecurity & Communications Inte-
gration Center, works closely with government and all levels of the
private sector to coordinate the integrated and unified response to
cyber communications incidents. Sponsoring security clearances for
the private sector enables us to have our industry partners on the
watch floor in a classified environment looking at actionable intel-
ligence and providing information to asset owners and operators in
near real time.

The DHS components have all been integrated into the NCCIC
along with representatives from other agencies such as the Na-
tional Security Agency, U.S. Cyber Command, the FBI, the U.S. Se-
cret Service, and representatives from the intelligence community
at large. In addition, we have private sector representatives sitting
on the watch floor from the communications sector, the IT sector,
the financial services sector and the energy sector. Additionally, we
have representatives from State, local, tribal and territorial govern-
ments represented by the Multistate Information Sharing and
Analysis Center.

In conclusion, within our current legal authorities, we continue
to engage, collaborate and provide analysis of vulnerability and
mitigation assistance to the private sector. We have experience and
expertise in dealing with the private sector in planning steady
state and crisis scenarios. We have deployed numerous incident re-
sponse teams and assessment teams that enable us to prevent, re-
spond, recover and restore from cyber incidents.

Finally, we work closely with the private sector and our inter-
agency partners in law enforcement and in the intelligence commu-
nity to provide the full complement and capabilities of the Federal
Government for the private sector in response to a cyber incident.

Chairman Chaffetz, Ranking Member Tierney and distinguished
members of the panel, let me conclude by reiterating that I look
forward to exploring opportunities to advance this mission in col-
laboration with the subcommittee and my colleagues in the public
and private sector.

Also, if the committee has any questions regarding the adminis-
tration’s legislative proposal, I will be happy to defer those issues
to the policy representatives testifying before the full committee
next week.
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Thank you again for this opportunity to testify and I would be
happy to answer any of your questions.
[The prepared statement of Mr. McGurk follows:]
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Statement for the Record
of
Department of Homeland Security

Before the
United States House of Representatives
Subcommittee on National Security, Homeland Defense and Foreign Operations
Of the Committee on Oversight and Government Reform
Washington, DC

May 25, 2011

Introduction

Chairman Chaffetz, Ranking Member Tierney, and distinguished Members of the Subcommittee,
the Department of Homeland Security is extremely appreciative of your focus on cybersecurity.
This testimony will provide an overview of the current cybersecurity environment, the
cybersecurity mission carried out by the National Protection and Programs Directorate (NPPD),
and the coordination of this mission with our public and private sector partners.

We look forward to exploring how we might work collaboratively with the Committee, and we
applaud the Committee for holding this hearing as a step toward such important cooperation.
Moving forward, we would like to work more closely with you to convey the relevance of
cybersecurity to average Americans. Increasingly, the services we rely on for daily life, such as
water distribution and treatment, electricity generation and transmission, healthcare,
transportation, and financial transactions depend on an underlying information technology and
communications infrastructure. Cyber threats put the availability and security of these and other
services at risk.

The Current Cybersecurity Environment

The United States confronts a combination of known and unknown vulnerabilities, strong and
rapidly expanding adversary capabilities, and a lack of comprehensive threat and vulnerability
awareness. Within this dynamic environment, we are confronted with threats that are more
targeted, more sophisticated, and more serious.

Sensitive information is routinely stolen from both government and private sector networks,
undermining confidence in our information systems, the information collection and sharing
process and, as bad as the loss of precious national intellectual capital is, we increasingly face
threats that are even greater. We currently cannot be certain that our information infrastructure
will remain accessible and reliable during a time of crisis.

We face persistent, unauthorized, and often unattributed intrusions into Federal Executive
Branch civilian networks. These intruders span a spectrum of malicious actors, including nation
states, terrorist networks, organized criminal groups, or individuals located here in the United
States. They have varying levels of access and technical sophistication, but all have nefarious
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intent, Several are capable of targeting elements of the U.S. information infrastructure to disrupt,
dismantie, or destroy systems upon which we depend. Motives include intelligence collection,
inteflectual property or monetary theft, or disruption of commercial activities, among others.
Criminal elements continue to show increasing levels of sophistication in their technical and
targeting capabilities and have shown a willingness to sell these capabilitics on the underground
market. In addition, terrorist groups and their sympathizers have expressed interest in using
cyberspace to target and harm the United States and its citizens. While some have commented
on terrorists’ own lack of technical abilities, the availability of technical tools for purchase and
use remains a potential threat.

In the virtual world of cyberspace, malicious cyber activity can instantaneously result in virtual
or physical consequences that threaten national and economic security, critical infrastructure,
public health and welfare, and confidence in government. Similarly, stealthy intruders can lay a
hidden foundation for future exploitation or attack, which they can then execute at their leisure—
and at their time of greatest advantage. Securing cyberspace requires a layered security
approach. Moreover, securing cyberspace is also critical to accomplishing nearly all of DHS's
other missions successfully.

In cyberspace, we need to ensure that the federal environments are secure and that legitimate
traffic is allowed to flow freely while malicious traffic is prevented from penetrating our
defenses. Similarly, we need to support our state and local government and private sector
partners as they secure themseives against malicious activity. Collaboratively, public and private
sector partners must use our knowledge of these systems and their interdependencies to prepare
to respond should our defensive efforts fail. This is a serious challenge, and DHS is continually
making strides to improve the nation’s overall operational posture and policy efforts.

The DHS Cybersecurity Mission

The Department of Homeland Security is responsible for helping Federal Executive Branch
civilian agencies secure their unclassified networks. DHS also works with owners and operators
of critical infrastructure and key resources (CIKR) sectors—whether private sector, state, or
municipality-owned—to bolster their cybersecurity preparedness, risk assessment and mitigation,
and incident response capabilities. The Department has a number of foundational and forward-
looking efforts under way, many of which stem from the 2008 Comprehensive National
Cybersecurity Initiative (CNCI). We are reducing and consolidating the number of external
connections federal agencies have to the Internet through the Trusted Internet Connections (TIC)
initiative. Further, DHS continues to deploy its intrusion detection capability, known as
EINSTEIN 2, to improve the security of communications entering or leaving the federal
government through those TICs. In addition, through the United States Computer Emergency
Readiness Team (US-CERT), we are working more closely than ever with our public and private
sector partners to share what we learn from EINSTEIN 2 and to deepen our collective
understanding, identify threats collaboratively, and develop effective security responses.

In a reflection of the bipartisan nature with which the federal government continues to approach
cybersecurity, President Obama determined that the CNCI and its associated activities should
evolve to become key elements of the broader national cybersecurity efforts. These CNCI
initiatives play a central role in achieving many of the key recommendations of the President’s
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Cyberspace Policy Review: Assuring a Trusted and Resilient Information and Communications
Infrastructure. Following the publication of those recommendations in May 2009, DHS and its
components developed a long-range vision of cybersecurity for the Department and the nation’s
homeland security enterprise, which is encapsulated in the Quadrennial Homeland Security
Review (QHSR). The QHSR provides an overarching framework for the Department and
defines our key priorities and goals. One of the five priority areas detailed in the QHSR is
safeguarding and securing cyberspace. Within the cybersecurity mission area, the QHSR
identifies two overarching goals: to help create a safe, secure and resilient cyber environment;
and to promote cybersecurity knowledge and innovation.

In alignment with the QHSR, Secretary Napolitano consolidated many of the Department’s
cybersecurity efforts under the National Protection and Programs Directorate (NPPD). The
Office of Cybersecurity and Communications (CS&C), a component of NPPD, focuses on
reducing risk to the nation’s communications and information technology infrastructures and the
sectors that depend upon them, as well as enabling timely response and recovery of these
infrastructures under all circumstances. The functions and mission of the National Cybersecurity
Center (NCSC) are now supported by CS&C. These functions include coordinating operations
among the six largest federal cyber centers. CS&C also coordinates national security and
emergency preparedness communications planning and provisioning for the federal government
and other stakeholders. CS&C comprises three divisions: the National Cyber Security Division
(NCSD), the Office of Emergency Communications, and the National Communications System.

Teamwork—ranging from intra-agency to international collaboration—is essential to securing
cyberspace. Simply put, the cybersecurity mission cannot be accomplished by any one agency; it
requires teamwork and coordination. Together, we can leverage resources, personnel, and skill
sets that are needed to accomplish the cybersecurity mission.

NCSD collaborates with federal government stakeholders, including civilian agencies, law
enforcement, the military, the intelligence community, state and local partners, and private sector
stakeholders, to conduct risk assessments and mitigate vulnerabilities and threats to information
technology assets and activities affecting the operation of civilian government and private sector
critical infrastructures. NCSD also provides cyber threat and vulnerability analysis, early
warning, and incident response assistance for public and private sector constituents. To that end,
NCSD carries out the majority of DHS’ non-law enforcement cybersecurity responsibilities.

National Cyber Incident Response

The President’s Cyberspace Policy Review called for ““a comprehensive framework to facilitate
coordinated responses by government, the private sector, and allies to a significant cyber
incident.” DHS coordinated the interagency, state and local government, and private sector
working group that developed the National Cyber Incident Response Plan. The plan provides a
framework for effective incident response capabilities and coordination among federal agencies,
state and local governments, the private sector, and international partners during significant
cyber incidents. It is designed to be flexible and adaptable to allow synchronization of response
activities across jurisdictional lines. In September 2010, DHS hosted Cyber Storm i1, a
response exercise in which members of the domestic and international cyber incident response
community addressed the scenario of a coordinated cyber event, During the event, the National
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Cyber Incident Response Plan was activated and its incident response framework was tested.
Based on observations from the exercise, the plan is in its final stages of revision prior to
publication.

Cyber Storm [ also tested the National Cybersecurity and Communications Integration Center
(NCCIC)y—DHS’ 24-hour cyber watch and warning center—and the federal government’s full
suite of cybersecurity response capabilities. The NCCIC works closely with government at all
levels and with the private sector to coordinate the integrated and unified response to cyber and
communications incidents impacting homeland security.

Numerous DHS components, including US-CERT, the Industrial Control Systems Cyber
Emergency Response Team (ICS-CERT), and the National Coordinating Center for
Telecommunications (NCC), are collocated into the NCCIC. Also present in the NCCIC are
other federal partners, such as the Department of Defense (DoD) and members of the law
enforcement and intelligence communities. The NCCIC also physically collocates federal staff
with private sector and non-governmental partners.

By leveraging the integrated operational capabilitics of its member organizations, the NCCIC
serves as an “always on” cyber incident response and management center, providing indications
and warning of imminent incidents, and maintaining a national cyber “common operating
picture.” This facilitates situational awareness among all partner organizations, and also creates
a repository of all vulnerability, intrusion, incident, and mitigation activities. The NCCIC also
serves as a national point of integration for cyber expertise and collaboration, particularly when
developing guidance to mitigate risks and resolve incidents. Finally, the unique and integrated
nature of the NCCIC allows for a scalable and flexible coordination with all interagency and
private sector staff during steady-state operations, in order to strengthen relationships and
solidify procedures as well as effectively incorporate partners as needed during incidents.

Providing Technical Expertise to the Private Sector and Critical Infrastructure
US-CERT provides remote and onsite response support and defense against malicious cyber
activity for the Federal Executive Branch civilian networks. US-CERT also collaborates and
shares information with state and local government, industry, critical infrastructure owners and
operators, and international partners to address cyber threats and develop effective security
responses.

In addition to specific mitigation work we conduct with individual companies and sectors, DHS
looks at the interdependencies across critical infrastructure sectors for a holistic approach to
providing our cyber expertise. For example, the electric, nuclear, water, transportation, and
communications sectors support functions across all levels of government including federal,
state, focal, and tribal governments. Goveranment bodies and organizations do not inherently
produce these services and must rely on private sector organizations, just as other businesses and
private citizens do. Therefore, an event impacting control systems has potential implications at
all these levels, and could also have cascading effects upon all 18 sectors. For example, water
and wastewater treatment, chemical, and transportation depend on the energy sector, and failure
in one of these sectors could subsequently affect the operations of state, local, or even federal
government.
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NCCIC’s operations are complemented in the arena of industrial control systems by ICS-CERT.
The term “control system” encompasses several types of systems, including Supervisory Control
and Data Acquisition (SCADA), process control, and other automated systems that are found in
the industrial sectors and critical infrastructure. These systems are used to operate physical
processes that produce the goods and services that we rely upon, such as energy, drinking water,
emergency services, transportation, postal and shipping, and public health. Control systems
security is partticularly important because of the inherent interconnectedness of the CIKR sectors
and their dependence on one another.

As such, assessing risk and effectively securing industrial control systems are vital to
maintaining our nation’s strategic interests, public safety, and economic well-being. A
successful cyber attack on a control system could result in physical damage, loss of life, and
cascading effects that could disrupt services. DHS recognizes that the protection and security of
control systems is essential to the nation’s overarching security and economy. In this context, as
an example of the many related initiatives/activities, DHS——in coordination with the Department
of Commerce’s National Institute of Standards and Technology (NIST), the Department of
Energy, and DoD-—has provided a forum for researchers, subject matter experts and practitioners
dealing with cyber-physical systems security to assess the current state of the art, identify
challenges, and provide input to developing strategies for addressing these challenges. Specific
infrastructure sectors considered include energy, chemical, transportation, water and wastewater
treatment, healthcare and public health, and commercial facilities. A 2010 published report of
findings and recommendations is available upon request,

ICS-CERT provides onsite support to owners and operators of critical infrastructure for
protection against and response to cyber threats, including incident response, forensic analysis,
and site assessments. ICS-CERT also provides tools and training to increase stakeholder
awareness of evolving threats to industrial control systems.

A real-world threat emerged last year that significantly changed the landscape of targeted cyber
attacks on industrial control systems. Malicious code, dubbed Stuxnet, was detected in July
2010. DHS analysis concluded that this highly complex computer worm was the first of its kind,
written to specifically target mission-critical control systems running a specific combination of
software and hardware.

ICS-CERT analyzed the code and coordinated actions with critical infrastructure asset owners
and operators, federal partners, and Information Sharing and Analysis Centers. Our analysis
quickly uncovered that this sophisticated malware has the ability to gain access to, steal detailed
proprietary information from, and manipulate the systems that operate mission-critical processes
within the nation’s infrastructure. In other words, this code can automatically enter a system,
steal the formula for the product being manufactured, alter the ingredients being mixed in the
product, and indicate to the operator and the operator’s anti-virus software that everything is
functioning normally.

To combat this threat, I[CS-CERT has been actively analyzing and reporting on Stuxnet since it
was first detected in July 2010. To date, ICS-CERT has briefed dozens of government and
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industry organizations and released multiple advisories and updates to the industrial control
systems community describing steps for detecting an infection and mitigating the threat. As
always, we attempt to balance the need for public information sharing while limiting the
information that malicious actors may exploit.

Looking ahead, the Department is concerned that attackers could use the increasingly public
information about the code to develop variants targeted at broader installations of programmable
equipment in control systems. Copies of the Stuxnet code, in various different iterations, have
been publicly available for some time now. ICS-CERT and the NCCIC remain vigilant and
continue analysis and mitigation efforts of any derivative malware.

ICS-CERT will continue to work with the industrial control systems community to investigate
these and other threats through malicious code and digital media analysis, onsite incident
response activities, and information sharing and partnerships.

Protecting Federal Civilian Government Networks

In addition to its support of private sector owners and operators of infrastructure, DHS also
collaborates with its partners to increase the security of Federal Executive Branch civilian
agency networks. As part of the CNCI, DHS works with the Office of Management and Budget
(OMB) to reduce and consolidate the number of external connections that federal agencies have
to the Internet through the TIC initiative. This initiative reduces the number of potential
vulnerabilities to government networks and allows DHS to focus monitoring efforts on limited
and known avenues through which Internet traffic must travel. DHS conducts onsite evaluations
of agencies’ progress toward implementing TIC goals.

In conjunction with the TIC initiative, the EINSTEIN system is designed to provide the U.S.
government with an early warning system for intrusions to Federal Executive Branch civilian
networks, near real-time identification of malicious activity, and automated disruption of that
malicious activity. The first iteration of EINSTEIN was developed in 2003 and automates the
collection and analysis of computer network security information from participating agency and
government networks to help analysts identify and combat malicious cyber activity that may
threaten government network systems, data protection and federal communications
infrastructure., The second phase of EINSTEIN, developed in 2008 as part of the CNCI,
incorporates intrusion detection capabilities into the original EINSTEIN system. DHS is
currently deploying EINSTEIN 2 to Federal Executive Branch civilian agency TIC locations and
Networx Managed Trusted Internet Protocol Services (MTIPS) providers, which are private
internet service providers that serve federal agencies, to assist them with protecting their
computers, networks and information. EINSTEIN 2 has now been deployed at 15 of the 19 large
departments and agencies who maintain their own TIC locations. Also, the four MTIPS
providers currently provide service to seven additional federal agencies. In 2010, EINSTEIN 2
sensors registered 5.4 miilion “hits,” an average of more than 450,000 hits per month or nearly
15,000 hits per day. A hit is an alert triggered by a predetermined intrusion detection signature
that corresponds to a known threat. Each hit represents potential malicious activity for further
assessment by US-CERT.
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DHS is currently developing the third phase of the EINSTEIN system-—an intrusion prevention
capability which will provide DHS with the ability to automatically detect and disrupt malicious
activity before harm is done to critical networks and systems. In advance of this development,
DHS, in coordination with the National Security Agency (NSA), conducted the CNCI Initiative 3
Exercise. US-CERT successfully met the objectives of the CNCI Initiative 3 Exercise, including
the successful deployment of one signature, scenario and countermeasure, and the demonstrated
ability to share alert data with DoD. As a result of the countermeasures deployed during the
exercise, US-CERT was successful in denying the entry of more than 36,473 potentially
malicious threats into the federal agency customer’s network infrastructure. The CNCI Initiative
3 Exercise advanced the potential capabilities of the EINSTEIN system by demonstrating
defensive technology, sharing near real-time threat information with DoD for enhanced
situational awareness, and providing a platform upon which an oversight and compliance process
can be implemented for the evolving set of EINSTEIN capabilities. The Department’s Privacy
Office and its Office for Civil Rights and Civil Liberties carefully reviewed the exercise concept
of operations, and the Privacy Office worked with US-CERT to publicly release a detailed
Privacy Impact Assessment evaluating the exercise. US-CERT also briefed the exercise to the
cyber subcommittee of the independent DHS Data Privacy and Integrity Committee.

Beyond the TIC initiative and the EINSTEIN system, DHS, OMB, and the National Institute for
Standards and Technology work cooperatively with agencies across the federal government to
coordinate the protection of the nation’s federal information systems through compliance with
the Federal Information Security Management Act of 2002 (FISMA). US-CERT monitors
EINSTEIN 2 sensors for intrusion activity and receives self-reported incident information from
federal agencies. This information is reported to OMB for use in its FISMA oversight capacity.
In 2010, DHS also began to administer oversight of the CyberScope system, which was
developed by the Department of Justice. This system collects agency information regarding
FISMA compliance and, as DHS, OMB and their agency partners move toward automated
reporting, the system will enable real-time assessments of baseline security postures across
individual agencics and the federal enterprise as a whole. This activity complements the
development of reference architectures that DHS designs for federal agency stakeholders that are
interested in implementing security solutions based on standards and best practices. DHS also
works with the General Services Administration to create Blanket Purchase Agreements that
address various security solutions for federal agencies.

The DHS Cybersecurity Workforce

As DHS continues to make progress on initiatives such as TIC and EINSTEIN, the Department
is also mindfu} that the cybersecurity challenge will not be solved by a single technology
solution. Multiple innovative technical tools are necessary and indeed, technology alone is
insufficient. The mission requires a larger cybersecurity professional workforce, governance
structures for enhanced partnerships, more robust information sharing and identity protection,
and increased cybersecurity awareness among the general public. Responsibility for these
solutions is, and will remain, distributed across public and private sector partners.

DHS is focused on building a world-class cybersecurity team by hiring a diverse group of
cybersecurity professionals—computer engineers, scientists, and analysts—to secure the nation’s
digital assets and protect against cyber threats to our critical infrastructure and key resources.
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NCSD continues to hire cybersecurity and information technology professionals, nearly tripling
its cybersecurity workforce in FY 2009 and nearly doubling that number again in FY 2010.
NCSD currently has more than 230 cybersecurity professionals on board, with dozens more in
the hiring pipeline.

Several initiatives are designed to increase the nation’s number of highly qualified cybersecurity
professionals. DHS and NSA co-sponsor the Centers of Academic Excellence in Information
Assurance Education and Research programs, the goal of which is to produce a growing number
of professionals with information assurance expertise in various disciplines, DHS and the
Department of State co-hosted Operation Cyber Threat (OCT1.0), the first in a series of
government-wide experiential and interactive cybersecurity training pilots designed to apply
learning concepts and share best practices in a secure, simulated environment to build capacity
within the federal workforce. In December 2010, the Institute of Electrical and Electronics
Engineers Computer Society, the world’s leading organization of computing professionals,
formally recognized the Master of Software Assurance (MSwA) Reference Curriculum, which
DHS sponsored through its Software Assurance (SWA) Curriculum Project. The MSwA
program is the first curriculum of its kind to focus on assuring the functionality, dependability,
and security of software and systems. Finally, DHS co-sponsored the annual Colloquium for
Information Systems Security Education and the Scholarship for Services (SFS) Job
Fair/Symposium, which brought together 55 federal agencies and more than 200 SFS students.

The National Initiative for Cybersecurity Education (NICE) has the dual goals of a cyber-savvy
citizenry and a cyber-capable workforce. Working with NIST, which is the overall interagency
lead, DHS heads the NICE awareness elements and co-leads the training and professional
development components with DoD and the Office of the Director of National Intelligence.

Interagency and Public-Private Coordination

Overcoming new cybersecurity challenges requires a coordinated and focused approach to better
secure the nation’s information and communications infrastructures. President Obama’s
Cyberspace Policy Review reaffirms cybersecurity’s significance to the nation’s economy and
security. Establishment of a White House Cybersecurity Coordinator position solidifies the
priority the Administration places on improving cybersecurity.

No single agency controls cyberspace and the success of our cybersecurity mission relies on
effective communication and critical partnerships. Many government players have
complementary roles—including DHS, the Intelligence Community, DoD, the Department of
Justice, the Department of State, and other federal agencies—and they require coordination and
leadership to ensure effective and efficient execution of our collective cyber missions. The
creation of a senior-level cyber position within the White House ensures coordination and
collaboration across government agencies.

DHS works closely with its federal, state and local partners to protect government cyber
networks. In September 2010, DHS and DoD signed a memorandum of agreement that aligns
and enhances America’s capabilities to protect against threats to our critical civilian and military
computer systems and networks, including deploying a National Security Agency support team
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to the NCCIC to enhance the National Cyber Incident Response Plan and sending a full-time
senior DHS leader and support team to the National Security Agency.

This initiative builds upon pre-existing liaison exchanges DHS has with the National Security
Agency/Central Security Service Threat Operation Center (NTOC), United States Cyber
Command and United States Northern Command. Liaisons to DHS operate out of US-CERT
and the NCCIC. The initiative aiso further supports DHS® already active partnership with DoD.
The partnerships ensure that agile coordination and technical capabilities support any cyber
contingency.

In November 2010, the Multi-State Information Sharing and Analysis Center (MS-ISAC) opened
its Cyber Security Operations Center, a 24-hour watch and warning facility, which will both
enhance situational awareness at the state and local level for the NCCIC and allow the federal
government to quickly and efficiently provide critical cyber risk, vulnerability, and mitigation
data to state and local governments. An MS-ISAC analyst/liaison is collocated in the NCCIC.

Private industry owns and operates the vast majority of the nation’s critical infrastructure and
cyber networks. Consequently, the private sector plays an important role in cybersecurity, and
DHS has initiated several pilot programs to promote public-private sector collaboration. In its
engagement with the private sector, DHS recognizes the need to avoid technology prescription
and to support innovation that enhances critical infrastructure cybersecurity.

In February 2010, DHS, DoD, and the Financial Services Information Sharing and Analysis
Center (FS-ISAC) launched a pilot designed to help protect key critical networks and
infrastructure within the financial services sector by sharing actionable, sensitive information. In
June 2010, DHS implemented the Cybersecurity Partner Local Access Plan, which allows
security-cleared owners and operators of CIKR, as well as state technology officials and law
enforcement officials, to access secret-level cybersecurity information and video teleconference
calls via state and local fusion centers. In November 2010, DHS signed an agreement with the
Information Technology Information Sharing and Analysis Center (IT-ISAC) to embed a full-
time IT-ISAC analyst and liaison to DHS at the NCCIC, part of an ongoing effort to collocate
private sector representatives alongside federal and state government counterparts. The IT-ISAC
consists of information technology stakeholders from the private sector and facilitates
cooperation among members to identify sector-specific vulnerabilities and risk mitigation
strategies.

In December 2010, DHS and NIST signed a Memorandum of Understanding with the Financial
Services Sector Coordinating Councif. The goal of the agreement is to speed the
commercialization of cybersecurity research innovations that support our nation’s critical
infrastructures. This agreement will accelerate the deployment of network testbeds for specific
use cases that strengthen the resiliency, security, integrity, and usability of financial services and
other critical infrastructures.

In July 2010, DHS worked extensively with the White House on the publication of a draft
National Strategy for Trusted Identities in Cyberspace, which seeks to secure the digital
identities of individuals, organizations, services and devices during online transactions, as well
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as the infrastructure supporting the transaction. This fulfills one of the near-term action items of
the President’s Cyberspace Policy Review. The strategy is based on public-private partnerships
and supports the protection of privacy and civil liberties by enabling only the minimum
necessary amount of personal information to be transferred in any particular transaction. Its
implementation will be led by the Department of Commerce.

Public Education and Outreach

While considerable activity is focused on public and private sector critical infrastructure
protection, DHS is committed to developing innovative ways to enhance the general public’s
awareness about the importance of safeguarding America’s computer systems and networks from
attacks. Every October, DHS and its public and private sector partners promote efforts to
educate citizens about guarding against cyber threats as part of National Cybersecurity
Awareness Month. In March 2010, Secretary Napolitano faunched the National Cybersecurity
Awareness Challenge, which called on the general public and private sector companies to
develop creative and innovative ways to enhance cybersecurity awareness. In July 2010, seven
of the more than 80 proposals were selected and recognized at a White House ceremony. The
winning proposals helped inform the development of the National Cybersecurity Awareness
Campaign, Stop. Think. Connect., which DHS launched in conjunction with private sector
partners during the October 2010 National Cybersecurity Awareness Month. Stop. Think.
Connect, a message developed with the private sector, has evolved into an ongoing national
public education campaign designed to increase public understanding of cyber threats and how
individual citizens can develop safer cyber habits that will help make networks more secure. The
campaign fulfills a key element of President Obama’s Cyberspace Policy Review, which tasked
DHS with developing a public awareness campaign to inform Americans about ways to use
technology safely. The campaign is a component of the NIST National Initiative for Cyber
Education (NICE).

Throughout its public and private sector activities, DHS is committed to supporting the public’s
privacy, civil rights and civil liberties. Accordingly, the Department has implemented strong
privacy and civil rights and civil liberties standards into all of its eybersecurity programs and
initiatives from the outset. To support this, DHS established an Oversight and Compliance
Officer within NPPD, and key cybersecurity personnel receive specific training on the protection
of privacy and other civil liberties as they relate to computer network security activities. In an
effort to increase transparency, DHS also publishes privacy impact assessments on its website,
www.dhs.gov, for all of its cybersecurity systems.

Conclusion

Set within an environment characterized by a combination of known and unknown
vulnerabilities, strong and rapidly expanding adversary capabilities, and a lack of comprehensive
threat and vulnerability awareness, the cybersecurity mission is truly a national one requiring
collaboration across the homeland security enterprise. The Department of Homeland Security is
committed to creating a safe, secure and resilient cyber environment while promoting
cybersecurity knowledge and innovation. We must continue to secure today’s infrastructure as
we prepare for tomorrow’s challenges and opportunities. It is important to recognize that we do
not undertake cybersecurity for the sake of security itself, but rather to ensure that government,
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business and critical societal functions can continue to use the information technology and
communications infrastructure on which they depend.

Distinguished Members of the Committee, we would like to reiterate that we look forward to
exploring opportunities to advance this mission in collaboration with the Committee and our
colleagues in the public and private sectors.
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Mr. CHAFFETZ. Thank you.
Mr. Bond, you are now recognized for 5 minutes.

STATEMENT OF PHILLIP BOND

Mr. BoND. Thank you, Mr. Chairman, Ranking Member Tierney,
members of the committee. I am honored to be here on behalf of
TechAmerica, the largest industry trade association in the United
States with some 1,000 member companies. I will offer just a few
thmcllghts on the challenge in cyber and the policy response we
need.

First, I would observe that cyber criminals respond rapidly; they
are creative. In 2010, McAfee Labs identified more than 20 million
new pieces of malware globally. A 2011 online fraud report from
RSA, the security division of EMC, found that the U.S has consist-
ently hosted and been the target of a majority of the worldwide
cyber attacks.

Economic impact is serious. It is about $6 million a day when a
corporationsite is down, on average, and worldwide, the economy
loses some $86 billion a year due to cyber attacks. Protecting our
networks, is as the Chair has observed, a public/private shared re-
sponsibility. Neither one of us can do it alone.

The private sector’s responsibility is to innovate and operate its
own infrastructure in a safe way. The government has an obliga-
tion to share timely and accurate information so that the private
sector can secure itself and turn around and help to secure the gov-
ernment.

I will defer to our witness from Symantec on a little bit more
technical descriptions of some of the threats. I would just under-
score this. The range of threat actors—especially right now—in-
cluding advanced, persistent threats, APTs—you will hear more
about that—are going directly after the end user.

They attempt to trick them into downloading malware or divulg-
ing sensitive information. Again, it is the actual user being tar-
geted, not the mechanical system, the software or whatever. It is
going after human error. As criminals probe for a soft spot in a sys-
tem, they are also probing now the individuals who connect to that
network.

With the increased reliance on all IT devices now, we see the
great shift to mobile devices and that too will be an opportunity for
cyber criminals. Applications many times are downloaded by users
and not always being properly vetted.

We would submit that the policymakers and the industry as well
and the government need to view security as an absolute basic, not
to be added on after but to be built-in from the ground up. I would
observe many companies are doing exactly that. We need everybody
to do that.

I want to spend a couple of my remaining minutes on some
thoughts for you to consider as you draft legislation, but let me
break here to underscore something that needs to be said. Tech-
nology and innovation are a huge net positive for the U.S. economy
and for government, for government service as well. They are our
key to national security, the war fighter has an advantage, the key
to homeland security, the key to economic security, high paying
jobs, where we need to be as an economy, but with those advan-
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tages there also have been some down sides. That is what we are
attempting to talk about today.

Please consider, first, in policy, Congress should do no harm. Do
not undermine innovation; it is our advantage. One size fits all will
not work. Second, government should promote an outcome-based,
layered security approach. Government should develop processes to
manage and measure performance associated with real security.
Third, government should adopt a risk-based approach to our Na-
tion’s infrastructure. That means critical infrastructure should be
defined to include only that which is of the utmost importance to
national security and then truly work to secure it.

Fourth, we believe government can provide incentives to encour-
age industry to invest in best practices in security, for example,
safe harbor, from data breach notification, when an organization
does what it should in advance of a breach incident.

Fifth, Congress should update our government’s Federal informa-
tion security practices and laws to perform in a more nimble envi-
ronment, so we strongly support updating FISMA. I know the com-
mittee knows about that.

Finally, if industry is to act at the behest of government, it is
necessary that there be clear liability protections, so if you do what
you should do or at the government’s behest, you should also be
protected from unintended consequences or liabilities.

Again, on behalf of the industry, thank you for holding this hear-
ing. We look forward to doing all that we can to be a part of the
public/private partnership to find a solution and maintain our na-
tional advantage in innovation.

Mr. CHAFFETZ. Thank you.

Mr. Lewis, you are recognized for 5 minutes.

STATEMENT OF JAMES A. LEWIS

Mr. LEwis. Thank you, Mr. Chairman. I thank the committee for
the opportunity to testify. I am really impressed with the energy
that(:1 the committee is bringing to this issue. It is something we
need.

We depend, as a Nation, on the Internet, but it is not secure and
this gives criminals and foreign opponents real opportunity to dam-
age the United States. Cyber threats fall into two categories: high
end attacks that cause damage, destruction or casualties and
threats from cyber crime and cyber espionage.

Five countries, including Russia and China, can launch high end
cyber attacks. Another 30 countries are developing these capabili-
ties. States use skilled proxies, cyber criminals and hackers to help
them. Cyber attacks could destroy critical infrastructure or disrupt
essential networks and services. At the moment, however, no na-
tion is likely to attack the United States because they fear retalia-
tion.

Terrorists do not yet have cyber attack capabilities, nor do dan-
gerous nations like Iran and North Korea. However, they are ea-
gerly pursuing these cyber capabilities. We do not know how close
they are to acquiring them, but the moment they acquire them, we
can expect to see damaging cyber attacks.

The immediate threat to the national interest comes from crime
and espionage. The Internet, with all its weaknesses, created a
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golden age for espionage and the United States has been the chief
victim. We have lost military technology, intellectual property for
high tech companies, oil exploration data and confidential business
information. Banks suffer million dollar losses almost every month.

None of this attracts much attention and some companies prefer
to conceal their losses and in some cases, companies may not even
know they have been hit. Our estimates of the damages, as you
heard, are in the billions of dollars. Weak cyber security damages
our economic competitiveness and technological leadership.

What can we do about this? There is certainly a new energy in
Washington about approaching this problem, which is great. First,
we need to accept that we need a new approach that puts cyber se-
curity as a major, national security problem. The most dangerous
threats in cyberspace come from foreign militaries and foreign in-
telligence agencies.

Second, this new approach needs to combine trade policy, law en-
forcement, military strategy and critical infrastructure protection.
For critical infrastructure, this means that DHS must be able to
mandate risk-based performance standards. Public/private partner-
ships are an important part of this. It would help, however, to dif-
ferentiate where the private sector is strongest in things like infor-
mation sharing and innovation and where government action is
needed.

The immediate question is whether we can improve our defenses
before there is a damaging attack. Most of the experts I know be-
lieve this is not possible, that America will only act after a crisis.
I believe that the work of this committee and others can help us
avoid that fate and let us do what is necessary to improve public
safety and national security in cyber space.

Thank you for the opportunity to testify and I look forward to
your questions.

[The prepared statement of Mr. Lewis follows:]
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May 25, 2011

No one expected the internct to become a critical global infrastructure, least of all the people
who designed and built it. So we should not be surprised that it is not very secure and that it is
easy for malicious actors to exploit. There is an asymmetry between our considerable
dependence on the new technology and our ability to secure it — the internet is incredibly
valuable but it is easy to attack. This asymmetry gives potential attackers an advantage that they
have not been slow to seize. The result has been to create two broad categories of threats to
American security, or for that matter, the security of any nation that uses the internet.

The first set of threats arises from the potential for cyberspace as a new avenue of attack for
military purposes. The second threat arises from the ongoing use of cyberspace for crime and
espionage, including economic espionage. The distinction between these two threats revolves
around whether a malicious action in cyberspace is equivalent to the use of force, to an attack
using conventional weapons. We tend to call everything bad that happens in cyberspace an
attack, but it is more realistic to say that if there is no damage, death or destruction, it is not an
attack. We know of only three cyber incidents that rise to this level — the Stuxnet attack, the
reported blackout in Brazil, and the interference with air defenses in the Israceli raid on a Syrian
nuclear facility. Everything else qualifies as crime or espionage,

Cyber warfare will involve disruption of crucial network services and data, damage to critical
infrastructure, and the creation of uncertainty and doubt among opposing leaders. Thg Russian
use of cyber exploits during their clash with Georgia suggests how cyber attacks might be used —
to complement conventional forces rather than to replace them. The air raid against the Syrian
nuclear facility is a good example of this. While jets streaked across Syria, air defense radars
showed an empty sky. This “informational” aspect of cyberwar, where an opponent might
scramble or erase data, or put in false information to mislead an opponent, is a new and forceful
aspect of military conflict.

Most people know about the Stuxnet worm, when a cyber attack destroyed equipment at an
Iranian nuclear facility. Stuxnet confirmed what a test at the Idaho National Labs in 2007 had
already shown — that an attacker could remotely interfere with the software controlling critical
infrastructure and damage or destroy machinery and equipment. This kind of “military grade”
cyber attack is best seen as a new capability for long range, very rapid strikes against critical
infrastructure, information and networks. Cyber attacks are faster than a missile and have a
global reach, but their payload is much less destructive. This military aspect of the cyber
problem is like other military threats to U.S. security, deterred in part by our capability for
response.

At this time, only a few nations with advanced military or intelligence agencies have the ability
to launch Stuxnet-like cyber attacks that could disrupt critical infrastructure. There are perhaps
five or six such nations. Our most advanced cyber opponents have carried out network
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reconnaissance against America's critical infrastructure. None of the countries with advanced
cyber attack capabilities are likely to use them frivolously against the United States, but they are
certain to use cyber attacks if we enter into a military conflict with them.

There is, of course, the possibility of miscalculation, if one of our opponents in cyberspace
carries out an experiment or weapons test that goes out of control, or a reconnaissance effort that
accidently disrupts critical services. This sort of miscalculation or error could result in events
escalating from a single incident to a more damaging conflict, which is one reason why many
nations worry about cyber warfare.

Our research suggests that thirty-six countries have military doctrine for cyber conflict. Very
few admit to offensive capabilities, but it is reasonable to assume that many have, as part of
developing defensive capabilities, at least considered offensive use. Cyber attack will be like the
airplane — within a few years, no self respecting military will be without this capability. Cyber
attack capabilities are easier to acquire than airplanes, and to quote the head of Israeli military
intelligence, "cyberspace grants small countries and individuals a power that was heretofore the
preserve of great states.”

As cyber attack capabilities spread, our ability to prevent attacks will diminish. Confrontational
states such as North Korea and Iran do not yet have the capability to launch cyber attacks, but
both North Korea and Iran are making serjous efforts to acquire cyber attack capabilities. It is
inevitable that they will succeed, which is one reason why it is important for the United States to
strengthen its defenses as soon as possible. The most sophisticated cybercriminals, who
sometimes act as irregular forces for their host governments - could launch damaging
cyberattacks, but their interest is in making money or carrying out espionage activities. This
could easily change. We have not yet seen advanced cyber criminals act as attackers or as
mercenaries, but this remains a possibility. The future will be the “commoditization” of
advanced attack techniques that will enable a range of groups to consider cyber attack as an
option.

Terrorists currently lack the capability to launch cyber attacks. If they had it, they would have
already used it. The day a terrorist group can launch a cyber attack, it will do so. A few terrorist
groups have expressed interest in acquiring cyber attack capabilities. They have said one of their
goals is to disrupt the American economy ~ this was the alleged motive for the effort by al Qaeda
in the Arabian Peninsula to tamper with printer cartridges sent via in air cargo. We have a few
years before terrorist groups or irresponsibie nations like Iran or North Korea become
sufficiently advanced in their cyber attack capabilities to faunch strikes against the United States.

However, most nations are afraid of unleashing cyberwar. They are possibly deterred by fear of
a U.S. military response. They are careful, therefore, to stay below the threshold of what could
be considered, under international law and practice, the use of force or an act of war. They
concentrate their efforts on espionage and crime which, in cyberspace, carry almost no risk.
There is little or no consequence for malicious cyber activities that do not involve the use of
force. So while countries are very cautious in using cyber techniques for attack, they feel very
little constraint in using cyber techniques for espionage or crime. Crime, even if state sponsored,
does not justify a military response. Countries do not go to war over spying. For these reasons,
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the immediate threat in cyberspace involves espionage and crime. These are daily occurrences.

Foreign competitors use cyber espionage to acquire our most advanced military technologies.
One way to estimate the threat from cyber espionage is to look at the amount of material already
lost. Sources at the State and Defense Departments say that by 2007, they had already lost
perhaps six or seven terabytes of information. To put this in perspective, the 130 million books
and manuscripts in the Library of Congress take up twenty terabytes. The loss of thousands of
pages of documents and designs help explain many analysts say that the internet has created a
“golden age” for espionage.

Foreign competitors use cyber espionage to steal business plans, intellectual property and
product designs from companies. The effect is to undermine U.S. international competitiveness.
While losses from piracy — the illegal copying of entertainment or software products - are
significant, economic espionage poses the greatest threat. The U.S. spent $368 billion on
research and development (R&D) in 2010, but cyber espionage lets other countries get the results
for free. The December 2010 incident where Google and thirty other Fortune 500 companies
were hacked and lost data, allegedly to a Chinese entity, illustrate the espionage problem.
Google lost technology and its Gmail service was searched for information on Tibetan human
rights activists. The technology acquired from Google and other American high tech companies
will eventually improve Chinese products. The theft of intellectual property is a major trade
issue that deserves greater attention and a real threat to America.

It is hard to estimate the losses from cyber espionage and cyber crime. Companies conceal their
losses and some may not even be aware of what has been taken. Crime against banks and other
financial institutions probably costs a few hundred million dollars every year. In contrast, the
theft of intellectual property and business confidential information — economic espionage ~cost
developed economies much more. One estimate put U.S. losses of intellectual property and
technology through cyber espionage at $240 billion. An estimate of German losses of
intellectual property due to cyber espionage puts them at perhaps $20 billion. Since the U.S.
GDP is roughly five times the size of Germany, a very simple extrapolation would put U.S,
losses from intellectual property theft at $100 billion. These are very crude estimates, but they
give some idea of the scope of the problem.

In the context of a $14 trillion economy, these losses appear small and perhaps this is why they
do not attract much attention. Still it is baffling why a cyber- bank robbery that stole $11
million, such as occurred in the last year, attracted little attention. If gunmen walked into a local
bank and stole a million dollars, it would be on every front page. Robberies of this size probably
happen almost every month in cyberspace, yet they rarely attract notice. The theft of credit card
data gets more attention. It remains a lucrative field for cyber criminals. A recent example — the
theft of credit card data from the Play Station network - affected as many as 99 million people.
Some say that so much was stolen that the price of credit card data in cybercrime black markets
actually fell because of the glut.

These black markets support cybercrime. In the cyber black market you can buy the latest
hacking tools, learn of recently discovered vulnerabilities, rent “botnets” (thousands of remotely
controlled computers), or purchase personally identifiable information. Credit card numbers,
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social security numbers, and bank accounts, can be bought in lots of five or ten thousand.
Buyers can choose between ‘raw’ information or data that has been tested for accuracy. These
black markets amplify the threat of cybercrime and help make it a professional activity.

There is increasing concern about the vulnerability of the American financial system to cyber
disruption. How much of this concern is justified is difficult to say, but there are some
disquieting signs. Last year’s “flash crash,” where automated trading systems briefly crashed the
stock market shows the potential for cyber disruption. This year’s penetration of NASDAQ,
while it did not lead to any noticeable losses, shows the potential vulnerabilities of the system.
While it is very unlikely that the nations with advanced cyber capabilities would crash the
American financial system ~ they simply have too much invested in it — they could try to do so in
the event of a war. It is more likely is that cybercriminals, in an attempt to manipulate stock
prices or gain insider information, could inadvertently cause some kind of crash. Federal
agencies, financial institutions and the major exchanges are all working to reduce the chances of
this kind of damaging event, but it remains a possibility.

Malicious action against the information technology supply chain is another threat. Many
nations, including both the U.S. and China, are worried about depending on a global supply
chain for information technology products. Discussion of the supply chain problem is usually
not very sophisticated. An astute opponent will not build in back doors into a product since these
might be discovered. Better to sell a safe product with no errors that will pass inspection, and
then exploit the knowledge and access from the sale to gain intelligence advantage and to
increase the ability to disrupt infrastructure in a conflict. An obvious example of this would be
for a company to sell a product that is completely secure and passes every test, and then to
introduce vulnerabilities when they provide the inevitable “patch” to the software. How often
do people examine a patch or update?

The growth of table computers and other mobile devices makes downloadable “apps” an
interesting vehicle for malware delivery. When was the last time anyone thought about security
when they downloaded an app? Apps are screened, of course, but usually to make sure they are
interoperable. An astute opponent or criminal might offer an enticing game app for free and then
reap the benefits.

Supply chain contamination is a real threat, but heavy-handed measures to reduce supply chain
risk, such as intrusive product inspections by national agencies, will backfire. They will only
reinforce the plans of other nations to use these techniques and harm American exports. WE need
alternate approaches that will build trust. While there has been some useful progress in reducing
supply chain risk, it may be impossible to eradicate it, and we may need to step back and ask how
we can operate effectively on networks that, despite our best efforts, will have some degree of
supply chain contamination.

A final category of cyber threat involves political action, although this may hold greater risk for
countries other than the U.S. The European leftists behind the Wikileaks episode intended to
damage the United States and to hurt its credibility and influence internationally. The effect was
to help our opponents — jihadis and authoritarian regimes. We do not want to overstate the risk
from events like Wikileaks, but those hostile to the United States will take advantage of poor
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security of information and the global reach of the internet to damage the United States. There is
also the threat that a foreign opponent might disrupt American elections. We know for example
that campaign databases were hacked and information exfiltrated from both the McCain and
Obama Presidential campaigns in 2008. While the data was apparently not used, it is easy to
imagine someone leaking it to the media or taking other disruptive actions.

The most dangerous actors in cyberspace bear the unwieldy acronym APT, “advanced persistent
threat.” We have gone from high school students and “social hackers,” who penetrated systems
to gain prestige, to well-organized professional criminals and major intelligence agencies.
Amateurs cannot defend themselves against these professional opponents — it would be like
sending the company softball team against the New York Yankees.

Based on this survey, what can we say generally about threats to the U.S. in cyberspace? They
are largely foreign, and foreign governments play a central role in directing or supporting them.
They run the gamut from fairly simple fraud aimed at consumers to highly sophisticated
espionage efforts. The best description would be that the greatest threats come from advanced,
state-sponsored actors who have the skill and resources to overcome most defenses. The trend is
that the less sophisticated threats will diminish, while the advanced threats will grow

This has serious implications for policy and helps to explain why so much of what we have done
in cybersecurity has been ineffective. Reducing the threat to the United States requires a clear
division of responsibility among agencies and between government and companies. But in the
past, we have weighted this division too heavily in favor of the private sector. The threats we
face come from increasingly professional sources, from intelligence agencies, militaries, state
sponsored proxies, and from terrorist groups. No uncoordinated effort that relies on voluntary
action will be sufficient to protect us against these threats, The private sector owns most of the
shoreline, but we still need a navy. We do not ask airlines to defend our airspace against ballistic
missiles, bombers, or fighter jets because they are incapable of defeating these foes. The same is
true for cyberspace. We should ask companies to do only what makes sense from a business
perspective and not ask them to should national defense burdens for which they are unequipped.

The most important function for a company is to make money, not provide for the national
defense. National defense against professional opponents is a function only the Federal
government can perform effectively. In some cases, meeting the challenge will require new
partnerships — and we have seen successful partnerships in the financial and the defense
industrial sectors. In other cases, it will require new incentives and federal authorities. An
overview of threats and responsibilities suggests the following division of labor:

- Innovation in new cybersecurity technologies is best left to the private sector. We would
benefit across the board as a nation by removing regulatory and financial obstacles to the private
sector’s ability to innovate. Fundamental research, however, will require federal investment by
institutions such as DARPA or the National Science Foundation. This was how the internet itself
was created — the government funded the initial research, then passed it to the private sector for
commercialization.

- Supply chain threats are an area where the private sector is best equipped to understand
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and respond to the problem. Some of the new partnership efforts created by the Departments of
Defense and Homeland Security, and working with a small number of companies, have made
real progress in securing the supply chain {although much work still remains).

- Dealing with the threat of cybercrime requires close and equal partnership between
companies and law enforcement agencies. FBI and Secret Service have worked closely and
effectively with the financial community, for example, to pursue cybercriminals. The
cybercrime threat can only be met through partnership, combined with strengthened cooperation
with other governments.

- Better information sharing would greatly improve our ability to understand and respond
to cyber threats. 1f we could put together all the information held by cyber security vendors,
internet and telecommunications service providers, and the intelligence community, we would
have an almost complete picture of malicious activities in cyberspace. This will require new
partnerships and new authorities. Government might need to be a partner and a participant rather
than a leader. Neither private sector nor government have by themselves that complete picture.
Companies complain that they get little useful information from government agencies. Some
current laws, such as the 1986 Electronic Communications Privacy Act, may inadvertently
hamper the ability to share information. Many of the groups created years ago to share
information do not work and should be replaced. Information sharing is an area where
partnership is vital, but we need to rethink our faws and find new approaches that serve the needs
of both partners.

- Bot-nets are an embarrassment for the United States. We are, inadvertently, one of the
largest sources of cyber crime activity on the planet. Consumers do not know how to protect
their computers and we are never going to be able to train them sufficiently. That means they are
easy prey for cybercriminals, who seize control of their machines and use them for spam, denial
of service attacks and other nefarious activities. Other nations, however, have developed an
effective approach to bot-nets that is linked to information sharing. Consumers do not know
when their computer has been captured but their service providers do. Making the service
provider responsible for cleaning up bot-nets and malware on their costumer’s computer would
eliminate the problem. How do to this — whether through a voluntary consortia guided by
government, as is the case in Australia and Germany, or in some other fashion, remains an open
question. There is resistance from some service providers to taking on this responsibility for a
variety of reasons, but both security and technology trends will eventually drive us to make
service providers responsible for the security of consumer devices.

-- The threat to critical infrastructure also requires a close partnership between companies,
the Department of Homeland Security and other regulatory agencies, but we can no longer rely
on voluntary approaches or self-regulation in this partnership. We have used voluntary self-
regulation for the last thirteen years and it is inadequate for national security. For example,
although Stuxnet is the most dangerous cyber attack seen to date, a recent survey found that a
third of the surveyed critical infrastructure companies did not even look for it on their networks.
The new, more flexible approach to critical infrastructure protection that is modeled after the
109% Congress's Chemical Facilities Anti-Terrorism Standards, where industry develops the
standards to meet potential threats and government makes sure they are adequate, offers a
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solution that avoids prescriptive regulations without putting national security at risk.

- The threat from foreign military and intelligence agencies can only be addressed by our
own military, law enforcement, and intelligence agencies. No private company can match this
class of foreign opponents, who can blend signals intelligence, human agents, and vast resources
into an unstoppable package to penetrate networks, collect information, and if they wish, do
damage. These opponents can bribe, steal, eavesdrop, spend millions to reverse engineer
products, and work simultaneously in many countries around the globe. They draw in some
cases on decades of experience in illegal activities and espionage. Defense, homeland security,
and international law enforcement are federal responsibilities. We must approach these threats as
we would approach any other threat to national security

We face a varied threat landscape in cyberspace. Countering these threats will require a
balanced and comprehensive approach that to cybersecurity. This comprehensive approach is
within our grasp if we can make a fresh start to addressing the problem. Yet when you talk to
most people in the small community of cybersecurity experts, you will find a high degree of
pessimism. Most of these experts believe that the U.S. will not adopt effective approaches to
cybersecurity and will not move away from the ineffective policies of the past until we have
some major incident, some disaster. [ do not share this pessimism. The work of this committee
and others will let us move ahead in making cyberspace more secure. Iapplaud the committee’s
work in calling attention to this and | thank you for the opportunity to testify. T will be happy to
take any questions.
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Mr. CHAFFETZ. Thank you.
Mr. Turner, you are recognized for 5 minutes.

STATEMENT OF DEAN TURNER

Mr. TURNER. Chairman Chaffetz, Ranking Member Tierney and
members of the subcommittee, thank you for the opportunity to tes-
tify today as the committee considers cybersecurity and the current
threat level to the United States.

Mr. Chairman, on behalf of the nearly 500 Symantec employees
based in your district in Linden, we certainly appreciate your focus
on cybersecurity issues.

My name is Dean Turner. I am director of Symantec’s Global In-
telligence Network.

Symantec is the world’s information security leader with over 25
years experience in developing Internet security technology. Our
best-in-class Global Intelligence Network allows us to capture
worldwide security intelligence data. We maintain 11 security re-
sponse centers globally and utilize over 240,000 attack sensors in
more than 200 countries to track malicious activity 24 hours a day,
365 days a year. In short, if there is a class of threat on the Inter-
net, Symantec knows about it.

In my written testimony, I have provided the committee with
greater detail on the evolving threat landscape, as well as an as-
sessment of some of the real world impacts of cyber attacks on
businesses and individuals. I also touch on major challenges and
the vulnerabilities associated with securing new technologies and
how organizations can better secure their important and critical
systems.

In our April 2011 Symantec Internet Security Threat Report, we
observed several key threat landscape trends for the calendar year
2010. The year was book-ended by two significant targeted attacks,
including Hydraq, otherwise known as Aurora, and Stuxnet.
Stuxnet was a game changer, exemplifying just how sophisticated
and targeted threats are becoming. It demonstrated the vulner-
ability of critical national infrastructure to attack and Stuxnet was
the first publicly known threat to target industrial control systems.

Social networks continue to be a security concern for organiza-
tions as government agencies and companies struggle to find a sat-
isfactory compromise between leveraging the advantage of social
networking and limiting the dangers posed by the increased expo-
sure of potentially sensitive and exploitable information.

Leveraging information from social networking sites as part of a
social engineering campaign is one of the simplest and most effec-
tive ways an attacker can lure their target to a malicious Web site.
For example, an attacker can use information gathered from a so-
cial networking site to create a target email that then lures a vic-
tim to a Web site that hosts malicious code. If the victim visits the
Web site, a Trojan, for example a key logger or a backdoor can be
installed and that begins ex-filtrating sensitive information back to
the attacker.

In 2010, attack tool kits continued to see widespread use. A typ-
ical tool kit today is built to allow the cyber criminal to monetize
infected machines in every way possible. For example, keystroke
loggers are a simple way to capture any password a user types in.
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Other Trojans can also steal email addresses found on the machine
as well as add additional malware.

Attack tool kits and their ability to update over the Web greatly
increase the speed with which new vulnerabilities are packaged,
exploited and spread. One of the most significant attack kits known
at the moment is the Zeus Trojan and is a favorite of cyber crimi-
nals due to its ease of use and low cost, about $400 in the under-
ground economy. It takes little to no technical knowledge to launch
this type of attack and it can be extremely profitable for cyber
criminals.

With the proliferation of smart phones and mobile devices, users
are increasingly downloading third party applications which is cre-
ating an opportunity for the installation of malicious applications.
In 2010, there was a 42 percent increase in the number of reported
new mobile operating system vulnerabilities and most mobile mali-
cious code is now designed to generate revenue. Therefore, there is
likely going to be more threats created for these devices as people
increasingly use them for sensitive transactions such as on-line
shopping and banking.

We have learned many lessons from today’s threat landscape and
while the sophistication level of attacks is increasing as is the po-
tential and real damage caused by such attacks, we need to turn
these lessons into action. In addition to the recommendations con-
tained in my written testimony, the following steps must be taken
in order to better protect critical systems from cyber attack.

First, develop and enforce IT policies and automate compliance
processes. Second, authenticate identities by leveraging solutions
that allow business to ensure only authorized personnel have ac-
cess to those systems. Third, secure end points, messaging and
Web environments. In addition, defending critical internal servers
and implementing the ability to backup and recover data need to
be top priorities.

Members of the committee, cybersecurity faces a constantly
evolving threat and there is no single solution to prevent attacks.
Attackers are getting smarter and more resourceful every day. Be-
cause of that, any solution must include the private sector’s exper-
tise and innovation. We must continue to be vigilant in protecting
our economy, our national security and our way of life.

Symantec applauds Congress for focusing much needed attention
on cybersecurity and we look forward to continuing this important
dialog. I will be happy to answer any questions you might have.

[The prepared statement of Mr. Turner follows:]
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INTRODUCTION

Chairman Chaffetz, Ranking Member Tierney, and Members of the Subcommittee, thank you for the
opportunity to appear before you today as the Committee considers cybersecurity and the current threat to
the United States.

My name is Dean Turner and | am the Director of the Global intelligence Network at Symantec Corporation.
My primary responsibilities include designing and delivering our security intelligence data feeds and
developing next generation security intelligence toolsets that provide greater visibility into the threat
landscape. | have co-authored and managed Symantec's Internet Security Threat Report which is a trusted
source of global research and analysis on cyber attack data gathered from the Global Intelligence Network

Symantec® is the world's information security leader with over 25 years of experience in developing Internet
security technology. Today we protect more people and businesses from more online threats than anyone in
the world. Our best-in-class Global intelligence Network allows us to capture worldwide security intelligence
data that gives our analysts an unparalleled view of the entire internet threat landscape including emerging
cyber attack trends, malicious code activity, phishing and spam. We maintain eleven Security Response
Centers globally and utilize over 240,000 attack sensors in more than 200 countries to track malicious activity
24 hours a day, 365 days a year. Inshort, if there is a class of threat on the Internet, Symantec knows about it.

In 2010, Symantec security technology blocked more than three biflion attacks on individual and enterprise
systems, In addition, we saw the threat landscape become exponentially more hazardous, with the discovery
of 14 new zero-day vulnerabilities, 163 new mobile vulnerabilities, 6,253 new vulnerabilities, and 286 million
new unique variants of malicious code. As an example of the magnitude of the threat, in the time it takes to
read this testimony, Symantec will block more than 365,000 attacks against our customers.

At Symantec, we are committed to assuring the security, availability, and integrity of our customers’
information. The protection of critical infrastructure is a top priority for us. We believe that critical
infrastructure protection is an essential element of a resilient and secure nation. From water systems to
computer networks, power grids to cellular phone towers, risks to critical infrastructure can result from a
complex combination of threats and hazards, including terrorist attacks, accidents, and natural disasters.

Symantec welcomes the opportunity to provide comments as the Committee continues its important efforts to
ensure that adequate policies and procedures are in place, both in the private sector and in the federal
government, to monitor and secure critical systems from cyber attack. in my testimony today, | will provide
the Committee with:

»  Symantec’s latest analysis of the evolving threat landscape as detailed in the Symantec internet
Security Threat Report Volume XVI {ISTR XVi};

* Anassessment of the real-world impacts of cyber attacks on business and individuals;

» Insights into the major challenges and vulnerabilities associated with securing new technologies; and

s Observations on how organizations can better secure these systems.

! Symantec is a global feader in providingsecurity, storage and systems management solutions to help consumers and
organizations secure and manage their information-driven world. Oursoftware and services protect against morerisks at
more points, more completely and efficiently, enabling confidence wherever information is used or stored. More
information is available at wwwsymantec.com,
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EVOLVING THREAT LANDSCAPE

In April 2011, we published the latest Symantec Internet Security Threat Report Volume XVI (ISTR XVIF, where
we observed significant changes to the threat landscape that existed in 2010. The volume and sophistication
of threat activity increased substantiaily, with Symantec identifying more than 286 million new threats last
year.

However, to understand the evolving threat landscape, we first should understand who is behind the vast
array of cyber attacks that we are seeing today. Attacks originate from a range of individuals and
organizations, with a wide variety of motivations and intended consequences. Attackers can include hackers
{both individual and organized gangs), cybercriminals (from petty operators to organized syndicates), cyber
spies {industrial and nation state), and “hacktivists” (with a specific political or social agenda). Consequences
can also take many forms: from stealing resources and information, to extorting money, to outright
destruction of information systems.

1t is also important to recognize that attackers have no boundaries when it comes to who their intended
victims are. All organizations and individuals are potential targets of those who seek to do harm. Corporate
enterprises are often the object of targeted attacks specifically to steal customer data and intellectual
property, but also to disrupt business processes and commerce. Small businesses are often less resilient and
the impacts of stolen bank accounts and business disruption can be catastrophic in a very short time frame.
End-users or consumers are confronted with the financial and disruptive impacts of identity theft, scams, and
system clean-ups, not to mention the lost productivity and frustration of restoring their accounts. Finally,
governments are most often the victims of cyber sabotage, cyber espionage, and hactivism, that can have
significant national security implications.

To develop the ISTR, Symantec analyzes data from the malicious code intelligence it gathers from more than
133 million client, server, and gateway systems that have deployed our antivirus products. Additionally,
Symantec’s distributed “honeypot” network collects data from around the globe, capturing previously unseen
threats and attacks that provide valuable insight into attacker methods. We also maintain one of the world’s
most comprehensive vulnerability databases, currently consisting of more than 40,000 recorded vulnerabilities
(spanning more than two decades) affecting more than 105,000 technologies from more than 14,000 vendors.

Spam and phishing data are captured through a variety of sources, including the Symantec Probe Network, a
system of more than 5 million decoy accounts, MessageLabs™ intelligence, a respected source of data and
analysis for messaging security issues, trends and statistics, as well as other Symantec technologies.

Data is collected in more than 86 countries around the globe. Over 8 billion email messages, as well

as over 1 billion Web requests are processed per day across 16 data centers. Symantec also gathers phishing
information through an extensive antifraud community of enterprises, security vendors, and more than 50
miflion consumers.

These resources give Symantec’s analysts unparalleled sources of data with which to identify, analyze, and
provide informed commentary on emerging trends in attacks, malicious code activity, phishing, and spam. The
result is the Symantec ISTR XV, in which we observed five key threat landscape trends in 2010.

1. Targeted attacks continue to evolve

The year 2010 was book-ended by two significant targeted attacks, including Hydragq {a.ka. Aurora) and
Stuxnet. While there were some major differences observed in these attacks such as scale, motivations and

? Symantec Intemet Security Threat Report XVI, April 2011. http://www.symantec.com/business/threatreport/index.jsp
3
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backgrounds of alleged attackers, they had one thing in common — their victims were specifically targeted and
compromised, even though many had implemented security measures.

Stuxnet was a game changer, exemplifying just how sophisticated and targeted threats are becoming. It
demonstrated the vulnerability of critical national infrastructure industrial control systems to attack through
widely used computer programs and technology. Stuxnet also served as a wake-up call to critical
infrastructure owners and operators around the world. 1t was the first publicly known threat to target
industrial control systems and grant hackers vital control of critical infrastructures such as power plants, dams
and chemical facilities.

Another type of targeted attack is known as “spear-phishing.” While the high-profile, targeted attacks that
received a high degree of media attention such as Stuxnet and Hydraq attempted to steal intellectuat property
or cause physical damage on a major scale, spear-phishing attacks simply prey on individuals for their personal
information. In 2010, for example, data breaches caused by hacking resulted in an average of over 260,000
identities exposed per breach—far more than any other cause. Breaches such as these can be especially
damaging for enterprises because they may contain sensitive data on customers as well as employees that
even an average attacker can sell on the underground economy.

2. Hide and seek {zero-day vulnerabilities and rootkits)

Though not aiways necessary to carry out effective targeted attacks, zero-day vulnerabilities often play a role.
A zero-day vulnerability is one for which there is sufficient public evide nce to indicate the vulnerability has
been exploited in the wild prior to being publicly known. (n 2010, Symantec observed 14 new zero-day
vulnerabilities, an increase from 12 in 2009. Stuxnet is a notorious example, as it used an unprecedented four
of these zero-day vulnerabilities. Of course, all vulnerabilities can pose a risk. Symantec documented a total of
6,253 new vulnerabilities in 2010, a 30 percent increase over 2009 and more than in any previous reporting
period. The number of new vendors affected by vulnerabilities also increased to 1,914, a 161 percent increase
over 2009.

Attackers also leveraged rootkits to evade detection, allowing the threat to remain running on a compromised
computer longer, and thereby increasing the potential harm it can do. A rootkit is a collection of tools that
allow an attacker to hide traces of a computer compromise from the operating system and, by extension, the
user. They use hooks into the operating system to prevent files and processes from being displayed and
prevent events from being logged. For example, if a Trojan {malicious software programs that masquerade as
benign applications or files), or a backdoor is detected on a computer, the victim may take steps to limit the
damage, such as changing online banking passwords and canceling credit cards. However, if the threat goes
undetected for an extended period, this not only increases the possibility of theft of confidential information,
it also gives the attacker more time to capitalize on this information.

3. Social networking +social engineering = compromise

Sacial networks continue to be a security concern for organizations, as government agencies and companies
struggle to find a satisfactory compromise between leveraging the advantages of social networking, and
limiting the dangers posed by the increased exposure of potentially sensitive and exploitable information.
Malicious code that uses social networking sites to propagate remains a significant concern. Dumpster diving
for paper-based personally identifiable information has now given way to the riches of social networking sites
where individuals and organizations readily post their most sensitive information.
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Attackers can gather other information from social networking sites that can indirectly be used in attacks on an
enterprise. For example, an employee may post details about changes to the company’s internal software or
hardware profile that may give an attacker insight into which technologies to target in an attack All it takes is
a single negligent user or unpatched computer in the employee’s list of friends to give attackers a beachhead
into the organization from which to mount additional attacks on the enterprise -- from within, often using the
credentials of the compromised employee.

Anocther one of the chief concerns is the popularity of shortened URLs, Attackers are increasingly using
shortened URLs because they can obscure the actual destination of the link from the user. Potential victims
are unable to quickly determine where the URL will send them, leaving them more vulnerable to a phishing
scam or malware infection. A favorite method used to spread an attack from a compromised social
networking profile is to post links to malicious websites from that profile, so that the links appear in the news
feeds of the victim’s friends. During a three-month period in 2010, nearly two-thirds of malicious links in news
feeds observed by Symantec used shortened URLs.

As more people join social networking sites and the sophistication of these sites grows, it is likely that
increasingly complex attacks will be perpetrated through them. Users should ensure that they monitor the
security settings of their profiles on these sites as often as possible, especially because many settings are
automatically set to share extensive, potentially exploitable information.

4. Attack kits get a caffeine boost

While targeted attacks are focused on compromising specific organizations or individuals, attack toolkits
attempt to exploit anyone unfortunate enough to visit 2 compromised website. 1n 2010, attack tootkits
continued to see widespread use with the addition of new tactics. A typical toolkit today is built to allow the
criminal to monetize infected machines in every way possible, Not only can it record everything a user types
on a system (keystroke loggers are a simple way to capture any password a user types in), but it can also steal
email addresses found on the machine {to sell to spammers or to attack other users) and add additional
malware to the machine at any time {remote access allows the criminal to download and execute any file they
want).

Web attack toolkits are similar to “off the shelf” products that automatically create obfuscated htmi code
containing exploits. They are user-interface driven and can even collect stats on how many users have been
infected by their “product.” The organized nature of attack toolkits and their ability to seif update over the
Web, greatly increase the speed at which new vulnerabilities are exploited and spread.

One of the most significant attack kits, known as the Zeus Trojan, is a favorite of cybercriminals, due to its
ease of use and low cost {about $400) in the underground economy. It takes little to no technical knowledge to
launch this attack, and it can be extremely profitable for cybercriminals. Several gangs using Zeus have been
charged with theft in the millions of dollars.

We are also seeing an increase in the prevalence of “shot gun attacks,” whereby web attack kits make it easy
to blast many different attack vectors at once. Today it is not unusual to see single attacks that target tens - if
not hundreds - of different weaknesses in a user’s defenses, increasing the chances for success.

Globally, the number of Web-based attacks per day increased by 93 percent in 2010 compared to 2009, Since
two-thirds of al Web-based threat activity observed by Symantec is directly attributed to attack kits, these kits
are likely responsible for a large part of this increase.
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5. Mobile threats ncrease

As more users download and install third-party applications for mobile devices, the opportunity for installing
malicious applications is also increasing. Most malicious codes now are designed to generate revenue. Hence,
there will likely be more threats created for these devices as people increasingly use them for sensitive
transactions such as online shopping and banking. Trojans that steal data from mobile devices, and phishing
attacks, will likely be some of the first of these threats to arrive.

in a sign that the mobile space is starting togarner more attention from both security researchers and
cybercriminals globally, there was a 42 percent increase in the number of reported new mobile operating
system vulnerabilities, from 115 in 2009 to 163 in 2010.

Currently, the majority of malicious code for mobile devices is in the form of Trojans that pose as legitimate
applications. These applications are uploaded to mobile application marketplaces where users download and
install them. In some cases, attackers may take a popular legitimate application and add additional code to it.
On the horizon, we also are seeing proofs of concept for stealing information off mobile memory cards and the
running of botnets on mobile devices.

REAL-WORLD IMPACTS

Symantec has conducted a number of recent studies and surveys to look more closely at the real-world
impacts that today's cyber threats have on critical infrastructures, corporate enterprises, small businesses and
consumers. A number of these findings are highlighted below.

¢ Norton Cybercrime Report 2010: Human Impact

In 2010, Norton, the consumer division of Symantec, conducted a groundbreaking globat study exposing the
alarming extent of cybercrime and the feelings of powerlessness and lack of justice felt by its victims, The
Norton Cybercrime Report 2010: Human Impact *study included more than 7,000 aduits from 14 countries.

The study revealed that 65 percent of adults worldwide report being a victim of cybercrime, and most of those
surveyed expect to be scammed or defrauded online at some point, with less than one in 10 people saying
they feel ‘very’ safe online. In addition, 79 percent do not expect cybercriminals to be brought to justice,
indicating a growing prevalence of fear and trepidation associated with Internet usage, along with a general
theme of powerlessness. Further, the study showed that most victims take an average of 28 days, at an
average cost of $334 to resolve a cybercrime attack.

* Symantec Consumerization of IT from the End User’s Perspective Survey

The Symantec Consumerization of IT from the End User’s Perspective Survey * revealed that the number of
employee-owned endpoints is growing. The growing uptake of smartphones and tablets, and their increasing
connectivity and capability, has resulted in a rise in the number of users downloading and installing third-party
applications for these devices. This in turn increases users’ security risk exposure of installing malicious
applications, In fact, the same study revealed that 52 percent of respondents felt that employee-owned
endpoints somewhat compromise security and increase data loss threats. While employers are

* Norton Cybercrime Report 2010: Human Impact. www.norton.com/cybercrimereport
* Symantec Consumerization of IT from the End User’s Perspective Survey, May 2011.

htto//www symantec.com/connect/blogs/s urvey-results -consumerizationdtend-users-perspective-2
3
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communicating mobile device security policies and/or best practices, they are primarily dealing with the loss or
theft of devices, with malicious apps still taking a backseat, leaving the employer’s and the employee’s
information vulnerable.

Companies must not underestimate the impact of data breach as a result of the consumerization of IT and
mobility of employees. This creates security gaps in business processes, increasing the likelihood and extent of
data loss threats. Accordingly, there is an urgent need for companies to address these issues and take action
to reduce the level of security and data loss risks to which they are exposed. Enterprises need to understand
what and how endpoints are being used in their organizations, identify where and how their sensitive data is
being stored and accessed, and establish criteria and data security policies to manage, govern and enforce
compliance across the corporation.

*  Symantec 2011 Small & Mid-sized Business Disaster Preparedness Survey

The global threat landscape underscores the need for small and mid-sized businesses (SMBs) to evaluate their
current security policies to ensure they are prepared for today’s risks. inJanuary 2011, Symantec released the
Small and Mid-sized Business Disaster Preparedness Survey® in which we found that SMBs are still not taking
disaster preparedness seriously when it comes to their IT systems. Half of the SM8s we surveyed said they do
not have a plan, 52 percent do not think that computer systems are critical to their business, and 40 percent
say data protection is not a priority.

According to the study, 65 percent live in areas prone to disasters, and in the past year, SMBs experienced an
average of six IT outages. [f SMBs aren’t prepared for that risk, the impact of a potential disaster, whether
natural or manmade, can be expensive., AniT outage costs SMBs an average of $12,500 per day if their
computers are down, not including its effect on their customers {which averaged $10,000 per day). in fact, 54
percent of SMB customers switched SMB vendors due to unreliable computing systems, and 29 percent of
customers indicated that they lost “some” or “a lot” of important data such as credit card information, patient
records, or other financial information,

* Symantec 2010 Critical Infrastructure Protection Survey

Our nation’s critical information infrastructure is characterized as including businesses and industries whose
importance is such that if their cyber networks were successfully breached and disabled, it could result ina
threat to national security. The vast majority of the nation’s critical infrastructure is owned and operated by
the private sector. In August 2010, Symantec commissioned a Critical Infrastructure Protection {CIP) Survey to
assess the level of attacks against and the readiness of owners and operators. The survey included 1,580
enterprises in 15 countries worldwide, with companies ranging from 10 employees to more than 10,000. The
median company size was between 1,000 and 2,499 employees. We focused on six key critical infrastructure
segments: Energy, Banking and Finance, Communications, Information Technology, Healthcare, and
Emergency Services.

We discovered that the threat of such attacks is real and organizations will continue to be at risk of being
targeted by specific attacks. Symantec’s 2010 CIP Survey ®included the following highlights:

s Symantec Small & Mid-sized Business Disaster Preparedness Survey, Janua v 2011,

r facebook marketw«re linkedin 2011Jan worldwide dpsuryey

* Symantec Critical Infrastructure Protection Survey, September 2010.
http://www symantec.com/content/en/us/about/presskits SSymantec 2010 CP_Study Global Data.pdf
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» Critical infrastructure providers are being attacked. Fifty-three percent of companies suspected
experiencing an attack waged with a specific goal in mind. Of those hit, the typical company reported
being attacked 10 times in the past five years. Forty-eight percent expect attacks in the next year and 80
percent believe the frequency of such attacks is increasing.

*  Attacks are effective and costly. Respondents estimated that three in five attacks were somewhat to
extremely effective. The average cost of these attacks was $850,000.

* industryis willing to partner with government on CiP. Nearly all of the companies (90 percent) said they
have engaged with their government’s CiP program, with 56 percent being significantly or completely
engaged. In addition, two-thirds have positive attitudes about programs and are somewhat to completely
willing to cooperate with their government on CiP.

* Room for readiness improvement. Only one-third of critical infrastructure providers feel extremely
prepared against all types of attacks and 31 percent felt less than somewhat prepared. Respondents cited
security training, awareness and comprehension of threats by executive management, endpoint security
measures, security response, and security audits as the safeguards that needed the most improvement.

NEW TECHNOLOGIES = NEW RISKS & REWARDS

Virtualization and cloud computing promise the next wave of technological evolution in the way we manage
desktops as well as data centers. However, with rapid adoption of new technologies come new risks. As
highlighted in the Symantec ISTR XVI, the increased use and relative simplicity and effectiveness of attack kits
has contributed to their increased use in cybercrimes — these kits are now being used in the majority of
malicious Internet attacks, This new trend has attracted traditiona! criminals who would otherwise lack the
technical expertise in cybercrime, fuelling a self-sustaining, profitable, and increasingly organized global
underground economy. Cybercriminals who are financially motivated are now able to easily launch malware
anytime and anywhere, stealing confidential information such as customer credit card information or
intellectua! property, from enterprises or end-users, Existing technological solutions suggest that detection
capability of these targeted attacks would be a lot more effective on the cloud than on the desktop,

With 80 percent of respondents globally planning to use cloud computing much more intensively two years
from now, {according to a survey conducted by the Ponemon Institute for Symantec’), the cloud’s growing
popularity will increase the risk of being targeted by cybercriminals. However, despite widespread interest
and benefits in adopting cloud computing technologies, many organizations are still ‘flying blind” with respect
to making them secure, potentially putting their business operations, company data and customer information
at risk. Most organizations lack the procedures, policies and tools to ensure that sensitive information they
put in the cloud remains secure. In fact, the same study revealed that only 27 percent of respondents said
their organizations have procedures for approving cloud applications that use sensitive or confidential
information.

? Ponemon Institute, Flying Blind in the Cloud: The State of Information Governance, April 2010,
htp://eval symantec.com/mktginfo/enterprise/white_papers/b-ponemon_institute fving blind in the cloud WP.en-
us.pdf




43

These findings indicate the need for IT managers to be more involved in the deployment of cloud computing
services within their organizations. At Symantec, we believe the success of the cloud computing model hinges
on the level of trust and confidence between service providers and service consumers. Vendors and service
providers that can successfully address the security, compliance and privacy chalienges will be the winnersin
the era of cloud computing. '

If cloud security is appropriately implemented, there is an array of benefits to be gained, from efficiency to
improved and more rapid protections. Security benefits include:

e Increased visibility because it is possible to more easily identify attacks and suspicious behavior where data
from multiple sources is aggregated together.

o Scaling advantages as large cloud providers can invest in sophisticated monitoring and dedicated security
personnel that are shared across a customer base where any single customer may not be able justify the
cost. The same advantages exist for a cloud provider investing in multiple data centers and connectivity
for redundancy.

* Should an issue be detected in a cloud environment that affects one single customer, the issue can be fixed
once and the protection is shared across the entire customer base, even if they are not {yet) exposed to
the new threat.

e The existence of a cloud layer provides for an additional layer of defense, thereby increasing the strategic
depth of the defender and the layers of security that the attacker needs to successfully penetrate.

However, over and above providing hosted security services, it is critical for organizations to view and manage
their security environment in a holistic manner — both on-premises and in the cloud. interoperability between
on-premise security tools and cloud-based tools is critical. These entities must work together to maximize the
security benefits that they both bring.

To ensure the security and success of cloud computing, Symantec sees the critical need for security to evolve
in the following areas:

» Ensure that policies and procedures clearly state the importance of protecting sensitive information stored
in the cloud. The policy should outline what information is considered sensitive and proprietary.

e Organizations should adopt an information governance approach that includes tools and procedures for
classifying their information and understanding risk so that policies can be put in place that specify which
cloud-based services and applications are appropriate and which are not.

* Evaluate the security posture of third parties before sharing confidential or sensitive information. As part
of the process, corporate IT and/or information security experts should conduct a thorough review and
audit of the vendor’s security qualifications.

*  Prior to deploying cloud technology, organizations should formally train employees on how to mitigate the
security risks specific to the new technology to make sure sensitive and confidential information is
protected.

In other words, when discussing threat protection, especially technological threats, one needs to remember
that the world is changing rapidly, therefore the technology and security has to keep up. The strive for security
is very much a moving target and we must continue to stay ahead of the curve to protect our data and our
networks.
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PROTECTING NETWORKS AGAINST THREATS & PREVENTING DATA LOSS

Deployment and management of an anti-malware solution is the first step in network protection. But this
solution alone does not provision the entire security landscape. You must also be constantly watching out for
and monitoring vendor security notifications and alerts, and apply needed patches or workarounds as soon as
possible. Ensuring that users are kept up to date through a security education and awareness program is vital
to keeping networks secure. Last, but not least, know your assets, identify your perimeter of secure
operations, and maintain a high level of situational awareness to ensure you are aware of, and can respond to,
incidents in a timely manner for the sake of operational survival.

In light of the current key threat trends, and recent high-profile cases such as WikiLeaks and other data
breaches, it has also become critical for all organizations to establish and implement a sustainable data loss
prevention (DLP) program that effectively addresses evolving risk factors. A comprehensive, long- term,
sustainable DLP program is based on the following principles:

¢ Threatcoverage: Information must be protected wherever it resides, whether at-rest, in-motion or in-use.
This requires control points at multiple tiers {i.e. endpoint, gateway, network, back-end databases).
Further enhanced compatibility with a cloud environment and We b 2.0 sites provides a more transparent
Web experience for end-users that seamlessly prevents data exposure.

s Data insight: DLP should help enterprises identify their most critical information and enable simplified
data clean-up and remediation through automated data owner identification. Besides continuous
monitoring and auditing of data usage DLP needs to ensure adherence with corporate policies and
regulatory compliance.

* Business Process Integration: DLP must be incorporated into an organization’s overall business process so
that it is viewed as a business necessity, aligned with strategic goals, compliance requirements and risk
management.

* Risk Reduction Measurement: Enterprises should define achievable and measurable goals and then
regularly review progress against them and hold business leaders accountable for meeting them.

* ldentify critical information and simplify remediation: Effective DLP solutions should include a unified
platform that allows customers to create policies once, and enforce them everywhere to prevent
confidential data loss across endpoint, network and storage systems. Integrated DLP technology helps
enterprises align their information assets to business goals by simplifying the remediation of exposed
critical data.

To reduce the risk of data breaches, organizations require a clear understanding about where their sensitive
data resides and how it is being used. With this insight, organizations will be better placed to identify gaps in
their strategy, better equipped to define their requirements, and better prepared to implement a data
governance plan that will reduce their risk posture.

ENSURING RESILIENCY AGAINST CYBER ATTACKS

We have learned many lessons from Stuxnet and other recent attacks. While the sophistication level of
attacks is increasing, as is the potential and real damage caused by such attacks, we must turn these lessons
into action. Symantec recommends the following steps be taken in order to better protect critical systems
from cyber attack:

e Develop and enforceIT policies and automate compliance processes. By prioritizing risks and defining
policies that span across all locations, organizations can enforce policies through built-in automation and
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workflow and not only identify threats but remediate incidents as they occur or anticipate them before
they happen.

e Protect information proactively by taking an information-centric approach. Taking a content-aware
approach to protecting information is key in knowing who owns the information, where sensitive
information resides, who has access, and how to protect it as it is coming in or leaving your organization.
Utilize encryption to secure sensitive information and prohibit access by unauthorized individuals,

e Authenticate identities by leveraging solutions that allow businesses to ensure only authorized personnel
have access to systems. Authentication also enables organizations te protect public facing assets by
ensuring the true identity of a device, system, or application is authentic. This prevents individuals from
accidentally disclosing credentials to an attack site and from attaching unauthorized devices to the
infrastructure.

s Manage systems by implementing secure operating environments, distributing and enforcing patch levels,
automating processes to streamline efficiency, and monitoring and reporting on system status.

* Protect the infrastructure by securing endpoints, messaging and Web environments. In addition,
defending critical internal servers and implementing the ability to back up and recover data should be
priorities. Organizations also need the visibility and security intelligence to respond to threats rapidly.

* Ensure 24x7 availability. Organizations should implement testing methods that are non-disruptive and
they can reduce complexity by automating failover. Virtual environments should be treated the same asa
physical environment, showing the need for organizations to adopt more cross-platform and cross-
environment tools, or standardize on fewer platforms.

+ Develop an information management strategy that includes an information retention plan and policies.
Organizations need to stop using backup for archiving, implement de-duplication everywhere to free up
resources, use a full-featured archive system and deploy data loss prevention technologies.

Cybercrime is an ever-evolving threat, and there is no single solution to prevent attacks. Bad actors are getting
smarter and more resourceful every day and we must continue to be vigilant to protect our economy, our
national security, and our way of life. Symantec applauds Congress and the Administration for focusing much
needed attention on this serious issue and making it a high priority, and we look forward to continuing the
important dialog around cybersecurity legislation.

Symantec would like to thank the Committee for the opportunity to testify today. We remain committed to

continuing to work in coordination with Congress, the Administration, our industry partners and customers,
and the public to secure the nation's infrastructure from cyber attack.

11
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Mr. CHAFFETZ. Thank you.

We will now start the questioning. I am going to recognize myself
for 5 minutes—maybe even a little bit longer than that.

I appreciate all the expertise and routinely what we hear is the
threat, the threat, the threat, it is happening and we are quanti-
fying something at $86 billion and perhaps beyond. I do think there
are probably a number of companies that would be embarrassed to
allow it out there that there was some sort of security breach.

We are constantly told that it is consumers and shoppers, that
it is safe and secure to type in our critical information, our per-
sonal information just because it has that little lock on there. What
should the average person in Topeka, Kansas be thinking about
when they go type in, how do you really tell if it is secure or not
and can you ever? Do you want to take a stab at that, Mr. Bond.

Mr. BonD. I will take a first stab at it, Mr. Chairman. I think
I would urge consumers to do what a national education campaign
has urged which is stop, think and connect. Many of these newly
designed threats that come in and pose as something they are not,
trying to get you to either give information or simply click on a
bogus connection which very often can be understood, gleaned or
perceived as a threat by simply stopping and thinking through,
wait a minute, is this really coming from the company or an entity
that it purports to be.

This links to issues about short address names and other things
that are part of the challenge right now, but I do think that a pub-
lic education campaign that tells people to stop and think before
they connect can have measurable impact. That is a beginning
point.

Mr. Chaffetz. Certainly the success of Twitter and Facebook and
particular networks has become immense globally. Mr. Lewis, what
sort of threat or danger to young people, old people, people who
participate on those types of social networks exists? How secure, if
at all, is the information that is provided?

Mr. BoND. The intent with information is to be public, so it is
easily collected. We know there have been many problems in the
past. One of them, my favorite in some ways, is the fact that people
will often use their pet’s name or birthplace as their password and
then they will list it on the Web site, so we have seen many, many
incidences where guessing the password on these sites isn’t that
difficult.

We are a treasure trove for cyber criminals because you can har-
vest all kinds of data that will give you hints on passwords, em-
ployment, where you bank is, so they have become kind of unman-
ageable problems. There is little the companies can do about that.
I don’t want to blame Twitter or Facebook or any of them. People
choose to put their information up there and they haven’t thought
enough, as you heard from Phil, about what the implications are.
If you are going to have a Facebook account, don’t use your dog’s
name as the password.

Mr. Chaffetz. Mr. McGurk, I would like to learn a bit more about
the differences or perhaps the similarities between cyber attacks
from domestic and international sources. Are there distinguishable
differences or motives between the domestic and the international
actors?
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Mr. McGURK. In the Department, as I mentioned earlier during
my testimony, we are focused more on the risk mitigation strategy,
so when we look in the national infrastructure protection plan, at
the definition of risk, we identified as threat, vulnerability and con-
sequence. The Department takes an all hazards approach.

The challenge there is identifying where the threat actors are
originating. That is a part of it but from our standpoint, from the
mitigation standpoint, in protecting the networks, restoring serv-
ices and recovery, the actual source is not as important as the vul-
nerability and the consequence of those vulnerabilities. That is
really where the Department focuses most of its attention and how
to provide actionable intelligence to the asset owners and operators
to prevent further escalation of the consequences of the breach.

Mr. CHAFFETZ. How far and wide are you doing that? You are
doing that, I would assume, with the national interest, the Federal
assets that we have. What about the private sector? How involved
do you get with them? There is obviously Microsoft, Goggle and
Yahoo in the world, but there are also your medium level guys.
How interactive are you, can you possibly be where there will be
virtually every single entity you could possibly think of?

Mr. McGURK. One of the areas we focus on in NCCIC is our as-
sist and assess mission where we actually send incident response
teams and assessment teams out into the field. We have gone to
companies of only seven employees that were experiencing cyber in-
trusion to Fortune 10 companies, working with them to not only
identify what the risk is but to mitigate that risk in their cyber en-
vironments.

On average, a week does not go by where I do not have a team
in the field working with the private sector to address those cyber
vulnerabilities and to mitigate those risks.

Mr. CHAFFETZ. What percentage of the companies can you pos-
sibly get to?

Mr. McGURK. Again, to date, we have been able to conduct 75
risk assessments over this past year. We have not had the oppor-
tunity or the requirement to turn anyone away. It is completely
voluntary. Part of the challenge is when a risk, threat or intrusion
is identified to the Department, we will respond in kind with a
team of cybersecurity experts to assist in restoring services. Again,
that is a matter of the request coming from industry.

Mr. CHAFFETZ. Yes, Mr. Bond?

Mr. BoND. I want to observe here that this is where the power
of the network can be tremendously valuable. DHS does not to
physically go out and talk to every company. We do need timely,
actionable sharing of information so that the network, led by great
vendors like Symantec and others, and then proliferate and spread
that word to address whatever the vulnerability is at the earliest
possible stage as soon as we know about the threat.

You will uncover, through the committee’s efforts and hearings,
that there are information sharing challenges between the govern-
ment and private sector, between the private sector and the private
sector.

Mr. CHAFFETZ. Thank you. My time has expired. I will now rec-
ognize Mr. Tierney for 5 minutes or whatever he would like.
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Mr. TIERNEY. I am trying to work out something in my mind that
Mr. Bond got me thinking about as he was talking, about who is
responsible for what, liability protections, incentives and all of that.

I understand with respect to our national security concerns and
homeland protection, being a part of that, that the government sys-
tems, we have the responsibility, we have to take care of it and
move on from that, but in terms of the private sector, when you
are not doing business with the government, why isn’t that on you?
Why isn’t it on you to make sure that your systems are protected?

I see Mr. McGurk has teams running all over the place doing
what I would have thought was your job, making sure you are safe,
making sure nobody can get into your system, making sure con-
sumer information is protected. If you don’t do a good job of that,
I suspect people aren’t going to buy your product or utilize your
services. I don’t know why we have to give you incentives and I
don’t know why you wouldn’t be held liable if you make a mess of
it.

Mr. BOND. It is an important observation because we believe
market forces are primary to shaping good behavior and we see
that time and again. However, let me try to give you an example.

If a small community is targeted, say the bank in that commu-
nity is targeted because they want to get personal information or
financial information because there may be a lot of DOD workers
in that community, the Federal Government says, gee, that small
community bank has somehow been breached and we need you to
go off line for a minute to help figure this out and because it is a
serious threat.

Mr. TIERNEY. Let me back up. The government didn’t supply that
system to that bank?

Mr. BoND. No.

Mr. TIERNEY. If it is breached, let’s say there aren’t any govern-
ment workers in that area?

Mr. BoND. That is not the point of liability. For their inability
to provide a secure system, there are going to be questions about
a community bank in the future, but while they are down because
of a government request or demand and Farmer McDonald doesn’t
get his loan or loses the farm, is the bank liable because they went
down at the government request?

Mr. TIERNEY. Forget the bank, the bank didn’t put the system in,
they bought it from somebody and paid for the service of installing
it. If it goes down, whether it goes down because somebody
breached it, the government suggests they go down or whatever, it
is still their fault and their problem. Why wouldn’t all the responsi-
bility and obligation lie with them, not lie with the government in
protecting national security? We don’t assess the government every
time they come in and protect us, but the people who go out and
sell to a bank in a community, that they are going to give them
a system that is safe and secure, why doesn’t the buck stop there?

Mr. BoND. I am trying to make a distinction that I think is legiti-
mate. When the government says, based on what we know, you
should do this or we require you to do this and you do that, any
liability that stems from that step should be protected because you
are doing something in accord with policy or government request.
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Mr. TIERNEY. You wouldn’t do it on your own is what you are
saying, look and see what happened, figure you have to put in
those safeguards of your own volition?

Mr. BoND. You would and I am failing to communicate.

Mr. TIERNEY. No, you are not. I am just failing to accept your
premise. It is not that you are failing to communicate. For what-
ever reason you have to do something, it seems a customer would
want you to do and expect you to do, I don’t understand the shift-
ing of responsibility and obligation.

Mr. BoOND. If it is an action taken at government requirement or
policy, I don’t think it is the government’s intent to make a com-
pany liable for obeying the law.

Mr. TIERNEY. Let us take your example, which I thought was the
most favorable position you could take for yourself. A lot of people
work in the government, Department of Defense or something, liv-
ing in a particular neighborhood doing business with a credit union
or a bank and the system someone in private industry installed
was secure, goes down and there is a breach, you are telling me
if the government tells you to shut it down, or the government tells
you how to bring it up safely, you wouldn’t come across that on
your own and if you didn’t come across that, the government had
to take action, therefore you shouldn’t be responsible for anything
that results from you taking those steps.

One of two things can happen. You are going to try to resolve it
yourself or somebody is going to have to suggest to protect the con-
sumers and the community that it is going to be done, then you
say if I do it the way they say do it, because I wouldn’t do it on
my own, then I am going to be shielded the responsibility or liabil-
ity. Is that your position?

Mr. BonD. No, but I appreciate your framing it for me. What I
am trying to underscore is that when there is a policy or something
in place that has a requirement to it that there not be liability at-
tached to it being the requirement. I could think of a lot of different
examples but if you are adhering to the rules and best practices,
and something about that policy causes harm as a response, that
llosl something you are obeying policy on and you should not be lia-

e.

Mr. TiERNEY. How do we ever get best policies to keep getting
better if you never have an incentive to do it because you are cov-
ered—the threshold thing that is in place at a given time?

Mr. BOND. I could reverse it and say why would you ever obey
th? §0vernment rule if you also not protected when obeying that
rule’

Mr. TIERNEY. Maybe we don’t have a government rule. Maybe we
just leave you out there to the market, so when you go down and
that community goes down or whatever, then you are on your own.
Would that be something you want, no consumer protections, no
government regulations, would that make you happier?

Mr. BoOND. I am taking your earlier point that market forces real-
ly do matter, but I am trying to make the point that if we pass
rules and companies obey those rules, that should not usher in
some liability because you obeyed the rule.

Mr. TIERNEY. I am not trying to be contentious with you, I am
trying to get to the bottom. I think it is an interesting question to
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ask, but there be no government regulations in this area. Mr.
Bond, go ahead.

Mr. BoND. I am not advocating that. I think there are already
some regulations in place, certainly around the government sys-
tems and how they interact with private sector systems, contrac-
tors and others.

Mr. TIERNEY. Other than that, should there be any government
regulations on your provision of systems to private entities at all
or should it just be totally unregulated?

Mr. BonD. I think that is a good question we should look at,
what is the use of standards, what is the use of industry best prac-
tices and other things that government and the private sector are
coming up with together and that any regulatory steps should be
taken very carefully with all the expertise of the different players
in the room.

I am not here to draw any kind of line in the sand, I am here
to say that you need technical experts like Mr. Turner and others
in the room to understand what the implications in an inter-
connected world.

Mr. TURNER. Just to add to that, I think it is important when
we are discussing liability, we acknowledge the fact that it is in-
credibly difficult to pin where that liability sets. There is no such
thing as a 100 percent secure, fool proof piece of software. It
d%)?sfn’t exist out there, I am sorry to say. Vulnerabilities are a fact
of life.

Mr. TIERNEY. But there was never a 100 percent secure train ei-
ther, but at some point liability went to the locomotive company be-
cause technology had advanced to the point where they were the
ones to be held responsible for anything.

Mr. TURNER. I understand but when you are asking to assess li-
ability on a particular focal point, whether that be the Federal Gov-
ernment, the private sector or the vendor, we have to deal with
something called the law of unintended consequences. It is vir-
tually impossible for us, as an industry or anybody, to be able to
test with 100 percent certainty how that particular product, soft-
ware or service is going to be used in that situation.

Mr. TIERNEY. A product liability system has never gone on 100
percent certainty, who is responsible and then people make a deci-
sion about what is reasonable. I was trying to figure out whether
it is reasonable to leave it all to the industry to set the standards
and suffer whatever consequences or obligations there might be or
is there some advocacy here that the government should, on behalf
of the consumer, whoever that might be, a business or an indi-
vidual, set some standards for compliance and I haven’t figured out
whether you are for or against yet.

Mr. TURNER. I suspect you will find that the answer lies some-
where in the middle, that it is again the public/private partnership.

Mr. LEwis. Can I add something, Mr. Chairman, because it is an
interesting line of questioning. There is a point we might want to
put out in the open and I think if you would use your experience
and the experience of other committee members with the intel-
ligence community, you would be able to confirm this, but there is
no such thing as a secure, unclassified system. I have been told by
senior intelligence officials that they have never seen an unclassi-
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fied system that has not been penetrated. We are dealing with a
problem where anyone can get in. The solution to that is not a
technological solution.

Yes, over time, our technologies will get better and that will
squeeze out the low end threat, so the high school kid who used
to be able to break in in a couple of hours now he might have to
spend a little more time. I think that is why a lot of us are in favor
of a comprehensive approach. You need to have law enforcement
cooperation with other countries. You need to have strong military
forces to deter potential opponents. You need to work with the
service providers to get them to help consumers and you do need
some kind of what we are calling now risk-based standards run
through the government that would impose some requirements on
at least critical infrastructure companies.

If we can get a package together, we can deal with the problem,
but no single part will solve this very damaging situation.

Mr. TIERNEY. I guess what I am taking from that is you don’t
feel you can do your optimum job without the assistance of the gov-
ernment in some respect, is that fair to say? You are all talking
about partnerships. I am guessing what the industry is saying is
we can’t do this right without government assistance at some level.

Mr. BoND. I think I would say that we absolutely need and wel-
come government involvement around the critical infrastructure
and as they do that, we want to make sure experts are in the room
because these are very complicated and interconnected issues. That
is simply it.

Mr. CHAFFETZ. Mr. McGurk, as we talk about the threat, where
do you see the biggest threats outside of the domestic United
States? What are the biggest threats? Where do you see them com-
ing from?

Mr. McGURK. Again, focusing on the total consequence and vul-
nerability aspect, the threat actors range in sophistication and ca-
pability from nation state-sponsored through criminal activity
down to a hactivist, entirely into what we call the script kiddie en-
vironment.

Mr. CHAFFETZ. How many nations are attacking this country on
the cybersecurity front, how many nation actors?

Mr. McGURK. The challenge with that was the point made ear-
lier by some of the members of attribution. It is very difficult to
positively attribute known activity. Even if I were to say an IP ad-
dress or the source address originated in a particular country or a
particular area, that may not be actual actor, so the attribution
piece is very difficult.

Mr. CHAFFETZ. I recognize that it is difficult, but you have some
number that you have assessed, at least I hope you do. What is
that number, how many countries?

Mr. McGURK. I would actually defer that to the intelligence com-
munity representatives in another forum. I wouldn’t be able to
comment on that here today.

Mr. CHAFFETZ. What is the consequence for somebody who is at-
tacking us on the cybersecurity front? Is there anything we can do
or have done? Is there any instance where we have actually said,
Country X, you have been doing this and this is the consequence?
Is there any consequence to that?
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Mr. McGURK. To my knowledge, I am not familiar with any offi-
cial demarche that has ever been issued or ever been delivered to
a particular nation state associated with malicious cyber activity.

Mr. CHAFFETZ. How often are we getting attacked from nation
states—daily, hourly?

Mr. McGURK. There are hourly cyber attacks. Whether they
originate and are state-sponsored or if they just originate from IP
addresses that are being spoofed as far as the location, if they are
criminal activity or if they are independent activists that are oper-
ating under the protection of a nation state.

Mr. CHAFFETZ. Let us pretend we have a nation state that says
yes, what is the consequence? What do we do?

Mr. McGURK. Not necessarily dealing in hypotheticals, but look-
ing at the consequence analysis that the Department conducts as-
sociated with cyber physical systems, one of the demonstrations we
conducted in 2007 was known as the Aurora Experiment where we
demonstrated the capability of taking digital protective circuits and
physically destroying large pieces of rotating equipment. This type
of equipment has years to repair or replace.

Mr. CHAFFETZ. That is cool, I like hearing that. What else can
we do?

Mr. McGURK. Subsequently, we recognize we have to apply a de-
fense in-depth strategy.

Mr. CHAFFETZ. I hope we are doing that.

Mr. MCGURK. Yes, sir. In many of these cases, these legacy-based
systems are 10, 20 or 30 years old, so subsequently we can’t bolt
on a new application so we either need to enclave these pieces of
equipment in a secure environment or mitigate the risk associated
with operating those systems in a connected world.

The comment was made earlier about separating networks and
never finding a secure network. In our experience, in conducting
hundreds of vulnerability assessments in the private sector, in no
case have we ever found the operations network, the SCADA sys-
tem or energy management system separated from the Enterprise
network. On average, we see 11 direct connections between those
networks and in some extreme cases, we have identified up to 250
connections between the actual producing network and the enter-
prise environment. That is one of the challenges we have, as I men-
tioned earlier, in actually securing these networks and under-
standing the consequences associated with the vulnerabilities and
not just the threat actors.

Mr. CHAFFETZ. That doesn’t give us much confidence, but it is re-
ality. That is what we are after here.

If T went down the row here, what do you all see as the
singlemost, significant weakness in the system right now? I will
start with you, Mr. Bond, and then we will loop around and get to
you, Mr. McGurk.

Mr. BoND. I would probably identify better information sharing
coming between the government and the private sector. I don’t
think we are sometimes free to discuss the threats we see so that
we can respond quickly.

Mr. CHAFFETZ. Mr. Lewis.

Mr. LEwis. I would go back to your point about consequences. If
nobody is ever punished for doing something bad or even chastised,
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they are just going to do more of it, so I think our failure to have
any consequence for any sort of cyber action is really damaging.

Mr. CHAFFETZ. Mr. Turner.

Mr. TURNER. I would have a tendency to agree with Mr. Bond
that information sharing is the key component, but I would also
add and rank just as highly that we need to start moving away
from the mindset in which we currently find ourselves which is de-
tection and remediation. This is the cycle we are in, we detect and
remediate, detect and remediate. We are always behind the curve.
We need to get a little more predictive and a little more proactive
in terms of reaching out which sort of dovetails into Mr. Lewis’
comment about the consequences for actions.

Mr. CHAFFETZ. Mr. McGurk.

Mr. McGURK. Thank you for the opportunity to last because I
would say all of the above.

Mr. CHAFFETZ. I agree with you.

Mr. McGURK. If I may add on the information sharing piece, ar-
guably we have been sharing information for years between the
government and the private sector. We need to focus on collabo-
ratively developing knowledge so that we can provide actionable in-
telligence to mitigate the risk.

The great example of that was in November of last year, there
was a particularly malicious piece of code known as the “Here You
Have” virus. It was actually identified through the intelligence
community as being a known malicious piece of software and with-
in hours, the Department was able to identify that particular piece
of code and provide actionable intelligence to the community
through a series of declassification measures using the private sec-
tor’s expertise to provide information to the private sector so they
could take the necessary steps to mitigate the risk.

That is the step we need to do to actually have an effect on cyber
risk at that speed and not just simply put together another infor-
mation sharing body.

Mr. CHAFFETZ. I want to go quickly here to the cloud. There is
a lot of movement within the industry to encourage people to store
their information on the cloud which creates questions about secu-
rity and do I trust some major provider more than I trust my own
local server, do I think it is more safe than my individual com-
puter.

What are the vulnerabilities there? Should be feel more secure,
more safe with cloud and movement to the cloud or less? Let us
start with Mr. Lewis this time.

Mr. LEwIS. You caught me off guard, Mr. Chairman. Right now,
I would say there is probably a slight advantage to having your
stuff in the cloud because some of the companies, some of the serv-
ice providers can devote more attention, particularly for small and
medium size enterprises. They may actually benefit from having a
big company—a Google or a Microsoft or an IBM—manage their
data. There are other drawbacks to it.

For large enterprises, I am not sure they benefit and a lot de-
pends on how well the cloud service providers actually do. On the
Whoie, small companies are better off. Big companies may be a
wash.

Mr. CHAFFETZ. Mr. Turner.
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Mr. TURNER. I agree with Mr. Lewis in a sense. I do think, how-
ever, enterprises do benefit because a lot of what we are seeing in
the move to the cloud is driven by total cost of ownership and re-
duction of costs, and so forth. From a security perspective, it is
going to be contextual because you are going to have to ask your-
self those very important questions about with whom do I trust my
data. That is going to come down to reputation and past behavior.

It is not meant to be a pitch but that is certainly the case in the
questions that have to be asked. If they don’t, there will be a lot
people, as we move to the cloud, that will be able to make these
services available whether they be onshore in the United States or
offshore and these other places. What is the track record going to
be? We have to make a very clear and very careful assessment of
the information we are willing to share because not all information
could be protected.

Mr. CHAFFETZ. Let me shift here a little, if I could. Mr. McGurk,
let us talk about data bases. The Federal Government has over
2,000 data bases. On one hand, you can say maybe that diversified
portfolio provides a degree of safety and security, so the Bureau of
Indian Affairs is separate from the Department of Justice. I can
understand the security component at the Department of Justice is
probably a little bit higher than the Bureau of Indian Affairs.

What are the weak links associated with that? Do we want to
consolidate those and have five really good data warehouses or
data bases or is this diversified portfolio advisable? I worry that so
many agencies are trying to create so many things, we are dupli-
cating efforts and consequently, they are all probably not nearly as
secure as we want them to be. What is your perception of that?

Mr. McGURK. I believe it is actually a capabilities versus a re-
quirements discussion. When you talk about the disbursed nature
of the data base as in the infrastructure, it goes to the cloud discus-
sion we were just having.

One of the benefits of that secure environment is that you can
have a disparate approach to data storage so that not all the keys
to the kingdom are in one location. That provides an obscurity
model for data in motion and data at rest. By being able to do that,
we can better allow for a distributed approach for data security.

That being said, one of the initiatives the Department has been
executing for quite some time now is a trusted Internet connection
program. That was part of the Comprehensive National
Cybersecurity Initiative. Instead of trying to instrument or monitor
each of the separate departments and agencies, but we roll that up
to an aggregation point so that we can understand flow and control
the information access points at an aggregated standpoint and still
allow for the diversity of the independent departments and agen-
cies.

Mr. BOND. Just quickly, I want to make sure to offer to brief the
committee and its members. Our TechAmerica Foundation actually
has 73 companies and academics involved in commission right now
to advise the government on the cloud and the leadership oppor-
tunity for the US and the cloud. One of the questions they are
going to be addressing is the security profile of the cloud. There are
leading thinkers who would challenge Jim’s assertion and maybe
even say the cloud would be more secure for all enterprises.
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Mr. CHAFFETZ. Mr. Tierney.

Mr. TIERNEY. Mr. Bond, in your testimony you emphasized the
public/private relationship, particularly with respect to education
and information sharing. Do you think education and information
sharing are sufficient to protect the critical infrastructure from
cyber attacks? Do you think that is where we should leave it?

Mr. BoND. No, I think we presume there are going to be special
rules, regulations and requirements around the critical infrastruc-
ture. We think education jointly identifying where the government
should invest R&D dollars in cybersecurity, all will be a part of
that ultimate solution. We certainly advocate for clear distinction
of what the critical infrastructure, a good definition of it and spe-
cial requirements for it.

Mr. TiERNEY. In that vein—and I ask this of all of you—the
present CEO of the North American Electrical Reliability Corp., a
fellow named Gerry Cauley, that you are all probably familiar with,
testified before the Armed Services Committee on this topic. He
said he didn’t think there was clarity of responsibility. He thinks
collaboration and consultation have been good but should be based
on an ad hoc relationship with clear lines of responsibility and au-
thority. Are you all pretty much in agreement with that or do you
disagree?

Mr. LEwIS. In some ways, the electrical grid is the most attrac-
tive target we have for some of our opponents. It is not secure, so
if the statement he made was that we have been relying on an ad
hoc process, I think that is right and there is a lot of room for im-
provement.

Mr. TIERNEY. Do you know why there isn’t a clear line of respon-
sibility? What is the impediment to deciding who will be in charge
of this overall, overriding plan we have?

Mr. TURNER. I think part of the issue too is the responsibility in
sharing the data itself. What data can you share? There are a
whole host of impediments and barriers to sharing what is argu-
ably confidential information in some areas. That is part of the
issue I think gets in the way of trying to formalize relationships
and put them in a hierarchical order to say this is who is doing
this and this is who is doing that. I think that has primarily been
holding back even the larger information sharing relationship that
goes on between the public and private sector, not limited to that
particular sector itself.

Mr. TIERNEY. Can I assume that some countries share this prob-
lem and some countries don’t depending on the nature of the gov-
ernment in a given country?

Mr. TURNER. I am not so sure it actually comes down to a coun-
try by country level, to be perfectly honest with you. I think it is
the nature of the issue itself that you are talking about the sharing
of that information. This is merely to illustrate a problem with the
information sharing network that sometimes when information
goes from the private sector to the public sector, it is a one way
street. Part of the whole education thing is we have to come to
agreement on how we share that information to ensure that there
is valuable information that can come back the other way as well.

Mr. LEwis. On that note, I talked with one of the larger Euro-
pean countries. They have set up something like our Cyber Com-
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mand. They were telling me what they had done with their elec-
trical grid and requiring their grid operators to be more secure. I
said, that is amazing, how did you guys get away with that? We
could never do that. They said, when they privatize, they made
sure to keep two board seats.

Where you are seeing a difference emerge is in the countries that
still have a small number of service providers, where the govern-
ment has a more directive role, they are pulling ahead a little bit.
Right now, I would say we are all sort of in equally bad shape and
one of the trends to watch is whether that changes in a way that
disadvantages us.

Mr. TIERNEY. Let me ask one last question of each of you. What
do each of you as individuals think the government role ought to
be in protecting the infrastructure for private companies? Mr.
McGurk.

Mr. McGURK. I believe the current role we are executing as a co-
ordinator and integrator to provide understanding and awareness
across the 18 critical infrastructures is a key role and a service
that we provide. As many of my distinguished panel members have
said, information may come from one sector and may be germane
to another but there is no direct connection to share that informa-
tion.

By aggregating that at the Department, we are able to take
alerts, warnings or indications coming from the electric sector,
anonimize that information or identify the vulnerability and pro-
vide that to the water sector, the chemical sector or the petroleum
sectors. That is a service and capability we provide because we do
have broad exposure into each of those 18 critical infrastructures.

Mr. TIERNEY. Mr. Bond.

Mr. BoND. Certainly I would underscore the notion that there
needs to be a key role in defining the critical infrastructure and
having special requirements for that. The farther out you move on
the network and the closer to consumer applications and so forth,
I think we need this roundtable of real experts to understand what
it means in a networked world because they are all connected and
difficult to determine regulatory schemes.

Mr. TIERNEY. Mr. Lewis.

Mr. LEwis. Three things—some kind of flexible, standard-based
approach that I would think DHS and the other regulatory agen-
cies would oversee for critical infrastructure; better information
sharing as you have heard; and finally, steps that would make the
international environment more secure, steps that would deter
criminals and other potential hackers.

Mr. TiERNEY. Mr. Turner.

Mr. TURNER. I would agree with everything that has been said
on the panel. Going last, it is easier to do that.

I would add in addition to facilitating information sharing and
making it easier, keeping an eye toward that liability. We have to
keep in mind that most of the attacks that we see today, the at-
tacks themselves are international in nature, so we are not just
dealing with threat actors or threat intelligence that comes from
the five I's or the United States alone.

We are also dealing with issues that come from other jurisdic-
tions, other western jurisdictions where the sharing of that infor-
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mation is considered, to put it bluntly, very difficult to do and can
put you in a lot of hot water. Those issues have to be addressed
if we are going to get down to the role where we talk about how
do we make it easier for governments to protect the private sector
especially when we are talking about critical infrastructure. Those
are some of the hurdles we have to address. If we don’t address
them at the higher level, sharing the information formally at a
lower level is difficult. It happens informally now.

I wouldn’t want to leave the panel with the impression that we
do not share information because that is certainly not the case. I
personally have worked with all the levels of the U.S. Government
on sharing information about current threats to critical infrastruc-
ture but it is in an unofficial capacity because there doesn’t exist
an official capacity in which we can do that.

Mr. TiERNEY. Thank you.

Thank you, Mr. Chairman.

Mr. CHAFFETZ. I want to thank all the panel members for their
participation today and your expertise. If there are additional com-
ments or information you would like to share with us, I would ap-
preciate it.

Mr. McGurk, if you would commit to this committee to help us
conduct that confidential briefing, a classified briefing, I should
say, we would certainly appreciate that. Is that something you
could commit to?

Mr. McGURK. Yes, Mr. Chairman, it would be my pleasure to
help facilitate that.

Mr. CHAFFETZ. That would be great.

Thank you again for your expertise. This is a fast moving indus-
try, it changes every moment and we appreciate your participation.
Thank you again for your expertise and your comments.

The committee now stands adjourned.

[Whereupon, at 4:15 p.m., the subcommittee was adjourned.]
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