AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

[H.A.S.C. No. 112-92]

INDUSTRY PERSPECTIVES ON ACHIEVING
AUDIT READINESS

HEARING
BEFORE THE

PANEL ON DEFENSE FINANCIAL MANAGEMENT
AND AUDITABILITY REFORM

OF THE

COMMITTEE ON ARMED SERVICES
HOUSE OF REPRESENTATIVES

ONE HUNDRED TWELFTH CONGRESS
FIRST SESSION

HEARING HELD
NOVEMBER 17, 2011

U.S. GOVERNMENT PRINTING OFFICE
72416 WASHINGTON : 2012

For sale by the Superintendent of Documents, U.S. Government Printing Office,
http://bookstore.gpo.gov. For more information, contact the GPO Customer Contact Center,
U.S. Government Printing Office. Phone 202-512-1800, or 866-512—-1800 (toll-free). E-mail, gpo@custhelp.com.




PANEL ON DEFENSE FINANCIAL MANAGEMENT
AND AUDITABILITY REFORM

K. MICHAEL CONAWAY, Texas, Chairman

SCOTT RIGELL, Virginia ROBERT ANDREWS, New Jersey
STEVEN PALAZZO, Mississippi JOE COURTNEY, Connecticut
TODD YOUNG, Indiana TIM RYAN, Ohio

PAuL FODERARO, Professional Staff Member
WIiLLIAM JOHNSON, Professional Staff Member
LAUREN HAUHN, Research Assistant

1)



CONTENTS

CHRONOLOGICAL LIST OF HEARINGS

2011
Page
HEARING:
Thursday, November 17, 2011, Industry Perspectives on Achieving Audit
REAAINESS  ..eeviiieiiee ettt e et e et e e e eate e eeatae e e tree e enreeeenaeaenraeas 1
APPENDIX:
Thursday, November 17, 2011 .....ccccccciiiieiiiieeieeeeeee et ereeeeveeeeere e eevaeeeseveeeens 21
THURSDAY, NOVEMBER 17, 2011
INDUSTRY PERSPECTIVES ON ACHIEVING AUDIT READINESS
STATEMENTS PRESENTED BY MEMBERS OF CONGRESS
Andrews, Hon. Robert, a Representative from New Jersey, Ranking Member,
Panel on Defense Financial Management and Auditability Reform ................ 2
Conaway, Hon. K. Michael, a Representative from Texas, Chairman, Panel
on Defense Financial Management and Auditability Reform .......................... 1
WITNESSES
Boutelle, Joann, Partner, Deloitte and Touche LLP ...........coooovvvvviieiiiiiiiiieeeeeen, 3
Keeley, Mark, Partner, PricewaterhouseCoopers LLP 7
Porter, Tracy, Partner, Grant Thornton LLP ............... 5
APPENDIX
PREPARED STATEMENTS:
Boutelle, JOANN .......ococuiiieiiiiieieeeee ettt eeeanee s 27
Conaway, Hon. K. Michael 25
Keeley, Mark .........ccccuuee.. 49
POTter, TTACY ..eeeeeeiieeiieeee ettt st st e e 37
DOCUMENTS SUBMITTED FOR THE RECORD:
“DOD Audit Readiness Essentials,” Submitted by Mark Keeley ................. 61

WITNESS RESPONSES TO QUESTIONS ASKED DURING THE HEARING:
[There were no Questions submitted during the hearing.]
QUESTIONS SUBMITTED BY MEMBERS POST HEARING:
[There were no Questions submitted post hearing.]

(I1D)






INDUSTRY PERSPECTIVES ON ACHIEVING AUDIT
READINESS

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ARMED SERVICES,
PANEL ON DEFENSE FINANCIAL MANAGEMENT AND
AUDITABILITY REFORM,
Washington, DC, Thursday, November 17, 2011.

The panel met, pursuant to call, at 8:00 a.m. in room 2212, Ray-
burn House Office Building, Hon. K. Michael Conaway (chairman
of the panel) presiding.

OPENING STATEMENT OF HON. K. MICHAEL CONAWAY, A REP-
RESENTATIVE FROM TEXAS, CHAIRMAN, PANEL ON DE-
FENSE MANAGEMENT AND AUDITABILITY CONTROL

Mr. CoNAwWAY. Thanks to everyone for being here at our last
Panel on Defense meeting for the month of November. I would like
to welcome our witnesses this morning to bring us industry’s per-
spective on audit readiness.

Over the past 4 months we have heard from a variety of wit-
nesses within Government, including representatives from the of-
fice of OSD [Office of the Secretary of Defense] and military depart-
ment comptrollers; the Department of Defense functional commu-
nities; department Office of Inspector General; and the GAO [Gov-
ernment Accountability Office] on the challenges that the Depart-
ment faces in achieving audit readiness and its efforts to resolve
these issues.

Today, as the Panel nears the completion of its work, we turn to
accounting firms that have experience out of the private sector, as
well as within Government, to get their views on the impediments
to DOD [Department of Defense] achieving auditability and the ac-
tions needed to address these challenges.

In addition to having experience performing work at various
other entities, these firms are involved in almost every aspect of
the Department’s financial improvement and audit readiness ef-
forts, ranging from assisting DOD components in implementing the
FIAR [Financial Improvement and Audit Readiness] strategy, to
assisting the Office of the Under Secretary of Defense, Comptroller,
in performing its review of DOD’s components’ progress, and actu-
ally performing certain audits themselves.

Therefore, they can provide a well-informed point of view on the
problems facing DOD as it works toward achieving auditability on
the statement of budgetary resources by 2014 and full financial
statements by 2017.

Some of the challenges have been identified to date, including
sustaining leadership and effective oversight, ensuring workforce
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competency and implementing the ERPs [Enterprise Resource
Planning], solving longstanding internal control weaknesses, and
managing organizational challenges associated with having a large
and complex organization such as DOD.

The witnesses here today may or may not consider all these
issues as impediments to improving financial management and
audit readiness, or they may have slightly different take on the
issues, or they may identify other challenges altogether.

Most significantly, they may be able to provide alternative op-
tions on how to overcome these weaknesses.

I look forward to hearing their testimony. I would now like to in-
troduce our witnesses. We have got Ms. JoAnn Boutelle, partner
with Deloitte and Touche; Ms. Tracy Porter, partner with Grant
Thornton; and Mr. Mark Keeley, partner with
PricewaterhouseCoopers.

Now I would like to turn to Rob Andrews for any opening state-
ment he would like to make.

[The prepared statement of Mr. Conaway can be found in the Ap-
pendix on page 25.]

STATEMENT OF HON. ROBERT ANDREWS, A REPRESENTATIVE
FROM NEW JERSEY, RANKING MEMBER, PANEL ON DE-
FENSE FINANCIAL MANAGEMENT AND AUDITABILITY CON-
TROL

Mr. ANDREWS. Well, good morning, Chairman.

Good morning, ladies and gentlemen. I am glad to have you with
us.
I will repeat something I have said as we have gone forward in
this process; that we are on the verge of making very consequential
decisions about the defense budget, either by default, through the
sequestration process, or through a more deliberative mechanism
through the Special Committee. But one way or another there is
big decisions ahead.

And one thing I think that we all understand is that bad data
lead to bad decisions, and bad recordkeeping systems lead to bad
data. And it is an unfortunate presumption that the present state
of affairs—because we do not have accurate financial statements
from the Department of Defense—gives us too much bad data.

So this whole project is really not about some, you know, meta-
physical accounting exercise—with all due respect to the chair-
man—don’t want to insult accountants, but it is about a much larg-
er and more substantive problem, which is if—that are we going
to make these very consequential decisions with good information
or without good information.

And I am encouraged by much of what I have heard from the De-
partment of Defense and the Services and the various sub-units of
the Services that are responsible for making us audit-ready by the
statutory deadline.

But that is only half of the equation. I have been looking forward
to this morning because it is the other half of the equation. We
have been hearing from the people who are going to be preparing
to be audited. We are now going to hear from the people who will
be doing the audits and get your perspective on the audit readiness
and the steps that stand between us and being totally audit-ready.
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So we are glad that you are here. The spirit of this panel has al-
ways been to try to take information and use it in the best way
possible, and we are glad that you are here to give us some of that
information we can use.

So thank you, Mr. Chairman. I look forward to the testimony.

Mr. CoNAWAY. Thanks, Rob.

Ms. Boutelle, your opening statement? And without objection, all
your statements will be entered in the record. Your written state-
ments will be entered in the record.

STATEMENT OF JOANN BOUTELLE, PARTNER, DELOITTE AND
TOUCHE LLP

Ms. BOUTELLE. Thank you.

Chairman Conaway, Congressman Andrews and members of the
Panel, thank you for the opportunity to testify today.

I have had the unique experience over the last 26 years serving
in both Government and now industry. Prior to joining Deloitte in
2004, T worked as the Deputy Chief Financial Officer at DOD and
before that at the Defense Finance and Accounting Service.

While serving as the DCFO [Deputy Chief Financial Officer], I
recognized the managerial challenges caused by issues with the in-
tegrity of DOD financial data and led efforts to improve financial
statements, business processes and systems.

It is from this experience that I offer my perspective on two
areas which I think are critical to DOD’s achieving auditability;
first, an increase in sustained leadership commitment and, second,
a workforce with the applicable financial and technical com-
petencies.

I will talk about leadership first. A commitment from DOD lead-
ership starting at the Secretary’s level is critical to achieve audit
readiness by 2017. This belief comes from Deloitte’s direct experi-
ence working with both commercial and Government clients.

The chief financial officer and the DOD financial management
community have demonstrated leadership in addressing the tough
issues of fixing the Department’s business processes and systems.

However, the business owners must also be held accountable to
correct deficiencies that impact the Department’s ability to achieve
their audit goals. Cross-functional ownership at the senior levels
cannot be forced by the CFO [Chief Financial Officer], who is a
peer to many of the business leaders. This is a job for the Secretary
and the Deputy Secretary, with tangible and measurable objectives.

Secretary Panetta’s recent announcement that he is now person-
ally involved in driving the Department to achieve audit readiness
is a major signal that this is a top priority of the Department.

However, sustained participation from the Secretary and Deputy
Secretary is critical to reinforcing the message throughout the De-
partment that auditability is a top priority. Let me provide an ex-
ample where a director of an agency became personally involved in
achieving auditability. The Defense Information Systems Agency,
or DISA, started on a journey in 2005 to obtain an audit opinion
on its financial statements. The DISA director and others in leader-
ship became personally involved and actively drove the audit readi-
ness efforts, and recently DISA successfully completed an audit of
their working capital fund.
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The ongoing involvement of the DISA director was a major factor
in their success.

Deloitte has seen similar examples in recent years on the com-
mercial side where corporate CEOs [Chief Executive Officers] and
COOs [Chief Operating Officers] aggressively led the implementa-
tion of the Sarbanes-Oxley Act. These organizations quickly
learned that success required the full engagement of senior execu-
tives, not only in finance, but in the business units.

A similar pattern of sustained leadership engagement is critical
to the Department’s ability to meet its aggressive audit readiness
time lines.

Now let me address the second critical area for success: The need
to improve the competencies of the DOD workforce. Workforce de-
velopment relating to financial management within the DOD
should include three areas.

First, there are the people who are directly involved in the prepa-
ration of the Department’s financial statements. There should be
an increased effort to hire CPAs [Certified Public Accountants] into
these key positions and also to incentivize current qualified em-
ployees to take the CPA exam.

Second, there are those nonfinancial managers who in the course
of their daily jobs conduct activities that result in a financial trans-
action. Not all of these people need to be trained accountants, but
they need to be trained to understand their role in financial man-
agement and why controls and timely processing of financial trans-
actions are important to the integrity of the financial data.

Third, there are those financial managers in DOD who are di-
rectly involved in the financial statement audit and audit readiness
process.

Leading these efforts requires CPAs with experience in complex
financial statement audits. Getting to the first audit opinion is the
most difficult step, and meeting the need for experienced audit pro-
fessionals is critical to help DOD focus their resources most effec-
tively.

The DOD does not have a sufficient number of CPAs with this
experience. Since coming to Deloitte and working directly with sea-
soned audit practitioners, I have come to appreciate the difference
between knowing how the Department processes and accounts for
financial and budgetary transactions and knowing how to audit
these transactions. DOD needs to recognize this difference.

In conclusion, DOD and its industry partners share the same
goal—for DOD to achieve an unqualified audit opinion and for
them to meet their deadlines.

I want to thank the Panel for holding these important hearings
on defense financial management and for your laser-focused atten-
tion on this very important issue.

I look forward to your questions.

[The prepared statement of Ms. Boutelle can be found in the Ap-
pendix on page 27.]

Mr. CoNaAwAY. Thank you, Ms. Boutelle.

Ms. Porter.
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STATEMENT OF TRACY PORTER, PARTNER, GRANT
THORNTON LLP

Ms. PORTER. Chairman Conaway, Ranking Member Andrews and
distinguished members of the Panel, good morning and thank you
for inviting me to testify today. I am pleased to be able to share
with you my perspective on the impediments to DOD achieving
audit readiness and the actions DOD needs to take to become
audit-ready.

As you know, Grant Thornton was recently retained to perform
the audit of the statement of budgetary resources of the United
States Marine Corps. The results of that audit aren’t the subject
of my testimony today.

Instead, my views have been formed through years of conducting
audits and audit readiness engagements for the Federal Govern-
ment.

I know, for some, audit readiness at DOD may seem like a strug-
gle that will not soon be won. But I have seen significant changes
in recent past included a much stronger focus on improving finan-
cial management and not simply because of the audit.

Instead, there is a strong and sincere desire at DOD to give de-
fense managers and warfighters better financial information with
which to make their business decisions.

Improving financial management is the ultimate goal of auditing
the financial statements. But the road to an unqualified opinion is
often rocky. Too often organizations and their stakeholders have
unrealistic expectations about the results of early audits.

Some of the expectations may derive from the term “audit readi-
ness.” When laymen hear the term “audit readiness” they may as-
sume it means an organization is likely to obtain an unqualified
opinion on its financial statements. It often means, however, that
the organization simply has enough evidence ready to subject to
the scrutiny of auditors, even though the result may be a qualified
opinion or even a disclaimer.

The past has shown that receiving a qualified opinion or dis-
claimer is often the first step most Federal agencies have had to
take before they really understand where the focus of their audit
remediation efforts need to be.

Like almost every action DOD takes, its audit will be the single
largest audit every undertaken. In addition to large, the audit will
be complex because DOD’s operations span our Nation’s history,
while the focus on audit readiness is relatively recent.

Unlike most companies undergoing an audit for the first time,
DOD isn’t audit-ready. The difference between the initial audit
readiness of DOD and most large companies stem from the drive
for profit. The profit drive ingrains in private sector personnel that
without financial managers’ input to keep business decisions, they
don’t have adequate understanding of the availability of resources
to carry out their operations. That nature hasn’t been part of the
Government’s way of doing business. They just assume the funding
will come.

While changing today’s past practices are slow, the financial
statements still reflect transactions from the past. So often obtain-
ing that clean opinion for the first few years is unrealistic. Just as
expectations of audit readiness should be managed, it should also
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be ensured that realistic deadlines are imposed. In a publicly trad-
ed company, auditors are in an organization every quarter and
then they have 90 days at the end of the fiscal year to complete
the financial statement audit.

Within the Federal Government, agencies have up to 45 days
after the end of the year to complete and submit their audited
statements to OMB [Office of Management and Budget]. In my
view, it is simply impractical to subject an organization as complex
as DOD to this unreasonable deadline for the first few years that
they are subjected to the audit, especially when the publicly traded
counterparts that are smaller and less complex have twice as long
to accomplish the same tasks.

Another challenge is DOD’s reliance on a complex web of service
providers. Service providers perform financial management func-
tions such as transaction processing and systems maintenance. In
carrying out the functions, DOD agencies assume the service pro-
viders have proper internal controls, while service providers rightly
assume that the policies and procedures are residing within the
agencies.

An effective manner for DOD to actually gain that assurance, in-
stead of having to assume, is to have the service provider’s internal
controls audited by an independent party. But it might surprise the
Panel members to know that DOD service providers aren’t sub-
jected to that audit, like the service providers in other agencies.

In addition, DOD agencies and service providers need a detailed
agreement that documents what the service providers are supposed
to do for the agencies. That lack of agreement results in poor con-
trols and injects risk in every transaction.

Internal controls within DOD agencies themselves are also weak,
and it is another challenge that they face. The organization as
large and complex as DOD, they need a uniform approach to inter-
nal controls that would greatly enhance their financial manage-
ment. The DOD controls environment is often far from standard,
resulting in a decentralized, ineffective financial management envi-
ronment. Without a uniform approach, it is difficult to share and
adopt lessons learned in all DOD agencies and service providers.

The 2,200-plus business systems that DOD relies on to perform
its financial management is another challenge. This would be dif-
ficult enough were such systems under some standardization. Un-
fortunately, consistent policies on data processing and management
are not in place.

In my view, there are situations where DOD should not go back
and undo the sins of the past. When a proper justification can be
made, certain old transactions recorded in a financial system would
far outweigh their benefits. But standards and policies and proce-
dures need to be in place to govern systems and the data that they
maintain for current and future transactions.

Human capital is another major challenge throughout the Fed-
eral Government. The chain of command in the defense community
adds complexity to that challenge. Financial management officials
at headquarters often have no indirect or no authority over the fi-
nancial management officials in the field. In addition, those field
managers have more loyalty to their commanders than to the head-
quarters-level staff. This lack of financial management chain-of-
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command makes it difficult to apply consistent financial manage-
ment policies and procedures.

I have discussed the challenges to audit readiness asrequested.
And though they are many, the talent and energy being invested
by DOD in improved financial management is unprecedented. With
DOD’s continued leadership and attention, and the support and
pressure applied by panels such as this one, I am sure we will be
soon be reminiscing about just how steep the climb was at one
time.

That concludes my opening statement. I would be happy to take
any questions.

[The prepared statement of Ms. Porter can be found in the Ap-
pendix on page 37.]

Mr. CoNAWAY. Thank you, Ms. Porter.

Mr. Keeley.

STATEMENT OF MARK KEELEY, PARTNER,
PRICEWATERHOUSECOOPERS LLP

Mr. KEELEY. Chairman Conaway, Ranking Member Andrews and
members of the Panel, it is a pleasure to be here today to share
my perspectives about the impediments to the Department of De-
fense achieving audit readiness and the actions the DOD needs to
take to become audit-ready.

My own audit readiness perspectives come from 27 years of pub-
lic accounting experience as a licensed CPA, including 20 years in
the private sector and 7 years working here with the DOD. My ex-
perience is primarily in information systems auditing, but I will
also offer an informed opinion today to the extent that I am able
on broad audit readiness matters within the DOD.

The firm in which I am a partner, PricewaterhouseCoopers LLP,
has performed first-time audits of several Federal Government de-
partments and DOD entities, including the financial statement
audit of the United States Army Corps of Engineers-Civil Works;
the financial statement audit of an intelligence community agency;
and the service organization audit of the Defense Information Sys-
tems Agency.

In addition, PwC [PricewaterhouseCoopers LLP] has been pro-
viding audit readiness advice to the Office of the Under Secretary
of Defense Comptroller, Financial Improvement and Audit Readi-
ness Directorate, FIAR, for the past 3 years. In this capacity, I
have assisted with the development and implementation of the
FIAR guidance and helped develop and teach the FIAR Direc-
torate’s 3-day audit readiness professional development course to
over 1,000 DOD professionals, including financial leaders.

Most recently, I signed the unqualified examination opinion on
the successful audit readiness of the Air Force fund balance with
Treasury reconciliation process.

As I was preparing my testimony today, I happened to visit the
Department of Energy. The lobby of the Department headquarters
contains a prominent display about the Manhattan Project and the
role of Albert Einstein. The display reminded me of a quotation by
Albert Einstein that is relevant to today’s topic: “We cannot solve
the problems by using the same kind of thinking we used when we
created the problems.”
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The DOD did not intend to create the audit readiness challenges
it has today. Rather, the DOD developed and implemented proc-
esses and systems tailored to achieve its overall functional mission.
Audit-readiness then became an imperative. Because of DOD’s in-
cumbent processes and systems were not originally designed to
meet audit readiness, a new kind of thinking will be required for
the DOD to address the requirements of an audit-ready organiza-
tion.

Since the CFO Act was passed in 1990, one of the most signifi-
cant changes in audit readiness thinking that has already occurred
in the DOD is the development and implementation of a financial
improvement and audit readiness strategy. Rather than attempt to
audit an entire component all at once, the strategy prioritizes fi-
nancial improvement work into manageable waves of audit activity
such as the statement of budgetary resources.

The work ethic of DOD personnel is strong and the DOD can ac-
complish any goal that it sets for itself. The 60-day SBR [statement
of budgetary resources] plans that are currently being developed by
each component will soon provide detailed blueprints for how the
DOD will meet the latest audit readiness deadlines.

Based on PwC’s experience, the DOD should continue to improve
its financial management and audit readiness efforts in three ways.
First, enhance the skills of personnel resources through the addi-
tion of certified public accountants who have financial statement
audit experience, and also continue to implement the Secretary of
Defense Comptroller’s financial improvement and audit readiness
professional development program, as well as the financial man-
agement certification program.

Number two—ensure that functional leaders and financial lead-
ers throughout the DOD, including the leaders of components, as
well as shared service organizations, are held equally accountable
for audit readiness. Third, ensure legacy or ERP systems are con-
figured to report data in the financial statements as prescribed by
generally accepted accounting principles, or GAAP.

I would be pleased to expand further on these three mains areas
during the question and answer period, and I thank you again for
the opportunity to share my perspectives.

[The prepared statement of Mr. Keeley can be found in the Ap-
pendix on page 49.]

Mr. CoNawAY. Well, thank you very much. It does occur to me
that this may be one of the few times we have five CPAs—there
may be some in the audience as well. Any CPAs in the audience?
Wow—seven. Steve and I are CPAs as well. So I want to get that
on there—just a personal plug.

[Laughter.]

And I am wearing my CPA cufflinks, too, by the way. Rob.

Mr. ANDREWS. I have my American flag cufflinks.

Mr. CoNawAY. Okay.

[Laughter.]

Todd, you have 5 minutes.

Mr. YOUNG. Well, I am not a CPA, so I didn’t understand all the
CPA humor, but I appreciate everyone being here this morning. I
was particularly interested, Ms. Porter, in your comments related
to internal controls and the internal control environment within
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DOD, but also outside the various stakeholders and service pro-
viders that DOD has. I don’t know how many entities provide serv-
ices to DOD, but quite a large number, I suspect.

To your knowledge, are any of those audited with respect to their
internal control processes and procedures right now—something
that you recommended we start doing?

Ms. PorRTER. Within DOD, there are two, I believe, current—they
are called SAS-70 or SSAE-16 audits. They are the audits of the
internal controls of the service providers. I believe DISA has one
and DFAS [Defense Finance and Accounting Services] has an
audit, but not as a service provider. There was one more. It might
be DCA [Defense Commissary Agency].

Mr. YOUNG. That is all right.

Ms. PorTER. DCIPS [Defense Civilian Intelligence Personnel Sys-
tem] also has one.

Mr. YOUNG. If I understood in your testimony, you actually think
that we should engage in more audits, broader audits, more regular
audits of those entities.

Ms. PORTER. Of the service providers, yes.

Mr. YOoUNG. That would seem to result in a great expansion of
all the audit activity of DOD, which may well be justified. It may
be necessary, to your mind.

Are there some examples you can think of where had we con-
ducted audits of these service providers, it would have mitigated
some challenges that we are now experiencing?

Ms. PORTER. The service providers operate the systems that cut
across all the military departments. So I will give you an example.
In the Marine Corps, DFAS actually processes the transactions for
the United States Marine Corps out of one of their locations. A lot
of the information that and the challenges that occur during that
audit, DFAS is taking those lessons learned and moving them
across the rest of their organization. Had those audits of that serv-
ice provider happened prior to the Marine Corps audit, there would
have been a more consistent and advanced notice of those types of
improvements that needed to be made before the Marine Corps
audit got underway.

The other part to think about is each time that a service pro-
vider—so let us say that the Army goes under audit tomorrow.
DFAS still has to be audited by the Army auditors as well because
there is not this independent report that each of the auditors of the
military services can look at and rely on.

Mr. YOUNG. I see. Okay.

You also spoke, Ms. Porter, to some unique human-capital chal-
lenges that our Armed Services face in light of the formal chain of
command and then their duties, which are within the realm, in
some cases, of financial management; so some people following the
marching orders of those in the field, others listening to those at
command. That seems like a pretty great challenge. Is that unique,
however, to the military?

I mean, within the private sector we have business units, and we
{1a\17{e, you know, all sorts of different boxes and different people to

ook to.

I guess I am trying to get a sense of why this is a unique chal-
lenge to the military? Maybe you could speak to that. If I under-
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stand the problem maybe we can come up with a better way to ad-
dress it.

Ms. PORTER. I think the problem is unique to the military be-
cause the functional leaders, both at the command level—don’t un-
derstand how they actually play into the overall financial manage-
ment role. They don’t understand how what they do in making
their purchases and the acceptance of—like a receiving report at
the field level really has an overall implication up to the financial
statements themselves.

And I think that—you know, the command level financial man-
agers understand there is a standard set of policies and procedures.
But what happens when they are down there is they get imple-
mented in a way that works for them, which isn’t necessarily the
standardization across all the Department.

Mr. YOUNG. It seems like that challenge could be one experienced
by private sector entities, though, right? And if so, how is it typi-
cally addressed there?

Ms. PORTER. I think the challenge could be addressed there, but
it is mitigated because the auditors are in with all parts of the or-
ganization and have been for years. So everybody understands
their role and what they do to get to those audited numbers. And
right now this is all foreign to DOD.

Mr. YoUuNG. Okay. Thank you.

Mr. CoNAWAY. Mr. Andrews.

Mr. ANDREWS. Thank you.

I thank the witnesses.

Mr. Keeley, you tell a story in your testimony about a payroll
audit requiring 8,000 hours in 1 year and then 400 hours the next
year because of technological improvements that were made. And
that is in the context of your assessment of the ERP situation gen-
erally.

Given what you know about the progress or lack thereof of the
ERP systems, how do you think we are doing? And what sugges-
tions might you make for us to expedite the process and improve
the quality?

Mr. KEELEY. Thank you for the question, Congressman.

From my perspective, auditors are systems agnostic. So the FIAR
guide itself speaks to the need for the components to improve, leg-
acy systems or ERP solutions.

So the aspects that an auditor looks for in any system is that the
transactions are processed in accordance with GAAP, they capture
and retain the transaction data so that it can be traced to the fi-
nancial statements, and that transactions are maintained in a reli-
able computer environment.

The example I used in my written testimony regarding the 8,000
hours that it took to test the 800 items really comes from the spec-
trum of control that we need to achieve within the systems envi-
ronment, both legacy systems and the ERP.

And I have spoken to this point many times at the FIAR direc-
torate and elsewhere throughout the components. Based on all my
years as a systems auditor, the controls that are most required for
an information system are logical security and programming.
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If a component can prove to me that direct access to programs
and data is well-secured, that component is well on its way to
achieving at least some reliance on

Mr. ANDREWS. Based upon your knowledge of the ERPs that are
in various stages of development, how do we stack up against that
criterion?

Mr. KEELEY. My experience looking at the criteria is that the
ERPs are first focused on functionality. So it is perfectly normal
when you develop an ERP system to make sure it works. That is
what the Department of Defense has been primarily focused on.

From my experience, the controls that I spoke to in terms of log-
ical security and program are often implemented after the
functionality is addressed. So from my perspective, the view of con-
trols and the testing of logical security programming and oper-
ations needs to happen much more quickly. It should be happening
at the front end, in the middle and at the end. From what I have
seen, that is not happening.

Mr. ANDREWS. Now, Ms. Porter, you make reference to the
SSAE-16 standards, which I think you say are lacking in a lot of
the service provider areas.

What kind of changes would the service providers have to adopt
in order to comply with the SSAE-16 standards?

Ms. PORTER. The first step in the process would be to actually
have those systems and their processes as a service provider be ex-
amined under those standards.

Right now there is very few, there is one that was recently
awarded that is under way right now in the civilian pay process.
But that would be the first step.

Mr. ANDREWS. What do think that those examinations would
likely yield? And what changes would those examinations likely
provoke?

Ms. PORTER. They would yield where there are deficiencies in the
controls around the information systems and the transaction proc-
essing that those systems take place.

And the hopeful result that would come out of that would be
there would be changes made to those systems that would have an
impact across all the military services and would get them one step
closer to having that production of data at the transaction level

Mr. ANDREWS. You think those changes could likely be achieved
with existing resources or would they require new resources for
those service providers?

Ms. PORTER. I think with the proper level of understanding and
training, I think they could be accomplished with the service pro-
viders that are in place today.

I think they are definitely dedicated to making those things hap-
pen.

Mr. ANDREWS. We think so too. We are encouraged by it.

Now, Ms. Boutelle, you sat on both sides of the equation here,
in your service, within the Department of Defense as well as on the
outside. And you claim, and I think you are right, that increasing
the number of CPAs that we have is an essential priority.

Do you think that we have a compensation structure within the
Federal service that will facilitate that goal, or won’t it?
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Ms. BOUTELLE. I think the compensation structure is fine. There
is a lot of opportunities to incentivize people to come on board.

So I think if they take advantage of what is available to them
to actually target CPAs, perhaps sign-up bonuses, training opportu-
nities and things like that, I think that they can attract strong
CPAs into the workforces.

Mr. ANDREWS. We have attracted seven of them here this morn-
ing, so that is a very good sign.

[Laughter.]

I also just wanted to comment about the ERPs that—and I want
to thank the chairman and Chairman McKeon and Ranking Mem-
ber Smith in response to our last hearing about some concerns that
GAO had raised about the ERPs.

Chairman Conaway and the other members I mentioned, along
with myself, signed a letter November 8th to the GAO asking that
the GAO update its work on the ERPs by the 31st of December if
they could.

So what deadline are we using?

Mr. FODERARO. The 31st of March.

Mr. ANDREWS. I am sorry, I am always an optimist. So that we
would have available to us their work; so as we deliberate on the
fiscal year 2013 bill we have that. So I wanted to thank the chair-
man for his cooperation in that letter, and thank you for writing
it.

[Laughter.]

Thank you very much.

Mr. CoNAWAY. Thanks, Rob.

Steve.

Mr. PaLAZzo. Well, good morning.

And for Todd, I am not going to say any CPA jokes, because he
just doesn’t get our humor.

[Laughter.]

And I guess we will just start with Ms. Boutelle and just go to
the right.

I am interested in knowing—I was going to talk about ERPs.
And as a CPA myself I have been through the ERP process; not
at the level of a DOD audit. So I was going to talk on that.

But what I wanted to see is—you know, there have been some
dates out there. We are supposed to achieve audit readiness by
2017. Then all of a sudden Secretary Panetta came out and said,
“We can do this by 2014.” Then all of a sudden there is some—you
know, there was an article—for another $1 billion we could do it
by 2017.

So in you all’s opinion, what is a true, accurate date? You know,
where do you think we are actually going to be able to achieve
audit readiness? What are some of the most important factors in
preparing us for audit achievability and any weaknesses and
strengths along the way?

And you can expand or summarize however you want.

Ms. BOUTELLE. Good question. That is a question that has been
asked for years, right? And I think that until the business leaders
become more engaged in fixing the business processes and systems
that the progress is not going to be made as aggressively as it
needs to.
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So to the point of what needs to be done, besides leadership in-
volvement, I think there is something to be said for the ERPs, but
to build the ERPs off of standard processes, standard data, they
need to focus more on the business enterprise architecture in the
Department, a wonderful tool that would allow them to build the
processes so that there is one place of truth for how to do business
with the Department—or within the Department—and would allow
them then to test all of the ERPs that are being developed against
that one standard truth.

So I think that that would certainly help. But I do think that the
biggest challenge is getting the owners of the processes. So, again,
whether you are talking about a payroll transaction, you are talk-
ing about receiving goods or services, you are talking about issuing
inventory, transporting equipment material, all of those are busi-
ness processes and those transactions are the type of transactions
where the impediments are.

And so to fix them, to meet audit criteria, is what should be the
major focus going on in the Department.

Mr. PALAZZO. Just real quickly: 2017 or 2014——

Ms. BOUTELLE. So

Mr. PALAZZO [continuing]. Or somewhere in between?

Ms. BOUTELLE. So I actually think 2014 is very aggressive. I just
think that is very aggressive given all of the details that they need
to work.

But somewhere between 2014 and 2017, I think, should be do-
able if they put the resources and the attention on it that is need-
ed.

Mr. PALAZZO. Thank you.

Ms. Porter.

Ms. PORTER. I would agree with Ms. Boutelle that you need that
sustained leadership to continue and you need that leadership to
get out to the field level so that they really do understand what
their role is in the overall financial management process.

The other thing I think that is going to be key to this is trans-
action level detail, regardless of where that transaction level detail
comes from—because you can’t do an audit without it. And the
other thing that you need is the documentation that is going to
support the transaction level detail.

If you put all of those things together, you can achieve the 2014
and the 2017 goal with the right amount of focus and the right
sustainment across the Department.

Mr. KEELEY. Congressman, I have two points to make on this
topic.

From my perspective, the first one is methodology. In order to
achieve the date, the methodology has to be ingrained throughout
the Department. In the FIAR methodology, it is very straight-
forward and basic. We need to identify and document financial
processes, test internal controls, test documentation, find gaps and
correct them.

The most important aspect right now is testing. We have spent
a lot of time documenting processes. And I have seen volumes of
them. And people are documenting everything they do that is crit-
ical to the mission, and that is very important.
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We need to extract the financial aspects and get down to testing.
That is my first point.

The second point I would mention is the skill of the people to
apply this approach. People are definitely hard-working; and there
is a strong work ethic throughout DOD. But it comes down to judg-
ment. When you look at workarounds in an ERP solution, how you
are going to test that workaround. It comes down to pure judg-
ment, and that only comes from experience.

The word “judgment” appears in the Government Accountability
Office financial audit manual and the yellow book of Government
and audit standards 270 times out of 1,300 pages.

So judgment is critical to being able to test and execute and
achieve the 2014 date.

Mr. PALAZZO. T am out of time. I yield back.

Mr. CoNawAY. All right. Thanks.

Ms. Porter, you mentioned the—to flesh out, just for the record,
the impact of having the service providers be audited by each of
the—because the service providers don’t have their own audit that
other accountants can rely upon, each of the various entities would
in effect have to come in and audit that service provider itself.

Can you walk us through why it would be less expensive audit-
hour-wise and cost to the taxpayer if those service providers had
documentation audits that they could give to the various branches
and other components that the auditors there could rely on?

Ms. PORTER. What that means is that, if those independent-serv-
ice-provider audits are available, the auditors of the statements
themselves of the service organizations could rely on that work.
There would only be—as long as that service provider audit covered
the right period of time.

So I will give you an example for the Marine Corps. If DFAS had
had a service-provider audit that covered the last 9 months of the
fiscal year, we would not have had to go in to the DFAS to look
at their controls or look at the controls of the systems that they op-
erate, such as the defense civilian pay system or the defense cash
accountability system.

Instead, we could have used the audit of that service provider
and relied upon that report. That is assuming that that service pro-
vider’s report was an unqualified opinion or that it identified where
the weaknesses were, because then what that would allow us to do
is then focus back into the Department what were the mitigating
controls that they had in place to compensate for the weaknesses
of the service provider.

Mr. CoNawAaY. Mr. Keeley, you mentioned the other day, in a
conversation that we had—or today, in fact—that you are “systems-
agnostic.” That was your phrase.

Flesh that out. In the sense of you can audit, if the controls are
there, no matter what the system, whether it is an ERP or a hand-
posted set of books, if the controls are there, you can audit that.

Would you, kind of, walk us through what you meant by that?

Mr. KEELEY. Yes. The controls need to be there. What we often
find—and I will use an example of what I have seen in the field—
is the earlier testimony you have received about ERPs talks about
2,200 or so systems throughout the DOD.
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Now, auditors are not afraid of size. So we can go in and look
at the systems that need to be audited. But one aspect of the ERP
solutions is to consolidate the data so that you don’t have duplica-
tion of data.

One area of systems that causes a great deal of problem in an
audit, when you have data in duplicate systems, an auditor doesn’t
know which to choose. And so, in working with business folks, if
the business folks have data in a legacy system and an ERP sys-
tem, it is difficult to first reconcile that information and then nail
down a population.

We spend a great deal of time identifying the absolute population
upon which we can test. And if we can’t identify the population, we
cannot move forward.

So, less may be more in the case of the ERP consolidation; so I
applaud the effort. But that is much more of a business decision.
I do not want an audit to impede the DOD’s warfighting mission.
If you need 2,000 systems to achieve the mission, I can audit it.

So it is a matter of determining how much reliance I can place
on that system.

And the financial information systems audit manual has 424
points to it. We all, as auditors, apply judgment to those points and
we can address primarily half of them to get you to at least some
reliance on internal controls and be much more efficient using
judgment.

Mr. CoNAwAY. That reliance on internal controls, just for the
record, drove the drop in audit hours from 8,000 audit hours to 400
audit hours in that previous example.

Mr. KEELEY. That is a perfect example. If we go from no reliance
on a system, because, for instance, if security is not locked down,
to at least some reliance, the change in substantive testing is expo-
nential.

Mr. CoNAwAY. All right.

Ms. Boutelle, based on your experience, we talk about the work-
force and the need for CPAs with a specific background in either
financial statement audit or financial statement preparations. We
have got a lot of folks, CPAs, in the system now.

Is it all or none? Do you have to hire these folks from the outside
totally, or can you cross-train or retrain or help get experience for
the folks who are already on the team who know the way that
these are going on, to help get them the skills necessary to be able
to fill some of those slots that are lacking?

Ms. BOUTELLE. So I think that they could work side by side with
trained audit professionals. I think that the three firms here at the
table have people on board helping in different places in DOD. I
think, if they paired up some of their CPAs with the folks working
audit readiness or even the audits, and they worked closely and
they had a defined approach for how they would do that, I think
that the experience gained by the current CPAs in the Govern-
ment—that would enhance their capability to help the Department
move forward.

I do think that—you know, I am a CPA having spent most of my
time in the Government. And I am not as proficient in audit as
these two colleagues next to me. You know, I have lots of wonderful
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audit practitioners back at Deloitte that I have learned a lot from
in the 7 years that I have been there.

So I do think that bringing in more seasoned audit practitioners
to help guide the approach and then letting the folks within the
Government learn from them would be a doable approach.

Mr. CoNnawAY. Thanks.

We are going to have time for another round. Rob?

Mr. ANDREWS. I really don’t have another round of questions at
this time.

Mr. ConawaYy. Okay.

Todd, Scott, or Steve?

Ms. Porter, the real-world example you were giving us about
publicly held companies provide, or produce quarterly financial
statements, and your firm is in their shop—well, some level of en-
gagement with those quarterly reports.

But that is not happening in the Federal—is there a similar
process that could go on in the Department of Defense, in this ex-
ample, that would shorten the timeframe needed to close out the
books in November? I mean is there a way to look at what you do
in the private sector with those quarterly reviews that you do and
the impact it has on the year-end audits? Could that same model
work in some altered form in a Federal agency?

Ms. PORTER. Well, first, let me say I am not advocating quarterly
reports for the Federal Government. I really don’t want to be on
the record of saying that because everyone will

[Laughter.]

Mr. ConawAY. That was not——

[Laughter.]

Ms. PORTER. Yes. But what I think that does is it adds a dis-
cipline and an exposure to the auditors that the DOD hasn’t experi-
enced so far because they are in there having the conversations.
They are having discussions around what are your management
controls that you use?

And this is where it is not the auditors that are driving what the
civilian agencies or even the commercial entities are doing. Man-
agement understands what they need to operate their business
from a control perspective. And the auditors figure out how to use
that information to get what they need to conduct the audit, to give
management the feedback back as to whether they are using accu-
rate financial information to make their decisions.

It has been, from a DOD and a Government perspective, for
years, but proprietary accounts weren’t looked at. They only fo-
cused on the budgetary sides of the transactions. And that was
often driven by what overseers were asking them to report back up
on.
So as they have tried to get themselves in tune to both sides of
the transactions, the budgetary and the proprietary side, there has
been a learning curve. And sometimes that learning curve has been
impeded by not having the true understanding of what level of de-
tail, what an auditor actually looks for, and they don’t have that
in the commercial entities because they are so involved with each
other all the time.

Mr. CoNAwAY. All right. Mr. Keeley, any comments in regard to
that?
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Mr. KEELEY. No. Are you——

Mr. CoNnawAY. Well, just that, you know, field work being done
more regularly throughout the year—would that reduce the num-
ber of total audit hours?

One of the things we are obviously going to—at some point in
time, get to a running rate in which the controls are in place; the
systems are working and sustainability of the audits year in and
year out is going to be the key.

That first audit, you can’t maintain the level of intensity to get
ti)l t}ﬁat first audit year after year after year after year, I don’t
think.

Once you have got this thing running, what would be the role of
the auditors during the normal process?

Mr. KEELEY. Well, yes, Congressman, my view is that continuous
auditing has always been a bit of an enigma, even in the private
sector. Yes, auditors are in the field, and we can do early sub-
stantive testing.

But from my experience in the private sector 7 years before 1
came down here, the private-sector companies have teams of spe-
cialized accountants. They have tax departments with tax account-
ants. They have statutory accountants focused on compliance re-
porting. And then they have GAAP accountants.

So they have entire teams in the field supplemented, of course,
with internal audit. And they work at the companies. They are the
companies’ employees.

Our auditors, to the extent we can interact with them throughout
the year and actually perform the testing I was talking about, defi-
nitely expedites the audit.

There are accounting standards and rules that allow us to per-
form early testing and still rely on it for the year end.

So it is definitely difficult to do, but it is done throughout the
community.

Mr. CoNAwAY. Ms. Boutelle—I have got one more question for
Ms. Porter—but, first, Ms. Boutelle, given your experience in both
sides of the shop, is there a way to create a chain-of-command re-
sponsibility at Department of Defense, other than have whoever
the current Secretary of Defense is saying, day after day after day,
get this done—in other words, can there. You know, Bob Hale has,
or the Assistant Secretary of State—Comptroller really doesn’t
have command reach into all these other places.

So, given that org chart that is in place—and we are going to
make a lot of changes to it—is there a way that we can get to a
point or a system that holds all the folks at the various levels ac-
countable for making sure this gets done, so that—any thoughts on
that?

Ms. BOUTELLE. I think, with the Secretary’s involvement and
whoever the Secretary is, going forward, has to be involved. I think
that that will send a very strong message.

Now, I understand that the reality is that the Secretary is not
going to meet with the business owners on a monthly basis, most
likely, but some periodic forum would be beneficial.

The Chief Management Officer and the Deputy Chief Manage-
ment Officer, I think, having responsibility for the business proc-
esses, the systems, would also be a very strong marriage between
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those two roles, the CMO and the DCMO, with Bob Hale in driving
this, that maybe between the two of them—I know Beth McGrath
has got tremendous knowledge of the systems and the processes.

I think coming together with Bob Hale they make a pretty formi-
dable team. They have got to have the power, though, to direct
changes within the business areas. And without that, they cannot
be as successful as they need to be.

Mr. CoNAWAY. Ms. Porter, I can’t let you off the hook. What can
you share with us, if anything, about the Marine Corps audit
that—and you may not be able to talk to us about this year’s Ma-
rine Corps audit, but can you share with us a perspective on the
difference between where the Marine Corps was this time last year
and where the Marine Corps is today, without telegraphing too
much what is going to happen shortly? I couldn’t let you off the
hook.

Ms. PORTER. Sure.

So last year’s audit, in fiscal year 2010, we had a big struggle
at the beginning of the audit. We didn’t get very far into the test-
ing beyond beginning balances. We basically tested no current year
transactions.

For the fiscal year 2011 audit—well, let me go back to fiscal year
2010. There were also quite a few findings and recommendations
that came out of the audit that the Marine Corps started imme-
diately to undertake remediation actions to while the audit was
still under way.

In fiscal year 2011, you could see that there was an improvement
in the process, they better understood what we were looking for,
they were better able to produce reconciliations and tie-outs of data
that we had a big struggle with in the previous year. It is not per-
fect because they still had some struggles this year. We thought it
might be a little bit better. But they are moving in the right direc-
tion.

We have also got to a lot more current year testing this year
than we did in the past. So you definitely see that they are becom-
ing more accustomed to understanding what we are looking for. We
are also becoming more accustomed to how they do business and
what documentation they have.

And so I see progress every year. And I also see them taking
those lessons learned to the other Services.

Mr. CoNnaway. All right. Typically, you know, in a commercial
entity you give a set of financial statements. You also give them
a statement of weakness of internal controls—did you see adequate
remediation for the stuff that you discovered in the 2010 audit, Ma-
rine Corps make—without specific details—but make adequate
process at addressing those weaknesses and moving as far as you
thought they could move in the time they had to move it?

Ms. PORTER. We issued two different sets of findings and rec-
ommendations to the Marine Corps last year, one associated with
information technology and one associated with the financial state-
ment controls themselves.

So the information technology piece, we did see quite a bit of
changes and were able to test those actions that they took last
year. And before we had to cut off testing I would say there was
probably another 20 to 30 percent of them that are ready to be
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tested right now, that the action actually took place after we
stopped testing.

For the financial statement findings, it is a little more difficult
to address because we haven’t yet been able to conduct the test of
the current year transactions, which—associated with those find-
ings—which would actually in fact tell us whether the remediation
actions worked.

Mr. CoNAWAY. All right. Okay.

Rob, other questions?

Mr. ANDREWS. Well, just as a concluding comment, think Ms.
Porter’s limited sneak preview of the Marine Corps audit, which
shows reason for optimism. And the chairman’s question about sus-
taining the progress we have made beyond this Secretary of De-
fense I think is the core challenge facing this panel.

I think Secretary Panetta deserves enormous praise for giving
this effort such a high priority. But there will be another Secretary
of Defense soon. There always is.

Mr. CoNAWAY. Maybe even another president.

Mr. ANDREWS. Maybe. That is right. And whether there is an-
other president or this one, there is—you know, secretaries do
change.

And I do think that our key mission is to try to build into the
culture of the institution and the structure of the institution a high
priority on this audit readiness, because if we have to rely upon the
leadership priorities of the person who is going to be secretary, I
just don’t think we are ever going to achieve what we need to do,
because, you know, priorities come and go.

So the chairman and I have talked about this before. Think all
members of the Panel and members of the public should be think-
ing about advice they could give us on institutionalizing the
progress that we have seen right now.

I think very much of that is attributable to the chairman’s focus,
laser-like focus on this issue for several years, and on Secretary Pa-
netta’s admirable response to that. But we want to make this a
principle that extends beyond individuals to a more embedded cul-
ture in the organization. However we can do that, I think we will
have made great progress.

And I do appreciate the contribution of the three witnesses here
this morning. Thank you.

Mr. CoNawAY. Well, I want to echo Rob’s praise of Secretary Pa-
netta, unprecedented forward leap and commitment to this issue.
And I am really tickled to death he has made that.

Just quickly, just kind of maybe a yes or no, have we got enough
forward momentum toward this goal that this is actually going to
happen? In other words, can we—we get beyond that tipping point
where, yes, it is going to behard, and, yes, it may take a while, but
have we got past that point where we really are going to make this
happen, in your all’s perspective?

Mark.

Mr. KEELEY. Yes, sir, I believe so. One of the topics I talked
about in my testimony was the lessons learned. So we have a great
deal of lessons learned from the Marine Corps, from the Army
Corps, from DISA and others. And we are always looking back at
those lessons and applying them going forward.
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So applying the lessons and speeding the training and momen-
tum is certainly achievable.

Mr. CoNawAY. Okay.

Tracy, your perspective?

Ms. PORTER. I do think the goals are there. I think the
sustainment across the Department at the lower levels so that it
doesn’t go away when the Secretary changes is critical to make this
leap forward that they are trying to get to.

So with that right amount of focus and with those lessons con-
tinuing to being learned and nobody backing off from that progress
and just keeping that pressure on, because you take the pressure
of the audit readiness or the pressure of the audit off, the way
things work right now aren’t yet well ingrained in everybody with-
in the Services. So they will immediately fall back to their old way
of doing business.

So you have to just keep this pressure and this momentum in
order to keep us going in the direction that they need to go.

Mr. CONAWAY. JoAnn, your comments?

Ms. BoOUTELLE. I agree with Ms. Porter. I think that you have
to keep the pressure on. I think that the momentum is there, it is
moving, you have brought tremendous attention to this topic. But
there is a ways for them to go for the business owners to truly em-
brace and understand their responsibility.

So, again, I think that they can make it if you keep the pressure
on them.

Mr. CoNAWAY. All right.

Well, thank you three. I appreciate the witnesses today. And we
did not telegraph that question. We try to make sure this panel
keeps existing. No.

[Laughter.]

One of our big issues is how do we put in place the right kind
of attention at the committee so that when Rob and I are doing
something else or going somewhere else, that pressure and that
commitment from our side on the oversight piece remains in place
in the appropriate manner to make sure we do our part of that.

Again, thank the witnesses for being here this morning.

We are adjourned.

[Whereupon, at 8:56 a.m., the panel was adjourned.]
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Statement of Hon. K. Michael Conaway

Chairman, Panel on Defense Financial Management and
Auditability Reform

Hearing on
Industry Perspectives on Achieving Audit Readiness

November 17, 2011

I'd like to welcome everyone to today’s hearing on Industry Per-
spectives on Achieving Audit Readiness. Over the past 4 months,
we have heard from a variety of witnesses within Government, in-
cluding representatives from the offices of the OSD and Military
Department Comptrollers, the DOD functional communities, the
DOD Office of Inspector General (OIG), and the GAO on the chal-
lenges the Department faces in achieving audit readiness and its
efforts to resolve these issues. Today, as the Panel nears the com-
pletion of its work, we turn to accounting firms that have experi-
ence out in the private sector, as well as within Government, to get
their views on the impediments to DOD achieving auditability and
the actions needed to address these challenges.

In addition to having experience performing work at various
other entities, these firms are involved in almost every aspect of
DOD’s financial improvement and audit readiness (FIAR) effort,
ranging from assisting DOD components in implementing the FIAR
strategy, to assisting the Office of the Under Secretary of Defense
(Comptroller) in performing its review of the DOD components’
progress, to actually performing certain audits themselves. There-
fore, they can provide a well informed point of view on the prob-
lems facing DOD as it works towards achieving auditability on the
Statement of Budgetary Resources by 2014 and the full set of fi-
nancial statements by 2017.

Some of the challenges that have been identified to date include
sustaining leadership and effective oversight, ensuring workforce
competency, implementing Enterprise Resource Planning (ERP)
systems, resolving long-standing internal control weaknesses, and
managing organizational challenges associated with having a large
and complex organization such as DOD. The witnesses here today
may or may not consider all of these issues as impediments to im-
proving financial management and achieving audit readiness, or
they may have a slightly different take on the issues, or they may
identify different challenges all together. Most significantly, they
may be able to provide alternative options on how to overcome
these weaknesses. That is why I look forward to hearing their ex-
pert views on the issues confronting DOD and possible courses of
action to address these challenges.

(25)
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I would like to thank our witnesses in advance for their testi-
mony and agreeing to be with us this morning. We have with us
today:

e Ms. JoAnn Boutelle, Partner, Deloitte & Touche LLP;
e Ms. Tracy Porter, Partner, Grant Thornton LLP; and
e Mr. Mark Keeley, Partner, PricewaterhouseCoopers LLP.
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Written Testimony of JoAnn Boutelle
Partner, Deloitte & Touche LLP

November 17, 2011

Chairman Conaway, Congressman Andrews, and Members of the Panel, thank you for
the opportunity to testify today concerning industry’s perspective on achieving audit

readiness at the Department of Defense (DOD).

I have had the unique experience over the last 26 years serving in both government and
now industry to help organizations navigate their way through the most complex auditing
and financial management challenges. For the past seven years, | have been at Deloitte
working side by side with audit and consulting professionals, expanding my knowledge

of best practices in the audit and financial management areas.

Deloitte LLP and its subsidiaries have more than 50,000 employees working from 89
U.S. cities, providing audit, tax, financial advisory and consulting services to commercial
and government clients. Deloitte’s Federal Practice, consisting of over 6,500
professionals, has been providing audit readiness support to the Army, Air Force, Navy

and other parts of DoD.

Prior to joining Deloitte, [ worked as the Deputy Chief Financial Officer (DCFO) at DoD
for over two years, and prior to that at the Defense Finance & Accounting Service
(DFAS). While serving as the Deputy Chief Financial Officer, I constantly challenged
the lack of accountability and the need to improve financial statements, business
processes, and systems. 1 worked to implement actions which started the Department on
the path towards not only achieving audit readiness but also improving the quality and
timeliness of data for the decision makers. Let me share a few examples:
o First, I initiated a requirement for the Components’ Financial Managers to brief
their financial statements to the DoD CFO twice a year. It turned out to be harder
than I thought for the Financial Managers to explain the causes of the changes in

the financial information. The Financial Managers and their staff lacked the
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understanding of how business events impacted the financial statements. My
team at DoD worked collaboratively with the Departments’ Financial Managers to
educate and train their staff to understand the complexities of the financial
statements. Today the Components’ Financial Managers are more knowledgeable
of the business impacts on the financial statements and are involved in discussions
on how to get their organizations ready for a financial statement audit.

* Another example goes to the heart of the challenge DoD leadership is facing
around stove-piped systems with unique business processes. There is a lack of
standard processes, standard data and effective controls in so many systems. This
makes it difficult to compile meaningful data at the DoD enterprise level for
Department-wide analysis. It also makes it difficult to determine if the processes
and systems are operating in compliance with laws and regulations. To get one
authoritative source of the business rules that should be used by the Department, 1
put in place the business enterprise architecture (BEA). Business rules are
critical and should include needed controls, validation edits to ensure integrity of
the data, hand-offs between business partners, details of process flow, and data
standards. An organization as large and as complex as the DoD needs a BEA so
that there is one place to go to, one master architecture, when developing a system
of how to do business in and with DoD.

s Last, the Components needed a plan of the deficiencies that would prevent them
from obtaining an unqualified audit opinion and associated corrective actions.
These were pretty basic plans at the time and did not have all the actions required
to identify all the deficiencies. The Components continue to improve on their
plans as they gain more knowledge about what is required to complete a financial

statement audit.

These were strategic, effective initiatives started when I was at DoD and DoD leaders
have continued to improve on them. However, there are two additional areas critical for
DoD to achieve an unqualified audit opinion: 1) An increased and sustained commitment
from DoD leadership, and 2) a workforce with the applicable financial and technical

competencies.
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Leadership

A commitment from DoD leadership starting at the Secretary level is critical to achieve
audit readiness by 2017. This belief comes from Deloitte’s direct experience working
with both commercial and government clients. Over the past decade, Deloitte has helped
government agencies successfully transition from an unauditable to an auditable state. In
the commercial audit space, we worked closely with companies as they strived to
transform their organizations to comply with the Sarbanes Oxley Act of 2002, or
reconstruct their financial statements following bankruptcy or fraud. In each of these
experiences, the common thread that helped them succeed was dedicated leadership and a

commitment from the top to meet tangible milestones.

While commercial organizations from the CEO and COO levels drive initiatives to fix
processes and tighten controls, Do) lacked the commitment to devote the level of time
and resources necessary to achieve audit readiness. Secretary Panetta’s recent
announcement that he is now personally involved in driving the Department to achieve

audit readiness is a major signal that this is a top priority for the Department.

For the past 9 years, the Chief Financial Officer, his staff, and the financial management
community across the DoD demonstrated leadership in coming together to tackle the
tough aspects of fixing their business processes and systems. I commend them for their
daily commitment to this effort. However, I believe the responsibility for the controls
over assets and compliant reporting of accounting events is the primary responsibility of
the business process owners. Business owners within the Department must come
together with the financial management community to jointly correct deficiencies that are
preventing DoD from becoming audit ready. The Department requires a 100%
commitment from all facets of the organization, not just the financial managers. Cross
functional ownership at the senior levels cannot be forced by the CFO who is a peer to
many of the business leaders. This is a job for the Secretary and the Deputy Secretary

and an area for tangible and measurable improvement.
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Let me provide an example within DoD where a director of an agency became personally
involved in achieving auditability, with results and remediation, leading to significant
cost savings. The Defense Information Systems Agency (DISA) started on a journey to
obtain an audit opinion on its financial statements in the 2005 timeframe. The DISA
director and other DISA leadership were personally involved and actively drove the
remediation efforts, resulting in significant cost savings. Deloitte assisted them and it
took about three years to identify their audit weaknesses and for DISA leadership to
implement corrective actions. In our opinion, the direct and ongoing involvement of
DISA senior leaders was a major factor in their success. DISA has just successfully
completed a FY2011 Working Capital Fund financial statement audit. In addition to
getting their financial house in order, DISA also identified close to $400M of funds they
were unaware were available. This was a major success for the organization — a
commitment and investment by the DISA Director and the DISA leadership team to

remediate their financials, leading to more efficient and responsible organizational spend.

Deloitte saw similar challenges in recent years on the commercial side of our business
where CEOs and COOs had to aggressively lead the implementation of the Sarbanes
Oxley Act. Many of our commercial clients were struggling to meet the compliance and
reporting demands placed on them by the Act. For many of our clients, achieving
compliance with the Act’s requirements involved significant transformation of their
culture, business practices and systems, and internal controls. These organizations
quickly learned that success required the full engagement of chief executives not only in
Finance, but also in Operations, Information Systems, Human Resources, and in the
business units which were in many cases highly decentralized and global. This pattern of
leadership engagement is critical to the Department’s ability to meet its aggressive audit

readiness timelines.

I believe this Panel can help by reinforcing the need for full engagement, commitment
and accountability from Defense leaders across the organization to the Department’s

audit readiness goals. This means that Departmental Chief Management Ofticers



31

(CMOs), Chief Information Officers (CIOs), acquisition leaders, supply and logistics
leaders, human capital officers and others must better understand their role in the audit
readiness process, and take ownership and accountability for the results. Without this

leadership commitment, I do not believe the Department will meet its 2017 goal.

Workforce

Now, let me address the second critical area for success - the need to improve the
competencies of the DoD workforce involved in processing the business transactions at
the DoD. The financial management staff of the DoD are some of the most dedicated
people I have had the honor of working with during my entire work career; but there are
many other DoD employees who are equally dedicated in the business units processing
transactions. They know their systems and processes and through their efforts, critical
supplies and support are provided to the military. However, they also need to ensure the
integrity and soundness of the financial data they are creating. This will most effectively
be accomplished through established internal controls, compliance with policy and

procedures, and more integrated processes.

There is a need to enhance financial controls within the business processes and systems to
improve on the accuracy and completeness of data recorded timely into the financial
systems. Removing the human element and adding more automation is the most
effective and consistent way to add these needed financial controls. There are thousands
of people across DoD touching transactions that create financial events. These people do
not have to be trained accountants. They need to be trained supply technicians, personnel
clerks, or contracting officers — or the various functional technical competencies of their

job. They also need to understand their role in financial management.

So what are the skills needed by DoD personnel?
e People who are involved in the financial statement preparation should be CPAs
with financial statement audit experience. Increasing the number of CPAs in

DoD can be achieved by hiring people who already possess their CPA designation
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and incentivizing current employees, who meet the criteria, to take the CPA
exam.

e People who process transactions should be trained in accounting controls and
processes related to their jobs. The Certified Defense Financial Manager
certification provides a foundation of government accounting and controls.

* Leading an audit or audit readiness program requires people with experience in
leading financial statement audits. The DoD lacks people with this expertise and
where there are gaps, government should rely on industry to support. Getting to
the first audit opinion is the most difficult step, and the need for seasoned audit

professionals are needed to help DoD focus their resources most effectively.

Conclusion

Government and its industry partners share the same goal, We want to see the
Department of Defense achieve an unqualified audit opinion and for them to meet their
deadlines. But sometimes, there are elements that impede their ability to get the job

done.

How do we overcome them? We do so by focusing on leadership, the financial
management competencies needed across the workforce, and a culture of commitment to

making the changes necessary to achieve auditability.
The DoD and industry must work together to meet these goals.
I want to thank the Panel for holding a series of hearings on Defense financial

management and auditability reform, and for your laser focused attention on this very

important issue. Thank you and I look forward to your questions.
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Chairman Conaway, Ranking Member Andrews and distinguished members of the
Panel, good morning and thank you for inviting me to testify today on behalf of Gram
Thornton LLP. 1 applaud this panel’s commitment to bringing financial management
excellence to the Department of Defense and am pleased to be able to share with you
my perspective of the impediments to DOD achieving audit readiness and actions
DOD needs to take to become audit ready. Now, I know for some audit readiness at
DOD may seem like a struggle that will not soon be won, but in fact there have been
many financial management improvements i the Defense community in the 24 years
1 have been involved with it. In the recent past I have seen significant changes,
including a much stronger focus on improving financial management, and not simply
because of the audit. Instead, there is a strong and sincere desire at DOD to give
Defense managers and warfighters better financial information with which to make
important decisions and manage daily affairs. T am impressed by the attention that
DOD is giving to internal controls and the Defense community’s understanding of
their importance to the mission, not just the audit.

Today I will discuss ny perspective on the Department’s audit readiness challenges,
which has been formed as a result of conducting audits and audit readiness
engagements for the federal government, as well as for private sector clients and state
and local governments. As you may know, Grant Thormon LLP was recently retained
to perform an audit of the United States Marine Corps” annual financial statements.
The results of that audit are not the subject of my testimony today. Rather, I hope to
share with the panel members observations I've made in my many years as a public
sector audit professional.

The Chief Financial Officers Act of 1990 first established the requirement that
agencies produce audited financial statements. Since that time, most federal agencies
have made steady progress producing financial statements, subjecting them to audit,
and receiving unqualified opinions from auditors. The Department of Defense is an
outlier. GAQ recently testified, “Over the years, DOD has initiated several broad-
based reform efforts to address its long-standing financial management weaknesses.
However, as we have reported, those efforts did not achieve their intended purpose of
improving the department’s financial management operations.”t

Before discussing the challenges and impediments, I would like to acknowledge the
efforts of the Department’s senior leadership to reform financial management within
the Department. Transforming an entity as large and decentralized as the Department
is no easy task, especially when the entity is entrenched in hundreds of years of
business that focused on budgetary accounting and not proprietary accounting. The
senior leadership of the Department has demonstrated a commitment to improving
financial management and taken actions necessary to address the known impediments
to improve financial operations.

DOD faces unrealistic expectations
Improving financial management is the ultimate goal of requiring audited financial
statements. But the road to an unqualified opinion {often referred to as a clean

! Government Accountability Office, DOD Financial Management: Improved Confrols, Processes, and Systems Are Needed
for Accurate and Reliable Financial Information; Report Number GAO-11-933T (Washington, DC, September 23, 2011).
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opinion) is often rocky. Too often, organizations and their stakeholders have
unrealistic expectations about the results of early audits. Some of these expectations
may derive from the term “audit readiness.”

When laymen hear the term audit readiness they may assume it means an organization
has sufficiently strong financial management in place that it is likely to obtain an
unqualified opinion on its financial statements. It often means, however, that an
organization simply has enough evidence ready to subject to the scrutiny of auditors,
even though the result may be a qualified opinion or even a disclaimer. And though
receiving a qualified opinion or disclaimer may be painful, it is the first step most
federal agencies have had to take before substantially improving their financial
management Operations.

For example, fewer than half of the major federal departments and agencies received
unqualified opinions on their FY 1998 financial statements. Just three missed this
milestone with their FY 2010 financial statements. So for most agencies, their first
opinions weren’t unqualified — many received disclaimer opinions for several years.
Yet a disclaimer can be the clearest roadmap for an organization seeking an
unqualified opinion. It gives leadership the clear direction they need on where to focus
audit remediation efforts.

So, auditing an entity for the first time is the first step in an organization’s audit
maturity process. With a first audit, management is making transparent to the auditors
the organization’s financial statements, internal controls, and the information used to
manage the financial and performance aspects of the enterprise. Auditors simply test
the information to ensure it is (1) fairly and accurately presented (i.e., free of material
errors), (2) presented in accordance with standards and management policies, and (3)
in compliance with accounting standards. It is important to remember what an audit
opinion is and what it is not. An unqualified opinion means the financial information,
as presented in the statements, are not materially misstated. Even with an unqualified
opinion, more often than not, federal departments and agencies still suffer from lack
of compliance with laws and regulations or weaknesses in internal controls.

DOD is among the most complex organizations in the world. I cannot improve upon

the way GAO put it:
DOD is one of the largest and most complex organizations in the world. For
fiscal year 2012, the budger requested for the department was approximately
$671 billion—$553 billion in discretionary budget authority and $118 billion
10 support overseas contingency operations. The fiscal year 2012 budger
request also noted that DOD employed over 3 million military and civilian
personnel—including active and reserve service members. DOD operations
span a wide range of defense organizations, including the military departments
and their respective major commands and functional activities, large defense
agencies and field activities, and various combatant and joint operational
commands that are responsible for military operations for specific geographic
regions or theaters of operation. To execute its operations, the department
performs interrelated and interdependent business functions, including
financial management, logistics management, health care management, and
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procurement. To support 1ts business functions, DOD has reported that it
relies on over 2,200 business systems, including accounting, acquisition,
logistics, and personnel systems 2

Like almost every action it takes, DOD’s audit will be the single largest audit
undertaken . . . ever. The complexity is compounded by the fact that DOD’s
operations span our nation’s history, whilée the focus on audit readiness is relatively
recent. Most large companies undergoing an audit for the furst time are “audit ready”
from day one. The drive for profit ingrains in private sector personnel the essential
nature of {inancial managers to decision making. Companies recognize that without
the financial managers’ input into key business decisions, they don't have an adequate
understanding of the availability of resources to carry out operations. That “nature”
has not been part of the federal government’s way to doing business. In the past,
execution of mission, despite costs and resources needed, was paramount and the
practice was that the needed funding just appeared. There was no constraint. While
that is changing today within the Department and the federal government as a whole,
past practices are slow to change because of the size and nature of the entities
involved. Financial statements still reflect transactions based on the business processes
of the past. So expecting a clean audit the first time auditors go into an organization Is
unrealistic, particularly in the case of an organization the size, complexity and history
of the Department of Defense.

Just as we should manage our expectations of DOD’s audit readiness, we should also
ensure we are imposing realistic deadlines. In a publicly traded company, auditors are
in an organization every quarter, but still have 90 days to audtt financial statements.
Though the CFO Act originally set the deadline for audited financial statements at
March 3ist, today OMB has accelerated that date to no later than 45 calendar days
after the end of the fiscal year. In my view, 1t is simply impractical to subject an
organization as complex as DOD to this unreasonable deadline when its first
subjected to audit scrutiny, especially when publicly traded counterparts of much
smaller size and less complexity have twice as long to accomplish the same rask.

Clear lines of resp ibilities g DOD ag ies and service
providers are lacking

DOD agencies rely on a complex web of service providers {e.g., DFAS and DISA) to
support them in the performance of their mission. As such, DOD agencies rely on
these service providers to perform financial management functions (e.g., internal

controls, transaction processing, and system maintenance). In carrying out these
functions, DOD agencies often assume proper internal controls exist within the
service providers, while service providers rightly assume that such policies and
procedures are the responsibility of agency management. It may surprise panel
members to know that DOD service provider policies, procedures, and controls aren’t
subjected to the same scrutiny as service providers in other agencies. SSAE No. 16 --
Statement on Standards for Awestation Engagements No. 16, Reporting on Controls
at a Service Organization — is the standard set by the American Institute of Certified
Public Accountants for judging the adequacy of controls in place in service

id.
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organizations. It is required at civilian public sector service providers like the Bureau
of Public Debt and the Department of the Interior's data center. DOD agencies need
confidence that service providers have proper internal controls. This confidence can
only be gained through what are called SSAE 16 audits. DOD agencies and service
providers also need a service provider agreement that documents wha the service
provider is to do for the agencies. That agreement should include detailed descriptions
of internal controls. Today, this disconnect results in poor controls and injects risk in
every transaction.

This should not absolve DOD agencies of their own responsibility. DOD agencies
should not rely on outside entities for their financial management. Agency
management must be accountable for financial management ~ financial management
policies, procedures, and the resulung data ~ and make irs reliability a priority.
Delegating this responsibility to service providers or others will dilute accountability
and the accuracy and reliability of financial information will suffer.

Weak internal control environment

Internal controls are the plans, methods, and procedures that provide reasonable
assurance that objectives are being achieved in the following areas: (1) effectiveness
and efficiency of operations, (2) reliability of financial reporting, and (3) compliance
with applicable laws and regulations. Financial statement audits often find weaknesses
in these areas and make recommendations on how to improve. In an organization as
large, complex, and decentralized as DOD, a uniform approach to internal controls
would greatly enhance financial management throughout the enterprise. Otherwise,
Defense agencies and service providers are left to adopt their own approach to
internal controls, which leaves sound financial management to chance. Moreover,
without a uniform approach, it is difficult to share and adopt lessons leamed in all
DOD agencies and service providess. The DOD controls environment is far from
standard, resulting in a decentralized, sometimes meffective, financial management
environment. While a weakened internal control environment, in itself, does not mean
an opinion cannot be issued on the Department’s financial statements, it does mean
that the audit s more time consuming and costly.

Legacy data and systems

As described in the previously cited GAO report, DOD financial management “relies
on over 2,200 business systems.” This would be difficult enough were such systems
under some standardization. Unfortunately, consistent policies on data management
are not in place. For instance, financial data in some systems, though mmportant for
budget execution, is not required to be maintained for any period of time. Likewise,
beginning balances are often unauditable. There is simply no consistent policy for
muaintaining data and records that meet professional standards.

In my view, DOD should not go back and undo the sins of the past - the cost of
auditing old transactions recorded in financial systems would far outweigh the
benefits. But it does need standard policies and procedures in place to govern systems
and the data they maintain. DOD must be able to provide auditors data that support
reported balances in a timely fashion, Furthermore, all shared systems and processes
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should undergo SSAE 16 testing to enhance their efficiency and cut the cost of the
audit.

DoD’s fi fal g t workforce

Human capital is 2 major management challenge throughout the federal government.
But the chain of command in the Defense community, like in other areas, adds
complexity. Financial management officials at headquarters have no awthority over
financial management professionals in the field. Under such circumstances, local
financial managers are more loyal to local commanders than to top DOD and
component financial executives. This lack of a financial management chain of
command makes it difficult to apply consistent financial management policies and
standardized processes throughout the Defense enterprise.

Too many layers of management in DOD financial management organizations also
impede progress. Flattening organtzation structures throughout DOD's financial
management workforce would improve audit timeliness and efficiency.

Conclusion

T*ve discussed the challenges to audit readiness, as requested. And though they are
many, the talent and energy being invested by DOD in improved financial
management is unprecedented. With DoD’s continued leadership and attention, and
the support and pressure applied by panels such as this one, I am sure we will soon be
reminiscing about just how steep this climb seemed at one time. World class financial
management at DOD could be here before we know it.
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List of subjects of federal contract(s) (for example, ship construction, aircraft paris
manufacturing, software design, force structure consultant, architecture & engineering
services, etc.):

Current fiscal year (2011): :
Fiscal year 2010: s
Fiscal year 2009:

Aggregate dollar value of federal contracts held:

Current fiscal year 2011):
Fiscal year 2010:
Fiscal year 2009:
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Federal Grant Information: If you or the entity you represent before the Committee on
Armed Services has grants (including subgrants) with the federal government, please
provide the following information:

Number of grants (including subgrants) with the federal government:
Current fiscal year (2011): ;

Fiscal year 2010:__ ;
Fiscal year 2009:

Federal agencies with which federal grants are held:

Current fiscal year (2011): ;
Fiscal year 2010: ;
Fiscal year 2009:___

List of subjects of federal grants(s) (for example, materials research, sociological study,
software design, ete.):

Current fiscal year (2011): e
Fiscal year 2010: e
Fiscal year 2009: .

Aggregate dollar value of {ederal grants held:

Current fiscal year (2011): , ;
Fiscal year 2010: o s
Fiscal year 2009: .
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Grant Thornton

November 14, 2011

The Honorable K. Michael Conaway

Chairman

Panel on Defense Financial Management and Auditability Reform
Committee on Armed Services

Washington, DC 20515-6035

Dear Chairman Conaway:

Audit - Tax - Advisory

Grant Thoenton LLP
333 John Carlyle Street, Suile 500
Alexandrig, VA 22314-5745

7 703.837 4400

In response to the requirement in Rule 11, clause 2{g)(5), of the Rules of the U.S. House of
Representatives for the 112" Congress to disclose the amount and source of federal
contracts and grants by my employer, Grant Thornton LLP, | offer the following:

Grant Thornton LLP does a substantial amount of business with the federal
government. It has contracts with most major federal agencies. It performs audit
and audit readiness work under contracts with federal agencies, as well. Grant
Thornton’s DUNS Number is 128159105 and its CAGE Code is 1CDS1.

Please let me know if you require further detail to satisfy this requirement.

Sincerely,

uﬁ?; (e
Tracy Porter

Partner

Grant Thornton

Global Public Sector

333 john Carlyle Street, Suite 500
Alexandria, VA 22314-5745

Grant Thernton LLP
U.S. mermber firm of Grant Thomiton international Lk
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Department of Defense Audit Impediments and Audit Readiness Testimony
Mr. Mark Keeley
Partner, PricewaterhouseCoopers LLP
November 17, 2011

Chairman Conaway, Ranking Member Andrews, and Members of the Panel, it is a pleasure to
be here today to share my perspectives about "the impediments to the Department of Defense
{DoD) achieving audit readiness and the actions DoD needs to take to become audit ready.” My
audit readiness perspectives come from 27 years of public accounting experience, including 20
years in the commercial sector and seven years working with the DoD. My experience is
primarily in information systems auditing, but 1 will also offer an informed opinion today, to the
extent that I am able, on broad audit readiness matters within the DoD. The Firm in which lam a
partner, PricewaterhouseCoopers LLP (PwC), has performed first time audits of several Federal
government departments and DoD entities, including the financial statement audits of the United
States Army Corps of Engineers - Civil Works (USACE) and an intelligence community agency.
We have also performed the service organization audit of the Defense Information Systems
Agency (DISA). In addition, PwC has worked with the DoD in an advisory capacity since the
passage of the Chief Financial Officers' Act of 1990 (the CFO Act) by assisting with
implementation of the Act at DoD. Among other engagements, PwC has been providing audit
readiness advice to the Office of the Under Secretary of Defense (Comptrolier) ((OUSD(C)),
Financial Improvement and Audit Readiness (FIAR) Directorate for the past three years. My
own perspectives have been formed by my work on five successful projects that are relevant to
today's topic:

1) The first service organization audit of DISA,

2) The first financial statement audit of the USACE, where 1 was responsible for the

information systems aspects of the audit,

3) The development and implementation of the FIAR Guidance, which provides step-by-

step audit readiness instructions for each DoD Component,

4) The development and delivery of the FIAR Directorate's three-day audit readiness

professional development course, including a half day leadership-level course, to over
1,000 DoD professionals, and
5) The signing of the unqualified examination opinion on the audit readiness of the Air
Force Fund Balance with Treasury Reconciliation Process.
These five projects provide a basis for the audit readiness insights I will share today.

As 1 was preparing to testify, I happened to visit the Department of Energy. The lobby of the
Department's headquarters contains a prominent display about the Manhattan Project and the role
of Albert Einstein. The display reminded me of a quotation by Albert Einstein that is relevant to
today's topic, "We cannot solve problems by using the same kind of thinking we used when we
created them." The DoD did not intend to create the audit readiness challenges it has today.
Rather, the DoD developed and implemented processes and systems tailored to achieve its overall
functional mission, and audit readiness then became an imperative. Because the DoD’s
incumbent processes and systems were not originally designed to meet audit readiness, a "new
kind of thinking" will be required for the DoD to address the requirements of an audit-ready
organization.

Since the CFO Act was passed in 1990, one of the most significant changes in audit readiness
thinking that has occurred in the DoD is the development and implementation of a financial
improvement and audit readiness strategy. Rather than attempt to audit an entire Component all
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at once, the strategy prioritizes financial improvement work into manageable waves of audit
activity. The audit readiness of the statement of budgetary resources (SBR) by 2014 is a high
priority wave of audit activity and a primary reason for our presence here today. The DoD has
already made significant audit readiness progress. For example, the May 2011 FIAR Plan Status
Report states that DoD organizations with unqualified audit opinions received $96 billion dollars
in budgetary resources in fiscal year 2010, which is already more than the budgetary resources
under audit in 13 of the 24 agencies subject to the CFO Act.

Although progress has been made towards audit readiness, the pace of progress must
accelerate if the DoD is to meet the 2014 SBR audit readiness date and the 2017 overall audit
readiness date. The work ethic of DoD personnel is strong and the DoD can accomplish any goal
it sets for itself. The 60-day SBR plans that are currently being developed by each Component
will soon provide detatled blueprints for how the DoD will meet the latest audit readiness
deadlines. Based on Pw(C’s experience to date, the DoD should continue to improve its financial
management and audit readiness efforts in three ways, as the 60-day plans are implemented:

1) Enhance the skills of personnel resources through the addition of certified public
accountants (CPAs) with financial statement audit experience and continue to
implement of the OUSD(C)'s financial improvement and audit readiness professional
development program and the financial management certification program.

Although the DoD has to date spent a great deal of time and energy documenting
processes, we have learned that the greatest benefit to audit readiness is typically a
consequence of testing controls and testing for the existence of supporting documentation and
then quickly remediating the problems identified through the testing. This type of test work
requires appropriately trained and skilled auditors.

As stated in the FIAR Guidance, the management of human capital is a significant
element of the internal controls environment. Although hiring CPAs is an important aspect of
improving the human capital necessary to achieve audit readiness, not all CPAs have the
requisite audit readiness expertise. CPAs who specialize in areas such as tax, budgets, or
systems may not have developed the tools necessary to productively participate in improving
audit readiness. For example, the Government Accountability Office (GAQ) Financial Audit
Manual and the Yellow Book of Government Auditing Standards use the word "judgment”
more than 270 times throughout 1,300 pages. CPAs who have federal financial statement
audit experience are trained to apply this judgment such that they can make the decisions on
controls and documentation necessary to successfully prepare the DoD for a financial
statement audit.

The OUSD(C) is in the process of evaluating its resources and implementing a financial
management certification program, the key goals of which include a framework for financial
management development and a mechanism for financial management training, decision
support, and career leadership. The work ethic of DoD) personnel is strong, but the additional
skills they can gain through this certification program will make them more productive.

2) Ensure that functional leaders and financial leaders throughout the DoD, including the
leaders of Components as well as shared service organizations, are held equally
accountable for audit readiness.

As stated in the FIAR Guidance, senior leadership oversight for audit readiness is driven
by the Deputy Secretary of Defense/Chief Management Officer, the Under Secretary of
Defense (Comptroller ), the DoD Deputy Chief Management Officers, the Military
Department Chief Management Officers and Financial Management/Comptrollers, as well as
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senior leaders from the functional and financial communities. The majority of internal
controls and documentation that must be analyzed in a financial statement audit are owned by
functional areas rather than financial areas. For example, records of promotions used to pay
service members are maintained by the Personnel & Readiness community. The functional
areas must maintain data in an auditable form to accomplish a financial statement audit.
However, functional personnel and financial personnel do not need the same type of training.
Of course, functional personnel need to be trained to achieve their functional mission, such as
maintaining property, but they should also be trained to understand financial objectives, such
as the completeness of property records. Similarly, financial personnel should be trained to
understand the activities of functional areas, but the financial people should have a primary
role in working with functional personnel to design effective internal controls and quality
documentation standards that functional people can follow, such as the proper storage of
property documents in an easily accessible manner. In addition to the nature and extent of
training provided to functional and financial personnel, the degree of standardization used to
design and implement effective internal controls impacts audit readiness. Standardization
improves the efficiency of an audit and generally improves the efficiency of an organization,
but can be particularly complex to accomplish from a business perspective. For example,
DoD's acquisition process is significantly complex and relies upon multiple systems and
various skilled resources, but it is a worthwhile goal that is garnering attention from DoD
leadership, especially with respect to ERP implementations. As functional and financial
personnel are trained in their respective financial responsibilities and the degree of
standardization is determined, functional and financial leaders throughout the DoD should be
held equally accountable for audit readiness. This is already happening through
organizational and individual performance plans and evaluations, but must continue to be
emphasized.

The DoD has more service providers {agencies performing processes, managing systems
and hosting systems that affect Component financial statements) than any other Federal
department. The DoD recognizes that shared service organizations must be audit ready in
order for their customer Components to be audit ready. The DoD is making a concerted
effort to align the roles and responsibilities of shared services organizations, such as the
Defense Finance and Accounting Service (DFAS) and DISA, with the audit readiness needs
of the Components. These efforts are now taking place and are happening at a detailed level,
such as the mapping of each service provider's transaction processing activities to financial
statement control objectives that the Components and their auditors need to see.

3) Ensure legacy or ERP systems are configured to report data in the financial
statements as prescribed by Generally Accepted Accounting Principles (GAAP), and
also ensure that computer controls are designed into ERP systems throughout the
entire implementation process.

Auditors are system agnostic - that is, a system does not need to be an ERP solution to be
auditable. Rather, to achieve audit readiness, systems must do three main things:
1) Process transactions in accordance with GAAP,
2) Capture and retain transaction data so that it can be traced to the financial
statements (e.g. produce an audit trail), and
3) Maintain transaction data in a reliable computer control environment.

ERPs can facilitate the achievement of these requirements, but they are not solutions by
themselves. Systems will only do what we tell them to do. For example, if a legacy system
was not properly designed to process an accounting transaction, changes to the underlying
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accounting treatment would need to be understood before new system logic is developed or
the legacy system is upgraded to an ERP solution. The DoD should continue to follow the
FIAR Directorate's requirement that Components begin by demonstrating how the
implementation of ERPs (or the modernization of older legacy systems) will address known
internal control deficiencies and process compliance issues.

Iam a systems auditor rather than a systems implementer, and therefore have not been
involved in determining whether an old system is updated or replaced entirely with an ERP
solution. However, I have been involved in auditing ERPs. The DoD's ERPs use well-
known, proven technology that is inherently controllable. However, computer controls that
may not have existed in the older systems need to be considered up front and programmed
into any new or upgraded system. The "E" in ERP means "Enterprise,” but an ERP solution
rarely replaces an entire systems environment. ERP's inevitably need to speak to older
systems. Accounting and auditing expertise is necessary to figure out which controls need to
stay in the old systems, which controls need to be programmed into the new system, and
which controls need to be programmed into the interface between the two systems.

Systems implementation projects are understandably focused on system functionality,
while some key controls, especially those related to logical security, are sometimes
implemented as a secondary activity. Implementing system functionality and controls at the
same time increases ERP project complexity, but leads to improved audit readiness. If
enough key controls are not implemented into the ERP in time for a financial statement audit,
an auditor may not be able to rely on the data. For example, on one of my first year audits the
payroll data came from a system that did not provide sufficient internal controls, so we were
required to statistically test 800 sample items across the United States, which required 8,000
hours. In the second year of the audit, the payroll system provided some reliance on internal
controls, so we were able to perform much less test work, reducing our time to approximately
400 hours. In order to apply lessons learned from this first-year audit experience, all ERP
projects should involve audit readiness professionals who have Federal financial systems
audit experience, so that they can ensure that the systems subject to a financial statement
audit satisfy the computer control objectives established in the Federal Information Systems
Control Audit Manual (FISCAM). The FIAR Directorate has already made significant
progress helping the Components understand the applicability of FISCAM to their computer
processing environments.

I would be pleased to expand further on these three areas during the question and
answer period today.
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Mark Keeley is a Partner with PricewaterhouseCoopers LLP (Pw(). Heis
responsible for his Firm's Financial Management and Information Systems Audit Practice
dedicated to the Department of Defense (DoD). Mr. Keeley is a Certified Public
Accountant (CPA) and a Certified Information Technology Professional (CITP). He
holds a Bachelor of Science in Accounting and Computer Science from the University of
Massachusetts at Amherst and a Master of Science in Finance from Boston College. His
audit readiness perspectives come from 27 years of public accounting experience, including 20
years in the commercial sector and 7 years working with the DoD. His perspectives that are
most relevant to financial improvement and audit readiness in the DoD have been formed
by his involvement in five areas of success within the Department:

1
2

3)

The first service organization audit of the Defense Information Systems Agency
(DISA),

The first financial statement audit of the US Army Corps of Engineers - Civil
Works, where he was responsible for the information systems aspects of the audit,
The development and implementation of the Office of the Under Secretary of
Defense (Comptrollery's (QUSID(C)Y's Financial Improvement and Audit
Readiness (FIAR) Guidance, which provides step by step audit readiness
instructions that each Department Component can follow to achieve audit
readiness,

The development and instruction of the QUSIYCY's three day audit readiness
professional development course to over 1,500 DoD professionals, and

The signing of the unqualified examination opinion of the Air Force Fund
Balance with Treasury Reconciliation Process.
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DISCLOSURE FORM FOR WITNESSES
CONCERNING FEDERAL CONTRACT AND GRANT INFORMATION

INSTRUCTION TO WITNESSES: Rule 11, clause 2(g)(5), of the Rules of the U.S.
House of Representatives for the 1 12 Congress requires nongovernmental witnesses
appearing before House committees to include in their written statements a curriculum
vitae and a disclosure of the amount and source of any federal contracts or grants
(including subcontracts and subgrants) received during the current and two previous
fiscal years either by the witness or by an entity represented by the witness. This form is
intended to assist witnesses appearing before the House Armed Services Committee in
complying with the House rule.

Witness name: Mark J. Keeley

Capacity in which appearing: (check one)
__Individual

X Representative

If appearing in a representative capacity, name of the company, association or other
entity being represented: PricewaterhouseCoopers LLP

FISCAL YEAR 2011
federal grant(s) / federal agency dollar value subject(s) of contract or
contracts grant
*See Attached®
FISCAL YEAR 2010
federal grant(s) / federal agency dollar value subject(s) of contract or
contracts grant

FISCAL YEAR 2009
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Federal grant(s) / federal agency dollar value subject(s) of contract or
contracts grant

Federal Contract Information: If you or the entity you represent before the Committee
on Armed Services has contracts (including subcontracts) with the federal government,
please provide the following information:

Number of contracts (including subcontracts) with the federal government:
Current fiscal year (2011): ;

Fiscal year 2010:
Fiscal year 2009:

Federal agencies with which federal contracts are held:

Current fiscal year (2011):
Fiscal year 2010:
Fiscal year 2009:

List of subjects of federal contract(s) (for example, ship construction, aircraft parts
manufacturing, software design, force structure consultant, architecture & engineering
services, ete.):

Current fiscal year (2011): ;
Fiscal year 2010: 5
Fiscal year 2009:

Aggregate dollar value of federal contracts held:

Current fiscal year (2011): ;
Fiscal year 2010: ;
Fiscal year 2009:
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Federal Grant Infoermation: If you or the entity you represent before the Committee on
Armed Services has grants (including subgrants) with the federal government, please
provide the following information:

Number of grants (including subgrants) with the federal government:
Current fiscal year (2011): ;

Fiscal year 2010:
Fiscal year 2009:

Federal agencies with which federal grants are held:

Current fiscal year (2011): :
Fiscal year 2010: 5
Fiscal year 2009:

List of subjects of federal grants(s) (for example, materials research, sociological study,
software design, etc.):

Current fiscal year (2011); ;
Fiscal year 2010: ;
Fiscal year 2009:

Aggregate dollar value of federal grants held:

Current fiscal year (2011): 5
Fiscal year 2010: ;
Fiscal year 2009:

(5]
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pwc

ADDENDUM TO DISCLOSURE FORM FOR WITNESSES CONCERNING FEDERAL
CONTRACT AND GRANT INFORMATION

PricewaterhouseCoopers LLP (PwC) is pleased to submit to the U.S. House of Representatives
House Armed Services Committee our response to Rule 11, clause 2{g)(5), of the Rules of the U.S.
House of Representatives for the 112% Congress. PwC has no grant information to disclose that is
germane to PwC's November 17, 2011 financial improvement and audit readiness testimony. The
amount of Department of Defense contract (including subcontract) awards received during the
current and two previous fiscal years (2009, 2010 and 2011) by PwC for work that is germane to
Pw('s November 17, 2011 financial improvement and audit readiness testimony is as follows:

Nine {9] contracts whereby Pw( is the prime contractor in the amount of $30,47 1,645,
Five (5] contracts whereby PwC is a subcontractor in the amount of $1,492,847,

PwC appreciates the opportunity provide our perspectives on the impediments to DoD achieving audit
readiness and the actions Dol needs to take to become audit ready.

PricewaterhouseCoapers LLP, 1800 Tysons Boulevard, MclLean, VA 22102
www pwe.con/publicsector
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The epactment of the Chief Financial
Officers’ Act (CFO Act) of 1990 and the
Government Management Reform Act
{GMRA) of 1994 opened a new era of
financial management in the Federal
governument. These two laws meant that
Federal Executive Agencies were required
by law to prepare financial statements
and have them audited by independent
auditors.

PricewaterhouseGoopers LLP has
provided extensive internal control
assessments and CFO Audit Act
implementation support for two decades.
We have served a number of Federal
Executive Agencies by helping them
succeed with audit readiness efforts and
achieve a sustainable audit opinion.

This guide, “DoD Audit Readiness
Essentials,” outlines key audit readiness
competencies that have proven successful
with Executive Civilian Agencies

and Department of Defense (DoD)
Organizations that have achieved clean
audit opinions. We have prepared it to
help the Department as a whole take the
right steps to achieve and sustain a clean
audit opinion.

We have identified the five essential andit
readiness o

g ies -+ p das
pillars in Figure 1 -- and structured this
guide to discuss each one so they may be
adequately addressed in preparation fora
full-scope financial statement auddit:

» Leadership Support: Leadership
suppott is defined by a culture in
which operational leaders champion
audit readiness. Leadership support
from across the Component creates a
synergistic environment that helps to
influence coordination and cooperation
in achieving audit readiness,

* Audit Readiness Human Capital:
Appropriate audit readiness human
capital means having the right people
with the right skills, education, and
experience to identify audit readiness
impediments and develop workable
solutions. Audit readiness human
capital will help address the necessary
internal controls or sets of controls
(automated and manual), as well as
determine the adequacy of supporting
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documentation and the reliance on
proper information systems and data.
Internal Controls: Internal controls

is the set of procedures designed,
implemented, and maintained to
provide reasonable assurance about the
achievement of reliability of financial
reporting, effectiveness and efficiency
of operations, and compbance with
applicable laws and regulations.
Effective internal controls demonstrate
a Component’s ability to assert that its
financial statements ave fairly stated
inaccordance with generally accepted
accounting principles.

fair presentation of the financial
statements,

« Information Technology: Information
technology includes the Enterprise
Resource Planning (ERP) financial
systesns, feeder systems, micro-
applications, and electronic data
necessary to prepare the Component’s
financial statements. The ability to
rely on electrondc data is contingent
upon effective information technology
controls within and between systems.

Within each of these audit reactiness

competencies, we will answer the

questions most commonly asked by

Supporting De ion

A Component’s supporting
documentation is comprised

of electronic and hard-copy
evidence supporting the amount,
classtfication, summarization, and
reporting of individual business
events. Organizations must produce
adequate supporting documentation
to allow auditors to conclude on the

it ions working to become
audit-ready. The answers presented in
this guide are based on audit standards
combined with our cumulative experience
performing Federal financial statement
audits and audit readiness projects. In
addition to providing answers, we also
discuss practical solutions as to how
Organizations can get started with audit
readiness.
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| Leadership Support

‘We have noted one common attribute
resident within Federal organizations
that have been successful with

audit readiness and have recetved
unqualified audit opinions. This

is support from leaders across

the organization, Organizational
leadership support jump-starts an
Organization’s ability to achieve
auditable financial statements and
acecelerates its progress toward audit
readiness.

Audit standards help define exactly
who in the organization needs to

be involved in a financial statement
audit and, therefore, in audit
readivess efforts. Organizational
leadership consists of more than

the Chief Financtal Officer (CFO)
and supportive financial managers.
Organizational leadership must
include those individuals who

have responsibility for the strategic
direction of the organization. In
other words, leadership is required
from the Connnanding General and
equivalent leaders of programs and
missions. The andit community in
both the commercial and Federal
space has found that to be successful,
organization heads must be

to delays in audit readiness progress or
even audit failure, because CFO’s may
not have the necessary authority to effect
change for business processes outside

of their domain. For example, auditors
require transaction sowce documents,
such as invoices and receiving reports

for purchased items, in order to perform
financial tests. However, the CFO does not
physically control the use and retention
of such documentation. The inability

to engage organizational leadership to
support audit readiness efforts often
leads to work-around solutions executed
within the finance office. These are

often inefficient and ineffective, thereby
increasing the cost to the organization
tather than realizing the true value of
aundit readiness, which is to provide
reliable data that increases the efficiency
and effectiveness of mission operations.
Comsequently, the CFQ needs support
from the organization’s leadership to
drive change and monitor progress within
the organization’s programy,/mission
areas.

T April 2006, the DoD Office of the
Inspector General (CIG) contracted PwC
to support its Fiscal Year (FY) 2006, FY
2007, and FY 2008 audits of the USACE/
Civil Works financial statements, This was
the first Independent Public Accountant

supportive of and actively engaged in
audit readiness efforts.

Often, organizations undergoing
audit readiness initiatives believe
that audit readiness responsibilities
lie solely with the Chief Financial
Oftficer (CFO). This typically leads

(IPA) isted financial audit
of USACE in its 230-plus year history.
This was the first major entity approved
for audit under the DoD Financiat
Imiprovement Audit Readiness (FIAR)
program.

One of the catalysts for the audit’s success
was the Connmander’s support. The
Conunanding General required division



and district Comumanders to thoroughly
support audit efforts. The USACE
Commander required the business unit
commands to report the status and/or
success of their audit efforts on a monthly
basis. Additionally, the USACE Chief of
Staffactively participated in all internal
progress reviews (audit status meetings)
to implement solutions to overcome audit
impediments across all commmands.
Organizations showld emulate the USACE
approach to create leadership support
across programy,/mission areas. To ensure
success, the Comunanding General needs
to require the leaders of each program/
mission area to be accountable for audit

readiness efforts. Additienally, the Chief
of Staff should participate in all audit
readiness status meetings to monitor,
support and facilitate the resolution of
cross-organizational impediments or
issues.

Many organizationat leaders within

the DoD have never experienced a
financial statement audit. Therefore, it
is important that financial managers be
able to help them understand the merits
and appreciate the value of a financial
statement audit. Independent auditor
reports provide stakeholders {Congress,
oversight bodies, taxpayers, etc.) with
anindependent third-party opinion as
to whether the organization’s financiat
results are faily stated in accordance
with Generally Accepted Accounting
Principles (GAAP). Stakeholders can use
this information to conchude whether
the organization can demonstrate
accountability for its Federal funding and
execite its mission(s) in an effective and
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efficient manner. Furthermore, Federal
organizations that can demonstrate

fiscal responsibility through independent
financial statement audits will bave
increased credibility with stakeholders,
Congressional conunittees, and the
American people.

The true value of a financial statement
audit Hes not just in compliance, which is
mandatory, but in the improved processes
and controls that undergird mission
operations and make for a more effective
and powerful fighting force.

Organizations manage their operations
based upon budgetary resources and
expenditures. Sound budgetary data
helps leaders gauge the use of funds
toward mission achievement. Audit
readiness improves the quality of
financial information, which improves
the efficiency and effectiveness of mission
programs, Mission funds are used to
execute business events which are linked
to accounting transactions for financial
reporting, leading to better data for
decision-making.

Audit readiness links business event
activities to accounting transactions and
ensures that the accounting transactions

are properly reported in the financial
records. The ability to link business events
processed through an end-to-end business
‘process to accounting transactions is
eritical to successful audit readiness. For
example, a military payroll transaction

is initiated when service men/women
produce goods or services--a business
event. The accounting transaction is
evidenced by leave slips used to record
costs, benefit expense and benefit
liabilities. Correct leave slips are the

link between the business event and the
accounting transaction. Audit readiness
ensures that the processes to record
military pay have the proper internal
controls to effectively and efficiently
expedite payroll processing, while
maintaining adequate doctunentation

as evidence to support the financial
reporting of the business event - thereby
executing the mission.

Recording business events in financial
records also provides program/nission
leaders a repository of data with which to
manage their programs. This eliminates
the need to have separate spreadsheets
and/or reports created outside of the
financial records for decision-making
puirposes, enabling program/mission
leadeys to do more with less.



Figure 2: Organizational leadership support is neceesary for successiul audit

readiness.

Organizations may follow the steps below
to obtain support from leaders for audit
readiness initiatives.

cost information to help thern manage
their programs/missions.

organization Jeadership support, shown
in Figure 2, is necessary. The CFO or

the audit readiness financial manager
may have to get involved with the
organization’s program,/ nission areas
to educate leaders on the need for audit
readiness -- a time-coNSUMIng Process.
One organization that recently achieved
aclean audit opinion spent nearly 18
months on consistent commumication
and education by the CFO and Director
of Audit Readiness. After 18 months,
however, the program/mission leaders
were voluntarily supportive of the audit
readiness effoits, and even used improved

Most or ional leaders within

the DoD come from a program/

nussion background and may not have
experience with a financial statement
audits. Therefore, it is important to be
able to demonstrate that the value ofa
financial statement audit extends to the
positive message it sends stakeholders, An
unqualified audit opinion communicates
that the financial management data of the
organization is fatly stated - or, in other
words, reliable.

5 lus
1. Be prepared to discuss
the value of audit readiness and have

a sound audit readiness plan that
demonstrates a prioritized approach

that includes interim milestones. The
FIAR Guidance, which is issued by

the Office of the Under Secretary of
Defense (Comptroller) (QUSD(C)) FIAR
Directorate, provides an authorized DoD
audit readiness plan and methodology.

It also prescribes the use of Financial
Improvement Plans to mouitor progress.
It is important that organizational leaders
be able to track audit readiness progress
via meastrable milestones to monitor how
improvements translate into benefits to
the organization.

Create a process for
leadership to remain engaged in audit
readiness to sustain momentum and
drive c ion-wide impro

As noted earlier with the USACE
example, the CFO was able to work with
the Cc ding General to establish

a process for continual leadership
monitoring and support throughout the
audit readiness effort and, eventually,
the audit. The Commander held each
division/directorate responsible for
audit status. Monthly progress reports
were given to the General Commander.
Additionally, the Chief of Staff attended
all internal progress review meetings.
This same approach should be used

for audit readiness efforts, as well as to
ensure consistent organization support
and awareness, It may also be appropriate
for the Commander to provide financial
incentives to Senior Executives for

audit readiness success in their annual
development plans.

Execution of each of these steps will
fead to the final objective of obtaining
feadership support -- which, in turn, will
drive effective audit readiness progress
leading to a successtul and sustainable
audit.



|
fe
B
p
2
3

f -
o

67

H
i

Audit Readiness Human

Capital

Successful audit readiness efforts
‘begin with putting the appropriate
Iuunan capital in place -- the

right people with the right skills,
education, and experience to identify
audit readiness impediments and
develop workable solutions. These
human capital resources will put
internal controls or sets of controls
(automated and manual) in place to
achieve the organization’s mission
and financial reporting objectives.
They witl also verify that adequate

Organizations such as the DoD have
operations that span the globe and
encompass both public and private
resources. Managing these complex
operations requires hundreds of
operational, accounting, and budgetary
systems, as well as thousands of personnel
1o input and approve transactions.
Demonstrating financial improvement
and audit readiness requires an

supporting dc tion exists
so the proper level of reliance can
be placed on information systems
and data. Without the right human
capital, resources may be spent on
treating the symptoms of a lack of
organizational readiness rather than
dealing with the root causes - such
as inadequate experience, training,
or skills.

As part of evaluating whether an
organization has the appropriate
human capital in place, leadership
should ask the following questions:

Organization to build adequate human
capital with the proper competencies. The
workforce must be dedicated to financial
improvement and audit readiness
activities. This calls for a multi-disciplined
team with relevant skills, practical work
experience, and sufficient and up-to-

date training as shown in Figure 3. The
following skills are required:

Auditors: Understand Federal audit
requirements, Perform{ed) Federal
financial statement audits, including the
impact of information technology on audit
readiness activities.

Figure 3: A muiti-disciplinary team is critical to achieving financial improvement and

audit readiness.




Information Technology Auditors:
Understand information technology.
Have a detailed, working knowledge of
the Government Accountability Office’s
{GAQ) Federal Information System
Controls Audit Manual (FISCAM).

Data Management Specialists: Utilize
data management tools such as ACL
Services, IDEA, and Monarch to identify
data anomalies, abnormalities, and
irregularities. Demonstrate ability to
segregate large volumes of data to
facilitate sampling for audit readiness
testing.

Statisticians: Understand statistical
requirements and utilize tools such as SAS
to facilitate sampling for audit readiness
testing.
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Other Specdialists: Show proficiency
with unique Federal programs such
as Environmental Liabilities and
their impact on audit readiness. For

le, accounting requi
have specific criteria which detail when
an environmental liability must be
recognized and who must recognize it for
financial reporting purposes, which may
differ from when the actual eventt occurs,

Qrganizations working to become audit
ready nrust have a combination of
resources that includes representation
from the competencies above to be
successful. Without it, organizations ran
the risk of not reaching the appropiiate
conclusions at key decision points
Organizations that deploy a muiti-
disciplined team with accounting,

auditing, information technology, data
management, and statistical skills wilt
be able to best demonstrate financial
improvement and audit readiness.
Figure 4 details the type of skills,
experience, and certfications that audit
readiness personzel should possess,

Once the appropriate audit readiness
human capital resources are in place,
audit readiness skills need to be sustained.
This can be accowplished through
continual training and the strategic
assignment of resounces to projects and
tasks that challenge and grow each
persory’s abilities.

Organizations such as the American
Institute of Certified Public Accountants
(AICPA)}, the Institute of Internal Auditors
(I1A}, the Association of Government
Accountants (AGA), and the American
Society of Military Comptrollers (ASMC)
provide audit readiness training. In
addition, a number of private entities also
provide accounting and auditing training
for new, experienced, and seasoned
personnel.



» Auditing New Parsonnat
- information 1+ Has zero to four years of experience
« Utifizes and critical thinking skis

* Stays ahraast of cument Federal accounting, {T, andior reporting standerds
nds the DoD Organization’s operations and systems
discussions with personnel conducling eperations o
fmpact on accounting
» Demonsirales professional skepticism
+ Prapares qualty documentation

§;Seésdhed P‘erso‘nne“

Experienced Persormsl
* Has more than 10 years of expsrience
» Builds sirong relationships with Senior Leadership to oblain buy-in and facilitate audit

Auditing
* Bachelors is Accounting

Information Technology
* Bachelors in Menagement Information Systems or similar
major

+ Bachelors in Accounting
+ Cerfified Public Accountant {CPA}

the abillty to defiver firm commands
res auert readiness parsonnel have sufficient and refevant training

« Has a comprehensive understanding
+ Has 8 comprehensive undel fing of processes at the Organization
* Thoroughly understands the accourding and reporting standards

readiness aclfv'rties « Cerlified Government Financlal Manager (COFAM)
o f of Federal T, andior + Cerified Defense Financial Manager (COFM}
rspormg stand aﬂi': a5 well as DoD's infernal controls provesses N
. t f udit chid fthe IT N .
environment an aradire) , lading ofte . Baqhelc«.. in Management Information Systems or similar
« fdentifies and resolves impe fs to audit readiness in a tmely manner . T:f 'f-e 3 nfcrmation Systems Audior (CISA)
+ Drives coltboration and leads efforts to develop the audit readiness approach for bt it oy " o
sssessable ynfs « Certified information Securfty Manager (CISM)
= Cerlified In Governance of Enterprise [T (CGEITY

« Cerlified Information Technology Professionat {C1TR}

Governmen ncial Manager (CGF)
B Cerifiad Defense Financial Manager (CDFM)
+ Gertified Information System Security Professional
| (cissp)

Figure 4: Organizations deploying multi-disciplinary teams wifl be best able to demonstrate financial improvement and audit readiness.
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Figure 5: Organizations
audit ready.

Organizations may follow the steps
presented below to ensure appropriate
human capital is in place to support audit
readiness efforts:

Using the information
above as a starting point, ¢ ization

required for each type of position. These
decisions should be documented in
position descriptions that can be used for
future hiring of personmel, as well as for
soliciting contractor suppott.

Once

should detine their human capital
requirements for becoming audit ready,
as shown in Figure 5. This includes
identifying the types and numbers of
positions required to become audit
ready, and then determining the skiils,
training, experience, and education

the audit readiness positions have been
defined, organizations should perform
an assessment of their existing personne}

and contractor resources, This assessment

should survey personnel and compare
their skills, training, experience, and
education to those documented in the
position descriptions.

3 § in
skills, training, experience, or education
are identified, the organization should
develop a remediation plan. Ideally,
current employees could be trained,
attend additional education classes,

or be offered rotations into other
positions to allow them to close those
gaps. In instances when that step is not
practical, organizations should look for
opportunities to rotate the personnel
into another area where they may satisfy
position requirements and create space
for adding new resources.

3 If organizations have
open positions, they should use the
position descriptions developed in Step 1
to find personnel {including contractors)
who possess the appropriate skills,
experience, training, and education to
support audit readiness.



71

" Internal Controls

Internal controls is the set of
procedures designed, implemented,
and maintained to provide
reasonable assurance about the
achievement of the organization’s
objectives with regard to the
reliability of financial reporting,
effectiveniess and efficiency of
operations, and compliance with
applicable laws and regulations.
Internal Controls Over Financial
Reporting (JCOFR) are the
procedures designed to provide
reasonable assurance regarding
the reliability of the organization’s
financial reporting. It starts at the
initiation of a transaction and ends
with the reporting of the related
balances in the financial reports.
Therefore, internal controls over
the transaction process involve
activities at each step of the end-
to-end business process, including
the initiation of the transaction,

maintenance of each transaction record,
the recording of each transaction, and
the uitimate financial reporting of the
transactions. In addition, they include the
prevention and detection of unauthorized
acquisition and use or disposition of assets
in relation to the transaction,

OMB Circudar A-123, Appendix A
provides guidance on compliance with
the PMFIA and ICOFR. Atits core, the
dircular requires the identification,
documentation, assessment, testing,

and reporting of the organization’s
internal controls over financial reporting.
‘Therefore, the requirements of CMB
Cireular A-123 are a subset of DoD)’s audit
readiness activities.

The FIAR Methodology, defined ini the
FIAR Guidance, includes tasks that

can be leveraged to meet the ICOFR
requirements contained within OMB
Ciradar A-123, Appendix A. The
organization’s integrated execution of
the FIAR Methodology satisfies the DoD's
requirement for complying with ICOFR.




‘When conducting an audit of a Federal
entity, the financial statement auditor
must follow auditing standards generally
accepted in the U.S., Government
Auditing Standards issued by the
Comptroller General of the U.5., as well
as OMB Audit Guidance. In addition to
providing an opinion on the financial
statements, Government Auditing
Standards require the auditor to report on
the organization’s internal controls over
financial reporting and compliance with
laws and regulations.

In order for this to occuy, the auditor
must ebtain an understanding of

the organization’s internal control

72

environment, assess the design of
internal controls, and test appropriately
designed controls that reduce the risk

of material misstatements (i.e., control
1isk). The auditor then uses the results

to, among other things, determine the
natwe, extent, and timing of further audit
procedures {e.g., substantive testing and
tests of compliance). As noted in Figure

6, the higher the reliance the auditor can
place on internal controls, the lesser the
amount of substantive procedures that
st be completed.

‘Therefore it is usually beneficiat for
organizations to implement, identify,
docwnent, and assess its internal controls
over financial reporting. This will
facilitate the most effective and efficient
financial statement audit, improve

-
Figure 6: The higher the reliance the auditor can place on internal controls, the lesser
the amount of substantive procedures that must be completed.

the organization’s ability to obtain an
unqualified opinion, and directly reduce
the cost of the audit.

It is important to note that the process of
implementing, identifying, documenting,
and assessing the Organization’s

internal controls over financial reporting
provides a wide range of benefits to the
organization, ranging from a better ability
to achieve the organization's missions
and program objectives to au ability to
seamlessly comply with the multitude of
laws, regulations and directives applicable
to DoD organizations.

Control Activities are the policies,
procedures, technigues, and mechanisms
that help make certain that management
directives aye carried out. Control
activities include: business performance
reviews; controls over information
processing (e.g., application controls
and I'T general controls (ITGCs); physical
controls; and segregation of duties).
Organizations should identify control
objectives for each type of control that, if
achieved, would provide the organization
with reasonable assurance that individual
and aggregate misstatements (whether
caused by exvor or fraud), losses, or
noncompliance that is material to the

ancial would be p i
or detected . The Department’s FIAR
Guidance defines these as key control
objectives {KCOs).




inaccuratel

i
|
{

Salary and benef» i are calculated,

2 pa;d i recorded basad on epplying

cajeufations, andior data proce:

proprite data For accuwrate formulas,

especrve datanaQes and ravisw iha(r

payrofi system records to determine whether there are valid
payment. I the netamount for each ¢

ployesditern is greater

than 85 000/10, 008 of lese than $1, the renox 1 xs amoxated and

Figure 7: Examples of business processes, sub-process, risks, control objectives and control activities.

Business processes consist of any
sequence of activities (transactions)
that takes place in order to get work
accomplished and achieve the business’s
objectives. These may range from a simple
procedure, such as paying an invoice, to
a key element of the business operations,
such as processing civilian pay and
purchasing missiles and satellites. They
may also include functional processes,
such as maintaining an organization's
finanicial records, to cross-functional
processes, such as an application of
human resotuces.

In short, business processes are

activities that are carried out in the
normal cowrse of business in orderto
achieve the objectives and mission of
the organization. They should not be
confused with control activities, which
are the procedures put in place by

management to ensure that business
processes are cartied out as divected,
while providing the organization with
reasonable assurance that misstatements
will be prevented or detected.

Figure 7 provides additional examples of
these concepts.

Key control activities are characterized by
one or more of the following:
* Management relies upon them
to prevent or detect material
1nisstatements in financial reporting;
* They address relevant financial
reporting assertions for a material
activity (e.g., a financial report line-
item); and/or
They mitigate one or more significant
control risks, such as fraud and
inaccuracy.

.

It is important that management
identities those controls that ave key to
its financial reporting process and related
transactions. The benefits of identifying
key control activities are twofold: it
allows the organization {during audit
readiness) and the auditor {during

the audit) to specifically target their
testing efforts on controls that reduce

the risks of material misstatements in

the financial statements. This increases
the effectiveness and efficiency of both
processes, lowering costs and reducing
the impact on personnel. In addition, and
more importantly, the identification of key
controls helps the organization identify:

1} contrels that are not key, which will
spur efforts to correct theimn; and 2)
duplicate and/or redundant controls
which, by their elimination, inprove the
efficiency of the organization’s programs.
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Figure 8: Definitions of financial statement assertions.

Mapping control objectives to control
activities and then to financial
reporting assertions are the first steps
in determining which internal control
activities are key control activities.

“Non-key” control activities, while useful,

may not provide an essential degree of
assurance on the effective mitigation
of the significant risks impacting a

key business process. Some common
examples of key control categories
include:

individual should not be authorized

o approve an accounts receivable
transaction, enter it into the systemn, and
then bear responsibility for reconciling the
transactions. Proper segregation of duties
will prevent individuals from being able to
misappropriate assets.

Authorizing Procedures - An
authorization control is effective when
‘more than one person is responsible for
authorizing a decision or action that

can unpact the organization’s assets or

Segregation of Duties on

of duties is effective when the
responsibilities for a financial process are
separated between various individuals
within an organization. The same

On the other hand,
an excessive number of transaction
approvers may indicate an inefficient
control. For example, a supervisor review
and approval may be required aver
reconciliations performed.

In addition to these key control categories,
key controls themselves relate to the
input, processing and output activities
that help an organization achieve the
financial assertions rep
inFigure 8 above. Inrepresenting that
their financial statements are fairly
presented in copformity with generally
accepted accounting procedues,
Organization management implicitly or
explicitly makes assertions regarding the
recognition, measurement, presentatios,
and disclosure. In essence, Organizations
make the following specific assertions

-

their i as
represented in Figure 8 table above.




According to the FIAR Guidance and
Generally Accepted Government Auditing
Standards (GAGAS), an organization’s
management is responsible for the
internal controls over their financial
information and, therefore, must ensure
that they understand which financially
significant activities are outsowrced to
service providers. Additionally, GAGAS
deters to the American Institute of
Certified Public Accountants (AICPA)
Statement on Standards for Attestation
Engagements (SSAE) Number 16 as the
authoritative standard for the audit of

a service organization. Accordingly, the
organization’s management is ultimately
responsible for the effectiveness of the
service providers’ controls over those
activities that impact the organization’s
financial reperting. As an organization
comumences its audit readiness efforts,

it needs to identify activities being
performed on its bebalf by sexvice
providers. In these cases, an $SAE 16
report should be obtained when available
to reduce the organization’s audit
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readiness work over service provider

activities. Based upon our experience,

one best practice is for the organization
and the service provided to identify the
key controls that will be included inan
ultimate $SAE 16 report and assign roles
and responsibilities at that granular level.

This significantly reduces the cost of an

SSAE 16 engageinent, because it gives all

parties involved a clear expectation of the

audit scope.

In evaluating whether an SSAE 16 report

provides sufficient evidence about the

effectiveness of internal controls at the
service organization, organizations
should consider the following factors:

* The time period covered by the tests of
controls and its relation to the period
under evaluation by management.
Alternatively, the date of management’s
assertion aver the assessable unit under
evaluation should be considered;

+ The scope of the SSAE 16 examination
and applications covered, the controls
tested, and the way in which tested
controls relate to the organization’s
controls;

.

.

‘Whether the report identifies controls
over the service organization’s
activities that support relevant
financial statement assertions at the
organization;

‘Whether the report includes both an
evaluation of the design of controls
and tests of operating effectiveness
{i.e., a SSAE 16 Type If report);

The results of those tests of controls,
as well as the service auditor’s opinion
on the operating effectiveness of the
controls and whether each control
objective was achieved;

Whether significant changes that
have occuured at the service provider
between the SSAE 16 report date and
the organization assertion date have
been identified and addressed;

The impact that the results of tests

of control have on the assessment of
internal controls by the organization;
and

The service auditor’s professional
reputation and competency.




76

Figure 9: Organizations should implement, identify, document, and assess their

internal controls over financial reponting.

As part of their audit readiness efforts,
organizations should implement, identify,
document, and assess their internal
controls over financial reporting as shown
in Figure 9. Consistent with the FIAR
Guidance, the following steps should be
taken to accomplish this goal:

woww B a
st step is to identify
your financial processes (including
assessable urits, sub-units, ransactions,
accounts, and related financial systems
and dollar values associated with each
financial process). This serves as the
foundation for the next steps in the

process,

reporting of the rausactions associated
with each significant process. The
documentation should also include risks
associated with the significant processes
and related controls. Controls should be
noted as such to facilitate the performance
of the steps that follow.

€ 5. Based on the information
gathered through the development of
process and system documentation, the
organization should develop control
worksheets (sometimes referred toasa
control matrix) that identify risks, key
control objectives and relaved financial
assertions, as well as controls

. This task is aimed at
identifying which of the financial
processes (including assessable units, sub-
units, transactions, accounts, and related
financial systems, identified in Step 1
above) are significant to the organization’s
financial reporting, based on quantitative
(dollar value) and qualitative (non-
financial) considerations. In order to
determine materiality, organizations
should review the guidance provided by
OMB Circular A-123 and the PCIE/GAO
FAM.

S = Once
significant processes have been identified,
process and refated system documentation
must be developed. The process and
system documentation should include
information covering the initation,
aunthorization, processing, recording and

in place to mitigate the risks and address
the objectives. This document will allow
the organization to: 1) identify those risks
that have not yet been mitigated by an
existing control, 2) identify and eliminate
redundaat controls, and 3) assess the
design of controls.

the ¥ &
The control worksheets may
be used to facilitate the organization’s
assessment of the design of controls. Only
appropriately designed controls should be
tested for effectiveness. The assessment of
the design of controls should focus on how
well the control addresses the key control
objectives (KCOs) and relevant financial
statement assertions, Appropriately
designed controls that address key control
objectives aver significant processes are
typically deemed key controls. Controls
that are not appropriately designed should

be noted as such and corrective actions
must be developed and executed.

3 SCTEN
. Organizations should
establish a supportable approach to tests
of controls. The appreach at a mininum
should include the following steps:

a. Identify the controls to be tested — Only
test appropriately design controls.

b. Avoid duplication of efforts with other
similar activities — Coordinate with similar
activities such as FFMIA, GPRA, IPRA,
FISMA ete.

<. Identify who will perform the testing

~ Engage personnel who possess the
necessary corppetence and objectivity.

d. Develop and execute test plans -
Formal tests plans should be developed
1o facilitate review and approval by
interested parties. The execution of

the tests plans should include the
consideration of the nature, exeent
{including sampling techniques), and
tinting of the testing. Testing should

be stringent and extensive enough to
allow for reliance by the organization’s
management and sufficient to support
management’s SSAE 16 assertion. Within
the Federal government, the recognized
assessment methodology is sammarized in
the GAQ/President’s Council on Integrity
and Efficiency (PCIE) Financial Audit
Manual (FAM} (Section 450) and GAO
FISCAM. In addition, OMB Circular A-123
inchudes guidance on internal controls
sample sizes based on the frequency of
controls. Organizations should move to
adopt the testing methods outlived in
these publications.

. Document test results — Documentation
should include the identification of items
tested and who performed the tests, test
results, and the overall conclusion.

summarize and evaluate the results of the
tests. In accordance with OMB Circular
A-123, Organizations must categorize
deficiencies as a Control Deficiency,
Significant Deficiency, or Material
Weakness.

. For any material/
significant deficiencies noted during
testing, organizations must design and
implement corrective actions.
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When organizations assert audit
readiness, they are declaring

that their financial statements

are prepared in accordance with
Generally Accepted Accounting
Principles (GAAP); a set of standards
to help enswre that financial

events are consistently recorded,
accumulated, and reported in
financial statements. Per Statement
of Auditing Standard (SAS) No.

103 / AU 326 Audit Evidence,
“Management is responsible for

the preparation of the financial
statements based on the accounting
records of the entity.” Inother
words, supporting decumentation
is comprised of electronic and
hard-copy evidence that supports
the amount, classification,
summarization, and reporting of an

organization’s individual business
i

procedures performed for this purpose
are referred to as substantive procedures
and include tests of details of classes

of transactions, account balances,

and disclosures, as well as substantive
analytical procedhures).

Auditors performing testing to “detect
material misstatements” may select
samples of transactions and records
underlying the financial statements. For
each sample item, the reporting entity
must provide supporting documentation
for the individual transactions to
demonstrate that the financial event was
accurately recorded in the accounting/
subsidiary system, and ultimately in the

inancial The organization
must provide supporting documentation
to the auditor to prove there are no
material misstatements in their financial
statements by showing that individual
transactions and balances are accurately
recorded, accumdated, and reported in
the fi ial

events in its fi

Financial statement auditors are
required to obtain audit evidence in
order to draw reasonable conchusions
by performing audit procedures to:
1. Test the operating effectiveness of
controls in preventing or detecting
material piisstatements at the
relevant assertion level (audit
procedures performed for this
purpose are referred to as tests of
controls); and

2. Detect material misstatements at
the relevant assertion level (audit

Organizations should consider the
auditor’s requirements. In other words,
what is “good enough for the auditor”?
Auditors are required to review sufficient,
appropriate supporting documentation
to altow them to draw conclusions on
whether any material misstatements
exist in an organization’s financial
statements, The audit standards explain
that sufficiency is the measure of the
quantity of supporting documentation.
Appropriateness is the measure of the
quality of supporting documentation; that



S
Supporting documentation is more refiable when

itis obtained from knowledgeable independent
sourees outside the reporting entity

Supparfing documentation obtained
directty by the audiior is more reliable than
supporting documentation oblained indirectly
or by inference.

e e S& = SRR
When gathering supporting decurmentation for Fund
Balance with Treasury {FBWT} activity, the auditor will place
iance on reports obtained from the Treasury

an on internally generated reports from the organization’s
accounting system

{han on payroll informafion ehtained from the organization

twhich, in turn, may have oblained the information from a
provider).

Figure 10: Key indicators used by auditors fo evaluate the sufficiency and
appropriateness of supporting documentation.

is, its relevance and reliability in providing  An auditor’s view on the reliability of

support for or detecting misstatements
inthe classes of transactions, account
balances, disclosures, and related
assertions.

supporting documentation is influenced
by the source and nature of the
dos tion, and is di dent onthe

Figure 10 shows the key indicators used
by auditors to evaluate the sufficiency
and appropriateness of supporting
documentation.

In swunmary, the auditor uses many
factors when evaluating the sufficiency
and appropriateness of supporting
documentation. Organizations should
keep these factors in mind when
performing their audit readiness work.

Organizations must be certain they can
support relevant financial statement
assertions for transactions and balances,
along with supporting documentation.
Specifically, they must identify the
documents they will nse to support
each material transaction type and
balance. A simple method to ensure that
relevant assertions are addressed is to
prepare a Supporting Documentation
Matrix. Figure 11 is an example of a
Supporting Documentation Matrix for
the Appropriations Received line of the

individual circumstances by which the
supporting documentation is obtained.

of Budgetary Resources.

S0

Received

Schedule (§F 132)

!5; Funding Authorization

(FADS)

g dapartment

Figure 11: Example Supporting Documentation Matrix.
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Figure 12: Consistent with the FIAR Guidance, Organizations shoutd evaluate their sup-
porting documentation foffowing the FIAR methodology.

Understanding the auditor’s
requirements surrounding supporting
documentation will allow organizations
to understand the “bar” that they need

to clear to become auditable. With that
understanding in mind, organizations
should follow a series of repeatable steps
for material assessable units/financial
statement line-items. Consistent with the
FIAR Guidance, Organizations should
evaluate their supporting dc jon

7 it
preparing the population, organizations
should identify the documentation
needed by transaction type to support the
relevant financial statement assertions.
This can be accomplished using a
Supporting Dociunentation Matiix to
visually demonstrate how assertions

are d. After relevant KSDs are

following the FIAR methodology shown
in Figure 12. These steps inchude:

rosneile ¥ e S
For each material financial statement
line-item, the organizations must extract
a population of transaction-level activity
and reconcile that population to their
general ledger. If no trial balance is
available from the general ledger, an
equivalent report (e.g., DFAS 218 Report)
should be used to demonstrate that the
population contains transactions that
accipnulate to amowts reported inthe
financial statements. Any differences
between the population and the

general ledger must be identified and
appropriately resolved.

identified, organizations should confirm
that their existing docunent retention
policies are sufficient, requiring field
locations to retain KSDs for a sufficient
period of time to support current balances
and transactions in their financial
statements.

fasts SR
. Organizations shoutd
then develop a test for the existence
of supporting doctumentation and the
organization’s ability to retrieve such
documentation in a timely manmner. This
includes designing a representative
sample of the population, defining what
specific documentation will be required
for each type of sample jtem, and

sununarizing the comparison procedures
that will be performed between each
sample item and the documentaton
supporting the sample item (to verify the
accuracy/classification of the transaction
as recorded inthe system}.

. After the test has
been developed, the organization must
execute the test, select the sample items,
and complete testing on sample ftems in
the population. Any instances in which
documentation could not be located or
the recorded sample items did not agree
with supporting documentation should be
noted for evaluation.

the testing is complete, organizations
must evatuate the results of the tests.
Exceptions should be sumunarized by type
and evaluated. Errors caused by missing
documentation and data input should be
separately considered and examined for
trends and root causes. For deficiencies
that are greater than insignificant or
isolated, organizations should proceed to
Step 6.

t5d

3 . For any material/
significant deficiencies noted during
testing, organizations must design

and implement corrective actions,

For instances in which original source
documentation cannot be located,
organizations must identify alternative
documentation, and then perfonn

tests to confirm the existence of the
alternative documentation. For instances
inwhich transactions and balances

ate not consistent with the supporting
documentation, organizations should
identify the root cause of the error, make
necessary process/control improvements
to prevent such errors in the future, and
review the current population to ensure
similar transactions in the population are
corrected.
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- Information 1

As reporting entities begin their
audit readiness efforts, they need

to identify systems that should be
evaluated for effective internal
controls. Reporting entities should
compile an inventory of systems used
inend-to-end processes to record,
progess, and report transactions.
Additionally, reporting entities
should identify any ERPs, feeder
systems, and micro-applications
used to create and store supporting
documentation. This information is
typically gathered during interviews,
end-to-end walkthroughs of
transactions, and inspections of
available documents that describe
the systenis environment. These
documents could include, but are not
limited to, system certifications and
accreditations, systemt security plans,
interface agreements, and system
inventories prepared to comply with
the Federal Information Security
Management Act of 2002 {FISMA).

&)

echnology

Once an nventory of systems has been
compiled, a reporting entity must ask
three specific questions for each system in
the inventory:

1) Does the system perform a key
automated control? Examples inchude
user access to perform: transactions,
checking for data completeness/accuracy,
and hing of invoices to receiving
documents.

2) Are key manual controls dependent
onreports or data generated from the
system? Examples include reports used to
perform physical inventories, exception/
error reports of rejected transactions,

and reports or data sets used to perform
reconciliations,

3) Are Key Supporting Documents (KSDs)
created/retained in the system? Examples
include electronic timesheets, receiving
reports, aud purchase orders.



1f a reporting entity answers yes to one
or more of these questions, the system
should be scoped into a reporting entity’s
audit readiness efforts.

{t is important to remember that these
systems may be financial systems, mixed
systems, ot potentially non-financial
systems {e.g., persormel, equipment
maintenance, etc.). The appropriate
scoping in/out of systems in audit
readiness efforts will help ensure that
appropriate resources are effectively
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system. Application controls are grouped
into the following categories which can
affect the reliability of financial data:

* Business Process Controls

* Interface Controls

+ Database Management System Controls
+ Application-Level General Controls

IT General Controls: These are controls
that relate to the overall functioning of
anindividual application or a group of
applications. For example, the program
(software

utilized and time is not wasted reviewing

systems that are not key. Resotrces
should be focused on systens that need to
be scoped into andit readiness efforts.

Ouce an organjzation has established
which systems are in-scope for internal
controls over financial reporting and
audit readiness, reporting entities need to
determine which IT controls to evaluate.
There are two basic levels of IT controls:
Application Controls: These are controls
that are specific to individual transaction
processes within a system. An example

of an Application Control is a system that
requires a “Travel Oxder Approver” role

in order for a travel order to be approved
and processed in a systen. This is referred
to as an application control because it is
specific to the travel system application.
and does not relate to approving
timesheets in the time and attendance

< ration
change control) process for an individual
application has the potential to impact

automated control features built into the
system. The configuration

control activities, and control tecliniques.
The IT control areas documented in
FISCAM are also consistent with the CFO
Council's implementation guide for OMB
Circular A-123 (Appendix A).

1n short, the answer is, “it depends.” While
the areas and requirements addressed

by certification, accreditation, and other
conpliance assessment work completed
by the organization may align with certain
FISCAM contro] objectives, activities,

and techniques, the controls design

process for a computer system that serves
as the platform for multiple applications
has the potential to affect the integrity of
applications that run on that platform.

T general controls are grouped into the
following categories which can affect the
reliability of financial data:

* Security Management

* Access Controls

* Segregation of Duties

+ Configuration Management

* Contingency Planning

The GAO Federal Information System
Controls Audit Manual (FISCAM) is

the prinrary authoritative sowce for
evaluating T controls during a financial
statement audit. It provides details
regarding relevant control objectives,

de ion, testing procedures, and
testing results are typically not prepared
ina manner that addresses OMB Circular
A-123 (Appendix A) and Financial
Improvement and Audit Readiness

{FIAR) requirements. If your certification,
acereditation, and compliance assessment
efforts result in Yes/No or Gompliant/
Not-Compliant docuumentation and test
results, you will realize very limited re-use
for audit readiness preparations.

‘When planning your next certification and
accreditation or compliance assessment
effort, it is best to inchude controls
documentation and testing requirements
that meet audit readiness requirements.
This will increase the auditor’s ability to
reuse the resulting work products.



Figure 13: When controls are petformed by an information system the system is in

scope for audit readiness.
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A few key steps that must be completed:

discussed in the Audit Readiness Human
Capital section of this document, it is

system is in scope for audit readiness, as
shown in Figure 13. Close collaboration
between the information technology audit
specialists and other members of the audit
readiness team is essential to corzectly
address this key scoping question .

critical for the audit readi team

to incorporate persormel who possess
Federal financial statement audit
experience. Specifically, the team
should include specialized information
technology auditors who have experience
applying the GAO FISCAM to financial
statement audits. Furthermore, it may
be necessary to identify IT auditors who
possess specialized application (e.g.,
ERP) and/or hardware platform (e.g.,
client server or mainframe) technical
experience.

CETEEES
Is «
§ - As noted in

the Internal Controls section of this
document, the audit readiness team
shoudd identify the organization’s
significant financial processes and
related risks, KCOs, and key controls. In
those instances where the controls are
performed by an information system

or are dependent on reports and data
produced by an information system, the

B

GAO FISCAM was developed for multip}

party service erganizations. In the DoD
environment it is not uncommon for the
user organization to rely on one service
provider for application development/
maintenance {e.g., DFAS, BTA, CPMS)
and another for data center operation and
application hosting (e.g., DISA). These
entities may be responsible for performing
relevant internal controls and/or
retaining Key Supporting Decumentation
(KSD).

5

¢ wits. Consistent

with the Internal Controls section of

this document, the audit readiness team
would gather the information needed to
deterniine the procedures in place to meet
the FISCAM techmiques for each in-scope
system. The identified controls for each
FISCAM technigue would be documented
ina summary format and evaluated

to determine whether the applicable
FISCAM techniques, activities, and
objectives are adequately addressed. This
is typically referred to as a test of design
effectiveness and should be completed
before more rigorous and time-consuming
tests of operating effectiveness are
performed. For those controls upon which
reliance is being placed and are effectively

types of information system audits
{financial and non-financial), only a
subset of the FISCAM control techniques
is typically relevant for audits of Federal
financial statements. Input from
information techuology audit specialists
who have experience applying the
FISCAM on Federal financial statement
audits should be considered in this
decision-making process.

designed, tests of op effectiveness
are performed. These typically involve
selecting samples and testing the actual
performance of the controls over a period
of time (usually six months to one year).
After completing the tests of design and
operating effectiveness, manageroent
should evaluate the results, make a
determination on the reliability of the
information systems controls and their
impact on audit readiness, and implement
corfective actions as necessary.

it has any questions

ES After determining
which information systems and FISCAM
control technigues are in scope, it is
necessary to identify the organization(s)
that have responsibility for relevant
aspects of information systems
management. This may include one or
more external service providers or third-

regarding the results from each

phase, input should be ebtained from
appropriate knowledgeable sowrces before
moving on to the next step. Following

this approach will help management
avoid issues involving scoping, adequacy
of documentation, appropriateness of
conclusions, and preventable re-work,



In conclusion, the CFO Act and GMRA
require Federal Executive Agencies to
prepare financial statements and have
them audited by independent auditors,
More recently, the Defense Authorization
Act also required that the DoD and other
Departments demonstrate audit readiness
progress and be prepared to sustain a

foll scope financial statement audit by FY
2017. These requirements can be met if
the DoD Organizations apply the audit
readiness principles addressed in this
guide as shown in Figure 4.

QOrganizational ¥ ot
is critical to create a synergistic culture
that influences the organization to

work together to achieve success. Audit
readiness stieeess is dependent on more
than just financial management support,
it requires leadership support from

across the organization to ensure that
information systems, business processes,
internat controls, logistics, and supporting
documentation are all working together
to properly record business events in the
financial statements.
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Figure 14: These Audit Readiness competencies can be met if the Dol Organizations
apply the audit readiness principles addressed in this guide.

it would be cost-prohibitive to audit

the Department's financial statements
without relying on internal controls.
Therefore, internal controls procedures
that are propetly designed, implemented,
and maintained are an essential audit
readiness o that is necessary to

Appropriate 3
3 requires the right people with
the right skills, training, education, and
experience to identify audit readiness
impediments and develop workable
solutions. Congress understands this
need and has written into the FY 2012
Defense Authorization Act that the DoD
must document audit readiness skills and
education.

Effective ¥ { 5
demonstrate an organization’s ability to
assert that its financial statements are
fairly stated in accordance with Generally
Accepted Accounting Principles (GAAP).
The scale of the operations of the DoD
and its organizations is so large that

e

sk

enable the DoD and similar organizations
to achieve reliable financial reporting,
effective aud efficient operations, and full
compliance with Jaws and regulations
necessary to sustain a full-scope financial
statement audit.

Adequate ¥
aton: must be produced
to allow auditors to form conclusions
on the fair presentation of the financial
statemennts. Government auditing
standards require that auditors obtain
sufficient and appropriate supporting
documentation to form conclusions

to support their audit opinion. This
supporting documentation, which may

be comprised of electronic and hard-
copy evidence, will be used to support
each financial statement assertion and
support the amount, classification,
swnmarization, and reposting of
individual business events.

Reliable ¥
controls within and surrounding
organizational systems improve the
ability of management and auditors to
rely on electronic data used to prepare
the financial statements. Qrganizations
st include relevant ERP's, feeder
systems, and micro-applications in

their audit readiness plans to ensure

that data processed by or obtained

from information systems can be relied
upon for both audit and operational
purposes. Strong information technology
controls lead to greater efficiencies and
cost savings in current and future audit
readiness efforts and will reduce the cost
of future financial statement audits.
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If you have any questions regarding
this guide or audit readiness
activities, please contact one of the
following individuals:

Partner
National Security Practice
(703} 918-1310

mark.]

keeley@us. pwe.com

Roife Quing

Principal

National Secuuity Practice
{703} 1150

roflie.quinn@us. pwe.com
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