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SECURE IDENTIFICATION: THE REAL 1ID
ACT’S MINIMUM STANDARDS FOR DRIVER’S
LICENSES AND IDENTIFICATION CARDS

WEDNESDAY, MARCH 21, 2012

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME, TERRORISM,
AND HOMELAND SECURITY,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to call, at 9:59 a.m., in room
2141, Rayburn Office Building, the Honorable F. James Sensen-
brenner, Jr. (Chairman of the Subcommittee) presiding.

Present: Representatives Sensenbrenner, Smith, Scott, Conyers,
Chu, Deutch, Jackson Lee, and Polis.

Staff present: (Majority) Caroline Lynch, Subcommittee Chief
Counsel; Andrea Loving, Counsel; Arthur Radford Baker, Counsel,
Lindsay Hamilton, Clerk; (Majority) Bobby Vassar, Subcommittee
Chief Counsel; Joe Graupensberger, Counsel; and Veronica Eligan,
Professional Staff Member.

Mr. SENSENBRENNER. The Subcommittee will come to order. To-
day’s hearing examines whether the Department of Homeland Se-
curity is taking its responsibilities seriously to help ensure that all
states and territories have the resources and guidance they need
in order to comply with the secure identity document standards put
in place by the REAL ID Act of 2005.

I authored REAL ID based on the necessity to help ensure the
security of driver’s licenses and other state-issued identification
cards. Just as the September 11th hijackers exploited loopholes in
our U.S. immigration system, they also exploited loopholes in state
driver’s license systems. The terrorists moved freely throughout our
country prior to September 11th. They took flying lessons, pur-
chased airline tickets, rented cars, airplanes and condos. They were
able to do these things because, as the 9/11 Commission found, the
19 hijackers had at least 30 pieces of identification, most fraudu-
lently obtained. They ultimately used these identification docu-
ments to board the airplanes with which they murdered over 3,000
innocent people.

The September 11th attacks forced us to acknowledge the weak-
nesses in the driver’s licenses and identification document issuance
process. At that time, most states did not even verify the true iden-
tity of the person before issuing the most universally accepted form
of identification in the United States, the driver’s license. The 9/11
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Commission recognized the importance of secure identification to
prevent terrorist activity. They stated that, quote, “Members of al
Qaeda clearly valued freedom of movement as critical to their abil-
ity to plan and carry out the attacks prior to September 11th,” un-
quote. In addition, the Commission noted that if terrorist travel op-
tions are reduced, they may be forced to rely on means of inter-
action which can be more easily monitored and resort to travel doc-
uments that are more easily detectable.

The REAL ID Act established minimum standards for state-
issued driver’s licenses and identity documents that are used for
Federal purposes, such as to enter a Federal building or a nuclear
power plant or to board an airplane. States are free to issue and
accept non-REAL ID-compliant IDs so long as they are clearly
marked “not for identification purposes.”

Despite the REAL ID Act’s enactment, DHS is hindering imple-
mentation by the states. Specifically, I am concerned about the
clear lack of commitment by the Department to enforcing the
REAL ID standards. Every effort has been made by the Secretary
of Homeland Security to create confusion as to whether the law
will remain in place.

Secretary Napolitano boldly stated her intent first to repeal
REAL ID and then to repeal and replace REAL ID, and she seems
now to simply ignore it. DHS has not allocated adequate resources
to fully implement REAL ID. The Office of State-Issued Identifica-
tion Support is within the Office of Policy, which makes little
sense, and it doesn’t have enough staff to adequately verify compli-
ance packages submitted by the states or to provide adequate guid-
ance to the states regarding compliance. And even more telling is
the lack of commitment of the fact that the fiscal year 2012 DHS
did not even bother to publish grant guidance or to allocate money
for REAL ID grants.

Additionally, I am concerned that DHS has not yet coordinated
with the Federal Protective Service, Transportation Security Ad-
ministration, or any other relevant Federal agency regarding en-
forcement of the upcoming January 2013 state implementation
deadline. It seems that the DHS has not taken any steps to pre-
pare for the deadline or to alert the traveling public regarding the
coming deadline.

Despite a lack of guidance and communication from DHS, many
states are moving forward with identification security reforms
based upon guidance provided by the prior Administration. In fact,
according to DHS, six states have submitted full compliance certifi-
cation packages, 22 other states are materially compliant and are
issuing compliant documents or are committed to compliance, 12
states or territories are committed to meeting 15 of the 18 REAL
ID benchmarks, and 4 additional states have enhanced driver’s li-
cense programs comparable to REAL ID guidelines.

States need to understand that the January 2013 deadline will,
in fact, be the final deadline. They need to understand that secure
identification is a DHS priority, and they need to know that DHS
is serious about helping them get to full implementation. I cer-
tainly hope that DHS will not abrogate one of its responsibilities
to the American people by once again extending the deadline.
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It is now my pleasure to recognize for his opening statement the
Ranking Member of the Subcommittee, the gentleman from Vir-
ginia, Mr. Scott.

Mr. Scort. Thank you, Mr. Chairman. I thank you for convening
today’s hearing.

While it is a good idea to improve the security of state-issued IDs
and driver’s licenses, I have some concerns about the implementa-
tion of the REAL ID Act. If we make it more difficult for terrorists
to get IDs, we also make it more difficult for everybody else. And
if the process doesn’t actually prevent terrorists from getting an ID,
all we have left is the expense and inconvenience for law-abiding
citizens.

The REAL ID Act requires tighter standards for driver’s licenses
and identification cards. It was enacted in response to the 9/11
Commission’s recommendation to implement a more secure form of
identification for boarding aircraft and accessing vulnerable facili-
ties. These are seemingly prudent and necessary requirements.

The Act, however, has been subject to significant resistance from
the states. Prior to the passage of REAL ID, and almost imme-
diately after 9/11, many states were already taking action to tight-
en driver’s licensing standards. Intelligence Reform and Terrorism
Prevention Act of 2004 provided for a collaborative rule-making
process that included states to achieve these goals. The REAL ID
Act interrupted and replaced that process with a more rigid system
of requirements that raise a number of budgetary and privacy con-
cerns.

Many elected officials in state governments across the country
simply oppose the REAL ID Act on principle. They see it as an un-
funded mandate. The REAL ID Act has significant expense. The
Department of Homeland Security initially estimated that it would
cost over $23 billion for states to implement. The most recent esti-
mate is around $10 billion. But, of course, Congress has appro-
priated only a fraction of that to defray the costs.

Today, 7 years after the legislation’s enactment, 25 states, either
through statute or legislative resolution, have rejected the REAL
ID Act or said they would simply not comply with it. Especially
now, since states face unprecedented budgetary constraints, it is
essential that we find cost-effective ways to meet the objectives of
the REAL ID Act.

At the same time, privacy and civil rights organizations from
across the political spectrum have also objected to the REAL ID.
They see the legislation as a de facto national ID card, one that
will be used not just for boarding an airplane but ultimately will
be required for many other types of transactions, raising significant
privacy concerns.

Critics point out that the REAL ID would require a national con-
solidated driver’s license database accessible to thousands of DMV
officials across the country. If hacked or otherwise compromised,
millions of Americans could be at risk of identity theft.

I am also concerned that the full implementation of the Act
would make it more difficult for citizens to vote. According to DHS,
final regulations complying with the REAL ID is expected to create
a significant expense to citizens as they acquire and pay for nec-
essary documents and wait in long lines at the DMV. In fact, DHS
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estimates that Americans will spend hours complying with the Act.
All of this is in addition to the direct cost of almost $4 billion im-
posed on the states, a cost that will be passed on directly to drivers
in the form of higher fees.

This money and administrative burden will effectively stand in
the way of those trying to vote in states requiring the furnishing
of ID by voters, and the burden will fall most heavily on low-in-
come workers without paid vacation or disposable income to spend
on new fees.

While we all agree that security and validity of the identification
requirements are important issues, there are real problems with
implementing REAL ID, and so I look forward to today’s hearing
to see what the witnesses have to say and how we can comply.

Thank you, Mr. Chairman. I yield back.

Mr. SENSENBRENNER. The Chair recognizes the Chairman of the
full committee, the gentleman from Texas, Mr. Smith.

Mr. SMITH. Thank you, Mr. Chairman.

Last September marked the 10th anniversary of the 9/11 attacks.
Unfortunately, a key recommendation of the 9/11 Commission,
which called for secure forms of identification, is still not com-
pletely addressed, and it seems that this Administration has very
little interest in addressing it.

On September 11, 2001, Americans were attacked by foreign na-
tionals who exploited our laws and lived unnoticed in the United
States. Nineteen of the hijackers fraudulently obtained 17 driver’s
licenses from Arizona, California and Florida, and 13 state-issued
IDs from Florida, Virginia and Maryland.

During the planning stages of the attacks, these identification
documents were used to rent vehicles, evade law enforcement offi-
cials, and enroll in flight school. Ultimately, the hijackers showed
these licenses and identification cards in order to board the air-
planes they used to murder over 3,000 innocent Americans.

Because of these loopholes in our laws, the 9/11 Commission rec-
ommended that the, quote, “Federal Government should set stand-
ards for the issuance of birth certificates and sources of identifica-
tion such as driver’s licenses,” end quote. The Commission went on
to state, “Fraud in identification documents is no longer just a
problem of theft. At many entry points to vulnerable facilities, in-
cluding gates for boarding aircraft, sources of identification are the
last opportunity to ensure that people are who they say they are
and to check whether they are terrorists.”

The Commission was correct, and in 2005 Congress passed and
the President signed the REAL ID Act into law. This law addresses
this security gap and requires states to meet certain security
standards for issuance of driver’s licenses and identification cards.
Despite that action nearly 7 years ago, REAL ID has not yet been
fully implemented.

The current Administration has actually undermined the REAL
ID Act whenever possible. They extended the compliance deadline
two times, most recently in March of last year. Now states do not
have to comply with REAL ID until January 15th, 2013, which is
11-and-a-half years after the 9/11 attacks. And Secretary
Napolitano has consistently supported the repeal of REAL ID in-
stead of compliance with the law.
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Many states understand that they need to issue secure forms of
identification. They do not want to issue a driver’s license to the
next terrorist. Unfortunately, the Department of Homeland Secu-
rity does not seem to have the resources in place to help ensure
that states get the guidance they need in order to comply with
REAL ID.

The risk of not implementing REAL ID is great. That is apparent
in the facts that surround the February 2011 arrest of Khalid Ali-
M Aldawsari in Texas on a Federal charge of attempted use of a
weapon of mass destruction. According to the arrest affidavit, when
the FBI searched his residence, they found his journal in which he
wrote of the need to obtain a forged U.S. birth certificate, multiple
driver’s licenses, and a U.S. passport. He planned to use those driv-
er’s licenses to rent several cars, each with a different license, spe-
cifically to avoid detection.

This is evidence that terrorists still plan to exploit the weak-
nesses in our driver’s license issuance processes in order to attack
us. If we don’t do everything in our power to fully implement REAL
ID, we set ourselves up for another attack. History can only repeat
itself if we let it.

Thank you, Mr. Chairman. I yield back.

Mr. SENSENBRENNER. Thank you very much.

The Chair recognizes the junior Chairman emeritus, the gen-
tleman from Michigan, Mr. Conyers.

Mr. CoNYERS. Thank you, Chairman Sensenbrenner. I am de-
lighted to be here in my relegated capacity to be permitted to make
an opening comment.

I notice the impatient tone in the Chairman’s voice about the
delays that have occurred in terms of the REAL ID Act. But I
would like to put forward a bipartisan recognition of some concerns
that we have, and they start off with the governor of North Caro-
lina, the former governor of South Carolina, Governor Mark San-
ford, who called the REAL ID Act, quote, “the worst piece of legis-
lation I have seen during the 15 years I've been engaged in the po-
litical process,” end quotation.

And then I call to my colleagues’ attention the other 28 organiza-
tions and individuals, prominent individuals, including Bob Barr, a
former Member of this Committee and chairman of Liberty Guard,
who have said that this legislation would harm individual liberty
and waste precious taxpayer resources.

Now, that doesn’t mean that they are all right and the Chairman
is all incorrect. I think, though, we have to take the 28 organiza-
tions, the American Civil Liberties Union, the American Library
Association, the Asian Law Caucus, the Consumer Federation of
America, Consumer Watchdog—I will put all these in—the His-
panic Leadership Conference, and——

Mr. SENSENBRENNER. Without objection.

[The information referred to follows:]



RE: Coalition Opposes Any Efforts to Force Compliance with Real ID

Dear Representatives

We the undersigned organizations write today to express our opposition to any effort by
Congress or the Department of Homeland Security (DHS) to force states to comply with the Real
1D Act of 2005. Real ID was passed as a rider to a bill funding military expenditures and
tsunami relief. It gave states three years to comply with restrictive federal licensing standards,
create a national database of drivers’ license information and build huge databases of individual
birth certificates and other personal information. All of this would have cost billions — a cost
borne almost exclusively by the states.

Instead of compliance, Real ID faced widespread opposition. Groups from across the
political spectrum opposed it. Supporters of fiscal conservatism and federalism decried it as an
unfunded mandate that trampled on the Tenth Amendment. Civil rights and civil liberties groups
worried that the Act lacked sufficient protections and might increase racial discrimination.
Defenders of religious freedom described its negative impact on the Amish and other religious
denominations. Consumer groups feared it would result in an expansive and cumbersome new
bureaucracy. Advocates against domestic violence believed it would expose personal
information about survivors of domestic violence and sexual assault.

In addition, many of those same groups rejected Real ID as a national ID. They believed
it would facilitate tracking of data on individuals and bring government into the very center of
every citizen’s life. It would be a de facto government permission slip needed by everyone in
order to travel. As happened with Social Security cards decades ago, use of such ID cards would
then quickly spread and be used for other purposes — from work to voting to gun ownership.

States rejected Real TD because of its high cost — initially estimated by DHS at $23
billion. States were concerned that the Act would force them to change their entire licensing
issuance process to conform to a one-size-fits-all federal mandate. At the same time the states
were also making great strides in improving drivers’ license security and were rightly concerned
that Real 1D would interfere with or overturn many of these efforts. Twenty five states, either
through a statute or legislative resolution, rejected the Act or said they would not comply with
Real ID.' Fifteen of those states actually passed laws prohibiting compliance with Real 1D.

As a result of this widespread opposition, Real ID has stalled. DHS cannot mandate
compliance because implementing its sole penalty under the statute — barring the use of non-
compliant licenses for boarding airplanes — would bring air travel to a halt. Nor has Congress
acted to fund the legislation. 1t has provided only $200 million for Real 1D compliance, a
fraction of the amount needed to comply with the law.

! The states arc Alaska, Arizona, Arkansas, Colorado. Georgia, Hawan, Tdaho, Tlhnots, Louisiana, Maine,
Minnesola, Missouri, Montana, Nebraska, Nevada, New Hampshire, North Dakota, Oklahoma, Oregon, South
Carolina, South Dakota, Tennessee, Utah, Virginia and Washington.



Given this reality, any additional Real ID compliance efforts by DHS or Congress would
harm individual liberty and waste precious taxpayer resources. The undersigned organizations
urge you oppose any efforts to attempt to force compliance with Real 1D.

Sincerely,

American Civil Liberties Union

American Library Association

Asian Law Caucus, member of Asian American Center for Advancing Justice
Bob Barr, Former Member of Congress and Chairman of Liberty Guard
Center for Financial Privacy and Human Rights
Constitutional Alliance

Consumer Action

Consumer Federation of America

Consumer Watchdog

Center for Democracy & Technology

Defending Dissent Foundation

DownsizeDC.org, Inc.

5-11 Campaign

Electronic Frontier Foundation

Electronic Privacy Information Center

Floridians Against REAL 1D

Hispanic Leadership Fund

The Leadership Conference on Civil and Human Rights
Liberty Coalition

The Multiracial Activist

Patient Privacy Rights



Privacy Activism

Privacy Times

Robert Ellis Smith, Publisher, PRIVACY JOURNAL
The Rutherford Institute

TakeBackWashington.org

Taxpayers Protection Alliance

World Privacy Forum

Mr. CONYERS. I thank the Chair, and let me go directly to what
the problem is and what we can do about it.

Number one, I am going to ask the Subcommittee Chair and the
Ranking Member to let me join with them in an invitation to Janet
Napolitano, our Secretary, and ask that we meet with her as rea-
sonably soon as possible, perhaps before the recess, to see if we can
make progress on this issue. She was before the committee, one of
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the committees in Judiciary only recently, but this was not the sub-
ject of the conversation.

Mr. SENSENBRENNER. If the gentleman will yield.

Mr. CONYERS. Certainly.

Mr. SENSENBRENNER. I would be happy to invite her, and I invite
the gentleman from Michigan to help us prod her into following the
law that was passed——

Mr. CoNYERS. Thank you.

Mr. SENSENBRENNER. I think a long time ago.

Mr. CoNYERS. Well, we didn’t do it, so let’s do it now. But I ap-
preciate the gentleman’s cooperation, Chairman.

Then the last two points that I would like to make that get down
to what I would like to hear from the witnesses about. The problem
with the REAL ID mandate, as Mr. Scott said, it is an unfunded
mandate, $23 billion worth of unfunded mandate, and one of the
things, if we have such a meeting, Mr. Chairman, would be to fig-
ure out how we can really work out the funding of this.

The other issue is the matter of the privacy concerns. States and
their citizens are worried about the far-reaching implications of
having so much personal information becoming so accessible to so
many organizations, state agencies and people. I think there may
be ways that could come out of this important hearing to tighten
up privacy restrictions and address these concerns in an appro-
priate way.

And so it is with that spirit of bipartisanship that I look forward
to the testimony of our very welcome witnesses. I thank you, Mr.
Chairman.

Mr. SENSENBRENNER. The gentleman’s time has expired.

I ask unanimous consent to submit for the record materials from
the Center for Immigration Studies, the National Association of
Public Health Statistics and Information Systems, the Document
Security Alliance, and the Coalition for a Secure Driver’s License.

And without objection, the Chair will be authorized to declare re-
cesses during votes on the House floor.

Hearing no objection, so ordered.

[The information referred to follows:]
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Center for immigration Studies

de improvements, but are not likely to meet material compliance.

*  Among all 56 states and territories:

* Arleast 43 a ing tamper-resistant cardss
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»  These impravements and work toward compliance have occurred despite at least 16 state stacures

compliance with the REAL 1D Act.
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To be
Pre Coordination Office produced an extensive 60-
page “Concept of Operations” for the REAL ID Program Office “designed to inform DHS scnior and execative
nakers responsible for DHS investment decisions ... and the inferma
comply with the statutory mandares of the REAL ID Act.” Within the document was a 20-page plan outlining how
the office would conduct “State Compliance and Conformity Assessments” to help assure that minimum driver’s
i 1 for the “240 million holders of statc

s ... and 675 million U.S. commerdial airline travelers” and “56 j

cat, this reporc is not meant as a substitute for a Department of Homeland Security (DHS) REAL ID
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decision- n o decide how the agency will

license issuance standards would be met in an cqual and fair manr
licenses and identification card;

2,500 DMV offi
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The states contacted for this report said they no longer have any guidance or suppert from DHS in implementing
REAL TD. While five states submitted REAL TD compliance packages last year, none of them has been reported out
on ot deemed compliant by DHS. As a tesult, no other state that I am awate of has submitted compliance marerials

since.
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Center for Immigration Studies

like Ha truly embraced REAL 1D relatively tece
under REAL TD guidelines, while states like Alaska are moving slowly, but still moving toward more secire sta

vail and Maryland only

tly and arc rushing to improve issuance
ndards

in their u

CUIMSTANCTS,

island e

Th s (American Samoa, Guam, Northern Mariana Islands, Pucrto Rico, and U.S. Virgin Islands)
all in different post with regard to REAL TD. While Puerte Rico and Ameri decided that REAL
ID standards arc worthwhile, the remaining territorics arc less chan e ic; most of these populations already
have passports to pass through security and to present ac airline ticket counters, so from a consumer point of view,
REAL 1D is not essential. However, Peerto Rico has an infamous problem with fake birth certificates being used in

n Samoa h

the United States for driver’s licenses. American Samoa has a mixe

d native and non-American transient population.

Thus, Puerte Rico's and Ametican Samoa’s reasons for implementing REAL 1D have less to do with boarding plancs

than with assuring their licenses are not obuained fraudulently or used for nefarious purposes.

REAL ID Implementation Chart Analysis

Below is an explanation and analysis of the cote of this annual report, the REAL [D Implementation Chart |link].
An explanation is provided by category. Thoroughly revamped and reverted from last year, this year's chart is updated
to ptovide the most essential information in a vset-friendly format. The goal is to provide a visual assessment of how
well the country is doing in implementing REAL TD and improving drived’s license seeurity across a number of key
categori ard production. Each of the:
complicated and requires a technical understanding of how sceure driver’s license issuance is achicved. The chart is
intended to streamline that proce ding information clearly and succincily, supported by vetified dara, so
that states, Congress, and other interested partics can find out the basies about the current status of implementation
kly and easily.

reas is

identity verting and protection, tamper resistant catds, and secute

‘The remainder of this repott is an explanation of the chatt, providing additional facts and anecdotes on state activity
in cach category. The number headings in the texe below refer to the numbered column in the rable. All in all, for
the second year in & row, it is cleat that all jurisdictions are making significant progtess on improving their issuance
processes and producing morc seeure credentials. What is new this year is how the rechnologics thar support secure

ctedentialing have taken off in many states, despite their
minimum standards required by REAL TD. As a nati
9/11 Commission and REAL ID i
frand to permeate state motor vehicle issuance departments. By the deadline of January 13, 2013, most stares will
lly or ith REAL 1D. No one would have predicted that five yeats ago.

sst outrunning the likely cost of simply implementing the

n,

in driver’s licensc issuance, achicving the overall goal of the

in sight: to make it extremely difficult for the varieties of driver’s license issuance

be substant

aterially or fully compliant v

1. REAL ID Compliance by January 15, 2013

A REAL ID Compliance. As of April 2011, five states
Department of Homeland Security; no newer data is available from that s
fication by the high
motor vehicle department that the state “has implemented a program for issuing driver's licenses and
fthe REAL TD Act of 2005, od in 6 CFT
lations.” This section of the Final Rule also requires
1 of REAL TD) &

3 and a description of the state’s exception and waiver process

submitted REAL TD fall compliance packages to the

at these

rce. Regulation requires it

level Exceutive official in the le for

compliance packages include “a ate” respons|
p! kages includ P

overseeing it

s furcher defi

identification cards in compliance with the requitemen

part 37, and intends o remain in compliance with these reg

uthoris

a certification from the state’s attosncy general that the implementatic od by stare law; a

for

detailed security plan to protect dara and priva

incidents when REAL TD requirements do not apply.
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The Apiil 2011 compliance information [ received from a n blished at that time showed
that 41 states had embraced REAL 1D tenets. Not privy to internal DHS documents, T have no infor
whether any other states have submitted compliance packages t is likely that as the January 15,
2013, de ates will choose to do so. Noram Tin a position to determine whether
ahout compliance ¢ mecting the 39 individual REAL 1D “benchmarks” a
d on what seares are saying and doing in regard to implementing the first 18 benchr
is what states are

diable DHS sousce and pu

ition on

nee, altheugh

dline looms, some s ate assertions

rtions abou

have focu

ssments as to whether benchmatks

focusing on currently. | have also had to iely en stares” self
are met.

To build the chart, a wide variety of sources were consulted, including but not limited to:

« Publi

ly available informarion from DMV websites;

©  American A

on of Motor Vehicle Administrators (AAMVA) materials, the entity responsible for

promu ng and supporting states in license credentialing;

&

h Star
ons on vital record digitization implementarior

¢ Natioral Association for Public Hea
cony

s (NAPHSIS) materials, emails, and

stics and Information Systel

*  State statutes, budget reports, technology co s, and pelicy statements by officials;
*  Internal DHS reports;

*  Vendor materials publicly available;

*  News articles;

*  Phone calls to about half the DMV Directors and customer service lines;

*  Review of this report prior to publication by a few key stakeholders.

the circumstances,

the chart have been checked
sibili

While the d
therels the
note that chis report is not determining, for example, whether the elemen

nd rechecked as thoroughly as possible und
Suggestions for corrections from state metor vehicle departmen
that are required for a “ram
whelly compliant with REAL 1D). Instead, the
d

v for or are welcome. Plea

er resistant

ID" have been incorporated into new card producticn o make
standard fe advertising by the state of new rechne
conttacts, budgers, and conversations with a s The goal is to identify actempts and successes in making

a check mark on this chart i s, vendor marerials,

gy in the

¢ agenc
icense security and identity theft prot
a technical determination of compliance.

improvements in drive ion that align with REAL 1D intent, rather than

On the categotics in the chait pertaining
for Entidements (SAVE) dasabase and S
wete cross-checked with stare “dil
e advertising thei
. Cen
e them later in the ¢

determination of legal presence through the Systemaric Alien Verification
y Online Verification (SSOLV), AAMVA provides updates that
n requitemenit”
wch to central

er’s lic

tandards, as well as through phone calls.
ecause it directly affects their customers, as
cts custorners in thar they no longer obta

stiance b

For example, many state
do changes in card forma
or the same day, bus r

ral is

s as they wait
Many
sence requirements

states do outreach to |

states have web pages dedicated to tampe ards, contral
and fac

AAMVA data in a varicty of forms, along with vendor information and phone calls.

resistant

ial recognition. Tnformation contained here on facial recognition and biometric capture was gathered

# # As of April 2011, fout states (Alabama. Florida, Indiana, and Urah) were issuing “Gold Star” driver's licenses

that enable residents to use chat licen

¢ as identificacion for federal purposes to enter a secure

4

cifity or commercial
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airport prior

the 2014 and 2017 deadlines for individual compliance with REAL D). As of January 2012, four
issuing “Gold Star” 1 Connecticut, Delaware, South Dakora, and West Virginia. Ohic’s
ance Gold Star” producticn will be swirched to a REAL 1D “full compliance Gold Star” on the
Hline of January 15, 2013.

more state

re

“marerial comp!
compliance dea

that make sure

h detailed press rel

AN

’s licenses

mpanying their REAL ID-compliant d
customets know of the new cards’ availability, what documentation is needed w acquise one, the purpose of the
cards, and how they differ from a regular driver’s license or D issued by the state. Each srate is providing a name for
its REAL ID-compliant card. Each state’s card will look different. Yet all of them will have a gold star printed on the
licenses to enable Transportation Security Administration {TSA) workers, and other federal securiry, to easily tell a
compliant card from 1 non-compliant card come 2014 and 2017, when deadlines for Gold Star card-carrying occur.

These states are acc

Last fall, Alabama posted this explanation of its new “STAR LD." on its wehsite:

he safety

“In tespense to acts of terrorism committed against the United States, and in an effort to cnsuts
of citizens, Congress pass the REAL-TD Act of Alabama Department of
Public Safety has developed a driver license and ident AR LD

Y05, To comply with the act, the

fication program called §

“‘Sccure, Trusted, And Reliable) STAR LD, will be available at Driver

part of a pilot project that beg

icen

Monegomery, Autauga, and Chilton counties
launch sct to follow after the fiest of the yea.

“All current Alabama driver'’s licenses and non-driver 1D cards will be accepted for official federal purposes
undl Dec. 1, 2014, Beginning on that date, however, individuals born after Dec. 1, 1964, will be required
to have a REAL-1D) compliant decument to board a demestic flight or gain access o corrain federal facilities
that require ide ation. On Dec. 1, 2017, individuals born on or before Dec. T, 1964, will be required

to be in compliance”?

ving description that

cribes its gold star compliance as “SelectCT 1D Its roll-out includes the foll
ion differently from Alabama, avoiding reference to REAL TDx

nnecticut de;
es both 9/11 and identi

Ci
discus;

y prote
“The Connecticur Department of Motor Vehicles in October will start a new program to offer verified
licenses and DMVY- identification cards. This
ion is done now on applicants for new licenses and TD cards. partment wil
customets whether they want to show original identity documents to establish a record of their identity
with the agency as well as for federal identification purposes. Customers can also reject the verification and

protection 10 cwing drive

renewing

simply get a regular deiver’s license of ID card.

“Through the program, called SelectCT 1D, peeple verifying will get a gold star on the license or 1D
card. Those declining ion.” The difference could be
¢ under a proposed federal program siared w go into effect in 2017 for
The program stems from national secu

ill have one stamped “Not for Federal Tdent

irports and federal

cxtra screenin
buildings and also use for possible commercial transact

ures and federal identification standards resulting from the September 11, 2001, terrotist attac)
i L dents add
nts

the United States. Te is also de: to offer res

al record of proven original identity docum

ional protection against identity theft by havi
hown to DMV

Ohio is

referencing the requirements as

0 the process of beginning production of its “SAFE 1D and uses a “FAQ” section to deseribe the new card,

bi recommendations

emming from 9711 Commi

“Beginning early January 2013, the BMV will issue SAFE TD driver ficenses {DL) and identification cards
(ID). This means that Ohic has met standards sct forth by the U.S. Department of Homeland Sceurity
for issuing secure identification documents... SAFE TD refers to a State of Ohio driver license (DL} or

5
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identification card (1D} that is in compliance with the Federal REAL 1D Act of 2003. The 9/11 Commissicn
recommended that the U.S. improve its system for issuing sec on documents. Congress

responded to this recommendation by passing the REAL 1D Act.”

ire identific:

* As of April 2011, only sever c mecting

2012, 27 are meeting, or arx

the 18 material compliance REAL 1D benchmatks. As of January
ulwsummhv meet, these material compliance benchmarks. These compliance

pring
determinations are an attempt to discern upgrades o systems since April 2011, when [ reecived an internal DHS
; the standards set forth by REAL
in processing and biomertics, and ate
anuary 2013 deadline, were entered into this category.

document on states” self-

ments on REAL ID wmphmce States embraci

1D and going beyond those requirements with additional security m

seeking to comply by

EDLs are enhanced drivers
their citizens to cross the border wi
EDLs, with M

at meet most of the REAL TD standards and are used by border states to enable

houta passport. Only four states on the Canadian border are currently issuing

nesota set o begi

standards, havi
nuary 2012, the number in this category has dropped

+ Tn April 2011, 12 states had
ks. As of |

the material compliance category within the past year.

nade improvements in driver’s licen

ng met at least 15 of the 18

benchma ven, as five states have moved into

Thus even

REAL 1D standards were a lower, more generalized standard than the post-9/11 AAMVA stan
whete states do not embrace REAL 1D, if they are wmking on pilots and using AMMVYA best practices, they eould
well now or in the futuse exceed REAL TD standards. That is the case already with 38 states conducting facial

recognition, at Jeast partially, in the area of identity verification.

All these improvements are being made despite 16 states having some form of legislation that prevents full compliance
with either the REAL TD Act of 2005 as a whole, or some portion of it, such as laws in Washington and New
Mexico not requiring ver iance. The Alaska legislature
Vn” not permit an Jprruprm[mn o enable legal presence checks. States like Missouri and Montana have outright

bans on REAL ID compliance, b
to share data with other states

appioval.

ication of legal presence, which is Luy to REAL 1D comp.

1t cven these states are improving standards. Oregon will not permit its mo
Other states, like New Hampshire, cannot spend money on REALTD

or

vehicle agy

compliance without pric

¢ standazds of

/1n April 2011, 12 states had not putsued any uance procedutes
related to REAL TD. That nu. now lower, and may only include Loulsiana and two territories, Guam and
thie Marianas. Fven Lounisiana, however, while steadfastly uninterested in REAL 1D, is intercsted in amlvmw its
with AAMVA on improvements and access
is important to the state. Alaska was potentially in this category. having mert only seven benchmatks, but that's up
from fewer than four benchmarks lase April, "nd it has issued requests for contracts on cent
itioi, putting it at the bottom of the “+” catcgory on this chart, along with the U.S. Virgin Islands.

al improvement in driver’s lic

ber i

and workin

vulnerabil

gal-status verification, as legal presence

issuance and facial

recog

Key Elements to REAL ID Compliance
The core seeurity mission of REAL TD can be summed up in three arcas:
*  cards that arc extremely difficuit to tamper or counterfeit — column 2 in the rable;

*  verifving and protecting identiry and assuring that those that apply arc entitled to the driver’s license — columns
3, 4. and 3 in the table; 5

card production — columns 6 and 7 in the table

6
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2. Tamper-Resistant Cards

st was a boon to counts

Alost or stolen deiver’s license ot ID in the
v modified to a new or assumed identity. Tamper-res
s the followt

could be easi
Rule® delincar

“$37.15 P! for the driver’s license or identification card.

R

licensc:

(a) General. States must include document security features on REAL ID drivel and
identification cards designed to deter forgery and counterteiting, promote an adequare level of
ilivare det

tion of fraudulent catds in accordance

confidence in the authenticity of cards, and fa
with this section.
(1) These features must not be capable of being reproduced using rechrologics

t are commonly

d made available to the general public.
(2) The proposed card solution must contain a well-designed, balanced sct of
fearures that are effectively combined and provide mulriple layers of security. States must

d

plans putsuant to §37.41.

be these document sceurity features in

icenses and identification cards must contain at least

C€ £0 PErsons

{b) Integrated sccurity featmies. REAL ID drived
of integrated security features that provi

three levels the maximum resis
(1) Counterfeir, alter, simulat

(2} Alter, delete, modify, mask, or tamper with dara concerning the original or lawful card

. or reproduce a genuine document;

holder;

{3) Substitute or alter the original or lawful card holders photograph andfor
signatute by any means; and

(4) Create a fraudulent document using components from legitimate driver’s

identification cards.

licenses o

(<) Security features to detect false cards. States must employ secutity features to detect false
cards for each of the following three levels:

(1) Level 1. Cursory examination, without tools or aids involvi
identifiable v
(2) Level 2. Exa
(3) Level 3. Tnspection by forensic

g casily

pid inspection at point of usage.

ple

isual or tactile features, for ra

minarion by trained inspecrors with
specialists.”

sipment.

1y seek to achieve tamper-res

New Jersey's list of 25 REAL 1D Card Requirements shows how states techni:

cagds.®

otated all clements of a secute driver’s license/idensification

While impossible to know whether every state has ince
as required by the Final Rule — only a DHS audit could produce that informarion — it is po:
nper-tesistant. Because the new card “look”™ directly affects consum
i ng or making

ihle to know whether

. MOSt

states have made their cards moie

detail. As of JTanuary 2012, at least 43 states were adverti

vary

%

states advertise t}

of improvements in developing tamper resistant cards. Two mote are

information availabl

<

dicating a var
unclear.

2 11 either have noto

beginning production soon. The remal

3. Verification of Social Security Number

The 59 states plus the District of Columbia are actively checking SSNs, while the five territories are working with
AAMVA on a pilot that will make SSOLV and SAVE available through both secure web services and a dedicated
website that includes an “immigtation photo capability.” AAMVA was also piloting integration of the deployment of

7
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check. The jurisdictions committed or interested in AAMVA’S web project as of late Seprember 2011 were: Alaska,
as, Louisiana, Misst

American Samoa, Connecticue, Delaware, Guam, Florida, Hawaii, Indiana, Towa,
Missouri, Nebraska, New Jersey, New Mexice, North Carolina, N. Mariana [slands, Puerto Rico, Texas, U.S. Vi
Islands, and Virginia.

an

sippi,

4. Verification of Legal Presence in the United States

even jurisdictions are registered with DHS to check legal presence through the darabase Systematic Alien
inc legal status fora
variety of progtams. Two mare jutisdictions are coming online, and seven ate not. According to USCLS, as of August
2011, DMV collectively had conducted over 1.9 million queries of SAVE in FY 2011,

ion for Entitlements (SAVE) system, maintained by the federal government to der

Montana is the most recent signatory with U.S. Citizenship and Tmmigration Services (USCIS) to query SAVE.
April 2011, Monrtana’s legislature passed inte law a bill enabling the state t query legal status with the federal

government.” Thar
compliance with REAL 1D by a vote of 150-0 at a time when the governor was one of the maost vocal critics of
REAL ID.

w passed by a two-to-one margin in the same legislarure thar four years carlier rejected

New Hampshite is set to sign the SAVE Memorandum of Agreement (MOA). At least three of the seven are prohibited
or prevented: Alaska, New Mexico, and Washington State. However, as New Mexico pushes to incorporare legal
presence into DMV checks anyway, the state rcccn[lysigncd a MOA with USCIS, the agency that maintains SAVE,

to link their DMV to SAVE.

AMaine’s Gov. John Balducci issued ¢ atement in June 2009 upon vetoing a bill that would have repealed legal

presence requirements:

irement for its creden

“Porry-six states, including every stare in New England, have a legal presence requ
Before last yeats actions o increase the security of State credentials, Maine had become a target for

unscrupulous individuals looking to circumvent legal presence requirements in other states. People we
rrucked in, in some cases by van load, to get dtiver's licenses that would help thera break the law elsewhere.
With the protections put in place [by Maine Revised Statate Title 29-A, Scetion 1410.8,9] fast year, such
activities are much more difficule."®

5. Verification of Birth Through the Digitized EVVE Network

Electronic Verification of Vital Events (EVVE). The EVVE nerwork permits quer
vieal records for firse-time applica
Systems (NAPHSTS) develops, ma
through the REAL 1D Act. Seme initial monis
EVVE. Thi
cnline with the EVVE system, and 11 other vital records agencies are in the process of having EVVE installed. The
EVVE nd deaths) being
agen, ade b
also so the system can provide information to the Social Security Administration and the State Department, both of

cs of in-state and out-of-state
f Public Health Inform
tains, and installs EVVE in willing states with the support of federal fun,

and cthers. The non-profit National Association ¢

s also came from the Kentucky rrafion Cabinet that

runs out in Jane 2012, As of February 1, 2012, the vital records agencies in 37 states were

s funding

vital records

ton vital

tem is depanc

th berween and

cles in a standard manner so queries ¢ state’s own agencies and across state lines,

which are current users of EVVE for SSN and passport applicants, respeciively.
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States vary in how far back they digi
mends thar states d
time applicants and fi:
are, preventing the most insidious type of identity fraud whereby an entire identicy is assumed by
ous purpos vehicle agency is using EVVE now. The news is that Delawa
Michigan, and Vi h EVVE on February 18, 2012) intend to begin incorporaring EVVE ir
thei Ameri
digitizing ily check birth records at their sole DMV

¢ data, but every state has digitized a significant amount of data. (EVVE
irize vital events back to 1945.) Such dara provide an opportunity to ensure that firse-
y they

someone els

tor driver’s licenses and iden

cation cards are indeed who they s

for license issuance as

identity v
records in accord with NAPHSIS guidelines, and will digir
location, but has no plans now to incorporate EVVE.

ti-fraud procedues on as possible. Samoa is curtently

REAL 1D regulations at 6 CFR 37.13{h}(3) s

sravided by apolicants:
provided by applicants:

rongly tecommend that sta onically verify dates of birth

ould use the Electronic Verification of
<henever the records
< wpon inspection or data does not march and the us
ration, the State must not issue a REAL 1D driver
applicant uncil the informarion verifies, and should refer che p

€aTes MUust verd

v birth certificates presented by applicants. State
Vital Events (EVVE) system or other clectronic systems

lable. If the document

va

not

s not appear auther f exceptions proc
or identification card to the

cing office for

licens

son to the | resolution.

EVVE provides te network and standardizadion in a dynami
irorics got online with EVVE, states within the program will be avte
provided agreement by the state holding the records. Like all other queries, the querying state would not have access

C

anner, meaning that as states and

1@, ma

ically connected to the new states,

to the acival data, only a yes/no on a macch.

Failure t link 0 EVVE remains the most essential missing clement to REAL 1D compliance, not only because the

taw strongly encourages a digital vital record check, burt also because
rime applicant or fi

at catching fraudst

is the only means of ensuring that a firse-

rst-time renewal is presenting a wholly legitimate identity. Facial recognition is extremely good

rs and criminals the second time they hit the

vstem, but not the first; only EVVE can do that.

Checking vital events was the key to catching an illegal alien who had assumed the identity of a murdered Ohio
boy. {n 2010, & Bulgarian who had managed o of nand work as an O
agent was caught by the State Department when he applied for a2 U.S. p.
ite the fa

1ralicati

ain 1

on liquor enforcement
College drop-out,
id-

ation did net carch Doitchin Krastev, d that the stolen ide

1990s. Tmmi

ity had b
hip. The DMVs where he w
did not catch him — probably Colorado and/or Otegon. However, the State Dep:
vital records in cases of suspected fraud in p. ttuations, EVVE is supposed o be queried
as part of Starc’ raud check. If State were not routinely checking vital events, Krastev might well have
obtained a passport. Every single driver’s license in the United St 1 i
ible fraud be:

issuted driver’s licen

CALOTS

gration adjudi ven granted him U.S

tment did because State checks

port applications. Tn these

g

routine anti

s b

g Issued or renews subject to the same

pos < states are not reurinely chocking EVVE.

Complicated cost estimates provided by EVVE for this project compared with rescarch on New Jersey budget and

license issuan ed state — the cost would be about $2 mil

ow that in a state like New Jersey — a mid
on card app
figures on fraud and DMV identity the

on per
nst digitized viral
mated that th

ants name and date of birth ag
EVV
is higher tn New Jersey
state (not all states
< less the nonprofl

year to check all incoming deiv ense/identifical
records through EVVE. Considering national
figuie transiates into it costing the state of Now Jersey about & $1.29 per query. That c
because the DMV's s 5 from oth

do) and because no other states are conducting quer

s in the sar

1 vital records agency charges for querd

Tager

The mote states connected to EVVE,

NAPHSTS must charge to maintain its system.

Tt all states were on board the cost would he reduced to $0.95 per query. Yet the major cost is not EVVE. Tf all stare
vital records effices waived their portion of the fee to stare motor vekicle agencics, the cost to run EVVE checks

9
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would be

cduced to $.08 per tansaction, which is deable. (A fow states have
requi terstate data st
a larg nnJomy of queries in states.)

z data sharing and
these laws should not prevent

WS Prevel

e legi

sharing of vital cvent infor

The
up-to-date state and local vital rect mk offices. Tt !
events tecotds that truly needs to be addressed, lation or regulation. While the REAL
D Final Rule has been amended, those amendments only pertain to deadlines for compliance; viral events would
likely not be a priosicy. In additien, it is highly unlikely that any proposed REAL 1D vital events regulation would
go so far as to promulgate standards beyond the “paper” version of vital events, namely, birth and death certificates.

not the non-y . but the cost of m m‘rum'lg

records agencies fo ring vi
which would likely requite le

Birth Ceriificate Standardization, While REAL 1D suongly re
use to verify birth informatien. Instead, states may rely on birth certificates. Yet the birth co
of all records to counterfeit today, with no standardi
nance; every jutisdiction produces its own brand of
standardization, and the REAL TD Act require

commends use of EVVE, it does not require its
i St
st states at the state level

ficarc is the casi

tion of i

ance, nor control in
ith cortificate. The 9/11 €
but regularions drafted seven years ago rer

Commission recommended
n unpublished.

on

While these regulatio
bitth cerrificare as well as eliminare inconsistencies and help cnsure wniformity actoss
spectrum. As
consistent minimum
the new standards w

s remain in a Jock box, any regulation would have to addre;

the actual security of th
the birth ce

te. New regulations would also have to ensure

© paper

ificatc issuance

s, it is impossible to tell a fake from real birth certifi

nts nationwide, that

SUANCE COST

for jurisdictions that may find, like motor vehicle departme:

rain or reduce cost over

1 not only add security but also create efficiencies and mai

8. Secure Production and Gentral Issuance

REAL D requires either secute ovet-the-counter processes and procedures for issuing and producing the cards,
or the recommended best practice of “eentral issuance,” whereby the applicant applics at a local DMV counter for
s mailed from a central facility in 13 to 30 days. REAL 1ID provides leeway in defining “secure
production,” as many states with over-the-counter issuance were concerned about significant cost to revamp to
central issuance. The REAL 1D regulation at 6 CFR 37. ﬂ(q) specifies that “States must ensure the physical securicy
of facilities where drivers licen is are produced, and the seeurity of document rr*a[cn.ﬂe
and papets from which driver’s licenses and identification cards are produced or manvfactured.” Each s
curity of DMV facilitics as part of their sceurity plan.” ered a hest practice
es only cleared personnel have access to private dara and manufacturing products for cards, and the
s themselves are not susceptible to theft or fraud.

the license, and it i

os and identification car

o

ibe the s Central issuance is co

Most states combine central ion has been

ssuance with facial rec
submitted in & non-rushed manner against other d;
activity. (Sce morc on facial recognition below.} Tf ’}"Cl"‘ is no fraud, the sceure facility m;

ognition, running fac;
gital photo

recognition after an applica
s in theit system to detetmine fraud or other criminal
the securely produced

card to the applicant. Ortherwise it is not issued until after an investigation.

More than 20 states employed central issuance prior to REAL ID becoming law. Today. 32 states have fully
implemented central issuance, five are in process, and 19 have not. As an cxample of cost breakdowns, New Jersey

signed its seven-year contract with the major drivers license vendot, [-1 ldentity Solutions, for a combination
over-the-counter enhanced image-capture ($5,983,000), facial recognition hardware and software ($4,220,000),
central issuance ($841,500), and facial recognition “scrub”™ of all current license holders {$185,000}, for a total of

$11,229,500.

Tn my analysis last year, T concluded that REAL 1D ¢
federal government had already

mpliance per state would cost on average twice what the
ailocated.™ Under that assessment, Ne

s REAL 1D compliance costs would

13
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be about 37 million, substantially I
fraud benefits ¢
is:

s than what the state has decided on its own 1o

ay for the immense anti-

r technologies like facial recognition, image scrubs, and enhar

¢ requited by REAL 1D, but support its intent of thorough

d photos bring to driver’s lice

nse

uance that
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Even as states are exceeding REAL 1D requitements, improvements in general are not as cxpensive as asscssed years
ago. However, most states are spending millions, and usually more than DHS allocates. It's notat i
Y 2011 allocations helow, only $278,000 was retuined to the Treasury from FY 2010 allocation to the states of
$48,000,000 and available for reaflocation in FY 2010. Clearly, the states are using the federal appropriations.

le that

the

FY 2011 appropriation was $44,910,000 to “reduce fraud and improve the reliability and accuracy of personal

identification documents that states and tersitories issue.” Note that REAL 1D is not mentioned, nor compliance
with REAL 1D technical standards referenced. Last year’s description by the DHS grant office made no mention of
REAL ID cxcepr tangentially he

“As approptiated by the Department of Defense and Full-Year Continuing Appropriatiens Act, 2011
{Public Law 112-10) and autherized by Title IT of the REAL ID Act of 20053, Divisi of the Emergency
Suppiemental Appropriations Act for Defense, the Global War on Terrot, and Tsunami Relicf, 2003 (Public
Law 109-13), the FY 2011 DLSGP provides funding available to state driver's licensing authorides {i.e.,
metot vehicle agencics) for FY 2011 DLSGP rclated projects. The FY 2011 DLSGP provides funding
o prevent terrorism, reduce fraud and improve the reliabiliy and accuracy of personal identificarion
issuc. DLSGP is intended to address a key recommendation of the 9711
ty of state-issued d {DL) and identification

O

documents thar states and rerritori

Commission to improve the integrity and se

cards (D).

“Funding
Tn FY 2011, the roral amount of funds distributed under this grant program was $45,188,000. All states
and territeries that applied for FY 2011 DLSGP received a base amount, with the balance of grant
funds distributed based on the total number of drivers licenses and identification cards (DL/IDs)
issued in each state.” |Eraphasis added.

i

The repott then goes on to provide line irems per jurisdiction that add togedher the $278,000 left over from FY 2010
and the FY 2011 appropriation of $45,188,000:

Category 1: $1,512,900 each for California, Florida, Tlinois, New York, and Texas

n, North

Category 2: $979,269 each for Alabar

Carolina, New Jetsey, Ohio, Pennsylvania, Virginia, and Washingron.

Arirona, Georgia, Indiana, Louisiana, Massachusetts, Mi

Category 3: $701,062 cach for Atkansas, Colorado, Connecticut, Hawail, lowa, Idaho, Kansas, Kentucky, Maryland,
Maine, and Minnesota. Missouri and Mississippi, “through the recovery of previous years' funding received
[$701,062 + 185,613] and {$701,062 + 92,383]. respectively.” $701,063 cach for Neb New Hampshire, New
Mexico, Nevada, Oklahoma, Qregan, South Carolina, Tennessee, Urah, Wisconsin, and West

ginia.

¢ Alaska, American Samoa, Districe of Columbia, Delaware, Guam, N. Mariana
1, South Dakota, U.S. Virgin Isiands, Vermont, and

Category 4 $556,393 eac
Islands, Montana, North Daketa, Puerro Rico, Rhode Isl
Wyoming.
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End Notes
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Mr. Chairman and Members of the Subcommittee—

The National Association for Public Health Statistics and Information Systems
(NAPHSIS) welcomes the opportunity to update you on its activities to date in building
the infrastructure necessary to support identification verification and discuss the ongoing
challenges. NAPHSIS represents the 57 vital records jurisdictions that collect, process,
and issue birth and death records in the United States and its territories, including the 50
states, New York City, District of Columbia and the five territories. NAPHSIS
coordinates the activities of the vital records jurisdictions by developing standards,
promoting consistent policies, working with federal partners, and providing technical
assistance to the jurisdictions.

Vital Records Serve Important Civil Registration Function

Vital records are permanent legal records of life events, including live births, deaths, fetal
deaths, marriages, and divorces. Their history in the United States dates back to the first
American settlers in the mid-1600s, and in England as early as 1538." More than 8
million vital events were recorded in the United State in 2009.7

Many organizations and millions of Americans use these records—or certified copies of
them—for myriad legal, health, personal, and other purposes.

s Birth certificates provide proof of birth, age, parentage, birthplace, and citizenship,
and are used extensively for employment purposes, school entrance, voter
registration, and obtaining federal and state benefits (e.g., Social Security). Birth
certificates are the cornerstone for proving identity, and as breeder documents are
thus used to obtain other official identification documents, such as driver licenses,
Social Security cards, and passports.

s Death certificates provide proof of date of death, date and place of internment, cause
and manner of death, and are used to obtain insurance benefits and cease direct
benefit payments, transfer property, and generally settle estates.

The federal government does not maintain a national database that contains all of this
information. Consistent with the constitutional framework set forth by our founding
fathers in 1785, states were assigned certain powers. The 57 vital records jurisdictions,
not the federal government, have legal authority for the registration of these records,

L U.S. Vital Statistics System: Major Activities and Developments, 1950 — 1995. Centers for Disease
Control and Prevention, National Center for Health Statistics. Feb 1997. Available online at:
hitpwww. ede. govinehs/data/misc/isvss. pdf

2 National Center for Health Statistics, Centers for Disease Control and Prevention. Available online at
hitp:voww cde. govinchs/data/databricfs/db 16 hitm and
httpriwww.ede. gov/nchs/data/nvsr/nvsrS8/mysr 38 25 pdf
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which are thus governed under state laws. The laws governing what information may be
shared, with whom, and under what circumstances varies by jurisdiction. In most
jurisdictions, access to records is restricted to family members for personal or property
rights, to government agencies in pursuit of their official duties, or for research purposes.
In other jurisdictions, release of records may be subject to less restrictive limitations; and
in a few states identifiable information from records is publicly available.

Because birth certificates are essential legal documents linked to identity, and because
criminals need new identities to carry out their crimes, birth certificates are sought out
and used to commit fraud, identity theft, and even terrorist activities. Studies have shown
there are generally two types of vital records fraud: (1) when a fraudulent vital record is
used by an individual; and (2) when a legitimate vital record is used by an imposter.

There are more than 14,000 different versions of birth certificates in circulation, issued
by more than 6,400 state and local vital records jurisdictions. The sheer number of
different versions of birth certificates makes it nearly impossible for anyone to manually
differentiate a valid birth certificate from a counterfeit. The result is that criminals can
and do easily assume new identities to commit crimes. Tt is therefore essential that birth
and death records be secured and protected, and that federal and state agencies have the
ability to verify the source data contained therein.

The Need for Tdentity Verification

Prior to the terrorist attacks on the United States on September 11, 2001, all but one of
the terrorist hijackers acquired some form of identification document, some by fraud, and
used these forms of identification to assist them in boarding commercial flights, renting
cars, and other necessary activities leading up to the attacks. In its final report, The 9/11
Commission recommended implementing more secure sources of identification, stating
the “federal government should set standards for the issuance of birth certificates and
sources of identification, such as driver's licenses. Fraud in identification documents is no
longer just a problem of theft. At many entry points to vulnerable facilities, including
gates for boarding aircraft, sources of identification are the last opportunity to ensure that
people are who they say they are and to check whether they are terrorists.™

There are other cases where individuals have obtained birth certificates of deceased
persons and assumed their identity, created fraudulent birth certificates, and altered the
information on a birth certificate, as documented in a Department of Health and Human
Services Office of Inspector General Report of 2000.* In 2009 and 2010, the Government
Accountability Office (GAO) documented several cases in which investigators created
fraudulent birth certificates and were able to obtain passports based upon the fraudulent

® The 9/11 Commission Report, Final Report of the National Commission on Terrorist Attacks upon the
United States, July 2004, p. 390,

! Department of Health and Human Services, Office of Inspector General, Birth Certificate #raud, Sept.
2009 (OEI-07-99-00570).
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records because the passport office did not verify the birth certificate information.” In
2011, the Federal Bureau of Investigation arrested Khalid Ali-M Aldawsari for
“attempted use of a weapon of mass destruction.” When the FBI searched Aldawsari’s
apartment, agents discovered that Aldawsari had plans to obtain a forged U.S. birth
certificate and obtain multiple drivers’ licenses for the purpose of renting several
different cars to carry out his attacks. Aldawsari recognized that birth certificates can be
used to obtain multiple identification documents such as passports and driver’s licenses.

EVVE is an Effective Tool in Preventing Fraud, Identity Theft, and Terrorism

Heeding the recommendations of the 9/11 Commission, Congress enacted the REAL ID
Act in May 2005. The REAL 1D Act and its corresponding regulations (6 CFR Part 37)
require that applicants for a driver’s license present their birth certificate to the motor
vehicle agency to validate their U.S. citizenship and their date of birth, and that birth
certificates must be verified by the state. Sec. 37.13 of the identification standards
regulations recommends that states through their departments of motor vehicles (DMV)
should use the Electronic Verification of Vital Events (EVVE) system, operated by
NAPHSIS, to verify birth certificates presented by applicants.

EVVE is an online, query-based system that verifies birth certificate information. It
provides authorized users at participating agencies with a single interface to quickly,
reliably, and securely validate birth and death information at any jurisdiction in the
country. In so doing, no personal information is divilged to the person verifying
information—EVVE simply relays a message that there was or was not a match with the
birth and death records maintained by the state, city, or territory.

With support from the Department of Homeland Security (DHS), NAPHSIS has now
installed EVVE in 38 vital records jurisdictions, with 10 jurisdictions in the process of
implementation. NAPHSIS has also procured a data analysis and quality control tool that
all jurisdictions can utilize to analyze their EVVE data for anomalies, inconsistencies,
accuracy, and completeness. This tool and the analysis of EVVE data has been completed
in 30 jurisdictions to-date.

EVVE is currently used by several federal and state agencies to verify identification and
authenticity of birth certificates.

s Ag part of a seven-year pilot program funded by the DHS, three state DMVs—North
Dakota, South Dakota, and lowa—used EVVE to validate U.S. citizenship and date
of birth, and verify the authenticity of birth certificates presented to obtain drivers’
licenses. As of 2011, the pilot funding is no longer available and these DMVs have
thus discontinued their use of EVVE to verify identity on state-issued drivers’
licenses.

* Government Accountability Office, Department of State: Undercover Lests Reveal Significant
Vulnerabilities in State's Passport Issuance Process, Mar, 2009 (GAO-09-447) and State Department:
Undercover 1ests Show Passport Issuance Process Remains Vulnerable to Fraud, July 2010 (GAO-10-
922T)
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The Department of State’s Passport Fraud Prevention Managers commenced using
the EVVE system in March 2009 for birth certificate verifications. In their first six
weeks of use, there were two instances where the Fraud Prevention Mangers used the
EVVE system to electronically verify the birth certificates, and EVVE returned a ‘no
match.” Upon further follow up with the vital records offices that ‘issued’ the birth
certificates it was determined that indeed the birth certificates presented with those
passport applications were fraudulent. Based on these and other successes, NAPHSIS
is currently working with the Department of State Passport Services to improve usage
volume of EVVE.

The Social Security Administration, which funded the initial development and testing
of EVVE in 2001, uses the system to verify proof of age and place of birth as a
program policy requirement.

The Deficit Reduction Act of 2005 requires the verification of citizenship and identity
for enrollment in Medicaid through a birth certificate or other official document. The
South Dakota Medicaid Office was the first to use EVVE for this purpose in 2007,
followed by Medicaid Offices in Mississippi, Minnesota, and Washington. Since
then, several other states have inquired about using EVVE.

These EVVE users—as well as voluntary users at the Office of Personnel Management,

the Army National Guard, and other state agencies—are enthusiastic about the system,

citing its usability and ability to protect against fraudulent activities, safeguard the
confidentiality of data, and improve customer service.

Federal Investment in Infrastructure Could Help Speed EVVE Adoption

Despite EVVE’s security, speed, and ease of use, the system is only as good as the

underlying data infrastructure upon which it relies. EVVE faces resource-related
challenges that may impact our ability to hamess the system’s full potential:

Most vital records jurisdictions have electronic birth records that extend back for
several decades, and the utilization of the EVVE system has proven that these
databases can be used effectively. However, only 85 percent of birth records dating
back to 1945 are available in electronic form. To recognize EVVE’s full potential to
protect our nation, 100 percent of birth certificates in 100 percent of jurisdictions
should be in electronic form. In addition, some data should be re-keyed to improve
quality. Among the vital records jurisdictions that participated in the American
Association of Motor Vehicle Administrators (AAMYV A) birth verification pilot,
those jurisdictions that have not cleaned up their files are experiencing only a 90
percent match rate. With clean data files, the match rates would exceed 95 percent.

There are cases where an individual has assumed a false identity by obtaining a birth
certificate of a person who has died. Therefore, it is important that resources be

provided so that all death records are electronically linked to birth records. Most
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jurisdictions have linked infant deaths, and in many cases linked deaths to persons
under 45 years of age. In the cases where birth and death records are linked, EVVE
will return a “deceased” indicator to the requesting agency, which will confirm that
the documentation presented is fraudulent.

+ NAPHSIS collects fees from EVVE users to cover costs related to the system’s
operation, such as technical support and maintenance, system and business operation
support, and vital records jurisdiction fees to support EVVE query access to birth
data. Providing federal funding to DM Vs to cover these costs could increase EVVE
usage and help prevent the fraudulent use of birth information in acquiring driver’s
licenses and identification cards. Since the transaction fees are volume based, the
more EVVE users, the lower the costs of use will be.

The jurisdictions’ efforts to digitize, clean, and link vital records have been hindered by
state budget shortfalls. In short, the jurisdictions need the federal government’s help to
complete building a secure data infrastructure in support of electronic identity
verification.

DHS is in the earliest stages of supporting a new project to close loopholes that
contribute to identity fraud. In this “reciprocal pilot,” three DMVs will use the EVVE
system to verify birth certificates, and three vital records jurisdictions will use the DMVs’
driver’s license verification system to verify driver’s licenses that individuals present to
obtain copies of birth certificates. The development of the interface should take about one
year and once installed, the pilot will last 14 months. During the pilot, the DMVs and
vital records jurisdictions will jointly investigate instances of “no matches,” determining
why a no match occurs and developing business practices to handle no matches.

The 9/11 terrorists’ ability to obtain valid government issued IDs, and the GAQO’s ability
to obtain passports using fraudulent birth certificate data, reinforces the merits and
importance of the birth verification. We feel strongly that investment in EVVE will
strengthen Americans’ safety and security by accurately, efficiently, and securely
verifying birth data on the 245 million driver’s licenses issued annually. More than one
decade after our nation’s darkest day, isn’t it time to implement the 9/11 Commission’s
recommendations and secure official forms of identification?

NAPHSIS appreciates the opportunity to submit this statement for the record and looks
forward to working with the Subcommittee. If you have questions about this statement,
please do not hesitate to contact NAPHSIS Executive Director, Patricia W. Potrzebowski,
Ph.D., at ppotrzebowskit@naphsis.org or (301) 563-6001. You may also contact our
Washington representative, Emily Holubowich, at eholubowich{@de-crd. com or

(202) 484-1100.
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Prepared Testimony for Brian Zimmer
President, Coalition for a Secure Driver’s License

U.S. House of Representatives Committee on the Judiciary
Subcommittee on Terrorism, Technology and Homeland Security
On
“Secure Identification: The REAL ID Act's Minimum Standards for
Driver's Licenses and Identification Cards”

Washington, DC
March 21, 2012

The Coalition for a Secure Driver’s (CSDL) is pleased to have the opportunity to provide the
Subcommittee with comments for the record in connection with the Subcommittee’s hearing
entitled, “Secure Identification: The REAL ID Act’s Minimum Standards for Driver’s Licenses and
Identification Cards.”

CSDL would like to thank Subcommittee Chairman F. James Sensenbrenner and Judiciary
Committee Chairman Lamar Smith for their leadership and for holding this hearing. Since the
REAL ID Act’s enactment, Congressman Sensenbrenner and Chairman Smith have been true
champions of the states. They have supported state funding for compliance with the REAL ID’s
regulatory standards and ensured that the Department of Homeland Security (DHS) fulfills its
mission to assist the states move towards securing the driver’s license adjudication and
issuance processes. Letters and statements authored by Representatives Sensenbrenner and
Smith regarding the REAL ID Act serve as strong examples that Congress has not forgotten the
lessons learned from the September 11, 2001 attacks.

Leading up to the attacks, eighteen of the nineteen September 11'" hijackers obtained a total of
more than thirty (30) state driver’s licenses and ID cards from states including; Florida, Virginia,
California and New Jersey. These IDs allowed the terrorists to move freely throughout the
Eastern United States and facilitated their boarding of commercial airliners which they used as
weapons against American citizens. In 2004, the National Commission on Terrorist Attacks
Upon the United States (9/11 Commission) recommended that, “[T]he federal government
should set standards for the issuance of birth certificates and sources of identification, such as
driver’s licenses.”

The REAL ID Act established these standards by statute. Title Il of the REAL ID Act directed DHS
to establish minimum security standards for state motor vehicle agencies. The Act was quite
specific and proscriptive, because Congressional analysis had identified the areas in which the
states’ rules were absent or weak with regard to preventing imposters, including foreign
terrorists, from exploiting those vulnerabilities. In 2008, detailed regulations were issued
setting standards and benchmarks for issuing driver’s licenses. The law is binding only on the

Coalition for a Secure Driver's License 1300 Pennsylvania Avenue NW, Suite 880, Washington D.C. 20004
Tel: (202) 312-1540
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federal government. However, states that issue driver’s licenses and IDs which do not meet
REAL ID’s regulatory standards cannot be accepted by federal agencies after certain deadlines.
Last year, the date on which the federal government can no longer accept for identification
purposes driver’s licenses from non-compliant states was extended by Secretary of Homeland
Security Janet Napolitano to January 15, 2013.

All states remain free to issue and to accept non-compliant IDs for state purposes, so long as
they clearly marked “not for federal identification purposes.”

That’s an important distinction because if the state has not held all applicants to the REAL ID
standard, there needs to be a “buyer beware” warning on the lower class of IDs. It is important
to distinguish unreliable identity documents issued by the states or other credential issuing
agencies from those that accurately and completely establish the bearer’s true identity. In an
age of wide spread counterfeiting and fraud, this differentiation should be obvious to everyone,
but unfortunately opposition to the REAL ID rules demonstrates it is not.

It is especially important that the Department of Homeland Security continue to make that
distinction in its rules and regulations, in order to protect the nation’s transportation systems
from terrorists and transnational criminal organizations.

The Coalition for a Secure Driver’s License strongly concurs with the Bipartisan Policy Center’s
position on the deadline extension. In 2011, the Bipartisan Policy Center issued its Tenth
Anniversary Report Card on the status of the 9/11 Commission’s recommendations. The report
stated that “the deadlines for compliance have been pushed back twice to May 2011, and a
recent announcement pushed back compliance again until January 2013. The delay in
compliance creates vulnerabilities and makes us less safe. No further delay should be
authorized; rather, compliance should be accelerated.”

The authorities placed with the Department of Homeland Security by PL 109-13 (REAL ID Act)
regarding the states’ issuance of driver’s licenses are permanent and continuous. The Act
established deadlines for state compliance with federal rules pertaining to confirming identity
of applicants prior to issuance of driver’s licenses and state IDs. Because there is no national ID,
and little interest in establishing a national ID, driver’s licenses and state issued IDs are the
default alternative. Hence, improving the reliability of these documents remains a priority for
the federal government for purposes of homeland security, national security, and fraud
prevention. Enforcement of REAL ID deadlines pertaining to public use of commercial airlines,
access to public building have significant security implications and economic effects bearing on
all levels of government and the private sector.

For law enforcement, most members of Congress, and the public, the issuance of secure
identification documents including driver’s licenses is important for highway safety, for

Coalition for a Secure Driver's License 1300 Pennsylvania Avenue NW, Suite 880, Washington D.C. 20004
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homeland security, and for national security. To this end, CSDL believes several steps could be
taken to achieve full compliance by a substantial majority of the states.

Establish an Operational Program Office

The final rule promulgated by the Department of Homeland Security in 2008 specifically
addresses the requirements for the states to report their compliance status every three years.
However, there is no program office established within the department as a point of continuity
and expertise for driver’s license security and communication with the states.

REAL ID is a program involving all but the three or four states that opted out three years ago,
involving hundreds of millions of dollars in grants, with a complex set of security requirements
that require interstate and interagency coordination, and the Secretary has never established a
program office to audit state motor vehicle agency compliance. Surely out of the billions of
dollars under the DHS’s discretionary control, a couple million can be found to manage this
critical process.

The Congress has provided over $220 million in federal grants to the states to comply with REAL
ID. These grants are supposed to be expended by the states to move toward compliance with
REAL ID rules, yet the Department of Homeland has not established a program office to
proactively guide the states with cost effective processes.

The lack of designated program office may have led to the Department’s lack of responsiveness.
Despite at least five states that have certified their compliance with REAL ID rules, those states
have received no response from the Department. Those five states have demonstrated that
REAL ID is doable in the short term and affordable, yet there is little or no communication by
Homeland Security officials to other states about what needs to be done.

It is reported that none of the letters sent by the governors in response to the last deadline,
since extended, have received a response from Secretary Napolitano. States still lack written
guidance from the department, four years after the final rule. The Department of Homeland
Security should not continue to keep the states waiting for direction.

Given the scale of the responsibilities and project schedule, there should be a minimum of five
Full Time Employees, including a designated office director. The program office costs, including
travel, can operate for less than $2 million per fiscal year, or about 1% of the federal grants
already expended for REAL ID compliance. With a committed staff and a modest budget, DHS
could begin to address directly its responsibilities with the compliant states, which currently
number over twenty, with another twenty plus to follow. This a fraction of the number of
personnel at the Department of Transportation devoted to the other driver’s license related
public safety programs.

Coalition for a Secure Driver's License 1300 Pennsylvania Avenue NW, Suite 880, Washington D.C. 20004
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Ideally, the REAL ID Program office would work closely with the Federal Motor Carrier Safety
Administration (FMCSA). FMCSA already conducts audits of state Commercial Driver’s License
(CDL) issuance and a partnership between FMCSA and the REAL ID program office would allow
concurrent audits of CDLs and REAL ID compliant driver’s license rules.

The REAL ID program offices should be placed within the National Protection and Programs
Directorate (NPPD), which contains DHS components who will be essential to the actual
enforcement of the REAL ID rule. NPPD has a suitable governance culture because the agency
components are comfortable working with state agencies and the private sector via persuasion
versus regulatory authority. REAL ID authorities are tied to voluntary compliance by the states,
which means the program office philosophy will align with “you should” versus “you must.”
NPPD is highly specialized and is managed by an Under Secretary. [t contains within it most
support functions needed by the REAL ID program office going forward. NPPD has
demonstrated competence managing large programs. REAL ID rules incorporate the need to
secure large systems and personal information from hacking. This correlates well with the
NPPD’s Office of Cybersecurity and Communications, as well as the Office of Infrastructure
Protection. NPPD is also a logical agency component for the REAL ID enforcement for access to
nuclear plants.

The goal of the National Protection and Programs Directorate is “to advance the Department's
risk-reduction mission. Reducing risk requires an integrated approach that encompasses both
physical and virtual threats and their associated human elements.” Similarly, REAL ID is a key
component of the secure identification layer of homeland security.

Coordination with the Federal Protective Service and the Transportation Security
Administration on procedures and policies for the deadline of federal enforcement

The Federal Protective Service would be one of the enforcement arms for the REAL ID mandate
that access to federal buildings will eventually be restricted only to REAL ID compliant driver’s
licenses and IDs. Clearly, the most important enforcement agency is the Transportation
Security Administration.

The recommended REAL ID Program Office could assist with a coordinative outreach to the
states, ensuring continuity of enforcement at federal facilities, airports, and nuclear power
plants with the Federal Protective Service and the Transportation Security Administration.
There are fifty-six (56) jurisdictions that issue driver’s licenses and identification cards, so an
active and effective communication link needs to be established. The Program Office should
establish a plan to differentiate states that issue compliant driver’s licenses and IDs.
Transportation Security and Federal Protective Service personnel will need to be trained to
recognize these IDs and take secondary inspection measures to holders of non-REAL ID
compliant driver’s licenses. This would send a strong signal to states that choose not to comply
or have not made substantial progress that the deadline is eminent. Noncompliant states could
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then give their residents ample notice to obtain alternative documentation such as a U.S.
Passport.

Leverage New Technology at Airports to Facilitate Faster Inspection

The Transportation Security Administration (TSA) may be able to leverage the Credential
Authentication Technology/Boarding Pass Scanning System (CAT-BPSS) machines that are
currently being tested at twenty (20) airports across the country. These machines enable the
Transportation Security Administration officers to electronically identify fraudulent
identification documents and boarding passes. TSA and the Department should use this pilot
phase to include software that distinguishes between compliant and noncompliant driver’s
licenses. As new states begin issuing compliant driver’s licenses, the software should be flexible
to incorporate these upgrades.

Conclusion

Compliance with the REAL ID driver’s license security standards will finally lead to realizing the
goal of “one driver, one license”. This is the logical extension of the highly successful “one
driver, one license” for commercial truck drivers that has improved safety on our highways.
REAL ID promotes safety by denying people who have lost their driver’s license in one state
from simply assuming another identity in another state to get a new driver’s license. These
people are shopping for a new identity because of reckless driving or driving while intoxicated,
or for vehicular manslaughter, and it’s important to stop them before they kill someone on the
highway. REAL ID rules require that each applicant for a driver’s license or ID card must sign a
declaration acknowledging that he understands any false statement in his application makes
him subject to state and federal identity fraud statutes. Officials in states that have put this
measure in place note that applicants will turn and walk out of DMV offices without signing the
form, when they are confronted with reality of potential criminal prosecution. REAL ID clearly
has a deterrent effect on would be fraudsters.

Thank you for the opportunity to submit this statement for the record.

The Coalition for a Secure Driver’s License (CSDL), www.secure-license. org, is a 501 {c} (3) not
for profit, crime prevention, educational charity incorporated in Washington, DC. CSDL
conducts research and provides information that addresses public safety issues, fraud
prevention benefits of stronger identity authentication procedures, and the issuance of
counterfeit proof identity documents. CSDL essential research identifies best practices for
DMVs, fraud detection and prosecution and related identity management topics. CSDL provides
educational briefings and programs for communities and organizations throughout the United
States. It is 2 national organization with over 10,000 members.

Coalition for a Secure Driver's License 1300 Pennsylvania Avenue NW, Suite 880, Washington D.C. 20004
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Mr. SENSENBRENNER. It is now my pleasure to introduce today’s
witnesses.

David Heyman is the Assistant Secretary for Policy at the U.S.
Department of Homeland Security. Previously he served as a Sen-
ior Fellow and Director of the CSIS Homeland Security Program.
He is an adjunct professor in security studies at Georgetown. He
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received his Bachelor’s degree from Brandeis University in 1986
and his Master of Arts from Johns Hopkins University School of
Advanced International Studies in 1996.

Darrell Williams retired last year from the Department of Home-
land Security after 38 years of Federal Government service. Prior
to his retirement, Mr. Williams served as Senior Director for the
DHS Office of State-Issued ID Support, formerly named the REAL
ID Program Office. Prior to that, he served as the Senior Program
Manager for the Department of Homeland Security Senior Border
Initiative Program and Program Director for several U.S. Coast
Guard command, control, and communications and Department of
Defense programs. He received his undergraduate degree from
Wright State University and his Master of Science degree in na-
tional security strategy from U.S. National War College. He re-
ceived his Master of Public Administration degree from Central
Michigan.

Stewart Baker is a Distinguished Visiting Fellow at the Center
for Strategic and International Studies. He will shortly return to
the practice of law at Steptoe & Johnson in Washington. From
2005 to 2009, he was the First Assistant Secretary for Policy at the
Department of Homeland Security. Prior to that, he served as Gen-
eral Counsel of the WMD Commission and the National Security
Agency. Mr. Baker received his undergraduate degree from Brown
University and his J.D. from UCLA in 1976.

David Quam currently serves as Director of the Office of Federal
Relations at the National Governors Association. Prior to his posi-
tion at NGA, Mr. Quam was an associate at Powell, Goldstein,
Frazer and Murphy, LLP. He held various other positions, includ-
ing Director of International Affairs and General Counsel at the
International Anti-Counterfeiting Coalition, Inc., and Majority
Counsel to the Subcommittee on the Constitution, Federalism and
Property Rights for the U.S. Senate Committee on the Judiciary.
He received his Bachelor’s degree from Duke and his Juris Doctor
from Vanderbilt.

The witnesses’ written statements will be entered into the record
in their entirety. I ask that they summarize their testimony in 5
minutes or less. You see the blinking lights in front of you. Yellow
means wrap it up. Red means time is up.

So I now recognize Mr. Heyman, and without objection, all of the
witnesses’ full written statements will appear in the record with
their testimony.

TESTIMONY OF DAVID HEYMAN, ASSISTANT SECRETARY, OF-
FICE OF POLICY, U.S. DEPARTMENT OF HOMELAND SECU-
RITY

Mr. HEYMAN. Thank you, Mr. Chairman, Congressman Scott,
Chairman Smith, distinguished Members of the Subcommittee. I
very much appreciate the opportunity to testify before you today
and to discuss the progress that states have made implementing
REAL ID and improving the security of driver’s licenses and identi-
fication documents.

The Department of Homeland Security is fundamentally a law
enforcement agency, and law enforcement must be able to rely on
government-issued IDs and know that the bearer is who he or she
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claims to be. Fraudulent IDs present opportunities for terrorists,
and as such, securing IDs is a common sense national security and
law enforcement imperative, and helps combat identity fraud and
illegal immigration.

Since the Act was passed, we have made considerable progress.
In 2007, DHS published an implementation plan, and in 2008 the
Department published a final rule establishing minimum standards
for states and territories. While the Nation’s 56 states and terri-
tories have principal responsibility for implementing REAL ID,
DHS has provided tangible support. Since 2007, the Department
has awarded over $263 million in grants to fund enhancements to
driver’s license security programs and develop verification capabili-
ties such as matching lawful status, improving facility security,
modernization of information technology systems, increasing inter-
operability, and adding security features to documents.

Nearly half of this funding has been disbursed to states over the
past 2 years. The fact that 54 of 56 jurisdictions have applied for
and used these grant awards indicates that we share the same
goals, objectives, and even standards for improving security of
state-issued credentials.

One of the most challenging aspects of REAL ID is verifying
source documents. When the bill was passed, those verification ca-
pabilities did not principally exist, particularly the ability to elec-
tronically match documents against appropriate Federal or other
state databases. Over the past several years, DHS and states have
collectively built and are building the technical infrastructure and
systems to support verification of Social Security numbers, birth
certificates, U.S. passports, and immigration status, all key steps
toward improving the security of our documents.

Today I can report that significant progress has been made in
this regard and in developing verification capabilities to meet the
verification requirements, with all but one verification capability
operational or in pilot testing today.

The Department’s efforts extend beyond financial support. DHS
has issued guidance documents and engaged stakeholders to en-
sure their concerns are being heard and challenges are being ad-
dressed. In 2009, DHS issued two guidance documents to assist
states in understanding and meeting the REAL ID security stand-
ards, one on marked guidelines and another on best practices for
security facilities and plans, card design, privacy and personnel se-
curity.

It was apparent from conversations with the states that addi-
tional clarification is warranted, and we will, in fact, be issuing ad-
ditional guidance soon. This additional guidance will help reduce
uncertainty regarding compliance by describing comparable pro-
grams that meet minimum standards, and this will help encourage
states to submit information on their progress.

Additionally, our program office for this program has conducted
considerable outreach through participation and meetings with
states, territories, and partnering with Federal organizations. The
office has conducted outreach to stakeholders, as well as attended
a wide range of conferences, even visiting 44 of 56 states and terri-
tories and working extensively with the American Association of
Motor Vehicle Administrators.
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Perhaps the greatest success of REAL ID has been the security
of driver’s licenses has been improved in all states, even in the 13
states with legislation prohibiting REAL ID. The deadline for
REAL ID is January 15th, 2013. Our goal is to get this done, and
states have made significant progress in meeting the minimum se-
curity standards. All 56 states and territories have submitted docu-
mentation regarding their status with respect to material compli-
ance benchmarks of REAL ID. They have made significant progress
in meeting the benchmarks and other requirements, and most are
meeting facility production issuance and card standards.

When determining whether a state has implemented a secure
driver’s license program, DHS will base its decision on the totality
of what states have done. We commend them for their efforts. We
have shared goals, and that is evident from the progress being
made.

Thank you again for the opportunity to speak to you today, and
I'm happy to answer your questions.

[The prepared statement of Mr. Heyman follows:]

Prepared Statement of David Heyman, Assistant Secretary,
Office of Policy, U.S. Department of Homeland Security

Chairman Sensenbrenner, Representative Scott, and Members of the Sub-
committee: Thank you for your leadership on homeland security issues, and thank
you for holding this important hearing today so that the Department of Homeland
Security (DHS) can provide you with an update on the progress the states have
made implementing the REAL ID Act of 2005, Title II of division B of Pub. L. 109-
13 (“REAL ID Act” or “Act”). We welcome the opportunity to submit this testimony
on how the state, territory, and federal partners have improved the security of driv-
er’s licenses and identification documents.

Over the last two Administrations, we have worked to implement the REAL ID
Act of 2005. States have the principal responsibility for implementing REAL ID.
DHS developed an Implementation Plan in June 2007 and published a Final Rule
in January 2008, which provided states and territories with information on the min-
imum requirements that must be met and the funding available to help meet those
requirements. Since then, DHS awarded over $200 million in grants to states and
territories to fund enhancements to driver’s license security programs. Additionally,
DHS has issued guidance documents and engaged stakeholders to ensure their con-
cerns were heard. DHS, the states, and the territories have collectively built or are
building the technical infrastructure and systems to support verification of social se-
curity numbers, birth certificates, U.S. passports, and immigration status—key
steps toward improving the security of our documents. Perhaps the greatest success
of REAL ID has been that the security of driver’s licenses has been improved in
ALL states, even in the 13 states with legislation prohibiting their participation in
REAL ID. Diligent outreach and work with states by DHS has yielded real benefits
in the last several years.

In my testimony, I will elaborate on the progress but first it is important to pro-
vide the background to how we got to where we are today.

WHY WE NEED SECURE IDENTIFICATION DOCUMENTS

Law enforcement must be able to rely on government-issued identification docu-
ments and know that the bearer of such a document is who he or she claims to be.
Obtaining fraudulent identification documents presents an opportunity for terrorists
to board airplanes, rent cars, open bank accounts, or conduct other activities with-
out being detected. According to the 9/11 Commission Report, “All but one of the
9/11 hijackers acquired some form of U.S. identification document, some by fraud.”*

1The 9/11 Commission Report: Final Report of the National Commission on Terrorist Attacks
upon the United States, at 390 (2004).
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We recognize that preventing terrorists from obtaining these documents is critical.
As the 9/11 Commission noted, “For terrorists, travel documents are as important
as weapons.” 2

The 9/11 Commission recommended that the federal government work with other
layers of government to solidify the security of government-issued IDs. While im-
proving government-issued IDs alone will not thwart every planned terrorist attack,
it does present an important obstacle to any potential terrorist operating in the
United States and could aid law enforcement in stopping terrorist plots. Securing
IDs is a common-sense national security and law enforcement imperative, which
also helps to combat identity fraud and illegal immigration. The 9/11 Commission
spelled out the need for the federal government and the state or territory3 to take
action together on this issue and together we have made considerable progress.

PASSAGE OF THE REAL ID ACT OF 2005

In May 2005, Congress enacted the REAL ID Act of 2005 in response to the 9/
11 Commission’s recommendations for more secure standards for identification. The
Act included the following provisions:

e Prohibits Federal agencies from accepting driver’s licenses or identification
cards unless the Department determines that the state or territory meets
minimum security requirements.

¢ Establishes minimum standards for the:
O Information and features that appear on the face of the card;

O Physical security of cards to prevent tampering, counterfeiting, and dupli-
cation of the documents for a fraudulent purpose;

O Presentation and verification of source documents, including presentation
and verification of documents evidencing citizenship or lawful status; and

©]

Physical security of production and storage facilities and for materials from
which REAL ID cards are produced.

e Authorizes the Department of Homeland Security to make grants to states
and territories to assist in conforming to the minimum standards of the Act.

In June 2007, DHS submitted, and the Senate and House Appropriations Commit-
tees subsequently approved, the REAL ID Implementation Plan. In the REAL ID
Implementation Plan, DHS outlined its plans to make grant funds available specifi-
cally for projects that addressed the following areas:

e Enhancements to existing communications and verification systems to sup-
port cost effective electronic verification of source documents.

e Development of a secure indexing or pointer system for verification that an
individual does not hold multiple licenses in multiple states or territories.

e Development of a cost effective capability for verification of lawful status. Im-
provements to the infrastructure to support electronic verification of birth cer-
tificates.

e Model privacy standards, security practices, and business rules regarding
verification of applicant information with Federal and state agencies.

Additionally, in January 2008, the Department published the REAL ID regulation
(“Minimum Standards for Driver’s Licenses and Identification Cards Acceptable by
Federal Agencies for Official Purposes” (6 C.F.R. part 37)) providing greater detail
on the minimum requirements states and territories must satisfy to be in compli-
ance with the Act.

When determining whether a state has implemented a secure driver’s license pro-
gram, DHS will base its decision on what states have done to meet the requirements
of the regulation. The security benchmarks in the regulation focus on: identity as-
surance procedures; license information and security features; secure business proc-
esses; employee training and background checks; and privacy protections. They also
address the primary sources of fraud in the issuance and use of driver’s licenses and
identification cards.

2The 9/11 Commission Report: Final Report of the National Commission on Terrorist Attacks
upon the United States, at 384 (2004).

3 States and territories is used to refer to all fifty-six jurisdictions covered by the REAL ID
Act, to include the fifty states, the District of Columbia, Puerto Rico, the Virgin Islands, Guam,
American Samoa, and the Commonwealth of the Northern Marianas Islands.
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DHS FUNDING TO SUPPORT EFFORTS TO MEET THE SECURITY STANDARDS
OF THE REAL ID ACT

Since FY 2006, the Department has obligated a total of $273 million in REAL ID
program funds to support states and territories in their efforts to meet the require-
ments of the REAL ID Act.

From FY 2006 through FY 2011, FEMA awarded approximately $200 million in
grants to 54 states and territories to fund individual projects to improve the security
of their credentials, facilities, systems, and business processes commensurate with
the standards of the REAL ID Act. States and territories have been able to allocate
these funds based on individual needs, priorities, and operations.

States and territories have used these awards to meet the material compliance
security benchmarks and other REAL ID standards, including:

e Adding tamper resistant or enhanced security features to their documents.

e Modifying their facilities to limit access to sensitive materials and card pro-
duction areas.

e Modernizing information technology systems to promote interoperability.

Conducting fraudulent document training or re-engineering the driver’s li-
cense issuance process to reduce customer wait times.

¢ Implementing verification of lawful status.
e Improving their ability to protect applicants’ personal information.

For example, using REAL ID FY 2008 Demonstration Grant funds, the State of
New York purchased facial recognition software to detect individuals holding mul-
tiple drivers’ licenses, sometimes in an attempt to evade law enforcement detection.
New York used facial recognition technology to review the records of 600,000 holders
of New York State Commercial Driver Licenses (CDLs). The results of this effort
led to the arrest of more than 50 commercial drivers for fraudulently obtaining mul-
tiple driver licenses using an alias. Since February 2010, 800 people have been ar-
rested for having two or more licenses under different aliases.

From FY 2008 through FY 2011, FEMA also awarded approximately $63 million
in targeted grants to five states, Mississippi, Kentucky, Indiana, Florida, and Ne-
vada, which volunteered to upgrade existing communications and verification infra-
%t)rlxzture needed by all states and territories to meet the requirements of the REAL

ct.

e The following verification capabilities to meet the verification requirements of
the REAL ID regulation are either operational or in pilot testing. Specifically:

O The states have upgraded the infrastructure necessary to support DMV
verification of birth certificates. Birth records from 38 state Vital Records
Agencies are now available for electronic verification;

Fifty states and the District of Columbia are verifying social security num-
bers;

O Forty-seven states and territories have signed an agreement with USCIS
to verify lawful status through the SAVE program; and

Four states are piloting verification of U.S. passports and this capability
will be available to all states later this calendar year.

e Driver Licensing Agencies (DLAs) have used, and are continuing to use, re-
maining Driver’s License Security Grant awards to fund the local information
technology and business process improvements needed to connect to and use
these systems.

Additionally, USCIS has supported almost $10 million in projects for the develop-
ment and deployment of cost-effective methods that states and territories can use
to verify lawful status, U.S. passports, and social security numbers. USCIS has
worked together with the states and territories in the development, testing, and de-
ployment of these capabilities.

FACILITATING CONFORMITY WITH THE STANDARDS OF THE REAL ID ACT—
GUIDANCE AND OUTREACH FOR THE STATES AND TERRITORIES

The Department’s efforts extend far beyond providing financial assistance to
states and territories. DHS has been working with states and territories to assist
them in understanding and meeting the security standards of the REAL ID Act. In
2008 and 2009, DHS issued two guidance documents for that purpose:
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e REAL ID Mark Guidelines (October 2008), providing DHS recommendations
for the marking of licenses.

e REAL ID Security Plan Guidance Handbook (February 2009), providing best
practices for: securing facilities where enrollment, production, and/or issuance
of REAL ID driver’s licenses and identification cards occur; card design and
security; privacy; personnel security, and the contents of the security plans.

Because of additional requests from the states for clarification, the Department
plans to issue additional guidance in the near future to clarify the minimum stand-
ards that states and territories must meet to achieve full compliance with the Act
and provide examples of how states can meet them. While DHS has worked closely
with many individual states and territories—some of which already submitted full
compliance packages—the Department believes that the guidance will reduce the
uncertainty surrounding the regulation and encourage states and territories to sub-
mit information on their progress consistent with the minimum standards of the
REAL ID Act. In providing further guidance, DHS’s purpose is to afford every state
and territory the flexibility and opportunity to reach full compliance in a practical
manner.

DHS’s subject matter experts have worked with the states and territories contin-
ually since 2007. Through its participation in meetings with the states, territories,
partnering federal organizations, and stakeholders as well as attendance at a wide
range of conferences, our program office, the Office of State-Issued Identity Support
(OSIIS), visited 44 of 56 states and territories covered by the REAL ID Act, includ-
ing four of the five U.S. territories. DHS continues to work closely with the Depart-
ment of State on the passport verification module. DHS has worked with the Amer-
ican Association of Motor Vehicle Administrators (AAMVA) to coordinate implemen-
tation of the standards of the REAL ID regulation. In particular, DHS participated
with the states and territories in the drafting of the Personal Identification—
AAMVA North American Standard—DL/ID Card Design to ensure that states and
territories can implement the REAL ID requirements for card design by means of
common, consensus-based data formats and card technologies endorsed by all states
and territories.

Since 2007, OSIIS has also participated in at least 40 meetings with AAMVA and
member states regarding all aspects of the REAL ID program, and provides regular
briefings at the semiannual AAMVA Board of Directors Meetings and regional meet-
ings. OSIIS representatives have also attended annual meetings of National Asso-
ciation for Public Health Statistics and Information Systems since 2007. The pro-
gram communicates regularly with the Coalition for A Secure Driver’s License.
OSIIS has also participated in a dozen on-site meeting with the State of Mississippi
and the Mississippi consortium of states leading state efforts to improve the commu-
nications system infrastructure supporting the verification requirements of the Act.

Thirteen states* have laws prohibiting compliance with the REAL ID Act. Even
so, DHS believes that some of these states already issue secure identification docu-
ments consistent with the standards of the regulation.

It is important to note that the REAL ID regulation provides DHS with the ability
to recognize comparable programs in states and territories that issue driver’s li-
censes and ID cards consistent with the minimum requirements of the regulation.
States and territories are, in fact, already achieving success with their comparable
efforts.

For example, four states (Michigan, New York, Vermont, and Washington) cur-
rently issue Enhanced Driver’s Licenses and Enhanced Identification Documents
(EDLs) that were developed in alignment with the REAL ID standards, but can also
be used by U.S. citizens as a border crossing document to enter the United States
through a land or sea port of entry in accordance with the Western Hemisphere
Travel Initiative (WHTI).

APPROACHING DEADLINE

The deadline for meeting the standards of the REAL ID Act is January 15, 2013.
To assist DHS in making compliance determinations, the regulation also requires
states and territories to submit certification materials at least 90 days prior to the
effective date of compliance. A DHS compliance determination means that a state’s
or territory’s program meets or exceeds the REAL ID regulatory requirements or
has a program comparable to the requirements of the REAL ID regulation.

4 Alaska, Arizona, Idaho, Louisiana, Maine, Minnesota, Missouri, Montana, New Hampshire,
Oklahoma, Oregon, South Carolina, and Washington.
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CONCLUSION

This hearing seeks to take stock of implementation of the REAL ID Act of 2005.
DHS relies on alternative data collection methods, such as grant reporting, to docu-
ment progress made by states and territories in improving the security of their driv-
er’s licenses and identification cards commensurate with the standards of the REAL
ID Act. While this does not afford DHS full visibility into all the progress states
have made, we can say that the Department, along with our federal, state and terri-
tory partners, has made great strides in improving the security of credentials since
9/11 and the subsequent enactment of the REAL ID Act of 2005. States and terri-
tories have made significant progress in meeting the benchmarks and other require-
ments of the REAL ID regulation and most are meeting REAL ID facility, produc-
tion, issuance, and card standards. We commend them for their efforts.

Thank you again for this opportunity to testify. I am happy to answer any ques-
tions you may have.

Mr. SENSENBRENNER. Thank you very much.
Mr. Williams?

TESTIMONY OF DARRELL WILLIAMS, FORMER SENIOR DIREC-
TOR, OFFICE OF STATE-ISSUED ID SUPPORT, U.S. DEPART-
MENT OF HOMELAND SECURITY

Mr. WiLLiAMS. Mr. Chairman and Ranking Member, and distin-
guished Members of the Subcommittee, thanks for the invitation to
actually speak.

From 2006 until when I retired in 2011, I was the Director for
the REAL ID program. Pretty much all the documents, the concept
of operations, implementation plans, the expenditure plans I pretty
much developed with my staff. All the staff that is currently in the
office I actually selected.

In regards to the implementation of REAL ID, which is what I
will focus on, we actually established an outreach program which
included all 56 states and territories in regards to our attempts to,
first of all, help them understand what REAL ID is and does, but
also to take a look at the implementation activities associated with
REAL ID so they could actually get better cost estimates as they
looked forward to attempting to implement the program.

A lot of the successes that REAL ID has actually come to know
really came from the states leaning forward not so much because
of what DHS did but because the states realized long before 9/11
that there was a number of fallacies within their processes in re-
gards to security dilemmas in their facilities, and then they also re-
alized that a lot of the security issues associated with producing a
driver’s license actually came from internal processes where their
individuals created a lot of the internal fraud.

So again, those are things that states realized, states wanted to
do, and then REAL ID actually became the overall umbrella to help
states implement the kinds of things they wanted to do and actu-
ally start off with.

The progress that states have made has been well documented.
For example, if you take a look at states, and we actually did a
state survey where a number of states responded, 82 percent of
states have improved their card security. All those security im-
provements are really consistent with REAL ID. There are a num-
ber of other stats that I have in my testimony that I won’t review
now. But again, it shows again the tremendous progress that states
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have made and that states are committed to improving their secu-
rity and the integrity and the trustworthiness of their documents.

One of the things that has prohibited states from making more
progress is states need clear and consistent guidance. That is the
one thing that they have not received. For example, with the PASS
ID dilemma, states became confused as to whether or not DHS was
going to implement REAL ID or replace it at some point in time
with PASS ID. In that confusion, states decided to stop using some
of the grant funding to improve the security of their systems. That
took, in some cases, anywhere from 12 to 18 months longer.

The other example is we talk about the verification capabilities
that states will need to use to verify whether or not a person is
issued a driver’s license in another state. That system, which I
really started to develop back in the 2007 timeframe, with the ad-
vent of the PASS ID confusion, that progress was also delayed. So
that IT system that is not in progress today could have been
furthered if states weren’t in that confused state waiting for DHS
to provide clear and consistent guidance.

The other guidance that states aren’t totally sure of is when
states take a look at the REAL ID Act and what it requires, it does
not provide clear pass/fail guidance as to what states need to evalu-
ate their facilities, their people, and their processes to clearly de-
termine whether or not they meet the requirements of the REAL
ID Act. DHS also does not have that pass/fail criteria.

So when we talk about compliance audits at some point in time
in the future, without that clear pass/fail criteria, DHS would not
be capable of actually rendering and determining whether or not a
state actually meets the requirements of the Act itself.

There is more to say, and I will save much for the questions so
I can stay within the 5 minutes. But again, thanks for the invita-
tion to speak, and I look forward to your questions.

[The prepared statement of Mr. Williams follows:]

Prepared Statement of Darrell Williams, former Senior Director, Office of
State-Issued ID Support, U.S. Department of Homeland Security

Chairman Smith, Ranking Member Conyers, and distinguished members of this
Subcommittee I am pleased to be here today to discuss the importance of the REAL
ID Act’s Minimum Standards for Driver’s Licenses and Identification Cards.

From December 2006 until 1 April 2011 I served as the Director for the Depart-
ment of HOmeland Security (DHS) REAL ID Program Office, later renamed the Of-
fice of State-Issued ID Support. During my tenure, I established the REAL ID Pro-
gram Office, planned and executed the program’s budget and selected each member
of the REAL ID program office team. In addition, I lead the development the of
REAL ID Regulation, REAL ID Program’s Concept of Operations, and the REAL ID
Implementation and Expenditure Plans which were both approved by DHS and sub-
mitted to Congress. I specifically communicated the program’s requirements, imple-
mentation progress and expenditures to DHS executive leadership, Office of Man-
agement and Budget and Congress. I also worked with other Federal agencies and
developed an outreach program designed to establish and maintain a long-term
partnership with all U.S. States and territories Department of Motor Vehicle (DMV)
leadership, the American Association of Motor Vehicle Administrators (AAMVA) and
specific document identity data verification system managers. My goal was simply
to assist states to enhance the security, integrity and trustworthiness of their driver
licenses and identification cards, facilities and processes to comply with the require-
ments of the REAL ID Act and implementing regulation.

A brief synopsis of the primary requirements are located in Section 202 of the
REAL ID Act which reads, “Prohibits Federal agencies from accepting State issued
driver’s licenses or identification cards unless such documents are determined by
the Secretary to meet minimum security requirements, including the incorporation
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of specified data, a common machine-readable technology, and certain anti-fraud se-
curity features. In addition, Section 202 also sets forth minimum issuance standards
for such documents that require: (1) verification of presented information; (2) evi-
dence that the applicant is lawfully present in the United States; (3) issuance of
temporary driver’s licenses or identification cards to persons temporarily present
that are valid only for their period of authorized stay (or for one year where the
period of stay is indefinite); (4) a clear indication that such documents may not be
accepted for Federal purposes where minimum issuance standards are not met; and
](05) el’gctronic access by all other States to the issuing State’s motor vehicle data-
ase.

Prior to managing the REAL ID program, I served as the Senior Program Man-
ager for the DHS’s Secure Border Initiative Program, several U.S. Coast Guard
Command, Control and Communications programs and numerous Department of
Defense major weapon system acquisition and support programs. Lastly, among
other degree’s, I have a MS Degree in National Security Strategy from The National
War College.

Although I am be delighted to discuss or address any questions the Committee
may have regarding the REAL ID Act or Regulation, I will focus my written testi-
mony and opening remarks on the program’s implementation activities.

Under my direction the REAL ID Program Office, later renamed the Office of
State Issued Identification Support, was responsible for REAL ID program develop-
ment, REAL ID Rule development, REAL ID related grant oversight, development
of an identity documentation electronic verification capability and implementation
of the REAL ID Act. The regulatory scope of the REAL ID Act and regulation in-
clude the following:

. Ap%roximately 240 million holders of State driver’s licenses and identification
cards

56 jurisdictions, including the 50 States, the District of Columbia, and five
U.S. territories

e Approximately 2,200 State DMV offices and facilities employing about 30,000
state employees and contractors

Millions of commercial airlines travelers and visitors to the Federal facilities

Multiple Federal agencies to include Department of Transportation, the
Transportation Security Administration (T'SA), Federal Protective Service
(FPS), the Nuclear Regulatory Commission (NRC), and other Federal entities
managing access to Federal facilities.

In December 2006 one of the most formidable REAL ID challenges facing DHS
was direct opposition by the states and specifically each state’s DMV Offices. During
this time frame, the states DMV administrators collectively considered DHS an ab-
solute adversary and as result the few discussions that occurred between represent-
atives from the state DMV offices and DHS were quite contentious and non-produc-
tive. However, I'm delighted to report that upon my retirement in 2011, numerous
DMV staff members and specifically DMV administrators from across the country
and the U.S. territories emailed, phoned and sent letters to thank me for my efforts
that led to establishing and maintaining an open and honest REAL ID implementa-
tion partnership.

The benefits of this partnership which began in the spring of 2007 eventually re-
sulted in the DMV administrators teaming with AAMVA to become the REAL ID
Program Office’s most supportive implementation advocate. The implementation
success that will be discussed later in this testimony would have not been realized
without the DMV administrators and AAMVA support.

An example of this support was first realized in the spring and summer of 2007,
when AAMVA agreed to host four regional meetings in the cites of Baltimore, Chi-
cago, Los Angeles and Atlanta which allowed me to conduct 4 four hour meeting
with all the DMV staff members in each region to discuss DHS plans regarding the
proposed REAL ID rule and address the numerous misconceptions, false information
and reduce the DMVs fear of this unknown rule’s impact on how they conduct their
day to day business with their respective customers.

In addition to support, AAMVA and the state DMV’s funded their personnel ex-
penses to attend and participate in these meetings. These meetings resulted in a
tremendous amount of clarity for the states. This initial series of regional meetings
reduced the state’s high anxiety by clarifying the rules intensions, removing misin-
formation and asking the states to share their operational insight.

While at these meetings I also conducted several side-bar meetings with DMV re-
gional leaders. From the follow-on side bar meetings I recruited numerous state
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DMV staff members to partner with DHS to form several working groups. Early in
2007, I realize that I did not have the program funding or adequately trained staff
to properly understand all the relevant operational aspects of the state DMV driv-
er’s license issuance processes, facilities and IT capabilities. To quickly acquire the
technical expertise needed, I partnered with the DMV leadership to develop several
DMV process-focused technical working groups comprised primarily with the DMV
and AAMVA staff members. AAMVA agreed to host the working group meetings.
Without belaboring the point, I bring this information forward to stress that vir-
tually all the implementation progress made to date has been greatly facilitated
with state DMVs and AAMVA technical, administrative assistance and in some
cases financial support.

States have been fully engaged in improving the security, integrity and trust wor-
thiness of their respective state issued driver’s license and identify cards. Many of
these security improvements either exactly meet or are consistent with the require-
ments of the REAL ID Act or Rule. States have made these improvements primarily
because they were well aware prior to September 2011 that their driver’s license
and identity card issuance processes, cards and facilities had numerous security de-
ficiencies. In addition, states have long wanted to develop a capability that allows
each state’s DMV to electronically verify all applicant’s identity documents (birth
record, passport, out-of-state’s driver’s license, immigration documents) information
prior to issuing a driver’s license or identity card.

States have and continue to make significant implementation progress consistent
with requirements of REAL ID. A February 2011 Driver’s Information Verification
System (DIVS) report shows the results of a state-based questionnaire where states
self-report their driver’s license and identity card security progress as follows:

e 82% of states have improved their card security
® 96% of states provide fraudulent document security recognition training
e 89% of states perform background checks on employees

e 78% of driver’s license agencies have improved the physical security of their
facilities

® 96% of states have instituted IT hardware and software that links a given
license issuer with a given issued license

e 71% of states access USCIS data to verify U.S. issued immigration docu-
mentation

e 84% of states coordinate driver’s license and identity document expiration
date to an applicant’s U.S.-issued immigration documentation.

The above DIVS report indicates the great progress states have made absent clear
and consistent DHS guidance. DHS vacillation on support of PASS ID vs. REAL ID
temporarily delayed numerous states from making progress and resulted in an un-
timely delay in states utilizing their grant funding to make security improvements.
In 2010, numerous states expressed concern that if they continued to expend their
2008 and 2009 grant funds to comply with REALID requirements, those funds
would not be available if the requirements were changed to align with PASS ID.
In absence of clear and consistent guidance, numerous states delayed grant fund ex-
penditures and thus REAL ID implementation enhancements. States remain un-
clear if DHS will, yet again, postpone the compliance deadline beyond January 2013,
continue to pursue PASS ID or another alternative, or if they should march full
speed ahead to continue to improve and enhance their driver’s license and identity
card issuance processes to become comparable to or consistent with REAL ID re-
quirements.

In addition, states continue to express concern about REAL ID Rule Subpart
E.37.51 that says “States must have met the REAL ID Rule standards of subparts
A through D or have a REAL ID program that DHS has determined to be com-
parable to the standards of subparts A through D.” To date, DHS has not provided
states clear guidance on what constitutes comparable and must do so as soon as pos-
sible to allow states time, if they so elect, to pursue a comparable alternative lead
time away from the established compliance deadline of January 15, 2013.

In addition to the above, below you will find a list several other implementation
issues that should be resolved as soon as possible to provide all willing states a real-
istic opportunity to achieve a successful REAL ID program implementation.

e DHS must establish clear pass/fail criteria that states can use to measure and
determine when they comply with the REAL ID or comparable program com-
pliance requirements.
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O Until such clear guidance is provided, states do not have the ability to de-
termine if they have met all the requirements for compliance.

O In addition, DHS will need the pass/fail criteria to perform future compli-
ance audits

Per REAL ID rule section 37.55, 37.59 and 37.61, DHS must establish a state
compliance audit process to conduct future compliance audits. A compliance
audit process is required to verify if a state has met or is meeting the re-
qulired initial or recertification compliance requirements per the REAL ID
rule.

O Subpart E—Procedures for Determining State Compliance, section 37.55
indicates that DHS will make a final compliance determination. Subpart
E—Procedures for Determining State Compliance, section 37.59 indicates
that DHS will review to determine whether the state meets the require-
ments for compliance.

DHS must develop a REALID enforcement strategy that clearly conveys how
the REAL ID Act requirements will be enforced beginning January 15, 2013.

O Enforcement strategy must include at minimum the Federal Protective
Service, Transportation Security Agency and other Federal facilities as cov-
ered by the REAL ID Act and implementing regulation.

DHS must develop a grant funding financial audit review strategy to ensure
the grant funds awarded to states are being expended in accordance with the
grant application and approval.

O Currently, DHS lacks the process to know and ensure accountability for
REAL ID grant funds expenditures

To vastly improve the quality of program implementation, strongly encourage
the REAL ID program be transitioned to an operational environment that has
acquisition, program management, system engineering, at a minimum, as
core competencies. Although the DHS Office of Policy may be well intended,
the office is not equipped with the experience or expertise to oversee the de-
sign and development of an operational program. The Office of Policy is espe-
cially not capable and does not have the expertise to oversee the design, test,
implementation an initial operation of the multi-million dollar REAL ID Driv-
er’s License Information and Verification (DIVS) Program which is currently
in the design phase. This REAL ID electronic document verification program,
developed with Congressional appropriated funds, is currently in the design
phase. The REAL ID program has been in the implementation and system de-
velopment stage for several years. For example, for past three years the Of-
fice of Policy has overseen and managed the requirements generation process,
which will lead to the design, development, testing and fielding of an oper-
ational IT system expected to process millions of daily state to state DMV
transactions. The DIVS system is expected to complete the design phase in
2014, testing in 2015 and become operational and deployed by 2016. Just as
policy should not be developed in an operational environment, an IT focused
system’s design, development, test, initial operation and full system deploy-
ment should not be led by a Policy Office.

REAL ID’s Greatest implementation assets:

O All DMV leadership is aware of the critical need to improve the security,
integrity and trust worthiness of their driver’s license and identity card
processes and they are willing to take action.

O State’s continue to make significant progress to enhance the security of
their cards, systems, processes and facilities

REAL ID’s Greatest implementation impediments:

O Retaining the design, development, testing and fielding of an operational
program in a Policy making environment will continue to delay the pro-
gram’s implementation. The program must be transitioned to an oper-
ational environment.

O Lack of DHS clear and consistent guidance to states.
o The program lacks clear pass/fail compliance criteria

o The program lacks clear guidance on what constitutes a comparable pro-
gram
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e The program lacks clear guidance on how enforcement will be imple-
mented and if enforcement will begin January 15, 2013

O Lack of DHS executive level engagement and support

o States DMV leadership remain uncertain and unconvinced that DHS ex-
ecutive leadership is committed to REAL ID implementation

Mr. SENSENBRENNER. Thank you, Mr. Williams.
Mr. Baker?

TESTIMONY OF STEWART A. BAKER, PARTNER,
STEPTOE & JOHNSON, LLP

Mr. BAKER. Chairman Sensenbrenner, Ranking Member Scott,
Chairman Smith, Chairman Emeritus Conyers, Members of the
Committee, it is a pleasure to be here. My claim to fame is I hired
Darrell and had David Heyman’s job before he had it.

It is a pleasure to talk about this topic because it is so important.
It is not just that the 9/11 Commission after 10 years reiterated
how important it was. It is not just that practically every terrorist
act in the last 20 years, from Oklahoma City to 9/11 to the Lub-
bock, Texas attacks, depended on fake and fraudulent IDs. But one
person, one household in 14 every year is the subject of identity
theft. Most of it, the most serious of it is facilitated by fake IDs.
This is the real privacy issue that we should be focused on. People
are losing control of their identities to people who have easy access
to fake or fraudulent driver’s licenses.

The good news that I do want to talk about is that most states
have, at the end of the day, as we have heard already, recognized
they have a responsibility to fix their security problems, and nearly
40 of them could meet this deadline, or perhaps more. They are on
track to meet the deadline. That is great news. It is particularly
impressive that they have put in place the ability to check birth
certificates, which are really the most dangerous breeder document
that facilitates this kind of fraud. That is possible by January of
2013.

The bad news from my point of view is that even if 80 or 90 per-
cent of the states meet this deadline, they are not going to get rid
of 80 or 90 percent of the fraud. They are going to get rid of about
10 percent of the fraud because the fraudsters and the terrorists,
everybody who wants a fake ID, are just going to figure out which
states allow them still to use bad birth certificates or to meet other
fraudulent requirements, and they are going to go there.

So until we get everybody up to a high level, we are not going
to solve this problem. That is why, I think, the REAL ID Act very
wisely put in place a penalty for failure to meet this deadline. Until
the last state comes on board, we have a problem in our ID system.

The difficulty with the penalty that we have, and I faced this be-
cause I actually was facing the prospect of pulling the trigger on
the refusal to accept licenses at airports, is it is like a nuclear
weapon. It is really effective at scaring people, but when you actu-
ally set it off, a lot of bad things happen that no one really wants
to see happen.

So there is a kind of chicken that is played between the Depart-
ment and the states. The states say, “I wonder if they will really
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set that off, because if they won’t, maybe I can just, you know,
skate past the deadline.” And the Department doesn’t want to set
it off, but they have to persuade people that they are actually going
to do something serious when the deadline arrives. I don’t think
David or the Administration has persuaded anybody that they are
serious about setting off that weapon or imposing that penalty.

So my suggestion for this committee is you really need to find
some penalty to enforce that deadline that is not dependent on the
Secretary having the will to use that penalty, and my suggestion
in the testimony—I will stop here—is that you say to the 54 or 56
jurisdictions who took money to comply with REAL ID that if you
don’t meet January 2013, give the money back. Thanks.

[The prepared statement of Mr. Baker follows:]

Prepared Statement of Stewart A. Baker, Partner, Steptoe & Johnson LLP

Chairman Sensenbrenner, Ranking Member Scott, Members of the Subcommittee,
I am pleased to testify today about the importance of improving the security of driv-
ers’ licenses, the identity documents on whose security Americans rely daily.

WHY WE NEED MORE SECURE DRIVERS’ LICENSES

It shouldn’t be necessary to say that we need secure identification documents in
the United States. Ten years ago, the 9/11 hijackers exploited the security weak-
nesses of state DMVs to obtain nearly 30 licenses, many of them by fraud. And
twenty years ago, Timothy McVeigh used a fake South Dakota license to rent the
truck he filled with fertilizer and fuel oil; South Dakota’s license security was so
weak that McVeigh made his fake license with a typewriter and a clothes iron.

That’s not the end of it. Last year, the FBI arrested a Saudi student in Texas
whose notes showed that he had devoted much of his young life to winning a schol-
arship to the United States, where he planned emulate Osama bin Laden by killing
large numbers of Americans. His plans included casing the home of George W. Bush
and preparing a chronology for the attacks listing these key steps in his plan: “ob-
taining a forged US birth certificate, applying for a US passport and driver’s li-
cense; . . . using a different drivers’ license for each car he rents; . . . putting the
bombs into the cars and taking them to different places during rush hour.”

Some things never change. Terrorists hoping to attack us at home will keep ex-
ploiting the insecurity of our drivers’ license system for as long as we fail to improve
that system.

So will criminals. Identity theft is a fast-growing and disturbingly common crime;
one household in 14 suffered an identity theft in 2010, according to the U.S. Justice
Department, up from one in 18 just five years earlier. Some of the most intrusive
and devastating forms of identity theft—forged checks, for example, or employment
fraud—require a fraudulent drivers’ license or similar identification document to ac-
complish. Bad drivers’ license security has victimized millions of Americans.

It could even get some of them killed. I am still appalled by the story of Kevin
Wehner. Having his wallet stolen on vacation was the beginning a nightmare. The
thief used Wehner’s documents, along with a forged Virgin Islands birth certificate,
to obtain a Florida license in Wehner’s name. When Wehner moved to Florida, the
DMV refused to give him a license. “You've already got one,” they told him. He sent
them his picture to straighten out the mess. That only made things worse. Because
the identity thief had moved on to stealing cars and killing police officers. To catch
the killer, Florida police circulated the photo that the real Kevin Wehner had re-
cently supplied to the DMV. Luckily, a friend who saw the photo on TV called
Wehner before a nervous police officer pulled him over. Shortly thereafter, police lo-
cated the fake Kevin Wehner and shot him dead in a gun battle. Florida’s inability
to cllleck a forged birth certificate could have killed the real Kevin Wehner just as
easily.

WHY REAL ID HAS NOT YET BEEN IMPLEMENTED

Unfortunately, not everyone agrees with the need for better drivers’ license secu-
rity. Opposition to REAL ID unites the nations’ governors and the ACLU. As a can-
didate, President Obama campaigned against REAL ID. And as a governor, Sec-
retary Napolitano did the same. So it was no surprise that the Obama administra-
tion supported repeal of REAL ID and adoption of a softer approach, called PASS
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ID. Expecting PASS ID to be adopted, the administration soft-pedaled the states’
obligations under REAL ID.

But PASS ID did not pass, and REAL ID is still the law. Unfortunately, however,
it’s not being treated like a real law. In 2009, the Secretary of Homeland Security
permanently stayed the deadline for states to come into material compliance, on the
grounds that the Department was pursuing PASS ID. By March 2011, with the
deadline for full compliance with REAL ID just two months away, that reasoning
wouldn’t work anymore; everyone recognized that PASS ID was dead. But the Sec-
retary nonetheless postponed the deadline for full compliance to January 2013 with-
out taking comments. The remarkable justification for the delay was that the ad-
ministration had encouraged the states to hope that the law would change, so they
didn’t take steps to comply with the law as it stands:

[Slome States delayed investing in new technology and process changes because
of uncertainty associated with Congressional action on the PASS ID Act. PASS
ID, which was supported by the Administration as well as State associations,
including the National Governor’s Association and the American Association of
Motor Vehicle Administrators, would have modified certain requirements of
REAL ID to facilitate State compliance. States delayed making investments to
implement REAL ID to ensure they were not making expenditures to comply
with requirements that would have been undone had PASS ID been enacted
into law. Now that PASS ID seems unlikely to be enacted, DHS anticipates
States will refocus on achieving compliance with the REAL ID requirements.

Wow. I only wish I could get an extension on my tax return by saying I was hop-
ing the law would change before the returns were due but that I'm now ready to
“refocus on achieving compliance” with the requirements of the tax code.

In fact, apart from hoping that the states will refocus, the Department does not
seem to be doing much to encourage them to meet the new deadline. As far as I
can see, it hasn’t audited state compliance; it hasn’t processed the submissions of
states that want to certify their compliance with REAL ID; and it hasn’t pressed
the states that are lagging far behind to step up their efforts.

THE 9/11 COMMISSION IS RIGHT: WE CAN'T AFFORD MORE DELAY

That approach will mean years of delay in improving drivers’ license security, mil-
lions more victims of identity theft, and perhaps more victims of terrorism. It will
mean negating not just a federal law but one of the last unimplemented rec-
ommendations of the 9/11 commission. The members of that commission recently re-
assembled for a tenth anniversary review of the nation’s progress in adopting its
recommendations. They were blunt in their criticism of the administration’s delay
in implementing REAL ID:

Recommendation: “The federal government should set standards for the
issuance of birth certificates and sources of identification, such as drivers li-
censes.”

[TThe deadlines for compliance have been pushed back twice . . . until January
2013. The delay in compliance creates vulnerabilities and makes us less safe.
No further delay should be authorized; rather, compliance should be acceler-
ated. The delay in compliance creates vulnerabilities and makes us less safe.
No further delay should be authorized; rather, compliance should be accelerated.
(Emphasis added.)

The 9/11 Commission members are right. The foot-dragging should stop, in Wash-
ington and in the states.

MOST STATES ARE READY TO MEET THE REQUIREMENTS OF REAL ID

This is particularly true because, despite all the public outcry and political pos-
turing, most motor vehicle departments are making good progress toward the goals
set out in the REAL ID act. Janice Kephart of the Center for Immigration Studies
has done invaluable work in surveying the states’ progress toward achieving compli-
ance with the standards set by REAL ID. Her most recent study estimates that nine
states are on track to achieve full compliance with all REAL ID requirements by
January 2013, and that another 27 will have achieved material compliance with the
act by then. That means that the great majority of states can meet the deadline,
gt least for material compliance, if they simply keep on doing what they have been

oing.

In saying that, I do not mean to overlook the distinction between material compli-
ance and full compliance. The principal difference is that states can achieve mate-
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rial compliance without having in place an electronic verification system for birth
certificates. To achieve full compliance, they must check birth certificates with the
issuing jurisdiction.

Now, as you might guess from my early remarks, I think that checking birth cer-
tificates is crucial to achieving a more secure license system. Birth certificates are
much easier to forge and much harder to check than licenses, so it’s no wonder that
everyone from aspiring terrorists to cop-killing car thieves views a forged birth cer-
tificate as the key to building a fake identity.

And so, having an electronic system for checking birth certificates is crucial. It
too should be in place as soon as possible.

BIRTH RECORDS CAN BE CHECKED ELECTRONICALLY TODAY

Once again, there is good news on this front in the Kephart report, which says
that by February of this year, 37 states had already entered their birth records into
a system that allows other agencies to conduct verification online. This system,
called Electronic Verification of Vital Events (or EVVE), is administered by the Na-
tional Association for Public Health Statistics and Information Systems (or
NAPHSIS). The network is still growing; NAPHSIS tells me that they’ve added an-
other state since February; EVVE now covers 38 states. And the system isn’t just
theoretically available. It’s actually being used on a daily basis by several US gov-
ernment agencies, such as the State Department’s passport fraud investigators, the
Office of Personnel Management, and the Social Security Administration.

The really good news, then, is that there are no technical barriers to nearly imme-
diate implementation of electronic birth certificate checks. Any state that can
achieve material compliance by 2013 can also achieve the most important element
of full compliance by that date; it just has to hook up its DMV to EVVE. In short,
nearly 40 jurisdictions are on track to do what the 9/11 Commission recently urged
them to do: implement drivers’ license security without delay.

WHY CONGRESS NEEDS TO ACT

Now let me turn to three pieces of bad news, and the reason that the 9/11 Com-
mission’s goal will remain unfulfilled unless Congress acts.

1. Everyone’s security is set by the weakest states, not the strongest.
First, the efforts of nearly 40 jurisdictions to improve their license security won’t
do us much good unless the remaining states get on board. It’s become quite obvious
that identity thieves—whether they’re illegal workers or fraudsters—keep a close
eye on the license security practices of the states. When they need a fraudulent doc-
ument, they always manage to find the states with the weakest security.

This is why REAL ID was needed in the first place. Many states did a good job,
and a few did not; but those few undermined the efforts of all the others. We have
to bring the laggard states up to the same standards that most states are on track
to meet. Only a firm deadline, with penalties, will do that. And, since the adminis-
tration has made clear its reluctance to enforce REAL ID, Congress needs to impose
its own deadline.

2. We need new penalties for noncompliance. That brings me to the second
piece of bad news. The main penalty for states that miss deadlines is that TSA will
refuse to accept the licenses they issue, meaning that residents of those states won’t
be able to fly without a U.S. passport or other strong ID. The problem with this
penalty is not that it’s too weak.

Rather, it’s too strong. It’s like a nuclear weapon—so big and so damaging to so
many innocent people that whoever sets it off is likely to be judged harshly. With
both sides aware of the risks, REAL ID penalties are at best a game of chicken be-
tween recalcitrant states and DHS. If the states convince DHS that they will not
meet the deadline, DHS will probably cave and issue an extension. If DHS convinces
the states that real penalties will be imposed and the deadline will not be extended,
then the states will probably cave and come into compliance. But to be candid, hav-
ing granted two extensions already, I don’t think this administration can persuade
the states that this time is different.

That’s why Congress should act. REAL ID needs a statutory deadline with pen-
alties that are credible. Here’s one idea. Remember that the states, almost without
exception, have accepted more than $220 million in grants to comply with REAL ID
or improve license security; they accepted grants during fiscal years 2005, 2007,
2008, 2009, and 2011. Many of those grants required the states to affirm that they
were in the process of complying with REAL ID. Yet years later some of them still
are not on track to meet the much-delayed implementation deadline. This raises the
question whether the lagging states took federal grant funds in good faith and
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whether they spent the funds prudently. If they lag so badly that they miss even
the January 2013 deadline, perhaps it’s time for them to give the money back.

So here’s one idea for changing the dynamic of REAL ID enforcement: perhaps
any future appropriations or authorization bill dealing with homeland security, ter-
rorism, or immigration should include a provision requiring that states failing to
meet the REAL ID deadline must return any funds received to improve drivers’ li-
cense security. The paybacks could be cumulative, increasing over time so that the
states have a growing incentive to comply. While imposing fines on states or a re-
quirement to disgorge grant funds would raise legal concerns, I see no bar to auto-
matically reducing by the amount of the penalty any future payments that would
otherwise be due to states under other programs. Such a penalty would also respond
to the current budget climate by reserving scarce federal funds for states that live
up to their obligations under federal law. It could be implemented either through
appropriations or authorization bills. That’s the kind of modest but credible penalty
that is likely to finally break the last logjam of lagging states and bring about na-
tionwide license security.

3. Electronic birth certificate checks probably won’t happen without en-
forcement of the deadline. Finally, the last piece of bad news concerns the birth
certificate network, EVVE. As I said, it is available and ready for states to use. But
the states are not in fact using it, at least not to check birth certificates from other
states. (Some states do use the system to check their own birth records.) Indeed,
a pilot in which three states were using EVVE to do cross-border birth record checks
has recently ended, and the states involved decided not to continue the checks—a
troubling bit of backsliding, given the importance of birth certificates as breeder doc-
uments for false IDs.

Why are states reluctant to use EVVE for drivers’ license checks? I suspect the
problem is the cost of the service. When the system is running at low volumes, as
it is now, the cost of an electronic record check on EVVE is nearly two dollars.
That’s a lot of money for states that issue tens of millions of licenses and may
charge only $20 or $30 for each one. States have an incentive to hang back and let
other states pay the high cost of being an early adopter.

This Alfonse-and-Gaston problem is easy to solve. If all state motor vehicle agen-
cies join EVVE at the same time, its volume pricing will bring the cost of each check
down to less than a dollar—94 cents, I'm told by NAPHSIS. We can achieve this
goal if DHS simply enforces the existing deadline of January 2013. Overnight, the
cost of the service will drop. That is another reason to impose a deadline and to
include birth record checks.

I know the states have complained about the costs of REAL ID. That complaint
makes no sense in the context of EVVE, however, because most of the 94-cent cost
goes to state vital records agencies to cover their costs of maintaining EVVE
records. Let me say that again; roughly 87 cents of the 94-cent EVVE fee is simply
a transfer between state agencies—from state DMVs to state vital records offices.
Even when those transfers cross state boundaries, they go in both directions and
are likely to roughly balance out.

It turns out that the states will be literally paying the great bulk of EVVE fees
to themselves, and their reluctance to make these payments is simply a disguised
turf war between the DMVs and the vital records offices. Surely we should not leave
future victims of future identity thefts and terrorist acts unprotected simply because
two state agencies do not agree on which of them will pay to maintain digitized
birth records.

Still, if Congress wants to help the states achieve compliance by further lowering
the cost of birth record checks, there is a way to do that while also making the coun-
try more secure. As I understand EVVE’s pricing, its lowest fees will be charged to
all comers once volume in the system exceeds 1.2 million checks a month. Bringing
all the states on board through REAL ID will achieve that end. But so will requiring
that the State Department check all birth certificates through EVVE before issuing
a passport. Today, I believe, State only checks a limited number of certificates
through EVVE, as part of its fraud prevention program. If it checked all certificates
through EVVE, it would likely uncover more fraud, and it would lower the cost of
such checks dramatically for all. This would add to the State Department’s costs,
but not to the deficit, because the cost of passport processing measures is recovered
by passport fees.

CONCLUSION

Making sure that Americans can rely on the security of their drivers’ licenses is
a vital national priority. It has been stalled for too long, and this hearing serves
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an important purpose in drawing attention to how much has been achieved and how
much still remains to be done.
Thank you for the opportunity to testify here today.

Mr. SENSENBRENNER. Thank you, Mr. Baker.
Mr. Quam?

TESTIMONY OF DAVID QUAM, DIRECTOR, OFFICE OF FEDERAL
RELATIONS, NATIONAL GOVERNORS ASSOCIATON

Mr. QuAaM. Thank you, Mr. Chairman, Mr. Scott, Mr. Smith, Mr.
Conyers, Members of the Subcommittee. It is a pleasure to be here
on behalf of the National Governors Association on an issue that
governors have worked on for a very long time.

I think there is some good news here that you are hearing.
States have made progress, considerable progress in moving ahead.
Every governor is concerned with increasing the integrity and secu-
rity of their driver’s licenses. They were in 2005, 2007, 2009. They
are interested in that issue today. Fraud, theft, security are all con-
cerns for every governor.

And because of that, governors, when they started to address
both REAL ID and the regs as they came out, looked through a
lens of some core principles, that licenses and identification cards
should accurately reflect the identity of the owner, that the laws
and regulations should facilitate and encourage participation by all
jurisdictions, that those laws and regulations should also enhance
the security and integrity of all licenses and ID cards while retain-
ing state flexibility to innovate, set a floor, let states go above it,
and then address critical privacy concerns while reducing or elimi-
nating unnecessary cost.

Part of the delay with REAL ID, as it was initially written and
as it came out, represented an unworkable and unfunded mandate,
a very serious challenge for states. What we need is continued
flexibility in implementation if we are going to meet the core objec-
tives of the Act, something that I think governors share with this
committee and with Congress, and the Department of Homeland
Security.

So where do we stand? Mr. Chairman, you accurately stated ex-
actly where states are today. Six states have submitted full compli-
ance certifications. Twenty-two states have said that they are ma-
terially compliant. Four states are using enhanced driver’s licenses,
something akin to REAL ID but currently doesn’t exactly match
the requirements of REAL ID. Twelve states have met 15 of 18
benchmarks, and another 12 states are falling short of that.

In addition, you have 13 states who have laws on the books say-
ing they will not comply. You have another three who are saying
we won’t comply unless certain conditions are met, and often that
goes to funding.

Of the five electronic databases necessary to really make REAL
ID click, only two are nationally deployed and operational and
being used by states. That is SAVE with regard to immigration sta-
tus, and SSOLV with regard to Social Security. Of the other three,
the passport system I believe may come online this year. EVVER,
the Vital Records states, are joining and participating in digitizing
their records, but that will not be fully implemented by the states
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for some time, and there is not one DMV currently signed up to
use EVVER. As a matter of fact, the pilot program for the DMVs
expired last year.

And then the final one, the state-to-state driver’s license system,
which has taken time to satisfy the governance, the privacy, and
how it will work between states, the implementation to get it to an
operational system starts in 2015. It won’t be fully ready, from the
stats I have seen, until possibly as late as 2023. Yet those are the
systems you really need to make this work from an electronic
standpoint and get this working.

So where do we go from here? States need that clear guidance.
For those numbers, those state numbers to become 100 percent,
states need to be able to evaluate where they are and what the re-
quirements are from DHS. We have heard and we look forward to
additional guidance from the Department of Homeland Security to
see exactly where states stand and whether or not January 15th,
2013 can be met. If it can’t be met, it is probably not at the states’
hands. It is because this was a bridge too far to begin with.

One of the reasons why governors have always been constructive
partners is because driver’s licenses have traditionally been the re-
sponsibility of the states. One of the reasons this has taken so long
is because I believe the Federal Government found out how com-
plicated this process is, how hard it is to validate those source doc-
uments, and how hard it is to check everything on those cards.

That being said, the states have made great strides. Getting the
guidance out, being able to determine where we are, and then find-
ing out what it is going to take to fill those gaps, including funding,
I think will be critical to finally meeting the objectives of REAL ID,
objectives that are shared by all governors, this Congress, and the
Administration. Thank you.

[The prepared statement of Mr. Quam follows:]

Prepared Statement of David Quam, Director, Federal Relations,
National Governors Association

Chairman Sensenbrenner, Ranking Member Scott, distinguished members of the
committee; my name is David Quam, Director of Federal Relations for the National
Governors Association (NGA). I appreciate the opportunity to appear before you
today to discuss the issues surrounding state implementation of REAL ID.

OVERVIEW:

Governors have always been committed to providing their citizens with drivers’
licenses that are accurate and secure. In fact, during multiple discussions among
governors regarding REAL ID, it was clear that all governors share common prin-
ciples regarding licenses and state identification:

e Licenses and identification cards should accurately reflect the identity of their
owner;

e The systems that produce the cards and the cards themselves must be secure;

e Information received about individuals should be protected to ensure their
privacy; and

e Services and products must be provided in a cost-effective manner that maxi-
mizes value for taxpayers without diminishing the security or integrity of the
license.

It is through this lens that governors have viewed federal efforts to regulate state
licenses, such as REAL ID. While governors believe that the objectives of REAL ID
are laudable, they have found that the law represents an unworkable and unfunded
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mandate that—without continued flexibility in its implementation—will fail to make
us more secure.

BACKGROUND:

Congress passed the REAL ID Act (REAL ID) as part of the Emergency Supple-
mental Appropriations for Defense, the Global War on Terror and Tsunami Relief
Act (P.L. 109-13). The law replaced section 7212 of the Intelligence Reform Act (P.L.
108-458), which established a negotiated rulemaking to determine national stand-
ards for state driver’s licenses and identification cards (DL/IDs). NGA supported the
compromise contained in section 7212 because it allowed stakeholders, including
governors, to participate in the process of reforming what traditionally has been a
state function.

Although the negotiated rulemaking was already underway, REAL ID repealed
the provision and replaced it with statutory standards, procedures and requirements
that must be met if state-issued licenses and identification cards are to be accepted
as valid identification by the federal government. REAL ID’s mandates require al-
teration of long-standing state laws, regulations and practices governing the quali-
fications for and the production and issuance of licenses in every state. Complying
with REAL ID’s standards will require significant investments by states and the
federal government and will test the resolve of citizens directly affected by changes
to state systems.

More importantly, all of this must be done quickly. The next milestone for states
is January 15, 2013. As of that date, a state must be “materially compliant” with
the act, or individuals can no longer use its licenses or identification cards to board
commercial aircraft.

Given its impact on states and individuals, governors worked closely with other
state groups, including the National Conference of State Legislatures and the Amer-
ican Association of Motor Vehicle Administrators, to recommend a regulatory frame-
work that could bridge the gap between state laws and practices and the unrealistic
requirements of REAL ID. NGA commends the Department of Homeland Security
(DHS) for its continued efforts to develop a workable regulatory system to imple-
ment the law.

Unfortunately, even after the final rule was released, major issues remained in-
cluding a lack of funding for state implementation; privacy concerns regarding the
collection and use of individuals’ information; and uncertainty regarding the avail-
ability, development and cost of electronic databases. These concerns ultimately
helped propel 16 states to pass laws prohibiting compliance with REAL ID; laws
that remain on the books today.

DEVELOPING A SOLUTION:

Given states’ ongoing concerns, and the looming deadline for material compliance,
governors asked NGA to work with state experts to develop recommendations to im-
prove REAL ID based on the following principles:

1. Fulfill the 9/11 Commission recommendation for the “federal government to
set standards for sources of identification;”

2. Facilitate and encourage participation by all jurisdictions;

3. Enhance the security and integrity of all licenses and ID cards while retain-
ing state flexibility to innovate; and

4. Address critical privacy concerns and reduce unnecessary costs.
NGA'’s work culminated in the following recommendations:

e Provide funds necessary for states to comply with federal require-
ments. The projected costs of complying with the act far outweigh existing
sources of funding. To the extent federal requirements result in increased
costs for states, the federal government should fund the cost of complying
with the law.

e Allow for date-forward implementation. To comply with the act, states
should only be required to issue compliant DI/IDs beginning on a certain
date. All DL/IDs issued after that date would comply with the federal law,
but individuals would not be required to obtain a new DL/ID until their exist-
ing DL/ID expires. This provision would not apply to non-federally compliant
DL/IDs issued by a state.

e Limit required electronic verification of documents. The final rule
identifies five systems states will be required to use to be compliant with the
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law: Social Security On-Line Verification (SSOLV); Electronic Verification of
Vital Events Records (EVVER); Systematic Alien Verification for Entitlements
(SAVE); an all-drivers system run by states to ensure an applicant is not li-
censed in another state; and a system run by the U.S. Department of State
to validate foreign passport information. Of these systems, only SSOLV and
SAVE are nationally deployed and functioning. Because of uncertainty re-
garding how and whether the five electronic systems will work, how they will
be integrated and how they will ensure the protection of data, their use
should not be required by federal law or regulation. Rather, states should be
permitted to use existing verification processes to comply with federal re-
quirements.

o Establish a unique symbol to indicate that a license or identification
card complies with federal requirements. States should retain the au-
thority to issue DL/IDs that do not meet federal standards. In order to dif-
ferentiate between DL/IDs that meet federal requirements and those that do
not, DHS should work with states to designate a means to easily identify fed-
erally compliant DL/IDs.

e Provide greater clarification and flexibility regarding physical secu-
rity requirements. Not all departments of motor vehicles issue DL/IDs
through the same process; some use central issuance (CI), others use over-
the-counter issuance (OTC) and some use a hybrid CI/OTC process. Therefore,
DHS should allow states to use a combination of security features designed
to protect the physical integrity of DL/IDs. Many states have processes in
place to issue, maintain and protect DL/ID information. Federal law and ac-
companying regulations should provide flexibility in how states prevent tam-
pering, counterfeiting or unauthorized duplication of DL/IDs for fraudulent
purposes.

o Establish minimum guidelines for the further protection of person-
ally identifiable information. DL/ID information is protected by federal
and state Driver Privacy Protection Acts (collectively, DPPA). However, since
DPPA was enacted well before Real ID, DHS should establish further min-
imum guidelines to address requirements to protect the security, confiden-
tiality and integrity of personally identifiable information that could not have
been contemplated at the time of DPPA enactment.

¢ Establish a process to allow states greater flexibility in validating an
applicant’s identity under exceptional circumstances. States should be
permitted to establish a process to validate an applicant’s identity in rare
cases where the applicant is unable to present the documents specified in the
act.

¢ Recognize enhanced driver’s licenses as being compliant with REAL
ID. Enhanced driver’s licenses issued by states should be considered compli-
ant with requirements for secure state DL/IDs.

¢ Establish a demonstration program to evaluate electronic informa-
tion sharing among states. The hub system envisioned by DHS in the final
REAL ID rule is a complex and potentially costly endeavor, and participation
in the system should not be federally required. Instead, the federal govern-
ment should facilitate a demonstration program among a few states to deter-
mine projected costs for such a system, the appropriate governance structure
for administrative purposes and the appropriate security and privacy meas-
ures to protect individuals’ personal information.

e Provide access to federal electronic systems. Access to any federal elec-
tronic systems that states are required to use to comply with the act should
be provided free of charge, just as the E-Verify system is made available to
employers without cost.

PROVIDING FOR ADDITIONAL SECURITY IN STATES IDENTIFICATION ACT:

In 2009, NGA supported S. 1261, the “Providing for Additional Security in States’
Identification Act,” (PASS ID) because it is built largely on governors’ recommenda-
tions for solving the problems inherent to REAL ID.

For example, to address the issue of cost, PASS ID would have eliminated fees
associated with the use of existing federally run databases that states must use to
issue DL/IDs. It would also have allowed states to innovate to meet security require-
ments and eliminated the requirement to use electronic verification systems that do
not yet exist or are not nationally deployed. If implemented, these changes would
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ga\grﬁ:ombined to cut state costs of compliance from $3.9 billion to approximately
2 billion.

PASS ID also recognized that at the time only two of the electronic systems states
must use under REAL ID existed and were nationally deployed: SAVE to verify im-
migration status and SSOLV to verify social security information.

Today little has changed; SAVE and SSOLV remain the only two systems avail-
able although an electronic system to verify passports should be fully operational
later this year.

Work to develop an electronic database to share DL/IDs information among states
is slow, with implementation of an operational state-to-state system not anticipated
until 2015. A fully deployed and populated system will not be available to states
until 2023.

Likewise, a national vital records database to check birth certificates remains un-
funded and lacking for data. Specifically, the recent recession and lack of federal
funds has prevented states from digitizing their records—a necessary step for mak-
ing a national database a reality.

PASS ID recognized these shortcomings by not requiring states to use systems
that do not exist. It also addressed privacy concerns by requiring procedures to pre-
vent the unauthorized access to or sharing of information, as well as requiring pub-
lic notice of privacy policies and the establishment of a redress process for individ-
uals who believe their personal information should be amended in records systems.

Finally, PASS ID tied timelines for issuance and full implementation to the com-
pletion of final regulations. Although not a true date-forward implementation sched-
ule as called for by NGA, when combined with other enhancements, PASS ID would
have allowed states to begin issuing compliant licenses and IDs faster than called
for by REAL ID.

CONCLUSION:

Since its passage, governors have consistently offered constructive recommenda-
tions for implementing REAL ID. Governors have encouraged DHS and Congress to
“fix” the act by implementing statutory or regulatory changes to make REAL ID fea-
sible and cost-effective. They also have called on the federal government to “fund”
REAL ID by providing federal dollars to offset state expenditures for meeting new
federal standards.

If Congress wants to see REAL ID implemented, it needs to encourage and sup-
port the implementation of regulations and guidelines that make compliance a pos-
sibility. DHS has worked closely with states to understand the complexities of the
DL/ID process and provide rules that encourage better and more secure DL/IDs in
a more cost-effective and realistic manner. More, however, needs to be done.

Security of our nation is not a partisan issue. Every governor is a security gov-
ernor. Every governor is interested in making government work. Governors look for-
ward to continuing efforts with Congress and DHS to find workable, cost-effective
solutions that can increase the security and integrity of all state license and identi-
fication systems.

Mr. SENSENBRENNER. Thank you very much.

The Chair is going to clean up and ask questions last. So the
gentleman from Virginia, Mr. Scott, is recognized.

Mr. ScorT. Thank you, Mr. Chairman.

I guess, Mr. Williams, what ID is necessary to get a REAL ID?
What does a person have to present in order to get identification?

Mr. WiLLiaAMS. Well, what an individual would need to do is
present source documents, for example, such as a birth certificate,
and if they have a Social Security number, they should present
that Social Security card or another acceptable document with the
Social Security number so that number can be verified.

If they are in the country, for example, with immigration papers,
then they certainly need to present their immigration document to
be verified.

Mr. ScOTT. Let me just—for a citizen just trying to get an ID——

Mr. WiLLIAMS. For a U.S. citizen?

Mr. ScortT. Yes.
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Mr. WILLIAMS. A birth certificate and Social Security card.

Mr. ScorT. Now, what do you need to do to get a birth certifi-
cate?

Mr. WiLLIAMS. To get a birth certificate, different states have dif-
ferent processes in regards to how you get it and who is authorized
to get a birth certificate. But in many cases, I think you would
have to go to your vital records agency within that state to request
a birth certificate. And again, that is the general term. Different
states have different processes.

Mr. ScoTT. And again, what do you have to present to get the
birth certificate?

Mr. WiLLiAMS. Each state I think has a different process for it.

Mr. ScoTT. Could a terrorist show up and get a birth certificate,
my birth certificate?

Mr. WiLLiAMS. That is a question I couldn’t answer. I don’t par-
ticipate in the vital records agency processes.

Mr. ScotrT. I don’t know where my Social Security card is. I
kno&zv my number, but I wouldn’t have a clue as to where the actual
card is.

Mr. WiLL1AMS. If you don’t have your Social Security card, there
are other documents that you can use with that Social Security
number.

Mr. Scort. Okay.

Mr. WiLLiaMS. For example, if you are employed and you have
aW-2——

Mr. ScotT. If two people were wandering around using the same
birth certificate or the same Social Security number, is there some-
thing in the system that would expose that?

Mr. WiLLiamS. Well, Social Security, the agency has the capa-
bility to identify——

Mr. ScotrT. A lot of people sell Social Security numbers, those
that would actually check when you go through the process, as a
valid Social Security number. How do you know that the person be-
fore you is the one with that Social Security number?

Mr. WiLLIAMS. Again, that would be a process of checking with
the Social Security Administration and using their processes.

Mr. Scort. REAL ID doesn’t solve this.

Mr. WiLLiaMS. No, REAL ID doesn’t govern that process.

Mr. ScorT. Mr. Heyman, is possession of a fake ID a crime?

Mr. HEYMAN. I believe it is.

Mr. ScotT. You believe it is?

Mr. HEYMAN. I don’t know.

Mr. ScotT. You don’t know.

Mr. HEYMAN. Use of it is a crime.

Mr. Scott. Use of it. But, I mean, if you just ran across some-
body and they had three or four different IDs in their pocket,
would that be a—you don’t know if that is a crime or not? Okay.

Mr. Williams, you indicated exposure of employee fraud. If you
have a DMV clerk somewhere in some rural area just making
money by selling fake IDs, would these IDs be as good-looking as
other IDs?

Mr. WILLIAMS. The most valuable ID that you can actually get
is working with an internal person to produce one based upon the
internal processes of that particular state’s DMV. The cost for that
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process, to show you how realistic it is, for example in New York,
they were selling fake IDs for as much as $10,000 per copy. In the
State of, for example, Maryland, a fake ID produced internally
could render as much as anywhere from $2,500 to $3,000; Cali-
fornia, anywhere from about $5,000——

Mr. Scort. Well, if you have bribed a DMV official, will the ID
be—would anybody be able to ascertain that this is a fake ID?

Mr. WiLLIAMS. If the ID is produced internally, it will be exactly
the same as any other ID. That is the value of finding someone
who works inside, and that is what REAL ID seeks to prevent.

Mr. Scort. How does it prevent internal fraud?

Mr. WILLIAMS. By coming up with a number of internal processes
that the DMV must actually utilize, for example, to include back-
ground checks of its employees, but also internal processes to en-
sure that, for example, one person does not have the authority to
actually produce a driver’s license from start to finish, and then
other internal processes like, for example, making sure that you
have a photo of the individual who sought a driver’s license
through application so you can actually check internally to see
whether or not that photo shows up on any other driver’s license
with a different name and Social Security number.

Mr. ScotT. Is that check actually done anywhere?

Mr. WiLLiAMS. That check is actually done by a number of DMVs
today. With the advent of REAL ID, that number of internal checks
has gone up significantly.

Mr. ScortT. If I can just follow up on this with one question?

Mr. SENSENBRENNER. Without objection, the gentleman has one
more question.

Mr. ScorT. If two people are using the same photo, that would
be exposed?

Mr. WiLLIAMS. If two people were using the same photo at the
same DMV, DMVs have

Mr. ScorT. The DMVs, one is in Connecticut and one is in Vir-
ginia.

Mr. WiLLiaMms. Well, if they were in different states and those
states did not have a process where they actually shared photos,
then that would be more difficult. But in the same state, a number
of states have same-day processes where they take your picture
and then run it through the database and check with all other
photos in their database to see whether you are the person you
claim to be. And then on a 24-hour basis, they run it through their
entire system to process to see whether or not you have a, quote
unquote, face that is recognized in their database, and then what
they have is control investigators. Once they ascertain that you
may have a photo already in their database, the investigator is ac-
tually used to pursue to determine whether or not you are an exact
match or if you are a similar match but not necessarily the exact
same person.

So a number of processes are in place to prevent the same photos
with different IDs inside the state level. States have cooperative
sharing relationships where they are actually starting to share
some of their photos across state lines to ensure that you don’t
have, for example, a picture ID in the State of North Carolina, but
also in the State of South Carolina.
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Mr. SENSENBRENNER. I guess all this was done because of REAL
ID.

The gentleman from Michigan, Mr. Conyers.

Mr. CONYERS. Thanks, Chairman Sensenbrenner.

Let’s use this time to focus on the two issues that have been so
well raised in this discussion, and I want to thank attorney Stew-
art Baker for his emphasis on the privacy issue. Let’s talk about
how we fund and how we guard for privacy. Remember now that
we may be meeting with the Secretary Napolitano on this subject,
and we want to use these minutes to get your best advice as to how
we deal with her, with the Chairman, with these two issues.

Let’s start off with you, David Quam, and then let’s everybody
just chime in when you want to.

Mr. QuaM. Thank you, sir. I think the emphasis with the Sec-
retary has really got to be first and foremost with the guidance
that needs to come out so states know exactly where they are. So
knowing those rules so states can evaluate where we are today and
where states need to be by January 15th is critical. I think that
guidance is pending and will come out very shortly.

With regard to privacy, governors have always been concerned
with governance of these systems. It is how the systems work, but
how are they governed? How is individual information being pro-
tected, and how can it be corrected if there is a mistake, to make
sure there aren’t false-positives?

So, very large privacy concerns that need to be worked out. That
is why some of those systems are going to take some time to bring
online, and privacy guidance is critical, and hopefully it is going to
be part of this next guidance.

And then finally, with regard to funding, states have long said
this is an expensive proposition. If it is a mandate from the Federal
Government, it should be paid for by the Federal Government. One
simple example that we have called for, if there is a requirement
to use Federal systems, then those Federal systems should be free
to the states, much like e-Verify is for a lot of businesses. The Fed-
eral Government has the databases, let us use that. It is part of
the problem we have had with vital records where there is a fee
that has to be charged every time. In the fiscal condition of states,
that can be very problematic. But with some funding for states, I
think you can find that states can more easily come on board.

Mr. ScoTT. Attorney Stewart Baker.

Mr. BAKER. On the privacy issue, to my mind the biggest privacy
issue in this area is not having a good ID. I don’t understand what
privacy interest is served by having a bad ID. The real privacy con-
cern is the risk that your identity will be stolen and someone will
use a fake ID to pretend to be you.

The Department has lots of information about people who are en-
gaged in that kind of identity fraud, and there needs to be better
coordination with the states so that they don’t continue to issue
driver’s licenses to people using bad Social Security numbers and
so they can reinvestigate people who may have used bad Social Se-
curity numbers to get their cards in the first place.

So that would be a privacy issue that I think would be very use-
ful to address. I do think the Department has done a good job of
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coming up with some additional privacy standards that they think
should be met by states to protect data, and that is a good thing.

On the question of unfunded mandate, I think that is—I don’t
agree with it, and the problem with that is the argument that
somehow the Federal Government should make free the SSOLV
and SAVE programs that allow you to use the government’s
records to check Social Security numbers and the like. Those cost
pennies, maybe 20 cents. The states, on the other hand, have put
in place EVVER, in which they propose to charge $2 a check, the
income of which they are going to keep to use for

Mr. CONYERS. Do you prefer the state solution?

Mr. BAKER. This is the state electronic event verification, essen-
tially the birth record database. The current prices for that are $2
because the state vital records offices want to make about $1 every
time they provide this information. For the states to say we want
to charge you dollars and we want you to forgive the pennies that
we are paying is inconsistent, I think.

Mr. CONYERS. Let me get to Darrell Williams.

Mr. WILLIAMS. There are only three issues we are talking about:
privacy, cost, and a recommendation for DHS. On privacy, most of
the data that we are talking about already exists in various state
DMV databases. States use what they call—this is actually run by
the Department of Transportation—the CDLIS system, and that
CDLIS, which is a commercial driver’s license information system,
actually contains the name, date of birth, and driver’s license infor-
mation for virtually all drivers already, because whenever anyone
applies for a CDL, a commercial driver’s license, they are run
through the CDLIS system to determine whether or not they have
a commercial driver’s license somewhere else. So the data that we
are pretty much talking about in regards to privacy concerns, it al-
ready exists in the database.

The second issue, we talked about cost, and actually I will piggy-
back on an example that you gave in regards to Mark Sanford. Of
course, now, Mark Sanford did write a letter. Actually, he wrote a
couple of letters to DHS that went to Secretary Chertoff, but also
to Napolitano, where he expressed concern about REAL ID and its
cost. However, in that same letter Mark Sanford said that South
Carolina, at the time of his writing, currently met about 90 percent
of the REAL ID requirements. So if he was concerned about cost,
he is 90 percent there. There is only a 10 percent delta, and the
delta wasn’t going to be overly substantial at the time when I actu-
ally read his letter and talked with Marcia Adams, who is the
South Carolina DMV Director in that timeframe to determine ex-
actly where South Carolina was. So the cost delta using that exam-
ple was not going to be that great.

The last item in regards to a recommendation for REAL ID im-
plementation, REAL ID is a program, and REAL ID is managed
pretty much out of a program office. I know because I started it.
However, the enforcement part about REAL ID today is that pro-
gram and that program office remains in a policy environment,
which is the exact wrong place for a program to be.

The skill sets are not there. The program management skills are
not there. The engineering skills are not there. So if you are de-
signing and developing an information-based system, policy is the
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exact wrong environment to be in for a program to thrive and flour-
ish as we look at going forward.

Mr. SENSENBRENNER. Without objection, the gentleman from
Michigan will be given an additional minute.

Mr. CoONYERS. I thought it was 2 minutes.

Mr. SENSENBRENNER. No. I said you were already 2 minutes
over.

Mr. CoNYERS. Oh. Thank you very much. Mr. Heyman, please.

Mr. HEYMAN. Thank you, Congressman. Thank you. Let me just
talk on those three points that you are interested in.

First, in terms of the privacy, the REAL ID Act did not con-
template or stipulate privacy requirements, but we did put in the
regulation privacy requirements on the states. There are standards
for data protection, particularly on the network. There will be
encryption standards, and as Mr. Williams mentioned, the net-
works are built on private networks that already exist with privacy
protections.

We are moving forward with guidance, as the states have asked
for. That guidance will, I believe, help provide clarity for helping
on compliance questions by providing comparable programs that
had not possibly been contemplated.

And then lastly on the funding question, funding this year, the
Secretary did sign out in February 2012 new FEMA grant guidance
to state administrative agencies to help address and to be used for
funding driver’s license security grant programs.

Mr. CoNYERS. Thank you.

Mr. SENSENBRENNER. The gentleman’s time has expired.

The gentleman from Colorado, Mr. Polis.

Mr. Pouis. Thank you.

My first question is for Mr. Heyman. I am concerned that there
are several classes of legal immigrants who would not be eligible
for a license under this law. Some of those include non-immigrant
visas such as victims of trafficking, immigrants who have been pa-
roled into the U.S. for humanitarian reasons, battered immigrants
who are awaiting actions or on petitions filed with U.S. CIS. These
are some of the most vulnerable legal immigrants in our country.

Does the law need to be fixed so these people can get a license,
or is there some procedure under this law where these groups of
legal immigrants would be able to get licenses?

Mr. HEYMAN. Well, under the REAL ID Act and regulations, law-
ful presence is assessed and determined, but the actual determina-
tion of who to issue a state driver’s license for operating a vehicle
but perhaps not REAL ID-compliant is left to the state. So that de-
cision is a state decision.

Mr. PoLis. But the issue is whether the ID would be useful for
Federal purposes, and I think it is in many ways a backdoor Fed-
eral takeover of the licensing requirement for the states. Do you
anticipate that the states will have two sets of licensing require-
ments, one REAL ID-compliant and one not? Is that what you are
contemplating?

Mr. HEYMAN. We are not—we are contemplating that if a driver’s
license is to be used for Federal purposes, it must be REAL ID-
compliant.
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Mr. PoLis. As far as you know, are any of the states maintaining
two separate types of driver’s license, one REAL ID-compliant and
one non?

Mr. HEYMAN. We don’t have an assessment at this point, as you
know, because the compliance deadline has not been met yet. We
do not have visibility into what all states are contemplating.

Mr. PoLis. Have any states brought that up to the agency, that
they are considering doing a two-ID approach?

Mr. HEYMAN. I am not aware of that.

Mr. Pouris. Okay. Again, so the concern is, again under the REAL
ID requirements, which are being heavily pushed to the states, it
is my understanding that a victim of trafficking or a legal immi-
grant who has been paroled in the U.S. for humanitarian reasons
or a battered immigrant who is awaiting actions on a petition filed
under U.S. CIS, at least those three categories of immigrants it is
my understanding are not able to get REAL ID-compliant driver’s
licenses. Is that consistent with your understanding?

Mr. HEYMAN. An individual must be able, must present, must be
lawfully present in the United States to attain a driver’s license.
So if they are lawfully present, they will be, along with all the
other requirements.

Mr. Poris. Okay. Well, those are people who are lawfully present
in the United States, but they are legal immigrants, not illegal im-
migrants. But it is my understanding that in some cases, because
their cases are pending, they would be unable to get the REAL ID.
But are you saying they would be able to get a REAL ID-compliant
state ID?

Mr. HEYMAN. I am not aware of an exception to that. So if the
Congressman would allow, we can get back to you on the record.

Mr. PoLis. We will be happy to get you some specifics.

Let me go to Mr. Baker. It is my understanding DHS postponed
the REAL ID implementation under the Bush Administration, and
I would like to ask what those reasons were for that postponement
over those period of years.

Mr. BAKER. We concluded that the states, by and large, were not
going to meet the deadline. It was a pretty demanding set of re-
quirements. They had been fighting them. They had been hoping
to delay the implementation. And we broke the implementation
into two stages, material and full compliance, so that we could get
the states to a place with about a 1-year extension where they were
implementing most of REAL ID. So we gave them a relatively short
extension to meet, I would say, 90 percent of the requirements, and
in exchange for that we got their assurance that they were working
diligently toward achieving the standards of REAL ID.

Mr. Poris. Mr. Quam mentioned that the original was untenable
and the flexibility was critical. I would like to ask Mr. Quam, is
there sufficient flexibility in the current law, or do we need to go
back and add additional flexibility to ensure that this can be imple-
mented?

Mr. QuAmMm. It is quite possible that we need additional flexibility.
Part of the reason for the delay was the first set of regs really was
untenable. It was not going to provide the opportunity for states to
truly implement the law. I think DHS did a very good job of listen-
ing to the states. I have to congratulate the Department, both Ad-
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ministrations, for listening to the states and realizing how complex
this was in making changes.

I think this next set of guidance is going to be critical for states
to evaluate where we are and what other flexibilities need to be
put in. Again, with regard to some of the databases that are nec-
essary, they are just not there. If they are not there, states cannot
be required to meet a compliance standard that is impossible to
meet. So that flexibility has to be there to get states to move for-
ward. States are moving forward. They are doing the best they can
with the rules as we have them.

Mr. Pouis. I just want to ask for 30 seconds?

Mr. SENSENBRENNER. Without objection.

Mr. PoLis. And the final question, Mr. Quam. So again, without
additional flexibility, do you believe that there would have to be ad-
ditional postponing of the hard deadline for the REAL ID Act to go
into effect?

Mr. QuaM. Until we see the guidelines, it is impossible to say
what is going to be necessary for the states. States do have to
make progress in order to meet the rules as they stand today. I
think that guidance and an evaluation by the states is going to be
critical to determine that question.

Mr. PoLis. Thank you, and I yield back.

Mr. SENSENBRENNER. The gentlewoman from California, Ms.
Chu.

Ms. CHU. Thank you, Mr. Chair.

Under the REAL ID Act, an individual’s address has to be on the
face of the card, but many individuals ranging from law enforce-
ment and judges to victims of domestic violence may be put at risk
due to this requirement. Mr. Heyman, there are many domestic vi-
olence victims who don’t want their address on the ID card, and
there are many victims of domestic violence. One in four women
will experience domestic violence in her lifetime.

What is DHS doing to address this issue, and has there been any
study of the effect of these provisions on survivors of domestic vio-
lence, sexual assault, or stalking?

Mr. HEYMAN. There are provisions for alternative ways for iden-
tification, the specifics of which I would actually turn to my col-
league here, who used to work for me, who actually helped imple-
ment them.

Mr. WILLIAMS. The rule as written today does allow for individ-
uals that are victims of domestic violence not to have their home
addresses displayed, for law enforcement and judges as well.

Ms. CHU. So there are allowances for that?

Mr. WILLIAMS. Yes.

Ms. CHU. Let me ask about another issue. Actually, Mr. Wil-
liams, I would like to address this to you, and that has to do with
the fact that, of course, there are more stringent requirements for
the REAL ID Act, and yet at the same time there is another thing
going on, which is that at least 34 states have introduced legisla-
tion just this last year that would require voters to provide a photo
ID when they go to vote. At least 12 states have introduced legisla-
tion that would require proof of citizenship such as a birth certifi-
cate to register to vote.
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To what extent—and Mr. Heyman, too—to what extent has the
Department been monitoring the recent attempts to enforce these
ID requirements and its impact on voting?

Mr. WiLLIAMS. For that, I would have to really refer back to the
Secretary Heyman in regards to what DHS is doing to monitor.

Mr. HEYMAN. Well, we are aware of those provisions. They are
not material to the compliance for REAL ID, but we are certainly
paying attention to that.

Ms. CHU. Let me ask about the 25 states that have, through stat-
ute or legislative resolution, rejected their intent to comply with
the Act. I know there has been some dialogue and so forth, but
what conversations has DHS had with governors and state legisla-
tures to address their concerns with the Act? And also, if REAL ID
is implemented by 2013, what implications will it have for citizens
from these states if there are still those that reject the REAL ID
Act? Will citizens from these states no longer be able to board a
plane? What implications are there for their everyday life, Mr. Wil-
liams and Mr. Heyman?

Mr. HEYMAN. Well, let me just say that if you look at all states
and all territories to include those that have acts against REAL ID,
all of them have made progress on driver’s license security. In fact,
if you look at the material compliance, the 18 benchmarks for ma-
terial compliance, 83 percent of those with benchmarks, states have
committed to meeting or are already meeting 83 percent of those.

What that reflects is that while the actual compliance with the
specific Act may have been rejected by some states, they are con-
tirauing to make progress on the actual underlying security stand-
ards.

Mr. WiLLIAMS. I would say one of the other advantages that citi-
zens of those states would have is REAL ID is only required when
an individual goes to the airport and is asked to produce a form
of ID. If that person chooses to produce a driver’s license as a form
of ID is where the REAL ID requirement would come in. There are
other forms of ID a person could actually produce, and that could
be very well accepted by the TSA individuals at the airport. Or, for
example, a person could very well have no form of ID and still be
allowed to get on an airplane.

So they do have alternatives and options if, by chance, you are
addressing the issue as to, when they go to the airport, whether or
not they would be allowed to actually board a commercial airline.
So, yes, there are options available for them in any of those states.
b I;/Is. CHU. And the other forms of ID for boarding a plane would

e’

Mr. WiLLIAMS. Please?

Ms. CHU. The other forms of ID you said would be acceptable for
boarding a plane?

Mr. WiLLIAMS. Well, there’s a TSA list of items that they accept,
I guess on the TSA website, I believe, in regards to what are ac-
ceptable forms of identification other than a driver’s license.

Mr. SENSENBRENNER. The gentlewoman’s time has expired.

The gentlewoman from Texas, Ms. Jackson Lee.

Ms. JACKSON LEE. Mr. Chairman, thank you very much, and
thank you for holding this hearing that reviews what I think is a
stalled law ready for burial. I believe the REAL ID Act was imple-
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mented in 2005, and it seems as if implementation has completely
stalled, and there seems to be resistance to the REAL ID imple-
mentation in the states, and it is guaranteed that the statute seem-
ingly will never be implemented as it is currently drafted.

It was passed as a rider to a bill funding the military expendi-
tures and tsunami relief, so it obviously slipped under the radar
screen. But it gives states 3 years to bring their driver’s license
into compliance with the Act’s requirements, common licensing
standards national database, et cetera. It is now 2012. That is 7
years. The REAL ID has faced opposition from civil rights and civil
liberties, but I think the real question is the lack of sufficient pro-
tections.

We are now in the midst of another rage of what we call voter
ID laws in 40 states, all being confronted with the real issue of de-
nying someone a birthright, a citizen’s right to vote. They have
been previously able to identify themselves, have a voter registra-
tion card.

So I want to ask the representative of the National Governors
Association. I have never known the National Governors Associa-
tion to not be quite prompt, and not only prompt but conversant
and ready to adhere to Federal laws, but I am respectful of the fact
of the different requirements of each state. Tell me why this has
been so difficult and what I perceive to be opposition to imple-
menting a law passed in 2005. And I might just put on the record
that there are those opponents that come from all political perspec-
tives who are dealing with questions of civil liberties and civil
rights. But let me hear from the representative of the National
Governors Association, please.

Mr. QuUAM. I greatly appreciate the question. I think a lot of the
problem initially was a misunderstanding of how driver’s license
systems work, and there was an education process that had to go
on between the time of the passage of the bill and ultimately the
regulations that came out, and then the regulations that were re-
written. As everybody learned how difficult the processes are, the
fact that the states have been doing this for over 100 years and not
the Federal Government, and that combining rules for the Nation
when you have each state doing their own is a difficult process.

And so what happened is that governors really tried to be con-
structive partners to find a solution. One of our key calls was fix
and fund REAL ID early on. Later it became let’s take the
strengths of REAL ID and get rid of its problems. That became the
PASS ID Act that was introduced, at least in the Senate.

You still see states today trying to improve and meeting some of
these benchmarks, the integrity of their licenses, because every
governor is a security governor. They want their driver’s license to
be secure and safe. But very real problems were raised on both
sides of the aisle with regard to privacy, with regard to the reach
of the Federal Government into state actions, and then ultimately
how do you get this done, how do you find a solution that makes
the most sense.

The original compromise for a negotiated rulemaking was some-
thing that governors and states were willing to participate in and
were active participants. I think if that had been allowed to go for-
ward, we may be further than we are today. But like I said, there
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was a partnership formed between governors, between states, the
Department of Homeland Security, and even many Members of
Congress to try to find a way forward. You have seen a lot of
progress, but there are still a lot of objections, and there are 16
states who still have a law on the books today saying we will not
comply.

It is a problem when one-fourth of the states say we are not par-
ticipating in a national system. It is hard to have a national system
when one out of every four isn’t participating.

Ms. JACKSON LEE. Let me thank you for that explanation. I know
that, as a Member of the Homeland Security Committee, I will be
probing this independently, and I am not going to probe Mr.
Heyman at this time. I think the record is going to be very clear
in this hearing. It is not functioning. It is not working. I think the
privacy issues are severe, and I think that this adds to the opposi-
tion to this massive plague of voter ID laws. It just compounds
fears.

I just came out of a hearing dealing with Hezbollah and home-
land concerns on Hezbollah’s presence on the homeland. Yes, that
is where we need to be focusing. And, yes, we need to be acknowl-
edging that 9/11, tragic as it was, that our message was that we
are not going to allow terrorists to cause ourselves to undermine
our basic civil liberties and privacy.

So I just want to yield back at this time and say that my concern
remains on this REAL ID law, and I believe it is not effective at
this time. I yield back.

Mr. SENSENBRENNER. The gentlewoman’s time has expired.

It seems from this hearing that because of the REAL ID law,
there have been significant improvements in the security of state
IDs, even in the states that rejected the REAL ID law. And Mr.
Quam I notice is nodding his head, and so we will put that in the
record.

I think one of the ways to get the ball over the goal on this—
and I realize as the author of the bill that this is a complicated
bill—is, first of all, states need guidance; and secondly, the DHS
has to show that it is serious that there is a deadline.

So, Mr. Heyman, let me ask you, when are the states going to
get some guidance, better guidance?

Mr. HEYMAN. Guidance is in OMB now for clearance. It should
be forthcoming in the next couple of weeks.

Mr. SENSENBRENNER. That is good. Now, during an oversight
hearing that this committee had last November, Secretary
Napolitano refused to say whether or not the DHS would hold firm
to the January 15th, 2013 deadline. Is DHS going to extend the
deadline again?

Mr. HEYMAN. We have no plans to extend the deadline.

Mr. SENSENBRENNER. That is good. Now, Mr. Heyman, in your
testimony you state that REAL ID regulation, as opposed to the
law, provides DHS with the ability to recognize comparable pro-
grams in states and territories that issue driver’s license and ID
cards consistent with the minimum requirements of the regulation.
But the REAL ID Act does not differentiate between requirements
that are mandatory and those that are discretionary. Please inform
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the committee which part of the REAL ID Act authorizes DHS to
make that distinction.

Mr. HEYyMAN. Congressman, what we are looking to do here is to
take the brilliant invention of states which allowed for innovation
in a democratic society and to capture that, in effect, such that one
state that may have thought of a solution for implementation of the
regs that we had not originally contemplated but was consistent
with the regs could be identified and shared with others. That is
the purpose of putting forward comparable programs.

Mr. SENSENBRENNER. Well, in my high school civics class, I
learned in a democratic society that laws that are passed by a ma-
jority vote of the legislature and signed either by the President or
the governor are the law. Now, has that basic constitutional prin-
ciple penetrated DHS or not?

Mr. HEYMAN. The law is the law, Congressman, and the ways in
which states can comply with that law, there may be comparable
programs that, with technology or otherwise, that allow for con-
sistent application of the law through state by state innovations.

Mr. SENSENBRENNER. Okay. Let’s get back to the guidance. Why
has the DHS waited so long to issue the guidance?

Mr. HEYMAN. The guidance has been in development over a pe-
riod of probably a little over a year, and it is forthcoming now. I
think it is timely. It will give states an opportunity to assess where
they are in the compliance process, and for us to do the same.

Mr. SENSENBRENNER. Well, the law was signed in 2005 by former
President Bush. Did it take DHS 6 years to start doing the guid-
ance and now we are about ready to get to it?

Mr. HEYMAN. Well, the history of the implementation is that first
the Department established a regulation and an implementation
plan, and then it issued two other forms of guidance in 2009. In
our dialogue, this is a partnership with the states, and in our dia-
logue with the states it has become clear that they have sought ad-
ditional clarity, and we are therefore putting forward additional
guidance.

Mr. SENSENBRENNER. Okay. Now, my final question is there has
been a disconnect between DHS and the states, both in this Admin-
istration and in the Bush Administration on this subject. How
many states has DHS visited or AAMVA meetings has DHS par-
ticipated in with regard to the REAL ID Act?

Mr. HEYMAN. I believe we have traveled to 44 out of 56 states
or territories, and I can’t give you the number on AAMVA partici-
pation, but we regularly, perhaps even annually, participate in
their national convention.

Mr. SENSENBRENNER. Okay. Well, thank you. I think that com-
pletes the record. I yield back the balance of my time.

Are(:1 ;chere any further items that Mr. Scott wants to put into the
record?

Mr. ScorTt. Well, Mr. Chairman, we have had statements from
others that we would like into the record, if we could.

Mr. SENSENBRENNER. Without objection, both the majority and
the minority may put additional statements into the record that
are relevant and material to the purpose of this hearing or the tes-
timony of the witnesses.

Hearing none, so ordered.



79

And without objection, this hearing is adjourned. I thank all of
the witnesses for their testimony.
[Whereupon, at 11:17 a.m., the Subcommittee was adjourned.]
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The American Civil Liberties Union (ACLU) writes today to oppose any additional
efforts by Congress or the Department of Homeland Security (DHS) to force states to comply
with the Real ID Act of 2005. We believe any such actions would not only harm individual
liberty, but also waste scare government resources.

Implementation of the Real ID Act is completely stalled. Resistance to Real ID
implementation in the states has guaranteed that the statute will never be implemented as it is
currently drafted. Compliance with the Real ID Act is statutorily barred in 15 states and the
law has been rejected by statute or resolution in at least 25 states. This state rebellion has
caused DHS to postpone implementation of the statute repeatedly.

And DHS has no effective tools to induce state compliance in the future. Under Real
ID, the only remedy DHS can impose on non-compliant states is to deny the citizens of those
states the right to use their drivers’ licenses to board airplanes or enter federal facilities.
Because DHS has rightly recognized that it cannot possibly paralyze the air transportation
system or deny tens of millions of Americans the right to fly, it has chosen to postpone
implementation of the Act repeatedly. Moreover, Congress has provided only a small fraction
of the funding that would be necessary to comply with the law. DHS should recognize these
facts and end all administrative measures aimed at compliance. Ultimately Congress should
repeal Real ID.

The ACLU is America’s oldest and largest civil liberties organization dedicated to the
principles of liberty and justice set forth in the U. S. Constitution. On behalf of more than half
a million members, countless additional supporters and activists, and 53 affiliates nationwide,
we advocate against unnecessary government intrusion into the lives of Americans and undue
burdens on their privacy rights.

Background

The Real ID Act of 2005 was passed as a rider to a bill funding military expenditures
and tsunami relief.! The law gave states three years to bring their drivers’ licenses into
compliance with the Act’s requirements including commen licensing standards and a national
database of drivers’ license information.

Instead of compliance, Real ID faced widespread opposition. Groups from across the
political spectrum opposed it. Civil rights and civil liberties groups worried that the Act
lacked sufficient protections and might increase racial discrimination. Defenders of religious
freedom described its negative impact on the Amish and other religious denominations.
Consumer groups feared it would result in an expansive and cumbersome new bureaucracy.

Others rejected Real ID as a national TD. Many groups, including the ACLU, believed
it would facilitate tracking of data on individuals and bring government into the very center of
every citizen’s life. It would be a de facto government permission slip needed by everyone in
order to travel. As happened with Social Security cards decades ago, use of such ID cards

! Emergency Supplemental Appropriations Act for Defense, the Global War on Terror, and Tsunami Relief,
2005, Public Law 109-13, 119 Stat. 231, 302 May 11, 2005) (codified at 49 U.S.C. 30301 note).
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would then quickly spread and be used for other purposes — from work to voting to gun
ownership.

Many states rejected Real TD because of its high cost — initially estimated by DHS at
$23 billion. States were concerned that the Act would force them to change their entire
licensing issuance process to conform to a one-size-fits-all federal mandate. At the same time
the states were also making great strides in improving drivers’ license security and were
rightly concemned that Real ID would interfere with or overturn many of these efforts. Since
Real ]—D;S passage Congress has appropriated only $200 million for compliance with the
statute.”

State Statutes and DHS Extensions

Twenty five states, either through a statute or legislative resolution, rejected the Act or
said they would not comply with Real ID.* Fifteen states have laws prohibiting compliance
with Real ID. Many of these provisions are complete bars on any participation by the state in
the program. Other states have funding and security requirements for participation that the
federal government will almost certainly never meet.

The 15 states prohibiting compliance are:

1. Alaska — ALASKA STAT. § 44.99.040 (2007-2008) (A state agency may not expend
funds solely for the purpose of implementing or aiding in the implementation of the
requirements of the federal Real TD Act of 2005 (P.L. 109-13, Division B)).

2. Arizona— ARIZ. REV. STAT. ANN. § 28-336 (2008) (This state shall not participate in
the implementation of the REAL ID act of 2005 (P.L. 109-13, Division B; 119 Stat.
302). The department shall not implement the REATL ID act of 2005 and shall report
to the governor and the legislature any attempt by agencies or agents of the United
States DEPARTMENT of homeland security to secure the implementation of the
REAL ID act of 2005 through the operations of the United States department of
homeland security.)

3. Georgia— GaA. CODE ANN. § 40-5-4.1 (2010) (The Governor of the State of Georgia,
or his or her designee, is authorized to delay compliance with certain provisions of the
federal Real ID Act, HR. 1268, P.L. 109-13, enacted by Congress in 2005, until it is
expressly guaranteed by the Department of Homeland Security, through adequately
defined safeguards, that implementation of the Real ID Act will not compromise the
economic privacy or biological sanctity of any citizen or resident of the State of
Georgia.)

*Shawn Zeller, States Rev Up For Real ID, CQ, Feb. 13 2012.

3 The states arc Alaska. Arizona, Arkansas. Colorado, Georgia, Hawaii. ldaho, [llinois, Louisiana. Maine,
Minnesota. Missouri, Montana, Nebraska, Nevada. New Hampshire, North Dakota, Oklahoma, Orcgon. South
Carolina, South Dakota, Tennessee, Utah, Virginia and Washington.

3
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. Idaho - IDAHO CODE ANN. § 40-322 (2008) (The legislature hereby declares that the

state of 1daho shall not participate in the implementation of the REAL 1D act of 2005.
The ldaho transportation board and the Idaho transportation department, including the
motor vehicles division of the Idaho transportation department are directed not to
implement the provisions of the REAL 1D act of 2005.)

Louisiana — LA. RTiV. STAT. ANN. § 402 NOTT: (2008) (The Legislature of Louisiana
does hereby direct the Department of Public Safety and Corrections, including the
office of motor vehicles, not to implement the provisions of the REAL TD Act and to
report to the governor any attempt by agencies or agents of the United States
Department of Homeland Security to secure the implementation of the REAL ID Act
through the operations of that division and department.)

Maine - MT.. RV, STAT. ANN. tit. 29-A, § 1411 (2007) (The State may not participate
in the federal REAL 1D Act of 2005, enacted as part of the Emergency Supplemental
Appropriations Act for Defense, the Global War on Terror, and Tsunami Relief, 2005,
Public Law 109-13. The Secretary of State may not amend the procedures for applying
for a driver's license or nondriver identification card under this chapter in a manner
designed to conform to the federal REAL ID Act of 2005.)

Minnesota — 2009 MINN. LAWS CHAPT 92 (The commissioner of public safety is
prohibited from taking any action to implement or to plan for the implementation by
this state of those sections of Public Law 109-13 known as the Real ID Act.)

Missouri — Mo. Ruv. STAT.§ 302.183 (2009) (The Department of Revenue is
prohibited from: (1) Amending any procedures for applying for a driver's license or
identification card in order to comply with the standards of the federal Real ID Act of
2005; (2) Expanding motor vehicle records data it shares with other states, the federal
government, or other agencies or providing data to any additional states or state or
federal agency unless authorized by statute; or (3) Collecting, obtaining, or retaining
any data in connection with activities related to compliance with the act.)

Montana — MONT. CODE ANN. § 61.5.1 (2007) (The state of Montana will not
participate in the implementation of the REAL ID Act of 2005. The department,
including the motor vehicle division of the department, is directed not to implement
the provisions of the REAL TD Act of 2005 and to report to the governor any attempt
by agencies or agents of the U.S. department of homeland security to secure the
implementation of the REAL ID Act of 2005 through the operations of that division
and department.)

. New Hampshire — ([T]he state of New Hampshire shall not participate in any

driver’s license program pursuant to the Real 1D Act of 2005 or in any national
identification card system that may follow therefrom. ... The department of safety
shall not amend procedures for applying for a driver’s license under RSA 263 or an
identification card under RSA 260:21 in order to comply with the goals or standards
set forth in the Real TD Act of 2005, or in any rules or regulations promulgated
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thereunder, or in any requirements adopted by the American Association of Motor
Vehicle Administrators for such purposes. ... The department of safety shall not
expand the motor vehicle records data it shares with other states, the federal
government, or other agencies, or provide motor vehicle records data to any additional
states or state or federal agencies unless authorized by statute.)

. Oklahoma — OKT.A. STAT. ANN, tit. 47, § 6-110.3 (2007) (The State of Oklahoma

shall not participate in the implementation of the REAL ID Act of 2005. The
Department of Public Safety is hereby directed not to implement the provisions of the
REAL ID Act of 2005 and to report to the Governor and the Legislature any attempt
by agencies or agents of the United States Department of Homeland Security to secure
the implementation of the REAL 1D Act of 2005 through the operations of that or any
other state department. ... No department or agency of the state charged with motor
vehicle registration or operation, the issuance or renewal of driver licenses, or the
issuance or renewal of any identification cards shall collect, obtain, or retain any data
in connection with activities related to complying with the REAL ID Act of 2005.)

Oregon — 2009 Or. Laws Chapt 432 (A state agency or program may not expend
funds to implement the Real TD Act of 2005, P.L. 109-13, unless: (1) Federal funds are
received by this state and allocated in amounts sufficient to cover the estimated costs
to this state of implementing the Real ID Act of 2005; and...Sufficient measures to
protect the privacy of individuals; and ... Sufficient safeguards against unauthorized
disclosure or use of an individual's personal identifying information by department
personnel or any contractor, agency or other person who may have access to the
database, records facility or computer system.)

. South Carolina — S.C. CoDE ANN. § 56.1.85 (The State shall not participate in the

implementation of the federal REAL ID Act.)

Virginia — VA CODE ANN. § 2.2-614.2 (2005) (Provides that, with the exception of
identification cards issued to employees of the Department of State Police and certain
other law enforcement officers, the Commonwealth will not comply with any
provision of the federal REAL ID Act that it determines would compromise the
economic privacy, biometric data, or biometric samples of any resident of the
Commonwealth)

Washington WasH. REv. CODE § 43.41.390 (A state agency or program may not
expend funds to implement or comply with the REAL ID Act of 2005, P.L. 109-13,
unless ... federal funds are received by the state of Washington ... in amounts
sufficient to cover the costs of the state implementing or complying with the REAL ID
Act of 2005... the department of licensing shall certify that the driver's license,
identicard, database, records facility, computer system, and the department's personnel
screening and training procedures: (1) Include all reasonable security measures to
protect the privacy of Washington state residents; (2) include all reasonable safeguards
to protect against unauthorized disclosure of data; and (3) do not place unreasonable
costs or recordkeeping burdens.)
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As mandated by these fifteen statutes, these states will never comply with Real ID. It would
be illegal for state officials to do so and has thereby created an impossible situation for DHS.

The only penalty for failure to comply with Real ID is that the citizens of non-
compliant states cannot use their drivers’ licenses to board airplanes or enter federal facilities.
If DHS were to implement Real ID, it would mean denying the 64.7 million citizens of these
15 states, more than 20% of the total U.S. population, the right to use their drivers’ license
when boarding an airplane.4 Because a state driver’s license is the main identification for
most Americans this is functionally impossible. DHS would either have to ignore the aviation
identification requirement altogether or send millions of people to secondary screening or
employ other, much slower, mechanisms for veritying identity. The first alternative has
already been rejected by DHS on security grounds. The other two would bring air travel to a
halt and cause numerous security problems at other federal facilities.

The only viable alternative is the one DHS has chosen: to postpone implementation
repeatedly. According to the original language of the Real ID Act, its provisions were to be
implemented within three years, by May 2008. In January 2008, DHS postponed that
deadline, creating two new compliance deadlines. States were required to be compliant with
one part of the act by December 31, 2009 and be fully compliant by May 11, 2011.° Those
deadlines again proved impossible and further extensions were granted in December 2009 and
January 2011.° The current nominal compliance deadline has been extended to January 2013.”

Given such facts regarding Real TD implementation and the current impasse between
the federal government and the states, any further regulatory efforts by DHS are futile. 1tis
incumbent upon Congress and DHS to recognize that any further actions around a statute that
will never be implemented is wasteful and unnecessary. DHS should halt any further Real ID
rulemaking and Congress should repeal the underlying Real ID statute.

4_U,S. Census Bureau. (2010, December 21) Resident Population Data (retrieved October 28, 2011),
f 73 Fed. Reg. 5272.

°74 Fed. Reg. 68477.

176 Fed. Reg. 12269
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The Honorable James Sensenbrenner, Chairman
Subcommittee on Crime, Terrorism, and Homeland Security
Committee on the Judiciary

U.S. House of Representatives

The Honorable Bobby Scott, Ranking Member
Subcommittee on Crime, Terrorism, and Homeland Security
Committee on the Judiciary

U.S. House of Representatives

Dear Chairman Sensenbrenner and Ranking Member Scott:

The National Association for Public Health Statistics and Information Systems
(NAPHSIS) thanks you for scheduling the subcommittee’s important and timely
hearing, “Secure Identification: The REAL ID Act's Minimum Standards for
Driver's Licenses and Identification Cards,” and we were pleased to submit a
statement for the record on the role of vital records and the Electronic
Verification of Vital Events {(EVVE) system used to safely and securely verify the
authenticity of birth certificates.

During the hearing, witnesses were unable to answer your specific questions
about birth certificates—how does one obtain a birth certificate, and what do
they need to present to obtain it? NAPHSIS would like to take this opportunity to
respond to your questions on the record as the organization that represents the
57 vital records jurisdictions that collect, process, and issue birth and death
records in the United States.

Vital records are permanent legal records of life events, including live births,
deaths, fetal deaths, marriages, and divorces. Data providers—for example,
hospitals for birth information and funeral homes, physicians, and coroners for
death information—submit birth and death data to the vital records jurisdictions
so that the vital event can be reviewed, edited, processed and officially
registered. The jurisdictions are then responsible for maintaining registries of
such vital events and for issuing certified copies of birth and death records.

The 57 vital records jurisdictions, not the federal government, have legal
authority for the registration of these records, which are thus governed under
state laws. The laws governing what information may be shared, with whom,
and under what circumstances varies by jurisdiction. In most jurisdictions, access
to records is restricted to family members for personal or property rights, to
government agencies in pursuit of their official duties, or for research purposes.
In other jurisdictions, release of vital records information may be subject to less
restrictive limitations; and in a few states identifiable information from birth and
death certificates is publicly available.
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To obtain a copy of a birth certificate, an individual must complete an
application and submit it to their state of birth by mail, or in-person at
designated walk up counters. Some states now accept applications online. In
most cases, an individual wishing to purchase a copy of a birth certificate must
also present a driver’s license with the application, or if not applying in person, a
copy of it.

True identification of an individual seeking a birth certificate is difficult, and a
careful vetting requires significant time and highly trained staff. At present, most
vital records jurisdictions do not have the resources and the needed
technological solutions to verify the identity of purchasers, track “repeat
customers,” and investigate suspicious activity. In the majority of states, most
vital records are purchased by mail. Unlike obtaining a driver’s license, where
the driver is always present in the state, many people live far from the site
where the records are kept and certified copies are issued, often in a different
state or country. Such transactions make purchaser identification even more
difficult, as copies of proxy identification documents are easy to fake, and
comparisons of an individual with a picture are not possible. The true intent of
the purchaser is virtually impossible to determine.

As mentioned in our written statement for the record submitted March 21, 2012
in conjunction with the hearing, the Department of Homeland Security is in the
earliest stages of supporting a new project to close some of these loopholes that
contribute to identity fraud. In this “reciprocal pilot,” three departments of
motor vehicles (DMV) will use the EVVE system to verify birth certificates, and
three vital records jurisdictions will use the DMVs’ driver’s license verification
system to verify driver’s licenses that individuals present to obtain copies of
birth certificates. The development of the interface should take about one year
and once installed, the pilot will last 14 months. During the pilot, the DMVs and
vital records jurisdictions will jointly investigate instances of “no matches,”
determining why a no match occurs and developing business practices to handle
no matches.

NAPHSIS's White Paper on Recommendations for Improvements in Birth
Certificates includes a comprehensive set of remedies for these and other birth
certificate vulnerabilities consistent with the 2004 Intelligence Reform and
Terrorism Prevention Act. These recommendations reflect our professional
judgments on the amount of security and fraud risk that will be alleviated, the
ease of implementation, the resources required, and the need for coordination
with other entities outside the vital records community. In summary, NAPHSIS
recommends that long-delayed regulations—expected September 2012 from
the Department of Health and Human Services—on birth certificate issuance
standards include provisions to strengthen birth certificate security, printing,
use, and release requirements. More broadly, NAPHSIS recommends support for
the modernization of the vital records infrastructure to produce more accurate,
timely, and secure vital records. Specifically, HHS’ investment in electronic birth
and death registration systems will secure these records as intended by the
Intelligence Reform and Terrorism Prevention Act, and will benefit HHS as it
performs its key functions.
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26 March 2012
‘The Honorable F. James Sensenbrenner, Jr. The Honorable Robert C. Scott
Chairman Ranking Member
Subcommittee on Crime, Terrorism and Subcommittee on Crime, Terrorism and
Homeland Security Homeland Security
Committee on the Judiciary Committee on the Judiciary
U.S. House of Representatives U.S. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

Dear Mr. Chairman and Representative Scott,

T am writing on behalf of the members of the Fraternal Order of Police to provide you with our
views on the REAL ID Act, which is the subject of an oversight hearing entitled, “Secure
Identification: The REAL ID Act’s Minimum Standards for Driver’s Licenses and Identification
Cards.”

The Fraternal Order of Police has supported the REAL ID Act since it was initially proposed in
2005 because, for our members, it is a critical officer safcty issuc. Whether it’s a routine police
matter or a life threatening situation like an auto collision, law enforcement officers rely on identity
documents to establish the identity of the persons involved. In nine out of ten instances, that identity
document is a driver’s license. Driver’s licenses also allow officers to access information related to
a person’s driving record, and more importantly, any criminal history. In states that now comply
with REAL ID rules, hundreds of criminals are being uncovered as imposters by police officers
working with the driver’s license agencies. Some of those imposters are identity thieves, and others
are wanted criminals with violent histories.

The new rules implement Federal law by setting specific requireinents for States to help combat
identity fraud. New licenses can only be issued after an individual’s identity and proof of
citizenship or legal status have been established and all new licenses must incorporate information
and security features. For example, the States of Ohio, Florida, and Delaware, all of which are
compliant with REAL ID, have brought charges against hundreds of imposters for fraud and identity
theft. Finding these imposters also makes the road safer. Last year, fifty four percent of identity theft
suspects arrested hy the Ohio State Highway Patrol were also charged with having a suspended
license. Fifteen percent of suspects were charged with operating a vehicle under the influence
impaired.

‘This data demonstrates what the FOP maintained during the debate to enact this legislation--

improving the security of identity documents like driver’s licenses can help us get criminals off the
street, In States like Maryland, where driver’s license security is being raised to meet REAL 1D

—BUILDING ON A PROUD TRADITION—
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standards, there have been numerous arrests for identity fraud uncovered by investigators. Driver’s
license agencies can play a significant role in assisting law enforcement officers as they investigate
identity crimes or organized criminals vsing falsified identity documents to frandulently obtain
other identity documents.

Complying with REAL ID standards also make it nuch more difficult fo criminals to obtain and
exploit counterfeit driver’s licenses. In particular, the “invisible” security features known only to
law enforcement are incredibly important to combat high quality counterfeits which are finding their
way into the United States in larger numbers. At the end of the day, the security of our nation’s
driver’s licenses is only as strong as its weakest link. Organized criminals will target and exploit
systems which allow them greater and easier access to fraudulent or illegally obtained documents.

Cost was one of the genuine concerns raised about the implementation of the REAL ID Act.
Happily, we are given to understand that the actual cost for implementation is much lower than the
estimates made by groups like the National Governors’ Association, the National Council of State
Legislatures, the American Association of Motor Vehiele Associations and even those of the U.S.
Department of Homeland Security.

The Fraternal Order of Police strongly believes public safety on our nation’s highways and
neighborhoods will be better served if the Federal government continues to support implementation
of the REAL ID Act and assists all States in reaching compliance.

On behalf of the 330,000 members of the Fraternal Order of Police, thank you for holding this
hearing on this important issue and for considering our views. The rank-and-file law enforcement
officers who put themselves in harm’s way everyday must have confidence in the identity
documents they receive while doing their jobs and we believe REAL ID implementation will
provide that confidence. If I can be of any additional assistance, please do not hesitate to contact me
or Executive Director Jim Pasco at iny Washington office. :

Sincerely, : !:

Chuck Canterbury
National President
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On May 11, 2005, Congress passed thc REAL 1D Act as part of the Emergency Supplemental
Appropriations Act for Defense, the Global War on Terror, and Tsunami Reliet’ Act (P.1.. 109-
13), creating national standards for the issuance of state driver’s licenses and identification cards.
While state legislators across the country share the goal of ensuring the security and integrity of
state-issued driver’s licenses and identification cards, the road to successful implementation of
REAL ID has been impeded by a number of implementation obstacles, which remain unresolved.
This includes:

+ the federal government’s failure to fully fund the REAL 1D requirements;

» uncertainty regarding the availability of, connectivity to and governance structure for use
of a number of databascs that states will need to access in order to clectronically verify
the validity of identity documents;

= thc uncertainty regarding privacy protections; and

+  the Department of Ilomeland Sceurity’s (DHS) failure to recognize the critical role of
state legislatures in implementation of the REAL ID.

Failure to Fund

Congress has provided less than $223 million to states for REAL ID implementation—a $3.9
billion mandate, according to the DIIS cost estimate. States have collectively closed $480 billion
in budget gaps between fiscal years 2009-2012 and also face further significant reductions in
federal funds as a result of the Budget Control Act. States do not have extra funds to pay for
federal mandates and to make implementation of REAL TD an allowable expense under other
homeland security programs is not a solution. States must also not be required to pay to access
the databases/systems necessary to verify the validity of certain identification documents. (See
Databases/Privacy Protections.) Congress needs to fully fund the requirements or provide
states relief from implementation through the use of waivers, extensions, and changes to the law
or final regulations.

Databases/Privacy Protections

The REAL ID Act and its implementing regulations require states to verify the validity of
identification documents presented by individuals applying for a REAL TD compliant credential
with the issucr of the document.  When fully implemented, this process will require states to
have access to at least five national databases. While some of these databases exist, the
availability and reliability of a number of these databases has yet Lo be tested on a national level.
In addition, for several of these databascs, the method by which states will connect to these
systems and the governance structure for information sharing has vet to be resolved. The
uncertainty regarding these systems makes it difficult for state legislators to respond to questions
they receive from their constituents regarding privacy: “Who will have access to my
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information?” “llow will it be protected?” “Is this a national database?” These issues need to
be resolved, with input from state legislators, before states are required to implement the
requirements.

State Legislatures’ Role
‘The lack of understanding by DHS, the current and previous administration, of the critical role of

the state legislature in the implementation of REAL ID—appropriating funds, oversight,
evaluation, information gathering activities— has been a barrier. The National Conference of
State Legislatures encourages the department to engage in additional outreach to state legislatures
as the full implementation deadline approaches.

NCSL Policy
In response to the implementation obstacles discussed, the following policy was adopted
unanimously at NCSL’s 2011 Legislative Summit.

NCSL urges Congress and the administration to continue to work with NCSL and its
members on alternatives to the REAL ID. NCSL supports efforts to extend existing
deadlines until obstacles to implementation are addressed. In addition. NCSL supports
the use of waivers by the Secretary of the Department of Homeland Security, for stutes
that have adopted other forms of compatible identification.

NCSL urges Congress and the administration to work with NCSL and its members to
adjust Title Il of the REAL ID Act and develop solutions in conjunction with NCS|. that
recognize national security but do not impede the sovereignty of siate licenses or place a
Jederal agency or agent as a permanent and ongoing authority for determining state
license uses and requirements.

The Need for Change

NCSL supported congressional efforts in 2009 (PASS ID—Providing for Additional Security in
States '’ Identification Act of 2009) 1o make changes to the REAL ID and would welcome
legislative or regulatory efforts by the 112 Congress or the administration, respectively, to

address the acts implementation obstacles. NCSL urges Congress and the department to engage
state legislators in this process.

With less than 10 months until the REAL ID full compliance deadline, state legislators remain
committed to working with federal policymakers on this issue. State legislators share your

common goal, to ensure the safety and sccurity of our nation.

Attachment; State Legislative Activity in Opposition (o the Real ID
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State Legislative Activity in Opposition to the Real ID
Statutory Opposition 16 Approved Concurrent:or Joint
Comply with the Real TD Rcsolutwm in Opposmon 1o the Real
D’ g
Alaska - 2008 SB 202 Arkansas - 2007 SCR 16, SCR 22
Arizona - 2008 11B 2677; 2009 11B 2426 Colorado - 2007 HJR 1047
Eeorgia2 -2007 8B 3 Hawaii - 2007 SCR 31 a
Idaho - 2008 HB 606 Itlinois - 2007 HIR 27
Louisiana - 2008 HB 715 Nebraska - 2007 LR 28
Maine - 2007 LD 1138 Nevada - 2007 AJR 6
Minnesota - 2009 11B 988 North Dakota - 2007 SCR 4040 -
Missouri® - 2009 [IB 361 South Dakota - 2008 SCR 7
Montana - 2007 HB 287
New Hampshire - 2007 HB 685 Approwcd House or Senat
7 Opposition to. the REA
Oklahoma - 2007 SB 464 Mlchlgdn - 2007 HR 176
Orc:gon4 2009 SB 536 Pennsylvania - 2008 HR 767, SR 126
South Carolina - 2009 SB 449
Utah — 2010 HB 234
Virginia® - 2009 HB 1387, SB 1431 ‘
| Washington® - 2007 SB 5087

! Does not include states that have adopted both statutes and resolutions in opposition to the Real [D. Thosc states
are only listed as states adopling statutes in opposition to the REAL 1D.

2 Allows the Governor to delay Real [D compliance until the U.S. Department of Homeland Security guarantees that
defincd safeguards will protect the cconomic and biological privacy of the citizens of Georgia.
? Prohibits the Department of Revenue from amending procedures for applying for a driver's license or identification
card in order to comply with the goals or standards of the federal Real 1D Act of 2005, any rules or regulations
promulgated under the authorily granted in such act, or any requirements adopted by the American Association of
Motor Vehicle Administrators for furtherance of the act. Contains other provisions regarding driver's licenses and
identification cards
4 Became law without the Governor's signature. Prohibits any state agency from expending any funds 1 implement
the Real ID Act unless the state DOT implements sufficient measures to protect individuals privacy, and puts
safeguards in placc that protect against the unauthorized disclosure or use of an individual's personal identifying
information. The DOT cannot participate in the Real 1D Act if it: requires the department to participale in any
multistate or foderal shared database program unless the department is able to provide sufficient sceurity measures to
protect the privacy of individuals; charges unreasanable fees; or place unreasonable record keeping burdens on an
applicant for issuance, rencwal or replacement of a driver license, driver permit or identification card. Requires the
state DOT to prepare a report that analyzes the cost of the Real 1D Act to the state, which has to be available to the
state.
* Prohibits implementation to comply with any provision of the Real ID Act and with any other federal law,
regulation, or policy that would compromise the economic privacy, biometric data or biometric samples of any
resident of the Commanwealth.
* Prohibits implementation unless changes are made regarding privacy and funding.
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About NCSL

The National Conference of State Legislatures (NCSL) is the bipartisan organization that serves
the legislators and staffs of the states, commonwealths and territories. NCSL provides research,
technical assistance and opportunities for policymakers to exchange ideas on the most pressing
state issucs and is an effective and respected advocate for the interests ot the states in the
American federal system.

NCSI. has three objectives:
»  To censure state legislatures a strong, cohesive voice in the federal system.
»  Toimprove the quality and effectiveness of state legislatures.

»  To promote policy innovation and communication among state legislatures.

The Conference operates from offices in Denver, Colorado, and Washington, D.C.

Contact:

Molly Ramsdell, Dircctor, Washington Office
National Conference of State Legislatures
444 North Capitol Street, NW, Suite 515
Washington, D.C. 20001

Phone: 202-624-3400

Email: molly.ramsdell@ncsl.org
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Chairman Sensenbrenner, Ranking Member Gohmert, distinguished members of the
committee; my name is Paul Opsommer, Chair of the Michigan House Transportation
Committee. During the past 5 years ! have been heavily invoived in REAL ID, passing state
level resolutions and bills within Michigan, as well as drafting adopted related policy with the
National Conference of State Legislators. | appreciate the opportunity to present to you my
personal written testimony regarding state implementation of Title Il of the REAL ID Act.

OVERVIEW:

Michigan is one of many states that has not passed legislation to comply with the REAL ID Act,
and our laws contain statutory language that nothing in its driver's license code authorizes
compliance with Title il of REAL ID. While some of the intent and requirements of Title ii are
well intended, it is my opinion that there are better ways to obtain the core objectives of the
most basic best practices called for under the first round of final rules. Please note that while
Michigan is in some cases technically compliant with some aspects of REAL ID, these have been
accomplished on our own initiative, independent of REAL ID, and should not be construed as a
willingness or desire to continually have our driver's license standards set by the federal
government. Indeed, our experience with another DHS program, known as Enhanced Driver's
Licenses {EDLs), has proven that many of the concerns about giving ongoing power to federal
bureaucratic processes are not hypothetical and are indeed a real danger and concern to the
states and its citizens. While | sincerely appreciate the work of the many people who, like me,
seek the best public policy that balances the safety of our citizens with the tenets of freedom,
federalism, and state powers, | believe that Title Il of REAL ID needs to be repealed and
replaced.

BACKGROUND:

As you are no doubt aware, when the REAL ID Act was passed it replaced a negotiated
rulemaking process that was already taking place with the states in this area. This was
controversial for several reasons, primarily because early versions of the REAL ID law would
have required states to join the AAMVA compact known as the Driver's License Agreement
(DLA). Such a requirement would have not only put an international 501c3 with foreign voting
members in charge of driver's license provisions in regards to technology and biometrics, it
would have also mandated international data sharing. While this provision is not in the current
set of rules, because DHS control under REAL ID is permanent and ongoing there is little solace
to the states in this area knowing the direction some would like to take future rulemaking.
Likewise, although advanced biometric collection and RFID were not called for in the current
rulemaking process, the current rules expressly state that DHS can change these requirements
at any time and would not need to go back to Congress in order to do so.
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As an example:

Page 86, “Moreover, in the future, DHS, in consultation with the States and DOT, may
consider technology alternatives to the PDF417 2D bar code that provide greater
privacy protections after providing for public comment”

The “final rules” are therefore not really final, and it is unacceptable that such technological
decisions could be made by requiring only non-binding consultation with States, especially
when there is debate between the States and the federal government as to what really
constitutes optimal privacy and security options for their driver’s licenses.

Contrary to other reports or testimony you may receive, after talking to my colleagues both
here in Michigan and across the country | strenuously assert that the states do not see
tremendous value in keeping Title il of REAL ID in its current form that abrogates all state
powers. Michigan, on its own accord and through its own initiatives, has denied drivers
licenses to illegal immigrants. We have other strong security measures in place that we fully
support and are proud of. These are state policy positions we are pursuing on our own,
irrespective of REAL ID. Any reports that show states like Michigan as somehow being
supportive of the REAL ID law itself because it has made similar decisions only shows the
initiative the states have in this area. In fact, many of these same states ironically have laws on
the books expressly prohibiting them from complying with REAL ID.

In fact, no state could currently reach all REAL ID benchmarks today even if they wanted to,
because some database requirements have not been finalized. Even for those states that are
currently receiving a gold star for "technical compliance”, not all benchmarks are being met. In
the future, DHS may very well ask them to remove the gold stars from their licenses, a
bureaucratic nightmare in of itself. What will constitute earning a gold star will continue to be a
moving target, and once states start to issue these there will be tremendous pressure to go
along with all future requirements considering the cost to reissue new noncompliant licenses.
Because this is not taking place as a finite rulemaking process with the states, | do view this as a
federal takeover and as an outsourcing of a defacto national ID card onto the states. In my
opinion, while each license will continue to have a unique state look and design, it willbe a
national ID card that would come in over 50 assorted flavors with nothing more than a
prominent state designation data field. There does not need to be a federal database to have a
national ID card.

As final background, | would like to share my experience of the past several years dealing with
the Department of Homeland Security regarding what are known as Enhanced Driver's Licenses
{EDLs). While Michigan has entered into this program, one that was initially presented to us as
a non-cookiecutter partnership with the federal government, we currently have significant
buyer's remorse. As an example, DHS is mandating the we issue EDLs that include unencrypted,
long range {20-30 feet) RFID chips in our EDLs despite the fact they acknowledge this was not a
requirement of Congress. While a debate on the ramifications of such technology and
unmanned automated checkpoints is not appropriate here, it shows how quickly bureaucratic
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rules, both official and unofficial, creep into seemingly innocuous programs. Michigan's
Secretary of State has presented to DHS a new EDL agreement that would allow for the
continuance of an EDL program in every secure manner, that verifies and denotes citizenship,
but does not contain a wireless chip. This is what Congress intended. Such attempts have been
repeatedly and firmly denied however, and | would advise other states not to adopt EDLs until
this is resolved.

| also unfortunately believe this to be indicative of how DHS will treat the states in a similar
manner under both current and future REAL ID rules and rulemaking processes. These will be
decisions on collecting advanced biometrics / use of facial recognition, use of wireless
technology, the sharing of data with foreign governments, and additional potential federal uses
such as medical care or firearm purchases.

SOLUTIONS AND CONCLUSIONS:

Title (] of the REAL ID Act as currently written is unworkable and needs to be repealed and
replaced. Most states have already adopted what | consider to be the "low hanging” security
standards we should implement. A negotiated and finite rulemaking process with the states
would not undo any of the good work that has already been done, and would allow the states
to go forward with federal partnerships knowing they are not being forced to give a virtual
blank check to the federal government or its agents.

] also believe that beyond these basic minimum standards that Congress should keep state and
federal documents separate. Indeed, the federal government would be well served by focusing
on its own federal passport standards, some of which | believe are weaker than what they are
requiring of the states. An emphasis should also be made to keep full-fledged federal passport
costs down, a goal that numerous GAO reports have shown to be routinely ignored. "Passport-
lite" cards are not the answer. Fully functional federal passports at under $50 should be a goal
of Congress if it wishes to pursue laws such as the Western Hemisphere Travel Initiative. The
use of behavioral economics to create demand for REAL ID and EDLs creates friction with the
states, which should be viewed as equal sovereign partners.

Continued games of bluff and public relations campaigns between the federal government and
the states over REAL ID deadlines are counterproductive and have become distractions
hindering government from reaching real solutions for the people we seek to serve. While the
REAL ID debate has become sometimes contentious, | again do thank all stakeholders for their
hard work and dedication as we seek public policy that balances the safety of our citizens with
the tenets of freedom, federalism, and state powers.
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Chairman Rep. sensenbrenner, Vice Chalrman Rep. Gohmert and Ranking Member Rep. $cott, thank you
for the apportunity to submit the comments of the North American Security products Organization
(NASPO) in support of the Real 1D ACT to the Subcommittee. We support the work of this Subcommittee
in strengthening the security of primary identity documents and in particular state jssued driver's
ficenses and identiw cards under the Real 1D Act.

We would like to share our thoughts on the use of recognized national and international standards in
implementing security practices and procedures for the procurement, production and distribution of
security sensitive documents and materlals, including but not limited to Driver's Licenses and dentity
Cards. The NASPO Security Assurance Standard supparts these security practices and procedures in both
procurement and issuance.

NASRO's Role in REAL D

Quoting the REALTD Security Plan Guidance pandbook: “if the contractor’s facility is accredited ot Level
11 of ANSI/NASPO —_SA-v3.0P-2005, DHS will deem that it provides all necessary physical security os long
gs thot accreditation remains current, HoOWever, DHS dpes not require an ANSI/NASPO accreditation.”

About NASPO

The North American Security products Organization {NASPO) isan initiative of public/private sectars and
is supparted intellectually and financially through the members of the North American Security Products
Qrganization, 2 nonprofit 501 (c) {6) organizalion.‘ 1t is aceredited as an American National standards
Institute {ANSH) Standards Developer Organization (SDO). It also develops standards at an international
level through the international Standards Organization {150) under ISO Technical Committee 247,
“Eraud, countermeasures and controls”. NASPO asa representative of ‘ANSI and the United States holds
the position of Secretary to that committee.

TASYO s on ANSkaceredited standards development oganization bascd in Washingon, D.C. NASPO maintains the ANSI/NASPO Secutity
assurance standard (N\SI/N-\SPO-&/«—?.ME) and cerlilies organizations 10 one of three fovels of sscufity assurance. 0On behalf af ANST, NASPC
‘sets a5 secrerarial o the inteynationan Orgar zation far standardization (ISC) Technleal Comuutiee on Froud Countarmezsures and Controls
1S0°TC 247). MASPD also admisters th A \S1-aceradited Urited States Technical Advisery Sroup 1o 1SO/TC 247 and 150 PC 246 NAPSO has
recently aunched 3 consensus Socy uPpORIng the retion of an American Nationel Standard (ANS) to define minimum sandards for sroof
and verfication of personz | identitles, RASPO “dentity Varifization and Proofing Stander3 {IDV-P). wuay.asondnto
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The ANSI/NASPO Security Assurance Standard

The ANSIfNASPO Security Assurance standard is one of the first security assurance standards to be
recognized by the American National Standards Institute and represents one of the most halistie security
standards developed to date. Based upon the principles of risk analysis it addresses multipte araas of risk
that are present within the framework of mast organizatians, oth private and public sectar. While
outiining the areas of risk that must be addressed it alsa provides for the flexibllity of solution in
mitigating those risks. In effect it allows multiple solutions so as not ta create a fixed bartier that can be
easily identified and subverted. The standard was also developed as 2 compliance standard thatis
supported by an audit and certification process. This has created an expanding system of certified
contractors that provides recognized structure of security compliant suppliers to support private, state
and federal procurement process as well as legisiative compliance. This reduces the risk that critical
technologies will be compromised through the lack of sufficient seurity practices.

REAL ID Act

When the intelligence Reform and REAL 1D Acts were written their authors were mindful that it was
necessary to address both document fraud as well as issuance fraud. The final rule of the Real 1D Act
specified numerous actions to be taken by DL/ID card Issuing operations to ensura that vulnerabilities to
insider fraud and intrusion are properly Jetected and controlled. Nelther of these Acts, however,
directly addressed security practices and procedures that are necessary to provide a REAL 1D Cempliant
Drivers License (CDL). These critical security practices needed to be estahlished to pratect
manufacturing cperations, security material procurement and issuance frem being compromised. The
REAL ID Office through the development of the REAL 1D Security Plan Guidance Handboak? has
addressed many of these issues. The recommended use of the ANSI/NASPO standard for the compliance
af contractor's facilities has further supported the wark of the REAL 1D Office and aided the
implementation of the Act for the State Issuing agencies.

Currently a great number of the States, including Californta and New York, have required certification t©
the ANSI/NASPO Standard to fulfill the contractor security requirements. By the use of a nationally
recognized secutity sta ndard with a compliance structura, the states have been able to provide expert
guidance to their centractors at least cost to the States. This has aided the implementation process as
well asincreased significantly the security requirements for both the production and issuance of secure
State issued identities. In addition, the use of this national standard provides to the federal oversight
agencies the ability to uniformly assess compliance to their requirernents as well as address unique
security issues.

,? DHS REAL 1D Security Plan Guidance andbook, “Why Wie Nezd Mare Secure Driver's Licens2s, Rasing the standards of state-lssued
\dentifcation s an important siep towrzrd enhanding ational sacurily., Because a driver's licens? serves s [any PLIROSes {access to tederal
puildings, nuclear power piants, boarding sireraft, &2 criminals and terrorists actvely seek fraudulent sate-issuec identification.”
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Conformity assessment and certification are an integral part of the ANSI/NASPO security
assurance standard,

The ANS{/NASPO standard is viewed as a comprehensive security assurance program. This standard was
designed by the standard authority with verification of compliance in mind. As a result, NASPO offers a
conformity assessment service and issues Certificates of Compliance to successful candidates. To
maintain their certification status, certificate hobders must successfully underge an annual re-
certification audit.

Conclusion

we belleve that the use of the ANS!/NASPO Security Assurance standard has supported the
implementation of the Real 1D Act. Its requirements have significantly Increased the operational sacurity
of production and issuance facilities as well as agdressing the need for security in the pracurement of
sensitive materials used as security features. Ithas also aided the States by providing recognized
security practices at & least cost of implementation to the States.

As REAL ID Compliant Drivers Licenses become more difficult to counterfeit and authenticate, the
security pressures on the manufacturing operations and security technology suppliers will increase. Itis
{herefore imperative that the use and implementation of the REAL 1D Security Plan Guidance and the
ANSI/NASPO Security Assurance Standard be universally applied to curtail the effects of future attacks
by criminal of terrorists elements.

North American Security Products Qrganization
204 E Street, N.E.
Washington, DC 20002
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