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INTELLIGENCE COMMUNITY CONTRACTORS:
ARE WE STRIKING THE RIGHT BALANCE?

TUESDAY SEPTEMBER 20, 2011

U.S. SENATE,
SUBCOMMITTEE ON OVERSIGHT OF GOVERNMENT
MANAGEMENT, THE FEDERAL WORKFORCE,
AND THE DISTRICT OF COLUMBIA,
OF THE COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 9:32 a.m., in Room
SD-342, Dirksen Senate Office Building, Hon. Daniel K. Akaka,
Chairman of the Subcommittee, presiding.

Present: Senators Akaka, Levin, Landrieu, Begich, Johnson,
Coburn and Moran.

OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. I call this meeting and hearing of the Sub-
committee on Oversight of Government Management, the Federal
Workforce, and the District of Columbia to order.

I want to welcome our guests and our witnesses. Aloha and
thank you so much for being here.

Today, the Subcommittee will examine the Intelligence Commu-
nity’s (IC) reliance on contractors and whether the IC has rebal-
anclfd its workforce in the decade since the September 11, 2001 at-
tacks.

After the attacks, intelligence agencies had to rapidly surge their
workforces and turned to private contractors to fill gaps. While I
understand the initial need to rely on the contractors, I am con-
cerned that 10 years later the IC remains too heavily dependent on
contractors. According to an investigation by the Washington Post,
close to 30 percent of the current IC workforce are contractors.

Although contractors undoubtedly have contributed greatly to
keeping this country safe over the last decade, our overreliance on
contractors raises a number of concerns. Federal workforce chal-
lenges contribute to the heavy reliance on contractors. The IC has
gaps in language, technical and certain other skills. IC contracting
firms often pay more, increasing the challenge of recruiting and re-
taining Federal employees instead of contracting for the work.

Despite these challenges, the Office of the Director of National
Intelligence (DNI), which oversees the 16 elements of the IC, last
published an IC Strategic Human Capital Plan in 2006. The IC
must invest in the strategic planning and training needed to ad-

o))
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dress its long-term workforce needs, and Congress must make sure
the IC has the tools required to recruit and retain the best.

Additionally, I am concerned that contractors are improperly per-
forming inherently governmental functions that are reserved for
Federal employees. The IC must exercise sufficient oversight to
make sure those tasks are completed by a Federal worker.

The acquisition workforce is critical for proper contractor over-
sight and management, but there are significant shortfalls govern-
mentwide, including within the IC. We must ensure that the IC ac-
quisition workforce has the staff and training needed to promote
the efficient, effective, and appropriate use of contractors.

Given the current budget pressures, I am also concerned about
the high cost of IC contractors. Several estimates show that con-
tract employees cost significantly more than Federal employees in
the IC. A recent study by the Project on Government Oversight
(POGO) on governmentwide contracting found that Federal employ-
ees were less expensive than contractors in 33 out of 35 occupa-
tional categories. In the decade since September 11, 2001, intel-
ligence contracting firms have reaped huge profits paid for by the
American taxpayer.

Finally, the movement between government and contracting
firms raises a risk that decisions made within the IC could be in-
fluenced by conflicts of interest. Former Central Intelligence Agen-
cy (CIA) Director Michael Hayden instituted a cooling off period at
the CIA, but there is no IC-wide approach. I would like to hear
from our witnesses on how conflicts can be prevented.

As part of its effort to rebalance the workforce, the Administra-
tion announced plans to insource core governmental functions that
should be reserved for Federal employees. I hope to learn today
whether these efforts have been effective and what additional steps
are needed.

I look forward to the testimony and to a productive discussion
with our witnesses.

I want to welcome our witness for the first panel, Daniel 1. Gor-
don, who is the Administrator of the Office of Federal Procurement
Policy (OFPP) at the Office of Management and Budget (OMB).

As you know, it is the custom of the Subcommittee to swear in
all witnesses, and I would ask you to stand and raise your right
hand.

Do you solemnly swear that the testimony you are about to give
the Subcommittee is the truth, the whole truth, nothing but the
truth, so help you, God?

Mr. GORDON. I do, sir.

Senator AKAKA. Thank you very much.

Let it be noted for the record that the witness answered in the
affirmative.

Before we start, I want you to know that your full written state-
ment will be made a part of the record, and I would also like to
remind you to please limit your oral remarks to 5 minutes.

Administrator Gordon, please proceed with your statement.
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TESTIMONY OF HON. DANIEL I. GORDON,! ADMINISTRATOR,
FEDERAL PROCUREMENT POLICY, OFFICE OF MANAGE-
MENT AND BUDGET

Mr. GORDON. Thank you, Chairman Akaka. Good morning.

Senator AKAKA. Good morning.

Mr. GORDON. I very much appreciate the opportunity to appear
before you this morning to discuss the rebalancing of the mix of
work performed by Federal employees and contractors.

As you know, last week, our office issued the final version of the
policy letter2 on the Performance of Inherently Governmental and
Critical Functions. That policy letter, and its issuance, is an impor-
tant milestone. It clarifies for the Federal agencies and for the pub-
lic how we are going to balance the capabilities and capacity of
Federal employees and the contractors who support us in our work.

This has been a long process, a very public and transparent proc-
ess, in which we received many comments, and the final issuance
of this policy letter fulfills the commitment by the President in
March 2009, in his Memorandum on Government contracting that
we need to clarify the line that has become blurred over the years
between work that can be contracted out and work, as you say, Mr.
Chairman, that needs to be reserved for performance by Federal
employees.

I cannot say that the new guidance dramatically changes the cur-
rent policy landscape, and in fact, the final version of our policy let-
ter largely tracks the draft, but there are several improvements
and changes that I would like to briefly highlight this morning be-
cause we think that those improvements should help the agencies
understand the proper role for Federal employees and for contrac-
tors in today’s world, which I should say is notably more complex
than when we last issued a policy letter almost 20 years.

I appreciate that this morning you are particularly interested in
the application of these policies to the Intelligence Community. As
I explained in my written statement, our work in the Office of Fed-
eral Procurement Policy is governmentwide procurement policy,
and consistent with that the policy letter takes a governmentwide
approach. That said, I will point out in my statement, now and in
response to questions, particular issues related to the Intelligence
Community. And, of course, we talked with agencies in the Intel-
ligence Community throughout the development of the policy letter.

We do think that the policy letter will serve the Intelligence
Community well as they work to strike the right balance between
the use of Federal employees and contractors.

That said, three points in brief:

First, the policy letter establishes a single standard definition of
what inherently governmental functions are. It adopts the statu-
tory definition from the Federal Activities Inventory Reform Act
(FAIR Act). We appreciate having that single definition will require
changes to the Federal Acquisition Regulation (FAR) and other doc-
uments, and we plan to proceed to do that expeditiously.

The policy letter goes beyond the definition though. It provides
criteria and tests and examples for agencies, not exhaustive lists

1The prepared statement of Mr. Gordon appears in the appendix on page 41.
2The policy letter referenced by Mr. Gordon appears in the appendix on page 83.
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because we appreciate that when we identify something as an in-
herently governmental activity it does not mean that things not on
the list can be performed by contractors. That is why we provide
the criteria and the tests.

We preserve in the policy letter what has been long established,
and that is that the direction and control of intelligence and coun-
terintelligence operations continues to be viewed as an inherently
governmental function.

The final version does address some other areas of particular im-
portance overseas, such as the use of contractors in security oper-
ations connected with combat, or potential combat.

Second, and perhaps most important, in the area of definitions,
the policy letter calls on agencies to identify their critical functions
and to assess whether they are unduly dependent on contractors in
those critical functions. We emphasize that agencies need to main-
tain control by Federal employees, of their mission and operations,
of particular relevance in the intelligence area.

And third, the policy letter lays out management responsibility
that agencies have to follow to ensure that the rebalancing is hap-
pening and that they are not unduly dependent on contractors.
That is important in the area of closely associated functions; that
is, functions closely associated with inherently governmental ones,
an important area in the Intelligence Community.

It is also important in the area of insourcing. We are very con-
cerned that insourcing not be taken, done, in a way that unduly
harms small businesses, and we provide guidance in that area.

I should say, Mr. Chairman, that we have worked with agencies,
including in the Intelligence Community, in my almost 2 years in
this position, and I think it is fair to say that the agencies, particu-
larly in the Intelligence Community, are already following the core
elements of the policy letter. We do not expect to see a widespread
shift away from contractors because of the issuance of the policy
letter. We do think that the policy letter will help agencies do a
better job in identifying if, and when, rebalancing is needed and to
take action if action is needed.

As I said, we will be working to implement areas of the policy
letter in the Federal Acquisition Regulation, and other documents
as we assess what training is needed and we help the agencies es-
tablish training, to be sure that the message gets out that we need
to be careful that we respect the line between work that can be
contracted out and work that needs to be reserved for performance
by Federal employees.

I very much appreciate your interest and the Subcommittee’s in-
terest, Mr. Chairman, in this important topic. We look forward to
working with the Subcommittee and with other Members of Con-
gress as we move forward.

This concludes my brief opening remarks. I would be honored to
answer any questions the Chairman may have.

Senator AKAKA. Thank you very much.

Administrator Gordon, as you know, part of the President’s plan
for economic growth and deficit reduction seeks to end the overpay-
ment of Federal contract executives. Of course, that is the latest
word.
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In justifying this proposal, he indicates that it is inappropriate
for taxpayers to fund Federal contractor salaries that are—and he
uses the word—multiples of what Federal employees are paid. The
proposal is expected to save $300 million annually.

Would you elaborate on this proposal and why the Administra-
tion supports it?

Mr. GORDON. With pleasure, Mr. Chairman.

As you know, in most cases, when the Federal Government buys
the way Americans buy in general; that is to say we pay fixed
prices.

However, in the government contractor arena, in a minority of
our purchases, we have a different arrangement and one that is
somewhat riskier for the government. In that minority of cases, we
reimburse contractors for their costs and then on top of reimburse-
ment we pay them a fee for their profit. In those cases, there is
concern about how much we are paying those contractors because,
obviously, if we reimburse someone their costs, just like if I were
to tell a plumber in my home, I will reimburse whatever your costs
are, they have no incentive to limit their costs.

And as a result, we have a number of statutory and regulatory
limits on how much we will reimburse. The general rule of thumb,
if you will, is reimbursement should not go beyond what is reason-
able. That is a general limit.

In the area of reimbursement for executives’ compensation, we
are usually talking about indirect costs pools. And without getting
into too many details, the bottom line is that Congress, a number
of years ago, established a cap on how much the government
should reimburse contractors for their executive compensation for
their five most highly paid executives.

Those caps used to be on the order of $200,000 or $300,000 a
year in terms of the compensation that we would be willing to com-
pensate, that we would be willing to pay the contractors for. Over
the years, the statutory formula that Congress crafted in the 1990s
has worked in a way that I do not think anybody anticipated so
that the cap has gone up dramatically by hundreds of thousands
of dollars and is now well over $600,000 a year.

It is that payment that strikes us as excessive. I do not think
anybody anticipated that the cap would go up so fast. And what we
are saying is in a time when we are limiting Federal employees’
salaries, and in fact, freezing Federal employees’ salaries, it seems
unreasonable to continue to dramatically increase the amount that
we compensate through the reimbursement process to contractors.

If the contractors want to pay their executives millions of dollars,
they are free to do that. We are saying we will only reimburse up
to this cap.

Senator AKAKA. Thank you, Administrator Gordon.

OFPP invited public comment on its draft policy guidance in
March 2010. A number of respondents, including 30,000 who
signed a form letter, argued that the list of examples of inherently
governmental functions was too narrow and should include more
functions, particularly involving intelligence. The final guidance
contains only one intelligence example, which is unchanged from
the draft.
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How did OFPP determine which functions to include and why did
you not expand examples related to intelligence?

Mr. GORDON. Thank you, Mr. Chairman.

As you say, we received a good number of comment letters. Many
of them were form letters, but we received 110 comment letters
that were not form letters. They addressed various issues from dif-
ferent aspects because, of course, this was a very public process.

In the area of intelligence, we actually received fairly few com-
ments. It is true that a few called for an expansion of the list of
inherently governmental functions. One area that they noted in
particular was interrogations, and we considered adding something
to the list of inherently governmental functions. Let me explain
why we decided not to add interrogation as an inherently govern-
mental function.

The fact is that Congress enacted legislation that generally bars,
in particular the Department of Defense (DOD), from using con-
tractors in certain interrogation functions. So to a certain extent,
the problem did not need to be addressed. But in addition, in that
prohibition Congress allowed the Secretary of Defense to waive the
restriction.

In our view, the very fact that the Secretary is allowed by statute
to waive the restriction suggests that Congress did not view the
function as inherently governmental per se because, of course, you
do not want to have a member of the Cabinet allowing inherently
governmental functions to be contracted out. As a result, we
thought it was wiser to leave the statutory scheme in place and not
change the list.

I will tell you, as I mentioned in my opening statement, we
worked very carefully and closely with both the intelligence agen-
cies and with the Department of Defense more generally, and I
think it is fair to say that they were very comfortable with the
guidance that we developed. I think that the management guidance
and the guidance in the area with respect to critical functions is
going to be particularly helpful in the Intelligence Community.

Senator AKAKA. Thank you.

Administrator Gordon, I am pleased that the Administration
issued the final policy guidance last week. How will you go about
educating both Federal employees and contractors about its con-
tents? And I am particularly interested about your outreach and
education efforts for the IC workforce.

Mr. GORDON. In everything that we do in the Office of Federal
Procurement Policy, Mr. Chairman, we work very closely with the
agencies across the Executive Branch, both in the Intelligence
Community and outside.

We have explicitly stated in the policy letter that every agency,
except for the very small ones, needs to identify one or more senior
officials who are going to be accountable for the implementation of
the policy letter, to us in the Office of Management and Budget.

We direct the agencies that they need to develop and maintain
internal procedures to be sure that the policy letter is imple-
mented.

We require them to review the guidance that they have at least
once every 2 years to be sure that they are acting appropriately.
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We tell the agencies that they need to ensure that their employ-
ees understand their responsibilities under the policy letter.

We require training no less than every 2 years to improve agency
employee’s awareness of their responsibilities.

And, we require management controls.

I should say that we will be working with the Defense Acquisi-
tion University and the Federal Acquisition Institute to be sure
that appropriate materials for training are developed government-
wide.

I would add, Mr. Chairman, that I think that the Intelligence
Community has been really ahead of the curve in these past sev-
eral years in being focused on the need to address rebalancing and
concern about excessive reliance on contractors so that in many
ways I think the Intelligence Community has been a role model in
terms of its sensitivity to the need to address overreliance on con-
tractors.

There is a limit to what I can say here in this open session, but
I know that you will have the opportunity later this morning to
hear from the leadership in the Intelligence Community, and you
will hear much more by way of specifics than I can disclose here,
about the progress that they are making.

Senator AKAKA. Thank you very much.

Administrator Gordon, as you know, the final policy guidance de-
fines critical functions as those functions necessary to an agency
being able to effectively perform and maintain control of its mission
and operations. What process should the IC use to determine
Wh;zther specific functions are critical as defined in the policy let-
ter?

Mr. GORDON. Mr. Chairman, again, I think in this area the Intel-
ligence Community has actually shown leadership that other agen-
cies can learn from. In particular, the Intelligence Community has
focused on the need to have an inventory of contractors, what the
contractors do, and the many other agencies across the Department
of Defense and in the civilian agencies actually are struggling to
put together an inventory of their service contractors that is as
comprehensive and as thoughtful as what has been created within
the Intelligence Community.

The term, “critical function”, may be a relatively new term for
the Intelligence Community, but I think that what they have been
looking at, when they look at core contract personnel, very much
overlaps the idea of critical functions and the idea of functions that
are closely associated with inherently governmental ones.

So I think that the agencies in the Intelligence Community and
elsewhere need to focus on what are their critical functions, and in
those critical functions they need to do an assessment, as I think
the Intelligence Community has been doing now for several years,
about whether Federal employees are present in sufficient num-
bers, with sufficient capabilities, to maintain control of the agen-
cies’ mission and operations.

Senator AKAKA. I see. Well, I want to thank you very much, Ad-
ministrator Gordon, and commend you for what you have been
doing and the progress that has been made. But we needed to high-
light some of these things so that we can see what actually is hap-
pening.
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So do you have further comments?

Mr. GORDON. If I could, Mr. Chairman, I would say that I think
that your commitment to this issue and the Subcommittee’s inter-
est in the issue are particularly timely today.

I think that your commitment will be tested in the months to
come because there are those who, I think in a myopic way, focus
on reducing the size of the Federal Government and what they
really mean is reducing the size of the Federal workforce.

The fact is in the Intelligence Community, as in other agencies,
the Federal Government has important tasks that need to be done.
And if arbitrary reductions in the size of the Federal workforce are
put in place, we could have a situation, as we have unfortunately
seen in the past, where agencies turn in an unjustified and
unthoughtful way to contractors to do work that, on reflection, the
agencies recognize should be done by Federal employees, so that
your vigilance in thinking about and preserving the appropriate
balance between work done by Federal employees and by contrac-
tors, I think, will be tested in the months to come. And I very much
apprei;:iate your commitment to ensuring that the right balance is
struck.

Thank you, Mr. Chairman.

Senator AKAKA. Thank you very much, Administrator Gordon.
You are correct when you say that it is timely. And with the situa-
tion our country is in economically, we need to do this throughout
the system really, not only with the IC, and see what we can do
in helping our country.

Mr. GORDON. Thank you, Mr. Chairman.

Senator AKAKA. So I want to thank you so much for your testi-
mony and your responses. It will be helpful because I know you un-
derstand that we are doing this to try to work together to improve
the systems that we have in place. And, of course, intelligence is
one of the areas that is so important to our Nation, and we need
to have it work well, as well as sustain it the best that we can, and
we need to work together to do this.

So I thank you so much for your work.

Mr. GORDON. Thank you sir.

Senator AKAKA. Thank you.

So let me ask the second panel to please come forward.

I want to welcome Charles E. Allen who is the Senior Intel-
ligence Advisor, Intelligence and National Security Alliance, Dr.
Mark M. Lowenthal who is President and CEO of the Intelligence
and Security Academy, Scott H. Amey, General Counsel of the
Project on Government Oversight, and Joshua Foust, a Fellow at
the American Security Project.

As you know, it is the custom of this Subcommittee to swear in
i9;11 xévitnesses. So I would ask you to stand and raise your right

ands.

Do you swear that the testimony you are about to give the Sub-
committee is the truth and nothing but the truth, so help you, God?

Mr. ALLEN. I do.

Dr. LOWENTHAL. I do.

Mr. AMEY. I do.

Mr. Fousr. I do.

Senator AKAKA. Thank you.
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Let it be noted for the record that the witnesses answered in the
affirmative.

Before we start, I want to again remind you that your full writ-
ten statements will be included in the record, and we ask you to
please limit your oral remarks to 5 minutes.

So, Mr. Allen, will you please proceed with your statement.

TESTIMONY OF HON. CHARLES E. ALLEN,! SENIOR INTEL-
LIGENCE ADVISOR, INTELLIGENCE AND NATIONAL SECU-
RITY ALLIANCE.

Mr. ALLEN. Thank you, Mr. Chairman. It is a pleasure to be here
and to have the opportunity to speak on this very vital subject.

As you indicated, I am representing the Intelligence and Na-
tional Security Alliance (INSA). INSA is a small nonprofit organi-
zation that serves as a forum where individuals from the public,
private, and academic sectors associated with intelligence and na-
tional security communities can come together to discuss issues of
common concern and offer suggestions to policymakers.

Most recently, INSA has published papers on cyber intelligence,
homeland security intelligence, organizational conflict of interest
and recommendations for smart reductions for the Intelligence
Community in the current challenging fiscal environment. We will
soon publish a paper on improving the security clearance process
for contractors.

INSA tries to represent the best interests and concerns of both
public and private sectors, and I believe we can provide you a
unique perspective on the topic of Intelligence Community contrac-
tors.

I have been associated with the Intelligence Community for over
50 years. I joined the CIA in 1958 and served there 47 years. I was
the Under Secretary for Homeland Security for Intelligence and
Analysis from 2005 to 2008.

In many of these assignments, particularly when we were trying
to develop new organizations and capabilities to confront new
threats, we would inevitably be faced with a dilemma, that we
needed an individual with a certain skill or talent that was not
readily available within the organization, for example, unique for-
eign language skills or unconventional information technology
skills. Often, the best solution in those circumstances was enter
into a contract with a trusted private company which could provide
such a skill set in short term.

In earlier days, the numbers were small. In recent years, because
of the complex asymmetric threat of terrorism, these numbers have
grown substantially, and finding the right balance of government
workers supported by qualified contractors with unique skill sets
has become increasingly complex.

It was a good thing and very timely that the Office of Federal
Procurement Policy finalized the policy letter on “Performance of
Inherently Governmental and Critical Functions” last week. While
the Intelligence Community has been carefully following interim
guidance issued in March 2010, publication of this definitive policy
sends a clear message regarding the importance of the topic.

1The prepared statement of Mr. Allen appears in the appendix on page 47.
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The policy letter does a good job of outlining what constitutes “in-
herently governmental” and what constitutes “critical functions”,
and provides the guidance the Intelligence Community needs to en-
sure that functions that are intimately related to the public inter-
est are performed only by Federal employees.

Requiring Intelligence Community agencies to carefully prioritize
critical functions and judiciously maintain management, oversight,
and control of those functions ensures that the agencies operate ef-
fectively and maintains control of their missions and operations,
but it gives them the flexibility to find the right Federal employee/
contractor balance when very unique skills may be required to per-
form the critical function.

I do believe that Intelligence Community agencies have dramati-
cally improved management of the contractor workforce as part of
the strategic workforce planning efforts that the Director of Na-
tional Intelligence requires.

When I was the Under Secretary for Intelligence and Analysis at
the Department of Homeland Security (DHS), I did not ask if the
intelligence products or inputs were developed by a contractor or
by government employees, but I knew I had put in proper safe-
guards to ensure that priorities and final analytic judgments—in-
herently governmental functions in my estimation—were the ulti-
mate responsibility of Federal employees. That said, from my per-
spective, contractors were part of the team and they were held to
the same standard as other government employees on my staff.

The Intelligence Community has a lot of experience in lessons
learned, managing the contractor workforce, particularly over the
last 10 years when the need for manpower and expertise increased
exponentially, then the Intelligence Community had little choice
initially, than to seek immediate support from qualified, trusted
companies in the private sector.

In your letter of invitation, you asked me to comment on how the
Intelligence Community addresses organizational conflict of inter-
est (OCI). The potential for OCI is always there and there must be
management procedures to safeguard against any such conflict.

We did a study at INSA earlier this year and could not come
across a single instance of an IC contractor intentionally playing
the role of a bad actor in any Intelligence Community activity.

The study also found that each Intelligence Community agency
had its own policy with regard to OCI and that these policies were
not always consistent. We recommended that the Director of Na-
tional Intelligence should provide policy guidance to create some
level of consistency on the issue of OCI.

With regard to hiring, training and retention challenges in bal-
ancing the Intelligence Community, they differ little from the chal-
lenges facing the Federal Government writ large. The IC has a
large portion of its workforce nearing retirement, and replacing
such expertise will be a challenge because of a gap in the mid-ca-
reer population created by the hiring freezes in the 1990s, pre-Sep-
tember 11. Conversely, well over 50 percent of the workforce has
been hired since September 11, 2001. These demographics would
suggest that the Intelligence Community continue to rely on con-
tractors for certain skills, at least until these challenging demo-
graphics moderate themselves over time.
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I will stop there and look forward to your questions, Mr. Chair-
man.

Senator AKAKA. Thank you very much, Mr. Allen.

Mr. Lowenthal, will you please proceed with your testimony?

TESTIMONY OF MARK M. LOWENTHAL,! PH.D., PRESIDENT
AND CEO, THE INTELLIGENCE AND SECURITY ACADEMY, LLC

Dr. LOWENTHAL. Thank you, Mr. Chairman. Thank you for the
opportunity to appear today.

I spent 25 years in Federal service. During my last tour in 2002
to 2005, I was the Assistant Director of Central Intelligence for
Analysis and Production, which was the third highest ranking posi-
tion in the Intelligence Community. And I would note that half of
my staff were made up of contractors, and their services were vital
to me and vital to the mission that Director George Tenet had
given to me. Since then, I have been a contractor. I was also a con-
tractor from 1997 to 2002. So I have seen this from both sides. I
was also the Staff Director of the House Intelligence Committee. So
I have also seen this from the congressional perspective.

The question that is posed in the title of the hearing is one of
balance. Let me suggest another way of looking at this. Instead of
balance and ratios, I think we should be asking ourselves what is
the most efficient, most cost effective way of getting the necessary
jobs done. And it is not necessarily a balance and ratio answer.

Your letter asked me to comment on four questions, and I will
do that briefly. Regarding the OFPP letter, I think that the letter
has done a very good job, as Mr. Allen just said, in defining inher-
ently governmental functions. I think their lists in the letter and
in Appendix A make sense and are fairly easy to follow and should
be implemented. And the Intelligence Community is pretty much
doing that as far as I can tell.

I have some issues with Appendix B, which is functions closely
associated with the performance of inherently governmental func-
tions because several items on that list strike me as being areas
where you could have a contractor do good work.

I come to this conclusion based on my own experience as the As-
sistant Director because two of our major initiatives that we under-
took—the National Intelligence Priorities Framework (NIPF) and
the Analytic Resources Catalog (ARC), both of which we built to
manage the Intelligence Community under President George Bush
and which President Barack Obama continues to use to manage
the community—were built with major inputs from contractors,
and their work was the highest quality. It was highly objective, and
it was absolutely necessary. And we could not have put in place
these major programs without contractor support.

Second was the question of how we assess the value of contrac-
tors. I think we have to recognize why contractors get hired. It is
the budget you get. If the budget says you can hire so many full-
time employees and so much money for contracting, there is your
answer. Agencies will spend the money they get in the lanes in
which they get it, but they do not have a lot of say about the alloca-
tions once Congress produces a budget and the President signs it.

1The prepared statement of Dr. Lowenthal appears in the appendix on page 52.
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We seem to be going through a series of fashions regarding con-
tractors. In the 1990s, it was generally assumed that contractors
were cheaper than Federal employees because you could terminate
a contract at will and you were not committed to their health care
and to their pension costs, and therefore, contractors were cheaper.
Now everybody knows that contractors load their rates because
they are paying for health care and pensions costs. So it was prob-
ably a null set, but we tended to hire more contractors.

At the same time, the intelligence budget in the 1990s was flat,
and so the shortfall in personnel was made up for by hiring con-
tractors. Then, after we were attacked in 2001 and it was nec-
essary to ramp up our skill set quickly, we turned back to contrac-
tors again because that is where the relevant talent was. So we
sort of have this up and down, back and forth fashion.

The third issue is the question of how we manage and oversee
Intelligence Community contractors. The vital issue here, the major
difference in intelligence contractors and the Department of De-
fense contractors is the issue of getting security clearances. You
have to have a clearance to be a contractor in those areas.

The letter inviting me to testify, in your opening statement,
made reference to the Washington Post series on the use of contrac-
tors. I would tell you, sir, that most of my professional colleagues
found that series to be hyperbolic in tone and highly subjective and
not terribly informative.

Yes, there are a lot of contractors with clearances, but the reason
you get clearance is because the government tells you in order to
work on this contract you need cleared employees. It is not our
idea. I assure you it would be easier to run my firm if I did not
have to have clearance requirements.

This leads to two interesting side effects. One you have already
noted is rating Federal employees to hire as contractors. You made
reference to General Hayden’s one year cooling off period. I think
his rule is a very sensible rule, and I think that would be a good
rule to put across the Intelligence Community.

Second, it creates competition among contractors to acquire other
firms not so much for the work they have but to pick up a lot of
people who are cleared.

And so, the requirement for cleared employees has an interesting
side effect.

Finally, there is the issue of the balance of the workforce. The
demographics of our analytic workforce are very disturbing in my
view, as somebody who used to manage the workforce. The budget
was flat in the 1990s, and as Director Tenet pointed out several
times, we lost the equivalent of 23,000 positions across the Intel-
ligence Community, either people who were never hired or people
who were not backfilled when they left. And so, the net result is
a huge loss in manpower.

Then, after we were attacked in 2001, we started hiring a lot of
new people. So if you look across the 16 agencies, 50 percent of the
analytic workforce has less than 5 years of experience. So we prob-
ably have the least experienced analytic workforce that we have
had since 1947 when we first created the community.
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And so, the way that we have made up for this is to hire contrac-
tors because the contractors, the people who left the community,
were the people who had the residual expertise.

And this demographic is going to play out for several years to
come, and so the demographics on the analytic side are a little bit
scary, if you will.

I have in my prepared statement some other ideas I think the
Subcommittee should look at. In the interest of time, I will skip
over those.

I will just close with what I said at the beginning. I do not think
it is so much a question of balance and ratio. I think it is a ques-
tion of what is the best way to get the job done, and I think there
are lots of alternatives. And it has to be, I think, a case-by-case
kind of issue.

Thank you, Mr. Chairman.

Senator AKAKA. Thank you very much, Dr. Lowenthal.

Mr. Amey, will you please proceed with your testimony?

TESTIMONY OF SCOTT H. AMEY,! GENERAL COUNSEL,
PROJECT ON GOVERNMENT OVERSIGHT.

Mr. AMEY. Good morning. I want to thank Chairman Akaka and
the Subcommittee for asking the Project on Government Oversight
to testify today.

In light of today’s hearing, the Members of this Subcommittee
should be asking what intelligence services are we buying and
whether we have the appropriate balance of Federal and contractor
employees supporting the IC.

I am typically able to provide a general assessment of an agen-
cy’s contracting portfolio because the public has access to basic in-
formation via the Web. However, in the case of the IC, the doors
to such data are closed. For example, missions, contract awards,
dollar amounts, and the number of contractor personnel are classi-
fied and therefore not publicly available.

Data had been made available in the mid-2000s with an inven-
tory of IC core contractor personnel which documented that the
IC’s budget was roughly $42 billion, approximately 70 percent of
the IC budget was spent on contracts and that the government
workforce was approximately $100,000, and contractors comprised
approximately 28 percent of the total IC workforce.

Based on the public release of the overall intelligence appropria-
tions request earlier this year for $55 billion, it does not look like
much has changed. POGO is concerned that despite some addi-
tional disclosures prompted by previous calls by Congress and the
Intelligence Community Directive 612, little has changed over the
years.

For example, a 2009 report by the Senate Select Committee on
Intelligence stated that it was trying to enhance personnel manage-
ment authority, improve IC personnel planning, account for the
number and use of the growing number of contractors and replace
contractors with Federal employees. The increased cost due to reli-
ance on contractors was also cited in that report.

1The prepared statement of Mr. Amey appears in the appendix on page 59.

14:32 May 17,2012 Jkt 072480 PO 00000 Frm 00017 Fmt6633 Sfmt6633 P:\DOCS\72480.TXT JOYCE



H605-41331-79W7 with DISTILLER

VerDate Nov 24 2008

14

However, last week, Senator Feinstein raised IC concerns at a
joint hearing of the Senate and House Select Committees on Intel-
ligence. The Senator raised concerns about the continued high use
of contractors, the use of IC contractors for inherently govern-
mental functions that should be performed by government employ-
ees and the high cost of using contractors.

Those are separated by approximately 2 years but sound very
similar.

Earlier this month, DOD released a report about its fiscal year
2010 insourcing actions. Intelligence work involved about 1 percent
of the jobs insourced by DOD. Not surprising, the rational for
insourcing those 170 intelligence jobs was cost 64 percent of the
time, inherently governmental functions 16 percent of the time and
closely associated functions about 9 percent of the time.

The cost of hiring contractors has been raised before by the gov-
ernment, and in POGO’s most recent report called “Bad Business:
Billions of Taxpayer Dollars Wasted on Hiring Contractors,” many
of the job classifications POGO analyzed are typically characterized
as commercial services that can be found in the Yellow Pages.

However, with respect to the subject of today’s hearing, it is
worth pointing out that in 2008 the government outsourced ap-
proximately 28 percent of its intelligence workforce and paid con-
tractors 1.6 times what it cost to have that work performed by gov-
ernment employees. The ratio was $207,000 annually for a con-
tractor employee versus $125,000 for a Federal employee.

POGO’s analysis supported those findings. POGO analyzed the
costs associated with outsourcing language specialists, which are
frequently used to perform intelligence functions, and found that
contractors may be billing the government on average $211,000 per
year, more than 1.9 times the $110,000 per year the government
compensates a Federal employee.

Outsourcing work to Federal contractors is premised on the the-
ory that it provides flexibility to the government to meet its needs.
That may be true in certain circumstances, but outsourcing work,
especially in certain sensitive program areas, may actually cost the
government because you have to remember government employees,
unlike contractors, can perform both inherently governmental func-
tions as well as noninherently governmental functions.

The government might be more flexible to adapt to changing poli-
cies, missions, and intelligence operations if we did not have to
worry about its contractors staying in inherently governmental
work. We do not want contractors and contracting officers bickering
in the field over what is or is not an inherently governmental func-
tion, and taxpayers should not have to pay for the additional ex-
pense to supplement the contractor workforce every time work
treads close to the inherently governmental function line.

POGO recommends that IC agencies and Congress conduct as-
sessments of IC service contracts in order to gain a better under-
standing of the type of services procured, the total dollars awarded,
and to compare the cost of using Federal employees as compared
to contractors. To the extent possible, these assessments should be
made publicly available.

I would also urge all IC agencies to review the Office of Federal
Procurement’s new guidance on work reserved for government em-
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ployees to ensure that contractors are not performing inherently
governmental functions.

Finally, I would urge the Senate to consider not imposing IC full-
time equivalent (FTE) ceilings. Such restrictions prevent the gov-
ernment from operating at optimal efficiency and flexibility, and in
the long run might result in increased costs for agencies and tax-
payers.

Thank you for inviting me to testify today. I look forward to an-
swering any questions and working with the Subcommittee to fur-
ther explore how intelligence contracting can be improved.

Senator AKAKA. Thank you very much, Mr. Amey, for your testi-
mony.

Mr. Foust, will you please continue with your testimony?

TESTIMONY OF JOSHUA FOUST,! FELLOW, AMERICAN
SECURITY PROJECT

Mr. FousT. Chairman Akaka, thank you very much for inviting
me here this morning.

So there is very broad public agreement that the government
must take measures to respond to the explosive growth of con-
tracting in the IC. Now the government tends to contract out serv-
ices when it does not have employees with the skill set to perform
a given function, like building a drone, understanding a certain
piece of information that has come in, or so on.

But this public consensus that contracting needs to be curtailed
is based on some, I think, faulty assumptions. One of them is that
the industry of contracting has grown beyond anyone’s ability to
control it, that it results in widespread fraud, waste, and abuse,
and that the fundamental nature of contracting itself presents ana-
lysts, agents, and officers of the Intelligence Community with ir-
reconcilable conflicts of interest.

I think these are actually the wrong issues to be focusing on be-
cause they do not address the real problems that plague the IC’s
reliance on contractors. The biggest problem facing the IC con-
tracting industry is not that some contractors might abuse the sys-
tem but rather that the government has designed a system that
can encourage abuse.

Missing in the public examination of the IC contracting industry
is the role that the government itself plays. Ultimately, the govern-
ment is responsible for the conduct of the companies that it hires
to perform functions. While any violations of rules that are already
in place merit investigation and prosecution, contractor behavior
commonly labeled as misconduct is really perfectly legal and within
the bounds of the contract agreements that companies sign with
their government clients.

The current state of contracting within the IC is incoherent.
There is broad confusion about the nature of what are appropriate
government roles and contractor roles, along with inconsistent ac-
countability and poor resourcing for accountability mechanisms.
Contracts are often worded vaguely or incompletely, and with ever-
changing requirements, deliverables, and performance metrics, all
of which are supposed to catalogue and record how a company ful-

1The prepared statement of Mr. Foust appears in the appendix on page 65.
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fills a contract. They create an environment rife for exploitation by
companies seeking to extract revenue from the process.

Every contract that the government issues for a company to per-
form work is defined by a Statement of Work (SOW). This is a doc-
ument that defines the parameters of the work the contractor will
perform, including a description of the project, expected duties the
contractor must fulfill, and the outputs and metrics by which per-
formance will be measured. These are often poorly written, kept in-
tentionally vague and wind up not actually addressing the stated
intent of the contracts.

As one example, every statement of work I've had to either ad-
minister, edit, review, or write has stated as a basic metric of per-
formance the number of employees the contractor should hire. That
is the basic means by which the government measures the contrac-
tor’s performance is based first and foremost on the number of peo-
ple hired to work on the contract. This has two serious con-
sequences that affect the contracting environment. It removes the
distinction between the employees that would make work products
better, and it confuses the number of employees with contract per-
formance.

This bizarre system of hiring intelligence contractors is born
from several interdependent processes that I go into more detail in
my written testimony.

But there is a very real distinction between the qualifications
and credentials that are put in place to hire contractors to perform
work. Often, a high level clearance is mistaken as qualification to
perform a given type of work, which leads to questionable product
outcomes and questionable program outcomes.

Furthermore, poorly worded SOWs can place contractors in posi-
tions that introduce potential conflicts of interest. This can include
hiring contractors to work in a government facility security office
which puts them in charge of reading on competitor contracts,
which is also a situation I have encountered while working in the
Intelligence Community.

The SOW system is also unclear on what constitutes deliverable
and contractor outcomes. This makes it difficult for the government
to control costs, measure outputs, and measure if the contractors
are performing the terms of their contracts in a reasonable way.

It also misidentifies what outcomes really are. Simply sitting in
a chair and turning out reports might be an outcome the govern-
ment desires, but absent measuring the context of those reports
and the value that the contractors provide the government, it is dif-
ficult to say for certain that the contracted tasks actually help the
government function.

The broader question of what constitutes an inherently govern-
mental function is slightly beyond my perspective and authori
tativeness. I do not have direct experience that would give me an
authoritative stance on functions that should never be performed
by a civilian contractor, but I have encountered situations in which
contractors are put in charge of life and death decisions, either in
targeting analysis shops, running drones programs, and similar sit-
uations. This makes me deeply uncomfortable, and I would be more
comfortable seeing employees that have taken an oath on the Con-
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stitution making life and death decisions in the Intelligence Com-
munity.

However, many of the problems that exist within the IC con-
tracting industry begin with the government lacking the knowledge
and means to design and manage its contracts. Rather than focus-
ing on the numbers and balance of the contracted workforce, it
would be better to examine the broader systemic issues that re-
quire the use of contractors in the first place. By fixing the need
for contractors and by making the process of contracting both more
transparent and more accountable, many, if not most, issues of bal-
ancing contractor and government employees will resolve them-
selves.

Thank you, Senator, and I look forward to your questions.

Senator AKAKA. Thank you very much, Mr. Foust, for your testi-
mony.

Dr. Lowenthal, Mr. Foust’s testimony indicated that he believes
there is broad confusion about which roles should and should not
be filled by contractors within the IC. During your time at CIA,
was there a clear understanding of what roles should be reserved
for Federal employees?

Dr. LOWENTHAL. Mr. Chairman, as I said, when I was the Assist-
ant Director, half of my staff were made up of contractors predomi-
nantly from one federally funded research development center
(FFRDC) and from two private sector firms, and I do not think
anybody in my office had any confusion about what they could and
could not do, or I do not think any of my government employees
had any confusion about what they could ask contractors to do.

They could not monitor other contracts. They could not be in-
volved in solicitations. They could not be involved in acquisitions.

Beyond those sorts of common-sense rules though, I used them
as an integral part of my staff. I had them manage planning
projects for me. As I said, I had them help create the priorities
framework that is used by the President. I had them run investiga-
tions for me. I had them help set up meetings and represent me
at meetings, all of which seemed to be within bounds.

So I think it is generally understood, at least within the Intel-
ligence Community as I saw it, what contractors could and could
not do. And I never saw any confusion on the part of my contrac-
tors, and I never had a situation where I felt a contractor had got-
ten out of his or her lane either.

They pretty much understood why they were there and what
they had been hired to do in support of my office, and so I just did
not see it as a problem, sir.

Senator AKAKA. Mr. Allen.

Mr. ALLEN. Yes, Mr. Chairman, we are talking here about what
we call core contractors, not those that build satellites or do high
end, exquisite, exotic engineering, and scientific work for the Intel-
ligence Community, or the ones that do the support services be-
cause we do contract for heating and air conditioning and for mow-
ing the lawn. But we are talking here about those who are working
in a more integrated fashion, as Dr. Lowenthal just described, with
the government employees.

From my perspective, when I was the Assistant Director of Cen-
tral Intelligence for Collection where I had a social and environ-
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mental impact assessment (SEIA) of contractor support, and when
I was the Under Secretary at Homeland Security it was very clear
that the government was in charge and the government made the
final decisions.

The government makes decisions relating to achievable intel-
ligence. Life and death decisions are not made by contractors. That,
I can assure you. I know that from personal experience, having
worked at the Central Intelligence Agency most of my life.

I believe that we are getting much better. I believe that the guid-
ance that has come from the Director of National Intelligence, look-
ing hard at the core contractors, this middle band that we are talk-
ing about. I think we are looking at what is inherently govern-
mental and what is not.

And where we need the expertise—unique expertise, surge exper-
tise, short-term expertise of core contractors, I think it is spelled
out more clearly. Admiral Dennis Blair, when he was Director of
National Intelligence, signed Intelligence Community Directive 612
which spells out very clearly the responsibilities of core contractors.

Senator AKAKA. Mr. Foust.

Mr. FousT. Thank you, Senator.

So I should probably clarify that my experience in the Intel-
ligence Community has not been as a part of the Central Intel-
ligence Agency. I have worked for the Defense Intelligence Agency,
other military intelligence agencies and organizations. So it is pos-
sible that there is a difference of experience between civilian and
military intelligence agencies.

However, I can say that within the military Intelligence Commu-
nity there are contractors who are in charge of selecting targets for
assassination in Iraq and Afghanistan. There are also contractors
who are put in charge of functions that we would ordinarily con-
sider sensitive. So I do not have any knowledge as to whether or
not this happens in a civilian agency, but within the military com-
munity it has happened in the recent past.

At the same time, I think when we are looking at this question
of whether or not the government has a good handle on it, this
comes back to what I write in my written testimony about how
good program design and good management will naturally resolve
the question of whether or not contractors are being used properly.

I have worked on projects where there was a good government
manager, and that government manager kept contractors in their
lane. There was no confusion about roles, duties, and people did
not step out of their line.

I have also worked at projects where that has not been the case.
And if government management is either not properly trained or
if the contracting officer representative (COR) who is in charge of
administering the contract and interacting with the contractor pro-
gram manager is not properly trained, resourced, or given the man-
date to their job, there can be serious problems of either contractor
overstep or contractor misconduct.

And I want to make clear that when I call these things mis-
conduct or overstep I do not mean to imply that there is any mali-
ciousness on the intent of the contractor. Like everyone else on this
panel, I have never encountered a contractor or a contractor man-
ager or executive who behaves mendaciously or I think has any-
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one’s worst interests at heart. Rather, the system itself encourages
conduct that we would consider to be unacceptable. I think this is
unintentional and a consequence of design rather than malice.

Senator AKAKA. Thank you Mr. Foust.

Mr. Allen, there are governmentwide problems with having
enough acquisition professionals with the right training

Mr. ALLEN. Yes.

Senator AKAKA [continuing]. To clearly define contracting re-
quirements and performance metrics from the outset and to effec-
tively oversee them. This can lead to, of course, cost overruns and
poor outcomes. The need to rapidly expand intelligence activities
after the September 11, 2001 terrorist attacks, of course, worsened
this problem within the IC.

What should be done to enhance government contract manage-
ment to improve outcomes?

Mr. ALLEN. I think, Mr. Chairman, you put your finger on a
problem.

I think in the cold war we had wonderfully experienced acquisi-
tion experts, contracting officers who were deeply experienced, con-
tracting officers, technical representatives that helped manage and
control that. We had the drawdown. We grew exponentially after
September 11, 2001. We really have yet to develop, I think, the
richness of experienced contracting officer’s technical representa-
tives (COTRs).

In acquisition, my view is that there needs to be a lot more em-
phasis on this. I see it at the National Reconnaissance Office where
General Bruce Carlson, I think, is improving the whole acquisition
process. He has had six highly successful launches with great, ex-
quisite payloads and space that are operating absolutely and com-
pletely effectively.

My view is that it is going to take time. We have management
schools that can build this. We are building it now. The Director
of National Intelligence, General James Clapper, understands that
this is a deficiency, but we are working to get it better.

My view is that we are not quite there yet. We need to continue
to improve that area.

Senator AKAKA. Thank you very much.

Mr. Foust, your written testimony discussed flawed IC con-
tracting practices such as shortfalls in contract statements of work
and performance metrics. Would you elaborate on what the IC
must do to address these problems, including whether the ODNI
should be responsible for setting better contracting standards
across all IC elements?

Mr. FousT Yes, Senator. So there is a need to keep statements
of work for contracts, to a certain degree, flexible so that contrac-
tors can respond to what their government clients want them to do
in the future.

The shortfalls that I highlight in my written testimony come
down to situations where that flexibility, I think, ended up being
taken a couple of steps too far. The most obvious one that we have
already mentioned earlier today has been the use of contractors in
interrogation, in particular, contractors running interrogation at
Abu Ghraib. They were originally hired on an information tech-
nology (IT) support contract for the U.S. Army and wound up doing
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detainee interrogations in Iraq. I think that is a very obvious ex-
ample of taking vaguely worded statements of work and just abus-
ing the process.

A more common use involves what could be more charitably
called mission creep, at least within the analytic community. So
that involves hiring a contractor to perform work on a given topic
and then along the way the government realizing that they want
to have expertise or analysis performed on another topic and using
a phrase like “other functions as assigned” to then require the con-
tractor to hire new people to perform another job function that was
not contained in either the original request for proposals or the
statement of work as written.

As far as fixing this, from the government’s perspective, I think
there is a lot of room to tighten up contract language. One of the
processes that I discuss in my written testimony comes down to
measuring what actual project outcomes are, what you intend this
project to do.

This is not a problem that I think would be limited simply to
contractors. I think it gets at a broader systemic issue of poor
project design and a lack of strategic thinking in terms of what
?peciﬁc agencies and then branches within agencies want to per-
orm.

There are some job functions like simply maintaining awareness,
or understanding message traffic or information coming out of an
area, that you cannot really put metrics on. There is no way to
measure whether what you are doing is really going to meet some
objective or not because you may not know what that objective is.

But I think that is when it starts to clarify the question of
whether it is appropriate to be having contractors performing inde-
finable tasks with uncertain outcomes. I think that is a situation
that implies a certain permanence to the function, in which case
it would make sense to be assigning permanent Federal employees
to be performing it rather than temporary contractors.

Beyond that, I mean there have been a couple of mentions here
that there is a lot of case-by-case examples that need to be taken,
and I think maintaining that flexibility is important because every
intelligence function is not the same. And instituting community-
wide guidelines for how to tighten up statements of work could be
really difficult without getting into an expansive bible of regula-
tions about how to make it work.

Senator AKAKA. Thank you. Mr Amey.

Mr. AMEY. If T may, I think your last two questions to the panel
are related. You are going to make mistakes in the process if you
do not have the adequate number of acquisition personnel that are
able to oversee the large amount of contracts. This is not just in
the IC community. This is in the government overall. We have seen
a dramatic increase in contract spending. Especially service con-
tract spending now makes up the bulk of the contract dollars that
we award each year. And therefore, if we are operating under a
quantity rather than a quality policy directive, then at that point
we are prone to make mistakes. And so, that is where enhancing
the acquisition workforce, getting them better trained will also help
in better requirements definition, better programs, better market
research. Unfortunately, I think we have been just in a position
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where we have to award contracts as quickly as possible, that we
have made mistakes which will lead to waste, fraud, or abuse.

Dr. LOWENTHAL. Mr. Chairman, may I?

Senator AKAKA. Dr. Lowenthal.

Dr. LOWENTHAL. If I just can comment on something Mr. Foust
said, certainly, when you are hiring contractors to support your
analysis, which is something I know fairly well, you need a certain
amount of flexibility because you really do not know what you are
going to be analyzing next beyond a couple of easy guesses. I man-
aged the President’s intelligence priorities for 3 years, and one of
the hardest things about that is trying to forecast 6 months out,
where do I need my next set of analysts.

To give you an easy example, if I was still managing the system
in December 2010, I would not have assigned an awful lot of ana-
lysts to Tunisia. I think I might have assigned an analyst to watch
Tunisia while watching Algeria and Libya. In January, I would
have had a whole bunch of analysts watching Tunisia.

Certainly, when you are managing the analytical system or the
collection system that Mr. Allen used to manage, you need a cer-
tain amount of inherent flexibility. The world is nonlinear because
of the crises that we all deal with. But in the Intelligence Commu-
nity, you are supposed to anticipate those. So if you have a work-
force that is stuck in certain lanes in analysis and collection, you
are not going to have the flexibility to respond to the needs of pol-
icymakers in the time that you need them.

Senator AKAKA. Thank you.

Dr. Lowenthal, your written testimony discuss how the IC Fed-
eral workforce is fairly young and inexperienced relative to the con-
tractors that they oversee. How does that dynamic impact the abil-
ity of the Federal IC workforce to appropriately oversee the con-
tractor workforce?

Dr. LOWENTHAL. I think we actually have three different popu-
lations operating simultaneously.

The workforce, the young workforce that I mentioned and that
you just referenced, tend to be younger analysts who are not doing
contract supervision. They are working as analysts. The problem is
that across the community—CIA, the Defense Intelligence Agency
(DIA), the National Security Agency (NSA), DHS—there are too
many of them, not that we want to get rid of them, but we hired
so many of them after the shortfalls in personnel in the 1990s that
the demographic is skewed.

So we have former IC employees coming in as contractors, but
they tend to be supervised by middle level people who are more ex-
perienced than the young analysts.

I do not think there is a problem in supervising the contractors.
That tends not to be done by the young analysts. The problem with
the young analysts is simply the fact that they just do not have a
lot of experience and they are there in much larger numbers than
anything we have seen in the preceding 50 years.

But I think in terms of managing the contractors, that is hap-
pening at a level above those new analysts, and so I do not perceive
that as a problem, sir.

Mr. ALLEN. Mr. Chairman, I would just like to comment on that
as well.
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Senator AKAKA. Mr. Allen.

Mr. ALLEN. I agree totally with Dr. Lowenthal on the issue.
When I came to the Department of Homeland Security, I had a
contractor population analytically of about 60 percent, government
about 40 percent.

We started changing that ratio. I talked to Congressman Thomp-
son and Congressman King on this issue, and I said we are going
to correct this. We changed it over 3 years. Today, my successor
now has it at about 60 percent government, 40 percent contractor,
and she is well on her way to becoming 70-30.

So it was a matter of we brought in a lot of experience, former
agency, CIA and other officers who mentored those young analysts,
but the decisions were always in the hands of the Federal Govern-
ment. They were always my decisions or my deputy’s decisions, on
any product that we produced.

Senator AKAKA. Thank you very much.

Mr. Amey, your statement recommends that Congress remove
ceilings limiting on how many Federal employees an agency can
hire. In this budget environment, some might view this as a green
light to grow the size and cost of government. Would you discuss
how removing these ceilings could actually lead to reduced costs
and more efficient government?

Mr. AMEY. Certainly, Mr. Chairman. I think, as Dr. Lowenthal
had mentioned, this is not about ratios. It really is about effi-
ciencies and providing an effective government.

So with that point, if we have a workforce that is in the IC and
we have an office that is 10 percent government employees but we
have to supplement them with 40 percent contractor employees, we
have a total workforce of 50 percent. We need to reconsider that
number and see if there are cost efficiencies, that we do not need
pqu‘_centially 40 percent IC contractor employees supplementing that
office.

We are spending the money somewhere. It is not like we re-
moved it from the Human Resources (H.R.) budget of an agency.
All we have done is supplement it with a contractor award—a con-
tract award—and we have just supplemented it with a new con-
tractor employee workforce.

So that is what I think we need to make sure that we go back
and really look at the efficiencies and the effectiveness of agencies,
to make sure that we have the right balance and there are going
to be savings there, if we take a look at that, whether that work
is insourced and we hire more Federal employees or if that work
is outsourced.

If we find that contractors provide the work more cheaply, then
maybe we do not need Federal employees to perform those func-
tions unless they are inherently government or closely associated
or critical. And that is where you are just going to have to operate
under a weigh test on whether government employees should, not
whether it is legal for a contractor employee to perform a function,
but should a government employee perform that function, and that
is a different scenario.

And I think that is what we need to really do, and that is what
the Department of Defense has done with their insourcing study.
We have 43 jobs that they found that were inherently govern-
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mental or closely associated. So at that point, they have taken a
look at those jobs.

And when you asked the question to Mr. Gordon earlier on the
first panel, on how do you plan to see this kind of washed down
through the system, I think the OFPP policy letter is a great step
forward.

But I like to see something from ODNI that comes out and takes
it a step further: Here are missions, here are functions, that we
think should be performed by government employees. And take a
look at those and also ask for a cost efficiency study to be done and
performed to make sure that we are saving as much money as pos-
sible.

Senator AKAKA. Mr. Amey, as you know, the Intelligence Com-
munity keeps much of its facts and figures regarding the use of
contractors secret. To a large degree, this is necessary to protect
the national security, but it also makes it extremely difficult for the
public and groups like POGO to hold intelligence agencies account-
able.

How could we better balance the need to protect national secu-
rity secrets with transparency and accountability?

Mr. AMEY. Well, obviously, this Administration has taken a big
step forward in revealing what the budget request was earlier this
year, and I think that is where we can start, with total figures. I
do not necessarily need to know what the breakdown of every oper-
ating personnel is for the IC community, whether as a Federal em-
ployee or as a contractor employee, but if we just start with kind
of the low-hanging fruit dollar 