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I. BACKGROUND AND PURPOSE OF THE BILL
A. THE VIDEO PRIVACY PROTECTION ACT AMENDMENTS

The Video Privacy Protection Act of 1988 (“VPPA”) prohibits
video service providers from disclosing personally identifiable infor-
mation except in certain, limited circumstances. As a general rule,
personally identifiable information may be disclosed only with the
prior written consent of the individual. The impetus for enacting
the VPPA occurred when a weekly newspaper in Washington, DC,
published a profile of Judge Robert H. Bork based on the titles of
146 films his family had rented from a video store.l At the time,
the Senate Judiciary Committee was conducting hearings on Judge
Bork’s nomination to the Supreme Court. Members of the Judiciary
Committee denounced the disclosure.2

The VPPA prohibits unauthorized disclosure of personally identi-
fiable information that links a customer or patron to particular ma-
terials or services. Individuals may bring a civil action for damages
in the event of an unauthorized disclosure.? The VPPA does permit
the disclosure of personally identifiable information under appro-
priate and clearly defined circumstances. For example, the VPPA
allows for disclosure of personally identifiable information con-
cerning a consumer pursuant to a court order or “with the in-
formed, written consent of the consumer given at the time the dis-
closure is sought.”4¢ The VPPA does not limit the rights of con-
sumers or patrons under State or local law.

At the time of the VPPA’s enactment, consumers rented movies
from video stores. The method that Americans used to watch videos
in 1988—the VHS cassette tape—is now obsolete. In its place, the
Internet has revolutionized the way that American consumers rent
and watch movies and television programs. Today, so-called “on-de-
mand” cable services and Internet streaming services allow con-
sumers to watch movies or TV shows on televisions, laptop com-
puters, and cell phones.

The Internet has similarly revolutionized how Americans share
information. In the 1980s, when individuals wished to recommend
a movie to a friend, the individual would likely call the friend on
the telephone. In the 1990s, an email would likely be sent. Today,
many Americans post their opinions and recommendations on so-
cial networking sites, like Facebook and Twitter.

The VPPA authorizes video tape service providers to share cus-
tomer information with the “informed, written consent of the con-
sumer at the time the disclosure is sought.”5 This consent must be
obtained from the consumer each time the provider wishes to dis-
close that information. But, similar restrictions do not apply to dis-
closures of consumer information relating to book or music pref-
erences. For example, Americans share information about the
books that they read and the music that they listen to via social
media sites, using services such as Spotify or the Washington
Post’s social sharing app. However, the VPPA requires written con-
sent to disclose information related to video rentals and purchases

1“The Bork Tapes,” The City Paper, Sept. 25—Oct. 1, 1987, at page 1.
2See, S. Rep. No. 100-599, at pages 5—6 (1988).

3See, 18 U.S.C. §2710(c).

4See, 18 U.S.C. §2710(b)(2).

51d. at 2710(b)(2)(B).
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every time a disclosure is sought. That requirement creates obsta-
cles for American consumers to share information about their video
preferences through social media sites on an ongoing basis.

The bill addresses this limitation by amending the VPPA to allow
consumers to provide their informed, written consent to disclose
video viewing information—if they wish—one time in advance. This
update to the law will allow American consumers to continuously
share their movie or television preferences through social media
sites. The legislation retains the privacy protections already in the
law which requires that consumers “opt-in” to the sharing of their
video viewing information. The bill similarly retains the require-
ment in current law that consumers provide informed written con-
sent.

In addition, the bill provides that consumers may “opt-in” to the
information sharing on an ongoing basis for a period of up to two
years at a time, and they may “opt-out” of the information sharing
at any time.

Lastly, the bill requires that the opportunity for a consumer to
withdraw consent to the disclosure of video viewing information
must be presented in a clear and conspicuous manner. The Com-
mittee intends that the language in Section 102 of the bill requires
a video tape service provider to provide one of two opportunities for
the consumer to withdraw consent: on a case-by-case (i.e., per title)
basis, or to withdraw consent for ongoing disclosures. It is not the
intent of the Committee to specify where on a website, or in what
form, the opportunity to withdraw consent should be provided.

B. THE ELECTRONIC COMMUNICATIONS PRIVACY ACT AMENDMENTS

The Electronic Communications Privacy Act (“ECPA”) amended
Title III of the Omnibus Crime Control and Safe Streets Act to pro-
tect against the unauthorized interception of electronic communica-
tions. When Senator Leahy introduced the ECPA with Senator Ma-
thias on June 19, 1986, he said that: “The Electronic Communica-
tions Privacy Act provides standards by which law enforcement
agencies may obtain access to both electronic communications and
the records of an electronic communications system. These provi-
sions are designed to protect legitimate law enforcement needs
while minimizing intrusions on the privacy of system users as well
as the business needs of electronic communications system pro-
viders.” 6 For almost three decades, the ECPA has been the premier
privacy law protecting Americans from unauthorized Government
intrusions into their private electronic communications.

The Electronic Communications Privacy Act requires that the
Government obtain a court order, based upon probable cause, in
order to intercept wireless and data communications. The law also
requires that the Government obtain a search warrant in order to
compel a third-party service provider to disclose the content of
email, or other electronic communications, that the provider main-
tains in electronic storage. However, this search warrant require-
ment for email applies only if the email is 180 days old or less.
Under the ECPA, an email is presumed to be abandoned after 180
days and the law allows the Government to compel the disclosure
of older email with either a subpoena or a court order that is

6See Cong. Rec., June 19, 1986 at page S 7993.
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issued upon a finding that there are specific and articulable facts
demonstrating that the information sought is relevant to a criminal
investigation. The ECPA also allows the Government to use a sub-
poena or court order to compel disclosure of documents—regardless
of their age—that a user stores in the Internet “cloud.””

At the time that Congress enacted the ECPA, Congress assumed
that most Americans would periodically access their email accounts
and download any emails that they wished to read, and that third-
party service providers would subsequently delete any email stored
on their servers. In fact, Congress believed that the most extended
period of time that a service provider might store an email would
be for six months. But, after almost three decades, new tech-
nologies—such as the Internet, social networking sites and cloud
computing—have changed how Americans use and store email
today. Storing documents and other information electronically has
become much less expensive and mobile technologies permit users
to access stored documents wherever the user chooses to access the
Internet. Yet, the digital privacy protections that the Congress put
in place by enacting ECPA have not kept pace with these changes.

In March 2010, a diverse coalition of privacy and civil liberties
advocates, major technology companies, think tanks, and academics
wrote to Chairman Leahy to urge the Committee to begin work on
reforming the Electronic Communications Privacy Act to reflect the
realities of the digital age. The aptly named “Digital Due Process”
coalition argued that the ECPA has been out-paced by changes in
technology and the growth of email as a primary means of commu-
nicating. The Committee held the first of several hearings and
briefings on ECPA reform in September 2010.

On January 11, 2011, Chairman Leahy announced that his legis-
lative agenda for the 112th Congress would include legislation to
update the Electronic Communications Privacy Act to better pro-
tect Americans’ digital privacy. In April 2011, the Committee held
a second hearing on the ECPA reform effort that focused specifi-
cally on the perspectives of the Departments of Justice and Com-
merce on proposed updates to the law.® On May 11, 2011, Chair-
man Leahy introduced the Electronic Communications Privacy Act
Amendments Act of 2011, S. 1011, legislation that would, among
other things, update the ECPA to require a search warrant for the
Government to access the contents of any email obtained from a
third-party service provider. On September 20, 2012, Chairman
Leahy offered this portion of his ECPA reform bill as an amend-
ment in the nature of a substitute to H.R. 2471. The Committee
favorably reported this legislation on November 29, 2012. The re-
forms in the bill seek to carefully balance the privacy expectations
of American citizens, the legitimate needs of law enforcement agen-
cies and the interests of the American technology sector.

The Committee recognizes that most Americans regularly use
email in their professional and personal lives for confidential com-
munications of a personal or business nature. The Committee also
recognizes that there is growing uncertainty about the constitu-
tionality of the provisions in ECPA that allow the Government to

7See 18 U.S.C. §2703(d).

8 Although the Obama administration did not take an official position on the legislative pro-
posals to update the ECPA, the Committee received technical comments and feedback on these
proposals from the Departments of Justice and Commerce and other affected federal agencies.
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obtain certain email content without a search warrant.? The ab-
sence of clear legal standards for access to electronic communica-
tions content not only endangers privacy rights, but also endangers
the admissibility of evidence in criminal and other legal pro-
ceedings. Accordingly, the Committee has determined that the law
must be updated to keep pace with the advances in technology, to
ensure the continued vitality of the Fourth Amendment protections
for email and other electronic communications content.

The ECPA reforms in the bill have bipartisan support on the
Committee, as well as the support of a broad coalition of privacy,
civil liberties, civil rights and technology organizations from across
the political spectrum. The organizations and individuals below
support the principles embodied in the legislation:

Technology Industry and Trade Associations: Adobe, AOL, eBay,
Facebook, IBM, LinkedIn, Microsoft, Netflix, Symantec, Verizon,
Business Software Alliance, Computer and Communications Indus-
try Association, Newspaper Association of America, Software & In-
formation Industry Alliance, and TechAmerica.

Privacy, civil liberties and civil rights communities: American
Civil Liberties Union, Americans for Tax Reform, American Library
Association, Center for Constitutional Rights, Center for Democ-
racy & Technology, Competitive Enterprise Institute, The Constitu-
tion Project, Electronic Frontier Foundation, The Leadership Con-
ference on Civil and Human Rights, Liberty Coalition, Mexican
American Legal Defense and Educational Fund, Muslim Legal
Fund of America, NAACP, National Association of Criminal De-
fense Lawyers, National Hispanic Media Coalition, National Urban
League, and TechFreedom.

Law Enforcement Community: Zachary W. Carter, U.S. Attorney,
Eastern District of New York (1993-1999); W. Thomas Dillard, As-
sistant U.S. Attorney, Eastern District of Tennessee (1967-1976,
1978-1983), U.S. Attorney, Northern District of Florida (1983—
1986); Saul A. Green, U.S. Attorney, Eastern District of Michigan
(1994-2001); Rodger A. Heaton, U.S. Attorney, Central District of
Illinois (2005—-2009); A. Melvin McDonald, U.S. Attorney, District of
Arizona (1981-1985); Jerome F. O’Neill, U.S. Attorney, District of
Vermont (1981), First Assistant U.S. Attorney, District of Vermont
(1975-1981); Stephen M. Orlofsky, U.S. District Judge, District of
New Jersey (1996-2003); U.S. Magistrate Judge, District of New
Jersey (1976-1980); and Ron Woods, U.S. Attorney, Southern Dis-
trict of Texas (1990-1993).

II. HISTORY OF THE BILL AND COMMITTEE CONSIDERATION
A. INTRODUCTION OF THE BILL

On July 8, 2011, Representative Goodlatte introduced H.R.
2471—a bill to amend the Video Privacy Protection Act, Title 18,
United States Code, Section 2710, to clarify that a video tape serv-
ice provider may obtain a consumer’s informed, written consent to
disclose video viewing information to a third party on an ongoing

9In 2010, the Court of Appeals for the Sixth Circuit held that use of a subpoena or court order
under Section 2703 of ECPA to obtain the contents of emails violated the Fourth Amendment’s
prohibition against warrantless searches. See United States v. Warshak, 631 F.3d 266, 288 (6th
Cir. 2010). As a result, today, a different legal standard applies for obtaining email content for
cases arising in the Sixth Circuit.
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basis and that such consent may be obtained through the Internet.
The House Committee on the Judiciary favorably reported H.R.
2471 with amendments on December 2, 2011. On December 6,
2011, the House of Representatives passed the bill by a vote of 306
to 116. The bill was referred to the Senate Committee on the Judi-
ciary on December 7, 2011.

B. COMMITTEE CONSIDERATION

Chairman Leahy placed H.R. 2471 on the Committee’s executive
business agenda on September 13, 2012. The Committee considered
this legislation on September 20, 2012, and November 29, 2012.

The Committee has held three hearings related to H.R. 2471. On
September 22, 2010, the Judiciary Committee held a hearing enti-
tled, “The Electronic Communications Privacy Act: Promoting Secu-
rity and Protecting Privacy in the Digital Age.” The hearing exam-
ined several gaps in this digital privacy law that have resulted
from changes in technology. The witnesses for this hearing were:
Cameron F. Kerry, General Counsel, United States Department of
Commerce; James A. Baker, Associate Deputy Attorney General,
United States Department of Justice; James X. Dempsey, Vice
President for Public Policy, Center for Democracy and Technology;
Brad Smith, General Counsel and Senior Vice President, Legal and
Corporate Affairs, Microsoft Corporation; and Jamil N. Jaffer, At-
torney, Washington, D.C. During this hearing, Senator Leahy
called for Congress to work on bipartisan legislation to update the
ECPA to meet the privacy demands of the digital age.

On April 6, 2011, the Judiciary Committee held a hearing enti-
tled, “The Electronic Communications Privacy Act: Government
Perspectives on Privacy in the Digital Age.” This hearing examined
potential updates to the Electronic Communications Privacy Act to
address inconsistencies in that law, changes in technology, and new
threats to privacy and cybersecurity. The witnesses for this hearing
were: Cameron Kerry, General Counsel, United States Department
of Commerce, and James Baker, Associate Deputy Attorney Gen-
eral, United States Department of Justice.

On January 31, 2012, the Judiciary Committee’s Subcommittee
on Privacy, Technology and the Law held a hearing on “The Video
Privacy Protection Act: Protecting Viewer Privacy in the 21st Cen-
tury.” Senator Franken chaired this hearing. The purpose of this
hearing was to examine possible updates to the Video Privacy Pro-
tection Act. The witnesses for this hearing were: Representative
Mel Watt (D-NC); David Hyman, General Counsel, Netflix, Inc.;
Professor William McGeveran, University of Minnesota Law
School; Marc Rotenberg, Executive Director, Electronic Privacy In-
formation Center (EPIC); and Christopher Wolf, Director, Privacy
and Information Management Group, Hogan Lovells, LLP.

On September 20, 2012, Chairman Leahy offered an amendment
in the nature of a substitute for H.R. 2471, which the Committee
adopted by consent. The substitute bill made several changes to the
bill to enhance privacy, including adding a requirement to the bill
that consumer consent to share video viewing information be a
clear and conspicuous “opt-out” option. Accordingly, a video tape
service provider must give consumers either a clear and straight-
forward opportunity to withdraw from all ongoing disclosures or a
clear and straightforward opportunity to withdraw from ongoing
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disclosures on a case-by-case basis. The “case-by-case” option is in-
tended to allow consumers to opt out of the sharing of information
relating to the viewing of individual movies or television series.

The Chairman’s amendment also added several provisions to
strengthen privacy protections in the Electronic Communications
Privacy Act of 1986. Specifically, the amendment amends Title 18,
United States Code, Section 2702 to prohibit an electronic commu-
nication or remote computing service provider from voluntarily dis-
closing the contents of its customer’s email or other electronic com-
munications to the Government. The amendment also amends
ECPA so that the disclosure of the content of email and other elec-
tronic communications by an electronic communication or remote
computing service provider to the Government is subject to one
clear legal standard—a search warrant issued based on a showing
of probable cause. In addition, the amendment requires that the
Government notify the individual whose account was disclosed, and
provide that individual with a copy of the search warrant and other
details about the information obtained. Such notice must be pro-
vided within three business days of the Government’s receipt of the
communications if the Government entity requesting the informa-
tion is a law enforcement agency, unless the notice is delayed pur-
suant to a court order.

On November 29, 2012, the Committee resumed consideration of
the substitute bill. Several amendments to the bill were offered:

First, Chairman Leahy offered a manager’s amendment to the
bill to address several issues raised by the law enforcement com-
munity. The amendment made the following changes to the bill: (1)
adds a rule of construction provision to the bill to clarify that the
bill does not intend to apply the Electronic Communications Pri-
vacy Act’s warrant requirement to the Wiretap Act, the Foreign In-
telligence Surveillance Act, or any other provision of Federal law;
(2) extends the time period during which the Government must
give notice from three days to 10 business days; (3) extends the
time period during which the Government may seek a court order
to delay notice under the bill from 90 days to 180 days; (3) extends
the time period during which the Government may seek a court
order to preclude a service provider from notifying a customer
about a Government request for communications from 90 days to
180 days; (4) adds a requirement that service providers notify the
Government of their intent to inform a customer about a request
for electronic communications content at least three business days
before such notice is given; and (5) adds civil discovery subpoenas
to the list of subpoenas that the Government may use to obtain
routing information and other non-content information under Sec-
tion 2703(c) of ECPA. The Committee adopted the amendment by
voice vote.

Second, Chairman Leahy offered a technical amendment to mod-
ify the title of the bill, which the Committee also adopted by voice
vote.

Third, Senator Lee offered an amendment on behalf of himself
and Senator Cornyn to retain the original three-day notice require-
ment in the bill and 90-day delayed notification periods in the bill
for government entities other than law enforcement agencies. The
Committee adopted the amendment by voice vote.
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Fourth, Senator Feinstein offered an amendment to the video
privacy title of the bill that requires that the time period during
which a consumer may give ongoing consent to the disclosure of
video viewing information shall not exceed a period of two years.
The Committee adopted the amendment by voice vote.

Lastly, Senator Grassley offered an amendment to create an ex-
ception to the warrant requirement for electronic communications
content that is stored for more than 180 days in an electronic stor-
age system in cases involving child abduction or kidnapping, child
pornography, or violent crimes against women. The Committee re-
jected the amendment by roll call vote. The vote record is as fol-
lows:

Tally: 7 Yeas, 11 Nays

Yeas (7): Grassley (R-IA), Hatch (R-UT), Kyl (R-AZ), Sessions
(D-AL), Cornyn (R-TX), Graham (R—SC), and Coburn (R—-OK).

Nays (11): Leahy (D-VT), Kohl (D-WI), Feinstein (D-CA), Schu-
mer (D-NY), Durbin (D-IL), Whitehouse (D-RI), Klobuchar (D-
MN), Franken (D-MN), Coons (D-DE), Blumenthal (D-CT) and
Lee (R-UT).

The Committee then voted to report the bill, as amended, favor-
ably to the Senate by voice vote. Senator Sessions (R-AL) re-
quested that his vote be recorded as no.

III. SECTION-BY-SECTION SUMMARY OF THE BILL
TITLE I—VIDEO PRIVACY PROTECTION

Section 101. Short Title

This section designates the title as the “Video Privacy Protection
Act Amendments Act of 2012.”

Section 102—Video Privacy Protection Act Amendment

Section 102 amends Title 18, United States Codes, Section
2710(b)(2) to clarify that video tape service providers may obtain a
customer’s informed, written consent to share video viewing infor-
mation on an ongoing basis and that such consent may be obtained
via the Internet. The provision also makes clear that the decision
to share video viewing information must be at the consumer’s elec-
tion (i.e. “opt in”). Moreover, the provision includes a requirement
that video service providers provide their customers, in a clear and
conspicuous manner, with the opportunity to withdraw the consent
given to share video viewing information at any time.

In addition, the provision limits the amount of time that a con-
sumer’s ongoing consent to share video viewing information re-
mains valid. Section 102 requires that the length of time during
which advance consent will remain valid shall not exceed two
years.

TITLE II—ELECTRONIC COMMUNICATIONS PRIVACY

Section 201. Short Title

This section designates the title as the “Electronic Communica-
tions Privacy Act Amendments Act of 2012.”
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Section 202. Confidentiality of Electronic Communications

Section 202 amends Title 18, United States Code, Section 2702
(the Electronic Communications Privacy Act or “ECPA”) to prohibit
an electronic communication or remote computing service provider
from voluntarily disclosing the contents of its customer’s email or
other electronic communications to the Government. There are lim-
ited exceptions to this prohibition under current law, including cus-
tomer consent, and disclosure to law enforcement to address crimi-
nal activity.

Section 203. Elimination of 180-Day Rule; Search Warrant Require-
ment for Content; Required Disclosure of Customer Records

Section 203 amends the ECPA so that the disclosure of the con-
tent of email and other electronic communications by an electronic
communications or remote computing service provider to the Gov-
ernment is subject to one clear legal standard—a search warrant
issued based on a showing of probable cause. The provision elimi-
nates the confusing and outdated “180-day” rule that calls for dif-
ferent legal standards for the Government to obtain email content,
depending upon the email’s age and whether the email has been
opened. The provision also requires that the Government notify the
individual whose account was disclosed, and provide that indi-
vidual with a copy of the search warrant and other details about
the information obtained. Such notice must be provided within ten
business days of a law enforcement agencies receipt of the commu-
n}ilca];c)i(l)lns, unless the notice is delayed pursuant to Section 204 of
the bill.

Section 203 also reaffirms current law to clarify that the Govern-
ment may use an administrative or grand jury subpoena in order
to obtain certain kinds of electronic communication records from a
service provider, including customer name, address, session time
records, length of service information, subscriber number and tem-
porarily assigned network address, and means and source of pay-
ment information.

At the request of the Department of Justice and the Federal
Trade Commission, Section 203 also contains a provision that adds
civil discovery subpoenas to the types of subpoenas that may be
used under existing law (administrative subpoena authorized by
Federal or State law, Federal or State grand jury subpoena and
trial subpoena) to obtain routing and other non-content information
from a third-party provider.

Section 204. Delayed Notice

Section 204 amends section 2705 of the ECPA to provide that the
Government may seek a court order to delay notifying an indi-
vidual of the fact that the Government has accessed the contents
of the individual’s electronic communications for up to 180 days, if
the requesting government entity is a law enforcement agency, and
for up to 90 days, if the requesting government entity is a civil or
administrative enforcement agency. A court may extend the delay
periods for a period of up to an additional 180 or 90 days at a time,
respectively.

Section 204 also establishes a 180-day time limit on the period
that the Government could preclude a service provider from in-
forming its customer about the disclosure of electronic communica-
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tions information to the Government. If the government entity is
a civil or administrative enforcement agency, the applicable time
period for preclusion of notice is 90 days. These time periods may
also be extended by a court for up to an additional 180 or 90 days
at a time, respectively.

Lastly, Section 205 requires that service providers notify the gov-
ernment of their intent to inform a customer or subscriber of the
fact that the provider has disclosed the individual’s electronic com-
munications information to the Government at least three business
days before the provider gives such notice to the customer or sub-
scriber. The purpose of this provision is to ensure that the govern-
ment has an opportunity to protect the integrity of its investigation
and, if warranted, to ask a court to delay the notification, before
such notice is given.

Section 205. Rule of Construction

Section 205 provides that the search warrant requirement for
electronic communications content contained in Section 203 of the
bill does not apply to any other Federal criminal or national secu-
rity laws, including Title III of the Omnibus Crime Control and
Safe Streets Act of 1986 (commonly known as the “Wiretap Act”)
and the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1801, et seq. (commonly known as “FISA”)).

IV. CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

The Committee sets forth, with respect to the bill, H.R. 2471, the
following estimate and comparison prepared by the Director of the
Congressional Budget Office under section 402 of the Congressional
Budget Act of 1974:

DECEMBER 18, 2012.
Hon. PATRICK J. LEAHY,
Chairman, Committee on the Judiciary,
U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 2471, an act to amend
section 2710 of title 18, United States Code, to clarify that a video
tape service provider may obtain a consumer’s informed, written
consent on an ongoing basis and that consent may be obtained
through the Internet.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contacts are Mark Grabowicz (for
federal costs), who can be reached at 226-2860, Elizabeth Cove
Delisle (for the impact on state, local, and tribal governments), who
can be reached at 225-3220, and Paige Piper/Bach (for the impact
on the private sector), who can be reached at 226-2940.

Sincerely,
DoucrLas W. ELMENDORF.

Enclosure.
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H.R. 2471—An act to amend section 2710 of title 18, United States
Code, to clarify that a video tape service provider may obtain
a consumer’s informed, written consent on an ongoing basis
and that consent may be obtained through the Internet

Current law permits businesses that rent, sell, or deliver audio
visual materials to disclose personal information about customers
to other persons if the customer grants written consent. H.R. 2471
would clarify that such consent may be given by such customers
through the use of the Internet. The act also would make several
other changes to current law relating to the privacy of personal
electronic communications. CBO estimates that implementing H.R.
2471 would have no significant cost to the federal government. En-
acting the legislation would not affect direct spending or revenues;
therefore, pay-as-you-go procedures do not apply.

H.R. 2471 would impose intergovernmental mandates, as defined
in the Unfunded Mandates Reform Act (UMRA), by changing the
procedures that government agencies must follow when they obtain
electronic communications. Because the changes would result in
minimal additional spending, CBO estimates that the costs of the
intergovernmental mandates would be small and would not exceed
the threshold established in UMRA ($74 million in 2013, adjusted
annually for inflation).

H.R. 2471 would impose private-sector mandates, as defined in
UMRA, on providers of video tape services and other entities. Title
I would require such providers to use “distinct and separate” forms
when obtaining consent to disclose a consumer’s personally identifi-
able information. At the same time, the act would benefit providers
and other entities by allowing them to obtain consent via the Inter-
net, in advance, and only once until consent is withdrawn. Current
law requires written consent each time disclosure of a consumer’s
personally identifiable information is sought.

In addition, title IT would require providers of video tape services
and other entities to inform the government of their intent to notify
a customer or subscriber of the fact that the provider has disclosed
information about the individual’s electronic communication activi-
ties to the government, no later than three business days prior to
providing such notice.

Based on information from industry sources, CBO estimates that
there would be no significant net costs to comply with the mandate;
thus, any costs would fall well below the annual threshold estab-
lished in UMRA for private-sector mandates ($146 million in 2012,
adjusted annually for inflation).

On October 25, 2011, CBO transmitted a cost estimate for H.R.
2471 as ordered reported by the House Committee on the Judiciary
on October 13, 2011. CBO estimates that implementing that
version of the legislation also would have no significant cost to the
federal government.

The CBO staff contacts for this estimate are Mark Grabowicz (for
federal costs), Elizabeth Cove Delisle (for the impact on state, local,
and tribal governments), and Paige Piper/Bach (for the impact on
the private sector). The estimate was approved by Theresa Gullo,
Deputy Assistant Director for Budget Analysis.
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V. REGULATORY IMPACT EVALUATION

In compliance with Rule XXVI of the Standing Rules of the Sen-
ate, the Committee finds that no significant regulatory impact will
result from the enactment of H.R. 2471.

VI. CONCLUSION

The bill, as amended, H.R. 2471, provides greatly needed updates
to our Federal digital privacy laws. The bill carefully balances the
need to protect Americans’ privacy rights in cyberspace, with the
legitimate needs of law enforcement and the interests of the Amer-
ican technology sector. Given the many advances in technology and
new threats to privacy, the passage and enactment of these impor-
tant privacy updates is long overdue.



VII. ADDITIONAL VIEWS

ADDITIONAL VIEWS FROM SENATORS GRASSLEY,
SESSIONS, AND COBURN

Although we voted to report the bill, we write to express con-
cerns with portions of the Video Privacy Protection Act Amend-
ments Act of 2012 (VPPA) that were contained in Chairman Lea-
hy’s manager’s amendment to H.R. 2471 adopted at the Commit-
tee’s Executive Business Meeting. Our concern focuses specifically
on the amendments that relate to the Electronic Communications
Privacy Act of 1986 (ECPA). We agree that ECPA reform is nec-
essary to update the law to match advances in technology. Having
said that, we agree with those on both sides of the Committee that
expressed concerns at the mark-up with the current draft that we
can craft the bill in a way that increases email privacy but also
protects law enforcement agencies’ ability to obtain information in
order to investigate serious crimes, such as child abduction and do-
mestic violence, as well as civil regulatory agencies’ ability to inves-
tigate wrongdoing. This version does not strike the proper balance,
but it is the start of an important discussion.

However, we must now state for the record what we believe is
the right path to take before the full Senate can act on this issue.
First, we are troubled by the piecemeal approach taken by the
Chairman. The Committee should take a more comprehensive ap-
proach to updating the laws involving electronic communications
and data, and fully address the many concerns that have been
raised by the law enforcement, technology, and privacy commu-
nities. Second, the Chairman’s amendment is flawed because it in-
creases burdens on law enforcement officers seeking access to often
critical evidence, especially in time-sensitive cases. Third, and fi-
nally, the Chairman’s amendment removes a valuable tool from
civil regulatory agencies, which rely on administrative subpoenas
to obtain email communications when investigating insider trading,
accounting fraud, and false or misleading statements made by com-
panies about their financial situations. While we support the goal
of harmonizing and updating ECPA, failure to address these impor-
tant issues and strike the proper balance will prevent this legisla-
tion from becoming law.

Current Law

ECPA was enacted in 1986 as a result of advancements in wire-
less communication technology and was designed to provide mod-
ern rules for government access to electronic communications and
related data. It was designed to balance the public’s privacy inter-
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ests with law enforcement’s need to access electronic communica-
tion information for investigative purposes.!

ECPA created a spectrum of legal standards depending on the
level of privacy interest in the information sought by the govern-
ment. For example, under one part of the law, a government entity
may require a provider of electronic communication services to dis-
close the contents of a wire or electronic communication that is in
electronic storage for 180 days or less pursuant to a criminal
search warrant.?2 For communications stored with a third party for
more than 180 days, however, the statute authorizes a lower legal
burden.? A government entity can require a provider of electronic
communication services to disclose the contents of the communica-
tions either by search warrant (without notice to the subscriber or
customer), or by administrative, grand jury, or trial subpoena, or
a Section 2703(d) court order if notice is first provided to the sub-
scriber or customer.4 The basis for the “180 day rule” is that if the
emails are stored by a third party service provider, for more than
six months, one’s expectation of privacy in the content of these
communications diminishes, and these records are considered more
akin to third party business records than real-time communica-
tions. As a result, law enforcement investigators have been able to
use quicker and more efficient methods of legal process (i.e. sub-
poena or 2703(d) order) to obtain these older emails and related
records.

The ability to use a subpoena or a court order has allowed law
enforcement officials to gather older email content information
quickly in cases where time is of the essence and probable cause
may not yet have been developed. Under the Chairman’s amend-
ment, however, criminal investigators would not be able to obtain
email information in criminal investigations until they have devel-
oped probable cause and could obtain a search warrant.

Additionally, these same tools have permitted federal regulatory
agencies like the Securities and Exchange Commission, the Food
and Drug Administration, the Consumer Product Safety Commis-
sion, and the Federal Trade Commission, etc., to gather important
information by administrative subpoenas and carry out their en-
forcement responsibilities over important industries. But the Chair-
man’s amendment eliminates these administrative subpoenas and,
because civil investigators have no criminal search warrant author-
ity, they therefore will no longer be able to obtain email informa-
tion. Civil regulators would then have no ability to compel the dis-
closure of email content from third party Internet service providers.
As a result, the Chairman’s amendment calls into question whether
civil regulatory agencies can even undertake the types of investiga-
tions Congress has authorized and empowered them to undertake.

ECPA Reform Requires a More Comprehensive Review

As an initial matter, in conducting a review of the laws relating
to electronic communications and related documents, we agree that

1S. Rep. No. 99-541, pt. 3, at 5 (1986) (noting that, when ECPA was first adopted, the Senate
Judiciary Committee believed that it “represent[ed] a fair balance between the privacy expecta-
tions of American citizens and the legitimate needs of law enforcement agencies”).

218 U.S.C. §2703 (a) (2006).

318 U.S.C. §2703 (a) (2006).

418 U.S.C. §2703 (b) (2006).
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work needs to be done to ensure that our laws are up to date and
do not negatively impact business innovation and development. We
also need to address legitimate privacy concerns. It is equally im-
portant, however, to hear from the law enforcement community to
ensure that we do not limit their ability to obtain information nec-
essary to catch criminals and terrorists who use electronic commu-
nications to further their crimes. ECPA has specific definitions and
has come to be interpreted by courts in particular ways; therefore,
any amendment requires careful consideration to ensure that we do
not create loopholes that make it harder for law enforcement to do
their jobs and allow criminals and terrorists to operate with impu-
nity.

This amendment appears to upset the important balance be-
tween privacy and public safety without consideration of the con-
cerns raised by current law enforcement officials. In fact, at the
last hearing on this matter—held nearly two years ago—the only
law enforcement input came from a representative of the Depart-
ment of Justice who offered no official position because none had
been cleared by the current Administration.> When this bill was
first scheduled for mark-up in September 2012, representatives
from the Major Cities Chiefs of Police Association, Major Counties
Sheriffs’ Association, Association of State Criminal Investigative
Agencies, National Sheriffs’ Association, National Narcotic Officers’
Associations’ Coalition, and National District Attorneys’ Association
all co-signed a letter “strongly urging the Committee to reconsider
acting on the ECPA reform proposal until a comprehensive review
of its impact on law review investigations is conducted.”® These
law enforcement groups also expressed substantive concerns that
the Chairman’s amendment would increase the burden on law en-
forcement and delay investigations.” Additionally, the Federal Bu-
reau of Investigations Agents Association wrote that “many key
stakeholders have not had a chance to fully vet the amendment,”
and that urged the Chairman to work with law enforcement to “re-
vise provisions that potentially undermine our ability to protect
this Nation, the Constitution, and our citizens.”8 We attach these
letters to these Additional Views as part of the record.

Our first responders—the brave men and women serving in law
enforcement who are on the front lines protecting our commu-
nities—need to have a seat at the table and be able to contribute
to the ECPA dialogue in a meaningful way. We need to understand
what the impact to law enforcement investigations will be before
passage of this bill. Regrettably, the Chairman has not made input
from state and local law enforcement a priority.

The Amendment May Adversely Affect Criminal Investigations

Law enforcement representatives have raised concerns with the
Chairman’s amendment that it would increase the legal standard

5The Electronic Communications Privacy Act: Government Perspectives on Protecting Privacy
in the Digital Age: Hearing Before the S. Comm. on the Judiciary, 112th Cong. 7 (2011) (answer
by James Baker, Associate Deputy Attorney General, U.S. Dep’t of Justice).

6 Letter from the MCCPA, MCSA, NSA, ASCIA, NNOAC, and NDAA to U.S. Senate Judiciary
Committee Chairman Leahy & Ranking Member Grassley, 2 (September 18, 2012) (attached in
appendix).

71d. at 2-3.

8 Letter from FBIAA to U.S. Senate Judiciary Committee Chairman Leahy, 1 (September 19,
2012) (attached in appendix).
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to require a criminal search warrant for the content of all email
communications regardless of the length of time they have been in
electronic storage. They argue that increasing the legal burdens
will hinder and delay criminal investigations.® Criminal search
warrants require a showing of probable cause to believe that a
crime has been committed and that evidence of that crime will be
located in the place to be searched. This can be a challenging
standard, especially in cases where time is of the essence.

For example, in the early stages of a child abduction case where
time is of the essence, the facts are usually not fully known. Inves-
tigators often cannot establish probable cause to search a missing
child’s email account—or a similar account such as Facebook or
Twitter—because it is not clear that a kidnapping has occurred or
that evidence of that crime will be found in the child’s email ac-
count. However, under current law, investigators have been able to
access the contents of a child’s email account by using grand jury
subpoenas or court orders, thereby identifying valuable investiga-
tive leads and even perpetrators who may have been commu-
nicating with the child.

Under the Chairman’s amendment, however, investigators have
no way to compel the disclosure of this vital information and are
left at the mercy of parental consent or voluntary disclosure by
service providers. While neither of these scenarios requires a war-
rant, they are both highly problematic for other reasons. Investiga-
tors would encounter issues with parental consent when a child’s
parents are unavailable because they are dead or missing, or un-
willing to consent when they are targets of the investigation.

Voluntary disclosure by service providers is likewise unreliable,
because the Chairman’s amendment does not provide a tool for law
enforcement to compel disclosure. In Section 2702(b) of Title 18,
United States Code, service providers are permitted to voluntarily
disclose email content information to law enforcement officials if
the provider, in good faith, believes that an emergency involving
danger of death or serious physical injury to any person requires
the disclosure without delay of the communication. But, even if an
emergency arises and time is of the essence, the Chairman’s
amendment does not require a service provider to disclose impor-
tant information to law enforcement investigators. Early in an in-
vestigation, when any information as to the location of the child
and identity of the kidnappers is absolutely critical, a provider may
be reluctant to voluntarily disclose information without a warrant
for a number of reasons. These might include a fear of litigation
for disclosing a customer’s information without a warrant, declin-
ing to accept law enforcement’s assertion that there are enough
facts to justify an emergency, implementing a policy of always re-
quiring a search warrant, and many other possible impediments to
the rapid recovery of the child.

This question was raised at the Committee mark-up of the Chair-
man’s amendment as to whether the traditional “exigent cir-
cumstances” to the Fourth Amendment would be sufficient to per-
mit investigators to seize the electronic communication information

91d. at 2; Letter from the MCCPA, et al, to Chairman Leahy & Ranking Member Grassley,
supra note 6, at 2-3.
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without a warrant. Despite assurances from supporters of the bill
that the traditional exigent circumstances exception would apply in
the event this bill becomes law, this is not a settled issue by any
means.

As a threshold matter, courts across the country disagree as to
whether the contents of email stored in the hands of a third party
service provider trigger privacy protection under the Fourth
Amendment. Some courts have held that emails are analogous to
a mailed letter, and that an individual’s reasonable expectation of
privacy ends upon delivery of the letter or the transmission of the
email to the recipient.1® Other courts have reached a different con-
clusion, holding that a subscriber enjoys a reasonable expectation
of privacy in the content of emails that are stored or sent and re-
ceived through a third-party internet service provider.ll Unfortu-
nately, the Committee never held a hearing, heard witnesses or re-
viewed evidence, or even had the opportunity to debate this impor-
tant question. Had the Committee fully vetted this bill, perhaps we
would have greater clarity on this question.

But even assuming arguendo that the Fourth Amendment excep-
tions apply, the exigent circumstances exception would not be help-
ful under the Chairman’s amendment because often law enforce-
ment officials will be forced to seek the active cooperation of service
providers. For example, if investigators believe it is necessary to
search a storage locker and exigent circumstances exist, then the
exception permits them to simply search the locker and seize the
contents. In contrast, investigators do not possess the capability to
seize an email account without the assistance of the third party
service provider, even if exigent circumstances exist. Therefore, de-
spite the exigent circumstances exception, investigators are still at
the mercy of the service providers.

One problem with the exigent circumstances exception in the
ECPA context is that it leaves the determination of an “emergency”
solely in th