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Ms. Chairwoman, Mr. Chairman, and Members of the Subcommittees:

Thank you for inviting us to participate in today’s hearing on the Year 2000
problem. According to the report of the President’s Commission on Critical
Infrastructure Protection, the United States—with close to half of all
computer capacity and 60 percent of Internet assets—is the world’s most
advanced and most dependent user of information technology.! Moreover,
America’s infrastructures are a complex array of public and private
enterprises with many interdependencies at all levels. These many
interdependencies among governments and within key economic sectors
could cause a single failure to have adverse repercussions in other sectors.

Because of its urgent nature and the potentially devastating impact it could
have on critical government operations, in February 1997 we designated
the Year 2000 problem a high-risk area for the federal government? Since
that time, we have issued over 150 reports and testimony statements
detailing specific findings and numerous recommendations related to the
Year 2000 readiness of a wide range of federal agencies.* We have also
issued guidance to help organizations successfully address the issue.

The public faces the risk that critical services provided by the government
and the private sector could be disrupted by the Year 2000 computing
problem. As we have previously testified, financial transactions could be
delayed, flights grounded, power lost, and national defense affected.”
Substantial progress has been made to reduce these risks and, in the fast-

!Critical Foundations: Protecting America’s Infrastructures (President’s Commission on
Critical Infrastructure Protection, October 1997).

2High-Risk Series: Information Management and Technology (GAO/HR-97-9, February 1997).

3A list of these publications is included as an appendix to this statement. These publications
can be obtained through GAO's World Wide Web page at www.gao.gov/y2kr.htm.

*Year 2000 Computing Crisis: An Assessment Guide (GAO/AIMD-10.1.14, issued as an
exposure draft in February 1997 and in final form in September 1997), Year 2000 Computing
Crisis: Business Continuity and Contingency Planning (GAO/AIMD-10.1.19, issued as an
exposure draft in March 1998 and in final form in August 1998), Year 2000 Computing Crisis:
A Testing Guide (GAO/AIMD-10.1.21, issued as an exposure draft in June 1998 and in final
form in November 1998); and Y2K Computing Challenge: Day One Planning and Operations
Guide (GAO/AIMD-10.1.22, issued as a discussion draft in September 1999 and in final form
in October 1999).

®Year 2000 Computing Crisis: Strong Leadership and Partnerships Needed to Mitigate Risk of
Major Disruptions (GAO/T-AIMD-98-262, August 13, 1998).

Page 1 GAO/T-AIMD-00-37


http://www.gao.gov/cgi-bin/getrpt?GAO/T-AIMD-98-262
http://www.gao.gov/cgi-bin/getrpt?GAO/HR-97-9

Federal Government’s
Progress Noteworthy
But Additional Work
Remains

paced environment of the Year 2000 issue, progress continues to be made.
Today, | will discuss the federal government’s progress and challenges that
remain in correcting its systems; identify state and local governmentYear
2000 issues; and provide an overview of available information on the
readiness of key public infrastructure and economic sectors.

As the Year 2000 has grown nearer, the federal government's response to
the problem has increased. Mr. Chairman, when we first testified on this
problem before you in February 1997, we stated that there was much that
needed to be done if the federal government was to avoid the disruption of
important services, and that correcting the Year 2000 problem would be
labor-intensive and time-consuming.® Moreover, we testified that whether
agencies succeeded and/or failed would be largely influenced by the quality
of executive leadership and program management. As we reported last
month, the government’s Year 2000 efforts have reinforced an
understanding of the importance of consistent and persistent top
management attention.’

The Year 2000 problem has also demonstrated the importance of
congressional and executive branch leadership. At the urging of
congressional leaders and others, the Office of Management and Budget
(OMB) and the federal agencies have dramatically increased the amount of
attention and oversight given to the Year 2000 issue. Moreover, the
establishment of the President’s Council on Year 2000 Conversion—chaired
by an Assistant to the President and consisting of one representative from
each of the executive departments and from other federal agencies as may
be determined by the Chair—focused attention on the problem and
provided a forum for high-level communication among leaders in
government, the private sector, and the international community.

The success of these organizations’ efforts is demonstrated by figure 1,
which shows that the major departments and agencies have progressed
from a reported compliance rate of 21 percent in May 1997 to a reported
99 percent in October 1999. While this reported governmentwide progress

®Year 2000 Computing Crisis: Strong Leadership Today Needed To Prevent Future
Disruption of Government Services (GAO/T-AIMD-97-51, February 24, 1997).

"Critical Infrastructure Protection: Comprehensive Strategy Can Draw on Year 2000
Experiences (GAO/AIMD-00-1, October 1, 1999).

Page 2 GAO/T-AIMD-00-37


http://www.gao.gov/cgi-bin/getrpt?GAO/T-AIMD-97-51
http://www.gao.gov/cgi-bin/getrpt?GAO/AIMD-00-1

is notable, the Departments of Defense, Justice, and the Treasury and the
U.S. Agency for International Development still have noncompliant
systems.

|
Figure 1: Mission-Critical Systems Reported Year 2000 Compliant, May 1997-October 1999
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Source: May 1997 — August 1999 data are from the OMB quarterly reports. The October 1999 data are
from OMB'’s October 29, 1999, testimony before the House Subcommittee on Government
Management, Information, and Technology, Committee on Government Reform; and the House
Subcommittee on Technology, Committee on Science.

In addition to mission-critical systems, other important areas for agencies
are data exchanges, telecommunications, and building systems. Table 1
shows the reported status of the 24 major departments and agencies in
these areas as of mid-August. It demonstrates that many agencies have
completed work but that several others were not expected to be done until
this month or next month.
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Table 1: Compliance Status of Data Exchanges, Telecommunications, and Building Systems for the Major Departments and
Agencies

Estimated date of 1999 compliance

Area Completed August September October November December
Data exchanges? 9 2 5 2 2
Telecommunications 8 2

Building systems” 7 1 7

#0One agency could not forecast the completion date for its remaining exchanges.
"The status was not provided for one agency.

Source: Progress on Year 2000 Conversion: 10th Quarterly Report (OMB, data received August 13,
1999; report issued September 13, 1999).

While governmentwide progress has been significant, such progress has
not been uniform among all federal agencies. Some agencies have long had
strong Year 2000 programs in place, while others have improved their Year
2000 approaches dramatically although risks remain. Some agencies,
however, require continued close attention because of the criticality of
information systems to their missions and the work that remains
outstanding. The following highlights representative examples of the Year
2000 progress of various agencies.

Social Security Administration (SSA): Since October 1997 we have
reported on SSA's governmentwide leadership and significant progress in
addressing the Year 2000 problem,® and we have identified risk areas (such
as the Year 2000 compliance of the systems used by the 54 state Disability
Determination Services® that help administer the disability programs) and
made recommendations to address these risks. In July 1999, we reported
that actions to implement these recommendations had either been taken or
were underway.'’ For example, SSA enhanced its monitoring and oversight
of the state Disability Determination Services systems by establishing a

8Social Security Administration: Significant Progress Made in Year 2000 Effort, But Key
Risks Remain (GAO/AIMD-98-6, October 22, 1997).

*These include the systems in all 50 states, the District of Columbia, Guam, Puerto Rico, and
the Virgin Islands.

WSocial Security Administration: Update on Year 2000 and Other Key Information
Technology Initiatives (GAO/T-AIMD-99-259, July 29, 1999).
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full-time project team, designating project managers and coordinators, and
requesting biweekly reports.

U.S. Customs Service: In February 1999, we testified that Customs had
made good progress in addressing its Year 2000 problem, due in large part
to the effective Year 2000 program management structures and processes
that it had put into place.™ Mr. Chairman, in a briefing last month to your
Subcommittee staff on the high-impact cross-border inspection service
program, we reported that Customs’ progress continues. For example,
Customs had developed and implemented a Year 2000 master plan and a
high-impact area plan, identified and convened external business partners
integral to program delivery, and reported that it had completed most
planned tasks on or ahead of schedule.

Department of Veterans Affairs (VA): We have been monitoring and
evaluating VA's actions to address the Year 2000 problem since 1996. During
that time, we have made numerous recommendations to reduce the risk
associated with Year 2000 failures. VA has been responsive to these
recommendations and actions to implement them have either been taken
or are underway. For example, in 1998 the Veterans Benefits
Administration reassessed its mission-critical efforts for the compensation
and pension on-line application and the Beneficiary Identification and
Record Locator Sub-System, as well as other technology initiatives to help
ensure that these critical undertakings were completed in time. As we
testified last week, VA has made much progress in addressing the Year 2000
problem, although some critical tasks remain in areas such as business
continuity and contingency planning.*

Yyear 2000 Computing Crisis: Customs is Effectively Managing Its Year 2000 Program
(GAO/T-AIMD-99-85, February 24, 1999).

2Year 2000 Computing Challenge: Update on the Readiness of the Department of Veterans
Affairs (GAO/T-AIMD-00-39, October 28, 1999).
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Department of Education: In September 1998, we testified that
Education was very slow in implementing a comprehensive program to
address Year 2000 risks.'® In particular, significant risks faced the
department’s student financial aid delivery systems, risks that involved
systems testing, exchanging data with internal and external partners, and
developing business continuity and contingency plans. More recently, in
May 1999 we testified that the Department of Education had made progress
toward addressing these risks, although work remained ongoing.** We
noted that much work on renovating and validating mission-critical
systems had been completed and the risk of student financial aid delivery
system failures has been significantly reduced. Nevertheless, Education
needed to continue making the Year 2000 problem a top priority and focus
attention on such issues as end-to-end testing.

Federal Aviation Administration (FAA): In January 1998, we reported
FAA had no central Year 2000 program management; an incomplete
inventory of mission-critical systems; no overall strategy for renovating,
validating, and implementing mission-critical systems; and no milestone
dates or schedules.” At that time, we made several recommendations,
including that FAA establish plans to renovate, validate, and test all
converted and replaced systems. In September 1999, we testified thatFAA
had addressed our recommendations and made excellent progress in its
Year 2000 readiness.'® Nevertheless, FAA continued to face challenges in
ensuring that its internal systems would work as intended through the year
2000 date change. For example, we found that (1) FAA had not effectively
implemented its policy for managing changes to compliant systems, (2) its
independent verification efforts were not adequately documented, and

(3) its end-to-end testing actions were not comprehensive.

BYear 2000 Computing Crisis: Significant Risks Remain to Department of Education’s
Student Financial Aid Systems (GAO/T-AIMD-98-302, September 17, 1998).

“Year 2000 Computing Challenge: Education Taking Needed Actions But Work Remains
(GAO/T-AIMD-99-180, May 12, 1999).

B FAA Computer Systems: Limited Progress on Year 2000 Issue Increases Risk Dramatically
(GAO/AIMD-98-45, January 30, 1998).

8Year 2000 Computing Challenge: FAA Continues to Make Important Strides, But
Vulnerabilities Remain (GAO/T-AIMD-99-285, September 9, 1999).
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Internal Revenue Service (IRS): In February 1999, we testified" that
IRS had made considerable progress in completing its Year 2000 work since
our testimony in May 1998.%% Nevertheless, it was behind schedule in
certain critical tasks, and, in some cases such as the replacement of
noncompliant personnel computers, its work is still not complete.
Moreover, IRS acknowledges that its review of its information system
inventory continues to identify inaccuracies—a significant risk area.
Accordingly, IRS reported that, among other activities to improve the
quality of its inventory, it has “wall-to-wall” inventory reviews underway at
major locations, which are to be completed before the end of the calendar
year. In addition, in September we reported that the two IRS business
continuity and contingency plans that addressed issuing refunds and
receiving paper submissions were inconsistent in two key areas—
performance goals and mitigating actions.* In testimony before you last
week, IRS’ Chief Information Officer stated that the agency had addressed
the suggestions in our September report.

Health Care Financing Administration (HCFA): We initially reported
on HCFA's Year 2000 program in 1997, making recommendations to
improve the agency’'s program management.?’ In subsequent reports and
testimony statements, we disclosed that while HCFA had made
improvements and had been responsive to our recommendations, critical
Year 2000 risks and challenges remained.” Most recently, we testified
before your Subcommittees in September that HCFA and its contractors
had made progress in addressing Medicare Year 2000 issues.”? However, as

YIRS’ Year 2000 Efforts: Status and Remaining Challenges (GAO/T-GGD-99-35, February 24,
1999).

8IRS’ Year 2000 Efforts: Status and Risks (GAO/T-GGD-98-123, May 7, 1998).

YIRS’ Year 2000 Efforts: Actions Are Under Way to Help Ensure That Contingency Plans Are
Complete and Consistent (GAO/GGD-99-176, September 14, 1999).

D Medicare Transaction System: Success Depends Upon Correcting Critical Managerial and
Technical Weaknesses (GAO/AIMD-97-78, May 16, 1997).

ZMedicare Computer Systems: Year 2000 Challenges Put Benefits and Services in Jeopardy
(GAO/AIMD-98-284, September 28, 1998), Year 2000 Computing Crisis: Readiness Status of
the Department of Health and Human Services (GAO/T-AIMD-99-92, February 26, 1999); and
Year 2000 Computing Crisis: Readiness of Medicare and the Health Care Sector
(GAO/T-AIMD-99-160, April 27, 1999).

2Year 2000 Computing Challenge: HCFA Action Needed to Address Remaining Medicare
Issues (GAO/T-AIMD-99-299, September 27, 1999).
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stated then, until HCFA had completed its recertification tests that were
then ongoing, the final status of the agency’s Year 2000 compliance would
remain unknown (the tests were due to be completed by November 1,
1999). Moreover, HCFA must also continue to closely monitor contractor
testing with providers, which had been limited but which nevertheless had
uncovered Year 2000 problems. Accordingly, given the considerable
amount of work that remained, we considered it crucial that the
development and testing of internal, contractor, and managed care
organizations’ business continuity and contingency plans move forward
rapidly.

Department of Defense (DOD): Our reviews as well as those of the DOD
Inspector General indicate that DOD has made noteworthy progress in its
Year 2000 activities but that risks remain. For example, in March we
testified that DOD had made considerable progress in the prior 3 months?
but it faced two significant challenges: (1) completing remediation and
testing of its mission-critical systems and (2) having a reasonable level of
assurance that key processes will continue to work on a day-to-day basis
and that key operational missions necessary for national defense can be
successfully accomplished. Also, in September 1999, the DOD Inspector
General reported that DOD had made significant progress in addressing
some risk areas, including identifying and determining the Year 2000
readiness of its critical suppliers. Nevertheless, the Inspector General
noted that DOD still faced challenges in ensuring that adequate testing is
performed, testing results are sufficiently documented and analyzed, and
contingency plans are viable. Moreover, as of November 1, DOD reported
that it still had 31 mission-critical systems that were not Year 2000
compliant. Six of these systems are not expected to be compliant until
December.

ZYear 2000 Computing Crisis: Defense Has Made Progress, But Additional Management
Controls Are Needed (GAO/T-AIMD-99-101, March 2, 1999).
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The Government’s
Approach Has Improved But
Risk Areas Remain

While it is important to achieve compliance for individual mission-critical
systems, realizing such compliance alone does not ensure that business
functions will continue to operate through the change of century—the
ultimate goal of Year 2000 efforts. Accordingly, in April 1998, we made
recommendations to improve the government’s overall Year 2000
approach.* Since that time, the government has made progress in
addressing these recommendations, although not all actions are complete.

Priority Setting: Our April 1998 report recommended that
governmentwide priorities be set based on such criteria as the potential for
adverse health and safety effects, adverse financial effects on American
citizens, detrimental effects on national security, and adverse economic
consequences. On March 26, OMB implemented our recommendation by
issuing a memorandum to federal agencies designating lead agencies for
the government's 42 high-impact programs (e.g., food stamps, Medicare,
and federal electric power generation and delivery. OMB later added a 43rd
high-impact program—the Department of Justice’s National Crime
Information Center.) For each program, the lead agency was charged with
identifying to OMB the partners integral to program delivery; taking a
leadership role in convening those partners; assuring that each partner had
an adequate Year 2000 plan and, if not, helping each partner without one;
and developing a plan to ensure that the program would operate effectively.
According to OMB, such a plan might include testing data exchanges
across partners, developing complementary business continuity and
contingency plans, sharing key information on readiness with other
partners and the public, and taking other steps necessary to ensure that the
program would work. OMB directed the lead agencies to provide a
schedule and milestones of key activities in their plans by April 15, and
asked agencies to provide monthly progress reports.

24Year 2000 Computing Crisis: Potential for Widespread Disruption Calls for Strong
Leadership and Partnerships (GAO/AIMD-98-85, April 30, 1998).
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End-To-End Testing: The purpose of end-to-end testing is to verify that a
defined set of interrelated systems, which collectively support an
organizational core business area or function, will work as intended in an
operational environment. In the case of the year 2000, many systems in the
end-to-end chain will have been modified or replaced. As a result, the scope
and complexity of testing—and its importance—are dramatically
increased, as is the difficulty of isolating, identifying, and correcting
problems. Consequently, agencies must work early and continually with
their data exchange partners to plan and execute effective end-to-end tests.
Our Year 2000 testing guide sets forth a structured approach to testing,
including end-to-end testing.?®

Our April 1998 report recommended that, for selected government
priorities, lead agencies be designated to ensure that end-to-end testing of
these processes and supporting systems occurred across organizational
boundaries. On March 31, OMB and the Chair of the President’s Council on
Year 2000 Conversion announced that one of the key priorities that federal
agencies would be pursuing during the rest of 1999 would be cooperative
end-to-end testing to demonstrate the Year 2000 readiness of federal
programs with states and other partners.

Agencies have also acted to address end-to-end testing. For example, on
October 18, we reported that DOD was conducting thousands of end-to-end
tests in four major business functions: Health Affairs, Communications,
Personnel, and Logistics.?® Each of the individual test events we attended
and reviewed within the four functional areas generally satisfied the key
processes that our test guide defines as necessary to effectively plan,
conduct, and report on end-to-end testing. We also reported in October that
the Department of the Treasury’s Financial Management Service, which
serves as the government’s financial manager, had established effective
management controls in performing its portion of Year 2000 end-to-end
tests for three critical business functions (Social Security payments,
Supplemental Security Income payments, and Internal Revenue Service tax
refund payments).?

“GAO/AIMD-10.1.21, November 1998.

%Defense Computers: DOD Y2K Functional End-to-End Testing Progress and Test Event
Management (GAO/AIMD-00-12, October 18, 1999).

"Year 2000 Computing Challenge: Financial Management Service Has Established Effective
Year 2000 Testing Controls (GAO/AIMD-00-24, October 29, 1999).
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Business Continuity and Contingency Plans: Business continuity and
contingency plans are essential. Without such plans, when failures occur,
agencies will not have well-defined responses and may not have enough
time to develop and test alternatives. Federal agencies depend on data
provided by their business partners as well as on services provided by the
public infrastructure (e.g., power, water, transportation, and voice and data
telecommunications). One weak link anywhere in the chain of critical
dependencies can cause major disruptions to business operations. Given
these interdependencies, it is imperative that contingency plans be
developed for all critical core business processes and supporting systems,
regardless of whether these systems are owned by the agency. Accordingly,
our April 1998 report recommended that agencies be required to develop
contingency plans for all critical core business processes.

Since 1998, the federal government has improved its approach to business
continuity and contingency planning. OMB has clarified its contingency
plan instructions and, along with the Chief Information Officers Council,
has adopted our business continuity and contingency planning guide for
federal use. In addition, on January 26, 1999, OMB called on federal
agencies to identify and report on the high-level core business functions
that are to be addressed in their business continuity and contingency plans,
as well as to provide key milestones for development and testing of such
plans in their February 1999 quarterly reports. In addition, on May 13, OMB
required agencies to submit high-level versions of these plans by June 15. In
its September 1999 quarterly report, OMB required agencies to submit
updated high-level business continuity and contingency plans by

October 15, 1999.
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As we testified before your Subcommittees last week, although more work
remains, agency business continuity and contingency planning has evolved
and improved since 1998 In March 1998 we testified that several agencies
reported that they planned to develop contingency plans only if they fell
behind schedule in completing their Year 2000 fixes.? In June 1998, we
testified that only four agencies had reported that they had drafted
contingency plans for their core business functions.* By contrast, in
January 1999 we testified that many agencies had reported that they had
completed or were drafting business continuity and contingency plans
while others were in the early stages of such planning.®* Also, as we
testified in August, according to an OMB official, all of the major
departments and agencies had submitted high-level business continuity and
contingency plans in response to OMB’s May 13, 1999, memorandum.® In
October, all of the major departments and agencies and the Postal Service
submitted updated high-level plans to OMB.

While OMB’s May 1999 memorandum directed agencies to describe their
overall strategies and processes for ensuring the readiness of key programs
and functions across the agency, it did not detail the format or reporting
elements that agencies were to follow. Accordingly, the plans vary
considerably in terms of format and level of detail. Some agencies, such as
the Departments of Justice and Labor, described their general approach or
strategy, while others, such as the Departments of Education and
Transportation, provided program or component-entity specific plans that
contained more detailed information. With respect to specific elements, all
of the plans in our review® identified core business processes, as called for

2Year 2000 Computing Challenge: Federal Business Continuity and Contingency Plans and
Day One Strategies (GAO/T-AIMD-00-40, October 29, 1999).

Year 2000 Computing Crisis: Strong Leadership and Effective Public/Private Cooperation
Needed to Avoid Major Disruptions (GAO/T-AIMD-98-101, March 18, 1998).

®Year 2000 Computing Crisis: Actions Must Be Taken Now to Address Slow Pace of Federal
Progress (GAO/T-AIMD-98-205, June 10, 1998).

$GAO/T-AIMD-99-50, January 20, 1999.

®2Year 2000 Computing Challenge: Important Progress Made, Yet Much Work Remains to
Ensure Delivery of Critical Services (GAO/T-AIMD-99-266, August 13, 1999).

®While the Department of the Treasury and the General Services Administration reported

that they had provided their plans to OMB, we did not receive them in time to include them
in our analysis; therefore, we analyzed 23 submissions.
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in our guide. In addition, we were able to identify 20 agencies that
discussed their business continuity and contingency plan validation
strategies in their high-level plans. These strategies encompassed a range
of activities, including reviews, desktop exercises, simulations, and/or
quality assurance audits.

As noted in our business continuity and contingency planning guide, a key
element of such a plan is the development of a zero day or Day One risk
reduction strategy. In testimony in January 1999, we noted that the Social
Security Administration had developed a Day One strategy and suggested
that OMB consider requiring other agencies to develop such plans.* In its
September 1999 quarterly report, OMB subsequently required agencies to
submit Day One strategies to it, which each of the 24 major departments
and agencies and the Postal Service did. OMB subsequently asked agencies
to address seven elements in their plans: (1) a schedule of activities,

(2) personnel on call or on duty, (3) contractor availability,

(4) communications with the workforce, (5) facilities and services to
support the workforce, (6) security, and (7) communications with the
public. OMB also told the agencies to consider our Day One strategy
guidance carefully.

Our review of agency strategies found that about 40 percent addressed all
seven elements.®® For example, our testimony last week noted that the
Department of Veterans Affairs addressed all of OMB’s elements.* VA and
its agencies had developed a Day One strategy that should help the
department manage risks associated with the rollover period and better
position itself to address any disruptions that may occur. The strategy
included a time line of events between December 31 and January 1 and a
personnel strategy and leave policy that identifies key managerial and
technical personnel available to support Day One operations.

With respect to specific elements, we were able to identify 15 agencies that
included a schedule of activities and 17 that addressed staffing issues. In a
few cases, agencies addressed either OMB's internal communications

#GAO/T-AIMD-99-50, January 20, 1999.

*While the U.S. Agency for International Development and the General Services
Administration reported that they had provided their plans to OMB, we did not receive them
in time to include them in our analysis. Therefore, we analyzed 23 agencies’ submissions.

*%GAO/T-AIMD-00-39, October 28, 1999.
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element or external communications element but not both. Further, some
elements were addressed in a general manner and/or indicated that more

work needed to be completed. For example, one agency reported that it is
developing procedures to ensure its ability to identify, report, and respond
effectively to Year 2000-related events.

State and Local
Governments Face
Significant Year 2000
Risks

Just as the federal government faces significantYear 2000 risks, so too do
state and local governments. If the Year 2000 problem is not properly
addressed, for example, (1) food stamps and other types of payments may
not be made or could be made for incorrect amounts, (2) date-dependent
signal timing patterns could be incorrectly implemented at highway
intersections, with safety severely compromised, and (3) prisoner release
or parole eligibility determinations might be adversely affected.

With respect to state Year 2000 efforts, recent information from the
National Association of State Information Resource Executives indicates
that states have greatly improved their readiness since the beginning of this
year. Table 2 provides a comparison of the percentage of mission-critical
systems®” reported as implemented by the states in January 1999 and in
October 1999, which shows that, in general, noteworthy progress has been
made during the year.*®

$"Mission-critical systems were defined as those that a state had identified as priorities for
prompt remediation.

®Individual states submit periodic updates to the National Association of State Information
Resource Executives. For the October 28 report, about 60 percent of the states submitted
their data in October; the oldest data were provided on March 11 and the most recent on
October 27.
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Table 2: Comparison of Percentages of Mission-Critical Systems Reported as
Implemented by the States @

Number of states on Number of states on
Percentage implemented January 15, 1999 ° October 28, 1999 ¢
1-24 9 0
25-49 12 1
50-74 19 3
75-99 6 39
100 percent 0 5

2In some cases, states did not report on their mission-critical systems, instead reporting on, for
example, processes or on all systems.

bFour states did not respond to this question.
“Two states did not respond to the survey.

Source: National Association of State Information Resource Executives

In addition to reporting system remediation information, as of October 28,
all of the states responding to the National Association of State Information
Resource Executives survey reported that they were actively engaged in
internal and external contingency planning and that they had established
target dates for the completion of these plans. For nine states, however, the
deadline was December 1999.

Itis also essential that local government systems be ready for the change of
century since critical functions involving, for example, public safety and
traffic management, are performed at the local level. Reports on local
governments have highlighted Year 2000 concerns. For example:

Page 15 GAO/T-AIMD-00-37



* InJuly, we issued a letter on the reported Year 2000 status of the 21
largest U.S. cities.®® On average, cities reported completing work for 45
percent of the key service areas in which they have responsibility. In
addition, 2 cities reported that they had completed theirYear 2000
efforts, 9 expected to complete Year 2000 preparations by September 30,
1999, and the remaining 10 cities expected to complete their preparation
by December 31.%° In addition, 7 cities reported completing Year 2000
contingency plans, while 14 reported that their plans were still being
developed.

e Also in July, the National League of Cities reported on its survey of 403
cities conducted in April 1999. This survey found that (1) 92 percent of
cities had a citywide Year 2000 plan, (2) 74 percent had completed their
assessment of critical systems, and (3) 66 percent had prepared
contingency plans. (Of those that had not completed such plans, about
half stated that they were planning to develop one.) In addition, 92
percent of the cities reported that they expected that all of their critical
systems would be compliant by January 1, 2000; 5 percent expected to
have completed between 91 and 99 percent, and 3 percent expected to
have completed between 81 and 90 percent of their critical systems by
January 1.

» InJune, the National Association of Counties announced the results of
its April survey of 500 randomly selected counties. This survey found
that (1) 74 percent of respondents had a countywide plan to address
Year 2000 issues, (2) 51 percent had completed system assessments, and
(3) 27 percent had completed systems testing. In addition, 190 counties
had prepared contingency plans while 289 had not. Further, of the 114
counties reporting that they planned to developYear 2000 contingency
plans, 22 planned to develop the plan from April through June, 64 from
July through September, 18 from October through December, and 10 did
not yet know.

Of critical importance to the nation are services, such as law enforcement,
that are essential to the safety and well-being of individuals across the
country. For the most part, responsibility for ensuring the continuity of law
enforcement operations resides with thousands of state and local

®Reported Y2K Status of the 21 Largest U.S. Cities(GAO/AIMD-99-246R, July 15, 1999).

“In most cities, the majority of city services were scheduled to be completed before this
completion date. For example, Los Angeles planned to have all key city systems ready by
September 30, except for its wastewater treatment systems, which were expected to be
completed in November.
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jurisdictions. One critical system—the National Crime Information Center
2000—is operated by the Federal Bureau of Investigation and provides law-
enforcement users in 80,000 U.S. and foreign agencies critical access to
information on criminal activities. Mr. Chairman, we recently briefed your
Subcommittee staff on the status of this system. While the Federal Bureau
of Investigation reported that its Year 2000 remediation, validation, and
implementation activities were completed for the National Crime
Information Center 2000, the readiness of five state-level partners was
uncertain. Specifically, in assessing the readiness of each state, Puerto
Rico, and the District of Columbia, the Bureau found that 47 were Year 2000
ready, but that five had not completed Year 2000 remediation at the time of
the assessment. The Bureau plans to continue reviewing the readiness
status of these five.

Recognizing the seriousness of the Year 2000 risks facing state and local
governments, the President’s Council on Year 2000 Conversion developed
initiatives to address the readiness of state and local governments. For
example:

e The Council established working groups on state and local governments
and tribal governments.

e Council officials participate in monthly, multistate conference calls with
state Year 2000 coordinators.

e InJuly 1998, March 1999, and October 1999 the Council, in partnership
with the National Governors’ Association, convened Year 2000 summits
with state and U.S. territory Year 2000 coordinators.

e On May 24, the Council announced a nationwide campaign to promote
“Y2K Community Conversations” to support and encourage efforts of
government officials, business leaders, and interested citizens to share
information on their progress. To support this initiative, the Council
developed and is distributing a toolkit that provides examples of which
sectors should be represented at these events and issues that should be
addressed.
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State-Administered Federal
Human Services Programs
Are At Risk

Among the critical functions performed by states are the administration of
federal human services programs. As we reported in November 1998, many
systems that support state-administered federal human services programs
were at risk, and much work remained to ensure that services would
continue.* In February of this year, we testified that while some progress
had been achieved, many states’ systems were not scheduled to become
compliant until the last half of 1999.> Accordingly, we concluded that,
given these risks, business continuity and contingency planning was even
more important in ensuring continuity of program operations and benefits
in the event of systems failures.

Subsequent to our November 1998 report, OMB directed federal oversight
agencies to include the status of selected state human services systems in
their quarterly reports. Specifically, in January 1999, OMB requested that
agencies describe actions to help ensure that federally supported, state-run
programs will be able to provide services and benefits. OMB further asked
that agencies report the date when each state’s systems will be Year 2000-
compliant.

Table 3 summarizes the latest information on state-administered federal
human services programs reported by OMB on September 13, 1999.* The
table indicates that while many states* reported their programs to be
compliant, a number did not plan to complete Year 2000 efforts until the
last quarter of 1999. For example, nine states did not expect to be
compliant until the last quarter of 1999 for Child Support Enforcement,
seven states for Food Stamps, and four states for Unemployment
Insurance. Moreover, Year 2000 readiness information was unknown in
many cases. For example, according to OMB, the status of 16 states’ Low

Year 2000 Computing Crisis: Readiness of State Automated Systems to Support Federal
Welfare Programs (GAO/AIMD-99-28, November 6, 1998).

“2Year 2000 Computing Crisis: Readiness of State Automated Systems That Support Federal
Human Services Programs (GAO/T-AIMD-99-91, February 24, 1999).

For Medicaid, OMB reports on the two primary systems that states use to administer the
program: (1) the Integrated Eligibility System, used to determine whether an individual
applying for Medicaid meets the eligibility criteria for participation and (2) the Medicaid
management information system (MMIS), used to process claims and deliver payments for
services rendered. Integrated eligibility systems are also often used to determine eligibility
for other public assistance programs, such as Food Stamps.

*In the context of this testimony, the term states can include the District of Columbia and
U.S. territories, such as Puerto Rico.
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Income Home Energy Assistance programs was unknown because
applicable readiness information was not available.

|
Table 3: Reported State-level Readiness for Federally Supported Programs 2

Expected date of 1999 compliance

Estimated
comp liance date

Program Compliant ® before August 1999 © Aug.  Sept. Oct. Nov. Dec. Unk. ¢ N/A®
Child Nutrition 41 1 4 4 2 0 2 0 0
Food Stamps 39 3 0 0 0
Women, Infants, and

Children 45 0 0 2 3 3 1 0 0
Child Care 25 12 0 2 2 3 0 6 4
Child Support Enforcement 23 9 2 7 4 3 2 4 0
Child Welfare 23 14 1 3 5 3 0 5 0
Low Income Home Energy

Assistance Program 25 2 3 3 2 0 0 16 3
Medicaid — Integrated

Eligibility System 25 18 0 5 4 0 0 2 0
Medicaid — Management

Information System 22 16 5 4 4 1 0 2 0
Temporary Assistance for

Needy Families 27 15 2 4 2 1 0 3
Unemployment Insurance 39 0 10 1 1

#This chart contains readiness information from the 50 states, the District of Columbia, Guam, Puerto
Rico, and the Virgin Islands.

POMB defined compliant as when the state or territory had determined that its systems were able to
provide services, whether directly or indirectly, to beneficiaries.

°In many cases, the report indicated a date instead of whether the state was compliant. According to
OMB, in some cases, while the estimated dates had passed, confirmation of completion had not been
received from the federal agencies.

dUnknown indicates that, according to OMB, no information was reported by the agency.

°N/A indicates that the states or territories reported that the data requested were not applicable to
them.

Source: Progress on Year 2000 Conversion: 10th Quarterly Report (OMB, data received August 13,
1999; report issued September 13, 1999).

The information in the OMB report was gathered, but not verified, by the
Departments of Agriculture, HHS, and Labor, based on submissions by the
states and territories. As a result, some of the state information reported by
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OMB may not be accurate or up-to-date. For example, in five cases, state
programs cited as compliant by OMB in its June quarterly report had
estimated compliance dates of October 1999 or later in its September
quarterly report.

Further, as we testified last month, the late reported compliance dates of
some states are problematic since schedule delays or unexpected problems
could well arise.”® Indeed, reported schedule delays have now occurred in
8 of the 10 state-administered programs since OMB’s June 1999 report.“
For example, OMB’s June report showed that three states had estimated
compliance dates in the last quarter of 1999 for Food Stamps, while the
most recent OMB report indicates that seven states now have estimated
fourth quarter compliance dates. To illustrate, the June OMB report
indicated that a state and a territory were due to be compliant in June for
Food Stamps, but the September OMB report indicated that the date for
these entities had moved to November 1999.

In addition to obtaining state-reported readiness information, the three
federal departments are taking other actions to assess the ability of state-
administered programs to continue operating successfully into the next
century.

Department of Agriculture: Agriculture’'s Food and Nutrition Service
(FNS) is responsible for three state-administered federal human services
programs—Child Nutrition; Food Stamps; and Women, Infants, and
Children. To obtain assurance that state systems are compliant, FNS’
regional offices are collecting readiness status information from states as
part of their monitoring. Moreover, in June 1999, FNS required its regions
to provide, for each program, a copy of either a state letter certifying that it
was Year 2000 compliant or a business continuity and contingency plan. As
of August 25, 1999, FNS had received

= 15 certifications and 6 business continuity and contingency plans for
Child Nutrition;

e 22 certifications and 16 business continuity and contingency plans for
Food Stamps; and

*SYear 2000 Computing Challenge: Readiness of Key State-Administered Federal Programs
(GAO/T-AIMD-00-9, October 6, 1999).

*There was no change in one state-administered federal program, and the number of states
with estimated compliance dates in the last quarter declined by one for a second program.
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= 25 certifications and 21 business continuity and contingency plans for
Women, Infants, and Children.

Although agency officials instructed FNS regional offices to require state
agencies for all three programs to prepare business continuity and
contingency plans, it remains unclear whether all states have adequate
plans to ensure the continuity of these programs. For example, a June 18
FNS document summarizing the agency's review of contingency plans
received to date noted that “all need work.” As of September 15, FNS
officials told us that only two states had submitted suitable contingency
plans. FNS intends to have its contractor review contingency plans for
those states that reported that they expected to be compliant after
September 30, 1999.

Department of Health and Human Services: Six of the 10 state-
administered federal human services programs are overseen by either one
of two HHS component entities, HCFA or the Administration for Children
and Families (ACF). As we stated in October, HCFA has adopted an
approach that includes three rounds of on-site contractor reviews of states
(performed in conjunction with HCFA regional and headquarters offices)
using a standard methodology.*” With respect to the risk levels assigned to
the states, as of October 4, 1999,

« 4 eligibility systems and 5 MMISs were assessed at high risk,
» 13 eligibility systems and 8 MMISs were assessed at medium risk, and
= 36 eligibility systems and 40 MMISs were assessed at low risk.*

HCFA's current state risk ratings represent an overall improvement from
those assigned after the first round of reviews, although many issues
continue to be unresolved with the states.

*"Reported Medicaid Year 2000 Readiness (GAO/AIMD-00-22R, October 5, 1999).
*®Forty state risk ratings were based on second-round visits (conducted between May and

September 1999), while 13 state risk ratings in the low category are based on the results of
first-round visits because the states were not visited in the second round.
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To complement its system reviews, HCFA obtained another contractor to
review state business continuity and contingency plans. In June 1999,
HCFA's business continuity and contingency plan contractor began
reviewing the quality of state plans through either a desk audit alone or
both a desk audit and an on-site visit. Of the 33 states and two territories
that have been reviewed by the contractor as of October 1, 1999,%° 11 were
high risk, 11 were medium risk, and 13 were low risk.

Regarding the other five HHS state-administered federal programs, ACF
modeled its state assessment program after that of HCFA. Table 4 shows
the number of states placed in each risk assessment level as of October 21.

|
Table 4: Summary of Risk Levels as of October 21, 1999

Risk levels

Number of
Program