VOLUME II:

TECHNICAL ASPECTS OF
TECHNOLOGY TRANSFER
DURING THE LORAL
FAILURE INVESTIGATION

Background

The February 14, 1996 failure of the PRC Long March 3B during the launching
of the Intel sat 708 communications satellite, built by Loral, set in motion anumber of
accident investigation and reporting activities. These brought PRC engineers and
designers face-to-face with Western engineers and technica experts in satellite and
related rocket technologies.

The initid technica analyses of the accident were conducted by two groups of
PRC scientists and engineers. These analyses were presented in severa sessonsin
March, April, and May 1996 to representatives of the satdlite launch insurers, re-
Insurers, Intelsat and Lord.

Initialy, greater priority seemsto have been placed on briefings and discussions
with representatives of Hughes and the PRC-controlled Asia Pecific
Telecommunications Co., Ltd., and their respectiveinsurersand re-insurers. Thiswas
because Hughes was the builder and Asia Pacific Telecommunications was the owner
of the Apstar 1A satellite, which was the next satellite scheduled to be launched (on
April 1) on aLong March rocket (abeit the Long March 3, a different version from
the 3B). Before that scheduled next launch could take place, these organizations
would need to be convinced that the Apstar 1A would not be exposed to the same
defects or hazards as those in the Long March 3B rocket that had caused the failure
of the Intelsat 708 launch.
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Loral, too, was highly motivated to remedy the defects in the Long March 3B
because its upcoming Mabuhay satdllite launch was the next scheduled aboard the
Long March 3B.

On March 9, 1996, Hughes representatives toured the launch ste facilities,
which had suffered some damage as a result of the Intelsat 708 accident, and subse-
quently held discussions concerning the findings of the PRC accident investigations.

n March 14, 1996, a meeting was held with theinsurance underwritersfor

the Apstar 1A in Beijing. Hughes and Asia Pacific Telecommunications rep-
resentatives were also in attendance. The main information the PRC rocket authori-
ties and the APT representatives sought to convey to the insurance underwriters was
that the accident investigation of the Intelsat 708 launch failure had shown that the
L ong March accident was caused by the failure of theinertial measurement unit. This
Is the subsystem that provides attitude, velocity, and position measurements for guid-
ance and control of the rocket.

The PRC representatives stated that the inertial measurement unit used on the
Long March 3B that falled was different from the one used on the Long March 3,
which was the rocket that would be used to launch the Apstar 1A, and that therefore
there should be no cause for concern for the launch of the Apstar 1A.

Representatives of the insurance underwriters then stated that insurance of the
Apstar 1A launch would be conditioned on ddivery of afina report on the root caus-
es of the Long March 3B failure, and areview of that report by an independent over-
sight team.

A subsequent meeting with the insurers and re-insurers was scheduled to take
placein Beijing around mid-April, a which time the PRC representativeswereto pre-
sent in detail the results of their accident investigation of the Long March 3B.

The Apstar 1A re-insurers meeting took place on April 15 and 16. It included
both items normally addressed in preflight reviews as related to the upcoming Apstar
1A launch, and the issues arising from the Long March 3B rocket falure in the
Intelsat 708 launch.
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The latter issues were largely covered in presentations by Huang Zuoyi,
President of Great Wall Aerospace, a Cdifornia-based subsidiary of China Great Wall
Industry Corporation. These presentations substantialy made the same points as
were made at the March 14 meeting: the Long March 3B failure was in the inertia
measurement unit, and this was not cause for concern for the Apstar 1A launch since
it would be launched by aLong March 3 rocket having a different (and older) inertia
measurement unit with a previous record of successful launches.

At this same meeting, in response to the re-insurers earlier-stated requirement,
China Great Wl Industry Corporation announced the creation of an Independent
Review Committee to review the findings and recommendations of the PRC com-
mittees investigating the Long March 3B failure,

Dr. Wah Lim of Lora was to be the Independent Review Committee Chairman,
and Nick Yen, also of Lord, was to be the Secretary. Both were present at the meet-
ing and discussed the role of the Independent Review Committee, and the roster of
members of the committee. The two prospective members from Hughes, Dr. John
Smay and Robert Steinhauer, were aso present, as was Nabeeh Totah, a senior tech-
nica staff member at Loral, who would serve as one of four technical experts pro-
vided by Lord to support the Independent Review Committee.

During this meseting, the participants were taken on a tour of the Long March
rocket assembly areaand were shown, in partia ly-opened state, units described by the
PRC asthe older Long March 3 inertid measurement unit and the newer Long March
3B inertiadl measurement unit. Thus, dmost haf of the Independent Review
Committee participants (members plus supporting experts) had prior exposure to the
findings and views of the PRC representatives derived from their accident investiga:
tions, and they had opportunities to raise questions and issues with the PRC repre-
sentatives well before the first meeting of the Independent Review Committee.

The Long March Series of Rockets

The PRC Long March rocket evolved from the PLA'slong-range balistic missiles,
much as most of the U.S. heavy-lift rockets were derived from earlier balistic missles:
theAtlas E and F; the Titan |I; and the Thor (the forerunner of the Deltarocket).
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Much of the civil and commercia satdllite traffic needs to be put into geosyn-
chronous orbit over the equator at 22,000 miles above the Earth’s surface. At thisalti-
tude, the satdllite orbital speed is exactly that needed to keep a constant position over
a point on the surface of the rotating earth below. A common method of achieving
these orbits is for the rocket to first place the satdllite into a highly dliptical geosyn-
chronous transfer orbit, and then for the satellite itself to circularize the orbit at geo-
synchronous dtitude, using a so-called kick rocket motor on board the satdllite.

The need to achieve geosynchronous transfer orbit with increasingly heavy pay-
loads has led rocket designers to add high-energy liquid oxygervliquid hydrogen
upper stages on top of the original lower stagesthat still use the fuels and oxidizers of
their ballistic missile antecedents. In addition, increased thrust level s have been added
to these first stages by means of strap-on booster rocket motors. The Long March
series of rockets has gone through just this set of evolutionary steps, pardleing inthis
respect its American counterparts.

Guidance Systems for
Ballistic Missiles and Rockets

The requirements for guidance accuracy for intercontinental balistic missiles
depend on a nation’s strategic objectives and palicies, but they are generally more
demanding than the accuracy that is required to place a satellite into geosynchronous
transfer orbit. For example, for aballistic missle with atarget range of 5,500 miles,
an error of one foot per second in the velocity at last-stage burnout (23,000 feet per
second) would lead to an error in target impact of about one mile. A satellite on orbit,
on the other hand — if such accuracy initsorbital parametersisrequired — can mea
sure its pogition over an extended period of time with the aid of ground tracking, and
adjust for orbita velocity differences of this magnitude with on-board thrusters using
only afew pounds of fudl.

It appears that in the PRC, guidance systems for rockets were initialy based on
Instruments and inertia platform technologies taken over from the predecessor bal-
ligtic missile programs. But the PRC's development of inertial guidance for rockets
has, asin the West, developed over time in directions somewhat different than inertial
guidance for intercontinental ballistic missles.
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Over time, inertid guidance systems for rockets have incorporated smpler,
cheaper, lighter, and more reliable components, as well as concepts such asring-laser
gyros and strapdown technology in which there is no inertid platform required to
maintain afixed positionin space. In contragt, thelatest U.S. ICBM inertial guidance
system is the Advanced Inertid Reference Sphere (AIRS), used on the Peacekeeper
missile. Itisprobably the most accurateinertial measurement unit ever developed and
manufactured. The inertiad measurement units used on earlier ballistic missiles used
aninertid platform mounted on aset of gimbaled axisframes. TheAIRS, ontheother
hand, congists of a beryllium sphere floating in a fluorocarbon fluid within an outer
shdl, with no gimbas or bearings a dl, housng highly accurate gyros and
accelerometers. The AIRS is complex, difficult to manufacture, and very expensive.

he PRC representativeshad indicated (or allowed theimpression to be con-

veyed) to their Western customer sand their insurers that the inertial measure-
ment unit used on the severa versions of the Long March 2 and 3, up to the 3B, was
essentidly identical to the inertid measurement unit used on their long-range ballis-
tic missle. Rather than basing their claims of the inertid measurement unit's relia-
bility on the more dender record of space launches done at the time the Long March
was first offered to foreign customers for launch services, the PRC may have offered
this information to enhance the record of reliability of the inertid measurement unit.
This permitted the PRC to show that the Long March had alonger and larger record
of successful flights than would be assumed on the basis of its use in space launches
only.

As presented by the PRC participants, the older inertial measurement unit used
inthe Long March 3 weighed 140 kilograms, and measured 500 x 600 x 800 mm. |t
had three gimbal axes and three single-axis gyroscopes on itsinertial platform. It was
also said to have a high degree of redundancy to preclude single point faillures. The
newer Long March 3B inertid measurement unit was presented as having aweight of
48 kilograms, and dimensions of 300 x 300 x 400 mm. It had four gimbal axeswith
only two (two-axis) gyroscopes onitsinertia platform.

The fourth gimba axisin the newer Long March 3B unit is associated with the
addition of afollow-up frame to the platform mechanism. The follow-up frame pre-
cludes the occurrence of gimbal lock. This can take placeininertia platform assem-
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IMU of LM-3A/3B/3C

An artist’s rendition of the difference in design between the inertial measurement unit used on the
Long March 3 as compared to that used on the Long March 3A, 3B, and 3C rockets. The two illus-
trations are not shown to the same scale; the Long March 3 inertial measurement unit is much larg-
er, and weighs nearly three times more. 199
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blies when the rocket undergoes large angles of inclination, and two of the frames of
athree-gimbd inertid platform mechanism move into the same plane.

Thus, the Long March 3B inertia measurement unit, as described and displayed
by the PRC participants, is an essentidly different subsystem from the inertid mea
surement unit of the Long March 3. Infact, it was reported that some members of the
insurance community felt that the PRC had an obligation to inform them of this
change affecting the rdiability and performance of the Long March series of rockets,
and should have done so before the Intelsat 708 launch.

The Meetings of the Independent Review Committee

The first meeting of the Independent Review Committee was held in Palo Alto,
Cdifornia, on April 21 and 22, 1996. Some members of the committee and its sup-
porting experts had aready had considerable prior exposure to the facts of the acci-
dent that occurred during the flight of the Long March 3B rocket carrying the Intelsat
708 satellite,

According to its charter, the Independent Review Committee was nominaly an
entity responsive to the China Aerospace Corporation, the parent company of China
Great Wall Industry Corporation. The President of ChinaAerospace Corporation con-
vened the Independent Review Commiittee. 1t was he who appointed the | ndependent
Review Committee's Chairman, Dr. Wah Lim of Lord.

During the first day of the first Independent Review Committee meeting, those
committee members present were briefed by a Lora export control officer concern-
ing export control limitations that would gpply to Independent Review Committee
activities. Intherecollection of severd of those present, there were few questionsand
little discussion of the briefing — a surprisng Situation, in view of the seeming dis-
sonance between the Independent Review Committee charge in its charter and the
restrictions expressed in the export control briefing.

n that briefing, members of the Independent Review Committee were told
that disclosure of information that would enhance rocket or missile capabili-
tiesof the PRC would not be permissble. But asone participant in the Independent
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Review Committee activity said, “You can't help but get alittle bit too detailed in the
interest of finding out what the cause of the failureis. It's possible there could have
been [circumstances] where you ask |eading questionswhich you're not supposed to.”

The first meeting was devoted to familiarizing the members of the Independent
Review Committee, especially those who had not taken partinthe earlier April 15and
16 meeting, with the circumstances of the Long March 3B failure, the data acquired
from telemetry, and the findings of the PRC accident investigation up to that time.
The Independent Review Committee asked many questions having to do with under-
standing and interpreting the following:

* Teemetry data
* Theparticularsof theinertial measurement unit hardware

* Thedetailsof the L ong March 3B pre-launch procedures
and launch operations

« Thevibration and acoustic environment to which the
inertial measurement unit was exposed in flight and in
ground testing

* Thescopeand technical detailsof theanalysespursued in
the PRC accident investigation

Many of the Independent Review Committee’ s questions could not be answered
immediately, and were listed for consideration at the second meeting of the commit-
tee that was to be held in Beljing on April 30 and May 1, 1996.

The PRC presentations at the Independent Review Committee meeting on April
21 and 22 repeated the main accident investigation finding reported in the meeting of
April 15 and 16: that the cause of the failure was in the inertid measurement unit.
Further, the faillure in the inertial measurement unit was ascribed by the PRC partici-
pants to the loss of current to the torque motor of the inner frame gimbal axis. This
loss of current, in turn, was hypothesized to be due to abreak in the wire (or soldered
joint) that supplied power to the torque motor.

In support of this hypothesis, the PRC participants presented “hardware in the
loop” simulation results. The smulation showed agreement with telemetered inertial
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platform data from the failed flight for about the first Six seconds after liftoff. Onthis
basis, the Independent Review Committee granted in its statements and reports to the
PRC that the loss of current to the inner frame gimbal torque motor was the most
probable cause of the failure.

However, the telemetered flight data indicated three cycles of reversds of plat-
form motion over the approximately twenty-two seconds of flight from liftoff to
impact. These data were not matched by the smulations. To explain this cyclic
motion, the PRC representatives assumed that the break in the circuit to the inner
frame axis torque motor was such that eectrica contact could be successively made
and broken three times during the flight.

rom the first time this explanation was offered, the members of the

I ndependent Review Committee were skeptical of it, and repeatedly ques-
tioned it. The PRC participants, on the other hand, never abandoned it from the
beginning to the end of the Independent Review Committee activity.

The Independent Review Committee' srefusal to accept the adequacy of the PRC
participants explanations, analyses, and s mulationsto determine the root cause of the
failure, and the committee's ingstence on the need to simulate the periodic platform
motions for the entire 22 seconds of flight, are the main issues raised in the minutes
of itsfirst meeting. Thesetopicsremained as prominent issuesin the committee's pre-

liminary report.

Because the U.S. Government directed cessation of its activities earlier than
planned, the preliminary report was the last report issued by the Independent Review
Committee,

The other significant issuesthat were given serious attention by the Independent
Review Committee at its first meeting, as reflected in the minutes of the meeting,
included the list of questions that the PRC participants were to answer at the fol-
lowing meseting to be held in Beijing. These questions concerned the following
aress,

« Quality assuranceand control, including acceptancetesting
procedures for the inertid measurement unit
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* Thedesign and manufacture of inertial measurement
units, and their assembly into the rockets

« Thevalidity of the test environments (vibration, noise, and
thermal) in the Long March 3B vehicle equipment bay where
the inertial measurement unit was located

* Range safety at the launch ste

The second meeting of the Independent Review Committee took placein Beijing
onApril 30 and May 1, 1996. On the mgor issue of the cause of the Long March 3B
failure during in the launch of the Intelsat 708 satellite, the PRC participants conclu-
sions remained unchanged.

The most probable root cause of the accident, the PRC asserted, was a break in
the circuit carrying current to the torque motor of theinner frame gimbal. Thisbreak
they attributed to a failure in the wire directly connected to the torque motor, or one
of its soldered joints.

0 explain the three cycles of platform motion observed in telemetry, the

PRC «till advanced the hypothesisthat the motion of the wire and the platform
caused electricd contact to be made and broken threetimes. In the fallure-tree analy-
ss presented by the PRC participants to examine dl possble causes of the Long
March 3B launch failure, dl failure possibilities not involving the torque motor of the
inner frame gimba axis were ruled ouit.

The PRC participants also presented a list of proposed fixes to the Long March
3B inertid measurement unit. Thislist included:

*  Improvementsin soldering

*  The cutting of wiresto dlow length sufficient to allow for
the maximum platform frame travel to be encountered

e Non-destructive pull tests of soldered joints
e X-ray ingpection of wires

 Improved acceptance testing, and addition of acoustic

environment 203
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*  Redundancy in design
*  Greater attention to quality supervison of suppliers

Mogt of these items follow from the erroneoudy postulated broken-wire failure
mode.

However, the PRC's proposed improvements in acceptance testing, with the
addition of an acoustic environment, are of more genera application — they could
apply no matter where in the inertidl measurement unit the failure might have
occurred. Most of these corrective measures relate to some extent to questions raised
by the Independent Review Committee at its first meeting.

Technical Information and Advice Transferred in
Independent Review Committee Meetings and Reports

It isnot possible to consder Al of the technical information and advice that may
have been imparted to the PRC representatives during the period of Independent
Review Committee activity, Snce verbatim records of the meetings were not kept a
ether of the main meetings or a any of the meetings of subgroups (including “splin-
ter groups’ involving Independent Review Committee members, staff, and PRC per-
sonnel, and meetings involving only Independent Review Committee members and
daff) that were held. Therefore, this assessment is based on the Select Commiittee's
review of available records of the Independent Review Committee meetings, its com-
munications with Independent Review Committee members mainly relating to com-
posing and reviewing reports, and its interviews with individua participants in the
| ndependent Review Committee's activities more than two years after that committee
had ceased its activities,

Moreover, the perspective adopted in this assessment isthat of viewing al of the
information asawhole, in the context of the Long March 3B failure and PRC actions
not only to find and correct the failure, but also to convince customers, insurers, and
re-insurers that the causes of the failure had, in fact, been found and corrected.

From a technology transfer standpoint, it is noteworthy that the Independent
Review Committee charter called on the committee not only “ . . . to perform an inde-
pendent assessment of the most probable cause or causes of fallure” but dsoto . ..
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review the corrective action plans proposed by the [PRC's Failure Investigation
Committee] and make its assessments and recommendations to [China Aerospace
Corporation] and [ China Great Wall Industry Corporation].” [Emphasis added]

Clearly, the charge to the Independent Review Committee went beyond making
judgments about whether or not the PRC had convincingly determined the cause of fail-
ure. The Independent Review Committee memberswere not only to go beyond review-
ing the PRC failure analyss to making an independent assessment of the most probable
cause or causes of failure, they were also to review and make assessments and recom-
mendations concerning the corrective measures to remove the causes of failure.

aken literally, corrective measures could be none other than the means of

improving the desgn, manufacturing, or operation of the PRC Long March
3B rocket. By extenson, theseimprovements could improve the design, manufacture,
or operation of other PRC rockets aswdll, and, less directly, of present or future PRC
military equipment.

Moreover, the charter cdled for the Independent Review Committeeto” ... pro-
vide the [ China Great Wall Industry Corporation] with copies of any and all working
papers collected during itsreview process’ [Emphasis added]

It isimportant to recognize that one of the benefits of a comprehensive accident
Investigation is that many potentialy faulty design features, parts, or procedures
(“accidents waiting to happen”) may be found and corrected, whether or not they can
actualy be shown to have played any part in the accident under investigation.

A recent example is that in the investigation of the flight failure of TWA 800,
deficiencies were found in the eectrical systems of the fuel tank pumps that might
have caused or contributed to the failure, or might be the cause of a falure in the
future. These deficiencies are being corrected in spite of the fact that they have not
been proved to be the cause of the accident.

Thus, included in this assessment are information and advice to the PRC on cor-
recting faults or deficiencies in the desgn, manufacture, or operation of the Long
March 3B, and onimproving PRC quality assurance and reliability — aswdl asinfor-
mation and advicethat could apply to PRC rockets or balistic missleswith design fea
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turessimilar to the Long March 3B — whether or not they are related to what was ulti-
mately determined to be the most likely cause of the Long March 3B accident.

In the period after the Independent Review Committee activities were terminat-
ed, the PRC participants, continuing their “hardware in the loop” smulations, found
that even with artificialy-imposed making and breaking of contact of the eectrical
connection to the inner frame gimbal torque motor, they could not smulate the peri-
odic behavior of the inertid platform for the entire 22-second flight duration.

s later reported by the PRC participants, the series of “hardware in the

loop” sSimulations and analyses that took place from May 20 to June 20,
1996 led to the identification and verification of the follow-up frame gimba axis
torque motor circuit asthe ste of the failure. They did find that by breaking the cir-
cuit to the follow-up frame torque motor, the entire 22 seconds of flight including the
cyclic motions of the inertia platform could be smulated.

The concluson was then reached that the root cause of the falure was to be
found in the dectrica circuits associated with the follow-up frame gimbal torque
motor.

According to PRC officials, examination of these circuits in inertidl measure-
ment units from the same production batch asthat aboard the failed flight of the Long
March 3B led to the discovery of afaulty gold-aluminum junction in the power mod-
ule that drove this torque motor. The deterioration of the gold-aluminum joint was
cited as the cause of the break in the circuit of the follow-up frame gimba torque
motor that led to the inertial measurement unit faillure. These findings and conclu-
sons were briefed to the satdllite manufacturing, operating, and insurance communi-
tiesin October 1996.

In the last Independent Review Committee report sent to the PRC after the com-
mittee's second meeting, it was suggested that the making and breaking of dectrica
contactswas not necessary to explain the cyclic motion of therocket'sinertid platform.
Rather, once a circuit failure had occurred, it was possible for the platform to perform
anatura limit cycle motion. Limit cycles are a well-recognized phenomenon in the
dynamics of mechanical, eectrical, and electromechanicad nonlinear systems.
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Although thisargument wasintroduced while the break in the circuit to theinner frame
torque motor was consdered to be the most probable root cause for the observed iner-
tid platform behavior, it obvioudy could apply to any other frame or torque motor.

uring the second Independent Review Committee meeting, attention was

called totheflat behavior of the angle measurement (resolver) of thefollow-
up frame. The Independent Review Committee stated thet it was “very criticd” to
explain this behavior.

The PRC participants stated that the flat behavior was due to abad choice of res-
olution for thistelemetry channd — an explanation they obvioudy changed their mind
about |ater.

Also in the same mesting, the Independent Review Committee called further
attention to the follow-up frame by suggesting the possibility that it might have been
frozen — that is, mechanicaly jammed. Although it did not turn out to be the final
explanation, this faillure mode could have produced about the same kind of inner
frame angle resolver telemetry trace as a break in the circuit powering the follow-up
frame gimbal axis torque motor. This was an dternate possible cause for the anom-
ay in the telemetry trace of follow-up frame angle.

Moreover, in ther last report, the Independent Review Committee once more
suggested that the PRC look again at the validity of their explanation of the flat trace
of the follow-up frame angle resolver.

In its comments, questions, and advice on the inertid measurement unit failure
mode, and on the smulations and analyses conducted to establish that mode, the
| ndependent Review Committee:

*  Conggently rgected the making and breaking of eectri-
cal contact by the wire ddivering current to the torque motor
for theinner frame as a plaus ble explanation for the observed
cyclic motion of the inertia platform

* Ingsted that, although the wire break in the circuit car-
rying current to the inner frame torque motor might be
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consdered the most probableroot causefor thefailure, it
could not be accepted as conclusive until additiona analy-
sesand “hardwarein theloop” smulations could demonstrate
that the cyclic motions of theinertia platform over the entire
22 seconds of flight could be accounted for on the bass of
this cause

*  Forcibly called attention to the indications in telemetry
that the follow-up frame angle measurement wasflat, and
remained skeptical of the PRC explanations for this anomay

*  Pointed out that successve making and breaking of elec-
trical contact in atorquemotor circuit wasnot anecessary
condition for development of cyclic motion of the platform

It is, of course, not possible to say how much these technica comments, sug-
gestions, and challenges influenced the PRC. But they were dl in the direction of
moving the PRC representatives away from their fixation on the broken wire in the
inner frame gimbal axis torque motor as the predominant, if not sole, faillure mode to
which they had given significant attention in their investigation since mid-March.

nother areathat the Independent Review Committee focused on wasrdli-

ability and quality assurance. Inther plant tours, severd of the Independent
Review Committee members saw what they considered to be flight inertia measure-
ment unit hardware being carelessy handled and touched. In the preiminary report,
In the short term, the Independent Review Committee recommended that higher qual-
ity control and quality standards be gpplied in the manufacturing process.

In the detail design of the inertid platform wiring, the Independent Review
Committee recommended studies to ether preclude wiring harness motion during
gimbal motion, or dleviate the effect of unavoidable deflection on solder joint integrity.

Also, the Independent Review Committee recommended that the PRC reexam-
ine the environmenta conditions (vibration, noise, and thermal) used in qudification
and acceptance testing of the inertid measurement unit.

The digtinction between qudification tests and acceptance tests must be made;
208
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*  Qualification tests are a part of the design and development
of the inertial measurement unit. Thelr purpose is to verify
the basic design and manufacturing processes. A high degree
of fiddity in smulating flight environmentsis sought in qual-
ification testing.

*  Acceptance tests are carried out on each unit produced.
Acceptance test environments are generdly at lower levels of
intensity than qudification tests. Depending upon the partic-
ulars of specific designs and their potentid vulnerabilities,
they may be of lower fidelity in representing flight environ-
mentsin detall.

In fact, vibration tests as part of acceptance testing may often be regarded astests
of workmanship in production. The Independent Review Committee referred specifi-
caly to the workmanship verification function in Attachment IV to the minutes of its
second meeting asfollows. “Quality control was not thorough; the open wire problem
should have been caught earlier in the environmental acceptance or screening test[s].”

F or thelonger term, the Independent Review Committee recommended that
quality control philosophy and practicesin fabrication, assembly, and test-
ing should be strengthened and personnd should betrained accordingly. Theserec-
ommendations would aso affect rdiability and quality assurance. The committee
aso recommended that consideration be given to increasing the redundancy of the
platform.

While these recommendations of improved quaity control and greater redun-
dancy can be regarded as generd maxims for achievement of improved rdliability, it
must be borne in mind that they are being made in the context of the expert
| ndependent Review Committee's detailed review of the deficienciesin design, man-
ufacture and testing of the specific inertial measurement unit on the Long March 3B.

The Independent Review Committee aso made recommendations concerning
the vibration, acoustic, and thermal environments to which the inertia measurement
unit (and other avionics) were designed and tested. In their last report, they recom-
mended that the PRC reexamine their environmental test plan for al avionics equip-
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ment, expressing the view that the tests might not be adequate for meeting “expected
maximum flight loads including acoustic noises or detecting the defectsin flight hard-

ware.

The Intelsat 708 Encryption Boards
Were Never Recovered

The Intelsat 708 satellite carried two FAC-3R encryption boards, one in each of
Its command processor units. These boards are considered Controlled Cryptographic
Items by the Department of Defense, and the algorithmis classified “ Secret.”

Encryption boards are used to protect the command and control links between
the ground station and satellite. They are required even on satellitesthat carry unclas-
sfied U.S. Government communications traffic. These devices do not encrypt the
communications traffic that is otherwise processed by the satellite payload.®™

Shortly after the Intelsat 708 launch failure, Loral’s Communications Security
custodian reported to the Department of Defense that the status of the encryption
boards was being changed to “destroyed.”

This was not seen as unusud by Department of Defense, however, because its
prescribed policy requires that encryption boards be reported as “destroyed” when
they are launched into orbit.

The Department of Defense did not require Lora to produce any evidence that
the FAC-3R boards werein fact destroyed.”

After recovering debrisfrom the crash Site, Lora engineersgrosdy estimated the
percentages of various subsystems and componentsthat had been recovered.®® Inthat
estimate, Lora engineer Muhammad Wahdy estimated that 30% of the command
processors were recovered.® Lord personnd then packaged the debris and shipped
it to Palo Alto, where engineers examined the debris to specifically determine if the
encryption boards were recovered.’®

That examination determined that the FAC-3R boards were not, in fact, recov-
ered from the crash gte”
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The two FAC-3R encryption boards used on the Intelsat 708 satdllite were
mounted near the hydrazine propellant tanks and most likely were destroyed in the
exploson. Additionally, the two FAC-3R boards had no distinguishing markings
other than a seria number, making it extremdy difficult to locate them amongst the
crash debris®

t isnot known, however, whether the FAC-3R boards were recovered by the
PRC. If they were, it would be difficult for the PRC to determine the crypto-
graphic algorithm that was imprinted on them.

Reverse-engineering of a damaged board would be even more difficult. Any
successful reverse-engineering would be resource intensive for the PRC.

If the PRC were able to determine the cryptographic agorithm contained on the
FAC-3R board, it would gain insght into the state of the U.S. military in the 1960s,
athough such dgorithms remain in use today.®

When the Nationa Security Agency designsand recommends algorithmsfor use
In equipment, it assumes that the equipment will be lost or compromised sometime
during its operationd lifetime. The Nationa Security Agency relies on unique cryp-
tographic keys for each separate satellite to keep command and control links secure.
Because the FAC-3R boards on Intelsat 708 were uniquely keyed, the National
Security Agency remains convinced that thereisno risk to other satellite systems, now
or in the future, resulting from having not recovering the FAC-3R boards from the
PRC.*

Summary Assessment

In the period after the Independent Review Committee activities were terminat-
ed, the PRC participants, continuing their “hardware in the loop” smulations, reject-
ed their own findings that the cause of the launch failure related to the inner frame of
theinertiad measurement unit. Instead, the PRC followed the path identified for them
by the Independent Review Committee to conclude that the true cause of the launch
failure was related to the follow-up frame.
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The PRC engineersfound that, even with artificialy imposed making and break-
ing of contact of the eectrica connection to theinner frame gimbal torque motor, they
could not smulate the periodic behavior of theinertid platform for the entire 22-sec-
ond flight duration. (As later reported by the PRC, the series of “hardware in the
loop” smulations and anayses that led to the identification and verification of thefol-
low-up frame gimbal axistorque motor circuit asthe site of thefailuretook placefrom
May 20 to June 20, 1996.)

The PRC participants then concluded that the root cause of the failure wasto be
found in the eectricd circuits associated with the follow-up frame gimba torque
motor. The PRC engineers found that by breaking the circuit to the follow-up frame
torque motor, the entire 22 seconds of flight, including the cyclic motions of the iner-
tid platform, could be smulated.

According to the PRC engineers, examination of these circuitsin inertid mea-
surement units from the same production batch as the one used on the failed flight led
to the discovery of afaulty gold-aluminum junction in the power module that drove
thistorque motor. The deterioration of the gold-aluminum joint was cited asthe cause
of the break in the circuit of the follow-up frame gimbal torque motor that led to the
inertial measurement unit failure. These findings and conclusions were briefed to the
satellite manufacturing, operating, and insurance communities in October 1996.

The Independent Review Committee’'s comments and suggestions could well
have helped the PRC to come to the correct conclusion in their accident investigation
more directly and quickly than they otherwise would have.

aken together, the following actions by the I ndependent Review Committee
would have had the effect of steering the PRC investigator s away from their
protracted narrow focus on the wrong failure mode:

« Thelndependent Review Committee's continuing skepticism concern-
ing the make-and-break of dectrical contact in the connection to the inner
frame axis torque motor as a plausible explanation of the observed teleme-
try data (this was the PRC participants’ initid explanation for the launch
falure)
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* The committee's ingstence that the failure mode investigation could
not be consdered complete and convincing until the entire 22 seconds of
flight had been smulated (in contrast to the PRC participants initial
reliance on data from only the first seven seconds of flight)

« The committee's pointing to the existence of dynamical limit cycles of
platform motion that could result from a single break in atorque motor
circuit, without repeated making and breaking of electrical contact (again
in contrast to the PRC participants approach)

« Thecommittee's persstent calling of attention to the potential sgnifi-
cance of theflat output of the follow-up frame angle resolver (the actu-
a location of the cause of the launch failure)

The search for the true failure mode in an accident investigation is not asmple,
sraightforward procedure. 1n somerespects, it islikefinding theway through amaze.
It isdl too easy to start down awrong path and to stay on it for too long. Insights,
hunches, and clues based on technical judgments and experiencein prior failure mode
analyses, smulations, and accident investigations can be helpful. Advice from indi-
viduas or groups drawn from outside the program that has suffered afailureis often
sought, even in organizationsthat have world-classtechnical competence. Even opin-
ions from such an outside group confirming that the investigation is on the right track
have value.

In the complex task of failure investigation, the right failure mode and adequate
corrective measures are often not arrived at thefirst time. Sometimesthere are repesat-
ed falures from the same cause because the faillure mode analysis was inaccurate or
incomplete. (An example was the failure of the PRC Long March 2E fairing, first in
the Optus B2 launch in 1992, and then again in the Apstar 2 failurein 1995.) Absent
a dissenting view voiced by an authoritative independent group such as the
| ndependent Review Committee, the pressures for getting on with the next launch of
the Long March 3B could have prevailed, the flawed andysis of the failure mode
could have been accepted, and another failure could have resulted. At the least, the
contribution of the Independent Review Committee to the PRC accident investigation
may have been smply to speed up the investigation.
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hel ndependent Review Committee' srecommendations seem to have affect-

ed PRC rocket reiability. The PRC briefed subsequent Long March launch
customers and their insurers (for example, in the case of Loral’s Mabuhay satellite
launch) concerning measures being taken to improve therdiability of the Long March
3B inertid measurement unit (and avionics generally) and acceptance testing.

The measures the PRC took to improve the rdiability of the Long March 3B go
beyond those listed in the PRC briefings at the second meeting of the Independent
Review Committeein Beijing (some of which may have been influenced by questions
rased earlier by the committeg). For example, in the Beljing meeting, wiring connec-
tions on the platform were to be double-soldered. The later briefings indicate that al
platform-moveable connections are to be double-jointed (a stress-relieving measure of
the type referred to in the Independent Review Committee report’s recommendation to
“dleviate the impact of unavoidable deflection on solder joint integrity”) and double-
wired.

Also, the recommendation of the Independent Review Committee for steps to
attack quality control philosophy and practice broadly, and to train personnel, are
reflected in the PRC statement of intent to strengthen education in quality control for
al employees, and to establish income incentives to quality. These measures to
improve quaity control and reliability may be the standard fare of management liter-
ature, but the context of the Independent Review Committee recommendationsis that
they are made with regard to a specific set of processes and practices employed in the
manufacture and assembly of the Long March 3B that they reviewed.

To the extent that these practices and processes are representative of those
employed on other rockets or ballistic missiles or their components built by
the same or related organizations, the quality control and rdiability of these PRC
rockets and missiles could aso be improved.

To answer definitively whether the Independent Review Committee's technica
advice and recommendations had the effect of asssting the PRC in improving the
accuracy of PRC ballistic missiles, it would be necessary to know whether the Long
March 3B inertid measurement unit is used on any balistic missile and whether, in
fact, the Long March 3B inertid measurement unit has advantages in accuracy or

SELECT COMMITTEE OF THE UNITED STATES HOUSE OF REPRESENTATIVES



SATELLITE LAUNCHES IN THE PRC: LORAL

other measures over others available to the PRC. The guidance accuracy require-
ments for an intercontinental ballistic missle based on what is assumed to be PRC
missile doctrine (essentidly, a “city busting” strategy) would not be considerably
greater than the accuracy requirements for arocket used to launch satellites. Because
the Long March 3B inertid measurement unit is lighter and smaller than the units
used on the PRC's intercontinenta ballistic missiles (such as the currently-deployed
CSS-4), it would not need to have greater accuracy to be advantageoudy applied for
its weight and size advantages.

ecause the PRC drategic forces doctrine apparently targets U.S. cities, this

does not require especially demanding accuracy. For this, theinertial mea-
surement unit on the Long March 3B may be sufficient — in which case its Size,
weight, and, potentidly, rdliability advantages may weigh more heavily initsfavor. Of
coursg, if the PRC has available other lighter and smaler guidance unitsthat are more
accurate, those are more likely to be chosen for the mobile intercontinental balistic
missle misson.

For shorter-range balistic missiles, the Long March 3B inertial measurement unit
might possibly be advantageoudy used. But it would have to compete againgt a vari-
ety of even more compact, strapdown systems of sufficient accuracy for short ranges.
Therefore, the gpplication of the Long March 3B inertid measurement unit or some
variant of it to some future PRC ballistic missle development remains possible.

To the extent that balistic missile manufacturing processes and practices are
smilar to those for rockets, an incrementd potential benefit to future PRC ballistic
missile programs could come from increased production efficiency, and improved
reliability through adoption of improved quality control and reliability-enhancing
measures in design and manufacturing that were introduced after the accident inves-
tigation, including some that the Independent Review Committee advocated.
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