Page 37

propriate representatives of the National Se-
curity Council and the Office of Science and
Technology Policy, establish uniform proce-
dures for the receipt, care, and storage by Fed-
eral agencies of critical infrastructure infor-
mation that is voluntarily submitted to the
Government. The procedures shall be estab-
lished not later than 90 days after November
25, 2002.

(2) Elements

The procedures established under paragraph
(1) shall include mechanisms regarding—

(A) the acknowledgement of receipt by
Federal agencies of critical infrastructure
information that is voluntarily submitted to
the Government;

(B) the maintenance of the identification
of such information as voluntarily submit-
ted to the Government for purposes of and
subject to the provisions of this part;

(C) the care and storage of such informa-
tion; and

(D) the protection and maintenance of the
confidentiality of such information so as to
permit the sharing of such information with-
in the Federal Government and with State
and local governments, and the issuance of
notices and warnings related to the protec-
tion of critical infrastructure and protected
systems, in such manner as to protect from
public disclosure the identity of the submit-
ting person or entity, or information that is
proprietary, business sensitive, relates spe-
cifically to the submitting person or entity,
and is otherwise not appropriately in the
public domain.

(f) Penalties

Whoever, being an officer or employee of the
United States or of any department or agency
thereof, knowingly publishes, divulges, dis-
closes, or makes known in any manner or to any
extent not authorized by law, any critical infra-
structure information protected from disclosure
by this part coming to him in the course of this
employment or official duties or by reason of
any examination or investigation made by, or
return, report, or record made to or filed with,
such department or agency or officer or em-
ployee thereof, shall be fined under title 18, im-
prisoned not more than 1 year, or both, and shall
be removed from office or employment.

(g) Authority to issue warnings

The Federal Government may provide advi-
sories, alerts, and warnings to relevant compa-
nies, targeted sectors, other governmental enti-
ties, or the general public regarding potential
threats to critical infrastructure as appropriate.
In issuing a warning, the Federal Government
shall take appropriate actions to protect from
disclosure—

(1) the source of any voluntarily submitted
critical infrastructure information that forms
the basis for the warning; or

(2) information that is proprietary, business
sensitive, relates specifically to the submit-
ting person or entity, or is otherwise not ap-
propriately in the public domain.

(h) Authority to delegate

The President may delegate authority to a
critical infrastructure protection program, des-
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ignated under section 132 of this title, to enter
into a voluntary agreement to promote critical
infrastructure security, including with any In-
formation Sharing and Analysis Organization,
or a plan of action as otherwise defined in sec-
tion 2158 of title 50, Appendix.

(Pub. L. 107-296, title II, §214, Nov. 25, 2002, 116
Stat. 21562; Pub. L. 108-271, §8(b), July 7, 2004, 118
Stat. 814.)

REFERENCES IN TEXT

The Critical Infrastructure Information Act of 2002,
referred to in subsec. (a)(2)(A), is subtitle B (§211 et
seq.) of title IT of Pub. L. 107-296, Nov. 25, 2002, 116 Stat.
2150, which is classified generally to this part. For com-
plete classification of this Act to the Code, see Short
Title note set out under section 101 of this title and
Tables.

The Federal Advisory Committee Act, referred to in
subsec. (b), is Pub. L. 92-463, Oct. 6, 1972, 86 Stat. 770, as
amended, which is set out in the Appendix to Title 5,
Government Organization and Employees.

AMENDMENTS

2004—Subsec. (a)(1)(D)(ii)(II). Pub. L. 108-271 sub-
stituted ‘‘Government Accountability Office” for ‘‘Gen-
eral Accounting Office’.

§ 134. No private right of action

Nothing in this part may be construed to cre-
ate a private right of action for enforcement of
any provision of this chapter.

(Pub. L. 107-296, title II, §215, Nov. 25, 2002, 116
Stat. 21565.)

PART C—INFORMATION SECURITY

§ 141. Procedures for sharing information

The Secretary shall establish procedures on
the use of information shared under this sub-
chapter that—

(1) limit the redissemination of such infor-
mation to ensure that it is not used for an un-
authorized purpose;

(2) ensure the security and confidentiality of
such information;

(3) protect the constitutional and statutory
rights of any individuals who are subjects of
such information; and

(4) provide data integrity through the timely
removal and destruction of obsolete or erro-
neous names and information.

(Pub. L. 107-296, title II, §221, Nov. 25, 2002, 116
Stat. 2155.)

REFERENCES IN TEXT

This subchapter, referred to in text, was in the origi-
nal ‘‘this title’’, meaning title II of Pub. L. 107-296, Nov.
25, 2002, 116 Stat. 2145, which enacted this subchapter,
amended sections 1030, 2511, 2512, 2520, 2701 to 2703, and
3125 of Title 18, Crimes and Criminal Procedure, sec-
tions 3712 and 3722 of Title 42, The Public Health and
Welfare, and section 401a of Title 50, War and National
Defense, and enacted provisions set out as a note under
section 101 of this title and listed in a Provisions for
Review, Promulgation, or Amendment of Federal Sen-
tencing Guidelines Relating to Specific Offenses table
set out under section 994 of Title 28, Judiciary and Ju-
dicial Procedure. For complete classification of title IT
to the Code, see Tables.
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