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istrative and business applications (including
payroll, finance, logistics, and personnel man-
agement applications).

(3) The term ‘“‘information technology’ has
the meaning given that term in section 11101
of title 40.

(Added Pub. L. 107-347, title III, §301(b)(1), Dec.
17, 2002, 116 Stat. 2947.)

§3543. Authority and functions of the Director

(a) IN GENERAL.—The Director shall oversee
agency information security policies and prac-
tices, including—

(1) developing and overseeing the implemen-
tation of policies, principles, standards, and
guidelines on information security, including
through ensuring timely agency adoption of
and compliance with standards promulgated
under section 11331 of title 40;

(2) requiring agencies, consistent with the
standards promulgated under such section
11331 and the requirements of this subchapter,
to identify and provide information security
protections commensurate with the risk and
magnitude of the harm resulting from the un-
authorized access, use, disclosure, disruption,
modification, or destruction of—

(A) information collected or maintained by
or on behalf of an agency; or

(B) information systems used or operated
by an agency or by a contractor of an agency
or other organization on behalf of an agency;

(3) coordinating the development of stand-
ards and guidelines under section 20 of the Na-
tional Institute of Standards and Technology
Act (15 U.S.C. 278g-3) with agencies and offices
operating or exercising control of national se-
curity systems (including the National Secu-
rity Agency) to assure, to the maximum ex-
tent feasible, that such standards and guide-
lines are complementary with standards and
guidelines developed for national security sys-
tems;

(4) overseeing agency compliance with the
requirements of this subchapter, including
through any authorized action under section
11303 of title 40, to enforce accountability for
compliance with such requirements;

(b) reviewing at least annually, and approv-
ing or disapproving, agency information secu-
rity programs required under section 3544(b);

(6) coordinating information security poli-
cies and procedures with related information
resources management policies and proce-
dures;

(7) overseeing the operation of the Federal
information security incident center required
under section 3546; and

(8) reporting to Congress no later than
March 1 of each year on agency compliance
with the requirements of this subchapter, in-
cluding—

(A) a summary of the findings of evalua-
tions required by section 3545;

(B) an assessment of the development, pro-
mulgation, and adoption of, and compliance
with, standards developed under section 20 of
the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3) and pro-
mulgated under section 11331 of title 40;
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(C) significant deficiencies in agency infor-
mation security practices;

(D) planned remedial action to address
such deficiencies; and

(E) a summary of, and the views of the Di-
rector on, the report prepared by the Na-
tional Institute of Standards and Tech-
nology under section 20(d)(10) of the Na-
tional Institute of Standards and Tech-
nology Act (15 U.S.C. 278g2-3).

(b) NATIONAL SECURITY SYSTEMS.—Except for
the authorities described in paragraphs (4) and
(8) of subsection (a), the authorities of the Di-
rector under this section shall not apply to na-
tional security systems.

(c) DEPARTMENT OF DEFENSE AND CENTRAL IN-
TELLIGENCE AGENCY SYSTEMS.—(1) The authori-
ties of the Director described in paragraphs (1)
and (2) of subsection (a) shall be delegated to the
Secretary of Defense in the case of systems de-
scribed in paragraph (2) and to the Director of
Central Intelligence in the case of systems de-
scribed in paragraph (3).

(2) The systems described in this paragraph
are systems that are operated by the Depart-
ment of Defense, a contractor of the Department
of Defense, or another entity on behalf of the
Department of Defense that processes any infor-
mation the unauthorized access, use, disclosure,
disruption, modification, or destruction of
which would have a debilitating impact on the
mission of the Department of Defense.

(3) The systems described in this paragraph
are systems that are operated by the Central In-
telligence Agency, a contractor of the Central
Intelligence Agency, or another entity on behalf
of the Central Intelligence Agency that proc-
esses any information the unauthorized access,
use, disclosure, disruption, modification, or de-
struction of which would have a debilitating im-
pact on the mission of the Central Intelligence
Agency.

(Added Pub. L. 107-347, title III, §301(b)(1), Dec.
17, 2002, 116 Stat. 2947.)

CHANGE OF NAME

Reference to the Director of Central Intelligence or
the Director of the Central Intelligence Agency in the
Director’s capacity as the head of the intelligence com-
munity deemed to be a reference to the Director of Na-
tional Intelligence. Reference to the Director of Cen-
tral Intelligence or the Director of the Central Intel-
ligence Agency in the Director’s capacity as the head of
the Central Intelligence Agency deemed to be a ref-
erence to the Director of the Central Intelligence Agen-
cy. See section 1081(a), (b) of Pub. L. 108-458, set out as
a note under section 401 of Title 50, War and National
Defense.

§ 3544. Federal agency responsibilities

(a) IN GENERAL.—The head of each agency
shall—
(1) be responsible for—

(A) providing information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from unauthor-
ized access, use, disclosure, disruption,
modification, or destruction of—

(i) information collected or maintained
by or on behalf of the agency; and

(ii) information systems used or oper-
ated by an agency or by a contractor of an
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