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‘‘(3) COMPLETION DATE.—Necessary background inves-

tigations and eligibility determinations to permit ap-

propriate prospective transition team members to have 

access to classified information shall be completed, to 

the fullest extent practicable, by the day after the date 

of the general election.’’ 

§ 435c. Security clearances; limitations 

(a) Definitions 

In this section: 

(1) Controlled substance 

The term ‘‘controlled substance’’ has the 
meaning given that term in section 802 of title 
21. 

(2) Covered person 

The term ‘‘covered person’’ means— 
(A) an officer or employee of a Federal 

agency; 
(B) a member of the Army, Navy, Air 

Force, or Marine Corps who is on active duty 
or is in an active status; and 

(C) an officer or employee of a contractor 
of a Federal agency. 

(3) Restricted Data 

The term ‘‘Restricted Data’’ has the mean-
ing given that term in section 2014 of title 42. 

(4) Special access program 

The term ‘‘special access program’’ has the 
meaning given that term in section 4.1 of Ex-
ecutive Order No. 12958 (60 Fed. Reg. 19825). 

(b) Prohibition 

After January 1, 2008, the head of a Federal 
agency may not grant or renew a security clear-
ance for a covered person who is an unlawful 
user of a controlled substance or an addict (as 
defined in section 802(1) of title 21). 

(c) Disqualification 

(1) In general 

After January 1, 2008, absent an express 
written waiver granted in accordance with 
paragraph (2), the head of a Federal agency 
may not grant or renew a security clearance 
described in paragraph (3) for a covered person 
who— 

(A) has been convicted in any court of the 
United States of a crime, was sentenced to 
imprisonment for a term exceeding 1 year, 
and was incarcerated as a result of that sen-
tence for not less than 1 year; 

(B) has been discharged or dismissed from 
the Armed Forces under dishonorable condi-
tions; or 

(C) is mentally incompetent, as deter-
mined by an adjudicating authority, based 
on an evaluation by a duly qualified mental 
health professional employed by, or accept-
able to and approved by, the United States 
Government and in accordance with the ad-
judicative guidelines required by subsection 
(d). 

(2) Waiver authority 

In a meritorious case, an exception to the 
disqualification in this subsection may be au-
thorized if there are mitigating factors. Any 
such waiver may be authorized only in accord-
ance with— 

(A) standards and procedures prescribed 
by, or under the authority of, an Executive 
order or other guidance issued by the Presi-
dent; or 

(B) the adjudicative guidelines required by 
subsection (d). 

(3) Covered security clearances 

This subsection applies to security clear-
ances that provide for access to— 

(A) special access programs; 
(B) Restricted Data; or 
(C) any other information commonly re-

ferred to as ‘‘sensitive compartmented infor-
mation’’. 

(4) Annual report 

(A) Requirement for report 

Not later than February 1 of each year, the 
head of a Federal agency shall submit a re-
port to the appropriate committees of Con-
gress if such agency employs or employed a 
person for whom a waiver was granted in ac-
cordance with paragraph (2) during the pre-
ceding year. Such annual report shall not re-
veal the identity of such person, but shall in-
clude for each waiver issued the disqualify-
ing factor under paragraph (1) and the rea-
sons for the waiver of the disqualifying fac-
tor. 

(B) Definitions 

In this paragraph: 

(i) Appropriate committees of Congress 

The term ‘‘appropriate committees of 
Congress’’ means, with respect to a report 
submitted under subparagraph (A) by the 
head of a Federal agency— 

(I) the congressional defense commit-
tees; 

(II) the congressional intelligence com-
mittees; 

(III) the Committee on Homeland Se-
curity and Governmental Affairs of the 
Senate; 

(IV) the Committee on Oversight and 
Government Reform of the House of Rep-
resentatives; and 

(V) each Committee of the Senate or 
the House of Representatives with over-
sight authority over such Federal agen-
cy. 

(ii) Congressional defense committees 

The term ‘‘congressional defense com-
mittees’’ has the meaning given that term 
in section 101(a)(16) of title 10. 

(iii) Congressional intelligence committees 

The term ‘‘congressional intelligence 
committees’’ has the meaning given that 
term in section 401a of this title. 

(d) Adjudicative guidelines 

(1) Requirement to establish 

The President shall establish adjudicative 
guidelines for determining eligibility for ac-
cess to classified information. 

(2) Requirements related to mental health 

The guidelines required by paragraph (1) 
shall— 
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(A) include procedures and standards under 
which a covered person is determined to be 
mentally incompetent and provide a means 
to appeal such a determination; and 

(B) require that no negative inference con-
cerning the standards in the guidelines may 
be raised solely on the basis of seeking men-
tal health counseling. 

(Pub. L. 108–458, title III, § 3002, as added Pub. L. 
110–181, div. A, title X, § 1072(a), Jan. 28, 2008, 122 
Stat. 328.) 

REFERENCES IN TEXT 

Executive Order 12958, referred to in subsec. (a)(4), is 

set out as a note under section 435 of this title. 

CODIFICATION 

Section was enacted as part of the Intelligence Re-

form and Terrorism Prevention Act of 2004, and not as 

part of the National Security Act of 1947 which com-

prises this chapter. 

§ 436. Requests by authorized investigative agen-
cies 

(a) Generally 

(1) Any authorized investigative agency may 
request from any financial agency, financial in-
stitution, or holding company, or from any con-
sumer reporting agency, such financial records, 
other financial information, and consumer re-
ports as may be necessary in order to conduct 
any authorized law enforcement investigation, 
counterintelligence inquiry, or security deter-
mination. Any authorized investigative agency 
may also request records maintained by any 
commercial entity within the United States per-
taining to travel by an employee in the execu-
tive branch of Government outside the United 
States. 

(2) Requests may be made under this section 
where— 

(A) the records sought pertain to a person 
who is or was an employee in the executive 
branch of Government required by the Presi-
dent in an Executive order or regulation, as a 
condition of access to classified information, 
to provide consent, during a background inves-
tigation and for such time as access to the in-
formation is maintained, and for a period of 
not more than three years thereafter, permit-
ting access to financial records, other finan-
cial information, consumer reports, and travel 
records; and 

(B)(i) there are reasonable grounds to be-
lieve, based on credible information, that the 
person is, or may be, disclosing classified in-
formation in an unauthorized manner to a for-
eign power or agent of a foreign power; 

(ii) information the employing agency deems 
credible indicates the person has incurred ex-
cessive indebtedness or has acquired a level of 
affluence which cannot be explained by other 
information known to the agency; or 

(iii) circumstances indicate the person had 
the capability and opportunity to disclose 
classified information which is known to have 
been lost or compromised to a foreign power 
or an agent of a foreign power. 

(3) Each such request— 
(A) shall be accompanied by a written cer-

tification signed by the department or agency 

head or deputy department or agency head 
concerned, or by a senior official designated 
for this purpose by the department or agency 
head concerned (whose rank shall be no lower 
than Assistant Secretary or Assistant Direc-
tor), and shall certify that— 

(i) the person concerned is or was an em-
ployee within the meaning of paragraph 
(2)(A); 

(ii) the request is being made pursuant to 
an authorized inquiry or investigation and is 
authorized under this section; and 

(iii) the records or information to be re-
viewed are records or information which the 
employee has previously agreed to make 
available to the authorized investigative 
agency for review; 

(B) shall contain a copy of the agreement re-
ferred to in subparagraph (A)(iii); 

(C) shall identify specifically or by category 
the records or information to be reviewed; and 

(D) shall inform the recipient of the request 
of the prohibition described in subsection (b) 
of this section. 

(b) Prohibition of certain disclosure 

(1) If an authorized investigative agency de-
scribed in subsection (a) certifies that otherwise 
there may result a danger to the national secu-
rity of the United States, interference with a 
criminal, counterterrorism, or counter-
intelligence investigation, interference with dip-
lomatic relations, or danger to the life or phys-
ical safety of any person, no governmental or 
private entity, or officer, employee, or agent of 
such entity, may disclose to any person (other 
than those to whom such disclosure is necessary 
to comply with the request or an attorney to ob-
tain legal advice or legal assistance with respect 
to the request) that such entity has received or 
satisfied a request made by an authorized inves-
tigative agency under this section. 

(2) The request shall notify the person or en-
tity to whom the request is directed of the non-
disclosure requirement under paragraph (1). 

(3) Any recipient disclosing to those persons 
necessary to comply with the request or to an 
attorney to obtain legal advice or legal assist-
ance with respect to the request shall inform 
such persons of any applicable nondisclosure re-
quirement. Any person who receives a disclosure 
under this subsection shall be subject to the 
same prohibitions on disclosure under paragraph 
(1). 

(4) At the request of the authorized investiga-
tive agency, any person making or intending to 
make a disclosure under this section shall iden-
tify to the requesting official of the authorized 
investigative agency the person to whom such 
disclosure will be made or to whom such disclo-
sure was made prior to the request, except that 
nothing in this section shall require a person to 
inform the requesting official of the identity of 
an attorney to whom disclosure was made or 
will be made to obtain legal advice or legal as-
sistance with respect to the request under sub-
section (a). 

(c) Records or information; inspection or copy-
ing 

(1) Notwithstanding any other provision of law 
(other than section 6103 of title 26), an entity re-
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