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(e) Motion to suppress

(1) Any aggrieved person against whom evi-
dence obtained or derived from the use of a pen
register or trap and trace device is to be, or has
been, introduced or otherwise used or disclosed
in any trial, hearing, or other proceeding in or
before any court, department, officer, agency,
regulatory body, or other authority of the
United States, or a State or political subdivision
thereof, may move to suppress the evidence ob-
tained or derived from the use of the pen reg-
ister or trap and trace device, as the case may
be, on the grounds that—

(A) the information was unlawfully ac-
quired; or

(B) the use of the pen register or trap and
trace device, as the case may be, was not made
in conformity with an order of authorization
or approval under this subchapter.

(2) A motion under paragraph (1) shall be made
before the trial, hearing, or other proceeding un-
less there was no opportunity to make such a
motion or the aggrieved person concerned was
not aware of the grounds of the motion.

(f) In camera and ex parte review

(1) Whenever a court or other authority is no-
tified pursuant to subsection (¢) or (d) of this
section, whenever a motion is made pursuant to
subsection (e) of this section, or whenever any
motion or request is made by an aggrieved per-
son pursuant to any other statute or rule of the
United States or any State before any court or
other authority of the United States or any
State to discover or obtain applications or or-
ders or other materials relating to the use of a
pen register or trap and trace device authorized
by this subchapter or to discover, obtain, or sup-
press evidence or information obtained or de-
rived from the use of a pen register or trap and
trace device authorized by this subchapter, the
United States district court or, where the mo-
tion is made before another authority, the
United States district court in the same district
as the authority shall, notwithstanding any
other provision of law and if the Attorney Gen-
eral files an affidavit under oath that disclosure
or any adversary hearing would harm the na-
tional security of the United States, review in
camera and ex parte the application, order, and
such other materials relating to the use of the
pen register or trap and trace device, as the case
may be, as may be necessary to determine
whether the use of the pen register or trap and
trace device, as the case may be, was lawfully
authorized and conducted.

(2) In making a determination under para-
graph (1), the court may disclose to the ag-
grieved person, under appropriate security pro-
cedures and protective orders, portions of the
application, order, or other materials relating to
the use of the pen register or trap and trace de-
vice, as the case may be, or may require the At-
torney General to provide to the aggrieved per-
son a summary of such materials, only where
such disclosure is necessary to make an accu-
rate determination of the legality of the use of
the pen register or trap and trace device, as the
case may be.
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(g) Effect of determination of lawfulness

(1) If the United States district court deter-
mines pursuant to subsection (f) of this section
that the use of a pen register or trap and trace
device was not lawfully authorized or conducted,
the court may, in accordance with the require-
ments of law, suppress the evidence which was
unlawfully obtained or derived from the use of
the pen register or trap and trace device, as the
case may be, or otherwise grant the motion of
the aggrieved person.

(2) If the court determines that the use of the
pen register or trap and trace device, as the case
may be, was lawfully authorized or conducted, it
may deny the motion of the aggrieved person ex-
cept to the extent that due process requires dis-
covery or disclosure.

(h) Binding final orders

Orders granting motions or requests under
subsection (g) of this section, decisions under
this section that the use of a pen register or trap
and trace device was not lawfully authorized or
conducted, and orders of the United States dis-
trict court requiring review or granting disclo-
sure of applications, orders, or other materials
relating to the installation and use of a pen reg-
ister or trap and trace device shall be final or-
ders and binding upon all courts of the United
States and the several States except a United
States Court of Appeals or the Supreme Court.

(Pub. L. 95-511, title IV, §405, as added Pub. L.
105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2408.)

§ 1846. Congressional oversight

(a) On a semiannual basis, the Attorney Gen-
eral shall fully inform the Permanent Select
Committee on Intelligence of the House of Rep-
resentatives and the Select Committee on Intel-
ligence of the Senate, and the Committee on the
Judiciary of the House of Representatives and
the Committee on the Judiciary of the Senate,
concerning all uses of pen registers and trap and
trace devices pursuant to this subchapter.

(b) On a semiannual basis, the Attorney Gen-
eral shall also provide to the committees re-
ferred to in subsection (a) of this section and to
the Committees on the Judiciary of the House of
Representatives and the Senate a report setting
forth with respect to the preceding 6-month pe-
riod—

(1) the total number of applications made for
orders approving the use of pen registers or
trap and trace devices under this subchapter;

(2) the total number of such orders either
granted, modified, or denied; and

(3) the total number of pen registers and
trap and trace devices whose installation and
use was authorized by the Attorney General
on an emergency basis under section 1843 of
this title, and the total number of subsequent
orders approving or denying the installation
and use of such pen registers and trap and
trace devices.

(Pub. L. 95-511, title IV, §406, as added Pub. L.
105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2410; amended Pub. L. 109-177, title I, §§109(b),
128(b), Mar. 9, 2006, 120 Stat. 204, 229.)
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AMENDMENTS

2006—Subsec. (a). Pub. L. 109-177, §128(b), inserted
¢, and the Committee on the Judiciary of the House of
Representatives and the Committee on the Judiciary of
the Senate,” after ‘‘Select Committee on Intelligence
of the Senate”.

Subsec. (b)(3). Pub. L. 109-177, §109(b), added par. (3).

SUBCHAPTER IV—ACCESS TO CERTAIN
BUSINESS RECORDS FOR FOREIGN IN-
TELLIGENCE PURPOSES

§1861. Access to certain business records for for-
eign intelligence and international terrorism
investigations

(a) Application for order; conduct of investiga-
tion generally

(1) Subject to paragraph (3), the Director of
the Federal Bureau of Investigation or a des-
ignee of the Director (whose rank shall be no
lower than Assistant Special Agent in Charge)
may make an application for an order requiring
the production of any tangible things (including
books, records, papers, documents, and other
items) for an investigation to obtain foreign in-
telligence information not concerning a United
States person or to protect against inter-
national terrorism or clandestine intelligence
activities, provided that such investigation of a
United States person is not conducted solely
upon the basis of activities protected by the
first amendment to the Constitution.

(2) An investigation conducted under this sec-
tion shall—

(A) be conducted under guidelines approved
by the Attorney General under Executive
Order 12333 (or a successor order); and

(B) not be conducted of a United States per-
son solely upon the basis of activities pro-
tected by the first amendment to the Con-
stitution of the United States.

(3) In the case of an application for an order
requiring the production of library circulation
records, library patron lists, book sales records,
book customer lists, firearms sales records, tax
return records, educational records, or medical
records containing information that would iden-
tify a person, the Director of the Federal Bureau
of Investigation may delegate the authority to
make such application to either the Deputy Di-
rector of the Federal Bureau of Investigation or
the Executive Assistant Director for National
Security (or any successor position). The Dep-
uty Director or the Executive Assistant Director
may not further delegate such authority.

(b) Recipient and contents of application

Each application under this section—

(1) shall be made to—

(A) a judge of the court established by sec-
tion 1803(a) of this title; or

(B) a United States Magistrate Judge
under chapter 43 of title 28, who is publicly
designated by the Chief Justice of the
United States to have the power to hear ap-
plications and grant orders for the produc-
tion of tangible things under this section on
behalf of a judge of that court; and

(2) shall include—
(A) a statement of facts showing that
there are reasonable grounds to believe that
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the tangible things sought are relevant to an
authorized investigation (other than a
threat assessment) conducted in accordance
with subsection (a)(2) to obtain foreign intel-
ligence information not concerning a United
States person or to protect against inter-
national terrorism or clandestine intel-
ligence activities, such things being pre-
sumptively relevant to an authorized inves-
tigation if the applicant shows in the state-
ment of the facts that they pertain to—
(i) a foreign power or an agent of a for-
eign power;
(i1) the activities of a suspected agent of
a foreign power who is the subject of such
authorized investigation; or
(iii) an individual in contact with, or
known to, a suspected agent of a foreign
power who is the subject of such author-
ized investigation; and

(B) an enumeration of the minimization
procedures adopted by the Attorney General
under subsection (g) that are applicable to
the retention and dissemination by the Fed-
eral Bureau of Investigation of any tangible
things to be made available to the Federal
Bureau of Investigation based on the order
requested in such application.

(c) Ex parte judicial order of approval

(1) Upon an application made pursuant to this
section, if the judge finds that the application
meets the requirements of subsections (a) and
(b), the judge shall enter an ex parte order as re-
quested, or as modified, approving the release of
tangible things. Such order shall direct that
minimization procedures adopted pursuant to
subsection (g) be followed.

(2) An order under this subsection—

(A) shall describe the tangible things that
are ordered to be produced with sufficient par-
ticularity to permit them to be fairly identi-
fied;

(B) shall include the date on which the tan-
gible things must be provided, which shall
allow a reasonable period of time within which
the tangible things can be assembled and made
available;

(C) shall provide clear and conspicuous no-
tice of the principles and procedures described
in subsection (d);

(D) may only require the production of a
tangible thing if such thing can be obtained
with a subpoena duces tecum issued by a court
of the United States in aid of a grand jury in-
vestigation or with any other order issued by
a court of the United States directing the pro-
duction of records or tangible things; and

(E) shall not disclose that such order is is-
sued for purposes of an investigation described
in subsection (a).

(d) Nondisclosure

(1) No person shall disclose to any other per-
son that the Federal Bureau of Investigation has
sought or obtained tangible things pursuant to
an order under this section, other than to—

(A) those persons to whom disclosure is nec-
essary to comply with such order;

(B) an attorney to obtain legal advice or as-
sistance with respect to the production of
things in response to the order; or
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