Page 185

In subsection (b), the words ‘‘Notwithstanding any
other provision of this or any other law’’ are omitted as
unnecessary.

§11315. Agency Chief Information Officer

(a) DEFINITION.—In this section, the term ‘‘in-
formation technology architecture’”, with re-
spect to an executive agency, means an inte-
grated framework for evolving or maintaining
existing information technology and acquiring
new information technology to achieve the
agency’s strategic goals and information re-
sources management goals.

(b) GENERAL RESPONSIBILITIES.—The Chief In-
formation Officer of an executive agency is re-
sponsible for—

(1) providing advice and other assistance to
the head of the executive agency and other
senior management personnel of the executive
agency to ensure that information technology
is acquired and information resources are
managed for the executive agency in a manner
that implements the policies and procedures of
this subtitle, consistent with chapter 35 of
title 44 and the priorities established by the
head of the executive agency;

(2) developing, maintaining, and facilitating
the implementation of a sound, secure, and in-
tegrated information technology architecture
for the executive agency; and

(3) promoting the effective and efficient de-
sign and operation of all major information re-
sources management processes for the execu-
tive agency, including improvements to work
processes of the executive agency.

(c) DUTIES AND QUALIFICATIONS.—The Chief In-
formation Officer of an agency listed in section
901(b) of title 31—

(1) has information resources management
duties as that official’s primary duty;

(2) monitors the performance of information
technology programs of the agency, evaluates
the performance of those programs on the
basis of the applicable performance measure-
ments, and advises the head of the agency re-
garding whether to continue, modify, or ter-
minate a program or project; and

(3) annually, as part of the strategic plan-
ning and performance evaluation process re-
quired (subject to section 1117 of title 31)
under section 306 of title 5 and sections
1105(a)(28), 1115-1117, and 9703 (as added by sec-
tion 5(a) of the Government Performance and
Results Act of 1993 (Public Law 103-62, 107
Stat. 289)) of title 31—

(A) assesses the requirements established
for agency personnel regarding knowledge
and skill in information resources manage-
ment and the adequacy of those require-
ments for facilitating the achievement of
the performance goals established for infor-
mation resources management;

(B) assesses the extent to which the posi-
tions and personnel at the executive level of
the agency and the positions and personnel
at management level of the agency below
the executive level meet those requirements;

(C) develops strategies and specific plans
for hiring, training, and professional devel-
opment to rectify any deficiency in meeting
those requirements; and
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(D) reports to the head of the agency on
the progress made in improving information
resources management capability.

(Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1241; Pub.
L. 108-458, title VIII, §8401(4), Dec. 17, 2004, 118
Stat. 3869.)

HISTORICAL AND REVISION NOTES

Revised

Section Source (U.S. Code)

Source (Statutes at Large)

40:1425(b)—(d). Pub. L. 104-106, div. E, title
LI, §5125(b)~(d), Feb. 10,

1996, 110 Stat. 685.

In subsection (c¢)(3), before subclause (A), the ref-
erence to 31:1105(a)(29) is changed to 1105(a)(28) because
of the redesignation of 1105(a)(29) as 1105(a)(28) by sec-
tion 4(1) of the Act of October 11, 1996, (Public Law
104-287, 110 Stat. 3388). The words ‘‘as added by section
5(a) of the Government Performance and Results Act of
1993 (Public Law 103-62, 107 Stat. 289)” are added for
clarity because there is another 31:9703.

AMENDMENTS

2004—Subsec. (b)(2). Pub. L.
‘“, secure,”” after ‘‘sound”.

§ 11316. Accountability

The head of each executive agency, in con-
sultation with the Chief Information Officer and
the Chief Financial Officer of that executive
agency (or, in the case of an executive agency
without a chief financial officer, any com-
parable official), shall establish policies and pro-
cedures to ensure that—

(1) the accounting, financial, asset manage-
ment, and other information systems of the
executive agency are designed, developed,
maintained, and used effectively to provide fi-
nancial or program performance data for fi-
nancial statements of the executive agency;

(2) financial and related program perform-
ance data are provided on a reliable, consist-
ent, and timely basis to executive agency fi-
nancial management systems; and

(3) financial statements support—

(A) assessments and revisions of mission-
related processes and administrative proc-
esses of the executive agency; and

(B) measurement of the performance of in-
vestments made by the agency in informa-
tion systems.

(Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1242.)

HISTORICAL AND REVISION NOTES

108-458 inserted

Revised

Section Source (U.S. Code)

Source (Statutes at Large)

40:1426. Pub. L. 104-106, div. E, title
LI, §5126, Feb. 10, 1996, 110

Stat. 686.

§11317. Significant deviations

The head of each executive agency shall iden-
tify in the strategic information resources man-
agement plan required under section 3506(b)(2) of
title 44 any major information technology ac-
quisition program, or any phase or increment of
that program, that has significantly deviated
from the cost, performance, or schedule goals es-
tablished for the program.

(Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1242.)
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HISTORICAL AND REVISION NOTES

Revised

Section Source (U.S. Code)

Source (Statutes at Large)

40:1427. Pub. L. 104-106, div. E, title
LI, §5127, Feb. 10, 1996, 110

Stat. 687.

§11318. Interagency support

The head of an executive agency may use
amounts available to the agency for oversight,
acquisition, and procurement of information
technology to support jointly with other execu-
tive agencies the activities of interagency
groups that are established to advise the Direc-
tor of the Office of Management and Budget in
carrying out the Director’s responsibilities
under this chapter. The use of those amounts for
that purpose is subject to requirements and lim-
itations on uses and amounts that the Director
may prescribe. The Director shall prescribe the
requirements and limitations during the Direc-
tor’s review of the executive agency’s proposed
budget submitted to the Director by the head of
the executive agency for purposes of section 1105
of title 31.

(Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1242.)

HISTORICAL AND REVISION NOTES

Revised

Section Source (U.S. Code)

Source (Statutes at Large)

40:1428. Pub. L. 104-106, div. E, title
LI, §5128, Feb. 10, 1996, 110

Stat. 687.

SUBCHAPTER III—OTHER
RESPONSIBILITIES

§11331. Responsibilities for Federal information
systems standards

(a) DEFINITION.—In this section, the term ‘‘in-
formation security’ has the meaning given that
term in section 3532(b)(1) of title 44.

(b) REQUIREMENT TO PRESCRIBE STANDARDS.—

(1) IN GENERAL.—

(A) REQUIREMENT.—Except as provided
under paragraph (2), the Director of the Of-
fice of Management and Budget shall, on the
basis of proposed standards developed by the
National Institute of Standards and Tech-
nology pursuant to paragraphs (2) and (3) of
section 20(a) of the National Institute of
Standards and Technology Act (15 U.S.C.
278g-3(a)) and in consultation with the Sec-
retary of Homeland Security, promulgate in-
formation security standards pertaining to
Federal information systems.

(B) REQUIRED STANDARDS.—Standards pro-
mulgated under subparagraph (A) shall in-
clude—

(i) standards that provide minimum in-
formation security requirements as deter-
mined under section 20(b) of the National
Institute of Standards and Technology Act
(15 U.S.C. 278g-3(b)); and

(ii) such standards that are otherwise
necessary to improve the efficiency of op-
eration or security of Federal information
systems.

(C) REQUIRED STANDARDS BINDING.—Infor-
mation security standards described under
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subparagraph (B) shall be compulsory and
binding.

(2) STANDARDS AND GUIDELINES FOR NATIONAL
SECURITY SYSTEMS.—Standards and guidelines
for national security systems, as defined under
section 3532(3) of title 44, shall be developed,
promulgated, enforced, and overseen as other-
wise authorized by law and as directed by the
President.

(c) APPLICATION OF MORE STRINGENT STAND-
ARDS.—The head of an agency may employ
standards for the cost-effective information se-
curity for all operations and assets within or
under the supervision of that agency that are
more stringent than the standards promulgated
by the Director under this section, if such stand-
ards—

(1) contain, at a minimum, the provisions of
those applicable standards made compulsory
and binding by the Director; and

(2) are otherwise consistent with policies
and guidelines issued under section 3533 of
title 44.

(d) REQUIREMENTS REGARDING DECISIONS BY DI-
RECTOR.—

(1) DEADLINE.—The decision regarding the
promulgation of any standard by the Director
under subsection (b) shall occur not later than
6 months after the submission of the proposed
standard to the Director by the National Insti-
tute of Standards and Technology, as provided
under section 20 of the National Institute of
Standards and Technology Act (15 U.S.C.
278g-3).

(2) NOTICE AND COMMENT.—A decision by the
Director to significantly modify, or not pro-
mulgate, a proposed standard submitted to the
Director by the National Institute of Stand-
ards and Technology, as provided under sec-
tion 20 of the National Institute of Standards
and Technology Act (15 U.S.C. 2782-3), shall be
made after the public is given an opportunity
to comment on the Director’s proposed deci-
sion.

(Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1243; Pub.
L. 107-296, title X, §1002(a), Nov. 25, 2002, 116
Stat. 2268; Pub. L. 107-347, title III, §302(a), Dec.
17, 2002, 116 Stat. 2956.)

HISTORICAL AND REVISION NOTES

Revised

Section Source (U.S. Code)

Source (Statutes at Large)

40:1441. Pub. L. 104-106, div. E, title
LI, §5131(a)~(d), Feb. 10,

1996, 110 Stat. 687.

AMENDMENTS

2002—Pub. L. 107-296 amended text generally. Prior to
amendment, text, as amended generally by Pub. L.
107-347, read as follows:

‘‘(a) STANDARDS AND GUIDELINES.—

‘(1) AUTHORITY TO PRESCRIBE.—Except as provided
under paragraph (2), the Secretary of Commerce
shall, on the basis of standards and guidelines devel-
oped by the National Institute of Standards and
Technology pursuant to paragraphs (2) and (3) of sec-
tion 20(a) of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3(a)), prescribe stand-
ards and guidelines pertaining to Federal information
systems.

“(2) NATIONAL SECURITY SYSTEMS.—Standards and
guidelines for national security systems (as defined
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