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(b) Eligibility 

(1) In general 

In order to be eligible for selection as an In-

formation Sharing Fellow under the program 

under this section, an individual shall— 
(A) have homeland security-related re-

sponsibilities; 
(B) be eligible for an appropriate security 

clearance; 
(C) possess a valid need for access to clas-

sified information, as determined by the 

Under Secretary for Intelligence and Analy-

sis; 
(D) be an employee of an eligible entity; 

and 
(E) have undergone appropriate privacy 

and civil liberties training that is developed, 

supported, or sponsored by the Privacy Offi-

cer and the Officer for Civil Rights and Civil 

Liberties, in consultation with the Privacy 

and Civil Liberties Oversight Board estab-

lished under section 2000ee of title 42. 

(2) Eligible entities 

In this subsection, the term ‘‘eligible en-

tity’’ means— 
(A) a State, local, or regional fusion cen-

ter; 
(B) a State or local law enforcement or 

other government entity that serves a major 

metropolitan area, suburban area, or rural 

area, as determined by the Secretary; 
(C) a State or local law enforcement or 

other government entity with port, border, 

or agricultural responsibilities, as deter-

mined by the Secretary; 
(D) a tribal law enforcement or other au-

thority; or 
(E) such other entity as the Secretary de-

termines is appropriate. 

(c) Optional participation 

No State, local, or tribal law enforcement or 

other government entity shall be required to 

participate in the Homeland Security Informa-

tion Sharing Fellows Program. 

(d) Procedures for nomination and selection 

(1) In general 

The Under Secretary for Intelligence and 

Analysis shall establish procedures to provide 

for the nomination and selection of individ-

uals to participate in the Homeland Security 

Information Sharing Fellows Program. 

(2) Limitations 

The Under Secretary for Intelligence and 

Analysis shall— 
(A) select law enforcement officers and in-

telligence analysts representing a broad 

cross-section of State, local, and tribal agen-

cies; and 
(B) ensure that the number of Information 

Sharing Fellows selected does not impede 

the activities of the Office of Intelligence 

and Analysis. 

(Pub. L. 107–296, title II, § 210B, as added Pub. L. 

110–53, title V, § 512(a), Aug. 3, 2007, 121 Stat. 324.) 

§ 124j. Rural Policing Institute 

(a) In general 

The Secretary shall establish a Rural Policing 

Institute, which shall be administered by the 

Federal Law Enforcement Training Center, to 

target training to law enforcement agencies and 

other emergency response providers located in 

rural areas. The Secretary, through the Rural 

Policing Institute, shall— 

(1) evaluate the needs of law enforcement 

agencies and other emergency response provid-

ers in rural areas; 

(2) develop expert training programs de-

signed to address the needs of law enforcement 

agencies and other emergency response provid-

ers in rural areas as identified in the evalua-

tion conducted under paragraph (1), including 

training programs about intelligence-led po-

licing and protections for privacy, civil rights, 

and civil liberties; 

(3) provide the training programs developed 

under paragraph (2) to law enforcement agen-

cies and other emergency response providers 

in rural areas; and 

(4) conduct outreach efforts to ensure that 

local and tribal governments in rural areas are 

aware of the training programs developed 

under paragraph (2) so they can avail them-

selves of such programs. 

(b) Curricula 

The training at the Rural Policing Institute 

established under subsection (a) shall— 

(1) be configured in a manner so as not to du-

plicate or displace any law enforcement or 

emergency response program of the Federal 

Law Enforcement Training Center or a local 

or tribal government entity in existence on 

August 3, 2007; and 

(2) to the maximum extent practicable, be 

delivered in a cost-effective manner at facili-

ties of the Department, on closed military in-

stallations with adequate training facilities, 

or at facilities operated by the participants. 

(c) Definition 

In this section, the term ‘‘rural’’ means an 

area that is not located in a metropolitan statis-

tical area, as defined by the Office of Manage-

ment and Budget. 

(d) Authorization of appropriations 

There are authorized to be appropriated to 

carry out this section (including for contracts, 

staff, and equipment)— 

(1) $10,000,000 for fiscal year 2008; and 

(2) $5,000,000 for each of fiscal years 2009 

through 2013. 

(Pub. L. 107–296, title II, § 210C, as added Pub. L. 

110–53, title V, § 513(a), Aug. 3, 2007, 121 Stat. 327.) 

§ 124k. Interagency Threat Assessment and Co-
ordination Group 

(a) In general 

To improve the sharing of information within 

the scope of the information sharing environ-

ment established under section 485 of this title 

with State, local, tribal, and private sector offi-

cials, the Director of National Intelligence, 

through the program manager for the informa-

tion sharing environment, in coordination with 

the Secretary, shall coordinate and oversee the 

creation of an Interagency Threat Assessment 

and Coordination Group (referred to in this sec-

tion as the ‘‘ITACG’’). 
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(b) Composition of ITACG 

The ITACG shall consist of— 

(1) an ITACG Advisory Council to set policy 

and develop processes for the integration, 

analysis, and dissemination of federally-coor-

dinated information within the scope of the 

information sharing environment, including 

homeland security information, terrorism in-

formation, and weapons of mass destruction 

information; and 

(2) an ITACG Detail comprised of State, 

local, and tribal homeland security and law 

enforcement officers and intelligence analysts 

detailed to work in the National Counter-

terrorism Center with Federal intelligence an-

alysts for the purpose of integrating, analyz-

ing, and assisting in the dissemination of fed-

erally-coordinated information within the 

scope of the information sharing environment, 

including homeland security information, ter-

rorism information, and weapons of mass de-

struction information, through appropriate 

channels identified by the ITACG Advisory 

Council. 

(c) Responsibilities of program manager 

The program manager shall— 

(1) monitor and assess the efficacy of the 

ITACG; 

(2) not later than 180 days after August 3, 

2007, and at least annually thereafter, submit 

to the Secretary, the Attorney General, the 

Director of National Intelligence, the Commit-

tee on Homeland Security and Governmental 

Affairs of the Senate and the Committee on 

Homeland Security of the House of Represent-

atives a report on the progress of the ITACG; 

and 

(3) in each report required by paragraph (2) 

submitted after October 7, 2010, include an as-

sessment of whether the detailees under sub-

section (d)(5) have appropriate access to all 

relevant information, as required by sub-

section (g)(2)(C). 

(d) Responsibilities of Secretary 

The Secretary, or the Secretary’s designee, in 

coordination with the Director of the National 

Counterterrorism Center and the ITACG Advi-

sory Council, shall— 

(1) create policies and standards for the cre-

ation of information products derived from in-

formation within the scope of the information 

sharing environment, including homeland se-

curity information, terrorism information, 

and weapons of mass destruction information, 

that are suitable for dissemination to State, 

local, and tribal governments and the private 

sector; 

(2) evaluate and develop processes for the 

timely dissemination of federally-coordinated 

information within the scope of the informa-

tion sharing environment, including homeland 

security information, terrorism information, 

and weapons of mass destruction information, 

to State, local, and tribal governments and 

the private sector; 

(3) establish criteria and a methodology for 

indicating to State, local, and tribal govern-

ments and the private sector the reliability of 

information within the scope of the informa-

tion sharing environment, including homeland 
security information, terrorism information, 
and weapons of mass destruction information, 
disseminated to them; 

(4) educate the intelligence community 
about the requirements of the State, local, 
and tribal homeland security, law enforce-
ment, and other emergency response providers 
regarding information within the scope of the 
information sharing environment, including 
homeland security information, terrorism in-
formation, and weapons of mass destruction 
information; 

(5) establish and maintain the ITACG Detail, 
which shall assign an appropriate number of 
State, local, and tribal homeland security and 
law enforcement officers and intelligence ana-
lysts to work in the National Counter-
terrorism Center who shall— 

(A) educate and advise National Counter-
terrorism Center intelligence analysts about 
the requirements of the State, local, and 
tribal homeland security and law enforce-
ment officers, and other emergency response 
providers regarding information within the 
scope of the information sharing environ-
ment, including homeland security informa-
tion, terrorism information, and weapons of 
mass destruction information; 

(B) assist National Counterterrorism Cen-
ter intelligence analysts in integrating, ana-
lyzing, and otherwise preparing versions of 
products derived from information within 
the scope of the information sharing envi-

ronment, including homeland security infor-

mation, terrorism information, and weapons 

of mass destruction information that are un-

classified or classified at the lowest possible 

level and suitable for dissemination to 

State, local, and tribal homeland security 

and law enforcement agencies in order to 

help deter and prevent terrorist attacks; 
(C) implement, in coordination with Na-

tional Counterterrorism Center intelligence 

analysts, the policies, processes, procedures, 

standards, and guidelines developed by the 

ITACG Advisory Council; 
(D) assist in the dissemination of products 

derived from information within the scope of 

the information sharing environment, in-

cluding homeland security information, ter-

rorism information, and weapons of mass de-

struction information, to State, local, and 

tribal jurisdictions only through appropriate 

channels identified by the ITACG Advisory 

Council; 
(E) make recommendations, as appro-

priate, to the Secretary or the Secretary’s 

designee, for the further dissemination of in-

telligence products that could likely inform 

or improve the security of a State, local, or 

tribal government, (including a State, local, 

or tribal law enforcement agency) or a pri-

vate sector entity; and 
(F) report directly to the senior intel-

ligence official from the Department under 

paragraph (6); 

(6) detail a senior intelligence official from 

the Department of Homeland Security to the 

National Counterterrorism Center, who shall— 
(A) manage the day-to-day operations of 

the ITACG Detail; 



Page 35 TITLE 6—DOMESTIC SECURITY § 124k 

1 So in original. Probably should be section ‘‘404o(f)(1)(E)’’. 

(B) report directly to the Director of the 

National Counterterrorism Center or the Di-

rector’s designee; and 

(C) in coordination with the Director of 

the Federal Bureau of Investigation, and 

subject to the approval of the Director of the 

National Counterterrorism Center, select a 

deputy from the pool of available detailees 

from the Federal Bureau of Investigation in 

the National Counterterrorism Center; 

(7) establish, within the ITACG Advisory 

Council, a mechanism to select law enforce-

ment officers and intelligence analysts for 

placement in the National Counterterrorism 

Center consistent with paragraph (5), using 

criteria developed by the ITACG Advisory 

Council that shall encourage participation 

from a broadly representative group of State, 

local, and tribal homeland security and law 

enforcement agencies; and 

(8) compile an annual assessment of the 

ITACG Detail’s performance, including sum-

maries of customer feedback, in preparing, dis-

seminating, and requesting the dissemination 

of intelligence products intended for State, 

local and tribal government (including State, 

local, and tribal law enforcement agencies) 

and private sector entities; and 

(9) provide the assessment developed pursu-

ant to paragraph (8) to the program manager 

for use in the annual reports required by sub-

section (c)(2). 

(e) Membership 

The Secretary, or the Secretary’s designee, 

shall serve as the chair of the ITACG Advisory 

Council, which shall include— 

(1) representatives of— 

(A) the Department; 

(B) the Federal Bureau of Investigation; 

(C) the National Counterterrorism Center; 

(D) the Department of Defense; 

(E) the Department of Energy; 

(F) the Department of State; and 

(G) other Federal entities as appropriate; 

(2) the program manager of the information 

sharing environment, designated under section 

485(f) of this title, or the program manager’s 

designee; and 

(3) executive level law enforcement and in-

telligence officials from State, local, and trib-

al governments. 

(f) Criteria 

The Secretary, in consultation with the Direc-

tor of National Intelligence, the Attorney Gen-

eral, and the program manager of the informa-

tion sharing environment established under sec-

tion 485 of this title, shall— 

(1) establish procedures for selecting mem-

bers of the ITACG Advisory Council and for 

the proper handling and safeguarding of prod-

ucts derived from information within the 

scope of the information sharing environment, 

including homeland security information, ter-

rorism information, and weapons of mass de-

struction information, by those members; and 

(2) ensure that at least 50 percent of the 

members of the ITACG Advisory Council are 

from State, local, and tribal governments. 

(g) Operations 

(1) In general 

Beginning not later than 90 days after Au-
gust 3, 2007, the ITACG Advisory Council shall 
meet regularly, but not less than quarterly, at 
the facilities of the National Counterterrorism 
Center of the Office of the Director of National 
Intelligence. 

(2) Management 

Pursuant to section 404o(f)(E) 1 of title 50, 
the Director of the National Counterterrorism 
Center, acting through the senior intelligence 
official from the Department of Homeland Se-
curity detailed pursuant to subsection (d)(6), 
shall ensure that— 

(A) the products derived from information 
within the scope of the information sharing 
environment, including homeland security 
information, terrorism information, and 
weapons of mass destruction information, 
prepared by the National Counterterrorism 

Center and the ITACG Detail for distribu-

tion to State, local, and tribal homeland se-

curity and law enforcement agencies reflect 

the requirements of such agencies and are 

produced consistently with the policies, 

processes, procedures, standards, and guide-

lines established by the ITACG Advisory 

Council; 
(B) in consultation with the ITACG Advi-

sory Council and consistent with sections 

403–1(f)(1)(B)(iii) and 404o(f)(E) 1 of title 50, 

all products described in subparagraph (A) 

are disseminated through existing channels 

of the Department and the Department of 

Justice and other appropriate channels to 

State, local, and tribal government officials 

and other entities; 
(C) all detailees under subsection (d)(5) 

have appropriate access to all relevant infor-

mation within the scope of the information 

sharing environment, including homeland 

security information, terrorism information, 

and weapons of mass destruction informa-

tion, available at the National Counter-

terrorism Center in order to accomplish the 

objectives under that paragraph; 
(D) all detailees under subsection (d)(5) 

have the appropriate security clearances and 

are trained in the procedures for handling, 

processing, storing, and disseminating clas-

sified products derived from information 

within the scope of the information sharing 

environment, including homeland security 

information, terrorism information, and 

weapons of mass destruction information; 

and 
(E) all detailees under subsection (d)(5) 

complete appropriate privacy and civil lib-

erties training. 

(h) Inapplicability of the Federal Advisory Com-
mittee Act 

The Federal Advisory Committee Act (5 U.S.C. 

App.) shall not apply to the ITACG or any sub-

sidiary groups thereof. 

(i) Authorization of appropriations 

There are authorized to be appropriated such 

sums as may be necessary for each of fiscal 
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years 2008 through 2012 to carry out this section, 

including to obtain security clearances for the 

State, local, and tribal participants in the 

ITACG. 

(Pub. L. 107–296, title II, § 210D, as added Pub. L. 

110–53, title V, § 521(a), Aug. 3, 2007, 121 Stat. 328; 

amended Pub. L. 111–258, § 5(b)(2), (c), Oct. 7, 2010, 

124 Stat. 2650, 2651.) 

REFERENCES IN TEXT 

The Federal Advisory Committee Act, referred to in 

subsec. (h), is Pub. L. 92–463, Oct. 6, 1972, 86 Stat. 770, 

which is set out in the Appendix to Title 5, Government 

Organization and Employees. 

AMENDMENTS 

2010—Subsec. (c). Pub. L. 111–258, § 5(c)(1), struck out 

‘‘, in consultation with the Information Sharing Coun-

cil,’’ after ‘‘program manager’’ in introductory provi-

sions. 

Subsec. (c)(3). Pub. L. 111–258, § 5(c)(2)–(4), added par. 

(3). 

Subsec. (d)(5)(E), (F). Pub. L. 111–258, § 5(b)(2)(A), 

added subpar. (E) and redesignated former subpar. (E) 

as (F). 

Subsec. (d)(8), (9). Pub. L. 111–258, § 5(b)(2)(B)–(D), 

added pars. (8) and (9). 

§ 124l. National asset database 

(a) Establishment 

(1) National asset database 

The Secretary shall establish and maintain 

a national database of each system or asset 

that— 

(A) the Secretary, in consultation with ap-

propriate homeland security officials of the 

States, determines to be vital and the loss, 

interruption, incapacity, or destruction of 

which would have a negative or debilitating 

effect on the economic security, public 

health, or safety of the United States, any 

State, or any local government; or 

(B) the Secretary determines is appro-

priate for inclusion in the database. 

(2) Prioritized critical infrastructure list 

In accordance with Homeland Security Pres-

idential Directive–7, as in effect on January 1, 

2007, the Secretary shall establish and main-

tain a single classified prioritized list of sys-

tems and assets included in the database under 

paragraph (1) that the Secretary determines 

would, if destroyed or disrupted, cause na-

tional or regional catastrophic effects. 

(b) Use of database 

The Secretary shall use the database estab-

lished under subsection (a)(1) in the develop-

ment and implementation of Department plans 

and programs as appropriate. 

(c) Maintenance of database 

(1) In general 

The Secretary shall maintain and annually 

update the database established under sub-

section (a)(1) and the list established under 

subsection (a)(2), including— 

(A) establishing data collection guidelines 

and providing such guidelines to the appro-

priate homeland security official of each 

State; 

(B) regularly reviewing the guidelines es-

tablished under subparagraph (A), including 

by consulting with the appropriate home-

land security officials of States, to solicit 

feedback about the guidelines, as appro-

priate; 

(C) after providing the homeland security 

official of a State with the guidelines under 

subparagraph (A), allowing the official a rea-

sonable amount of time to submit to the 

Secretary any data submissions rec-

ommended by the official for inclusion in 

the database established under subsection 

(a)(1); 

(D) examining the contents and identify-

ing any submissions made by such an official 

that are described incorrectly or that do not 

meet the guidelines established under sub-

paragraph (A); and 

(E) providing to the appropriate homeland 

security official of each relevant State a list 

of submissions identified under subpara-

graph (D) for review and possible correction 

before the Secretary finalizes the decision of 

which submissions will be included in the 

database established under subsection (a)(1). 

(2) Organization of information in database 

The Secretary shall organize the contents of 

the database established under subsection 

(a)(1) and the list established under subsection 

(a)(2) as the Secretary determines is appro-

priate. Any organizational structure of such 

contents shall include the categorization of 

the contents— 

(A) according to the sectors listed in Na-

tional Infrastructure Protection Plan devel-

oped pursuant to Homeland Security Presi-

dential Directive–7; and 

(B) by the State and county of their loca-

tion. 

(3) Private sector integration 

The Secretary shall identify and evaluate 

methods, including the Department’s Pro-

tected Critical Infrastructure Information 

Program, to acquire relevant private sector 

information for the purpose of using that in-

formation to generate any database or list, in-

cluding the database established under sub-

section (a)(1) and the list established under 

subsection (a)(2). 

(4) Retention of classification 

The classification of information required to 

be provided to Congress, the Department, or 

any other department or agency under this 

section by a sector-specific agency, including 

the assignment of a level of classification of 

such information, shall be binding on Con-

gress, the Department, and that other Federal 

agency. 

(d) Reports 

(1) Report required 

Not later than 180 days after August 3, 2007, 

and annually thereafter, the Secretary shall 

submit to the Committee on Homeland Secu-

rity and Governmental Affairs of the Senate 

and the Committee on Homeland Security of 

the House of Representatives a report on the 

database established under subsection (a)(1) 

and the list established under subsection 

(a)(2). 
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