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1 Introduction

This document defines the requirements for the U.S. Government Printing Office's Digital
Content System (FDsys) and is intended to communicate those requirements to the
technical development community which will build the system.

System Purpose:

FDsys will be a comprehensive, systematic, and dynamic means to create, ingest,
authenticate, preserve, manage, and provide access to Government information from all
three branches of the Federal Government. The system will automate and integrate
lifecycle processes of Government information and deliver that information in formats
suited to customer needs and desires.

System Scope:

FDsys will be built to include all known Federal Government publications falling within
the scope of GPO's Federal Depository Library Program (FDLP), including text,
graphics, video, audio, numeric, and other emerging forms of content. The full body of
these publications will be available for searching, viewing, download, and printing, and
will also be available for the production of document masters for conventional and on-
demand printing.

System Releases:

FDsys is being implemented in a series of incremental releases, each of which builds on
those preceding it, and add improvements to system capability and underlying
infrastructure.

Requirements:
The requirements documented here are the product of a development process that has
as its basis the Future Digital System Concept of Operations (ConOps) (rev. 2006) and
previous versions of this document. Thirty-Four major system capabilities are described,
each with multiple subsections arranged hierarchically. Each requirement is assigned a
release in which we expect its implementation, as well as a ranking of criticality to that
release:
Must indicates a requirement essential to the successful function of the system;
Should denotes functionality users will expect, and which should be implemented
in as many cases as possible;
Could indicates functionality that, although desirable, is not viewed as critical to
system function or user experience.
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Object Number 2007-05-08 Requirements Baseline

2 Requirements for System, General

2.0-1 The system shall provide for the use of internal and external open interfaces. R1B; Must

RD-3 2.0-1.0-1 The system may provide for the use of proprietary interfaces only when open R1B; Must
interfaces are not available or do not meet system requirements.

RD-4 2.0-2 The system shall provide an architecture that allows preservation of content R1B; Must
independent of any specific hardware and software that was used to produce
them.

RD-5 2.0-3 The system shall use plug-in components that can be replaced with minimal R2; Must
impact to remaining components as workload and technology change.

RD-6 2.0-4 The system shall accommodate changes in technologies and policies without R1C; Must
requiring major re-engineering or design changes.

RD-7 2.0-4.0-1 The system shall support multiple user roles. R1C; Must

RD-8 2.0-4.0-2 The system shall support the assignment of one or more roles to a user. R1C; Must

RD-9 2.0-4.0-3 The system shall support the management of the functions permitted by a R1C; Must
user role.

RD-10 2.0-4.0-4 The system shall prevent a user from performing a function unless the user R1C; Must
possesses a user role permitting that function.

RD-11 2.0-4.0-5 The system shall support the capability to change key parameters affecting R1C; Must
the operation of the system without redesigning the system.

RD-12 2.0-4.0-6 The system shall support the capability to accommodate changes in hardware | R1C; Must
technologies without requiring major reengineering or design changes.

RD-13 2.0-4.0-7 The system shall support the capability to accommodate changes in software R1C; Must
technologies without requiring major reengineering or design changes.

RD-14 2.0-4.0-8 The system shall support the capability to accommodate changes in R1C; Must
processes without requiring major reengineering or design changes.

RD-15 2.0-4.0-9 The system shall support the capability to accommodate changes in policies R1C; Must
without requiring major reengineering or design changes.

RD-16 2.0-4.0-10 The system shall support the capability to accommodate changes in R1C; Must
personnel without requiring major reengineering or design changes.

RD-17 2.0-4.0-11 The system shall support the capability to accommodate changes in system R1C; Must
locations without requiring major reengineering or design changes.

RD-18 2.0-5 The system shall provide the capability to scale to 50 petabytes of storage R1C; Must
without requiring redesign of the system.

RD-19 2.0-6 The system shall have the ability to handle additional kinds of content over R1B; Must
time, not limited to specific types that exist today.

RD-20 2.0-6.0-1 The system shall provide the ability to ingest content independently of its R1B; Must
digital format.

RD-21 2.0-6.0-2 The system shall provide the ability to store content independently of its digital | R1B; Must
format.

RD-22 2.0-6.0-3 The system shall provide the ability to deliver content independently of its R1B; Must
digital format.

RD-23 2.0-7 The system shall provide support for content management lifecycle processes | R2; Must
for harvested, converted and deposited content.

RD-24 2.0-8 The system shall enable GPO to tailor content-based services to suit its R2; Must
customers needs and enable GPO to implement progressive improvements in
its business process over time.

RD-25 2.0-8.0-1 The system shall enable GPO to tailor content-based services to suit its R3; Must
customers needs.

RD-26 2.0-8.0-2 The system shall enable GPO to tailor content-based services to implement R3; Must
progressive improvements in business process.

RD-27 2.0-9 The system shall assemble content and metadata files into content packages R1B; Must
that are compliant with open standards.

RD-28 2.0-9.0-1 The system shall provide the capability for a content package to contain one R1B; Must
binding file.

RD-29 2.0-9.0-2 The binding file of the content package shall be expressed in XML. R1B; Must

RD-30 2.0-9.0-3 The binding file of the content package shall contain an inventory of all the R1B; Must
content files in the package.

RD-31 2.0-9.0-4 The binding file of the content package shall contain an inventory of all the R1B; Must
metadata files in the package.

RD-32 2.0-9.0-5 The binding file of the content package shall contain the relationships between | R1B; Must
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the content files and metadata files in the package.

RD-33

2.0-9.0-6

The system shall provide the capability for one or more metadata files to be
related to each content file in a content package.

R1B; Must

RD-34

2.0-9.0-7

The system shall provide the capability for each metadata file to be related to
one or more content files in a content package.

R1B; Must

RD-35

2.0-9.0-8

The system shall support the capability to transform the binding file of the
content package into other formats.

R3; Must

RD-36

2.0-10

The system shall be available for use at all GPO locations.

R1C; Must

RD-37

2.0-11

The system is considered available when all critical system functions are
operational. The critical functions of the system are those needed to support
the submission, processing, access, and delivery of Priority 1 documents. The
rationale for this definition is to insure that the system is considered
operational when these top priority operations can be performed and not
considered operational when they can not be performed. The functions are
priority 1 document submission, pre-ingest, ingest, storage in AIP and ACP
storage, index for search, search results, and electronic presentation delivery.
This implies that the FDsys web site, workflow engine, content management
system, search engine, and storage systems are also operational.

R1C; Must

RD-38

2.0-12

The system shall provide the capability to maintain required response times
when there are 20,000 concurrent users performing a mix of operations that
represents peak time operational use.

R1C; Must

RD-39

2.0-13

The system shall support an average peak time availability of 99.7%.

R1C; Must

RD-42

2.0-14

The system shall provide a response to the user within 2 seconds of a user on
the GPO intranet initiating an operation.

R1C; Must

3 Requirements for Content

Metadata

RD-44 3.1
3.1 Content Metadata Core Capabilities

RD-45 3.1.0-1 The system shall have a central functionality which collects, edits, and shares R1B; Must
content metadata among the broad functions of the system.

RD-46 3.1.0-1.0-1 The system shall allow authorized users to edit content metadata residing R1B; Must
within a SIP.

RD-47 3.1.0-1.0-2 The system shall allow authorized users to edit content metadata residing R1B; Must
within an AIP.

RD-48 3.1.0-1.0-3 The system shall allow authorized users to edit content metadata residing R1B; Must
within an ACP.

RD-49 3.1.0-1.0-4 The system shall allow authorized users to edit content metadata residing R1B; Must
within WIP.

RD-50 3.1.0-2 The system shall have the capability to employ multiple content metadata R1B; Must
schema, and to process and preserve multiple sets of content metadata for a
digital object.

RD-51 3.1.0-3 The system shall provide mechanisms to share content metadata and provide | R1B; Must
linkages and interoperability between extension schema and input standards.

RD-52 3.1.0-4 The Application Programmer Interfaces of the system shall be based on open R1B; Must
standards

RD-53 3.1.0-5 The system shall provide the capability to link content metadata with system R1B; Must
metadata.

RD-54 3.1.0-6 The system shall provide the capability to link content metadata with business | R1B; Must
process information.

RD-55 3.2
3.2 Content Metadata Types

RD-56 3.2.0-1 The system shall employ metadata which relates descriptive information R1B; Must
related to a target digital object(s) and its associated content package.

RD-57 3.2.0-1.0-1 All metadata files shall be encoded in XML and conform to schema that are R1B; Must
adopted by FDsys.

RD-58 3.2.0-2 The system shall employ metadata which relates representation information R1B; Must
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related to a target digital object(s) and its associated content package.

RD-59 3.2.0-3 The system shall employ metadata which relates administrative information R1B; Must
related to a target digital object(s) and its associated content package.

RD-60 3.2.0-3.0-1 The system shall employ metadata which relates technical information related | R1B; Must
to a target digital object(s) and its associated content package.

RD-61 3.2.0-3.0-2 The system shall employ metadata which relates the structure of a target R1B; Must
digital object(s) and its associated content package.

RD-62 3.2.0-3.0-2.0-1 The system shall employ publication-specific metadata as required to support R1C; Must
existing and future publications.

RD-63 3.2.0-3.0-2.0-2 The system shall employ document-specific metadata as required to support R1C; Must
existing and future publications

RD-64 3.2.0-3.0-3 The system shall employ metadata which relates the rights information of a R1C; Must
target digital object(s) and its associated content package.

RD-65 3.2.0-3.0-4 The system shall employ metadata which relates the source information of a R1B; Must
target digital object(s) and its associated content package.

RD-66 3.2.0-3.0-5 The system shall employ metadata which relates the provenance information R1B; Must
of a target digital object(s) and its associated content package.

RD-67 3.2.0-4 The system shall employ metadata which relates the Preservation Description | R1B; Must
Information (PDI) of a target digital object(s) and its associated content
package.

RD-68 3.2.0-5 The system shall employ metadata which relates the context of a digital object | R1B; Must
and relationship to other objects.

RD-69 3.2.0-6 The system shall employ metadata which relates the fixity and authority (e.g., R1B; Must
official, certified, etc) of the digital object and its associated content package.

RD-70 3.2.0-7 The system shall employ metadata which describes and provides reference R1B; Must
information about the digital object and its associated content package.

RD-71 3.2.0-8 The system shall employ metadata which relates packaging information R1B; Must
related to a target digital object(s) and its associated content package.

RD-72 3.3
3.3 Content Metadata Schema

RD-73 3.3.0-1 GPO shall adopt the most current version of the Metadata Encoding and R1B; Must
Transmission Standard (METS) as the encoding standard for content
packages in the system.

RD-74 3.3.0-2 In general, GPO shall refer to metadata schema rather than embed data R1B; Must
elements in the METS wrapper.

RD-75 3.3.0-3 The system shall have the capability to employ multiple established extension R2; Must
schema and input standards for expressing metadata when possible.

RD-76 3.3.0-3.0-1 The system shall support the capability to employ additional established R2; Must
extension schema for expressing metadata in the future.

RD-77 3.3.0-3.0-2 The system shall support the capability to translate metadata conforming to R2; Must
registered input standards to an XML representation for storage in the system.

RD-78 3.3.0-3.0-3 The system shall have the capability to employ Dublin Core version 1.1 as an R1B; Must
extension schema.

RD-79 3.3.0-3.0-4 The system shall have the capability to employ PREMIS version 1.0 as an R1B; Must
extension schema.

RD-80 3.3.0-3.0-5 The system shall have the capability to employ Machine Readable Cataloging | R1B; Must
(MARC) as an input standard.

RD-81 3.3.0-3.0-6 The system shall have the capability to employ Metadata Object Description R1B; Must
Schema (MODS) version 3.2 as an extension schema.

RD-82 3.3.0-3.0-7 The system shall support the capability to employ additional input standards R2; Must
for expressing metadata in the future.

RD-83 3.3.0-3.0-8 The system shall have the capability to employ Encoded Archival Description R2; Could
(EAD) version 2002 as an extension DTD.

RD-84 3.3.0-3.0-9 The system shall have the capability to employ Text Encoding Initiative (TEI) R2; Could
TEI P4 DTD as an extension DTD.

RD-85 3.3.0-3.0-10 The system shall have the capability to employ Data Document Initiative (DDI) | R2; Could
version 2.1 as an extension DTD.

RD-86 3.3.0-3.0-11 The system shall have the capability to employ Federal Geographic Data R2; Could
Committee (FGDC) CSDGM Document Type Declaration as an extension
DTD.

RD-87 3.3.0-3.0-12 The system shall have the capability to employ multiple established extension R1C; Must

schema and input standards for expressing metadata when possible,
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including Premis.

RD-88 3.3.0-3.0-13 The system shall have the capability to employ MPEG 21 as an input R2; Should
standard.

RD-89 3.3.0-3.0-14 The system shall have the capability to employ JPEG 2000 as an input R2; Should
standard.

RD-90 3.3.0-3.0-15 The system shall have the capability to employ ONIX as an extension R2; Must
schema.

RD-91 3.3.0-3.0-16 The system shall have the capability to employ MIX (NISO Metadata for R1C; Must
Images) as an extension schema.

RD-92 3.3.0-4 The system shall employ a registry of extension schema and input standards R1C; Must
in use.

RD-93 3.3.0-5 Authorized users shall have the capability to manage the registry of schema R1C; Must
employed by the system.

RD-94 3.3.0-5.0-1 The system shall provide the capability for users to add new XML schemas to R1C; Must
the Schema Registry,

RD-95 3.3.0-5.0-2 The system shall provide the capability for users to remove XML schemas R1C; Must
from the Schema Registry,

RD-96 3.3.0-5.0-3 The system shall provide the capability for users to update XML schemas in R1C; Must
the Schema Registry,

RD-97 3.3.0-5.0-4 The system shall allow users to add nhew XML DTDs to the Schema Registry, R1C; Must

RD-98 3.3.0-5.0-5 The system shall provide the capability for users to remove XML DTDs from R1C; Must
the Schema Registry,

RD-99 3.3.0-5.0-6 The system shall provide the capability for users to update XML DTDs in the R1C; Must
Schema Registry,

RD-100 3.3.0-5.0-7 The system shall provide a GUI interface for users to edit the Schema R2; Must
Registry

RD-103 3.3.0-8 Any schema registered in FDsys shall act as an extension schema to METS R1C; Must

RD-104 3.3.0-9 The schema shall map to specific function(s), content type, or content formats | R1C; Must
within the system.

RD-105 3.3.0-9.0-1 The schema shall map to specific function(s). R1C; Must

RD-106 3.3.0-9.0-2 The schema shall map to content type(s). R1C; Must

RD-107 3.3.0-9.0-3 The schema shall map to content format(s). R1C; Must

RD-110 3.3.0-12 The system shall provide the capability to add extension schema developed R1C; Must
by GPO to the Schema Registry.

RD-111 3.3.0-13 Specific schema for each digital object shall be based on the specific needs of | R1C; Must
the target digital object or content package.

RD-112 34
3.4 Content Metadata Import and Export

RD-113 3.4.0-1 The system shall have the capability to receive and record existing metadata R3; Must
from sources external to the system.

RD-114 3.4.0-1.0-1 The system shall have the capability to receive existing MARC metadata from R2; Must
sources external to the system.”

RD-115 3.4.0-1.0-2 The system shall have the capability to record existing MARC metadata from R2; Must
sources external to the system.”

RD-116 3.4.0-1.0-3 The system shall have the capability to receive existing COSATI metadata R3; Must
from sources external to the system.”

RD-117 3.4.0-1.0-4 The system shall have the capability to record existing COSATI metadata R3; Must
from sources external to the system.”

RD-118 3.4.0-2 The system shall provide the capability to deliver DIPs that contain only R1C; Must
metadata.

RD-119 3.4.0-2.0-1 The system shall provide the capability to export metadata from a single R1C; Must
publication.

RD-120 3.4.0-2.0-1.0-1 The system shall provide the capability to export content along with metadata R1C; Must
from a single publication.

RD-121 3.4.0-2.0-1.0-2 The system shall provide the capability to export metadata from one or more R1C; Must
renditions of a single publication.

RD-122 3.4.0-2.0-1.0-3 The system shall provide the capability to export one or more metadata files R1C; Must
from a single publication.”

RD-123 3.4.0-2.0-2 The system shall provide the capability to export metadata in the form of a R1C; Must
series of DIPs for the publications matching a user specified search.

RD-124 3.4.0-2.0-2.0-1 The system shall provide the capability to export content along with metadata R1C; Must

from multiple publications.
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RD-125 3.4.0-2.0-2.0-2 The system shall provide the capability to export metadata from one or more R1C; Must
renditions of multiple publications.”

RD-126 3.4.0-2.0-2.0-3 The system shall provide the capability to export one or more metadata files R1C; Must
from multiple publications.”

RD-127 3.4.0-3 The system shall provide the capability to transform metadata from one R2; Must
standard to another prior to exporting it.

RD-128 35
3.5 Content Metadata Management

RD-129 3.5.0-1 The system shall have the ability to manage metadata regardless of its R1B; Must
source.

RD-130 3.5.0-2 The system shall have the ability to create metadata meeting the R2; Must
requirements of one or more schema.

RD-131 3.5.0-2.0-1 The system shall provide the capability for an authorized user to enter R1B; Must
metadata.

RD-132 3.5.0-2.0-2 The system shall provide the capability to transform metadata from one R2; Must
standard to another.

RD-133 3.5.0-2.0-3 The system shall provide the capability to extract metadata from content. R2; Must

RD-134 3.5.0-3 The system shall provide the capability for GPO to designate metadata R1B; Must
elements as mandatory.

RD-135 3.5.0-4 The system shall have the capability to automatically record in system R1B; Must
metadata information about the actions performed by the system on content.

RD-136 3.5.0-5 The system shall have the capability to automatically record in BPI information | R1B; Must
about the actions performed by business processes on content.

RD-137 3.5.0-6 The system shall log all additions, deletions, and changes to content metadata | R1B; Must

within the system.

RD-139

4 Requirements for SIP

4.1 SIP — Deposited Content

RD-140 4.1.0-1 The SIP for Deposited Content shall contain one or more renditions of the R1B; Must
publication being submitted in the SIP.

RD-141 4.1.0-2 The metadata for deposited content in the SIP shall consist of fundamental R1B; Must
representation information, any necessary DTDs (or schema), style sheets,
and submission level metadata for each rendition.

RD-142 4.2
4.2 SIP — Harvested Content

RD-143 4.2.0-1 The SIP for Harvested Content shall contain zero or more rendition consisting R1B; Must
of the original harvested digital objects.

RD-144 4.2.0-2 The metadata for harvested content in the SIP shall consist of representation R2; Must
information, documentation of harvest & transformation(s), submission level
metadata for each rendition.

RD-145 4.2.0-2.0-1 The metadata for harvested content in the SIP shall include information about R2; Must
the harvest process.

RD-146 4.3
4.3 SIP — Converted Content

RD-147 4.3.0-1 The SIP for Converted Content shall contain, at a minimum, a rendition R1B; Must
consisting of the digital object(s) as produced by the conversion process.

RD-148 4.3.0-2 The SIP for converted Content shall support the inclusion of representation R1B; Must
information and metadata describing the conversion process for each
rendition.

RD-149 4.3.0-2.0-1 The metadata for converted content in the SIP shall include full technical R1B; Must

information on the conversion, as specified by NISO Z 39.87-2002.
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RD-150 4.4
4.4 Core SIP Requirements

RD-151 4.4.0-1 A SIP shall contain one or more renditions of one publication. R1B; Must

RD-152 4.4.0-1.0-1 A SIP that describes a publication which only exists in tangible form shall R1B; Must
contain a surrogate digital object that describes its tangible expression.

RD-153 4.4.0-1.0-2 A SIP shall have the capability to contain metadata indicating if the publication | R1B; Must
it contains is in scope for GPO's dissemination programs.

RD-154 4.4.0-1.0-3 Each rendition of a publication in a SIP shall be contained in its own R1B; Must
subdirectory of the content directory.

RD-155 4.4.0-1.0-4 A rendition of a publication in a SIP shall contain one or more digital objects. R1B; Must

RD-156 4.4.0-1.0-5 A rendition of a publication in a SIP shall contain one or more subdirectories. R1B; Must

RD-157 4.4.0-1.0-6 Each rendition of a publication in the SIP shall contain metadata that indicates | R1B; Must
if that rendition is a copy of the original file in which the publication was
created.

RD-158 4.4.0-1.0-7 Each rendition of a publication in the SIP shall contain metadata that indicates | R1B; Must
if that rendition is the highest fidelity rendition of the publication being
submitted in the SIP.

RD-159 4.4.0-1.0-8 Each rendition of a publication in the SIP shall contain metadata that indicates | R1B; Must
if that rendition is in a screen optimized format.

RD-160 4.4.0-1.0-9 Each rendition of a publication in the SIP shall contain metadata that indicates | R1B; Must
if that rendition is in a print optimized format.

RD-161 4.4.0-1.0-10 Each rendition of a publication in the SIP shall contain metadata that indicates | R1B; Must
if that rendition is in a press optimized format.

RD-162 4.4.0-1.0-11 Each rendition of a publication in the SIP shall contain metadata that indicates | R1B; Must
if that rendition is a complete representation of the publication.

RD-163 4.4.0-1.0-12 Each rendition of a publication in the SIP shall contain metadata that indicates | R1B; Must
if that rendition can be successfully edited using the software that created the
rendition.

RD-164 4.4.0-2 A SIP shall contain a METS file named sip.xml. R1B; Must

RD-165 4.4.0-2.0-1 The sip.xml file shall contain an inventory of all the content files in a SIP. R1B; Must

RD-166 4.4.0-2.0-2 The sip.xml file shall contain an inventory of all the metadata files in a SIP. R1B; Must

RD-167 4.4.0-2.0-3 The sip.xml file shall contain the relationships between the content files and R1B; Must
metadata files in a SIP.

RD-168 4.4.0-2.0-4 The system shall provide the capability for one or more metadata files to be R1B; Must
related to each content file in a SIP.

RD-169 4.4.0-2.0-5 The system shall provide the capability for each metadata file to be related to R1B; Must
one or more content files in a SIP.

RD-170 4.4.0-3 A SIP shall contain one or more metadata files associated with the content. R1B; Must

RD-171 4.4.0-3.0-1 The system shall provide the capability to store an XML schema that R1B; Must
describes the format of a content file in a SIP.

RD-172 4.4.0-3.0-2 The system shall provide the capability to store an XML DTD that describes R1B; Must
the format of a content file in a SIP.

RD-173 4.4.0-4 Metadata files in a SIP shall be encoded in XML. R1B; Must

RD-174 4.4.0-4.0-1 Metadata files in a SIP shall conform to an XML Schema or XML DTD that is R1C; Must
registered in the FDsys Metadata Schema Registry.

RD-175 4.4.0-5 The SIP specified in this document shall apply to all content types specified R2; Must
and accepted by FDsys: converted, deposited and harvested.

RD-176 4.4.0-5.0-1 The SIP requirements shall apply to deposited content. R1B; Must

RD-177 4.4.0-5.0-2 The SIP requirements shall apply to converted content. R1C; Must

RD-178 4.4.0-5.0-3 The SIP requirements shall apply to harvested content. R1C; Must

RD-179 4.5
4.5 Requirements for sip.xml File

RD-180 4.5.0-1 The sip.xml file shall conform to the METS version 1.5. R1B; Must

RD-181 4.5.0-2 The sip.xml file shall conform to the GPO METS Profile version 1.0. R1B; Must

RD-182 4.5.0-3 Digital objects in the SIP shall be stored outside the sip.xml file. R1B; Must

RD-183 4.5.0-3.0-1 Digital objects in the SIP shall be referred to in the sip.xml file using their R1B; Must
filename and full path relative to the root of the SIP.

RD-184 4.5.0-4 Metadata files in the SIP shall be stored outside the sip.xml file. R1B; Must

RD-185 4.5.0-4.0-1 Metadata files in the SIP shall be referred to in the sip.xml file using their R1B; Must

filename and full path relative to the root of the SIP.
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RD-187 4.6
4.6 Structural Layout for SIPs

RD-188 4.6.0-1 The SIP shall contain the sip.xml at the top level of the SIP directory structure. | R1B; Must

RD-189 4.6.0-1.0-1 The SIP shall contain a directory named content at the top level of the SIP R1B; Must
directory structure.

RD-190 4.6.0-1.0-2 The SIP shall contain a directory named metadata at the top level of the SIP R1B; Must
directory structure.

RD-191 4.6.0-2 The content files for each rendition of a publication in a SIP shall be placed in R1B; Must
its own subdirectory under the content directory.

RD-192 4.6.0-2.0-1 The folder structure of the digital objects in a rendition folder shall be recorded | R1B; Must
in the sip.xml file.

RD-194 4.6.0-3 All metadata files shall be placed in the metadata directory. R1B; Must

RD-195 4.6.0-3.0-1 The metadata files for each rendition of a publication in a SIP shall be placed R1B; Must
in its own subdirectory under the metadata directory.

RD-196 4.6.0-3.0-1.0-1 The metadata subdirectory for a rendition shall have the same name as the R1B; Must
content subdirectory for that rendition.

RD-197 4.6.0-4 A SIP shall contain a least one metadata file containing descriptive metadata R1B; Must
for the publication that shall be considered mandatory.

RD-198 4.6.0-4.0-1 The mandatory descriptive metadata file for a publication shall be stored in R1B; Must
MODS format.

RD-199 4.6.0-4.0-2 The mandatory descriptive metadata file for a publication shall be located in R1B; Must
the top level directory.

RD-200 4.6.0-5 Each rendition of a publication shall have one or more metadata files that R1B; Must
include administrative metadata about the rendition.

RD-201 4.6.0-5.0-1 Each content file in a rendition shall have, at a minimum, a metadata file R1B; Must
specifying the file format of the content file.

RD-202 4.7
4.7 Packaging of SIPs

RD-203 4.7.0-1 The system shall provide the capability to aggregate all the files and R1B; Must
directories in a SIP into a single package.

RD-204 4.7.0-1.0-1 The system shall provide the capability to aggregate the SIP into a ZIP file. R1C; Must

RD-205 4.7.0-1.0-2 The system shall provide the capability to ingest into FDsys a SIP that is R1C; Must
aggregated in a ZIP file.

RD-206 4.7.0-1.0-3 The system shall support the capability to aggregate the SIP into additional R3; Must
file formats in the future.

RD-207 4.7.0-1.0-4 The system shall support the capability to ingest into Fdsys a SIP that is R3; Must
aggregated in additional file formats in the future.

RD-208 4.7.0-1.0-5 The system shall provide the capability to support batch input of multiple R1C, Must
digital objects and metadata for multiple publications.

RD-209 4.8
4.8 SIP Descriptive Metadata
Requirements

RD-210 4.8.0-1 The system shall have the capability to store descriptive metadata in multiple R1B; Must
extension schema and records in the SIP.

RD-211 4.8.0-1.0-1 The system shall have the capability to store descriptive metadata in ONIX R2; Must
format in the SIP.

RD-212 4.8.0-1.0-2 The system shall have the capability to store descriptive metadata in Dublin R1B; Must
Core format in the SIP.

RD-213 4.8.0-1.0-3 The system shall have the capability to store descriptive metadata in PREMIS | R1B; Must
format in the SIP.

RD-214 4.8.0-1.0-4 The system shall have the capability to store descriptive metadata in COSATI R3; Must
format in the SIP.

RD-215 4.8.0-1.0-5 The system shall have the capability to store descriptive metadata in R3; Must
additional descriptive metadata formats in the future in the SIP.

RD-216 4.8.0-2 The system shall employ descriptive metadata elements in the SIP in MODS R1B; Must
version 3.1 format.

RD-217 4.8.0-3 The system shall allow all MODS elements to be stored in the MODS file in R1B; Must

the SIP.
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RD-218 4.8.0-3.0-1 The system shall allow all MODS sub-elements to be stored in the MODS file R1B; Must
in the SIP.

RD-219 4.8.0-4 The system shall verify that all mandatory MODS descriptive metadata R1B; Must
elements are present and valid in order for a SIP to be eligible for ingest into
FDsys.

RD-220 4.8.0-4.0-1 The Origininfo:publisher MODS descriptive metadata element shall be R1B; Must
considered mandatory.

RD-221 4.8.0-4.0-2 The Origininfo:datelssued, Captured, Created, Modified, Valid, or Other R1B; Must
MODS descriptive metadata elements shall be considered mandatory.

RD-222 4.8.0-4.0-3 The Language MODS descriptive metadata elements shall be considered R1B; Must
mandatory.

RD-223 4.8.0-4.0-4 The Identifier MODS descriptive metadata elements shall be considered R1B; Must
mandatory.

RD-224 4.8.0-4.0-5 The Location MODS descriptive metadata elements shall be considered R1B; Must
mandatory.

RD-225 4.8.0-4.0-6 The PhysicalDescription:internetMediaType MODS descriptive metadata R1B; Must
elements shall be considered mandatory.

RD-226 4.8.0-4.0-7 The PhysicalDescription:digitalOrigin MODS descriptive metadata elements R1B; Must
shall be considered mandatory.

RD-227 4.8.0-4.0-8 The PhysicalDescription:extent MODS descriptive metadata elements shall be | R1B; Must
considered mandatory.

RD-228 4.8.0-4.0-9 The TypeOfResource MODS descriptive metadata elements shall be R1B; Must
considered mandatory.

RD-229 4.8.0-4.0-10 The Recordinfo MODS descriptive metadata elements shall be considered R1B; Must
mandatory.

RD-230 4.8.0-4.0-11 The TitleInfo:titte MODS descriptive metadata elements shall be considered R1C, Must
mandatory

RD-231 4.9
4.9 SIP Administrative Metadata
Requirements

RD-232 4.9.0-1 The system shall support the capability for the SIP to contain administrative R1B; Must
metadata that conform to a METS extension schema.

RD-233 4.9.0-1.0-1 The SIP shall identify the extension schema to which each administrative R1B; Must
metadata file conforms.

RD-234 4.9.0-1.0-2 The METS extension schema identified for an administrative metadata file in R1B; Must
the SIP shall be registered in the Metadata Registry.

RD-235 4.9.0-1.0-3 The system shall verify that each administrative metadata file in the SIP R1B; Must
conforms to its identified METS extension schema.

RD-236 4.9.0-1.0-4 The system shall have the capability to include technical metadata about each | R1B; Must
rendition in the SIP.

RD-237 4.9.0-1.0-5 The system shall have the capability to include source metadata about each R1B; Must
rendition in the SIP.

RD-238 4.9.0-1.0-6 The system shall have the capability to include rights metadata about each R1B; Must
rendition in the SIP.

RD-239 4.9.0-1.0-7 The system shall have the capability to include provenance metadata about R1B; Must
each rendition in the SIP.

RD-240 4.9.0-1.0-8 The system shall have the capability to include system metadata about each R1B; Must

rendition in the SIP.

5 Requirements for AIP

RD-242 5.1
5.1 AIP Core Capabilities

RD-243 5.1.0-1 An AIP shall contain one or more renditions of one publication. R1B; Must

RD-244 5.1.0-1.0-1 An AIP shall only be created for SIPs that contain a publication that is in R2; Must
scope for GPQO’s dissemination programs.

RD-245 5.1.0-1.0-2 The AIP shall provide the capability to contain a rendition of the publication in R1B; Must
the format in which it was created.

RD-246 5.1.0-1.0-3 The system shall provide the capability for authorized users to add renditions R1B; Must

of a publication to an AIP.

14




GPO'’s Digital Content System (FDsys)

Requirements Document (RD) v.3.1

Office of the Chief Technical Officer (CTO)

FINAL

RD-247 5.1.0-1.0-4 The system shall provide the capability for authorized users to delete R1C; Must
renditions of a publication from an AIP.

RD-248 5.1.0-2 The AIP shall provide the capability to include more than one rendition of a R1B; Must
publication.

RD-249 5.1.0-2.0-1 Each rendition of a publication in an AIP shall be contained in its own R1B; Must
subdirectory of the content directory.

RD-250 5.1.0-2.0-2 A rendition of a publication in an AIP shall contain one or more files. R1B; Must

RD-251 5.1.0-2.0-3 A rendition of a publication in an AIP shall contain one or more subdirectories. | R1B; Must

RD-252 5.1.0-2.0-4 Each rendition of a publication in an AIP shall contain metadata that indicates | R1B; Must
if that rendition is a copy of the original file in which the publication was
created.

RD-253 5.1.0-2.0-5 Each rendition of a publication in an AIP shall contain metadata that indicates | R1B; Must
if that rendition is the highest fidelity rendition of the publication in the AIP.

RD-254 5.1.0-2.0-6 Each rendition of a publication in an AIP shall contain metadata that indicates R1B; Must
if that rendition is in a screen optimized format.

RD-255 5.1.0-2.0-7 Each rendition of a publication in an AIP shall contain metadata that indicates R1B; Must
if that rendition is in a print optimized format.

RD-256 5.1.0-2.0-8 Each rendition of a publication in an AIP shall contain metadata that indicates R1B; Must
if that rendition is in a press optimized format.

RD-257 5.1.0-2.0-9 Each rendition of a publication in an AIP shall contain metadata that indicates | R1B; Must
if that rendition is a complete representation of the publication.

RD-258 5.1.0-2.0-10 Each rendition of a publication in an AIP shall contain metadata that indicates R1B; Must
if that rendition can be successfully edited using the software that created the
rendition.

RD-259 5.1.0-3 The AIP shall contain Representation Information metadata for every rendition | R1B; Must
of the publication in the AIP.

RD-260 5.1.0-4 The system shall support the creation of AIPs which are independent of any R1B; Must
particular hardware and software component.

RD-261 5.1.0-4.0-1 The system shall provide the capability to add content to an AIP independent R1B; Must
of the content’s digital format.

RD-262 5.1.0-4.0-2 The system shall provide the capability to store content in an AIP independent | R1B; Must
of the content’s digital format.

RD-263 5.1.0-4.0-3 The system shall provide the capability to deliver content stored in an AIP R1B; Must
regardless of the content’s digital format.

RD-264 5.1.0-5 The system shall provide the capability for authorized users to access AlPs for | R1B; Must
the purpose of executing preservation processes or dissemination of DIPs
from AlPs.

RD-265 5.1.0-5.0-1 The system shall provide the capability for authorized users to access AlPs for | R1B; Must
the purpose of executing preservation processes on AlPs.

RD-266 5.1.0-5.0-2 The system shall provide the capability for authorized users to access AlPs for | R1B; Must
the purpose of disseminating DIPs from AlPs.

RD-268 5.1.0-7 An AIP shall contain a METS file named aip.xml. R1B; Must

RD-269 5.1.0-7.0-1 The aip.xml file shall contain an inventory of all the content files in an AIP. R1B; Must

RD-270 5.1.0-7.0-2 The aip.xml file shall contain an inventory of all the metadata files in an AIP. R1B; Must

RD-271 5.1.0-7.0-3 The aip.xml file shall contain the relationships between the content files and R1B; Must
metadata files in an AIP.

RD-272 5.1.0-7.0-4 The system shall provide the capability for one or more metadata files to be R1B; Must
related to each content file in an AIP.

RD-273 5.1.0-7.0-5 The system shall provide the capability for each metadata file to be related to R1B; Must
one or more content files in an AIP.

RD-274 5.1.0-8 The AIP shall contain one or more metadata files associated with the content. R1B; Must

RD-275 5.1.0-8.0-1 The system shall provide the capability to store an XML schema that R1B; Must
describes the format of a content file in an AIP.

RD-276 5.1.0-8.0-2 The system shall provide the capability to store an XML DTD that describes R1B; Must
the format of a content file in an AIP.

RD-277 5.1.0-9 The system shall provide the capability for authorized users to delete AlPs. R1C; Must

RD-278 5.1.0-9.0-1 In order to delete an AIP, two authorized users shall be required to approve R1C; Must
the deletion.

RD-279 5.1.0-9.0-2 The system shall provide a user the capability to restrict an AIP, disabling the R1C; Must
capability to create an ACP from it.

RD-280 5.2

5.2 Requirements for aip.xml File
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RD-281 5.2.0-1 The aip.xml file shall conform to the METS version 1.5. R1B; Must

RD-282 5.2.0-2 The aip.xml file shall conform to the GPO METS Profile version 1.0. R1B; Must

RD-283 5.2.0-3 Digital objects in the AIP shall be stored outside the aip.xml file. R1B; Must

RD-284 5.2.0-3.0-1 Digital objects in the AIP shall be referred to in the aip.xml file using their R1B; Must
filename and full path relative to the root of the AIP.

RD-285 5.2.0-4 Metadata files in the AIP shall be stored outside the aip.xml file. R1B; Must

RD-286 5.2.0-4.0-1 Metadata files in the AIP shall be referred to in the aip.xml file using their R1B; Must
filename and full path relative to the root of the AIP.

RD-287 5.2.0-5 A metadata file shall be associated with one or more digital objects inside the R1B; Must
aip.xml file.

RD-288 5.3
5.3 Structural Layout for AIPs

RD-289 5.3.0-1 The AIP shall contain the aip.xml at the top level of the AIP directory structure. | R1B; Must

RD-290 5.3.0-1.0-1 The SIP shall contain a directory named content at the top level of the AIP R1B; Must
directory structure.

RD-291 5.3.0-1.0-2 The AIP shall contain a directory named metadata at the top level of the AIP R1B; Must
directory structure.

RD-292 5.3.0-2 The content files for each rendition of a publication in an AIP shall be placed R1B; Must
in its own subdirectory under the content directory.

RD-293 5.3.0-2.0-1 The hierarchical structure of the digital objects in a rendition folder shall be R1B; Must
recorded in the aip.xml file.

RD-295 5.3.0-3 All metadata files shall be placed in the metadata directory. R1B; Must

RD-296 5.3.0-3.0-1 The metadata files for each rendition of a publication in an AIP shall be placed | R1B; Must
in its own subdirectory under the metadata directory.

RD-297 5.3.0-3.0-1.0-1 The metadata subdirectory for a rendition shall have the same name as the R1B; Must
content subdirectory for that rendition.

RD-298 5.3.0-4 Each content file in a rendition shall have, at a minimum, a metadata file R1B; Must
specifying technical parameters of the content file.

RD-299 5.4
5.4 AIP Metadata

RD-300 5.4.0-1 Metadata files in a SIP shall be encoded in XML. R1B; Must

RD-301 5.4.0-1.0-1 Metadata files in an AIP shall conform to an XML Schema or XML DTD thatis | R1C; Must
registered in the Fdsys Metadata Schema Registry.

RD-302 5.4.0-2 The AIP shall include preservation metadata to record preservation R1C; Must
processes, from ingest into the repository through disposal.

RD-303 5.4.0-3 The system shall store descriptive metadata elements in the AIP in MODS R1B; Must
version 3.1 format.

RD-304 5.4.0-3.0-1 The system shall have the capability to store descriptive metadata in ONIX R2; Must
format in the AIP.

RD-305 5.4.0-3.0-2 The system shall have the capability to store descriptive metadata in Dublin R1B; Must
Core format in the AIP.

RD-306 5.4.0-3.0-3 The system shall have the capability to store descriptive metadata in PREMIS | R1B; Must
format in the AIP.

RD-307 5.4.0-3.0-4 The system shall have the capability to store descriptive metadata in COSATI R3; Must
format in the AIP.

RD-308 5.4.0-3.0-5 The system shall have the capability to store descriptive metadata in MODS R1B; Must
format in the AIP.

RD-309 5.4.0-3.0-6 The system shall have the capability to store descriptive metadata in R3; Must
additional descriptive metadata formats in the future in the AIP.

RD-310 5.4.0-3.0-7 The AIP shall incorporate all descriptive metadata elements from the SIP. R1B; Must

RD-311 5.4.0-4 The AIP shall include metadata that expresses Preservation Description R1C; Must
Information (PDI) according to the PREMIS Data Dictionary and extension
schema which implement it.

RD-312 5.4.0-5 The system shall support the capability for the AIP to contain administrative R1B; Must
metadata that conform to a METS extension schema.

RD-313 5.4.0-5.0-1 The AIP shall identify the METS extension schema to which each R1B; Must
administrative metadata file conforms.

RD-314 5.4.0-5.0-2 The METS extension schema identified for an administrative metadata file in R1B; Must
the AIP shall be registered in the Metadata Registry.

RD-315 5.4.0-5.0-3 The system shall verify that each administrative metadata file in the AIP R1B; Must
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conforms to its identified METS extension schema.

RD-316 5.4.0-5.0-4 The AIP shall have the capability to include Preservation Description R1B; Must
Information (PDI) about each rendition included in the AIP.

RD-317 5.4.0-5.0-5 The system shall have the capability to include technical metadata about each | R1B; Must
rendition in the AIP.

RD-318 5.4.0-5.0-6 The system shall have the capability to include source metadata about each R1C; Must
rendition in the AIP.

RD-319 5.4.0-5.0-7 The system shall have the capability to include rights metadata about each R1B; Must
rendition in the AIP.

RD-320 5.4.0-5.0-8 The system shall have the capability to include provenance metadata about R1B; Must
each rendition in the AIP.

RD-321 55
5.5 AIP Unique ID

RD-322 5.5.0-1 The AIP shall include the unique identification number assigned to the content | R1B; Must

in the SIP.

6 Requirements for ACP

RD-324 6.1
6.1 ACP Core Capabilities

RD-325 6.1.0-1 An ACP shall contain copies of one or more renditions of one publication. R1C; Must

RD-326 6.1.0-1.0-1 The system shall provide the capability for authorized users to add renditions R1C; Must
of a publication to an ACP.

RD-327 6.1.0-1.0-2 The ACP shall have the capability to be retained in the system for period of R1C; Must
time as is indicated in metadata.

RD-328 6.1.0-1.0-3 The system shall provide the user the capability to alter the length of time to R2; Must
retain an ACP in the system.

RD-329 6.1.0-1.0-4 The system shall provide the capability for an authorized user to transform R2; Must
renditions of ACPs.

RD-330 6.1.0-1.0-5 The system shall create an ACP from its corresponding AIP when the AIP is R2; Must
accessed at a rate more than a user configurable frequency.

RD-331 6.1.0-1.0-6 The system shall provide the capability for authorized users to delete R1C; Must
renditions of a publication from an ACP.

RD-332 6.1.0-2 The ACP shall have the capability to include the following: R1C; Must

RD-333 6.1.0-2.0-1 The ACP shall have the capability to include renditions of publications that are | R1C; Must
not in scope of GPO'’s dissemination programs.

RD-334 6.1.0-2.0-2 The ACP shall have the capability to include renditions derived from AIP R1C; Must
renditions.

RD-335 6.1.0-2.0-3 The system shall create one or more access derivative renditions for an ACP R2; Must
if its corresponding AIP has no access derivative renditions.

RD-337 6.1.0-3 The ACP shall have the capability to contain one content unit (e.g., R1C; Must
publication, report, issue, bill, document, volume) that may consist of one or
more digital objects.

RD-338 6.1.0-4 The ACP shall have the capability to include all digital objects included in its R1C; Must
corresponding AlP.

RD-339 6.1.0-5 The ACP shall contain a copy of the metadata files for each rendition which R1C; Must
was copied from its corresponding AlP.

RD-340 6.1.0-6 The access time for an ACP shall be as less than or equal to the access time R1C; Must
for its corresponding AlP.

RD-341 6.1.0-7 The ACP shall have the capability to replicate the structural layout of an AlP. R1C; Could

RD-344 6.1.0-10 The ACP shall have the capability to be linked to one AIP, known as its R1C; Must
corresponding AlP.

RD-345 6.1.0-11 The ACP shall have the capability to include copies of one or more renditions R1C; Must
from its corresponding AlP.

RD-346 6.1.0-11.0-1 The ACP shall include copies of renditions from its corresponding AIP based R1C; Must
on business rules.

RD-347 6.1.0-11.0-2 The ACP shall have the capability to include copies of all renditions from its R1C; Must

corresponding AIP whose metadata indicates they are screen optimized
renditions.
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RD-348 6.1.0-11.0-3 The ACP shall have the capability to include copies of all renditions from its R1C; Must
corresponding AIP whose metadata indicates they are press optimized
renditions.

RD-349 6.1.0-11.0-4 The ACP shall have the capability to include copies of all renditions from its R1C; Must
corresponding AIP whose metadata indicates they are print optimized
renditions.

RD-350 6.1.0-12 The system provide the capability for authorized users to delete entire ACPs. R1C; Must

RD-351 6.2
6.2 ACP Binding Metadata File

RD-352 6.2.0-1 An ACP shall have the capability to contain a METS file nhamed acp.xml. R1C; Must

RD-353 6.2.0-1.0-1 The acp.xml file shall conform to the METS version 1.5. R1C; Must

RD-354 6.2.0-1.0-1.0-1 The acp.xml file shall conform to the GPO METS Profile version 1.0. R1C; Must

RD-355 6.2.0-1.0-2 Digital objects in the ACP shall be stored outside the acp.xml file. R1C; Must

RD-356 6.2.0-1.0-3 The system shall provide the capability to include metadata files as required to | R1C; Must
support access and delivery

RD-357 6.2.0-1.0-4 The system shall provide the capability to associate metadata files with one or | R1C; Must
more digital objects in the ACP.

RD-358 6.3
6.3 ACP Metadata

RD-359 6.3.0-1 Metadata files in an ACP shall be encoded in XML. R1C; Must

RD-361 6.3.0-3 The system shall provide the capability to add structural and descriptive R1C; Must
metadata for digital objects at a level of granularity that facilitates access.

RD-363 6.3.0-5 The system shall have the capability to use descriptive metadata extension R1C; Must
schema to support access to publications.

RD-364 6.3.0-5.0-1 The system shall provide the capability to use descriptive metadata in MODS R1B; Must
format to support access to publications.

RD-365 6.3.0-5.0-2 The system shall provide the capability to use descriptive metadata in ONIX R2; Must
format to support access to publications.

RD-366 6.3.0-5.0-3 The system shall provide the capability to use descriptive metadata in Dublin R1B; Must
Core format to support access to publications.

RD-367 6.3.0-5.0-4 The system shall provide the capability to use descriptive metadata in R1B; Must
PREMIS format to support access to publications.

RD-368 6.3.0-5.0-5 The system shall provide the capability to use descriptive metadata in R3; Must
COSATI format to support access to publications.

RD-369 6.3.0-5.0-6 The system shall support the capability to use additional descriptive metadata | R3; Must
formats in the future to support access to publications.

RD-370 6.3.0-6 The ACP shall have the capability to include mandatory descriptive metadata R1C; Must
elements from the AIP and SIP.

RD-371 6.3.0-7 The ACP shall have the capability to refer to extension schema for additional R1C; Must
structural metadata as appropriate to the class of object and as necessary for
access and delivery.

RD-372 6.3.0-8 The ACP shall contain administrative metadata that conform to a METS R1C; Must
extension schema

RD-373 6.3.0-8.0-1 The ACP shall identify the METS extension schema to which each R1C; Must
administrative metadata file conforms.

RD-374 6.3.0-8.0-2 The METS extension schema identified for an administrative metadata file in R1C; Must
the ACP shall be registered in the Metadata Registry.

RD-375 6.3.0-8.0-3 The system shall verify that each administrative metadata file in the ACP R1C; Must
conforms to its identified METS extension schema.

RD-376 6.3.0-8.0-4 The system shall have the capability to include technical metadata about each | R1C; Must
rendition in the ACP.

RD-377 6.3.0-8.0-5 The system shall have the capability to include source metadata about each R1C; Must
rendition in the ACP.

RD-378 6.3.0-8.0-6 The system shall have the capability to include rights metadata about each R1C; Must
rendition in the ACP.

RD-379 6.3.0-8.0-7 The system shall have the capability to include provenance metadata about R1C; Must
each rendition in the ACP.

RD-380 6.3.0-9 The system shall provide the capability to generate metadata that enables R1C; Must

access to special publications at a level of granularity less than a single
publication.
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RD-381

6.3.0-9.0-1

The ACP shall have the capability to include the unigue ID assigned to the
SIP and AIP in metadata.

R1C; Must

7 Requirements for DIP

RD-383 7.1
7.1 DIP Core Capabilities

RD-384 7.1.0-1 The system shall create a DIP in response to a user request for a publication. R1B; Must

RD-385 7.1.0-1.0-1 A DIP shall provide the capability to contain copies of one or more renditions R1B; Must
of one publication.

RD-386 7.1.0-1.0-2 A DIP shall provide the capability to contain copies of the metadata about R1B; Must
each rendition it contains.

RD-387 7.1.0-1.0-3 The system shall copy content and metadata to a DIP from the publication’s R1B; Must
ACP.

RD-388 7.1.0-1.0-4 The system shall copy content and metadata to a DIP from the publication’s R1B; Must
AIP when the information needed is not present in the ACP.

RD-389 7.1.0-1.0-5 The system shall provide the capability to generate screen optimized versions | R1C; Must
of renditions for inclusion in the DIP.

RD-390 7.1.0-1.0-6 A DIP created for a service provider shall have the capability to contain the R1C; Must
order information for the publication.

RD-391 7.1.0-2 The DIP shall have the capability to include transient copies of digital objects R1B; Must
that are optimized for delivery from the system.

RD-392 7.1.0-3 The DIP shall have the capability to contain one content unit (e.g., publication, | R1B; Must
report, issue, bill, document, volume) that may consist of one or more digital
objects.

RD-393 7.1.0-4 The DIP shall have the capability to refer to or embed one or more metadata R1B; Must
files associated with the content.

RD-394 7.1.0-5 The DIP shall have the capability to refer to or embed one or more digital R1B; Must
objects associated with metadata.

RD-395 7.1.0-6 The system shall provide the capability to deliver DIPs that only include R1B; Must
content metadata.

RD-396 7.1.0-7 The DIP shall have the capability to be an exact replica of the AIP. R1B; Must

RD-397 7.1.0-8 The DIP Metadata shall have the capability to include descriptive, structural, R1B; Must
technical, administrative, and packaging metadata necessary for delivery from
the system.

RD-398 7.1.0-8.0-1 The DIP Metadata shall have the capability to include descriptive metadata R1B; Must
necessary for delivery from the system.

RD-399 7.1.0-8.0-2 The DIP Metadata shall have the capability to include structural metadata R1B; Must
necessary for delivery from the system.

RD-400 7.1.0-8.0-3 The DIP Metadata shall have the capability to include technical metadata R1B; Must
necessary for delivery from the system.

RD-401 7.1.0-8.0-4 The DIP Metadata shall have the capability to include administrative metadata | R1B; Must
necessary for delivery from the system.

RD-402 7.1.0-8.0-5 The DIP Metadata shall have the capability to include packaging metadata R1B; Must
necessary for delivery from the system.

RD-403 7.1.0-8.0-6 The DIP Metadata shall have the capability to include system metadata R1B; Must
necessary for delivery from the system.

RD-405 7.1.0-10 The system shall have the capability to assemble optimally packaged DIPs R1C; Must
based on the content type desired by the user.

RD-406 7.1.0-11 The system shall provide the capability to deliver DIPs that only include one or | R1C; Must
more digital objects.

RD-408 7.2
7.2 DIP Binding Metadata File

RD-409 7.2.0-1 A DIP shall provide the capability to contain a METS file named dip.xml. R1B; Must

RD-410 7.2.0-1.0-1 The dip.xml file shall conform to the METS version 1.5. R1B; Must

RD-411 7.2.0-1.0-1.0-1 The dip.xml file shall conform to the GPO METS Profile version 1.0. R1B; Must

RD-412 7.2.0-1.0-2 The system shall provide the capability to refer to digital objects (e.g., XML, R1B; Must
OCR-ed text) as required to support delivery.

RD-413 7.2.0-1.0-2.0-1 The system shall provide the capability to embed digital objects (e.g., XML, R2; Must

19




GPO'’s Digital Content System (FDsys)

Requirements Document (RD) v.3.1

Office of the Chief Technical Officer (CTO)

FINAL

OCR-ed text) as required to support delivery

RD-414 7.2.0-1.0-3 The system shall provide the capability to refer to metadata files (e.g., MARC, R1B; Must
ONIX, Dublin Core, MODS) as required to support delivery.

RD-415 7.2.0-1.0-3.0-1 The system shall provide the capability to embed metadata files (e.g., MARC, R2; Must
ONIX, Dublin Core, MODS) as required to support delivery.

RD-416 7.2.0-1.0-4 The system shall provide the capability to associate content metadata files R1B; Must
with one or more digital objects in the DIP.

RD-417 7.3
7.3 DIP Metadata

RD-418 7.3.0-1 The system shall have the capability to encode metadata files in XML and R1B; Must
conform to schema that are adopted by Fdsys, according to Fdsys Content
Metadata requirements.

RD-420 7.3.0-3 The DIP shall have the capability to include mandatory descriptive metadata R1B; Must
elements from the SIP, ACP, and AIP.

RD-421 7.3.0-4 The system shall provide the capability to copy descriptive metadata to a DIP. | R1B; Must

RD-422 7.3.0-4.0-1 The system shall provide the capability to copy descriptive metadata in MODS | R1B; Must
format to a DIP.

RD-423 7.3.0-4.0-2 The system shall provide the capability to copy descriptive metadata in ONIX R2; Must
format to a DIP.

RD-424 7.3.0-4.0-3 The system shall provide the capability to copy descriptive metadata in Dublin | R2; Must
Core format to a DIP.

RD-425 7.3.0-4.0-4 The system shall provide the capability to copy descriptive metadata in R2; Must
PREMIS format to a DIP.

RD-426 7.3.0-4.0-5 The system shall provide the capability to copy descriptive metadata in R3; Must
COSATI format to a DIP.

RD-427 7.3.0-4.0-6 The system shall support the capability to copy additional descriptive R3; Must
metadata formats to the DIP in the future.

RD-430 7.3.0-7 The DIP shall have the capability to include Business Process Information, R1B; Must
including information collected about orders from the CO Ordering function
and requests made by end users.

RD-431 7.3.0-8 The system shall provide the capability to include information generated as a R1B; Must
result of Content Originator ordering.

RD-432 7.3.0-9 The system shall provide the capability to include information generated as a R1B; Must
result of a user request.

RD-433 7.3.0-10 The DIP shall have the capability to include the unique 1D for any content or R1C; Must
metadata being delivered in the DIP.

RD-434 7.3.0-11 The system shall provide the capability to support the Open Archives Initiative | R3; Must

Metadata Harvesting Protocol version (TBD-434A).

8 Requirements for Pre-ingest

Processes

RD-436 8.1
8.1 Pre-ingest Processing
RD-437 8.1.0-1 The system shall have the capability to read registered metadata schema to R1B; Must
extract metadata for use by the system.
RD-438 8.1.0-2 The system shall accept content from Content Originators. R1B; Must
RD-439 8.1.0-3 The system shall accept jobs from Content Originator ordering. R1B; Must
RD-440 8.1.0-4 The system shall accept deposited content created without using style tools. R1B; Must
RD-441 8.1.0-5 The system shall accept deposited content created using style tools. R2; Could /
R3; Must
RD-442 8.1.0-6 The system shall accept converted content. R1B; Must
RD-443 8.1.0-7 The system shall accept harvested content. R1B; Must
RD-444 8.1.0-8 The system shall have the capability to apply version control. R1B; Must
RD-445 8.1.0-9 The system shall detect duplicate content in the system and notify authorized R1B; Must
users.
RD-446 8.1.0-9.0-1 The system shall determine if the version of content is already in the system, R1B; Must

using, at a minimum: Version Information, bibliographic information,
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authentication information, content (e.g., hashes)

RD-447 8.1.0-9.0-1.0-1 The system shall determine if the version of content is already in the system R1B; Must
using version information.

RD-448 8.1.0-9.0-1.0-2 The system shall determine if the version of content is already in the system R1B; Must
using bibliographic information.

RD-449 8.1.0-9.0-1.0-3 The system shall determine if the version of content is already in the system R1B; Must
based on its content.

RD-450 8.1.0-9.0-1.0-4 The system shall have the capability to detect near duplicate documents. R3; Must

RD-451 8.1.0-9.0-2 The system shall have the capability to reject duplicate content. R1B; Must

RD-452 8.1.0-9.0-2.0-1 The system shall notify users when duplicate content is detected. R1B; Must

RD-453 8.1.0-9.0-2.0-2 The system shall notify users when near duplicate content is detected. R3; Must

RD-454 8.1.0-10 The system shall have the capability to store content in WIP before job order R1B; Must
information is received.

RD-455 8.1.0-11 The system shall have the capability to assign a unigue ID to content. R1B; Must

RD-456 8.1.0-11.0-1 The system shall have the capability to assign a unigue ID to content R1B; Must
packages.

RD-457 8.1.0-11.0-2 The system shall have the capability to assign a unigue ID to digital objects. R1B; Must

RD-458 8.1.0-12 The system shall have the capability to assign a unigue ID to jobs. R1B; Must

RD-459 8.1.0-13 The system shall populate the Identifier field in the corresponding MODS R1B; Must
record with the content unigue ID.

RD-460 8.1.0-14 The system shall link related jobs, business process information (BPI), and R1B; Must
content.

RD-461 8.1.0-15 The system shall allow Content Evaluators to make scope determinations. R1B; Must

RD-462 8.1.0-15.0-1 The system shall have the capability to make automatic scope determinations | R1C; Must
based on metadata.

RD-463 8.1.0-15.0-2 The system shall have the capability to make automatic scope determinations | R1C; Must
based on BPI

RD-464 8.1.0-15.0-3 The system shall have the capability to make automatic scope determinations | R3; Must
based on content.

RD-465 8.1.0-15.0-4 The system shall allow users to modify the criteria by which the system makes | R1C; Must
automatic scope determinations.

RD-466 8.1.0-15.0-5 The system shall provide a GUI interface for users to modify the criteria for R2; Must
automatic scope determinations

RD-467 8.1.0-16 The system shall have the capability to perform integrity checking. R1B; Must

RD-468 8.1.0-17 The system shall have the capability to apply a digital time stamp to content. R1B; Must

RD-469 8.1.0-18 The system shall have the capability to perform accessibility assessments. R2; Must

RD-470 8.1.0-18.0-1 The system shall have the capability to allow users to manually perform 508 R1B; Must
accessibility assessments on content.

RD-471 8.1.0-18.0-2 The system shall have the capability to automatically perform 508 accessibility | R2; Must
assessments on content.

RD-472 8.1.0-19 The system shall have the capability to support the creation of a pre-ingest R1C; Must
bundle (PIB).

RD-473 8.1.0-20 The system shall have the capability to accept modified packages from the R1C; Must
Service Provider after publisher approval.

RD-474 8.1.0-21 The system shall have the capability to accept modified digital objects from R1C; Must
the Service Provider after publisher approval.

RD-475 8.1.0-22 The system shall accept publisher approval information for SIP creation. R1B; Must

RD-476 8.1.0-23 The system shall have the capability to assemble content and metadata to R1B; Must
create SIPs.

RD-477 8.1.0-24 The system shall have the capability to create a log of all transactions and R1B; Must
activities.

RD-407 8.1.0-25 The system shall have the capability to make automatic scope determinations. R1C; Must

9 Requirements for Ingest

Processing
RD-479 9.1
9.1 Ingest Processing Core Capabilities
RD-480 9.1.0-1 Ingest processing performs the following functions:
RD-481 9.1.0-1.0-1 Accept and validate SIPs R1B; Must
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RD-482 9.1.0-1.0-1.0-1 Ingest processing shall accept SIPs. R1B; Must

RD-483 9.1.0-1.0-1.0-2 Ingest Processing shall validate SIPs. R1B; Must

RD-484 9.1.0-1.0-2 Ingest processing shall have the capability to create AlIPs from SIPs. R1B; Must

RD-485 9.1.0-1.0-3 Ingest Processing shall have the capability to create ACPs from SIPs. R1B; Must

RD-486 9.1.0-1.0-4 Ingest Processing shall apply a digital time stamp to content. Clarification: R1B; Must
This item is meant to refer to recording a timestamp in metadata whenever
content is received.

RD-487 9.2
9.2 Ingest Processing

RD-488 9.2.0-1 The system shall have the capability to transform textual content metadata R2; Must
into XML.

RD-489 9.2.0-2 The system shall support the capability to conform to future requirements for R3; Must
SIP validation.

RD-490 9.2.0-3 The system shall allow authorized users to submit content to ingest once R1B; Must
content has been approved for release by the publisher.

RD-491 9.2.0-3.0-1 The system shall provide a prompt to confirm that the user intends to submit R1B;
the SIP to ingest. Should

RD-492 9.2.0-4 The system shall validate that SIPs conform to requirements for a system R1B; Must
compliant SIP.

RD-493 9.2.0-4.0-1 The system shall verify that the SIP includes all mandatory metadata R1B; Must
elements.

RD-494 9.2.0-4.0-2 The system shall verify that the METS file is valid. R1B; Must

RD-495 9.2.0-4.0-3 The system shall verify that at least one digital object is present. R1B; Must

RD-497 9.2.0-5 The system shall provide the capability to reject non-conforming SIPs. R1B; Must

RD-498 9.2.0-5.0-1 The system shall direct exceptions to authorized users. R1B; Must

RD-499 9.2.0-5.0-1.0-1 The system shall provide the capability for authorized users to process SIPs R1B; Must
to conform to SIP validation.

RD-500 9.2.0-6 The system shall provide the capability to notify users that a SIP is R1B; Must
nonconforming.

RD-501 9.2.0-7 The system shall provide the capability to notify users of the reasons a SIP is R1B; Must
nonconforming.

RD-502 9.2.0-8 The system shall verify the file format of a digital object by a means other than | R1C; Must
mime type or file extension.

RD-503 9.2.0-9 The system shall have the capability to verify content integrity (e.g., R1B; Must
checksum).

RD-506 9.2.0-12 The system shall have the capability to create a log of all transactions and R1B; Must

activities.

10 Requirements for Preservation

Processing

RD-508 | 10.1
10.1 Preservation Processing Core
Capabilities

RD-509 10.1.0-1 The system shall have the ability to store AIPs in a preservation repository R1B; Must
environment.

RD-510 10.1.0-1.0-1 AlPs shall remain free from corruption and remain accessible as GPO R1B; Must
undergoes changes in information technology and infrastructure.

RD-511 10.1.0-1.0-1.0-1 AlPs shall remain free from corruption as GPO undergoes changes in R1B; Must
information technology and infrastructure.

RD-512 10.1.0-1.0-1.0-2 AlPs shall remain accessible as GPO undergoes changes in information R1B; Must
technology and infrastructure.

RD-513 10.1.0-2 The system shall manage preservation processes, including scheduled R2; Must
assessments and resulting actions, based on the attributes of the digital
objects and apply the specified processes.

RD-515 10.1.0-3 The system shall maintain the integrity of content throughout preservation R2; Must

processes.
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RD-516 10.1.0-3.0-1 The system shall ensure content is fully intelligible and unchanged in meaning | R2; Must
and representation, compared to the original AIP, when a digital object goes
through preservation processes

RD-517 10.1.0-4 The system shall preserve essential behaviors of digital content when a digital | R2; Must
object goes through a preservation process.

RD-518 10.1.0-4.0-1 The system shall maintain content functionality associated with content R2; Must
presentation when a digital object goes through a preservation process.

RD-519 10.1.0-5 The system shall preserve significant properties and attributes of digital R2; Must
content as a digital object goes through a preservation process.

RD-520 10.1.0-5.0-1 The system shall maintain content structure when a digital object goes R2; Must
through a preservation process

RD-521 10.1.0-5.0-2 The system shall maintain content structure when a digital object goes R2; Must
through a preservation process.

RD-522 10.1.0-5.0-3 The system shall maintain hyperlinks to content within the target document R2; Must
when a digital object goes through a preservation process.

RD-523 10.1.0-5.0-3.0-1 The system shall have the capability to notify users that they are leaving R2; Must
GPO's website when a user selects a hyperlink that takes them to an external
site.

RD-525 10.1.0-6.0-1 The system shall have the capability to produce DIPs which are interoperable R1C; Could
with other OAIS-based repositories. / R2; Must

RD-526 10.1.0-7 The system shall be capable of scheduling or executing preservation R2; Must
processes on individual AIPs or on selected groups of archival content.

RD-527 10.1.0-7.0-1 The system shall be capable of scheduling preservation processes on R2; Must
individual AIPs.

RD-528 10.1.0-7.0-2 The system shall be capable of scheduling preservation processes on R2; Must
selected groups of archival content.

RD-529 10.1.0-7.0-3 The system shall be capable of executing preservation processes on R2; Must
individual AIPs.

RD-530 10.1.0-7.0-4 The system shall be capable of executing preservation processes on selected | R2; Must
groups of archival content.

RD-531 10.2
10.2 Preservation Processing

RD-532 10.2.0-1 The system shall have the capability to transform digital object(s) into a digital | R3; Must
object of another format.

RD-533 10.2.0-2 The system shall have the ability to migrate data to formats other than those R2; Must
in which the files were created or received.

RD-534 10.2.0-3 The system shall support the transformation of Quark digital objects as R2; Must
defined below:

RD-535 10.2.0-3.0-1 The system shall ensure that the files resulting from migrations will be in a R1C;
format free of proprietary restrictions to the possible extent. Should /

R2; Must

RD-536 10.2.0-3.0-2 The system shall have the ability to verify that a file migrated from one format R2; Must
to another retains specified attributes and behaviors, i.e. is authentic and
faithful.

RD-537 10.2.0-3.0-3 The system shall support the transformation of Quark digital objects in R2; Must
previous versions of Quark into Quark digital objects of the current shipping
version of Quark as of 10-13-06.

RD-538 10.2.0-3.0-4 The system shall support the transformation of Quark digital objects into R2; Must
HTML digital objects.

RD-539 10.2.0-3.0-5 The system shall support the transformation of Quark digital objects into R2; Must
ASCII digital objects.

RD-540 10.2.0-3.0-6 The system shall support the transformation of Quark digital objects into XML R2; Must
digital objects.

RD-541 10.2.0-3.0-7 The system shall support the transformation of Quark digital objects into PDF R2; Must
digital objects.

RD-542 10.2.0-3.0-8 The system shall support the ability to set parameters of the output file of the R2; Must
transformation (resolution, color depth, etc).

RD-543 10.2.0-4 The system shall support the transformation of InDesign digital objects as R2; Must
defined below:

RD-544 10.2.0-4.0-1 The system shall support the transformation of InDesign digital objects in R2; Must

previous versions of InDesign into InDesign digital objects of the current
shipping version of InDesign as of 10-13-06.
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RD-545 10.2.0-4.0-2 The system shall support the transformation of InDesign digital objects into R2; Must
HTML digital objects.

RD-546 10.2.0-4.0-3 The system shall support the transformation of InDesign digital objects into R2; Must
ASCII digital objects.

RD-547 10.2.0-4.0-4 The system shall support the transformation of InDesign digital objects into R2; Must
XML digital objects.

RD-548 10.2.0-4.0-5 The system shall support the transformation of InDesign digital objects into R2; Must
PDF digital objects.

RD-549 10.2.0-5 The system shall support the transformation of Microsoft Word digital objects R2; Must
as defined below:

RD-550 10.2.0-5.0-1 The system shall support the transformation of Microsoft Word digital objects R2; Must
in previous versions of Microsoft Word into Microsoft Word digital objects of
the current shipping version of Microsoft Word as of 10-13-06.

RD-551 10.2.0-5.0-2 The system shall support the transformation of Microsoft Word digital objects R2; Must
into HTML digital objects.

RD-552 10.2.0-5.0-3 The system shall support the transformation of Microsoft Word digital objects R2; Must
into ASCII digital objects.

RD-553 10.2.0-5.0-4 The system shall support the transformation of Microsoft Word digital objects R2; Must
into XML digital objects.

RD-554 10.2.0-5.0-5 The system shall support the transformation of Microsoft Word digital objects R2; Must
into PDF digital objects.

RD-555 10.2.0-5.0-6 The system shall support the transformation of Microsoft Word digital objects R2; Must
into Open Document digital objects.

RD-557 10.2.0-5.0-7 The system shall have the ability to produce notification of incomplete or R2; Must
unsuccessful migrations.

RD-558 10.2.0-5.0-7.0-1 The system shall have the ability to identify incomplete or unsuccessful R2; Must
migrations.

RD-559 10.2.0-5.0-7.0-2 The system shall have the ability to produce notification of incomplete or R2; Must
unsuccessful migrations.

RD-556 10.2.0-6 The system shall support the transformation of Microsoft Excel digital objects R2; Must
as defined below:

RD-560 10.2.0-6.0-1 The system shall support the transformation of Microsoft Excel digital objects R2; Must
in previous versions of Microsoft Excel into Microsoft Excel digital objects of
the current shipping version of Microsoft Excel as of 10-13-06.

RD-561 10.2.0-6.0-2 The system shall support the transformation of Microsoft Excel digital objects R2; Must
into HTML digital objects.

RD-562 10.2.0-6.0-3 The system shall support the transformation of Microsoft Excel digital objects R2; Must
into ASCII digital objects.

RD-563 10.2.0-6.0-4 The system shall support the transformation of Microsoft Excel digital objects R2; Must
into XML digital objects.

RD-564 10.2.0-6.0-5 The system shall support the transformation of Microsoft Excel digital objects R2; Must
into PDF digital objects.

RD-565 10.2.0-6.0-6 The system shall support the transformation of Microsoft Excel digital objects R2; Must
into Open Document digital objects.

RD-566 10.2.0-7 The system shall support the transformation of Microsoft PowerPoint digital R2; Must
objects as defined below:

RD-567 10.2.0-7.0-1 The system shall support the transformation of Microsoft PowerPoint digital R2; Must
objects in previous versions of Microsoft PowerPoint into Microsoft
PowerPoint digital objects of the current shipping version of Microsoft
PowerPoint as of 10-13-06.

RD-568 10.2.0-7.0-2 The system shall support the transformation of Microsoft PowerPoint digital R2; Must
objects into HTML digital objects.

RD-569 10.2.0-7.0-3 The system shall support the transformation of Microsoft PowerPoint digital R2; Must
objects into ASCII digital objects.

RD-570 10.2.0-7.0-4 The system shall support the transformation of Microsoft PowerPoint digital R2; Must
objects into XML digital objects.

RD-571 10.2.0-7.0-5 The system shall support the transformation of Microsoft PowerPoint digital R2; Must
objects into PDF digital objects.

RD-572 10.2.0-7.0-6 The system shall support the transformation of Microsoft PowerPoint digital R2; Must
objects into Open Document digital objects.

RD-573 10.2.0-8 The system shall support the transformation of PDF digital objects as defined R2; Must
below:

RD-574 10.2.0-8.0-1 The system shall support the transformation of PDF digital objects in previous | R2; Must

versions of PDF into PDF digital objects of the current shipping version of
PDF as of 10-13-06.
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RD-575 10.2.0-8.0-2 The system shall support the transformation of PDF digital objects into HTML R2; Must
digital objects.

RD-576 10.2.0-8.0-3 The system shall support the transformation of PDF digital objects into ASCII R2; Must
digital objects.

RD-577 10.2.0-8.0-4 The system shall support the transformation of PDF digital objects into XML R2; Must
digital objects.

RD-578 10.2.0-8.0-5 The system shall support the transformation of HTML digital objects into PDF R2; Must
digital objects.

RD-579 10.2.0-8.0-6 The system shall support the transformation of HTML digital objects into R2; Must
XHTML digital objects.

RD-580 10.2.0-9 The system shall support the transformation of HTML digital objects as R2; Must
defined below:

RD-581 10.2.0-9.0-1 The system shall support the transformation of HTML digital objects in R2; Must
previous versions of HTML into HTML digital objects of the current version of
HTML as of 10-13-06.

RD-582 10.2.0-9.0-2 The system shall support the transformation of HTML digital objects into R2; Must
ASCII digital objects.

RD-583 10.2.0-9.0-3 The system shall support the transformation of HTML digital objects into XML R2; Must
digital objects.

RD-584 10.2.0-10 The system shall support the transformation of TIFF digital objects as defined R2; Must
below:

RD-585 10.2.0-10.0-1 The system shall support the transformation of TIFF digital objects in previous | R2; Must
versions of TIFF into TIFF digital objects of the current version of TIFF as of
10-13-06.

RD-586 10.2.0-10.0-2 The system shall support the transformation of the full text index of any TIFF R2; Must
digital object into an ASCII digital object.

RD-587 10.2.0-10.0-3 The system shall support the transformation of the full text index of any TIFF R2; Must
digital object into an XML digital object.

RD-588 10.2.0-10.0-4 The system shall support the transformation of the full text index of any TIFF R2; Must
digital object into an HTML digital object.

RD-589 10.2.0-10.0-5 The system shall support the transformation a TIFF digital object into a JPG R2; Must
digital object.

RD-590 10.2.0-10.0-6 The system shall support the transformation of the full text index of any TIFF R2; Must
digital object into an PDF digital object.

RD-591 10.2.0-11 The system shall provide an interface to integrate transforming technologies R1B; Must
as required.

RD-592 10.2.0-12 Where formats containing images are transformed to formats that do not R2; Must
support images (e.g. ASCII, XML) the descriptive text of said images, if any,
will be stored in the new format.

RD-593 10.2.0-13 Where formats containing images are transformed to XML the placement of R2; Must
said images, if any, will be stored in the new format

RD-594 10.2.0-14 The system shall support the transformation of WordPerfect digital objects as R2; Must
defined below:

RD-595 10.2.0-14.0-1 The system shall support the transformation of WordPerfect digital objects in R2; Must
previous versions of WordPerfect into WordPerfect digital objects of the
current shipping version of WordPerfect as of as of 10-13-06.

RD-596 10.2.0-14.0-2 The system shall support the transformation of WordPerfect digital objects into | R2; Must
Microsoft Word digital objects.

RD-597 10.2.0-14.0-3 The system shall support the transformation of WordPerfect digital objects into | R2; Must
HTML digital objects.

RD-598 10.2.0-14.0-4 The system shall support the transformation of WordPerfect digital objects into | R2; Must
ASCII digital objects.

RD-599 10.2.0-14.0-5 The system shall support the transformation of WordPerfect digital objects into | R2; Must
XML digital objects.

RD-600 10.2.0-14.0-6 The system shall support the transformation of WordPerfect digital objects into | R2; Must
PDF digital objects.

RD-601 10.2.0-15 The system shall support the transformation of EPS digital objects as defined R2; Must
below:

RD-602 10.2.0-15.0-1 The system shall support the transformation of EPS digital objects in previous | R2; Must
versions of EPS into EPS digital objects of the current version of EPS as of as
of 10-13-06.

RD-603 10.2.0-15.0-2 The system shall support the transformation of the full text index of any EPS R2; Must
digital object into an ASCII digital object

RD-604 10.2.0-15.0-3 The system shall support the transformation of the full text index of any EPS R2; Must

digital object into an XML digital object
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RD-605 10.2.0-15.0-4 The system shall support the transformation of the full text index of any EPS R2; Must
digital object into an HTML digital object

RD-606 10.2.0-15.0-5 The system shall support the transformation of the full text index of any EPS R2; Must
digital object into an PDF digital object

RD-607 10.2.0-16 The system shall support the transformation of JPG digital objects in previous R2; Must
versions of JPG into JPG digital objects of the current version of JPG as of
10-13-06.

RD-608 10.2.0-17 The system shall support the transformation of XML as defined below: R2; Must

RD-609 10.2.0-17.0-1 The system shall support the transformation of XML digital objects into other R2; Must
registered XML digital objects.

RD-610 10.2.0-17.0-2 The system shall support the transformation of XML metadata into other R2; Must
registered XML metadata.

RD-611 10.2.0-17.0-3 The system shall support the transformation of system metadata into other R2; Must
registered XML metadata.

RD-612 10.2.0-18 The system shall have the capability to perform transformations without R2; Must
deleting the content that has been acted upon.

RD-613 10.2.0-19 The system shall provide the capability to apply quality metrics to format R2; Must
transformations.

RD-614 10.2.0-20 The system shall ensure content submitted is not changed by refreshment. R1C; Must

RD-615 10.2.0-20.0-1 The system shall have the ability to verify that the refreshed file is authentic R1C; Must
and faithful.

RD-616 10.2.0-20.0-2 The system shall provide logs that record the results of refreshment R1C; Must
processes.

RD-617 10.2.0-20.0-3 The system shall have the ability to notify users of incomplete or unsuccessful | R1C; Must
refreshment processes.

RD-618 10.2.0-20.0-3.0-1 The system shall have the ability to identify incomplete or unsuccessful R1C; Must
refreshments processes.

RD-619 10.2.0-20.0-3.0-2 The system shall have the ability to produce notification of incomplete or R1C; Must
unsuccessful refreshments processes.

RD-620 10.2.0-21 The system shall have the ability to support emulation to preserve access to R2; Must
content.

RD-621 10.2.0-21.0-1 The system shall have the ability to verify that the emulated file retains R2; Must
specified attributes and behaviors, i.e. is authentic and faithful.

RD-622 10.2.0-22 The system shall support the transformation of AlPs into ACPs. R2; Must

RD-623 10.2.0-23 When a preservation process results in the creation of an additional rendition R2; Must
in an AIP, the system shall be capable of retaining the as-ingested rendition of
the content in the AIP.

RD-624 10.3
10.3 Preservation Processing —
Assessment

RD-625 10.3.0-1 The system shall have the ability to assess ingested content and determine R2; Must
preservation processes based on the assessments.

RD-626 10.3.0-1.0-1 The system shall allow scheduling of preservation assessments. Content R2; Must
attributes include, at a minimum, completeness, determination of structure, file
format, file size, and fitness for use.

RD-627 10.3.0-1.0-2 There shall be no limit set on the number or frequency of assessments. R2; Must

RD-628 10.3.0-1.0-3 The system shall have the ability to re-assess content stored in the system. R2; Must

RD-629 10.3.0-2 The system shall present a range of options to the Service Specialist for R3; Could
decision if the system is unable to make a determination.

RD-630 10.4
10.4 Preservation Processing —
Administration

RD-631 10.4.0-1 The system shall support scheduling the automatic execution of preservation R2; Must
processes.

RD-632 10.4.0-2 The system shall support batch Content Preservation of content. R2; Must

RD-633 10.4.0-3 The system shall support Content Preservation on an item-by-item basis. R2; Must

RD-634 10.4.0-4 The system shall maintain an audit trail of preservation processes. R2; Must

RD-635 10.4.0-5 The system shall support the ability for authorized users to request R2; Must
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prese rvation processes.

RD-636 105
10.5 Preservation Processing — Storage

RD-637 10.5.0-1 The system shall provide a digital archival repository environment which is R1C; Must
based on open-standards architecture.

RD-638 10.5.0-1.0-1 The repository environment shall keep AlPs separate from working or R1C; Must
production copies.

RD-639 10.5.0-1.0-2 The system shall ensure that when content in AIP is changed, the content in R1C; Must
the ACP is changed.

RD-640 10.5.0-1.0-3 The system shall maintain one on more backups of the repository R1C; Must
environment consistent with the overall Fdsys storage requirements.

RD-641 10.6
10.6 Preservation Processing — Metadata

RD-642 10.6.0-1 The system shall capture or generate metadata which specifies the R2; Must
relationship of files resulting from preservation processes to their
predecessors.

RD-643 10.6.0-2 The system shall use the PREMIS Preservation Metadata Schema version 1.0 | R1C; Must

RD-644 10.6.0-3 The system shall employ PREMIS Preservation Metadata Schema version 1.0 | R1C; Must
for facilitating preservation processes.

RD-645 10.7
10.7 Preservation Processing — Security

RD-646 10.7.0-1 The system shall enable varying levels of access to preserved objects (e.g. R2; Must

limiting access to authorized user classes, or denying or restoring access to
security-restricted content).

RD-648

11.0-1

11 Requirements for Unique

Identifier

The system shall allow an authorized user to apply a new level of granularity
to content without affecting previously applied levels.

R1C; Must

RD-649 11.0-2 The system shall assign unique IDs. R1B; Must

RD-650 11.0-3 Unigue ID shall be human-readable. R1B; Must

RD-651 11.0-4 Unigue ID shall be expressible in XML ID. R1B; Must

RD-652 11.0-5 Unique ID shall be an alphanumeric identifier (ANI). R1B; Must

RD-653 11.0-6 The system shall allow for the pre-assignment of unique IDs to external R1B; Must
entities.

RD-654 11.0-7 The system shall only accept unique IDs created by the system. R1B; Must

RD-655 11.0-8 The system shall provide the capability to apply unique IDs to digital objects. R1B; Must

RD-656 11.0-9 Unique ID characters shall include numbers 0-9 and letters A (minus | and R1B; Must
0).

RD-657 11.0-10 Unigue ID shall be stored in Metadata. R1B; Must

RD-658 11.0-11 Unique ID shall be unique. R1B; Must

RD-659 111
11.1 Unique ID Core Capabilities

RD-660 11.1.0-1 The system shall support granularity of any content based on the natural R2; Must
granularity boundaries of that content.

RD-661 11.1.0-1.0-1 The system shall support granularity of GPO Access content referenced in R1C; Must
RD-2596 based on the natural granularity boundaries of that content.

RD-662 11.1.0-2 The system shall allow GPO to define the level of granularity that content can R1B; Must
be retrieved at.

RD-663 11.1.0-2.0-1 The system shall have the capability for a user to decide the level of R1C; Must

granularity that should be applied to a publication.
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RD-664 11.1.0-2.0-1.0-1 The system shall have the capability for a user to apply multiple levels of R1C; Must
granularity to a publication (e.g. the whole publication can be found, every
paragraph in the publication can be found but images can not be separately
found).

RD-665 11.1.0-2.0-1.0-2 The system shall allow elements to be retrieved by at all levels of granularity R1C; Must

RD-666 11.1.0-2.0-2 The system shall support granularity to the level of a publication. R1B; Must

RD-667 11.1.0-2.0-3 The system shall support granularity down to the level of any paragraph in a R1C;
publication. Should /

R2; Must

RD-668 11.1.0-2.0-4 The system shall support granularity down to the level of any individual R1C; Must
graphic

RD-669 11.1.0-2.0-5 The system shall support granularity down to the level of any embedded R1C;
graphical element in a publication Should /

R2; Must

RD-671 11.1.0-2.0-7 The system shall support granularity down to the level of any frame of a video. | R3; Must

RD-673 11.1.0-2.0-9 The system shall support granularity of audio down to smallest segment of R3; Should
time the audios encoding allows.

RD-679 11.1.0-3.0-5 The system shall provide the capability to support 1 trillion Digital Objects R1C; Must
without software redesign.

RD-685 11.1.0-7 The system shall support granularity down to the level of any section in a R1C; Must
publication, as appropriate based on natural content boundaries.

RD-686 11.1.0-8 The system shall support granularity down to the level of any article in a R1C; Must
publication, as appropriate based on natural content boundaries.

RD-687 11.1.0-9 The system shall provide the capability to display granular content in search R1C; Must
results

RD-688 11.1.0-10 The system shall provide the capability to associate granular content in search | R1C; Must
results with the entire publication.

RD-689 11.1.0-11 The system shall provide the capability to associate granular content in the R1C; Must
content detail with the entire publication.

RD-690 11.1.0-12 The system shall provide the capability to deliver granular content separate R1C; Must
from the entire publication.

RD-691 11.1.0-13 The system shall provide the capability to deliver granular content in R1C; Must
conjunction with the entire publication.

RD-692 11.1.0-14 The system shall provide the capability to deliver text-based granular content R1C; Must
in a PDF format that has been optimized for rapid access and delivery.

RD-693 11.1.0-15 The system shall provide the capability to deliver text-based granular content R1C; Must
in a HTML format that has been optimized for rapid access and delivery.

RD-694 11.1.0-16 The system shall provide the capability to deliver text-based granular content R1C; Must
in a text format that has been optimized for rapid access and delivery.

RD-695 11.1.0-17 The system shall provide the capability to deliver text-based granular content R1C; Must
in a XML format that has been optimized for rapid access and delivery.

RD-696 11.1.0-18 The system shall provide the capability to transform text-based granular R1C; Must
content into formats that have been optimized for access and delivery if these
formats are not already present in the ACP.

RD-697 11.1.0-19 The system shall provide the capability to deliver PDF granules at a page R1C; Must
level of granularity.

RD-698 11.1.0-20 The system shall provide the capability to deliver PDF granules at a page R1C; Must
range level of granularity if the granules span multiple pages.

RD-699 11.1.0-21 The system shall provide the capability to deliver PDF access renditions that R1C; Must
are identical in formatting to the print rendition, if a print rendition is available.

RD-700 11.2 R1C; Must
11.2 Job ID

RD-701 11.2.0-1 The system shall create and assign a unigue 1D for each job. R1B; Must

RD-702 11.2.0-2 The system shall provide the capability to assign a unique IDs to each job. R1B; Must

RD-703 11.2.0-2.0-1 The system shall provide the capability to assign unique IDs to Content R1B; Must
Originator orders of content jobs.

RD-704 11.2.0-2.0-2 The system shall provide the capability to assign unique IDs to Content R1B; Must
Originator orders of service jobs.

RD-705 11.2.0-2.0-3 The system shall provide the capability to assign unique IDs to non-Content R1B; Must
Originator order related jobs.

RD-706 11.2.0-3 The system shall not re-use Job unique IDs. R1B; Must
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RD-707 11.3
11.3 Content Package ID
RD-708 11.3.0-1 The system shall create and assign a unigue ID for each Content Package. R1B; Must
RD-709 11.3.0-1.0-1 The system shall create and assign a unigue ID to each SIP. R1B; Must
RD-710 11.3.0-1.0-2 The system shall create and assign a unique ID to each AIP. R1B; Must
RD-711 11.3.0-1.0-2.0-1 The AIP shall inherit the unique ID from the SIP if an ACP is not created. R1B; Must
RD-712 11.3.0-1.0-2.0-2 The ACP shall inherit the unigue ID from the SIP if an AIP is not created. R1B; Must
RD-713 11.3.0-1.0-3 The system shall create and assign a unigue 1D to each ACP. R1B; Must
RD-715 11.3.0-2 Content Package unique IDs shall be unique. R1B; Must
RD-716 11.3.0-3 The system shall record package unique ID’s in metadata. R1B; Must
RD-717 11.4
11.4 Interface for Unique ID
RD-718 11.4.0-1 The system shall allow the capability for a user to input a unique 1D and R1B; Must
retrieve content and information about the content associated with that ID.
RD-719 11.4.0-1.0-1 The system shall allow the capability for an authorized user to input a unique R1B; Must
ID.
RD-720 11.4.0-1.0-2 The system shall allow the capability for an authorized user to retrieve content | R1B; Must
and information about the content associated with a unigue ID.
RD-721 11.4.0-1.0-3 The system shall allow the capability for an authorized user to input an agency | R1B; Must
supplied ID.
RD-722 11.4.0-1.0-4 The system shall allow the capability for an authorized user to retrieve content | R1B; Must
and information about the content associated with an agency supplied ID.
RD-723 11.4.0-1.0-5 The system shall restrict access to information about content associated with R1B; Must

unique IDs according to user profiles and the FDsys security requirements
(e.g., End User inputting an internal Job ID).

12 Requirements for Persistent

NET]E]

RD-725 121
12.1 Persistent Name Core Capabilities

RD-726 12.1.0-1 The system shall assign persistent names to all in-scope published versions R1C; Must
during access processing.

RD-727 12.1.0-1.0-1 Persistent name shall not conflict with other identifiers within FDsys. R1C; Must

RD-728 12.1.0-2 The system shall comply with the following standards and best practices R1C; Must
pertaining to persistent naming.

RD-729 12.1.0-2.0-1 Persistent Identification: A Key Component Of An E-Government R1C; Must
Infrastructure. CENDI Persistent Identification Task Group (March 10, 2004)

RD-730 12.1.0-2.0-2 Interagency Committee on Government Information Recommendations to the R1C; Must
Office of Management and Budget (December 17, 2004)

RD-731 12.1.0-2.0-3 RFC 1737 Functional Requirements for Uniform Resource Names (December | R1C; Must
1994)

RD-732 12.1.0-2.0-4 RFC 2141 URN Syntax (May 1997) R1C; Must

RD-733 12.1.0-2.0-5 RFC 2396 Uniform Resource Identifiers (URI): Generic Syntax (August 1998) | R1C; Must

RD-734 12.1.0-3 The system shall support interoperability across different naming systems to R3; Should
allow one system to access a resource within another.

RD-735 12.1.0-4 The system shall accommodate OpenURL syntax to enable federated R3; Must
searching.

RD-736 12.1.0-5 The system shall support the persistent name supplied by GPO as the R1C; Must
definitive persistent name.

RD-737 12.1.0-5.0-1 The system shall allow GPO to elect other systems or agencies to become R1C; Must
recognized GPO naming authorities.

RD-738 12.1.0-6 The system shall assign persistent names that are location independent. R1C; Must

RD-739 12.1.0-7 The system shall assign persistent names that are protocol independent. R3; Must

RD-740 12.1.0-8 Persistent names shall be unique. R1C; Must

RD-741 12.1.0-9 The system shall have the capability to assign intelligent persistent names. R1C; Must
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RD-742 12.1.0-9.0-1 The system shall have the capability to assign predictable persistent names. R1C; Must
RD-743 12.1.0-10 The system shall have the capability to assign non-intelligent persistent R1C; Could
names.
RD-745 12.1.0-12 The system shall have the capability to record the date and time of persistent R1C; Must
name creation.
RD-746 12.1.0-12.0-1 Date and time of the persistent name creation shall be recorded in metadata. R1C; Must
RD-747 12.1.0-13 The system shall have the capability to create reports about persistent name R2; Could
management.
RD-748 12.1.0-14 The system shall resolve legacy existing GPO naming schemes. R1C; Must
RD-749 12.1.0-14.0-1 The system shall resolve existing PURLSs. R1C; Must
RD-750 12.1.0-14.0-2 The system shall resolve existing URLS that were constructed using GetDoc. R1C; Must
RD-751 12.1.0-14.0-3 The system shall resolve existing URLS that were constructed using GetPage. | R1C; Must
RD-752 12.1.0-14.0-4 The system shall resolve existing URLS that were constructed using GetCFR. | R1C; Must
RD-753 12.1.0-15 The system shall support one persistent name per AIP. R1C; Must
RD-754 12.2
12.2 Persistent Name Resolution
RD-755 12.2.0-1 The system shall use a resolution system to locate and provide access to R1C; Must
content with persistent names.
RD-756 12.2.0-1.0-1 The resolution process shall resolve an assigned name into a resource or the R1C; Must
resource metadata.
RD-757 12.2.0-1.0-2 The resolution process shall allow for persistent name recognition within R1C; Must
standard browsers.
RD-758 12.2.0-2 The system shall have the capability to support distributed persistent naming R1C; Must
and resolution at the local and global level.
RD-759 12.2.0-3 The system shall support resolution of a single persistent name to multiple R1C;
distributed locations. Should
RD-760 12.2.0-3.0-1 The system shall be able to identify and resolve to multiple identical copies of R1C;
a resource at multiple locations through a single persistent name. Should
RD-761 12.2.0-4 The system shall support resolution of a single persistent name to multiple R1C;
content versions. Should
RD-762 12.2.0-4.0-1 The system shall determine the most appropriate rendition based on attributes | R1C;
of the request. Should
RD-763 12.3
12.3 Persistent Name Metadata
RD-764 12.3.0-1 The system shall record persistent names associated with content. R1C; Must
RD-765 12.3.0-2 The system shall record existing persistent names associated with content. R1C; Must
RD-766 12.3.0-3 The system shall provide the capability to associate metadata with the R1C; Must

persistent name

13 Requirements for Authentication

RD-768 13.1
13.1 Authentication Core Capabilities

RD-769 13.1.0-1 The system shall provide the capability to certify content as authentic. R1C; Must

RD-776 13.1.0-4 The system shall provide the capability to certify content as official. R1C; Must

RD-777 13.1.0-4.0-1 In some situations, Content Originators direct that specific content delivery R1C; Must
methods, file formats, or content presentations must be used for the purpose
of legal citation. As directed by a Content Originator, GPO shall record
information about this designation (intended use) in metadata.

RD-778 13.1.0-5 The system shall provide the capability to certify content at levels of R2; Must
granularity defined by GPO.

RD-779 13.1.0-6 The system shall provide the capability to convey certification by means of an R1C; Must
integrity mark.

RD-780 13.1.0-7 The system shall provide the capability to use GPO’s Public Key Infrastructure | R1C; Must
(PKI).

RD-783 13.1.0-10 The system shall provide the capability to use public key cryptography, digital R1C; Must

certificates, encryption or other widely accepted information security
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mechanisms for providing authentication services within Fdsys.

RD-784 13.2
13.2 Authentication — Content Pre-ingest
and Ingest

RD-785 13.2.0-1 The system shall provide the capability to verify and validate the authenticity, R1C; Must
integrity, and official status of deposited content.

RD-786 13.2.0-1.0-1 The system shall provide the capability to validate the authenticity of R1C; Must
deposited content.

RD-787 13.2.0-1.0-2 The system shall provide the capability to validate the integrity of deposited R1C; Must
content.

RD-788 13.2.0-1.0-3 The system shall provide the capability to validate the official status of R1C; Must
deposited content.

RD-789 13.2.0-1.0-4 The system shall verify the identity and authority of authorized users. R1C; Must

RD-790 13.2.0-1.0-5 Valid proof of the user's identity shall be logged by the system. R1C; Must

RD-791 13.2.0-1.0-6 The source (e.g., Origininfo:publisher) of the deposited content shall be R1B; Must
recorded in metadata.

RD-792 13.2.0-1.0-7 The system shall ensure that deposited content has not been altered or R1C; Must
destroyed in an unauthorized manner during transmission from the authorized
user to the system, and information about content integrity should be recorded
in metadata.

RD-793 13.2.0-1.0-7.0-1 The system shall validate that deposited content has not been altered in an R1C; Must
unauthorized manner during transmission from the authorized user to the
system.

RD-794 13.2.0-1.0-7.0-2 The system shall validate that deposited content has not been destroyed in an R1C; Must
unauthorized manner during transmission from the authorized user to the
system.

RD-795 13.2.0-1.0-7.0-3 The system shall record information about deposited content integrity in R1C; Must
metadata.

RD-796 13.2.0-1.0-8 The system shall verify that the sender and the recipient were, in fact, the R1C; Must
parties who claimed to send or receive content, respectively, and this
information should be recorded in metadata.

RD-797 13.2.0-1.0-8.0-1 The system shall verify that the content sender is, in fact, the party who R1C; Must
claimed to have sent the content.

RD-798 13.2.0-1.0-8.0-2 The system shall verify that the content recipient is, in fact, the party who R1C; Must
claimed to have received the content.

RD-799 13.2.0-1.0-8.0-3 The system shall record content sender and recipient information in metadata. | R1C; Must

RD-800 13.2.0-1.0-9 The system shall have the capability to record intended use in metadata. R1C; Must

RD-801 13.2.0-1.0-10 The system shall have the capability to use PKI for the establishment of a R1C; Must
trust model for deposited content.

RD-802 13.2.0-2 The system shall provide the capability to verify and validate the authenticity, R2; Must
integrity, and official status of harvested content.

RD-803 13.2.0-2.0-1 The system shall provide the capability to validate the authenticity of R2; Must
harvested content.

RD-804 13.2.0-2.0-2 The system shall provide the capability to validate the integrity of harvested R2; Must
content.

RD-805 13.2.0-2.0-3 The system shall provide the capability to validate the official status of R2; Must
harvested content.

RD-806 13.2.0-2.0-4 The system shall examine harvested content for the purpose of verifying the R2; Must
source of the harvested content.

RD-807 13.2.0-2.0-5 The source (e.g., Origininfo:publisher) of harvested content shall be recorded R2; Must
in metadata.

RD-808 13.2.0-2.0-6 The system shall ensure that harvested content has not been altered or R2; Must
destroyed in an unauthorized manner as compared to the source from which
the content was harvested, and information about content integrity should be
recorded in metadata.

RD-809 13.2.0-2.0-6.0-1 The system shall validate that harvested content has not been altered in an R2; Must
unauthorized manner as compared to the source from which the content was
harvested.

RD-810 13.2.0-2.0-6.0-2 The system shall validate that harvested content has not been destroyed inan | R2; Must
unauthorized manner as compared to the source from which the content was
harvested.

RD-811 13.2.0-2.0-6.0-3 The system shall record information about the harvested content integrity in R2; Must
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metadata.

RD-812 13.2.0-3 The system shall provide the capability to verify and validate the authenticity, R1C; Must
integrity, and official status of converted content.

RD-813 13.2.0-3.0-1 The system shall provide the capability to validate the authenticity of R1C; Must
converted content.

RD-814 13.2.0-3.0-2 The system shall provide the capability to validate the integrity of converted R1C; Must
content.

RD-815 13.2.0-3.0-3 The system shall provide the capability to validate the official status of R1C; Must
converted content.

RD-816 13.2.0-3.0-4 The source (e.g., Origininfo:publisher) of converted content shall be recorded R1B; Must
in metadata.

RD-817 13.2.0-3.0-5 The source (e.g., Origininfo:publisher) of tangible content that was used to R1B; Must
create the converted content shall be recorded in metadata.

RD-818 13.2.0-3.0-6 The system shall ensure that converted content has not been altered or R1C; Must
destroyed in an unauthorized manner during transmission from authorized
users to the system, and information about content integrity should be
recorded in metadata.

RD-819 13.2.0-3.0-6.0-1 The system shall validate that converted content has not been altered in an R1C; Must
unauthorized manner during transmission to the system.

RD-820 13.2.0-3.0-6.0-2 The system shall validate that converted content has not been destroyed inan | R1C; Must
unauthorized manner during transmission to the system.

RD-821 13.2.0-3.0-6.0-3 The system shall record information about converted content integrity in R1C; Must
metadata.

RD-822 13.2.0-3.0-7 The system shall verify that the sender and the recipient were, in fact, the R1C; Must
parties who claimed to send or receive content, respectively, and this
information should be recorded in metadata.

RD-823 13.2.0-3.0-7.0-1 The system shall verify that the sender is, in fact, the party who claimed to R1C; Must
have sent the converted content.

RD-824 13.2.0-3.0-7.0-2 The system shall verify that the recipient is, in fact, the party who claimed to R1C; Must
have received the converted content.

RD-825 13.2.0-3.0-7.0-3 The system shall record the sender and the recipient information in metadata. R1C; Must

RD-826 13.2.0-3.0-8 The system shall have the capability to record intended use in metadata. R1B; Must

RD-827 13.2.0-3.0-9 The system shall have the capability to use PKI for the establishment of a R1C; Must
trust model for converted content.

RD-828 13.2.0-4 The system shall provide the capability to recognize and validate integrity R1C; Must
marks at pre-ingest.

RD-829 13.2.0-4.0-1 The system shall provide the capability to recognize integrity marks at pre- R1C; Must
ingest.

RD-830 13.2.0-4.0-2 The system shall provide the capability to validate integrity marks at pre- R1C; Must
ingest.

RD-831 13.2.0-4.0-3 The system shall have the capability to retain integrity marks in accordance R1C; Must
with GPO business rules.

RD-832 13.2.0-4.0-4 Where public key cryptography and digital certificates are used by a Content R1C; Must
Originator to create a digital signature integrity mark on content that is
submitted to GPO for ingest into the system, the system shall record in
metadata that a digital signature was present and make this information
available to End Users.

RD-833 13.2.0-4.0-4.0-1 Where public key cryptography and digital certificates are used by a Content R1C; Must
Originator to create a digital signature integrity mark on content that is
submitted to GPO for ingest into the system, the system shall record in
metadata that a digital signature was present.

RD-834 13.2.0-4.0-4.0-2 Where public key cryptography and digital certificates are used by a Content R1C; Must
Originator to create a digital signature integrity mark on content that is
submitted to GPO for ingest into the system, the system shall make metadata
information concerning the presence of a digital signature available to End
Users.

RD-835 13.2.0-5 The system shall provide the capability to process encrypted files at pre- R1C; Could
ingest. / R2; Must

RD-836 13.2.0-6 The system shall record chain of custody information. R1C; Must

RD-837 13.2.0-6.0-1 Chain of custody information shall be recorded in metadata. R1C; Must

RD-838 13.2.0-6.0-2 The system shall have the capability to gather relevant information from R1C; Must
integrity marks (e.g., digital signatures, digital certificates) for use as part of
the chain of custody.

RD-839 13.2.0-6.0-2.0-1 The system shall have the ability to gather Distinguished Name information R1C; Must

from integrity marks for use as part of the chain of custody.
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RD-840 13.2.0-6.0-2.0-2 The system shall have the ability to gather information from integrity marks R1C; Must
regarding the date the integrity mark was applied for use as part of the chain
of custody.

RD-841 13.2.0-6.0-2.0-3 The system shall have the ability to gather information from integrity marks R1C; Must
regarding the time the integrity mark was applied for use as part of the chain
of custody.

RD-842 13.2.0-6.0-2.0-4 The system shall have the capability to record chain of custody in WIP. R1C; Must

RD-843 13.2.0-6.0-2.0-5 The system shall have the ability to gather chain of custody from content R1C; Must
metadata when it is not available from integrity marks.

RD-844 13.2.0-6.0-2.0-6 The system shall update chain of custody information in metadata at ingest. R1C; Must

RD-845 13.2.0-7 The system shall provide the capability to perform redundancy checking (e.g., R1C; Must
checksum) on content at ingest.

RD-846 13.2.0-7.0-1 The system shall provide the capability to record checksum type and value in R1C; Must
metadata.

RD-847 13.2.0-7.0-1.0-1 The system shall provide the capability to record checksum type in metadata. R1C; Must

RD-848 13.2.0-7.0-1.0-2 The system shall provide the capability to record checksum value in metadata. | R1C; Must

RD-849 13.2.0-8 The system shall provide the capability to apply a digital timestamp to content | R1C; Must
at ingest.

RD-851 13.3
13.3 Authentication — User Credentials

RD-855 134
13.4 Authentication — Content Integrity

RD-856 13.4.0-1 The system shall provide the capability to maintain content integrity by R1B; Must
ensuring that content has not been altered or destroyed in an unauthorized
manner.

RD-857 13.4.0-1.0-1 The system shall provide the capability to certify content integrity within the R1B; Must
system by ensuring that content has not been altered in an unauthorized
manner.

RD-858 13.4.0-1.0-2 The system shall provide the capability to certify content integrity within the R1B; Must
system by ensuring that content has not been destroyed in an unauthorized
manner.

RD-859 13.4.0-1.0-3 The system shall have the capability to ensure integrity of content within the R1B; Must
system at a definable frequency.

RD-860 13.4.0-1.0-4 The system shall have the capability to ensure integrity of work in progress R1B; Must
content.

RD-863 13.4.0-2.0-2 The system shall not allow critical transaction and system log files to be R1B; Must
adjusted by any unauthorized party.

RD-864 13.4.0-2.0-2.0-1 The system shall not allow critical transaction files to be adjusted by any R1B; Must
unauthorized party.

RD-865 13.4.0-2.0-2.0-2 The system shall not allow system log files to be adjusted by any R1B; Must
unauthorized party.

RD-866 13.4.0-2.0-3 The system shall have the capability to certify integrity of content during R1B; Must
backup and other system processes.

RD-867 13.4.0-3 The system shall certify integrity of pre-ingested and ingested content. R1C; Must

RD-868 13.4.0-3.0-1 The system shall certify integrity of pre-ingested content. R1C; Must

RD-869 13.4.0-3.0-2 The system shall certify integrity of ingested content. R1C; Must

RD-870 13.4.0-3.0-3 Content integrity shall be maintained during transmission from the Content R1C; Must
Originator to the system.

RD-871 13.4.0-3.0-4 The system shall have the capability to validate a cryptographic digital R1C; Must
signature, in accordance with IETF RFC 3447 on content in pre-ingest, to
ensure that the content has not been altered, and that the signer’s certificate
is valid before ingesting the content.

RD-872 13.4.0-4 The system shall have the capability to certify integrity of delivered content. R2; Must

RD-873 13.4.0-4.0-1 The system shall have the capability to apply a cryptographic digital signature, | R2; Must
in accordance with IETF RFC 3447, to content delivered from the system.

RD-874 13.4.0-4.0-2 The system shall have the capability to verify that the electronic content is R2; Must
valid, uncorrupted, and free of malicious code.

RD-875 13.4.0-4.0-2.0-1 The system shall have the capability to verify that the electronic content is R2; Must
valid.

RD-876 13.4.0-4.0-2.0-2 The system shall have the capability to verify that the electronic content is R2; Must
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uncorrupted.

RD-877 13.4.0-4.0-2.0-3 The system shall have the capability to verify that the electronic content is free | R2; Must
of malicious code.

RD-878 13.4.0-5 The system shall provide the capability to provide notification that a change R2; Must
has occurred to content within the system.

RD-879 13.4.0-5.0-1 The system shall provide the capability to notify designated users if content R2; Must
has been altered or destroyed in an unauthorized manner.

RD-880 13.4.0-5.0-1.0-1 The system shall provide the capability to notify designated users if content R2; Must
has been altered in an unauthorized manner.

RD-881 13.4.0-5.0-1.0-2 The system shall provide the capability to notify designated users if content R2; Must
has been destroyed in an unauthorized manner.

RD-882 13.4.0-5.0-2 The system shall provide the capability to notify designated users if content R2; Must
has been altered or destroyed in an authorized manner.

RD-883 13.4.0-5.0-2.0-1 The system shall provide the capability to notify designated users if content R2; Must
has been altered in an authorized manner.

RD-884 13.4.0-5.0-2.0-2 The system shall provide the capability to notify designated users if content R2; Must
has been destroyed in an authorized manner.

RD-885 13.4.0-5.0-3 The system shall provide the capability to notify designated users when R2; Must
changes were made to content.

RD-886 13.4.0-5.0-4 The system shall provide the capability to notify designated users where R2; Must
changes were made to content.

RD-887 13.4.0-5.0-5 The system shall provide the capability to notify designated users by whom R2; Must
changes were made to content.

RD-888 13.4.0-5.0-6 The system shall provide the capability to notify designated users what R2; Must
changes were made to content.

RD-889 13.4.0-5.0-7 The system shall log changes to content in metadata. R2; Must

RD-890 13.4.0-6 The system shall provide the capability of demonstrating continued integrity of | R2; Must
content packages when authorized changes are made (such as to the
metadata).

RD-891 135
13.5 Authentication — Time Stamps

RD-892 13.5.0-1 The system shall support digital time stamping. R1C; Must

RD-893 13.5.0-2 The system shall provide the capability to provide date and time verification. R1C; Must

RD-894 13.5.0-3 The system shall be flexible enough to provide date and time verification R1C; Must
through various mechanisms including a time certification authority, network
server, or the signerstem.

RD-895 13.5.0-3.0-1 The system shall be flexible enough to provide date and time verification R1C; Must
through a time certification authority.

RD-896 13.5.0-3.0-2 The system shall be flexible enough to provide date and time verification R1C; Must
through a network time server.

RD-897 13.5.0-3.0-3 The system shall be flexible enough to provide date and time verification R1C; Must
through the signer's system.

RD-898 13.6
13.6 Authentication — Integrity Marks

RD-899 13.6.0-1 The system shall support the use of integrity marks. R2; Must

RD-900 13.6.0-2 Integrity marks shall include certification information. R2; Must

RD-901 13.6.0-3 Integrity marks shall employ widely accepted information security mechanisms | R2; Must
(e.g., public key cryptography, digital certificates, digital signatures, XML
signatures, digital watermarks, or traditional watermarks).

RD-902 13.6.0-4 The system shall support the capability to manually add integrity marks to R2; Could
content.

RD-903 13.6.0-5 The system shall support the capability to automatically add integrity marks to | R2; Must
content.

RD-904 13.6.0-6 The system shall support the use of visible integrity marks. R1C; Must

RD-905 13.6.0-7 The system shall support the use of invisible integrity marks. R1C; Must

RD-906 13.6.0-8 The system shall provide flexibility regarding where the integrity mark is R2; Must
applied through automated and manual processes.

RD-907 13.6.0-8.0-1 The system shall provide flexibility regarding where the integrity mark is R2; Must
applied through automated processes.

RD-908 13.6.0-8.0-2 The system shall provide flexibility regarding where the integrity mark is R2; Must
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applied through manual processes.

RD-909 13.6.0-9 The system shall provide the capability to automatically position the exact R2; Must
location (X, y coordinates) of where an integrity mark is applied for any set
number of documents.

RD-910 13.6.0-10 The system shall support the application of multiple integrity marks on the R2; Must
same content.

RD-911 13.6.0-11 The system shall support the application of security policies, such that R2; Must
integrity marks can be applied to content in particular sequences depending
on levels of authority.

RD-912 13.7
13.7 Authentication — Content Delivery

RD-913 13.7.0-1 The system shall provide the capability for users to validate the authenticity, R2; Must
integrity, and official status of the content packages that are delivered from the
system.

RD-914 13.7.0-1.0-1 The system shall provide the capability for users to validate the authenticity of | R2; Must
the content packages that are delivered from the system.

RD-915 13.7.0-1.0-2 The system shall provide the capability for users to validate the integrity of the | R2; Must
content packages that are delivered from the system.

RD-916 13.7.0-1.0-3 The system shall provide the capability for users to validate the official status R2; Must
of the content packages that are delivered from the system.

RD-917 13.7.0-2 The system shall enable GPO to add integrity marks to FDsys content that is R2; Must
delivered to End Users in the form of electronic presentation, hard copy
output, and digital media.

RD-918 13.7.0-2.0-1 The system shall enable GPO to add integrity marks to FDsys content that is R2; Must
delivered to End Users in the form of electronic presentation.

RD-919 13.7.0-2.0-2 The system shall enable GPO to add integrity marks to FDsys content that is R2; Must
delivered to End Users in the form of hard copy output.

RD-920 13.7.0-2.0-3 The system shall enable GPO to add integrity marks to FDsys content that is R2; Must
delivered to End Users in the form of digital media.

RD-921 13.7.0-2.0-4 When electronic content in PDF format has been authenticated prior to ingest R1C; Must
into FDsys (e.g., via the bulk signing tool), the system shall maintain that
externally provided authentication.

RD-922 13.7.0-2.0-5 When electronic content in PDF format has been authenticated prior to ingest R1C; Must
into FDsys (e.g., via the bulk signing tool), the system shall deliver the
integrity mark to End Users with that externally provided authentication still
intact.

RD-923 13.7.0-3 Where public key cryptography and digital certificates are used to create a R2; Must
digital signature integrity mark on delivered content the following shall apply:

RD-924 13.7.0-3.0-1 The integrity mark shall provide the capability to include the GPO Seal of R2; Could
Authenticity logo if the digital signature is a visible digital signature.

RD-925 13.7.0-3.0-2 The integrity mark shall include certification information. R2; Must

RD-926 13.7.0-3.0-2.0-1 The integrity mark shall include the name of the certifying organization. R2; Must

RD-927 13.7.0-3.0-2.0-2 The integrity mark shall include the date on the signer's digital certificate. R2; Must

RD-928 13.7.0-3.0-2.0-3 The integrity mark shall include the digital time stamp. R2; Must

RD-929 13.7.0-3.0-2.0-4 The integrity mark shall include the public key value of the signer. R2; Must

RD-930 13.7.0-3.0-2.0-5 The integrity mark shall include identification of the hash algorithm used. R2; Must

RD-931 13.7.0-3.0-2.0-6 The integrity mark shall include the reason for signing. R2; Must

RD-932 13.7.0-3.0-2.0-7 The integrity mark shall include the signer's location. R2; Must

RD-933 13.7.0-3.0-2.0-8 The integrity mark shall include the signer's contact information. R2; Must

RD-934 13.7.0-3.0-2.0-9 The integrity mark shall include the name of the entity that certified the R2; Must
content.

RD-935 13.7.0-3.0-2.0-10 The integrity mark shall include the expiration date of the digital certificate R2; Must
used to sign the content.

RD-936 13.7.0-3.0-2.0-11 The integrity mark shall be flexible enough to include additional, GPO-defined | R2; Must
certification information.

RD-937 13.7.0-3.0-3 The values for the integrity mark fields shall be extracted from the digital R2; Must
certificate that was used to create the digital signature.

RD-939 13.7.0-3.0-5 The system shall have the capability to confirm that the digital certificate that R2; Must
was used to create the digital signature is valid and accurate. As a result of
the validation check, the system should notify users if the digital certificate is
valid, invalid, or can not be validated.

RD-940 13.7.0-3.0-5.0-1 The system shall have the capability to confirm that the digital certificate that R2; Must

35




GPO'’s Digital Content System (FDsys)

Requirements Document (RD) v.3.1

Office of the Chief Technical Officer (CTO)

FINAL

was used to create the digital signature is valid and accurate.

RD-941 13.7.0-3.0-5.0-2 As a result of the digital signature validation check, the system should notify R2; Must
users if the digital certificate is valid, invalid, or cannot be validated.
RD-942 13.7.0-3.0-6 The system shall have the capability to perform a bit for bit comparison of the R2; Must
digital object as it was at the time of signing against the document as it was at
the time of the validation check. As a result of the validation check, the system
should notify users if the content has been modified, has not been modified, or
if the system cannot determine if the content has been modified.
RD-943 13.7.0-3.0-6.0-1 The system shall have the capability to perform a bit for bit comparison of the R2; Must
digital object as it was at the time of signing against the document as it was at
the time of the validation check.
RD-944 13.7.0-3.0-6.0-2 As a result of the validation check, the system should notify users if the R2; Must
content has been modified, has not been modified, or if the system cannot
determine if the content has been modified.
RD-945 13.7.0-3.0-7 The digital signature shall include the date and time that the digital signature R2; Must
was applied to content, and the expiration date of the digital certificate.
RD-946 13.7.0-3.0-7.0-1 The digital signature shall include the date and time that the digital signature R2; Must
was applied to content.
RD-947 13.7.0-3.0-7.0-2 The digital signature shall include the expiration date of the digital certificate. R2; Must
RD-948 13.7.0-3.0-8 Non-revoked certificates shall display a valid status regardless of the R1C;
expiration date of the digital certificate. The validity of the digital certificate Should /
shall be based on the certificate validity at the time and date the content was R2; Must
digitally signed.
RD-949 13.7.0-3.0-8.0-1 Non-revoked certificates shall display a valid status regardless of the R1C;
expiration date of the digital certificate. Should /
R2; Must
RD-950 13.7.0-3.0-8.0-2 The validity of the digital certificate shall be based on the certificate validity at R1C;
the time and date the content was digitally signed. Should /
R2; Must
RD-951 13.7.0-3.0-9 For electronic presentation, validation shall be done automatically without End | R1C;
User intervention. Should /
R2; Must
RD-952 13.8
13.8 Re-authentication of Content
RD-953 13.8.0-1 The system shall provide the capability to re-authenticate content that has R1B; Could
already been authenticated (e.g., expired certificate). / R2; Must
RD-954 13.8.0-2 The system shall provide the capability to notify GPO System Administrators R1B; Could
when content needs to be re-authenticated. / R2; Must
RD-955 13.8.0-3 The system shall provide the capability for GPO to change or revoke the R1B; Must
authentication status of content.
RD-956 13.9
13.9 Authentication Standards/Best
Practices
RD-978 13.10
13.10 Authentication Records
Man agement
RD-979 13.10.0-1 The system shall create administrative records of authentication processes. R2; Must
RD-980 13.10.0-2 The system shall create transaction records of administrative processes. R2; Must
RD-981 13.10.0-3 The system shall support an audit capability for content certification. R2; Must
RD-982 13.10.0-4 The system shall support an audit capability for content validation. R2; Must
RD-983 13.10.0-5 The system shall comply with GPO and Federal records management R2; Must
policies.
RD-984 13.10.0-5.0-1 The system shall comply with GPO records management policies, as R2; Must
document in GPO Publication 840.7.
RD-985 13.10.0-5.0-2 The system shall comply with Federal records management policies (e.g., R2; Must

NARA'’s Records Management Guidance for Agencies Implementing
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| Electronic Signature Technologies, 2000).

RD-986 13.11
13.11 Authentication Metadata

RD-987 13.11.0-1 The system shall provide the capability to include authentication and R1C; Must
certification information in metadata.

RD-988 13.11.0-1.0-1 The system shall provide the capability to include authenticity information in R1C; Must
metadata.

RD-989 13.11.0-1.0-1.0-1 Authenticity metadata shall have the capability to include the source of R1C; Must
deposited, harvested, and converted content.

RD-990 13.11.0-1.0-1.0-2 Authenticity metadata shall have the capability to include the Content R1C; Must
Originator identity and authority to publish deposited content.

RD-991 13.11.0-1.0-1.0-3 Authenticity metadata shall have the capability to include the source of R1C; Must
tangible content that was used to create converted content.

RD-992 13.11.0-1.0-1.0-4 Authenticity metadata shall have the capability to include the chain of custody R1C; Must
information excluding information about End User chain of custody.

RD-993 13.11.0-1.0-2 The system shall provide the capability to include integrity information in R1C; Must
metadata.

RD-994 13.11.0-1.0-2.0-1 Integrity metadata shall have the capability to include information about any R1C; Must
pre-ingest and ingest integrity checks for transmission to the system.

RD-995 13.11.0-1.0-2.0-2 Integrity metadata shall have the capability to include information about any R1C; Must
integrity checks within the system.

RD-996 13.11.0-1.0-2.0-3 Integrity metadata shall have the capability to include information about R1C; Must
changes that are made.

RD-997 13.11.0-1.0-2.0-4 Integrity metadata shall have the capability to include information about who R1C; Must
makes a change.

RD-998 13.11.0-1.0-2.0-5 Integrity metadata shall have the capability to include information about where R1C; Must
a change is made.

RD-999 13.11.0-1.0-2.0-6 Integrity metadata shall have the capability to include information about when R1C; Must
a change is made.

RD-1000 | 13.11.0-1.0-3 The system shall provide the capability to include non-repudiation information R1C; Must
in metadata.

RD-1001 | 13.11.0-1.0-3.0-1 Non-repudiation metadata shall have the capability to include the sender's R1C; Must
identity and proof.

RD-1002 | 13.11.0-1.0-3.0-2 Non-repudiation metadata shall have the capability to include the recipient's R1C; Must
identity and proof.

RD-1003 | 13.11.0-1.0-4 The system shall provide the capability to include intended use information in R1C; Must
metadata.

RD-1004 | 13.11.0-1.0-4.0-1 Intended Use metadata shall have the capability to identify the content R1C; Must
delivery method designated by the Content Originator that must be used for
the purpose of citation in court.

RD-1005 | 13.11.0-1.0-4.0-2 Intended Use metadata shall have the capability to identify the file format R1C; Must
designated by the Content Originator that must be used for the purpose of
citation in court.

RD-1006 | 13.11.0-1.0-4.0-3 Intended Use metadata shall have the capability to identify the content R1C; Must

presentation designated by the Content Originator that must be used for the
purpose of citation in court.

14 Requirements for Version

Control

RD-1007

RD-1008 | 14.1
14.1 Version Control Core Capabilities

RD-1013 | 14.1.0-5 The system shall allow authorized users to input, view, and manage version R1C; Must
information.

RD-1014 | 14.1.0-5.0-1 The system shall allow authorized users to input, view, and manage version R1C; Must
information.

RD-1015 | 14.1.0-5.0-1.0-1 The system shall allow authorized users to input version information. R1C; Must

RD-1016 | 14.1.0-5.0-1.0-2 The system shall allow authorized users to view version information. R1C; Must
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RD-1017 | 14.1.0-5.0-1.0-3 The system shall allow authorized users to manage version information. R1C; Must
RD-1018 | 14.1.0-5.0-2 The system shall allow authorized users to input, view, and manage version R1C; Must
identifiers.
RD-1019 | 14.1.0-5.0-2.0-1 The system shall allow authorized users to input version identifiers. R1C; Must
RD-1020 | 14.1.0-5.0-2.0-2 The system shall allow authorized users to view version identifiers. R1C; Must
RD-1021 | 14.1.0-5.0-2.0-3 The system shall allow authorized users to manage version identifiers. R1C; Must
RD-1022 | 14.1.0-6 The system shall have the capability to alert authorized users when duplicate R1C; Must
content is rejected.
RD-1023 | 14.1.0-7 The system shall log all version history. R2; Must
RD-1024 | 14.1.0-7.0-1 The version history log shall be incorporated into the package’s metadata. R2; Must
RD-1029 | 14.2
14.2 Version Triggers
RD-1030 | 14.2.0-1 The system shall apply rules for version triggers. R2; Must
RD-1031 | 14.2.0-1.0-1 The system shall apply rules for version triggers to groups of related content R2; Must
as defined in the GPO document Version Control in Relation to Government
Documents.
RD-1032 | 14.2.0-1.0-2 Authorized users shall be able to modify rules for version triggers. R2; Must
RD-1033 | 14.2.0-2 The system shall detect the following version triggers.
RD-1034 | 14.2.0-2.0-1 Modifications to content R2; Must
RD-1035 | 14.2.0-2.0-2 Changes to the "last updated" data provided within the document R2; Must
RD-1036 | 14.2.0-2.0-3 Changes to a flat date provided within the document R2; Must
RD-1037 | 14.2.0-2.0-4 Changes to a publication's title R2; Must
RD-1038 | 14.2.0-2.0-5 Changes to a publication's edition statement and/or metadata R2; Must
RD-1039 | 14.2.0-2.0-6 Changes in the issuing agency of a publication R2; Must
RD-1040 | 14.2.0-2.0-7 Changes in file size or format R2; Must
RD-1041 | 14.2.0-2.0-8 Changes in the publication's numbering scheme R2; Must
RD-1042 | 14.2.0-2.0-9 Notification of the publisher (i.e., issuing agency) R2; Must
RD-1043 | 14.2.0-3 The system shall provide the capability to notify users when version triggers R2; Must
have been activated.
RD-1045 | 14.2.0-5 The system shall provide the capability to notify designated authorized users R2; Must
when a version cannot be determined.
RD-1046 | 14.3
14.3 Version Detection
RD-1047 | 14.3.0-1 The system shall determine if version identifiers are present in content R2; Must
packages.
RD-1048 | 14.3.0-1.0-1 Version identifiers shall be stored in metadata. R1C; Must
RD-1049 | 14.4
14.4 Version Metadata
RD-1050 | 14.4.0-1 The system shall express version information in metadata. R1C; Must
RD-1051 | 14.4.0-1.0-1 The system shall update the metadata to indicate changes to attributes. R1C; Must
RD-1052 | 14.4.0-2 The system shall record chain of custody information in metadata . R1C; Must
RD-1053 | 14.5
14.5 Version Relationships
RD-1054 | 14.5.0-1 The system shall determine and record relationships between versions. R2; Must
RD-1056 | 14.5.0-1.0-1 The system shall make links to related documents permanently available. R2; Must
RD-1057 | 14.5.0-1.0-2 The system shall be able to render relationship information so that it is R2; Must
human-readable.
RD-1055 | 14.5.0-2 The system shall establish links to related documents identified through R2; Must
version information in metadata.
RD-1058 | 14.6
14.6 Version Notification
RD-1059 | 14.6.0-1 The system shall have the capability to notify users which version of content R2; Must
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they are accessing.

RD-1060 | 14.6.0-1.0-1 The system shall have the capability to notify users of the number of available | R2; Must
versions of selected content.

RD-1061 | 14.6.0-1.0-2 The system shall have the capability to notify users that they are not viewing R2; Must
the latest available version of selected content.

RD-1062 | 14.6.0-1.0-3 The system shall have the capability to notify users of the relationship R2; Must
between the version of the content they are accessing and the latest version.

RD-1063 | 14.6.0-1.0-4 The system shall have the capability for users to view the difference in the R3; Must
content between versions.

RD-1064 | 14.6.0-1.0-5 The system shall have the capability to notify users that access to a versionis | R2; Must

restricted.

15 Requirements for Workflow

RD-1065

RD-1066 | 15.1
15.1 Workflow Core Capabilities

RD-1067 | 15.1.0-1 The system shall provide the capability to define workflows. R1B; Must

RD-1068 | 15.1.0-1.0-1 The workflow definition shall be in the XML form conforming to a well R1B; Must
established schema, such as XML Process Definition Language (XPDL) of
Workflow Management Coalition (WfMC) or the Business Process Execution
Language (BPEL) schema.

RD-1069 | 15.1.0-1.0-2 The system shall provide the capability to validate workflow definitions against | R1B; Must
the established schema.

RD-1070 | 15.1.0-2 The system shall provide the capability to create new versions of workflow R1B; Must
definitions.

RD-1071 | 15.1.0-3 The system shall provide the capability to test new versions of workflow R1B; Must
definitions without interfering with any existing workflow instances.

RD-1072 | 15.1.0-4 The system shall provide the capability to place new versions of workflow R1B; Must
definitions into production.

RD-1073 | 15.1.0-4.0-1 The system shall provide the capability to deploy newly developed or modified | R1B; Must
workflow definitions without interfering with existing workflow instances.

RD-1074 | 15.1.0-5 The system shall provide the capability to revert to previous workflow R1B; Must
definitions without interfering with existing workflow instances or other non-
completed instances of workflows.

RD-1075 | 15.1.0-5.0-1 The system shall provide the capability to revert to previous workflow R1B; Must
definitions without interfering with existing workflow instances.

RD-1076 | 15.1.0-5.0-2 The system shall provide the capability to revert to previous workflow R1B; Must
definitions without interfering with other non-completed instances of
workflows.

RD-1077 | 15.1.0-6 The system shall provide the capability to manage business rules. R1B; Must

RD-1078 | 15.1.0-6.0-1 The workflow-related business rules shall be configurable by the user to R2; Must
control the order in which the rules are applied.

RD-1079 | 15.1.0-7 The system shall provide the capability to manage manual activities. R1B; Must

RD-1080 | 15.1.0-8 The system shall provide the capability to manage automated activities. R2; Must

RD-1081 | 15.1.0-9 The system shall provide the capability to assign comments on jobs/activities. R1B; Must

RD-1082 | 15.1.0-9.0-1 The system shall provide the capability to assign optional comments on jobs. R1B; Must

RD-1083 | 15.1.0-9.0-2 The system shall provide the capability to assign optional comments on R1B; Must
activities.

RD-1084 | 15.1.0-9.0-3 The system shall provide the capability to assign optional comments on R1B; Must
workflow instances.

RD-1085 | 15.1.0-10 The system shall prevent the loss of workflow data. R1B; Must

RD-1086 | 15.1.0-10.0-1 The system shall replicate workflow data to failover location(s). R1C; Must

RD-1087 | 15.1.0-10.0-2 The system shall allow the frequency of backup processes to be controlled by | R1C; Must
the user.

RD-1088 | 15.1.0-10.0-2.0-1 The system shall allow the backup processes to be controlled automatically or | R2; Must
manually.

RD-1089 | 15.1.0-10.0-3 The system shall backup all necessary data required to retrieve workflow data | R1C; Must
to its original state in the event of a system failure.

RD-1090 | 15.1.0-10.0-4 The system shall perform workflow backup processes without interruption to R1C; Must
users.

RD-1091 | 15.1.0-11 The system shall store information related to workflows in BPI. R1B; Must
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RD-1092 | 15.1.0-11.0-1 The system shall store information about workflows in BPI. R1B; Must
RD-1093 | 15.1.0-11.0-2 The system shall store information about jobs in BPI. R1B; Must
RD-1094 | 15.1.0-11.0-3 The system shall store information about activities in BPI. R1B; Must
RD-1095 | 15.2
15.2 Workflow — Control of Execution
RD-1096 | 15.2.0-1 The system shall provide the capability to control the execution of workflow R1B; Must
instances.
RD-1097 | 15.2.0-1.0-1 The system shall provide the capability to assign priorities to workflow R1B; Must
instances.
RD-1098 | 15.2.0-1.0-2 The system shall provide the capability to schedule for manual and automated | R1B; Could
activities. / R1C; Must
RD-1099 | 15.2.0-1.0-2.0-1 The system shall provide the capability to assign deadlines for jobs/activities. R1B; Could
/ R1C; Must
RD-1100 | 15.2.0-1.0-2.0-1.0- | The system shall provide the capability to assign deadlines for jobs. R1B; Could
1 / R1C; Must
RD-1101 | 15.2.0-1.0-2.0-1.0- | The system shall provide the capability to assign deadlines for activities. R1B; Could
2 / R1C; Must
RD-1102 | 15.2.0-1.0-2.0-2 The system shall provide the capability to assign estimated completion times R1B; Could
for jobs/activities. / R1C; Must
RD-1103 | 15.2.0-1.0-2.0-2.0- | The system shall provide the capability to assign estimated completion times R1B; Could
1 for jobs. / R1C; Must
RD-1104 | 15.2.0-1.0-2.0-2.0- | The system shall provide the capability to assign estimated completion times R1B; Could
2 for activities. / R1C; Must
RD-1105 | 15.2.0-1.0-3 The system shall provide the capability to assign human resources to manual R1C; Must
activities.
RD-1106 | 15.2.0-1.0-4 The system shall provide the capability to suspend activities/workflow R1B; Must
instances.
RD-1107 | 15.2.0-1.0-4.0-1 The system shall provide the capability to suspend activities. R1B; Must
RD-1108 | 15.2.0-1.0-4.0-2 The system shall provide the capability to suspend workflow instances. R1B; Must
RD-1109 | 15.2.0-1.0-5 The system shall provide the capability to resume activities/workflow R1B; Must
instances.
RD-1110 | 15.2.0-1.0-5.0-1 The system shall provide the capability to resume activities. R1B; Must
RD-1111 | 15.2.0-1.0-5.0-2 The system shall provide the capability to resume workflow instances. R1B; Must
RD-1112 | 15.2.0-1.0-6 The system shall provide the capability to cancel activities/workflow instances. | R1B; Must
RD-1113 | 15.2.0-1.0-6.0-1 The system shall provide the capability to cancel activities. R1B; Must
RD-1114 | 15.2.0-1.0-6.0-2 The system shall provide the capability to cancel workflow instances. R1B; Must
RD-1115 | 15.2.0-1.0-7 The system shall provide the capability to log activities. R1B; Must
RD-1116 | 15.2.0-1.0-7.0-1 The system shall provide the capability to log activity start time. R1B; Must
RD-1117 | 15.2.0-1.0-7.0-2 The system shall provide the capability to log activity end time. R1B; Must
RD-1118 | 15.2.0-1.0-7.0-3 The system shall provide the capability to log the person(s) performing the R1B; Must
activity.
RD-1119 | 15.2.0-1.0-7.0-4 The system shall provide the capability to log the resources associated with R1B; Must
an activity .
RD-1120 | 15.2.0-1.0-8 The system shall provide the capability to manage lists of workflow instances. R1B; Must
RD-1121 | 15.2.0-1.0-8.0-1 The system shall provide the capability for a user to view lists of workflow R1B; Must
instances.
RD-1122 | 15.2.0-1.0-8.0-2 The system shall provide the capability for a user to assign lists of workflow R1B; Must
instances to other users.
RD-1123 | 15.2.0-1.0-9 The system shall provide the capability to perform actions on a batch of R2; Must
workflow instances.
RD-1124 | 15.2.0-2 The system shall provide the capability to control the execution of jobs. R1B; Must
RD-1125 | 15.2.0-2.0-1 The system shall provide the capability to assign priorities to jobs. R1C; Must
RD-1126 | 15.2.0-2.0-1.0-1 The priority of a job shall be inherited by workflow instances associated with R1C; Must
the job.
RD-1127 | 15.2.0-2.0-2 The system shall provide the capability to suspend and resume jobs. R1B; Must
RD-1128 | 15.2.0-2.0-2.0-1 The system shall provide the capability to suspend jobs. R1B; Must
RD-1129 | 15.2.0-2.0-2.0-2 The system shall provide the capability to resume jobs. R1B; Must
RD-1130 | 15.2.0-2.0-3 The system shall provide the capability to cancel a job. R1B; Must
RD-1131 | 15.2.0-2.0-4 The system shall provide the capability to adjust the priority of a job at any R2; Must
time.
RD-1132 | 15.2.0-2.0-4.0-1 The system shall provide the capability to adjust the priority of a job manually R2; Must

or automatically.
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RD-1133 | 15.2.0-2.0-5 The system shall provide the capability to log jobs. R1B; Must

RD-1134 | 15.2.0-2.0-6 The system shall provide the capability to manage work lists of jobs. R1B; Must

RD-1135 | 15.2.0-2.0-7 The system shall provide the capability to perform actions on a batch of jobs. R2; Must

RD-1136 | 15.3
15.3 Workflow — Monitoring

RD-1137 | 15.3.0-1 The system shall provide a monitoring tool for all workflow instances. R1B; Must

RD-1138 | 15.3.0-1.0-1 The monitoring tool shall provide the capability to see how many instances of R1C; Must
a workflow exist as well as the status of the workflow instances.

RD-1139 | 15.3.0-1.0-1.0-1 The monitoring tool shall provide the capability to see how many instances of R1C; Must
a workflow exist.

RD-1140 | 15.3.0-1.0-1.0-2 The monitoring tool shall provide the capability to see the status of the R1C; Must
workflow instances.

RD-1141 | 15.3.0-1.0-2 The monitoring tool shall provide the capability for the user to customize R1B; Could
views. / R1C; Must

RD-1142 | 15.3.0-1.0-3 The monitoring tool shall provide the capability to save customized views for R1B; Could
future use. / R1C; Must

RD-1143 | 15.3.0-1.0-4 The monitoring tool shall provide the capability for users to monitor processing | R1B; Must
history of workflow instances.

RD-1144 | 15.3.0-1.0-4.0-1 The monitoring tool shall provide the capability for users to monitor processing | R1B; Could
history over a specified time period. / R1C; Must

RD-1145 | 15.3.0-1.0-5 The monitoring tool shall report throughput, delay, load, and additional R2; Must
performance measures in the future.

RD-1146 | 15.3.0-1.0-5.0-1 The monitoring tool shall report the throughput for workflow instances. R1C; Must

RD-1147 | 15.3.0-1.0-5.0-2 The monitoring tool shall report any delays for workflow instances. R1C; Must

RD-1148 | 15.3.0-1.0-5.0-3 The monitoring tool shall report the loads for workflow instances. R1C; Must

RD-1149 | 15.3.0-1.0-5.0-4 The monitoring tool shall report additional performance measures in the R2; Must
future.

RD-1150 | 15.3.0-2 The system shall provide the capability for users to monitor jobs or a list of R1B; Must
jobs.

RD-1151 | 15.3.0-2.0-1 The system shall provide the capability for users to monitor jobs. R1B; Must

RD-1152 | 15.3.0-2.0-2 The system shall provide the capability for users to monitor a list of jobs. R1B; Must

RD-1153 | 15.3.0-2.0-3 The system shall provide the capability for users to monitor a batch of jobs. R1B; Must

RD-1154 | 15.3.0-2.0-4 The system shall provide the capability to monitor planned, scheduled and R2; Must
actual times for selected jobs.

RD-1155 | 15.3.0-2.0-4.0-1 The system shall provide the capability to monitor planned times for selected R2; Must
jobs.

RD-1156 | 15.3.0-2.0-4.0-2 The system shall provide the capability to monitor scheduled times for R2; Must
selected jobs.

RD-1157 | 15.3.0-2.0-4.0-3 The system shall provide the capability to monitor actual times for selected R2; Must
jobs.

RD-1158 | 15.3.0-2.0-5 The system shall provide the capability to group jobs with a defined status. R1B; Must

RD-1159 | 15.3.0-3 The system shall provide the capability for users to monitor workflow R1B; Must
instances or a list of workflow instances.

RD-1160 | 15.3.0-3.0-1 The system shall provide the capability for users to monitor workflow R1B; Must
instances.

RD-1161 | 15.3.0-3.0-2 The system shall provide the capability for users to monitor workflow R1B; Must
instances or a list of workflow instances.

RD-1162 | 15.3.0-3.0-3 The system shall provide the capability for users to monitor a batch of R1B; Must
workflow instances.

RD-1163 | 15.3.0-3.0-4 The system shall provide the capability to monitor planned, scheduled and R2; Must
actual times for selected workflow instances.

RD-1164 | 15.3.0-3.0-4.0-1 The system shall provide the capability to monitor planned times for selected R2; Must
workflow instances.

RD-1165 | 15.3.0-3.0-4.0-2 The system shall provide the capability to monitor scheduled times for R2; Must
selected workflow instances.

RD-1166 | 15.3.0-3.0-5 The system shall provide the capability to monitor actual times for selected R2; Must
workflow instances.

RD-1167 | 15.3.0-4 The system shall provide the capability to group workflow instances with a R2; Must

defined status.
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RD-1168 | 15.4
15.4 Workflow — Resource Requirements
RD-1169 | 15.4.0-1 The system shall provide the capability to estimate resource requirements R1B; Could
associated with internal workflow. / R1C; Must
RD-1170 | 15.4.0-2 The system shall provide the capability to estimate resource requirements R1C; Could
associated with external workflow. / R2; Must
RD-1171 | 15.4.0-3 The system shall provide the capability to estimate resource requirements for R1C; Could
automated and manual activities. / R2; Must
RD-1172 | 15.4.0-3.0-1 The system shall provide the capability to estimate resource requirements for R1C; Could
automated activities. / R2; Must
RD-1173 | 15.4.0-3.0-2 The system shall provide the capability to estimate resource requirements for R1C; Could
manual activities. / R2; Must
RD-1174 | 15.5
15.5 Workflow — Notification
RD-1175 | 15.5.0-1 The system shall provide the capability to associate natifications with R1B; Must
workflows.
RD-1176 | 15.5.0-2 The system shall provide the capability to manage notifications attached to R1B; Must
workflows.
RD-1177 | 15.5.0-3 The system shall send notifications via e-mail, the user's screen, and R2; Must
additional methods in the future.
RD-1178 | 15.5.0-3.0-1 The system shall send notifications via e-mail. R1B; Must
RD-1179 | 15.5.0-3.0-2 The system shall send notifications via the user's screen. R1B; Must
RD-1180 | 15.5.0-3.0-3 The system shall send notifications via additional methods in the future. R2; Must
RD-1181 | 15.5.0-4 The system shall provide the capability to configure the list of recipients of R1B; Must
notifications.
RD-1182 | 15.5.0-5 The system shall provide the capability to escalate notifications. R3; Should
RD-1183 | 15.6
15.6 Workflow — Security
RD-1184 | 15.6.0-1 The system shall provide the capability to have security controls on workflow R1B; Must
activities.
RD-1185 | 15.6.0-1.0-1 The security control (allow or deny actions) shall be rule based. R2; Must
RD-1186 | 15.6.0-1.0-2 Manual activities in the workflows shall be assigned with one or more security | R2; Must
rules.
RD-1187 | 15.7
15.7 Workflow — Interface
RD-1188 | 15.7.0-1 The system shall provide a Graphical User Interface (GUI) edit tool to manage | R1B; Must
workflow definitions and executions.
RD-1189 | 15.7.0-2 The Monitoring Tool shall contain a GUI for all workflow monitoring R1B; Must

capabilities.

16 Requirements for Storage

D119 Management

RD-1191 | 16.1
16.1 Storage Core Capabilities

RD-1192 | 16.1.0-1 The system shall support retrieval of data from online storage at error rates of R1B; Must
(TBR-1192a).

RD-1193 | 16.1.0-2 The system shall be capable of providing a secure repository environment for R1C; Must
all storage.

RD-1194 | 16.1.0-2.0-1 Near-line storage media shall preserve data integrity and quality for no less R1C; Must
than 10 years in a data center environment.

RD-1195 | 16.1.0-2.0-2 Each data center in the system shall be housed in a facility protected by R1C; Must

42




GPO'’s Digital Content System (FDsys)

Requirements Document (RD) v.3.1

Office of the Chief Technical Officer (CTO)

FINAL

physical security measures.

RD-1196 | 16.1.0-2.0-3 Each data center in the system shall be protected from power failures for the R1C; Must
time required to safely power down all system components.

RD-1197 | 16.1.0-2.0-4 Each data center in the system shall be equipped with power failure sensors R1C; Must
capable of notifying users when grid power has failed.

RD-1198 | 16.1.0-2.0-5 Each data center in the system shall be equipped with HVAC capacity equal R1C; Must
to 50% greater than the sum of the BTUs produced by all system equipment
located in that data center.

RD-1199 | 16.1.0-2.0-6 Each data center in the system shall be equipped with environment sensors R1C; Must
capable of notifying users when out of tolerance conditions are imminent.

RD-1200 | 16.1.0-3 The system shall support the capability to include multiple storage classes. R1C; Must

RD-1201 | 16.1.0-3.0-1 The system shall support the capability to add additional storage classes in R1C; Must
the future without a major redesign.

RD-1202 | 16.1.0-3.0-2 The system shall support the capability to transparently migrate data from one | R1C; Must
storage class to another based on system policies.

RD-1203 | 16.1.0-3.0-3 The system shall support the capability for authorized users to configure the R1C; Must
policies used by the system to migrate data from one class of storage to
another.

RD-1204 | 16.1.0-3.0-4 The system shall support the capability for authorized users to set storage R1C; Must
policies for selected content packages.

RD-1205 | 16.2
16.2 Content Delivery Network Storage

RD-1206 | 16.2.0-1 The system shall have the capability to store data dynamically in external R2; Must
Content Delivery Networks (CDN) based on hit rate/criticality of content.

RD-1207 | 16.2.0-2 The system shall support the capability for authorized users to designate data | R1C; Must
for storage in a Content Delivery Network.

RD-1210 | 16.2.0-5 The system shall have the capability to utilize external storage Service R1C; Must
Providers.

RD-1220 | 16.3
16.3 Networked Moderate Performance
Storage

RD-1226 | 16.4
16.4 Low Ciriticality- Low Cost Storage

RD-1232 | 16.5
16.5 Failover Storage

RD-1233 | 16.5.0-1 Failover Storage shall provide the fault tolerance required to allow the system R1C; Must
to survive a localized disaster.

RD-1234 | 16.5.0-2 Failover Storage shall be able to reconstitute and switch-over to alternate R1C; Must
systems at a remote site in the event of local catastrophic damage.

RD-1235 | 16.5.0-2.0-1 The system shall replicate all system data to a disaster recovery site. R1C; Must

RD-1236 | 16.5.0-2.0-2 Failover Storage shall allow the switchover to redundant components via R1C; Must
either user action or automatic in case of failure.

RD-1237 | 16.5.0-2.0-2.0-1 Failover Storage shall allow the switchover to redundant components via user | R1C; Must
action.

RD-1238 | 16.5.0-2.0-2.0-2 Failover Storage shall allow the switchover to redundant components R1C; Must
automatically in case of failure.

RD-1239 | 16.5.0-2.0-3 The system shall replicate all content packages to a disaster recovery site. R1C; Must

RD-1240 | 16.5.0-2.0-4 The system shall replicate all BPI to a disaster recovery site. R1C; Must

RD-1241 | 16.5.0-2.0-5 The system shall provide the capability to switchover operations from the R1C; Must
primary to the backup site in the event of a disaster.

RD-1243 | 16.5.0-4 Failover Storage shall support alternate pathing (e.qg., ability to automatically R1C; Must

switch between input/output (1/0) paths in the event of a failure in one of the
paths).
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RD-1244 | 16.6
16.6 Backup Retrieval Media Storage

RD-1245 | 16.6.0-1 Back-up Retrieval Media Storage shall be able to accomplish periodic backup R1B; Must
on mass removable storage media.

RD-1246 | 16.6.0-1.0-1 Back-up Retrieval Media Storage shall allow users to manage periodic backup | R1B; Must
schedules.

RD-1247 | 16.6.0-1.0-2 Back-up Retrieval Media Storage shall allow backups on multiple types of R1C; Must
mass removable storage media.

RD-1248 | 16.6.0-2 Back-up Retrieval Media Storage shall be able to accomplish a full back-up of | R1B; Must
all critical data in less than six hours or scheduled periodically over 24 hours.

RD-1249 | 16.6.0-2.0-1 Back-up Retrieval Media Storage shall allow users to manage which data is R1C; Must
listed as critical.

RD-1250 | 16.6.0-2.0-2 Back-up Retrieval Media Storage shall allow users to manage the backup R1B; Must
schedule.

RD-1251 | 16.6.0-2.0-3 Back-up Retrieval Media Storage shall not interfere with current system R1B; Must
processes.

RD-1253 | 16.6.0-4 Back-up Retrieval Media Storage shall support mirroring the write data in R1C; Must
cache as a method of data protection.

RD-1254 | 16.6.0-4.0-1 Back-up Retrieval Media Storage shall allow users to manage which data R1C; Must
should be backed up.

RD-1255 | 16.6.0-5 Back-up Retrieval Media Storage shall support proactively testing data for R3; Must
errors even when the cache or disk is inactive, so that problems can be
detected before they can disrupt data flow.

RD-1256 | 16.6.0-5.0-1 Back-up Retrieval Media Storage shall allow users the ability to both schedule | R3; Must
and manually test data for errors even when the cache or disk is inactive.

RD-1257 | 16.6.0-6 Back-up Retrieval Media Storage shall support the process of copying data to R1C; Must
a second disk array, often housed in a separate location from the originating
disk array.

RD-1258 | 16.7
16.7 Mid-term Archival Storage

RD-1261 | 16.8
16.8 Long-term Permanent Archival
Storage

RD-1262 | 16.8.0-1 Long-term Permanent Archival Storage shall have off-line storage and R1C; Must
indexing capability for multiple Petabytes of data.

RD-1263 | 16.8.0-1.0-1 Long-term Permanent Archival Storage shall have off-line storage capacity for | R1C; Must
multiple Petabytes of data.

RD-1264 | 16.8.0-1.0-2 Long-term Permanent Archival Storage shall have indexing capability for R1C; Must
multiple Petabytes of data.

RD-1265 | 16.8.0-2 Long-term Permanent Archival Storage shall have a remote storage site over R1C; Must
600 miles from the main GPO facility.

RD-1266 | 16.8.0-3 Long-term Permanent Archival Storage site shall preserve physical data R3; Must
integrity and quality for no less than 100 Years under controlled storage
conditions (e.g., 70° F, 60% Humidity).

RD-1267 | 16.9
16.9 Functional Data Storage

RD-1268 | 16.9.0-1 Work In Progress (WIP) Storage R1C; Must

RD-1269 | 16.9.0-1.0-1 The average access time for WIPs shall be 2 seconds or less. R1C; Must

RD-1270 | 16.9.0-1.0-2 WIPs shall be protected from unauthorized alteration by user actions. R1C; Must

RD-1275 | 16.9.0-1.0-7 WIP Storage shall contain both content and metadata. R1C; Must

RD-1276 | 16.9.0-2 Archival Information Package (AIP) Storage R1C; Must

RD-1277 | 16.9.0-2.0-1 The system shall write all AIPs to archival media for off site storage. R1C; Must

RD-1278 | 16.9.0-2.0-2 The average access time for SIPs after submission to the system shall be 2 R1C; Must
seconds or less.

RD-1279 | 16.9.0-2.0-3 The average access time for AIPs stored in on line storage shall be 2 seconds | R1C; Must
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or less.
RD-1281 | 16.9.0-2.0-5 SIPs shall be protected from unauthorized alteration by user actions. R1C; Must
RD-1282 | 16.9.0-2.0-6 AlPs shall be protected from unauthorized alteration by user actions. R1C; Must
RD-1287 | 16.9.0-2.0-11 AIP Storage shall exist in isolation of other system stores. R1C; Must
RD-1288 | 16.9.0-2.0-12 The system shall support the capability to migrate AIP content to future R1C; Must
storage technologies.
RD-1289 | 16.9.0-2.0-13 AIP Storage shall contain both content and metadata. R1C; Must
RD-1290 | 16.9.0-3 Access Content Storage (ACS) R1C; Must
RD-1291 | 16.9.0-3.0-1 The average access time for ACPs shall be 2 seconds or less. R1C; Must
RD-1292 | 16.9.0-3.0-2 ACPs shall be protected from unauthorized alteration by user actions. R1C; Must
RD-1300 | 16.9.0-3.0-10 ACS shall contain both content and metadata. R1C; Must
RD-1301 | 16.9.0-4 Business Process information (BPI) Storage. R1C; Must
RD-1302 | 16.9.0-4.0-1 The average access time for BPI shall be 2 seconds or less. R1C; Must
RD-1303 | 16.9.0-4.0-2 BPI shall be protected from unauthorized alteration by user actions. R1C; Must
RD-1309 | 16.9.0-4.0-8 BPS shall contain Failover Storage. R1C; Must
RD-1311 | 16.10
16.10 Storage System Standards
RD-1312 | 16.10.0-1 The system shall integrate with Unix and Windows based Directory Services R1B; Must
(Lightweight Directory Access Protocol, Active Directory), and role based
access.
RD-1313 | 16.10.0-1.0-1 The system shall integrate with Lightweight Directory Access Protocol (LDAP). | R1B; Must
RD-1314 | 16.10.0-1.0-2 The system shall control access to data in storage based on the user's role. R1C; Must
RD-1315 | 16.10.0-1.0-3 The system shall prefer the use of Lightweight Directory Access Protocol over | R1C; Must
Active Directory wherever possible.
RD-1316 | 16.10.0-2 The system shall be able to ingest files stored on disk systems connected R2; Must
directly to the system.
RD-1317 | 16.10.0-2.0-1 The system shall provide the capability to read files stored in common R2; Must
operating system formats.
RD-1318 | 16.10.0-2.0-1.0-1 The system shall be able to ingest files stored in a FAT filesystem. R2; Must
RD-1319 | 16.10.0-2.0-1.0-2 The system shall be able to ingest files stored in a FAT32 filesystem. R2; Must
RD-1320 | 16.10.0-2.0-1.0-3 The system shall be able to ingest files stored in a VFAT filesystem. R2; Must
RD-1321 | 16.10.0-2.0-1.0-4 The system shall be able to ingest files stored in a NTFS filesystem. R2; Must
RD-1322 | 16.10.0-2.0-1.0-5 The system shall be able to ingest files stored in a HPFS filesystem. R2; Must
RD-1323 | 16.10.0-2.0-1.0-6 The system shall be able to ingest files stored in a EXT2 filesystem. R2; Must
RD-1324 | 16.10.0-2.0-1.0-7 The system shall be able to ingest files stored in a EXT3 filesystem. R2; Must
RD-1325 | 16.10.0-2.0-1.0-8 The system shall be able to ingest files stored in a EXT4 filesystem. R2; Must
RD-1326 | 16.10.0-2.0-1.0-9 The system shall be able to ingest files stored in a HFS Plus filesystem. R2; Must
RD-1327 | 16.10.0-2.0-1.0-10 | The system shall be able to ingest files stored in a JFS2 filesystem. R2; Must
RD-1328 | 16.10.0-2.0-1.0-11 | The system shall be able to ingest files stored in a UFS filesystem. R2; Must
RD-1329 | 16.10.0-3 The system shall utilize common Redundant Array of Independent Disks R1C; Must
(RAID) Disk Data Format (DDF) architecture.
RD-1330 | 16.10.0-4 The system shall conform to commonly used, industry standard protocols. R2; Must
RD-1331 | 16.10.0-4.0-1 The system shall support the capability to interface with industry standard R2; Must
protocols.
RD-1332 | 16.10.0-4.0-2 The system shall use industry standard protocols when there is one that R2; Must
meets the system requirements.
RD-1333 | 16.10.0-4.0-3 The system shall use of non-standard protocols only when there is no industry | R2; Must
standard that meets the system requirements.
RD-1334 | 16.10.0-5 The system shall allow interaction with management information bases (MIB) R1C; Must
via SNMP, and shall conform to or interoperate within Object-based Storage
Device (OSD) specification.
RD-1335 | 16.10.0-5.0-1 The system shall allow interaction with management information bases (MIB) R1C; Must
via SNMP.
RD-1336 | 16.10.0-5.0-2 The system shall conform to or interoperate within Object-based Storage R1C; Must
Device (OSD) specification.
RD-1337 | 16.10.0-6 The system storage shall support ANSI INCITS 388-2004 Storage R2; Must
Management Initiative Specification.
RD-1338 | 16.10.0-7 The system back-up tapes shall conform to Linear Tape-Open (LTO) R1C; Must

standard.
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RD-1339 | 16.11
16.11 Storage — Monitoring

RD-1340 | 16.11.0-1 The system shall provide the capability to monitor the health of system R1C; Must
components in real time.

RD-1341 | 16.11.0-1.0-1 The system shall monitor the health of the network components in real-time. R1C; Must

RD-1342 | 16.11.0-1.0-2 The system shall monitor the health of the system applications in real-time. R1C; Must

RD-1343 | 16.11.0-1.0-3 The system shall monitor the health of the storage components in real-time. R1C; Must

RD-1344 | 16.11.0-1.0-4 The system monitor the health of the processing components in real-time. R1C; Must

RD-1345 | 16.11.0-1.0-5 The system shall monitor the health of the operating system in real-time. R1C; Must

RD-1346 | 16.11.0-2 The system shall provide the capability for the user to configure the upper and | R1C; Must
lower bounds for system parameters being monitored.

RD-1347 | 16.11.0-3 The system shall have the ability to send alerts to users via multiple channels R1C; Must
should a performance problem, failure condition or impending failure be
detected.

RD-1348 | 16.11.0-3.0-1 The system shall send a natification to users when a performance problem is R1C; Must
detected.

RD-1349 | 16.11.0-3.0-2 The system shall send a notification to users when a failure condition is R1C; Must
detected.

RD-1350 | 16.11.0-3.0-3 The system shall send a notification to users when a failure is impending. R1C; Must

RD-1351 | 16.11.0-3.0-4 The system shall send notifications to appropriate user screen, e-mail, and via | R2; Must
additional methods in the future.

RD-1352 | 16.11.0-3.0-4.0-1 The system shall send notifications to the appropriate user screen. R1C; Must

RD-1353 | 16.11.0-3.0-4.0-2 The system shall send notifications to the appropriate e-mail. R1C; Must

RD-1354 | 16.11.0-3.0-4.0-3 The system shall send notifications via additional methods in the future. R2; Must

RD-1355 | 16.11.0-3.0-5 The system shall allow the users to configure the problem severity level that R1C; Must
triggers a user notification.

RD-1356 | 16.11.0-4 The system shall have the capability to monitor real-time performance of the R1C; Must
system in terms of service levels.

RD-1357 | 16.11.0-5 The system shall provide storage usage metrics that allow projection of future R3; Must
storage needs.

RD-1358 | 16.11.0-6 The system shall monitor a Service Level Agreement for an externally hosted R1C; Must
data store.

RD-1359 | 16.11.0-7 The system shall allow users to reconfigure RAID levels without vendor R2; Must
assistance.

RD-1360 | 16.12
16.12 Storage — Preventive Action

RD-1361 | 16.12.0-1 The system shall automatically allocate stand-by drives to replace drives that R1C; Must
have failed.

RD-1362 | 16.12.0-2 The system shall have the ability to allow hot swapping of components should | R1C; Must
a failure condition be detected.

RD-1363 | 16.12.0-2.0-1 The system shall provide the capability to hot swap power supplies when a R1C; Must
power supply has failed.

RD-1364 | 16.12.0-2.0-2 The system shall provide the capability to hot swap cooling fans when a R1C; Must
cooling fan has failed.

RD-1365 | 16.12.0-2.0-3 The system shall provide the capability to hot swap disk drives in disk storage | R1C; Must
systems when a disk drive has failed.

RD-1366 | 16.12.0-2.0-4 The system shall provide the capability to hot swap blade servers when a R1C; Must
blade server has failed.

RD-1367 | 16.12.0-3 The system shall have the ability to dynamically move data to improve system | R1C; Must
performance.

RD-1368 | 16.12.0-4 The storage systems shall provide the capability to upgrade controller R2; Must
microcode without shutting down the storage system.

RD-1369 | 16.13
16.13 Storage — Data Integrity

RD-1370 | 16.13.0-1 The system shall allow for securing of partitions. R1C; Must

RD-1371 | 16.13.0-2 The system shall allow encryption of logical content. R1C; Must
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RD-1373 | 16.14
16.14 Storage — Allocation

RD-1374 | 16.14.0-1 The system shall support the management of heterogeneous storage R1C; Must
architectures (e.g. direct attached storage (DAS), network attached storage
(NAS), storage area network (SAN)).

RD-1375 | 16.14.0-2 The system shall provide the capability to automatically allocate additional R1C; Must
storage when a user configurable threshold is crossed.

RD-1376 | 16.14.0-3 The system shall be able to manage any infrastructure storage device R1C; Must
attached to the system.

RD-1377 | 16.14.0-4 The system shall allow both manual and automated compression of data at R1C; Must
various compression levels for infrequently accessed data.

RD-1378 | 16.14.0-5 The system shall provide the capability to allocate storage on new devices R1C; Must

after they have been identified by the system and formatted for use.

17 Requirements for Security

RD-1379
RD-1380 | 17.1
17.1 Security — System User
Authentication
RD-1381 | 17.1.0-1 The system shall have the capability to authenticate users based on a unique R1B; Must
user identity.
RD-1382 | 17.1.0-1.0-1 The system shall authenticate system and security administrators. R1B; Must
RD-1383 | 17.1.0-1.0-2 The system shall authenticate system administrators. R1B; Must
RD-1384 | 17.1.0-1.0-3 The system shall authenticate security administrators. R1B; Must
RD-1385 | 17.1.0-1.0-4 The system shall support user ID and password authentication. R1B; Must
RD-1386 | 17.1.0-1.0-5 The system shall support a configurable minimum password length R1C; Must
parameter, settable by authorized system administrators. The minimum value
allowable for this parameter is eight (8).
RD-1387 | 17.1.0-1.0-6 The system shall permit stronger authentication techniques to be used for R1C; Must
system and security administrators (such as longer and/or more complex
passwords, public key certificate, and token based authentication).
RD-1388 | 17.1.0-2 The system shall permit users to create a unique user identity for access to R1B; Must
the system.
RD-1389 | 17.1.0-2.0-1 The system shall enforce uniqueness of user identity so that no two users can | R1B; Must
use the exact same identity.
RD-1390 | 17.1.0-2.0-2 The system shall be capable of Identity Management system functionality to R1B; Must
facilitate provisioning of user identities for users and system administrators.
RD-1391 | 17.1.0-2.0-2.0-1 The system shall be capable of Identity Management system functionality to R2; Must
provide users and system administrators with one single interface and control
point for provisioning and managing user identities.
RD-1392 | 17.1.0-2.0-2.0-1.0- | The system shall be capable of Identity Management system functionality to R2; Must
1 provide users and system administrators with one single interface and control
point for provisioning and managing user identities that will be used to support
the system'’s access control decisions.
RD-1393 | 17.1.0-2.0-2.0-1.0- | The system shall deploy an initial Identity Management capability to provide R1C; Must
2 users and system administrators with one single interface and control point for
provisioning and managing user identities.
RD-1394 | 17.1.0-2.0-3 A user shall only be allowed to manage attributes associated with their own R1C; Must
user identity.
RD-1395 | 17.1.0-3 The system shall display a message to users if they fail to authenticate. R1B; Must
RD-1396 | 17.1.0-4 The system shall permit access to a default workbench for public End Users, R1B; Must
which does not require them to login.
RD-1398 | 17.1.0-6 The system shall comply with GPO and Federal authentication policies. R1C; Must
RD-1399 | 17.1.0-6.0-1 The system shall comply with GPO authentication policies specified in R1C; Must
P825.33.
RD-1400 | 17.1.0-6.0-2 The system shall comply with Federal authentication policies. R1C; Must
RD-1401 | 17.1.0-7 The system shall have the capability to support up to 2048-bit RSA R1C; Must
public/private key generation (asymmetric algorithm).
RD-770 17.1.0-8 The system shall provide the capability to use passwords to verify the identity R1B; Must

of authorized users.
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RD-771 17.1.0-9 The system shall provide the capability to use PKI certificates to verify the R1C; Must
identity of authorized users.

RD-772 17.1.0-10 The system shall provide the capability to verify the authorization level of R1B; Must
authorized users to perform requested functions.

RD-773 17.1.0-11 The system shall provide the capability to validate credentials (e.g. digital R1C; Must
certificate) of authorized users.

RD-1402 | 17.2
17.2 Security — User Access Control

RD-1403 | 17.2.0-1 The system shall have the capability to arbitrate access based on a role- R1C; Must
based access model driven by policy.

RD-1404 | 17.2.0-1.0-1 The system shall permit authorized system administrators to create and R1C; Must
assign customized roles.

RD-1405 | 17.2.0-1.0-1.0-1 The system shall permit authorized system administrators to create R1C; Must
customized roles.

RD-1406 | 17.2.0-1.0-1.0-2 The system shall permit authorized system administrators to assign R1C; Must
customized roles.

RD-1407 | 17.2.0-1.0-1.0-3 The system shall provide access control limitations to support data mining . R2; Must

RD-1408 | 17.2.0-1.0-2 The system shall allow authorized system administrators to assign and R1C; Must
customize roles for access to system data objects and transactions.

RD-1409 | 17.2.0-1.0-2.0-1 The system shall allow authorized system administrators to assign roles for R1C; Must
access to system data objects and transactions.

RD-1410 | 17.2.0-1.0-2.0-2 The system shall allow authorized system administrators to customize roles R1C; Must
for access to system data objects and transactions.

RD-1411 | 17.2.0-1.0-3 The system shall allow the use of standards based LDAP technology for the R1B; Must
role based access model.

RD-1412 | 17.2.0-2 The system shall manage user accounts. R1B; Must

RD-1413 | 17.2.0-3 The system shall provide the capability to create user accounts. R1B; Must

RD-1414 | 17.2.0-3.0-1 The system shall provide the capability to create group accounts. This will R1B; Must
allow individual users to log into the system but provide access to an entire
group of users.

RD-1415 | 17.2.0-4 The system shall provide the capability to access user accounts. R1B; Must

RD-1416 | 17.2.0-5 The system shall provide the capability to delete user accounts. R1B; Must

RD-1417 | 17.2.0-6 The system shall provide the capability to suspend user accounts. R1C; Must

RD-1418 | 17.2.0-7 The system shall provide the capability to reactivate suspended user R1C; Must
accounts.

RD-1419 | 17.2.0-8 The system shall provide the capability for the renewal of user registrations. R1C; Must

RD-1420 | 17.2.0-9 The system shall have the capability to expire user accounts. R1C; Must

RD-1421 | 17.2.0-10 The system shall provide the capability for users to cancel their accounts. R1C; Must

RD-1422 | 17.2.0-11 The system shall provide the capability for users to update their account R1C; Must
information.

RD-1423 | 17.2.0-12 The system shall provide a means to ensure that users cannot view or modify | R1B; Must
information of other users unless authorized.

RD-1424 | 17.2.0-12.0-1 The system shall provide a means to ensure that users cannot view R1B; Must
information of other users unless authorized.

RD-1425 | 17.2.0-12.0-2 The system shall provide a means to ensure that users cannot modify R1B; Must
information of other users unless authorized.

RD-1426 | 17.2.0-13 The system shall securely store personal information (e.g. user names and R1B; Must
passwords).

RD-1427 | 17.2.0-14 The system shall provide the capability for authorized users to manage (add, R1B; Must
modify, delete) information.

RD-1428 | 17.2.0-15 The system shall have the capability to provide secure interfaces for FDsys R1C; Must
operations.

RD-1429 | 17.3
17.3 Security — Capture and Analysis of
Audit Logs

RD-1430 | 17.3.0-1 The system shall keep an audit log of all transactions in the system. R1C; Must

RD-1431 | 17.3.0-1.0-1 The system shall create audit logs which contain sufficient information to R1C; Must

establish what events occurred, the source(s) of the events, and the outcomes
of the events.

48




GPO'’s Digital Content System (FDsys)

Requirements Document (RD) v.3.1

Office of the Chief Technical Officer (CTO)

FINAL

RD-1432 | 17.3.0-1.0-1.0-1 Audit logs shall contain logged events which each contain the date the event R1C; Must
occurred.

RD-1433 | 17.3.0-1.0-1.0-2 Audit logs shall contain logged events which each contain the time the event R1C; Must
occurred.

RD-1434 | 17.3.0-1.0-1.0-3 Audit logs shall contain logged events which each contain the software R1C; Must
module (source) that logged the event, which can be either an application
name or a component of the system or of a large application, such as a
service name.

RD-1435 | 17.3.0-1.0-1.0-4 Audit logs shall contain logged events which each contain a classification of R1C; Must
the event by the event source.

RD-1436 | 17.3.0-1.0-1.0-5 Audit logs shall contain logged events which each contain a classification of R1C; Must
the event severity: Error, Information, or Warning in the system and
application logs; Success Audit or Failure Audit in the security log.

RD-1437 | 17.3.0-1.0-1.0-6 Audit logs shall contain logged events which each contain a number R1C; Must
identifying the particular event type.

RD-1438 | 17.3.0-1.0-2 Audit logs shall contain a description of the event. R1C; Must

RD-1439 | 17.3.0-1.0-2.0-1 Audit logs shall contain a description of the event containing the user name of | R1C; Must
the user on whose behalf the event occurred.

RD-1440 | 17.3.0-1.0-2.0-2 Audit logs shall contain a description of the event containing the name (IP R1C; Must
address and DNS name) of the system on which the event occurred.

RD-1441 | 17.3.0-1.0-2.0-3 Audit logs shall contain a description of the event containing a description of R1C; Must
any significant problems, such as a loss of data or loss of functions.

RD-1442 | 17.3.0-1.0-2.0-4 Audit logs shall contain a description of the event containing information about | R1C; Must
infrequent significant events that describe successful operations of major
Server services.

RD-1443 | 17.3.0-1.0-2.0-5 Audit logs shall contain a description of the event containing warnings, events | R1C; Must
that are not necessarily significant, but that indicate possible future problems.

RD-1444 | 17.3.0-1.0-2.0-6 Audit logs shall contain a description of the event containing an audit of the R1C; Must
security access attempts that were successful.

RD-1445 | 17.3.0-1.0-2.0-7 Audit logs shall contain a description of the event containing an audit of the R1C; Must
security access attempts that failed.

RD-1446 | 17.3.0-1.0-3 Audit logs shall contain additional data fields where binary data can be R2; Must
displayed in bytes or words.

RD-1447 | 17.3.0-1.0-4 The system shall maintain a system log containing events logged by the R1B; Must
system components.

RD-1448 | 17.3.0-1.0-4.0-1 The system shall allow system logs to be viewed by all authorized users. R1B; Must

RD-1449 | 17.3.0-1.0-5 The system shall maintain a security log containing valid and invalid logon R1C; Must
attempts as well as events related to resource use, such as creating, opening,
or deleting files or other objects.

RD-1450 | 17.3.0-1.0-5.0-1 The system shall allow security logs to be viewed by all authorized users. R1C; Must

RD-1451 | 17.3.0-1.0-5.0-2 The system shall maintain a security log containing logon attempts (both valid R1C; Must
and invalid).

RD-1452 | 17.3.0-1.0-5.0-3 The system shall maintain a security log containing events related to resource | R1C; Must
use, such as creating, opening, or deleting files or other objects.

RD-1453 | 17.3.0-1.0-6 The system shall maintain an application log containing events logged by R1C; Must
applications.

RD-1454 | 17.3.0-1.0-6.0-1 The system shall allow applications logs to be viewed by all authorized users. R1C; Must

RD-1455 | 17.3.0-1.0-7 The system shall have an Audit Log manager for system administrator R1C; Must
functions.

RD-1456 | 17.3.0-1.0-7.0-1 The Audit Log manager shall be searchable. R1C; Must

RD-1457 | 17.3.0-1.0-8 The system shall provide the capability to log completed transaction R1C; Must
information.

RD-1458 | 17.3.0-1.0-8.0-1 The system shall provide the capability to view completed transaction. R1C; Must

RD-1459 | 17.3.0-1.0-9 The system shall keep an audit log of user ordering (request) transactions. R1C; Must

RD-1460 | 17.3.0-1.0-10 The system shall keep an audit log of system administration transactions. R1C; Must

RD-1461 | 17.3.0-1.0-11 The system shall keep an audit log of security administrator transactions. R1C; Must

RD-1462 | 17.3.0-1.0-12 The system shall keep an audit log of system access rights. R1C; Must

RD-1463 | 17.3.0-1.0-13 The system shall keep an audit log of preservation processes. R1C; Must

RD-1464 | 17.3.0-1.0-13.0-1 The system shall keep an audit log of deposited content activities. R1C; Must

RD-1465 | 17.3.0-1.0-13.0-2 The system shall keep an audit log of harvested content activities. R1C; Must

RD-1466 | 17.3.0-1.0-13.0-3 The system shall keep an audit log of converted content activities. R1C; Must

RD-1467 | 17.3.0-1.0-14 The system shall keep an audit log of Content Originator ordering activities. R1C; Must

RD-1468 | 17.3.0-1.0-15 The system shall keep an audit log of content authentication activities. R1C; Must

RD-1469 | 17.3.0-1.0-16 The system shall keep an audit log of version control activities. R1C; Must
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RD-1470 | 17.3.0-1.0-17 The system shall keep an audit log of cataloging activities. R1C; Must
RD-1471 | 17.3.0-1.0-18 The system shall keep an audit log of support activities (e.g., support status). R1C; Must
RD-1472 | 17.3.0-1.0-19 The system shall keep an audit log for data mining. R2; Must
RD-1473 | 17.3.0-2 The system shall have the capability to maintain integrity of audit logs. R1C; Must
RD-1474 | 17.3.0-2.0-1 The system shall protect the audit log from unauthorized user modification. R1C; Must
RD-1475 | 17.3.0-2.0-2 The system shall detect user attempts to edit audit logs. R1C; Must
RD-1476 | 17.3.0-3 The system shall keep an audit log of attempts to access the system. R1C; Must
RD-1477 | 17.3.0-3.0-1 The system shall keep an audit log of any detected breaches of security R1C; Must
policy.
RD-1478 | 17.3.0-4 The system shall keep and store audit logs (e.g. audit trails) and utilize R1C; Must
records management processes on these stores.
RD-1479 | 17.3.0-4.0-1 The system shall keep audit logs (e.g. audit trails) per GPO P825.33. R1C; Must
RD-1480 | 17.3.0-4.0-2 The system shall store audit logs (e.g. audit trails) per GPO P825.33. R1C; Must
RD-1481 | 17.3.0-4.0-3 The system shall utilize records management processes on audit log stores. R1C; Must
RD-1482 | 17.3.0-4.0-4 The system shall save audit logs as specified in GPO Publication 825.33. R1C; Must
RD-1483 | 17.4
17.4 Security — User Privacy
RD-1484 | 17.4.0-1 The system shall support the capability of maintaining user privacy in R1C; Must
accordance with GPO's privacy policy and Federal privacy laws and
regulations.
RD-1485 | 17.4.0-1.0-1 The system shall conform to guidelines set forth in GPO Publication 825.33. R1C; Must
RD-1486 | 17.4.0-1.0-2 The system shall support compliance outlined in Title 5 USC Sec. 552a R1C; Must
(Records maintained on individuals).
RD-1487 | 17.4.0-1.0-3 The system shall support the capability of maintaining access privacy (e.g., R1C; Must
Search, Request).
RD-1488 | 17.4.0-1.0-4 The system shall support the capability of maintaining support privacy (e.g., R1C; Must
user identity).
RD-1489 | 17.4.0-1.0-5 The system shall support the capability of maintaining Content Originator R1C; Must
ordering privacy.
RD-1490 | 17.4.0-1.0-6 The system shall provide measures that preclude a single authorized R1C; Must
administrator from listing an end user's orders.
RD-1491 | 17.5
17.5 Security — Confidentiality
RD-1492 | 17.5.0-1 The system shall support the capability of maintaining confidentiality of user R1B; Must
data (e.g., passwords).
RD-1493 | 17.5.0-1.0-1 The system shall have the capability to provide confidentiality of user data, R1C; Must
including user authentication data exchanged through external interfaces.
RD-1496 | 17.5.0-1.0-1.0-3 The system shall use a minimum 128 bit key length for all symmetric R1C; Must
encryption operations.
RD-1497 | 17.5.0-1.0-2 The system shall have the capability to provide confidentiality of user data, R1B; Must
including confidentiality of user authentication data stored within the system
(e.g., passwords).
RD-1498 | 17.5.0-2 The system shall support the capability of maintaining confidentiality of R1C; Must
sensitive content in accordance with NIST and FIPS requirements for
Sensitive But Unclassified (SBU) content.
RD-1499 | 17.5.0-2.0-1 The system shall provide a method of protecting confidential and private R1C; Must
Fdsys system data. (e.g., passwords, private user data, PlI, credit cards
numbers)
RD-1502 | 17.6
17.6 Security Administration
RD-1503 | 17.6.0-1 The system shall provide an administrative graphical user interface to perform | R1C; Must
user administration and security administration.
RD-1504 | 17.6.0-1.0-1 The system shall provide an administrative graphical user interface to perform | R1C; Must
user administration.
RD-1505 | 17.6.0-1.0-2 The system shall provide an administrative graphical user interface to perform | R1C; Must
security administration.
RD-1506 | 17.6.0-2 The system shall have the capability for authorized security administrators to R1C; Must
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set and maintain system security policy.

RD-1507 | 17.6.0-2.0-1 The system shall have the capability for authorized security administrators to R1C; Must
set system security policy.

RD-1508 | 17.6.0-2.0-2 System security policy parameters shall include the capability to support R1C; Must
various authentication methods.

RD-1509 | 17.6.0-2.0-2.0-1 System security policy parameters shall include authorized user R1C; Must
authentication methods.

RD-1510 | 17.6.0-2.0-2.0-2 System security policy parameters shall include administrator authentication R1C; Must
methods.

RD-1511 | 17.6.0-2.0-2.0-3 System security policy parameters shall include minimum passwords lengths. R1C; Must

RD-1512 | 17.6.0-2.0-2.0-4 System security policy parameters shall include authorized encryption R1C; Must
algorithms.

RD-1513 | 17.6.0-2.0-2.0-5 The system shall be flexible enough to incorporate additional, GPO-defined R1C; Must
system security policy parameters.

RD-1514 | 17.6.0-2.0-3 The system shall have the capability for authorized security administrators to R1C; Must
maintain system security policy.

RD-1515 | 17.6.0-3 The system shall provide the capability for authorized security administrators R1C; Must
to monitor system security policy settings and policy enforcement.

RD-1516 | 17.6.0-3.0-1 The system shall provide the capability for authorized security administrators R1C; Must
to monitor system security policy settings.

RD-1517 | 17.6.0-3.0-2 The system shall provide the capability for authorized security administrators R1C; Must
to monitor system security policy enforcement.

RD-1518 | 17.6.0-4 The system shall provide the capability to define tasks that require more than R1C; Must
one authorized administrator to perform (e.g., setting or changing critical
system security policies, two person integrity (TPI)).

RD-1519 | 17.6.0-4.0-1 The system shall have the capability to enforce the separation of functions R1C; Must
through assigned roles.

RD-1520 | 17.6.0-4.0-2 The system shall provide the capability to partition security administration into R1C; Must
logical elements such that security administrators can be assigned
accordingly.

RD-1521 | 17.6.0-4.0-3 The system shall provide the capability to limit security administrator's R1C; Must
authority to assigned logical elements.

RD-1522 | 17.7
17.7 Security — Availability

RD-1523 | 17.7.0-1 The system shall provide appropriate backup and redundant components to R1C; Must
ensure availability to meet customer and GPO needs.

RD-1524 | 17.7.0-1.0-1 The system shall provide appropriate backup components to ensure R1C; Must
availability to meet customer and GPO needs.

RD-1525 | 17.7.0-1.0-2 The system shall provide appropriate redundant components to ensure R1C; Must
availability to meet customer and GPO needs.

RD-1526 | 17.7.0-1.0-3 The system shall be operational in the event of disaster situations with R1C; Must
minimal business interruption to business functions.

RD-1527 | 17.7.0-1.0-3.0-1 The system shall return to normal operations post-disaster. R1C; Must

RD-1528 | 17.7.0-1.0-4 The system shall adhere to GPQ’s Continuity of Operations (COOP) plans. R1C; Must

RD-1529 | 17.7.0-1.0-4.0-1 The system shall adhere to system development guidelines set forth in Office R1C; Must
of Management and Budget Circular A-130.

RD-1530 | 17.7.0-1.0-4.0-2 The system shall adhere to guidelines set forth in Federal Preparedness R1C; Must
Circular 65.

RD-1531 | 17.7.0-1.0-5 The system shall have appropriate failover components. R1C; Must

RD-1532 | 17.7.0-1.0-6 The system shall be operational at appropriate GPO alternate facilities. R1C; Must

RD-1533 | 17.7.0-1.0-7 The system shall back up system applications and data at a frequency as R1C; Must
determined by business requirements.

RD-1534 | 17.7.0-1.0-7.0-1 The system shall back up system applications at a frequency as determined R1C; Must
by business requirements.

RD-1535 | 17.7.0-1.0-7.0-2 The system shall back up system data at a frequency as determined by R1C; Must
business requirements.

RD-1536 | 17.7.0-1.0-7.0-3 The system applications and data shall be backed up at off-site storage R1C; Must
location.

RD-1537 | 17.7.0-1.0-7.0-4 The system applications shall be backed up at off-site storage location. R1C; Must

RD-1538 | 17.7.0-1.0-7.0-5 The system data shall be backed up at off-site storage location. R1C; Must

RD-1539 | 17.7.0-1.0-8 The system shall interface with designated GPO Service Providers (e.g. R1C; Must

Oracle).
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RD-1540 | 17.7.0-1.0-9 The system shall maintain data integrity during backup processing. R1B; Must

RD-1541 | 17.7.0-1.0-10 The system shall have no restrictions that would prevent the system from R1B; Must
being operated at a hosting vendor site, at GPO’s sole discretion, at any point
in the future.

RD-1542 | 17.7.0-1.0-11 The system shall have the following security capabilities to permit the system R1C; Must
to be operated at a hosting vendor site, at GPQO's sole discretion.

RD-1543 | 17.7.0-1.0-11.0-1 Mutually authenticated, high speed connection between GPO offices and R1C; Must
hosting site shall be utilized.

RD-1544 | 17.7.0-1.0-11.0-2 Encrypted connection using industry standard IPSEC Virtual Private Network R1C; Must
(VPN) and strong (128 bit key minimum) encryption shall be utilized.

RD-1545 | 17.8
17.8 Security — Integrity

RD-1546 | 17.8.0-1 The system shall have the capability to assure integrity of business process R1C; Must
information (BPI).

RD-1547 | 17.8.0-2 The system shall check content for malicious code (e.g., worms and viruses) R1B; Must
prior to ingest to maintain integrity.

RD-1548 | 17.8.0-2.0-1 The system shall utilize GPO virus scanner technology. R1B; Must

RD-1549 | 17.8.0-2.0-2 If malicious code is detected in content, it shall be placed into a quarantine R1B; Must
area for GPO inspection.

RD-1550 | 17.9
17.9 Security Standards

RD-1551 | 17.9.0-1 The system shall have the capability to support the following industry integrity
standards.

RD-1552 | 17.9.0-1.0-1 The system shall have the capability to support the RSA Digital Signature in R1C; Must
accordance with IETF RFC 3447.

RD-1553 | 17.9.0-1.0-2 The system shall have the capability to support Public Key Infrastructure (PKI) | R1C; Must
PKCS #1 standards.

RD-1554 | 17.9.0-1.0-3 The system shall have the capability to support Public Key Infrastructure (PKI) | R1C; Must
PKCS #7 standards.

RD-1555 | 17.9.0-1.0-4 The system shall have the capability to support Public Key Infrastructure (PKI) | R1C; Must
PKCS #11 standards.

RD-1556 | 17.9.0-1.0-5 The system shall have the capability to support Public Key Infrastructure (PKI) | R1C; Must
PKCS #12 standards.

RD-1557 | 17.9.0-1.0-6 The system shall have the capability to support the International Telephone R1C; Must
Union (ITU) X.509 v3 standard for certificate format.

RD-1558 | 17.9.0-1.0-7 The system shall have the capability to support the IETF Public Key R1C; Must
Infrastructure Exchange (PKIX) X.509 v3 standards for certificate
compatibility.

RD-1559 | 17.9.0-1.0-8 The system shall have the capability to support the Keyed-Hash Message R1C; Must
Authentication Code (HMAC) standard as specified in FIPS Pub 198.

RD-1560 | 17.9.0-1.0-9 The system shall have the capability to support the Cyclical Redundancy R1C; Must
Checking (CRC) 32 (CRC-32) standard, to include Cyclic Redundancy
Checking (CRC) and checksum.

RD-1561 | 17.9.0-1.0-10 The system shall have the capability to support the FIPS 180-2 Secure Hash R1C; Must
Algorithm (SHA) SHA-1 standard.

RD-1562 | 17.9.0-1.0-11 The system shall the capability to support the FIPS 180-2 Secure Hash R1C; Must
Algorithm (SHA) SHA-256 standard.

RD-1563 | 17.9.0-1.0-12 The system shall have the capability to support the FIPS 180-2 Secure Hash R1C; Must
Algorithm (SHA) SHA-384 standard.

RD-1564 | 17.9.0-1.0-13 The system shall have the capability to support the FIPS 180-2 Secure Hash R3; Must
Algorithm (SHA) SHA-512 standard.

RD-1565 | 17.9.0-1.0-14 The system shall have the capability to support the XML Digital Signature R1C; Must
standards defined in RFC 3275 and XMLDSIG.

RD-1566 | 17.9.0-2 The system shall have the capability to support the following confidentiality R1C; Must
standards.

RD-1567 | 17.9.0-2.0-1 The system shall have the capability to support the FIPS 197 Advanced R1C; Must
Encryption Standard (AES).

RD-1568 | 17.9.0-2.0-2 The system shall have the capability to support the ANSI X9.52 Triple Data R1C; Must
Encryption Standard (TDES).

RD-1569 | 17.9.0-2.0-3 The system shall have the capability to support the Secure Sockets Layer R1C; Must
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(SSL) version 3/ Transport Layer Security (TLS) standards per the guidelines
in NIST SP 800-52.

RD-1570 | 17.9.0-2.0-4 The system shall have the capability to comply with FIPS 140-2. R1C; Must

RD-1571 | 17.9.0-2.0-5 The system shall have the capability to support the W3C XML Encryption R1C; Must
standard XMLENC.

RD-1572 | 17.9.0-3 The system shall have the capability to support the following access control R1C; Must
standards.

RD-1573 | 17.9.0-3.0-1 The system shall have the capability to support the Lightweight Directory R1C; Must
Access Protocol (LDAP) Internet Engineering Task Force (IETF) Request for
Comments (RFC) 2251.

RD-1574 | 17.9.0-3.0-2 The system shall have the capability to support the International Telephone R1C; Must
Union (ITU) X.500 standards.

RD-1575 | 17.9.0-3.0-3 The system shall have the capability to support the Security and Access R1C; Must

Markup Language (SAML) version 2 standard as specified by OASIS.

18 Requirements for Enterprise

Service Bus

communications between services or applications.

RD-1576

RD-1577 | 18.1
18.1 ESB Core Capabilities

RD-1578 | 18.1.0-1 The system shall provide the capability to interoperate with services or R1C; Must
applications deployed in different hardware and software platforms.

RD-1579 | 18.1.0-1.0-1 The ESB shall support interoperability with Java Enterprise Edition (JEE). R1B; Must

RD-1580 | 18.1.0-1.0-2 The ESB shall support interoperability with .Net. R1C; Must

RD-1581 | 18.1.0-1.0-3 The ESB shall support interoperability with Web Services. R1B; Must

RD-1582 | 18.1.0-1.0-4 The ESB shall support interoperability with Java Message Service (JMS). R1B; Must

RD-1583 | 18.1.0-1.0-5 The ESB shall support common operating systems. R1B; Must

RD-1584 | 18.1.0-1.0-5.0-1 The ESB shall support Microsoft Windows Server 2003. R1B; Must

RD-1585 | 18.1.0-1.0-5.0-2 The ESB shall support Red Hat Enterprise Advanced Server 2.1. R1B; Must

RD-1586 | 18.1.0-1.0-6 The ESB shall support application programmer interfaces in common R1C; Must
programming languages.

RD-1587 | 18.1.0-1.0-6.0-1 The ESB shall support application programmer interfaces in C. R1B; Must

RD-1588 | 18.1.0-1.0-6.0-2 The ESB shall support application programmer interfaces in C++. R1B; Must

RD-1589 | 18.1.0-1.0-6.0-3 The ESB shall support application programmer interfaces in Java. R1B; Must

RD-1590 | 18.1.0-1.0-6.0-4 The ESB shall support application programmer interfaces in C#. R1C; Must

RD-1591 | 18.1.0-2 The system shall support the ability to authenticate applications and services R2; Must
and control which applications can invoke a service.

RD-1592 | 18.1.0-2.0-1 The system shall support the capability to authenticate internal processes R2; Must
attempting to invoke a service provided by the system.

RD-1593 | 18.1.0-2.0-2 The system shall support the capability to authenticate external processes R2; Must
attempting to invoke a service provided by the system.

RD-1594 | 18.1.0-3 The system shall provide the capability to integrate newly developed (or R1C; Must
acquired) services or applications (e.g. ILS, Oracle).

RD-1595 | 18.1.0-3.0-1 The system shall provide the capability to integrate with Oracle applications R1C; Must
and services.

RD-1596 | 18.1.0-4 The system shall provide the capability to integrate existing (or legacy) R1B; Must
services or applications.
RD-1597 | 18.1.0-4.0-1 The system shall provide the capability to integrate with the ILS. R1B; Must
RD-1598 | 18.1.0-5 The system shall provide the capability to coordinate and manage services or R1C; Must
applications in the form of enterprise business processes.
RD-1599 | 18.1.0-6 The system shall provide the capability to support synchronous and R1C; Must
asynchronous communications between services or applications.

RD-1600 | 18.1.0-6.0-1 The system shall provide the capability to support synchronous R1B; Must
communications between services or applications.

RD-1601 | 18.1.0-6.0-2 The system shall provide the capability to support asynchronous R1C; Must
communications between services or applications.

RD-1602 | 18.1.0-6.0-3 The system shall provide the capability to support reliable communications R1C; Must
between services or applications.

RD-1603 | 18.1.0-6.0-4 The system shall provide the capability to specify the quality of service for R1C; Must
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RD-1604 | 18.1.0-6.0-5 The system shall provide the capability to queue communications between R1C; Must
services and applications.

RD-1605 | 18.1.0-7 The system shall provide the capability to run process transactions. R1C; Must

RD-1606 | 18.1.0-7.0-1 The system shall provide the capability to manage process transactions R1C; Must
declaratively via system configurations.

RD-1607 | 18.1.0-7.0-1.0-1 The system shall provide the capability to manage process transactions R1C; Must
declaratively using a GUI.

RD-1608 | 18.1.0-7.0-1.0-2 The system shall provide the capability to store process transactions R1C; Must
configuration information in XML.

RD-1609 | 18.1.0-7.0-2 The system shall provide the capability to execute pre-defined process R1C; Must
transactions.

RD-1610 | 18.1.0-7.0-3 The system shall provide the capability to manually commit and roll back R1C; Must
process transactions.

RD-1611 | 18.1.0-8 The system shall provide the capability to create communications between R1C; Must
services or applications, internal or external, in XML form with published
schemas.

RD-1612 | 18.1.0-8.0-1 The system shall provide the capability to validate communications against R1C; Must
the appropriate published schema.

RD-1613 | 18.1.0-8.0-2 The system shall provide the capability to transform communications to R1C; Must
different published schemas.

RD-1614 | 18.1.0-9 The system shall provide the capability to perform XML document-based R1B; Must
routing between services or applications.

RD-1615 | 18.1.0-10 The system shall provide the capability to support incremental R1C; Must
implementations.

RD-1616 | 18.1.0-10.0-1 The ESB shall support the capability to deploy services without disrupting R1C; Must
system operations.

RD-1617 | 18.1.0-10.0-2 The ESB shall support the capability to undeploy services without disrupting R1C; Must
system operations that do not rely on the service which is being undeployed.

RD-1618 | 18.1.0-10.0-3 The ESB shall support the capability to deploy applications without disrupting R1C; Must
system operations.

RD-1619 | 18.1.0-10.0-4 The ESB shall support the capability to undeploy applications without R1C; Must
disrupting system operations that do not rely on the application which is being
undeployed.

RD-1620 | 18.1.0-11 The system shall provide the capability to support exception handling. R1C; Must

RD-1621 | 18.1.0-11.0-1 The system shall provide the capability to generate compensating R3; Should
transactions for exceptions where possible.

RD-1622 | 18.1.0-12 The system shall store information related to the ESB in metadata. R1B; Must

RD-1623 | 18.1.0-12.0-1 The system shall store information about schemas in metadata. R1C; Must

RD-1624 | 18.1.0-12.0-1.0-1 The ESB shall support WSDL. R1B; Must

RD-1625 | 18.1.0-12.0-1.0-2 The ESB shall support WS-Security. R1C; Must

RD-1626 | 18.1.0-12.0-1.0-3 The ESB shall support WS-Reliability or WS-Reliable Messaging R1C; Must

RD-1627 | 18.1.0-12.0-2 The system shall store information about transactional operations in R1B; Must
metadata.

RD-1628 | 18.1.0-12.0-2.0-1 The system shall support the capability to record information about R1B; Must
transactions in logs.

RD-1629 | 18.1.0-12.0-3 The system shall store information about communications in metadata. R1B; Mus