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SUBCHAPTER P—OBTAINING DOD INFORMATION
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ACT PROGRAM
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§ 326.1 Purpose.
This part implements the basic poli-

cies and procedures outlined in the Pri-
vacy Act of 1974, as amended (5 U.S.C.
552a), and 32 CFR part 310; and estab-
lishes the National Reconnaissance Of-
fice Privacy Program (NRO) by setting
policies and procedures for the collec-
tion and disclosure of information
maintained in records on individuals,
the handling of requests for amend-
ment or correction of such records, ap-
peal and review of NRO decisions on
these matters, and the application of
exemptions.

§ 326.2 Application.
Obligations under this part apply to

all employees detailed, attached, or as-
signed to or authorized to act as agents
of the National Reconnaissance Office.
The provisions of this part shall be
made applicable by contract or other
legally binding action to government

contractors whenever a contract is let
for the operation of a system of records
or a portion of a system of records.

§ 326.3 Definitions.
Access. The review or copying of a

record or its parts contained in a sys-
tem of records by a requester.

Agency. Any executive or military de-
partment, other establishment, or enti-
ty included in the definition of agency
in 5 U.S.C. 522(f).

Control. Ownership or authority of
the NRO pursuant to federal statute or
privilege to regulate official or public
access to records.

Disclosure. The authorized transfer of
any personal information from a sys-
tem of records by any means of com-
munication (such as oral, written, elec-
tronic, mechanical, or actual review)
to any person, private entity, or gov-
ernment agency other than the subject
of the record, the subject’s designated
agent, or the subject’s legal guardian.

He, him, and himself. Generically used
in this part to refer to both males and
females.

Individual or requester. A living cit-
izen of the U.S. or an alien lawfully ad-
mitted to the U.S. for permanent resi-
dence and to whom a record might per-
tain. The legal guardian or legally au-
thorized agent of an individual has the
same rights as the individual and may
act on his behalf. No rights are vested
in the representative of a dead person
or in persons acting in an entrepre-
neurial (for example, sole proprietor-
ship or partnership) capacity under
this part.

Interested party. Any official in the
executive (including military), legisla-
tive, or judicial branches of govern-
ment, U.S. or foreign, or U.S. Govern-
ment contractor who, in the sole dis-
cretion of the NRO, has a subject mat-
ter or physical interest in the docu-
ments or information at issue.

Maintain. To collect, use, store, dis-
close, retain, or disseminate when used
in connection with records.

Originator. The NRO employee or con-
tractor who created the document at
issue or his successor in office or any
official who has been delegated release
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or declassification authority pursuant
to law.

Personal information. Information
about any individual that is intimate
or private to the individual, as distin-
guished from ‘corporate information’
which is in the public domain and re-
lated solely to the individual’s official
functions or public life (i.e., employee’s
name, job title, work phone, grade/
rank, job location).

Privacy Act Coordinator. The NRO In-
formation and Access Release Center
Chief who serves as the NRO manager
of the information review and release
program instituted under the Privacy
Act.

Record. Any item, collection, or
grouping of information about an indi-
vidual that is maintained by the NRO,
including, but not limited to, the indi-
vidual’s education, financial trans-
actions, medical history, and criminal
or employment history, and that con-
tains the individual’s name or identi-
fying number (such as Social Security
or employee number), symbol, or other
identifying particular assigned to the
individual, such as fingerprint, voice
print, or photograph. Records include
data about individuals which is stored
in computers.

Responsive record. Documents or
records that the NRO has determined
to be within the scope of a Privacy Act
request.

Routine use. The disclosure of a
record outside the Department of De-
fense (DoD) for a use that is compatible
with the purpose for which the infor-
mation was collected and maintained
by NRO. Routine use encompasses not
only common or ordinary use, but also
all the proper and necessary uses of the
record even if such uses occur infre-
quently. All routine uses must be pub-
lished in the FEDERAL REGISTER.

System managers. Officials who have
overall responsibility for a Privacy Act
system of records.

System notice. The official public no-
tice published in the Federal Register
of the existence and general content of
the system of records.

System of records. A group of any
records under the control of the NRO
from which information is retrieved by
the name of an individual or by some
identifying number, symbol, or other

identifying particular assigned to that
individual.

Working days. Days when the NRO is
operating and specifically excludes
Saturdays, Sundays, and legal public
holidays.

§ 326.4 Policy.

(a) Records about individuals—
(1) Collection. The NRO will safeguard

the privacy of individuals identified in
its records. Information about an indi-
vidual will, to the greatest extent prac-
ticable, be collected directly from the
individual, and personal information
will be protected from unintentional or
unauthorized disclosure by treating it
as marked ‘For Official Use Only.’ Ac-
cess to personal information will be re-
stricted to those employees whose offi-
cial duties require it during the regular
course of business.

(i) Privacy Act Statement. When an in-
dividual is requested to furnish per-
sonal information about himself for in-
clusion in a system of records, a Pri-
vacy Act Statement is required to en-
able him to make an informed decision
whether to provide the information re-
quested. A Privacy Act Statement may
appear, in order of preference, at the
top or bottom of a form, on the reverse
side of a form, or attached to the form
as a tear-off sheet.

(ii) Social Security Numbers (SSNs). It
is unlawful for any governmental agen-
cy to deny an individual any right,
benefit, or privilege provided by law
because the individual refuses to pro-
vide his SSN. However, if a federal
statute requires that the SSN be fur-
nished or if the SSN is required to
verify the identity of an individual in a
system of records that was established
and in use before January 1, 1975, this
restriction does not apply. When col-
lecting the SSN, a ‘qualified’ Privacy
Act Statement must be provided even
if the SSN will not be maintained in a
system of records. The ’qualified’ Pri-
vacy Act Statement shall inform the
individual whether the disclosure is
mandatory or voluntary, by what stat-
utory or other authority such number
is solicited, and what uses will be made
of it.
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(2) Maintenance. The NRO will main-
tain in its records only such informa-
tion about an individual which is accu-
rate, relevant, timely, and necessary to
accomplish a purpose which is required
by statute or Executive Order. All
records used by the NRO to make de-
terminations about individuals will be
maintained with such accuracy and
completeness as is reasonably nec-
essary to assure fairness to the indi-
vidual.

(3) Existence. The applicability of the
Privacy Act depends on the existence
of an identifiable record. The proce-
dures described in NRO regulations do
not require that a record be created or
that an individual be given access to
records that are not retrieved by name
or other individual identifier. Nor do
these procedures entitle an individual
to have access to any information com-
piled in reasonable anticipation of a
civil action or proceeding. NRO will
maintain only those systems of records
that have been described through no-
tices published in the FEDERAL REG-
ISTER. A system of records from which
records may be retrieved by a name or
some other personal identifier must be
under NRO control for consideration
under this part.

(4) Disposal. The NRO will archive,
dispose of, or destroy records con-
taining personal data in a manner to
prevent specific records from being
readily identified or inadvertently
compromised.

(b) Evaluation of records. Statutory
authority to establish and maintain a
system of records does not grant un-
limited authority to collect and main-
tain all information which may be use-
ful or convenient. Directorates and of-
fices maintaining records will evaluate
each category of information in records
systems for necessity and relevance
prior to republication of all system no-
tices in the FEDERAL REGISTER and dur-
ing the design phase or change of a sys-
tem of records. The following will be
considered in the evaluation:

(1) Relationship of each item of infor-
mation to the statutory purpose for
which the system is maintained;

(2) Specific adverse consequences of
not collecting each category of infor-
mation; and

(3) Techniques for purging parts of
the records.

(c) Disclosure of records. The NRO will
provide the fullest access practicable
by individuals to NRO records con-
cerning them. Release of personal in-
formation to such individuals is not
considered public release of informa-
tion. Upon receipt of a written request,
the NRO will release to individuals
those records that are releasable and
applicable to the individual making
the request. Generally, information,
other than that exempted by law and
this part, will be provided to the indi-
vidual. NRO personnel will comply
with the Privacy Act of 1974, as amend-
ed, the DoD Privacy Act Program (32
CFR part 310), and the NRO Privacy
Act Program. No NRO records shall be
disclosed by any means of communica-
tion to any person or to any agency ex-
cept pursuant to a written request by
or the prior written consent of the in-
dividual to whom it pertains, unless
disclosure of the record will be:

(1) To those employees of the NRO
who have an official need for the record
in the performance of their duties.

(2) Required to be disclosed to a
member of the public under the Free-
dom of Information Act, as amended.

(3) For a routine use as defined in the
Privacy Act.

(4) To the Census Bureau for the pur-
pose of conducting a census or survey
or related activity authorized by law.

(5) To a recipient who has provided
the NRO with advance, adequate writ-
ten assurance that the record will be
used solely as statistical research and
that the record is to be transferred in a
form in which the individual is not
identifiable.

(6) To the National Archives of the
United States as a record which has
sufficient historical or other value to
warrant its continued preservation by
the U. S. Government.

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of
the U.S. for a civil or criminal law en-
forcement activity if such activity is
authorized by law and if the head of
the agency or governmental entity has
made a written request to the NRO
specifying the particular portion of the
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record and the law enforcement activ-
ity for which the record is sought
(blanket requests will not be accepted);
a record may also be disclosed to a law
enforcement agency at the initiative of
the NRO pursuant to the blanket rou-
tine use for law enforcement when
criminal conduct is indicated in the
record.

(8) To a person showing compelling
circumstances affecting the health or
safety of an individual if, upon such
disclosure, notification is sent to the
last known address of the individual to
whom the record pertains (emergency
medical information may be released
by telephone).

(9) To Congress or any committee,
joint committee, or subcommittee of
Congress with respect to a matter
under its jurisdiction. This provision
does not authorize the disclosure of a
record to members of Congress acting
in their individual capacities or on be-
half of their constituents making third
party requests. However, such releases
may be made pursuant to the blanket
routine use for Congressional inquiries
when a constituent has sought the as-
sistance of his Congressman for the
constituent’s individual record(s).

(10) To the Comptroller General or
any of his authorized representatives
in the course of the performance of the
duties of the General Accounting Of-
fice.

(11) Pursuant to an order of a court of
competent jurisdiction. When the
record is disclosed under compulsory
legal process and when the issuance of
that order or subpoena is made public
by the court which issued it, the NRO
will make reasonable efforts to notify
the individual to whom the record per-
tains by mail at the most recent ad-
dress contained in NRO records.

(12) To a consumer reporting agency
in accordance with 31 U.S.C. 3711(f).

(d) Allocation of resources. NRO com-
ponents shall exercise due diligence in
their responsibilities under the Privacy
Act and must devote a reasonable level
of personnel to respond to requests on
a ‘first-in, first-out’ basis. In allocating
Privacy Act resources, the component
shall consider its imposed business de-
mands, the totality of resources avail-
able to it, the information review and
release demands imposed by Congress

and other governmental authorities,
and the rights of the public under var-
ious disclosure laws. The PA Coordi-
nator will establish priorities for cases
consistent with established law to en-
sure that smaller as well as larger
‘project’ cases receive equitable atten-
tion.

(e) Written permission for disclosure.
Disclosures made under circumstances
not delineated in this part shall be
made only if the written permission of
the individual involved has been ob-
tained. Written permission shall be re-
corded on or appended to the document
transmitting the personal information
to the other agency, in which case no
separate accounting of the disclosure
need be made. Written permission is re-
quired in each case; that is, once ob-
tained, written permission for one case
does not constitute blanket permission
for other disclosures.

(f) Coordination with other government
agencies. Records systems of the NRO
may contain records originated by
other agencies that may have claimed
exemptions for them under the Privacy
Act. Where appropriate, coordination
will be effected with the originating
agency. The NRO will comply with the
instructions issued by another agency
responsible for a system of records
(e.g., Office of Personnel Management)
in granting access to such records.
Records containing information or in-
terests of another government agency
will not be released until coordination
with the other agency involved. A re-
quest for information pertaining to the
individual in an NRO record system re-
ceived from another federal agency will
be coordinated with the originating
agency.

(g) Accounting for disclosure. Except
for disclosures made under paragraphs
(c)(1) and (c)(2) of this section, an accu-
rate account of the disclosures shall be
kept by the record holder in consulta-
tion with the Privacy Act Coordinator
(PA Coordinator). There need not be a
notation on a single document of every
disclosure of a particular record. The
record holder should be able to con-
struct from its system of records the
accounting information:

(1) When required by the individual
to whom the record pertains, or
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(2) When necessary to inform pre-
vious recipients of any amended
records. The accounting shall be re-
tained for at least five years or for the
life of the record, whichever is longer,
to be available for review by the sub-
ject of the record at his request except
for disclosures made under paragraph
(c)(7) of this section.

(h) Application of rules. Any request
for access, amendment, correction,
etc., of personal record information in
a system of records by an individual to
whom such information pertains will
be governed by the Privacy Act of 1974,
as amended, DoD regulatory authority,
and this part, exclusively. Any denial
or exemption of all or part of a record
from access, disclosure, amendment,
correction, etc., will be processed under
DoD regulatory authority and this
part, unless court order or other com-
petent authority directs otherwise.

(i) First Amendment rights. No NRO of-
ficial or component may maintain any
information pertaining to the exercise
by an individual of his rights under the
First Amendment without the permis-
sion of that individual unless such col-
lection is specifically authorized by
statute or pertains to an authorized
law enforcement activity.

(j) Non-system information on individ-
uals. The following information is not
considered part of personal records sys-
tems reportable under this part and
may be maintained by NRO for ready
identification, contact, and property
control purposes only, provided it is
not maintained in a system of records.
If at any time the information de-
scribed in this paragraph is being
maintained in a system of records, the
information is subject to the Privacy
Act.

(1) Identification information at
doorways, building directories, desks,
lockers, name tags, etc.

(2) Geographical or agency contact
cards.

(3) Property receipts and control logs
for building passes, credentials, vehi-
cles, etc.

(4) Personal working notes of em-
ployees that are merely an extension of
the author’s memory, if maintained
properly, do not come under the Pri-
vacy Act. Personal notes are not con-

sidered official NRO records if they
meet the following requirements:

(i) Keeping or discarding notes must
be at the sole discretion of the author.
Any requirement by supervising au-
thority, whether by oral or written di-
rective, regulation, policy, or memo to
maintain such notes, likely would
cause the notes to become official
agency records.

(ii) Such notes must be restricted to
the author’s personal use as memory
aids, and only the author may have ac-
cess to them. Passing them to a suc-
cessor or showing them to other per-
sonnel (including supporting staff such
as secretaries) would likely cause them
to become agency records.

(5) Rosters. The NRO has no restric-
tion against rosters that contain only
corporate information such as name,
work telephone number, and position.
Good recordkeeping practices dictate
that only rosters that are relevant and
necessary to the NRO’s operations may
be maintained, and therefore conven-
ience rosters, which by definition do
not satisfy the test, may not be main-
tained.

§ 326.5 Responsibilities.

(a) The Director, NRO (DNRO):
(1) Supervises the execution of the

Privacy Act and this part within the
NRO.

(2) Appoints:
(i) The Chief, Information Access and

Release Center as the NRO Privacy Act
Coordinator.

(ii) The Director of Security, the Di-
rector of Policy, and the NRO General
Counsel as the NRO Appeals Panel; and

(iii) The Chief of Staff as the Senior
Official for Privacy Policy and the Pri-
vacy Act Appeal Authority.

(b) The Privacy Act Coordinator,
NRO:

(1) Establishes, issues, and updates
policy for the NRO Privacy Act Pro-
gram, monitors compliance, and serves
as the principal NRO point of contact
on all Privacy Act matters.

(2) Receives, processes, and responds
to all Privacy Act requests received by
the NRO, including:

(i) Granting, granting in part, or de-
nying an initial Privacy Act request
for access or amendment to a record,
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and notifying a requester of such ac-
tions taken in regard to that request.

(ii) Granting a requester access to all
or part of a record under dispute when,
after a review, a decision is made in
favor of a requester.

(iii) Directing the appropriate NRO
component to amend a record and ad-
vising other record holders to amend a
record when a decision is made in favor
of a requester.

(iv) Notifying a requester, if a re-
quest is denied, of the reasons for de-
nial and the procedures for appeal to
the Privacy Act Appeal Authority.

(v) Notifying a requester of his right
to file a concise statement of his rea-
sons for disagreement with the NRO’s
refusal to amend a record.

(vi) Directing that a requester’s
statement of reasons for the request to
amend, his concise statement of dis-
agreement with the NRO’s refusal to
amend a record, and the NRO’s letter
of denial be included in the file con-
taining the disputed record.

(vii) Referring all appeals to the Pri-
vacy Act Appeals Panel and Appeal Au-
thority.

(viii) Notifying a requester of any re-
quired fees and delivering such col-
lected fees to the Comptroller.

(ix) Obtaining supplemental informa-
tion from the requester when required.

(3) Serves as the NRO point of con-
tact with the Defense Privacy Office.

(4) Reviews NRO use of records, and
at least 40 calendar days prior to estab-
lishing a new agency system of records,
ensures that new or amended notices
are prepared and published in the FED-
ERAL REGISTER consistent with the re-
quirements of 32 CFR part 310;

(5) Coordinates with forms managers
to ensure that a Privacy Act State-
ment is on all forms or in all other
methods used to collect personal infor-
mation for inclusion in any NRO
records system;

(6) Prepares the NRO Privacy Act re-
port for submission to the DoD Privacy
Office and to other authorities, as re-
quired by 32 CFR part 310.

(7) Reviews all procedures, including
forms, which require an individual to
furnish information for conformity
with the Privacy Act.

(8) Retains the accounting of disclo-
sures for at least five years or for the

life of the record, whichever is longer,
to be available for review by the sub-
ject of the record at his request except
for disclosures made under paragraph
(c)(7) of § 326.4; and

(9) Develops and oversees Privacy Act
Program training for NRO personnel.

(c) The Privacy Act Appeals Panel,
NRO:

(1) Meets and reviews all denials ap-
pealed by means of the NRO internal
appeals process; and

(2) Recommends a finding to the Pri-
vacy Act Appeal Authority by a major-
ity vote of those present at the meet-
ing and based on the written record
and the panel’s deliberations.

(d) The Privacy Act Appeal Author-
ity, NRO:

(1) Determines all NRO Privacy Act
appeals.

(2) Reports the determination to the
PA Coordinator.

(3) Signs the final appeal letter to the
requester.

(e) General Counsel, NRO:
(1) Ensures uniformity in NRO legal

positions concerning the Privacy Act
and reviews proposed responses to Pri-
vacy Act requests to ensure legal suffi-
ciency, as appropriate.

(2) Consults with DoD General Coun-
sel on final denials that may be incon-
sistent with other final decisions with-
in DoD; raises new legal issues of po-
tential significance to other govern-
ment agencies.

(3) Provides advice and assistance to
the DNRO, the PA Coordinator, and
component Directors, as required, in
the discharge of their responsibilities
pertaining to the Privacy Act.

(4) Advises on all legal matters con-
cerning the Privacy Act, including
legal decisions, rulings by the Depart-
ment of Justice, and actions by DoD
and other commissions on the Privacy
Act.

(5) Approves all Privacy Act State-
ments prior to their reproduction and
distribution.

(6) Acts as the NRO focal point for
Privacy Act litigation with the Depart-
ment of Justice.

(7) Provides a status report to the
Defense Privacy Office, consistent with
the requirements of 32 CFR part 310,
whenever an individual brings suit
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under subsection (g) of the Privacy Act
against NRO.

(f) Chief Information Officer (CIO),
NRO:

(1) Ensures that NRO systems of
records databases have procedures to
protect the confidentiality of personal
records maintained or processed by
means of automatic data processing
(ADP) systems and ensures that ADP
systems contain appropriate safeguards
for the privacy of personnel.

(2) Coordinates with the PA Coordi-
nator before developing or modifying
CIO-sponsored ADP supported files sub-
ject to the provisions of this part.

(g) Directorate and Office Managers,
NRO:

(1) Ensure that records contained in
their directorate or office systems of
records are disclosed only to those
NRO officials or employees who require
the records for official purposes.

(2) Review their own directorate and
office systems of records to ensure and
certify that no systems of records
other than those listed in the FEDERAL
REGISTER System Notices are main-
tained; notify the CIO and the PA Co-
ordinator promptly whenever there are
changes to processing equipment, hard-
ware, software, or database that may
require an amended system notice.

(3) Maintain only such information
about an individual as is relevant and
necessary to accomplish a purpose
which is required by statute or Execu-
tive Order and identify the specific pro-
vision of law or Executive Order which
provides authority for the maintenance
of information in each system of
records.

(h) System Managers, NRO:
(1) Ensure that adequate safeguards

have been established and are enforced
to prevent the misuse, unauthorized
disclosure, alteration, or destruction of
personal information contained in sys-
tem records.

(2) Ensure that all personnel who
have access to the system of records, or
are engaged in developing or super-
vising procedures for handling records,
are aware of their responsibilities es-
tablished by the NRO Privacy Act Pro-
gram.

(3) Evaluate each system of records
during the planning stage and at reg-

ular intervals. The following factors
should be considered:

(i) Relationship of data to be col-
lected and retained to the purposes for
which the system is maintained (all in-
formation must be relevant and nec-
essary to the purpose for which it is
collected).

(ii) The specific impact on the pur-
pose or mission if categories of infor-
mation are not collected (all data
fields must be necessary to accomplish
a lawful purpose or mission).

(iii) Whether informational needs can
be met without using personal identi-
fiers.

(iv) The cost of maintaining and dis-
posing of records within the systems of
records and the length of time each
item of information must be retained
according to the NRO Records Control
Schedule as approved by the National
Archives and Records Administration.

(4) Review system alterations or
amendments to evaluate for relevancy
and necessity.

(i) Forms and Information Managers.
All NRO individuals responsible for
forms or methods used to collect per-
sonal information from individuals
will:

(1) Ensure that Privacy Act State-
ments are on appropriate forms and
that new forms have the required Pri-
vacy Act Statement.

(2) Determine, with General Coun-
sel’s concurrence, which forms require
Privacy Act Statements and will pre-
pare such statements.

(3) Assist the initiators in deter-
mining whether a form, format, ques-
tionnaire, or report requires a Privacy
Act Statement. Privacy Act State-
ments must be complete, specific, writ-
ten in plain English, and approved by
the Office of General Counsel.

(j) Employees, NRO:
(1) Will be familiar with the provi-

sions of this part regarding the mainte-
nance of systems of records, authorized
access, and authorized disclosure;

(2) Will collect, maintain, use, and/or
disseminate records containing identi-
fiable personal information only for
lawful purposes; will keep the informa-
tion current, complete, relevant, and
accurate for its intended use; and will
safeguard the records in a system and
keep them the minimum time required;
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(3) Will not disclose any personal in-
formation contained in any system of
records, except as authorized by the
Privacy Act and this part;

(4) Will maintain no system of
records concerning individuals except
those authorized, and will maintain no
other information concerning individ-
uals except as necessary for the con-
duct of business at the NRO;

(5) Will provide individuals a Privacy
Act Statement when asking them to
provide information about themselves.
The Privacy Act Statement will in-
clude the authority under which the in-
formation is being requested, whether
disclosure of the information is manda-
tory or voluntary, the purposes for
which it is being requested, the uses to
which it will be put, and the con-
sequences of not providing the informa-
tion;

(6) May not deny an individual any
right or privilege provided by law be-
cause of that individual’s failure to dis-
close his SSN unless such information
is required by federal statute or disclo-
sure was required by statute or regula-
tions adopted prior to January 1, 1975.
If disclosure of the SSN is not required,
NRO directorates and offices are not
precluded from requesting it from indi-
viduals; however, the Privacy Act
Statement must make clear that the
disclosure of the SSN is voluntary and,
if the individual refuses to disclose it,
must be prepared to identify him by al-
ternate means.

(7) Will collect personal information
directly from the subject whenever pos-
sible; employees may collect informa-
tion from third parties when that in-
formation must be verified, opinions or
evaluations are required, the subject
cannot be contacted, or the subject re-
quests it.

(8) Will keep paper and electronic
records which contain personal infor-
mation and are retrieved by name or
personal identifier only in approved
systems published in the Federal Reg-
ister.

(9) Will amend and correct records
when directed by the PA Coordinator.

(10) Will report to the PA Coordi-
nator any disclosures of personal infor-
mation from a system of records, or
the maintenance of any system of
records, not authorized by this part.

§ 326.6 Policies for processing requests
for records.

(a) An individual’s written request
for access to records about himself
which does not specify the Act under
which the request is made will be proc-
essed under both the Freedom of Infor-
mation Act (FOIA) and the Privacy Act
and the applicable regulations. Such
requests will be processed under both
Acts regardless of whether the re-
quester cites one Act, both, or neither
in the request in order to ensure the
maximum possible disclosure to the re-
quester. Individuals may not be denied
access to a record pertaining to them-
selves merely because those records are
exempt from disclosure under the
FOIA.

(b) A Privacy Act request that nei-
ther specifies the system(s) of records
to be searched nor identifies the sub-
stantive nature of the information
sought will be processed by searching
the systems of records categorized as
Environmental Health, Safety and Fit-
ness, FOIA/Privacy, General, and Secu-
rity.

(c) A Privacy Act request that does
not designate the system(s) of records
to be searched but does identify the
substantive nature of the information
sought will be processed by searching
those systems of records likely to have
information similar to that sought by
the requester.

(d) The NRO will not disclose any
record to any person or government
agency except by written request or
prior written consent of the subject of
the record unless the disclosure is re-
quired by law or is within the excep-
tions of the Privacy Act. If a requester
authorizes another individual to obtain
the requested records on his behalf, the
requester shall provide a written,
signed, notarized statement appointing
that individual as his representative
and certifying that the individual ap-
pointed may have access to the re-
quester’s records and that such access
shall not constitute an invasion of his
privacy nor a violation of his rights
under the Privacy Act. In lieu of a no-
tarized statement, the NRO will accept
a declaration in accordance with 28
U.S.C. 1746.
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(e) Upon receipt of a written request,
the Privacy Act Coordinator (PA Coor-
dinator) will release to the requester
those records which are releasable and
applicable to the individual making
the request. Records about individuals
include data stored electronically or in
electronic media. Documentary mate-
rial qualifies as a record if the record is
maintained in a system of records.

(f) Initial availability, potential for
release, and cost determination will
usually be made within ten working
days of the date on which a written re-
quest for any identifiable record is re-
ceived by the NRO (and acknowledge-
ment is sent to the individual). If addi-
tional time is needed due to unusual
circumstances, a written notification
of the delay will be forwarded to the re-
quester within the ten working day pe-
riod. This notification will briefly ex-
plain the circumstances for the delay
and indicate the anticipated date for a
substantive response.

(g) All requests will be handled in the
order received on a ‘first-in, first-out’
basis. Requests will be considered for
expedited processing only if the NRO
determines that there is a genuine
health, humanitarian, or due process
reason involving possible deprivation
of life or liberty which creates an ex-
ceptional and urgent need, that there
is no alternative forum for the records
sought, and that substantive records
relevant to the stated needs may exist
and be releasable.

(h) Records provided or originated by
another agency or containing other
agency information will not be re-
leased prior to coordination with the
other agency involved.

(i) Requesting or obtaining access to
records under false pretenses is a viola-
tion of the Privacy Act and is subject
to criminal penalties.

§ 326.7 Procedures for collection.
(a) To the maximum extent prac-

tical, personal information about an
individual will be obtained directly
from that individual.

(b) Whenever an individual is asked
to provide personal information, in-
cluding Social Security Number (SSN)
or a personal identifier, about himself,
a Privacy Act Statement will be fur-
nished that will advise him of the au-

thority (whether by statute or by Exec-
utive Order) under which the informa-
tion is requested, whether disclosure of
the information is voluntary or manda-
tory, the purposes for which it is re-
quested, the uses to which it will be
put, and the consequences of not pro-
viding the information.

(c) When asking third parties to pro-
vide information about other individ-
uals, NRO employees will advise them:

(1) Of the purpose of the request, and
(2) That their identities and the in-

formation they are furnishing may be
released to the individual unless they
expressly request confidentiality. All
persons interviewed must be informed
of their rights and offered confiden-
tiality.

§ 326.8 Procedures for requesting ac-
cess.

(a) Request in writing. An individual
seeking notification of whether a sys-
tem of records contains a record per-
taining to him, or an individual seek-
ing access to records pertaining to him
which are available under the Privacy
Act, shall address the request in writ-
ing to the Privacy Act Coordinator,
National Reconnaissance Office, 14675
Lee Road, Chantilly, VA 20151–1715. The
request should contain at least the fol-
lowing information:

(1) Identification. Reasonable identi-
fication, including first name, middle
name or initial, surname, any aliases
or nicknames, Social Security Number,
and return address of the individual
concerned, accompanied by a signed
notarized statement that such informa-
tion is true under penalty of perjury
and swearing to or affirming his iden-
tity. An unsworn declaration, under 28
U.S.C. 1746, also is acceptable. In the
case of a request for records of a sen-
sitive nature if the PA Coordinator de-
termines that this information does
not sufficiently identify the individual,
the PA Coordinator may requests addi-
tional identification or clarification of
information submitted by the indi-
vidual.

(i) In addition, an alien lawfully ad-
mitted for permanent residence shall
provide his Alien Registration Number
and the date that status was acquired.

(ii) The parent or guardian of a minor
or of a person judicially determined to
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be incompetent, or an attorney re-
tained to represent an individual, in
addition to establishing the identity of
the minor or person represented as re-
quired in this part, shall provide evi-
dence of his own identity as required in
this part and evidence of such parent-
age, guardianship, or representation by
submitting a certified copy of the mi-
nor’s birth certificate, the court order
establishing such guardianship, or the
representation agreement which estab-
lishes the relationship.

(2) Cost. A statement of willingness
to pay reproduction costs. Processing
of requests and administrative appeals
from individuals who owe outstanding
fees will be held in abeyance until such
fees are paid.

(3) Record sought. A description, to
the best of his ability, of the nature of
the record sought and the system in
which it is thought to be included. In
lieu of this, a requester may simply de-
scribe why and under what cir-
cumstances he believes that the NRO
maintains responsive records; the NRO
will undertake the appropriate
searches.

(b) Access on behalf of the individual. If
the requester wishes another person to
obtain the records on his behalf, the re-
quester will furnish a notarized state-
ment or unsworn declaration appoint-
ing that person as his representative,
authorizing him access to the record,
and affirming that access will not con-
stitute an invasion of the requester’s
privacy or a violation of his rights
under the Privacy Act. The NRO re-
quires a written statement to author-
ize discussion of the individual’s record
in the presence of a third person.

§ 326.9 Procedures for disclosure of re-
quested information.

(a) The PA Coordinator shall ac-
knowledge receipt of the request in
writing within ten working days.

(b) Upon receipt of a request, the PA
Coordinator shall refer the request to
those components most likely to pos-
sess responsive records. The compo-
nents shall search all relevant record
systems within their cognizance and
shall:

(1) Determine whether a responsive
record exists in a system of records.

(2) Determine whether access must be
denied and on what legal basis. An in-
dividual may be denied access to his
records under the Privacy Act only if
an exemption has been properly
claimed for all or part of the records or
information requested; or if the infor-
mation was compiled in reasonable an-
ticipation of a civil action or pro-
ceeding.

(3) Approve the disclosure of records
for which they are the originator.

(4) Forward to the PA Coordinator all
records approved for release or nec-
essary for coordination with or referral
to another originator or interested
party as well as notification of the spe-
cific determination for any denial.

(c) When all records have been col-
lected, the PA Coordinator shall notify
the individual of the determination and
shall provide an exact copy of records
deemed to be accessible if a copy has
been requested.

(d) When an original record is illegi-
ble, incomplete, or partially exempt
from release, the PA Coordinator shall
explain in terms understood by the re-
quester the portions of a record that
are unclear.

(e) If access to requested records, or
any portion thereof, is denied, the PA
Coordinator shall inform the requester
in writing of the specific reason(s) for
denial, including the specific citation
to appropriate sections of the Privacy
Act or other statutes, this and other
NRO regulations, or the Code of Fed-
eral Regulations authorizing denial,
and the right to appeal this determina-
tion through the NRO appeal procedure
within 60 calendar days. The denial
shall include the date of denial, the
name and title/position of the denial
authority, and the address of the NRO
Appeal Authority. Access may be re-
fused when the records are exempt by
the Privacy Act. Usually an individual
will not be denied access to the entire
record, but only to those portions to
which the denial of access furthers the
purpose for which an exemption was
claimed.

§ 326.10 Procedures to appeal denial of
access to requested record.

(a) Any individual whose request for
access is denied may request a review
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of the initial decision within 60 cal-
endar days of the date of the notifica-
tion of denial of access by appealing
within the NRO internal appeals proc-
ess. If a requester elects to request
NRO review, the request shall be sent
in writing to the Privacy Act Coordi-
nator, National Reconnaissance Office,
14675 Lee Road, Chantilly, VA 20151–
1715, briefly identifying the particular
record which is the subject of the re-
quest and setting forth the reasons for
the appeal. The request should enclose
a copy of the denial correspondence.
The following procedures apply to ap-
peals within the NRO:

(1) The PA Coordinator, after ac-
knowledging receipt of the appeal,
shall promptly refer the appeal to the
record-holding components, informing
them of the date of receipt of the ap-
peal and requesting that the compo-
nent head or his designee review the
appeal.

(2) The record-holding components
shall review the initial denial of access
to the requested records and shall in-
form the PA Coordinator of their re-
view determination.

(3) The PA Coordinator shall consoli-
date the component responses, review
the record, direct such additional in-
quiry or investigation as is deemed
necessary to make a fair and equitable
determination, and make a rec-
ommendation to the NRO Appeals
Panel, which makes a recommendation
to the Appeal Authority.

(4) The Appeal Authority shall notify
the PA Coordinator of the result of the
determination on the appeal, who shall
notify the individual of the determina-
tion in writing.

(5) If the determination reverses the
initial denial, the PA Coordinator shall
provide a copy of the records requested.
If the determination upholds the initial
denial, the PA Coordinator shall in-
form the requester of his right to judi-
cial review in U.S. District Court and
shall include the exact reasons for de-
nial with specific citations to the pro-
visions of the Privacy Act, other stat-
utes, NRO regulations, or the Code of
Federal Regulations upon which the
determination is based.

(b) The Appeal Authority shall act on
the appeal or provide a notice of exten-
sion within 30 working days.

§ 326.11 Special procedures for disclo-
sure of medical and psychological
records.

When requested medical and psycho-
logical records are not exempt from
disclosure, the PA Coordinator may de-
termine which non-exempt medical or
psychological records should not be
sent directly to the requester because
of possible harm or adverse impact to
the requester or another person. In
that event, the information may be dis-
closed to a physician named by the re-
quester. The appointment of the physi-
cian will be in the same notarized form
or declaration as described in § 326.8
and will certify that the physician is li-
censed to practice in the appropriate
specialty (medicine, psychology, or
psychiatry). Upon designation,
verification of the physician’s identity,
and agreement by the physician to re-
view the documents with the requester
to explain the meaning of the docu-
ments and to offer counseling designed
to mitigate any adverse reaction, the
NRO will forward such records to the
designated physician. If the requester
refuses or fails to designate a physi-
cian, the record shall not be provided.
Under such circumstances refusal of
access is not considered a denial for
Privacy Act reporting purposes. How-
ever, if the designated physician de-
clines to furnish the records to the in-
dividual, the PA Coordinator will take
action to ensure that the records are
provided to the individual.

§ 326.12 Procedures to request amend-
ment or correction of record.

(a) An individual may request amend-
ment or correction of a record per-
taining to him/her by addressing such
request in writing, to the Privacy Act
Coordinator, National Reconnaissance
Office, 14675 Lee Road, Chantilly, VA
20151–1715. Incomplete or inaccurate re-
quests will not be rejected categori-
cally; instead, the requester will be
asked to clarify the request as needed.
A request will not be rejected or re-
quire resubmission unless additional
information is essential to process the
request. Usually, amendments under
this part are limited to correcting fac-
tual errors and not matters of official
judgment, such as promotion ratings
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and job performance appraisals. The re-
quester must adequately support his
claim and must identify:

(1) The particular record he wishes to
amend or correct, specifying the num-
ber of pages and documents, the titles
of the documents, form numbers if any,
dates on documents, and individuals
who signed them. Any reasonable de-
scription of the documents is accept-
able. A clear and specific description of
passages, pages, or documents to be
amended will expedite processing the
request.

(2) The desired amending language.
The requester should specify the type
of amendment, including complete re-
moval of data, passages, or documents
from record or correction of informa-
tion to make it accurate, more timely,
complete, or relevant.

(3) A justification for such amend-
ment or correction to include any doc-
umentary evidence supporting the re-
quest.

(b) Individuals will be required to
provide verification of identity as in
§ 326.8. to ensure that the requester is
seeking to amend records pertaining to
himself and not, inadvertently or in-
tentionally, the records of another in-
dividual.

(c) Minor factual errors in an individ-
ual’s personal record may be corrected
routinely upon request without resort
to the Privacy Act or the provisions of
this part, if the requester and the
record holder agree to that procedure
and the requester receives a copy of the
corrected record whenever possible. A
written request is not required when
individuals indicate amendments dur-
ing routine annual review and updating
of records programs conducted by the
NRO for civilian personnel and the
Services for military personnel. Re-
quests for deletion, removal of records,
and amendment of substantive factual
information will be processed accord-
ing to the Privacy Act and the provi-
sions of this part.

(d) The PA Coordinator shall ac-
knowledge receipt of the request in
writing within ten working days. No
separate acknowledgement of receipt is
necessary if the request can be either
approved or denied and the requester
advised within the ten-day period. For
written requests presented in person,

written acknowledgement may be pro-
vided at the time the request is pre-
sented.

(e) The PA Coordinator shall refer
such request to the record-holder com-
ponents, shall advise those components
of the date of receipt, and shall request
that those components make a prompt
determination on such request.

(f) The record-holder components
shall promptly:

(1) Make any amendment or correc-
tion to any portion of the record which
the individual believes is not accurate,
relevant, timely, or complete and no-
tify the PA Coordinator and all holders
and recipients of such records and their
amendments that the correction was
made; or

(2) Set forth the reasons for the re-
fusal, if they determine that the re-
quested amendment or correction will
not be made or if they decline to make
the requested amendment but instead
augment the official record, and so in-
form the PA Coordinator.

(g) The Privacy Act Coordinator
shall:

(1) Inform the requester of the agen-
cy’s determination to make the amend-
ment or correction as requested and
notify all prior recipients of the change
to the disputed records for which an ac-
counting had been required; or

(2) Inform the requester of the spe-
cific reasons and legal authorities for
the agency’s refusal and the procedures
established for him to request a review
of that refusal.

(h) The amendment procedure is not
intended to replace other existing pro-
cedures such as those for registering
grievances or appealing performance
appraisal reports. In such cases the re-
quester will be apprised of the appro-
priate procedures for such actions.

(i) This part does not permit the al-
teration of evidence presented to
courts, boards, or other official pro-
ceedings.

§ 326.13 Procedures to appeal denial of
amendment.

(a) Any individual whose request for
amendment or correction is denied
may request a review of the initial de-
cision within 60 calendar days of the
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date of the notification of denial by ap-
pealing within the NRO internal ap-
peals process. If a requester elects to
request NRO review, the request shall
be sent in writing to the Privacy Act
Coordinator, National Reconnaissance
Office, 14675 Lee Road, Chantilly, VA
20151–1715, briefly identifying the par-
ticular record which is the subject of
the request and setting forth the rea-
sons for the appeal. The request should
enclose a copy of the denial cor-
respondence. The following procedures
apply to appeals within the NRO:

(1) The PA Coordinator, after ac-
knowledging receipt of the appeal,
shall promptly refer the appeal to the
record-holding components, informing
them of the date of receipt of the ap-
peal and requesting that the compo-
nent head or his designee review the
appeal.

(2) The record-holding components
shall review the initial denial of access
to the requested records and shall in-
form the PA Coordinator of their re-
view determination.

(3) The PA Coordinator shall act as
secretary of the Appeals Panel. He
shall:

(i) Consolidate the component re-
sponses and reasons for the initial de-
nial.

(ii) Provide all supporting materials
both furnished to and by the requester
and the record-holding component.

(iii) Review the record.
(iv) Direct such additional inquiry or

investigation as is deemed necessary to
make a fair and equitable determina-
tion.

(v) Prepare the record and schedule
the appeal for the next meeting of the
Appeals Panel. The Appeals Panel shall
recommend a finding to the Appeal Au-
thority by a majority vote of those
present at the meeting based on the
written record and the Panel’s delib-
erations. No personal appearances shall
be permitted without the express per-
mission of the Panel.

(4) The Appeal Authority shall notify
the PA Coordinator of the result of the
determination on the appeal who shall
notify the individual of the determina-
tion in writing.

(5) The Appeal Authority will notify
the PA Coordinator if the determina-
tion is that the record should be

amended. The PA Coordinator will
promptly advise the requester and the
office holding the record to amend the
record and to notify all prior recipients
of the records for which an accounting
was required of the change.

(6) If the determination upholds the
initial denial, in whole or in part, the
PA Coordinator shall inform the re-
quester:

(i) Of the denial and the reason.
(ii) Of his right to file in NRO records

within 60 calendar days a concise state-
ment of the reasons for disputing the
information contained in the record. If
the requester elects to file a statement
of disagreement, the PA Coordinator
will be responsible for clearly noting
any portion of the record that is dis-
puted and for appending into the file
the requester’s statement as well as a
copy of the NRO’s letter to the re-
quester denying the disputed informa-
tion, if appropriate. The requester’s
statement and the NRO denial letter
will be made available to anyone to
whom the record is subsequently dis-
closed, and prior recipients of the dis-
puted record will be provided a copy of
both to the extent that an accounting
of disclosures is maintained.

(iii) Of his right to judicial review in
U.S. District Court.

(7) The Appeal Authority shall act on
the appeal or provide a notice of exten-
sion within 30 working days.

§ 326.14 Disclosure of records to per-
son other than subject.

(a) Personal records contained in a
Privacy Act system of records main-
tained by NRO shall not be disclosed by
any means to any person or agency
outside the NRO except with the writ-
ten consent of the individual subject of
the record, unless as provided in this
part.

(b) Except for disclosure made to
members of the NRO in connection
with their official duties and disclo-
sures required by the Freedom of Infor-
mation Act, an accounting will be kept
of all disclosures of records maintained
in NRO systems of records and of all
disclosures of investigative informa-
tion. Accounting entries will record
the date, kind of information, purpose
of each disclosure, and the name and
address of the person or agency to
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1 Copies may be obtained: http://
www.whitehouse.gov/OMB/circulars.

whom the disclosure is made. Account-
ing records will be maintained for at
least five years after the last disclosure
or for the life of the record, whichever
is longer. Subjects of NRO records will
be given access to associated account-
ing records upon request except for dis-
closures made pursuant to § 326.4, or
where an exemption has been properly
claimed for the system of records.

§ 326.15 Fees.

Individuals requesting copies of their
official personnel records are entitled
to one free copy; a charge will be as-
sessed for additional copies. There is a
cost of $.15 per page. Fees will not be
assessed if the cost is less than $30.00.
Fees should be paid by check or postal
money order payable to the Treasurer
of the United States and forwarded to
the Privacy Act Coordinator, NRO, at
the time the copy of the record is deliv-
ered. In some instances, fees will be
due in advance.

§ 326.16 Penalties.

Each request shall be treated as a
certification by the requester that he
is the individual named in the request.
The Privacy Act provides criminal pen-
alties for any person who knowingly
and willfully requests or obtains any
information concerning an individual
under false pretenses.

§ 326.17 Exemptions.

(a) All systems of records maintained
by the NRO shall be exempt from the
requirements of 5 U.S.C. 552a(d) pursu-
ant to 5 U.S.C. 552a(k)(1) to the extent
that the system contains any informa-
tion properly classified under Execu-
tive Order 12958 and which is required
by the Executive Order to be withheld
in the interest of national defense of
foreign policy. This exemption, which
may be applicable to parts of all sys-
tems of records, is necessary because
certain record systems not otherwise
specifically designated for exemptions
herein may contain items of informa-
tion that have been properly classified.

(b) No system of records within the
NRO shall be considered exempt under
subsection (j) or (k) of the Privacy Act
until the exemption and the exemption
rule for the system of records has been

published as a final rule in the FED-
ERAL REGISTER.

(c) An individual is not entitled to
have access to any information com-
piled in reasonable anticipation of a
civil action or proceeding (5 U.S.C.
552a(d)(5)).

(d) Proposals to exempt a system of
records will be forwarded to the De-
fense Privacy Office, consistent with
the requirements of 32 CFR part 310,
for review and action.

PART 327—DEFENSE COMMISSARY
AGENCY PRIVACY ACT PROGRAM

Sec.
327.1 Purpose.
327.2 Applicability.
327.3 Responsibilities.
327.4 Definitions.
327.5 Systems of records.
327.6 Collecting personal information.
327.7 Access by individuals.
327.8 Disclosure of personal information to

other agencies and third parties.

APPENDIX A TO PART 327—SAMPLE DECA RE-
SPONSE LETTER.

APPENDIX B TO PART 327—INTERNAL MANAGE-
MENT CONTROL REVIEW CHECKLIST.

APPENDIX C TO PART 327—DECA BLANKET
ROUTINE USES.

AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5
U.S.C. 522a).

SOURCE: 65 FR 39806, June 28, 2000, unless
otherwise noted.

§ 327.1 Purpose.

This part implements the basic poli-
cies and procedures for the implemen-
tation of the Privacy Act of 1974, as
amended (5 U.S.C. 552a); OMB Circular
A–130; 1 and 32 CFR part 310; and to pro-
mote uniformity in the DeCA Privacy
Act Program.

§ 327.2 Applicability.

This part applies to Headquarters,
Field Operating Activities (FOA), Re-
gions, Zones, Central Distribution Cen-
ters (CDC), Commissaries of DeCA, and
contractors during the performance of
a contract with DeCA. All personnel
are expected to comply with the proce-
dures established herein.
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§ 327.3 Responsibilities.
(a) The Director, DeCA. (1) Supervises

the execution of the Privacy Act and
this part within the DeCA, and serves
as the DeCA Privacy Act Appeal Au-
thority.

(2) Appoints:
(i) The Executive Director for Sup-

port as the DeCA Initial Denial Au-
thority for the DeCA Privacy Act Pro-
gram.

(ii) The Records Manager, Office of
Safety, Security, and Administration
as the DeCA Privacy Act Officer.

(b) The Privacy Act Officer, DeCA. (1)
Establishes and manages the PA pro-
gram for DeCA.

(2) Provides guidance, assistance and
training.

(3) Controls and monitors all requests
received and prepares documentation
to the office of primary responsibility
(OPR) for response.

(4) Prepares response to requester
based on information provided by the
OPR.

(5) Signs all response requests for re-
leasable information to the requester
after coordination through the General
Counsel. Ensures that all denied re-
quests for information are released by
the DeCA Initial Denial Authority.

(6) Publishes instructions to contrac-
tors that:

(i) Provide DeCA Privacy program
guidance to their personnel who solicit,
award, or administer government con-
tracts;

(ii) Inform prospective contractors of
their responsibilities regarding the
DeCA Privacy Program; and

(iii) Establish an internal system of
contractor performance review to en-
sure compliance with DeCA’s Privacy
program.

(iv) Prepare and submit System No-
tices to the Defense Privacy Office for
publication in the FEDERAL REGISTER.

(7) Maintain Privacy Case files and
records of disclosure accounting.

(8) Submit the DeCa Annual Privacy
Act Report (RCS: DD–DA&M(A)1379) to
the Defense Privacy Office.

(c) DeCA Directorates/Staff Offices. (1)
Provide response and the information
requested to the PA Officer for release
to the individual.

(2) In the event the information is to
be denied release, the requested infor-

mation and rationale for denial will be
forwarded to the PA Officer for denial
determination.

(d) Regions. Regional Directors will
appoint a Regional PA Coordinator
who will maintain suspense control of
PA actions, prepare documentation to
the OPR for response, forward the in-
formation to the DeCA PA Officer for
release determination, and notify the
requester that the response will be re-
ceived from the DeCA PA Officer using
the format in Appendix A to this part.

(e) DeCA Field Operating Activities
(FOAs). (1) Upon receipt of a PA re-
quest that has not been received from
the DeCA PA Officer, notify the DeCA
PA Officer within 2 days.

(2) Collect all information available
and forward to the DeCA PA Officer. If
the requested information is not avail-
able, provide the DeCA PA Officer the
rationale to respond to the requester.

(f) Central Distribution Centers (CDCs)
and Commissaries. (1) Upon receipt of a
PA request, not received from the Re-
gion Coordinator, notify the Region
Coordinator within 2 days.

(2) Collect all information available
and forward it to the Region Coordi-
nator for submission to DeCA PA Offi-
cer. If requested information is not
available, provide the Region Coordi-
nator the rationale so they can prepare
a response to the DeCA PA Officer. If
the information is available but deter-
mined to be exempt, provide the Re-
gion Coordinator with the requested in-
formation and specific reasons why the
request should be denied. The Region
Coordinator will formalize a reply to
the DeCA PA Officer, forwarding re-
quested information and reasons for de-
nial. The DeCA PA Officer will prepare
the response to the requester with co-
ordination by the General Counsel and
signature by the IDA.

§ 327.4 Definitions.

Access. The review of a record of a
copy of a record or parts thereof in a
system of records by any individual.

Agency. For the purposes of dis-
closing records subject to the Privacy
Act among DoD Components, the De-
partment of Defense is considered a
single agency. For all other purposes to
include applications for access and
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amendment, denial of access or amend-
ment, appeals from denials, and record
keeping as regards release to non-DoD
agencies; each DoD Component is con-
sidered an agency within the meaning
of the Privacy Act.

Computer room. Any combination of
electronic hardware and software inte-
grated in a variety of forms (firmware,
programmable software, hard wiring,
or similar equipment) that permits the
processing of textual data. The equip-
ment contains device to receive infor-
mation and other processors with var-
ious capabilities to manipulate the in-
formation, store and provide input.

Confidential source. A person or orga-
nization who has furnished information
to the federal government under an ex-
press promise that the person’s or the
organization’s identity will be held in
confidence or under an implied promise
of such confidentiality if this implied
promise was made before September 27,
1975.

Disclosure. The transfer of any per-
sonal information from a system of
records by any means of communica-
tion (such as oral, written, electronic,
mechanical, or actual review) to any
person, private entity, or government
agency, other than the subject of the
record, the subject’s designated agent
or the subject’s legal guardian.

Federal Register system. Established
by Congress to inform the public of in-
terim, proposed, and final regulations
or rulemaking documents having sub-
stantial impact on the public. In this
case, DeCA directives have the same
meaning as regulations or rulemaking
documents. The secondary role of the
Federal Register system is to publish
notice documents of public interest.

Individual. A living person who is a
citizen of the United States or an alien
lawfully admitted for permanent resi-
dence. The parent of a minor or the
legal guardian of any individual also
may act on behalf of an individual.
Corporations, partnerships, sole propri-
etorships, professional groups, busi-
nesses, whether incorporated or unin-
corporated, and other commercial enti-
ties are not ‘‘individuals.’’

Individual access. Access to informa-
tion pertaining to the individual by the
individual or his or her designated
agent or legal guardian.

Law enforcement activity. Any activity
engaged in the enforcement of criminal
laws, including efforts to prevent, con-
trol, or reduce crime or to apprehend
criminals, and the activities of pros-
ecutors, courts, correctional, proba-
tion, pardon, or parole authorities.

Maintain. Includes maintain, collect,
use or disseminate.

Official use. Within the context of
this part, this term is used when offi-
cials and employees of a DoD Compo-
nent have a demonstrated need for the
use of any record or the information
contained therein in the performance
of their official duties, subject to DoD
5200.1–R,2 ‘‘DoD Information Security
Program Regulation.’’

Personal information. Information
about an individual that identifies, re-
lates or is unique to, or describes him
or her; e.g., a social security number,
age, military rank, civilian grade, mar-
ital status, race, salary, home/office
phone numbers, etc.

Privacy Act. The Privacy Act of 1974,
as amended, (5 U.S.C. 552a).

Privacy Act request. A request from an
individual for notification as to the ex-
istence of, access to, or amendment of
records pertaining to that individual.
These records must be maintained in a
system of records.

Member of the public. Any individual
or party acting in a private capacity to
include federal employees or military
personnel.

Record. Any item, collection, or
grouping of information, whatever the
storage media (e.g., paper, electronic,
etc.), about an individual that is main-
tained by a DoD Component, including
but not limited to, his or her edu-
cation, financial transactions, medical
history, criminal or employment his-
tory and that contains his or her name,
or the identifying number, symbol, or
other identifying particular assigned to
the individual, such as a finger or voice
print or a photograph.

Risk assessment. An analysis consid-
ering information sensitivity,
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vulnerabilities, and the cost to a com-
puter facility or word processing activ-
ity in safeguarding personal informa-
tion processed or stored in the facility
or activity.

Routine use. The disclosure of a
record outside the Department of De-
fense for a use that is compatible with
the purpose for which the information
was collected and maintained by the
Department of Defense. The routine
use must be included in the published
system notice for the system of records
involved.

Statistical record. A record maintained
only for statistical research or report-
ing purposes and not used in whole or
in part in making determinations
about specific individuals.

System manager. The DoD Component
official who is responsible for the oper-
ation and management of a system of
records.

System of records. A group of records
under the control of a DoD Component
from which personal information is re-
trieved by the individual’s name or by
some identifying number, symbol, or
other identifying particular assigned to
an individual.

Word processing system. A combina-
tion of equipment employing auto-
mated technology, systematic proce-
dures, and trained personnel for the
primary purpose of manipulating
human thoughts and verbal or written
or graphic presentations intended to
communicate verbally or visually with
another individual.

Word processing equipment. Any com-
bination of electronic hardware and
computer software integrated in a vari-
ety of forms (firmware, programmable
software, hard wiring, or similar equip-
ment) that permits the processing of
textual data. Generally, the equipment
contains a device to recieve informa-
tion, a computer-like processor with
various capabilities to manipulate the
information, a storage medium, and an
output device.

§ 327.5 Systems of records.
(a) System of records. To be subject to

the provisions of this part, a ‘‘system
of records’’ must:

(1) Consist of ‘‘records’’ that are re-
trieved by the name of an individual or
some other personal identifier, and

(2) Be under the control of DeCA.
(b) Retrieval practices. Records in a

group of records that may be retrieved
by a name or personal identifier are
not covered by this part even if the
records contain personal data and are
under the control of DeCA. The records
MUST BE, in fact, retrieved by name
or other personal identifier to become
a system of records for DeCA.

(c) Relevance and necessity. Only those
records that contain personal informa-
tion which is relevant and necessary to
accomplish a purpose required by Fed-
eral statute or an Executive Order will
be maintained by DeCA.

(d) Authority to establish systems of
records. Director, DeCA has the author-
ity to establish systems of records;
however, each time a system of records
is established, the Executive Order or
Federal statute that authorizes main-
taining the personal information must
be identified.

(1) DeCA will not maintain any
records describing how an individual
exercises his or her rights guaranteed
by the First Amendment of the U.S.
Constitution.

(2) These rights include, but are not
limited to, freedom of religion, freedom
of political beliefs, freedom of speech,
freedom of the press, the right to as-
semble, and the right to petition.

(e) System manager’s evaluation. Sys-
tems managers, along with the DeCA
Privacy Officer, shall evaluate the in-
formation to be included in each new
system before establishing the system
and evaluate periodically the informa-
tion contained in each existing system
of records for relevancy and necessity.
Such a review will also occur when a
system notice amendment or alter-
ation is prepared. Consider the fol-
lowing:

(1) The relationship of each item of
information retained and collected to
the purpose for which the system is
maintained.

(2) The specific impact on the pur-
pose or mission of not collecting each
category of information contained in
the system.

(3) The possibility of meeting the in-
formational requirements through use
of information not individually identi-
fiable or through other techniques,
such as sampling.
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4 See footnote 3 to § 327.5.

(4) The length of time each item of
personal information must be retained.

(5) The cost of maintaining the infor-
mation.

(6) The necessity and relevancy of the
information to the purpose for which it
was collected.

(f) Discontinued information require-
ments. (1) When notification is received
to stop collecting any category or item
of personal information, the DeCA PA
Officer will issue instructions to stop
immediately and also excise this infor-
mation from existing records, when
feasible, and amend existing notice.

(2) Disposition of these records will
be provided by the DeCA PA Officer in
accordance with the DeCA Filing Sys-
tem.3

(g) Government contractors. (1) When
DeCA contracts for the operation or
maintenance of a system of records or
a portion of a system of records by a
contractor, the record system or the
portion affected are considered to be
maintained by DeCA and are subject to
this part. DeCA is responsible for ap-
plying the requirements of this part to
the contractor. The contractor and its
employees are to be considered employ-
ees of DeCA for the purposes of the ap-
proved provisions of the Privacy Act
during the performance of the con-
tract. Consistent with the Defense Ac-
quisition Regulation, contracts requir-
ing the maintenance of a system of
records or the portion of a system of
records shall identify specifically the
record system and the work to be per-
formed and shall include in the solici-
tation and resulting contract such
terms as are prescribed in the Defense
Acquisition Regulation (DAR).4

(2) If the contractor must use or have
access to individually identifiable in-
formation subject to this part to per-
form any part of a contract, and the in-
formation would have been collected
and maintained by DeCA but for the
award of the contract, these contractor
activities are subject to this part.

(3) The restrictions in paragraphs
(g)(1) and (g)(2) of this section do not
apply to records:

(i) Established and maintained to as-
sist in making internal contractor
management decisions such as those
maintained for use in managing the
contract.

(ii) Those maintained as internal
contractor employee records even when
used in conjunction with providing
goods and services to DeCA.

(4) Disclosure of records to contrac-
tors. Disclosure of personal records to
a contractor for the use in the perform-
ance of any DeCA contract is consid-
ered a disclosure within the Depart-
ment of Defense (DoD). The contractor
is considered the agent of DeCA and is
to be maintaining and receiving the
records for DeCA.

(h) Safeguarding personal information.
DeCA personnel will protect records in
every system of records for confiden-
tiality against alteration, unauthor-
ized disclosure, embarrassment, or un-
fairness to any individual about when
information is kept.

(1) Supervisor/Manager paper records
maintained by DeCA personnel will be
treated as ‘For Official Use Only’
(FOUO) documents and secured in
locked file cabinets, desks or bookcases
during non-duty hours. During normal
working hours, these records will be
out-of-sight if the working area is ac-
cessible to non-government personnel.

(2) Personnel records maintained by
DeCA computer room or stand alone
systems, will be safeguarded at all
times. Printed computer reports con-
taining personal data must carry the
markings FOUO. Other media storing
personal data such as tapes, reels, disk
packs, etc., must be marked with labels
which bear FOUO and properly safe-
guarded.

(3) Adherence to paragraphs (h)(1)
and (h)(2) of this section, fulfills the re-
quirements of 32 CFR part 285.

(i) Records disposal. (1) DeCA records
containing personal data will be shred-
ded or torn to render the record unrec-
ognizable or beyond reconstruction.

(2) The transfer of large quantities of
DeCA records containing personal data
to disposal activities is not considered
a release of personal information under
this part. The volume of such transfers
makes it difficult or impossible to
identify easily specific individual
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records. Care must be exercised to en-
sure that the bulk is maintained so as
to prevent specific records from becom-
ing readily identifiable. If the bulk is
amintained, no special procedures are
required. if the bulk cannot be main-
tained, dispose of the records by shred-
ding or tearing to render the record un-
recognizable or beyond reconstruction.

§ 327.6 Collecting personal information

(a) Collect directly from the individual.
To the greatest extent practicable, col-
lect personal information directly from
the individual to whom it pertains if
the information may be used in making
any determination about the rights,
privileges, or benefits of the individual
under any Federal program.

(b) Collecting personal information from
third parties. It may not be practical to
collect personal information directly
from an individual in all cases. Some
examples of this are:

(1) Verification of information
through third party sources for secu-
rity or employment suitability deter-
minations;

(2) Seeking third party opinions such
as supervisory comments as to job
knowledge, duty performance, or other
opinion-type evaluations;

(3) When obtaining the needed infor-
mation directly from the individual is
exceptionally difficult or may result in
unreasonable costs; or

(4) Contacting a third party at the re-
quest of the individual to furnish cer-
tain information such as exact periods
of employment, termination dates,
copies of records, or similar informa-
tion.

(c) Collecting social security numbers
(SSNs). (1) It is unlawful for DeCA to
deny an individual any right, benefit,
or privilege provided by law because an
individual refuses to provide his or her
SSN. Executive Order 9397 authorizes
solicitation and use of SSNs as numer-
ical identifiers for individuals in most
Federal record systems, however, it
does not provide mandatory authority
for soliciting.

(2) When an individual is requested to
provide their SSN, they must be told:

(i) the uses that will be made of the
SSN;

(ii) The statute, regulation or rule
authorizing the solicitation of the
SSN; and

(iii) Whether providingthe SSN is
voluntary or mandatory.

(3) Once the SSN has been furnished
for the purpose of establishing a
record, the notification in paragraph
(c)(2) of this section is not required if
the individual is only requested to fur-
nish or verify the SSNs for identifica-
tion purposes in connection with the
normal use of his or her records.

(d) Privacy act statements. When a
DeCA individual is requested to furnish
personal information about himself or
herself for inclusion in a system of
records, a Privacy Act Statement is re-
quired regardless of the medium used
to collect the information, e.g. forms,
personal interviews, telephonic inter-
views. The statement allows the indi-
vidual to make a decision whether to
provide the information requested. The
statement will be concise, curent, and
easily understood and must state
whether providing the information is
voluntary or mandatory. if furnishing
the data is mandatory, a Federal stat-
ute, Executive Order, regulation or
other lawful order must be cited. If the
personal information solicited is not to
be incorporated into a DeCA system of
records, a PA statement is not re-
quired. This information obtained
without the PA statement will not be
incorporated into any DeCA systems of
records.

(1) The DeCA Privacy Act Statement
will include:

(i) The specific Federal statute or Ex-
ecutive Order that authorized collec-
tion of the requested information;

(ii) The principal purpose or purposes
for which the information is to be used;

(iii) The routine uses that will be
made of the information;

(iv) Whether providing the informa-
tion is voluntary or mandatory; and

(v) The effects on the individual if he
or she chooses not to provide the re-
quested information.

(2) Forms. When DeCA uses forms to
collect personal information, place-
ment of the Privacy Act advisory
statement should be in the following
order of preference:
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(i) Below the title of the form and po-
sitioned so the individual will be ad-
vised of the requested information,

(ii) Within the body of the form with
a notation of its location below the
title of the form,

(iii) On the reverse of the form with
a notation of its location below the
title of the form,

(iv) Attached to the form as a tear-
off sheet, or

(v) Issued as a separate supplement
to the form.

(3) Forms issued by non-DoD Activities.
Ensure that the statement prepared by
the originating agency on their forms
is adequate for the purpose for which
DeCA will use the form. If the state-
ment is inadequate, DeCA will prepare
a new statement before using the form.
Forms issued by other agencies not
subject to the Privacy Act but its use
requires DeCA to collect personal data,
a Privacy Act Statement will be added.

§ 327.7 Access by individuals

(a) Individual access to personal infor-
mation. Release of personal information
to individuals whose records are main-
tained in a systems of records under
this part is not considered public re-
lease of information. DeCA will release
to the individuals all of the personal
information, except to the extent the
information is contained in an exempt
system of records.

(1) Requests for access. (i) Individuals
in DeCA Headquarters and FOAs will
address requests for access to their per-
sonal information to the DeCA Privacy
Act Officers. Individuals in Regions,
CDCs, and commissaries, will address
requests to their respective Region Pri-
vacy Act Coordinator. The individual is
not required to explain or justify why
access is being sought.

(ii) If an individual wishes to be ac-
companied by a third party when seek-
ing access to his or her records or to
have the records released directly to
the third party, a signed access author-
ization granting the third party access
is required.

(iii) A DeCA individual will not be
denied access to his or her records be-
cause he or she refuses to provide his
or her SSN unless the SSN is the only
way retrieval can be made.

(2) Granting access. (i) If the record is
not part of an exempt system, DeCA
personnel will be granted access to the
original record or an exact copy of the
original record without any changes or
deletions. Medical records will be dis-
closed to the individual to whom they
pertain unless an individual fails to
comply with the established require-
ments. This includes refusing to name
a physician to receive medical records
when required, refusing to pay fees, or
when a judgment is made that access
to such records may have an adverse
effect on the mental or physical health
of the individual. Where an adverse ef-
fect may result, a release will be made
in consultation with a physician.

(ii) DeCA personnel may be denied
access to information compiled in rea-
sonable anticipation of a civil action or
proceeding. The term ‘‘civil pro-
ceeding’’ is intended to include quasi-
judicial and pretrial judicial pro-
ceedings. Information prepared in con-
junction with the quasi-judicial, pre-
trial and trial proceedings to include
those prepared by DeCA legal and non-
legal officials of the possible con-
sequences of a given course of action
are protected from access.

(iii) Requests by DeCA personnel for
access to investigatory records per-
taining to themselves, compiled for law
enforcement purposes, are processed
under this part and that of 32 CFR part
310. Those requests by DeCA personnel
for investigatory records pertaining to
themselves that are in records systems
exempt from access provisions shall be
processed under this part or 32 CFR
part 285, depending upon which pro-
vides the greatest degree of access.

(3) Non agency records. (i) Uncir-
culated personal notes and records that
are not given or circulated to any per-
son or organization (example, personal
telephone list) that are kept or dis-
carded at the author’s discretion and
over which DeCA exercises no direct
control, are not considered DeCA
records. However, if personnel are offi-
cially directed or encouraged, either in
writing or orally, to maintain such
records, they may become ‘‘agency
records’’ and may be subject to this
part.
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(ii) Personal uncirculate handwritten
notes of team leaders, office super-
visors, or military supervisory per-
sonnel concerning subordinates are not
a system of records within the meaning
of this part. Such notes are an exten-
sion of the individual’s memory. These
notes, however, must be maintained
and discarded at the discretion of the
individual supervisor and not cir-
culated to others. Any established re-
quirement to maintain such notes
(written or oral directives, regulation
or command policy) make these notes
‘‘AGENCY RECORDS.’’ If the notes are
circulated, they must be made a part of
the system of records. Any action that
gives personal notes the appearance of
official agency records is prohibited
unless they have been incorporated
into a DeCA system of records.

(b) Relationship between the Privacy
Act and the Freedom of Information Act
(FOIA). (1) Requests from DeCA indi-
viduals for access to a record per-
taining to themselves made under the
FOIA are processed under the provi-
sions of this part, 32 CFR part 310 and
DeCA Directive 30–12, Freedom of In-
formation Act (FOIA) Program.5

(2) Request from DeCA individuals or
access to a record pertaining to them-
selves are processed under this part
and 32 CFR part 310.

(3) Requests from DeCA individuals
for access to records about themselves
that cite both Acts or the DeCA imple-
menting directives for both Acts are
processed under this part except:

(i) When the access provisions of the
FOIA provide a greater degree of access
process under the FOIA, or

(ii) When access to the information
sought is controlled by another Federal
statute process access procedures
under the controlling statute.

(4) Requests from DeCA individuals
for access to information about them-
selves in a system of records that do
not cite either Act or DeCA imple-
menting directive are processed under
the procedures established by this part.

(5) DeCA requesters will not be de-
nied access to personal information
concerning themselves that would be
releasable to them under either Act be-
cause they fail to cite either Act or the

wrong Act. The Act or procedures used
in granting or denying access will be
explained to requesters.,

(6) DeCA requesters should receive
access to their records within 30 days.

(7) Records in all DeCA systems
maintained in accordance with the
Government-wide systems notices are
in temporary custody of DeCA, and all
requests or amend these records will be
processed in accordance with this part.

(c) Denial of individual access. (1) A
DeCA individual may be denied formal
access to a record pertaining to him/
her only if the record:

(i) Was compiled in reasonable antici-
pation of civil action.

(ii) Is in a system of records that has
been exempt from access provisions of
this part.

(iii) All systems of records main-
tained by the Defense Commissary
Agency shall be exempt from the re-
quirements of 5 U.S.C. 552a(d) pursuant
to 5 U.S.C. 552a(k)(1) to the extent that
the system contains any information
properly classified under Executive
Order 12958 and which is required by
the Executive Order to be withheld in
the interest of national defense or for-
eign policy. This exemption, which
may be applicable to parts of all sys-
tems of records, is necessary because
certain record systems not otherwise
specifically designated for exemptions
herein may contain items of informa-
tion that have been properly classified.

(iv) Is contained in a system of
records for which access may be denied
under some other Federal statute.

(v) All systems of records maintained
by the DeCA shall be exempt from the
requirements of 5 U.S.C. 552a(d) pursu-
ant to 5 U.S.C. 552a(k)(1) to the extent
that the system contains any informa-
tion properly classified under Execu-
tive Order 12958 and which is required
by the Executive Order to be withheld
in the interest of national defense of
foreign policy. This exemption, which
may be applicable to parts of all sys-
tems of records, is necessary because
certain record systems not otherwise
specifically designated for exemptions
herein may contain items of informa-
tion that have been properly classified.

(2) DeCA individuals will only be de-
nied access to those portions of the
records from which the denial of access
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serves some legitimate governmental
purpose.

(3) Other reasons to refuse DeCA indi-
viduals are:

(i) The request is not described well
enough to locate it within a reasonable
amount of effort by the PA Officer or
PA Coordinator; or

(ii) An individual fails to comply
with the established requirements in-
cluding refusing to name a physician to
receive medical records when required
or to pay fees.

(4) Only the DeCA IDA can deny ac-
cess. This denial must be in writing
and contain:

(i) The date of the denial, name, title
of position, and signature of the DeCA
Initial Denial Authority.

(ii) The specific reasons for the de-
nial, including specific reference to the
appropriate sections of the PA, other
statutes, this part or the Code of Fed-
eral Regulations (CFR);

(iii) Information providing the right
to appeal the denial through the DeCa
appeal procedure within 60 days, and
the title, position and address of the
DeCA PA Appellate Authority.

(5) DeCA Appeal Procedures. The Di-
rector of DeCA, or the designee, will re-
view any appeal by an individual from
a denial of access to DeCA records.
Formal written notification will be
provided to the individual explaining
whether the denial is sustained totally
or in part. The DeCA PA Officer will:

(i) Assign a control number and proc-
ess the appeal to the Director, DeCA or
the designee appointed by the Director.

(ii) Provide formal written notifica-
tion to the individual by the appeal au-
thority explaining whether the denial
is sustained totally or in part and the
exact reasons for the denial to include
provisions of the Act, other statute,
this part or the CFR whichever the de-
termination is based, or

(iii) Provide the individual access to
the material if the appeal is granted.

(iv) Process all appeals within 30 days
of receipt unless the appeal authority
determines the review cannot be made
within that period and provide notifi-
cation to the individual the reasons for
the delay and when an answer may be
expected.

(d) Amendment of records. (1) DeCA
employees are encouraged to review

the personal information being main-
tained abut them periodically. An indi-
vidual may request amendment of any
record contained in a system of records
unless the system of records has been
exempt specifically from the amend-
ment procedures by the Director, DeCa.
A request for amendment must include:

(i) A description of the item or items
to be amended.

(ii) The specific reason for the
amendment.

(iii) The type of amendment action
such as deletion, correction or addi-
tion.

(iv) Copies of evidence supporting the
request.

(v) DeCA employees may be required
to provide identification to make sure
that they are indeed seeking to amend
a record pertaining to themselves.

(2) The amendment process is not in-
tended to permit the alteration of evi-
dence presented in the course of judi-
cial or quasi-judicial proceedings.
Amendments to these records are made
through specific procedures established
for the amendment of these records.

(i) Written notification will be pro-
vided to the requester within 10 work-
ing days of its receipt by the DeCA PA
Officer. No notification will be pro-
vided to the requester if the action
completed within the 10 days. Only
under exceptional circumstances will
more than 30 days be required to reach
the decision to amend a request. If the
decision is to grant all or in part of the
request for amendment, the record will
be amended and the requester informed
and all other offices/personnel known
to be keeping the information.

(ii) If the request for amendment is
denied in whole or in part, The PA Offi-
cer will notify the individual in writing
and provide the specific reasons and
the procedures for appealing the deci-
sion.

(iii) All appeals are to be processed
within 30 days. If additional time is re-
quired, the requester will be informed
and provided when a final decision may
be expected.

(e) Fee assessments. (1) DeCA per-
sonnel will only be charged the direct
cost of copying and reproduction, com-
puted using the appropriate portions of
the fee schedule in DeCA Directive 30–
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12.6 Normally, fees are waived auto-
matically if the direct costs of a given
request are less than $30. This fee waiv-
er provision does not apply when a
waiver has been granted to the indi-
vidual before, and later requests appear
to be an extension or duplication of
that original request. Decisions to
waive or reduce fees that exceed the
automatic waiver threshold will be
made on a case-by-case basis. Fees may
not be charged when:

(i) Copying is performed for the con-
venience of the Government or is the
only means to make the record avail-
able for the individual.

(ii) No reading room is available for
the individual to review the record or a
copy is made to keep the original in
DeCA files.

(iii) The information may be ob-
tained without charge under any other
regulation, directive, or statute.

(2) No fees will be collected for
search, retrieval, and review of records
to determine releasability, copying of
records when the individual has not re-
quested a copy, transportation of
records and personnel, or normal post-
age.

§ 327.8 Disclosure of personal informa-
tion to other agencies and third
parties

(a) Disclosures and nonconsensual dis-
closures. (1) All requests made by DeCA
individuals for personal information
about other individuals (third parties)
will be processed under DeCA Directive
30–12 7 except when the third party per-
sonal information is contained in the
Privacy record of the individual mak-
ing the request.

(2) For the purposes of disclosure and
disclosure accounting, the Department
of Defense is considered a single agen-
cy.

(3) Personal information from DeCA
systems of records will not be disclosed
outside the DoD unless:

(i) The record has been requested by
the individual to whom it pertains,

(ii) Written consent has been given
by the individual to whom the record
pertains for release to the requesting
agency, activity, or individual, or

(iii) The release is pursuant to one of
the specific nonconsensual purposes set
forth in the Act.

(4) Records may be disclosed without
the consent of a DeCA individual to
any DoD official who has need for the
record in the performance of their as-
signed duties. Rank, position, or title
alone does not authorize this access.
An official need for this information
must exist.

(5) DeCA records must be disclosed if
their release is required by 32 CFR part
285, which is implemented by DeCA Di-
rective 30–12.8 32 CFR part 285 requires
that records be made available to the
public unless exempt from disclosure
under the FOIA.

(b) Normally releasable information.
Personal information that is normally
releasable without the consent of a
DeCA individual that does not imply a
clearly unwarranted invasion of per-
sonal privacy:

(1) Civilian employees:
(i) Name,
(ii) Present and past position titles,
(iii) Present and past grades,
(iv) Present and past salaries,
(v) Present and past duty stations,
(vi) Office or duty telephone num-

bers,
(2) Military members:
(i) Full name,
(ii) Rank,
(iii) Date of rank,
(iv) Gross salary,
(v) Past duty assignments,
(vi) Present duty assignments,
(vii) Future assignments that are of-

ficially established,
(viii) Office or duty telephone num-

bers,
(ix) Source of commission,
(x) Promotion sequence number,
(xi) Awards and decorations,
(xii) Attendance at professional mili-

tary schools,
(xiii) Duty status at any given time.
(3) All disclosures of personal infor-

mation on civilian employees shall be
made in accordance with the Office of
Personnel Management (OPM) and all
disclosures of personal information on
military members shall be made in ac-
cordance with the standards estab-
lished by 32 CFR part 285.
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(4) The release of DeCA employees’
home addresses and home telephone
numbers is considered a clearly unwar-
ranted invasion of personal privacy and
is prohibited; however, these may be
released without prior consent of the
employee if:

(i) The employee has indicated pre-
viously that he or she consents to their
release,

(ii) The releasing official was re-
quested to release the information
under the provisions of 32 CFR part 285.

(5) Before listing home addresses and
home telephone numbers in any DeCA
telephone directory, give the individ-
uals the opportunity to refuse such a
listing.

(c) Disclosures for established routine
uses. (1) Records may be disclosed out-
side of DeCA without consent of the in-
dividual to whom they pertain for an
established routine use.

(2) A routine use shall:
(i) Be compatible with the purpose

for which the record was collected;
(ii) Indicate to whom the record may

be released;
(iii) Indicate the uses to which the

information may be put by the receiv-
ing agency; and

(iv) Have been published previously
in the FEDERAL REGISTER.

(3) A routine use will be established
for each user of the information out-
side DeCA who need official access to
the records. This use may be discon-
tinued or amended without the consent
of the individual/s involved. Any rou-
tine use that is new or changed is pub-
lished in the FEDERAL REGISTER 30 days
before actually disclosing the record.
In addition to routine uses established
by DeCA individual system notices,
blanket routine uses have been estab-
lished. See Appendix C to this part.

(d) Disclosure without consent. DeCA
records may be disclosed without the
consent of the individual to whom they
pertain to another agency within or
under the control of the U.S. for a civil
or criminal law enforcement activity
if:

(1) The civil or criminal law enforce-
ment activity is authorized by law
(Federal, State, or local); and

(2) The head of the agency or instru-
mentality (or designee) has made a
written request to the Component

specifying the particular record or por-
tion desired and the law enforcement
activity for which it is sought.

(3) Blanket requests for any and all
records pertaining to an individual
shall not be honored. The requesting
agency or instrumentality must speci-
fy each record or portion desired and
how each relates to the authorized law
enforcement activity.

(4) This disclosure provision applies
when the law enforcement agency or
instrumentality request the record, If
the DoD Component discloses a record
outside the DoD for law enforcement
purposes without the individual’s con-
sent and without an adequate written
request, the disclosure must be pursu-
ant to an established routine use, such
as the blanket routine use for law en-
forcement.

(e) Disclosures to the public from health
care records. (1) The following general
information may be released to the
news media or public concerning a
DeCA employee treated or hospitalized
in DoD medical facilities and non-Fed-
eral facilities for whom the cost of the
care is paid by DoD:

(i) Personal information concerning
the patient that is provided in § 327.8
and under provisions of 32 CFR part
285.

(ii) The medical condition such as
the date of admission or disposition
and the present medical assessment of
the individual’s condition in the fol-
lowing terms if the medical doctor has
volunteered the information:

(A) The individual’s condition is pres-
ently (stable) (good) (fair) (serious) or
(critical), and

(B) Whether the patient is conscious,
semi-conscious or unconscious.

(2) Detailed medical and other per-
sonal information may be released on a
DeCA employee only if the employee
has given consent to the release. If the
employee is not conscious or com-
petent, no personal information, except
that required by 32 CFR part 285, will
be released until there has been enough
improvement in the patient’s condition
for them to give informed consent.

(3) Any item of personal information
may be released on a DeCA patient if
the patient has given consent to its re-
lease.
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missary Agency, ATTN: FOIA/Privacy Offi-
cer, 1300 E. Avenue, Fort Lee, VA 23801–1800. 2 See footnote 1 to this Appendix B.

(4) This part does not limit the dis-
closure of personal medical informa-
tion for other government agencies’
use in determining eligibility for spe-
cial assistance or other benefits pro-
vided disclosure in pursuant to a rou-
tine use.

APPENDIX A TO PART 327—SAMPLE
DECA RESPONSE LETTER

Mrs. Floria Employee
551 Florida Avenue
Oakland, CA 94618

Dear Mrs. Employee: This responds to your
Privacy Act request dated (enter date of re-
quest), in which you requested (describe re-
quested records).

Your request has been referred to our head-
quarters for further processing. They will re-
spond directly to you. Any questions con-
cerning your request may be made tele-
phonically (enter Privacy Officer’s telephone
number) or in writing to the following ad-
dress:

Defense Commissary Agency, Safety, Secu-
rity, and Administration, Attention: FOIA/
PA Officer, Fort Lee, VA 23801–1800.

I trust this information is responsive to
your needs.
(Signature block)

APPENDIX B TO PART 327—INTERNAL
MANAGEMENT CONTROL REVIEW
CHECKLIST

(a) Task: Personnel and/or Organization
Management.

(b) Subtask: Privacy Act (PA) Program.
(c) Organization:
(d) Action officer:
(e) Reviewer:
(f) Date completed:
(g) Assessable unit: The assessable units are

HQ, DeCA, Regions, Central Distribution
Centers, Field Operating Activities, and
commissaries. Each test question is anno-
tated to indicate which organization(s) is
(are) responsible for responding to the ques-
tion(s). Assessable unit managers responsible
for completing this checklist are shown in
the DeCA, MCP, DeCA Directive 70–2.1

(h) Event cycle 1: Establish and implement
a Privacy Act Program.

(1) Risk: If prescribed policies, procedures
and responsibilities of the Privacy Act Pro-
gram are not adhered to, sensitive private
information on individuals can be given out
to individuals.

(2) Control Objectives: The prescribed poli-
cies, procedures and responsibilities con-

tained in 5 U.S.C. 552a are followed to pro-
tect individual privacy and information re-
lease.

(3) Control Techniques: 32 CFR part 310 and
DeCA Directive 30–13,2 Privacy Act Program.

(i) Ensure that a PA program is established
and implemented.

(ii) Appoint an individual with PA respon-
sibilities and ensure the designation of ap-
propriate staff to assist.

(4) Test Questions: Explain rationale for
YES responses or provide cross-references
where rationale can be found. For NO re-
sponses, cross-reference to where corrective
action plans can be found. If response is NA,
explain rationale.

(i) Is a PA program established and imple-
mented in DeCA to encompass procedures for
subordinate activities? (DeCA HQ/SA, Region
IM). Response: Yes / No / NA. Remarks:

(ii) Is an individual appointed PA respon-
sibilities? (DeCA HQ/SA, Region IM). Re-
sponse: Yes / No / NA. Remarks:

(iii) Are the current names and office tele-
phone numbers furnished OSD, Private Act
Office of the PA Officer and the IDA? (DeCA
HQ/SA). Response: Yes / No / NA. Remarks:

(iv) Is the annual PA report prepared and
forwarded to OSD, Defense Privacy Office?
(DeCA HQ/SA). Response: Yes / No / NA. Re-
marks:

(v) Is PA awareness training/orientation
provided? Is in-depth training provided for
personnel involved in the establishment, de-
velopment, custody, maintenance and use of
a system of records? (DeCA HQ/SA, Region).
Response: Yes / No / NA. Remarks:

(vi) Is the PA Officer consulted by informa-
tion systems developers for privacy require-
ments which need to be included as part of
the life cycle management of information
consideration in information systems de-
sign? (DeCA HQ/SA, Region). Response: Yes /
No / NA. Remarks:

(vii) Is each system of records maintained
by DeCA supported by a Privacy Act System
Notice and has the systems notice been pub-
lished in the FEDERAL REGISTER? (DeCA HQ/
SA). Response: Yes / No / NA. Remarks:

(i) Event cycle 2: Processing PA Requests.
(1) Risk: Failure to process PA requests

correctly could result in privacy information
being released which subjects the Depart-
ment of Defense, DeCA or individuals to
criminal penalties.

(2) Control Objective: PA requests are proc-
essed correctly.

(3) Control Technique:
(i) Ensure PA requests are logged into a

formal control system.
(ii) Ensure PA requests are answered

promptly and correctly.
(iii) Ensure DeCA records are only with-

held when they fall under the general and
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specific exemptions of 5 U.S.C. 552a and one
or more of the nine exemptions under DeCA
Directive 30–12,3 Freedom of Information Act
(FOIA) Program.

(iv) Ensure all requests are coordinated
through the General Counsel.

(v) Ensure all requests are denied by the
DeCA IDA.

(vi) Ensure all appeals are forwarded to the
Director DeCA or his designee.

(4) Test Questions:
(i) Are PA requests logged into a formal

control system? (DeCA HQ/SA, Region IM).
Response: Yes / No / NA. Remarks:

(ii) Are individual requests for access ac-
knowledged within 10 working days after re-
ceipt? (DeCA HQ/SA, Region IM). Response:
Yes / No / NA. Remarks:

(iii) when more than 10 working days are
required to respond to a PA request, is the
requester informed, explaining the cir-
cumstances for the delay and provided an ap-
proximate date for completion? (DeCA HQ/
SA, Region IM). Response: Yes / No / NA. Re-
marks:

(iv) Are DeCA records withheld only when
they fall under one or more of the general or
specific exemptions of the PA or one or more
of the nine exemptions of the FOIA? (DeCA
HQ/SA, Region IM). Response: Yes / No / NA.
Remarks:

(v) Do denial letters contain the name and
title or position of the official who made the
determination, cite the exemption(s) on
which the denial is based and advise the PA
requester of their right to appeal the denial
to the Director DeCA or designee? (DeCA HQ/
SA). Response: Yes / No / NA. Remarks:

(vi) Are PA requests denied only by the HQ
DeCA IDA? (All). Response: Yes /No /NA. Re-
marks:

(vii) Is coordination met with the General
Counsel prior to forwarding a PA request to
the IDA? (DeCA HQ/SA). Response: Yes /No /
NA. Remarks:

(j) Event cycle 3: Requesting PA Informa-
tion.

(1) Risk: Obtaining personal information
resulting in a violation of the PA.

(2) Control Objective: Establish a system
before data collection and storage to ensure
no violation of the privacy of individuals.

(3) Control Technique: Ensure Privacy Act
Statement to obtain personal information is
furnished to individuals before data collec-
tion.

(4) Test Questions:
(i) Are all forms used to collect informa-

tion about individuals which will be part of
a system of records staffed with the PA Offi-
cer for correctness of the Privacy Act State-
ment? (DeCA HQ/SA, Region). Response: Yes /
No /NA. Remarks:

(ii) Are Privacy Statements prepared and
issued for all forms, formats and question-

naires that are subject to the PA, coordi-
nated with the DeCA forms manager? (DeCA
HQ/SA, Region). Response: Yes /No /NA. Re-
marks:

(iii) Do Privacy Act Statements furnished
to individuals provide the following:

(A) The authority for the request.
(B) The principal purpose for which the in-

formation will be used.
(C) Any routine uses.
(D) The consequences of failing to provide

the requested information. Yes /No /NA. Re-
marks:

(k) Event cycle 4: Records Maintenance.
(1) Risk: Unprotected records allowing in-

dividuals without a need to know access to
privacy information.

(2) Control Objective: PA records are prop-
erly maintained throughout their life cycle.

(3) Control Technique: Ensure the pre-
scribed policies and procedures are followed
during the life cycle of information.

(4) Test Questions:
(i) Are file cabinets/containers that house

PA records locked at all times to prevent un-
authorized access? (All). Response: Yes /No /
NA. Remarks:

(ii) Are personnel with job requirement
(need to know) only allowed access to PA in-
formation? (All). Response: Yes /No /NA. Re-
marks:

(iii) Are privacy act records treated as un-
classified records and designated ‘For Offi-
cial Use Only’? (All). Response: Yes /No /NA.
Remarks:

(iv) Are computer printouts that contain
privacy act information as well as disks,
tapes and other media marked ‘For Official
Use Only’? (All). Response: Yes /No /NA. Re-
marks:

(v) Is a Systems Manager appointed for
each automated/manual PA systems of
records? (DeCA HQ/SA, Region). Response:
Yes /No /NA. Remarks:

(vi) Are PA records maintained and dis-
posed of in accordance with DeCA Directive
30–2,4 The Defense Commissary Agency Fil-
ing System? (All). Response: Yes /No /NA.
Remarks:

(1) I attest that the above listed internal
controls provide reasonable assurance that
DeCA resources are adequately safeguarded.
I am satisfied that if the above controls are
fully operational, the internal controls for
this sub-task throughout DeCA are adequate.

Safety, Security and Administration.
FUNCTIONAL PROPONENT.
I have reviewed this sub-task within my

organization and have supplemented the pre-
scribed internal control review checklist
when warranted by unique environmental
circumstances. The controls prescribed in
this checklist, as amended, are in place and
operational for my organization (except for
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the weaknesses described in the attached
plan, which includes schedules for correcting
the weaknesses).

ASSESSABLE UNIT MANAGER (Signa-
ture).

APPENDIX C TO PART 327–DECA
BLANKET ROUTINE USES

(a) Routine Use—Law Enforcement. If a sys-
tem of records maintained by a DoD Compo-
nent, to carry out its functions, indicates a
violation or potential violation of law,
whether civil, criminal, or regulatory in na-
ture, and whether arising by general statute
or by regulation, rule, or order issued pursu-
ant thereto, the relevant records in the sys-
tem of records may be referred, as a routine
use, the agency concerned, whether Federal,
State, local, or foreign, charged with the re-
sponsibility of investigating or prosecuting
such violation or charged with enforcing or
implementing the statute, rule, regulation,
or order issued pursuant thereto.

(b) Routine Use—Disclosure when Requesting
Information. A record from a system of
records maintained by a Component may be
disclosed as a routine use to a Federal,
State, or local agency maintaining civil,
criminal, or other relevant enforcement in-
formation or other pertinent information,
such as current licenses, if necessary to ob-
tain information relevant to a Component
decision concerning the hiring or retention
of an employee, the issuance of a security
clearance, the letting of a contract, or the
issuance of a license, grant, or other benefit.

(c) Routine Use—Disclosure of Requested In-
formation. A record from a system of records
maintained by a Component may be dis-
closed to a Federal agency, in response to its
request, in connection with the hiring or re-
tention of an employee, the issuance of a se-
curity clearance, the reporting of an inves-
tigation of an employee, the letting of a con-
tract, or the issuance of a license, grant, or
other benefit by the requesting agency, to
the extent that the information is relevant
and necessary to the requesting agency’s de-
cision on the matter.

(d) Routine Use—Congressional Inquiries.
Disclosure from a system of records main-
tained by a Component may be made to a
congressional office from the record of an in-
dividual in response to an inquiry from the
congressional office made at the request of
that individual.

(e) Routine Use—Private Relief Legislation.
Relevant information contained in all sys-
tems of records of the Department of Defense
published on or before August 22, 1975, will be
disclosed to the OMB in connection with the
review of private relief legislation as set
forth in OMB Circular A–19 at any stage of
the legislative coordination and clearance
process as set forth in that Circular.

(f) Routine Use—Disclosures Required by
International Agreements. A record from a sys-
tem of records maintained by a Component
may be disclosed to foreign law enforcement,
security, investigatory, or administrative
authorities to comply with requirements im-
posed by, or to claim rights conferred in,
international agreements and arrangements
including those regulating the stationing
and status in foreign countries of DoD mili-
tary and civilian personnel.

(g) Routine Use—Disclosure to State and
Local Taxing Authorities. Any information
normally contained in Internal Revenue
Service (IRS) Form W–2 which is maintained
in a record from a system of records main-
tained by a Component may be disclosed to
State and local taxing authorities with
which the Secretary of the Treasury has en-
tered into agreements under 5 U.S.C., 5516,
5517, and 5520 and only to those State and
local taxing authorities for which an em-
ployee or military member is or was subject
to tax regardless of whether tax is or was
withheld. This routine use is in accordance
with Treasury Fiscal Requirements Manual
Bulletin No. 76–07.

(h) Routine Use—Disclosure to the Office of
Personnel Management. A record from a sys-
tem of records subject to the Privacy Act
and maintained by a Component may be dis-
closed to the Office of Personnel Manage-
ment (OPM) concerning information on pay
and leave, benefits, retirement deduction,
and any other information necessary for the
OPM to carry out its legally authorized gov-
ernment-wide personnel management func-
tions and studies.

(i) Routine Use—Disclosure to the Department
of Justice for Litigation. A record from a sys-
tem of records maintained by this compo-
nent may be disclosed as a routine use to
any component of the Department of Justice
for the purpose of representing the Depart-
ment of Defense, or any officer, employee or
member of the Department in pending or po-
tential litigation to which the record is per-
tinent.

(j) Routine Use—Disclosure to Military Bank-
ing Facilities Overseas. Information as to cur-
rent military addresses and assignments
may be provided to military banking facili-
ties who provide banking services overseas
and who are reimbursed by the Government
for certain checking and loan losses. For per-
sonnel separated, discharged, or retired from
the Armed Forces, information as to last
known residential or home of record address
may be provided to the military banking fa-
cility upon certification by a banking facil-
ity officer that the facility has a returned or
dishonored check negotiated by the indi-
vidual or the individual has defaulted on a
loan and that if restitution is not made by
the individual, the U.S. Government will be
liable for the losses the facility may incur.
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(k) Routine Use—Disclosure of Information to
the General Services Administration (GSA). A
record from a system of records maintained
by this component may be disclosed as a rou-
tine use to the General Services Administra-
tion (GSA) for the purpose of records man-
agement inspections conducted under au-
thority of 44 U.S.C. 2904 and 2906.

(l) Routine Use—Disclosure of Information to
the National Archives and Records Administra-
tion (NARA). A record from a system of
records maintained by this component may
be disclosed as a routine use to the National
Archives and Records Administration
(NARA) for the purpose of records manage-
ment inspections conducted under authority
of 44 U.S.C. 2904 and 2906.

(m) Routine Use—Disclosure to the Merit Sys-
tems Protection Board. A record from a system
of records maintained by this component
may be disclosed as a routine use to the
Merit Systems Protection Board, including
the Office of the Special Counsel for the pur-
pose of litigation, including administrative
proceedings, appeals, special studies of the
civil service and other merit systems, review
of OPM or component rules and regulations,
investigation of alleged or possible prohib-
ited personnel practices; including adminis-
trative proceedings involving any individual
subject of a DoD investigation, and such
other functions, promulgated in 5 U.S.C. 1205
and 1206, or as may be authorized by law.

(n) Routine Use—Counterintelligence Pur-
pose. A record from a system of records
maintained by this component may be dis-
closed as a routine use outside the DoD or
the U.S. Government for the purpose of
counterintelligence activities authorized by
U.S. Law or Executive Order or for the pur-
pose of enforcing laws which protect the na-
tional security of the United States.

PART 336—PUBLICATIONS OF PRO-
POSED AND ADOPTED REGULA-
TIONS AFFECTING THE PUBLIC

Sec.
336.1 Purpose.
336.2 Applicability and scope.
336.3 Policy.
336.4 Proposed regulations.
336.5 Publication in the FEDERAL REGISTER

of adopted regulations and other mat-
ters.

336.6 Petitions.
336.7 Effective date and implementation.

AUTHORITY: 10 U.S.C. 125.

§ 336.1 Purpose.
This part:
(a) Establishes a policy and proce-

dure by which the Department of De-
fense will invite the comments of the

public on those of its proposed regula-
tions and other types of rulemaking as
described hereafter which originate
within the Department of Defense as a
requirement of general applicability
and future effect designed to imple-
ment, interpret, or prescribe law or
policy, or practice or procedure re-
quirements of a component. This re-
quirement applies to those regulations
which constitute the authority for ac-
tions having a substantial and direct
impact on the public when consistent
with other responsibilities of the De-
partment for the efficient and respon-
sible conduct of public business.

(b) Implements the provisions of 5
U.S.C. 552 relating to the kinds of regu-
lations that must be published in the
FEDERAL REGISTER after they are
adopted.

[40 FR 4911, Feb. 3, 1975. Redesignated at 56
FR 64482, Dec. 10, 1991]

§ 336.2 Applicability and scope.

(a) The provisions of this part apply
to the Office of the Secretary of De-
fense, the Military Departments, the
Organization of the Joint Chiefs of
Staff, and the Defense Agencies (here-
inafter referred to singularly as a
‘‘DoD component’’ or collectively as
‘‘DoD components’’).

(b) These provisions are applicable to
those directives, instructions, regula-
tions, policy memoranda, manuals, and
other forms of rulemaking (hereinafter
referred to as ‘‘regulations’’) that have
a substantial and direct impact on the
public. Only a regulation which must
be published in the FEDERAL REGISTER
after its adoption in accordance with 5
U.S.C. 552 (as implemented in § 336.5)
comes within the requirement that it
be evaluated to determine whether it
will have the substantial and direct im-
pact on the public that warrants an in-
vitation for public comment prior to
its adoption. An implementation by a
subordinate component of a regulation
adopted by a component at a higher
level within the Department of Defense
is not deemed to ‘‘originate’’ a require-
ment of general applicability and fu-
ture effect, and therefore, does not fall
within the scope of the obligation to
invite public comment on its provi-
sions.
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(c) The determination by the compo-
nent originating a regulation shall be
final and conclusive in determining
whether a regulation or a proposed reg-
ulation comes within the purview of
this part. Consideration shall be given,
however, to the definition of ‘‘rule-
making’’ found in 5 U.S.C. 551 as it re-
lates to the requirements of 5 U.S.C.
553 in making this determination.

(d) The requirement for inviting pub-
lic comment on a proposed regulation
shall not be deemed applicable to any
proposed regulation coming within one
or more of the following exemptions or
exceptions to the rulemaking proce-
dures set forth in 5 U.S.C. 553.

(1) Any matter pertaining to a mili-
tary or foreign affairs function of the
United States which has been deter-
mined under the criteria of an Execu-
tive Order or statute to require a secu-
rity classification in the interests of
national defense or foreign policy.

(2) Any matter relating to (i) agency
management, (ii) agency personnel, or
(iii) public contracts (e.g., the Armed
Services Procurement Regulation), in-
cluding nonappropriated fund con-
tracts.

(3) Any matter involving (i) interpre-
tative rules, (ii) general statements of
policy, or (iii) rules of agency organiza-
tion, procedure, or practice.

(4) Any situation in which the DoD
Component for good cause finds that
inviting public comment on a proposed
regulation is (i) impracticable, (ii) un-
necessary, or (iii) contrary to the pub-
lic interest, and incorporates in the
adopted regulation that determination
and its basis.

(e) Exceptions to the requirement in
5 U.S.C. 552 for publication in the FED-
ERAL REGISTER of adopted regulations
for the guidance of the public shall be
made in accordance with guidance pro-
vided in 32 CFR 286.8.

[40 FR 4911, Feb. 3, 1975. Redesignated at 41
FR 27074, July 1, 1976, and further redesig-
nated and amended at 56 FR 64482, Dec. 10,
1991]

§ 336.3 Policy.
(a) It is the policy of the Department

of Defense to encourage the maximum
practicable participation of the public
in the formulation of regulations hav-
ing a substantial and direct impact on

the public, and to inform the public
fully through publication in the FED-
ERAL REGISTER of all adopted regula-
tions intended for public guidance.

(b) A proposed regulation which
would originate a Department of De-
fense policy having a substantial and
direct impact on the public should be
published, along with a notice of pur-
pose and authority, in the FEDERAL
REGISTER in order to invite public com-
ment within a designated time at least
30 days prior to its intended adoption.
This policy should be followed even
though the proposed regulation may
come within one or more of the excep-
tions or exemptions to the requirement
for prepublication of proposed rules de-
scribed in § 336.2(d) (2) (i) and (ii), (3)
and (4), unless it is determined by the
DoD Component as a matter within its
sole and exclusive prerogative that the
employment of the exception or exemp-
tion is appropriate to satisfy a signifi-
cant and legitimate interest of the DoD
Component or the public.

(c) After their adoption, all regula-
tions for the guidance of the public
shall be published in the FEDERAL REG-
ISTER in accordance with 5 U.S.C. 552,
even though they may come within one
or more of the exemptions described in
32 CFR 286.6. If no significant and le-
gitimate interest of the DoD Compo-
nent or public precludes such publica-
tion. This policy extends to some
adopted regulations for the guidance of
the public which were not the subject
of notice and public comment.

[40 FR 4911, Feb. 3, 1975. Redesignated at 41
FR 27074, July 1, 1976, and further redesig-
nated and amended at 56 FR 64482, Dec. 10,
1991]

§ 336.4 Proposed regulations.

(a) The general notice of a proposed
regulation shall be published in the
FEDERAL REGISTER in accordance with
the guidance contained in the ‘‘Federal
Register Handbook on Document
Drafting’’ (GSA), whenever that regu-
lation would have a substantial and di-
rect impact on the public or any sig-
nificant portion of the public, unless it
comes within one or more of the excep-
tions or exemptions previously set
forth in § 336.2(d).

(b) The notice shall include:
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(1) A statement of the purpose and
objective of the proposed regulation;

(2) Reference to the legal authority
under which the regulation is proposed;
and

(3) The terms or substance of the pro-
posed regulation.

(c) Whenever the originating DoD
Component finds that notice and pre-
publication of a proposed regulation for
public comment are impracticable, un-
necessary, or contrary to the public in-
terest, it shall incorporate that finding
and a brief statement of its reasons in
the adopted regulation, or it may adopt
and publish in the FEDERAL REGISTER a
separate regulation excepting or ex-
empting categories of regulations for
any of these reasons, with an expla-
nation of the basis for excepting or ex-
empting each particular category. Sep-
arate regulations for this purpose shall
be promulgated by the procedures for
proposed rules whenever this falls
within the requirements of paragraph
(a) of this section.

(d) Following the publication of no-
tice and the proposed regulation in the
FEDERAL REGISTER, the DoD Compo-
nent shall give all interested persons
an opportunity to participate in the
rulemaking through the submission of
written data, views, or arguments. An
opportunity for oral presentation will
normally not be provided, but may as a
matter within the sole and exclusive
prerogative of the component be ex-
tended where it is found to be in the in-
terest of the DoD Component or the
public. After careful consideration of
all relevant matter presented, the com-
ponent shall incorporate in the adopted
regulation a concise general statement
of its basis and purpose. A preamble to
the adopted regulation may be pub-
lished in the FEDERAL REGISTER to ex-
plain the relationship of the adopted
rule to the proposed rule, including the
nature and effect of public comments.

[40 FR 4911, Feb. 3, 1975. Redesignated at 41
FR 27074, July 1, 1976, and further redesig-
nated and amended at 56 FR 64482, Dec. 10,
1991]

§ 336.5 Publication in the Federal Reg-
ister of adopted regulations and
other matters.

Subject to the exemptions set forth
in 32 CFR 286.6:

(a) Each DoD Component shall pub-
lish in the FEDERAL REGISTER an in-
formative, current description for the
guidance of the public, of where, how,
and by what authority it performs any
of its functions. In deciding which in-
formation to publish in the FEDERAL
REGISTER a DoD Component shall con-
sider the fundamental objective of in-
forming all interested persons of how
to deal effectively with the component.

(b) Information to be published in the
FEDERAL REGISTER shall include:

(1) Descriptions of the central and
field organization of the component
concerned, and the established places
at which, the employees or members of
the armed forces from whom, and the
methods whereby the public may se-
cure information, make submittals or
requests, or obtain decisions.

(2) The procedures by which a DoD
Component conducts its business with
the public, both formally and infor-
mally.

(3) The rules of procedure which must
be followed, the description of forms
which must be completed, or the source
from which forms may be obtained, and
instructions on the scope and content
of papers, reports, examinations re-
quired to be submitted pursuant to
such rules of procedures, as adopted by
the component.

(4) Directives, instructions, regula-
tions, manuals, policy memorandums,
statements of general policy, or inter-
pretation of general applicability
adopted by the agency, and other sub-
stantive rules of general applicability
affecting the public.

(c) With the approval of the Director
of the Federal Register, the require-
ment for publication in the FEDERAL
REGISTER (1 CFR part 51, 37 FR 23614,
Nov. 4, 1972) may be satisfied by ref-
erence in the FEDERAL REGISTER to
other publications reasonably available
to the class of persons affected and
containing the information which must
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otherwise be published in the FEDERAL
REGISTER.

(1) In order to be eligible for incorpo-
ration by reference, the matter must
be in the nature of published data, cri-
teria, standards, specifications, tech-
niques, illustrations, or other pub-
lished information reasonably avail-
able to members of class affected
thereby.

(2) Incorporation by reference is not
acceptable as a complete substitute for
promulgating in full text material re-
quired to be published by 5 U.S.C. 552.

(3) Incorporation by reference is ac-
ceptable as a means of avoiding unnec-
essary repetition within the promul-
gated document of published informa-
tion already reasonably available to
the class affected. Examples include:

(i) Construction standards promul-
gated by a professional association or
architects, engineers, or builders.

(ii) Code of ethics promulgated by
professional organizations.

(iii) Forms and formats publicly or
privately published and readily avail-
able to the persons required to use
them.

(d) It is incumbent upon each compo-
nent to review all information of the
type described in paragraph (b) of this
section, to insure that it is published
on an up-to-date basis in the FEDERAL
REGISTER, including every amendment
revision, or repeal. No member of the
general public can be required to resort
to, or be adversely affected by, any ma-
terial not published as required by the
foregoing provisions of § 336.5 unless he
has actual and timely notice of the
content of that material.

[40 FR 4911, Feb. 3, 1975. Redesignated at 41
FR 27074, July 1, 1976, and further redesig-
nated and amended at 56 FR 64482, Dec. 10,
1991]

§ 336.6 Petitions.
Each component shall accord any in-

terested person the right to petition
for the issuance, amendment, or repeal
of a regulation that originates or
would originate, for the Department of
Defense or that component, a policy,
requirement, or procedure coming
within the scope of § 336.4. Any such pe-
tition shall be given full and prompt
consideration by the component
charged with the responsibility for

issuing such a regulation. The peti-
tioner shall be advised in writing of the
disposition, and the reason for the dis-
position, of any written petition for
the issuance, amendment, or repeal of
a regulation. The official responsibility
for disposition of the petition may at
his absolute discretion, grant the peti-
tioner a right to appear for the purpose
of supporting his petition if this is
compatible with the orderly conduct of
public business.

[40 FR 4911, Feb. 3, 1975. Redesignated at 41
FR 27074, July 1, 1976, and further redesig-
nated and amended at 56 FR 64482, Dec. 10,
1991]

§ 336.7 Effective date and implementa-
tion.

This part becomes effective on Feb-
ruary 1, 1975, but is applicable only to
the regulations promulgated under the
authority of a component after April 1,
1975. Two copies of implementing regu-
lations shall be forwarded to the Gen-
eral Counsel of the Department of De-
fense on or before April 1, 1975.

[40 FR 4911, Feb. 3, 1975. Redesignated at 41
FR 27074, July 1, 1976, and further redesig-
nated at 56 FR 64482, Dec. 10, 1991]

PART 337—AVAILABILITY OF DoD
DIRECTIVES, DoD INSTRUCTIONS,
DoD PUBLICATIONS, AND
CHANGES

Sec.
337.1 Ordering DoD Directives, DoD Instruc-

tions, and Changes.
337.2 Ordering DoD Publications.

AUTHORITY: 10 U.S.C. 133, 31 U.S.C. 483a.

§ 337.1 Ordering DoD Directives, DoD
Instructions, and Changes.

DoD Directives, DoD Instructions,
and changes published in Chapter 2—
Number Index section of DoD 5025.1–I,
‘‘DoD Directives System Annual
Index’’ (except those issuances identi-
fied as classified) are available to the
public and Government Agencies, at
cost, from the National Technical In-
formation Service, 5285 Port Royal
Road, Springfield, VA 22161, telephone
703–487–4650.

[55 FR 27225, July 2, 1990. Redesignated and
amended at 56 FR 64482, Dec. 10, 1991]
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§ 337.2 Ordering DoD Publications.
DoD publications and changes pub-

lished in Chapter 3—Publications sec-
tion of DoD 5025.1–l, ‘‘DoD Directives
System Annual Index’’ are available
from the various sources that are iden-
tified in the Availability Column. Ad-
dresses for forwarding written requests
to the various sources are listed at the
beginning of chapter 3. A fee will be
charged for DoD Publications ordered
from the National Technical Informa-
tion Service.

[56 FR 64482, Dec. 10, 1991]

PART 338—AVAILABILITY TO THE
PUBLIC OF DEFENSE NUCLEAR
AGENCY (DNA) INSTRUCTIONS
AND CHANGES THERETO

AUTHORITY: 10 U.S.C. 133, 5 U.S.C. 552.

§ 338.1 Ordering DNA issuances.
(a) The DNA issuances published in

the DNA indexes are published under
the following subject groups:

1000—Manpower, Personnel and Reserve
2000—International Programs

3000—Intelligence
4000—Logistics and Resources Management
5000—General Administration
6000—Health and Medical
7000—Comptrollership
DNA Instruction 5025.80, Index to Adminis-

trative Publications
AFRRI Instruction 5025.26N, Index to AFRRI

Publications
FC, DNA Instruction 5025.8B, Index to FC,

DNA Administrative Instruction

(b) Copies of DNA indexes and in-
structions may be ordered by telephone
or letter. The commercial telephone
number is (703) 325–7095. Include per-
sonal or company name, street address
or post office box, city, state, country
(if applicable) and zip code when sub-
mitting requests. Submit written re-
quests to: Defense Nuclear Agency,
Public Affairs Office, Washington, DC
20305–1000.

(c) This service is provided to the
public and to federal agencies other
than the Department of Defense. DNA
does not charge for requests for an
index and one instruction; however,
fees for larger orders are determined on
a case-by-case basis.

[51 FR 41300, Nov. 14, 1986. Redesignated at 56
FR 64482, Dec. 10, 1991]
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