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APPENDIX TO PART 160—SAMPLE CLAUSES

AUTHORITY: 7 U.S.C. 7b–2 and 12a(5); 15 
U.S.C. 6801 et seq.

SOURCE: 66 FR 21252, Apr. 27, 2001, unless 
otherwise noted.

§ 160.1 Purpose and scope. 
(a) Purpose. This part governs the 

treatment of nonpublic personal infor-
mation about consumers by the finan-

cial institutions listed in paragraph (b) 
of this section. This part: 

(1) Requires a financial institution to 
provide notice to customers about its 
privacy policies and practices; 

(2) Describes the conditions under 
which a financial institution may dis-
close nonpublic personal information 
about consumers to nonaffiliated third 
parties; and 

(3) Provides a method for consumers 
to prevent a financial institution from 
disclosing nonpublic personal informa-
tion to most nonaffiliated third parties 
by ‘‘opting out’’ of that disclosure, sub-
ject to the exceptions in §§ 160.13, 160.14, 
and 160.15. 

(b) Scope. This part applies only to 
nonpublic personal information about 
individuals who obtain financial prod-
ucts or services primarily for personal, 
family, or household purposes from the 
institutions listed below. This part 
does not apply to information about 
companies or about individuals who ob-
tain financial products or services pri-
marily for business, commercial, or ag-
ricultural purposes. This part applies 
to all futures commission merchants, 
commodity trading advisors, com-
modity pool operators and introducing 
brokers that are subject to the juris-
diction of the Commission, regardless 
whether they are required to register 
with the Commission. These entities 
are hereinafter referred to in this part 
as ‘‘you.’’ This part does not apply to 
foreign (non-resident) futures commis-
sion merchants, commodity trading ad-
visors, commodity pool operators and 
introducing brokers that are not reg-
istered with the Commission. Nothing 
in this part modifies, limits or 
supercedes the standards governing in-
dividually identifiable health informa-
tion promulgated by the Secretary of 
Health and Human Services under the 
authority of sections 262 and 264 of the 
Health Insurance Portability and Ac-
countability Act of 1996, 42 U.S.C. 
1320d–1320d–8.

§ 160.2 Rule of construction. 

(a) Safe harbor. The examples in this 
part and the sample clauses in the Ap-
pendix to this part are not exclusive. 
Compliance with an example or use of 
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a sample clause, to the extent applica-
ble, constitutes compliance with this 
part. 

(b) Substituted compliance. (1) Any per-
son or entity otherwise subject to this 
part that is subject to and in compli-
ance with Securities and Exchange 
Commission Regulation S–P, 17 CFR 
part 248, will be deemed to be in com-
pliance with this part. 

(2) Any commodity trading advisor 
otherwise subject to this part that is 
registered or required to be registered 
as an investment adviser in the state 
in which it maintains its principal of-
fice and place of business as defined in 
§ 275.203A–3 of this title, and that is 
subject to and in compliance with 16 
CFR part 313, will be deemed to be in 
compliance with this part.

§ 160.3 Definitions. 
For purposes of this part, unless the 

context requires otherwise: 
(a) Affiliate of a futures commission 

merchant, commodity trading advisor, 
commodity pool operator or intro-
ducing broker means any company 
that controls, is controlled by, or is 
under common control with a futures 
commission merchant, commodity 
trading advisor, commodity pool oper-
ator or introducing broker that is sub-
ject to the jurisdiction of the Commis-
sion. In addition, a futures commission 
merchant, commodity trading advisor, 
commodity pool operator or intro-
ducing broker subject to the jurisdic-
tion of the Commission will be deemed 
an affiliate of a company for purposes 
of this part if: 

(1) That company is regulated under 
Title V of the GLB Act by the Federal 
Trade Commission or by a federal func-
tional regulator other than the Com-
mission; and 

(2) Rules adopted by the Federal 
Trade Commission or another federal 
functional regulator under Title V of 
the GLB Act treat the futures commis-
sion merchant, commodity trading ad-
visor, commodity pool operator or in-
troducing broker as an affiliate of that 
company. 

(b)(1) Clear and conspicuous means 
that a notice is reasonably understand-
able and designed to call attention to 
the nature and significance of the in-
formation in the notice. 

(2) Examples—(i) Reasonably under-
standable. Your notice will be reason-
ably understandable if you: 

(A) Present the information in the 
notice in clear, concise sentences, 
paragraphs and sections; 

(B) Use short explanatory sentences 
or bullet lists whenever possible; 

(C) Use definite, concrete, everyday 
words and active voice whenever pos-
sible; 

(D) Avoid multiple negatives; 
(E) Avoid legal and highly technical 

business terminology whenever pos-
sible; and 

(F) Avoid explanations that are im-
precise and readily subject to different 
interpretations. 

(ii) Designed to call attention. Your no-
tice is designed to call attention to the 
nature and significance of the informa-
tion in it if you: 

(A) Use a plain-language heading to 
call attention to the notice; 

(B) Use a typeface and type size that 
are easy to read; 

(C) Provide wide margins and ample 
line spacing; 

(D) Use boldface or italics for key 
words; and 

(E) Use distinctive type size, style 
and graphic devices, such as shading or 
sidebars when you combine your notice 
with other information. 

(iii) Notices on web sites. If you pro-
vide notice on a web page, you design 
your notice to call attention to the na-
ture and significance of the informa-
tion in it if you use text or visual cues 
to encourage scrolling down the page, 
if necessary to view the entire notice, 
and ensure that other elements on the 
web site, such as text, graphics, 
hyperlinks or sound, do not distract 
from the notice, and you either: 

(A) Place the notice on a screen that 
consumers frequently access, such as a 
page on which transactions are con-
ducted; or 

(B) Place a link on a screen that con-
sumers frequently access, such as a 
page on which transactions are con-
ducted, that connects directly to the 
notice and is labeled appropriately to 
convey the importance, nature and rel-
evance of the notice. 

(c) Collect means to obtain informa-
tion that you organize or can retrieve 
by the name of an individual or by 
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identifying number, symbol or other 
identifying particular assigned to the 
individual, irrespective of the source of 
the underlying information. 

(d) Commission means the Commodity 
Futures Trading Commission. 

(e) Commodity pool operator has the 
same meaning as in section 1a(5) of the 
Commodity Exchange Act, as amended, 
and includes anyone registered as such 
under the Act. 

(f) Commodity trading advisor has the 
same meaning as in section 1a(6) of the 
Commodity Exchange Act, as amended, 
and includes anyone registered as such 
under the Act. 

(g) Company means any corporation, 
limited liability company, business 
trust, general or limited partnership, 
association or similar organization. 

(h)(1) Consumer means an individual 
who obtains or has obtained a financial 
product or service from you that is to 
be used primarily for personal, family 
or household purposes, or that individ-
ual’s legal representative. 

(2) Examples. (i) An individual is your 
consumer if he or she provides non-
public personal information to you in 
connection with obtaining or seeking 
to obtain brokerage or advisory serv-
ices, whether or not you provide serv-
ices to the individual or establish a 
continuing relationship with the indi-
vidual. 

(ii) An individual is not your con-
sumer if he or she provides you only 
with his or her name, address and gen-
eral areas of investment interest in 
connection with a request for a bro-
chure or other information about fi-
nancial products or services. 

(iii) An individual is not your con-
sumer if he or she has an account with 
another futures commission merchant 
(originating futures commission mer-
chant) for which you provide clearing 
services for an account in the name of 
the originating futures commission 
merchant. 

(iv) An individual who is a consumer 
of another financial institution is not 
your consumer solely because you act 
as agent for, or provide processing or 
other services to, that financial insti-
tution. 

(v) An individual is not your con-
sumer solely because he or she has des-
ignated you as trustee for a trust. 

(vi) An individual is not your con-
sumer solely because he or she is a ben-
eficiary of a trust for which you are a 
trustee. 

(vii) An individual is not your con-
sumer solely because he or she is a par-
ticipant or a beneficiary of an em-
ployee benefit plan that you sponsor or 
for which you act as a trustee or fidu-
ciary. 

(i) Consumer reporting agency has the 
same meaning as in section 603(f) of the 
Fair Credit Reporting Act (15 U.S.C. 
1681a(f)). 

(j) Control of a company means the 
power to exercise a controlling influ-
ence over the management or policies 
of a company whether through owner-
ship of securities, by contract, or oth-
erwise. Any person who owns bene-
ficially, either directly or through one 
or more controlled companies, more 
than 25 percent of the voting securities 
of any company is presumed to control 
the company. Any person who does not 
own more than 25 percent of the voting 
securities of a company will be pre-
sumed not to control the company. 

(k) Customer means a consumer who 
has a customer relationship with you. 

(l)(1) Customer relationship means a 
continuing relationship between a con-
sumer and you under which you pro-
vide one or more financial products or 
services to the consumer that are to be 
used primarily for personal, family or 
household purposes. 

(2) Examples—(i) Continuing relation-
ship. A consumer has a continuing rela-
tionship with you if: 

(A) You are a futures commission 
merchant through whom a consumer 
has opened an account, or that carries 
the consumer’s account on a fully-dis-
closed basis, or that effects or engages 
in commodity interest transactions 
with or for a consumer, even if you do 
not hold any assets of the consumer. 

(B) You are an introducing broker 
that solicits or accepts specific orders 
for trades; 

(C) You are a commodity trading ad-
visor with whom a consumer has a con-
tract or subscription, either written or 
oral, regardless of whether the advice 
is standardized, or is based on, or tai-
lored to, the commodity interest or 
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cash market positions or other cir-
cumstances or characteristics of the 
particular consumer; 

(D) You are a commodity pool oper-
ator, and you accept or receive from 
the consumer, funds, securities, or 
property for the purpose of purchasing 
an interest in a commodity pool; 

(E) You hold securities or other as-
sets as collateral for a loan made to 
the consumer, even if you did not make 
the loan or do not effect any trans-
actions on behalf of the consumer; or 

(F) You regularly effect or engage in 
commodity interest transactions with 
or for a consumer even if you do not 
hold any assets of the consumer. 

(ii) No continuing relationship. A con-
sumer does not have a continuing rela-
tionship with you if: 

(A) You have acted solely as a ‘‘find-
er’’ for a futures commission merchant, 
and you do not solicit or accept spe-
cific orders for trades; or 

(B) You have solicited the consumer 
to participate in a pool or to direct his 
or her account and he or she has not 
provided you with funds to participate 
in a pool or entered into any agree-
ment for you to direct his or her ac-
count. 

(m) Federal functional regulator means: 
(1) The Board of Governors of the 

Federal Reserve System; 
(2) The Office of the Comptroller of 

the Currency; 
(3) The Board of Directors of the Fed-

eral Deposit Insurance Corporation; 
(4) The Director of the Office of 

Thrift Supervision; 
(5) The National Credit Union Admin-

istration Board; 
(6) The Securities and Exchange 

Commission; and 
(7) The Commodity Futures Trading 

Commission. 
(n)(1) Financial institution means: 
(i) Any futures commission mer-

chant, commodity trading advisor, 
commodity pool operator or intro-
ducing broker that is registered with 
the Commission as such or is otherwise 
subject to the Commission’s jurisdic-
tion; and 

(ii) Any other institution the busi-
ness of which is engaging in financial 
activities as described in section 4(k) of 
the Bank Holding Company Act of 1956, 
12 U.S.C. 1843(k). 

(2) Financial institution does not in-
clude: 

(i) Any person or entity, other than a 
futures commission merchant, com-
modity trading advisor, commodity 
pool operator or introducing broker 
that, with respect to any financial ac-
tivity, is subject to the jurisdiction of 
the Commission under the Act. 

(ii) The Federal Agricultural Mort-
gage Corporation or any entity char-
tered and operating under the Farm 
Credit Act of 1971 (12 U.S.C. 2001 et seq.); 
or 

(iii) Institutions chartered by Con-
gress specifically to engage in 
securitizations, secondary market sales 
(including sales of servicing rights) or 
similar transactions related to a trans-
action of a consumer, as long as such 
institutions do not sell or transfer non-
public personal information to a non-
affiliated third party. 

(o)(1) Financial product or service 
means: 

(i) Any product or service that a fu-
tures commission merchant, com-
modity trading advisor, commodity 
pool operator, or introducing broker 
could offer that is subject to the Com-
mission’s jurisdiction; and 

(ii) Any product or service that any 
other financial institution could offer 
by engaging in an activity that is fi-
nancial in nature or incidental to such 
a financial activity under section 4(k) 
of the Bank Holding Company Act of 
1956, 12 U.S.C. 1843(k). 

(2) Financial service includes your 
evaluation or brokerage of information 
that you collect in connection with a 
request or an application from a con-
sumer for a financial product or serv-
ice. 

(p) Futures commission merchant has 
the same meaning as in section 1a(20) 
of the Commodity Exchange Act, as 
amended, and includes any person reg-
istered as such under the Act. 

(q) GLB Act means the Gramm-
Leach-Bliley Act (Pub. L. No. 106–102, 
113 Stat. 1338 (1999)). 

(r) Introducing broker has the same 
meaning as in section 1a(23) of the 
Commodity Exchange Act, as amended, 
and includes any person registered as 
such under the Act. 

(s)(1) Nonaffiliated third party means 
any person except: 
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(i) Your affiliate; or 
(ii) A person employed jointly by you 

and any company that is not your affil-
iate, but nonaffiliated third party in-
cludes the other company that jointly 
employs the person. 

(2) Nonaffiliated third party includes 
any company that is an affiliate solely 
by virtue of your or your affiliate’s di-
rect or indirect ownership or control of 
the company in conducting merchant 
banking or investment banking activi-
ties of the type described in section 
4(k)(4)(H) or insurance company invest-
ment activities of the type described in 
section 4(k)(4)(I) of the Bank Holding 
Company Act of 1956, 12 U.S.C. 
1843(k)(4)(H) and (I). 

(t)(1) Nonpublic personal information 
means: 

(i) Personally identifiable financial 
information; and 

(ii) Any list, description or other 
grouping of consumers, and publicly 
available information pertaining to 
them, that is derived using any person-
ally identifiable financial information 
that is not publicly available informa-
tion. 

(2) Nonpublic personal information does 
not include: 

(i) Publicly available information, 
except as included on a list described in 
paragraph (t)(1)(ii) of this section or 
when the publicly available informa-
tion is disclosed in a manner that indi-
cates the individual is or has been your 
consumer; or 

(ii) Any list, description or other 
grouping of consumers, and publicly 
available information pertaining to 
them, that is derived without using 
any personally identifiable financial 
information that is not publicly avail-
able information. 

(3) Examples of lists. (i) Nonpublic per-
sonal information includes any list of 
individuals’ names and street addresses 
that is derived in whole or in part 
using personally identifiable financial 
information that is not publicly avail-
able information, such as account num-
bers. 

(ii) Nonpublic personal information 
does not include any list of individuals’ 
names and addresses that contains 
only publicly available information, is 
not derived in whole or in part using 
personally identifiable financial infor-

mation that is not publicly available 
information, and is not disclosed in a 
manner that indicates that any of the 
individuals on the list is a consumer of 
a financial institution. 

(u)(1) Personally identifiable financial 
information means any information: 

(i) A consumer provides to you to ob-
tain a financial product or service from 
you; 

(ii) About a consumer resulting from 
any transaction involving a financial 
product or service between you and a 
consumer; or 

(iii) You otherwise obtain about a 
consumer in connection with providing 
a financial product or service to that 
consumer. 

(2) Examples—(i) Information included. 
Personally identifiable financial infor-
mation includes: 

(A) Information a consumer provides 
to you on an application to open a 
commodity trading account, invest in a 
commodity pool, or to obtain another 
financial product or service; 

(B) Account balance information, 
payment history, overdraft history, 
margin call history, trading history, 
and credit or debit card purchase infor-
mation; 

(C) The fact that an individual is or 
has been one of your customers or has 
obtained a financial product or service 
from you; 

(D) Any information about your con-
sumer if it is disclosed in a manner 
that indicates that the individual is or 
has been your consumer; 

(E) Any information you collect 
through an Internet ‘‘cookie’’ (an in-
formation-collecting device from a web 
server); and 

(F) Information from a consumer re-
port. 

(ii) Information not included. Person-
ally identifiable financial information 
does not include: 

(A) A list of names and addresses of 
customers of an entity that is not a fi-
nancial institution; or 

(B) Information that does not iden-
tify a consumer, such as aggregate in-
formation or blind data that does not 
contain personal identifiers such as ac-
count numbers, names or addresses. 
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(v)(1) Publicly available information 
means any information that you rea-
sonably believe is lawfully made avail-
able to the general public from: 

(i) Federal, state or local government 
records; 

(ii) Widely distributed media; or 
(iii) Disclosures to the general public 

that are required to be made by fed-
eral, state or local law. 

(2) Examples—(i) Reasonable belief. 
(A) You have a reasonable belief that 

information about your consumer is 
made available to the general public if 
you have confirmed, or your consumer 
has represented to you, that the infor-
mation is publicly available from a 
source described in paragraphs (v)(1)(i)–
(iii) of this section. 

(B) You have a reasonable belief that 
information about your consumer is 
made available to the general public if 
you have taken steps to submit the in-
formation, in accordance with your in-
ternal procedures and policies and with 
applicable law, to a keeper of federal, 
state or local government records that 
is required by law to make the infor-
mation publicly available. 

(C) You have a reasonable belief that 
an individual’s telephone number is 
lawfully made available to the general 
public if you have located the tele-
phone number in the telephone book or 
on an internet listing service, or the 
consumer has informed you that the 
telephone number is not unlisted. 

(D) You do not have a reasonable be-
lief that information about a consumer 
is publicly available solely because 
that information would normally be re-
corded with a keeper of federal, state 
or local government records that is re-
quired by law to make the information 
publicly available, if the consumer has 
the ability in accordance with applica-
ble law to keep that information non-
public, such as where a consumer may 
record a deed in the name of a blind 
trust. 

(ii) Government records. Publicly 
available information in government 
records includes information in govern-
ment real estate records and security 
interest filings. 

(iii) Widely distributed media. Publicly 
available information from widely dis-
tributed media includes information 
from a telephone book, a television or 

radio program, a newspaper, or a web 
site that is available to the general 
public on an unrestricted basis. A web 
site is not restricted merely because an 
Internet service provider or a site oper-
ator requires a fee or password, so long 
as access is available to the general 
public. 

(w) You means: 
(1) Any futures commission mer-

chant; 
(2) Any commodity trading advisor; 
(3) Any commodity pool operator; 

and 
(4) Any introducing broker subject to 

the jurisdiction of the Commission.

Subpart A—Privacy and Opt Out 
Notices

§ 160.4 Initial privacy notice to con-
sumers required. 

(a) Initial notice requirement. You 
must provide a clear and conspicuous 
notice that accurately reflects your 
privacy policies and practices to: 

(1) Customer. An individual who be-
comes your customer, not later than 
when you establish a customer rela-
tionship, except as provided in para-
graph (e) of this section; and 

(2) Consumer. A consumer, before you 
disclose any nonpublic personal infor-
mation about the consumer to any 
nonaffiliated third party, if you make 
such a disclosure other than as author-
ized by §§ 160.14 and 160.15. 

(b) When initial notice to a consumer is 
not required. You are not required to 
provide an initial notice to a consumer 
under paragraph (a) of this section if: 

(1) You do not disclose any nonpublic 
personal information about the con-
sumer to any nonaffiliated third party 
other than as authorized by §§ 160.14 
and 160.15; and 

(2) You do not have a customer rela-
tionship with the consumer. 

(c) When you establish a customer rela-
tionship. 

(1) General rule. You establish a cus-
tomer relationship when you and the 
consumer enter into a continuing rela-
tionship. 

(2) Examples of establishing customer 
relationship. You establish a customer 
relationship when the consumer: 

VerDate Jan<31>2003 11:54 Apr 17, 2003 Jkt 200052 PO 00000 Frm 00557 Fmt 8010 Sfmt 8010 Y:\SGML\200052T.XXX 200052T



558

17 CFR Ch. I (4–1–03 Edition)§ 160.5 

(i) Instructs you to execute a com-
modity interest transaction for the 
consumer; 

(ii) Opens a commodity interest ac-
count through an introducing broker 
or with a futures commission merchant 
that clears transactions for its cus-
tomers through you on a fully-dis-
closed basis; 

(iii) Transmits specific orders for 
commodity interest transactions to 
you that you pass on to a futures com-
mission merchant for execution, if you 
are an introducing broker; 

(iv) Enters into an advisory contract 
or subscription with you, whether in 
writing or orally, and whether you pro-
vide standardized, or individually tai-
lored commodity trading advice based 
on the customer’s commodity interest 
or cash market positions or other cir-
cumstances or characteristics, if you 
are a commodity trading adviser; or 

(v) Provides to you funds, securities, 
or property for an interest in a com-
modity pool, if you are a commodity 
pool operator. 

(d) Existing customers. When an exist-
ing customer obtains a new financial 
product or service from you that is to 
be used primarily for personal, family 
or household purposes, you satisfy the 
initial notice requirements of para-
graph (a) of this section as follows: 

(1) You may provide a revised privacy 
notice under § 160.8 that covers the cus-
tomer’s new financial product or serv-
ice; or 

(2) If the initial, revised or annual 
notice that you most recently provided 
to that customer was accurate with re-
spect to the new financial product or 
service, you do not need to provide a 
new privacy notice under paragraph (a) 
of this section. 

(e) Exceptions to allow subsequent de-
livery of notice. (1) You may provide the 
initial notice required by paragraph 
(a)(1) of this section within a reason-
able time after you establish a cus-
tomer relationship if: 

(i) Establishing the customer rela-
tionship is not at the customer’s elec-
tion; 

(ii) Providing notice not later than 
when you establish a customer rela-
tionship would substantially delay the 
customer’s transaction and the cus-

tomer agrees to receive the notice at a 
later time; 

(iii) A nonaffiliated financial institu-
tion establishes a customer relation-
ship between you and a consumer with-
out your prior knowledge; or 

(iv) You have established a customer 
relationship with a customer in a bulk 
transfer in accordance with § 1.65, if 
you are a transferee futures commis-
sion merchant or introducing broker. 

(2) Examples of exceptions.—(i) Not at 
customer’s election. Establishing a cus-
tomer relationship is not at the cus-
tomer’s election if you acquire the cus-
tomer’s commodity interest account 
from another financial institution and 
the customer does not have a choice 
about your acquisition. 

(ii) Substantial delay of customer’s 
transaction. Providing notice not later 
than when you establish a customer re-
lationship would substantially delay 
the customer’s transaction when you 
and the individual agree over the tele-
phone to enter into a customer rela-
tionship involving prompt delivery of 
the financial product or service. 

(iii) No substantial delay of customer’s 
transaction. Providing notice not later 
than when you establish a customer re-
lationship would not substantially 
delay the customer’s transaction when 
the relationship is initiated in person 
at your office or through other means 
by which the customer may view the 
notice, such as on a web site. 

(f) Delivery of notice. When you are re-
quired by this section to deliver an ini-
tial privacy notice, you must deliver it 
according to the provisions of § 160.9. If 
you use a short-form initial notice for 
non-customers according to § 160.6(d), 
you may deliver your privacy notice as 
provided in section § 160.6(d)(3).

§ 160.5 Annual privacy notice to cus-
tomers required. 

(a)(1) General rule. You must provide 
a clear and conspicuous notice to cus-
tomers that accurately reflects your 
privacy policies and practices not less 
than annually during the life of the 
customer relationship. Annually means 
at least once in any period of 12 con-
secutive months during which that re-
lationship exists. You may define the 
12-consecutive-month period, but you 
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must apply it to the customer on a 
consistent basis. 

(2) Example. You provide notice annu-
ally if you define the 12-consecutive-
month period as a calendar year and 
provide the annual notice to the cus-
tomer once in each calendar year fol-
lowing the calendar year in which you 
provided the initial notice. For exam-
ple, if a customer opens an account on 
any day of year 1, you must provide an 
annual notice to that customer by De-
cember 31 of year 2. 

(b)(1) Termination of customer relation-
ship. You are not required to provide 
an annual notice to a former customer. 

(2) Examples. Your customer becomes 
a former customer when: 

(i) The individual’s commodity inter-
est account is closed; 

(ii) The individual’s advisory con-
tract or subscription is terminated or 
expires; or 

(iii) The individual has redeemed all 
of his or her units in your pool. 

(c) Delivery of notice. When you are 
required by this section to deliver an 
annual privacy notice, you must de-
liver it in the manner provided by 
§ 160.9.

§ 160.6 Information to be included in 
privacy notices. 

(a) General rule. The initial, annual, 
and revised privacy notices that you 
provide under §§ 160.4, 160.5 and 160.8 
must include each of the following 
items of information that applies to 
you or to the consumers to whom you 
send your privacy notice, in addition to 
any other information you wish to pro-
vide: 

(1) The categories of nonpublic per-
sonal information that you collect; 

(2) The categories of nonpublic per-
sonal information that you disclose; 

(3) The categories of affiliates and 
nonaffiliated third parties to whom 
you disclose nonpublic personal infor-
mation, other than those parties to 
whom you disclose information under 
§§ 160.14 and 160.15; 

(4) The categories of nonpublic per-
sonal information about your former 
customers that you disclose and the 
categories of affiliates and non-
affiliated third parties to whom you 
disclose nonpublic personal informa-
tion about your former customers, 

other than those parties to whom you 
disclose information under §§ 160.14 and 
160.15; 

(5) If you disclose nonpublic personal 
information to a nonaffiliated third 
party under § 160.13 (and no other ex-
ception applies to that disclosure), a 
separate statement of the categories of 
information you disclose and the cat-
egories of third parties with whom you 
have contracted; 

(6) An explanation of the consumer’s 
rights under § 160.10(a) to opt out of the 
disclosure of nonpublic personal infor-
mation to nonaffiliated third parties, 
including the method(s) by which the 
consumer may exercise that right at 
that time; 

(7) Any disclosures that you make 
under § 603(d)(2)(A)(iii) of the Fair Cred-
it Reporting Act (15 U.S.C. 
1681a(d)(2)(A)(iii)) (that is, notices re-
garding the ability to opt out of disclo-
sures of information among affiliates); 

(8) Your policies and practices with 
respect to protecting the confiden-
tiality and security of nonpublic per-
sonal information; and 

(9) Any disclosure that you make 
under paragraph (b) of this section. 

(b) Description of nonaffiliated third 
parties subject to exceptions. If you dis-
close nonpublic personal information 
to third parties as authorized under 
§§ 160.14 and 160.15, you are not required 
to list those exceptions in the initial or 
annual privacy notices required by 
§§ 160.4 and 160.5. When describing the 
categories with respect to those par-
ties, you are required to state only 
that you make disclosures to other 
nonaffiliated parties as permitted by 
law. 

(c) Examples—(1) Categories of non-
public personal information that you col-
lect. You satisfy the requirement to 
categorize the nonpublic personal in-
formation that you collect if you list 
the following categories, as applicable: 

(i) Information from the consumer; 
(ii) Information about the consumer’s 

transactions with you or your affili-
ates; 

(iii) Information about the con-
sumer’s transactions with nonaffiliated 
third parties; and 

(iv) Information from a consumer re-
porting agency. 
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(2) Categories of nonpublic personal in-
formation you disclose. (i) You satisfy 
the requirement to categorize the non-
public personal information you dis-
close if you list the categories de-
scribed in paragraph (e)(1) of this sec-
tion, as applicable, and a few examples 
to illustrate the types of information 
in each category. 

(ii) If you reserve the right to dis-
close all of the nonpublic personal in-
formation about consumers that you 
collect, you may simply state that fact 
without describing the categories or 
examples of the nonpublic personal in-
formation you disclose. 

(3) Categories of affiliates and non-
affiliated third parties to whom you dis-
close. You satisfy the requirement to 
categorize the affiliates and non-
affiliated third parties to whom you 
disclose nonpublic personal informa-
tion if you list the following cat-
egories, as applicable, and a few exam-
ples to illustrate the types of third par-
ties in each category: 

(i) Financial service providers; 
(ii) Non-financial companies; and 
(iii) Others. 
(4) Disclosures under exception for serv-

ice providers and joint marketers. If you 
disclose nonpublic personal informa-
tion under the exception in § 160.13 to a 
nonaffiliated third party to market 
products or services that you offer 
alone or jointly with another financial 
institution, you satisfy the disclosure 
requirement of paragraph (a)(5) of this 
section if you: 

(i) List the categories of nonpublic 
personal information you disclose, 
using the same categories and exam-
ples you used to meet the requirements 
of paragraph (a)(2) of this section, as 
applicable; and 

(ii) State whether the third party is: 
(A) A service provider that performs 

marketing services on your behalf or 
on behalf of you and another financial 
institution; or 

(B) A financial institution with 
which you have a joint marketing 
agreement. 

(5) Simplified notices. If you do not dis-
close, and do not wish to reserve the 
right to disclose, nonpublic personal 
information to affiliates or non-
affiliated third parties except as au-
thorized under §§ 160.14 and 160.15, you 

may simply state that fact, in addition 
to information you must provide under 
paragraphs (a)(1), (a)(8), (a)(9) and (b) of 
this section. 

(6) Confidentiality and security. You 
describe your policies and practices 
with respect to protecting the con-
fidentiality and security of nonpublic 
personal information if you do both of 
the following: 

(i) Describe in general terms who is 
authorized to have access to the infor-
mation; and 

(ii) State whether you have security 
practices and procedures in place to en-
sure the confidentiality of the informa-
tion in accordance with your policy. 
You are not required to describe tech-
nical information about the safeguards 
you use. 

(d) Short-form initial notice with opt 
out notice for non-customers. (1) You 
may satisfy the initial notice require-
ments in §§ 160.4(a)(2), 160.7(b) and 
160.7(c) for a consumer who is not a 
customer by providing a short-form 
initial notice at the same time as you 
deliver an opt out notice as required in 
160.7. 

(2) A short-form initial notice must: 
(i) Be clear and conspicuous; 
(ii) State that your privacy notice is 

available upon request; and 
(iii) Explain a reasonable means by 

which the consumer may obtain your 
privacy notice. 

(3) You must deliver your short-form 
initial notice according to § 160.9. You 
are not required to deliver your pri-
vacy notice with your short-form ini-
tial notice. You instead may simply 
provide the consumer a reasonable 
means to obtain your privacy notice. If 
a consumer who receives your short-
form notice requests your privacy no-
tice, you must deliver your privacy no-
tice according to § 160.9. 

(4) Examples of obtaining privacy no-
tice. You provide a reasonable means by 
which a consumer may obtain a copy of 
your privacy notice if you: 

(i) Provide a toll-free telephone num-
ber that the consumer may call to re-
quest the notice; or 

(ii) For a consumer who conducts 
business in person at your office, main-
tain copies of the notice on hand that 
you provide to the consumer imme-
diately upon request. 
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(e) Future disclosures. Your notice 
may include: 

(1) Categories of nonpublic personal 
information that you reserve the right 
to disclose in the future, but do not 
currently disclose; and 

(2) Categories of affiliates and non-
affiliated third parties to whom you re-
serve the right in the future to dis-
close, but to whom you do not cur-
rently disclose, nonpublic personal in-
formation. 

(f) Sample clauses. Sample clauses il-
lustrating some of the notice content 
required by this section are included in 
the Appendix of this part.

§ 160.7 Form of opt out notice to con-
sumers; opt out methods. 

(a)(1) Form of opt out notice. If you are 
required to provide an opt out notice 
under § 160.10(a), you must provide a 
clear and conspicuous notice to each of 
your consumers that accurately ex-
plains the right to opt out under that 
section. The notice must state: 

(i) That you disclose or reserve the 
right to disclose nonpublic personal in-
formation about your consumer to a 
nonaffiliated third party; 

(ii) That the consumer has the right 
to opt out of that disclosure; and 

(iii) A reasonable means by which the 
consumer may exercise the opt out 
right. 

(2) Examples—(i) Adequate opt out no-
tice. You provide adequate notice that 
the consumer can opt out of the disclo-
sure of nonpublic personal information 
to a nonaffiliated third party if you: 

(A) Identify all of the categories of 
nonpublic personal information that 
you disclose or reserve the right to dis-
close, and all of the categories of non-
affiliated third parties to which you 
disclose the information, as described 
in § 160.6(a)(2) and (3), and state that 
the consumer can opt out of the disclo-
sure of that information; and 

(B) Identify the financial products or 
services that the consumer obtains 
from you, either singly or jointly, to 
which the opt out direction would 
apply. 

(ii) Reasonable means to opt out. You 
provide a reasonable means to exercise 
an opt out right if you: 

(A) Designate check-off boxes in a 
prominent position on the relevant 
forms with the opt out notice; 

(B) Include a reply form together 
with the opt out notice; 

(C) Provide an electronic means to 
opt out, such as a form that can be sent 
via electronic mail or a process at your 
web site, if the consumer agrees to the 
electronic delivery of information; or 

(D) Provide a toll-free telephone 
number that consumers may call to opt 
out. 

(iii) Unreasonable opt out means. You 
do not provide a reasonable means of 
opting out if: 

(A) The only means of opting out is 
for the consumer to write his or her 
own letter to exercise that opt out 
right; or 

(B) The only means of opting out as 
described in any notice subsequent to 
the initial notice is to use a check-off 
box that you provided with the initial 
notice but did not include with the sub-
sequent notice. 

(iv) Specific opt out means. You may 
require each consumer to opt out 
through a specific means, as long as 
that means is reasonable for the con-
sumer. 

(b) Same form as initial notice per-
mitted. You may provide the opt out no-
tice together with or on the same writ-
ten or electronic form, as the initial 
notice you provide in accordance with 
§ 160.4. 

(c) Initial notice required when opt out 
notice delivered subsequent to initial no-
tice. If you provide the opt out notice 
after the initial notice in accordance 
with § 160.4, you must also include a 
copy of the initial notice with the opt 
out notice in writing, or, if the con-
sumer agrees, electronically. 

(d) Joint relationships. (1) If two or 
more consumers jointly obtain a finan-
cial product or service from you, you 
may provide a single opt out notice; 
however, you must honor a request 
from one or more joint account holders 
for a separate opt out notice. Your opt 
out notice must explain how you will 
treat an opt out direction by a joint 
consumer. 

(2) Any of the joint consumers may 
exercise the right to opt out. You may 
either: 
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(i) Treat an opt out direction by a 
joint consumer as applying to all of the 
associated joint consumers; or 

(ii) Permit each joint consumer to 
opt out separately. 

(3) If you permit each joint consumer 
to opt out separately, you must permit 
one of the joint consumers to opt out 
on behalf of all of the joint consumers. 

(4) You may not require all joint con-
sumers to opt out before you imple-
ment any opt out direction. 

(5) Example. If John and Mary have a 
joint trading account with you and ar-
range for you to send statements to 
John’s address, you may do any of the 
following, but you must explain in 
your opt out notice which opt out pol-
icy you will follow: 

(i) Send a single opt out notice to 
John’s address, but you must accept an 
opt out direction from either John or 
Mary; 

(ii) Treat an opt out direction by ei-
ther John or Mary as applying to the 
entire account. If you do so, and John 
opts out, you may not require Mary to 
opt out as well before implementing 
John’s opt out direction; or 

(iii) Permit John and Mary to make 
different opt out directions. If you do 
so: 

(A) You must permit John and Mary 
to opt out for each other. 

(B) If both opt out, you must permit 
both to notify you in a single response 
(such as on a form or through a tele-
phone call). 

(C) If John opts out and Mary does 
not, you may only disclose nonpublic 
personal information about Mary, but 
not about John, and not about John 
and Mary jointly. 

(e) Time to comply with opt out. You 
must comply with a consumer’s opt out 
direction as soon as reasonably prac-
ticable after you receive it. 

(f) Continuing right to opt out. A con-
sumer may exercise the right to opt 
out at any time. 

(g) Duration of consumer’s opt out di-
rection. (1) A consumer’s direction to 
opt out under this section is effective 
until the consumer revokes it in writ-
ing, either by hard copy or, if the con-
sumer agrees, electronically. 

(2) When a customer relationship ter-
minates, the customer’s opt out direc-
tion continues to apply to the non-

public personal information that you 
collected during or related to that rela-
tionship. If the individual subsequently 
establishes a new customer relation-
ship with you, the opt out direction 
that applied to the former relationship 
does not apply to the new relationship. 

(h) Delivery. When you are required 
by this section to deliver an opt out 
notice, you must deliver it according 
to § 160.9.

§ 160.8 Revised privacy notices. 
(a) General rule. Except as otherwise 

authorized in this part, you must not, 
directly or through any affiliate, dis-
close any nonpublic personal informa-
tion about a consumer to a non-
affiliated third party other than as de-
scribed in the initial notice that you 
provided to that consumer under § 160.4, 
unless: 

(1) You have provided to the con-
sumer a clear and conspicuous revised 
notice that accurately describes your 
policies and practices; 

(2) You have provided to the con-
sumer a new opt out notice; 

(3) You have given the consumer a 
reasonable opportunity, before you dis-
close the information to the non-
affiliated third party, to opt out of the 
disclosure; and 

(4) The consumer does not opt out. 
(b) Examples. (1) Except as otherwise 

permitted by §§ 160.13, 160.14, and 160.15, 
you must provide a revised notice be-
fore you: 

(i) Disclose a new category of non-
public personal information to any 
nonaffiliated third party; 

(ii) Disclose nonpublic personal infor-
mation to a new category of non-
affiliated third party; or 

(iii) Disclose nonpublic personal in-
formation about a former customer to 
a nonaffiliated third party, if that 
former customer has not had the op-
portunity to exercise an opt out right 
regarding that disclosure. 

(2) A revised notice is not required if 
you disclose nonpublic personal infor-
mation to a new nonaffiliated third 
party that you adequately described in 
your prior notice. 

(c) Delivery. When you are required to 
deliver a revised privacy notice by this 
section, you must deliver it according 
to § 160.9.
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§ 160.9 Delivering privacy and opt out 
notices. 

(a) How to provide notices. You must 
provide any privacy notices and opt 
out notices, including short-form ini-
tial notices that this part requires so 
that each consumer can reasonably be 
expected to receive actual notice in 
writing either in hard copy or, if the 
consumer agrees, electronically. 

(b)(1) Examples of reasonable expecta-
tion of actual notice. You may reason-
ably expect that a consumer will re-
ceive actual notice if you: 

(i) Hand-deliver a printed copy of the 
notice to the consumer; 

(ii) Mail a printed copy of the notice 
to the last known address of the con-
sumer; or 

(iii) For the consumer who conducts 
transactions electronically, post the 
notice on the electronic site and re-
quire the consumer to acknowledge re-
ceipt of the notice as a necessary step 
to obtaining a particular financial 
service or product. 

(2) Examples of unreasonable expecta-
tion of actual notice. You may not, how-
ever, reasonably expect that a con-
sumer will receive actual notice of 
your privacy policies and practices if 
you: 

(i) Only post a sign in your branch or 
office or generally publish advertise-
ments of your privacy policies and 
practices; or 

(ii) Send the notice via electronic 
mail to a consumer who does not ob-
tain a financial product or service from 
you electronically. 

(c) Annual notices only. You may rea-
sonably expect that a consumer will re-
ceive actual notice of your annual pri-
vacy notice if: 

(1) The customer uses your web site 
to access financial products and serv-
ices electronically and agrees to re-
ceive notices at the web site and you 
post your current privacy notice con-
tinuously in a clear and conspicuous 
manner on the web site; or 

(2) The customer has requested that 
you refrain from sending any informa-
tion regarding the customer relation-
ship, and your current privacy notice 
remains available to the customer 
upon request. 

(d) Oral description of notice insuffi-
cient. You may not provide any notice 

required by this part solely by orally 
explaining the notice, either in person 
or over the telephone. 

(e) Retention or accessibility of notices 
for customers. (1) For customers only, 
you must provide the initial notice re-
quired by § 160.4(a)(1), the annual notice 
required by § 160.5(a), and the revised 
notice required by § 160.8, so that the 
customer can retain them or obtain 
them later in writing or, if the cus-
tomer agrees, electronically. 

(2) Examples of retention or accessi-
bility. You provide a privacy notice to 
the customer so that the customer can 
retain it or obtain it later if you: 

(i) Hand-deliver a printed copy of the 
notice to the customer; 

(ii) Mail a printed copy of the notice 
to the last known address of the cus-
tomer; or 

(iii) Make your current privacy no-
tice available on a web site (or a link 
to another web site) for the customer 
who obtains a financial product or 
service electronically and agrees to re-
ceive the notice at the web site. 

(f) Joint notice with other financial in-
stitutions. You may provide a joint no-
tice from you and one or more of your 
affiliates or other financial institu-
tions, as identified in the notice, as 
long as the notice is accurate with re-
spect to you and the other institutions. 

(g) Joint relationships. If two or more 
customers jointly obtain a financial 
product or service from you, you may 
satisfy the initial, annual, and revised 
notice requirements of paragraph (a) of 
this section by providing one notice to 
those customers jointly; however, you 
must honor a request by one or more 
joint account holders for a separate no-
tice.

Subpart B—Limits on Disclosures

§ 160.10 Limits on disclosure of non-
public personal information to non-
affiliated third parties. 

(a)(1) Conditions for disclosure. Except 
as otherwise authorized in this part, 
you may not, directly or through any 
affiliate, disclose any nonpublic per-
sonal information about a consumer to 
a nonaffiliated third party unless: 

(i) You have provided to the con-
sumer an initial notice as required 
under § 160.4; 
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(ii) You have provided to the con-
sumer an opt out notice as required in 
§ 160.7; 

(iii) You have given the consumer a 
reasonable opportunity, before you dis-
close the information to the non-
affiliated third party, to opt of the dis-
closure; and 

(iv) The consumer does not opt out. 
(2) Opt out definition. Opt out means a 

direction by the consumer that you not 
disclose nonpublic personal informa-
tion about that consumer to a non-
affiliated third party, other than as 
permitted by §§ 160.13, 160.14 and 160.15. 

(3) Examples of reasonable opportunity 
to opt out. You provide a consumer with 
a reasonable opportunity to opt out if: 

(i) By mail. You mail the notices re-
quired in paragraph (a)(1) of this sec-
tion to the consumer and allow the 
consumer to opt out by mailing a form, 
calling a toll-free telephone number, or 
any other reasonable means within 30 
days after the date you mailed the no-
tices. 

(ii) By electronic means. A customer 
opens an on-line account with you and 
agrees to receive the notices required 
in paragraph (a)(1) of this section elec-
tronically, and you allow the customer 
to opt out by any reasonable means 
within 30 days after the date that the 
customer acknowledges receipt of the 
notices in conjunction with opening 
the account. 

(iii) Isolated transaction with con-
sumer. For an isolated transaction with a 
consumer, you provide the consumer 
with a reasonable opportunity to opt 
out if you provide the notices required 
in paragraph (a)(1) of this section at 
the time of the transaction and request 
that the consumer decide, as a nec-
essary part of the transaction, whether 
to opt out before completing the trans-
action. 

(b) Application of opt out to all con-
sumers and all nonpublic personal infor-
mation. (1) You must comply with this 
section, regardless of whether you and 
the consumer have established a cus-
tomer relationship. 

(2) Unless you comply with this sec-
tion, you may not, directly or through 
any affiliate, disclose any nonpublic 
personal information about a consumer 
that you have collected, regardless of 
whether you have collected it before or 

after receiving the direction to opt out 
from the consumer. 

(c) Partial opt out. You may allow a 
consumer to select certain nonpublic 
personal information or certain non-
affiliated third parties with respect to 
which the consumer wishes to opt out.

§ 160.11 Limits on redisclosure and 
reuse of information. 

(a) (1) Information you receive under an 
exception. If you receive nonpublic per-
sonal information from a nonaffiliated 
financial institution under an excep-
tion in §§ 160.14 or 160.15, your disclo-
sure and use of that information is lim-
ited as follows: 

(i) You may disclose the information 
to the affiliate of the financial institu-
tion from which you received the infor-
mation; 

(ii) You may disclose the information 
to your affiliates, but your affiliates 
may, in turn, disclose and use the in-
formation only to the extent that you 
may disclose and use the information; 
and 

(iii) You may disclose and use the in-
formation pursuant to an exception in 
§ 160.14 or 160.15 in the ordinary course 
of business to carry out the activity 
covered by the exception under which 
you received the information. 

(2) Example. If you receive a customer 
list from a nonaffiliated financial insti-
tution in order to provide account-
processing services under the exception 
in § 160.14(a), you may disclose that in-
formation under any exception in 
§§ 160.14 or 160.15 in the ordinary course 
of business in order to provide those 
services. For example, you could dis-
close that information in response to a 
properly authorized subpoena or in the 
ordinary course of business to your at-
torneys, accountants, and auditors. 
You could not disclose that informa-
tion to a third party for marketing 
purposes or use that information for 
your own marketing purposes. 

(b)(1) Information you receive outside of 
an exception. If you receive nonpublic 
personal information from a non-
affiliated financial institution other 
than under an exception in §§ 160.14 or 
160.15, you may disclose the informa-
tion only: 
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(i) To the affiliates of the financial 
institution from which you received 
the information; 

(ii) To your affiliates, but your affili-
ates may, in turn, disclose the informa-
tion only to the extent that you can 
disclose the information; and 

(iii) To any other person, if the dis-
closure would be lawful if made di-
rectly to that person by the financial 
institution from which you received 
the information. 

(2) Example. If you obtain a customer 
list from a nonaffiliated financial insti-
tution outside of the exceptions in 
§§ 160.14 and 160.15: 

(i) You may use that list for your 
own purposes; 

(ii) You may disclose that list to an-
other nonaffiliated third party only if 
the financial institution from which 
you purchased the list could have law-
fully disclosed that list to that third 
party. That is, you may disclose the 
list in accordance with the privacy pol-
icy of the financial institution from 
which you received the list as limited 
by the opt out direction of each con-
sumer whose nonpublic personal infor-
mation you intend to disclose, and you 
may disclose the list in accordance 
with an exception in §§ 160.14 and 160.15, 
such as in the ordinary course of busi-
ness to your attorneys, accountants, or 
auditors. 

(c) Information you disclose under an 
exception. If you disclose nonpublic per-
sonal information to a nonaffiliated 
third party under an exception in 
§§ 160.14 or 160.15, the third party may 
disclose and use that information only 
as follows: 

(1) The third party may disclose the 
information to your affiliates; 

(2) The third party may disclose the 
information to its affiliates, but its af-
filiates may, in turn, disclose and use 
the information only to the extent that 
the third party may disclose and use 
the information; and 

(3) The third party may disclose and 
use the information pursuant to an ex-
ception in §§ 160.14 or 160.15 in the ordi-
nary course of business to carry out 
the activity covered by the exception 
under which it received the informa-
tion. 

(d) Information you disclose outside of 
an exception. If you disclose nonpublic 

personal information to a nonaffiliated 
third party other than under an excep-
tion in §§ 160.14 or 160.15, the third 
party may disclose the information 
only: 

(1) To your affiliates; 
(2) To its affiliates, but its affiliates, 

in turn, may disclose the information 
only to the extent the third party can 
disclose the information; and 

(3) To any other person, if the disclo-
sure would be lawful if you made it di-
rectly to that person.

§ 160.12 Limits on sharing account 
number information for marketing 
purposes. 

(a) General prohibition on disclosure of 
account numbers. You must not, di-
rectly or through an affiliate, disclose, 
other than to a consumer reporting 
agency, an account number or similar 
form of access number or access code 
for a consumer’s credit card account, 
deposit account or transaction account 
to any nonaffiliated third party for use 
in telemarketing, direct mail mar-
keting or other marketing through 
electronic mail to the consumer. 

(b) Exceptions. Paragraph (a) of this 
section does not apply if you disclose 
an account number or similar form of 
access number or access code: 

(1) To your agent or service provider 
solely in order to perform marketing 
for your own services or products, as 
long as the agent or service provider is 
not authorized to directly initiate 
charges to the account; or 

(2) To a participant in a private-label 
credit card program or an affinity or 
similar program where the participants 
in the program are identified to the 
customer when the customer enters 
into the program. 

(c) Example. An account number, or 
similar form of access number or ac-
cess code, does not include a number or 
code in an encrypted form, as long as 
you do not provide the recipient with a 
means to decode the number or code.

Subpart C—Exceptions

§ 160.13 Exception to opt out require-
ments for service providers and 
joint marketing. 

(a) General rule. (1) The opt out re-
quirements in §§ 160.7 and 160.10 do not 
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apply when you provide nonpublic per-
sonal information to a nonaffiliated 
third party to perform services for you 
or functions on your behalf if you: 

(i) Provide the initial notice in ac-
cordance with § 160.4; and 

(ii) Enter into a contractual agree-
ment with the third party that pro-
hibits the third party from disclosing 
or using the information other than to 
carry out the purposes for which you 
disclosed the information, including 
use under an exception in §§ 160.14 or 
160.15 in the ordinary course of busi-
ness to carry out those purposes. 

(2) Example. If you disclose nonpublic 
personal information under this sec-
tion to a financial institution with 
which you perform joint marketing, 
your contractual agreement with that 
institution meets the requirements of 
paragraph (a)(1)(ii) of this section if it 
prohibits the institution from dis-
closing or using the nonpublic personal 
information except as necessary to 
carry out the joint marketing or under 
an exception in §§ 160.14 or 160.15 in the 
ordinary course of business to carry 
out that joint marketing. 

(b) Service may include joint marketing. 
The services a nonaffiliated third party 
performs for you under paragraph (a) of 
this section may include marketing of 
your own products or services or mar-
keting of financial products or services 
offered pursuant to joint agreements 
between you and one or more financial 
institutions. 

(c) Definition of joint agreement. For 
purposes of this section, joint agreement 
means a written contract pursuant to 
which you and one or more financial 
institutions jointly offer, endorse or 
sponsor a financial product or service.

§ 160.14 Exceptions to notice and opt 
out requirements for processing 
and servicing transactions. 

(a) Exceptions for processing and serv-
icing transactions at consumer’s request. 
The requirements for initial notice in 
§ 160.4(a)(2), for the opt out in §§ 160.7 
and 160.10, and for initial notice in 
§ 160.13 in connection with service pro-
viders and joint marketing, do not 
apply if you disclose nonpublic per-
sonal information as necessary to ef-
fect, administer, or enforce a trans-

action that a consumer requests or au-
thorizes, or in connection with: 

(1) Processing or servicing a financial 
product or service that a consumer re-
quests or authorizes; 

(2) Maintaining or servicing the con-
sumer’s account with you, or with an-
other entity as part of an extension of 
credit on behalf of such entity as part 
of a private label credit card program 
or other extension of credit on behalf 
of such entity; or 

(3) A proposed or actual 
securitization, secondary market sale 
or similar transaction related to a 
transaction of the consumer. 

(b) Necessary to effect, administer or en-
force a transaction means that the dis-
closure is: 

(1) Required, or is one of the lawful 
or appropriate methods, to enforce 
your rights or the rights of other per-
sons engaged in carrying out the finan-
cial transaction or providing the prod-
uct or service; or 

(2) Required, or is a usual, appro-
priate or acceptable method: 

(i) To carry out the transaction or 
the product or service business of 
which the transaction is a part, and 
record, service or maintain the con-
sumer’s account in the ordinary course 
of providing the financial service or fi-
nancial product; 

(ii) To administer or service benefits 
or claims relating to the transaction or 
the product or service business of 
which it is a part; 

(iii) To provide a confirmation, state-
ment or other record of the trans-
action, or information on the status or 
value of the financial service or finan-
cial product to the consumer or the 
consumer’s agent or broker; 

(iv) To accrue or recognize incentives 
or bonuses associated with the trans-
action that are provided by you or any 
other party; 

(v) In connection with: 
(A) The authorization, settlement, 

billing, processing, clearing, transfer-
ring, reconciling or collection of 
amounts charged, debited or otherwise 
paid using a debit, credit or other pay-
ment card, check or account number, 
or by other payment means; 

(B) The transfer of receivables, ac-
counts or interests therein; or 
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(C) The audit of debit, credit or other 
payment information.

§ 160.15 Other exceptions to notice and 
opt out requirements. 

(a) Exceptions to notice and opt out re-
quirements. The requirements for initial 
notice in § 160.4(a)(2), for the opt out in 
§§ 160.7 and 160.10, and for initial notice 
in § 160.13 in connection with service 
providers and joint marketing do not 
apply when you disclose nonpublic per-
sonal information: 

(1) With the consent or at the direc-
tion of the consumer, provided that the 
consumer has not revoked the consent 
or direction; 

(2)(i) To protect the confidentiality 
or security or your records pertaining 
to the consumer, service, product or 
transaction; 

(ii) To protect against or prevent ac-
tual or potential fraud, unauthorized 
transactions, claims or other liability; 

(iii) For required institutional risk 
control or for resolving consumer dis-
putes or inquiries; 

(iv) To persons holding a legal or ben-
eficial interest relating to the con-
sumer; or 

(v) To persons acting in a fiduciary 
or representative capacity on behalf of 
the consumer; 

(3) To provide information to insur-
ance rate advisory organizations, guar-
anty funds or agencies, agencies that 
are rating you, persons that are assess-
ing your compliance with industry 
standards, and your attorneys, ac-
countants and auditors; 

(4) To the extent specifically per-
mitted or required under other provi-
sions of law and in accordance with the 
Right to Financial Privacy Act of 1978, 
12 U.S.C. 3401 et seq., to law enforce-
ment agencies (including a federal 
functional regulator, the Secretary of 
the Treasury, with respect to 31 U.S.C. 
Chapter 53, Subchapter II (Records and 
Reports on Monetary Instruments and 
Transactions) and 12 U.S.C. Chapter 21 
(Financial Recordkeeping), a State in-
surance authority, with respect to any 
person domiciled in that insurance 
authority’s state that is engaged in 
providing insurance, and the Federal 
Trade Commission), self-regulatory or-
ganizations, or for an investigation on 
a matter related to public safety; 

(5)(i) To a consumer reporting agency 
in accordance with the Fair Credit Re-
porting Act, 15 U.S.C. 1681 et seq.; or 

(ii) From a consumer report reported 
by a consumer reporting agency; 

(6) In connection with a proposed or 
actual sale, merger, transfer or ex-
change of all or a portion of a business 
or operating unit if the disclosure of 
nonpublic personal information con-
cerns solely consumers of such business 
or unit; or 

(7)(i) To comply with federal, state or 
local laws, rules and other applicable 
legal requirements; 

(ii) To comply with a properly au-
thorized civil, criminal or regulatory 
investigation, or subpoena or summons 
by federal, state or local authorities; or 

(iii) To respond to judicial process or 
government regulatory authorities 
having jurisdiction over you for exam-
ination, compliance or other purposes 
as authorized by law. 

(b) Examples of consent and revocation 
of consent. (1) A consumer may specifi-
cally consent to your disclosure to a 
nonaffiliated mortgage lender of the 
value of the assets in the customer’s 
account so that the lender can evaluate 
the consumer’s application for a mort-
gage loan. 

(2) A consumer may revoke consent 
by subsequently exercising the right to 
opt out of future disclosures of non-
public personal information as per-
mitted under § 160.7(f).

Subpart D—Relation To Other 
Laws; Effective Date

§ 160.16 Protection of Fair Credit Re-
porting Act. 

Nothing in this part shall be con-
strued to modify, limit or supersede 
the operation of the Fair Credit Re-
porting Act, 15 U.S.C. 1681 et seq., and 
no inference shall be drawn on the 
basis of the provisions of this part re-
garding whether information is trans-
action or experience information under 
section 603 of that Act.

§ 160.17 Relation to state laws. 
(a) In general. This part shall not be 

construed as superseding, altering or 
affecting any statute, regulation, order 
or interpretation in effect in any state, 
except to the extent that such state 
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statute, regulation, order or interpre-
tation is inconsistent with the provi-
sions of this part, and then only to the 
extent of the inconsistency. 

(b) Greater protection under state law. 
For purposes of this section, a state 
statute, regulation, order or interpre-
tation is not inconsistent with the pro-
visions of this part if the protection 
such statute, regulation, order or in-
terpretation affords any consumer is 
greater than the protection provided 
under this part, as determined by the 
Federal Trade Commission, after con-
sultation with the Commission, on the 
Federal Trade Commission’s own mo-
tion, or upon the petition of any inter-
ested party.

§ 160.18 Effective date; compliance 
date; transition rule. 

(a) Effective date. This part is effec-
tive on June 21, 2001. In order to pro-
vide sufficient time for you to establish 
policies and systems to comply with 
the requirements for this part, the 
compliance date for this part is March 
31, 2002. 

(b)(1) Notice requirement for consumers 
who are your customers on the effective 
date. By March 31, 2002, you must have 
provided an initial notice, as required 
by § 160.4, to consumers who are your 
customers on March 31, 2002. 

(2) Example. You provide an initial 
notice to consumers who are your cus-
tomers on March 31, 2002 if, by that 
date, you have established a system for 
providing an initial notice to all new 
customers and have mailed the initial 
notice to all your existing customers. 

(c) One-year grandfathering of service 
agreements. Until March 31, 2003, a con-
tract that you have entered into with a 
nonaffiliated third party to perform 
services for you or functions on your 
behalf satisfies the provisions of 
§ 160.13(a)(1)(ii) even if the contract 
does not include a requirement that 
the third party maintain the confiden-
tiality of nonpublic personal informa-
tion, as long as you entered into the 
agreement on or before March 31, 2002. 

[66 FR 21252, Apr. 27, 2001, as amended at 66 
FR 24061, 24183, May 11, 2001; 67 FR 6790, Feb. 
13, 2002]

§§ 160.19—160.29 [Reserved]

§ 160.30 Procedures to safeguard cus-
tomer records and information. 

Every futures commission merchant, 
commodity trading advisor, com-
modity pool operator and introducing 
broker subject to the jurisdiction of 
the Commission must adopt policies 
and procedures that address adminis-
trative, technical and physical safe-
guards for the protection of customer 
records and information. These policies 
and procedures must be reasonably de-
signed to: 

(a) Insure the security and confiden-
tiality of customer records and infor-
mation; 

(b) Protect against any anticipated 
threats or hazards to the security or 
integrity of customer records and in-
formation; and 

(c) Protect against unauthorized ac-
cess to or use of customer records or 
information that could result in sub-
stantial harm or inconvenience to any 
customer.

APPENDIX TO PART 160—SAMPLE 
CLAUSES 

Financial institutions, including a group of 
financial holding company affiliates that use 
a common privacy notice, may use the fol-
lowing sample clauses, if the clause is accu-
rate for each institution that uses the no-
tice. Note that disclosure of certain informa-
tion, such as assets, income and information 
from a consumer reporting agency, may give 
rise to obligations under the Fair Credit Re-
porting Act, such as a requirement to permit 
a consumer to opt out of disclosures to affili-
ates or designation as a consumer reporting 
agency if disclosures are made to non-
affiliated third parties. 

A–1—CATEGORIES OF INFORMATION YOU 
COLLECT (ALL INSTITUTIONS) 

You may use this clause, as applicable, to 
meet the requirement of § 160.6(a)(1) to de-
scribe the categories of nonpublic personal 
information you collect. 

Sample Clause A–1

We collect nonpublic personal information 
about you from the following sources: 

• Information we receive from you on ap-
plications or other forms; 

• Information about your transactions 
with us, our affiliates or others; and 

• Information we receive from a consumer 
reporting agency. 
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A–2—CATEGORIES OF INFORMATION YOU DIS-
CLOSE (INSTITUTIONS THAT DISCLOSE OUT-
SIDE OF THE EXCEPTIONS) 

You may use one of these clauses, as appli-
cable, to meet the requirement of § 160.6(a)(2) 
to describe the categories of nonpublic per-
sonal information you disclose. You may use 
these clauses if you disclose nonpublic per-
sonal information other than as permitted 
by the exceptions in §§ 160.13, 160.14 and 
160.15. 

Sample Clause A–2, Alternative 1

We may disclose the following kinds of 
nonpublic personal information about you: 

• Information we receive from you on ap-
plications or other forms, such as [provide il-
lustrative examples, such as ‘‘your name, ad-
dress, social security number, assets and in-
come’’]; 

• Information about your transactions 
with us, our affiliates or others, such as 
[provide illustrative examples, such as ‘‘your ac-
count balance, payment history, parties to 
transactions and credit card usage’’]; and 

• Information we receive from a consumer 
reporting agency, such as [provide illustrative 
examples, such as ‘‘your creditworthiness and 
credit history’’]. 

Sample Clause A–2, Alternative 2

We may disclose all of the information 
that we collect, as described [describe location 
in the notice, such as ‘‘above’’ or ‘‘below’’]. 

A–3—CATEGORIES OF INFORMATION YOU DIS-
CLOSE AND PARTIES TO WHOM YOU DISCLOSE 
(INSTITUTIONS THAT DO NOT DISCLOSE OUT-
SIDE OF THE EXCEPTIONS) 

You may use this clause, as applicable, to 
meet the requirements of §§ 160.6(a)(2), (3) and 
(4) to describe the categories of nonpublic 
personal information about customers and 
former customers that you disclose and the 
categories of affiliates and nonaffiliated 
third parties to whom you disclose. You may 
use this clause if you do not disclose non-
public personal information to any party, 
other than as is permitted by the exceptions 
in §§ 160.14 and 160.15. 

Sample Clause A–3

We do not disclose any nonpublic personal 
information about our customers or former 
customers to anyone, except as permitted by 
law. 

A–4—CATEGORIES OF PARTIES TO WHOM YOU 
DISCLOSE (INSTITUTIONS THAT DISCLOSE 
OUTSIDE OF THE EXCEPTIONS) 

You may use this clause, as applicable, to 
meet the requirement of § 160.6(a)(3) to de-
scribe the categories of affiliates and non-
affiliated third parties to whom you disclose 
nonpublic personal information. You may 

use this clause if you disclose nonpublic per-
sonal information other than as permitted 
by the exceptions in §§ 160.13, 160.14 and 
160.15, as well as when permitted by the ex-
ceptions in §§ 160.14 and 160.15. 

Sample Clause A–4

We may disclose nonpublic personal infor-
mation about you to the following types of 
third parties: 

• Financial service providers, such as 
[provide illustrative examples, such as ‘‘mort-
gage bankers’’]; 

• Non-financial companies, such as [provide 
illustrative examples, such as ‘‘retailers, direct 
marketers, airlines and publishers’’]; and 

• Others, such as [provide illustrative exam-
ples, such as ‘‘non-profit organizations’’]. 

We may also disclose nonpublic personal 
information about you to nonaffiliated third 
parties as permitted by law. 

A–5—SERVICE PROVIDER/JOINT MARKETING 
EXCEPTION 

You may use one of these clauses, as appli-
cable, to meet the requirements of 
§ 160.6(a)(5) related to the exception for serv-
ice providers and joint marketers in § 160.13. 
If you disclose nonpublic personal informa-
tion under this exception, you must describe 
the categories of nonpublic personal infor-
mation you disclose and the categories of 
third parties with whom you have con-
tracted. 

Sample Clause A–5, Alternative 1

We may disclose the following information 
to companies that perform marketing serv-
ices on our behalf or to other financial insti-
tutions with which we have joint marketing 
agreements: 

• Information we receive from you on ap-
plications or other forms, such as [provide il-
lustrative examples, such as ‘‘your name, ad-
dress, social security number, assets and in-
come’’]; 

• Information about your transactions 
with us, our affiliates, or others, such as 
[provide illustrative examples, such as ‘‘your ac-
count balance, payment history, parties to 
transactions and credit card usage’’]; and 

• Information we receive from a consumer 
reporting agency, such as [provide illustrative 
examples, such as ‘‘your creditworthiness and 
credit history’’]. 

Sample Clause A–5, Alternative 2

We may disclose all of the information we 
collect, as described [describe location in the 
notice, such as ‘‘above’’ or ‘‘below’’] to compa-
nies that perform marketing services on our 
behalf or to other financial institutions with 
which we have joint marketing agreements. 
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A–6—EXPLANATION OF OPT OUT RIGHT (INSTI-
TUTIONS THAT DISCLOSE OUTSIDE OF THE EX-
CEPTIONS) 

You may use this clause, as applicable, to 
meet the requirement of § 160.6(a)(6) to pro-
vide an explanation of the consumer’s right 
to opt out of the disclosure of nonpublic per-
sonal information to nonaffiliated third par-
ties, including the method(s) by which the 
consumer may exercise that right. You may 
use this clause if you disclose nonpublic per-
sonal information other than as permitted 
by the exceptions in §§ 160.13, 160.14 and 
160.15. 

Sample Clause A–6

If you prefer that we not disclose non-
public personal information about you to 
nonaffiliated third parties you may opt out 
of those disclosures; that is, you may direct 
us not to make those disclosures (other than 
disclosures permitted or required by law). If 
you wish to opt out of disclosures to non-
affiliated third parties, you may [describe a 
reasonable means of opting out, such as ‘‘call 
the following toll-free number: (insert num-
ber)’’]. 

A–7—CONFIDENTIALITY AND SECURITY (ALL 
INSTITUTIONS) 

You may use this clause, as applicable, to 
meet the requirement of § 160.6(a)(8) to de-
scribe your policies and practices with re-
spect to protecting the confidentiality and 
security of nonpublic personal information. 

Sample Clause A–7

We restrict access to nonpublic personal 
information about you to [provide an appro-
priate description, such as ‘‘those employees 
who need to know that information to provide 
products or services to you’’]. We maintain 
physical, electronic and procedural safe-
guards that comply with federal standards to 
safeguard your nonpublic personal informa-
tion.

PART 166—CUSTOMER 
PROTECTION RULES

Sec.
166.1 Definitions. 
166.2 Authorization to trade. 
166.3 Supervision. 
166.4 Branch offices. 
166.5 Dispute settlement procedures.

AUTHORITY: 7 U.S.C. 1a, 2, 6b, 6c, 6d, 6g, 6h, 
6k, 6l, 6o, 7, 12a, 21, and 23, as amended by the 
Commodity Futures Modernization Act of 
2000, Appendix E of Pub. L. 106–554, 114 Stat. 
2763 (2000).

§ 166.1 Definitions. 

(a) The term Commission registrant as 
used in this part means any person who 
is registered or required to be reg-
istered with the Commission pursuant 
to the Act or any rule, regulation, or 
order thereunder. 

(b) The term commodity interest as 
used in this part means— 

(1) Any contract for the purchase or 
sale of any commodity for future deliv-
ery, traded on or subject to the rules of 
a contract market or a foreign board of 
trade. 

(2) Any agreement or transaction 
subject to Commission regulation 
under section 4c of the Act, including 
any such contract or transaction made 
or to be made on or subject to the rules 
of a foreign board of trade; or 

(3) Any contract or transaction sub-
ject to Commission regulation under 
section 19 of the Act (7 U.S.C. 23). 

(c) The term customer as used in this 
part means any person trading, intend-
ing to trade, or receiving or seeking ad-
vice concerning any commodity inter-
est, including any existing or prospec-
tive client or subscriber of a com-
modity trading advisor or existing or 
prospective participant in a com-
modity pool, but the term does not in-
clude a person who is acting in the ca-
pacity of a Commission registrant with 
respect to the trade. 

(d) The term commodity account as 
used in this part means the account of 
a customer in which any commodity 
interest is, or is intended to be, traded. 

[43 FR 31886, July 24, 1978, as amended at 46 
FR 54535, Nov. 3, 1981; 52 FR 29003, Aug. 5, 
1987]

§ 166.2 Authorization to trade. 

No futures commission merchant, in-
troducing broker or any of their associ-
ated persons may directly or indirectly 
effect a transaction in a commodity in-
terest for the account of any customer 
unless before the transaction the cus-
tomer, or person designated by the cus-
tomer to control the account: 

(a) Specifically authorized the fu-
tures commission merchant, intro-
ducing broker or any of their associ-
ated persons to effect the transaction 
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